
International Journal of Network Security, Vol.8, No.2, PP.101–106, Mar. 2009 101

Ordered Semiring-based Trust Establish Model
with Risk Evaluating

Mingwu Zhang1, Bo Yang1, Shenglin Zhu1, and Wenzheng Zhang2

(Corresponding author: Mingwu Zhang)

College of Informatics, South China Agricultural University1

No.383, Wushan Rd., Tianhe District, Guangzhou 510642, China
National Laboratory for Modern Communications, Chengdu 610041, China2

(Email:{zhangmw,byang, zhusl}@scau.edu.cn)
(Received May 18, 2007; revised Oct. 23, 2007; and accepted Jan. 4, 2008)

Abstract

Distributed trust management supports the provision of
the required levels in a flexible and scalable manner by
locally discriminating between the entities with which a
principal should interact. However, there is a tension be-
tween the preservation of privacy and the controlled re-
lease of information when an entity submits credentials
for establishing and verifying trust metric where it may
disclose too much information of the credentials. Further-
more, trust delegation will require some levels of risk to
be tolerated. In this paper, we propose a trust model
with privacy protecting and risk evaluating. Our model
is based on an ordered semiring framework. In proposed
ordered semiring framework, credential graph is flexible
enough to express trust relationship which adapts to the
trust and privacy risk aggregating and concentrating in
decentralized network systems. We describe a solution
model to establish trust with risk evaluating with the
trust opinion and privacy opinion, and also provide the
minimized privacy disclosure credential search algorithm
based on ordered semiring model.
Keywords: Credential graph, privacy, risk evaluation,
semiring, trust management

1 Introduction

Privacy and risk are considered either through identities
typically by employ policy defined incremental informa-
tion release schemes to determine what is appropriate for
disclosure in a given interaction, or manage numerous
pseudonyms so as to disperse the information that could
be attributed to a given identity. The anonymous commu-
nication problems by hiding the identity of the subject in
a group of participants have been studied [7, 16]. The pro-
posed schemes ensure that the source of a communication
is unknown, but the participants may know the content.
The approaches will use trusted proxies to protect privacy

in a dynamic communication environments [8].
Distributed trust management [5, 8, 9] is a crucial ap-

proach to support the provision of the required levels of
assurance in a flexible and scalable manner by locally dis-
criminating between the entities with which a principal
should interact. Most trust management systems assume
monotonicity: additional credentials can only result in
the increasing of privilege [2, 4, 6, 7, 9]. Trust is a mono-
tonic model that s ¹ t means that t denotes at least as
high a trust-level as s. For scalability and efficiency con-
siderations, trust evaluation is constrained to information
provided by directly connected nodes, i.e. it is based on
local interactions.

However, for information providers, incremental in-
formation release can reduce the maximally valued at-
tribute being disclosed more frequently than desirable
needs. In trust management system, a credential chain
collector collects the credentials that submitted to com-
pliance checker. In general, principal submit all their cre-
dentials to compliance checker so as to give the enough
evidence that principals own the delegation or authoriza-
tion. Nevertheless, the more credentials submitted, the
more risk and privacy loss.

We remark a credential as a privacy value that rep-
resent multiple attributes privacy disclosure. We de-
fine privacy-protected trust model as a semiring algebra
structure, which is flexible enough to express trust re-
lation and compute trust metric based on privacy pro-
tecting. We ground our privacy model of two nodes on
information-based theory. Entropy is a measure of un-
certainty in a probability distribution for a discrete ran-
dom variable X : H(X) , −∑

i p(xi)logp(xi) where
p(xi) = P (X = xi). When an adversarial gains more in-
formation, the entropy of credential privacy disclose will
decrease.

The remainder of the paper is organized as follows:
Section 2 presents our trust and privacy risk model in dis-
tributed trust system. A privacy protecting trust graph
based ordered semiring and its search algorithm are pre-
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Figure 1: Example of authorization Hasse diagram

sented in Section 3. This is followed some related work
that looks at privacy concerns in Section 4. And it con-
cludes the paper in Section 5.

2 Definition

A trust authorization relationship can be taken as a del-
egation model with a partially ordered structure.

Definition 1. (Auth-stru). An authorization structure
is denoted by auth = (L,],∪,∩) where ] is a partially
ordered over set L that satisfies:

• ∪ is a greatest-lower bound operator,

• ∩ is a least-upper bound operator, and

• Any two elements relation in L has greatest-lower
bound and least-upper bound.

We consider a simple example of a file operator au-
thorization. Consider auth L = {N, R,W,W+, C, C+}
with N least, R(read) and W (write) and C(create) un-
related, W+(read/write) and greatest C+(W /C), respec-
tively, i.e., the Hasse diagram of lattice model in Figure 1
which satisfies:

N ⊆ R, N ⊆ W,N ⊆ C, R ⊆ W,W ⊆ W+

C ⊆ C+,W+ ⊆ C+,
⋃{R, W} = W+

⋃{R,W,C} =
⋃{W+, C} = C+

Definition 2. A trust risk metric is defined as a com-
plete lattice risk = (SP ,¹), where SP is a set of risks
in privacy opinion space and ¹ is a decidable risk order
relation.

We let ⊥ and > denote the top and bottom elements
of the lattice. The instantiation of trust risk metric also
includes two associative and monotonic aggregation oper-
ator: risk aggregation ⊕ and risk concentration ⊗.

Definition 3. Trust domain opinion as pairs (p, q) ∈ S,
where S = ST ×SP , ST ∈ [0, 1] is trust opinion space and
SP ∈ [0, 1] is privacy opinion space.

A trust value pair in trust domain opinion space
(p, q) = (1, 0) represents full trust and no privacy loss,
and (0, 0) is a initialized state about a trust relation that
there is not any trust value and privacy disclosure.

Definition 4. (Trust structure) A trust structure with
privacy risk metric is defined as T = (K,≤,v), where K
is trust lattice of auth, and two partial relation, the trust
ordering ≤, and the information ordering v.

We use ≤ to describe the trust operator when trust
evidence submits, and v to describe the risk value for
evidence disclosure.

In order to safeguard the sensitive credential from ma-
licious access, we use privacy entropy to describe creden-
tials’ attribute sensitivity. Before principal submit cre-
dentials, he or she expects the least privacy loss for at-
tributes disclosure in the set of credentials.

Definition 5. (Attribute risk) A credential C with i
attribute fields Xi, and the set R denotes revealed cre-
dentials that before C is been submitted. When submitted
the credential C, Xi privacy loss value in C denote by
plfXi

(Xi|R) is defined by:

plfXi(Xi|R) =
n∑

i=1

Pilog2
1
Pi
−

n∑

i=1

P ∗i log2
1

P ∗i
, (1)

where Pi = Pr{Xi is disclosed|R} and P ∗i = Pr{Xi

is disclosed|R ⋃
C} denote probability mass function that

reveal credential set R and R
⋃

C, respectively [11].

Definition 6. (Credential privacy disclosure) Given
m attributes X1, . . . , Xm in a credential C with sensitiv-
ity weight w1, . . . , wm, (

∑m
i=1 wi = 1), each attribute with

domain {{x11, , x1n}, , {xm1, . . . , xmn}}. The privacy dis-
close entropy HC is defined by:

HC =
m∑

i=1

wi × plfXi . (2)

Property 1.

0 ≤ HC ≤ mlog2n. (3)

The minimum 0 of HC is taken when all plfX = 0,
which means

∑n
i=1 Pilog2

1
Pi

=
∑n

i=1 P ∗i log2
1

P∗i
that cre-

dential C can not disclose any privacy information. The
maximum value mlog2n is taken when Pi = 1/n(i =
1, . . . , n) and P ∗1 = . . . = P ∗i = P ∗i+1 = . . . = P ∗n =
0, P ∗i = 1 hat means it will disclose all privacy informa-
tion in credential C when an entity holds the credential.

When a credential is transferred from A to B, creden-
tial privacy disclosure entropy is denoted by HC

AB . We as-
sume that an entity will not disclose his confidential and
privacy information deliberately. Intuitively, HC

AA = 0.
In general, the value plf(Xi) of attribute Xi will be max-
imized by plf(Xi) =

∑k
i=1 Pilog2(1/Pi) = log2k, because

an adversary get privacy attribute value to be uniform
distribution over the attribute domain when a new cre-
dential is to be assigned.
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ppl(AE)=VAB ⊗ VBC ⊗ VCD ⊗ VDE
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Figure 2: Privacy risk along the trust chain

Definition 7. The privacy loss function of credential
C between two nodes A and B denoted by VAB = 1 −
HC

AB/mclog2k, where mc is attribute number in creden-
tial C and HC

AB is privacy disclose entropy between node
A and B.

The credential privacy loss function along a chain is
defined by ppl, as

ppl(path) =
⊗

[p̄ is along the path]

Vp̄. (4)

⊗ is a operator that concentrates the path, with which
the property has commutative and associative. We define
privacy opinion space SP = [0, 1],ppl ∈ SP .

With the increasing of trust chain, the probability of
privacy loss is increasing. The operator ⊗ satisfies the
monotonicity along a path. The ppl combination along a
path is showed in Figure 2.

In Figure 3, when a new entity joins in, the opinion
value is (0, 0) which means no trust information or privacy
disclosure. The value (1, 0) represents that the trust is 1
and privacy disclosure is 0, which is excellent for building
trust and balance privacy. The value (0, 1) is inacceptable
since it has disclosed privacy but no trust be established.

The operator ⊗ combines opinions disclosure along
a path and operator ⊕ combines opinions across paths.
When two nodes P and Q build trust relation, the trust
opinion of P ⊗ Q is no more than min(P.ST , Q.ST ) for
that trust concentration will loss trust metric. But the
privacy opinion of P ⊕ Q will increase because of node’s
disclosure risk. Furthermore, the trust opinion and pri-
vacy of P ⊕Q are all no less than max(P.SP , Q.SP ).

These operators can be used in a general framework for
solving path problems in graphs, provided they satisfy
certain mathematical properties, i.e., form an algebraic
structure called semiring.

Definition 8. A semiring[2,5] is a system (K,⊕,⊗, 0̄, 1̄)
such that

• (K,⊕, 0̄) is a commutative monoid with 0̄ as the iden-
tity element for ⊕,

• (K,⊗, 1̄) is associative, with a neutral element 1̄ ∈
K, and 0̄ as an annihilator element for ⊗: ∀a ∈
K, a⊗ 0̄ = 0̄⊗ a = 0̄, and

• ⊗ distributes over ⊕. For all a, b, c ∈ K, that (a⊕b)⊗
c = (a⊗c)⊕(b⊗c), and c⊗(a⊕b) = (c⊗a)⊕(c⊗b).
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Figure 3: Privacy and trust in opinion space

An ordered semiring (K,⊗,⊕) is a semiring with a
partial order vK such that the operations ⊗ and ⊕ are
weakly monotonic. If a v b and a′ v b′ ⇒ a⊕ a′ v b⊕ b′,
and a⊗ a′ v b⊗ b′.

3 Semiring Trust Model

3.1 Trust Semiring

We use an ordered semiring to describe information or-
dering v in trust structure T = (K,≤,v). Considering
privacy concatenation along a path as ⊗ and aggrega-
tion of privacy across multi-paths as ⊕, we introduce a
partial order over our semiring as an ordered semiring.
Each opinion space S = [0, 1]2. For example, we may
choose semiring (S,⊕,⊗, 0̄, 1̄) for trust opinion as Jøsang
model[3], and privacy opinion that ⊗ operator is +, by
which privacy loss along a path will be accumulated, and
⊕ operators is max. In our model, semiring is mono-
tonic. We can verify that the neutral elements 1̄ = (1, 0)
and 0̄ = (0, 0). So, the privacy opinion value of source
node s to destination d that comprised n path in ordered
semiring is

pplC(s → d) =
n⊕

k=1

[
⊗

[p̄ is a path from s to d]

Vp̄]. (5)

3.2 Ordered Monotonic Trust Graph

We will find out an optimal path that has minimum pri-
vacy disclosure along a path based our semiring when
nodes will prompt trust. An important property of semir-
ings when dealing with shortest paths problems is mono-
tonicity. When monotonicity holds, the computation of
shortest distances can be factored. We define the single-
source shortest-distance problem for privacy protecting
that path aggregate about privacy in trust graph G.
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We consider a semiring (K,⊕,⊗, 0̄, 1̄), and a weighted
directed graph G = (V, E) over K, where V represents
the set of vertices of G, E for the set of edges. In that
case, ⊗ is the operator used to calculate the weight w of
a path p = (v0, v1, . . . , vk) based on the weights of the
path’s edges that W (p) =

⊗
i∈p wi.

Given an edge e ∈ E, we denote by n[e] as its next
vertex, by p[e] as its origin or previous vertex, and by
w[e] its weight. Given a vertex v ∈ V , we denote by E[v]
as the set of edges leaving v.

In G, a trust path π = e1e2 . . . ek is an element of E∗

with consecutive edges: n[ei] = p[ei+1] for i = 1, . . . , k−1.
We extend n and p to paths by setting: p[π] = p[e1], and
n[π] = n[ek]. So a cycle is a path starting and ending at
the same vertex: n[c] = p[c]. The weight function w can
also be extended to paths by defining the weight of a path
as the result of the ⊗-multiplication of the weights of its
constituent edges:

w(π) =
k⊗

i=1

w[ei], (6)

and it can be extended to any definite set of paths by

w[
n⋃

i=1

πi] =
n⊕

i=1

w[πi]. (7)

It is rational to consider that a user will have
the minimum privacy disclosure opinion about himself,
i.e.∀i, w(i, i) = 0̄, that is neutral element for ª. We ex-
pect that trust graph G is a strongly connected graph
with maximum circuit weight 1̄. We use a k-closed
semiring(k > 0) to calculate path value along trust path
in graph. A k-closed semiring (K,⊕,⊗, 0̄, 1̄) is closed if

• for all a ∈ K, the infinite sum
⊕∞

n=0 an is well-
defined.

• associativity, commutativity, and distributivity apply
to countable sums. Thus, for any three countable sets
(ai)i∈I and (bj)j∈J with
A =

⊕
i∈I ai ∈ K, B =

⊕
j∈J bj ∈ K, the following

properties hold:

– Associativity. for any partitioning of I in Ik, k ∈
K,

⊕
i∈Ik

ai ∈ K, and A =
⊕

k∈K(
⊕

i∈Ik
), and

a similar property holds with ⊗.

– Commutativity. let I ′ be a permutation of I,
then

⊗
i∈I′ ai ∈ K, and A =

⊗
i∈I′ ai.

– Distributivity.
⊗

i∈I,j∈J(ai, bj) ∈ K, and
A

⊗
B =

⊕
(i,j)∈I×J(ai ⊗ bj).

Property 2. A semiring (K,⊕,⊗, 0̄, 1̄) is k-closed if

∀a ∈ K,

k+1⊕
n=0

an =
k⊕

n=0

an. (8)

Let well-formed decomposable path problems be de-
fined as those for which ⊕ is commutative and associative,

Table 1: Pseudocode of construct credential graph and
initialize

INITIALIZE(G, s)
1 Procedure Initialize(G,s)
2 GetCredentials(C)
3 ConstructCreditialsGraph(G, C)
4 For each vertex v 6= s do
5 d[i] ← r[i] ← 0̄
6 d[s] ← r[s] ← 1̄
7 S ← s

and ⊗ is associative and distributes over ⊕, formally as
semiring model. These may be computed using general-
ized transitive closure algorithms.

Thus far, we have assumed the graph is directed
acyclic. The calculation model based algebraic structure
semiring (K,⊕,⊗, 0̄, 1̄) provide appropriate framework to
express the relation of trust and privacy. The aggregation
over finite paths will converge.

3.3 Trust Path Search

We assume the trust graph is a simple connected graph
without parallel arcs or loops, because a trust relation-
ship is considered to be between two distinct entities and
it is unique within a given trust context. S is a queue
that contains the vertices to be examined next for their
contribution to the shortest path weights. The vector d[i]
holds the current estimate of the shortest distance from s
to i. The vector r[i] holds the total weight added to since
the last time i was extracted from S.

We present a generic algorithm to compute single-
source shortest distances [11] for semirings covered by our
framework. In Table 1 the pseudocode of the algorithm is
presented for credential graph search based ordered semir-
ing.

In Table 2, the function of CalcPrivDiscloseProb(q,
v, C) is to compute two neighbor nodes privacy disclosure
value which is defined in Formula (2).

The computational complexity of this algorithm de-
pends on the semiring used, and the actual topology of the
network. The running time of this algorithm is O(V +E),
because each edge is visited once. The space complexity of
this algorithms is O(|V |2). The more sparse the network,
the more efficient for the algorithm [16].

4 Related Work

Theodorakopoulos and Baras [16] developed a novel for-
mulation of trust computation as linear iterations based
on ordered semirings, and it used edges tolerances ap-
proach to compute and analyze the attack resilience on
the trust computation. Zhong and Bhargava [18] pro-
posed a form of privacy-trust formulation to measure the
quantify privacy loss. It is shown that as long as privacy
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Table 2: Pseudocode of semiring path calculation
SEMIRING-CHAIN-CALC (G, s)

1 INITIALIZE (G, s)
2 While S 6= Φ
3 { q ← head(S)
4 Dequeue(S)
5 r′ ← r[q]
6 r[q] ← 0̄
7 For each v ∈ Neighbour(s[q])
8 w[q, v] ← CalcPrivDiscloseProb(q, v, C)
9 If d[v] 6= d[v]⊕ (r′ ⊗ w[q, v])
10 d[v] ← d[v]⊕ (r′ ⊗ w[q, v])
11 r[v] ← r[v]⊕ (r′ ⊗ w[q, v])
12 If v /∈ S
13 Enqueue(S; v)
14 }
15 d[s] ← 1̄

loss is below a limit, through the use of use of properly
coded credentials, it is possible to achieve arbitrarily good
trust [12]. Lu et al. [10] proposed a trust-based privacy
preservation method for peer-to-peer data sharing, which
adopted the trust relationship between a peer and its col-
laborators that worked as a proxy to send the request
and acquire the data. It provides a shield under which
the identity of the requester and the accessed data can-
not be linked. In [1], Ahmed et al. argued that statistical
traceability could act as a basis for reaching a proper bal-
ance between privacy and trust. But it can’t quantitate
the privacy and evaluate the privacy risk when trust con-
centration.

Sun et al. [14] considered that trust is a measure of
uncertainty with its value represented by entropy, and
presented two trust models: entropy-based model and
probability-based model, which based on recommenda-
tions for forwarding packets about other nodes, only
applied to ad hoc networks. Yao et al. [17] proposed
the notion of point-based policies for access control and
gives protocols for implementing them in a disclosure-
minimizing fashion. Specifically, Bob values each cre-
dential with a certain number of points and requires a
minimum total threshold of points before granting access
to a resource to Alice. In turn, Alice values each of her
credentials with a privacy score that indicates her reluc-
tance to reveal that credential. Bob’s valuation of cre-
dentials is private and should not be revealed, as is his
threshold. What Alice uses is a subset of her credentials
that achieves Bob’s required threshold for access, yet is
of as small a value to her as possible. The author aimed
at protecting service provider’s security policy to protect
privacy disclosure, but credential privacy has not been
reinforced.

Bussard and Molva [2] use cryptographic primitive to
design a privacy describing scheme based on a history of
previous interactions among parties that ensure the past

interactions can be proven while assuring the untraceabil-
ity and anonymity. Their scheme is to aim at trust estab-
lishing with negotiation privacy [6]. In [3], Dong et al.
proposed a cryptographic credential verification scheme
for non-monotonic trust management systems that can
correctly identify the credentials that a subject has while
also protecting the subjects privacy. We introduced an al-
gebra framework to describe trust establishing with risk
disclosure evaluating when trust is propagating along a
path in a monotonic trust policy environment.

5 Conclusion

We have presented an ordered semiring model that pro-
vided privacy protecting trust chain. Our scheme is based
on semiring structure trust and privacy disclose calcu-
lation model, which provide an efficient way to protect
credential chain minimum privacy disclosure in credential
attributes when we establish the trust relationship. We
also give the trust chain search algorithm based on an
ordered semiring model.
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