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Abstract

Identity Based Encryption (IBE) is a type of public-key
encryption in which the public key of a user has some
unique information about the identity of the user, and it is
an important primitive of public cryptography. As far as
Hierarchical Identity-Based Encryptions (HIBE) concern,
it is rational to view the root PKG (Private Key Genera-
tor) as a trusted party or being unconditionally trusted,
but those level PKGs should be treated suspiciously in
hierarchical identity based setting. To achieve the full
security, existing schemes suffers a security degradation
exponential in the hierarchy depth. In this paper, we pro-
pose Hierarchical Identity-Based Encryption with maxi-
mum hierarchy extension to Boneh IBE under Decisional
Bilinear Diffie-Hellman (DBDH) assumption in standard
security model. To overcome key escrow problem chal-
lenge in HIBE, we proposed a new method that overcomes
key escrow by having maximum Hierarchy length. This
is due to sequential manner in the key generation, means
that level PKGs does not have the ability of determin-
ing valid private keys without other level private keys.
Correctness and security analysis of the scheme is also
discussed.

Keywords: Ciphertext; IBE; HIBE; Key Escrow; Public
Key Cryptography; Random Oracle

1 Introduction

Identity-Based Encryption (IBE) [24] is a public-key en-
cryption scheme where ones public key can be unre-
servedly set to any unique identity (for example, one’s
identity). An authority that holds a master secret key
can take any arbitrary identifier and extract a secret key
corresponding to this identifier. Anyone can then en-
crypt messages using the identifier as a public encryption
key, and only the holder of the corresponding secret key

can decrypt these messages. This idea was presented by
Shamir [27], an prototype solution was proposed in [5,6],
and the primary completely IBE framework were por-
trayed by Boneh and Franklin [27] and Cocks [7]. IBE
frameworks can enormously disentangle the general pop-
ulation key foundation for encryption arrangements, yet
they are still not as general as one might want. Numerous
associations have a various hierarchical structure, maybe
with one trusted authority, a few sub-authorities and nu-
merous individual clients, each have a placing with a little
piece of the association tree.

We might want to have an answer where every special-
ist can assign keys to its sub-authorities, who can con-
tinue appointing keys additionally down the hierarchy to
the clients. The length of the hierarchy order can run
from a few in little associations, up to at least ten in huge
ones. An IBE framework [14] that permits lower authori-
ties as above is called Hierarchical Identity-Based Encryp-
tion (HIBE). In HIBE [15, 16], messages are encoded for
character vectors, noting as nodes in the hierarchy chain.
This idea was presented by Horwitz and Lynn [8], who
likewise depicted a partial solution for it, and the pri-
mary fully functional HIBE framework was portrayed by
Gentry and Silverberg [33].

In traditional hierarchical identity based cryptosys-
tems, non-leaf entities as level Private Key Generators
(PKG) are usually capable of deriving private keys for
their descendants with use of their private keys. The
non-leaf entities can therefore act (decrypt or sign) on
the behalf of their arbitrary descendants. This is called
key escrow problem of HIBC. In [18], the authors pro-
posed a secure key issuing protocol for IBE which is also
extends to key generation of HIBE with coalition of other
threshold [22,29] and multi level access structures [28,30]
to distribute the decryption key to the receiver.

The dual system technique has been successfully used
to obtain adaptive security for not only (H)IBE [3,32] but
also more expensive Fully Encryption (FE) [8,20,34]. Re-
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cently, the dual system technique helped us to go further.
Chen and Wee [9,10] applied the dual system technique
in a novel way and gave an IBE with security loss only
related to system parameters.

Initial idea and motivation of identity-based encryp-
tion introduced by Shamir [27] where a public key can be
the identity string of a user such as an e-mail address. Al-
though practical solutions proposed by different authors
for IBE, Key escrow is well known problem in an iden-
tity based encryption. In order to resolve key escrow
problem in IBE, Gentry and Silverburg [33] given con-
struction of HIBE [19,26] is which the security is based
on the random oracle model. Subsequently, Boneh and
Boyen [4] presented a HIBE without random oracles in
the selective-ID model. One inherent limitation of previ-
ous HIBE schemes [17,21] is that the maximum hierarchy
depth should be fixed in the setup phase. In this paper,
we address this problem and propose a hierarchical iden-
tity based encryption scheme, that is a modification to the
Boneh et al. [12] HIBE. In this scheme, we included our
proposed distributed key issuing protocol [18] to achieve
maximum hierarchy with threshold secret key recovery.
We also present correctness and security analysis of the
proposed scheme.

The rest of the paper is organized as follows: Section 2
presents related work and Section 3 gives an overview of
preliminaries and Identity Based Cryptography and their
extensions. In Section 4, discussed overview of distributed
key issuing protocol. In Section 5, we present Hierarchical
Identity Based Encryption scheme and their correctness.
Security assumptions, analysis and comparative analysis
is presented in Section 6. Section 7 we explore possible
applications of proposed scheme and other IBE schemes.
Concluding remarks are in Section 8.

2 Related Work

The concept of IBE [27] initially proposed by Adi Shamir
in 1984 and it remained an open problem for almost two
decades to come up with a satisfying construction for it.
In 2001, Boneh and Franklin [5] proposed formal secu-
rity notions for IBE systems and designed a fully func-
tional secure IBE scheme using bilinear maps. Since the
pioneering work of Boneh and Franklin [5], many IBE
schemes [4,11,13,14,33] were proposed in bilinear maps.

Identity-based encryption (IBE) is a kind of public key
encryption (PKE) that uses any bit-string (e.g., e- mail
address, phone number, or identity) as a public key of a
user. Identity-based PKI [12] is the binding between the
public/private keys and the individual. In IBE, a single
key generation center (KGC) should issue private keys
and establish secure channels to transmit private keys of
users. To reduce the cost of private key generation of the
KGC in IBE, the concept of hierarchical IBE (HIBE) [7]
was introduced such that the KGC delegates the key gen-
eration functionality to a lower level KGC [22,29] using
sequential and threshold manner.
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The first construction of HIBE is due to Gentry and
Silverberg [12] where the security is based on the random
oracle model. Subsequently, Boneh and Boyen [4] pre-
sented a HIBE without random oracles in the selective-
ID model [25]. The best known HIBE constructions, both
with and with- out random oracles, are based on bilinear
maps (Boneh et al., 2005; Boyen and Waters, 2006; Gen-
try and Halevi, 2009; Waters, 2009). More recent HIBE
schemes are built over lattices proposed by Agrawal et
al. [1,2]. In all these constructions, the sizes of ciphertexts
and private keys, as well as the decryption cost, grow lin-
early with the identity depth. Boneh et al. [12] proposed
the first HIBE system with constant size ciphertext and
without random oracles, whereas the provable security is
under the selective-ID model.

3 Preliminaries

We briefly review bilinear maps and bilinear map groups.

3.1 Bilinear Pairings

Let n be a prime number. Let (G1,+) be an additive
(4+) cyclic group of order g, where ¢ is the prime and
(Ga, x) be an multiplicative () group of order g. A bilin-
ear pairing is a map e : G; X G; — G with the following
properties [31]:

e Bi-linearity: e(aP,bQ) = e(P,Q)* where P,Q €
Gi,a,b € Z;,

e Non-degeneracy: e(G,G) # 1. Therefore, it is a
generator of Gs.

e Computability: There is an efficient algorithm to
compute e(P, Q) for all P,Q € G;.

For any a € Z, and P € (G, we write aP as the scalar
multiplication of group element P by integer a. Typically,
(1 is obtained as a subgroup of the group of points on a
suitable elliptic curve over a finite field, and G5 is obtained
from a related finite field.

For simplicity, we define ID-based encryption systems
in the below.

3.2 Identity Based Encryption

The main motivation for Identity Based Encryption is to
help the deployment of a public key infrastructure. Boneh
and Franklin [5] were the first to propose a feasible IBE
system based on the Weil pairing in 2001. After shamir’s
proposal in 1984 [27], it was proposed nearly two decades
in 2001.

An identity based encryption (IBE) algorithm is a
tuple of algorithms (Setup, KeyDer, Encrypt, Decrypt)
provides the following features. The trusted third party
runs Setup to create a master key (MSK). It out-
puts public parameters mpk which are kept public and
keeps the master secret key MSK private. At the
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point when a client with identity ID would like partic-
ipate in the framework, the trusted authority produces
a decryption key d;p < KeyDer(msk,ID), and sends
this key over a protected and validated channel to the
client. To send a scrambled message m to the client
with identity ID, the sender processes the ciphertext
C « Encrypt(mpk,I1D,m), which can be decrypted by
the client as m < Decrypt(drp,C).

3.3 Hierarchical Identity Based Encryp-
tion

A HIBE system consists of the following five algorithms

HIBE = (Setup,FExtract, Derive, Encrypt, Decrypt). The
root PKG runs the Setup algorithm to output public and
private parameters for HIBE setting, including a bilinear
pairing as HIBE context, public parameters and master
key only known to the root PKG (at level 0). The Ex-
tract algorithm generates private keys for all identities in
hierarchy with master key, public parameters and identi-
ties as input, and distributes private keys to their owners
via trusted channel. Algorithm Derive functions alike to
Extract. It is used by ancestor entities to generate private
keys for their descendants, or delegate private keys along
hierarchy. The Encrypt algorithm encrypts a message on
the intended recipient’s identity. Algorithm Decrypt uses
the intended recipient private key to decrypt a cipher text.

Root PKG

PKG1 PKG 2 PKGk

Group of
users 1

Group of
users 2

Group of
users k

Figure 1: Hierarchical ID based encryption

3.4 Security Assumptions

In this subsection we present the complexity assump-
tions [3,34] required for our construction.

Computation Diffie-Hellman Problem (CDH) -
Given (g,9% ¢°) € G for unknown a,b € Z*, where
Gis a cyclic prime order multiplicative group with g
as a generator and g the ¢ order of the group, the
CDH problem in G is to compute g®°.

The advantage of any probabilistic polynomial time
algorithm A in solving the CDH problem in G is
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defined as Adv§PH = Pr[A(g,¢% ¢°) = g*|a,b €
Zy.

The CDH Assumption is that, for any probabilis-
tic polynomial time algorithm A, the advantage
Adv§PH is negligibly small.

Decisional Diffie-Hellman Problem (DDH) -
Given (g,9% g% h) €r G* for unknown a,b € Z*, ,
where G is a cyclic prime order multiplicative group

with g as a generator and ¢ the order of the group,
the DDH problem in G is to check whether h = g%°.

The advantage of any probabilistic polynomial time al-
gorithm A in solving the DDH problem in G is defined
as

AdRPH = |PrA(g,g% gt gt = 1] -
Pr[A(g,9%, 9" h) = 1]||a,b € Z.

The DDH Assumption is that, for any probabilistic
polynomial time algorithm A, the advantage AdvA is neg-
ligibly small.

4 Distributed Key Issuing Proto-
col

In this section, we present our proposed distributed key
issuing protocol [18] using threshold cryptography. It
will be useful for increasing the hierarchy with maximum
number of level and recovery of decryption secret is with
threshold number of participants.

A distributed PKG, KPAs (Key Privacy Authorities)
and the user (receiver) have the partial private key of the
decryption secret key (S). An HIBE scheme with an (t,
n)- distributed PKG along with KPAs and User consists
of the following components:

4.1 Overview

The proposed protocol divided into five sub phases
namely Setup, System public key setup, Key is -
suing, Key securing, and Private Key reconstruc-
tion. Throughout this algorithm we use KGC - is a PKG,
KPAs - intermediate trusted authorities and User is a pri-
vate key receiver.

Setup: (run by KGC) The KGC selects initial parame-
ters such as hash functions, groups under addition
and multiplication, bilinear maps, master key and
calculate the public key.

System public key setup: (run by KGC and KPAs)
Here the KPAs run the Asmuth bloom (t,n) thresh-
old scheme and generates the shares for the common
secret. KGC collect shares from KPAs and calculate
the system public key.

Key issuing: (run by KGC and User) In this phase, new
user joins and interact with KGC to collect partial
private key from KGC. Here User registration and
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KGC response provides partial private key to the
user.

Key securing: (run by User and KPAs) User selects any
pair of ¢+ lout of n(n > 2t) or n = 2t+1) KPAs and
run the robust secret sharing algorithm which gives
even t of KPAs corrupted the user able to reconstruct
partial private key with a random value.

Private Key reconstruction: (run by User) Finally,
user combines the partial private keys issued by
KPAs and KGC along with his partial private key
for the re- construction of original private key which
can be used for decryption of cipher-texts.

5 Proposed Hierarchical Identity
Based Encryption

Let ¢ : G x G — Gy be a bilinear map, where G is a
group of prime order P. An identity is defined as ID =
(I1, -, Ix) € (Z;“,)k7 where k is the depth of the hierarchy
that the I D belongs to. There are four algorithms: Setup,
Keygen, Encryption and Decryption. [ is the maximum
depth of the hierarchy allowed.

e Setup(1?): It runs a probabilistic polynomial time
(PPT) algorithm which takes a security parameter A
as input and outputs mastersecretkey(MSK) and
I ={0,1}* be the identity space.

— Select a generator g € G, G is a group of prime
order P and obtains a bilinear group;

Choose f1, fo € G and randomly z,y € Zp;
— Compute u = ¢g* and v = g¥;

- h € Gy

— Calculate MSK = g%, where o = z.y;
Publish  public
(9, f1, fas b, ha, - -

e Keygen(I/D,, MSK, Params): It runs a proba-
bilistic polynomial time (PPT) algorithm which takes
an identity IDy, = (I, --,Ix) € I*, MSK and
params as input and outputs private key SKyp,, for

— Pick randomly hq, hs, - -

parameters

: 7hl)-

params =

k" level identity ID in sequential manner to avoid
Key escrow problem.

— Choose random exponents 71, -+ , 75 € Zp;
— Compute SKip,, = (bo
_ I
go‘.(]_[f:l1 hij.gg)r,bl = ¢") and bg, - b =
W oo hT
kool

— Generation of K" level private key:

* Select a random t € Zp;

* Compute private key for
N
(bO-b£k~(Hg‘:1 hjj o)t brgt, h§c+1’ T

SKIDk =
hi).
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e Encrypt(IDy,, M, Params): It runs a probabilistic
polynomial time (PPT) algorithm which takes pub-
lic key 1Dy, = (I1,---,I;) € I', message (or plain
text) M € M, and the params as input along with
t,s1, -, 8, € Z, and outputs cipher text C.

Cipher text is C' = (Cl, CQ, Oi73, Ci74), where
— C1=elfi, fa)' M
—Cy=¢'
- Ciz =g,
- i,4:{(h{17"' 7h£k'f2> 2:1'
e Decrypt(C, SKrp,,, Params)
It runs a deterministic algorithm which takes cipher

text C' for 1Dy, private keys of SKp,, for ID; and
params as input and outputs message M as follows:

Cl.(Cg, SK[Di,l)_l
1, e(Cis, SKip,,)-e(Cia, SKip,,)

5.1 Correctness

With cipher text C encrypted with private key
SKip,, for each identity ID) = ((I1, -+ ,Ix)), the

Hlee(C’iyg,SKID‘k).e(C’iA,SK]D‘k) is calculated as

M.Cy.(Cy,SK;p,,)~" provides consistency of our pro-
posed HIBE scheme.

6 HIBE Security Analysis

In this section, we present security analysis and efficiency
of proposed modified HIBE scheme. The security of (un-
bounded) HIBE is defined via the following experiment
between a challenger C' and an adversary A, denoted by
ExpHIBE()\ n).

Setup. C runs Setup and sends master public key mpk
to A.

Phase 1. A is capable of acquiring secret keys for any
identity vector by making key extraction queries. C'
answers the query by invoking KeyGen.

Challenger. A submits two messages (mg, m}) of equal
length and a challenge identity vector x* with the
restriction that no prefix of z* has been requested
in Phase 1. C flips a coin toss 8 < {0,1} and en-
crypts mj under z*. The resulting challenge cipher-
text CT. is sent back to A.

Phase 2. A can make more key extraction queries with
the restriction above.

Guess. A outputs its guess 8 € {0,1}.

An adversary A wins iff § = }g. We use
ExpHIBE( n) = 1 to denote this event. The probabil-
ity space is defined by all randomness used by C' and A.
We define the advantage function of an adversary A as

Advi{"PP (;n) = |Pr[Bapi{""F(,n) = 1] =1/2].
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6.1 Security in Standard Oracle Model

We define the security of our scheme equivalent to that of
HIBE schemes, but with the adversary choosing a chal-
lenge pattern instead of an identity to which the challenge
ciphertext will be encrypted.

More formally, the IND-CPA (Indistinguishability un-
der Chosen Plaintext Attack) security model is defined
through the following game, played between an adversary
A = (A1, As) and a challenger:

e The challenger generates a master

(mpk, msk) < Setup.

key pair

e The adversary runs A; on mpk. The adversary is
given access to a key derivation oracle that, on in-
put of an identity ID = (IDs,...,I1D;), returns the
secret key djp < KeyDer(msk,ID) corresponding
to that identity. The adversary outputs two equal-
length messages (mg, m1) and a challenge pattern P,
along with some state information state.

e The challenger chooses a bit 8 + {0,1} and com-
putes the ciphertext C + Encrypt(mpk, P,mf3).

e The adversary runs As on the input C and the state
information state. The adversary is given access to a
key derivation oracle as before. The adversary out-
puts a bit B/.

The adversary wins the game if 3 = 3 and it never
queries the decryption oracle on any identity ID which
matches the pattern P, i.e. any identity ID € P. The
adversary’s advantage is defined as |2Pr[Awins] — 1|.

6.2 Efficiency

The proposed HIBE method having the fixed constant
ciphertext size, private keys sk, [ for Hierarchical path in
the distributed manner. And our scheme achieves public
keys O(k) and private key achieve O(l) size. We have
presented comparison efficiency of the existing schemes
with our proposed scheme in Table 1.

Table 1: Comparison efficiency

Schemes | Cipher text size sk size pk size
[27] O(k) O(k) o(l)
[14] o(1) Ol —k) o(l)
[15] O(k) O(k) o(l)
[34] o(1) Ol —k) o(l)
[21] O(klnd?) O(K?1°n%d?) | O(kn*d®)
(23] O(Ind?) O(I’n%d?) O(n2%d?)
Our O(1) o(l) O(k)

method
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7 Applications

Identity-based encryption (IBE) [13,27], an important
primitive that can be used to ensure the data confiden-
tiality for secure communication in several domains.

7.1 Public key Infrastructure (PKI)

In the identity-based setting, the public key is bound
to the transmitted data while the binding between the
private key and the individual is managed by the TA
(Trusted Authority). Boneh and Franklin suggested in [5]
that key escrow can be circumvented by using multiple
TAs and threshold cryptography. On the other hand, be-
cause of this built-in feature, the user always needs to set
up an independent secure channel with his TA for retriev-
ing private key material.

7.2 Private Messaging

The system of a PKI comprises of security and opera-
tional arrangements, security administrations, and inter-
operability conventions supporting the utilization of open
key cryptography for the administration of keys and cer-
tificates. A PKI empowers the foundation of a trust hier-
archy. These interesting properties of IBC show the like-
lihood of building up an option security framework that
gives more prominent adaptability to substances in- side
an public environment.

We discuss proposed PKI structure [11] as follows: A
client in this framework is a client who has an arrange-
ment of different clients enlisted with it as contacts. This
client enrolment is bi-directional. As it were when client
A turns into a contact of client B, client B turns into a
contact of client A. A client expects to send messages to
every one of its contacts. These messages are to be con-
veyed to the client contacts by then of time. This is like
the idea of microblogging. (Illustration: Facebook and
Twitter). Such a message is identified as an update.

We present the problem of a contact obtaining an up-
date that it missed anonymously with the following re-
quirements:

e A user P should be able to simply send its update
Mp only to those contacts who are available online
at the point of time it sends the update using di-
rect connections to those users. We denote the set of
online contacts as CT C C where |CF| > 1.

e All the contacts of P who were off-line at when P
sent Mp should be able to obtain Mp when they are
available online. List those contacts as C~ C C'. Any
Cp, € C~ can publish a query requesting an update
of P that is called Qp.

e Any Cp, € C* will have the capacity to distribute
a response to a @Qp. This response is denoted by
Sp and an eavesdropper with polynomially bounded
resources should not be able to compute the original
Mp using Sp.



International Journal of Network Security, Vol.21, No.1, PP.40-46, Jan. 2019 (DOI: 10.6633/1JNS.201901-21(1).06)

e The contact who provides Sp should not be able to
learn who generated @ p. The contact who generates
Qp and gets the relating Sp should be able to extract
Mp but should not be able to learn who generated
Sp.

e At the point when the creation of C' changes to new
arrangement of clients C’, P should be able to update
private setup of the members of C’ with the issue of
a public message.

e After such an update those clients in the set C — C’
should not be able to obtain an update of P.

Users in the HIBPKI setting do not need to obtain short-
term private keys from their respective PKGs. This is
because the users themselves act as PKGs for their local
proxy clients.

8 Conclusion

An Identity-Based Encryptions (HIBE) are concerned, it
is rational to viewed the root PKG (Private Key Genera-
tor) as a trusted party or being unconditionally trusted,
but those level PKGs should be treated suspiciously in
hierarchical identity based encryption. In order to re-
solve key escrow problem in HIBE, in this paper, we pro-
pose a new efficient hierarchical identity based encryption
scheme standard security model, a modification to the
proposed by Boneh et al.by avoiding key escrow problem
with maximum hierarchy. Details of the scheme is pro-
vided with level evaluation with encryption privacy and
correctness of the scheme. Security analysis of the scheme
along with comparative analysis are discussed. At end, we
presented applications of HIBE in public key infrastruc-
ture and private message communication.
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