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Abstract

This paper studies the security against differential/linear
cryptanalysis and the pseudorandomness of a class of gen-
eralized Feistel scheme with SP round function called
GFSP. We consider the minimum number of active s-
boxes in four, eight and sixteen consecutive rounds of
GFSP, which provide the upper bound of the maxi-
mum differential/linear probabilities of 16-round GF'SP
scheme, in order to evaluate the strength against dif-
ferential/linear cryptanalysis. Furthermore, we point
out seven rounds GF'SP is not pseudorandom for non-
adaptive adversary, and prove that eight rounds GF.SP
is pseudorandom for any adversaries.

Keywords: Branch number, cipher, differential cryptanal-
ysis, linear cryptanalysis, pseudorandommness, S-box.

1 Introduction

The well-known approaches to attack block cipher are dif-
ferential cryptanalysis proposed by Biham and Shamir
[1], and linear cryptanalysis introduced by Matsui [13].
Nyberg [17, 18] first formalized the notion of strength
against differential cryptanalysis. Similarly, Chabaud and
Vaudenay [2] formalized the notion of strength against
linear cryptanalysis. With those notions, we can study
how to make a cipher scheme resistant against both at-
tacks. This can be achieved by usual active s-boxes count-
ing tricks. Nyberg and Knudsen [9, 17] gave the up-
per bounds of differential /linear characteristic probabil-
ities for Feistel scheme by using the minimum numbers
of differential/linear active s-boxes. Kanda [7] showed
the minimum numbers of differential/linear active s-boxes
for Feistel scheme with SP round function. Another ap-
proach to study the security of block ciphers was intro-
duced by Luby and Rackoff [11] in 1988. They have
shown how to formalize security by pseudorandomness,
and how to prove the security of Feistel scheme—provided
that round functions are totally random. They showed
that three round Feistel scheme is pseudorandom and

four round Feistel scheme is super-pseudorandom. Mau-
rer gave a simpler proof for non-adaptive adversaries [14].
Since then, many researchers tried to improve the results
and proved the pseudorandomness of other schemes(see,
3, 4, 5, 6, 8 10, 12, 15, 16, 19, 20, 21, 22, 23]).
Among these papers, [23] and [15] have discussed the
pseudorandomness of a generalized Feistel scheme called
“Type-1 transformation” by Zheng-Matsumoto-Imai and
CAST256-like Feistel scheme by Moriai-Vaudenay. They
showed that seven round CAST256-like Feistel scheme is
pseudorandom. In their paper, they just supposed that
round functions are totally random and didn’t consider
the structure of the round function.

In this paper, we study the security of CAST256-like
Feistel scheme with SP round function, which is denoted
as GFSP in this paper while the linear transformation
P in the round function is fixed and s-boxes are ran-
dom functions. It is not known yet whether seven round
GFSP scheme is pseudorandom and what is the number
of rounds that make GF'SP scheme pseudorandom. We
solve this problem and get the minimum number of ac-
tive s-boxes in some consecutive rounds of GFSP, i.e.,
in four, eight and sixteen consecutive rounds, which pro-
vide the upper bound of the maximum differential /linear
probabilities of 16-round GF'SP scheme.

This paper is organized as follows: In Section 2, we
review the GFSP scheme and definitions. In Section
3, we estimate the upper bounds of differential /linear
characteristic probabilities for GFSP, scheme. Section
4 presents some seven rounds distinguishers for GF.SP
scheme. In Section 5, the pseudorandomness of GFSP
scheme is discussed, and Section 6 concludes the paper.

2 Preliminaries

2.1 GFSP Scheme

This paper we consider type-1 Feistel scheme with Z(=
ml)-bit SP round function called GFSP (see Figures 1
and 2). S-function is a non-linear transformation layer
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Figure 1: The i-th round transformation Figure 2: The i-th round function F;
with m parallel [-bit s-boxes. That is, fined as:
Sit ({0, 13)™ — ({o,1})™" DP*(Lz — Dz)
Tj = (Tj1,- - Tjm) _ Hz € {0,1}s(z) @ s(z & Az) = Az}
1
— 2 = Si(x;) = (sia(w1), - Sim(T5m))- 2

LP*(Tz — T'x)

5 Hz € {0,1} |z -Tx = s(x) - Tz}

P-function is a linear transformation layer, which can be — )2
= 5 .

defined by a matrix.

P ({0, 13H™ — ({0,1}H™ Z;i;isrréiiig?%ngegi{lj;e-rential and linear probabilities of s-
zi = (25,1, Zjm)
—Y; = P(Z]) = (yj,lv e 7yj,m)- Ps = I%?.X AGE%?{AZ DPsii (AI - Az)
O bz oo O gs = max max LP*('z = La).
P= 021 022 e bom ‘ |
T This means that ps,qs are the upper bounds of the maxi-
Om1 Om2 Orom mum differential and linear probabilities for all s-boxes.

where 0;;(1 < i, < m) are elements in finite field GF(2"). Definition 2 A differential active s-box is defined as an

Finally, the ith round function can be described as fol- s-box given a non-zero input difference, while a linear ac-
tive s-box is defined as an s-box given a non-zero output

mask value.

lows:

F;: 0,11H™ — ({0,1}H)™
| B 1) ({0,139 Definition 3 Let x; = (z41,...,%im) € ({0,1})™, then
i = (21,00 Tjom) the Hamming weight of x; is denoted by

—Y; = PSi(.ﬁj) = P(Zj) = (yj,h e ;yj,m)- '
Hy(2i) = {Jjlwi,; # 0}

Let (Z4i43,%4i+2, Tai+1,%4;) denote the input of the . _ .
(i + 1)th round. The output of the (i + 1)th round of This means that the Hamming weight of x; equals the

GFSP scheme is defined as: number of non-zero l-bit characters from {0,1}' of x;.
) _ (o ) Definition 4 The branch number P; of linear transfor-
Taita = Fi(24i) © Tait, ¢
o (241) © 24i mation P : ({0,1}1)™ — ({0,1}")™ is defined as:
Tai+s =  T4i42,
Tait6 = T4it3, Py = Igig(Hw(Z) + Huw(P(2))).
Tai+7 =  Ldi+1-

2.3 Pseudorandomness

Let F,, denote the set of functions from {0,1}"”
crs to {0,1}", A n-bit r-round GFSP scheme
2.2 Definitions GFSP(1si2,55rm)  can be regarded as a random
We use the following definitions in this paper. function of Fy,, determined by rm random functions

sij € Fypyi=1,...,7m,7 = 1,...,m. We define a perfect
Definition 1 For any given Az, Az, Tz, Tz € {0,1}!, the random function f* of F,, as a uniformly drawn
differential and linear probabilities of each s-boxes are de- element of F,,,,. In other words, f* is associated with
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the uniform probability distribution over F,, ,,. In proof
of pseudorandomness of scheme, we want to upper bound
the probability of any algorithm to distinguish whether a
given fixed function ¢ is an instance of a random function
f = GFSPs11:512:05mm) of F, , or an instance of the
perfect random function f*, using less than q queries to
©.

Let A be a computationally unbounded distinguisher
with an oracle O. The oracle chooses randomly a func-
tion ¢ from GFSP(s11:512:08mm) op F, . The aim of
the distinguisher A is to distinguish if the oracle O im-
plements GFSP(s11:512::8rm) o F, .. Let py denote
the probability that A outputs 1 when O implements
F, ., and p; denote the probability that A outputs 1
when O implements GEFSP(511:512:55rm)  That is py =
Pr(A outputs 1 | O «— F,, ) and p; = Pr(A outputs 1 |
O « GFSP1siz8mm)) Then the advantage of the
distinguisher A is defined as

Adva(f, ") =Ipr—po |-

Assume that the distinguisher A is restricted to make
at most ¢ queries to the oracle O, where ¢ is some polyno-
mial in n. We say that A is a pseudorandom distinguisher
if it queries « and the oracle answers y = ¢(x), where @
is randomly chosen function by O.

Definition 5 A function h : N — R is negligible if for
any constant ¢ > 0 and all sufficiently large n € N,
h(n) < nl—C

Definition 6 Let B, be an efficiently computable func-
tion ensemble. B, is called a pseudorandom function en-
semble if Adva is negligible for any pseudorandom dis-
tinguisher A.

In Definition 6, a function ensemble is efficiently com-
putable if all functions in the ensemble can be computed
efficiently. The following Theorem 1, which was first
proved in [19], and equivalent versions of which can be
found in [22], is a very useful tool for establishing upper
bound on the Adva.

Theorem 1 Let f be a random function of Fy, ,, f* be
a perfect random function of Fy, n, q be an integer and X
denote the ({0,1}™)? set of all = (x1,...,24) q-tuples
of pairwise distinct elements. If there exists a Y subset of
({0,1}")? and two positive real numbers €1 and 2 such
that

1) >21(1 = e),

2) Vx e X,Vy € Y, Prlx L y] > 271 (1 — e3),
then for any distinguisher A using q queries

Adva(f, ) <e1+eo.
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3 Estimating the Security Against
Differential /Linear Cryptanaly-
sis

For simplification, let m = 4 in this section, denote as
GFSP,;. We suppose all s-boxes {s11, $12, $13, S14,
So1,...} are permutations, so the round functions are
also permutations.  Let (xgiy3,%4i12,%4i11,%4;) and
(Axgivs, ANTaiq2, ATgir1, Dxyg;) denote the input and in-
put difference of the (i + 1)th round. Here we don’t con-
sider the difference value, let “1” denote the non-zero dif-
ference. Hence, non-zero input difference only have fifteen
denotations: 1 = (0001),...,15 = (1111).

3.1 Four Round GFSP,

If input difference is “1”, we have the following 4-round
differential characteristics.

15
14.

- (1111) =
1=(0001) — (1001) — (1101) — { (1110) —
Because the round function is permutation, the output
difference is non-zero if the input difference is non-zero.
Hence, the first 3-round differential characteristic is clear.
For the fourth round, F(Axzi2) is likely to equal Azqs
when Azio and Azi3 are non-zero. Hence, the output
difference of the fourth round have two cases. The input
difference of four round functions are all non-zero, which
are Axg, Axy, Axg and Axis. We denote the above 4-
round differential characteristic as follows:

A(4)
—= 14 Al’oAlqA:EgA:Elg
1
4(4)
— 15 A$0A$4A$8A$12

Similarly, we have

4(3) 4(2)
2 —>5 15 A:E4A:E8A1'12 4 —> 13 A:EgAl'lQ
4(1
L 1 A:Eo
3d 44)
14 AxoAzslNxsAzio
4(4)
15 AzoAzslNxsAzio
4(2)
—=3 NxoAzy
54 4(4)
14 AxoAzslNxsAzio
4(4)
15 AzxoAzslNxsAzio
4(1
A, Az 4(1)
6 8§ —>9 Al’lg
4(3)
15 AzxsAxsAxis
4(2)
—=3 NxoAzy
4(3)
12 A:EoAl’gAl’lg
4(3
7 Q) 13 A.TQAJ?sAJ?lQ
4(4)
14 AzxoAzslNxsAzio
4(4)
— 15 Al’oAlz;A:EgA:Elg
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43),
9 ()
44),
42

7 A$0A$4A$8
14 A$0A$4A1’8A1’12

15 A$0A$4A1’8A1’12
4(1)
_—

10{ (3) VAN FVAN: 1 12{ ) 4 YANTS
15 AzslAzgAx12 —> 13 AxzgAzi2
( ) VAN I AN, VAN 3
( ) ANzxoAx12
11 42 ) AzoAx12
ﬂ 14 AzxolAzalAxsNT12
ﬂ 15 AzolAzslNxsNT12
ﬂ 5 NzoAzxs
13 ﬂ 12 AzolzgAzx12
ﬂ 13 AzolzgAzx12
ﬂ 6 VAN VAN 2
14 ﬂ 11 VAN FVAN' 2D
ﬂ 15 AzsNzgAzx12
ﬁ VAN YA TS
46) 7 VAN VAN FUAY 2
4) 10 VAN YA JUAN: 2D
15 iz; 1 VAN YA JUAN: 2D
VAN YA TVAN/ 2D
( ) VAN YA TVAN/ 2D
( ) 14 AzolAzsAzxgAzxio
( ) VAV YA FVAN ZVAY AP

3.2 Eight Round GFSP,

When the input difference is “1”, the 8-round differential
characteristics are the following:

102),
4(2)

6, AroArsANrgAr12 AT20 AT 24

4(4) 11, A$0A$4A$8A$12A1'20A$28

— 14
4(3)
— 15,

A:Eo Al’4 Al’g Al’lg A:Ego A1'24 A:Egg

4(2
L) 5, AxoAxsANrs Ax12\T16 NT24

A:EoA$4A$8A1’12A$16A1’20A$24

4(3

2B, 50011),
A:EoA$4A$8A1’12A$16A1’20A$24

4(3

AB) 15a3),
A:EoA$4A$8A1’12A$16A1’24A$28

4(4

A s,
A:EoAl’4A$8A1’12A$16A1’20A$24A1'28
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We show the minimum number of differential active
s-boxes for 8-round GF S Py is equal or lager than 2P;+1,
which is denoted as N1(S) > 2P; + 1.

4(4)

4(2
We first exemplify 1 —> L)

14 6.

When Ay = Az & Az, we have H,(Ay) <
H,(Az) + Hy(Az). Let Ay, = F(z) @ Flx & Axy).
From the structure of 8-round GF'S Py, we have

Ayg = Az ® Awy,
Ayg = Ax3 ® Axia,
Ayr6 = Axy @ Axg,
Ayoy = Ax13 @ Axog.

Ay4 = Axy ® Axg,
Ayi1a = Axg & Az,
Ayoo = Axg & Axoy,

From the definition of branch number of P;, we have

Therefore, we have

Hy,(Axo) + Hy(Axy) + Hy(Axy) > Py,
Hy(Axo) + Hy(Azg) + Hy(DAxg) > Py,
H,(Az3) + Hy(Axs) + Hy(Ax12) > Py,
Hy(Axo) + Hy(Ax12) + Hy(Ax16) > Py,
Hy,(Azg) + Hy(DAx1s) + Hy(Axag) > Py,
H,(Azg) + Hy(Axog) + Hy(Axayg) > Py,
H,(Az12) + Hy(Axog) + Hyy(Awag) > Py
For 1 ﬂ 14 i@L 6, Hy(Azy) =0,
Ni(S) = Hy(Axg) + Hy(Axy) + Hy(Axs)
+ Hy(Ax12) + Hy(Awog) + Hy(Dway)
= [Hu(Azo) + Hy(Az1) + Hu(Azy)]
+  [Hu(Das) + Hy(Awzo) + Hy(Awas)]
+ Hy(Awzy2)
>2P;+1

Similarly, we can get Na(S) > 2P;+ 1, N3(S) > 2P; + 1,
N4(S) > 2P; + 1, and Ng(S) > 2P; + 1. The other cases
are as follows:

4(2) _ 4(1)

5 N5(S) > Py + 1, 5 ——3 —>1, YAV VAN TYAY 213
N5(S) > 2P+ 1, else
4(1 4(3
Ne(S) > Py+2, 620, 9 40) 45

6 VAV IVAN DYYAY SYVAY S

No(S) >2P;+1, else
42)  4(1)
N:(S)>P;+1, 7T—>3—51,
Ax0AI4AI16
4(3 4(1
No(S) > Py+2, 748 g A

7 AxoﬂngI12AI24

4
N7(S)>P;+3, 7T—> ®) 12 —= 42) 13,
AxgAxg Ax10 ANTos NTog
else

Ne(S) > 2Py + 1,
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43) . 42

No(S) > Py+3, 9 T3,
9 AzxgAzrsAzg Axi16 AT

Ng(S)>2P;+1, else
4(2 4(3
Nio(S) > Py+3, 102,640, 45
AI4AI8A$20AIQ4AI28
4(2 4(1
10 Nio(S) > Py + 1, 10L>6(—)>27
AI4AI8A$20
Ng(S) > 2P;+ 1, else
4(3 4(2
Nu(S) > Pi+3, 1140, 722 4
AIQAI4A$8A$16A$20
11 4(2 4(1
Nu(S) > Pit1, 1143, 520 o
A$OA$12A$28
Ne(S) > 2P;+ 1, else
4(1 4(3
Nio(S) > Py +2, 12 A, 4 46), 15,
12 AIgAI20AIQ4A$28
Ne(S) > 2P;+ 1, else
4(2 4(2
Ni3(S)> Py +2, 13 —(—L 5 —(—L 3,
Al‘oAl‘gA:L’lGAl‘Qo
4(3 4(1
Ni3(S)>P;+2, 13 —(—L 12 —(—L 4,
13 Al‘oAl‘gA:L’uAl‘g;l
4(3 4(2
Ni3(S)>P;+3, 13 —(—L 12 —(—L 13,
A$0A$8AI12A$Q4A$28
Ni13(S) > 2P;+1, else
4(2 4(3
Nig(S) > P43, 1422620 45
A$4A$8AI20A$Q4A$28
4(2 4(1
Niu(S)>Py+1, 14 CN 6 ON 2,
14 A$4A$8A£E20
4(2 4(2
Nua(S) > Pat2, 1423 41 23 g,
YAV YVAN, STYAY ZTYAY 25
Ni13(S) > 2P;+1, else
4(2 4(2
Ni5(S) > Py +2, 15 42, 5 40, 3,
Ax0Ax8AI16A$20
4(3 4(2
Ni5(S) > Py +2, 15 46), 7 40, 3,
AxOAx4A$gAx16A$20
4(3 4(2
Nis(8) 2 Pa+3, 1522 11 2B 5(q)
15 Ax0Ax4AI12A$16A$28
4(3) 4(1)
Ni5(S) > Py +2, 15 —512 —>4,
YAV YA VAN ATYAN 29
4(3 4(2
Ni5(S) > Py +3, 15 EORPRCON 13,
A$0A$8AI12A$Q4A$28
Ni5(S) > 2P;+ 1, else

From the above discussion, we get the following
Lemma.

Lemma 1 If round functions are permutations, the min-
imum number of differential active s-boxes for 8-round
GFPN, scheme is equal or larger than Py + 1.
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3.3 Sixteen Round GFSP,

Theorem 2 If round functions are permutations, the
minimum number of differential active s-bozes for 16-
round GF PNy scheme is equal or larger than 3Py + 1.

Proof. We first list the 8-round differentials which
satisfy N;(S) < 2P; + 1.
. 4(2) 5 4(1) 16 4(1) ) 4(3) 15, 7 4(2) 5 4(1) L
7 26) 40 4, 7 16), 15 42 13, 9&7@3,
10 22), ¢ 4Q) 2, 10 42), ¢ 46) 15, 11 ﬂ?ﬂ&
11 42) 8 40) 9, 12 40) 4 46) 15,
13 42) 5 42 3, 13 16) 12 4) 4,
13ﬂ12ﬂ13, 14ﬂ6ﬂ15,
14 42) 6 1) 2, 14 42) 11 42) 8,
14 22, 4, 12) 9, 15 12), 5 42) 3, 15 1), ; 42) 3,
15 46) 11 42 8, 15 46) 11 42 9,

4(3) 4(2) 4(3) 4(1)

15— 12 —= 13, 15 —= 12 —= 4.

Since Nl(S) Z 2Pd + 1, NQ(S) Z 2Pd + 1, Ng(S) Z
2P; + 1, N4(S) > 2P; + 1, and Ng(S) > 2P; + 1, the
16-round differential of GFS Py, whose number of active
s-boxes is less than 3P;+ 1, must include in the following
differentials.

1 M)A ) ae)
15 48 A0 1) )
2 20) | Ae) A ae)
6 A0, 4B A0) a0)
6 A0, 4B A L A)
6 A0, 48) ) )
6 A0, 48) ) )
6 4 2 43 15 ) 12 12 13,
R C R R (O
10 40) 43 | 40) 4@
10 42, ¢ 4B) | 1®) @)
10 42) 6 43) 15 43 11 12 8,
10 42 6 43) 15 43 11 12 9,
10 42) 6 43 15 1) 12 42) 13,
10 42) 6 13 15 43 12 40 4,
P A )10 )
1 A A ) 4@
12 e 4 13 15 ) 11 42) 8,
12 40 4 13) 15 43 11 12 9,
12 4) 4 43) 15 43 12 12 13,
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15

12 13

From the structure of 16-round GF S P, we have

Ayo = Al‘l D Al‘4,

Ayg = Axz ® Axqa,

Ayr16 = Axy & Axgg,
Ayoy = Ax12 © Awog,
Ayzg = Axgg @ A3,
Ayso = Aoy ® Awyy,
Ayug = Ax3e © Awsa,
Ayse = Axa4 © Axgp,

From the definition of branch number of Py, If Ax; # 0,

then

Ay4 = A:CQ () Al‘g,

Ay = Azg ® Axye,
Ayoo = Axg ® Axoy,
Ayog = Ax16 ® Ax39,
Ayze = Axgy © Az,
Aysy = DNx3o ® Ayg,
Ayse = Az40 © ATs6,
Aygo = Ax4g © Awey.

Therefore, we have

Iy

If

If

If

Iy

If

If

Az # 0,

then Hy,(Axo) + Hy(Axy) + Hy(Axy) > Py
Azy # 0,

then Hy,(Axzo) + Hy(Axy) + Hy(Dag) > Py.
Axg # 0,

then Hy,(Axs) + Hy(Dxg) + Hy(Az12) > Py.
Axio # 0,

then Hy,(Axo) + Hy(Ax12) + Hy(Ax1s) > Py
Az # 0,

then Hy,(Axy) + Hy(DAx16) + Hy (D) > Py
Azoy # 0,

then Hy,(Axs) + Hy(Axag) + Hy(Axay) > Py.
Axoy # 0,

then Hy,(Ax12) + Hy(Dxog) + Hy(Axas) > Py
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If  Awxyg #0,
then Hy(Ax1g) + Hy(Axog) + Hy(Azsa) > Py.
Axse # 0,
then Hy,(Axao) + Hy(Axse) + Hy(Axsg) > Py.
Axze # 0,
then Hy(Axayg) + Hy(Axse) + Hy(Azao) > Py.
Axyy #£ 0,
then Hy(Axag) + Hy(Axag) + Hy(Axgq) > Py
Azxyy # 0,
then Hy(Axse) + Hy(Axgs) + Hy(Azag) > Py.
Axyg # 0,
then Hy(Axse) + Hy(Axag) + Hy(Axsz) > Py.
Axsy # 0,
then Hy(Axg) + Hy(Axs2) + Hy(Azse) > Py
Axse # 0,
then Hy(Axaa) + Hy(Dxse) + Hyw(Axzeo) > Py
Azxgy #£ 0,
then Hy(Axys) + Hy(Axeo) + Hy(Axes) > Py.

. 4(2)
We exemplify 11 8 9 7
3, whose non-zero inputs for round functions are
AZCOAIIQA$28A$32Ax36Ax4OA$48A$52, and AI4 =
AIg = AIM; = Axgo = AI24 = A$44 = AI56 = A.ﬁ@o =
0. Hence, the number of active boxes is

Iy

If

Iy

If

If

Iy

If

Iy

A(1) 4(3) A4(2)

H,(Axo) + Hy(Ax12) + Hy(Axag) + Hy(Axsa)
+Hy(Axse) + Hy(Axag) + Hy(Dxgg) + Hy(Axso)
= [Hy(Axmo) + Hy(Ax12)] + Hy(Azas)
+[Hy(Azsz) + Hy(Awse)] +

[Hy(Awgo) + Hy(Axs2)] + Hy(Azag)
>Pi+Pi+Pg+2=3P;+2

O

We can prove the other differentials similarly. There

is a kind of “duality” relation between differential crypt-

analysis and linear cryptanalysis. Hence, from Theorem
2 we have the following theorem.

Theorem 3 Let ps and qs be the maxi-
mum  differential/linear  probabilities  of all  s-
bozes{s11, $12, 13, S14, 521, - - -, S16,4 - If the round

functions are permutations, then the maximum dif-
ferential/linear characteristic probabilities of 16-round
GFSPy scheme are bounded by (ps)*TetLand (gs)3Fat,
respectively.

4 T7-Round Distinguishers

We discuss the pseudorandomness of n-bit r-round
GFSP scheme. GFSP:f12:frm) hereafter, where
fij(t = 1,...,r,j = 1,...,m) are rm independent
random functions from {0, 1}! to {0, 1}!. We first present
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some 7-round distinguishers.

Choose
T3 = (IE,G3,27 e 7a3,m)7 T2 = (02,1,(12,27 T ;a2,m)7
xr1 = (al,lv a1,2,- - 7a1,m); To = (aO,la ap,2, " 5a0,m)-

where z take values in {0, 1}!, a; ; are constants in {0, 1}.
Thus the input of the 4th round can be written as follows:

T15 = (a15,1,a15,27 T ;a15,m)a
T14 = (a14,1, a14,2,° ,(114,m),
r13 = (a13,17 @13,2,° " ,a13,m);
12 = (T ® a12,1,012,2, * , G12,m)-

where a;;(12 < ¢ < 15,1 <
termined by a;;(0 < ¢ < 3,1
Ji;(1<i<3,1<5<m), so

m) are constants when f; ;(1

j < m) are entirely de-
<j m) and functions
a;;(12 <i <151 <5 <
<i<3,1<j<m)are

fixed.
In the 4th round a transformation on z12 = (x @
a12,1,012,2, -+ ,G12,m) using Fy is as follows: z12 = (x ®

a12,1,012,2,*** ; A12,m) E‘; (O11y®b1, 011y Dbo, ..., 011y D
bm), where y = fu1(z @ a12,1), bj(1 < j < m) are entirely
determined by a12,(2 < j < m) and f4;(2 < j < m),
thus b;(1 < j < m) are constants when f4;(2 < j < m)
are fixed. Therefore, the input of the 5¢h round is

T19 = T12,
T18 = T15,
T17 = T14,
x16 = T13 D Fa(x12)

=01y ® b ®az, ..., 011y & by & a13,m).

The one block of output for 7th round is as follows:

To9 = T16 = (011y B b1 B a1s,1,- .-, 011y B by, D a13,m)

So we get 291 D Ta9,2 = b1 D a13,1 B b2 B aizm is a
constant. Similarly we have the following lemma:

Lemma 2 Let P (z3,22,21,20) and P* =
(%, x5, 23, 28) be two plaintexts of 7-round GFSP, C =
(31,30, T29, Tag) and C* = (x5, x5y, T3, Thg) be corre-
sponding ciphertexts, xo; denote the i — th sub-block of
xo. If wo = xf,x1 = a,02 = @3, T31 # X5, T3; =
x3 (2 < j <m), then for any subset I C {1,2,...,m}, if
|I| is even, then

. *
@ 2295 = @ Z29,j

jeI jerI
5 Pseudorandomness of GFSP

5.1 7-Round GFSP Is Not A Pseudoran-
dom Function

Theorem 4 Let fi1,..., fim, fo1,---, frm be Tm inde-
pendent random functions from {0,1}' to {0,1}' and
f* be the perfect random function on {0,1}" and f =

221

GFSPshfizfim) - There exists a non-adaptive distin-
guisher A with q queries such that:

n(m-—1)

Advg >1—-2""5
Proof. We consider a distinguisher A as follows.

1) A randomly chooses two plaintexts P =
(x3,29,21,20) and P* = (af, a3, 27, 2f) such
that zo = zf,z1 = 27,12 = 23, 231 # =3,
x3,5; = Ig,j(Q S j S m)

A sends them to the oracle and receives the
ciphertexts C = (31, %30, %29, 228) and C* =
(231,230, 59, T5g) from the oracle.

Finally, A outputs 1 if and only if for any 1 < j; <
j2 S m,

T29,j, D T29,j, = Tag j, D Tdg j,
Suppose that the oracle implements f*, then it is
clear that pg = 27 e Next suppose that the
oracle implements f = GFSPUivfizfrm)  Using
Lemma 2, we get p; = 1. Therefore, we obtained
that

n(m—1)

Adva(f, f*)>1—-27"s

which is non-negligible. Hence, 7-round GF'SP is not
a pseudorandom function.

O

5.2 8-Round GFSP Is A Pseudorandom
Function

Theorem 5 Let f,..., fim, for,---, fan be 8m inde-
pendent random functions from {0,1} to {0,1}' and
f* be the perfect random function on {0,1}" and f =
GFSPUivfizefsm)  If the branch number of linear
transformation P : ({0,1}9)™ — ({0,1}Y)™ is m+ 1, then
for any adaptive distinguisher A with q queries we have

Adva(f, f*) < 1347277,

Proof. Let us first introduce some notation. We consider
aX = (X' X2 ... X9 = (a8, 2, 2%, x))ien,...q a-tuple
of n-bit f input words. We denote the corresponding g-
tuple of f output words by Z = (2%, x%,, 2%, z§2)i6[17,,,7q].

We denote the (xi)ie[l,___7q} and (y;)ie[17,.,7q] q-
tuples of Z-bit words by :EENQ] and y,[jNQ]. Let
(T4i43, Tait2, Tait1, T4;) be the input of (¢ + 1)th round
and the output of ith round, and z; = (zj1,...,Zjm).
Let I7 denotes the subset of ({0,1}")7 consisting of all
the g-tuples of pairwise distinct {0, 1}" values.

We now define X = I7, Y = (Y!,...,Y9) =

no
(v, yt viern, ) | W50 € 1) A (wh ™~ € 1) A
(ygqu] € I;) A (y([)lNQ] € I;)} We want to establish a
lower bound on the size of Y and the Pr[X — Y] for
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any X g-tuple in X and Y qg-tuple in ) and show that
there exists €; and &5 real numbers satisfying conditions
of Theorem 1.

Let us first establish a lower bound on |Y|. We have:

y Z 2an(1 — Pr y,[qu] I?j v y[lNQ] If
3 4 2 4

V™ ¢ 1) v ™ ¢ 13))

> 27— > Pr(ys=v})
1<i<j<q
— = Y Prlyy =)
1<i<j<gq
> 2971 —2q(q—1)27 7]

So g1 = 2q(q — 1)2—%

Now, given any X ¢-tuple in X and any Y ¢-tuple in
Y, let us establish a lower bound on Pr[X — Y.

Prix — Y] = PriY' = (y5 b i)
(3%5’_1'%47 xé?ﬂ xéQ)a Z = 1_7 S 7Q]

Y = (aks, 2%y, xhs, xhs) if and only if

Yo = hy = why © Fy(ag),

yi = wy = 17 @ F5(xle),

ys = wyy = x5 @ Fe(wy),

ys = whg = xhs @ Fr(ahy).
Let A" be the event [Y' = (2%, 2%y, 245, 25,)], A = A A
A%2 Ao AN A%, Let Byg, Bag, Bos and Bog be the event
[:c[fg‘ﬂ € I7),[2h? € 17, [ehy? € 17] and [l €

I;], respectively. Let B = Big A Bag A Bog A Bog.
PriX — Y] = PrlY" = (459591 %)
(Th5, T4, T35, Tho), 7 = 1,..., ]
= Pr[A] > Pr[A|B|Pr[B]
Because f51,..., fsm are independent random func-
tions, we have Pr[A|B] = (27™)4.
Pr{B] =1 — Pr(Big v By v Bas v Bl
> 1 — [Pr(Big) + Pr(Bao) + Pr(Bzs) + Pr(Bas)]

>1- [Z Pr(zig = fU{G) + ZPT(%O = 93%0)

i#j i
+ Z Pr(zh, = a3,) + Zpr(més = 23]
i i

Next, we estimate Pr(zig = a)g), Pr(zh, =

xéo) Pr(zh, = 3524) and Pr(rhg = w%s)
Pr(zig = mie)
= Pr(zys = 93{6@32 # 93]1.2)P7’(991i2 # fﬂi2)
+ Pr(zys = ${6|x§2 = x]iQ)Pr(xZiQ = 35j12)
< Pr(aig = @iy # lp) + Pr(aiy = 21,)
Let us now estimate Pr(zi, = 27,).

Case 1: If (y, 2%, 20) = (23,27, x)), then xi # 2}, so
that Pr(zty = x7,) = 0.

222

Case 2: If (¢}, zt, 20) # (¢, 2], 2)

Pr(zy, = 93j12)
= Pr(ly = olylay # 23) Pr(ag # 23)
+ Pr(ziy = oylag = a}) Pr(zg = o)
< Pr(aiy = lylal # o) + Pr(ag = o})
From 2%, = z} @& Fs(x}), the SP network of round

function and f31, f32,..., f3m are random functions, we
have

INR2

Pr(zly = afplag # ) < (27" =27
Further, estimate Pr(z} = 23).

Case 2.1: If (2}, 28) = («1,2)), then z} # x}, so that
Pr(zy =2}) =0.

Case 2.2: If (z,2) # (21, ), then Pr(zi = 23) =
{ 0 T = x)

= Pr(zg = afla; # @) Pr(z} # T 3
+ Pr(zg = a}fa} = «}) Pr(z} = 43)
< Pr(zg = adlal # 23) + Pr(a} = @)

From z% = 2t @ Fy(x}), the SP network of round func-
tion and fa1, foo, ..., fom are random functions, we have

Pr(zg = affa} # 23) < (2" =27%
In all cases, Pr(zt = ) <2 x 273, Hence we obtain
Thus

Pr(zig = 716)

< Pr(zis = viglaly # 712) + Pr(z1, = 215)

<27% $3x27F =4x271,

Similarly, we have

Pr(fﬂéo = 93%0)

Pr(z, = 23,) i =6x2"1,

Pr(zhe = ale) <27% +6x27% =7x27%
Thus

PriB>1- L= oo ot

Hence, we have

Prix Loy) > @ %) - 11g(g - 1274,



International Journal of Network Security, Vol.3, No.3, PP.215-224, Nov. 2006

We can notice that Pr[X L Y] = (27™)9, so we
can apply Theorem 1 with e = 2¢(q — 1)27% and ey =

11g(q — 1)27%. We have
Adva(f, f*) <e1+eq <13¢%2775.

This shows that the eight rounds GFSP is a pseudo-
random function for any adaptive adversaries. O

6 Concluding Remarks

Evaluating the security of block cipher mostly includes
two aspects, the one is to evaluate the strength against
differential/linear cryptanalysis and other attacks, the
other is to study the pseudorandomness of the cipher
scheme. In this paper we study the strength against
differential/linear cryptanalysis and pseudorandomness
of a generalized Feistel scheme with SP round function
called GFSP. We focus on the minimum number of
active s-boxes in some consecutive rounds of GFSPy,
i.e., in four, eight and sixteen consecutive rounds, since
we can determine the upper bounds of the maximum
differential/linear probabilities using the branch num-
ber of linear transformation P. As a result, we give
the upper bounds of the maximum differential/linear
probabilities of 16-round GFSP,; scheme. Furthermore,
we study the pseudorandomness of GFSP. We first
present some distinguishers of seven rounds GFSP,
then point out seven rounds GFSP is not pseudo-
random for non-adaptive adversary. Finally, we prove
eight rounds GF'SP is pseudorandom for any adversaries.
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