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Log In With Device

Although most people log into their Bitwarden vault with a master password, there is a more convenient method of doing so called
passwordless authentication. Using Log in with device, any time you log into Bitwarden on one device, you can opt to use a different Bitwarden
app you're logged in to to approve the authentication request instead of typing your master password.

Learn about our zero-knowledge encryption implementation.

Prepare to log in with a device

To set up logging in with a device:

e Log in normally to the initiating app (web app, browser extension, desktop, or mobile app) at least once so that Bitwarden can recognize

your device.

® Note
Using Incognito mode or Private Browsing prevents Bitwarden from registering your browser, so you won't be able to log in with a
device in a private browser window.

e Have a recognized account on an approving app (web app, browser extension, mobile or desktop app). Recognizing an account requires
you to have successfully logged on to that device at any time.

® Note
If, as a member of an Enterprise organization, you are subject to the require SSO policy, you won't be able to use the Log in with
device option. You'll need to use SSO to log in instead.

Log in with a device

On the login screen of the initiating app, enter your email address and select Continue. Then, select the Log in with device option:
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Welcome back

Get master password hint

Log in with master password

ar

[] Log in with device

Log in with a device

Approve a log in request

Using Log in with device will send authentication requests to any Bitwarden app that you're currently logged in to for approval:

=Mobile app

To approve a request with the mobile app:

1. In the mobile app, navigate to Settings — Account security - Pending login requests:
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*  Pending login requests

Fingarprint phrase

T[] Declineall requests

Request sent

A natification was sent to your device

Unlock Bitwarden on your device. Make sure the
Fingerprint phrase matches the one below before
approving.

Fingerprint phrase
occupant-poster-excretion-chant-defy

Resend notification

Need another option? View all log in options

Accessing:
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Pending login requests on mobile

2. Locate and tap the pending device request.

3. Verify that fingerprint phrase matches and select Confirm access:
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Request sent

A natification was sent to your device

Unlock Bitwarden on your device. Make sure the
Fingerprint phrase matches the one below before
approving.

Fingerprint phrase
occupant-poster-excretion-chant-defy

Resend notification

Need another option? View all log in options

Accessing: | B _
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#  Login requested

Are you trying to log in?
ogin attempt by NN N N B hon
] ]

Fingerprint phrase
occupant-poster-excretion-chant-defy
Device type

F address
u [ |

C_-—_

Deny login

Approve a login on mobile

=Browser extension

To approve a request with the browser extension:

1. In the browser extension, wait for a device approval request to be received or navigate to Settings — Account security — Devices:
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A natification has been sent to your divice, (s Seicing oy

Flesse maks d and the Fagerprin I

phrass matches on the othar devies, [__] Unlock with PIN

Fingerprint phrase

letdown-swiftly-juvenile-nicotine-thinness The most tl Vault timeout

Resend notification

~ Timeout

Defend against hac
) On browser restart

.. ; ) ~— Timeout action
View all log in options

\ Lock

Manage devices

Devices

Other options

Fingerprint phrase

Two-step login

Change master password

Devices view on browser extensions

2. In the Devices view, locate and select the pending device request:
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Login initiated < Devices

Products «»  Pricing

A natification has been sent to your device,

Flesge mal our vault is un and the Fngerprint Mobile - Android Request pending
phrase matches on the other device.
Fingerprint phrase First login: Sep 9, 2025, 9:15:00 AM

letdown-swiftly-juvenile-nicotine-thinness

Extension - Chrome Current session |

Resend notification
Defend against hac|

First login: Sep 8, 2025, 4:13:26 PM

Log r
Bitwardan
Desktop - macOS

View all log in options

First login: Sep 9, 2025, 8:46:25 AM
Web app - Chrome

First login: Sep 8, 2025, 414:18 PM
Extension - Chrome

First login: May 20, 2025, 3:37:04 PM

Mobile - Android

First login: May 20, 2025, 3:00:11 PM

Devices list on browser extensions

3. Verify that fingerprint phrase matches and select Confirm access:
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Login initiated Vault

Products ~~  Pricing Doy

A notification has been sent to your devies,

Plesse make sure your vault s unlocked and the Fingerprint

Phrase matches on tha othr deica, { Login request

Fingerprint phrase (
Access attempt by

letdown-swiftly-juvenile-nicotine-thinness The most tl . B - B B

Resend notification " .

Defend against hac Fingerprint phrase
¢ letdown-swiftly-juvenile-nicotine-thinness

Log in with device must be set up in the settings of the |

Bitwarden app. Maad another aption?

Device Type
Mobile - Android

View all log in options

Location
United States

(" omm sm "l m

Time
Just now

Confirm access Deny access )

&3 & < ©

Vault Generator Send Settings

Approve a device on browser extensions

=>Web app

To approve a request with the web app:

r
® Note
When requesting approval for a login of the browser extension, the extension will wait for up to two minutes for approval even if you
click out of or minimize the extension window in order to approve the request using the web app.

L

1. In the web app, select the Review login request link in the banner notification or navigate to Settings — Security — Devices:
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H @ You have a pending login request from another devi
U bitwarden

& notfication has been sent to your dovice, Password Manager

Fleage make sure your vault is unlocked and the Fingerprint A“ vaults

phrase matches on the other device.
& Vaults

Login initiated

Fingerprint phrase
e 5 < Send
endless-deluge-cancave-undated-salo FILTERS Name

£ Tools
Resend netification i ) Bitwarden

= Reports

&) Settings All vaults

My vault
. H

View all log in options

+ =

New organi...

All items
Favorites
Login
Card
Identity
Note
SSH key

& Password Manager

Admin Console

VOB ® <

More from Bitwarden Fol

(J Secrets Manager No folder

Secure your infrastructure

O Trash

Approval request on web

2. 0On the Devices tab, locate and select the pending device request:
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) Devices | Bitwarden Web va

Login initiated

U bitwarden  security

Password Manager

A notification has boen sent to your dovice,

Fleage make sure your vault is unlocked and the Fingerprint
phrase matches on the other device.

& Vaults Master password Two-step login De

Fingerprint phrase
<l Send .
endless-deluge-concave-undated ) De\"ces
&2 Tools
Resend notification Your account was logged in to each of the devices below.

= Reports

cttings of the ] Settings

Bitwarden app. Naad ancthar option?

View all log in eptions My account

Security Mobile - Android I::_Raquest pendlng_:] Sep 9, 2025, 9:15:00 AM

Preferences
Web app - Chrome ) Sep 8, 2025, 4:14:18 PM
Domain rules

Desktop - mac0S Sep 9, 2025, 8:46:25 AM
& Password Manager

Admin Console Extension - Chrome Sep 8, 2025,4:13:26 PM

More from Bitwarden

Extension - Chrome May 20, 2025, 3:37:04 PM
EJ Secrets Manager

Secure your infrastructure

Mobile - Android May 20, 2025, 3:00:11 PM

Device list on web app

3. Verify that fingerprint phrase matches and select Confirm access:
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Login initiated

Security

A notification has boen sent to your divice,

Fleage m wour vault |s unlocked and the Fingerprint

phrase m n the other device, Master password Two-step login

Fingerprint phrase
Login request

endless-deluge-concave-undated-szlon

Resend notification Access attempt by Bmemll PR S

Fingerprint phrase
endless-deluge- ve-undated-salon
View all log In options MY account Device Type

- Mobile - Android ep 9, 2025, 9:15:00 AM
Security

Location

Preferences
United States (' o' m  mem IiE " ep 8, 2025,4:14:18 PM

Domain rules .
Time
Just now ep 9, 2025, 8:46:25 AM
& Password Manager

E Admin Console 4 N : 2025, 4:13:26 PM

Extension - Chrome Mz 7:04 PM

Mobile - Android

Confirm access with web app

=Desktop app

To approve a request with the desktop app:

1. In the desktop app, wait for a device approval request to be received:
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Bitwarden

ALL VAULTS 0 alice@bitwarden.com

My vault . fill.dev

- Login request

All items Access attempt by " ZREE" § "neies"s & o BV
Favorites Fingerprint phrase
Request sent Trash tuesday-replace-overlaid-upstroke-deacon

A notification was sent to your device Device Type
TYPES Web app - Chrome

Login Location
Unlock Bitwarden on your device. Make sure the United States (m
Fingerprint phrase matches the one below before Card

q Time
approving.

Identity Requested 14 minutes ago
Fingerprint phmfa Note
tuesday-replace-overlaid-upstroke-

Resend notification y FOLDERS

Need another option? View all log in options No folder

E

Approve on desktop
2. Verify that fingerprint phrase matches and select Confirm access.

Note that this is a unique fingerprint that isn't the same as your account fingerprint phrase.

Requests expire after 15 minutes if they aren't approved or denied. If you are not receiving login requests, try refreshing the web app, or
manually syncing your vault from the mobile app.

@ Note

If you use the Login with device option, you'll still need to use any currently active two-step login method.

How it works
When logging in with a device is initiated:
1. The initiating client sends a request which includes the account email address, a unique Auth-request Public Key?, and an access code, to
an Authentication Request table in the Bitwarden database. Registered devices, meaning clients that are logged in and have a device-

specific GUID stored in the Bitwarden database, are provided the request.

2. When the request is approved, the approving client encrypts the account's User Encryption key using the Auth-request public key
enclosed in the request.

3. The approving client then sends the User Encryption key to the Authentication Request record and marks the request fulfilled.

4. The initiating client requests the encrypted User Encryption key.
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5. The initiating client then locally decrypts the User Encryption key using the Auth-request private key.
6. The initiating client then uses the access code to authenticate the user with the Bitwarden Identity service.

7. The initiating client can then retrieve the user's vault data and use the User Encryption key to decrypt it.

a - Auth-request Public and Private Keys are uniquely generated for each passwordless login request and only exist for as long as the request
does. Requests expire and are purged periodically if they aren't approved or denied.
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