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https://letsencrypt.org/how-it-works/
https://certbot.eff.org/

0 bit\/\/a r‘d e r] EYRAANDELTEEMOSVNA—TYY—RIAT— RIR—T v —

Bash

./bitwarden.sh stop

mv ./bwdata/letsencrypt ./bwdata/letsencrypt_backup
mkdir ./bwdata/letsencrypt

chown -R bitwarden:bitwarden ./bwdata/letsencrypt
chmod -R 740 ./bwdata/letsencrypt

docker pull certbot/certbot

docker run -i --rm --name certbot -p 443:443 -p 80:80 -v <Full Path from / >/bwdata/letsencrypt:/et

c/letsencrypt/ certbot/certbot certonly --email <user@email.com> --logs-dir /etc/letsencrypt/logs

1ZBIRU. RICHERICHE>TLIESL),

Bash

openssl dhparam -out ./bwdata/letsencrypt/live/<your.domain.com>/dhparam.pem 2048
./bitwarden.sh rebuild

./bitwarden.sh start
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Bash

.\bitwarden.ps1l -stop

mv .\bwdata\letsencrypt .\bwdata\letsencrypt_backup

mkdir .\bwdata\letsencrypt

docker pull certbot/certbot

docker run -i --rm --name certbot -p 443:443 -p 80:80 -v <Full Path from \ >\bwdata\letsencrypt\:/e
tc/letsencrypt/ certbot/certbot certonly --email <user@email.com> --logs-dir /etc/letsencrypt/logs

Select 1, then follow instructions

<path/to/openssl.exe> dhparam -out .\bwdata\letsencrypt\live\<your.domain.com>\dhparam.pem 2048
.\bitwarden.psl -rebuild

.\bitwarden.psl -start

BEZDSSLAIAAEE{ERY 3
HREEIIRH ) ICEEFEOSSLEIREEFER T3 EEBRIRTEXIN. TOBEIZTROT7AIARE[CRIDIEXT:

o B —)V—3IBRE (| certificate.crt )

o FSANR—=FF—( private.key )

e CAGEBBZ ( ca.crt )

SSUEEETS — &M <ledhIc. TERIMAZEFECAIREZE/NY FILTINENGINE UNEHA, CAEREEFERT 3RICIE.
TRCOFAEE Y —/\—FBAE T 71 IVICEDBIRETT, 771 IVORYDEERERH B IcOY —/\—FIEAE THINET,
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FIAIFDOBREDTTIE. F74A4IV%E ./bwdata/ssl/your.domain [ICEBEULTLEEL),
HRIEOIERET 7 M IIVDIBREZET BICIE. | . /bwdata/config.yml OUTDEEHREL TS

Bash

ssl _certificate_path: <path>
ssl_key_path: <path>

ssl_ca_path: <path>

© 2025 Bitwarden Inc | Page 4 of 8



0 bit\/\/a r‘d e r] EYRAANDELTEEMOSVNA—TYY—RIAT— RIR—T v —
4

@ Note

config.yml TEZEINMEIL. NGINXOAVFFADZMERLTCLNET, RAFEDT 1 LY FUIL
NGINXOVFFTADT 1 LY FUICRYEYTENET, TIAIEORETTIE, IvEYTIIRODELSIC—HULET:

LA FDEA config.yml [CHDET:
Bash

ssl_certificate_path: /etc/ssl/your.domain/certificate.crt
ssl_key_path: /etc/ssl/your.domain/private.key

ssl_ca_path: /etc/ssl/your.domain/ca.crt

ROIRAFEDT7AINADIY T -
Bash

./bwdata/ss1l/your.domain/certificate.crt
./bwdata/ss1l/your.domain/private.key

./bwdata/ss1/your.domain/ca.crt

/bwdata/ssl/ RADT PAIERETILEITTHEAEY . NGBINKAVTF—TCEEIFIIERETICLEISEHD LEEA.
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e ALUT 4 L% FUIC dhparam.pem F7AIEZHTLESL),

e ssl_diffie_hellman_path: ®MfE% config.yml Di&EICERELTLIESL),

@ Note

B fzIX0penSSLEFEAR L TERBEB® dhparam.pem 77 A IEERT B ENTEZXY, openssl dhparam -out
./dhparam.pem 2048 ZFERLTLLREEL),
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HRICIIECERMPEEFERT I EEBIRTEXIN. CHRITALOHICHEHESNET,

BCEZR/RiMEIL. T T 4J) TIEIBitwardenV SA 7Y F7 TV =y a v [CfEEESnE R, COIREEEFEITI VA =L U,
BitwardenZEAT 2 FEDET/I\1 ADEETEBZ X TICEMNT ZRENGIIEXT,

BCERMPEEERUET,
Bash

mkdir ./bwdata/ss1l/bitwarden.example.com

openssl req -x509 -newkey rsa:4096 -sha256 -nodes -days 365 \
-keyout ./bwdata/ssl/bitwarden.example.com/private.key \
-out ./bwdata/ssl/bitwarden.example.com/certificate.crt \

-regexts SAN -extensions SAN \

-config <(cat /usr/lib/ssl/openssl.cnf <(printf '[SAN]\nsubjectAltName=DNS:bitwarden.example.com

\nbasicConstraints=CA:true')) \

-subj "/C=US/ST=New York/L=New York/0=Company Name/OU=Bitwarden/CN=bitwarden.example.com"

HRIODECERMAE (| .crt ) LR (| private.key )
&, ' ./bwdata/ssl/self/your.domain T4 L% FUICEEL. ./bwdata/config.yml TiRET B ENTEET,

Bash

ssl_certificate_path: /etc/ssl/bitwarden.example.com/certificate.crt

ssl_key_path: /etc/ssl/bitwarden.example.com/private.key

HCERIIRBEENT 3

D1V EOX
Windows CECERiAEEEET BICIE. | certmgr.msc &E{TU. #AEEEEINIL— FRIEERAICA Y R—-FLTLREEL),

UFrvo R
LnuxCEHCEZIAEEEETBICIE. HPEEUTOT 4 LY FUICEBMULTLESL:

Bash

/usr/local/share/ca-certificates/

/usr/share/ca-certificates/
ROARY REETLTLCREEL .
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Bash

sudo dpkg-reconfigure ca-certificates

sudo update-ca-certificates

FATeBEOLINUXT AT by FF7 T, ChromiumAR—2D TSI EFERLTY T TREEICZ VA L.
TALOZ VAR ITRAI by T TUDHE, COLnuxiIEREEEFIEERTIZ2HWENHDET,

Bitwarden CLI&Directory Connector CLIQ I, BEERBEIZIO—-HIL T 7 A IVICEREFES . HIAIL NODE_EXTRA_CA_CERTS=
BREZTHICL>TEBINRBITFNIERIEEA,

Bash

export NODE_EXTRA_CA_CERTS=~/.config/Bitwarden/certificate.crt

Y ErOqAE
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® Note
HRBENESRRA FRTREBIVMGE, ZUTHEBEOT7Y FOA RFINA ATROMBPEIS —[CEB LGS :
Bash

Exception message: java.security.cert.CertPathValidatorException: Trust anchor for certifica

tion path not found.
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https://chromium.googlesource.com/chromium/src/+/refs/heads/master/docs/linux/cert_management.md
https://bitwarden.com/ja-jp/help/cli/
https://bitwarden.com/ja-jp/help/directory-sync-cli/
https://support.google.com/pixelphone/answer/2844832?hl=en
https://community.bitwarden.com/t/android-client-login-bitwarden-https-cert-problem/12132
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