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SN TL\BIEFCTFIEERTIDCEESEOHULET,
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@ Note
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EDRICY—)\—TSCIMEBRICT 2TbODNESDFIEEZEZETLTLEEL),
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Admin Console

U bitwarden SCIM provisioning N -

L O A e Automatically provision users and groups with your preferred identity provider via SCIM provisioning

£ Collections Enable SCIM

Set up your preferred identity provider by configuring the URL and SCIM AP| Key
2 Members ! ! ! °
SCIM URL -
% Groups [II—-- LA s b e B0 ol kIS ‘
- "
= Reporting ~7 SCIM AP key
- @ O ‘
(Y Billing ~ [
This AP| key has access to manage users within your organization. It should be kept secret.
0} Settings ~
Save
Organization info
Policies

Two-step login
Import data

Export vault
Domain verification
Single sign-on
Device approvals

SCIM provisioning

SCIM FOEYa=v45

SCIMZEBRICT B 3F v IRy I RAEEIRL, SCIMURLESCIMAPIF—ZAELTLREEL),
BOATYITEADEEFERTIZVLENGIIET,

IVI=TSAXT7TV -2 aveEEldd

Q Tip

If you are already using this IdP for Login with SSO, open that existing enterprise application and skip to this step. Otherwise, proceed
with this section to create a new application

Azure Portal T, MicrosoftEntralD [CBEIL, T ES—Y 3V AZa—HNEIVI=TSAX7ITVr=yavE&ERLET,
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Home >

(i Default Directory | Overview

Microsoft Entra ID

« —|— Add v £33 Manage tenants What's new & Preview features R'j Got feedback?
© Overview
Overview Monitoring Properties Recommendations Tutorials
B Preview features —_—
K Diagnose and solve problems ‘ A Search your tenant
Manage Basic information
44 Users
Name o | Users
&a Groups
BE External Identities Tenant ID - | | | Ty Groups
abs Roles and administrators Primary domain HE BEE B s Applications
Administrative units .
License [ | ] [ ] Devices
% Delegated admin partners
8 Enterprise applications Alerts
L Devices
. Microsoft Entra Connect v1 Retirement Azure AD is now Microsoft Entra ID
&% App registrations . . . . . .
All version 1.x builds of Microsoft Entra Connect Microsoft Entra ID is the new name for Azure Active
(Z) Identity Governance (formerly AAD Connect) will soon stop working Directory. No action is required from you.
between October 2023 — March 2024. You must move
£ Application proxy to Cloud Sync or Microsoft Entra Connect v2.x.
Learn more 4 Learn more [4

E] Custom security attributes

Enterprise applications

+HUNWFIVT—ay RIVEBIRUTESL),

Home > Enterprise applications

Enterprise applications | All applications - X

Default Directory - Microsoft Entra ID.

« |~ New application [|() Refresh < Download (Export) @ Preview info Columns [& Preview features &7 Got feedback?
Overview
O overview View, filter, and search applications in your organization that are set up to use your Microsoft Entra tenant as their Identity Provider.
X Diagnose and solve problems The list of that are ined by your arein
Manage P Search by application name or object ID pplication type == i i X pplication ID starts with X T Add filters

Create new application

Microsoft EntralDX+S U —EE T, + HREEHEBOF IVIr=yavEERTIRY VY EBIRLTLESL):

Home > Default Directory | Enterprise applications > Enterprise applications | All applications

Browse Microsoft Entra ID Gallery - X

{~ Create your own application )} 2’ Got feedback?

The Microsoft Entra 1D App Gallery is a catalog of thousands of apps that make it easy to deploy and configure single sign-on (SS0) and automated user provisioning. When deploying an app from the App Gallery, you leverage prebuilt templates to connect your users more securely to their apps. Browse or create your own
application here. If you are wanting to publish an application you have developed into the Microsoft Entra ID Gallery for other organizations to discover and use, you can file a request using the process described in this article.

P Search application Single Sign-on : All User Account Management : All Categories : All

Create your own application

HREBEODT IV —YavEERI2EERT. 77UT—23vIC3A=—7 T, BitwardentFEDERIZMITTLLEEL),
FrSU—BSOAF T aVEBRL. RICEMRY Y EBIRLTIIESL),
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Create your own application X

R'_VJ Got feedback?

If you are developing your own application, using Application Proxy, or want to integrate an
application that is not in the gallery, you can create your own application here.

What's the name of your app?

Input name

What are you looking to do with your application?

O Configure Application Proxy for secure remote access to an on-premises application
O Register an application to integrate with Microsoft Entra ID (App you're developing)
@ Integrate any other application you don't find in the gallery (Non-gallery)

Create Entra ID app

JOEYazZy7ERYMICTS
FES-YavhETOET IV IERRL. ROFIEERT LTHESL)
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U bitwarden

:z Bitwarden SCIM | Overview - X

=
L
g Enterprise Application

«
. Overview
Deployment Plan

# Diagnose and solve problems

Manage

iI! Properties

& Owners

ab, Roles and administrators
&8 Users and groups

2 Ssingle sign-on

@ Provisioning

£ Application proxy

€ Self-service

Properties

Name ©
(mmm =

Application ID ©

l o]
Object ID ©

l o]

Getting Started

» 1. Assign users and groups
as

Provide specific users and groups access
to the applications

Assign users and groups

—:)> 2. Set up single sign on

Enable users to sign into their application
using their Microsoft Entra credentials

Get started

(gj 3. Provision User Accounts

Automatically create and delete user
accounts in the application

Get started

Custom security attributes

Select Provisioning
1. BN Y V& BRL TS IESL),
2 BB E70EYaZV/E-ROROY T I AZa-HEERUET,
3. HIRIcDSCIMURL (FMAZEFS) ETFTY FURLT « —JLRICATILTLEEL),
4. BIREDSCIMAPIF— (E2EFH UL ) EY=V LY R =92 T4 =)V RICANI LTSS,
5. BBETAMRYVEBRUET,
6. HRIcDIEHET A RN LT

58, RERYVEBRLTLLESL),

RveEyy

Bitwarden [SIZ#ERARSCIMV2EM R ZFR LEXIH. Ch 5 IIMicrosoft Entra DEMREERBDIIHFEENHIIET,
FIAIWEDOIVEVTIIMELE TN, BERISUTCZOEYYaVEFERUTCEEZMA B ENTEET, Bitwardenld,
A—-HY—¢ETN—FICUTOTONTF 1 &ERALET .

A-¥-=-3IvEVY

Bitwarden B4 77 # )L FOAAD B

N
\
Ml
A
4

Switch([IsSoftDeleted], , "False", "True", "True", "False")

A=)V 7RLR FlF 2-Y-F A=)l FfzI& userPrincipalName
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Bitwarden B4 77 # )V FOAAD B
RRA T/RB
YNERID A=)y o R—1

-SCIMIZA - —=AF TV 7 FORINE U TEBRDODA—IVT RLAEFE DT EETREICT D120,
Bitwarden[3F 7Y =/ +td B ZEFERAULEXY, TOATY TV LICIE "primary": true AEENTLIET,

IW=-IRvEVY

Bitwarden Bt FI7#)V FOAAD B
RRB RRBA
AV\N—-1fct AV N\N—1fcB
4pMERID FTI x4 FID

RE

BE ROV IFIUNE, BIRLTLKIESL)
o BENREULUCIBSICA-IBENEZXZZINEDN. TUTEBRGEITEOA=IT RLRICIESD (EE),

o BIDYTBhEA-Y -V I —TOHERMTZIN. TRTOA-YF—=&J IV —TERETZH,
ITARTOA-Y—EFI—TERET B EEBRUICBEE. KDATY TEXAFYTULTLESL),

A-YF-&TN-T=BDYHTS

ZORATFYITEZETLTLESL),
SREATOEY aZy T ORENBDYTE NIV -7V —TOHERT 2 L DITER UICIES,
FES—yavpsaA—=ESIN—TEBRL TS,
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2 Search resources, services, and docs (G+/) h £33 A DEFAULT DIRECTORY &

Home > Default Directory > Enterprise applications > Bitwarden SCIM

@ Bitwarden SCIM | Users and groups X

Enterprise Application

« - Add user/group > Edit f Remove ,j«:' Update Credentials Columns }!-Kj Got feedback?
# Overview

Depl + Pl o The application will appear for assigned users within My Apps. Set 'visible to users? to no in properties to prevent this. —
eployment Plan

Manage N — . A~ . y
Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration.
i Properties
2 First 200 shown, to search all users & groups, enter a display name.
A& Owners
Display Name Object Type Role assigned
ik, Roles and administrators

Mo application assignments found

ks

Users and groups

(5]

Single sign-on

Ry

Provisioning

Application proxy

C  Self-service

1stom security attributes

Enterprise application users and groups

SCIM7 U =2 auyADRA-HF—ZZTI—TLRIVTO7 I ZAZZIHTRICIE. + A=Y =/7)V—TZEEN
RYVEBIRLTLIESL), KOOI Y3y TR, AzureTaA—HY—¢ET I —TE2ZEET B L&,
ZhH'BitwardenDXI BT B2ERICED L SBHEEESAZMNCDVTEBALET:

a-Y-
o AzureCTHULUWI-Y—-HEDYHTENBZE, ZOI—-Y—[IH AT OBitwardenfBEICBIEFSNET,

o DIRICDHEBDAYIIN—THB3A—F—HAzurelCEINHE T N3 &,
Bitwarden®D1—H—[3Z0 1-H—F OEZEEU TCAzuredI—-HF—[CUVIEIhZET,

o TOLDICVIENEA-T -, COVRLOMOT—7 70— [TRALELTHRERDEXTH
displayName o externalId/mailNickname &S fEIIBitwarden THEMICEEINEH A,
o AzureCHEShEA-Y-HNELEThd & 20— —-3EBAOT I EZANBIBEETNhET,
o AzureTHESIhIEA-Y-2HKkThd & Z20a-F—(3EEH SHRTNhET,

o Azure®J IV —=THBEIDYHTENEI-T-DEIlRENhd & ZO2—H —[3BitwardenDZD )L — TH S HIREIhE I H
HBOAYIN—ELTHRDZET,

gi—-7
o AzureCHILWIIL—THEIDHTEND E. ZDFI)L— FI3Bitwarden TIER SN E T,
o HRET=MBitwardenfBED AV IN=TH B TIV =T AV I)\=F. TIL—-TFICEINENET,

o HILT=MBitwardenfBED AV )IN\=TRWTIV =T AV IN=IL. S8INTBHICBEFINTINET,
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o HEf-DBitwardenfBHKICT TICTFEET 27 IL— THAzurelCEINDHTEN 3 &,
Bitwarden%'JL— I3 displayName $&UV externalld / objectId MDIEZEEUTAzurelcU Yo EhEd,

o TOEDICUVIENIETIV=TIE. Azureh 5 ZDAVN—-HREPENET,

o AzureTT IV —JDREINEZEIND &, YHOREANTHONTLIZBR), BitwardenTEEFHINET,
o BitwardenTHIL—TDOREINEESINZ E. TNIZAzZure TORRIICRENE T, FBICAzurefli TN —-TRELZEULET,

JOEYaz-v/EMRLEY

IV =Y avhRLRCHESNES, IVY—TS5AXT7FVs—-rarob7OEya-y/R-IT
JOoEYaZy/EBERRY v EEBRLTIOEY a Y VEBIKRLET:

« [> start provisioning : Stop provisioning Q‘ Restart provisioning f Edit provisioning pg Provision on demand O Refresh R'j Got feedback?
© Overview
P;, Provision on demand ..
Current cycle status Statistics to date
Manage Initial cycl ¢
nitial cycle not run. v View provisioning details
@ Provisioning 0% complete

Vv View technical information
&8 Users and groups

Expression builder View provisioning logs

Monitor

M Provisioning logs Manage provisioning
Update credentials

Audit logs Edit attribute mappings
Add scoping filters

@ Insights Provision on demand

Troubleshoot

£ New support request

Start provisioning

A=Y =FYR=F1 V7 &ERTIT >

HRIEOIA-Y-HEHFSNOT, KSIFEEICSNT 2O OBRFEZITMIEY, -V - [CRHBEZITANDLDERL.
ZNPRT UIcb, ROEHBICRERB LTS,

@ Note

The Invite = Accept — Confirm workflow facilitates the decryption key handshake that allows users to securely access organization
vault data.
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