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Q Tip

Already an SSO expert? Skip the instructions in this article and download screenshots of sample configurations to compare against your own.

L Download Sample
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/\ Warning

This article assumes that you have already set up Duo with an Identity Provider. If you haven't, see Duo's documentation for details.
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U bitwarden Single sign-on

Admin Console

My Organization e Use the require single sign-on authentication policy to require all members to log in with SSO.

Bl Callactions Allow SSO authentication

Once set up, your configuration will be saved and members will be able to authenticate using their Identity Provider credentials.

A Members
~ 580 identifier (required)
# Groups unigue-organization-identifier
= Reporﬂng W Provide this 1D to your members to login with S50. To bypass this step, set up Domain verification
Billin s R .
Eh g Member decryption options
@} Settings ~ (@ Master password

() Trusted devices

Once authenticated, members will decrypt vault data using a key stored on their device. The single erganization policy, S50 required policy, and
account recovery administration policy with automatic enrollment will turn on when this option is used.

Organization info

Policies
Two-step login ~ Type
‘SAML2D v
Import data .
Export vault
Domain verification SAML service provider configuration
Single sign-on Set a unique SP entity ID

Generate an identifier that is unigue to your organization
Device approvals

[ 5P entity ID

SCIM pravisionlng Ly | . HE u L H . N . L | | ] | ‘

SAML 2.0 metadata URL
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Dashboard > Applications > Protect an Application »
Dashboard
A . Protect an Application
Policies v Add an application that you'd like to protect with Duo two-factor authentication.
‘You can start with a small “proof-of-concept” installation — it takes just a few minutes, and you're the only one that will see it, until you decide to add others.
| Applications ~
Documentation: Getting Started 3
Protect an Choose an application below to get started.
Application

Authentication Proxy

Bitwarden

Single Sign-0n v
Users e Application Protection Type
Groups v
. U Bitwarden 2FA Documentation i Protect
Endpoints v bitwarde:
2FA Devices v
U 2FA with SSO hosted by Duo

- Bitwarden X Documentation C§ Configure

Administrators v bitward: (Single Sign-On)

Trusted Endooints

Duo Bitwarden Application
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Dashboard > Single Sign-On

Dashboard
Single Sign-0
Device Insight v Ing e Ign n
Policies NG Simplify access to the applications your users rely on. With Duo’s cloud-
hosted SSO, protecting your applications while reducing user friction has
Applications . never been easier. Learn how it works [J
Single Sign-On A Duo-hosted SSO requires Duo to collect and validate users’ primary Active Directory credentials
and/or directly receive SAML assertions. During authentication, usernames and passwords are
encrypted when passed to your Authentication Proxy server(s) [. Duo caches the AD password and
Duo Central SAML assertions only long enough to complete the authentication. Learn more £
Passwordless I have read and understand these Duo-hosted SSO updates, the Privacy Statement [ and Duo’s

Privacy Data Sheet [1

Users v
Activate and Start Setup

Groups v

Endpoints v

2FA Devices

<

Duo Activation and Setup
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& Back to Single Sign-On

Dashboard N - . .
SAML Identlty PrOVIder conflguratlon + Enabled Status: Enabled Disable Source
Device Insight v
Configure a SAML Identity Provider to provide primary authentication for Duo Single Sign-On by following the sections below.
Policies v Learn more about configuring the SAML Identity Provider with Duo Single Sign-On 4
Applications v 1. Configure the SAML Identity Provider
Single Sign-0On A Provide this information about your Duo Single Sign-On account to your SAML identity provider.
Duo Central Entity ID ‘ https://sso-3dcab689.sso.duosecurity.com/sami2/idp/RIQ6384133IZKERZ2BZA/metadata ‘ Copy ’
Passwordless
Users v Assertion Consumer [ https://sso-3dcab689.sso.duosecurity.com/saml2/idp/RIQ6384133IZKERZ2BZA/acs ‘ Copy ‘
Service URL
Groups v
Endpoint Audience Restriction 1 https://sso-3dcab689.sso.duosecurity.com/saml2/idp/RIQ6384133IZKERZ2BZA/metadata ‘ Copy ]
ndpoints v
2FA Devices v
Metadata URL ‘ https://sso-3dcab689.sso.duosecurity.com/saml2/idp/RIQ6384133IZKERZ2BZA/metadata Copy
Administrators v
Trusted Endpoints XML File Download Metadata XML

DUO SAML Identity Provider Configuration
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Metadata

Entity ID https:fisso-f27df13.s50.duosecurity. com/sami2/sp/DI4GBHNTLEJZVCCABEQM/metadata)  Copy ‘

Single Sign-On URL https://sso-ff27df13.ss0.duosecurity.com/sami2/sp/DI4GBHNTLEJZVCCZEEQM/ss0 Copy ‘
URLs for Configuration
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Map attributes IdP Attribute SAML Response Attribute

»x <Email Address> H Email

Map the values of an IdP attribute to another attribute name to be included in the SAML response
(e.g. Username to User.Username). Enter in an IdP attribute or select cne of Duo's preconfigured
attributes that automatically chooses the SAML response attribute based on the IdP. There are five
preconfigured attributes: <Email Address=, <Username:, <First Name:>, <Last Name: and

<Display Mamea>. Consult your service provider for more information on their attribute names.

Required Attribute Mapping
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Log in to Bitwarden
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