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0 Password Manager Security

O Vaults Master password Two-step login Keys

< Send Encryption key settings

4, Tools

Warning

Proceeding will log you out of all active sessions. You will need to log back in and complete two-step login, if any. We recommend
exporting your vault before changing your encryption settings to prevent data loss.

Higher KDF iterations can help protect your master password from being brute forced by an attacker.
My account
For older devices, setting your KDF too high may lead to performance issues. Increase the value in increments of

Security 100,000 and test your devices.

~ KDF algorithm () (required) ~ KDF iterations (%)

Preferences \
‘ PBKDF2 SHA-256 hd ‘ ‘ 800000

Subscription

Domain rules
Change KDF

Emergency access

We recommend 600,000 or more

Free Bitwarden Famili..

APl Key

Your AP| key can be used to authenticate in the Bitwarden CLI.
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