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Q Tip
March 4 2025: To increase account security, Bitwarden will begin requiring additional verification for users who do not use two-step

login when logging into your account from a new device or after clearing browser cookies. You may have received an email and
product notification indicating this.

After entering your Bitwarden master password, you will be prompted to enter a one-time verification code sent to your account
email. Alternatively, you can:

o Set up two-step login by following any of the guides on this page.

e Opt-out of this feature (Turn off new device login protection) from the Settings - My account screen in the Danger Zone section.

Att anvanda tvastegsinloggning (dven kallad tvafaktorsautentisering eller 2FA) skyddar ditt Bitwarden-valv ifall ndgon far tag pa ditt
huvudlosenord. Det fungerar genom att krava autentisering fran en annan kélla nar du loggar in. Om du inte ar bekant med grunderna i 2FA,
kolla in var Field Guide.

How to set up

two-step login

Det finns méanga olika metoder tillgangliga for tvastegsinloggning. Du kan ha sa manga aktiva som du vill. Det som ér viktigt &r att ndgon
form av tvastegsinloggning ar aktiv for att vara sdker pa att ditt konto &r skyddat.

Tvastegsinloggning fér privatpersoner
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Vem som helst kan stélla in tvastegsinloggning pa sitt individuella konto genom att bestka webbappen och vélja Instéllningar —» Sakerhet —»

Tvastegsinloggning.

Metoder

Stall in minst en av féljande tvastegsinloggningsmetoder. Installationsinstruktioner finns tillgangliga for varje:

Metod Installationsinstruktioner

FIDO2 WebAuthn-referenser (till exempel hardvarunycklar som YubiKeys och

) Installationsinstruktioner
Google Titan)

Authenticator-app (till exempel Bitwarden Authenticator) Installationsinstruktioner
E-post Installationsinstruktioner
Duo Security med Duo Push, SMS, telefonsamtal och sakerhetsnycklar Installationsinstruktioner
YubiKey OTP (valfri enhet i 4/5-serien eller YubiKey NEO/NFC) Installationsinstruktioner

Tvastegsinloggning fér Teams och Enterprise

Prenumerationskrav

Gratis for alla

Gratis for alla

Gratis for alla

Kraver premium

Kraver premium

Medan varje anvandare kan aktivera tvastegsinloggning pa sina konton med metoderna i diagrammet ovan, har Teams och Enterprise-

organisationer ytterligare alternativ:

Metod Installationsinstruktioner Prenumerationskrav

Duo Security med Duo Push, SMS, telefonsamtal och ) ..
Klicka har.

Kraver Teams eller

sakerhetsnycklar Enterprise

Dessutom kan foretagsorganisationer krava tvastegsinloggning med en policy, och samma skydd kan uppnas utanfor Bitwarden med din

identitetsleverantor néar du anvander Single Sign-On (SSO).
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Anvander flera metoder

Du kan aktivera flera tvastegsinloggningsmetoder. Nar du loggar in pa ett valv som har flera aktiverade metoder kommer Bitwarden att fraga
dig om den hdgsta prioritetsmetoden enligt féljande preferensordning:

1. Duo (organisationer)
2. FIDO2 WebAuthn

3. YubiKey

4. Duo (individuell)

5. Autentiseringsapp

6. E-post

/\ Warning

Two-step login via email is not recommended if you are using login with SSO, as using multiple methods will cause errors.
Consider setting up two-step login via a free authenticator instead.

Alla alternativ kommer dock att fungera. Autentisera med en metod med lagre preferens genom att vélja knappen Anvand en annan
tvastegsinloggningsmetod:
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=>Web app

Enter the 6 digit verification code from your
authenticator app.

( Verification code (required) ]

C] Remember me

S| Continue

Cancel

Use another two-step login method

Use another two-step login method
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=Browser extension

[ Best Password Manager for

2% bitwarden.com

Need a password manager you cant Bacl Authenticator app Continue X
-
Enterprise Sales ) Log In

Enter the & digit verification code from your
authenticator app.

P bitwarden  Preducts~  Pricing Downloads  Tools & Featuras -

Verification code

Finally, a password
manager where you
control the data

The password manager so simple it suits everyone, incluy
large companies and IT teams.
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Remember me l

( Use another two-step login method ) '

Free plan available, with unlimited devices Istomizable
f
: |'/- View Plans and Pricing -\'I
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i
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Use another two-step login method

© 2025 Bitwarden Inc | Page 6 of 8



U b itv\/a rd e n Séaker och pélitlig I6senordshanterare med dppen kallkod for foretag

=Mobile

90 @ o

* Authenticator app

Authenticator app
Enter the B digit verification code from your authenticator apg.

Enter the & digit verification code from your

authenticator app :::

Remember mea

Rermember me

Continue

Use another two-step login method
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=>Desktop

U bitwarden

O
Verify your Identity

Enter the code from your authenticator app

— Verification code (requred) ‘

[] Don't ask again on this device for 30 days

Continue logging in

or

C Select another method )

( Use your recovery code

Anvand en annan metod for inloggning i tva steg
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