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Abstract. The analysis of the possibility of providing cybersecurity through the
use of public-private partnership (PPP) mechanisms is made. Public-private
partnership is increasingly seen as addressing many of the challenges posed by
cybersecurity management. Cybersecurity is intended to protect critical infra-
structure and other important public functions against a variety of complex
threats and is a central problem in today's security policy. In the process of im-
plementing PPP cybersecurity, the state shifts the focus from control functions
towards coordinating and motivating the fulfillment of security tasks by a pri-
vate partner. Tasks to be addressed by public-private partnerships in cybersecu-
rity are following: ensuring reliable access to the Internet; technical safety regu-
lation; exchange of information on threats; assistance in resolving threat situa-
tions.
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1 Introduction

One of the most difficult tasks that the state must address in today's context is the
implementation of security functions. The development of the modern world, and
above all its technological component, increase the likelihood of certain security risks.
Critical infrastructure protection requires considerable measures and means. Changes
that affect the development of both society and state have become increasingly unpre-
dictable. The basic principles of the state's activity should guarantee the safe existence
of a person, protection of his/her rights and freedoms, inviolability of life and private
information. Security functions shape the sustainable activity of political life, socio-
economic development, a favorable environment, secure information flows, and relia-
ble infrastructure.

The modern activity of the state, economic entities, citizens, various associations
is gradually lacking in full functioning without interaction with the sphere of infor-
mation and communication technologies (ICT). The new phase of the industrial revo-
lution, which is based on the intensive use of information and communication links,
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remote connections, processing and storage of information, requires the state to have
a clear vision of threats and coordinated actions to implement security functions.

Existing network communications, server equipment, highly specialized profes-
sionals are in the field of private business, and therefore the issue of interaction with
the state is important, given the role of ICT in the development of the economy, e-
government, the operation of databases, exchange of confidential information, secur-
ing the work of strategic facilities and critical infrastructure. High priority of govern-
ments in most countries is placed on enhancing cybersecurity and ensuring the most
vulnerable elements of infrastructure. The characteristic of system solutions in the
field of information technology is a significant dependence on the private business
entities that provide communication systems, computer networks, software develop-
ment, create modern ICT equipment. This situation facilitates close cooperation be-
tween the state and the private sector within public-private partnership (PPP) mod-
els [1].

2 Data Protection in the Age of Industry 4.0

The issue of cybersecurity has become more pressing than ever, especially in the con-
text of the combined efforts of manufacturers and users of information of different
ownership forms. K. Schwab stressed the need for joint efforts of the state, business
and civil society to maintain the security and reliability of government functions,
communications and personal information stored and transmitted on digital plat-
forms [2].

Data that show the influence of outsiders on information is growing in number
every day. In the first half of 2018 alone, more than 4.5 billion records were broken
[3]. Four new malwares are created every second. One of the most successful mal-
ware activities is phishing attacks, given that most phishing sites only last a few hours
online. [4]. The number of network breaches in 2013-2018 (1% half year) in different
directions is presented in Fig. 1.

Gartner reports that average annual security costs per employee have doubled:
from $ 584 in 2012 to $ 1,178 in 2018. In some leading banks and technology compa-
nies, the total annual cybersecurity budget exceeds $ 500 million and continues to
grow [5]. A report from the Center for Strategic and International Studies (CSIS) and
McAfee notes that in 2017, cybercrime cost the world nearly $ 600 billion in spend-
ing, or 0.8% of global GDP, while in 2014, global losses amounted to about $ 500
billion dollars, or 0.7% of world GDP [6]. Given the rise in ICT users, the estimated
cost of cybercrime by the end of 2019 could reach $ 2 trillion [7].
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Fig. 1. Number of breach incidents by type over time (Source: [3])

Outdated digital infrastructure, lack of state-of-the-art technology solutions and
software protections allow third parties to access restricted public information and
control critical networks and financial accounts.

Using Artificial Intelligence by cybercriminals will create risks consisting of the
following key cyber security issues:

= increasing the complexity of cyber attacks;

= action asymmetry - cyber attacks / protection;

= increasing in attack surface / digitization operation;

= balancing risks and operational capabilities [8].

The immersion of society and its dependence on information technology in vari-
ous aspects of life has created a lot of spheres where crimes are possible [9]. The im-
portance of ensuring the confidentiality of information, protecting national and public
interests raises issues of implementing security policy by the state. Threats that have
arisen in recent decades (cyberterrorism, cybercrime, information wars) are driving
the state into partnering to execute its own functions to counter cybercrime.

The concept, called Industry 4.0, which was introduced in 2011 at the Hanover In-
dustrial Exhibition in 2011, is another step on the way of manufacturing conversion
based on the automation of production processes and information technology by the
industry using the Internet of Things, global industrial networks, composite and vol-
ume printing production, artificial intelligence, virtual reality. The Fourth Industrial
Revolution and emerging discoveries drive the development of new production tech-
nologies and business models that fundamentally transform global manufacturing
systems [10].



It can be argued that the impact of new technologies related to artificial intelli-
gence and robotics, the Internet of Things, virtual and augmented realities, blockchain
technology and the new computer architecture is increasing every day. The prolifera-
tion of technology gives new opportunities for cybercrime and public and private
sector representatives need to continue working together to mitigate new risks [11, p.
3].

The scale of developing and distributing programs that harm computer technology
and steal personal data is steadily growing. In 2016 alone, 357 million new malware
variants were released [12]. The WannaCry attack affected 300,000 computers in 150
countries, causing huge losses with Petya and NotPetya viruses. NotPetya alone
caused the loss of about $ 300 million in the third quarter of 2017. The WannaCry
attack has disrupted critical and strategic infrastructure around the world, including
governments, railroads, banks, telecommunication providers, energy companies, au-
tomakers and hospitals [13].

According to A. Klimburg [14], cybersecurity has its special focus and lexis. Cy-
bersecurity can be called a broad concept of security online, offline, and online [15].
Cybersecurity is implemented through actions to protect critical infrastructure and
other important public functions against advanced persistent threat (APT) and other
complex external attacks [16].

Cybersecurity is a key point in today's security policy, with cyber threats becom-
ing the largest threats in the global threat assessment by the United States [17]. The
UK Government is investing £ 1.9bn in line with the cybersecurity strategy put in
force in 2017 with the official launch of the National Cyber Security Center [18].
Gradually, the understanding of a fully self-regulating and secure decentralized Inter-
net is changing due to structural vulnerabilities that are not accessible to any individu-
al entity [19]. These vulnerabilities are increasingly being used by criminals to pro-
vide services and malicious products for sale and widespread access, requiring multi-
faceted and coordinated approaches to enhance cybersecurity online. [20].

Thus, cybersecurity is provided at the physical infrastructure level within logical
interfaces to run and connect infrastructures and levels of current content (infor-
mation) on user-level networks (individual and corporate) that depend on these sys-
tems. Technical levels are critical to systemic cybersecurity, but not necessarily de-
pendent on government intervention [21].

Cybersecurity policy implements key values: security, privacy, fairness, economic
value and accountability. Security defines the protection of assets (tangible and intan-
gible) from harm. Loss of accessibility, integrity and disclosure of assets privacy lead
to a reduction in the value to the asset owners. Privacy allows stakeholders (individu-
als, groups, organizations) to restrict information about themselves, including the
concept of proper use and protection of information. Justice is implemented by a
symmetric (necessary) policy on the subjects, including due process. Economic value
is profit caused or stopped by a policy choice. Accountability is the degree to which
entities (public and private) can be held responsible for the consequences of their
actions or inactivity [11].

The Global Cybersecurity Index (GCI) is included in the ITU 130 International
Telecommunication Union (ITU) Plenipotentiary Resolution (Dubai, 2018) on en-



hancing ITU's role in building trust and security in the use of information and com-
munication technologies. Member-states are invited to support ITU initiatives in the
field of cybersecurity, including the Global Cybersecurity Index (GCI), to promote
national strategies and exchange of information on branch and sectoral actions. It
should be noted that, based on research and proposals, Estonia and Poland have al-
ready adopted cybercrime laws, Zimbabwe, Zambia, Egypt, South Africa have devel-
oped cybercrime legislation. At the organizational level, some countries (Australia,
Botswana, Canada, Czech Republic, Denmark, Japan, Jordan, the Netherlands, Spain,
Samoa, Singapore and Luxembourg) have updated national cybersecurity strategies.
Cybersecurity approaches based on risk assessment allow us to adjust the changing
threats faced by each country, but the study shows that only 92 (about 53%) of coun-
tries conduct cybersecurity risk assessments [22].

The National Cybersecurity Index (NCSI) is a global index that measures coun-
tries' readiness to prevent cyber threats and cybercrime. In addition to the NCSI index,
the index table also displays the level of digital technology development (DDL). The
difference shows the relationship between NCSI score and DDL. A positive result
means that the development of cybersecurity in the country is in line with or ahead of
its digital development. A negative result shows that the digital society in the country
is more developed than the sphere of national cybersecurity. Fig. Figure 2 shows the
relevance of digital development to counteract cyber threats (as determined by NCSI),
according to 2019. Ukraine ranked 26th among 131 countries in the National Cyber-
security Index (63.64) [23].
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2 Developing a public-private partnership for cybersecurity

Issues related to policymaking in the sphere of cybersecurity and the factors behind its
implementation testify to the inability of government functions to ensure the security
of information networks, critical infrastructures, and storage of information content.
The need to involve a private partner in solving existing and emerging threats to criti-
cal infrastructures, reducing vulnerabilities, protection of state electronic services,
limitation of financial and technological resources, and supporting the security life
cycle envisages implementing public-private partnership mechanisms into the projects
related to cybersecurity and cyber threats counteraction. Considering international
experience, PPP mechanisms give hope for the success of public and private sector
cooperation strategies in cybersecurity.

S. Linder views PPP output as a synergistic effect of sharing innovative resource
use and an application of management knowledge that optimally allows to achieve the
goals of all participants, if such goals cannot be achieved without involving these
participants. [24].

M. Carr emphasizes the need for a market-based approach to PPP cooperation in
cybersecurity, which is part of national security [25]. Thus, in the process of PPP,
security responsibilities are delegated to the private sector in accordance with market
principles. [26, p. 299].

T. Moore [27] proposes to divide cybersecurity areas where PPP can be applied
into four main areas:

= online identity theft;

= industrial cyber espionage;

= protection of critical infrastructure;

= botnets.

These vulnerabilities may be areas of joint activity of the state and private entities
within PPP models, but this cooperation is now in a much wider range. The use of
PPPs may involve cybersecurity projects related to the use of ICTs in various areas of
government, local self-government, given the Copenhagen School's definition of se-
curity zones: military, political, social, economic and environmental [28] and critical
infrastructure protection, including: agriculture and food systems, energy systems,
medical institutions, banking and financial systems, commercial facilities and ship-
ping services, the most of which are privately owned [29].

Public security agencies in many countries around the world have increasingly in-
volved the private sector in managing various national security issues in order to im-
plement a policy of minimizing risks and ensuring the society resilience to threats,
natural disasters and man-made disasters [30]. Cybersecurity involves public-private
partnership [31], as highlighted by policy initiatives and public statements on the
value of public-private partnerships for cybersecurity [32].

S. Linder [33] considers the use of public-private partnerships in cybersecurity as
a reform of governance and as a separation of power. In the first case, the researcher
hopes for the opportunity of the authorities to reproduce the best opportunities of the
private partner in terms of business skills, flexibility and other innovative approaches.
There is an opinion on the need to protect the private sector's interests on its own



merits and opportunities, given the lack of full capacity for this in the public sector
[34]. On the other hand, the public interest in cybersecurity may not be in line with
the private sector, since it affects profit-related issues [35, p. 53]. Certain actions to
protect your own infrastructure can ultimately produce positive results in the form of
revenue.

The separation of power between the partners entails the principles of trust, re-
sponsibility and risk sharing, which underpin public-private partnership contracts.
Close partnership requires the sharing of private data that contain private-sector
commercial information, and restricted or state-secret information available to a pub-
lic partner.

EU strategic documents on cybersecurity highlight the role of PPP, which com-
bines private sector cooperation in the fight against cybercrime [36]. The European
Union Agency for Cybersecurity (ENISA) has published Good Practice Guide with
specific guidance for public and private parties on the creation and operation of PPPs
in cybersecurity [37]. In 2018 study [38] ENISA offered its own vision for PPP cy-
bersecurity models, identifying four major model solutions: Institutional PPP based
on a common approach that provides services and protects critical infrastructure
against cyber threats; Goal-oriented PPP that develops cybersecurity in EU Member
States; Service outsourcing PPPs address the issues of a particular industry in case
stakeholders cannot resolve them independently; Hybrid PPPs are a combination of
institutional and outsourced PPPs when needed at national level.

Following the Cybersecurity Act (Regulation 2019/881) entry into force, ENISA
has been commissioned to prepare the European Cybersecurity Certification Scheme
guidance that serve as a basis for certification of products, processes and services that
support Digital Single Market. The European Cybersecurity Law establishes rules and
European schemes for cybersecurity certification of ICT products, processes and ser-
vices [39].

In modern practice, the challenges of public-private interaction in the field of cy-
bersecurity are proposed: reliable Internet access interfaces (ICTs); joint regulation of
technical security and data processing; exchange of information on threats and vul-
nerabilities; mutual assistance in addressing known threats or illegal content in cyber-
space [40, p. 227]. In partnership, private enterprises are called upon to voluntarily
share their knowledge of national security and to take responsibility for ensuring ef-
fective cyber-threat management [25].

The US Department of Homeland Security (DHS) has created an automated
cyber-threat program to facilitate the rapid and timely sharing of threat information
between the public and private sectors. DHS has introduced Automated Indicator
Sharing (AIS) for the automated exchange of metrics between the public and private
sectors, using a common query from large companies when sharing information is
one-sided; threats at network speeds are resolved almost from the moment they oc-
cur [11].

Hybrid interaction between the state and the private sector on the basis of PPP cy-
bersecurity projects makes it possible to replace the functions of control, coordination
and motivation of fulfilling security tasks by partially fulfilling them by the interested
private partner. In the process of managing cyber defense procedures, it is necessary



to investigate threats and their evolution, to look for vulnerabilities, to determine
transfer and incorporation of the goals and priorities; to outsource; to prevent and
maintain, to response to attacks; to check the effectiveness of actions. Considering the
complexity of this issue, the implementation of cybersecurity through the use of PPPs
envisages the involvement of business entities using ICT-dependent critical infra-
structure elements as a private partner; manufacturers of server equipment, developers
of software products, payment service providers [1]. These issues should include the
strategic planning of government activities, the formation of the necessary institu-
tions, the development of procedures and processes, compliance with the interests of
the parties, improvement of the management of public-private partnerships develop-
ment in the field of cybersecurity.

3 Conclusions

The processes that dictate cybersecurity measures for information infrastructure are
quite complex. Existing methods of state regulation of the security sector are rapidly
losing their relevance, given their low efficiency. A modern approach to cybersecurity
solutions based on public-private partnership models is a new form of governance.
But the implementation of certain functions of the state with the help of the private
sector can be seen through the lens of finding the best actions between maintaining
security and making a profit and information sharing and confidentiality of infor-
mation. The tasks that need to be addressed with regard to the further development of
PPPs in the field of cybersecurity are: legislative implementation of cybercrime rules,
protection of critical infrastructures, data exchange protocols in the process of critical
infrastructures protection; implementation of standardization adopted in the EU; regu-
lation of technical security and data processing; assistance in resolving situations
involving threats or illegal content on the Internet. Developing opportunities for co-
operation between the state and private actors in the field of cybersecurity based on
PPP models depends on future priority projects, increase of mutual trust, a strategy in
the field of critical infrastructure security, standardization, cooperation with partners.
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