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Abstract. The paper considers the urgent task of ensuring information security
by monitoring the connections of USB devices. An analysis of the available so-
lutions was carried out, and technologies were identified that will allow the sys-
tem to be implemented. The topology of the physical components of the system
is developed and described. The subject area model is described by an ER dia-
gram that contains key entities and links them. The description of model attrib-
utes is given. The system is implemented in the form of two Windows services,
utilities for configuring launch options for services and a web application. The
verification plan is given, according to which the system was proved to be op-
erational. The developed system can be recommended for solving the urgent
cybersecurity task of monitoring device connectivity.

Keywords: cybersecurity measures, information protection, connection to the
USB port.

1 Introduction

At the present stage, information is becoming one of the most valuable and
sought-after resources, for the preservation and protection of which more and more
time and money is allocated. In this regard, a cybersecurity measure to protect infor-
mation is one of the important processes of any organization. The process of infor-
mation security management is inextricably linked with the monitoring of events in
the system. Awvailability, small size and increased capacity of USB drives casts great
doubt on the information security of companies. Ignoring this threat can lead to sig-
nificant material losses. By connecting to a USB port, an attacker can snatch im-
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portant information or install malware. More and more companies are investing in
firewalls, using more reliable and modern encryption algorithms, and other means and
technologies to protect data from Internet theft. However, the most common attackers
are employees of the company, who steal information about investments, project doc-
uments, commercial offers, personal information and contact details of customers and
much more.

Disconnecting USB ports is a radical security measure that will lead to significant
inconvenience and inability to connect peripherals to your computer. Determining the
list of allowed devices using a serial number is a good measure to prevent information
leakage, but not enough. The serial number of the flash drive can be changed to any,
which will allow the infringer to access important data without any obstacles.

An important security measure is to monitor the connection of USB devices to
corporate computers. Centralized connection tracking is an effective way to investi-
gate leaks via USB devices, allowing security management or the security administra-
tor to respond in a timely manner and identify the device, date, time, and computer
where the incident occurred. Analysis of this data and detection of the fact of connec-
tion of the device will help to successfully identify the attacker and take the necessary
measures.

The aim of the work is to increase the efficiency of information protection systems
by developing a subsystem for monitoring the connection of USB-devices.

2 Related works analysis and problem statement

One of the important tasks of modern information and / or cybersecurity systems is to
ensure promptness (timeliness) in identifying threats and risks for information objects
and processes to be protected. In order to increase efficiency in information and / or
cybersecurity management systems, components are used that record changes in the
functional state of an object or process automatically. The basis of such components
are high-quality agents (hardware or software) to collect data on the current state of
individual components of the object or process and effective agents that can analyze
the collected data and make decisions about the functional state of the object or pro-
cess as a whole. Examples of the first type of agents are in [1]. Implementation of
agents of the second type requires the involvement of machine learning technologies
[2] and pattern recognition similar to those used in intelligent decision support sys-
tems for technological, economic, environmental, and social objects or processes.
Large companies and corporations use Security Information and Event Manage-
ment (SIEM) technology for cybersecurity [3-11] systems based on this technology,
enable the centralized collection and analysis of security relevant information, gener-
ated by a variety of different systems, to detect advanced threats and to improve reac-
tion time in case of an incident.
According to [4, 5, 7, 11]:

- Security information management (SIM) — log management and compli-
ance reporting.

- Security event management (SEM) — real-time monitoring and incident
management for security-related events from networks, security devices, systems, and
applications [12-15].



However, small companies do not have the opportunity to invest heavily in ensur-
ing information security on this technology and conducting training of specialists for
the quality performance of their functions in the application of the above products.
During the analysis of existing solutions, software products were identified that can
fully or partially perform the task monitoring of USB device connections: USB Ca-
nary, USBDeview, CleverControl, Solarwinds Security Event Manager, and Alien-
Vault.

Determine the main characteristics of the monitoring system USB connections,
which meet the needs of a small company, and determine the compliance of existing
solutions to these requirements (see Table 1).

Thus, a review of existing solutions has shown that both paid and free products can
be used to monitor USB device connections. The disadvantage of free solutions is the
lack of functionality that does not meet all the needs for a full-fledged solution. Most
free solutions do not have a centralized analysis of events when connecting USB de-
vices to corporate computers. Paid versions contain redundant features that you have
to pay for.

Therefore, it is necessary to develop a system that will:

- track connection events on corporate computers;

- provide centralized collection and storage of events for further analysis;

- have an intuitive web interface for easy viewing and analysis of events;

- provide the ability to find the right events;

- access to view events must be carried out after the authorization procedure;

- the ability to manage users of the web application and delete irrelevant infor-
mation. Access to these functions should be provided only to users with administrator
rights.

- ability to recover the password;

- ability to deploy the program on the computer to be monitored.

Table 1 - Comparison of available solutions

Solution
Solarwinds
Criterion USB USBDeview CleverCon- Security Alien
Canary trol Event Vault
Manager
You can deploy + + - + -
on your own
computers
Centralized - - + + +
viewing of
events
Ability to view - - + + +
the history of
events
Viewing of USB - +/- + + +
device data
and node data




Solution
Solarwinds
Criterion UsB . CleverCon- Security Alien
Canary USBDeview trol Event Vault
Manager
(MAC, IP, etc.)
It has insuffi- + + - - -
cient function-
ality
Contains re- - - + + +
dundant fea-
tures
Windows sup- - + + + +
port
Clear interface - + + + +
Price Free of Free of From 180S / From 10758/
charge charge year 4.805S for Month
30 nods /
year

Tasks to be solved to achieve these requirements [16-18]:

- analyze the subject area;

- choose the means to develop the system;

- configure the environment for software development;

- develop a customer service to monitor USB devices;

- develop a server service for centralized collection of events and their recording in
the database;

- design the structure of the database;

- develop a web application for convenient viewing of events and analysis of
events;

- test the system.

3 Modeling of the subject area

For high-level design of databases ER-chart was developed. This model allows you to
describe the subject area, highlight key entities, and identify the relationships that can
be established between those entities.

Figure 1 shows a database diagram that meets the requirements of the development
system. In order to avoid potential inconsistencies and redundancy of the data, the
model was reduced to the third normal form during the design.
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Fig. 1. - ER diagram of the system database

Description of the attribute values is given in Table 2.

-

all User
I id user int4 u
login varchar(255) U
password  bytea
Name varchar(255)
Ochestvo  varchar(255) [N
Surname  varchar(255) [N
admin boal
& Email varchar(255) U]
( USBEvent )
‘é;' usemec varchar{255)
Bid intd
eventdate date
eventtime  time(7)
VID varchar(255)
PID varchar(255)
SN varchar(255)
typeevent wvarchar(255)
L S

Table 2 - Description of attributes

Table Field Key Content
S
All_User Id_user PK Stores a number that uniquely identifies
the instance of the entity
login Saves the login of the web application
user
password Saves the password for the web applica-
tion user
Name Web application username
Surname Last name of the web application user
Otchestvo Web application user patronymic




Table Field Key Content
admin : Shows the presence or absence of ad-
ministrator rights
email Web application user email address
USBEvent Id FK Saves a number that uniquely identifies
the entity instance, allows you to link tables
userpc FK Ethernet card MAC address
eventdate Date of the event
eventtime Time of the event
vid USB drive manufacturer number
pid USB drive model number
SN The serial number
typeevent Event type (connect or disconnect)
Net_info Id FK Saves a number that uniquely identifies
an entity instance, allows you to link tables
userpc FK Ethernet card MAC address
ip Current IP address of the corporate
computer
mac MAC address of the corporate computer

To display the topology of physical components of the system and the location of
software components of the system, a deployment diagram was developed (Fig. 2).
Using this diagram, you can display the location of complex information systems that
require different computing platforms and database access technologies. This makes it
possible to streamline the placement of components in the corporate network, which
determines the overall performance of the system. The need to integrate systems with
the Internet requires addressing related security issues and the availability of infor-
mation for corporate customers. The use of "client-server" technology requires the
placement of large databases in different segments of the corporate network, their
archiving, backup, and hashing, which in turn will ensure system performance. These



aspects also require visual representation to specify the software and technical fea-
tures of the implementation of distributed architectures.

Hereof it is possible to allocate the basic purposes of development of the deploy-
ment diagram;

- distribute the components of the system on physical nodes;

- show physical connections between nodes during execution;

- facilitate the system configuration process.

The main component of the deployment diagram are nodes and their relationships.
Representation of nodes occurs by means of rectangular parallelepipeds with the arti-
facts which are located in them. In turn nodes can contain the subnodes, presented by
rectangular parallelepipeds. A node on the deployment duagram can rearrange a com-
puter, a database server, network components, and other.

Client:PC
Server
TCPAP
<<artifact=> D <<artifact>> b
Npgsql.dll Newtonsofttson.dll
NewtonsoftJson.dll USBService.exe
Mono.Security.dll T
MyU SBServer.exe :
i
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AV <<component>> 3]
<<component>> 5] USBService
MyUSBServer

Database server Web server
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<<component>> ] Web-app
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Fig. 2. — Deployment diagram of the monitoring system for USB device connection

The diagram shows four physical nodes:

- server - a node on which the server service is located;

- client - a node over which monitoring is carried out, and on which the client ser-
vice is located. Any corporate computer can be this node;

- web server - a node on which the web application is installed, the main purpose
of which is to analyze events;

- database server - a node on which the database is installed.

The diagram (Fig. 3) allows you to determine the requirements for the system and
describe the functionality. It also helps to identify internal and external factors that
affect the system and need further consideration.
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Fig. 3. - Diagram of usage options

Figure 4 shows the activity diagram, the main purpose of which is to track and save
events that occur each time you connect or disconnect USB drives to computers for
further analysis. This activity is carried out with the help of two services. The first
service is installed on the computer that will be monitored. The actions performed by
the client service are displayed on the "Client service" track. The second service is
installed on the server. The actions performed by the server service are displayed on
the "Server service" track.

4 Description of the software implementation of the system for
monitoring the connections of USB-devices

To develop a system for monitoring USB device connections, the following were
selected: C # and Python programming languages, technologies for creating HTML
web interest, CSS and JavaScript, and PostgreSQL database.
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Fig. 4. Diagram of services

The part of the system that monitors USB device connection events must be im-
plemented as a Windows service. Services implement the .NET Framework created
by Microsoft to implement Windows. This platform allows you to run applications on
the Windows operating system written in languages such as C # or VisualBasic.

Any monitoring system [5, 6, 7, 8, 9, 10, 11] must provide a convenient view of the
information. In our case, this function will be performed by a web application. Python
programming language is used to implement the backend. One of the needs of the
system is to store events. Hence -the need to choose a database. PostgreSQL was
chosen to implement this project. With the help of a web application, it is possible to



conveniently view and analyze events that have occurred on corporate computers. The
application backend is based on the Flask micro framework.
The system was checked according to the plan (Table 3).

Table 3 - Verification plan
TC ID | Verification requirements
TC1 Test the ability to register the client service and server service in
the system using the installer

TC2 Test the ability to track the connection or disconnection of USB
drives to a PC, send the received data to a server and store it in a
database

TC3 Test the ability to configure network settings for client service

and server service, the ability to run services on separate comput-
ers, the ability to view received events using a web application
TC4 Test the ability of authorized access to the system

TC5 Test the ability to reset the user password

TC6 Check for shared functionality

TC7 Test the ability to delete events and nodes

TC8 Test the ability to search

TC9 Test the ability to create and delete users

Figure 5 shows a fragment of the main page of the web application of the monitor-
ing system. This page contains information about the computers that are being moni-
tored, their IP/Mac-addresses, the total number of the events, the last date of the
event, and the last time of the event.

Host events

[Enter aname | [Enter the mac-address ][ Fina |

Name IP/Mac address Events number Last date Last time
192.168.3.3
LAPTOP-TN2QEGPO C8:5B:76:F7:69:39 37 2020-06-05 11:26:51
@ 192.168.3.15
Big-PC 12 2020-05-28 16:46:34

€8:60:00:9C:57:3E

Fig. 5. - The main page of the web application



Once the USB device is connected, the data is added to the database. This means
that the USB device connection event was successfully tracked, transferred to the
server, and recorded to the database (Figure 6).

userpe id eventdate eventtime vid
4| character varying (255) integer | date time without time zone character varying (255)
1 | LAPTOP-TN2QEGPO 3 20200528 133447 0951

Fig. 6. - Created record in the database (fragment)

A convenient search allows you to track the connection with the specified parame-
ters (Fig. 7).

LAPTOP-TN2QEGPO  (C8:3D:D4:92:A0:B3 192.168.43.59

[ Search

Date Time Event type vID PID Serial number

2020-06-05 15:15:58 disconnected 0951 1666 408D5C86C7FIE2618955247E
2020-06-05 11:26:51 connected 0951 1666 408D5C86C7FIE2618955247E
2020-06-05 11:09:00 disconnected 0951 1666 408D5C86C7FIE2618955247E
2020-06-05 10:55:09 connected 0951 1666 408D5C86C7FIE2618955247E
2020-06-04 21:44:54 disconnected 8564 7000 WDZKW80V
2020-06-04 21:44:50 disconnected 0951 1666 408D5C86C7FIE2618955247E
2020-06-02 03:48:43 connected 8564 7000 WDZKW80V
2020-06-02 03:48:23 disconnected 8564 1000 08QVBESG730N2RRK
2020-06-01 14:11:49 connected 8564 1000 08QVBESG730N2RRK

Fig. 7. - Found events

Testing the program according to a defined plan proved the efficiency of the de-
veloped system.

5 Discussion

The developed system allows you to supplement cybersecurity measures with a con-
venient tool for monitoring events. The software allows you to track connection
events on corporate computers; provide centralized collection and storage of events
for further analysis; have an intuitive web interface for easy viewing and analysis of
events; provide the ability to search for the desired events.

The disadvantages that will be eliminated in the future include the impossibility:

— work with ActiveDirectory;
— identify the user account during which the device was connected;



— automatically determine the type and name of the company-manufacturer of the
USB-device;

— remote complete blocking of USB-devices connection;

— creation of "white" lists of devices allowed for use in the corporate network;

— remotely delete USB device entries from the registry of the remote computer.

6 Conclusions

The following main results were received in this paper:

— The main tasks of modern information and/or cybersecurity systems and technolo-
gies to ensure information protection have been considered:;

— A review of software for monitoring the connection of USB-devices revealed the
urgency of developing a system that can be used by small companies to reduce the
response time to leaks and increase the chances of establishing the identity of the
infringer.

— The system is implemented in the form of two Windows services, utilities for con-
figuring settings for running services and a web application.

— The performed efficiency test made it possible to recommend this software tool for
monitoring USB-device connections.

— Further research will be aimed at integrating the developed monitoring system with
the information security management system, which will allow to comprehensively
solve the cybersecurity problem.
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