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Abstract

The paper examines the methods of increasing the effectiveness of guarantee capacity
management and cyber security of automated systems in critical infrastructure. The use of
Anthony’s business management model is proposed to build a management system. A binary
relation of partial order on a set of functional security profiles of computer systems is proposed
to arrange the levels of security. The dynamic model of the provision of capacity and cyber
security and critical performance indicators proposed in the paper can be used to model the
behavior of critical infrastructure objects and form balanced management decisions in the
relevant industries.

Keywords
Dynamic management model, Anthony triangle, guarantee capacity, cybersecurity,
cybersecurity culture, critical infrastructure

1. Introduction

Scientific and practical interest in constructing protected, guarantee-capable automated systems
(AS) is constantly growing. This is due to high requirements for information services to critical
infrastructure objects. The task of rational management of such systems is greatly facilitated by the use
of effective platforms such as SIEM [2], Threat Intelligence [3], the MITRE ATT&CK knowledge base
[4], cyber attack attribution technology [5], and many other tools. Let us note that the system's guarantee
capacity is an integral characteristic of its ability to provide services, defined in its use regulations and
conditions [1].

At the same time, comprehensive support of dynamic rational management of guarantee capacity
and cyber security (G&C) in AS is a relatively expensive and complex process, for which proposing a
practical methodology is a non-trivial task. Many scientific publications are devoted to solving such
problems, but searching for new solutions continues. The main difficulty of the task lies in the fact that
protection functions in computer systems are primarily discrete by definition, which entirely or partially
makes it impossible to apply known mathematical methods of management optimization.

2. Related Works

In particular, in [6], the issue of applying situational management methods based on signature
models was considered to make the best decision regarding the management of information protection

CMIGIN 2022: 2nd International Conference on Conflict Management in Global Information Networks, November 30, 2022, Kyiv, Ukraine
EMAIL: h.hulak@kubg.edu.ua (H. Hulak); p.skladannyi@kubg.edu.ua (P. Skladannyi); v.sokolov@kubg.edu.ua (V. Sokolov);
geg180579@gmail.com (Y. Hulak); viktor.korniets@gmail.com (V. Korniiets)
ORCID: 0000-0001-9131-9233 (H. Hulak); 0000-0002-7775-6039 (P. Skladannyi); 0000-0002-9349-7946 (V. Sokolov); 0000-0003-4984-
686X (Y. Hulak); 0000-0002-4967-8395 (V. Korniiets)
@ © 2022 Copyright for this paper by its authors. o )

Use permitted under Creative Commons License Attribution 4.0 International (CC BY 4.0).

CEUR Workshop Proceedings (CEUR-WS.org)



objects. At the same time, it was noted that the features of these systems influence the possibility of
applying traditional methods of optimal management.

It is necessary to clarify the essence of these differences a little, agreeing in principle with this thesis.
Namely, it concerns the implementation of system management (in our case, the management of G&C)
in conditions of uncertainty and negative influence on it both from the side of cyberspace and as a result
of intentional or accidental actions of its legal users; management goals and objectives can be
formulated both qualitatively and quantitatively; the description of the object is very difficult to
formalize.

In [7,8], the methodology of formalization of the states of the controlled system underwent further
development, but, in our opinion, a particular shortcoming of these works, as well as of the previous
study [6] by these authors, is the lack of criteria for achieving a defined goal, which would determine
the state of information security. As a result, in [6], the conclusion announces only the possibility of
applying an algorithmic approach to determining the complete set of situations, creating a knowledge
base, the use of which will contribute to increasing the validity of management decisions in the case of
applying the proposed method of using the signature model of the management of objects of the
information protection system.

In [9], it is proposed how to build a mathematical model of comprehensive security of computer
systems (CS) based on expert judgments. The research uses indicators of the level of security according
to some undefined criteria. It is shown that the application of the modified method of loose ranking
allows determining the Fishburn weights for one level of the hierarchy. In [10], the author continued
the study of the comprehensive security of CS by assessing the probabilities of the realization of some
threats without reference to specific security criteria.

In [11], the conceptual provisions of several research initiatives related to innovative technologies
for cloud computing in environmental security, quality assurance, service composition, and system
management are considered. Also, intrusion detection technologies, customer security issues,
experimental evaluation of routing for grid and cloud, and improving the simulator for validating an
approach to environmental cloud computing are presented without formalization. In general, the
problems of the top management of an enterprise are considered.

In [12], the critical organizational tasks of a cyber security center are defined in terms of security
management, including the implementation of the components of the organizational and technical
model of cyber protection; monitoring of the global state of cyber security of nuclear energy facilities;
combating cyber threats by increasing general situational awareness of incidents and vulnerabilities of
information systems and systems for protecting critical infrastructure objects; reduction of
vulnerabilities, prevention of threats and their effective localization; conducting training and increasing
the level of awareness in terms of cyber security among managers of critical infrastructure [13].

Scientific and practical interest in security management is the generally unsolved problem of
dynamically linking the states of an automated system to the established criteria of its security. This
work is dedicated to the steps to its solution.

3. Problem Statement

To begin with, according to the canons of philosophical science, the protection of information, in
general, should be characterized by the same categories as other types of productive human activity
[14]. This provides logical grounds for the use of the best scientific and practical developments in the
field of effective management of entrepreneurial (business) activity for the formation of general
approaches to the rational management of the system of G&C provision, which should be supplemented
with methods and models specific to the field under investigation.

In the classic work of Robert Anthony [15], to describe the structure of effective management of a
company (organization), an organizational model called the Anthony triangle (Fig. 1) was proposed,
which was later used to define the tasks of information systems [16].

In [15], it is proposed to distinguish the following categories (levels) of management:

e  Strategic planning is a decision-making process regarding the goals of the enterprise

(organization), changes in these goals, resources used to achieve these goals, and the policy that



should guide the acquisition, use, and disposal of these resources. This category corresponds to the
strategic level of management.
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Figure 1: Anthony triangle

e  Management control is a process by which managers ensure that resources are used efficiently
and effectively to achieve the organization’s goals. This category corresponds to the so-called
tactical level of management.

e  Operational control is the process of ensuring the effective and efficient performance of

specific tasks. This process is implemented at the operational level of management.

For a better understanding of the term “operational control” (English), please note that this concept
in German corresponds to the term “Betriebskontrolle” (production control). Therefore, in the
Ukrainian translation of the English term, we prefer the term “operations control” (the adjective is
related to the subject of control operations) instead of “operational” control (the adjective is associated
with the time of control execution).

The main difference between management control and operational control is due [15] to the
difference between the set of activities called management and the actions related to the performance
of defined tasks.

In particular, operational control is concerned with technology and procedures, while managerial
control is primarily concerned with personnel. In addition, operational control only requires the
adoption of a small number of decisions since the tasks, goals, and resources required for the effective
functioning of the organization must be defined in detail during strategic planning and management
control.

The Anthony triangle model shown in Fig. 1 differs from its widespread depictions by the presence
of an essential, in our opinion, addition. Each task at the strategic management level STask,,, m =
1, Ng generates a set of tasks at the tactical and operational levels associated with it

{TTaskpy, ..., TTaskyy, }and {OTaskpy,y, ..., 0Taskmmeq }. (1)

Taking into account the multi-year comprehensive approbation of the Anthony triangle model, it is
proposed to consider the mechanism of its application in the case of managing measures to ensure the
safety and security of G&C of information systems of critical infrastructure.

Namely, by analogy with the Anthony triangle to increase the efficiency of management activities,
it seems appropriate to divide measures to support, develop, improve or restore the level of G&C of
information systems into several levels (Table 1) based on characteristics of the tasks to be solved,
categories and competencies of personnel, which is directly responsible for and takes care of solving
the problems of G&C as well as the amount of financial, material and time costs for their
implementation.

4. Ranking of Systems by Management Levels

The primary tasks of different levels of management in Table 1 are defined based on NATO
approaches to cyber defense [17] and developments in [13].

In the general case, without focusing on a specific area of the organization’s work, to assess the
effectiveness of management actions according to [18], key performance indicators (KPI) should be



formed, the use of which allows for the analysis and measurement of the success of selected measures
on the way to achieving the expected result. Having reliable KPIs is critical for companies implementing
performance management systems. It is proposed to choose ordered functional security profiles as KPIs
that will be dynamically changing.

Table 1

Primary tasks of different levels of security management

Management level

/

role

Basic tasks

Costs Term

Strategic

IC owner

Tactical

Security
administrator

Operational

Security operator

1. Approval of security policy,
determination of its goals and
objectives, and financial, material, and
human resources.

2. Normative regulation of aspects of
cyber security.

3. Allocation of additional resources to
eliminate the consequences of cyber
incidents.

4. Making decisions regarding the work
order in an emergency.

5. Organization of training and
education of personnel and their
motivation.

6. Ensuring physical security.

1. Monitoring and assessment of the
current state of threats to the system.
2. Organization of system security
assessment and audit.

3. Determination of authority and
management of the access control
system.

4. Monitoring the level of training and
education of security operators and
system users.

5. Planning work in emergency
conditions.

6. Management of restoration
measures.

1. Management of hardware and
software protection, including
installation, adjustment, and
maintenance.

2. Carrying out recovery works after
incidents.

Significant (purchase
of fixed assets +
training and
maintenance of
personnel + work of
external contractors)

Long

Average (maintenance) Medium

Average (maintenance Short

+ supplies)

From the beginning, to formalize some procedures, we will introduce the relation operator on the set
of security criteria of CS against unauthorized access {K; , ..., K} [19].

Note that we further consider that if some criterion K; is not applied to describe the security of a
particular CS, its current value is equal to @ an “empty” element, and this is the lowest level of security
compared to any other value of this criterion.



The two values K;(1) and K;(2) of the quantitative or qualitative criterion K; for v j = 1, M will
be called those connected by the “majority” ratio: K;(1) < K;(2) if the second value of the criterion
corresponds to the highest level of security. For instance, in the case of the examples of security profiles
given in [20]:

K (1) = {KA = 1},K;(2) = {KA = 3}and K, (3) = {9}, (2)
we have
K1 (3) < K1(1), K1 (3) < K1(2),K; (1) < Ky (2). (3)

Next, we consider that the available security profile of the CS is a tuple K(t) =
(K, (ty), ..., Ky (tar)), which includes all criteria of CS security against unauthorized access from their
set{K;,..., Ky} [21].

We will assume that two security profiles are connected by the ratio K (1) < K (2) if the inequality
holds:

(s o 1p): Ky < Ky (1) ¥ = Lp}| < [{(ve, o 0vg): Koy < K@) vy = 1) )
We will call two profiles practically indistinguishable 7 (1) = K (2) if it has:

|{(u1, e lhy): Ky (2) < Ky j(1) V) = 1_p}| = |{(v1, Vg Kyi (1) < Ky (2) V) = 1_q}| (5)
The binary relation constructed in this way is not an equivalence relation [22]. It is reflexive and
symmetrical but not transitive. Regarding non-fulfillment of the transitivity property, it is enough to
consider the following example: let X (1) =(1,2,1,2), X(2) =(2,1,2,1),X(3) = (1,3,2,1).
According to (5), we have K (1) = K (2), K (2) = K(3), while according to (1), we have ¥ (1) <
X (3). Intuitively, in the proposed trio, the last hypothetical profile is, in a certain sense, correct.
Let us pay attention to that from (4) and (5) follows that p = q and
p+tq=2p=M-s, (6)
where s is the number of criteria not used simultaneously in the security profiles (1) and K (2).

5. Method of Decision-Making

To build security management, conducting an analysis of the output data for implementing the cyber
protection system project and decision-making regarding current actions in various conditions is
considered appropriate. First, let’s consider that according to the definition of regulatory documents of
the technical information protection system [23], a computer system is a set of hardware and software
that is a target of evaluation. A security profile characterizes this object of evaluation after testing.

At the same time, information services necessary for organizations (enterprises) are provided by
various automated systems—AS (information, telecommunications, etc.), which all include the
personnel for these systems. The execution of the primary tasks of G&C at all levels of management
(Table 1) requires the person to possess specific knowledge, abilities, skills, and qualities [24].

In [25], the corresponding set of characteristics is defined as the Cyber Security Culture (CSC) of
the organization, which refers to the knowledge, beliefs, ideas, attitudes, assumptions, norms, and
values of people regarding cyber security and how they manifest in people while handling information
technologies. Note that the high level of CS security specified by the protection profile only guarantees
the security of the accurate AS if the CSC level is low [26].

Thus, within the framework of an integrated approach to ensuring the G&C of the AS, the
implementation of effective management requires consideration at the strategic and tactical levels of
the current state and dynamics of changes in the CSC level.

It is generally challenging to formulate an integral characteristic of CSC, so a heuristic approach to
assess the achievement of the required level of CSC based on the Turing test [27] has been proposed,
which is theoretically applicable for distinguishing artificial intelligence from natural intelligence.

The test mentioned above can be interpreted as follows: the expert interacts with a computer and a
person. Using the answers to the questions, the expert must establish with whom or what he is in contact.
The task of artificial intelligence is to give the expert the impression of communication with natural
intelligence.

In the situation under study, we have the opposite case: a person's activity (security operator, user)
in typical situations must fully meet the requirements of the approved instructions. The risk of erroneous



actions must be minimal. Based on this, the critical task of the operational and tactical levels of
management is to increase and maintain CSC in the organization at a level that is adequate to the degree
of reliability of the applied information technologies and to exclude the possibility of such a negative
phenomenon as the “human factor” [28] in the AC.

6. Cyber Security Culture Level Sufficiency Model

Raising the level of CSC should be facilitated by conducting exercises, training, and ongoing
monitoring of acquired skills at the tactical level [29, 30]. At the same time, the European Credit
Transfer System (ECTS) scale [30] should be an effective tool for rating the control of knowledge and
skills of a student.

Let us take into account that this evaluation scale includes five positive levels of the quality of
training of a future specialist, namely, the highest—A (negligible number of errors), medium levels B,
C, satisfactory level D, and the lowest—E (satisfies the minimum criteria) as well as negative
evaluations of F and Fx.

On the example of the model of the required level of CSC in the organization (Table 2), it is possible
to find out how the security of the organization's personnel can be managed using the definition of the
criticality category of the critical infrastructure object (CIO) [27]—the indicator that characterizes the
probability of the implementation of cyber attacks and the average assessment of the level of cyber
security culture in the organization.

Table 2
Model of CSC level sufficiency for different categories of the criticality
of critical infrastructure objects

M,.+s the average score of the CSC level for the state

Categories of criticality of CIO of aggressiveness of the external environment S,
Sex = 0/Teyx Sex = 1/Tex Sex = 2/Tex Sex = 3/Tex

IV necessary objects E/D D/C Cc/B B

lll important objects D/C C/B B/A A

Il vitally important objects C/B B/A A A

| especially important objects B/A A A A

In Table 2, the following designations are used: S, is an indicator that characterizes the probability
of implementing cyber attacks against the object of information activity, which should be called the
state of aggressiveness of the external environment. In [11], as part of analyzing the motives, goals, and
tasks of invasions from different positions, it was noted that knowledge of these factors improves the
situation by preventing possible consequences.

In our case, from the point of view of implementing preventive measures, the emphasis of the
managerial response is somewhat different. Namely, the question arises of how the current situation in
cyberspace differs from the typical situation and how to use human potential to increase the resistance
of the AS.

Clearly, the relevant states’ definition requires a global analysis [15] of the political, military,
economic, and other goals and aspirations of individual states and their alliances or criminal groups.
This issue is of separate scientific interest and requires individual processing. Within the framework of
this study, we highlight the following situations:

S.» = 0 normal state of the external environment.
Sex = 1 increased level of danger.

Sex = 2 high level of danger.

S.» = 3 avery high level of danger.

Note that the S,, characteristic related to the value ex is the T, trend of the number of cyberattacks
observed in cyberspace over a certain period: if the number of cyberattacks increases, then we have
T., > 0, in the case of no increase in the number of cyberattacks T,, < 0. At the same time |T,,| is the



absolute value of the trend is the difference in the number of cyber attacks in the external environment
for two consecutive periods (week, decade, or month).

Significant growth of this trend (TexT) over a certain period may indicate the need to recognize the
environment's new state of aggressiveness. Conversely, a significant drop in the number of observed
cyberattacks may be a reason to return to the previous state of determining the CSC characteristics S, .

Adopting a decision at the strategic level of management to establish a higher state of aggressiveness
of the environment S,,. should immediately activate the mechanisms for increasing the level of system
security with the help of organizational measures and additional software and technical
means (Table 1).

In particular, organizational measures can provide for the work of reinforced regular shifts, the early
change of keys and passwords, the limitation of the powers of users in the access control system, and
most importantly—targeted work with personnel that affects the level of the system’s GIS, to increase
its professionalism and discipline (indicators: M, is the average current rating, Ty, is the trend of the
CSC indicator, which reflects changes in the level of professional training and compliance with the
norms (discipline) of cyber security).

It should be noted that even under normal conditions, M,..s and Ty, indicators can considerably
deteriorate as a result [14] of significant changes in the organizational structure of the enterprise,
ineffective management motivation policy, miscalculations in personnel work, staff turnover, and the
influence of external factors. Therefore, an essential task of the tactical level of management (Table 1)
is to monitor the level of training and education of personnel.

In the proposed model, the characterization of the criticality of a specific object of information
activity, if it does not fall under the legally established classification [27], should be determined a priori
taking into account the importance of the sphere of public production, possible damage in the event of
a decrease or loss of the guarantee capacity of the system (inaccessibility of its services), destruction of
information resources and software systems, lost profits and costs of restoration work.

7. Functional Security Profile of Computer Systems

Based on what has been stated regarding the connection of CSC indicators with the level of G&C of
an AS, it seems appropriate to supplement the functional profile of the security of the CS, which was
checked during its evaluation and presented in the form of the tuple K (t) = (K, (t), ..., Ky (t)), by
another mandatory criterion K, (t) expressing the level of cyber security culture of CSC personnel,
which takes values from the set {E. D, C, B, A} based on the model of the given Table 2 and explanations
to it.

Thus, the additional criterion can acquire the following meanings:

Ku+1(1) = {CSC = E}, (7)
Ku+1(2) = {CSC = D}, ..., Kyy41(5) = {CSC = 4},

at that
Ky+1(1) < Ky41(2) < Kigy1(3) < Kypy1(4) < Kyp41(5). (8)
A critical condition in the security profile for the AS is this criterion can never be “empty:”
Ky # {0}. (9)

This means that the formation of the organization’s AC security profile should begin with an answer
to the question: What level of CSC should security personnel and system users meet?

Next, using the partial ordering given by conditions (4) and (5) on a set of different operational
security profiles and the lexicographic order, we renumber all possible security profiles in the direction
of increasing protection requirements from 0 (for an empty profile) to N,,,,, which corresponds to the
highest level of security with the maximum level of guarantees [20].

Before the organization or modernization of the computer security system, the parameters of the
criticality category (CC) of the object, the trend T, the state of aggressiveness of the environment S,
the required level of CSC in the organization, and, based on the available financial and material
resources, the initial security profile must be determined (in Table 3 the profile is defined conditionally).

Based on the defined parameters, measures are taken in the management process to adjust the
protection profile and increase the level of CSC.



Table 3
The dynamic model of AS security management

Dynamics of events over time

less To To..T1 T:..T2 T,..T3 T3..Ta T4..Ts Ts..Te Te.. T«

strategic Tasks + provision Recovery Tasks + provision

tactical Management + training of state Management + training
operational Asset management Asset management

Tox = 0 T T T : - :
Sex 0 0 0 1 1 1 1 0
cC v v v v I v v v
Mt E E E D D D D D
K1 (T) 1 1 1 3 3 3 3 3
K,(T) 2 2 2 2 2 2 2 2
K5 (T) 1 2 2 2 2 2 2 2
K, (T) U} 1 1 1 1 1 2 2
K- (T) o o o o o o 1 1

Measures are taken to strengthen security, including instructions and staff training. In the time
interval (T,, T3), based on the constant increase in the number of cyberattacks (T,,), the parameters
Sex» Moot and the security profile are adjusted on the system. This calculates the current costs of
strengthening the security system, including training and motivating security personnel.

The time interval (T3, T,) in Table 3 and on the diagram Fig. 2 corresponds to the restoration of the
system after a cyber attack. This point is characterized by determining the damage caused, comparing
it with previous costs for improving security, and deciding to strengthen security measures further.
Considering that during this period, the system is most vulnerable to new damage, it is advisable to
temporarily increase the organization’s criticality category by one level based on the decision of the
strategic management level.

The adopted decision regarding further strengthening security measures is implemented in the time
interval (T,,Tg). Please note that at the tactical management level, security management tries to
maintain the CSS level within the reached value of the M, ;s parameter.

N

1 2 3 4 5 6 7 T

Figure 2: Diagram of security system state changes over time

The ratio of damages resulting from attacks and the total cost of improving security indicates the
effectiveness of the selected management decisions. Based on this ratio, based on statistics for a specific
branch of social activity (industry, energy, environmental protection, etc.), the first KPIl, should be



determined—a vital indicator of the effectiveness of the organization's management activities in the
field of providing G&C.

As the second key indicator of KPly, it is advisable to choose T}, is the trend of changes in the CSC
level of the organization as a result of the training, education, and motivation of personnel implemented
at the operational and tactical levels.

8. Conclusion and Future Work

The dynamic model of the provision of G&C and critical performance indicators proposed in the
paper can be used to model the behavior of critical infrastructure objects and form balanced
management decisions in the relevant industries.

The issue of defining and normalizing the parameter is the state of aggressiveness of the
environment, as well as sufficient levels of CSC for different categories of the criticality of critical
infrastructure objects, which require further research.

In the following studies, it is planned to consider the application of dynamic model of guarantee
capacity and cyber security management in distributed commercial systems.
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