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Abstract. We investigate the notion of untelegraphable encryption (UTE), a quantum
encryption primitive that is a special case of uncloneable encryption (UE), where the
adversary’s capabilities are restricted to producing purely classical information rather
than arbitrary quantum states. We present an unconditionally secure construction
of UTE that achieves untelegraphable-indistinguishability security, together with
natural multi-ciphertext and bounded collusion-resistant extensions, without requiring
any additional assumptions. We also extend this to the unbounded case, assuming
pseudo-random unitaries, yielding everlasting security. Furthermore, we derive results
on UE using approaches from UTE in the following ways: first, we provide new lower
bounds on UTE, which give new lower bounds on UE; second, we prove an asymptotic
equivalence between UTE and UE in the regime where the number of adversaries in
UE grows. These results suggest that UTE may provide a new path toward achieving
a central open problem in the area: indistinguishability security for UE in the plain
model.

1 Introduction

Uncloneable encryption (UE), originally introduced by Broadbent and Lord [BL20], and
named after the no-cloning principle [WZ82, Die82], is an encryption scheme that provides
a level of security unachievable classically: no pirating adversary A, receiving a ciphertext
encoding a message m as a quantum state, can apply a quantum operation that produces
a bipartite state over registers B and C such that two local receiving adversaries, B and C,
each accessing one of these registers, can both recover information about m, even when
given the classical secret key. When m is sampled uniformly from the message space
and both B and C are required to recover the entire message, this is referred to as one-
way, or search security. A more robust notion, called indistinguishability, or decision
security, allows A to fix two messages, receive an encryption of one of them at random,
and then have B and C attempt to guess which one. Search security has been achieved
in an information-theoretic sense in [BL20], but indistinguishability security remains an
open problem. Existing positive results rely on additional assumptions such as oracles
[BL20, AKL'22], relaxed definitions [KN23, AKY25, CG24c, BC26], or new conjectures
[AB24, BBC'26].

Since its introduction, uncloneable encryption has become a fundamental building block
of quantum cryptography, supporting applications such as secure software leasing [KNY21,
BJLT21, ALP21], uncloneable zero-knowledge proofs [JK24], quantum copy-protection
[AK21, ALL*21, CLLZ21, CMP24], private-key quantum money [BL20], uncloneable

E-mail: anne.broadbent@uottawa.ca (Anne Broadbent), eculf@uwaterloo.ca (Eric Culf), denis.in
ria@inria.fr (Denis Rochette)

This work is licensed under a “CC BY 4.0” license.
Received: 2026-02-01 Accepted: 2026-07-23


https://doi.org/10.62056/akgy4fbmo
https://crossmark.crossref.org/dialog/?doi=10.62056/akgy4fbmo&domain=pdf&date_stamp=2026-07-26
https://orcid.org/0000-0003-1911-0093
https://orcid.org/0009-0002-9053-4294
https://orcid.org/0000-0001-5371-0426
mailto:anne.broadbent@uottawa.ca
mailto:eculf@uwaterloo.ca
mailto:denis.inria@inria.fr
mailto:denis.inria@inria.fr
https://creativecommons.org/licenses/by/4.0/deed.en
https://creativecommons.org/licenses/by/4.0/deed.en

2 Optimal Untelegraphable Encryption

decryption [GZ20, CLLZ21, SW22, KT25], quantum functional encryption [MM24]. It has
moreover inspired the study of numerous other uncloneable cryptographic primitives®.

Untelegraphable encryption (UTE), introduced in [CKNY26] (and also, independently
in [CG24a] under the name unbounded leakage-resilience), is a natural relaxation of
UE, inspired by the no-telegraphing principle, which asserts that, without pre-shared
entanglement, quantum information cannot be transmitted through classical channel alone
[Wer98]2. The security guarantee for UTE is as follows: any telegraphing adversary A
who receives a quantum ciphertext of a message cannot generate classical information that
would enable another adversary, the receiver B, to recover information about the message
even when given the classical secret key. The notions of search and indistinguishability
security in UTE are analogous to those defined for UE. We note that early work [BL20] has
already established indistinguishable-UE in the oracle model for unentangled adversaries,
thus implying indistinguishable-UTE in the oracle model. [CKNY26] improves this to
an unconditional construction. They further introduce the notion of collusion-resistant
UTE, in which security is preserved even when the adversary A adaptively selects multiple
pairs of messages across successive rounds. Constructions of such schemes are obtained
from pseudorandom functions, or from pseudorandom states when the number of rounds
is bounded. Finally, they present an everlasting collusion-resistant UTE scheme in the
quantum random oracle model.

A central reason for studying UTE lies in its conceptual connection to the two founda-
tional no-go theorems already mentioned: the no-cloning theorem and the no-telegraphing
theorem. These two no-go theorems are in fact informationally equivalent [NZ24]: to
construct a copy using a telegrapher, one may simply copy the intermediate classical
output produced by the telegrapher’s channel and subsequently apply the reconstruction
procedure to each of these classical copies. Conversely, to achieve telegraphing from a
cloner, if one can generate a sufficiently large number of copies to enable a full classical
characterization of the quantum state (e.g., via quantum state tomography), then this
classical description can be transmitted through the telegrapher’s channel to reconstruct
the original state. Naturally, this latter direction incurs a significantly higher computa-
tional cost. The computational separation between the no-cloning and no-telegraphing
principles has been explored in detail in [NZ24]. The informational equivalence between
the no-cloning and no-telegraphing theorems motivates our investigation of UE via UTE.

1.1 Results

Our work investigates the existence of a UTE scheme that achieves private-key untele-
graphable-indistinguishability security unconditionally, as well as its implications for UE.
In particular, we analyze different notions of indistinguishability security for quantum
encryption of classical messages (QECM) schemes, i.e. protocols that encrypt classical
messages using quantum ciphertexts and classical keys. These notions can be formalized
through multiplayer games involving pirating and receiving parties; we say that a scheme
achieves indistinguishable security if the winning advantage of the following security game
is negligible in the security parameter:

1. The adversaries decide on the strategy and a pair of messages to distinguish (mg, m1).

2. The referee samples a uniformly random bit b and sends the encryption of my to the
pirate adversary A.

3. A applies a quantum channel map to the ciphertext states, getting a state in the
receiving adversaries’ registers. She sends these registers to the corresponding
adversaries.

Isee, for instance: [CG24b, LLQZ22, PRV26]
2The no-telegraphing principle is also referred to as the no-classical-teleportation theorem.
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4. The receiving adversaries are given the encryption key by the referee and attempt to
guess the bit b, without communicating.

5. The adversaries win if all receivers are able to guess b correctly.

The difference between uncloneable-indistinguishable security (for UE) and untelegraphable-
indistinguishable security (for UTE) lies in the nature of the quantum channel: in UE it
may be arbitrary, while in UTE it must be quantum-to-classical (in which case the output
can be freely copied). Also, for UTE, the security game is played with one receiver rather
than two or more as for UE, but since classical information can be perfectly cloned, the
optimal winning probability is the same for any number of receivers. When A receives
t copies of the ciphertext, we obtain the notions of ¢t-copy uncloneable-indistinguishable
security and t-copy untelegraphable-indistinguishable security, respectively.

The relationship between our study of UTE and UE manifests in three complementary
ways. First, we show that the scheme we analyze for UTE also satisfies a minimality
property when evaluated under the UE framework. Second, by leveraging a lower bound
established for UTE, we derive a new lower bound for UE. Finally, we establish a form of
asymptotic equivalence between the two security regimes.

We prove that the Haar-measure scheme(Definition 1) (see [MST21]), satisfies several
forms of untelegraphable security.

Definition 1 (Haar-measure encryption). For a logn-bit message m € [n] and a Haar-
random unitary U € U(d) as the key, encryption is given by

Enc(m,U) = U( I|m><m|I ® .Id/n. )U*,

nXn matrix identity

and decryption is performed by first applying U* to cancel the conjugation, and then
measuring the first register.

Results 1 to 3 below are unconditional, information-theoretic statements about Haar-
measure encryption, and thus do not rely on pseudorandom unitaries or any other com-
putational assumptions (see the full Theorem statements for details). Note that we also
study efficient versions of this encryption arising from unitary designs (see Remark 1).
This yields efficient schemes which satisfy the security bounds of Results 1 to 3.

Result 1 (Theorem 1). The Haar-measure encryption scheme for classical bits (n =
2 messages) achieves one-copy untelegraphable-indistinguishable security with winning
probability upper bounded by

Result 2 (Theorem 2). The Haar-measure encryption scheme for n messages achieves
t-copy untelegraphable-indistinguishable security with winning probability upper bounded by

1 Ttyn
st g
We also consider the notion of collusion-resistant security, introduced by [CKNY26], in

which A may adaptively select multiple message pairs across ) successive rounds, and its
everlasting variant where adversaries are computationally bounded.

Result 3 (Theorem 3). The Haar-measure encryption scheme for n messages achieves Q-
round collusion-resistant untelegraphable-indistinguishable security with winning probability
upper bounded by

1, 7Qvn
st
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Next, Result 4 below contains two different security regimes. Its bounded-round
construction is unconditional and is instantiated using unitary designs. Its unbounded-
round construction provides everlasting security and is the only one of our main results
that assumes the existence of pseudorandom unitaries.

Result 4 (Corollary 1). The Haar-measure encryption scheme achieves unconditional
collusion-resistant untelegraphable-indistinguishable security for a polynomially-bounded
number of rounds; and everlasting security for an unbounded number of rounds, under the
assumption of pseudorandom unitaries.

This improves upon the result of [CKNY26], where collusion-resistant security relied on
pseudorandom functions (an assumption stronger than pseudorandom unitaries), bounded-
round security relied on pseudorandom states, and everlasting security relied on the QROM.
Our plain-model achievability of everlasting security in the private key model contrasts
with the result of [CKNY26] showing impossibility in the public-key model.

Then, in analogy with the informational equivalence of no-cloning and no-telegraphing
principles in specific asymptotic regimes, we show that UTE can be expressed as a limit of
UE as the number of receiving adversaries increases.

Result 5 (Theorem 4). For any UE scheme, the winning probability of the uncloneability
-indistinguishability game with s receiving adversaries converges to that of the untelegraph-
ability-indistinguishability game at rate

1

More precisely, for any fixed scheme, the additive gap between the optimal winning
probabilities in the two games tends to zero as the number s of receiving adversaries tends
to infinity.

Additionally we derive several lower bounds for the securities of the Haar-measure
scheme. Since the winning probability for UE indistinguishability is always at least that
for UTE, any lower bound for UTE also applies to UE (see Figure 1).

Result 6. [Corollary 2] The Haar-measure encryption scheme for classical bits (n =
2 messages) achieves one-copy untelegraphable-indistinguishable security with winning
probability lower bounded by

1 1 1

3 + g +O(W)
Result 7 (Corollary 4). The Haar-measure encryption scheme for n messages achieves
t-copy untelegraphable-indistinguishable security with winning probability lower bounded by

1, Ain ViYn

2+ vma 7O (W)

In particular our result on the one-copy untelegraphable-indistinguishable security for

classical bits, of the Haar-measure scheme, is tight (to order).

Finally, we prove a minimality property of the Haar-measure scheme extending the
result of [MST21].

Result 8 (Theorem 5). For any UE or UTE scheme with n messages in dimension d, the
winning probability of the uncloneability-indistinguishability game or the untelegraphability-
indistinguishability game is lower-bounded by the corresponding winning probability of the
n-message Haar-measure encryption scheme in dimension (d —n + 1)n.

Result 9 (Corollary 5). Writing w for the winning probability of the t-to-(t + 1) copy
uncloneability-indistinguishability game for the n-message Haar-measure scheme in di-
mension (d — n + 1)n, the winning probability of the t-to-(t + 1) copy uncloneability-
indistinguishability game for any n-message UE scheme in dimension d is lower-bounded

by
%+Q(“’;%).
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Figure 1: Bounds on the telegraphing value of the Haar-measure encryption of one bit,
where the outlined white region is the range of possible valut_as The crosshatched 7% region

represents the upper bound of Theorem 1 and the dotted ::: region represents the general
lower bound of Proposition 1.

Table 1: Improvements on lower bounds for uncloneable encryption

Winning probability lower bound [MST21] Our work

o) | 1+

N |—=
Ul

2 messages, dimension d

+

[y
a3
N
[y
+
)
~
a3
SN—

n messages, dimension d

t-to-(t + 1) copies, n messages, dimension d — 1+0(,/2)

The minimality of the Haar-measure scheme yields general lower bounds for UTE, and
consequently for UE (see Figure 2).

Result 10 (Corollary 6). For any UE scheme with ciphertext dimension d, the winning
probability of the uncloneability-indistinguishability game is lower bounded by

1 1
Lro(L).

This lower bound improves upon the previously best-known bound for UE, namely
1 +Q(3), established in [MST21]. The improved lower bounds on attacks against UE in
different models are summarised in Table 1.

We further study a strengthened notion of UTE security where adversarial quan-
tum channels are restricted only to entanglement-breaking channels, which strictly gen-
eralize quantum-to-classical maps. This yields novel generalised guarantees for both
untelegraphable-indistinguishable and t-copy untelegraphable-indistinguishable security
(see Lemma 1).
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Figure 2: Bounds on the cloning value of the Haar-measure encryption of one bit, where
the outlined white region is the range of possible values. The crosshatched % region
represents the upper bound due to [BC26], the dotted ::i region represents the lower bound
due to [MST21], and the checkered B region represents the improved lower bound of

Proposition 1.

1.2 Technical overview

The proofs of our main results can be organised into four groups. We give here the common
ideas behind each group, while deferring the operator calculations and the precise estimates
to the corresponding sections.

Upper bounds from Haar moments. The upper bounds in Results 1 to 4 all rely on
the fact that, before the key is revealed, a Haar-random conjugation makes the outcome of
any fixed measurement nearly independent of the encrypted message. For the one-copy
encryption of a bit, we express the success probability of a telegraphing attack in terms of
the Choi operator p of its channel. Since a telegraphing channel is entanglement-breaking,
the normalised Choi operator is separable; by convexity, it is therefore enough to consider
pure product states. The receiver’s POVM then contributes only convex weights, and the
adversary’s success probability is bounded by

max Tr[p UL, U] dU,
be{0,1}

where II,,,, and II,,, are complementary rank-d/2 projections. Writing the maximum as the
sum of its mean and half of the absolute difference, and applying Jensen’s inequality, reduces
the problem to the second Haar moment of this difference. The second-moment twirl lies
in the span of the identity and flip operators, and an explicit Weingarten calculation gives
the bound in Theorem 1.

For t copies, an exact evaluation of the 2t Haar moment would be cumbersome.
Instead, we compare the Haar moment operator with a simpler permutation operator,
following [SHH25]. If ¢ has operator norm at most 1/, this comparison shows that, for
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every effect 0 < P < I and every relevant k,

POk Tr[P] 7k% Tr[P]

‘/TT[P(UUU RV i L

Applying this estimate for k = t and k = 2t controls the variance of every POVM
outcome around its maximally mixed value. Cauchy—Schwarz, followed by the identity
>, Tr[P;] = d', converts this variance bound into an O(t//r) distinguishing advantage,
yielding Theorem 2. The collusion-resistant proof follows the same scheme. The sequence of
adaptive generalised measurements is first folded into a single POVM on all @) ciphertexts,
indexed by the complete transcript. A multivariate version of the moment estimate applies
to the resulting tensor product of orthogonal message states, and gives an O(Q/+/7)
advantage. Finally, only moments up to order 2@Q) are used, so sufficiently accurate unitary
designs give bounded-round security. For everlasting security, the proof first removes
the possibly unbounded post-key decision rule from the estimate; the remaining moment
quantity is efficiently testable and can therefore be transferred from Haar-random unitaries
to pseudorandom unitaries.

Untelegraphable encryption as a many-receiver limit. The proof of Theorem 4
uses monogamy of entanglement rather than Haar integration. Starting from a 1-to-s
cloning attack with channel ®, we pass to its Choi state and symmetrise the s receiving
registers, while retaining classical labels for their measurements. The resulting state has
identical one-receiver marginals. Since the input register has dimension d, its entanglement
of formation with all receivers is at most logd. Yang’s monogamy inequality [Yan06]
therefore implies that the convex-roof classical correlation between the input and one
receiver is at most log(d)/s.

We then choose a convex decomposition witnessing this bound. Components with
classical correlation larger than a threshold e have small total weight. On every remaining
component, the receiver’s measurement creates a classical-quantum ensemble with Holevo
information at most €; Pinsker’s inequality then shows that the corresponding conditional
input states are close, on average, to their marginal state. Replacing every bipartite
component by the product of its marginals produces the Choi state of an entanglement-
breaking channel, and hence a telegraphing attack. The low-correlation components are
controlled by Pinsker’s inequality, while the remaining components are controlled by their
small total weight. The operator-norm bound on the ciphertexts converts the trace-distance
approximation into a bound on the difference between the cloning and telegraphing values.
Optimising over ¢ gives the convergence rate of order s~/3.

Explicit attacks and lower bounds. The lower bounds in Corollaries 2 and 4 arise
from a concrete telegraphing strategy. The telegrapher measures the ciphertext in the
computational basis and sends the outcome. Once the key U is revealed, the receiver
outputs the message whose encrypted subspace gives the larger diagonal probability at
that outcome. By Haar invariance, the success probability is the expected maximum of the
weights of two fixed rank-r blocks in a uniformly random pure state. Using the Gaussian
representation of a Haar-random vector, these block weights form a normalised collection
of Gamma random variables. In the binary case this gives the exact expression

1 1 2r
§+22T+1 r)’

and Stirling’s approximation yields the claimed ©(1/4/r) advantage. For n messages, a
distinguishing attack fixes two message blocks of rank r = d/n; the remaining coordinates
integrate out, so the same binary calculation applies. With ¢ ciphertext copies, the attack is
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run independently on each copy and the receiver takes a majority vote. Standard binomial
estimates amplify a one-copy bias ¢ to order v/t 4, which gives the stated t-copy lower
bound.

Minimality of Haar-measure encryption. The universal lower bounds follow from
the minimality theorem Theorem 5. Let Q be any correct QECM with n = | M| messages.
Perfect correctness implies that, for each key, the supports of the ciphertexts are mutually
orthogonal. After an isometric embedding into C™, where r = dim H — n + 1, each
ciphertext can therefore be written as Uyd¥, Uy, with 6% supported in the m-th block of
dimension r. We then pass through a sequence of increasingly symmetric hybrid schemes.
First, the common basis is replaced by an independent Haar-random basis. Next, each
message block is randomly permuted. Haar invariance and averaging show that neither
transformation increases the optimal attack value: every attack against a hybrid induces an
attack of at least the same value against the preceding scheme. Averaging within a block
maps every ¥ to the maximally mixed state o, on that block. Hence, any attack against
the rank-r Haar-measure scheme Q,.,, can be lifted to an attack against the final hybrid,
with the same averaged value, by ignoring the additional block information contained in
the key. Consequently,

s (Q 0l F) < L, (QLF)

for all channel classes .# considered here. Combining this comparison with the explicit
Haar attack gives the general UTE lower bound; since cloning attacks include telegraphing
attacks, the same bound applies to UE and yields Corollary 6. For several ciphertext
copies, the same symmetrisation is approximate rather than exact, and the higher-moment
estimate above controls the resulting error.

1.3 Open questions

1. Untelegraphable encryption constitutes a restriction of uncloneable encryption in the
sense that it imposes a strict classicality on the messages that the pirate can send
to the receiving adversaries. There are also a variety of intermediate restrictions
that can be imposed on the pirate channel, e.g., bounded storage [DFSS05] or noisy
communication [WSTO08]. These do not achieve the full generality of cloning attacks,
but they do give rise to a much wider range of possible attacks than telegraphing. Is
it possible to find similar upper bounds on the value to the ones we find in those
models?

2. In this work, we use untelegraphable encryption to constrain the value of uncloneable
encryption. Is it possible to use this line of reasoning to find stronger results?
For example, could we show the existence of an uncloneable bit by reducing to an
untelegraphable encryption protocol?

1.4 Organization

The remainder of this paper is organized as follows. Section 2 introduces notation,
background in quantum information theory, and formal definitions of the encryption
schemes and security notions. Section 3 defines the Haar-random scheme and proves
untelegraphable-indistinguishability security. Section 4 proves that the Haar-measure
scheme is secure against telegraphing-distinguishing attacks with collusion. Section 5
establishes the asymptotic equivalence of UTE and UE. Section 6 derives lower bounds
for Haar-measure security. Section 7 proves a minimality property of the Haar-measure
scheme and lower bounds for all UTE and UE schemes.
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2 Preliminaries

We let N denote the set of natural numbers, and write [n] for the set {0,...,n —1}. The
logarithm with base b is denoted by log,(+), and in particular, we use log(:) to denote the
binary logarithm.

All Hilbert spaces considered in this work are assumed to be finite-dimensional. Given
a finite set A, write Hy = C# for the Hilbert space with canonical orthonormal basis
{la) | @ € A}; in this case, A is called a register. For Hilbert spaces H and K, we denote
by B(H, K) the space of bounded linear operators from H to K. In the special case
K = H, we simply write B(H). The identity operator on H ~ C¢ is denoted by I, where
the subscript is dropped if clear from context, and the trace over H is written as Tr[-]. An
operator M € B(H) is positive semi-definite if and only if it is Hermitian (i.e., M* = M)
with non-negative eigenvalues, in which case we write M > 0. The Hilbert space norm is
denoted by ||-||. The operator norm on B(H) is also denoted |||, and the trace norm is
denoted |- = 51

A Hilbert space H will be regarded as a quantum system. A quantum state (or density
operator) on H is a positive semi-definite operator p € B(H) with unit trace. The set of
all density operators is convex, with extreme points given by rank-one projectors |},
where |¢)) € H is a unit vector, referred to as a pure state. We shall use both vector and
matrix notations for pure states interchangeably. We sometimes write p4,...4, to mean
pEBHA @ -®Ha,).

For a composite system H ~ Hy, ® --- ® H,4, consisting of n subsystems, the partial
trace over the i-th subsystem is denoted by Tr4,[]. We write partial traces of states pa,...a,
as PA - Ai—1A,41--A, = 1r4,(p). When subsystems have different dimensions, we also
index the partial trace by the dimension being traced out. For instance, if H ~ C? @ CP,
the notation Trp|-] refers to the partial trace over the second tensor factor.

A linear map ® : B(H) — B(H) is said to be completely positive if, for every k € N,
the extended map ® ®idy, is positive (i.e., it maps positive operators to positive operators),
where idj denotes the identity map on B(CF). The map ® is trace preserving if Tr[®(p)] =
Tr[p] for all p € B(H). A quantum channel is a map that is both Completely Positive and
Trace Preserving (CPTP).

A positive operator-valued measure (POVM) on H is a finite family of positive semi-
definite operators {M;} satisfying >, M; = I. A projection-valued measure (PVM) is
a special case of a POVM in which each M; is an orthogonal projector. A generalised
measurement on H is a finite family of linear maps {V; : H — K} for some Hilbert space K
such that ), V;*V; = 1.

We denote by &,, the symmetric group on n elements. A unitary representation of a
finite group G is a group homomorphism G — U(H). We make use of the representation
Vi : G, — U((CT)®") defined via Va(m)([y1) @ - @ [thn) = [hr-1(1)) @ -+ @ [hr-1(n))-
The group of d x d unitary matrices is written as ¢(d) = U(C?), consisting of all matrices U
such that UU* = U*U = 1.

There is a unique translation-invariant probability measure on U(d) called the Haar
measure. We denote this measure as fipqqr, since d is usually clear from context. We
denote integration with respect to the Haar measure by f -dU = f A aar(U).

A family of functions Gy : Ky — U(2") is a pseudorandom unitary if there is a
quantum polynomial-time (in \) algorithm that implements k — G (k), and any quantum
polynomial-time distinguisher can only distinguish Haar-random U from G (k) with
uniformly random k with negligible advantage, given oracle and inverse oracle access to
either.
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2.1 Untelegraphable and uncloneable encryption

Untelegraphable encryption, introduced in [CKNY26], is a relaxation of uncloneable encryp-
tion [BL20]: a symmetric-key encryption scheme of classical messages in which ciphertexts
are quantum states, designed to prevent unauthorized replication of information by adver-
saries.

Parameter conventions. Throughout the paper, n = | M| denotes the total number
of messages, N = |Mp| the number of messages considered in a particular attack, r the
rank of each ciphertext state in the Haar-measure scheme, and d = rn the corresponding
ciphertext dimension. We use ¢ for the number of input ciphertext copies, s for the number
of receiving adversaries, () for the number of rounds in a collusion attack, and k for the
order of a Haar moment or unitary design. For an arbitrary QECM with codespace H, we
write D = dim H when it is necessary to distinguish its dimension from the dimension rn
of the associated Haar-measure scheme.

Definition 2. A quantum encryption of classical messages (QECM) is a tuple Q =
(Ma Kvﬂ-a Ha {Ufn}kEK,'rnEM)v where

e M is a finite set, called the set of messages;
o K is a measurable space, called the set of keys;
e 7 is a probability measure on K, called the key distribution;

e H is a finite-dimensional Hilbert space, called the codespace;

k

m

The QECM Q is e-correct if for each k € K, there is a POVM {PF¥}, . < such that for
any m € M,

e o, are quantum states on H, called the ciphertexts.

/ Tr(PE ok Ydr(k) > 1 —¢.
K

We say Q is correct if it is 0-correct.
An efficient QECM is a collection of QECMs {Q) } xen such that there exists a negligible
function n such that Q, is n(\)-correct and a triple of quantum algorithms:

o Gen: {1}* — [J, K, such that Gen(1%) samples from 7, called the key generation
algorithm;

o Enc:J, {1} x M) x K\ — U, D(H,) such that Enc(1*,m, k) = ", called the
encryption algorithm;

o Dec:J, {1} x D(H)) x K\ — |J, M, such that for all m € M,
PI‘{DGC(l)\,U%{k,k) =m|k 7| >1—n()\).

We can capture cloning and telegraphing attacks in tandem with the following general
form of attack against a QECM. Unless otherwise specified, we assume that the adversaries
are computationally unbounded.

Definition 3. Let N,t,s € N and let .# be a collection of quantum channels. A t¢-to-s
N-message cloning attack over & against a QECM Q is a tuple

A= (M07 {Bz}ze[e]a {Pak}ie[s],kEK,mEMou (I))v

where
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My C M is a set of N messages;
B; is a finite-dimensional Hilbert space for each i;
For each i € [s] and k € K, {P%*},,c0r, € B(B;) is a POVM;

®: B(H®") — B(By®---® Bs_1) is a quantum channel such that ® € .Z.

The cloning probability of A against Q is

. = [ 5 3 T 80 PR ()

The t-to-s N-message cloning value over F of Q is ¢¥, (Q|.F) = sup, ¢V, .(Q|A), where
the supremum is over all t-to-s N-message cloning attacks from .%; N is omitted when

N =

|M| and .# is omitted when it is the set of all channels. If N = |M|, we omit M

in A, and if s = 1, we omit 4 in B; and P%F.

It is easy to see that if .% is closed under pre- and post-composition with partial traces,
then ¢V, (Q|F) < ciyﬁs, (Q.7) for t' >t and ¢’ < s.

We recover the various values studied in the context of uncloneable and untelegraphable
encryption as special cases of this definition.

Definition 4. Let Q be a QECM. Let .# be the set of all measurement channels.

A cloning attack against Q is a 1-to-2 | M |-message cloning attack. The cloning value
of Q is ¢1,2(Q). We say Q is e-uncloneable secure if ¢;_,2(Q) < \TEI + . An efficient
QECM {Q, }» is n-uncloneable secure if Qy is n(\)-uncloneable secure for each A\. We
say {Qy}a is weakly uncloneable secure if limy_, oo (A) = 0 and strongly uncloneable
secure if 1 is a negligible function.

A cloning-distinguishing attack against Q is a 1-to-2 2-message cloning attack. The
cloning-distinguishing value of Q is ¢3_,5(Q). We say Q is e-uncloneable-indistinguishable
secure if ¢3_,5(Q) < -+e. An efficient QECM {Qy }x is n-uncloneable-indistinguishable
secure if Qy is n(A)-uncloneable-indistinguishable secure for each A\. We say {Q}a
is weakly uncloneable-indistinguishable secure if limy_ oo n(A) = 0 and strongly
uncloneable-indistinguishable secure if 7 is a negligible function.

A telegraphing attack is a 1-to-1 | M|-message cloning attack over .#. The telegraphing
value of Q is ¢1,1(Q|.#). We say Q is e-untelegraphable secure if ¢1 1 (Q|.4) < |T1/I\ +e.
An efficient QECM {Q, }, is n-untelegraphable secure if Q, is n(\)-untelegraphable
secure for each A. We say {Qy} is weakly untelegraphable secure if limy_ o, n(A) =0
and strongly untelegraphable secure if 7 is a negligible function.

A telegraphing-distinguishing attack is a 1-to-1 2-message cloning attack over .#. The
telegraphing-distinguishing value of Q is ¢ _,,(Q|.#). We say Q is e-untelegraphable-
indistinguishable secure if ¢}_,;(Ql.#) < 4 +e. An efficient QECM {Qy}x is n-
untelegraphable-indistinguishable secure if Qy is n(\)-untelegraphable-indistinguishable
secure for each \. We say {Qy}x is weakly untelegraphable-indistinguishable secure
if limy— oo n(A) = 0 and strongly untelegraphable-indistinguishable secure if 7 is a
negligible function.

Observe that ¢7_,  (Q|.#) = ¢, _,(Q|.#) for any s and s', since the outputs of measure-
ment channels in .# can be prepared into an arbitrary number of copies.
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Definition 5. An efficient attack against an efficient QECM {Qy}x is a collection of
attacks {A\ = (Mg, {B}}, {P»"F}, ®*)}, such that Ay is an attack against Qy, and the
attacks can be implemented in polynomial time in A.

An efficient QECM {Q, }» is uncloneable-indistinguishable secure against efficient adver-
saries if for every efficient attack {Ay}x against {Qy}x where A) is a cloning-distinguishing
attack, c?_,5(Qa[Ax) = 1 + negl(A). An efficient QECM {Qy}» is untelegraphable-indis-
tinguishable secure against efficient adversaries if for every efficient attack {Ay}, against
{Qx} where A, is a telegraphing-distinguishing attack, ¢?_,;(Qx|Ax) = 3 + negl()).

An efficient QECM {Qy }» is everlasting uncloneable-indistinguishable secure against effi-
cient adversaries if for every collection of attacks {Ay} where Ay is a cloning-distinguishing
attack against Qy and ®* can be efficiently implemented (but not necessarily the mea-
surements P)"%), ¢ ,(Qx|A\) = 3 + negl()). An efficient QECM {Qu}x is everlasting
untelegraphable-indistinguishable secure against efficient adversaries if for every collection
of attacks {A\}» where Ay is a telegraphing-distinguishing attack against Qy and ®* can
be efficiently implemented, ¢}_,;(Q)|A\) = 1 + negl(X).

In [CKNY26], a further security notion was also considered, which is not captured by
the above framework.

Definition 6. A telegraphing-distinguishing attack with collusion A against a QECM
Q = (M,K,n, H,{ck}m) consists of Q@ € N rounds, a finite set X of telegraphing
messages, a probability distribution p(-|z, k) on {0,1} for all x € X and k € K, Hilbert
spaces H; for i € [Q + 1] where Hy = C, generalised measurements {V,’,  :H; ® H —
Hi 11} (mo,ma)eM2,mozm, for i € [Q], and a POVM {P,}.ex € B(Hqg ® H). The value of
A against Q is

1 -1
t(Qla) = /K 5 Z p(bla, k) Tx [Pz ' Vﬁ(()@)7m§Q) "'(V,?Lén’ (Vngén,m(ll))T ® U:;gn) e

m
1
be{0,1}
veX Q-1 (@)
\% X0 dm(k
m(<)1>’m§1>’w mécz),mg@) m;@ ( )
m(()ce),mg@)

An efficient QECM {Qy } » is collusion-resistant untelegraphable-indistinguishable secure if for
any efficient telegraphing-distinguishing attack with collusion {Ay}y, t(Qx]Ax) < %—}—negl()\).
An efficient QECM {Q, }» is everlasting collusion-resistant untelegraphable-indistin-
guishable secure if for any collection of telegraphing-distinguishing attacks with collusion
{Ax}» such that the V) and P; are efficiently implemented, ¢(Qy[A)) < 3 + negl()).

mo,mm1

It follows directly from the above definitions that collusion-resistant untelegraphable-
indistinguishable security is a stronger security notion than multi-copy untelegraphable-
indistinguishable security, in the sense that t(Q) > cg_ﬂ(QL///).

Telegraphing attacks admit an alternate characterisation owing to the fact that the
message the telegrapher sends is classical.

Lemma 1. Let Q= (M, K,m, H,{cF}) be a QECM. If A= (Mo, B,{P*}, ®) is a 1-to-1
N-message cloning attack where ® is an entanglement-breaking channel, then there exists
a set X, probability distributions p(-|x, k) over My for allx € X and k € K, and a POVM
{Pr}eex C B(H) such that

N (qla) = /K % SO S plmle, k) Tel Pt (k).

meMp xeX

Conversely, for any set X, subset My C M of size N, probability distributions p(-|x, k)
over My for all x € X and k € K, and POVM {P,},ex C B(H), there exists a 1-to-1
N-message cloning attack A = (My, B,{P}, ®) such that ® is a measurement channel
and the same equality holds.
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It follows that, if & is the set of entanglement-breaking channels, then ¢V, (Q|&) =
¢ (Ql-22).

Proof. Let A = (Mo, B,{P~},®) be a 1-to-1 N-message cloning attack against Q where ®
is entanglement-breaking. Then, there exists a POVM {P, }.cx and states o, such that
®(p) = cx Tr[Poplog. Let p(m|z, k) = Tr[Pko,]. Therefore, we have that

o, (Qla) = / > Te[Ph®(ok,)ldr (k)

me Mo

/ Z ZTI‘ % o] Tr[Ppo® Jdm (k)
meEMo x€X

/ ZZ (ml|x, k) Tr[Pyo® Jdr (k).
meEMo x€X

For the converse, let B = CX, Pk =" _ p(m|z, k) |z)z|, ®(p) = 3, c x Tr[Pup] [z)z].
By construction, this is a 1-to-1 N-message cloning attack over .# against Q, and by the
same argument, the same equality holds. O

Uncloneable-indistinguishable security provides a stronger guarantee for a QECM
scheme than untelegraphable-indistinguishable security. In particular, if a QECM scheme
achieves uncloneable-indistinguishable security, then the cloning probability ¢ ,,(Q) is
negligible. Since ¢?_,;(Q|.#) < ¢2_,,(Q), then the scheme also satisfies untelegraphable-
indistinguishable security.

However the two notions are not equivalent: there exist schemes that satisfy untelegraph-
able-indistinguishable security but not uncloneable-indistinguishable security. Consider
a QECM scheme that is 2-copy untelegraphable-indistinguishable secure for a collection
of ciphertexts {p}. Then, the modified 1-copy untelegraphable-indistinguishable secure
scheme with ciphertexts of the form {p ® p} fails to achieve uncloneable-indistinguishable
security, as an attack can trivially apply the identity channel to win with certainty (see
[CKNY26] for a separation between UTE and UE with unbounded polynomial number of
adversaries, under the classical oracle model).

3 The security of Haar-measure encryption

The Haar-random QECM scheme was introduced by [MST21] as a potential candidate
for achieving uncloneable-indistinguishable security without computational assumptions.
While a proof of strong uncloneable-indistinguishable security for this scheme remains
an open question—[BC26] established a weaker variant with inverse-logarithmic success
probability—in this work, we demonstrate that this scheme satisfies both untelegraphable-
indistinguishable security and ¢-copy untelegraphable-indistinguishable security.

Definition 7. Let r,n € N. The rank-r Haar-measure encryption of n messages is the
* 1)—

QECM Qr,n = ([n]7u(rn)7 HHaar, (CTn’ {UUZU }Ueu(rn),ie[n])u where o; = : Z] ’L;rz |.7><J‘

We call the rank-r Haar-measure encryption of 2 messages the rank-r Haar-measure en-

cryption of a bit

We can also express 0; = 1 |i)(i| ® I, following from the isomorphism C"™ = C" @ C".

Remark 1. The Haar-random QECM scheme can be made computationally efficient, for
unitaries of dimension 2#%%%"*s by replacing the Haar-random unitary with a unitary
sampled from a t-design. As will become evident from the proof below, achieving t-copy
telegraphing security requires the use of a unitary 2¢-design. Such designs admit efficient
implementations, as demonstrated in [MPSY24]. An explicit construction based on a
unitary 2-design is presented in [BC26].
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The telegraphing-distinguishing value of an attack A = ({mg,m1}, B, {P* }ke k.menty, )
against the Haar-random QECM scheme is given by Definition 3 as

2 ,,(Qla) = / ZTrPU ®(Uoy,, U*)]dU.
Z/{(rn)

where the integral is taken over normalized Haar measure of the unitary group. Let p denote
the positive operator corresponding to the CPTP map ¢ defined via the Choi—Jamiotkowski
isomorphism as: p = (id®@®) >_,; [i4)(jj]. In terms of p, the telegraphing-distinguishing
value can be rewritten as

= [ > Tpl(Uom, )T @ Pl U = IE > Tl(OomUT) @ Pl U

3.1 One copy untelegraphable-indistinguishable security

We first establish the case of 1-copy untelegraphable-indistinguishable security for Haar-
measure encryption of a single classical bit, using unitaries of dimension d = 2#aubits,
The full generalization to arbitrary message lengths and multiple-copy will be addressed
subsequently.

Theorem 1. The rank-d/2 Haar-measure encryption of classical bits (i.e. 2 messages)
achieves strong untelegraphable-indistinguishable security, with telegraphing-distinguishing
value upper bounded as

G (@A) < 5+ 5o

Proof. Let II; be the projection II; = [i)(i| ® Iy/2, such that the ciphertexts become
o; = % - II; The telegraphing-distinguishing value is given by:

& (@) =sup [ 5 ZTr (U0, UT) @ PY,)]dU

= sup / ZTr (UL, UT) @ PY )]dU,

where the supremum is taken over all telegraphing-distinguishing attacks. Since (11 pis
a normalised density operator, the optimisation can be relaxed by substituting p =
and optimising over all quantum states:

now
1
aP

@) <sup [ ST (011,00 PE,)

Since the CPTP map ® corresponding to the telegraphing attack is entanglement-breaking,
its Choi matrix p as well as the associated state p are necessarily separable. As the
optimization is over the convex set of separable states g, the supremum is attained at the
extremal points of this set, namely the pure product states p = g1 ® p2. Consequently, we
may write

1
(@) < sup / ZTr[m @ o (UTL, UT) ® PU.)]

= sup / ZTr pa - PY 1 Tx[py - (UL, UT)]dU,
%,_/
=q(U,myp)
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Since the (U, m;) are non-negative reals and sum to 1 over b, then by convexity

> q(U,me) - Tr[py - (UTL,, UT)] < max { Tr[py - (UM, UT)) }

b=0 ::]\/[b

m—;b‘ yields:

Applying the identity max{a, b} = %% +
¢t 1 (Ql-#) < sup g /Mo + MydU + %/|M0 — M |dU.
i
Now observe that IIy + II; = I4; thus we have

/Mo + MydU = /Tr[ﬁl (UM +T,)UN)]dU = 1,

so that:

1 (Q2) Ssqp§+§/|MO—M1|dU§;+%\//(MO_M1)2dU,
A

where the final inequality follows from Jensen’s inequality. To evaluate the second moment,
we write:

2 - 7 o 7] BT T
(Mo =My =T [ (1@ pn) - (Ue0) (o -m)  (vTeUT))|.
Applying the Weingarten calculus for the second moment (see e.g. [Mel24, Cor. 13]), we

obtain: .
/((U@U) (Ho 7H1)® (UT®UT)dU:q~I fop T,

where I and F denote respectively the identity and flip (swap) operator on C? @ C?, defined
by I(la) ® |b)) = |a) ® |b) and F(|a) ® |b)) = |b) @ |a). The corresponding Weingarten
coeflicients ¢; and cp are given by:

" Tr[(Io — L)% -1 — § Te(Io — 1L)%2-F] 1
a2z —1 a2 -1’

. Tf[(Ho — H1)®2 . F] — éTI'[(HO — H1)®2 . I] N d
o # -1 TE-T

The operator 1Ty — II; is a traceless Hermitian unitary operator on C%. Using the swap
trick Tr[(A ® B) - F] = Tr[A - B], we conclude:

T [5 2

i 1
Tr[pﬂ SR

d
My — M;)*dU = —
JCIETY -
where we have used the facts that Tr[p;]? = 1 and Tr[p?] < 1 for all quantum states fjy.
1

Hence, we obtain the claimed upper bound: % + 57T O

3.2 Many copy untelegraphable-indistinguishable security

The above proof relies on the exact expression of the second unitary moment opera-
tor, derived via Weingarten calculus. In contrast, the proof of ¢-copy untelegraphable-
indistinguishable security requires the analysis of higher-order moments. While exact
evaluations are feasible for low-order moments, they become intractable as the order
increases. To address this, we approximate the higher-order moments using the following
lemma.
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Lemma 2 ([SHH25, Lem. 1]). Let @) and Uy, be two hermitian-preserving maps from
B((Cdk) to B((Cdk) defined by

weingarten
calculus

B(X) = /M(d) U XU AU =Y We(nlo,d) Tr {Vd(a)_lX] Vy(m)

T,0ES

V(X)) =& 3 Tr [Vd(w)‘lX} Va(m),

TES

where &y, denotes the symmetric group on k elements, Wg(-,-) the Weingarten function,
and Vy(r) is defined as the tensor permutation of (C?)®* associated with 7 € &y. If
d > \/6k™/*, then we have the inequalities

(1-5)m=o= (144 )m

where < is the order on hermilian-preserving maps given by ® < U if (id®@®P)(P) <
(id ®W)(P) for all positive semidefinite P.

The value of a t-copy telegraphing-distinguishing attack against the Haar-random
QECM scheme A = ({mo,m1}, X, {Ps}eex, {p(0|z, k), p(1]x, k) } e x kek) is given by Def-
inition 3 and Lemma 1 as:

2 (Qla) = / LSS pble, U) Te[Py - (Uom, U)®dU.
l/{(rn)

be{0,1} zeX

where the integral is taken over normalized Haar measure of the unitary group. We can
now prove the t-copy untelegraphable-indistinguishable security for rank-r Haar-measure
encryption of n messages, using unitaries of dimension rn = 2#ubits,

Theorem 2. The rank-r Haar-measure encryption of n messages achieves strong unte-
legraphable-indistinguishable security, with t-copy telegraphing-distinguishing value upper
bounded as

ct—>1(0rn|%) S % + L\}

Lemma 3. Let P € B((Cdk) such that 0 < P < I, and let o € B(C?) be a state such that
lo|| <e. Suppose k? < 1, then

Tr[P]
dk

Tr[P]
dk:

| / Tr [P.(UaU*)Q@k] U — Th2e.

It follows from the lemma. that || ., (VaU*)?*dU — | < 742, and that it == 11
for IT € B(C?) a rank r projector and k% < r, then

‘/Tr [P. (UUU*)®’“} qu — DL TP Tk

dc

<

dk

Proof. First, using Lemma 2, since k2 < é < d, we see that

/Tr[ (UaU)®k}dU<<1+kd>dlkZTrPVd HTr ni ()

TESE
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where #m is the number of cycles in the cycle decomposition of 7 and (n1(w),. .., ng. (7))
is the cycle shape. We have that Tr(o™) < Tr(||o||" o) = ||o||"~!. Using this and the
upper bound Re Tr[P - Vy(m)] < Tr[P],

2 #m
/TI‘ |:P (UUU*)@)k} dU < |1+ kd) Tfi[]fj] Z HTr(a.ni(w))

TeESE =1

k2 TI"[P] #= (ns(o)—1)
S (1 + d) dk" Z gé~i=1

TS,
k
e

k2 €

14+ = z

LB ) (5
TES

k

S ot = 3" [t =,

TeES =0

N———

Then we use that

where m denotes the unsigned Stirling numbers of the first kind, and 2% is the rising
factorial

F=x@+ 1) (x+k-1).
Then

<

1+]€2> Til[f]]ﬁ<1+is>.

1

SH

Then using the assumption k2 < e~
k-1 k 1\ F

11 (14—@'5) < <1+k5> <1+ <1+k> ke <14 ek’e.
i=0

Thus we have the upper bound

K2\ Tr[P]
*\ Rk 2
. < .

/Tr [P (UoU™) ]dU_ <1+ d) o (1+ek s)
Tr[P]
dF
On the other hand, using Lemma 2, we can lower bound

/Tr [p. (UUU*)®k:| U > (1 - kj) % S [Vd(w)-l .a®’€} Te [P V()]

TES

2 r
> (1 - kd> Tagf) (2 -y Tr[vd(yr)*a@?’“])

weSk

< (1 +(2e+ 1)/«%) .




18 Optimal Untelegraphable Encryption

> Tgf) (1 - lj) (1 . ek‘QE)
> Trd(f) (1 —(e+ 1)k25>. 0

Proof of Theorem 2. Let A = ({mg,m1}, B,{P*}, ®) be a t-copy telegraphing attack
against Q,,,. Using Lemma 1, there exists a finite set X, probability distributions p(-|z,U)
on [2] for all x € X and U € U(rn), and a POVM {P, },ex such that

;1 (QlA) = / > p(bla,U) Tr [P, - (UTLy, U*)®dU,

be{o 1} zeX

where II; := |i}i| ® I,. We want to upper-bound this value. To achieve this, it suffices to
establish an upper bound on the following quantity:

/ZpO\xU T [Py (UL, U] aU
——/ZpO|xU [ (UL, U)® }dU‘.

First using the triangle inequality,

N %/ZP(OW U)- <Tr [Po (UL, U] = Trgf”) U

/Zp Olz,U) (Tr { (U M, U* )®t} TrC[iP ]) JU
1 o ®F Tr[P,]
< ;/Zp(olx,U)- Tr {Pw-(UHmoU) }_ 1)
T l/zp(om U)- TT{P . (UH U*)®t} Tr[P] du|,
T - ) T ma 7

where we write d := rn. Therefore, for any my, we can bound by Cauchy-Schwarz as
e v )

/ 0|z, U) - ( { (UL U
Szx: /p(O|x,U)2dU./ (Tr Px.< ' Mb )@t
<z$:\/ (Tr Pz.<U(i.Hmb) U*)@)t
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The inner term expands to

P, - <U (71 'Hmb> U*>®t

Tr[P,]
Jt

Tr

®R2t

T (PI®PE)-<U (i-nmb)U*) ]
TI‘[PI] * ot Tr[Pz]2
S Pm~(U(},~Hmb)U> + =

Then, using Lemma 3 for sufficiently large d,

/Tr (P, ® P,) - (U (% ~Hmb) U*>®2t

and

[P, )2 2\ TP, 2\ | TP
<= <1+28 —r—t (1T | =
2 Tr[P,)?
<sp-—or,
and get
1 aot] TPy Tt
T/;p(0|a?,U)~ (H |Po (UTL, U)®'] = =22 ) U | < NG

As this holds for both b, then D < Lﬁ.

Now we can write the t-copy telegraphing-distinguishing value ¢7_,;(Q|A) as
¢z, (qa) = L Pr [b’ = 0fp = 0} +1pr [b’ —1p= 1} ,
where b’ is the random variable corresponding to the adversary’s guess of b. Then

2, (qa) < LPr [b’ —0jp= 1} +1pr [b’ —1p= 1} +1D

IN

Pr[(b’:O/\bzl)\/(b’zl/\bzl)] +1D
1D,

IN
ol

+
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4 Collusion-resistant security

In this section, we adapt the techniques of Section 3 to the setting of collusion-resistant
security. In doing so, we find that the same bounds hold on telegraphing-distinguishing
attacks with collusion. We use this to strengthen some results of [CKNY26] by removing
or weakening computational assumptions.

Lemma 4. Let P € B((Cdk) such that 0 < P < I, and let oy, ..., 0, € B(C%) be orthogonal
states such that ||o;|| < e. Let k=31 | k; and suppose k* < 1. Then

Tr[P]
dk

Tr[P)

I 7k%e.

<

|/Tr [P~(U01U*)®k1 ® - ® (UcrnU*)®k"} dU —

Proof. First, using Lemma, 2, since k2 < % < d, we see that
/Tr [P- U UM 0. @ (UanU*)®’“”} dU

< (1 + Ii;) dflk Z Tr [P Vy(m)] Tr [Vd(w)_l(oi@kl ® - af?k")}.

TES

Now, write the cycle decomposition of 7 as ™= (411 ... i1,,) " (igm1 -+ Itmwmy,) and
let f:{1,...,k} — {1,...,n} be the function such that " @ . . g&k» = Tr1)® - ®Tf(k)-
Then,

F*

Tr Vd(ﬂ)_l(gi@kl R - - O-S?kn)} — T\r|:0-f(ij,1) .. O‘f(ij,nj)i|
1

<.
Il

0 35, bme f(ij0) # Flijm)
Hj#:ﬂ-l Tr [J?Zl] 1)] elSe
— 7

I
——

N

<e

Note also that Tr[Vd(W)_l(U{@kl & - "U;?k”)} > 0. Therefore, using the upper bound
Re Tr[P - V4(m)] < Tr[P], and hence

/Tr [P- (U UM @@ (UanU*)®’““} dU

< (1+’§> S v ot @ o)

TES

< <1+’§> Tr[P]<2)k 3 e

TESE

So, proceeding exactly as in Lemma 3, we get the upper bound

/Tr [P- U U 0. @ (UanU*)®’“"} au < TP

< (1+ e+ k%),
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For the lower bound, we proceed the same way, getting

/Tr [P~ (U U @@ (UgnU*)®kn} dU

k2
>|1-
(14

) o 30 T [Vam) - (0 o2 T [P V()

TES
2 r
B A —
S 0

Theorem 3. Let

A= (Q7 Xa {p(b‘l’, U>}b€{0,1},k€u(rn),x€X7 {Hi}iE[Q+1]7 {Vniqo,ml }iG[Q];mo;éml €M {Pa:}wEX)

be a telegraphing-distinguishing attack with collusion against @,.,,. Then,

1 Q
t(ar,n|‘4) < 5 + 7%

Proof. Write M) = {(mo,ml) € M? | mg # ml} and let P, .0 @ = (V20)T®
I)--- ((Vﬁg)f ® I)Px(Vrg(;} @I)--- (VO ®@1I) for x € X and mV, ... m@ ¢ M®,

m
(P m@ toexm....m@eae is a POVM on (C™)®9, and the value of A against

Qrn 18

1
Q. |A) = /M( )5 Z p(blz,U) Tr[P$7m(1)7,,.,m(Q)(Ua.mt()l)U* ®"'®U‘7m£Q>U*)]dU-

rzeX
be{0,1}

Now, we bound the quantity

D= ‘/ Z p(0|.’17, U) Tr[Pz,m(l) ..... m(Q)
m®

(Q)

seee, MV

X (Udm(1)U* ®---®U0m(Q)U* —UO'm(1)U>‘< ®---®U0m(Q)U*)]dU
0 0 1 1

As in Theorem 2, the value t(Q, ,|A) < % + %D. Then, using the triangle inequality, we
can upper bound

DS/ > p(OIx,U)(Tr Pm,m(1>,.._(®U0m((]i)U*) W)d(f
m® i

m(@

. Te[P, o). @]
+/ > p00)| Pein, (QUe,007) | - o du|.
m(l) .

m(@

[RERE}
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Applying Cauchy-Schwarz as in Theorem 2,

/ > P02, U)Cyp ... e dU
m® -

m(@

.....

- Z ’/p(()'x’U)CU@’m(l),...,m(Q)dU‘

m“),...,

(@

< Z \//p(O|ZC, U)QdU'/0(2]736,7n(1),...,m(Q)dU
Z,

m® @

.....

2
S i o
Z,

(Q)

ooy

<
m®
where

Tr[PLm(l),...,m(Q)]

Cuemm,...m@ =Tr[P o) m@Uo, U ®@---@Us U")] -
b b

de
Fix z, m(l), ... ,m(Q) and write P = Py m@ and o = 0,0 Q0 (- Expanding,
b b
AN
®Q  (rr+\eQ] _ 1L
<Tr [PU o(U*) ] — )
Tr[P Tr[P]?
=Tr {(P ® P)U®*? (0 ® a)(U*)®2Q} - 2% Tr| PU®Qo(U*)®Q| + TLEQ]
Taking the integral and using Lemma 4, we get
Tr[P ’
f(wlpvecreryee] T ) ao
Tr[P ® P] 7(2Q)? Tr[P] Tr[P] 7Q? Tr[P)? (1)
< 1 -2 1-—
ST <+7~ 49 d@ ) B Te
TP |, Q?
= Tpe P
Using this,
\// C?},r,m(l),...,m(Q)dU
m(nflm@)
Tr[P, 1) (@] Q Q
< SAE 422 < 7.
oy Mpeelmg g
m® @
Hence, D < 14%, giving the result. O

Corollary 1. (i) For any polynomial p, there exists an efficient QECM that is collusion-
resistant untelegraphable-indistinguishable secure against any attack {4y} with num-
ber of rounds bounded as Q* < p()).
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(ii) If pseudorandom unitaries exist, there exists an efficient QECM that is everlasting
collusion-resistant untelegraphable-indistinguishable secure.

This corollary strengthens some results of [CKNY26]. First, their construction of
a collusion-resistant untelegraphable-indistinguishable secure relies on pseudorandom
functions, which may be a stronger assumption that pseudorandom unitaries. Next, to
construct the weaker notion of a QECM that is secure against attacks with the number of
rounds bounded by a fixed polynomial, [CKNY26] require pseudorandom states whereas we
do it unconditionally — nevertheless their construction has succinct keys, where we require
polynomial-length keys. Finally, we are able to achieve everlasting security under standard
computational assumptions, whereas [CKNY26] require a quantum random oracle model.

Proof. Note first that in Theorem 3, only Equation (1) depends on the measure being the
Haar measure. As such, if we replace the question distribution with a different distribution
on the unitaries that has the same (or similar) behaviour in (1), then we can get the same
(or similar) upper bound on the value. We show the results for messages of a fixed bit
length ¢ € N, but they extend identically to messages of polynomially-varying length in .

(i) Let Qg4 be the QECM that is identical to Qqqe 9¢ except that the key distribution
is the uniform distribution on unitaries corresponding to circuits of depth d on
n = { + ¢ qubits. Due to [Haf22], random circuits in depth f(n,t) = O(nt>+°()
are t-designs. Let Qx = Qx¢ f(ate,2p(r))- Then, {Qy}x is an efficient QECM by
construction. Since the distribution on keys is a 2p(A)-design, Equation (1) holds as
long as @* < p(\) and hence for any collection of attacks {Ay}» such that Q* < p()),

A
tQx[An) < § + 755 = 5 + negl(A).

(i) Let G be a pseudorandom unitary in dimension 2*. Let Q, be the same as Qax 2e
except that the key distribution is Gx (k) on uniform input. Then {Q,}, is an efficient
QECM. Let {Ay}\ be a telegraphing-distinguishing attack with collusion against
{Qa}x such that the measurements Vé(ﬁml and P are implemented efficiently. In
Theorem 3, everything before Equation (1) does not depend on the key distribution.
In particular, we can still find an upper bound independent of p(b|z, U) since the
key distribution need not look Haar-random to the second-stage adversary. Hence
sampling p(b|z, U) need not be efficient, which step allows for everlasting security.
Also, replacing the Haar measure with the pseudorandom unitary, the upper bound
in (1) will increase at most negligibly because the integrand depends polynomially
on the unitary. More precisely, in this context,

Q)

D = ‘/ Z p(0|x7G)\(k))’I‘r[Pr,m(U,...,m(Q)
K T
@

X (G)\(k)a'm(()l)G)\(k)* R ® Gx(k)ffmémGA(k)*

— Gr(k)o,, 0 GA(k)" @ --- @ GA(K)o, @ Gr(k)")|dk

quantifies the advantage of Ay. Using the bounds of Theorem 3, this is bounded as

D S 2 Z \/‘/I( CéA(k),x’m(l)’.“,m(Q)dk'

m® (@
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However, this upper bound can be efficiently approximated by a quantum algorithm.
As such, by pseudorandomness,

D<2 Z \// 2 ... mi@ U + negl(A).

7 i)

Therefore, we get the upper bound t(Qy|Ay) < 2 +7 Ql + negl(A) = 1 + negl(})

O

5 Untelegraphable encryption as a limit of uncloneable
encryption

In this section, we show that the cloning value of a QECM tends to the telegraphing value
as the number of adversaries increases. To do so, we use information theoretic tools from
work of Brandao [Bra08], where they were used to study QMA(2) proof systems.

Definition 8. The entanglement entropy of a pure state Yap = |[V)Y|, 5 is E(Y) =
S(Wa) =5¥n).

The entanglement of formation of a state pap is Er(p) = ming,, 4.y, >_; PiE(¥:),
where the minimisation is over ensembles of pure states such that p = 3", p; [¢; )(1s].
The Henderson-Vedral measure of a state pap is

Ce(p) = Inax S PA sz pz

{pi:pi}

where the maximisation is over ensembles such that there exists a POVM {P;}; on register
B such that p; = Tr(P;pp) and p; = - Trp((I @ Pi)pan).
The convez roof of the Henderson-Vedral measure of a state pap is

Ge(p) = min szce Pz)

{pi,pi}

where the minimisation is over ensembles of states such that p =", pip;.

Lemma 5 (Yang’s monogamy inequality [Yan06)). Let A, By,..., By be registers and let
PAB,--By be a quantum state. Then,

N
Er(pa.p,.-By Z (paB,)

Theorem 4. Let Q= (M,K,n, H,{oF }i.m) be a QECM, and suppose n > [,.||ok, ||dn(k)
for allm € M. Then, writing d = dim H

N logd 1/3
cl%s(a) < C141(0|//) +3 d( > .

From here, it is direct to see that lim, ., c¢2', . (Q) = ¢/, ;(Q|.#). As a corollary, we

1/3
| < for all k,m, then ¢, (Q) < ¢, ,(Q.4) + 3(nd)* (“O@d) . For

example, in the case of Q = Q,.,, we can take n = %, SO

tlogal)l/3 1 14t +3nt<tlogd>1/3

also find that if ||o*

m

ci\;s(an) < civﬁl(Qr,nL%) + Snt< N2s NZs



Anne Broadbent, Eric Culf, Denis Rochette 25

Proof. Let A = (Mo, {Bi}i, {P:F}i k.m, ®) be a 1-to-s N-message cloning attack against Q.
First, we can write the cloning probability in an entanglement-based picture:

N = 1 [(PLF SEYD (0% Vo
m = [ N 3 TP 6 Bt il
d
— [ % X X e m il ok, i Dldn(h
K0 meMyig=1
d
- [ § X 3 mlehe PE @ PR © B0 dn(E)
meMo i,j=1
_ 41, r 6k 1,k . s,k -
-/ N 3 Tildrh e Pl 6 BN

where J(®) is the Choi state of ®. By embedding into larger Hilbert spaces, we can assume
B; = B for all 7. Let

paBs = % Y (I Vs()J(@)I ® V() @ |r(1) - 7(s)}r(1)---7(s)]

" res,

and let P% =3 PF @ |i)i]. This achieves a labelled symmetrisation of the adversaries’
registers, so

) = [ 5 3 Tl @ (PR))panldn(h)

me My

Now, we know that Ep(pa,p<) < logd, where d = dim H and p is symetric under
permutations of the B registers, so logd > sG* (pap). Let {p;, p;}; be the optimis-
ing ensemble in the definition of the convex roof of the Henderson-Vedral measure, so
> piC(pi) < %. Fix ¢ > 0 and let I = {i | C*(p;) > £}. Then,

lo§d > Zpi&

i€l

Else, if i ¢ I, C* (p;) < e. Consider the ensemble {p;xm, pPikm }m induced by the mea-
surement PX. We must have S(p; ) — > m DikmS(pikm) < €. This is equal to the
divergence D (3, PikmpPikm @ |m)}m|||pia @ Y, Pikm |m)m]), so Pinsker’s inequality
implies Y, Dikml|pi,A — pikem|ITr < \/g Now, let Tap = Y, pipi,a ® pi,B, which is a Choi
state of some channel ¥, and let B = (Mo, B, {PX }1..n, ¥) be a 1-to-1 N-message cloning at-
tack against Q. Since ¥ is an entanglement-breaking channel, ¢!V, (Q|B) < ¢V, (Q|.#). On
the other hand, let A = (Mo, B, {P~}, ®) be a 1-to-1 N-message cloning attack against Q.
By construction ¢, (Q|A) < ¢I¥,,(Q|A), and we also have

%1 @) — . @lB)|

/ S [t @ Ph)pas] — Te{(dal, @ Ph)ras]|dn(k)
me Mo

<[ % X Enlniash e Phol - Toldak, © Ph)pa ® pen)l|in(h)
meMy i

/ sz pikm‘Tl“[dﬁlpmm] - Tr[d@knpi,A]‘dw(k;)

me Mo
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d k
:;pi/KN > pikmllob | pikm — piallredr (k)

me Mo
nd |[e
< Zpi@nd) + szﬁ By
iel i¢T

< 2ndlogd n id E.
- se N Y2

Nlogd\?/? logd)/?
Taking € = (4\/5%) gives the upper bound 377(1( ]C\’,%S) . Hence, we get that

N N N o logd\'* _ logd '/?
¢11(Q[#) > ¢17,1(Q[B) > ¢17,1(Q[A) — 3nd Nis > ¢1,5(QA) — 3nd NZs -

Taking the supremum over attacks A gives the wanted result. O

6 Lower bounds

In this section, we study lower bounds on telegraphing attacks against the Haar measure
encryption.

6.1 Encryption of a bit

Consider the following telegraphing attack for the rank-r Haar-measure encryption of
a bit: A = (B,{P!},®), where B = H = CI* & is measurement in the compu-
tational basis ®(p) = Zfigl liXil pli)i], and let PY = 7, ¢, . |i)il, where Gou =
{i (S [21"] ‘ <Z|UO'0U*‘Z> > <Z|UO'1U*|Z>} and Gl,U e [27‘]\G07U.

Proposition 1. The winning probability of the attack A above is
1 1 d
c151(Qr2l4) = >t o\, )

Lemma 6. Let f: S"~! — R be a function. Then

/n f<”z>e—lv'2d% = %F(n/2) /Sn_l F(Q)d 10

where the integrations are with respect to the unnormalised Lebesque measures.

Proof. We can express the integrations in spherical coordinates, that is the change of
variables v = ), where r > 0 and (2 is a unit vector to get d®v = r* 'drd® '€). As such,
we get in the first case that

/ f v e*”“”2d"v:/ / f(Q)e*ﬁr"*ldrd"*lQ.
R ]l sn=1.Jo

With the change of variables ¢ = 72, [ e~ rnldr = 2 St 2 e tdt = %, as
wanted. The other case is similar. There,

/ f L B_HUHZH’U”an’U:/ / f(Q)e—T'zrn-‘,—ldrdn—1Q7
R [[v]l sn=1.Jo
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and with the same change of variables [, e Tty = 3 St e tdt = W =
nT(1/2). 0

Proof of Proposition 1. The winning probability of the strategy is
¢151(Qr2[8) = / ZTY[ (ULI,U*)Pyjy | dU

/Z > (@|UTLU*|z) dU

b zeGpu
1
=~ Z/mbax (x|UTL,U* |z) dU
x

= /méix (0|UTI,U*|0) dU.

by Haar invariance, where d = 2r. Now, U*|0) is just a uniformly random pure
state, so this is just the normalised integral over the set of pure states ¢;,1(Q,2|A) =

J maxy, ([Iy|¢) dip = [ max, E (b+1)r—1 [t;|2dep. This is now equivalent to the integral

i=br
over the real 2d — 1-sphere ¢1,1(Q,2|A) = % g2a—1 Maxy, Zlbi;)d " 02¢29-1Q) since 12%;)

is the volume of the 2d — 1-sphere. Using the lemma,

(b+1)d—1

F(d) 2 ’U2 HUHZ 2d
c max —Lt_e” v||“d
1—)1(Q7'2| ) ord dF(d) /]R?d b Zgi || HQ || H
1 (b+1)d—1
2 —HUHZd?d
ma vie v
7 Jyoa b ;bd :
Now, let the vectors v0 = (v, ...,v4—1) and v! = (vg, . ..,v24—1). Then, using a change of
variables to spherical coordinates
2
c151(Qr2l8) = — / / max(o? |21V I g0yt

1
:@/SM/O Lo [ e e oyttt
2
1 27T'd/2 o o0 b2 042 142
= — | ——— —(r")2=(r*)?(,.0\d—1 7,0/, . 1\d—1 5.1
ﬂdd<r<d/z)> / / max(r)"e ()4 2dr® ()
4
W/ / max(r’)%e”" DI 0y () Oy

Next, take the change of variables s = (rY)? and ¢ = (r!)?. We find that

ﬁ/ / maX{s t}@ s—t d/2 1td/2 1d5dt

d/2 : '2/ / —s5—1 d/2 1td/2d5dt

Now, fot 5127 1e=5ds = ~(d/2,t) = (d/2—1)!—(d/2—1)le"? ijo_l Z—T, the lower incomplete

A) =

c1%1(
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gamma function. Therefore,

. d/2—1
2 _ _ t
c151(Qr2[A) = d(d/2—1)!/0 et d2 - 1) [ 1—e Z ] dt

q=0
d/2—1

_ (d/IZ)' /oo td/Qe_t_ Z %td/Q—s—qe—Qtdt
. O .

q=0

1 P )2+ q)!
= @ | W2 = X e

q=0
d/2—1

d/2+q 1
=1- Z ( )2q+d/2+1'

q=0 q

To simplify this formula, the Beta function is B(a,b) f ta=1( t)*=1dt and the
regularised incomplete Beta function is I,(a,b) = B(a ) Syt 1 - t)b Ydt. I,(a,b)
satisfies the relations I,(a,b) = I;_,(b,a), and for integers m,n, I,(m,n —m + 1) =
Yiem (P (1 = p)" 7 and I(m,n) = 372, (”+§_1)pj(1 - p)” [DLMF, (8.17)]. Also,
I,(1,b) =1 — (1 — p)®, giving that

d/2—1
d/2+q 1 1
> < . )2q+d/2+1 = oy + 1y2(1,d/2+1) = La(d/2,d/2+ 1)
q=0

Hence,

d
1 (@ald) = Io(d/2,d/2+1) = Y (d);d

j=d/2 J

We have that Z?:o (j) = 2% and Zj /2 ( ) = ijo (;l) Hence,

#=3 ()% (0)=23 ()-()

and hence
1 (., 1/4d 1 1 (d
C1—>1(Qr,2|A):II/Q(d/27d/2+1):2d<2 +2<d/2)> :2+2d+1<d/2)' O

1)‘

_ 1 1
A)7§+\/m+0(d3/2

Proof. By Stirling’s approximation v/ 27m< ) e T FT <n!< \/27m(%> eTen [Rob55], so

Corollary 2. ¢4 (

2n
2n\  (2n)! V47m(2?") e yn 4n
= na < 5 . = 624" 12n+1 <
n (n) 271‘77,(2) eT2nt1 VI a


https://dlmf.nist.gov/8.17
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and

2n

2n 1

2\ (2n)! V47T”(?) eFmF ym ., gm 1
= > = e2int1~ 12n > 1——.

n (n!)2 6n

27m<%)2ne% vV S vm™

Therefore, 3 + \/Zle (1 - 3—111) <c51(Q20A) < 5+ \/ﬁ, giving the wanted asymptotic

formula. O

6.2 Extension to more copies

To extend to t copies, we can apply the same strategy A of the previous section independently
t times by measuring in a uniformly random basis for each copy. Then, the player chooses
their output by choosing the most common bit, guessing uniformly random if 0 and 1 are
equally common. Formally, A() = (B®), {Pr(,f)’U},fI)(t)), where B®) = B®t &) = §®t,

and Pﬁf)’U =3 M1,.ymy Pfrfl R ® an]lt. Then, if p is the winning probability of

MAJ(mq,...,m¢)=m
one round,

S (Pp'(1—p)'" t odd

¢ Q. Ay =
=1 (Qr2lAT) Zz:%ﬂ (ﬁ)pf(l -p)t+ %(Jz) (p(1 = p))*? teven

_1 1
Lemma 7. Let p= 5 +6. Suppose thatt > 4 and 6 < T Then,

1
2
Proof. First, consider the case where ¢ is odd. We will again use properties of the regularised

incomplete beta function [DLMF, (8.17)]. First, c;1(Q,.2/A®) = I,(&£L, H£L). Using the
property I,(a,a) = 211,14 (a,1/2) for = € [0,1/2], we find that

1 1
+ g\/ia < i1 (@ralA®) < 5+ V1.

1 ID(E L) v
ct1(QralA?V) = - + 5 2 2/ t72(1—t) = dt
- 2 20(HEHT(3) Jo
t+1)!
Lz e
3T3 / t72(1 —40%) = dt
0

(5 )vE

1 1 t+1/t+1 o\ =1
g (v

1 o1 1
>4+ (1-46%)7 (t+1 1-— 5
_2+( )T+ 7Tt+1< 3(t+1)>
1 1 /214

Sy E ViR LS

-2 2 15 +

1 1

> Z + —/1.

_2+3\f
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In the same way we can upper bound

2
1 1 t+1/t+1\ [
t) -1
1 1t+1 1
LA 2457
22 2 s
)

1 2

=4/ =Vt+ 16
2 s
1

<§+\/ch

Now, in the case that t is even,

1/t
o (@ralh®) = D5 1.8+ 5 (1, ) 01 - )

(p(L—p)'/T(t)  1(t 12
e 1 08 L

1 1 1
€ [2+3\/£6,2+\/£6}
by the above calculation with ¢ + 1 replaced by t. O

6.3 Extension to more messages

We can use essentially the same strategy for the Haar-random encryption of longer messages.
Let A = (B,{PY}, ®) be the telegraphing attack against Q,.,, where B = H = C™, ® is
measurement in the computational basis, and P = Yica,, o || where Gi, p is the set

{z’ | Vm' < m. (i{|Uo,U*|i) > (i|Uop U*|i) AYm' > m. (i|Uc,, U*|i) > <i|UUmIU*|i>} .

Proposition 2. The winning probability for the strategy A above is

o0

e _ r
Cl—)l(Qr,nM) = Z (ql * Tn )n(q1+"'+q"1+r+1).

—1,T
P pp— q1, yqn—1,

Proof. The winning probability can be simplified to
1
W) = [ 3 T |ewin,ut) Py aU
@ @alb) = [ 1S mowi 0

1
:g/z S UL, Ut i) dU
m 1€Gm,U
- / max (O|UTL,U*]0) dU,

where d = rn and II,, = |m}m| ® I, = ro,,. As in the one-bit case, U*|0) is just a
uniformly random pure state, so the winning probability can be expressed as an integral
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over the real 2d — 1-sphere:

2r(m+1)—

I'(d) 2 j2d—1
¢ A)=—+ a Q d Q
Q) = 5 [ x>
Jj=2rm
1 2r(m+1)—1
_ 12,—lv]|? 2d
g RQme%X Z lvj|°e d=“v.
j=2rm
We rewrite the integration as an integration over n vectors v™ = (Varmi1; - - -, V2r(m+1))s
and then change to spherical coordinates:
1 _ m2
C1—>1(an| ) ﬂdd/ R2" ngXHUmHQG ZWHU I dvl- - do™
_ i 2r" / / max Zm/(rml)z (rl)Qr_ldT'l L. (’I“n)QT_ldTn
mdd \ T'(r)
= ! max t me b gLty T
= d(r 71 m ax me 1 1 n ns

via the change of variables t,, = (rm)2. Now, we can split the integration over n subsets
= {(tl, cenytn) | tm > tmIVm’}. By symmetry, we have that

cl—)l(QT,nlA) ]m/ / / t e tmt’f 1dt t;@_ldtn

:7 r—1 e %d tr 7tdt'
e ([ s) :

Again, fg s" et ds = y(r,t) = (r —1)le”! Z:q r q"
n—1

1o &t »
cl—)l(Qr,nlA) - - et g a tre dt
—p 1

rl Jo

oo

1 Z 1 N -
tQ1+.-.+qn71+’r‘e ntdt
rl il gut! Jo

q1y--5qn—1=T

o0
= Z (ql ..t qn—1 + T)!n_(q1+~--+Qn71+7'+1)_ D
PR

q1;--3qn—1=T

6.4 Untelegraphable-indistinguishable security

We can study a telegraphing-distinguishing attack similar to the telegraphing attack of the
previous section, which allows us to find a more concrete lower bound on the Haar measure
encryption, with a closed-form expression. Consider the telegraphing-distinguishing attack
A = ({mo,m1}, B,{PV}, ®) against the Haar-measure encryption of n messages, where
mg,m1 are arbitrary distinct messages, B = H = Cl", & is measurement in the computa-
tional basis, and PY = > icGyy |iNil, where Go,u = {i| ((|Uom,U*|i) > (ilUop, U*|i)}
and GI,U = [27‘]\G0’U.

Proposition 3. The telegraphing-distinguishing probability of the attack A above is

1 1 2r 1 1 1
i 1(Qr014) = + 92r+1 D) + 2./ +0 372 )"
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Proof. The proof begins identically to the one-bit case, but with d/2 replaced with r. First,
1 (Qrnl8) = / Z Tr[ (UL, U*)PY |dU

/Z > (i|UT,, U i) dU

b i€Gy U

g / mx (0|UTL,,, U*[0) dU

2(b+1)r—1
nl'(d
= (d)/ max Z QQdZd )
T “100b
S2d=t i=2br
1 2(b+1)r—1
_ 2
=5 d/ max E vZe 1™ g2dy,
T
R2d i=2br
Now, we rewrite the integration as an integration over 3 vectors v’ = (vg,...,v2,_1),
vl = (var, ..., v4r-1), v2 = (Var,...,V24_1), and then integrate v?:
MO U2 112 (10212 _
wdist(q)yp) _ y max||vb||2e 0P [F=llv |2 =lv=]| d2rUOd2rv1d2d 47",02
2rm R2d—4r JR2r JR2r b=

ERTICITE- RTINS T
b||26 [P 1% =lv ]| d2T’UOd2TU1.

= ﬁﬂd r max||v
rmw Rr2r JR2r b=0,1

This is equal to the winning probability of the one-bit game with d = 2r, giving the result
by Proposition 1 and Corollary 2. O

Corollary 3. The telegraphing value of the rank-r Haar-measure encryption of n messages
is lower-bounded as

1 1
clﬁl(grn‘%)zﬁ n\/i O(HT3/2>

This follows by applying the argument of [BL20, Theorem 12]. Essentially, to adapt
the attack to a telegraphing attack, it proceeds in the same way and on output b from the
telegraphing-distinguishing attack, the adversary outputs m;. Then, if the original message
is not mg or my, the attack always loses; but if the original message was mg or mq, then
the attack succeeds with the same probability as the telegraphing-distinguishing attack.
As such, the new attack wins with probability % times the telegraphing-distinguishing
probability.

To finish this section, note we can combine this theorem with the results of Section 3
to get upper and lower bounds on the telegraphing-distinguishing value that are tight in
the order of r.

Corollary 4. The t-copy telegraphing-distinguishing value of the rank-r Haar-measure
encryption of n messages is bounded as

1, 1/t t'/2 2 17t
Ly L LR S,
276 WT+O<T3/2> < o1 (@l ) < 5 + NG

This corollary follows by combining Proposition 3, Lemma 7, and Theorem 2



Anne Broadbent, Eric Culf, Denis Rochette 33

7 Minimality of the Haar measure game

7.1 One-copy minimality

In this section, we extend the minimality result of [MST21] to the context of general
cloning attacks, which will allow us to get minimality for telegraphing attacks as well as
cloning attacks to an arbitrary number of receivers.

Theorem 5. Let @ = (M, K,m, H,{ok }.m) be a correct QECM and let F be a class
of channels that is closed under ® — ®(V - V*) for every isometry V. Then for r =
dim H — [M|+1 and n = |M|, ¢, (G| F) < ¥, (QF).

For example, the classes of all channels, of measurement channels, and of entanglement-
breaking channels satisfy the conditions of the theorem.

Proof. We can assume without loss of generality that M = [n]. We proceed via a sequence
of hybrid QECMs Q?). First, we enlarge the dimension of the ciphertext. Let V : H — C™
be an isometry and let 5% = VoF V*. Since .Z is closed under preconjugation by isometries,
it is clear ¢V, (QW|.Z) < clHS(QLﬁ)

Next note that as QW) is correct, Y. 1k(6k) = > rtk(oF) < dim H, so since
tk(6k) > 1,

k(6%) < dim H — Z tk(6k,) <dimH —(n—1)=r
m’#m
Knowing this, we can write 6%, = Uké,an,j, where U}, is unitary and 6% is diagonal with
support contained in span {|i +r(m — 1)) | i € [r]}. Then, 7 induces a distribution 7 on
U(rn) x DI, where D,,, C D(C™) is the set of diagonal density matrices, as

/ f(U,(Sl,...,én)dw’(U,él,...,én):/f(Uk,éf,...,é,’j)dw(k).
U(rn)xDn, k

Let p be the marginal of 7' on D}, let 7}, .“75"’ be the conditional distribution of 7’
on U(rn) given 61, ...,d,, and define g% = U5, U*. Define the QECM Q) =
([n),U(rn) x D%, pirraar X 1, ™, {o 500 5"}(U7517___75n),m). This is again a correct QECM.
Let A = (Mg, {B;}, {P3U01 "}1 Ub1,....60,m> L) be a 1-to-s N-message cloning attack
over .Z against Q(®). For each U € U (rn), define the 1-to-s N-message cloning attack over
Z against QW) as Ay = (Mo, {B;}, {P,%UUk’Jf""’5:'}i,k7m,<I>U), where @y (p) = ®(UpU™).
Using Haar invariance, denoting

CU,m,Jl,...,Sn _ Tr[(PTIn,U,él,...,én ® - Ps ,U,01,... ) (U5 U* )]

we find that,
o,.(@?)a) = / / > Cumsn, .01, - 8,)dU
U(rn) n mGMo

/ / / = Z CUm,sr,sndrs, s (V)Au(d1,. .., 8,)dU
U(rn) n, JU(rn) mGJWU

B / / N Z CUV7m7617"'767Ld7TI(V7 61? L) 6n)dU
U(rn) JU(rn)x D7, NmGM

:/ / Z UUk,mcS s, dr(k)dU
U(rn)

me Mo

/ oy e )T < 15, (@1F),
U(rn
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so oL, (QP]F7) < o (@V].2).

Now, for any permutation 7 of [rn], write V; for the action on C"™ given by V;|i) = |7(i)).
Let S C &,, be the set of permutations that preserves the intervals [r(m — 1) +
1,...,rm] for each m € [n]. We have that S & &)'. Let v be the uniform dis-
tribution S and define the correct QECM Q®) = ([n],U(rn) x D, X S, thrraar X ft X
0, C Lo TV 0 Y sy s ryim)- Let A= (Mo, {Bi}i, {PEVO 0T} vs, sy @)
be a 1-to-s N-message cloning attack over .# against Q©®. Then for each 7 € S,

(MO, {Bi}i, {Pl Ve 51,...,5,1,7}11]’51 ,,,,, 5,.m,»P) is a 1-to-s N-message cloning attack
over .Z against Q®, so, denoting similarly to above

CU,m,él,.u,zimT _ Tr[(P#U"sl"""S"’T ® - Ps U 01,..30m, ) (UV 5 V U* )}

1
@ - | o / § [ 5 X Comsres o). 5,100

me Mo

:// / > Covimo.snrdpi(01, ..., 6,)dUdv(7)
S JU(rn)

mEM

- / N @@ a)du(r) < &, @Q)].2),
S

and hence ¢V, (Q®].7) < I, ,(Q?)|.7).
To finish, note that if d,, is supported on span {|r(m — 1) +1),...,|rm)},

/U%VT’Ksl""’é"dU(T) = U/VTdiT*dU(T)U* =Uo, U
S

Now, let A = (Mo, {B;}:, {P:Y}ivm, ®) be a 1-to-s N-message cloning attack over .7

against Q,.,. Define the 1-to-s N-message cloning attack over .# against QB 4 =

(MO, {Bi}iv {PﬁgU}i,U,él,...ﬁn,r,m, <I>), Then,

SCRUEY )f S TP - PV )d(UonU)dU
rn me Mo

/ / / T[(PLY ® - @ PyU)@ (oL o) dUdr(By, ..., 6,)du(r)
. Z/l(rn)

mEMo
=L, @),

Taking suprema, we get that

(@l #) < Q7 17) < o @P17) < oL (QW]F) < L, (@),

7.2 t-copy approximate minimality

In this section, we show that an approximate form of the minimality of the Haar-measure
encryption also holds for attacks using multiple copies of the encrypted state.

Theorem 6. Let Q = (M, K,n, H,{oF }r.m) be a correct QECM, let ¢ > 0 such that
[llek ldr(k) < e for each m, and let F be a class of channels that is closed under
D — OV -V*) for every isometry V. Then for r = dimH — |M|+ 1 and n = |M|,
(@l F) < 6, (@LF) + Tt
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Proof. The proof proceeds similarly to the proof of Theorem 5. First, we enlarge the
dimension via an isometry V : H — C™. Let Q") = ([n], K,7,C™, {65 }1.), where
Gk = Vok V*. Tt is clear that ¢, (QW|F) = ¥, (Q].F). Next, noting that rk ¥ < r,
there exist unitaries Uy, and diagonal density matrices 6%, supported on span{|r(m — 1) +
1),...,|rm)} such that 6% = U,0% U;.

Then, 7 induces a distribution 7’ on U(rn) x D , where D,,, C D(C™) is the set of
diagonal density matrices, as

/ f(U,(sl,...75n)d7r’(U,517...,5n):/f(Um’f,...,(s,’j)dw(k).
U(rn)x Dr, k

rn

Let p be the marginal of 7' on Dy, let w5 s be the conditional distribution of 7’

on U(rn) given dy,...,8,, and define g0 = [§,,U*. Define the QECM Q@ =
([n),U(rn) x D2, praar X p, C™, {08009} 7 5. 5.).m). This is again a correct QECM.
Let A = (Mo, {B;}4, {P;};Uv‘sl’“"é"}i)U,(;l,,,,@L,m, ®) be a t-to-s N-message cloning attack over
F against Q). For each U € U(rn), define the 1-to-s N-message cloning attack over .%

- k k
against Q) as Ay = (Mo, {B;}, { P70 Yo, @), where @y (p) = B(Up(U*)®"),
Using Haar invariance, denoting

CUmsy....s, = Te[(Py000 0 @ o @ P00 0m)d((U6,,U*)¥)),
we find that

1
C,{V_W(Q(Q”A :/u( )/ N Z OU7m,517___75nd,u(51,...,(Sn)dU

:n meMo

/ / / = Z CUm,sr,sndrs, s (V)Au(d1,. .., 8,)dU
U(rn) J D7 JU(rn)

" meM0
- / / N Z CUV,m,le,..,,(Sndﬂ'/(v7 01,. .., 00)dU
U(rn) JUu(rn)xDn, N v
1
- = Y Cuvpmst..spdn(k)dU
/Z/f(rn) /K N m%]\:/[() UUy,m,8%,...,5%

- / U < e, @01),
U(rn

so ¢, (QP1.7) < [T, (@W].F).
Next, let G = U(r)™ be the subgroup of U (rn) that preserves the o, under conjugation.
Define the correct QECM

Q(B) = ([n],bl(rn) X Dl X G, pgaar X [t X fHaar, C, {Jr[{zv’(h’“'75"}(U,61,...,5n,V),m)'

Let A = (Mo, {B;}s, {Pﬁ,;U"Sl"""S"’V}LUﬁl ,,,,, s5..7.m, P) be a t-to-s N-message cloning attack
over .Z against Q®®). Then for V € G, Ay = (Mo, { B}, {PLUYV 000V s sy @)
is a t-to-s N-message cloning attack over .# against Q(®), so denoting

Cumydny = T(PRVI 00 o P00 V) B(UV 6,V U*)%")

1
L@ [ [ %D Comsv Vi, o

me My

/ / / S Covemrsavdi(@r, ., 8,)dUAV
U(rn)

mEM

- / @DV < Y, @] F),
G
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and hence ¥, .(Q®].7) < I, (QP)|.2).

t—s
To finish, we make use of Lemma 3. Fix m, and let T : C" — C" be the isometry

T|i) = |i + r(m — 1)). Then, for (d1,...,d,) in the support of u, d,, is supported on the
image of T. Hence we have that

(1)@ / (V6,, V)LV TO — / USH(T*5,,T) O U U,
G U(r)
Let p = T*6,,T. By Lemma 3, we have that

<72

/ (UpU*)®tdU — =
u(r)

Tr

Extending outside the image of T' (where all the states are 0), we find that

Now, let A = (Mo, {B;}i, {P5Y}i v.m, ®) be a t-to-s N-message cloning attack over .7
against Q,.,. Define the t-to-s N-message cloning attack over .# against Q® A’ =

(Mo, {B;}i,{P: }iv.61....5, v,m» ®). Then,

< T2 |6, |-

/ (VO VBV — o8t
G

Tr

&, (@nlh) = / L3 TP @@ P )((UonU™)®H]dU
(Tn) meMo
// / — Z Tr[( ®@ -+ @ PEVYD(aUVOr 00N AU dpu (64, . . . , 5,)dV
:77:, TTL) me My
+/ — 76|16 || dpe (61, - - ., 61
D%LN?%;O (| 6m [|dpa(S1 )

=, (QP|n) 4 Tt
Taking suprema, we get that ¢, (Q, ,|-7) < ¥, (Q®)|.F) + Tt2%. O

Using Theorem 6 along with Corollary 3.3 from [MST21], we can get an approximate
version of the minimality for ¢-to-t 4+ 1-copy security uncloneable encryption.

Corollary 5. Let Q= (M, K, 7, H,{o¥ }im) b e a correct QECM and write r = dim H —
M|+ 1 and n = |M|. Then, if ¢, 1 (@) = + 8, then ¥, 1(Q) > 1 + %N#tz“_

3+ 5. Now, using [BL20, Theorem 12] as in Corollary 3, ¢’ ,5(Q) > 2¢?_,,(Q) > & + &5

This also provides a lower bound for ¢}¥,,,;(Q) by using the strategy where the ﬁrst t—1
players get a copy of the ciphertext state and Wln perfectly, and the final two players play

Proof. Let e = maxymens [r||ok, ||dm(k). Then, by Corollary 3.3 from [MST21], ¢}_,,(Q) >

with the 1-to-2 cloning attack. Hence, if ¢ > W’ then ¢f¥,, ., (Q) > & + m.
On the other hand, we know by Theorem 6 that ¢}¥,, . ,(Q) > % + & — Tt%c. Hence, we
get the other case: if ¢ < W’ then ¢¥,,.1(Q) > & + m. O

7.3 Implications of minimality

We can put together the results of this section with the lower bounds of Section 6 to get
lower bounds that hold for any QECM.



Anne Broadbent, Eric Culf, Denis Rochette 37

Corollary 6. Let Q = (M, K,u, H,{c% }r.m) be a correct QECM. Then, writing d =

dim H,

1 1 1
Vo(@) > — + +0
Anl@d) = 5ty m(d— M| +1) N(d—|M]|+1)3/2

N

N

N @) > — + ! +0 L
RSN Nr(d— M|+ 1) N(d—|M|+1)3/2

1

1
", > — + +0 :
aernll) 2 7 5TN2\/mt3(d — [M] + 1) (N?(t(d |M]| +1))3/2>

In particular, previous work has shown that the cloning-distinguishing value is lower-
bounded as ¢}_,,(Q) = % + Q(%) [MST21], which we strengthen to ¢?_,,(Q) =  + Q(ﬁ)
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