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Abstract.

In this work, we study the hybrid key establishment protocol TUTACRYPT as a
concrete case of post-quantum cryptographic migration in practice. The protocol was
developed by the end-to-end encrypted email provider Tuta and has been deployed
to more than ten million users worldwide. We present the protocol in a form that
enables rigorous cryptographic analysis and define two Bellare-Rogaway-style security
models that precisely characterize the provided security guarantees. The two models
capture that the security properties achieved in the pre-quantum setting are slightly
stronger than in the post-quantum setting. We then give reduction-based security
proofs that clarify under which assumptions the construction achieves security, and
how its guarantees degrade if either the classical or the post-quantum component is
compromised.

Our results illustrate how formally grounded cryptographic models can capture real-
world migration strategies and hybrid deployments. Such analyses help to understand
the security properties of deployed cryptographic systems and help move cryptographic
migration from best practice toward principled, verifiable design.

Keywords: Protocols - key exchange - hybrid cryptography - post-quantum transi-
tion - provable security

1 Introduction

The ongoing transition to post-quantum cryptography raises fundamental challenges
for the design and deployment of secure communication systems. While post-quantum
cryptographic schemes aim to provide security against adversaries equipped with quantum
computers, most such schemes are relatively new and have not yet undergone the same
level of scrutiny and real-world testing as classical cryptographic primitives. As a result,
many deployed systems adopt hybrid cryptographic constructions that combine classical
and post-quantum components. The goal of such hybrids is to hedge against cryptanalytic
uncertainty: security against classical adversaries should follow solely from well-established
classical assumptions, while security against quantum adversaries should rely exclusively
on post-quantum assumptions, without depending on quantum-insecure primitives.

This pragmatic approach is increasingly driven by the threat of store-now-break-later
attacks, in which adversaries record encrypted traffic today with the intention of decrypting
it once sufficiently powerful quantum computers become available. For data with long-term
confidentiality requirements, protection against quantum adversaries is therefore required
already today.
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2 The TutaCrypt Protocol and Its Security

Application Setting. In this work, we study a hybrid key establishment protocol
deployed by the end-to-end encrypted email provider Tuta (https://tuta.com). The
design of the TUTACRYPT protocol is influenced by the following requirements and
application context:

One-pass key exchange. Email is an application that requires a protocol where the
sender produces a single message that allows the receiver to derive a shared key
without any further interaction. We formally model this as a one-pass key exchange
(OPKE) protocol. See [BMS20, BJS15, HJLS17, GHJL17, DJSS18] for examples of
other protocols with the same requirement, but various different syntactical and
security properties.

Centralized infrastructure. Unlike the traditional federated email ecosystem, Tuta op-
erates a centralized infrastructure and provides both client and server software. This
allows coordinated cryptographic updates across communication partners, similar in
spirit to centralized messaging systems such as Signal or WhatsApp.

End-to-end encryption. An important requirement is that the system is designed such
that Tuta itself has no access to the confidential contents of user emails, and all
cryptographic protections are enforced end-to-end.

High-level description of the TutaCrypt protocol. At a high level, the protocol
combines classical Diffie-Hellman techniques with a post-quantum key encapsulation
mechanism. We refer to Section 4 for a detailed description.

Public and secret keys. Each user’s public key consists of two components: a classical
ElGamal public key g* and a post-quantum public key pkpq for a key encapsulation
mechanism (KEM, instantiated with ML-KEM/Kyber [SAB*22] in TUTACRYPT).
The corresponding secret keys are the discrete logarithm u and the secret key skpq
belonging to pkpq.

Encryption. To encrypt an email, the sender generates a TUTACRYPT ciphertext ¢ =
(¢",cpq), where ¢g" is a fresh Diffie-Hellman share with random r and an ML-
KEM/Kyber ciphertext cpq that encapsulates a random secret kpg. It derives a
shared key by computing

k < H(guﬂgragv7ka,PQ7CPQ7guvﬂgvT7kPQ>7 (1)

where H is a key derivation function, g* and g" are the sender’s and the recipient’s
ElGamal public keys, respectively, and pky,pq is the recipient’s KEM public key.
Note that the session key k depends on three shared secrets:

o The shared secret kpq encapsulated in the KEM ciphertext,

o the “ElGamal KEM” shared secret g*” that combines the sender’s ephemeral
randomness r with the receiver’s long-term secret key v, and

o the “Diffie-Hellman non-interactive key exchange (NIKE)” [FHKP13] shared

secret ¢g“? that depends on the sender’s and the receiver’s long-term public keys
g" and g".
The shared key k is then used to encrypt the actual email. Since we focus on the

key establishment protocol, the email encryption scheme is out of scope here.

Decryption. When receiving an encrypted email, the recipient uses its secret key sky =
(v, sky,pq) to compute the three shared secrets (kpq, ¢"", g*?) from ¢ = (¢", cpq),
and then derives the shared key as in (1).
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This construction is intended to ensure that confidentiality against classical adversaries
relies only on the security of classical Diffie-Hellman assumptions, while confidentiality
against quantum adversaries relies solely on the post-quantum security of the KEM. The
construction can be viewed as a special type of KEM combiner [GHP18], except that the
syntax is different because the sender’s secret key is used for key derivation at the sender,
and its public key for key derivation at the recipient, which is not the case for general
KEMs. This is why we chose the abstraction of a one-pass key exchange protocol for
TuTACRYPT, instead of a KEM. The main consequence of this syntactical difference is that
TUTACRYPT achieves slightly stronger security in the pre-quantum setting (namely, what
we will define as strong OPKE security), while a (combined) KEM may only achieve what
we will call weak OPKE security. While the TUTACRYPT protocol (1) shares similarities
with the QSF framework developed in [BCDT24], there are also notable differences, e.g.,
TuTACRYPT uses a static-static DH key exchange in addition to the ephemeral-static one
and the inputs to the KDF differ. Furthermore, the authors analyze the QSF framework
in a KEM setting, whereas our security model revolves around a multi-user setting with
corruptions.

Contributions. Our main goal is to precisely understand and explain the security
guarantees achieved by this hybrid construction. In this sense, our work fits into a long
line of research that aims to understand the exact security of cryptographic protocols
after they have been widely deployed, including TLS versions before 1.3 [JK02, MSWO08,
JKSS12, KPW13, GKS13, BFKT14], SSH [BKN02], and protocols used in WhatsApp
[DFGT23, ADJ25] and Signal [CCD*20, DJK*25, JK25, FG25], for example.

We develop two Bellare-Rogaway-style security models for one-pass key exchange that
capture active adversaries, adaptive corruptions of users, and an adaptive Test-query. The
need for two models arises because the protocol achieves different guarantees depending
on whether the classical or post-quantum setting is considered:

o In the classical setting, the use of the sender’s long-term secret key in key derivation
provides a form of implicit authentication. This allows us to prove a strong OPKE
security, where the adversary may be active in the tested session, unless the sender
is corrupted.

e In contrast, in the post-quantum setting, security relies exclusively on the KEM
component, and we cannot make any assumptions about a secure sender secret,
because it is based on a quantum-insecure discrete logarithm. As a result, only weak
OPKE security can be achieved, which differs from the strong notion by requiring the
adversary to remain passive in the tested session, even if the sender is uncorrupted.

We formalize this distinction and prove matching security guarantees for each case.

Concrete security. Our security proofs are reduction-based and carefully track the
concrete security loss. In the pre-quantum setting, we are able to use rerandomizability
to improve the concrete security loss of the reduction. To this end, we employ the
“count-corruptions-not-users” technique of Bellare, Riepel, Tessaro, and Zhang [BRTZ24],
based on a Coron-style [Cor00] partitioning argument, which yields a loss that depends
quadratically only on the number of corrupted users, instead of the total number of users.
This requires a careful embedding of the given Gap-Diffie-Hellman problem instance and
leads to significantly improved concrete security bounds for large deployments in the
pre-quantum setting.

In principle, one could adopt the same argument for our post-quantum security proof by
relying on a multi-user, multi-challenge IND-CCA security notion for the KEM. However,
TUTACRYPT is specified for and deployed with ML-KEM/Kyber [SAB'22], which is
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currently not known to achieve multi-user, multi-challenge IND-CCA security tightly.
Consequently, the concrete protocol would not enjoy any improved concrete security from
such an approach. It remains an interesting open problem whether a similar Coron-style
improvement can also be achieved for TUTACRYPT in the post-quantum setting.

(Quantum) random oracles. In the classical setting, we rely on the classical random
oracle model [BR93] in order to achieve active protocol security from primitives such as the
Diffie-Hellman NIKE or the ElGamal-based KEMs. In contrast, our post-quantum security
proof reduces the security of TUTACRYPT to the IND-CCA security of the underlying KEM
(which is ML-KEM in the actual deployment of TUTACRYPT). This reduction is carried
out entirely in the standard model. Hence, we avoid the explicit use of quantum random
oracles [BDFT11] in our security proofs. However, note that quantum random oracles are
used in the IND-CCA security proof of ML-KEM/Kyber from [SABT22], when reducing its
security to the hardness of computational problems in module lattices. Thus, we implicitly
inherit their use, too, when considering a reduction from breaking TUTACRYPT to the
hardness of module lattice problems.

Outline. In Section 2 we introduce the cryptographic preliminaries and assumptions
used throughout the paper. Section 3 formalizes the notion of one-pass key exchange
and presents our Bellare-Rogaway-style security models. In Section 4 we describe the
TutaCrypt protocol in detail and prove its security under classical and post-quantum
assumptions.

2 Preliminaries

Definition 1 (GapDH and 2-GapDH). Let G be a cyclic group of prime order ¢ € P
with generator ¢ € G. Let DDH(g", g¥, g*) be an oracle that returns 1 if and only if
2y = z mod ¢q. Let GapDH_(+,-) = DDH(g¢%,-,+). Consider the following experiment: The
challenger C samples z,y <& Z, and initiates AG2PPH. () (g% %) The advantage of an
adversary A in solving the Gap-Diffie-Hellman problem is defined as

AvEEOM (A) = Pr [ASPPRC) (g7 g — 7).

Additionally, let GapDH,(-,-) = DDH(-,¢%,-). The 2-Gap-Diffie-Hellman problem is
defined as the same experiment, but initiating A%2PPHx().6apDH, () gz gv) instead, i.e.,
the adversary gains access to two DDH-oracles, one fixing ¢* and one fixing g¥. The
advantage of an adversary A in solving the 2-Gap-Diffie-Hellman problem is defined as

AdvégapDH(A) — Pr AGapDHw(-,~),GapDHy(~,-)(ga:,gy) _ gwy] )

Note that this assumption, where the DDH-oracles fix one exponent each, is significantly
weaker than an assumption that provides the adversary with access to a full-fledged DDH-
oracle DDH(-, -, ) fixing no parameter, which is still considered hard in an appropriate
group G.

Definition 2 (KEM). A key-encapsulation mechanism (KEM ) is a tuple of PPT algorithms
(KGen, Encaps, Decaps) that do the following:

1. The key-generation algorithm KGen takes the security parameter 1* as input and
outputs a public-/private-key pair (pk, sk).

2. The encapsulation algorithm Encaps takes as input a public key pk. It outputs a
ciphertext ¢ and a key k € {0,1}*™), where ¢ is the key length. We denote this by
(¢, k) < Encaps(pk).
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3. The decapsulation algorithm Decaps takes as input a secret key sk and a ciphertext
¢ and outputs a key k or an error symbol L. We write this as k = Decaps(sk, ¢).

We say that a KEM is (1 — ¢)-correct if
Y(pk, sk) <+ KGen(1*): (¢, k) + Encaps(pk) = Decaps(sk,c) = k
holds with probability at least 1 — ¢.

Definition 3. The IND-CCA security game for a key-encapsulation mechanism KEM =
(KGen, Encaps, Decaps) with key space K is the following;:

GGRem (M) Decaps*(sk, c¢)
1: (pk,sk) & KGen(1%) 1: ifc#c”
9 d& {0,1} 2 return Decaps(sk, c)
3 1
3: (ko,c") & Encaps(pk) ese
. 4: return L
4r ek 5: endif

5o dt & AP R (p kg )
6: return [d=d"]

The advantage of a PPT adversary A in the CCA-security game for a key-encapsulation
mechanism KEM is defined as

AdV(IEECI\I/}(-A) = |2 - Pr [G%QEM(/\) = 1] - 1’ :

Definition 4 (PRF). Let D, K and T be finite sets and let F = {f: D — T} be the set of
all functions mapping from D to T. The PRF-security game for a function F: D x K — T
is the following:

GPRE(N) O(x)
1: k&K 1: ifd=0
2: fEF 2 return F(z,k)
3: d<&{0,1} 3: else
4: d" & A°0() 4: return f(z)
5: endif

5: return [d=d"]

The advantage of a PPT adversary A in the pseudorandom function (PRF) security game
for a function F': D x K — T is defined as

AdVERF(A) = 2 Pr [GFRE(N) = 1] — 1.

3 One-Pass Key Exchange and Its Security

Definition 5. A one-pass key exchange (OPKE) protocol consists of the following three
probabilistic algorithms.

OPKE.KGen(1?*) takes as input the security parameter 1*, and outputs a public key pk
and a secret key sk.

OPKE.Wrap(sk, pk) takes as input the secret key sk of the sender and the public key pk
of the receiver. The output is (¢, k) with ciphertext ¢ and key k.
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OPKE.Unwrap(sk, pk, c¢) takes as input the secret key sk of the receiver, the public key pk
of the sender and a ciphertext c¢. The output is a key k or an error L.

We say that an OPKE protocol is (1 — €)-correct if

(sk;, pk;) < OPKE.KGen(1*
(sk;,pk;) < OPKE.KGen(1*
(¢, kq) < OPKE.Wrap(sk;, pk;
ky <= OPKE.Unwrap(sk;, pk;, c

Pr|k, =Fky: >1—c.

— — ~— ~—

Security. Let Z = {U,...,Un} be the set of identities. We denote C C Z to be the set
of corrupted identities, which is initialized to the empty set C = @. Furthermore, we use
the following session variables:

o Stegec € {accepted, rejected} denotes the current execution state.

e id € 7 denotes the identity of the session.

e pid € 7 denotes the identity of the intended communication partner.
o role € {sender, receiver} denotes the identity’s role during the session.

o trans € {0,1}* U {L} denotes the transcript of all sent and received messages for the
respective session.

o key € {0,1}* U {L} denotes the session key derived/generated during the session.

o revealed € {false, true} denotes whether the session key has been revealed at some
point.

For the it session of user with identity U we write mi;. A session variable var of 7{; is
denoted via 7;.var.

Definition 6. We say that two sessions 7}, and 7r€/ are partnered if all of the following
hold:

o 7l .trans = 7}, .trans (transcripts match),
o mhid= 7T€/.pid and 7;.pid = ﬂ{}.id (U and V are each other’s intended partners),
o i role # 7r{‘/.ro|e (sessions have opposite roles).

We assume the adversary A controls the full network, meaning that the adversary is
responsible for the transport of the messages. This allows the adversary to arbitrarily
modify, drop, or reorder messages. Interaction with the key exchange protocol and session
is done via the following queries.

NewSessionS(U, V) initializes a new sender session 7}, for identity U € Z, with the intended
partner V' € Z. The party U derives the session key k and computes a ciphertext ¢ via
(¢, k) + OPKE.Wrap(sky, pky). Finally, the challenger initializes the session variables
Tir-Stexec = accepted, 7j;.role = sender, mj;.id = U, 7j;.pid = V, mj;.trans = c,
mir.key = k, mp;.revealed = false. It returns the ciphertext c.

We define Qg € poly(A) to be the maximal number of NewSessionS(U, -) queries per
user.
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NewSessionR(U, V, m) initializes a new receiver session 7r{/ for identity V € Z, with
the intended partner U € Z. Furthermore, the party with V executes k <+
OPKE.Unwrap(sky,pky,m). Finally, the session variables are set to w{}.role =
receiver, 7r€/.id =7V, w{'/.pid = U, W{}.trans = m, 7r{,.key = k. If £ # 1, then
w{}.stezec = accepted and w{}.revealed = false, else w{}.stezec = rejected.

We define Qr € poly()A) to be the maximal number of possible NewSessionR(-, V-)
queries per user.

Reveal(7};) reveals the session key of mi;: If mi;.key # L, then set 7};.revealed = true and
return k, else return L.

Corrupt(U) returns the long-term secret key sky of identity U and sets C < C U {U}.

Test(r!y) enables the adversary to challenge the key of session 7fy. If 74.key = L, return
L. Otherwise, a secret bit diest € {0, 1} is chosen uniformly at random. If diest = 0,
return 7Y .key, else return a uniformly random key drawn from {0, 1}*, where {0, 1}
is the session key space of the protocol. This query may be asked only once throughout
the security experiment.

Intuition of the security definition. Some restrictions on the adversary’s queries are
required, in order to rule out certain trivial and generic attacks. Intuitively, we want to
achieve the following for one-pass key exchange:

1. The adversary should not be allowed to query Reveal(r!,) for the tested session. The
same goes for revealing a partnered session, as it would derive that same session key.

Following that train of thought, we need to prohibit revealing sessions with the same
transcript as the test session, due to the following reason. Consider the sequence of
queries:

(a) The adversary forges a valid ciphertext ¢ on its own.

b) Then it queries NewSessionR(A, B, ¢) twice, yielding two sessions 7% and 72
q s 12 , Y g B B
with the same transcript.

(c) Querying Reveal(rh) now gives A access to the same key that also 7% computes.

Note that these two sessions are neither partnered themselves, because 15.role =
receiver = m%.role, nor partners of some other session, because there was no sender
session involved.

2. The receiver identity involved in the test session must never be corrupted during the
experiment, since its secret key is sufficient to derive any session key of this party,
there is no ephemeral randomness. The sender, however, may be corrupted.

3. We distinguish between strong and weak OPKE security:

(a) Weak OPKE security: If the tested session is a receiver session, we demand
that the adversary has only been passive in the tested session. That is, the
ciphertext received by this session is not generated by the adversary himself,
but it was obtained from a NewSessionS-query.

(b) Strong OPKE security: Here we have the same requirement as in weak OPKE
security, but only in case the sender is corrupted. More precisely:

If the tested session is a receiver session and the sender has been corrupted
at any point during the experiment, then we demand that the adversary has
only been passive in the tested session. That is, the ciphertext received by this
session is not generated by the adversary himself.
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These restrictions prevent the adversary from simply generating the ciphertext of
the tested session itself and then trivially computing the session key (possibly using
the sender’s long-term key).

Definition 7. Let OPKE be a one-pass key exchange protocol and A an efficient adversary
interacting with OPKE via the oracle queries defined as above in the following game:

« The challenger generates keys for all parties U € T as (sky, pky) + OPKE.KGen(1*).

e A receives pky for all U € Z and has access to the oracles NewSessionS, NewSessionR,
Reveal, Corrupt, Test.

o Eventually A stops and outputs a guessing bit d € {0, 1}.
The adversary wins if d = diest and the following conditions hold:

1. For any session 7¢; that shares the same transcript with the test session 7y, i.e., with
mj;.trans = 7'y trans, we require that 7j;.revealed = false. In particular, this means
the adversary is not allowed to query Reveal on the test session 7!y or any partnered
session 7 if it exists.

2. For the test session 7!y with 7%.id = A and =',.pid = B we require that:

(i) If 7, .role = sender, then B ¢ C.

(ii) If 7’y .role = receiver, then A ¢ C.

3. (a) Weak OPKE security: If 7,.role = receiver, there exists a session 73 with
75 .role = sender that is partnered with 7%. This game is the weak OPKE

security game, denoted Gm?gPKKEE.

(b) Strong OPKE security: If 7'y.role = receiver and B € C, there exists a session
7% with 7%.role = sender that is partnered with 7%. This game is the strong
OPKE security game, denoted GSX%’EF(E.

If the adversary wins, the output of the game is 1, otherwise 0. We define the advantage
of a PPT adversary A in the wOPKE security game as

AdvgRRe (A) = [2- PrGiTBEke (V) = 1] — 1]
and the advantage in the sOPKE security game as

AdVEREE (A) = [2- Pr[GRERke (V) = 1] —1].

OPKE vs. KEMs. The difference between OPKE and a KEM is that the Wrap
algorithm of OPKE receives the initiator’s secret key as input. This does not fit the syntax
of a KEM, where the encapsulation algorithm takes only public values as input.

On permitting reveals only for different transcripts. Note that our security model
prohibits revealing any session with the same transcript as the test session. This restriction
could be relaxed, e.g., by allowing to reveal sessions with the same transcript, but only if
different parties are involved. We believe that the TUTACRYPT protocol achieves also this
slightly stronger notion, but only if one additionally argues that different parties generate
the same key pair with only negligible probability.
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Single vs. Multiple Test-queries. Note that our security model considers a single
Test-query. It is also interesting to ask whether multiple Test-queries are possible, both
from a theoretical and a concrete security perspective. In the post-quantum setting (i.e.,
the proof based on KEM security), we believe that proving security in a single-bit-guessing
model, as in [JKRS21] for example, with more than a constant number of Test-queries is
very difficult, even when assuming a multi-user-multi-instance security IND-CCA notion
for the KEM. This is because this would require guessing correctly all tested sessions,
which cannot be done by a polynomial-time reduction with sufficient success probability
(unless the number of tested sessions is constant). We could probably achieve security
in a multi-bit-guessing model, as in Bader et al. [BHJT15], Gjgsteen and Jager [GJ18],
and Liu et al. [LLGW20], however, [JKRS21] explained that single-bit guessing is the
“right” model when considering tight security. The same holds in the 2-Gap-DH setting,
except that we use explicit re-randomization instead of a multi-instance IND-CCA security
notion. Also here, we would have to guess all tested sessions correctly, and we get the
same exponential security loss in the number of Test-queries as above.

The main focus of our paper is to understand the security of TUTACRYPT in a realistic
model and applying known techniques in a careful and technically sound manner, such as
Coron’s guessing [Cor02], in order to achieve accurate security bounds for the considered
model. We argue that a security model with a single Test-query is also interesting, e.g., it
reflects the case where the adversary aims to attack one particular session.

4 The TutaCrypt Protocol and Its Security

4.1 Protocol Description

Mopke-KGen(17) Hopke-Wrap(sky, pky)

1: (z,9%) « HDH.KGen(lk) 1: (g%, pkv.pq) = pky
(skpq, pkpq) + IIpq.KGen(1%)
pk = (¢", pkpq)

sk = (x, skpq)

[~}

(u, sku,pq) = sku

(r,g") + Hpu.KGen(1*)

(kpq, cpq) < Ilpq.Encaps(pkv,pq)

k<« H(g" 9", 9", pkv.pq, crq, (9°)", (9°)", krq)

c= (9", crq)
return (c, k)

Bw N

5: return (pk, sk)

N O Ot e W

Hopke.Unwrap(sky, pky, c)

1: (¢",epq)=c

2: (v, skvpq) = skv
3: (9%, pkupq) = pku
4: kpq + Ilpq.Decaps(skv,pq, crq)
50 if kpq # L
6: k< H(g" 9", 9" phvirq,crq, (9)°,(9")°, krq)
7: else
8: k+ 1
9: endif
10: return k

Figure 1: The three algorithms Ilopke.KGen, Ilopke.Wrap and Ilopke.Unwrap of the
TUuTACRYPT protocol.
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The TuTACRYPT protocol works as follows (see Figure 1 for a precise algorithmic
description).

Key generation. The key generation algorithm ITopke.KGen(1*) first generates a Diffie—
Hellman key pair (z, g%) < Ipu.KGen(1*) with random z, and a key pair (skpq, pkpq) <
Ipg.KGen(1*) for a KEM (specifically, TUTACRYPT uses ML-KEM [SAB*22, Nat24], but
we will view this as a generic IND-CCA-secure KEM in the security analysis). The public
key is pk = (¢”, pkpq) and the secret key is sk = (z, skpq).

Sender-side message generation and key derivation. Algorithm IIopke.Wrap takes
as input the sender’s secret key sky = (u, skypq) and the recipient’s public key pky =
(9”,pkvpq). It generates an ephemeral Diffie-Hellman key share (r,¢"). Using the
recipient’s public key pky,pq, it computes a KEM key/ciphertext pair (kpq,cpq). It
derives the shared session key as

k< H(gu7gr7gvvka7PchPQ7 (gv)u’ (g’lJ)T, kPQ)v

where H is a cryptographic hash function and sends the ciphertext ¢ = (¢”, cpq)-

Receiver-side key derivation. Algorithm IIopke.Unwrap receives as input the receiver’s
secret key sky = (v, skv,pq), the sender’s public key pky = (9%, pku pq), and ciphertext
c=(g9",cpq). It uses skypq to obtain the key kpq encapsulated in cpq and derives the
shared session key as

k< H(g", 9", 9", pkv,rq,crq, (9“)", (9")", kpq)-

Comparison to Signal’s PQXDH Protocol. On the one hand, the TUTACRYPT
protocol shares a number of similarities to Signal’s PQXDH handshake protocol [KS24], as
both use a combination of Diffie-Hellman shared secrets and a PQ-KEM shared secret as
security-critical inputs to the KDF (the values ¢g*, ", ¢*, pkv,pq and cpq are either public
information or part of the ciphertext/transcript). On the other hand, there are some
major differences. While TUTACRYPT does not use any explicit authentication primitive,
PQXDH makes use of an identity key pair (I Ky sk, [ Ky pr) = (@, g%) per identity U € Z,
instantiated with another DH key pair on curve25519 or curve448. This key pair actually
serves a double purpose. First, it is used to sign the so-called “pre-keys” that are stored on
the server, which would correspond to the public keys pky = (¢, pku,pq) of TUTACRYPT.
Second, the identity key pair is used for the computation of two DH secrets, namely g*%
and ¢g°" for some U,V € Z. The value ¢"¥ in our notation is an input to the KDF that
both protocols have in common. In addition, PQXDH makes use of another DH value g"”,
where (p, g”) is an ephemeral one-time pre-key pair of the recipient that has been generated
in advance, in order to contribute randomness to the key derivation by the recipient’s side
in an asynchronous setting. However, this value is optional, as the recipient might run out
of the pre-generated one-time key pairs before being online again to generate new ones.
The final session key of PQXDH is then calculated (in our notation) as

L H(gav I g g™ | g | kpq), if a one-time pre-key ¢” exists on the server,
H(g™ | 9" || 9" || kpq), otherwise.

In summary, the PQXDH protocol uses signatures to authenticate the long-term public
keys of users, but also uses the signing key pair for the computation of DH shared secrets,
resulting in three resp. four of these to be inputs of the KDF evaluation. Meanwhile,
TUTACRYPT does not use signatures and therefore also cannot provide DH shared secrets
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involving the corresponding key material and ends up with two DH shared secrets. Fur-
thermore, TUTACRYPT does not involve randomness of the recipient’s side into the key
derivation, making it lose out on certain flavors of forward-security in the pre-quantum
setting. An analysis of Signal’s protocol has been conducted in [FG25].

4.2 Weak OPKE Security under Post-Quantum Assumptions

In this section, we will prove that TUTACRYPT satisfies weak OPKE security in the sense of
Definition 7. Note that the “weak” in this definition is only used to distinguish the security
notion from the stronger notion achieved in the pre-quantum setting (see Section 4.3).
That is, it refers only to the fact that the adversary is required to be passive in the tested
session, which is inherent for protocols where the session key is obtained essentially by a
sender encapsulating a secret under a public-key KEM and sending the ciphertext to a
receiver.

Theorem 1. Let G be a cyclic group with generator g € G and let KEM be a key-
encapsulation mechanism with public key space PKpg, ciphertext space Cpg and key
space Kpg. If KEM is CCA-secure and (1 — ¢)-correct and H is a pseudorandom function
according to Definition J with domain D = G* x PKpg x Cpg x G? and key space K = K pg
(i.e., keyed in the last argument), then the protocol TUTACRYPT is a weakly secure OPKE
in the sense of Definition 7. More precisely, from every efficient adversary A, we can
construct efficient adversaries By and Bs such that

AdvPE(A) < N? - Qs - (AdVEECI\?(Bl) + Advi™ (B2) + 25) ’

and the runtime of A is approximately the joint runtimes of B and Bs.

Proof. We show the claim by using a sequence of games [Sho04]. Let S; be the event
that the adversary A wins in Game ¢ and Adv;(A) = |2 Pr[S;] — 1| the corresponding
advantage.

Game 0. This is the standard security experiment for weak OPKE security. The
advantage of A is
Advo(A) = |2 - Pr[Se] — 1].

Game 1. Game 1 works the same way as Game 0, except that the challenger guesses the
sender and receiver identity of the tested session, as well as the specific NewSessionS-query
for that sender. More explicitly, the challenger picks random X,Y & 7 with |Z| = N and

(& {1,...,Qs} and proceeds as in Game 0, until the Test-oracle is queried. Let 7, be
the session such that A queries Test(7!), and let 7!y.pid = B. Let 7% denote the partner
session of 7Y, if it exists. We have to consider two cases:

1. 7 .role = sender: We have 75;.role = receiver if the session exists. f A= X, B=Y
and 7% is the ¢'" sender session of X, proceed with the experiment;

2. 7.role = receiver: We have 7%.role = sender. If B = X, A =Y and 7% is the o

sender session of X, proceed with the experiment;

if neither case is true, the challenger aborts and outputs a random bit. Note that, in
the second case, the partnered sender session must exist due to Definition 7. Since the
experiment runs exactly like Game 0, unless the challenger guessed wrong, A can only
distinguish the experiments in that case. The advantage is therefore

AdV()(A) = N2 . QS AdV1<A)
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Game 2. Game 2 proceeds exactly like Game 1, except that a random KEM-key is
drawn, which is independent of the key encapsulated in the ciphertext that corresponds to
the tested session. More precisely, let pkx = (9%, pkx,pq) and pky = (¢¥, pky,pq). At the
beginning of the experiment, the challenger executes (kpq,cpq) < lpq-Encaps(pky,pq)

and samples a random key k& < Kpq. When NewSessionS(X,Y) is queried and this is the
(' sender session of X, the session key is calculated as

k < H(gm)grvgy7ka,PQ7 C%thacy’gyr’ ]%)a

where (7, g") < IIpp.KGen(1*). On the receiver side, whenever NewSessionR(U, Y, (¢, cpq))
for some U € T with pky = (¢, pku,pq) and grl € G is queried, the session key is calculated
as

k< H(g". 9" 9", pky,pq, cbq, 9", 9" k).

We will show in Lemma 1 below that

Advy (A) < Adva(A) + Adviggh (Br) + 2e.
Game 3. In Game 3, we change the Test-oracle such that, instead of setting
kO <~ 7rf4.key =H (gxa 97"7 gy7ka,PQ7 CpPQ, gxya gyra I%),

we sample a uniformly random key kg & {0,1}*, where {0,1}* is the key space of
TuTACRYPT. In Lemma 2 we will show that, due to H being a PRF, the adversary’s
advantage is bounded by

Advy(A) < Advs(A) + AdvERF(Bs).

As kg and k; are now both random, independent of the bit diest used in Test(wg), the
adversary can do no better than guessing, i.e., Pr[S3] = 1/2 or, equivalently, Advs(A) = 0.
In total, we obtain

AdviOPKE(4) = Advo() N?.Qg - Advy(A)
< N?.Qg - (Adv, +AdvEEC,(,?(Bl)+25)

< N2 Qs - (Adva(A) + AdvERF(By) + Advichia (Bu) + 2¢)
=N?.Qs- (AdvEE,(,? (By) + AdvERF(Bs,) +25) .

It remains to prove the following two lemmas.

Lemma 1. We have
Adv;(A) < Advy(A) + Advgsa (By) + 2¢.

In particular, assuming that KEM is IND-CCA-secure, Game 1 and Game 2 in the proof
of Theorem 1 are computationally indistinguishable.

Proof. To see that Game 2 is indistinguishable from Game 1, we construct an adversary
By against the IND-CCA security of the PQ-KEM. Bj receives as input a public key pk
of the KEM and a challenge (kq,c*), where kg is the real KEM key and k; is random. In
Game 1 we may assume that B; guessed the correct parties X = A, Y = B and the ¢t
NewSessionS(A, -)-query (if the test session 7 is a sender session) resp. X = B, Y = A
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and the ¢** NewSessionS(B, -)-query (if the test session is a receiver session partnered with
%), as otherwise the game is aborted. B; keeps track of the set of corrupted parties,
which is initialized as C < @. It generates key pairs for all parties, except Y (the guessed
receiver identity):

YU € T\ {Y}: (pky, sky) < Hopke-KGen(1*).

Bi generates a long-term DH key pair (y,g¥) <+ IIpg.KGen(1*) for Y and sets pky =
(9¥,pk), where pk is the challenge public key that B; received from its challenger.

With the generated key material for all identities, except Y, B; is able to respond
to all oracle queries that do not involve Y. Thus, in the sequel we only have to explain
how the queries involving Y are handled. To simplify notation, in the sequel we let
M = G? x PKpq x Cpq X G? x Kpq, so that we have H: M — {0,1}*.

NewSessionS(X,Y): Parse the public key of Y as (¢¥,pk) = pky, the secret key of X
as (z,skx pq) = skx and generate ephemeral values (r,g") <+ IIpy.KGen(1%). We
have to consider two cases:

1. If this is not the ¢*" sender session of X, the reduction B; executes the protocol
honestly, i.e., (kpq,cpq) < Ilpqg.Encaps(pk), computes the session key via
k < H(gmuqrv gy,pkv CPQ, gzy,gy’r, kPQ) and sets ¢ = (gr’ CPQ)'

2. If this 4s the /" sender session of X, the reduction uses the challenge (kg,c*)
to compute k « H(g", 9", g¥, pk, c*, g™, g¥", kq) and sets ¢ == (¢", c*).

By then proceeds like the original experiment, i.e., it assigns the session variables
T Stegec = accepted, m .role = sender, 7% .id = X, 7% .pid = Y, w¥.trans = ¢,
' .key = k, 7’ .revealed = false. Finally, the ciphertext c is returned.

NewSessionS(U,Y) for U € 7\ {X}: This query can be answered with an honest execution
of Hopke.-Wrap(sky, pky ), as it does not involve the KEM secret key of Y. The session
variables are assigned accordingly and the ciphertext c is returned.

NewSessionS(Y, V') for V € Z: This query can be answered with an honest execution of
Iopke.Wrap(sky, pky ), as it does not involve the KEM secret key of Y. Note that,
in particular, we could have V =Y. Finally, the ciphertext c is returned.

NewSessionR(Y,V,m) for V € Z\ {Y'},m € G x Cpq: This query is answered with an
honest execution of Hopke.Unwrap(sky,pky,m), as it does not involve the KEM
secret key of Y.

NewSessionR(U, Y, m) for U € Z,m € G x Cpq: Parse the message as (¢", cpq) = m and
the public key of U as (g%, pky,pq). The reduction By cannot execute the decapsula-
tion of cpq by itself, because it does not have the corresponding secret key.

If cpq # c*, then B; makes use of the decapsulation oracle provided by the challenger
in the CCA-security experiment by querying for the decryption of cpg and then
proceeding like the original experiment.

If cpq = ¢*, B1 makes use of the challenge (kq, ¢*) by defining the session key as
k — H(guv gr7 gyapk7 C*a guy, gy'r, kd)
Apart from this, B; proceeds like the original experiment.

Reveal(r};) for U € Z,i € {1,...,Qs + Qr}: Since we may assume that the reduction has
guessed X, Y and ¢ correctly, we have {X,Y} = {A, B} and the test session is 7!,
with partner session 7% (if it exists).
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Sessions which have the same transcript as the test session make 7% an invalid test
session due to Definition 7, so we do not have to consider Reveal-queries for such
sessions.

Thus, we have to consider sessions which have a different transcript than that of the
test session. Recall that, as described above, for all such sessions, B; simulates the
NewSessionS(U, V)- and NewSessionR(U, V, m)-queries in a way such that also a key
k is derived. Therefore B; is able to answer corresponding Reveal-queries by setting
i;.revealed = true and returning the session key k.

Corrupt(Y): Since we may assume that the reduction has guessed X and Y correctly, we
have {X,Y} = {A, B}, and the test session is 7!y with 7%.pid = B. So this query
cannot happen, because it would make 7% an invalid test session.

Finally, we need to answer the Test-query Test(r%). This is done by flipping a fair coin
diest <& {0, 1}, sampling k; <* {0,1}* and returning
k* «— ﬂ—f4'key: H(gﬂi’gT,gy’pk’c*?gxy’gyr’kd)7 dtest :07
k17 diest = 1
to A, who then answers with a bit d* € {0,1}. The reduction just forwards d* to
the challenger, whose output is 1 if d* = d and 0 otherwise. Let C be the event that
Decaps(sk, c*) # ko and A queries NewSessionR(U, Y, (¢g*, ¢*)) at least once for some U € T
and ¢g* € G, i.e., the reduction reuses the challenge (k4, ¢*) for key derivation instead of
executing the decapsulation. If k4 is the “real” key encapsulated in the ciphertext, this
is only a perfect simulation of Game 1 if Decaps(sk,c*) = kg4, so we have to take the

(1 — e)-correctness of KEM into account here. Meanwhile Game 2 is perfectly simulated if
kq is random. Therefore, we have

Pr[S; | C] = Pr[d* = diest | d = 0], Pr[Sy] = Pr[d* = diest | d = 1].

Due to the fact that Game 1 and Game 2 only differ in case of diest = 0, so the case
diest = 1 takes a random k; <% {0,1}* in both games, the view of A is the same in that
case and it holds that Pr[d* = 1| diet = 1 Ad = 0] = Pr[d* = 1| diest = 1 Ad = 1]. Using
the (reverse) triangle inequality and plugging in the terms for Pr[S; | C] and Pr[Ss], we
obtain

| Advy(A) — Adva(A)| = |[2- Pr[S1] — 1] — |2 Pr[Sy] — 1]
S |2 . Pr[Sl] —1- (2 . PI‘[SQ] - 1)|

= 2| Pr[S1] — Pr[S3]|
=2 |Pr[S1 | C] - Pr[C] + Pr[S | C] - Pr[C] — Pr[Sy]|
=2-|Pr[S1 | O - Pr[C] + Pr[S1 | C] - (1 — Pr[C]) — Pr[Sy]|

=2-|(Pr[Sy | C] = Pr[Sy | C)) - Pr[C] + Pr[S) | C] — Pr[Sa]|
<2-|Pr[S; | C] — Pr[S; | C]| - Pr[C] + 2 - | Pr[Sy | C] — Pr[Ss]]

< 2-1-Pr[Decaps(sk,c*) # ko| + 2| Pr[S; | C] — Pr[Ss]|
§2'5+2'|Pr[d*:dtest‘d:O]_Pr[d*:dtest|d:1]|

=9 |PHd" = 0| duw = 0N d = 0] + Prld" = 1| dres = 1 Ad = 0]

—(Pr[d" = 0| die = ONd = 1]+ Prld* = 1 | dhest = 1 Ad = 1])] + 2¢
_ Pr[d*:()/\d:0|dtest:0]_ 1_Pr[d*:1/\d:1|dtest:0] 42
Pr[d = 0] Pr[d = 1]
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=2 (Pr[d* =0Ad=0]drest =0+ Pr[d* =1Ad =1 dpest =0]) — 1] + 2¢
:|2Pr[d*=d|dtest=0}—1‘+2<€

=12-Pr[Ggem(N) = 1] — 1| +2¢

= Advigy (By) + 2e.

Thus, we get
Adv;(A) < Adva(A) + Advies (By) + 2e.

Lemma 2. We have
Advy(A) < Advs(A) + AdvERF(Bs).

In particular, assuming that H is a pseudorandom function, Game 2 and Game 3 in the
proof of Theorem 1 are computationally indistinguishable.

Proof. We will construct an efficient adversary By for the PRF experiment with H. Bs
proceeds almost identical to Game 1. In particular it generates key pairs for all identities
by computing

YU € T: (pky, sky) < Hopke-KGen(11).

Since all relevant key material is generated by Bs, it can answer all queries of NewSessionS,
NewSessionR, Reveal and Corrupt by A with an honest execution.

The only difference is how the Test-oracle query is handled. When A queries Test(7,),
the reduction answers as follows. We have fy.pid = B with 7f,.trans = (¢", cpq) and
(Pka,ska) = (9% Pkapq), (a,skapq)) as well as (pkp, skp) = ((9°, pkB.PQ), (b, skB PQ))-

o If 7, .role = sender, we set z + (g“,gT,ngpk:B’pQ7 CPQ,g“b,ng),

o clse we set z < (gbﬂgragavpkA,PQv CPQ7gbavgar)'

Now Bs uses the PRF-oracle O(-) with input z and receives y := O(z) from the PRF
experiment. Then B, flips a fair coin diest <* {0, 1}, samples k; <& {0,1}* and sets

des :07
E* Y, test
kl? dtest = ]-7

which is sent to A, who will eventually answer with d* € {0,1}. Finally, By forwards d* to
the challenger.

Note that By answers all queries of A correctly and perfectly simulates Game 2 if the
PRF is being used, i.e., O(-) = H(-, k), while Game 3 is perfectly simulated if a random
function is being used. As By just forwards the output of A, a difference in the advantages
between the two games corresponds to the advantage of By in the PRF security game.
With the same methodology as in the proof of Lemma 1 we thus get

Advy(A) < Advs(A) + AdvERF(Bs).

4.3 Strong OPKE Security under Pre-Quantum Assumptions

In this section, we will prove that TUTACRYPT satisfies strong OPKE security in the sense
of Definition 7, assuming hardness of the 2-Gap-Diffie-Hellman problem as defined in
Definition 1. Note that this is a pre-quantum assumption, because it requires the hardness
of the discrete logarithm problem, which can be efficiently solved on a quantum computer
by Shor’s algorithm [Sho94].
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Theorem 2. Let G be a cyclic group of order q € P with generator g € G. If the 2-GapDH-
assumption holds in G, then the protocol TUTACRYPT is a strongly secure OPKE in the
random oracle model. More precisely, from every efficient adversary A, we can construct
an efficient adversary B such that

AdvSEE(A) < 4-exp(1) - (Qc + 1)? - AdvE SPPH(B),

where Q¢ denotes the number of Corrupt-queries. The runtime of A is approzimately that

of B.

Proof. We show the claim by using a sequence of games. Let S; be the event that the
adversary A wins in Game ¢ and Adv;(A) = |2 - Pr[S;] — 1| the advantage.

Game 0. This is the standard security experiment for SOPKE security, so we have

AdvSTKE(A) = Advo(A).

Game 1. Game 1 works the same way as Game 0, except that the challenger guesses
a subset of identities for possible corruptions, as well as subsets for sender and receiver
of the Test-query, in order to implement the Coron-style count-corruptions-not-users
technique [Cor00, BRTZ24]. More explicitly, let D(NV, Q¢) be a biased-coin sampler with
Pri¢ =0 | ¢+ D(N,Qc¢)] = ﬁ (which, according to [BRTZ24, Theorem 3.2], is the
optimal biased-coin sampler). At the beginning of the experiment, the challenger flips a

biased coin for every identity, i.e., VU € Z: (y + D(N, Q¢) and sets
IW:Z{U€I|CU:0}7 Icorr::{UEZ|CU:1}-

The set Zeorr then contains all identities that may be corrupted during the game, while
identities from Tz may not. Furthermore, it flips a fair coin ¢j; & {0,1} for every identity
in Zzw and splits it in two more sets:

I, ={U€Tlzz |, =0}, I,={U€Tms |, =1}
This leaves us with the partioning
T =Tz U Teow =1y U Iy U Leorr-

Intuitively, Z, and Z, will be the sets of identities, whose public DH keys are a re-
randomization of g* or g¥, respectively.

We want the test session to contain one DH share with ¢g* and g¥ each. This happens
if one identity is in Z, and the other in 7, or the receiver is in Tz (i.e., either in Z, or
Z,) and the sender is in Zcor, where we embed the opposing element of {g%,¢¥} in the
ephemeral DH share, depending on which one the receiver’s public key contains. Since
embedding into the randomness of the ciphertext is only possible with passive adversaries
Apass that are passive in the test session, and thus we have to embed into both long-term
keys in case of active adversaries, we split the analysis in two parts.

We start with adversaries A, that are active in the test session ﬂf4 with Wi,.pid =B
and let

Ews((AcI,NBeIl,)V(AcI,NBe1,),

which captures the case of active adversaries. Now let

Gact < Eact /\ C g ICOI’I’
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denote the event that F,. occurs and all identities for which corruption queries are asked
fall into the set Zcor. This is a “good” case for our reduction. If G, does not occur,
the challenger aborts and outputs a random bit, i.e., G, is the event that we do not
abort, so we get Pr[S; | Gat] = 1/2. Since the experiment runs exactly like Game 0,
unless G, occurs, A, can only distinguish the experiments in that case. This gives us
Pr[S1 | Gact] = Pr[So | Gact] = Pr[Sp]. We will now further examine the event G,et. The
probability of E,. can be calculated as

Pr[Eyt] =Pr[(A€Z, NBeZ,)V(A€Z, ANB€1,)]
=Pr[AeZ, ABeZ,)+Prl[AcZ,NB e,

_ 1 L, 1 1

T (Qc+1)2 227 (Qe+1)? 22
1

ZQ(Qc—i—l)Q'

The third equality comes from the distributions of the independent (biased-)coin flips in
the beginning of the experiment, e.g., we get

Prl[Ae I, NB €I, =Pr[AcZ,]-Pr[B €I,
:PI‘KA:OACAZO]'PI"[CBZO/\CJ/B:H
— Pr[Ca = 0] Pr[¢)y = 0] - Pr[Cp = 0] - Pr[Cf = 1]
1 1 1 1 1 1

T Qo412 Qo+1 2 Qo132 22

The other probability in that line can be calculated analogously. Further, we have

1 QC
C = : = = — .
Pr[C C Zeon] =Pr[VU € C: {y = 1] (1 Dot 1)

Since the (biased-)coin flips in the beginning are independent of each other, putting this
together yields a bound for the probability of G,q:

Pr[Gact] = Pr[Eact ANC C Icorr] = Pr[Eact] ' PT[C - Z.corr]

T 2(Qc+1)2 U Qe+l
1
= 2 op(D) - (Qo + 17

n

where we used the fact that the sequence a,, = (1 - n%rl) is monotonically decreasing

and convergent with lim,_, . a, = 1/ exp(1) [BRTZ24, Theorem 3.2]. Finally, we obtain
the probability

AdVl(Aact) = |2 PI‘[Sl] - ].|
= |2Pr[S1 | Gact] - Pr[Gace] +2Pr[S) | Gace] - Pr[Gace) — 1

= 2Pr[s1 | Gact] * Pr[Gact] + 2 : % : Pr[@] - 1‘

= [2P1[S1 | Gact] - Pr[Gact] + (1 = Pr[Gact]) — 1]
= [2Pr[So | Gace] - Pr[Gact] — Pr[Gact|

= Pr[Gact] - [2Pr[So] — 1]

= Pr[Gact] - Advo(Asce)
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1
>
~ 2-exp(l) - (Qc +1)
We proceed with an analysis for adversaries Ap,ss that are passive in the test session.

Therefore, let 7}, be any session with 7};.id = U and 7¢;.pid = V for any U,V € Z. We
define the two functions

3 . AdVO(Aact).

.+ U, if 7w} .role = sender, i\ |V, if w;.role = sender,
S(ﬂ- ) = . i . R 7TU) = . i .
V, if my;.role = receiver, U, if m}.role = receiver.

Analogously, let

Epass < S(1Y4) € Zeonr A R(7Y) € T,
Gpass < Epass NC C Leorr-

If Gpass does not occur, the challenger aborts and outputs a random bit. Similar to the first
part of the analysis, we get Pr[S1 | Gpass] = Pr[So | Gpass] = Pr[So] and we can calculate

Pr[Epass] = Pr[S(7Y) € Teon A R(7Yy) € Teow]

()@
N Qc +1 Qc+1°

We obtain the bound
Pr[Gpass} = Pr[Epass NC - Icorr] = Pr[Epass} ' PI‘[C C Icorr]

g et ()
B Qc+1) Qc+1 Qc + 1
Qc

oo (Qc + 12

For the advantage of Apass, we have

B Qc
Adv1(Apass) = Pr[Gpass] - Advo(Apass) = exp(1) - (Qc + 1)?

According to Lemma 3, which will be proven below, we get the upper bound Advy(A) <
2- Advé‘gapDH (B). Applying the bounds derived from all the games consecutively yields

AdVo (Apass)-

AdvsTHE(A) = Advo(A)
< max{Advy(Aact), Advo(Apass) }
<2-exp(1) - (Qo +1)7 - Advi(A)
<4-exp(l) - (Qc+1)*: Advé_f]apDH(B).

O

Lemma 3. Let H: M — {0,1}* be modeled as a random oracle, where M = G* x PK pg x
Cpg x G* x Kpg.! Then in the proof of Theorem 2, we get the inequality

Advi(A) < 2+ Adva 5P (B).

1In practice, a hash function maps from arbitrary finite bit strings to bit strings of a certain length, i.e.,
we would have H: {0,1}* — {0,1}* and not necessarily only inputs from M. We omit this distinction
here for better readability. If the input does not match the desired format of M, the random oracle would

just return H(m) & {0,1}*.
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Proof. To show our claim, we construct an adversary B that attempts to solve the 2-GapDH-
problem. B receives as input two group elements ¢*,¢¥ € G and has access to the
DDH oracles GapDH,,(+,-) = DDH(g",,-) and GapDH,(-,-) = DDH(, g, ") as defined in
Definition 1.

B proceeds exactly like Game 1 of the proof of Theorem 2 and generates the keys for
all identities as follows. The identities in Zcor get the full key material:

YU € Teon: (sky, pkr) < Hopke.KGen(11).

This allows to answer the queries Corrupt(U) for U € Zeo. The identities in Zz5+ generate
KEM keys:
VU € Teorr: (skupq, Pkupq) + Hpg.KGen(11)

and their DH keys are set in the following way:

r+xU

VU €T,: apy & Zy,pkDt = g% - g®0 = ¢ 7
YU € T,: yu & Zy, pkDH = g¥ - g¥v = g¥tvu,

Store the sets X = {ay | U € Z,} and Y = {yv | U € Z,}. We initiate the set of
corrupted identities as C +— @& as well as an empty set Ly + & for consistent answers
from the random oracle. In addition to that, we need three more sets Lo1, L10, L11 for
the reduction to be able to map hash values to the correct NewSessionS- or NewSessionR-
oracle and viceversa, because the reduction does not always know all the required DH
values for key derivation. The three sets distinguish which of the DH values (static-static,
ephemeral-static or both) are unknown to B, where a “1” in the subscript indicates that B
does not know the corresponding value, and “0” indicates that B knows it, with the left
subscript referring to the static-static case. We have

Ly C G3 x PICPQ X CPQ x G? x ]CPQ X {0, I}A =M x {O, 1})‘,
Lo1, L10 C G? x PKPQ X CPQ x G x ’CPQ X {0, 1})‘,
E11 - GS X PKPQ X CPQ X ’CPQ X {O, 1}>\,

where the last coordinate will always be the assigned hash value. Furthermore, we initialize
a set D < &, where we keep track of the values used for re-randomization. We then run
A1, (pky)uez) and give oracle access to all oracles as described in Definition 7 with the
addition of a random oracle H answering hash queries. However, we ignore the output
bit from A, since the solution to the challenge has to be contained in a random oracle
query, in order for A to win with non-zero advantage. Oracle queries of A involving only
identities from Z,, are answered with an honest execution by B, because all key material
is known for these. Hence, we will now describe how B answers oracle queries involving at
least one identity from Zew = Z, U Z,,.

NewSessionS(U, V) for U,V € Zeew: Parse (9%, pku,pq) = pku, (¢°,pkv,pq) = pky, ini-
tialize a new sender session 7}, and set 7};.role = sender, j,.id = U, 7};.pid = V.
Start by generating ephemeral values (7, g") < IIpg.KGen(1%) and using the recipi-
ent’s public key to encapsulate some key material (kpq, cpq) < IIpq.Encaps(pkv.pq).
Since both input identities are from the set Zew, B has neither of the secret DH
keys u,v and cannot compute g“z, g”2 or g*?, as this would be equivalent to solving
the GapDH-challenge. We proceed by filtering out all existing entries of the form
(9", 9", 9", pkvpq,cpq, 0, 9" kpq, hn) € Ly for a,, € G and querying the DDH
oracle of the challenger. We need to distinguish four cases:

1. U,V € Z,: Use the set X to write g% = gw"'wU and g = gw+$v and check if
dng: GapDH, (9", o, - (g7) ™"V - g~ m) = 15
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2. U €1,,V € I,: Use the sets X,) to write g* = ¢g“"*v and ¢g” = ¢¥"¥V and
check if dng: GapDHy(gﬂ”Jﬂ"f/’U7Om0 (g®)TYV - gTIUIY) = 1

3. U €1,V €I, Use the sets X,) to write g* = g% and g* = ¢***V and
check if Ing: GapDH, (g¥ ¥V, vy, + (g¥) ™%V - g YV oV) = 1;

4. U,V € I,: Use the set Y to write g* = ¢¥*¥% and ¢” = ¢¥*¥v and check if
dng: GapDHy(g?!erU,oén0 S(g¥)TYV L gTvuYv) =1,

if such an n exists in one of these cases, set k <— h,,,. If not, check for an entry in £y,
ie., if 3hio: (g%, 9", 9", Pkv,pq, crqQ, 9", kpQ, h10) € Lio, set k < hig. Otherwise,
draw a random k <& {0,1}* and store

Lo+ L10U{(9", 9", 9" pkvrq,crq,9"" kpq. k)}.

The ciphertext is set to ¢ == (¢",cpq). Next, we finalize the session variables by
setting m;;.key = k, 7y, .Stegec = accepted, my;.trans = ¢ and 7y;.revealed = false. We
return the ciphertext c.

NewSessionS(U, V') for U € Zesir, V € Lot Since V' € Zeopr, the reduction knows the se-
cret DH key v, as well as the generated randomness r. Therefore, it is able to
compute ¢g*¥ and g™ and this query can be answered with an honest execution of
Mopke-Wrap(sky, pky). The ciphertext is ¢ :== (¢”, cpq). We return the ciphertext c.

NewSessionS(U, V') for U € Zcor, V € Teorr: Parse (9%, pkupq) = pku, (9°,pkveq) =
pky, initialize a new sender session w%,, and set 7r£,.ro|e = sender, W%].id =U, ﬁ%,.pid =
V. Since U € Zeor, the reduction knows the secret DH key w, which would en-
able an honest execution, but due to the event Ep,s in Game 1, testing such a
session would not lead to an abort, so we also want to embed the DH-challenge
here. Therefore, we use the recipient’s public key to encapsulate some key material
(kpq,cpq) < Ilpq.Encaps(pky pq) and generate (6, g°) < Ipy.KGen(1*), which will
be used for re-randomization. Since B does not have the secret DH key v of V', he is
not able to compute g(@ v or ¢W+9)? a5 this would be equivalent to solving the
GapDH-challenge. We distinguish two cases:

1. V € Z,: Use the set X to write g = ¢g®"®V, the ciphertext is set to ¢ =
(Y%, cpq) and the re-randomization is being tracked by D «+ D U {(6, g¥)}.
Filter out all entries of the form

(9", 9", g" TV, pkv.pq, cpq, g TY), By, kpq, hi) € Ln for B, € G.

o If 3ng: GapDH, (g¥*?, By - (g¥) ™%V - g70%v) =1, set k < hp,.

e Else if Jhor: (gu, gy+6’ g‘r+$v 7ka,PQ» CPQ, gu(z+mv)’ ka, hOl) S ,C()l, set
k <+ ho1.

« Else draw a random k <& {0,1}* and store

Loi < Lo1 U{(g" ", ¢"T* , pky,pq, cpq, ¢“ V) kpq, k) }.

2. V € Z,: Use the set Y to write g* = ¢g¥"¥V, the ciphertext is set to ¢ =
(g**9, cpq) and the re-randomization is being tracked by D < D U {(6, g*)}.
Filter out all entries of the form

(guagw+6agy+yv7ka,PchPQng(y+yV); 5%7 kPQv hn) € ’CH for Bn e G.

e If 3ng: GapDH,, (g™, B, - (9%) 7YY - g7%%) = 1, set k < hy,.

o Else if Jho1: (g%, g"T%, g¥*¥v  pkv.pq, cpq, ¢“YT¥), kpq, ho1) € Lo, set
k <+ ho1.
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o Else draw a random k <& {0, 1}* and store

Loi < Lo1 U{(g" ¢, g"™  pkvpq, cpq, 9" kpq, k)}.

Next, we finalize the session variables by setting w@.key =k, T} .Stegec = accepted,
m¢;.trans = ¢ and 7y;.revealed = false. We return the ciphertext c.

NewSessionR(U, V,m) for U,V € I, m € G x Cpq: Parse the identities’ public keys as
(9%, pkupq) = pku, (¢°,pkv.pq) = pkv, the message as (9", cpq) = m and execute
kpq < IIpq.Decaps(skv,pq,cpq). We initialize a new receiver session w{}, and set
7r{,.ro|e = receivermr{,.id =V, 7r{'/.pid = V,7r{,.trans =m. If kpq = L, which means
the decapsulation was not successful, we set ﬁ{}.stemec = rejected, w{}.key < 1. 0Ona
successful decapsulation we proceed by filtering out all existing entries of the form
(9™, 9", 9", Pkv.pQ, CPQ, On, Bn, kpQ, hn) € L for ay,, B, € G and querying the DDH
oracle of the challenger, where we distinguish four cases:

1. U,V € Z,: Use the set X to write g* = ¢g*™*v and ¢* = ¢g°**V and check if

Iny,no: GapDH,(¢" Y ary, - (¢%)7*V - g7 V) =1
A GapDH,(¢", Bn, - (¢")7"V) = 1;

2. U €1,,V € I,: Use the sets X,Y to write g* = ¢g“"*v and ¢g” = ¢¥"¥V and
check if

Ing, no: GapDHy(gm"—zU,Otnl . (gfﬁ)—yv .g—wuyv) =1
/\GapDHy(grvﬂng : (gT)iyv) =1

3. U €T,V €I, Use the sets X,) to write g* = g% and g* = ¢***V and
check if

Inq,no: GapDHCL.(gy"'yU,ozn1 S(g¥) TV gV =11
AGapDH,.(g", Bn, - (¢") V) = 1;

4. U,V € Z,: Use the set Y to write g* = ¢¥"%" and g" = g¥*¥v and check if

anth: GapDHy(gy+yU7an1 . (gy)—yv ,g—yuyv) =1
AGapDH, (¢", Bn, - (¢") 7)) = 1;

if such nq,n9 exist in one of these cases, set
k<« H(g", 9", 9", pkv.pqQ, crq; Oy, Bnys kpq)-
If not, filter out all existing entries of the form
(9",9", 9", pkvpq, cpq, Bn, kpqQ, hn) € Lig for f, € G

and query the DDH oracle depending on the following case.

1. V € Z,: Use the set X to write ¢g* = ¢g®T*V and check if
Ing: GapDH,(¢9", B, - (¢")™V) = 1;
2. V € Z,: Use the set Y to write g¥ = g¥*¥v and check if

Jng: GapDH, (9", Bn, - (¢") ") =15
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if such an ng exists in one of the cases, set k <— hy,. If not, check for an entry in £,
ie., if hi1: (9%, 9", 9", Pkv,pq, cpQ, kpq, h11) € L11, set k < hi1. Otherwise, draw a
random k <& {0,1}* and store L£11 < L11 U {(9%, 9", ", Pkv.pq, cpq, kpq, k) }-

Ngxt, finalize the session variables by setting 7{,.key = k, 7{, .Stegec = accepted, and
{,.revealed = false.

NewSessionR(U, V, m) for U € Zegw, V € Zcor,m € G x Cpq: Parse (¢”, cpq) == m. This
query can be answered with an honest execution of Ilopke.Unwrap(sky, pky, m), as
the reduction knows the secret DH key v of identity V, so it is therefore able to
compute g*¥ for all identities U € Z and g"".

NewSessionR(U, V,m) for U € Zcow, V € Teorr, m € G x Cpq: Parse (g%, pkurpq) = pku,
(9¥,pkvpq) = pkv, the secret key (u,skypq) = sky and (¢",cpq) = m and
execute kpq < Ilpg.Decaps(sky pq,cpq). We initialize a new receiver session w{',,
and set 7r€'/.role = receiver,w{/id = V,7r{,.pid =U, 7r{,.trans =m. If kpq = L, which
means the decapsulation was not successful, we set W{}.stmec = rejected, 7r{,.key — 1.
On a successful decapsulation we proceed by filtering out all existing entries of the
form (g%, 4", 9", pkv.pq,crq, 9", Bn, kpqQ, hn) € Ly for B, € G and querying the
DDH oracle of the challenger, where we distinguish two cases:

1. V € Z,: Use the set X to write g* = ¢g°**V and check if
Fno: GapDH, (9", Bn, - (9")7"V) = 1

2. V € Z,: Use the set Y to write g¥ = ¢g¥*¥* and check if
Ing: GapDH, (9", B, - (9") YY) = 1;

if such an ng exists in one of these cases, set k < hy,,,. If not, check for an entry in Lo;,
ie., if 3ho1: (9%, 9", 9", Pkv.pq, crq, 9", kpq, ho1) € Lo1, set k < ho1. Otherwise,
draw a random k < {0,1}* and store

Lo < LoaU{(9",9", 9", pkv,pq,crq, 9", kpq. k)}.

Next, finalize the session variables by setting 7r€',.key =k, ﬂ{}.stemec = accepted, and
{,.revealed = false.

Reveal(r};) for U € Z,i € {1,...,Qs + Qgr}: Sessions which have the same transcript as
the test session make 7 an invalid test session due to Definition 7, so we do not
have to consider Reveal-queries for such sessions.

Thus, we have to consider sessions which have a different transcript than that of the
test session. Recall that, as described above, for all such sessions, B simulates the
NewSessionS(U, V)- and NewSessionR(U, V, m)-queries in a way such that also a key
k is derived. Therefore B is able to answer corresponding Reveal-queries by setting
i;.revealed = true and returning the session key k.

Corrupt(U) for U € Tgm: Since we may assume that the event G := Gact V Gpass OCCULS,
so in particular C C Z., this case cannot happen.

H(m) for m € M: Parse (go, 91, 92, PkpQ, cpq, @, B, kpq) = m and sample h & {0,1}*.
If one of the following cases applies, h gets overwritten:

o If31': (g0, 91, 92, Pkrq, cpq, &, B, kpq, h') € Ly, i.e., the input m € M has been
queried to the random oracle before and H(m) is already defined, then B replies
consistently by setting h + h'.
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o Else if g3 € {g*%V | 2y € X}, i.e., check if Jxy € X1 gy = g* %2, then:
— If g1 € {g¥*° | (6,9Y) € D}, i.e., check if 3(61,gY) € D: g = g¥+%, then:
« If GapDHz(gy+6l7ﬂ . (gy)_IZ : g—6112) =1, set

Y B (gh) O (V)T g

and output v as the 2-GapDH solution and terminate.
— If go € {g*T%V | xzy € X}, i.e., check if Jzg € X1 go = g° 77, then:
« If GapDH, (g0, - (¢%) %2 - g~%0*2) = 1, check for an entry in Li.

If 3hi1o: (90, 91, 92, PkPQ, cPQ, B, kpq, h1o) € Lio, set h + hio.
Else if

GapDHr(glvﬂ : g1_$2) =1
A3hi1: (90,91, 92, Pkpq, cpq, kpq, h11) € L1,
set h < hi1.

— Else if go € {g¥T¥V | yy € Y}, i.e., check if Tyg € V: go = g¥1¥0, then:
« If GapDH,(go, - (g¥)~%2 - g~ ¥0%2) = 1, set

Y- (gh) TV (gY) T g

and output v and terminate.
o Elseif g3 € {g¥V | yy € V}, ie., check if Fyz € V: go = ¢g¥T¥2, then:
— If g € {g**9 | (6,¢%) € D}, i.e., check if 3(61,9%) € D: g1 = g**+%, then:
+ If GapDH, (g™ 1%, 8- (g")7v2 - g~ "1%2) = 1, set

v B (g¥) 70 (%) TV g

and output v and terminate.
— If go € {g*T*V | zy € X}, i.e., check if Ixg € X: gg = g*T%°, then:
* If GapDH, (g0, o - (g%)7¥2 - g~%0¥2) =1, set

Ve (gh) T (gh) e g

and output v and terminate.
— Else if go € {g¥T¥V | yy € Y}, i.e., check if Tyg € V: go = g¥+¥0, then:
* If GapDH, (go, « - (g¥)7¥2 - g7¥°¥2) = 1, check for an entry in Lyo.
If 3h10: (90,91, 92, PkPQ, cPQ, B, kpq, h1o) € L1o, set h <+ hyo.
Else if
GapDH, (g1, -g; ) = 1
A3Jhi1: (90,91, 92, Pkpq, cpq, kpq, h11) € L1,

set h < hll-

Finally, store Ly < Lu U {(90, 91, 92, Pkrq, cpq, &, B, kpq, h)} and return h.

Test(r?,): If 'y.key = L, return L; otherwise, flip a fair coin dies; < {0,1}. If diest = 0,
set k* « 7', key, else set k* & {0,1}*. Return k*.
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Finally, A returns a bit d* € {0,1}. In order for A to win with non-zero advantage, the
random oracle must have been queried with the appropriate m € M, so that B sets v < ¢*¥,
which is returned to the challenger of the 2-Gap-DH experiment. Note that the value for
~ can be set using one of the ¢, which is only generated in NewSessionS(U, V')-queries for
U € Zeon, V € Zesw. Even if we have 7!y .role = receiver and B € C C Zcor, there must be a
partnered sender session according to Definition 7, where the corresponding 0 has been
generated. If the value of v has not been set during an RO query, B guesses a value before
returning it to the challenger: ~y & {0,1}*. Note that B perfectly simulates Game 1 for .A.
Let H be the event that A queries the appropriate m € M to the random oracle. If H
occurs, the reduction wins the 2-Gap-DH experiment, i.e., Pr[H] < AdvéﬁiapDH (B). It H
does not occur, the adversary’s capability of winning is reduced to guessing, as both keys
in the Test-query appear random due to the RO. Therefore,

Pr[Sy] = Pr[Sy | H] - Pr[H] + Pr[S, | H] - Pr[H| < 1-Advz$®PH(B) + % 1,

which yields

1
) - 1‘ =2 AdvZSPPM(B).

Advy(A) = |2 Pr[S4] — 1| < ‘2- (Advé;f;apD”(B) +5

5 Conclusion

We presented a formal cryptographic analysis of TUTACRYPT, a hybrid one-pass key
establishment protocol that is deployed today to protect email communication of more
than ten million users worldwide against store-now-break-later attacks. Such future
quantum attacks are ruled out by our weak-OPKE-security proof, assuming that the
underlying KEM remains secure against quantum attacks.

Store-now-break-later attacks usually consider a fully passive adversary, which only
observes protocol executions, stores the transcripts, and then applies the quantum attack
to the stored transcripts in the future. We show something slightly stronger, by allowing
the quantum attacker to be active in protocol sessions, except for the tested session.
Disallowing an active attack on the tested session is necessary, because the quantum-secure
key exchange only uses a KEM and an active adversary can always encapsulate a key
honestly, like an honest user, and then test the corresponding session.

By expressing the protocol in a precise cryptographic form and introducing two Bellare—
Rogaway-style security models, we captured the distinct guarantees that arise in the
classical and post-quantum threat settings. In more detail, we do not think that the
different security levels achieved pose a threat to TUTACRYPT. The 2-GapDH-based
proof additionally allows the adversary to compute the message that is sent to a receiver
Test-session by itself, provided that the sender’s long-term key is not corrupted. In the
KEM-based proof we cannot allow the adversary to encapsulate the tested key by itself
(which seems natural for KEM-based key transport). Hence, the 2-GapDH proof achieves a
slightly stronger security notion. On the one hand, for most practical attacker models this
probably only makes a minor difference (in particular, security against store-now-break-
later is achieved, which is the main purpose of the hybrid design of TUTACRYPT), however,
we still find it interesting to point it out because it provides a better understanding of the
exact security of TUTACRYPT in the pre- and post-quantum setting. Our reduction-based
proofs clarify exactly which computational hardness assumptions are required for each
security notion, and the concrete security loss of the proofs. We view such results as a
step towards bridging the gap between practical custom designs and principled, verifiable
cryptographic design during the post-quantum transition.
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