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Abstract. In quantum cryptography, there could be a new world, Microcrypt, where
cryptography is possible but one-way functions (OWFs) do not exist. Many quantum
analogues of OWFs and pseudorandom generators (PRGs) that are potentially weaker
than OWFs have been introduced, and their useful applications have been demon-
strated. However, Microcrypt still lacks enough foundations on which they are based
compared with the classical cryptographic world. In classical cryptography, many
hardness assumptions on concrete mathematical problems have been introduced,
such as the discrete logarithm (DL) problems or the decisional Diffie-Hellman (DDH)
problems on concrete group structures related to finite fields or elliptic curves. They
are then abstracted to generic hardness assumptions such as the DL and DDH as-
sumptions over group actions. Finally, based on these generic assumptions, primitives
and applications are constructed. The goal of the present paper is to introduce several
abstracted generic hardness assumptions in Microcrypt, which could connect concrete
mathematical hardness assumptions with applications. Our assumptions are based on
a quantum analogue of group actions. A group action is a tuple (G, S, *) of a group
G, a set S, and an operation x : G X § — S. We introduce a quantum analogue of
group actions, which we call quantum group actions (QGAs), where G is a subgroup
of unitary operators, S is a set of states, and * is the application of a unitary on a
state. By endowing QGAs with some reasonable hardness assumptions, we introduce
a natural quantum analogue of the decisional Diffie-Hellman (DDH) assumption
and pseudorandom group actions. As an application, we construct classical-query
pseudorandom function-like state generators (PRFSGs) based on these assumptions.
PRFSGs are a quantum analogue of pseudorandom functions (PRFs), and have many
applications such as IND-CPA SKE, EUF-CMA MAC, and private-key quantum
money schemes. We also show that those assumptions are implied by non-adaptive
pseudorandom unitaries (PRUs). Because classical group actions are instantiated
with many concrete mathematical hardness assumptions, our QGAs could also have
concrete (even OWFs-free) instantiations. We provide some candidate instantiations
based on random circuits and IQP circuits.

Keywords: Quantum group action - Pseudorandom function-like state generator

1 Introduction

In classical cryptography, the existence of one-way functions (OWFs) is the minimum
assumption [IL89]. Many primitives, such as pseudorandom generators (PRGs), pseudo-
random functions (PRFs), zero-knowledge, commitments, digital signatures, and secret-key
encryption (SKE), are equivalent to OWFs in terms of existence, while almost all primitives,
including public-key encryption (PKE) and multi-party computation, imply OWFs.

In contrast, recent studies have demonstrated that OWFs are not necessarily a minimal
assumption in quantum cryptography: there may be a new world, called Microcrypt, in
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which OWFs do not exist but cryptography remains possible. Many fundamental primitives
have been introduced, including pseudorandom unitaries (PRUs) [JLS18], pseudorandom
function-like state generators (PRFSGs) [AQY22, AGQY22], unpredictable state generators
(UPSGs) [MYY24], pseudorandom state generators (PRSGs) [JLS18|, one-way state
generators (OWSGs) [MY22], EFI pairs [BCQ23], and one-way puzzles (OWPuzzs) [KT24].
These primitives may be weaker than OWFs [Kre21, KQST23, LMW24], while still
implying useful applications such as commitments [MY22, AQY22, BCQ23, Yan22], multi-
party computation [MY22, AQY22], message authentication codes (MACs) [AQY22,
MYY24], secret-key encryption [AQY22, MYY24], digital signatures [MY22], and private-
key quantum money [JLS18].

In classical cryptography, many hardness assumptions have been formulated for concrete
mathematical problems, such as the discrete logarithm (DL) and decisional Diffie-Hellman
(DDH) problems over groups arising from finite fields or elliptic curves [DH76, Mil86, Kob87,
JD11, CLM™*18]. These concrete assumptions are then abstracted into generic hardness
assumptions, such as the DL and DDH assumptions over group actions [BY91, JQSY19,
ADMP20]. Cryptographic primitives and applications are subsequently constructed from
these generic assumptions.

In contrast, our understanding of the foundations of Microcrypt remains extremely
limited. PRUs can be constructed from OWFs [MH25], and PRUs in turn imply PRFSGs,
UPSGs, PRSGs, OWSGs, EFI pairs, and OWPuzzs. Consequently, all these primitives
can be constructed using OWFs; see Figure 2. However, few “OWF-free” concrete or
abstract mathematical hardness assumptions are known from which these primitives can
be constructed directly.!

1.1 Owur Results

Our contributions are summarized as follows.

e We introduce several generic hardness assumptions intended to connect concrete
mathematical hardness assumptions with cryptographic applications. As we ex-
plain in more detail below, these assumptions are based on a quantum analogue
of cryptographic group actions [BY91, Cou06, JQSY19, ADMP20], which we call
quantum group actions (QGAs). Classical cryptographic group actions admit many
concrete instantiations [JD11, CLM 18, DD24]. Likewise, QGAs may admit concrete,
potentially OWF-free instantiations based directly on natural quantum analogues of
classical hard problems, without first constructing classical cryptographic primitives
from OWFs.

e From QGAs satisfying suitable pseudorandomness properties, we construct classical-
query PRFSGs, which are quantum analogues of PRFs. A PRFSG is a quantum
polynomial-time (QPT) algorithm StateGen that takes a classical key k and a bit
string = as input and outputs a quantum state |¢x(x)). Informally, security requires
that no QPT adversary can distinguish oracle access to StateGen(k, -) for a uniformly
random key k from access to an oracle that returns Haar-random states, which we call
the Haar oracle.? PRFSGs imply nearly all known Microcrypt primitives, including
UPSGs, PRSGs, OWSGs, OWPuzzs, and EFI pairs. They also yield applications
such as secret-key encryption (SKE), message authentication codes (MACs), private-
key quantum money, commitments, multi-party computation, and digital signatures

1Here, “OWF-free” means that the assumption or construction can plausibly be instantiated without
using OWFs, or primitives constructed from OWFs, as building blocks; it does not necessarily mean
that the assumption is known not to imply OWFs. Several recent works have pursued this direction; see
Subsection 1.2.

2More precisely, for each x, the oracle samples a Haar-random state |1;;) and returns a fresh copy of
|2) whenever z is queried.
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with bounded-polynomial-time security. The PRFSGs constructed in this paper
are, however, secure only against classical queries.> Whether quantum-query-secure
PRFSGs, or even PRUs, can be constructed from QGAs remains open.

o We also show that QGAs satisfying the required pseudorandomness properties can
be constructed from PRUs. A PRU is a family of keyed unitaries such that no QPT
adversary can distinguish oracle access to a randomly keyed unitary from oracle
access to a Haar-random unitary. In fact, we prove the slightly stronger result that
these QGAs can be constructed from non-adaptive PRUs, whose security is required
only against adversaries that make their oracle queries non-adaptively. Because
non-adaptive PRUs appear to be weaker than adaptive PRUs, this result suggests
that our QGA assumptions may also be weaker than adaptive PRUs. Whether QGAs
imply PRUs remains open.

o We propose candidate QGA instantiations based on random quantum circuits and
instantaneous quantum polynomial-time (IQP) circuits [BJS11, BMS16]. These
candidates are intended to be OWF-free: their sampling algorithms are defined
directly using random quantum circuits rather than by first constructing classical
pseudorandom functions or other primitives from OWFs. For the IQP-based candi-
dates, the acting group G is commutative, which may be advantageous for further
cryptographic applications.

As a supplementary result, we also show in Appendix A that QGAs satisfying specific
pseudorandom properties imply secret-key encryption. Since this construction is a simple
additional application of our QGA assumptions rather than a main contribution of this
work, we defer it to Appendix A.

We next describe these results in more detail.

1.1.1 (Quantum) Group Actions.

Our quantum assumptions are based on a “quantization” of group actions. We first briefly
review group actions, and then give a summary of our quantum group actions.

Group actions. A group action (G, S, %) consists of a group G, a set S, and an operation
*: G x S — S such that g1 x (g2 x 8) = (g192) * s for all g1,g2 € G and s € S, and such
that the identity element e € G satisfies e x s = s for every s € S. Cryptographic group
actions [BY91, Cou06, JQSY19, ADMP20] are group actions endowed with computational
hardness assumptions.

For example, a one-way group action [BY91] is a group action for which, given a fixed
element so € S and ¢ := g * sg for a uniformly random ¢ +$ G,* it is computationally hard
to find any ¢’ satisfying ¢’ x sp = t. One-way group actions abstract several well-studied
cryptographic assumptions, including discrete-logarithm assumptions [DHT76], isogeny-
based assumptions [JD11, CLM 18], and code-based assumptions [DD24]. They have
applications to identification schemes, digital signatures, and commitments [BY91].

A pseudorandom group action [JQSY19, ADMP20] is a group action for which g sg,
with g <$ G, is computationally indistinguishable from an independently sampled
u +$ S.5 A weakly pseudorandom group action [ADMP20] is a group action for which
(51,9 * 5i)icjo] and (sq, 8});c[g] are computationally indistinguishable, where g +8 G
and s1,...,80,8%, ..., S’Q +$ S. Weakly pseudorandom group actions abstract several
well-studied cryptographic assumptions, including the decisional Diffie-Hellman (DDH)

3The resulting IND-CPA SKE and EUF-CMA MACs are likewise secure only against classical queries.

4Throughout this paper, a <8 A denotes that a is sampled uniformly at random from the finite set A.

5This notion is nontrivial when the distribution of g * so does not already coincide with the uniform
distribution over S; see Subsection B.1.
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assumption [DH76] and isogeny-based assumptions [CLM™*18]. They also yield applica-
tions such as key exchange, smooth projective hashing, dual-mode public-key encryption
(PKE), two-message statistically sender-private oblivious transfer (OT), and pseudorandom
functions (PRFs) [BY91, ADMP20, JQSY19, Cou06].

Quantum group actions. We introduce a quantum analogue of cryptographic group
actions, which we call quantum group actions (QGAs).5 A QGA (G, S, x) is a tuple of a
group G, a set S, and an operation x: GG is a subgroup of unitary operators and S is a set
of quantum states. The action * is just the application of a unitary in G on a state in S.
Then the property g1(g2]s)) = (g1g2)|s) is trivially satisfied for any g1, g2 € G and |s) € S.

We introduce a quantum analogue of cryptographic group actions, which we call
quantum group actions (QGAs).” A QGA (G, S,*) consists of a group G, a set S, and an
action x, where G is a subgroup of unitary operators and S is a set of quantum states
preserved by the action of G. For g € G and |s) € S, the action g x |s) is simply the
application of the unitary g to |s). Consequently, g1 * (g2 x |s)) = (g192) * |s) for all
91,92 € G and |s) € S. Since the action is simply unitary application, we usually omit x
and write g|s) instead of g % |s).

For cryptographic applications, we equip G with an efficient sampling algorithm
SampG. Strictly speaking, SampG outputs a classical description [g] of a unitary g € G.
The distribution induced by SampG need not be uniform over G, and its support need
not coincide with G or be closed under composition. For readability, throughout the
introduction we use the shorthand g < SampG to mean that [g] is generated by SampG
and the corresponding unitary g is used.

We similarly introduce an efficient generation algorithm GenS for states in .S, which
generates a quantum analogue of a fixed element sg € S. Strictly speaking, GenS outputs a
classical description [|s)] of a preparation circuit for a state |s) € S. This description allows
any polynomial number of fresh copies of |s) to be prepared efficiently. Throughout the
introduction, we use the shorthand |s) <— GenS to denote this procedure and the resulting
state.

Some of our security definitions additionally use Haar-random states. We write |s) <
when |s) is sampled according to the Haar measure p over the pure-state space. Although
exact Haar-random states are used in the idealized security definitions, the reductions
require only finitely many moments; accordingly, Haar-random states can be replaced there
by efficiently generated approximate ¢t-designs of suitable orders and approximation errors.

We endow QGAs with several computational hardness assumptions. In particular,
we introduce several pseudorandomness properties for QGAs and show that suitable
combinations of these properties imply classical-query PRFSGs and can be obtained from
PRUs.

1.1.2 Construction of PRFSGs.

To provide intuition for our construction of pseudorandom function-like state generators
(PRFSGs) from pseudorandom quantum group actions (QGAs), we first review the classical
Naor—Reingold construction of pseudorandom functions (PRFs) from group actions [NR04].

Naor—Reingold PRFs, decisional Diffie-Hellman (DDH), and weak pseudo-
randomness. The Naor-Reingold PRF can be instantiated from a group action as
follows [NR04, BKW20, ADMP20, MOT20]. The key of the PRF fy is k := (go, g1, - . -, g¢)

6A quantum variant of group actions where S is the set of quantum states was introduced in [Zha24]
and studied recently in [MZ25]. See Subsection 1.2.

7A different quantum variant of group actions, in which S is a set of quantum states, was introduced
in [Zha24] and subsequently studied in [MZ25]; see Subsection 1.2.
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where g; <8 G for every i € {0,1,...,¢}. For an input = := (z1,...,2¢) € {0,1}", define

fr(@) = (g7 -~ 97" 90) * S0, (1)

where sq is a fixed element of S.
Roughly speaking, the security of this construction follows from the computational
indistinguishability®

. Gas o g G
{(gz * S0, (ggz) *SO)ZG[Q] CVie [Q] g; <8 G } (2)
. {(gz * S, h; *SO)ie[Q] Vi e [Q] giahz’ 8 G}, (3)

which we call the Naor—Reingold (NR) assumption. Here, @ is polynomially bounded in
the security parameter. By applying the NR assumption repeatedly, one can show that the
outputs of f are computationally indistinguishable from those of f/.(z) := g, * s, where
an independent g, <% G is sampled for each input = [NRO4].

Naor and Reingold [NR04] showed that the NR assumption follows from the decisional
Diffie-Hellman (DDH) assumption. For a group action, the DDH assumption requires

(SOag*SO;g*SO, (gg) *80) e (8079*8079*807h*80)7 (4)

where sq is a fixed element of S and g, g, h <% G independently.

Suppose that G additionally has the structure of a commutative ring with operations
(-,+), and that S has a binary operation o satisfying x(g* sg) o (¢’ xsg) = (¢ + ¢’) * s0. In
this setting, the DDH assumption tightly implies the NR assumption because the samples
can be rerandomized [NR04, BMR10].°

Boneh, Kogan, and Woo [BKW20] considered the case in which G is a commutative group
and showed, via a hybrid argument, that the DDH assumption implies the NR assumption.
Alamati, De Feo, Montgomery, and Patranabis [ADMP20] took a different approach
by introducing weak pseudorandomness.'® This property requires the computational
indistinguishability

{(si,g*si)ie[Q] yie L([]Q?g’% g } ~c {(sissh)ieiq : Vi € [Q), si,s; <8 S}.  (5)

If the group action is regular (and hence transitive)! then, for any fixed sq € S, the
distribution of g; x so for a uniformly random g; <% G is uniform over S. Therefore,
replacing s; and s; with g; x s and h; x sg, respectively, where g;, h; <% G, transforms
the weak-pseudorandomness experiment into the NR experiment. Consequently, weak
pseudorandomness is tightly equivalent to the NR assumption in this setting.

Although Alamati et al. focused on the case in which G is commutative, their approach
extends to noncommutative groups. We also note that we will not need some properties of
G assumed by Boneh, Kogan, and Woo [BKW20] when we employ pseudorandom group
actions. See Appendix B for details.

Construction of PRFSGs. Motivated by the classical Naor—Reingold construction,
we construct a PRFSG from a QGA. Our construction is summarized in Figure 1. Let

(G, S, ) be a QGA.'2

8Here, ~. denotes computational indistinguishability between the two distribution ensembles.

9Some non-commutative settings related to matrix DDH assumptions have also been studied [LW09,
EHK*13, ABP15].

10More precisely, they require the permutation mg: s +— §* s to be a weak pseudorandom permutation.

1A group action is transitive if, for every s1,so € S, there exists a g € G such that s3 = gxs1. A group
action is regular if it is both transitive and free, where freeness means that g x s = s for some s € S implies
that g is the identity element. See Definition 23 in Appendix B.

12Because the action is simply the application of a unitary to a state, we omit x below and write g|s)
for g x |s).
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PR (eq.9)

—— Weak PR (eq.10) NR (eml.és)L PRFSGs (eq.6)

Figure 1: Diagram for our construction.

Haar-PR (eq.11)
+ Haar-DDH (eq.12)

G’s commutativity
+ DDH (eq.7)

We define the PRFSG StateGen(k, x) — |¢x(x)) as follows: Its key is k :== (go, g1, - - - » Ges |50))s
where g; — SampG for every i € {0,1,...,¢} and |sg) + GenS is a fixed, efficiently prepara-
ble state in S. For an input = = (z1,...,2,) € {0,1}¢, the output state is defined by'?

|0 (2)) = (g, -+~ 91" 90) Is0)- (6)

The remaining question is which hardness assumptions on the QGA suffice to guarantee
the security of StateGen as a PRFSG. A direct quantum analogue of the DDH assumption
would require the computational indistinguishability

(Is0), gls0), gls0), Ggls0)) ~c (Is0), gls0), glso), hlso)), (7)

where |sg) < GenS and g, g, h + SampG independently. Similarly, the quantum analogue of
the NR assumption informally requires the following computational indistinguishability.'*

{(gilso), ggils0))icq) : § < SampG, Vi € [Q] gi - SampG}
~c {(gils0), hils0))ie(q) : Vi € [Q] gi, hi < SampG}. (8)

Unfortunately, when G lacks additional algebraic structure, such as commutativity,
neither this direct analogue of the DDH assumption nor a direct analogue of weak pseu-
dorandomness appears sufficient to imply the quantum NR assumption. We therefore
seek simple and plausible assumptions on QGAs that together imply the quantum NR
assumption.

Moreover, unlike in the classical setting, the quantum NR assumption in Equation 8
alone is insufficient to construct PRFSGs. In the classical Naor—Reingold construction,
repeated applications of the NR assumption show that the outputs of fj are computationally
indistinguishable from those of f,(x) := g * so, where an independent g, <% G is sampled
for each input z. If the classical group action is transitive, then g, * sg is uniformly
distributed over S when g, is sampled uniformly from G. In the quantum setting, by
contrast, the distribution induced by g.|so) for g. < SampG need not be the uniform
distribution over any efficiently sampleable state space S’.'> We therefore additionally
require that g,|so), for g, < SampG, be computationally indistinguishable from a Haar-
random state.

We call this property pseudorandomness (PR). Informally, it requires

(Is0), hls0)) =e (Is0). [5')), 9)

13 Ananth, Gulati, and Lin [AGL24] gave a similar construction of selectively secure PRFSGs in the
common-Haar-state model, inspired by the Goldreich-Goldwasser—Micali (GGM) construction [GGMS6].

14Formally, the adversary receives polynomially many copies of each state. Thus, for every polyno-
mially bounded ¢, each pair in the two ensembles below should be replaced by (gi|s0), §gi|s0))®* and
(gils0), hils0))®t, respectively. However, in this introduction, we suppress the number of copies for
readability.

15The state space S’ may differ from S.




Tomoyuki Morimae, Keita Xagawa, Shogo Yamada 7

where |sg) < GenS, h + SampG, and |s’) < p is Haar-random.'® Combining the quantum
NR assumption in Equation 8 with the PR assumption yields our PRFSG construction.

It remains to determine how the quantum NR assumption can be obtained from
simpler assumptions. In the classical setting, the NR assumption follows from weak
pseudorandomness as defined in Equation 5 [ADMP20]. A natural quantum analogue
would require

{(|si>,§|5i>)i€[Q] : g+ SampG,Vi € [Q)] |si) + ,u}
~e {([s0), Isi))ieq) : Vi € [Q) [si). |s7) <= p} . (10)

In the classical setting, weak pseudorandomness is equivalent to the NR assumption under
the transitivity condition discussed above. In the quantum setting, however, the Haar-
random states in Equation 10 need not have the same distribution as states of the form
glso) for g < SampG. Consequently, Equation 10 alone does not yield the quantum NR
assumption in Equation 8. Combining it with the PR assumption in Equation 9, however,
allows us to bridge this distributional gap and recover the quantum NR assumption.

Our next goal is therefore to establish the quantum analogue of weak pseudorandomness
in Equation 10. For this purpose, we introduce two assumptions that we believe to be
natural and plausible. The first is Haar-pseudorandomness (Haar-PR), which informally
requires

(1), hls)) ~e (Is),15")), (11)

where |s), |s’) < u independently and h +— SampG.1” Importantly, PR and Haar-PR are
not equivalent in general. In the PR experiment of Equation 9, the state h|so) is generated
by applying a sampled unitary to a fixed efficiently preparable state and need not be
Haar-distributed. In the Haar-PR experiment of Equation 11, by contrast, the “input”
state itself is Haar-random.

The second assumption is a multi-sample quantum analogue of the DDH assumption
over Haar-random states. We call this property Haar-decisional Diffie-Hellman (Haar-
DDH). Informally, it requires

{(|3i>ag|3i>)ie[Q] : g + SampG,Vi € [Q)] |s;) < M}
S {(|8i>, hz|sz>)z€[Q] Vi € [Q] |Si> “— [L,hi “— SampG}. (12)

Together, the Haar-PR and Haar-DDH assumptions imply the quantum analogue of
weak pseudorandomness in Equation 10. Combining this property with PR yields the
quantum NR assumption in Equation 8. Finally, the quantum NR and PR assumptions
together establish the security of our Naor—Reingold-style PRFSG construction. See
Figure 1 for the diagram.

PRFSGs are generally defined to be secure against quantum-query adversaries [AQY22,
AGQY22]; namely, their security must hold against every quantum polynomial-time (QPT)
adversary that may query the input z in superposition. Our proof, however, establishes
security only against classical-query adversaries, and several barriers prevent our current
techniques from extending to quantum queries; see Subsection 4.2. Constructing quantum-
query-secure PRFSGs, or even PRUs, from QGAs or other OWF-free assumptions remains
an open problem.

In the classical setting, PRFs can be constructed from pseudorandom group actions, as
shown by Ji et al. [JQSY19]. By contrast, we do not know how to construct PRFSGs from
PR QGAs or Haar-PR QGAs alone. In particular, Ji et al. [JQSY19, Section 7.2] follow

16Formally, the adversary receives an arbitrary polynomial number of copies of each state. We suppress
the number of copies throughout the introduction.

17The adversary may receive an arbitrary polynomial number of copies of each state. By contrast, when
the number of copies is bounded by a constant, a statistical construction is known [AGL24, Section 4].
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the Goldreich-Goldwasser—Micali (GGM) paradigm [GGM84], together with its quantum-
security extensions by Zhandry [Zhal2a] and Song and Yun [SY17]. They construct a
keyed length-doubling pseudorandom generator PRGy: G — G x G using a pseudorandom
group action, hash functions, and a sampling algorithm. We do not know how to realize
an analogous length-doubling PRG from QGA assumptions in the quantum-state setting.
More generally, it remains open whether PRFSGs can be constructed from PRSGs.!8

1.1.3 Relations Between QGAs and Other Primitives.

Pseudorandom state generators (PRSGs) from PR QGAs. As explained above,
pseudorandomness for QGAs requires

(|50>7 h|30>)®t ~c (|50>7 |sl>)®t

for every polynomially bounded ¢, where |sg) < GenS, h < SampG, and |s') < p is
Haar-random. As an additional result, we observe that a PR QGA directly yields a PRSG.

Lemma 1. Pseudorandom quantum group actions (PR QGAs) imply pseudorandom state
generators (PRSGSs).

One-way state generators (OWSGs) from one-way QGAs. It is also natural to
define a quantum analogue of one-way group actions. In the security game for a classical
one-way group action, the adversary receives the classical elements s and g x s. In the
corresponding security game for a one-way QGA, the adversary receives [s)®! and (g|s))®?
for every polynomially bounded ¢. We obtain the following implication.

Lemma 2. One-way QGAs imply pure one-way state generators (OWSGs).

QGAs from pseudorandom unitaries (PRUs). We construct QGAs from pseudo-
random unitaries (PRUs) by letting the sampler for G output a uniformly random key
k, which serves as a classical description of the unitary Uy, and by letting the generation
algorithm for S output [0*) as the initial state.

Lemma 3. Pseudorandom unitaries (PRUs) imply PR, Haar-PR, and Haar-DDH QGAs.

See Section 5 for the proofs.

Candidate instantiations of QGAs. Finally, we discuss several candidate QGA
instantiations. We conjecture that QGAs based on random quantum circuits and random
instantaneous quantum polynomial-time (IQP) circuits satisfy PR, Haar-PR, and Haar-
DDH. For the IQP-based candidates, the acting group G is commutative, which may be
advantageous for further cryptographic applications. See Section 6 for details.

Summary of results. Figure 2 summarizes the new and known relations between
cryptographic primitives and QGAs, distinguishing primitives with classical-query security
from those with quantum-query security. As illustrated in the figure, our results may open
a new avenue for connecting quantum cryptographic applications to concrete OWF-free
hardness assumptions.

I8PRFSGs with O(log A)-bit inputs can be constructed from PRSGs [AQY22], but the problem remains
open for PRFSGs with poly(A)-bit inputs.
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Figure 2: Relations among primitives and QGAs. “cq” and “qq” denote classical-query
and quantum-query, respectively. An arrow from primitive A to primitive B (except for
those with crosses) represents that A implies B. An arrow with a cross represents the
existence of a black-box separation between A and B. A gray dashed arrow represents
that A trivially implies B. A zigzag arrow represents that A with pure outputs implies
B. A red double arrow represents that the relation is shown in this paper. A blue arrow
from primitive A to primitive B represents that we do not know the implication from A
to B. cqPRFSGs with the input space {0, 1}* for £ = O(log()\)) can be constructed from
PRSGs [AQY?22].
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1.2 Related Works

As discussed above, an important goal in this area is to base Microcrypt primitives on
plausible concrete or abstract OWF-free hardness assumptions. During the preparation of
this manuscript, the following three works pursuing this goal appeared.

Khurana and Tomer [KT25] constructed one-way puzzles (OWPuzzs) from hardness
assumptions underlying sampling-based quantum advantage [BFNV19, AA1l, TDO04,
BJS11, BMS16, FKM*18], together with the mild complexity assumption, P#F ¢
(i0)BQP /gpoly.

Hiroka and Morimae [HM25] and Cavalar, Goldin, Gray, and Hall [CGGH25] con-
structed OWPuzzs from the quantum average-case hardness of the GapK problem. GapK
is a promise problem that asks whether a given bit string z has low Kolmogorov com-
plexity. Its quantum average-case hardness requires that instances be sampled from a
quantum-polynomial-time sampleable distribution and that no quantum-polynomial-time
algorithm can solve the problem. Their assumptions are more concrete and have previously
been studied outside cryptography, particularly in the contexts of quantum advantage and
classical meta-complexity.

On the other hand, our work constructs the stronger primitive of PRFSGs, which
in turn imply UPSGs, PRSGs, OWSGs, private-key quantum money, IND-CPA SKE,
EUF-CMA MACs, OWPuzzs, and EFI pairs. An interesting open problem is whether
our QGA assumptions can be instantiated from concrete assumptions related to quantum
advantage or meta-complexity.

Comparison with Mutreja and Zhandry (CRYPTO 2025). Mutreja and Zhandry [MZ25],
following the earlier framework of Zhandry [Zha25], study quantum state group actions in
which a group acts on a set of quantum states. They investigate concrete constructions and
cryptographic problems associated with such actions, including both vulnerable construc-
tions with sufficiently many copies and secure ones. Their constructions are unconditional
or based on assumptions such as LWE or the quantum random-oracle model, and provide
a unified perspective on quantum-money and key-distribution protocols.

Our work has a complementary objective. We model the acting group directly as a
subgroup of unitary operators and develop generic hardness assumptions for QGAs in
Microcrypt, including PR, Haar-PR, Haar-DDH, and NR. We then use these assumptions
to construct classical-query pseudorandom function-like state generators (PRFSGs). Thus,
Mutreja and Zhandry primarily analyze concrete quantum-state actions, their bounded-
copy security, and the cryptographic problems supported by their additional structure,
whereas our goal is to provide an assumption framework connecting candidate unitary
ensembles to generic cryptographic applications.

Comparison with Bostanci, Haferkamp, Hangleiter, and Poremba (TQC 2025).
Bostanci et al. [BHHP25] introduce Hamiltonian phase states (HPSs), generated by random
IQP circuits, and conjecture their one-wayness and pseudorandomness. Their construction
can be viewed as a concrete instantiation of our IQP-based QGA framework, where the
HPS circuit distribution specifies the sampler SampG for the acting unitaries. Up to an
efficiently invertible fixed Hadamard transform, their search and decision HPS assumptions
correspond closely to the one-wayness and PR assumptions for this IQP-based QGA.

The two works are complementary: Bostanci et al. analyze a specific, efficiently
implementable IQP ensemble and provide supporting evidence such as worst-case-to-
average-case reductions and approximate state-design properties, whereas we develop a
generic group-action framework connecting unitary ensembles to cryptographic applications.
Our framework additionally introduces action-level notions such as Haar-PR, Haar-DDH,
and NR.
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2 Preliminaries

2.1 Basic Notations

We use the standard notations from quantum information and cryptography. For an
algorithm A, y < A(z) means that 4 is run on input = and output y is obtained. For a
non-negative integer @, [Q] is the set {1,2,...,Q}. QPT stands for quantum polynomial
time. A is the security parameter. negl is a negligible function.

For two distributions D and D’, we sometimes use D ~, D’ to denote D and D’
are computationally indistinguishable with respect to a quantum adversary. We write
tm and pY to denote the Haar measure over m-qubit space and over m-qubit unitaries,
respectively. In what follows, we assume that the length of quantum states is m(\) qubits,
where m is a polynomial. We often drop the subscription m from g, and pY if m is clear
in the context. For a distribution or measure D, y <~ D means that we take a sample y by
following D.

2.2 Quantum Cryptographic Primitives

We review quantum cryptographic primitives in the literature.

Definition 1 (Pseudorandom State Generators (PRSGs) [JLS18]). A pseudorandom state
generator (PRSG) is a tuple (KeyGen, StateGen) of algorithms such that

o KeyGen(1*) — k : It is a QPT algorithm that, on input 1*, outputs a classical bit
string k € {0, 1}”‘0‘), where £ is a polynomial.

o StateGen(k) — |¢r) : It is a QPT algorithm that, on input k, outputs a quantum
state |¢p).

We require that for any QPT adversary A and any polynomial ¢,

[ AN, ) )] —

’ Pr [1+ A1, [)®)]] < negl()). 13
k<—KeyGren(1*) \w><£u[ AL [9)#0)]] < negl(A) (13)

Definition 2 (One-Way State Generators (OWSGs) [MY22, MY24]). A one-way state
generator (OWSG) is a tuple (KeyGen, StateGen, Ver) of algorithms such that

o KeyGen(1*) — k : It is a QPT algorithm that, on input 1, outputs a classical bit
string k € {0, 1}"‘0‘), where k is a polynomial.

o StateGen(k) — ¢ : It is a QPT algorithm that, on input a classical string k, outputs
a quantum state ¢.

o Ver(k',¢r) — T/L : It is a QPT algorithm that, on input a classical string &’ and a
quantum state ¢y, outputs T or L.

We require the following correctness and one-wayness.

Correctness.

Pr[T < Ver(k, ¢p) : k < KeyGen(1*), ¢ < StateGen(k)] > 1 — negl()). (14)



12 Quanutm Group Action

One-wayness. For any QPT adversary A and any polynomial ¢,

Pr[T < Ver(k', ¢i) : k + KeyGen(1*), ¢y, < StateGen(k), k' < A(1*, ¢3")]
< negl(A). (15)

Remark 1. If all |¢y) are pure and Pr[T < Ver(k, |¢r))] > 1 — negl(N) is satisfied for all &,
we can replace Ver with the following canonical verification algorithm: Project |¢x) onto
|¢xs). If the projection is successful, output T. Otherwise, output L.

Definition 3 (Weak OWSGs [MY24]). The definition of weak one-way state generators
(weak OWSGs) is the same as that of OWSGs except that the one-wayness is replaced
with the following weak one-wayness: there exists a polynomial p such that for any QPT
A and polynomial ¢

Pr[T < Ver(k', ¢x) : k < KeyGen(1*), ¢y, < StateGen(k), &’ < A(1*, ¢3")]

1
<1-o (16)

Remark 2. Tt is shown in Theorem 3.7 of [MY24] that OWSGs exist if and only if weak
OWSGs exist.

Definition 4 (Pseudorandom Function-Like State Generators (PRFSGs) [AQY22]). A
pseudorandom function-like state generator (PRFSG) is a tuple (KeyGen, StateGen) of
algorithms such that

o KeyGen(1*) — k : It is a QPT algorithm that, on input 1%, outputs k € {0, 1}V,
where k is a polynomial.

o StateGen(k,z) — |ér(x)) : It is a QPT algorithm that, on input & and = € {0, 1}*®),
outputs a quantum state |¢x(x)), where ¢ is a polynomial.

We require the following security: For any QPT adversary A,
%Ke&i n(m[l  AStateGen(h) (1A)] _ Pyl « A% (12)]] < negl()). (17)
The oracle Oyaar is the following oracle:
1. Sample |¢;) < p for each .
2. When z is queried, return |,).

Definition 5 (Classical-Query PRFSGs). A pseudorandom function-like state generator
(PRFSG) is called a classical-query PRFSG if it is secure against only adversaries that
query the oracle classically.

Remark 3. In [AQY22, AGQY22|, general PRFSGs where adversaries can quantumly
query the oracle are defined and constructed from PRUs or OWFs. In this paper, however,
we mainly focus on classical-query ones.

Definition 6 ((Non-adaptive) Pseudorandom Unitaries (PRUs) [JLS18, MPSY24]). Let
K denote the key space at most poly(A) bits. A family {{Ux}rei, }ren of unitaries is a
pseudorandom unitary (PRU) if it satisfies the following:

o Efficient generation: there exists a QPT algorithm G that implements Uy on input
k. Namely, for any m(\)-qubit state |¢), G(k, |¢)) outputs Uy, |¢).
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o Indistinguishability from Haar random unitary: For any QPT algorithm A(),

Upt _ Uyl <
keg(rlcx)[le/l ] U(ljiU[l%A 1| < negl()), (18)

where U(KCy) denotes the uniform distribution over Ky.

If the indistinguishability holds only for adversaries with non-adaptive queries (i.e.,
U®Poy(A) can be queried only at once), we say that {{Ux}rex, }ren is a non-adaptive
PRU.

2.3 Design and Haar Measure

The following lemma shows that there exists an efficient approximate quantum ¢-design
that approximates the Haar measure over states.

Lemma 4 ([Kre21, Lemma 8 and Fact 9] based on [BHH16], adapted). For each n,t € N
and ¢ > 0, there exists a poly(n,t,log %)—time quantum algorithm S, ;. that outputs an
n-qubit state such that for any quantum algorithm A,

(1=9, Pr L A< | P Lo A < (140 Pr (Lo ()]
(19)

We will use the Haar measure for definitions and use efficient approximate quantum
t-designs for the security proof. An exception is symmetric-key encryption in Appendix A,
where we use the efficient approximate quantum t-designs for construcitons.

The next lemma say that two independent samples from the Haar measure is almost
orthogonal.

Lemma 5.
9 1
Ejy). 1) (010)" = o7 (20)

%

Proof. 1t is known that Ejyy., [¥)(¢] = S+, where I = [0)(0] + [1)(1] is the two-
dimentional identity operator. Therefore,

1

Ejg),16)epn | (V10N = Ejgyepin (DI Ejgy oy [0} (9111 00) = on (21)

O

3 Quantum Group Actions and Hardness Assumptions

In this section, we define quantum group actions (QGAs) and their properties. (For a
review of classical group actions, see Appendix B.) We also introduce several hardness
assumptions for QGAs, including one-wayness and various notions of pseudorandomness.

3.1 Quantum Group Actions

We first define quantum group actions (QGAs), which are a quantum analogue of group
actions.

Definition 7 (Quantum Group Actions (QGAs)). A quantum group action (QGA) is a
pair (G, S) of a group G and a set S such that
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e G : a subgroup of A-qubit unitary operators.

e S : a set of A-qubit states.
We require that for any g € G and ¢ € S, gpg' € S.

Remark 4. For notational simplicity, we present our definitions and results using pure
states. However, all of our results extend straightforwardly to mixed states.

We define effective QGA, which is a quantum analogue of effective group actions [ADMP20].

Definition 8 (Effective Quantum Group Actions (EQGAs)). We say that a QGA (G, S)
is effective if there are two algorithms SampG and GenS such that

e SampG(1*) — [g] : Tt is a QPT algorithm that takes 1* as input, and outputs an
efficient classical description [g] of a unitary operator g € G. An efficient classical
description [g] of g means, for example, a classical description of a poly(\)-size
quantum circuit that implements g.

e GenS(1*) — [|s)] : It is a QPT algorithm that takes 1* as input, and outputs an
efficient classical description [|s)] of a quantum state |s) € S. An efficient classical
description [|s)] of |s) means, for example, a classical description of a poly(\)-size
quantum circuit that prepares |s).

Remark 5. Note that neither SampG nor GenS is required to be deterministic. Consequently,
different executions of SampG (respectively, GenS) may output different descriptions [g]
(respectively, [|s)]).

Remark 6. Unlike effective group actions [ADMP20] (see Subsection B.1), we do not
require SampG to sample uniformly from the entire group G. In particular, if we define

Supp(SampG) := {g € G : [g] + SampG(1*) with nonzero probability},

then we do not require Supp(SampG) = G. The reason is that our cryptographic definitions
do not depend on the distribution of ¢ itself, but only on the distribution of the resulting
state g|s). For example, our pseudorandomness notions will be defined via the computa-
tional indistinguishability between states generated as g|s), where [g] < SampG(1*), and
Haar-random states. Therefore, requiring SampG to sample uniformly from all of G is
unnecessary for our purposes. A similar relaxation is possible even in classical effective
group actions. There, pseudorandomness is defined by comparing the distribution of g *x sg
with the uniform distribution over the state space S, and the distribution of g itself need
not be uniform over G. Indeed, some lattice-based constructions consider non-uniform
sampling procedures, e.g., [BBCK24].

Remark 7. For simplicity, we often write [g] and [|s)] simply as g and |s), respectively,
whenever no confusion can arise. Moreover, throughout the remainder of the paper, all
QGAs are assumed to be effective. Accordingly, we omit the qualifier “effective” and
simply write QGA.

3.2 One-Way QGAs

We next define a quantum analogue of one-way group actions.

Definition 9 (One-Way Quantum Group Actions (OW QGAs)). A QGA (G, S) with
(SampG, GenS) is called one-way (OW) if for any QPT adversary A and any polynomial ¢,
Pr[T < C] < negl(\) is satisfied in the following security game.

1. The challenger C runs |s) < SampG(1*) and g + SampG(1?).
2. C sends |s)® and (g|s))®* to A.

3. A returns an efficient classical description [¢] of a unitary ¢’.*°

19[g'] could be outside of G.
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4. C projects g|s) onto ¢’|s). If the projection is successful, C outputs T. Otherwise, it
outputs L.

Lemma 6. If one-way quantum group action (OW QGAs) exist then one-way state
generators (OWSGs) exist.

Proof. Let (G,S) be a OW QGA with (SampG, GenS). From it, we construct a weak
OWSG (KeyGen, StateGen, Ver) as follows.

o KeyGen(1*) — k : Run |s) < GenS(1?) and g < SampG(1*). Output k := (|s), g).
o StateGen(k) — |¢x) : Parse k = (|s), g). Output |¢y) = |s) ® g|s).

o Ver(k',|¢x)) — T/L:Parse &' = ([|s")],[¢']). Apply ¢’ ®I on |¢;) and do the SWAP
test between the two registers.

Assume that this is not weakly one-way. Then, for any polynomial p, there exists a QPT
A and a polynomial ¢ such that

Z Pr[|s) < GenS(1*)] Pr[g < SampG(1*)]
[s).g

1+ |(sl(g")gls)I”

> Pr(lI)][9']) « A, (|s) @ gls) )] - 5 (22)
[15)],[9']
1
>1- m7 (23)
which means that
> Pr[|s) « GenS(1*)] Pr[g + SampG(1*)]
Is).g
S Pu([Is)).[g) A (Is) @ gls)®)] - [(sl(g) gls)|? (24)
[15)],[9)
> 1o (25)

It is clear that we can construct a QPT adversary that breaks the OW QGA from this A.

From Theorem 3.7 of [MY24], we obtain a pure OWSG (KeyGen’, StateGen’, Ver’) from
this weak OWSG. Moreover, we can check that Pr[T « Ver'(k,|¢x))] > 1 — negl()\) is
satisfied for all k. Then, as is shown in Appendix B of [MY24], we can construct another
OWSG with the canonical verification. O

3.3 Pseudorandom QGAs

We also introduce quantum analogue of pseudorandom group actions. We define four types
of pseudorandomness of QGAs, which we call pseudorandom (PR), Haar-pseudorandom
(Haar-PR), Decisional Diffie-Hellman (DDH), and Haar-Decisional Diffie-Hellman (Haar-
DDH).

Definition 10 (Pseudorandom Quantum Group Actions (PR QGAs)). We say that a
QGA (G, S) with (SampG, GenS) is pseudorandom (PR) if the following two distributions
are computationally indistinguishable for any polynomial ¢:

PRy : return (|sq), h|so))®, where |sq) « GenS(1%), h < SampG(1*),

PRy : return (|so), h|s))®!, where |sq) « GenS(1%),s) < p.
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It is easy to see that PR QGAs can be constructed from PRUs by setting |sg) to be a
fixed state, say, |0...0), and considering h <~ SampG(1*) as sampling k and outputting Uy.

Lemma 7. If pseudorandom unitaries (PRUs) exist, then pseudorandom quantum group
action (PR QGAs) exist.

We can show that the multiple samples are also pseudorandom.

Lemma 8. Let (G, S) be a pseudorandom quantum group action (PR QGA) with (SampG, GenS).
Then the following two distributions are computationally indistinguishable for any polyno-
mials Q and t:

mPRy : return {(hq|so))®' }ee(q), where |so) < GenS(1*) and h, < SampG(1*) for q € [Q),

mPRy @ return {[sq)® }geiq), where |sq) < p for q € [Q)].

Proof. Let (G, S) be a PR QGA with (SampG, GenS). Define the distributions H;’Q for
j=0,...,Q as follows.

° |So> < GenS(l/\)
e Forqe{1,2,..,7}, [sq) < p.

e Forqge {j+1,..,Q}, hy + SampG(1*).

Output {|s¢)®*}geqa,....;3 and {(hgl50))® }oeit1,....0}-

It is clear that mPRy = Hé’Q and mPR; = HgQ. We claim that for any QPT adversary
A, any polynomials Q, ¢, and any j € [Q]

‘Pr[l — A(HEQ)] = Pr[l A(H;.’Q)]’ < negl(\).

To show this claim, assume that there exist a QPT A, polynomials Q,¢,p, and j € [Q]
such that

t, i !
Pill (%) - Prft - AGH )| >

for infinitely many A. Then we can construct a QPT adversary B that breaks the security
of the PR QGA as follows:
1. The challenger C chooses |sg) < GenS(1*) and b < {0,1}.

2. If b = 0, C chooses h <+ SampG(1*) and sends (|so), h|so))®?! to B. If b =1, C
chooses |s) + p and sends (|sg), |s))®%* to B.

3. B runs A on input {|sq)®*}eeq1,....j—1}, the received state (i.e., (h]so))®" or |s)®"),
and {(hq]50))®" }ge(j+1....0}» and outputs A’s output. Here, all |s,) are approximate
quantum t-designs and each h, + SampG(1*). (From Lemma 4, we can replace
Haar random states with approximate quantum ¢-design states.) Note that B can
efficiently generate the {(hq|50))® }ge(jt1,....q) because B receives |sg)®?" from C.

We have

Pr[l < B|b=0] - Pr[l + A(H;.;Ql)]‘ < negl(\),

Pr[l « B|b=1] - Pr[l « A(H;.’Q)]‘ < negl(\).
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Therefore, we have
|Pr[1 < B|b=0]—Pr[l+ B|b=1]
> [Pl A(HS)] = Pr[1 + A(H}9)]| — negl())

1
> m — negl(A)

for infinitely many A, which means that the PR QGA is broken. O
It is obvious that PR QGAs directly imply PRSGs.

Lemma 9. If pseudorandom quantum group actions (PR QGAs) exist, then pseudorandom
state generators (PRSGs) exist.

Proof. Let (G, S) be a PR QGA with (SampG, GenS). From it, we construct a PRSG,
(KeyGen, StateGen), as follows.

o KeyGen(1*) — k : Run |s) < GenS(1*) and g < SampG(1*). Output k := (|s), g).
o StateGen(1*, k) — |#1) : Parse k = (|s), g). Output |¢z) = g|s).
It is clear that this satisfies the security of PRSGs. O

Next, we give a variant of pseudorandomness, which we call Haar-pseudorandom
(Haar-PR) because underlying states are generated according to the Haar measure.

Definition 11 (Haar-Pseudorandom Quantum Group Actions (Haar-PR QGAs)). A QGA
(G, S) with (SampG, GenS) is called Haar-pseudorandom (Haar-PR) if the following two
distributions are computationally indistinguishable for any polynomial ¢:

s),h|s))®t, where |s) < u, h < SampG(1*),

HaarPRy : return (|s),
s), |s"))®, where [s) < p, |s") < p.

|
HaarPR; : return (|

Remark 8. Haar-PR QGAs can be considered as a computational version of the statistical
construction of PRSGs in the common Haar state model [AGL24, CCS25).

Similarly to PR QGAs, Haar-PR QGAs can also be constructed from PRUs.

Lemma 10. If pseudoranom unitaries (PRUs) exist, then Haar-pseudorandom quantum
group actions (Haar-PR QGAs) exist.

We can show that the multiple samples are also pseudorandom as in the case of PR
QGAs Lemma 8.

Lemma 11. Let (G,S) be a Haar-pseudorandom quantum group action (Haar-PR QGA)
with (SampG, GenS). Then the following two distributions are computationally indistin-
guishable for any polynomials Q and t:

mHaarPRg : return {(|sq), hqlsq))® Yeelq), where |sq) < p, by < SampG(1*) for q € [Q),
mHaarPRy : return {(|sq),[50))® }qejq), where |sq) < p,|sy) < p for q € [Q].

Proof. Let (G, S) be a Haar-PR QGA with (SampG, GenS). For each j € {0,1,...,Q},
define the following distribution H;Q

o Forqe {1,2,...,7}, |sq) < pand [s}) < p.

e Forqge {j+1,j+2,..,Q}, |sy) + p and h, < SampG(1*).
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o Output {(|s¢), Is)® }ee....53 and {(Isq); hgl3¢))® Faeit....q)-
It is clear that mHaarPRy = HS’Q and mHaarPR; = HgQ. We claim that for any QPT
adversary A4, any polynomials @, ¢, and any j € [Q]
’Pr[l — A(HY9)] = Pr[l A(vaQ)]’ < negl(\).

To show it, assume that there exist a QPT A, polynomials @, ¢, p, and j € [@Q] such that

t, & !
Pill (%) - Prft - AGH )| >

for infinitely many A. Then we can construct a QPT adversary B that breaks the security
of the Haar-PR QGA as follows.

1. The challenger C chooses b + {0, 1}.

2. If b = 0, C chooses |s) < p and h + SampG(1?). and sends (|s), h|s))®! to B. If
b =1, C chooses |s),|s’) < p, and sends (|s),|s'))®* to B.

3. B prepares {(Isq)s 5))%)}getr,..s 1y and {Is) halsa)® hacs11,..q) by using &
designs. It then runs A on input {(|s,), [s7))®*)}qeq1,...j—1}, the received state, and
{I54): hal5g))®* Yeej+1.....q}» and outputs its output. Here, all |s,),|s,) are t-designs.

We have

Pr[l < B|b=0] - Pr[l A(H;;Ql)]‘ < negl(\),
‘Pr[l «B|b=1]-Pil « A(H;’Q)]‘ < negl(\).
Therefore, we have
[Pr[l« B|b=0]—Pr[l+ B|b=1]|
> ’Pr[l — A(HED)] = Prll A(H;’Q)}‘ ~ negl())
> ﬁ —negl(A)
for infinitely many A, which means that the Haar-PR QGA is broken. O
We also define a natural quantum analogue of Decisional Diffie-Hellman (DDH).

Definition 12 (Decisional Diffie-Hellman Quantum Group Actions (DDH QGAs)). A
QGA (G, S) with (SampG, GenS) is called Decisional Diffie-Hellman (DDH) if the following
two distributions are computationally indistinguishable for any polynomial ¢:

DDHo : return (|so), §|s0), gls0), Gg]s0))®*, where |so) < GenS(1*) and §, g < SampG(1*),
DDH; : return (|so), §|s0), g|so), k|so))®*, where |so) < GenS(1*) and §, g, h < SampG(1*).

We next give another variant of DDH, which we call Haar Decisional Diffie-Hellman
(Haar-DDH). We will use it for the case that G is non-commutative.

Definition 13 (Haar-Decisional Diffie-Hellman Quantum Group Actions (Haar-DDH
QGAs)). A QGA (G, S) with (SampG, GenS) is called Haar-Decisional Diffie-Hellman
(Haar-DDH) if the following two distributions are computationally indistinguishable for
any polynomials @) and ¢:

HaarDDHy : return {(|sq), dlsq))® tociq), Where § < SampG(1*) and |s,) < u for ¢ € [Q)],
HaarDDH; @ return {(|sq), hqlsq))® ec(q)s Where [sq) = 11, hq < SampG(1*) for ¢ € [Q).
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3.4 Naor-Reingold QGAs

We also introduce an assumption that is a key for our construction of PRFSGs from
pseudorandom QGAs. We dub it as Naor-Reingold (NR) QGAs because this assumption
will be used to show the pseudorandomness of the Naor-Reingold-style PRFSGs.

Definition 14 (Naor-Reingold Quantum Gruop Actions (NR QGAs)). A QGA (G, S)
with (SampG, GenS) is called Naor-Reingold (NR) if the following two distributions are
computationally indistinguishable for any polynomial @) and ¢:

NRg : return {(gq]s0), G9q/50))® }gejq), Where |sg) < GenS(1*),§ < SampG(1?), and
gq < SampG(1*) for q € [Q);

NRy : return {(gqlso), hqls0))®' }eeiq)s where [sg) < GenS(1*) and gg, hq < SampG(1*)
for g € [Q).

If we consider classical group actions with special properties, the NR GA follows from
the pseudorandomness of group actions. (See Appendix B for the details.) In the case of
QGAs, we will face several problems since we cannot use algebraic structures; G and S
migh not be closed. Fortunately, the NR property of QGA follows from its PR, Haar-PR,
and Haar-DDH properties as follows:

Theorem 1. If a quantum gruop action (QGA) is pseudorandom (PR), Haar-pseudorandom
(Haar-PR), and Haar-decisional Diffie-Hellman (Haar-DDH), then it is Naor-Reingold
(NR).

Proof. To show the lemma, we introduce three intermediate distributions H;, Ho, H3
defined as follows, where we recap NRy and NR; for comparisons:

NRo : return {(gq]s0), G9q/50))® }qejq), Where [sg) < GenS(1*),§ < SampG(1*), and
gq < SampG(1?*) for q € [Q);

H; : return {(|sq), G|54))®" }4eq), Where § < SampG(1*) and |s,) < u for ¢ € [Q);
Hy : return {(|sq), hqlsq))® }ee(q), where |s4) < p and hy < SampG(1*) for ¢ € [Q];
Hs : return {(|sq), [s,))®" }4e(q), Where [sq),|s)) < p for ¢ € [Q];

NR: : return {(gqlso), hqls0))® }ee(q), Where |sg) < GenS(1*) and gg4, hy < SampG(1*)
for ¢ € [Q].

The following four lemmas show that NRg ~. Hi ~. Hy ~. Hs ~, NR; under our
assumptions and this completes the proof. O

Lemma 12. If QGA is pseudorandom (PR), then NRg ~. H;.

Proof. Assuming that QGA is PR, we know that mPRy and mPR; are computationally
indistinguishable due to Lemma 8. To show NRy ~. Hi, it is enough to show that we
can efficiently convert samples from mPRy and mPR; into NRy and H; in an oblivious
way, respectively. Suppose that we are given samples {|yq>®2t}q6[Q] from mPRg or mPRy,
where |y,) = hylso) for mPRg and |y,) = |s,4) for mPR;. To prepare samples for NRg or
Hy, we choose § — SampG(1*) and output {(|yg), ve))® }ee(q)- If the input distribution
is mPRg, then the output distribution is NRy. On the other hand, if the input distribution
is PRy, then the output distribution is H;. This completes the proof. O

Lemma 13. If QGA is Haar-decisional Diffie-Hellman (Haar-DDH), then Hy ~. Ha.

Proof. This directly follows from the Haar-DDH assumption (Definition 13). O
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Lemma 14. If QGA is Haar-pseudorandom (Haar-PR), then Hy =, Hs.

Proof. This directly follows from the multi-instance version of Haar-PR (Lemma 11). O

Lemma 15. If QGA is pseudorandom (PR), then Hs ~. NR;.

Proof. We construct an efficient quantum algorithm that converts samples from mPRg
and mPR; in Lemma 8 and into samples from NR; and Hj, respectively. Suppose that we
are given samples {|yq)® }4ej2q] from mPRy or mPRy, where |y,) = hq|so) for mPRy and
lyq) = |sq) for mPRy. We just output {(|y2q—1) ,[y24))®* }4e[q) by rearranging samples. If
the input distribution is mPRy, then the output distribution is NR;. On the other hand, if
the input distribution is mPR1, then the output distribution is Hs as we wanted. O

If G is commutative, then we only need the DDH assumption as the classical case in
Boneh et al. [BKW20].

Theorem 2. Let (G,S) be a QGA with (SampG, GenS). If G is commutative and (G, S)
is decisional Diffie-Hellman (DDH), then (G, S) is Naor-Reingold (NR).

Proof. For 1 =0,...,Q, we consider the following hybrid distributions H;:

e § <+ SampG(1*) and |sg) < GenS(1?*).

o Forj=1,...,4, |¢g) = gqls0) and |tb,) = hy|so), where gg, hy < SampG(1*).

e Forj=i+1,...,Q, |¢,) = gqls0) and [t0,) = Gg,|s0), where g, < SampG(1*).
Output {(I¢q), %)) }eciqr-

We have Hy = NRy and Hg = NR;. By using the following lemma, we have Hy ~. H; =~

Lemma 16. Let (G,S) be a QGA with (SampG, GenS) If G is commutative and (G, S) is
decisional Diffie-Hellman (DDH), then, for i =1,...,Q, H;_1 ~. H; holds.

Proof. Suppose that there exists A distinguishing H;_; from D;. We construct an adversary
B against the DDH assumption as follows:

« Given a sample (|so), |s0), g|50), h|50))®*?, where h = §g or random, B prepares a
sample {(|¢q), [1q))®" }qerq) as follows:

— for ¢ = 1,...,i— 1, take random g,, h, < SampG(1*) and set (|¢,), [¢4)) =
(9qls0): hgls0));

— for g =i, set (|¢q), [1hq)) = (gls0), hls0));

— for ¢ = i+ 1,...,Q, take random g, <+ SampG(1*) and set (|¢,), [¢)) =
(9ql50)+ 943150))-

o It runs A on input {(|¢g),[¥4))® }je(q) and outputs A’s decision.

We note that, due to commutativity of G, the last @@ — i samples are equivalent to
(9al50), 39al50)). IE b = G, then (6. ) = (gls0), Gglso}) and B perfectly simulates the
distribution H; . If h is random, then B perfectly simulates the distribution H;. Thus,
B’s advantage is equivalent to A’s advantage distinguishing H; 1 and H;. O
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4 Construction of (Classical-Query) PRFSGs

4.1 Construction

We construct a Naor-Reingold-style pseudorandom function-like state generator (PRFSG)
from QGA that is secure against classical queries in this section.

Theorem 3. Let (G,S) be a QGA with (SampG, GenS). If (G,S) is pseudorandom
(PR) and Naor-Reingold (NR), then the following (KeyGen, StateGen) is a pseudorandom
function-like state generator (PREFSG) whose input space is {0,1}.

o KeyGen(1*) — k : Sample go, g1, ..., ge < SampG(1*) and |sg) < GenS(1*). Output
k= (90,91,---,9¢,|50))- (Note that |so) here is not a physical quantum state but its
classical description.)

o StateGen(k,z) — |¢pr(z)) : Parse k = (go, g1, - e, |0)) and x = (z[1],...,z[{]) €
{0,1}¢. Output

61 (z)) = g7 gl gt M golso). (26)

From Theorem 1 and Theorem 2, we obtain the following corollaries.

Corollary 1. If a QGA is pseudorandom (PR), Haar-pseudorandom (Haar-PR), and
Haar-decisional Diffie-Hellman (Haar-DDH), then the above construction is a PRFSG.

Corollary 2. If a QGA is pseudorandom (PR) and decisional Diffie-Hellman (DDH) and
G is commutative, then the above construction is a PRFSG.

To show Theorem 3, we define three games Real, Hybrid, and Ideal defined as follows:

o Real: This is the PRFSG security game whose oracle is StateGen(k, ). That is, the
challenger C chooses k < KeyGen(1*) and runs A with the oracle StateGen(k, "),
which takes a classical string z € {0, 1}* as input and returns |¢y(z)). C outputs A’s
decision.

e Hybrid: This is the PRFSG security game whose oracle is defined as follows: On
query , if it is not queried before, then the oracle samples h, < SampG(1*) and
returns h,|sg); otherwise, it returns stored h;|so).

e Ideal: This is the PRFSG security game whose oracle is Oyaar defined as follows: On
query z, if it is not queried before, then O, samples |s,) < p and returns |s,);
otherwise, it returns |s,).

Lemma 17 below shows that Real is computationally indistinguishable from Hybrid if QGA
is NR. The proof is obtained by following the proofs in Naor and Reingold [NR04] and
Alamati et al. [ADMP20]. It is easy to show that Hybrid and Ideal are computationally
indistinguishable if QGA is PR (Lemma 18). Thus, we obtain Theorem 3. The lemmas
follow.

Lemma 17. Real and Hybrid are computationally indistinguishable if QGA is Naor-
Reingold (NR).

Proof. We define the following hybrid games Game; for j = 0,...,¢: The challenger
samples |sg) + GenS(1%), go « SampG(1*), and g; < SampG(1*) for i € [j + 1,/]. Let
¢-th adversary’s query be z, = (w4[1],...,24[{]) € {0,1}¢. The challenger returns a
quantum state |f; ) defined as follows:

1. If j = 0, then the challenger let |y,) = golso)-
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2. Otherwise

o if there exists ¢’ < ¢ satisfying (z4[1],...,24[j]) = (zg[1],...,24[j]), then
1Y4) = [9a');
o otherwise, it samples g, <+ SampG(1*) and |y,) = g,/s0)-

zqll Tqlj+1
3. Return |fjq) = 944[ b 'ngr[ljJr ]\yq>.

We note that if the query is repeated, then the challenger returns the same answer correctly.
It is easy to verify Gameg and Game, are Real and Hybrid, respectively. In what follows,
we show that Gamey ~. Game; ~, --- =, Gamey if the QGA is NR.

Fix j € {0,...,£ — 1} and consider the computational indistinguishability between
Game; and Gamejy;. Let @ be the number of the adversary’s queries. The definition
of NR QGAs implies that NRy =, NR; (Definition 14) where we will set the number of
copies t as ). Thus, it is enough to construct a reduction algorithm B distinguishing
NRo and NR; by using an adversary A distinguishing Game; and Game;y;. Our reduction
algorithm is defined as follows:

L B is given {(lyg), %)) gctar Where (i) l2)) = (gglso)39gls0)) in NRy or
(94150), hqls0)) in NRy. It prepares gji2,...,g¢ < SampG(1*). It initializes ¢ = 1.

2. Receiving a ¢-th query z, from A, it checks if there exists ¢’ < ¢ satisfying
(xq[1], ..., 2qld]) = (zg[1],...,zq[j]). If so, it uses previously-defined consistent
quantum states, that is, sets |g,) = |§y) and |Z,) == |Z,). (This is possible since we
have @) copies.) Otherwise, it picks new quantum states from the pool, that is, sets
|Tq) = |ye) and |Z,) = |2.) and increments c. It then answers

x4l TqlJ ~ . .
oy {1 =0
29/ T Tqlj+2] | ~ . .
gequ"'gjj-[g—i_ ]|Zq> if 24[j +1] = 1.

3. B outputs A’s decision.

If the given samples follow NRg, then the above simulation perfectly simulates Game; by
letting § == g;+1. If the given samples follow NR;, then the above simulation perfectly
simulates Game; since g,’s and hy’s in NR; are chosen independently. Thus, we have
Game; =2, Game;j; if the QGA is NR. O

Lemma 18. Hybrid and ldeal are computationally indistinguishable if QGA is pseudoran-
dom (PR).

Proof. This lemma immediately follows from the pseudorandomnes of multiple samples
in Lemma 8, where we need to set the number of copies ¢ as Q. O

4.2 On Quantum-Query PRFSGs

As remarked in Remark 3, we only consider classical-query pseudorandom function-like
state generators (PRFSGs) (Definition 4). Currently, we fail to show either positive results
that our Naor-Reingold-type PRFSG is secure against quantum queries or negative results,
that is, the separation of classical-query and quantum-query PRFSGs. We discuss barriers
to positive or negative results in the following.
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Barriers to positive results. We tried to show our Naor-Reingold-type PRFSG is
secure against quantum queries, but we faced some problems. For example, we can
consider the quantum-query version of Hybrid and Ideal. Can we show the computational
indistinguishability between them from pseudorandom (PR) QGAs?

For simplicity, we consider the case of small input space {0,1}¢ with £ = O(log())).2°
We identify {0,1}* with [2¢]. If we consider PRFs, then classical-query PRFs against
a quantum adversary are also quantum-query PRFs. This is because a classical-query
adversary can ask all inputs 1, . . ., 2¢ to its oracle and simulate answers on quantum queries.
However, in the case of PRFSGs, we do not have such implications. A classical-query
adversary can obtain all states |s,), which is |¢x(z)) or |,), for all x € [2f]. How can we
simulate the answers to quantum queries?

For example, if we implement a mapping |z) — |z)|s,) by using a controlled swap,
then the results will be as follows:

2)[07) @ (|s1)%% @ -+ ® [526)®9)
—controlled swap |x>|3x> & (‘31>®Q Q- |On> |3x>®(Q_1) D |82‘4>®Q)'

Unfortunately, these operations produce an entanglement between the states for the
adversary and the reduction algorithm B and our attempt fails.

Barriers to negative results. Zhandry showed that if there exists a classical-query
PRF, then there is a classical-query PRF insecure against quantum-query attacks [Zhal2a,
Theorem 3.1]. One would consider we can show its analogy for PRFSGs by mimicking his
proof. Unfortunately, this strategy does not work because of the following reasons.

We briefly review Zhandry’s strategy: Suppose that there exists a PRF PRF whose
input space is [N], where N = 2¢(°8(})  (Otherwise, there is no separation as we ex-
plained in the above.) We then define a new PRF whose input space is [N'], where N’ is a
power of 2 larger than 4N?2. The new key is a pair of the original key k and a random
prime a € (N/2,N]. The new PRF is defined as PRF": ((k,a),z) — PRF(k,z mod a),
which has a secret period a. Zhandry then showed that 1) if PRF is classical-query
secure, then PRF’ is also and 2) if PRF is quantum-query secure, then PRF’ is not,
which implies there exists a PRF that is classical-query secure but quantum-query in-
secure. To show 2), Zhandry constructed a quantum-query adversary breaking the se-
curity of PRF’. Roughly speaking, using the period-finding algorithm in Boneh and
Lipton [BL95], the adversary can find a period a in polynomial time with a probabil-
ity of at least 1/2. The Boneh-Lipton period-finding algorithm uses a sufficiently large
number W and prepares a quantum state ﬁ > exp(2mizs/W) |s) [PRF}, ,(x)) =
ﬁ Y w.sezy €XP(2mizs/W)|[s) |PRF;(z mod a)). We note that the success probability of
the algorithm strongly depends on the distinctness of PRF(k,0),...,PRF(k,a — 1) and
good measurements. The distinctness follows from the quantum-query security of PRF.
The measurement is done by using the computational basis.

In the case of PRFSGs, we can construct a new PRFSG’ from PRFSG in the same
way. While the distinctness follows from the quantum-query security of PRFSG, we fail to
construct the measurement to distinguish a independent samples |1)1), ..., |¢,) from the
Haar measure.

z,sE€ELw

5 Constructions of QGAs from PRUs

In this section, we show that pseudorandom unitaries (PRUs) in Definition 6 imply
QGAs which are pseudoranom (PR), Haar-pseudorandom (Haar-PR), and Haar-decisional
Diffie-Hellman (Haar-DDH). We construct it as follows:

201f £ = w(log(N)), we then invoke the small-range distribution argument in Zhandry [Zhal2b].



24 Quanutm Group Action

Definition 15. Let {{Ux}rex, }ren be a non-adaptive PRU. We define effective QGA
(G, S) with (SampG, GenS) as follows:

e G : a set of unitary operations.

e S : a set of m-qubits states.

e SampG(1*) — [g] : Choose k s K, and set g := Uy.
e GenS(1*) — [|s)] : Output |0...0).

Our goal is to show the following:

Theorem 4. If non-adaptive PRUs exist, then (G,S) in Definition 15 is PR, Haar-PR,
and Haar-DDH.

We show that it is PR, Haar-PR, and Haar-DDH in Subsection 5.1, Subsection 5.2,
and Subsection 5.3, respectively.
We will use the following lemma.

Lemma 19 ([AGKL24]). Let m,t,Q € N. Suppose that |p1) , ..., |¢q) are m-qubit states
which are orthogonal to each other. Then,
2
< O(Qt ) (27)
1

E Q) U l6g) (g UH™ o

THm elQ)

E ®t
H [91) .03 [0) 4 fhm ® |’(/}‘I><’¢}q‘ v
q€(Q]

5.1 PR
First, we show that the QGA in Definition 15 is PR.

Lemma 20. If non-adaptive PRUs exist, then (G,S) in Definition 15 is pseudorandom
(PR).

Proof of Lemma 20. Let t be a polynomial. Consider the following states:

po=E_10..0)(0...0|%" & (U |0...0) (0...0| U],

ks

pr= E 0..0) (0.0 @ (U0...0) (0...0| UT)®*,

U<+pU

pri= E [0..0)(0..0/% @ |s) (s®.
n

)«

Note that pg and ps are equal to the output of PRy and PRy in Definition 10, respectively
since GenS(1*) outputs |0...0) with probability 1. Since {Uy} is a non-adaptive PRU, pg
and p; are computationally indistinguishable. Moreover, it is clear that p; = po since
U |0...0) is a Haar random state. Thus, po is computationally indistinguishable from po,
which concludes the proof. O

5.2 Haar-PR
Next, we show that the QGA in Definition 15 is Haar-PR.

Lemma 21. If non-adaptive PRUs exist, then (G, S) in Definition 15 is Haar-pseudorandom
(Haar-PR).
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Proof of Lemma 21. Let t be a polynomial. Consider the following states:

po = [s) (s|®" ® (Ur |s) (s| UD)®",

k<slCx,|s)p

pr=_ B s)(s|* @ (Uls)(s| UT)*",

_UHNU,MHM
pri=E |s)(s|® @|s") (/|

[s),]s") < n

Note that pg and ps are equal to the output of HaarPRy and HaarPR; in Definition 11,
respectively. Since {Uy}r is a non-adaptive PRU, py and p; are computationally in-
distinguishable. Moreover, it is clear that p; = po since U |s) is an independent Haar
random state. Thus, py is computationally indistinguishable from py, which concludes the
proof. O

5.3 Haar-DDH
Finally, we show that the QGA in Definition 15 is Haar-DDH.

Lemma 22. If non-adaptive PRUs exist, then (G, S) in Definition 15 is Haar-decisional
Diffie-Hellman (Haar-DDH).

Proof of Lemma 22. Let t and @ be polynomials. Define |¢1), ..., |¢g) as orthogonal states.
Consider the following states:

m= B @ (a0l e W) D).
151) -0 50 ) s 1E[Q]

= B, @ (I 6l e Wls (5 U)*).

UepY,
[51)seens| ) - 9€[C)

= B Q ((V [6a) (9al V' © (UV I64) (4l V*U*)W),
' 7€(Q]

prim B @ (V100 00V & (0716, (0] 1))
’ q€(Q]

®t
= e & <Sq> (sql®" @ Isg) (55 )
EANR AR

pim, B @ (sl e Gl (s U ).
Up,....Ug+p", Q)
|51 om0} it 1L

Pe = kIEHs}CA’ ® <|Sq> <sq|®t ® (U, |5q) (54| U/Iq)@)
[81),..y|8q) <1t q€(Q]

i

Note that pg and pg are equal to HaarPRy and HaarPR; in Definition 13, respectively.
Thus, our goal is to show py and pg are computationally indistinguishable. We show it as
follows:

e po and p; are computationally indistinguishable since {Uy }1 is a non-adaptive PRU.
e p1 and po are statistically indistinguishable from Lemma 19.

e po = p3 from the left and right invariance of the Haar measure.
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e p3 and p4 are statistically indistinguishable from Lemma 19.
e p4 = ps from the left and right invariance of the Haar measure.

o ps and pg are computationally indistinguishable since {Uy }1 is a non-adaptive PRU.

O

6 Candidates of QGA

In this section, we advocate candidate constructions of QGAs. The one is taken from
random quantum circuits. The other candidates are inspired by Instantaneous Quantum
Polynomial (IQP) circuits [BMS16, BJS11]. Those ones feature a commutativity of two
unitaries taken in G.

6.1 Non-commutative QGA candidate

The first candidate is based on a random quantum circuit. We conjecurture that this
QGA satisfies pseudorandom (PR), Haar-pseudorandom (Haar-PR), and Haar-decisional
Diffie-Hellman (Haar-DDH).

Definition 16 (Candidate 1: Random-circuit QGA). We define an effective QGA (G, S)
with (SampG, GenS) as follows:

e (G : a set of all quantum circuits.

e S : the state space of a A-qubit system.

e SampG(1*) — [g] : Output a random quantum circuit g.
e GenS(1*) — [|s)] : Output |s) := |0}).

Note that random quantum circuits are conjectured to be pseudorandom unitaries
(PRUs) [AQY22, ABGL25] since sufficiently deep random circuits are approximate untary
t-designs [BHH16, HM23]. As we shown in Section 5, a PRU instantiates a PR, Haar-PR,
and Haar-DDH QGA. Thus, our conjecuture holds if random quantum circuits are PRUs.

6.2 Commutative QGA candidate

Inspired by Instantaneous Quantum Polynomial (IQP), we conjecture that the following
two commutative QGAs are PR, Haar-PR, and Haar-DDH. Let us denote the group of all
IQP circuits by

Gigp = {H®*DH®* | D is a Z-diagonal circuit}.

We note that Gigp is commutative, that is, gh = hg holds for any g = H®*D,H®* and
h = H®\D), H®>)

Definition 17 (Candidate 2: IQP QGA with random Z-diagonal circuit). We define an
IQP QGA (G, S) with (SampG, GenS) as follows:

e G : the group consisting of all IQP circuits, Giqp-
e S : the state space of a A-qubit system.

e SampG(1*) — [g] : Take a random Z-diagonal circuit D 2! and output a description
[D]. This defines g = H®* - D - H®.

21E.g., a random circuit with gates {T, CS} [BMS16].
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o GenS(1*) — [|s)] : Output |s) := |0}).

Definition 18 (Candidate 3: IQP QGA with random sparse polynomials). Let d € [1, }]
and polynomial w = w(X). Let Dy, be

o D ) o (D o)
daw - | f €Falxy,...,z],deg(f) < d,term(f) <w [’

where deg(f) is a total degree of f and term(f) is a number of terms of f. We then define
a set of IQP circuits with respect to D:

Gaw = {H® - D-H® | D € Dy}
We define an IQP QGA (G, S) with (SampG, GenS) as follows:
e G : the group consisting of all IQP circuits, Giqp.
e S : the state space of a A-qubit system.

e SampG(1*) — [g] : Take a random sample D <$ Dy, and output a description [D].
This defines g = H®* . D - H®A,

o GenS(1?) — [|s)] : Output |s) == [0}).

Candidates 2 and 3 differ in the way to choose the Z-diagonal circuit D.

Remark 9. We note that SampG takes a random sample within a restricted subset of G
and the product of g and h chosen by SampG may be outside of the suppor of SampG,
while it is in G.

On the relation between IQP QGAs and PRUs: IQP random circuits are not
PRUs. In fact, if the adversary queries H®*|0*) to the oracle, the oracle always returns
H®*|0*) if the oracle is the IQP oracle, but such probability is exponentially small if the
oracle is the Haar random unitary oracle.

We do not think small modifications of IQP random circuits will not realize PRUs
because of the following reason: There are only two known constructions of PRUs. One
is [BHHP25] where PRUs are constructed from the FHFHFC circuit. (Here F is a
Z-diagonal circuit, H is the Hadamard gate, and C is a Clifford gate.) The other one
is [MPSY24, MH25] where PRUs are constructed from the PFC circuit. (Here P is the
permutation of basis.) These circuits are clearly “far from” the IQP circuit, and making
them closer to IQP seems to be very challenging.

As we already saw in the previous section, PRUs imply non-commutative QGAs. But,
we do not know how to construct commutative QGAs from PRUs, and leave it as an open
problem.

6.3 On the security of IQP-like QGAs
We discuss why we conjecture that our IQP-like QGAs satisfy PR, Haar-PR, and Haar-DDH.

Here we focus on Candidate 3, since it is more restrictive than Candidate 2.

Pseudorandom (PR): Our starting point is the pseudorandomness of random binary
phase states. For a Boolean function f: {0,1}* — {0, 1}, consider the state

W) =272 ()@,

ze{0,1}*



28 Quanutm Group Action

It is known that when f is chosen uniformly at random, |¢f) is statistically close to
Haar-random states for any polynomial number of copies; more quantitatively, it forms an
approximate t-design with error 4t2/2* [BS19, Theorem 1.2]. Moreover, by combining this
observation with the standard fact that 2¢t-wise independent functions fool all tests using
at most t copies ([Zhal2a, Fact 2]), one obtains the same approximate t-design guarantee
when f is sampled from a 2t-wise independent family [BS19, Section 3.2].

Candidate 3 can be viewed as a restricted version of this construction: Instead of
sampling a completely random Boolean function, we sample a sparse polynomial fp and
consider the IQP-type state

H® . D-HON0Y) = H®* . 2722 ) “(—1)/p@)|z),

The main question is whether the restricted family of sparse polynomials still has enough
pseudorandomness to make the corresponding binary phase states computationally indis-
tinguishable from Haar-random states.

There is, of course, a limitation when the degree is too small. In particular, if the degree
d of fp is constant, then the polynomial fp can be learned from O(A?) copies [ABDY23,
Section 7.1 of the arXiv ver.]. This prevents pseudorandomness for constant d. However,
to the best of our knowledge, this is the strongest known attack on such states. When
d = w(1), for example d = logZ A\, VA, A/2, or A, the known learning attacks require
super-polynomially many copies. We therefore conjecture that for sufficiently large super-
constant d and appropriate polynomial sparsity w, the states generated by Candidate 3 are
computationally indistinguishable from Haar-random states for any polynomial number of
copies. This is precisely the intuition behind the PR property of our IQP-like QGA.

Haar-Pseudorandom (Haar-PR): We next discuss Haar-PR. Under our Definition 11,
the Haar-PR experiment compares

HaarPRg : return (|s), h|s))®*, where |s) < u, h + SampG(1*),
|

HaarPR; : return (|s), [s'))®", where |s) + p,|s') < p.

The first component |s) is Haar-random and independent of & in both experiments. Hence
the only nontrivial issue is whether hls) is computationally indistinguishable from an
independent Haar-random state. This is exactly the same pseudorandomness intuition as
above. In other words, Haar-PR should be viewed here as a Haar-randomly padded version
of PR. The extra Haar-random state does not reveal information about the sampled IQP
circuit, and the security reduces heuristically to the pseudorandomness of the IQP-generated
state hls).

Consequently, we conjecture that Candidate 3 satisfies Haar-PR under the same
parameter regime as PR, namely when the degree d is sufficiently large so that no efficient
learner can recover useful information about fp from polynomially many copies. We
emphasize that this is a conjectural assumption rather than a theorem. Unlike the case of
fully random or 2¢-wise independent phase functions, sparse polynomial families do not
currently come with an information-theoretic design guarantee. Our claim is that they
provide a natural and structured candidate for computational pseudorandomness.

Haar-decisional Diffie-Hellman (Haar-DDH): Finally, we discuss Haar-DDH. Recall
that the Haar-DDH experiment in Definition 13 compares

HaarDDHy : return {(|sq), dlsq))® tociq), Where § < SampG(1*) and |s,) < u for ¢ € [Q)],
HaarDDH; @ return {(|sq), hqlsq))® }ec(q)s Where [sq) = 11, hq < SampG(1*) for ¢ € [Q).
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The two experiments differ only in whether the same sampled IQP circuit is applied to all
Haar-random input states or an independently sampled circuit is used for each input. For
every fixed unitary g, Haar invariance implies that g|s,) is Haar-random whenever |s,) is
Haar-random. Therefore, the marginal distribution of each output state (g|sq) or hylsq))
is identical in the two experiments.

This observation alone does not establish Haar-DDH, since each pair (|sq), §|s,)) may
contain g-dependent correlations. Moreover, when the same g is reused, such information
may be correlated across different values. A Haar-DDH adversary should exploit these
input—output correlations to determine whether the transformations are induced by one
common sparse polynomial or by independently sampled polynomials.

The learning result of [ABDY23, Section 7.1 of the arXiv ver.] does not directly apply
here, which learns the polynomial from copies of a binary-phase state generated from a
fixed initial state, whereas Haar-DDH provides Haar-random input—output pairs. To the
best of our knowledge, no efficient algorithm is known for detecting a common high-degree
sparse polynomial from the latter type of samples.

We therefore conjecture that, for suitable super-constant degree d and polynomial
sparsity w, the correlations caused by reusing one sampled IQP circuit are computationally
hidden. We emphasize that this does not follow from PR or Haar-PR and should be
regarded as a separate conjectural assumption.

6.4 Concurrent work by Bostanci et al. [BHHP25]:

Concurrently, Bostanci et al. [BHHP25] introduced Hamiltonian phase states (HPSs) and
conjectured their one-wayness and pseudorandomness. Their assumptions can be viewed
as the one-wayness and PR assumptions for a concrete instantiation of our IQP QGA in
Candidate 2.

More precisely, their diagonal unitary is of the form

m n
DA’Q = exp 2291 ® ZAij
i=1 j=1

where A <+ FJ"*" and angles 0; +s {27k/q : k € {0,1,...,q — 1}} are sampled randomly.
By instantiating SampG in Candidate 2 with this distribution, the sampled group element
is gap = H® D4 gH®*. Since GenS outputs |[0*), the corresponding QGA state is
gag|0Y) = H® D4 o |+*), which is an HPS followed by the fixed unitary H®*. Because
this fixed unitary is efficiently invertible and preserves the Haar measure, it does not
affect either one-wayness or pseudorandomness. Thus, the search and decision HPS
assumptions closely correspond to the one-wayness and PR assumptions, respectively, for
this instantiation of Candidate 2. (Candidate 3 is a further restricted instantiation of
Candidate 2 based on binary phases determined by sparse polynomials; it is therefore
different from the more general discretized phase distribution used for HPSs.)

The two works have complementary goals. Bostanci et al. study this specific IQP
ensemble in detail and provide additional evidence for their assumptions, including random
self-reducibility in certain parameter regimes. In contrast, our goal is to provide a generic
group-action framework that separates the underlying group, state space, sampler, and
hardness assumptions. Our framework also introduces action-level notions such as Haar-PR,
Haar-DDH, and NR, which are not directly captured by the search and decision HPS
assumptions.

Bostanci et al. also construct quantum trapdoor functions, which imply weakly secure
public-key encryption with quantum public keys, from their assumptions. Their construc-
tion can also be instantiated from an IQP QGA satisfying the corresponding one-wayness
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and pseudorandomness properties, by applying essentially the same construction. Con-
versely, our main focus is on deriving applications such as classical-query PRF-like state

generators

generically from QGA assumptions.
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A Haar-PR and Haar-DDH imply SKE

Preliminaries. We first review the definitions of symmetric-key encryption (SKE). Our
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22 An adversary has access to the oracle that takes an input = and returns an encryption of x or a fixed
element z’ depending on fixed b € {0,1} and guesses b.

23 An adversary has access to the oracle that takes two inputs zo, 21 and returns an encryption of x;
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24An adversary has access to the oracle that takes an input z and returns an encryption of z and
distinguishes an encryption of z{j or z7.
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o Dec(K,ct) — V'/L : This is a QPT algorithm that takes K and a quantum ciphertext
ct and outputs a classical message b’ € {0,1}¢ or a rejection symbol L.

Definition 20 (IND-CPA-secure 1-bit SKE). We say that a SKE scheme (KeyGen, Enc, Dec)
is IND-CPA-secure 1-bit SKFE if it satisfies the following two properties:

o Correctness: We have
Pr [Dec(K,Enc(K,0)) =0] =1,
K<+ KeyGen(1*)

Dec(K, Enc(K, 1)) = 1] > 1/5.
K<—Key(I3’en(1*)[ eC( nC( )) ] /

e IND-CPA security: We call SKE indistinguishable against chosen-plaintext attacks
(IND-CPA secure) if the following holds: For any QPT adversary A,

1 AEMU) (12 = (1 AEED (1M < negl(N),

T T
K<« KeyGen(1*) K<« KeyGen(1*)

where A queries the encryption oracles Enc(K,-) or Enc(K, 1) only classically.

Definition 21 (IND-CPA-secure multi-bit SKE). We say that a SKE scheme (KeyGen, Enc, Dec)
is IND-CPA-secure multi-bit SKE if it satisfies the following two properties:

« Correctness: for any m € {0, 1},

P Dec(K, Enc(K, =m] >1—negl(}).
s [Dec( K Enc(K, m)) = m] > 1~ negl(3)

e IND-CPA security: We call SKE indistinguishable against chosen-plaintext attacks
(IND-CPA secure) if the following holds: For any QPT adversary A,

P 1 Enc(K-) (1M)] — P 1 Enc(K,1%) 1| < IO\
Kekabenay 1A = e Fman A (1)) < negl(3),

where A queries the encryption oracles Enc(K, -) or Enc(K,1¢) only classically.

Lemma 23. Suppose that there exists an IND-CPA-secure 1-bit SKE (KeyGen, Enc, Dec).
Let t = t(A\) = w(log(A)) and £ = £(\) be polynomials. We define the following new SKE
scheme:

o KeyGen' : Run KeyGen(1*) té-times and obtain K1, ..., K. Output K' = (Ky, ..., Ky).

e Enc'(K';m) : Let m = (my,...,mg) € {0,1}*. Fori € [{] and j € [t], generate
Ct(ifl)t+j — EnC(K(i,l)t+j7 m,) Output ct' = (Ctl, AN ,Ctt[).

o Dec(K',ct'): Fori€ [(] and j € [t], let m(i_1)14j < Dec(K(i_1)14j, Ct(i—1)e+;)- For
i € [f], if mi—1y4; = 0 for all j € [t], then set mj = 0; otherwise, set m; = 1.
Output m’ = (mj, ..., m}).

This new SKE (KeyGen’, Enc’, Dec’) is IND-CPA-secure multi-bit SKE with plaintext space
{0, 13"

Proof. The correctness of the new multi-bit SKE follows from that of the underlying
1-bit SKE: If m; = 0, then the new decryption algorithm always outputs m; = 0. If
m; = 1, then the new decryption algorithm outputs m/ = 1 with probability at least
1—(1-1/5)t =1~ (4/5)*1e) =1 — §(\) for some negligible function §(\). Thus, for
any m € {0,1}¢, we have
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Pr [Dec’(K',Enc’(K',m)) = m]
K’<+KeyGen’(1*)

>1- P Jiel]:1=m; L=0

- Ku—Keyéen'(V)[ ield mi 7 m; |

>1—10-6(N)

=1 —negl(}))

as we wanted.
The IND-CPA security of the new multi-bit SKE immediately follows from that of the
underlying 1-bit SKE via a hybrid argument. O

Construction. Let (G,S) with (SampG, GenS) be an effecitive quantum group action,
where S is a set of A-qubits states. Let ¢ = ¢(\) be some negligible function. We use
e-approximate quantum 1- or 2-designs, Sy 1, and Sy 2. in Lemma 4. By using those,
we can construct a simple IND-CPA-secure 1-bit SKE from the HaarPR and Haar-DDH
assumptions:

Theorem 5. Let (G,S) with (SampG, GenS) be a Haar-pseudorandom (Haar-PR) and
Haar-decisional Diffie-Hellman (Haar-DDH) QGA. Then, the following SKE is IND-CPA-
secure 1-bit SKE.

o KeyGen(1?) : Generate g < SampG(1*) and output K = g.

o Enc(K,b) : If b = 0, then prepare |s)®? by using Sx2. and output a ciphertext
ct := (|s),g|s)). If b = 1, then generate |s),|s’) < Sx1,e by using a 1-design and
output ct := (|s), |s")).

o Dec(K,ct): Let ct = (|p), |1)). Compute g I on ct and run the SWAP test between
registers. Qutput the result of the SWAP test.

Proof of correctness. If b =0, then |¢) = g|s), then the registers after applying g ® I is
(g]s),g|s)). Thus, the SWAP test always outputs 0. On the other hand, if b = 1, then
|t)) = |s') is independent of |¢) = |s). Thus,

PI‘[DEC(K, Enc(K, 1)) = 0] S EgeSampG(l*),\s)Js’)eu |:1+|<S2/98>:| + negl()\) (28)
SEpsy1syen [Hgm} + negl(}) (29)
< (141/2)/2 + negl(A) < 4/5, (30)

where we used
e Lemma 4 and the assumption that e is negligible for Equation 28,

o the fact that, for any g, the distribution of g|s) < u is equivalent to that of |s) «
for Equation 29,

e and Lemma 5 for Equation 30.
O

Proof of IND-CPA security. If the QGA is Haar-PR, then mHaarPR( ~, mHaarPR; holds
in Lemma 11. Notice that mHaarPRy = HaarDDH; in Definition 13. Thus, if the underlying
QGA is Haar-PR and Haar-DDH, then mHaarPR; =, HaarDDH,, where

mHaarPR; : return {(|sg), |s,))® }4e(q), Where [sq), [s}) = u for ¢ € [Q)],
HaarDDHy @ return {(|sq), glsq))®" }oc(q), Where g « SampG(1*) and [s,)  p for ¢ € [Q).
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Let A be an adversary against the IND-CPA security and let @ be the number of
queries A making. We construct a reduction algorithm B distinguishing mHaarPR; and
HaarDDHg with ¢ = 1 as follows:

1. Receive samples {(|sq),]s)))}4e(q) as input, where |s/) is g|sq) with g - SampG(1*)
or chosen from pu.

2. Run A and simulate the oracle as follows:

o If the i-th query is 0, then return ct; := (|s), |s7))-

o If the i-th query is 1, then generate two independent samples |¢), [1)) by using
1-design and return ct; = (|¢), [1)).

3. Output A’s decision.

If the input samples are chosen from HaarDDHy, then B statistically simulates the encryp-
tion oracle Enc(K,-), where K = g < SampG(1*), because of Lemma 4. On the other
hand, if the input samples are chosen from mHaarPRy, then B statistically simulates the
encryption oracle Enc(K, 1) because of Lemma 4. Thus, B’s advantage is statistically close
to that of A against IND-CPA security. This completes the proof. O

Since an IND-CPA-secure multi-bit SKE implies an IND-CPA-secure quantum-message
SKE [BJ15] (and the formal proof in [MYY24, Appendix A of the ePrint version]), we
have the following corollary.

Corollary 3. Let (G, S) be a HaarPR and Haar-DDH QGA. Then, an IND-CPA-secure
quantum-message SKFE exists.

B Discussion on Naor-Reingold-style PRFs from Group
Actions

Here, we discuss how to weaken algebraic structures of group actions in the existing
proofs [BKW20, ADMP20]. We first briefly review group actions and their notions. We
then discuss the existing proofs by Boneh et al. [BKW20] and Alamati et al. [ADMP20].

B.1 Preliminaries

We first review the definition and notions of group actions. For further details, see
textbooks of abstract algebra or group theory.

Definition 22 (Group action). Let G be a group with an identity element 15 and let S
be a set. Let x: G x S — S be a map. We say that (G, S, *) is a group action if the map
satisfies the following two properties:

1. Identity: For any s € S, we have 1g xs = s.
2. Compatibility: For any g,h € G and any s € S, it holds that (gh) x s = g* (h* ).
We next review the standard notions of group actions.

Definition 23 (Properties of group actions).

1. Transitive: (G, S,*) is said to be transitive if for arbitrary s1, so € 9, there exists a
group element g € G satisfying s; = g * s7.
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2. Faithful: (G, S,*) is said to be faithful if for each group element g € G, either g = 1¢
or there exists an element s € S satisfying s # g x s. In other words, a group action
is faithful if g = 1¢ if and only if s = g* s for all s € S.

3. Free: (G, S,*) is called free if for each group element g € G, if there exists some
element s € S satisfying s = g x s then ¢ = 1. Note that if group action is free,
then it is also faithful.

4. Regular: (G, S, *) is said to be regular if it is transitive and free.

For an element s € S, we consider a mapping fs: g € G — g*s € S. We also consider,
for an element g € G, a mapping L,: s € S +— g s € S. We note that, for any s € S, if a
group action is transitive (or free, resp.), then fs is surjective (or injective, resp.). We also
note that, if a group action is faithful, then for any g # h € G, Ly # Ly,

Lemma 24. Suppose that G is finite and a group action (G, S,*) is transitive. Then, for
any sg € S, the distribution of g x so with g <% G is the uniform distribution over S.

Proof. Let H :={g € G : g* sy = so} be the stabilizer of sq. Since the action is transitive,
the map ¢s,: g — g* g is surjective. Moreover, for any g1, g2 € G, g1 %S0 = g2+ So holds if
and only if g5 'g; € H. The latter holds if and only if g; H = go H. Hence each element of S
has exactly |H| preimages under ¢,,. Therefore, for every s € S, Prylgxso = s] = |H|/|G|.
This implies that g x sg is uniformly distributed over S.

Since a group action is transitive if it is regular, we obtain the following corollary.

Corollary 4. Suppose that G is finite and a group action (G,S,x) is regular, that is,
transitive and free. Then, for any sq € S, then the distribution of s; <% S is equivalent to
that of g; x so with g; +% G.

We then review effective group actions in [ADMP20].

Definition 24 (Effective group actions (EGAs) [ADMP20, Definition 3.4]). We say that
a group action (G, S,*) is effective if the following properties are satisfied:

1. The group G is finite and there exist efficient algorithms for:
(a) Membership testing, that is, to decide if a given bit-string represents a valid
group element in G or not.

(b) Equality testing, that is, to decide if two bit-strings represent the same group
element in G or not.

(¢) Sampling, that is, to sample an element g from a distribution that is statistically
close to the uniform over G.?°

(d) Operation, that is, to compute gh from g, h € G.

(e) Inversion, that is, to compute g~! from g € G.
2. The set S is finite and there exist efficient algorithms for:

(a) Membership testing, that is, to decide if a given bit-string represents a valid set
element in S or not.

(b) Unique representation, that is, given any s € S, to compute a string § that
canonically represents s.

3. Origin: There exists an element sg € S, called the origin, such that its representation
is known in public.?8

25We generalize this sampling algorithm as SampG in the definition of effective QGA.
26We generalize this sampling algorithm as SampS in the definition of effective QGA.
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4. Operation *: There exists an efficient algorithm that takes ¢ € G and s € S and
outputs g x s.

We next define several computational assumptions of group actions.
Definition 25 (Assumptions).
1. Pseudorandom: A GA is called pseudorandom (PR) if
{(s0,9%s0) : g 8 G} = {(s0, 1) : 1 8 5.
2. Weakly pseudorandom: A GA is called weakly pseudorandom (wPR) if for any
polynomial @ = Q()),
L . . g 8 G7 ~ . AW . . /
{(Szvg*sz)zG[Q] Vi e [Q] i <% S} ~c {(szvsi)ze[Q] 1 8,8; <5 S}
3. Decisional Diffie-Hellman (DDH): A GA is called Decisional Diffie-Hellman (DDH)
if
{(8079*8079*807(99)*50) :gvg 8 G} e {(SOag*SOag*807h*SO) :§)g7h 8 G}
4. Naor-Reingold (NR): A GA is called Naor-Reingold (NR) if for any polynomial
; L 9@ L h : gishi 5 G
(gi * o, (ggi)*so)ie[Q] Vi€ Q] gi+s G ~ec {(.%*307 i*SO)ie[Q] 1 Gis Ny 8 }~

NR-style PRF. Let (G, S,*) be an EGA. We define f: G+ x {0,1}* — S as

ngw"'ng(x:l" .- 737@) = (gfz e 'gfl '90) * 80-

We say that this function is PRF if this f is computationally indistinguishable with a
random function f': x € {0,1}* + s, € S, where s, «$ S for each x € {0,1}".

By adopting the proof for the NR-style PRFSG (Theorem 3), we obtain the following
theorem for the NR-style PRF f:

Theorem 6. Let (G, S,*) be an EGA. If it is PR and NR, then the function f is a PRF.

We then review the proofs in [BKW20] and [ADMP20] and weaken the requirements
of them.

B.2 BKW20 Proof

Boneh et al. [BKW20] assumed that a group action is transitive and faithful and G is
commutative.

Theorem 7 ([BKW20, Section 8|, adapted). Let (G, S,*) be an EGA. Suppose that the
EGA is transitive and faithful and G is commutative. If the EGA is DDH, then the function
f is a PRF.

The following lemma (Lemma 25) shows that if G is commutative and the EGA is
DDH, then it is NR. Combining the lemma with Theorem 6, we obtain the following
corollary.

Corollary 5. Let (G,S,%) be an EGA. If G is commutative, and the EGA is PR and
DDH, then the function f is a PRF.
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This means that we can replace the two conditions of EGA, transitivity and faithfulness,
to construct PRF with pseudorandomness of EGA. We additionally note that a GA is PR
if it is transitive (Lemma 24. Thus, we can simply remove faithfulness from the original
theorem.

Lemma 25. Let (G, S,*) be an EGA. If G is commutative and the EGA is DDH, then
the EGA is NR.

Proof. Let us consider hybrid distributions H;:
o Forj=1,...,14, (aj,b;) = (g; * S0, hj * 50);
o Forj=i+1,...,Q, (aj,b;) == (g; * s0, (G9;) * S0),
« Output (aj,b;) el

where § <% G and g;,h; <% G for j € [Q]. By using the following claim, we have
Hy =, Hy = --- =, Hg if the DDH assumption holds. O

Claim. If (G,S,*) is an EGA, G is commutative, and the DDH assumptions hold, for
= 1, .. .7Q, Hi—l . HZ holds.

Proof. Suppose that there exists A distinguishing H; 1 from H;. We construct an adversary
B against the DDH assumption as follows:

o Given a sample (sg, g * S, g * 8o, h * Sg), where h = gg or random, B prepares a
sample (a;,b;);e[q) as follows:
— for j =1,...,i—1, take random g;, h; <% G and set (a;,b;) = (gj * S0, h;j * S0);
- fOI'j =i, set (ajvbj) = (9*807h*50);

—forj=1i+1,...,Q, take random g; <5 G and set (a;,b;) = (g; * S0, (9;G) * S0)-
o It runs A on input (aj, b;) e[y and outputs A’s decision.

We note that, due to commutativity of G, the last @@ — i samples are equivalent to
(g; * s0,(§g;) * s0). If h = gg, then (a;,b;) = (g * so, (§g) * so) and B perfectly simulates
the distribution H;_; since G is a group and the distribution of If A is random, then B
perfectly simulates the distribution H;. Thus, B’s advantage is equivalent to A’s advantage
distinguishing H;_1 and H;. O]

B.3 ADMP20 Proof

Alamati et al. [ADMP20] assumed that a group action is weakly pseudorandom and G is
regular and commutative.

Theorem 8 ([ADMP20, Section 3.1 and Section 4.4], adapted). Let (G, S,*) be an EGA.
Suppose that the EGA is reqular and G is commutative.’” If the EGA is wPR, then the
function f is a PRF.

As in our discussion in the introduction, we do not require commutativity of G. It is
easy to show that if the EGA is wPR and PR, then the EGA is NR (Lemma 26 below).
In addition, due to Lemma 24, if the EGA is transitive and wPR, then the EGA is NR
(Lemma 27). Thus, we obtain the following corollary of Theorem 6.

Corollary 6. Let (G, S,*) be an EGA.
e If it is PR and wPR, then the function f is a PRF.

27[ADMP20, Section 3.1 and Section 4.4]
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o If it is transitive and wPR, then the function f is a PRF.
The two lemmas follow:
Lemma 26. Let (G,S,*) be an EGA. If it is wPR and PR, then it is NR.

Proof. 1t is easy to see that if the EGA is PR, then we can replace “s; +$ S” with “g; * sg
with g; +$ G”. Thus, we have that

_ g8 G,
(51,9 % si)icial * v < [Q) 5 <

N g <G,
e {(gi * 50, (99:) *SO)ie[Q] :Vi eg[Q] gi 8 G} , (31)

{(Sl‘, hi * Si)ie[Q] Vi e [Q] h, 8 G, S; <8 S}
~c {(9i * 50, (higi) * 80)iciq) : Vi € [Q] hi,gi <8 G}. (32)

We obtain that

(gi * S0, (§9:) * S0)4 : 986,
9i * 50,99 0)i€[Q] * vy; ¢ Q] g; +5 G
o (s w8 )i . 958G ati
R {(s“g * 54)ie[q)] - Vi € [Q] si < S} (from Equation 31)
~e {(56,5)iciq) Vi € [Q] 54,57 <8 S} (from wPR)
~e { (86, hi * 8i)iciq) : Vi € [Q] hi <8 G, s; +8 S} (from wPR)
~c {(gi * 50, (higi) * 50)ici) : Vi € [Q] hi, g; <8 G} (from Equation 32)
= {(gi x 50, hi * 80)ie[q) : Vi € [Q] hi, gi <8 G} (G is a group),
where we apply wPR @-times to obtain third computational indistinguishability. O

Recall that if an EGA is transitive, then it is perfectly PR (Lemma 24). Thus, we
obtain the following lemma.

Lemma 27. Let (G,S,*) be an EGA. If the EGA is transitive and wPR, then it is NR.
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