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Abstract. At CRYPTO 2019, A. Gohr introduced Neural Differential Cryptanalysis
and used deep learning to improve the state of the art in cryptanalysis of 11-round
SPECK32. As of February 2025, Gohr’s article has been cited 238 times on Google
Scholar. The variety of targeted cryptographic primitives, techniques, settings, and
evaluation methodologies that appear in these follow-up works provides a basis for
a careful survey, which we provide in this paper. More specifically, we propose
a taxonomy of these 238 publications and systematically review the 71 papers
focusing on neural differential distinguishers, pointing out promising directions and
recent advances in explainability and key-recovery attacks. We then highlight future
challenges in the field, particularly the need for improved comparability of neural
distinguishers and advancements in scaling. This holistic survey helps researchers and
engineers to identify the leading neural differential attacks, compare their performance,
and highlight the outstanding open problems in AI-assisted cryptanalysis.
Keywords: Neural Differential Cryptanalysis · Survey · Key Recovery

1 Introduction
The security of most digital applications relies on cryptography, the science of protecting
the integrity, authenticity, and confidentiality of data, among other security goals. Confi-
dentiality ensures that only the intended parties can read the exchanged data. Typically,
an encryption key is used with a secure cipher algorithm to transform plaintext into
ciphertext. The recipient, who knows the decryption key, can easily recover the plaintext
from the ciphertext. In contrast, it is computationally infeasible for an adversary who
does not know the key to do so.

The cornerstone of symmetric cryptography, in which the encryption and decryption
keys are identical, is the block cipher. A block cipher encrypts fixed-size inputs, typically
by applying a simple round function iteratively. Beyond their central role in ensuring
confidentiality, block ciphers also serve as fundamental building blocks for other crypto-
graphic primitives [KL07], such as hash functions and message authentication code (MAC)
schemes. Therefore, the security analysis of block ciphers (or cryptanalysis) is a crucially
important field.

In the classical notion of pseudorandom permutation (PRP) security, an adversary is
given black-box access to an oracle implementing either (A) the block cipher under study
with a hidden random key or (B) a random permutation. The block cipher is considered
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secure if no adversary can distinguish between these two cases significantly faster than
by exhaustive key search. The quality of such a distinguisher is typically measured by its
time, data, and memory complexity.

P0 ⊕ P1 = δ
or

P0 ⊕ P1 = rand

C0 = EK(P0)
C1 = EK(P1)

e.g., 5 rounds of
SPECK32/64

C0∥C1 ND

τ

P0 ⊕ P1
?= δ

Figure 1: Neural Differential Distinguisher: Basic Training Pipeline. Given plain-
texts P0, P1 with P0 ⊕ P1 ∈ {δ, rand}, encrypt under key K to obtain Ci = EK(Pi). The
concatenation C0∥C1 is fed to ND, which outputs a sigmoid score Ŷ ∈ [0, 1]; thresholding
at τ yields a binary decision for P0 ⊕ P1 = δ (yes if Ŷ ≥ τ). In the plot, the constant
baseline for the negative class is shown in red and the sigmoid for the positive class in
green; the background halves visualize the threshold.

The main goal of block-cipher cryptanalysis is to estimate how many applications
of the round function, or rounds, are required to achieve security, that is, until such a
distinction becomes infeasible. This is an iterative process, and new cryptanalytic results
often continue to appear many years after a cipher’s release. As a result, cryptographers
are keen to develop and refine tools that can assist with this tedious task.

Differential cryptanalysis, introduced by Biham and Shamir in 1991 [BS90], studies
how input differences (δ) propagate through a block cipher, seeking high-probability
differentials for which specific plaintext differences yield predictable ciphertext differences
(∆). Traditional approaches rely on mathematical analysis of the propagation of differences
across rounds, evaluating the probabilities that given input differences produce specific
output differences to build distinguishers. Although this technique proved highly effective
against early ciphers, modern designs include dedicated countermeasures that make
conventional differential analysis increasingly difficult and computationally expensive. In
particular, it often requires substantial manual analysis of the cipher structure and may
still yield suboptimal distinguishers for complex round functions. Owing to their ability to
detect and exploit subtle patterns, deep learning methods have long been regarded as a
promising tool for cryptanalysis.

Deep learning has made significant advances in recent years, leading to remarkable
achievements across various domains. Initially, Frank Rosenblatt introduced Multi-Layer
Perceptrons (MLPs) in his 1958 book Perceptron and laid the foundation for modern neural
networks. The introduction of Convolutional Neural Networks (CNNs) in the 1980s [Fuk80]
led to a breakthrough in computer vision in the form of LeNet, which achieved human-level
performance in digit recognition in 1998 [LBBH98]. Through advancements in Monte
Carlo Tree Search (MCTS) and reinforcement learning, further leaps were enabled, such
as Google’s AlphaGo surpassing human capabilities [SHM+16, SHS+18, SAH+20]. More
recently, transformer-based Large Language Models (LLMs) [VSP+17], such as GPT, have
revolutionized natural language processing, demonstrating near-human capabilities in tasks
like machine translation and language generation.

Despite the long-standing recognition of the intersection between cryptography and ma-
chine learning [Wea47, Val84, Riv91], the use of machine learning in cryptanalytic tasks has
remained limited. Early approaches typically relied on extensive precomputation [PPS14],
exploited implementation flaws (e.g., side-channel attacks) [HGG20], targeted inherently
weak cryptographic schemes [Gre17, GHZ+18], or generally proved ineffective [CLC12].
It was not until Gohr’s work [Goh19], presented at CRYPTO 2019, that deep learning
was successfully combined with traditional cryptanalytic techniques, leading to improved
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Figure 2: Neural Differential Distinguisher: Basic Key Recovery Pipeline. Let
RK denote the round-key space of the block cipher under scrutiny. An encryption oracle
(with a secret master key K) generates an (r+1)-round ciphertext pair with input difference
δ. The adversary decrypts round (r + 1) using a key guess k′

(r+1) and feeds the result
to a neural distinguisher NDr, which has been trained on the r-round ciphertext pair
distribution. Key guesses k′

(r+1) producing distinguisher scores near 1 are output as
candidates, following the wrong-key randomization hypothesis [Goh19].

attacks. In particular, Gohr showed that neural networks can be effectively applied to
cryptanalysis and achieved results that improved on previous methods for a round-reduced
variant of a modern block cipher.

Gohr’s work [Goh19] marked an important step in this line of research by showing
that deep neural networks can be used as distinguishers in what is now commonly called
neural differential cryptanalysis.1 These networks are trained to detect statistical differ-
ences between ciphertext pairs arising from structured input differences and those arising
from random differences, as illustrated in Figure 1. In particular, for the NSA-designed
SPECK32 [BTCS+15] cipher, Gohr showed that neural distinguishers achieve strong per-
formance on variants of up to 8 rounds and, once trained, can be incorporated into practical
key-recovery attacks that improve on the state of the art at the time for variants of up to
11 rounds, as illustrated in Figure 2. For completeness, we note that Gohr’s key-recovery
attack was later surpassed in time complexity by a subsequent classical attack [BdST+23].

Since Gohr’s seminal paper, researchers have explored every part of the basic Neural
Differential Cryptanalysis pipeline. A majority of the works citing Gohr that focus on
neural differential distinguishers have attempted to apply the scheme to 24 different
symmetric-key primitives (with the SPECK32 and SIMON32 variants receiving the
most attention at 32 and 17 experiments respectively), improve the distinguishing ad-
vantage by developing 15+ distinct network architectures (from the dominant
NDGohr to specialized approaches like DBitNet, SE-ResNet, and even quantum neural

1We use the terms machine-learning-aided cryptanalysis and neural cryptanalysis interchangeably.
Although non-neural machine-learning methods are sometimes used to train distinguishers, they are
typically less successful, as discussed in our comparative review (cf. Section 8.1). We adopt this
terminology because neural methods are by far the most common approach in this area.
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networks), scaling training data from originally 20 million to 32 billion samples
(though 20M remains the de facto standard), or innovating sample formats (including
advanced feature engineering techniques that have been shown to improve distinguishing
accuracy). Finally, we also observe emerging research directions aimed at enhancing neural
distinguishers across multiple dimensions: increasing automation of the attack pipeline
(as indicated by AutoND flags in a total of 35 experiments), improving transparency
through explainability techniques, and boosting effectiveness of the obtained neural
distinguishers in practical key recovery attacks.

The intersection of machine learning and cryptography has grown rapidly in recent
years, as evidenced by the increasing presence of ML-related work at leading cryptogra-
phy conferences. This development includes both cryptography for machine learn-
ing [LSE+26, QLW+26] and machine learning for cryptography [GHRS26], and
is particularly visible in cryptanalytic research that employs learning-based methods
[HBLC25, SMR+24, YWZW26, ZYS+26]. Given the pace of progress, it is plausible that
the full potential of machine learning for cryptanalysis has yet to be realized. At the same
time, the rapid growth of the literature on Neural Differential Cryptanalysis has led to a
fragmented research landscape, making systematic synthesis increasingly difficult. Recent
developments have outpaced efforts to establish coherent theoretical foundations and
consistent methodological standards, posing particular challenges for researchers operating
at the intersection of cryptography and machine learning. As a consequence, the field
has exhibited several recurring issues, including duplicate lines of inquiry accompanied by
erroneous novelty claims, such as the erroneous assertion by [Seo24] that it introduced the
first truncated neural distinguisher, unresolved methodological disagreements, for example
the conflicting conclusions of [BR21], [SSL+22], and [BBCD21] on the suitability of differ-
ent neural architectures, and persistent misunderstandings of foundational concepts. A
notable example is the aggregation of predictions across multiple ciphertext pairs, an issue
explicitly clarified by Gohr in [GLN22] but still misinterpreted in subsequent work. Lastly,
the literature exhibits a concerning pattern of unreliable result reporting, including claims
of full-round attacks on modern block ciphers and evaluations based on validation datasets
that are too small to support robust conclusions. Such experimental setups can enable
cherry-picking of unusually high-performing runs and may even lead to random-guessing
distinguishers being reported as having a meaningful advantage over random guessing.
This makes it considerably more difficult to distinguish robust, reproducible findings from
overstated or methodologically fragile results.

These issues highlight the need for a comprehensive survey and critical analysis of the
literature on neural (differential) cryptanalysis. In addition to consolidating the existing
body of work, such a survey can clarify foundational concepts, contextualize competing
methodological perspectives, and make the field more accessible to researchers from both
cryptography and machine learning. As the area continues to expand, developing a coherent
theoretical and methodological framework for Neural Differential Cryptanalysis becomes
increasingly necessary.

Our Contributions. In our survey, we have achieved the following:
1. Accessible Core Concepts: In the preliminaries (Section 4), we present the

fundamental concepts of Neural Differential Cryptanalysis in a simple, precise, and
expressive manner.

2. Comprehensive Field Review: We conduct an exhaustive survey of the literature
building on Gohr’s seminal work [Goh19] (Section 5). Based on this survey, we
identify the full body of research in Neural Differential Cryptanalysis, characterize its
principal research directions, develop a detailed taxonomy of the field, and compile an
exhaustive list of open-source frameworks accompanying the peer-reviewed literature.

3. Explainability and Key-Recovery Overview: We survey recent advances in
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explainability techniques for neural differential distinguishers (Section 6) and in
neural-aided key recovery (Section 7). While these sections are not the central
contribution of this work, they represent two major research directions identified in
our field review. Their inclusion is therefore intended to provide a comprehensive
view of Neural Differential Cryptanalysis and to contextualize our main contributions
within the broader literature.

4. Rigorous Classification and Comparison: We provide a systematic classifica-
tion and comparison of peer-reviewed research on neural differential distinguishers
(Section 8) across diverse techniques, architectures, and cryptographic primitives.
On this basis, we identify promising directions for future research, expose substantial
methodological weaknesses in parts of the literature, and critically examine the
validity of selected published results.

5. Best-Practice Recommendations: Because evaluating research on neural network
training is challenging, we propose a comprehensive set of best-practice guidelines
tailored (but not limited) to the assessment of Neural Differential Cryptanalysis
research (Section 9).

6. Future Challenges: Finally, we identify and discuss three major challenges set to
shape the next six years of neural cryptanalysis (Section 10).

We emphasize that one of the aims of this survey is to serve as a central reference point
for situating and comparing future work within the field. For this reason, we explicitly
reference all relevant works throughout the paper and include dedicated overview boxes
for individual categories. These are intended to help readers quickly identify, access, and
navigate the subset of papers most relevant to a particular topic, without having to extract
them manually from the broader discussion.

2 Related Work
Related Surveys While a substantial body of literature has been devoted to the
development and analysis of effective neural differential distinguishers, this paper is, to the
best of our knowledge, the first to systematically organize, compare, and critically examine
a large body of work (238 papers), while also identifying promising research directions and
key challenges in the area. Recent related surveys [AEA17, BHR+22, NR23, MLR+24,
SST24, TDD22] do not claim a systematic approach, cover a significantly smaller body of
work, and most lack a specific focus on machine learning-based cryptanalysis.

Bellini et al. in [BHR+22] examine machine learning-based black-box and white-box
cryptanalysis. Regarding white-box cryptanalysis, they reference Gohr’s work [Goh19]
along with 15 related follow-up studies, though these were not selected systematically and
include preprints. Similarly, Tolba et al. [TDD22] reference Gohr’s work and a selection
of subsequent studies, but their discussion is primarily oriented toward the potential of
quantum neural networks. Nitaj and Richidi, in [NR23], explore various cryptographic
areas that could benefit from the application of artificial intelligence (AI). While they briefly
mention the potential of machine learning to enhance side-channel and cryptanalytic attacks
on symmetric block ciphers, they neither provide a systematic analysis of existing work in
this area nor delve into the specific methodologies involved. Awad and El-Alfy, in [AEA17],
conduct a survey of computational intelligence applications in cryptography, focusing
on the automated design and cryptanalysis of ciphers. However, their work predates
Gohr’s introduction of differential machine learning-based cryptanalysis in [Goh19], and
as a result, it does not include a comprehensive review of neural distinguishers found
in more recent literature. Singh et al. [SST24] investigate various machine learning and
optimization techniques, including Hill Climbing and Particle Swarm Optimization, applied
to cryptanalysis. They also reference Gohr’s research [Goh19] along with 12 subsequent
studies that build upon it. However, the selection of these papers is not based on a
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systematic methodology. The work by Martinez et al. [MLR+24] is the most comparable to
ours. Although it does not follow a systematic paper selection process, it aims to capture
the state of the art and categorizes 10 works, including Gohr’s, based on their architectures
and the cryptographic schemes they target.

Neural Cryptanalysis of Historical Ciphers A related, but largely distinct, line of
research has emerged within the HistoCrypt community. In contrast to Gohr’s work and
most of the subsequent literature, which focus primarily on neural differential distinguishers
and neural-aided key recovery for modern symmetric primitives, these works typically
apply machine learning to problems in historical cryptanalysis, i.e., the automation,
classification, and analysis of ciphers that are already broken by classical cryptanalytic
methods. Examples include ciphertext-only cipher classification [DS25, Kop20, LKE+21]
and attacks on historical cipher systems [Gre17].

This line of work is important not only because historical cipher systems are valuable
cryptanalytic objects of study in their own right, but also because it may eventually
produce insights that extend beyond historical cryptology. As in the broader history of
cryptanalysis, methods developed and tested on simpler or more structured systems can
provide useful foundations for approaches to more complex modern primitives. At the same
time, the corresponding research landscape is currently methodologically and empirically
distinct from the one examined in this survey; accordingly, we do not include these works
in our comparative analysis.

3 AI and Cryptography in the Beginnings
The popularity and widespread adoption of neural differential distinguishers (more precisely,
deep learning-based cryptanalysis) can be credited to the seminal work of A. Gohr [Goh19].
However, even in that work, the author cited several related works at the intersection
of cryptanalysis and AI. What distinguishes Gohr’s work from previous ones is that it
considers relevant (modern) ciphers and manages to obtain results that surpass state-
of-the-art conventional cryptanalysis techniques. The following section is not meant to
provide an exhaustive list of works connecting AI and cryptology, but rather to provide a
brief historical overview of various approaches.

Already in 1947, researchers started considering connections between cryptography
and artificial intelligence [Wea47]. While this attempt lacked technical details, it still
demonstrates the scientific community’s interest in combining these two domains. In 1984,
L. Valiant discussed learnable Boolean functions and cited cryptographic evidence that the
whole class of functions computable by polynomial-size circuits is not learnable [Val84].
Shortly after, in 1988, Minsky and Papert showed that every Boolean function can be
realized by an MLP neural network [MP87]. In 1991, R. Rivest wrote a paper on connections
between cryptography and machine learning [Riv91]. Already there, he mentioned the
possibility of using machine learning for cryptanalysis.

In 2002, Klimov et al. analyzed the security of a key exchange protocol based on
mutually learning neural networks [KMS02]. While the authors experimentally verified that
it is unlikely for a particular attacker using a similar neural network to converge to the same
key, they still break the protocol using more advanced cryptanalytic techniques. Similarly,
in 2016, Abadi and Andersen [AA16] employed neural networks in a framework inspired
by generative adversarial networks (GANs) to develop an encryption scheme. Although
this early research did not show any formal security, Coutinho et al. demonstrated in
2018 [CdOAB+18] that, with certain architectural modifications, the network could be
trained to learn the One-Time Pad [Sha49].

In 2002, Castro et al. used evolutionary algorithms to construct a cryptanalytic tool that
can distinguish between the two-round TEA algorithm and random permutations [CSIR02].
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In 2007, Laskari et al. considered the application of diverse computational intelligence
techniques to the cryptanalysis of known cryptosystems, including public key cryptosystems
and Feistel ciphers [LMSV07]. In the same year, Tapiador et al. used heuristics for
nonlinear cryptanalysis and applied them to the MARS S-box [TCHC07]. In 2012, Chou
et al. experimented with machine learning techniques to mount distinguishing attacks
and concluded it is not possible to extract useful information from ciphertexts produced
by modern ciphers operating in secure modes, nor to distinguish them from random
data [CLC12]. On the other hand, Svenda et al. in 2014 used evolutionary algorithms to
construct empirical tests for randomness [SSUM14].

4 Preliminaries
This section introduces key concepts in machine learning-assisted differential cryptanal-
ysis: conventional differential cryptanalysis (Subsection 4.1), deep learning applications
(Subsection 4.2), and neural network-aided key recovery (Subsection 4.3).

4.1 Differential Cryptanalysis
Differential cryptanalysis [BS90] is a chosen-plaintext attack analyzing how plaintext
perturbations propagate through block ciphers. In principle, it can be applied to any
symmetric primitive with a deterministic internal structure. In practice, it has proven
most effective for block ciphers and permutation-based designs. While bitwise XOR
is typically used, some approaches employ modular addition or rotations. For a map
F : {0, 1}b → {0, 1}b a differential transition is a pair (δ, ∆) ∈ {0, 1}b × {0, 1}b with
probability:

P (δ → ∆) =
⃓⃓
({x ∈ {0, 1}b : F (x)⊕ F (x⊕ δ) = ∆})

⃓⃓
2b

.

In the differential cryptanalysis of block ciphers, F denotes the (possibly round-reduced)
encryption function EK : {0, 1}b→{0, 1}b instantiated with a fixed but unknown key K.
The analysis typically considers the expected differential probability EK [PK(δ→∆)] over
uniformly random keys, reflecting the average behavior of the cipher family.

4.2 Training Neural Differential Distinguishers
Let P0, P1 ∈ {0, 1}b with associated ciphertexts Ci = EK(Pi). For a fixed difference
δ ∈ {0, 1}b and over all possible master keys K ← K, a neural distinguisher ND is a
learned classifier

ND : {0, 1}2b → {0, 1}, (C0∥C1) ↦→ Ŷ ,

trained to approximate the decision rule

Y (C0∥C1) =
{︄

1, if P0 ⊕ P1 = δ,

0, otherwise.

For high prediction accuracy, ND exploits non-uniformities in the ciphertext-pair distribu-
tion induced by the input difference δ across the keyspace K.

Training is supervised, using balanced datasets with equal proportions of positive and
negative examples. Positive samples (C0, C1, 1) correspond to conforming plaintext pairs
satisfying P1 = P0 ⊕ δ, while negative samples (C0, C1, 0) are generated from random
independent plaintexts. Neural networks are optimized using stochastic gradient descent
(SGD) [RM51], which updates parameters based on randomly sampled batches rather than
the full dataset. An epoch denotes one complete pass over the training data. The loss
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function (typically mean squared error or cross-entropy) quantifies the discrepancy between
the predicted outputs Ŷ and the true labels Y .

Typical training regimes, following Gohr [Goh19], use approximately 107 training sam-
ples, 106 test samples, batch sizes of about 5,000, and up to 200 epochs. Performance and
convergence are enhanced by optimization techniques such as the Adam optimizer [KB15],
which adaptively tunes learning rates per parameter, and by regularization methods like L2
weight decay [HK00] or batch normalization. Learning-rate scheduling and data shuffling
further stabilize convergence and improve generalization.

The choice of the neural architecture strongly influences the distinguisher’s ability
to capture cipher-specific structure and feature dependencies. Common design elements
include multilayer perceptrons (MLPs), which consist of fully connected layers offering
universal approximation capabilities at the cost of large parameter counts and limited
inductive bias; convolutional layers (CNNs), which apply local filters with parameter
sharing to detect spatial or word-level differential patterns; and Inception modules, which
combine parallel convolutions with multiple kernel sizes to extract features at different
spatial scales. Deeper networks often incorporate residual connections (ResNets) to
alleviate gradient vanishing and facilitate the training of deep architectures. When cipher
rounds are modeled as sequential transformations, recurrent units such as LSTMs can
capture temporal dependencies across rounds. More recently, attention mechanisms enable
dynamic, data-dependent weighting of input components, allowing the model to learn
long-range dependencies. Architectural design is typically cipher-specific: for ARX ciphers,
convolutional or masked layers exploit bit- or word-level locality, whereas more generic
architectures such as deep ResNets or transformers are used to capture higher-order
dependencies at increased sample complexity and computational cost [GLN22, BGHR23].

4.3 Neural-aided Key Recovery
Once a neural distinguisher NDr that sufficiently approximates Y (C(0,r)||C(1,r))2 has been
obtained, inference enables practical key recovery attacks on block ciphers, demonstrating
their concrete cryptanalytic value. This section outlines the attack methodology based on
Gohr’s seminal approach [Goh19], which has become the standard framework in subsequent
research.

The Basic Attack Let NDr be a neural distinguisher trained to approximate the binary
decision

Y (C(0,r)||C(1,r)) =
{︄

1, if P0 ⊕ P1 = δ,

0, otherwise,

where Ci,r = EK(Pi) is the r-round encryption of plaintext Pi, δ ∈ {0, 1}b is a fixed input
difference, and training is performed over pairs (P0, P1) (either satisfying P0 ⊕ P1 = δ
or sampled at random) and master keys K←K. Here E denotes the r-round reduced
encryption function of the block cipher, and NDr outputs a score R ∈ [0, 1] estimating
the likelihood that the input pair has difference δ.

Assume the cipher is round-based with round keys k1, . . . , kr+1 derived from the master
key K. We use NDr to recover the last round key kr+1. The attack proceeds as follows:
The adversary queries the (r + 1)-round encryption oracle with a conforming plaintext
pair (P0, P1 = P0⊕ δ) and obtains the ciphertext pair (C(0,r+1), C(1,r+1)). For a candidate
last-round key k′

r+1 (or trial key), the adversary computes the one-round decryptions

C(i,r) = D1
k′

r+1
(C(i,r+1)) (i = 0, 1),

2Here, r denotes the r-round reduced version of the block cipher under consideration, for example
r = 7-round SPECK32 as compared to the full 22-round version.
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where D1
k′

r+1
denotes the 1-round block cipher decryption function with round key candidate

k′
r+1. The candidate is then scored by the distinguisher: Rk′

r+1
= NDr(C(0,r)∥C(1,r)).

Under the wrong-key randomization hypothesis [Goh19], correct key guesses produce scores
Rk′

r+1
≈ 1 (the distribution matches the distinguisher’s positive class), while incorrect

guesses yield scores close to the random baseline. Keys are therefore ranked by Rk′
r+1

, and
the top candidates are tested or expanded in a subsequent recovery phase.

When round keys are short (for example, SPECK32 uses 16-bit round keys while the
master key is 64 bits), it is feasible to enumerate all 216 candidates k′

r+1. After identifying
the last round key, the same procedure can be iterated to recover preceding round keys
until the full key schedule is reconstructed.3

Prediction scores exhibit sampling variance, so practical attacks aggregate responses
across multiple ciphertext pairs to increase reliability. Given m independent cipher-
text pairs C(0,r,0)∥C(1,r,0), . . . , C(0,r,m−1)∥C(1,r,m−1) and distinguisher responses Ri

k′
r+1

=
NDr(C(0,r,i)∥C(1,r,i)) for each candidate round key k′

r+1 and pair C(0,r,i)∥C(1,r,i), we form
a log-likelihood aggregate score

Ak′
r+1

=
m−1∑︂
i=0

log
(︄

Ri
k′

r+1

1−Ri
k′

r+1

)︄
,

which improves separation between correct and incorrect keys and is used to rank candidates
in practice.

Extending the Rounds Covered by the Distinguisher. Neural distinguishers can
sometimes be applied beyond the number of rounds on which they were explicitly trained
by exploiting structural properties of the target cipher. In ARX designs such as Speck and
Simon, the first round key is added only after the initial nonlinear operation. This allows
one to gain an additional round of coverage without retraining the distinguisher. Concretely,
one chooses plaintext pairs with difference δ′ such that, after one round of encryption,
their difference becomes the input difference δ expected by the neural distinguisher. In
the notation of differential cryptanalysis, this means selecting δ′ so that the one-round
differential transition δ′ → δ holds with probability 1. The distinguisher can then be
applied exactly as before, but effectively one round later in the cipher.

More generally, neural distinguishers can be combined with classical differential crypt-
analysis by prepending an s-round differential transition to an r-round neural distinguisher,
thereby obtaining an (s + r)-round distinguisher. Suppose the neural distinguisher is
trained to distinguish ciphertext pairs arising from input difference δ after r rounds. One
then chooses an additional difference δ′ such that the s-round transition δ′ → δ holds with
probability P (δ′ → δ). Plaintext pairs are generated with difference δ′; with probability
P (δ′ → δ), they reach the difference δ after the first s rounds and can therefore be processed
by the neural distinguisher over the remaining r rounds. This hybrid construction extends
the round coverage, but it also inherits the standard trade-off from differential cryptanalysis:
if P (δ′ → δ) is small, then many more plaintext pairs are required to obtain a sufficient
number of useful samples. In Gohr’s implementation [Goh19], for example, a two-round
differential transition of probability 2−6 was prepended to a 7-round neural distinguisher,
resulting in a 9-round distinguisher at the cost of increasing the data complexity by roughly
a factor of 64.

This combination of classical and neural components also raises an important scoring
issue. Because the prepended differential transition δ′ → δ holds only probabilistically,
many plaintext pairs with input difference δ′ will not arrive at difference δ after the first s
rounds. These pairs, therefore, do not match the input distribution expected by the neural

3Despite not being able to recover the master key, this allows the adversary to encrypt plaintexts and
decrypt ciphertexts, respectively
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distinguisher and act as noise, significantly reducing the reliability of the resulting scores.
One way to mitigate this problem is to use (probabilistic) neutral bits (PNBs). Informally,
a neutral bit is a bit that can be flipped in both texts of a pair without destroying the
relevant differential behavior, either with probability 1 or with high probability. More
precisely, if a pair (P0, P1) satisfies a differential transition δ → ∆, then a neutral bit i
has the property that (P0 ⊕ (1≪ i), P1 ⊕ (1≪ i)) also satisfies δ → ∆, either always or
with high probability. Starting from one suitable pair, j, such bits generate a structure of
size 2j . The key advantage is that all pairs in such a structure tend to behave coherently:
they either all follow the prepended differential transition or all fail together. This reduces
inconsistency in the aggregated scores and improves the overall signal-to-noise ratio. Later
work generalized this idea through generalized neutral bits, which support the chaining of
adjacent differential transitions [BGL+22].

Reducing Computational Cost. Gohr [Goh19] proposes a statistical method based
on Bayesian optimization that reduces the computational cost of exhaustive round-key
search in the key-recovery attack by shifting part of the effort into a precomputation
phase. Indeed, the author pre-computes a Wrong-Key Response Profile (WKRP) to guide
key recovery. Let kr+1 be the true last-round key and k′

r+1 = kr+1 ⊕ γ a trial key with
difference γ. For a fixed key difference γ, let Xγ denote the random variable obtained by
evaluating NDr on a randomly sampled ciphertext pair (C(0,r+1), C(1,r+1)) after one-round
partial decryption under k′

r+1 = kr+1 ⊕ γ:

Xγ = NDr

(︂
D1

k′
r+1

(C(0,r+1)) ∥ D1
k′

r+1
(C(1,r+1))

)︂
.

For each round key difference γ, the WKRP stores the empirical mean µγ and standard
deviation σγ of the response Xγ .

In practice, responses are averaged over a ciphertext structure of many pairs. If a
structure contains m pairs, then the average response under trial key k′

r+1 is modeled as
approximately Gaussian with mean µγ and standard deviation σγ/

√
m.

Given a set of trial keys k
(0)
r+1, . . . , k

(ℓ−1)
r+1 , let X

(0)
, . . . , X

(ℓ−1) denote the corresponding
average distinguisher responses over the ciphertext structure. Key recovery is then formu-
lated as finding the true key kr+1 whose induced WKRP best matches the observations,
namely by minimizing

ℓ−1∑︂
i=0

(︂
X

(i) − µ
kr+1⊕k

(i)
r+1

)︂2

σ2
kr+1⊕k

(i)
r+1

.

Hence, the attack does not rely on a single high distinguisher score but instead matches
the entire observed response pattern to the precomputed WKRP.

The search is initialized with a random subset of trial keys, which are evaluated on a
ciphertext structure by averaging their distinguisher responses. These observations are
then used to evaluate the WKRP objective for every possible true-key hypothesis, and the
next ℓ trial keys are chosen as those ℓ hypotheses that minimize this objective. Repeating
this procedure iteratively refines the search toward increasingly plausible keys.

When multiple ciphertext structures are available, Gohr allocates effort using an Upper
Confidence Bound (UCB) rule:

si = w(i)
max + α

√︄
log2(j)

ni
,

where w
(i)
max is the best score obtained so far for structure i, ni is the number of iterations

spent on that structure, and j is the global iteration counter. This balances exploration of
underused structures and exploitation of promising ones.
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Surveys, Overviews, or Theses 12%

Classical Cryptanalysis 9%

Historic or Toy Ciphers 4%

Neural Linear Distinguishers 1%
Theory of Neural Cryptanalysis 1%

Unrelated Topics 4%

Neural Side-Channel Attacks 3%

Cipher Distinguishers 3%

Neural Preimage Attacks 1%
New Tool or Library 1%

Cipher Proposal 3%

Neural Output Prediction 4%

Neural Integral Distinguishers 2%

Neural Attacks on Protocols 2%

Neural Attacks on Post-Quantum 2%

Neural Attacks on PRGs 2%

Neural Differential Cryptanalysis
45%

Neural Key Recovery 2%

Neural Active Sbox Prediction 2%

Figure 3: Our taxonomy of the peer-reviewed English-language publications that cite
Gohr’s seminal work [Goh19].

Additional Verification. Gohr initially observed that near-correct key candidates can
also yield high distinguisher scores [Goh19]. In particular, candidates that differ from the
true key in only a few bits may still produce elevated responses. Gohr therefore performs
an additional local search within the Hamming neighborhood of promising candidates to
distinguish the true key from nearby false positives.

A second and conceptually separate verification step is based on cascaded recovery
across adjacent rounds. To this end, Gohr combines the distinguishers NDr and NDr−1
in a joint recovery procedure for the (r+1)- and r-round keys. Whenever the (r+1)-round
search guided by NDr produces a candidate whose score exceeds a threshold t1, an
auxiliary r-round key search is initiated using NDr−1. The candidate is accepted only
if the corresponding r-round score also exceeds a second threshold t2. This cascaded
verification filters false positives, since incorrect (r+1)-round key guesses rarely induce
consistently high scores under the associated r-round distinguisher.

5 Neural Differential Cryptanalysis: A Taxonomy of
Research Directions

5.1 Selected Literature
As of February 03, 2025, a total of 238 works cite Gohr’s work [Goh19] on Google
Scholar. Among these, we exclude 19 redundant entries, 2 faulty entries, 36 entries not
available in English, and our own work. Additionally, 21 references have not been peer-
reviewed [BBC+26, DNS24, Ess23, GJS20a, GLN22, Goh22, Hal22, HRC21a, HRC21b,
HRC21d, JKM21, KJL+22, KVD+25, LRC22, PMC+22, PMK20, SS23, SWL+25, YW24,
ZZW24, ZDW+23]. After excluding these, we are left with 159 peer-reviewed references,
which we systematically categorize as shown in Figure 3.

We exclude references that are outside the field of Neural Differential Cryptanalysis.
This includes works whose primary focus is one of the following:
• broad surveys, overviews, and theses on “ML in cryptography” [Bak21, BHR+22, Bru21,

CDS22, ElS21, MJBH22, MLR+24, Moh23, NMN24, NR23, PJ21, PJ22, Ros24, Som23,
Tan23, TDD22, Tu22, YLFP24, ZG24]
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• classical cryptanalysis [BdST+23, DDK+23, ELR20, FLW+23, GPT21, ITY25, KLJW23,
KY21, LJSC24b, PLH+24, SLL24, WW22, YK22, ZYSH24],

• theory of neural differential cryptanalysis [SMR+24],
• historic or toy ciphers [GZAL22, KSJS21, KLK+23, LF24, LMK+21, PKM23, So20],
• neural active S-box prediction [HLG+23, ITYY21, LTJ+21],
• neural side-channel attacks [GJS20b, WNB+26, YBBP23, ZZC+22],
• distinguishers between different ciphers [BP22, DM23, MPM+21, XLC+22],
• neural preimage attacks [JM24, LLL+21],
• neural key recovery attacks [CS21, DZF+22, ZLF+24],
• introduction of a new tool or library [BGG+23, PVM24],
• proposal of a new cipher [AVS+24, BSL21, DCW23, FAAQ24],
• neural output prediction attacks [KEI+22, KEI+23, MKMP21, PTD22, TDF+22,

WIO24],
• neural integral distinguishers [HLLL24, WG24, ZL22],
• neural linear distinguishers [HLZW20],
• neural attacks on protocols [MLYW22, TD21, ZKL20],
• post-quantum schemes [AAEK23, LWAZ+23, WCCL22],
• pseudorandom number generators [Boa24a, Boa24b, EAZD23], and
• other unrelated topics [ABA22, KJK+24, MGMP21, PYW24, Sug24, ZZS21].
This leaves us with a total of 71 peer-reviewed publications in the field of Neural Differential
Cryptanalysis.

The Body of Peer-Reviewed Research in Neural Differential Cryptanalysis

The full body of peer-reviewed publications that focus specifically on advancing
research of Neural Differential Cryptanalysis is [BBDH21, BR21, BGPT21, BBCD21,
BGL+22, BBP22, BBD+23, BLYZ23, BGHR23, BPC24a, BFG+24, BPC24b,
CSY23, CSYY23, DCC23, ERP22, EGP23, GLP+24, HRC21c, HGH+23, HRC23,
HLF+24, HLZH25, KS22, KJL+23, KKJ+24, Li24, LCLH22, LTZ22a, LTZ22b,
LLHC23, LRC23, LRCL23, LLS+24, LRC24, LJSC24a, MPKM+22, PMDC22,
PPWR23, PSM24, PCDC24, RRSM22, RKS23, SZM20, SSL+22, SM24, SL25,
SSL+24, SBG+25, Seo24, TH21, TTJ23, TSL23, WW21, WWH21, WTZ+22,
WQW+24, WW24b, WWS24b, WW24a, WWS24a, YK21, YW23, YK24, ZLHH25,
ZZY+21, ZZ21, ZLWL23, ZWC23, ZWW24, ZWL24]

5.2 Taxonomy of Research Directions
We identified three main research directions within the 71 peer-reviewed publications on
Neural Differential Cryptanalysis: understanding the inner workings of neural distinguishers,
developing neural-aided (round) key-recovery attacks, and improving the state of the art

Table 1: Summary of the main research directions covered in the Neural Differential
Cryptanalysis literature and the corresponding sections of this survey.

Research direction # Works Section
Neural distinguisher explainability 20 Section 6
Neural-aided key recovery 22 Section 7
Comparative review of distinguishers 59 Section 8
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Table 2: Publicly available repositories for Neural Differential Cryptanalysis. For the topic,
we consistently use the notation from our classification scheme (cf. Subsection 8.2). Further
abbreviations: BS = Bit Sensitivity, Cond = Conditional, GNB = Generalized Neutral
Bits, HPO = Hyperparameter Optimization, PCA = Principal Component Analysis, Quant
= Quantum, WKRP = Wrong Key Response Profile.

Publication Source Framework Topic Publication Source Framework Topic

[BR21] [Cry21] Tensorflow E = R+ [BGPT21] [Ano21] PyTorch Explain
[BGL+22] [Dif22b] Tensorflow GNB [BBP22] [Nor22] Tensorflow Prune
[BLYZ23] [BLY23] Tensorflow RK [BFG+24] [Pea23] Tensorflow Auto
[CSY23] [AI-23a] Tensorflow BS [CSYY23] [AI-23b] Tensorflow Reuse
[HGH+23] [Cry23c] Tensorflow BS [HRC23] [Mon23] Unavailable WKRP
[HLF+24] [AI-24] Tensorflow BS [KJL+23] [Khj23] Unavailable Quant
[LLHC23] [Ali23] Tensorflow Cond [LRCL23] [Can23] Tensorflow T = A
[LLS+24] [JIN24] Tensorflow RK [RRSM22] [DRD22] PyTorch E = D
[SSL+22] [ASC22] PyTorch LSTM [SL25] [BJS24] Tensorflow PCA
[TTJ23] [Cry23e] Tensorflow LBCIoT [WW24b] [Dif24b] Incomplete Hybrid
[WWS24b] [Dif24a] Tensorflow E = D [WW24a] [Dif24c] Tensorflow RK
[WWS24a] [Dif23] Tensorflow BS [YK21] [Tar21] Tensorflow Hybrid
[YK24] [Tar24] Tensorflow Amplify [ZLWL23] [Cry23a] Tensorflow T = A
[ZWC23] [Cry23b] Tensorflow Inception [ZWW24] [Cry24b] Tensorflow T = A
[ZWL24] [Cry24a] Tensorflow BS

Additional related repositories.

Publication Source Framework Topic Publication Source Framework Topic

[BGG+23] [Cry23d] Tensorflow Library [Goh19] [Ago19] Tensorflow Seminal
[GLN22] [Dif22a] Tensorflow HPO

in neural distinguishers themselves. For ease of navigation, Table 1 outlines these research
directions and indicates where they are discussed in this survey. We exclude three papers
that were inaccessible at the time of writing [BPC24a, PCDC24, KS22].

We found contributions to the explainability (or interpretability) of neural distinguishers
in the following 20 works [BGPT21, BBP22, BLYZ23, CSY23, DCC23, ERP22, Goh19,
GLP+24, HGH+23, HLF+24, LRC23, LRC24, LJSC24a, SL25, Seo24, WWS24a, YW23,
ZWW24, ZWC23, ZWL24], and will discuss their respective contributions in Section 6.

We found contributions to neural-aided key recovery in the following 22 works [BGL+22,
BLYZ23, CSY23, CSYY23, Goh19, HRC23, HLF+24, LTZ22a, LCLH22, LLHC23, LRC24,
LJSC24a, SZM20, Seo24, TH21, TTJ23, WQW+24, YW23, ZWW24, ZLWL23, ZLHH25,
ZWL24], and will give an overview of these works in Section 7.

Lastly, most (66/68) accessible, peer-reviewed research on Neural Differential Cryptanal-
ysis involves training neural differential distinguishers [BBDH21, BGPT21, BR21, BBCD21,
BGL+22, BBP22, BGHR23, BBD+23, BLYZ23, BFG+24, BPC24b, CSY23, CSYY23,
DCC23, ERP22, EGP23, HRC21c, HRC23, HGH+23, HLF+24, HLZH25, KJL+23, KKJ+24,
LTZ22a, LCLH22, LTZ22b, LRC23, LRCL23, LLHC23, LLS+24, LRC24, Li24, LJSC24a,
MPKM+22, PMDC22, PSM24, RRSM22, RKS23, SZM20, SSL+22, SM24, SSL+24, SL25,
Seo24, SBG+25, TH21, TTJ23, TSL23, WW21, WWH21, WTZ+22, WQW+24, WW24b,
WWS24b, WWS24a, WW24a, YK21, YW23, YK24, ZZY+21, ZZ21, ZLWL23, ZWW24,
ZWC23, ZLHH25, ZWL24].

To assess which approaches have been most effective for constructing neural differential
distinguishers, we present a comparative review of all reported distinguishers. To ensure a
meaningful comparison, however, we exclude works that are not directly comparable. This
includes papers whose primary objective is not to obtain the strongest possible distinguisher,
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but rather to address other aspects such as explainability or compatibility with classical
differentials [SL25, YK21, WW24b]; papers that provide insufficient detail on neural
network training or do not report concrete accuracy results [HRC23, LRC24]; and papers
that rely on leakage or adversary models outside standard security assumptions [PPWR23,
SBG+25, HLZH25]. Consequently, in Section 8 we present a comparative review of 59
differential distinguishers, including Gohr’s seminal work [Goh19].

In addition, in Table 2, we provide an exhaustive list of 29 associated repositories with
the peer-reviewed works considered in this study and highlight three related frameworks:
[BGG+23], a general and user-friendly framework that supports neural distinguishers;
[Goh19], the seminal framework in this area; and [GLN22], a framework that supports
systematic hyperparameter optimization. Two repositories [HRC23, KJL+23] are no longer
publicly available since their publication, and in one case [WW24b], the source code itself
has not been released; only experimental artifacts have been made available.

6 Overview: Neural Differential Distinguisher Explain-
ability

The lack of explainability is the “machine’s inability to explain its decisions and actions
to human users” [GVWT21]. One of the major efforts in research on explainability
was the 4-year program (2017-2021)“ XAI” by the Defense Advanced Research Projects
Agency (DARPA) of the United States Department of Defense “DARPA’s Explainable
Artificial Intelligence (XAI) Program” [GA19]. A more recent review of the research
in XAI is given in “Interpreting Black-Box Models: A Review on Explainable Artificial
Intelligence” [HCM+24]. To this day, explainability remains an active research field in AI
and has led to various approaches to add explainability to neural networks, e.g., pruning,
ablation studies, and visualization techniques.

Gohr [Goh19] first showed that neural distinguishers can outperform classical differential
distinguishers in practice. As a baseline, he considered distinguishers derived from the
full difference distribution table (DDT), which records for each input difference δ the
distribution of output differences ∆, that is, the probabilities P (δ → ∆). For round-reduced
SPECK32/64, the neural distinguishers achieved better overall classification accuracy than
these DDT-based baselines. This observation motivated 19 subsequent, peer-reviewed
studies on the explainability of neural distinguishers, aiming to identify the source of their
superior performance.

We identify five broad directions in explainability research. For each direction, with
the exception of “ciphertext bits”, we conduct a comparative analysis of the existing
literature and conclude the corresponding subsection with a synthesis of the key findings.
The “ciphertext bits” subsection is treated as an overview, as the relationships among
the various bit-importance tests remain insufficiently understood, and a comprehensive
comparative assessment is therefore beyond the scope of this work. We end this section with
a concise paragraph on the key findings in neural differential distinguisher explainability.

Purely Differential Features Gohr et al. [GLN22] show that the success of a purely
differential distinguisher (based on the DDT) is determined, up to constant factors, by
the deviation of the full ciphertext-difference distribution from uniform. This differs from
the classical view of differential cryptanalysis, which typically emphasizes a small number
of high-probability transitions. Here, the distinguishing advantage instead arises from
the aggregate non-uniformity of the entire output-difference distribution. The authors
emphasize that this makes neural distinguishers a useful (approximate) cryptanalytic tool:
for large block sizes, computing the full ciphertext-difference distribution, i.e., probabilities
P (δ → ∆) for each input difference δ and output difference ∆, is often computationally
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expensive or infeasible, whereas neural networks can learn useful approximations within
hours on consumer hardware. This also helps explain why Gohr’s original attack [Goh19]
is most effective for an input difference that does not correspond to the single highest-
probability differential transition in SPECK32.

While, in principle, a neural distinguisher should at least be able to approximate
the deviation of the full ciphertext-difference distribution from the uniform distribution,
doing so remains difficult in practice. For example, although 8-round reduced SPECK32
exhibits such a deviation, the neural network fails to learn it without a more elaborate
staged training approach [Goh19]. A plausible explanation is that the deviation is too
small to be reliably captured by the training data or to yield gradients strong enough for
stochastic optimization to exploit. Overcoming this limitation remains one of the central
open problems in the area. The situation is further complicated by the fact that, even
for instances that are solvable in practice, such as 9-round SIMON32, the quality of the
neural network’s approximation can depend strongly on hyperparameter choices [GLN22].

Features Beyond Purely Differential Statistics Gohr investigates the capabilities of
the provided neural networks by introducing a differential cryptanalytic task called the real
differences experiment [Goh19]. In this task, half of the ciphertext pairs are randomized
by XORing the same uniformly random mask M to both ciphertexts, yielding (C0 ⊕
M, C1 ⊕M). This preserves the ciphertext XOR difference exactly, so the randomized and
non-randomized samples have the same ciphertext difference distribution. Consequently,
any distinguisher based solely on differential information, such as the ciphertext difference
distribution captured by the DDT, cannot separate the two classes better than random
guessing. Gohr nevertheless shows that the neural distinguishers for SPECK32 still achieve
noticeably above-chance accuracy in this setting, indicating that they learn and exploit
structural features of the distribution of ciphertext pairs beyond purely differential statistics.
In many subsequent works, the neural network input is preprocessed by XORing the
ciphertext pairs, primarily to reduce complexity and speed up training. This transformation,
however, necessarily eliminates the type of advantage observed by Gohr in the real
differences experiment: once only the XOR difference is provided as input, the network
can no longer learn or exploit features arising from the full ciphertext-pair distribution.
We note that features beyond purely differential information generally yield only a modest
increase in accuracy. For example, on 7-round SPECK-32, the accuracy increases from the
purely differential baseline of 59.1% to 61.6% in [Goh19].

In a direct follow-up work, Gohr et al. [GLN22] show that, for ciphers admitting a
key-independent representation of intermediate ciphertext values of the form c′⊕ k′, where
k′ consists of independent key bits, the full ciphertext-pair distribution contains no more
information than the ciphertext-difference distribution. Hence, they show an inherent
limitation: neural distinguishers cannot learn features beyond purely differential statistics
for a class of ciphers. The authors show that this framework applies, under the assumption
of independent round keys, to important cipher classes, including SPNs such as PRESENT
and Feistel ciphers such as SIMON. Empirically, this limitation is confirmed for SIMON: its
neural distinguisher achieves essentially the same accuracy as a DDT-based distinguisher,
and in the real-differences experiment, its accuracy drops to 0.5, indicating exclusive
reliance on differential information. By contrast, SPECK does not satisfy these conditions
due to its use of modular addition, and its neural distinguishers continue to outperform
purely differential baselines and remain above random guessing in the real-differences
setting. The authors also find no evidence that the neural distinguisher exploits weaknesses
in the key schedule, since replacing the derived round keys with independent random round
keys does not affect the performance. This is further confirmed by Chen et al. [CSYY23],
who explore two settings for multi-pair distinguishers: one in which all ciphertext pairs in
a sample are generated under the same encryption key, and another in which each pair
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uses an independent key. They observe that the key-reuse pattern has no substantial effect
on distinguishing performance.

In [BGPT21], Benamira et al. investigate which features are exploited by Gohr’s neural
distinguishers. By analyzing ciphertext pairs for which the neural distinguisher shows high
confidence, they observe that the distinguisher relies not only on ciphertext-level differential
information, but also on differential patterns in the penultimate and antepenultimate
rounds. In particular, for 5-round SPECK32, they identify truncated differential masks
at rounds 3 and 4, and show experimentally that these patterns can be recognized with
very high accuracy; for 6 rounds, they report a similar, though less pronounced, trend. To
further interpret the learned features, they also replace the first ReLU activation with
a Heaviside activation, thereby binarizing the intermediate values and making the first
convolutional layer more explicitly analyzable. They show that the modified network
preserves essentially the same accuracy and that the first layer computes simple Boolean
relations between quantities derived from the ciphertext halves. More broadly, their
analysis suggests that Gohr’s network behaves like a compact approximation of a richer
masked output-distribution statistic, rather than a classical DDT alone.

Building on the study by Benamira et al. [BGPT21], Wang et al. [WWS24a] further
extend the analysis beyond Gohr’s original single-pair neural distinguisher to include
distinguishers trained on ciphertext differences and multiple ciphertext pairs. In particular,
they show that the ciphertext-difference-based distinguisher exhibits behavior closely
paralleling that observed by Benamira et al., including sensitivity to high-probability
or high-bias patterns in the penultimate and antepenultimate rounds, while a direct
comparison between ciphertext-pair and ciphertext-difference inputs suggests that the
former gains its advantage from exploiting additional relations between certain ciphertext
bits. They also extend the analysis to multi-pair neural distinguishers, arguing that their
improved accuracy is driven mainly by the average differential probability across the input
pairs rather than by strong inter-pair dependencies. This interpretation is consistent with
the assessment of Gohr et al. [GLN22], who argue that the gains claimed for multi-pair
neural distinguishers are often overstated: after a fair comparison based on combining the
scores of single-pair distinguishers, the advantage of multi-pair models is at most marginal.

Extending the line of analysis initiated by Benamira et al. [BGPT21], Bao et al. [BLYZ23]
identify explicit features that can be incorporated into a purely differential, DDT-based
distinguisher to improve its performance and help explain the gap to Gohr’s neural dis-
tinguisher for SPECK32. These features are based on strong correlations between bit
values in “right” pairs for XOR-differential propagation through addition modulo 2n. The
authors further show that these rules are closely related to earlier studies on multi-bit
constraints and fixed-key differential probability and demonstrate that, once conditional
differential information derived from partially known ciphertext values is incorporated into
a classical distinguisher, its accuracy can match and even slightly exceed Gohr’s neural
distinguisher on their SPECK32 benchmarks. In contrast, they argue that neural differ-
ential distinguishers already exploit these rules, or equivalent forms of them, inherently.
The authors further note that neural distinguishers can be more efficient while achieving
accuracy comparable to sophisticated hand-crafted methods, and therefore conclude that
neural distinguishers offer a good trade-off between efficiency and accuracy.

Overall, these results suggest that the question is close to being resolved. For ciphers
admitting a representation of intermediate values of the form c′ ⊕ k′, with k′ consisting of
independent key bits, neural distinguishers appear to be fundamentally limited to purely
differential information. This still makes neural distinguishers a useful cryptanalytical
tool for approximating the deviation of the full ciphertext-difference distribution from the
uniform distribution. For ciphers that do not admit such a representation, the remaining
advantage can, at least to a large extent, be attributed to conditional, value-dependent
differential information contained in the full ciphertext-pair distribution, especially in the
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presence of modular addition. There is, at present, no convincing evidence that neural
distinguishers exploit the key schedule itself, nor that dedicated multi-pair variants derive
a substantial advantage from learning strong dependencies across ciphertext pairs.

The Architecture Benamira et al. [BGPT21] observe that replacing Gohr’s neural
architecture with standard non-neural classifiers generally leads to slightly lower accuracy.
They further show that Gohr’s distinguisher can be reinterpreted as a three-stage pipeline:
first, the ciphertext pair (Cl, Cr, C ′

l , C ′
r) is transformed into a derived representation

(∆L, ∆V, V0, V1) and linear combinations thereof. Second, a compressed output-distribution
statistic is computed on this representation through a masked output distribution table,
and third, a final classifier operates on the resulting probability-based feature vector. This
reformulation achieves accuracy very close to that of Gohr’s original distinguisher.

In [BBP22], Bacuieti et al. apply the lottery ticket hypothesis4 to prune Gohr’s
convolutional networks. They show that the depth-1 distinguisher for SPECK32/64 can
be reduced to just 10% of its original weights without, on average, any loss in performance
relative to the unpruned network. Moreover, they demonstrate that residual connections
are unnecessary and that a substantial portion of the network can be removed based on
its activation pattern, while maintaining performance within one percentage point of the
original. These results suggest that shallow, sparse architectures are sufficient to obtain
meaningful distinguishers in this setting.

Taken together, these findings suggest that the initial nonlinear input transformation,
along with the induced output distribution, is a central component of the neural distin-
guisher. More generally, learning Boolean functions is known to be a difficult problem for
standard neural-network training in the worst case [MS20]. The present setting appears
to exhibit a similar phenomenon: architectures such as convolutional neural networks
operating on bit-level representations can learn useful Boolean-style features, whereas more
generic architectures may fail when applied directly to the raw input. Subsequent evidence
from lottery-ticket-style pruning and activation-pattern analysis further suggests that a
substantial part of Gohr’s neural distinguisher is redundant or only sparsely activated.
This supports the view that the effective computation performed by the distinguisher
may be much smaller than the original residual architecture, and that a shallow, sparse
architecture with an appropriate bit-level preprocessing stage may be sufficient.

The Input Data Seok et al. [SL25] investigate the use of Principal Component Analysis
(PCA) and K-means clustering to define metrics for evaluating the quality of datasets in
differential-neural cryptanalysis. Their findings reveal that datasets associated with input
differences that lead to successful distinguishers tend to have more axes that effectively
represent the data than other datasets. Similarly, these datasets form multiple high-
density clusters rather than a single spherical cluster. They introduce an input difference
search method based on PCA and K-means clustering that surpasses the efficiency and
effectiveness of the greedy approach proposed in [Goh19].

In [YW23], Yue et al. perform a comparative experiment to investigate the trade-off
between improved accuracy and overfitting when using multiple ciphertext pairs per sample
for neural differential distinguishers. Their experiments show that, when the total number
of ciphertext pairs is held constant, increasing the number of pairs per sample improves
accuracy but also increases the risk of overfitting, since it reduces the total number of
available training samples. This finding is further supported by related experiments by
Zhang et al. [ZWW24, ZWC23].

Overall, these results indicate that the effectiveness of a neural distinguisher is strongly
shaped by the structure and size of its input data. Input differences that yield successful

4The hypothesis that a subnetwork of the original network can be trained to achieve the same test
accuracy as the full network within at most the same number of training iterations.
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distinguishers appear to induce ciphertext-pair distributions with richer structure, such as
informative principal directions and multiple dense clusters. However, learning to exploit
this structure reliably requires sufficiently large training sets. This seems to be particularly
important in the multi-pair setting.

Ciphertext Bits Recent advances in neural distinguishers [CSY23, DCC23, ERP22,
GLP+24, HGH+23, HLF+24, LRC23, LRC24, Seo24, WWS24a, ZWL24] demonstrate
remarkable efficiency by operating on partial ciphertext information rather than complete
outputs. These approaches advance interpretability in cryptanalysis by systematically
identifying the most influential ciphertext bits across a range of analytical techniques
and already impact neural-aided key recovery for large-state block ciphers (Section 7).
An important open question is how these influential bits are related to one another and
whether they reflect a common underlying structure. This subsection provides a complete
list of the main works relevant to this question.

Chen et al. [CSY23] introduce bit sensitivity testing as an ablation test on individual
ciphertext bit positions to identify informative bits, i.e., ciphertext bits that help distinguish
between a cipher and a pseudo-random permutation. They successfully maintain a high
distinguisher performance for SPECK32/64 while using only 16 of 32 ciphertext bits, as
identified through their novel testing methodology.

Deng et al. [DCC23] introduce an attention mechanism [VSP+17] into deep-learning-
based differential cryptanalysis of SPECK and use Grad-CAM visualizations to analyze
which input-bit positions are most salient for the distinguisher. Concretely, they average
heatmaps over 1000 ciphertext samples, identify the most salient bit positions by thresh-
olding the heatmap values, and compare these positions between a baseline ResNet and
their attention-augmented model for several input differentials and round numbers.

Ebrahimi et al. [ERP22] introduce a partial differential distinguisher for SPECK32/64
and show that, for six rounds, a distinguisher trained on only 8 carefully selected output-
difference bits attains nearly the same accuracy as one trained on the full 32-bit difference.
To identify these bits, they sample many 16-bit subsets, train a neural distinguisher on
each subset, and assign each bit an effectiveness score.

Goi et al. [GLP+24] employ explainable AI techniques (LIME and SHAP, model-agnostic
methods for explaining model predictions) to examine Gohr’s neural distinguisher against
SPECK32, revealing significant methodological differences: LIME effectively captures the
significance of individual bits, while SHAP uniquely identifies important bit pairings in the
ciphertext. LIME is also applied by Bacuieti et al. [BBP22], who concluded that LIME
cannot identify the important features.

Hambitzer et al.’s [HGH+23] deep learning ensemble, NNBits, is specifically designed for
bit profiling of cryptographic and pseudorandom bit sequences. Applied to Gohr’s round-6
SPECK32/64 distinguisher, NNBits trains separate predictors for individual ciphertext
bits and measures their predictability from the remaining bits, thereby yielding a detailed
bitwise profile. Using only the correctness pattern of these single-bit predictors, the authors
construct an ensemble distinguisher that reaches 78.1% accuracy, closely matching the
78.3% accuracy of Gohr’s depth-1 network.

Huang et al. [HLF+24] train partial neural distinguishers for SPECK by decrypting a
ciphertext pair with a pseudo-round key in which only the subkey bits associated with
the selected ciphertext-bit range are kept, while all other subkey bits are set to zero. This
training strategy enables partial distinguishers (operating on only a subset of ciphertext
bits) to recover their corresponding key bits independently of the remaining subkey bits,
enabling parallelizable key recovery.

Liu et al. [LRC23] present a systematic analysis of advantage bits, that is, ciphertext
bits that carry particularly useful distinguishing information. Building on this idea, they
propose an advantage-bit search algorithm that heuristically identifies a small subset of
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bits whose XOR differences preserve most of the cryptanalytic signal of the full ciphertext,
thereby reducing the representation to only 8 bits for SPECK32.

Li et al. [LRC24] select sensitive bits using a key bit sensitivity test (KBST). Starting
from teacher neural distinguishers trained on full ciphertext pairs for different single-bit
input differences, they measure which last-round key bits most strongly affect distinguisher
accuracy. They then map these sensitive key bits, via the cipher round function and
key schedule, to the corresponding partial ciphertext-state bits used to train the student
distinguishers for SPECK and SIMON.

Seok [Seo24] develops a truncated neural distinguisher for HIGHT that focuses exclu-
sively on a subset of ciphertext bits. Unlike bit-selection methods based on sensitivity
tests or feature scoring, the selected words are manually selected based on a structural
analysis of HIGHT’s round function.

Wang et al. analyze bit importance [WWS24a] using permutation feature importance
(PFI). Concretely, they randomly permute individual ciphertext bits for SPECK32 and
measure the resulting reduction in distinguisher accuracy. By comparing permutations
applied to one ciphertext, the other ciphertext, or both simultaneously, they distinguish
between information coming from ciphertext differences and additional information arising
from relations between corresponding ciphertext bits.

Zhang et al. [ZWL24] extend neural cryptanalysis to AES128, training distinguishers for
the 2-round reduced cipher and additionally examining specific intermediate states between
rounds 2 and 3. Their approach replaces full 16-byte state processing with specialized
networks operating on just manually selected 2-byte segments while maintaining nearly
identical accuracy.

Key Insights In summary, existing explainability studies show that neural distinguishers
primarily exploit deviations of the ciphertext-difference distribution from uniformity, while
their additional advantage, when present, often stems from value-dependent differential
information in the full ciphertext-pair distribution. This advantage appears strongly cipher-
dependent: for some cipher classes, neural distinguishers are fundamentally limited to purely
differential information, whereas operations such as modular addition, as in SPECK32, can
expose richer exploitable structure. Across the literature, effective distinguishers depend
on suitable bit-level architectures, informative input data, and carefully selected ciphertext
bits. Overall, neural distinguishers are best understood not as opaque replacements for
classical cryptanalysis, but as efficient tools for approximating and exploiting complex
differential statistics that are difficult to compute explicitly.

7 Overview: Neural Aided Key Recovery Attacks
Gohr’s work [Goh19] represents a significant advance in machine-learning-based cryptanal-
ysis, as it produced state-of-the-art statistical distinguishers for 7-round SPECK32/64 and
led to key-recovery attacks on 11- and 12-round variants whose performance matched or
exceeded that of state-of-the-art key recovery methods. This observation motivated 21
subsequent, peer-reviewed studies on key recovery using neural distinguishers.

We present a comparative review of 15 works on neural-aided key recovery, including
the original work by Gohr, in Table 3 and briefly discuss those with particularly noteworthy
findings, without aiming for an in-depth treatment. For brevity, we omit attacks that are
not meaningfully comparable, since they are the only results reported for their respective
cipher categories: 8-round LBC-IoT [TTJ23], 8-round PRESENT [ZLHH25], 15-round
HIGHT [Seo24], 10-round DES [CSY23], 12-round SPECK128, 14-round SIMON96, 19-
round SIMON128 [LRC24], 14-round SIMON48/96 [HRC23], and 2-round AES [ZWL24].
Similarly, we exclude works in alternative adversarial settings due to limited comparabil-
ity, such as the (full) key recovery attack on 14-round SPECK32/64 in the related-key
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Table 3: Comparison of 15 neural-aided key-recovery attacks. Some works are excluded
due to limited comparability, as discussed in the main text. Full indicates implementation
of a full Bayesian key-recovery procedure (cf. Section 4); Hybrid indicates use of a classical
prepended differential transition, supported by (probabilistic) neutral bits (NB), generalized
neutral bits (GNB), or filtering (F). Discussed marks results elaborated in the main body.
Best attacks per cipher category are highlighted .

Work Cipher Rounds Full Hybrid Discussed
[YW23] SPECK32/64 8 - - -
[CSYY23] SPECK32/64 11 - NB ✓
[Goh19] SPECK32/64 12 ✓ NB -
[CSY23] SPECK32/64 13 ✓ NB ✓
[BGL+22] SPECK32/64 13 ✓ GNB ✓
[ZWW24] SPECK32/64 14 ✓ GNB ✓
[LJSC24a] SPECK32/64 14 ✓ GNB ✓

[LRC24] SPECK64 9 - NB ✓
[HLF+24] SPECK64/96 10 - NB ✓

[LRC24] SPECK96 10 - NB ✓
[HLF+24] SPECK96/96 10 - NB ✓
[CSY23] SPECK96/96 14 ✓ NB ✓

[SZM20] SIMON32/64 11 - F ✓
[WQW+24] SIMON32/64 12 ✓ NB -
[HRC23] SIMON32/64 13 ✓ NB ✓
[TH21] SIMON32/64 15 ✓ NB -
[BGL+22] SIMON32/64 16 ✓ GNB ✓
[ZWW24] SIMON32/64 17 ✓ GNB ✓

[HRC23] SIMON64/128 13 ✓ NB ✓
[LRC24] SIMON64 14 - NB ✓

[LTZ22a] SIMECK32/64 15 ✓ NB ✓
[ZLWL23] SIMECK32/64 17 ✓ GNB -

setting [BLYZ23] and the (full) key recovery attacks on various KATAN variants in the
related-key setting [LCLH22] and conditional setting (additional key-dependent conditional
assumptions) [LCLH22, LLHC23]. We end this section with a concise paragraph on the
key findings in neural-aided key recovery attacks.

We stress that key recovery is not a central contribution of this survey. Instead, this
section provides a concise overview of how neural distinguishers are used in practice, while
also situating prior results to help position future work. For a detailed discussion of the
neural distinguishers employed in key-recovery attacks, including their feature engineering
and architectural choices, we refer the reader to our comparative review in Section 8.

Small-State Ciphers In [CSYY23], the authors propose a data-reuse strategy for key
recovery using multi-pair neural distinguishers, allowing ciphertext groups to be formed
from a shared pool while limiting pair reuse and inter-group overlap. This reduces the
data cost of distinguishers that process k > 1 ciphertext pairs. They apply the resulting
distinguishers within existing key-recovery frameworks, demonstrate reduced-complexity
10-round Speck32/64 recovery with NASA [CSY23], and reproduce Gohr’s 11-round
Speck32/64 attack with an improvement in success rate. Indeed, their posterior-probability
analysis suggests that multi-pair distinguishers improve the separation between the true
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key and wrong keys in Gohr’s rank-score framework.
Bao et al. [BGL+22] extend classical neutral-bit methods through what they describe

as generalized neutral bits (GNB), in particular simultaneous-neutral bit-sets (SNBSs)
and conditional simultaneous-neutral bit-sets (CSNBSs), while also introducing switching
bits for adjoining differentials (SBfADs). These mechanisms enlarge the structures of
conforming pairs available to the attacker, which is crucial for boosting neural distinguishers
through combined responses and thereby enabling improved 12-round and practical 13-
round attacks on SPECK32/64, as well as a practical 16-round attack on SIMON32/64.

Zhang et al. [ZWW24] present key-recovery attacks on 13- and 14-round SPECK32/64,
with the 14-round attack derived by augmenting the 13-round attack core with an exhaustive
search over one additional round subkey, thereby adding a multiplicative complexity factor
of 216. They further report the first 17-round key-recovery attack on SIMON32/64.
In addition, they use knowledge distillation to derive compact student distinguishers,
substantially lowering the computational cost of inference during key recovery while
retaining strong practical effectiveness.

Lv et al. [LJSC24a] replace the neural distinguishers in the standard differential-neural
SPECK32 key-recovery pipeline with simplified differential-linear distinguishers (MDLDs).
Concretely, they map each ciphertext pair to a 20-bit feature vector via inner products
with 20 differential-linear masks, then use a precomputed lookup table of size 220 to score
candidates, avoiding online neural network inference and reducing time complexity. With
this substitution, they obtain a faster practical 13-round single-key attack on SPECK32,
while their 14-round result follows the same pattern as prior extensions [ZWW24]: it is
derived by exhaustively guessing an additional 16 bits of the next-round subkey.

Su et al. [SZM20] propose a two-stage key-recovery strategy based on their polytopic
neural distinguishers. First, an (r + 1)-round distinguisher is used to filter a large pool of
candidate data generated from a prepended differential path. Then, an r-round neural
distinguisher is applied to the filtered data to rank the final-round subkey candidates.
They also introduce a Bayesian Key Research with Error variant designed to tolerate
residual “bad points” in the wrong-key response table, although in practice they report
that roundkey enumeration performs better.

Lyu et al. [LTZ22a] stand out in that they do not optimize neural distinguishers
for accuracy alone. Instead, for SIMECK32/64, they choose distinguishers based on
their usefulness in Bayesian key search, emphasizing regular wrong-key response profiles
and compatible prepended differentials with sufficient neutral bits. This attack-oriented
criterion leads to 8-, 9-, and 10-round neural distinguishers and successful recovery of
the penultimate and last round subkeys for 13-, 14-, and 15-round SIMECK32/64, while
showing that the most accurate distinguisher need not be the best for key recovery.

Large-State Ciphers Chen et al. [CSY23] propose a Neural-Aided Statistical Attack
(NASA) for reduced-round SPECK32/64, DES, and Speck96/96. In contrast to Gohr’s
key-recovery framework [Goh19], which ranks key guesses directly from accumulated
neural-distinguisher scores and relies on sufficiently many neutral bits in the prepended
differential, NASA recasts key recovery as a statistical hypothesis test: for each key
guess, the distinguisher outputs are thresholded and aggregated into a statistic whose
right-key and wrong-key distributions can be modeled, enabling theoretical estimates of
data complexity. The authors further reduce complexity through three optimizations:
student distinguishers trained on selected subsets of ciphertext bits, a Bit Sensitivity Test
to identify informative bits, and a selective Bayesian key-search procedure inspired by
Gohr’s wrong-key response strategy. We note that the authors present (only) theoretical
complexity estimates for their key-recovery attacks on 13-round SPECK32/64, 14-round
SPECK96/96, and 10-round DES.

Li et al. [LRC24] propose an improved multi-stage key-recovery framework based
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on combinations of student distinguishers. Each student distinguisher is trained for a
selected input difference and a selected subset of ciphertext bits, so that it targets only
a corresponding subset of last-round key bits. Their key-bit sensitivity test identifies
which key bits most affect each distinguisher, allowing the last-round subkey space to
be partitioned into smaller components that can be recovered stage by stage. Using this
framework, they report key-recovery attacks on large-state variants of SIMON and SPECK.

Huang et al. [HLF+24] propose a parallelizable multi-stage differential-neural key-
recovery framework for large-state SPECK. Their method uses independently trained
partial neural distinguishers (PNDs) to recover subsets of last-round key bits, followed by
a full neural distinguisher (FND) to select the final key candidate. A pseudo-round-key
training strategy reduces dependencies between key-bit subsets, enabling parallel recovery.
They reduce the attack time for 9-round SPECK64/96 and 10-round SPECK96/96, and
extend the SPECK64/96 attack to 10 rounds using 7-round PNDs trained with neutral-bit
structures, additional round-state information, and staged training.

Hou et al. [HRC23] observe that the wrong-key response profile exhibits a pseudo-
periodic structure, meaning that the neural distinguisher’s mean and variance under
wrong-key decryption follow similar trends across different key intervals. Exploiting this
property, they approximate the full wrong-key response profile from only a partial profile
and use the resulting pseudo-profile for Bayesian key search. This substantially reduces
the otherwise prohibitive precomputation cost for ciphers with larger round-key spaces,
such as SIMON64/128, where generating the complete profile would be impractical.

Constraints on Neural-Aided Key Recovery Hybrid distinguishers are central to
Gohr’s key-recovery framework, and extending the prepended classical differential while
preserving sufficiently large plaintext structures has become a major route to stronger
neural-aided attacks [BGL+22]. Several works [YK21, WW24b] build longer hybrids by
training an s-round neural distinguisher on the output difference of a long r-round classical
trail. Although such (r + s)-round hybrids can reduce distinguishing data complexity, their
use in Gohr-style key recovery is not immediate. Indeed, long classical prefixes may not
provide enough neutral bits, or generalized neutral bits, to form the plaintext structures
required for score aggregation. Instead, Yadav et al. [YK21] suggest a filtering-based
approach (as in [SZM20]), but do not validate it experimentally.

A related limitation arises when the neural distinguisher itself has low accuracy. Yadav
et al. [YK24] amplify weak neural distinguishers by aggregating predictions over many
ciphertext pairs and applying a cutoff rule, which is similar in spirit to Gohr’s original
score aggregation over plaintext structures [Goh19, GLN22]. However, integrating such
amplification into key recovery is nontrivial: the aggregated samples cannot be arbitrary,
but must jointly pass the prepended classical differential so that they induce the same input
distribution for the neural distinguisher. This requires sufficiently large plaintext structures
generated from neutral bits or related mechanisms. Bao et al. [BGL+22] show that this
can be achieved for the weak 8-round Speck distinguisher by using generalized neutral-bit
techniques, which provide large enough structures to make 13-round key recovery practical.

Key Insights Overall, the best neural-aided key-recovery results are still shaped by
Gohr’s original framework [Goh19], including its selective Bayesian key-search strategy.
The main extension to small-state ciphers comes from Bao et al.’s generalized-neutral-
bit framework [BGL+22], which enables longer prepended differential transitions and,
consequently, longer hybrid key-recovery attacks. For large-state block ciphers, by contrast,
the dominant approach is to use partial distinguishers that recover subsets of the last-
round key independently. Most large-state results have not yet incorporated generalized
neutral bits, suggesting a route for improvement. There is also preliminary evidence
[CSY23, HLF+24] that multi-pair distinguishers can improve the complexity of the key
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recovery.

8 Comparative Review: Neural Differential Distin-
guishers

In the following, we provide a comparative review of all trained neural differential dis-
tinguishers reported up to February 2025. To support a systematic comparison, we first
introduce the neural network architectures proposed in the literature (Subsection 8.1) and
present a classification scheme (Subsection 8.2) that captures the main settings consid-
ered across prior works. We then comparatively review the leading neural differential
distinguishers for the most relevant symmetric primitives (Subsection 8.3), reserving the
discussion of cross-primitive performance trends and key findings for Subsection 8.4.

8.1 Architectures
In this section, we review the neural network architectures employed in Neural Differential
Cryptanalysis. Rather than treating architectures as isolated implementation choices, we
compare them based on their intended functionality.

NDGohr NDGohr is the neural network architecture first proposed by Gohr in his seminal
work on Neural Differential Cryptanalysis [Goh19]. It consists of four main components:
(1) an input reshaping step that represents a ciphertext pair as a word-oriented matrix,
thereby reflecting the internal structure of the cipher; (2) an initial bit-sliced convolution
with kernel size one, which acts independently on corresponding bit positions and learns
simple Boolean relations between the input words [BGPT21]; (3) a residual convolutional
tower of varying depth, typically depth 1, 5, or 10, which extracts higher-level local
dependencies and is shown to only be sparsely activated once trained [BBP22]; and
(4) a fully connected prediction head that performs the final binary classification. The
architecture has been shown to generalize well across a range of symmetric primitives,
requiring only minor hyperparameter adjustments [GLN22]. However, training NDGohr on
challenging ciphertext-pair distributions, such as 8-round SPECK32/64, requires designing
an elaborate, staged training using differential-cryptanalytic expertise and large amounts
of data (≈ 2 · 109) [Goh19]. Subsequent work shows that training a distinguisher for fewer
rounds and then freezing all layers except the prediction head can effectively reproduce
the performance of the staged training pipeline [BLYZ23].

Several variants extend the original design: NDpruned
Gohr removes the residual connection

from the depth-1 variant of NDGohr and further prunes convolutional channels and dense
neurons with low activation, yielding a more compact architecture [BBP22]; NDattntn.

Gohr
augments the residual-network design of NDGohr with a multi-head attention block placed
after the residual tower, allowing the model to capture longer-range dependencies and
focus on particularly informative ciphertext bits [DCC23]; NDensmbl.

Gohr uses an ensemble of
Gohr-style neural networks to perform bit-level profiling of ciphertext-derived sequences,
yielding an ensemble-based distinguisher [HGH+23]; and NDsep.conv.

Gohr replaces the standard
convolutions in the residual tower of NDGohr with depthwise separable convolutions,
thereby reducing the number of trainable parameters and the computational cost [PMDC22,
LRC23]. NDGohr and variants thereof have been applied to 15 symmetric primitives.

Classical ML Classical ML refers to non-neural machine learning methods, such as
AdaBoost, Random Forests, and Decision Trees. These approaches typically achieve
substantially lower accuracy than CNN-based distinguishers, often by at least 20 percentage
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points [ZZ21, BGPT21]. Nevertheless, some methods, such as SVMs, can be competitive
in specific settings and are therefore included where relevant [BBD+23].

DBitNet DBitNet was designed as a “cipher-agnostic” alternative toNDGohr [BGHR23].
Built on dilated convolutional layers that learn dependencies between distant rather than
neighboring neurons, DBitNet eliminates the need for input reshaping and bit-slicing
convolution. This design enables automatic distinguisher generation across multiple
primitives through a substantially simpler staged training strategy. The architecture
successfully generates distinguishers for eight primitives: SIMON (Table 4), SPECK (Ta-
ble 6), GIMLI (Table 14), HIGHT (Table 16), KATAN (Table 17), LEA (Table 20),
PRESENT (Table 21), and TEA (Table 26).

DenseNet. DenseNet replaces the standard convolutional structure of NDGohr with
dense connectivity: each layer receives the concatenation of all previous feature maps,
i.e., xℓ = Hℓ([x0, x1, . . . , xℓ−1]). This encourages feature reuse and helps gradients flow
through the network, but also increases the amount of intermediate feature data passed
between layers. Bao et al. investigate DenseNet as an alternative to Gohr’s NDGohr when
building neural distinguishers for SIMON32/64 [BGL+22]. In their experiments, however,
DenseNet is generally outperformed by SE-ResNet.

Inception The INC architecture adapts GoogLeNet’s Inception module to neural differ-
ential distinguishers by applying parallel convolutional layers with different kernel sizes,
enabling multi-scale feature extraction and a larger receptive field [ZWW24], though at
increased computational cost compared to manual kernel size selection in NDGohr [GLN22].
In its original form, the Inception module is placed before the residual tower. INC has been
applied to SIMON (Table 4), SIMECK (Table 5), SPECK (Table 6), CHASKEY (Table 10),
DES (Table 11), and PRESENT (Table 21).

Quantum Neural Networks Quantum Neural Networks (QNNs) use parameterized
quantum circuits as trainable components, typically within hybrid quantum-classical
models. Kim et al. [KJL+23] propose a QNN-based neural distinguisher for 5-round
SPECK-32/64 (Table 6). Since no large fault-tolerant quantum computer was available,
their experiments were run on a classical simulator of quantum circuits. The result is
best viewed as a feasibility study rather than a cryptanalytic improvement: the quantum
distinguisher performs far worse than the baseline NDGohr. Thus, QNNs currently remain
an experimental architecture for neural distinguishers, with no demonstrated advantage
over classical networks.

SE-Networks. Compared to Gohr’s original ResNet-based distinguisher, SE-ResNet
(Squeeze-and-Excitation Residual Network) adds a lightweight mechanism that learns which
feature channels are most useful [BGL+22, LLS+24, WW24a]. A squeeze-and-excitation
block first summarizes each channel by global average pooling, then uses a small fully
connected network to assign channel weights, and finally rescales the feature maps with
these weights. This helps the model strengthen useful differential signals and weaken
noisy ones, with little extra cost. SE-ResNet has been applied on SIMON (Table 4) and
SIMECK (Table 5). The authors report that this architecture outperforms NDGohr on
SIMON32/64. However, Gohr et al. observe that the NDGohr baseline used in that
comparison had unfavorable hyperparameter choices [GLN22]. This makes the claimed
architectural advantage less conclusive.
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Sequence Models LSTMs are recurrent models that process inputs as sequences. In
neural cryptanalysis, they have been tested when differences or features of ciphertext pairs
are arranged sequentially. Baksi et al. find that LSTMs learn some signal, but are slower and
less accurate than tuned MLPs [BBCD21]. Later works [SSL+22] nevertheless use LSTM
for GIFT (Table 13) with some success. Transformer architectures use attention to model
dependencies across ciphertext sequences. Bose et al. propose a Transformer-based encoder-
only classifier (TbEC), where ciphertext pairs and their XOR difference are embedded
as token sequences and classified by a Transformer encoder [BPC24b]. Both sequential
models are applied to HIGHT (Table 16), LEA (Table 20), and PRESENT (Table 21).

MLP MLP denotes a multi-layer perceptron, a fully connected feed-forward architecture
in which each neuron is connected to all neurons in the subsequent layer. Owing to their
simplicity and computational efficiency compared to training NDGohr, MLP has been
investigated for 12 of the 24 primitives considered in this survey. However, MLP has been
shown to be unable to replicate the distinguishing performance of NDGohr [BGPT21].

UNet UNet is an encoder-decoder architecture originally introduced for image segmen-
tation and later adapted in cryptanalytic neural distinguishers. Its encoder progressively
compresses and abstracts the input representation, while the decoder reconstructs task-
relevant features. Skip connections transfer fine-grained information from the encoder to
the decoder, helping preserve spatial or positional dependencies that may otherwise be lost
during downsampling. In the BCS model of Zhu et al. [ZLHH25], UNet with long-range
skip connections is applied to GIFT (Table 13) and PRESENT (Table 21).

8.2 Classification Scheme n-m-T -E for Neural Distinguishers

The proliferation of diverse training configurations for neural distinguishers often com-
plicates the comparison of results across studies. Bellini et al. [BGHR23] addressed this
challenge by proposing a systematic classification framework based on four key parameters:
n, m, T , and E. We adopt this classification scheme throughout our review due to its
demonstrated robustness in organizing the extensive cryptographic literature, extending
it with additional taxonomic symbols to enable more nuanced categorization. We note
that [BGHR23] is a technical contribution paper focused on developing automated neural
cryptanalysis tools, not a survey paper, and makes no claims regarding a systematic or
comprehensive collection of research literature.

To illustrate this framework, consider Gohr’s foundational approach, which exemplifies
the 2-1-CT-R configuration: the distinguisher processes pairs of ciphertexts (n = 2),
considers only a single input difference (m = 1), receives raw ciphertext pairs without
preprocessing (T = CT), and performs binary classification to detect the usage of the
input difference (E = R).

Parameter Overview of n-m-T -E Classification

• n: Number of ciphertexts per training sample

• m: Number of input differences per training sample

• T : Feature engineering on training sample

• E: Type of distinguishing experiment performed
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8.2.1 Number of Ciphertexts per Sample: n

The foundational work of Gohr [Goh19] already showed that the outputs of a single-pair neu-
ral distinguisher can be aggregated over multiple ciphertext pairs during key recovery. This
idea was later revisited and made explicit by Gohr, Leander, and Neumann [GLN22], who
observed that several subsequent works on multi-pair distinguishers effectively rediscovered
the same statistical effect, such as [HRC21b, SZM20, ZWW22, BGPT21, LLS+24].

This aggregation has a natural statistical interpretation. A neural distinguisher may
be viewed as a learned approximation to a binary hypothesis test for distinguishing
random data from cipher-generated data. Let Xi denote a ciphertext pair generated either
from plaintexts with a fixed input difference or from a random reference distribution. If
X1, . . . , Xℓ are modeled as independent samples drawn from either f0 or f1, then the
Neyman–Pearson lemma [NP33] states that, for simple hypotheses, the most powerful test
among all tests with Type I error at most α is obtained by thresholding the likelihood
ratio, or equivalently, the log-likelihood ratio,

log Λ(X1, . . . , Xℓ) =
ℓ∑︂

i=1
log f1(Xi)

f0(Xi)
.

In Gohr-style key recovery (cf. Section 4), the true distributions f0 and f1 are not known
explicitly; instead, the neural distinguisher provides scores Ri

k′ ∈ [0, 1] after partially
decrypting the i-th pair under a candidate subkey k′. If these scores are interpreted
as probabilities for the encryption class, then their odds can be multiplied under an
independence assumption. Equivalently, for key ranking, one may sum the log-odds,

Ak′ =
ℓ∑︂

i=1
log
(︃

Ri
k′

1−Ri
k′

)︃
.

Similarly, in [GLN22], Gohr et al. aggregate the scores of a single-pair distinguisher
R1, . . . , Rℓ to ℓ ciphertext pairs, where Ri is interpreted as the probability that the i-th
pair belongs to the encryption class: Under an independence assumption, the combined
encryption probability is

1
1 +

∏︁ℓ
i=1

1−Ri

Ri

.

A multi-pair neural distinguisher could, in principle, do more than this independent
aggregation: by receiving several ciphertext pairs jointly, it might exploit dependencies
between pairs. However, in the absence of evidence that such additional structure is
being learned (cf. Section 6), existing multi-pair distinguishers should be interpreted with
caution: unless they outperform the independent log-odds aggregation baseline, their gain
is best explained as standard statistical accumulation rather than as evidence of learned
inter-pair structure.

This also affects how results in the literature should be compared. A reported single-pair
accuracy alone is insufficient to reproduce the independent-aggregation baseline, because
aggregation requires access to the distinguisher’s soft outputs Ri, not merely its thresholded
accuracy. Consequently, without access to the trained models or sufficiently detailed score
distributions, it is generally not possible to fairly compare a multi-pair distinguisher against
the corresponding non-aggregated single-pair baseline. For this reason, we report the
best distinguishers in the standard single-pair setting (n = 2) and treat multi-pair results
separately unless such an aggregation baseline is available. We believe that the burden of
proof lies with authors who claim superiority for a multi-pair distinguisher: they should
demonstrate that its gain cannot be explained by independent aggregation.
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8.2.2 Number of Input Differences: m

Traditional differential cryptanalysis often focuses on a single input difference, whereas
multiple differential cryptanalysis generalizes this setting by exploiting a set of differentials,
potentially involving several input and output differences [BG11]. Blondeau and Gérard
provide a theoretical framework for analyzing the data and time complexities, as well as
the success probability, of such attacks. The benefit comes from aggregating statistical
information from several differential events rather than relying on a single trail or differential.
In favorable cases, when several input differences contribute comparable information, the
data complexity can decrease roughly proportionally to the number of useful differences;
however, the exact gain depends on the associated differential probabilities.

Mirroring this trend in Neural Differential Cryptanalysis, recent work on neural differ-
ential cryptanalysis has explored several ways of incorporating multiple input differences
into the distinguisher input. Although these approaches are motivated by different classical
frameworks, they share the same basic idea: instead of training on a single plaintext
pair (P, P ⊕ δ), the neural network is given ciphertext data derived from several related
plaintexts or several differential pairs.

Two works [SZM20, SSL+22] adapt ideas from polytopic cryptanalysis to construct
neural distinguishers with multiple differences relative to a common plaintext anchor.
Conceptually, these methods use plaintext tuples of the form (P, P ⊕ δ1, P ⊕ δ2, . . .), which
yield n − 1 anchor-based differential pairs from n related plaintexts. These works are
therefore best understood as polytopic-inspired neural input formats rather than full
polytopic cryptanalytic attacks: the anchor-based structure provides richer inputs to the
neural network, but the attacks do not explicitly exploit polytopic transition constraints.

Wu et al. [WQW+24] propose an approach that uses the same anchor-based principle,
specialized to plaintext quadruples. The difference is mainly in the interpretation and
use of the structure: Wu et al. formulate the construction in the language of mixture
differential cryptanalysis and combine the resulting neural distinguisher with a classical
mixture-differential transition in a key-recovery attack.

Wang et al. [WTZ+22] investigate the same general multiple-input-difference idea for
SIMECK32/64 through two variants. In NDrm, a sample is formed by concatenating
independent ciphertext pairs, one for each input difference ∆i; thus, m input differences
give n = 2m ciphertexts. In NDam, the plaintexts are associated sequentially: starting
from a random plaintext P0, each subsequent plaintext is generated as Pi = Pi−1 ⊕∆i−1,
so that m input differences give n = m + 1 related plaintexts and ciphertexts. This is
not identical to the fixed-anchor form above, since the later plaintexts are related to P0
through cumulative differences, but it implements the same overarching idea of enriching
the neural input by combining several input differences in one sample.

Multiple works [BBDH21, BBCD21, BBD+23, RRSM22, WWH21, WW24a, WWS24b,
WWS24a] train neural distinguishers to differentiate between m > 1 different output
difference distributions (cf. E =D in Subsubsection 8.2.4).

8.2.3 Feature Engineering Type: T

Feature Engineering T Overview

• CT: Unprocessed ciphertext pair handed to ND

• δ: Ciphertext XOR handed to ND

• CTtr/δtr: Reduced-bit ciphertext pair or XOR difference handed to ND

• A: Advanced processing, such as partial decryption
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Raw Ciphertext Processing (T = CT) The original feature engineering type [Goh19]
simply passes the raw ciphertext pairs directly to the neural distinguisher. While this
preserves maximum information content, it requires networks to learn differential patterns
implicitly, potentially increasing training and architectural complexity [BGPT21].

XOR Difference Features (T = δ) Several works, including [BBCD21, HRC21c,
YK21], demonstrate that replacing ciphertext pairs with their XOR differences can speed
up training while maintaining comparable performance. This transformation reduces input
dimensionality and provides direct access to the output difference at the cost of preventing
the distinguisher from learning anything beyond differential features (cf. Section 6).

Truncated Variants (T = CTtr/δtr) Some works [CSY23, DCC23, ERP22, GLP+24,
HGH+23, HLF+24, LRC23, LRC24, Seo24, WWS24a, ZWL24] reduce training require-
ments by truncating ciphertexts to a few bits before handing them to the distinguisher
(T = CTtr), thereby significantly decreasing sample-size requirements at the cost of infor-
mation loss. In some cases, the input size can be reduced even further by computing the
XOR differences in addition to truncation (T = δtr).

Advanced Variants (T = A) In two works [BPC24a, PMDC22], the authors explicitly
append the XOR difference to the corresponding ciphertext pair. This makes the basic
differential information directly available as an additional input feature, rather than
requiring the neural network to infer it from the two ciphertexts. However, more complex
derived features, such as those studied in [BLYZ23], still have to be learned.

Partial decryption without key knowledge. Several works exploit the fact that,
for some cipher structures, parts of the last round can be inverted without knowing the
key. For SPECK32, this amounts to applying simple operations, such as XORing cipher
halves and applying rotations, to expose intermediate structural information, which can
improve distinguisher accuracy [BGPT21, HLF+24, WWS24a, ZWW24]. Similar feature-
engineering ideas have been applied to SIMON-like ciphers. Bao et al. [BGL+22] augment
the ciphertext-pair representation with the key-independent previous-round right-half
difference, thereby giving the network direct access to information that can be obtained
by partially inverting the last round. Lu et al. [LLS+24] extend the same principle by
additionally including a partial estimate of the right-half difference two rounds earlier. In
both cases, the goal is to expose prior-round differential structure explicitly in the input
representation, rather than requiring the neural network to infer it from raw ciphertext pairs.
The same type of SIMON-oriented feature engineering is also used in [WW24a, ZLWL23].

Gohr et al. [GLN22] show that, for several ciphers, neural distinguishers can often
learn such transformations from raw ciphertext pairs, provided the architecture and
hyperparameters are well tuned. Thus, these feature transforms should not necessarily be
viewed as fundamentally new information, but rather as cipher-specific preprocessing that
can make relevant structure easier for the network to access.

Partial Decryption With Key Assumption. Yue et al. [YW23] introduce an
augmented SPECK32/64 input format that includes the partially inverted right halves of
the ciphertext pair together with an additional feature, which approximates the previous-
round left-half difference while ignoring the last-round subkey, i.e., by treating it as the
zero key. The MRMSD/MRMSP approaches of Liu et al. [LRCL23] further generalize this
feature-engineering direction by combining multi-pair inputs with prior-round information.
Their construction first decrypts the ciphertext pairs by one round using randomly generated
subkeys, producing false penultimate-round data that is then spliced with the original
ciphertext data. In MRMSP (Multiple Rounds Multiple Splicing Pairs), the resulting
sample consists of multiple ciphertext pairs together with their randomly decrypted
counterparts, whereas MRMSD (Multiple Rounds Multiple Splicing Differences) applies
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the same idea at the level of output differences. Zhu et al. [ZLHH25] propose the BCS
model for PRESENT and GIFT, extending this line of feature engineering from round-
level preprocessing to component-level preprocessing. Similar to the MRMSD/MRMSP
construction [LRCL23], they use randomly generated round keys to partially decrypt
ciphertext pairs and extract intermediate S-box input/output features. Their ASMCP
format augments multiple ciphertext pairs with the corresponding S-box input/output
pairs, while ASMOD uses the analogous S-box input/output differences.

Differential-Linear Feature Extraction. Lv et al. [LJSC24a] combine differential
and linear-neural ideas by first transforming each ciphertext pair (C0, C1) into a vector
of linear-mask evaluations. For masks (Γi, Γ′

i), they compute bits of the form zi =
Γi · C0 ⊕ Γ′

i · C1, yielding an N -bit feature vector z = z1∥ · · · ∥zN . The classifier then uses
z, rather than the raw ciphertext pair, to decide whether the underlying plaintext pair
satisfies P0 ⊕ P1 = δ.

8.2.4 Type of Distinguishing Experiment: E

Experiment Type E Overview

• R: (C0∥C1) = (EK(P0)∥EK(P1)), classify whether P0 ⊕ P1 = δ.

• RM: (C0 ⊕M)∥(C1 ⊕M), where P1 = P0 ⊕ δ; classify whether M = 0.

• R+: (C0∥C1) = (EK(P0)∥EK(P1)), classify whether P1 = P0 ⊛ δ, where
⊛ ∈ {⊞,≫}.

• D: (C0∥C1) = (EK(P0)∥EK(P0 ⊕ δi)), identify i ∈ {0, . . . , m− 1}.

Standard Differential Detection (E = R). Gohr’s foundational experiment [Goh19]
uses ciphertext-pair samples (C0∥C1) = (EK(P0)∥EK(P1)), where the network decides
whether the corresponding plaintext pair satisfies P0 ⊕ P1 = δ. This binary real-versus-
random classification task is the standard neural analog of differential distinguishing:
positive samples are generated from plaintext pairs with the fixed input difference δ, while
negative samples are generated from independent random plaintexts.

The standard differential-detection experiment is designed for key recovery: the key
recovery procedure relies on the wrong-key randomization hypothesis [Goh19], namely
that decryption under a wrong key yields ciphertext-pair decryptions that are close to
the random-label setting, which the model was explicitly trained to detect. It is therefore
the only experiment considered here with a demonstrated application to key recovery (cf.
Subsection 4.3). Although the other experiment types are interesting in their own right,
their applicability to key recovery has yet to be demonstrated. For this reason, we report
the best distinguishers for the standard differential-detection experiment (E = R), and
treat alternative experiments separately. In our view, the utility of distinguishers obtained
from alternative experiment types should first be established for key recovery, since this
remains the main application of neural differential distinguishers.

Real Ciphertext Masking (E = RM). Gohr’s “real ciphertext” experiment [Goh19]
modifies a valid ciphertext pair (C0, C1), generated from P1 = P0⊕δ, by applying a common
mask M to both ciphertexts, giving (C0 ⊕M)∥(C1 ⊕M). The task is to distinguish the
unmasked case M = 0 from the case where M is random. Since the XOR difference
C0 ⊕ C1 is unchanged by the common mask, success in this experiment indicates that the
neural distinguisher exploits information beyond the ciphertext difference alone.
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Alternative Difference Operations (E = R+). Some works replace the XOR relation
P1 = P0 ⊕ δ with an alternative input relation P1 = P0 ⊛ δ. Bellini et al. [BR21] adapt
the framework to modular-addition differences for ciphers such as TEA and RAIDEN,
while Ebrahimi et al. [EGP23] consider rotational-XOR style differences. These variants
preserve the same binary distinguishing setup as E = R, but change the algebraic relation
used to generate positive plaintext pairs.

Multi-Difference Classification (E = D). Several works [BBDH21, BBCD21, BBD+23,
RRSM22, WWH21, WW24a, WWS24b, WWS24a] replace the binary real-versus-random
task by a multi-class classification problem. Instead of fixing one input difference δ,
they choose a set of differences δ0, . . . , δm−1. Samples are generated as (C0∥C1) =
(EK(P0)∥EK(P0 ⊕ δi)), and the network is trained to identify the index i. The random-
guessing baseline is therefore 1/m, rather than 1/2.

This classification framework provides a systematic foundation for comparing neural
distinguisher approaches across the literature. The parameter space defined by n-m-T -E
enables researchers to precisely characterize their methodologies and identify gaps for
future exploration.

8.3 Comparative Review
Based on the whole body of research in Neural Differential Cryptanalysis (Subsection 5.1),
this section provides a comparative review of all best published neural distinguishers,
classified according to the previously introduced scheme (Subsection 8.2), together with
their neural network architectures (Subsection 8.1).

The neural differential distinguishers of each publication were selected as follows: i) We
present the best result of each work, either the standard setting (2-1-⋆-R/R+) or an
alternative setting (n-m-T -E). If a result in the standard setting is also provided, we will
present it as well. ii) In most works, no error margins on the results are provided, preventing
us from displaying them. Ideally, the accuracies shown should be test accuracies on sets of
several fresh samples. However, in many works, only the validation accuracy is reported.
iii) Note that from a machine learning and statistical perspective, the number of training
and validation samples is very important. However, from a cryptographic perspective, the
number of needed encryptions, i.e., ciphertexts, is more relevant. Accordingly, the numbers
reported in the following under Trn. (training data) and Val. (validation data) are the
number of ciphertexts.

We report the best distinguishers for cipher variants with at least two distinguishers in
the standard setting, since this is the minimum requirement for a meaningful comparison.
As discussed in Subsubsection 8.2.1 and Subsubsection 8.2.4, we exclude multi-pair distin-
guishers and alternative experimental settings from this comparison. The implications of
the best distinguishers are discussed in Subsection 8.4.

Moreover, we either flag or exclude results whose statistical reliability is doubtful.
A neural-distinguisher experiment can be viewed as a binary hypothesis test between
random data and cipher-generated data, with the reported validation accuracy providing
an empirical estimate of the distinguisher’s true success probability. Since each validation
sample is classified either correctly or incorrectly, the number of correct classifications on
v independent validation samples follows a binomial model. If the true accuracy is p, the
empirical accuracy p̂ has standard error

√︁
p(1− p)/v. Since p(1− p) ≤ 1/4, this standard

error is at most 1/(2
√

v). Using the normal approximation to the binomial distribution, a
worst-case two-sided 95% confidence interval is therefore approximately

p̂± 1.96
2
√

v
.
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This motivates requiring a validation set of size at least 105 for robust reporting
of distinguisher accuracy. For v = 105, the worst-case standard error is approximately
0.16%, yielding a 95% confidence interval of about ±0.31%. This precision is sufficient
for many comparisons involving sub-percent differences, while still indicating that very
small accuracy gaps should be interpreted cautiously. In contrast, for v = 103, the worst-
case standard error is about 1.6%, yielding a 95% confidence interval of about ±3.1%.
We therefore regard results based on substantially smaller validation sets as statistically
fragile. This is particularly important for accuracies close to random guessing: for example,
a reported accuracy of 53% on 103 samples has an approximate confidence interval of
53%± 3.1%, so the true accuracy may plausibly be close to the random baseline of 50%.
Consequently, if the random-guessing baseline lies within the confidence interval, we treat
the claimed distinguishing advantage as statistically inconclusive and exclude the result
from quantitative comparison. Similarly, we explicitly flag results that substantially deviate
from comparable prior work when no sufficient explanation, validation, or methodological
difference is provided.

To date, neural distinguishers have been applied to analyze 24 symmetric primitives.
This comparative review provides a foundation for integrating new research into the existing
body of work. While comprehensive tables compiling these analyses are provided in the
appendices, we focus here on the most extensively studied primitives (namely SIMON,
SIMECK, and SPECK), as only these provide sufficient data for meaningful comparative
analysis of optimal approaches. The complete list of primitives analyzed to date is as
follows: AES (Table 7), ARADI (Table 8), ASCON (Table 9), CHASKEY (Table 10), DES
(Table 11), FF (Table 12), GIFT (Table 13), GIMLI (Table 14), GOST (Table 15), HIGHT
(Table 16), KATAN (Table 17), KNOT (Table 18), LBCIoT (Table 19), LEA (Table 20),
PRESENT (Table 21), PRIDE (Table 22), SHA3 (Table 23), SIMECK (Table 5), SIMON
(Table 4), SKINNY (Table 24), SLIM (Table 25), SPECK (Table 6), TEA and XTEA
(Table 26), and TinyJAMBU (Table 27).

In addition, Bose et al. [BPC24b] claim statistically significant distinguishers for 6-
round SPARX and 8-round PICCOLO-80. Since theirs is the only work targeting these
ciphers, and since their reported improvements for other ciphers challenge fundamental
cryptographic principles, we omit dedicated tables that would lack meaningful contextual
comparison. Instead, we include their distinguishing results for LEA, PRESENT, and
HIGHT, together with a critical discussion. Similarly, we do not include the 7-round RC5
distinguisher by Pal et al. [PMDC22].

8.3.1 SIMON

SIMON is a family of AND-RX block ciphers, denoted SIMON-B/K, that encrypt blocks of
size B with a key of size K. SIMON-32/64, SIMON-48/96, SIMON-64/128, and SIMON-
128/256 have 32, 36, 44, and 72 rounds, respectively. Neural differential distinguishers
have been developed for all versions of SIMON.

Table 4 provides an overview of differential neural distinguishers developed for the
SIMON family of block ciphers. The most extensively studied variant is SIMON-32, for
which multiple works explore different neural architectures and experimental settings.
In the standard setting (2-1-CT-R), the best distinguisher reaches 11 rounds using an
automated training pipeline and a generic convolutional architecture [BGHR23]. The same
holds for SIMON-64. Overall, convolutional architectures consistently achieve the highest
accuracy among neural distinguishers reported for SIMON.

Using multiple ciphertext pairs (n = 16, 32, 64) together with advanced feature-
engineering techniques, as in [LRCL23, LLS+24, ZWW24], further improves distinguisher
performance and extends the analysis to 12 rounds [LLS+24]. Similarly, in the related-key
setting, distinguishers can be trained for up to 13 rounds [LLS+24]. The classification task
becomes easier when distinguishing among ciphertext distributions induced by different
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Table 4: Overview of the Neural Differential Distinguishers for SIMON.

Primitive Arch. Class Trn. Val. AutoND Rounds Acc. Ref.
SIMON-32/64 N DGohr 2-1-A-R 20M 2M - 8 0.834 [BGPT21]

N DGohr 4-3-CT-R 40M 4M - 8 0.923 [WQW+24]
N DGohr 2-1-CT-R 20M 2M - 9 0.5907 [HRC21c]
N DGohr 2-1-CT-R 20M 2M - 9 0.6277 [SZM20]
N DGohr 2-1-CT-R - - - 9 0.6320 [TH21]†
N DGohr 4-3-CT-R 40M 4M - 9 0.6373 [SZM20]
INC 8-2-A-D 80M 8M - 9 0.886 [WWS24a]
N DGohr 64-1-δ-R 640M 6.4M - 10 0.6109 [HRC21c]
SE-ResNet 2-1-A-R 4852M 537M - 11 0.517 [BGL+22]
DBitNet 2-1-CT-R 2020M 2M ✓ 11 0.518 [BGHR23]
N DGohr 64-1-A-R 640M 64M - 11 0.6081 [LRCL23]
DBitNet 2-2-CT-D 2020M 2M ✓ 12 0.505 [WWS24b]
SE-ResNet 16-1-A-R 320M 32M - 12 0.5152 [LLS+24]
INC 32-1-A-R 1280M 2M - 12 0.5218 [ZWW24]†

SIMON-32/64RK N DGohr 2-1-CT-R+ 20M 2M - 11 0.5445 [EGP23]
SE-ResNet 16-1-A-R 320M 32M - 13 0.5262 [LLS+24]
SE-ResNet 16-2-A-D 320M 32M ✓ 13 0.567 [WW24a]

SIMON-48/96 N DGohr 2-1-CT-R 20M 2M - 10 0.5789 [HRC21c]
N DGohr 96-1-δ-R 960M 9.6M - 11 0.6143 [HRC21c]
DBitNet 2-2-CT-D 20M 2M ✓ 12 0.515 [WWS24b]
N DGohr 96-1-A-R 960M 96M - 12 0.6159 [LRCL23]

SIMON-48/96RK SE-ResNet 16-2-A-D 320M 32M ✓ 13 0.696 [WW24a]
SIMON-64/128 N DGohr 2-1-CT-R 20M 2M - 11 0.5972 [HRC21c]

N DGohr 128-1-δ-R 1280M 12.8M - 12 0.6957 [HRC21c]
DBitNet 2-1-CT-R 20M 2M ✓ 13 0.518 [BGHR23]
N DGohr 128-1-A-R 1280M 128M - 13 0.701 [LRCL23]
DBitNet 2-2-CT-D 20M 2M ✓ 14 0.506 [WWS24b]
SE-ResNet 16-1-A-R 1394M 134M - 14 0.5185 [LLS+24]

SIMON-64/128RK N DGohr 2-1-CT-R+ 20M 2M - 13 0.5151 [EGP23]
SE-ResNet 16-1-A-R 320M 32M - 14 0.5788 [LLS+24]
SE-ResNet 16-2-A-D 320M 32M ✓ 14 0.618 [WW24a]

SIMON-128/256 DBitNet 2-1-CT-R 20M 2M ✓ 20 0.507 [BGHR23]
SIMON-128/256RK N DGohr 2-1-CT-R+ 20M 2M - 16 0.5062 [EGP23]

Class: n-m-T -E, from Subsection 8.2. Under this convention, Gohr’s initial experiments are 2-1-CT-
R, and the results obtained in greyed out settings n-m-T -E are not directly comparable. AutoND:
indicates if the neural distinguisher was automatically generated (✓) or is the result of an elaborate,
manually designed training procedure (-). Best distinguishers for cipher variants with at least two
distinguishers in the standard setting are highlighted .

† A critical discussion of these results is provided in the text.
RK Related key setting.

input differences (E = D), rather than distinguishing a single cipher-generated distribution
from the uniform distribution (E = R). This setting therefore leads to some of the
highest-round neural distinguishers reported so far for SIMON-32 [WWS24b, WW24a].

For SIMON, several works use very large training datasets. For example, [BGL+22]
obtain an 11-round distinguisher for SIMON32 using a four-stage training procedure with
107, 228, and 2 · 230 pairs in the later stages. Bellini et al. [BGHR23] propose a polishing
step in which a neural distinguisher initially trained on 107 pairs is retrained with an
additional 109 pairs. This polishing step is also used by Wang et al. [WWS24b]. Similarly,
Zhang et al. [ZWW24] use staged training with 4 · 107 samples, each consisting of 16 pairs.
Lu et al. [LLS+24] use different training strategies depending on the scenario: in some
cases, they employ a staged approach with 8 · (2 · 107 + 2 · 225) pairs, while in others they
train directly on 2 · 107 · 8 pairs. Thus, virtually all high-performing distinguishers for
SIMON-32 rely either on very large datasets or on some form of staged training.

We conclude this section on SIMON with a critical discussion of [TH21, ZWW24].
Tian et al. [TH21] do not specify the size of their training or validation sets, making
it impossible to assess the statistical reliability of their reported accuracy. In contrast,
Zhang et al. [ZWW24] specify the size of their validation set; however, it contains only
63K samples. For v = 63K, the worst-case standard error is approximately 0.20%, giving a
95% confidence interval of roughly ±0.39%.
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Table 5: Overview of the Neural Differential Distinguishers for SIMECK.

Primitive Arch. Class Trn. Val. AutoND Rounds Acc. Ref.
SIMECK-32 N DGohr 2-1-CT-R 20M 2M - 10 0.5407 [LTZ22b]

N DGohr 2-1-CT-R 20M 2M - 10 0.5438 [LTZ22a]
N DGohr 4-3-CT-R 67M 1M - 11 0.5042 [WTZ+22]
DBitNet 2-2-CT-D 2020M 2M ✓ 12 0.505 [WWS24b]
SE-ResNet 16-1-A-R 1394M 134M - 12 0.5146 [LLS+24]
INC 16-1-A-R 32320M 32M - 12 0.5161 [ZLWL23]

SIMECK-32/64RK N DGohr 2-1-CT-R+ 20M 2M - 15 0.5134 [EGP23]
SE-ResNet 16-1-A-R 320M 32M - 15 0.5467 [LLS+24]
SE-ResNet 16-2-A-D 320M 32M ✓ 15 0.568 [WW24a]

SIMECK-32Unkeyed MLP 2-2-δ-D 66K 66K - 9 0.526 [BBD+23]†

SIMECK-48/96 DBitNet 2-2-CT-D 20M 2M ✓ 15 0.505 [WWS24b]
SIMECK-48/96RK N DGohr 2-1-CT-R+ 20M 2M - 17 0.5206 [EGP23]

SE-ResNet 16-2-A-D 320M 32M ✓ 19 0.523 [WW24a]
SIMECK-64/128 DBitNet 2-2-CT-D 20M 2M ✓ 18 0.507 [WWS24b]

SE-ResNet 16-1-A-R 1394M 134M - 18 0.5218 [LLS+24]
N DGohr 2-1-CT-R+ 20M 2M - 20 0.5212 [EGP23]

SIMECK-64/128RK SE-ResNet 16-1-A-R 320M 32M - 22 0.5180 [LLS+24]
SE-ResNet 16-2-A-D 320M 32M ✓ 22 0.526 [WW24a]

SIMECK-64Unkeyed MLP 2-2-δ-D 66K 66K - 14 0.55 [BBD+23]†

Class: n-m-T -E, from Subsection 8.2. Under this convention, Gohr’s initial experiments are 2-1-CT-
R, and the results obtained in greyed out settings n-m-T -E are not directly comparable. AutoND:
indicates if the neural distinguisher was automatically generated (✓) or is the result of an elaborate,
manually designed training procedure (-). Best distinguishers for cipher variants with at least two
distinguishers in the standard setting are highlighted .

† A critical discussion of these results is provided in the text.
RK Related key setting.

8.3.2 SIMECK

SIMECK is a variant of SIMON using a key schedule similar to that of SPECK. SIMECK-
32/64, SIMECK 48/96, and SIMECK-64/128 have 32, 36, and 44 rounds, respectively.
Neural differential distinguishers have been developed for all versions of SIMECK.

Table 5 provides an overview of differential neural distinguishers developed for the
SIMECK family of block ciphers. The most extensively studied variant is SIMECK-32,
for which multiple works explore different neural network architectures. In the standard
setting (2-1-CT-R), the best distinguisher reaches 10 rounds using the original convolutional
architecture [LTZ22a]. Overall, convolutional architectures consistently achieve the highest
accuracy among neural distinguishers reported for SIMECK.

Using multiple ciphertext pairs (n = 16) together with advanced feature-engineering
techniques, as in [LLS+24, ZLWL23], further improves distinguisher performance and
extends the analysis to 12 rounds [LLS+24]. In the related-key setting, distinguishers
can be trained for up to 15 rounds [EGP23, LLS+24, WW24a]. The classification task
becomes easier when distinguishing among ciphertext distributions induced by different
input differences (E = D), rather than distinguishing a single cipher-generated distribution
from the uniform distribution (E = R). This setting, therefore, leads to the highest-round
neural distinguishers reported so far for related-key SIMECK-32 [WW24a].

For SIMECK, several works use very large training datasets. Zhang et al. [ZLWL23]
use the staged training approach proposed by Gohr [Goh19], with 2 · 107 and 2 · 109

samples, each consisting of 8 pairs. Bellini et al. [BGHR23] propose a polishing step in
which a neural distinguisher initially trained on 107 pairs is retrained with an additional
109 pairs. This polishing step is also used by Wang et al. [WWS24b]. Lu et al. [LLS+24]
use different training strategies depending on the scenario: in some cases, they employ
a staged approach with 8 · (2 · 107 + 2 · 225) pairs, while in others they train directly on
2 · 107 · 8 pairs.

We conclude this section on SIMECK with a critical discussion of [BBD+23]. For v =
33K ciphertext pairs in the validation set, the worst-case standard error is approximately
0.28%, giving a 95% confidence interval of roughly ±0.54%.
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8.3.3 SPECK

Table 6: Overview of the Neural Differential Distinguishers for SPECK.

Primitive Arch. Class Trn. Val. AutoND Rounds Acc. Ref.
SPECK-32 Quantum 2-1-CT-R 60K 2K - 5 0.53 [KJL+23]†

MLP 2-2-δ-D 33K 33K - 5 0.5416 [BBDH21]†
NDsep.conv.

Gohr 2-1-δtr-R 10M 1M - 6 0.673 [LRC23]
MLP 2-1-δtr-R 20M 2M - 6 0.688 [ERP22]
MLP 2-1-δ-R 20M 2M - 6 0.72 [ERP22]
NDensmbl.

Gohr 2-1-CT-R 20M 2M - 6 0.781 [HGH+23]
NDGohr 100-1-A-R 20M 2M - 6 1 [BGPT21]†
NDsep.conv.

Gohr 2-1-CT-R 20M 2M - 7 0.504 [PMDC22]
DenseNet 2-1-CT-R 2M 2M - 7 0.531 [SM24]†
NDpruned

Gohr 2-1-CT-R 20M 2M - 7 0.596 [BBP22]
NDGohr 2-1-δ-R 20M 2M - 7 0.583 [BGPT21]
NDGohr 2-2-δ-D 20M 2M - 7 0.599 [WWH21]
NDGohr 2-1-CT-R 2M - ✓ 7 0.614 [WW21]†
NDattntn.

Gohr 2-1-CT-R 20M 2M - 7 0.6169 [DCC23]
NDsep.conv.

Gohr 8-1-CT-R 80M 8M - 7 0.6939 [LRC23]
NDGohr 16-1-CT-R 20M 2M - 7 0.7009 [CSYY23]
NDattntn.

Gohr 16-1-CT-R 160M 16M - 7 0.728 [DCC23]
INC 8-2-A-D 80M 8M - 7 0.764 [WWS24a]
INC 64-1-A-R 64M 6.4M - 7 0.9713 [YW23]
INC 2-1-CT-R 40M 2M - 8 0.5135 [BLYZ23]
NDGohr 2-1-CT-R 4040M 2M - 8 0.514 [Goh19]
DBitNet 2-1-CT-R 2020M 2M ✓ 8 0.514 [BGHR23]
DBitNet 2-2-CT-D 2020M 2M ✓ 8 0.519 [WWS24b]
MLP 2-1-A-R 20M 2M - 8 0.5208 [LJSC24a]
NDGohr 128-1-A-R 1280M 128M - 8 0.6502 [LRCL23]
INC 32-1-A-R 1280M 2M - 9 0.5045 [ZWW24]

SPECK-32 RK NDGohr 2-2-δ-D 20M 2M - 7 0.559 [WWH21]
NDGohr 2-1-CT-R 20M 2M - 7 0.576 [WWH21]
NDGohr 2-1-CT-R 2M 200K - 9 0.5932 [TSL23]
INC 2-1-CT-R 1342M 2M - 10 0.5562 [BLYZ23]

SPECK-32Unkeyed MLP 2-2-δ-D 66K 66K - 8 0.515 [BBD+23]†

SPECK-48 NDGohr 2-1-CT-R 2M - ✓ 6 0.726 [WW21]†
DBitNet 2-2-CT-D 20M 2M ✓ 8 0.506 [WWS24b]
NDGohr 128-1-A-R 1280M 128M - 8 0.5462 [LRCL23]

SPECK-64 NDGohr 2-1-CTtr-R 20M 2M - 6 0.662 [HLF+24]
NDGohr 2-1-CT-R 20M 2M - 6 0.754 [HLF+24]
NDGohr 2-1-CT-R 20M 2M - 7 0.623 [HLF+24]
NDGohr 2-1-CT-R 2M - ✓ 7 0.632 [WW21]†
INC 32-1-A-R 1280M 2M - 7 0.641 [HLF+24]
DBitNet 2-1-CT-R 20M 2M ✓ 8 0.537 [BGHR23]
DBitNet 2-2-CT-D 20M 2M ✓ 8 0.559 [WWS24b]
NDGohr 128-1-δ-R 1280M 12.8M - 8 0.632 [HRC21c]
NDGohr 128-1-A-R 1280M 128M - 8 0.7181 [LRCL23]

SPECK-96 NDGohr 2-1-CTtr-R 20M 2M - 7 0.681 [HLF+24]
NDGohr 2-1-CT-R 20M 2M - 7 0.832 [HLF+24]
NDGohr 2-1-CT-R 20M 2M - 7 0.850‡ [CSY23]

SPECK-128 MLP 2-2-δ-D 33K 33K - 7 0.8266 [BBDH21]†
DBitNet 2-1-CT-R 20M 2M ✓ 10 0.593 [BGHR23]

Class: n-m-T -E, from Subsection 8.2. Under this convention, Gohr’s initial experiments are 2-1-CT-
R, and the results obtained in greyed out settings n-m-T -E are not directly comparable. AutoND:
indicates if the neural distinguisher was automatically generated (✓) or is the result of an elaborate,
manually designed training procedure (-). Best distinguishers for cipher variants with at least two
distinguishers in the standard setting are highlighted .

/ Unknown quantity.
† A critical discussion of these results is provided in the text.
RK Related key setting.
‡ In [CSY23], the accuracy of the teacher network for SPECK-96 was not given, but we were able to

retrieve it by running the model from the authors’ repository; we give the average of 10 runs, each
with 106 samples.

† In [BBP22], the authors evaluated several pruned neural distinguishers; we report the smallest one,
Gohr’s N DGohr with depth 1, 7 channels removed from C1, 21 from C2, 25 from C3, 46 neurons from
D1, and 36 from D2.

SPECK is a family of ARX block ciphers, denoted as SPECK-B/K, designed to encrypt
blocks of size B with a key of size K. The variants SPECK-32/64, SPECK-48/96, SPECK-
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64/128, SPECK-96/96, and SPECK-128/256 consist of 22, 23, 27, 29, and 34 rounds,
respectively. SPECK is the cipher with the most published neural distinguishers to date
and therefore serves as the primary benchmark. Neural differential distinguishers have
been developed for all SPECK versions.

Table 6 provides an overview of the differential neural distinguishers developed for
the SPECK family of block ciphers. In the standard setting (2-1-CT-R) for SPECK-32,
Gohr’s original 8-round distinguisher [Goh19] remained the main benchmark for several
years. Bellini et al. [BGHR23] achieve comparable accuracy with an automated and cipher-
agnostic pipeline that is not specifically tailored to SPECK.5 In general, convolutional
architectures consistently achieve the highest accuracy among neural network distinguishers
for SPECK in various settings [BLYZ23, BGHR23, CSY23], with one surprising exception:
The strongest reported 8-round SPECK-32 distinguisher in the standard setting is due to
Lv et al. [LJSC24a].6 Their work shows that carefully selected differential-linear features
can outperform approaches based primarily on differential information. The method
searches for low-Hamming-weight differential-linear approximations and selects the most
informative ones using LGBM feature-importance scores. The resulting distinguishers
achieve high accuracy and lower evaluation cost and can be viewed as a successful form of
advanced feature engineering: rather than feeding raw ciphertext pairs to a convolutional
architecture, a comparatively simple classifier, such as an MLP, is applied to structured
differential-linear features. The single-pair distinguisher extends naturally to multiple
pairs by evaluating these features on each pair, aggregating the results into empirical bias
estimates, and making a single joint decision. Notably, their strongest 8-round distinguisher
uses an input difference that differs substantially from those commonly used in the SPECK
neural-cryptanalysis literature, and its training is neither staged nor based on a dataset as
large as those used in comparable works. This provides an important data point, which
we discuss in detail in Subsection 8.4.

Using multiple ciphertext pairs (n = 32, 128) together with advanced feature-engineering
techniques further improves distinguisher performance beyond the best result in the
standard setting [LRCL23, ZWW24], extending the analysis to 9 rounds [ZWW24]. In
the related-key setting, distinguishers can be trained for up to 10 rounds [BLYZ23]. The
classification task becomes easier when distinguishing among ciphertext distributions from
different input differences (E = D), rather than distinguishing a single cipher-generated
distribution from the uniform distribution (E = R). Hence, [WWS24b] slightly outperforms
[BGHR23] for SPECK-32 and SPECK-64, despite using the same setup.

For the case of SPECK, several high-performing distinguishers rely on either large
datasets, staged training, or both. In [Goh19], the training relies on a staged procedure,
using 2 · 107 pairs for the lower-round distinguishers and an additional 2 · 109 pairs for the
final 8-round model (2020M pairs). Similarly, in [BGHR23], the authors use a polishing
step that retrains a distinguisher initially trained with 107 samples using an additional
109 fresh samples (1010M pairs). The authors of [BLYZ23] replace Gohr’s staged training
with a freezing-layer method: starting from a pretrained (r − 1)-round distinguisher, they
freeze all convolutional layers and retrain only the fully connected layers on r-round data
using an additional 107 pairs. In the related-key setting, they generate a fresh training set
of 224 pairs in each of 20 epochs; applying the freezing-layer method therefore requires
the same amount of data again for the retraining stage (671M pairs). Zhang et al. and

5Bao et al. [BLYZ23] state that “the simple training pipeline [of [BGHR23]] did not produce N Ds
with the same accuracy as Gohr’s on 8-round Speck32/64; it needs a further polishing step to achieve
similar accuracy, demanding more time and data.” This statement is only partially accurate. While the
polishing step of [BGHR23] is indeed required to match Gohr’s 8-round accuracy, it is a highly simplified,
automated analog of Gohr’s 8-round staged training procedure and therefore does not require more data
than Gohr’s original training scheme.

6The discussion of multi-pair neural distinguishers in [LJSC24a] should be interpreted with care: input-
size limitations do not imply that multi-pair distinguishers require a different neural architecture, since
Gohr [GLN22] shows how to obtain multi-pair distinguishers from single-pair ones by score aggregation.
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Huang et al. [ZWW24, HLF+24] use a staged training approach with 4 · 107 samples, each
containing 16 pairs (640M pairs). Wang and Wang [WWS24b] build upon the staged
training procedure proposed in [BGHR23]. Since the validation-set size is not explicitly
stated by the authors, we assume it is the same as in [BGHR23]. It is noteworthy that
most of the high-performing distinguishers for SPECK-32 are trained either on very large
datasets or using some form of staged training.

We conclude this section on SPECK with a critical discussion of [BGPT21, BBDH21,
BBD+23, KJL+23, LJSC24a, SM24, WW21]. Wang et al. [WW21] do not specify the size
of their validation set, making it impossible to assess the statistical reliability of their
reported accuracy. In [KJL+23] the authors use a validation set of only 1K ciphertext
pairs. The standard error is about 1.6%, giving a two-sided 95% confidence interval of
roughly ±3.1%. Hence, we regard the claimed distinguishing advantage as statistically
inconclusive and exclude this result from quantitative comparison. In [BBDH21, BBD+23],
Baksi et al. use validation sets of only 16K and 33K ciphertext pairs, respectively. For
v = 16K, the worst-case standard error is about 0.40%, giving a two-sided 95% confidence
interval of roughly ±0.77%. For v = 33K, the worst-case standard error is about 0.28%,
giving a two-sided 95% confidence interval of roughly ±0.54%. In [BGPT21], the authors
use a validation set of only 20K samples. For v = 20K, the worst-case standard error is
about 0.35%, giving a two-sided 95% confidence interval of roughly ±0.69%. Sajwan et
al. [SM24] report an accuracy of 53.1% (round 7) on 2M training, respectively validation
samples, and provide a comparison in which DenseNet outperforms NDGohr. Given such
a small number of training samples, both networks exhibit severe overfitting, and the
authors themselves call the result only “marginal.”

8.4 Discussion
Based on our comprehensive assessment of research in neural differential cryptanalysis
(Subsection 5.1), we identify several promising directions and critical challenges that merit
further investigation. Our analysis focuses primarily on thoroughly vetted cryptographic
primitives, specifically SIMON (Table 4), SIMECK (Table 5), SPECK (Table 6).

Critical Review Overall, 35 entries in our tables are highlighted due to methodological
concerns, including validation sets that are too small, confidence intervals that, in some
cases, include random guessing, and other issues affecting comparability. Our survey is
intended to serve as a reference point for future work and to identify results that cannot be
reliably compared under due diligence standards. We hope that these critical assessments
help future studies improve their experimental design by choosing and reporting appropriate
training and validation set sizes, and by further investigating highly unlikely results, such
as full-round attacks against modern, previously unbroken block ciphers, or highly unusual
validation-accuracy patterns.

Network Architectures (N) Findings on optimal neural network architectures for
cryptanalysis remain mixed. Several works, including [BBCD21, MPKM+22], report
that MLPs outperform convolutional architectures; similar claims have also been made
for LSTMs [SSL+22]. In contrast, our results show that convolutional architectures
consistently perform best, with 7 out of 8 top distinguishers in the standard setting relying
on convolutions. This observation is plausible, given DCNNs’ strong feature-extraction
capabilities across many domains, particularly in image recognition. Once relevant features
are explicitly identified, however, classical or simpler neural models can achieve performance
comparable to more complex architectures [BGPT21]. This is also illustrated by [LJSC24a],
who obtain a state-of-the-art distinguisher for 8-round SPECK32 using a simple MLP
after extracting relevant differential-linear features. A similar extensive feature extraction
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step was performed by [BGPT21]. Thus, one of the main reasons to use a convolutional
architecture is its black-box feature-extraction capability.

We further observe that, when NDGohr is used, the kernel size remains one of the
most sensitive hyperparameters and must be tuned carefully for each cipher [GLN22]. As
more generic alternatives, DBitNet and INC can be used: the former relies on dilated
convolutions, while the latter combines multiple kernel sizes. Both approaches reduce the
need for manual kernel-size tuning.

A meaningful comparison between concrete approaches remains difficult because per-
formance is influenced by many factors beyond architecture alone. These include the
number of ciphertext samples, the choice of input differences, the sophistication of feature-
engineering techniques, and variations in experimental design (including the choice of
hyperparameters). This complexity highlights the need for comprehensive benchmarking
studies to establish more definitive conclusions about optimal architectures and training
strategies, a challenge we address in detail in Subsection 10.1.

Unlike natural language processing, neural cryptanalysis has not consistently bene-
fited from the “bigger is better” scaling paradigm described by Kaplan et al.[KMH+20].
Existing research has not conclusively shown that deeper or wider neural architectures
reliably improve distinguishing performance in cryptographic settings. On the contrary,
Gohr [Goh19] uses shallower architectures for distinguishers targeting near-uniform cipher-
text distributions, specifically for 7- and 8-round SPECK encryption. Moreover, Buacuieti
et al. [BBP22] show that the resulting neural distinguisher remains only sparsely activated.
Overall, current architectures appear to struggle when ciphertext distributions approach
uniformity, even when these distributions are provably non-uniform. Learning such weak
statistical deviations may require more sophisticated modeling approaches, potentially
including mechanisms that support memorization or retrieval of rare informative patterns,
which we examine in detail in Subsection 10.2.

Multi-Pair Distinguishers (n > 2) Neural distinguishers that process multiple ci-
phertext pairs simultaneously have historically shown only limited practical advantages
over simple score aggregation based on a single-pair distinguisher [GLN22]. At the same
time, they substantially increase training costs: larger inputs typically require larger
architectures, and the expanded input space demands significantly larger datasets to avoid
overfitting. However, this may not reflect an inherent limitation of multi-pair distinguishers,
but rather a limitation of the prevailing training setup, in which plaintext pairs are typically
sampled independently. For example, one could imagine that neural distinguishers trained
on structured plaintext sets, rather than independently sampled pairs, might be able to
exploit additional inter-pair relations. Whether such structured multi-pair distinguishers
can reliably outperform single-pair distinguishers by learning genuine inter-pair features
remains an open question.

Surprisingly, our comprehensive analysis shows that, for SPECK, SIMON, and SIMECK,
multi-pair distinguishers successfully break one additional round compared to their single-
pair counterparts. This suggests that multi-pair inputs may provide a measurable advantage
during training, beyond what can be achieved through post-hoc score aggregation alone.
Since single-pair distinguishers fail to train in these settings, multi-pair distinguishers may
be inherently beneficial for learning extremely weak distinguishing signals.

Interestingly, similar ideas have been widely studied in the machine learning community,
in particular under the name of Multiple Instance Learning [DLLP97] (MIL), but the
corresponding techniques have so far not been applied at all in the context of neural
distinguishers. A typical benchmark for MIL is the Elephant dataset [ATH02], where
samples are groups of images, with a positive label if the group contains an elephant and
a negative label otherwise. This problem mirrors the case of high rounds neural distin-
guishers, where most pairs are not helpful, but rare pairs that follow a ‘good’ differential
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pattern (the elephants) determine the label. Recent approaches to the MIL problem, such
as [ITW18], appear promising directions for improving multi-pair classifiers. Similarly, the
problem of anomaly detection has received considerable attention in the machine learning
community; if we treat the ‘elephant pair’ as an anomaly within an otherwise unremarkable
distribution, adapting approaches such as Deep One-Class Classification [RGD+18] could
yield interesting results. Finally, the Deep Set framework [KATT20] considers functions of
sets and addresses issues such as permutation invariance, which are relevant to multiple
pair classification, for which the order of the pairs has no importance.

This evolving effectiveness of multi-pair architectures represents a significant devel-
opment and offers a promising direction for future cryptanalytic research; however, this
line of work has so far largely ignored the substantial body of work in the deep learning
community, and we believe there is significant room for improvement by incorporating
these techniques.

Multiple Input Differences (m > 1) Gohr et al. [GLN22] establish an important rela-
tionship between neural differential distinguishers and statistical distance: the accuracy of a
neural distinguisher correlates with the statistical distance between the ciphertext-difference
distributions being separated, particularly in the common setting where encryption is
distinguished from a uniform distribution, i.e., E = R. Consequently, distinguishers
tend to perform better for input differences that induce more clearly separable output
distributions.

It is therefore unsurprising that distinguishers perform better when trained to separate
two ciphertext-pair distributions induced by two carefully selected input differences, i.e.,
in the E = D setting. This trend is consistent across all block ciphers considered in our
analysis. Despite this advantage, however, integrating multiple-difference approaches into
practical key-recovery attacks remains challenging. The attack framework pioneered by
Gohr [Goh19] fundamentally relies on distinguishing real ciphertext distributions from
uniform ones. Adapting this framework to exploit the additional statistical power of
multiple input differences would likely require substantial modifications to the underlying
cryptanalytic methodology. Consequently, before further investigating distinguishers in
this particular setting, researchers should first identify concrete key-recovery scenarios in
which this specific distinguishing capability can be effectively exploited.

One further promising research direction is to exploit structural relationships between
differential characteristics by switching bits for adjoining differentials (SBfADs) [BGL+22].
For multi-difference distinguishers, the requirements could be relaxed to require confor-
mance to any one output difference, rather than requiring all differentials to share identical
output differences.

Feature Engineering (T ) The impact of feature engineering remains debated. Several
works, such as [BGL+22, LLS+24], report improvements from engineered input represen-
tations. However, Gohr et al.[GLN22] show that, with careful hyperparameter selection,
neural distinguishers can learn key-independent feature transformations in a black-box
manner. Interestingly, among the best distinguishers in the standard setting, only the one
by [LJSC24a] combines feature engineering with an MLP architecture, a model class shown
to be unable to learn relevant feature extraction on its own [BGPT21]. This suggests that
carefully designed feature engineering can be highly effective, particularly when paired
with architectures that lack strong intrinsic feature-extraction capabilities.

Results that achieve higher accuracies than these standard-setting distinguishers typi-
cally also use more plaintexts, i.e., n > 2, making it difficult to determine whether the
observed improvement is due to feature engineering or simply to the additional data avail-
able to the distinguisher. For comparability, it is therefore essential to first demonstrate the
benefit of a proposed feature-engineering method in the standard setting (and possibly even
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using a baseline architecture such as NDGohr). Otherwise, based on our data, one must
assume that feature engineering has at most a limited impact, and possibly no measurable
impact at all. Comprehensive benchmarking frameworks would provide valuable insight
into the relative merits of automated and engineered feature extraction for cryptanalytic
applications; we discuss this challenge further in Subsection 10.1.

The explainability analyses of [Goh19, BGPT21, BLYZ23] show that Gohr’s architecture
NDGohr exploits information beyond purely differential features. Consequently, feature-
engineering approaches that restrict the input representation to the output difference, i.e.,
F = δ, may yield distinguishers that are inherently less competitive. This observation,
however, applies only to certain classes of ciphers [GLN22]. Whether such additional
features are relevant should therefore be verified for the target cipher before adopting a
restricted feature representation.

(Staged) Training When applied, as in the case of SPECK32 [Goh19, BGHR23,
BLYZ23] and SIMON32 [BGL+22, BGHR23], staged training appears to yield substantial
improvements in accuracy and, in some cases, even in the number of distinguishable
rounds. This seems to hold particularly when no advanced feature engineering is used, as
in [LJSC24a].

Both handcrafted feature extraction and the standard staged training pipeline [Goh19]
require considerable expert knowledge. For this reason, the more generic pipeline proposed
in [BGHR23] or [BLYZ23] may provide a useful alternative for obtaining strong distin-
guishers with less manual intervention. More generally, larger datasets can be expected to
approximate the underlying ciphertext distribution more accurately, especially when the
distribution of ciphertext pairs is close to uniform. A staged training pipeline that uses
massive datasets of size 109 allows even very small statistical deviations to be represented
in the training data and potentially learned by the network.

Conclusion Overall, our analysis suggests that progress in neural differential cryptanal-
ysis depends less on simply increasing model size and more on carefully matching the
learning setup to the statistical structure of the target cipher. As a practical default, re-
searchers should start from strong convolutional baselines, in particular NDGohr, DBitNet,
or INC, since convolutional architectures dominate the best distinguishers in the standard
setting and provide useful black-box feature-extraction capabilities. However, larger or
deeper networks should not be assumed to automatically improve performance. Instead,
sensitive hyperparameters, especially kernel size in NDGohr-based models, should be tuned
carefully for each cipher.

Multi-pair distinguishers are among the most promising directions for future work.
Although they are more expensive to train and have historically offered limited advantages
over score aggregation, our results show that they can extend the number of distinguishable
rounds for SPECK, SIMON, and SIMECK. Structured plaintext sets, Multiple Instance
Learning, Deep Sets, and anomaly-detection methods provide natural methodological
starting points for designing more principled multi-pair distinguishers.

By contrast, distinguishers trained to separate distributions arising from multiple input
differences should be pursued with some caution. While the E = D setting often yields
higher distinguishing accuracy, its practical relevance for key recovery remains unclear.
Before investing further effort into this setting, future work should first identify concrete
key-recovery frameworks that can exploit this specific distinguishing capability.

Feature engineering should be evaluated under stricter experimental controls. Claims of
improvement should first be demonstrated in the standard setting, ideally against a strong
convolutional baseline and with the same number of plaintexts. Otherwise, improvements
may be attributable to additional data rather than to the engineered features themselves.
Moreover, feature representations restricted to ciphertext differences, such as F= δ, should
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be adopted only after verifying that the target cipher does not permit additional information.
Feature engineering based on differential-linear masks has proven highly effective and
should therefore be explored further in future work.

Finally, staged training appears to be a highly effective yet underexplored component
of successful neural distinguishers for many ciphers. Its benefit is especially plausible for
high-round settings, where ciphertext-pair distributions are extremely close to uniform,
and very large datasets are needed to expose small statistical deviations. Future work
should therefore systematically apply staged training, preferably using a generic pipeline,
to obtain the best possible distinguishers.

Comparing the various works on Neural Differential Cryptanalysis has been challenging
due to differences in experimental parameters, such as the choice of attacked block ciphers
and simultaneous changes to multiple factors, including input data and model architecture.
These variations make it difficult to attribute performance differences to a single variable,
even when reporting results up to the standards discussed in Section 9. Instead, we
primarily rely on patterns observed across studies to identify the most effective approaches.
Such insights are only possible through a large-scale analysis of the entire domain. To
simplify this process in the future, we propose a benchmarking challenge in Subsection 10.1,
in which experiments are conducted under a shared experimental setup. This approach
mirrors the long-standing practice in machine learning of using standardized benchmarks
to evaluate and compare methods, as exemplified by ImageNet [DDS+09] for object
recognition. This would strengthen validation of new methods and make it feasible to
determine whether a proposed technique outperforms the state of the art. Furthermore,
a standardized dataset would improve reproducibility by reducing dependence on the
authors’ codebase.

Key Insights Overall, in the standard setting, strong convolutional baselines such as
NDGohr, DBitNet, and INC remain the most reliable starting points, provided that they
are trained on sufficiently large datasets (≥ 107 pairs). In contrast, smaller datasets,
simpler architectures such as MLPs, and feature representations based solely on ciphertext
differences have consistently led to weaker performance. More complex pipelines that utilize
larger models, elaborate feature engineering, or additional samples do not automatically
yield improvements and should therefore be evaluated through fair comparisons against
the existing baselines, including aggregated variants where applicable. Among feature-
engineering approaches, differential-linear features have shown clear benefits. For extending
the number of distinguishable rounds, staged training and multi-pair distinguishers appear
particularly promising.

9 Neural Distinguisher Training: Best Practices
Neural network training is not a deterministic process: it is subject to significant variations
in the outcome that are caused, for example, by the (random) network parameter initializa-
tion process, and the batch process of training data and corresponding differing movement
through the optimization plane. Further, the chosen hyperparameters and neural network
architectures heavily influence the training outcome.

To correctly interpret the success of neural network training, it is important to carefully
distinguish between training, validation, and test data. Each dataset plays an important
role: the training data is used to compute the model’s loss and update its parameters.
However, the goal of neural network training is not good performance (low loss) on known
data, but instead, generalization to previously unseen data. To monitor the model’s
performance on previously unseen data during training, validation data is used.

A commonly observed phenomenon during neural network training is overfitting. At
some point during training, the model stops learning new generalizable features of the
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training data and instead uses its parameters to memorize the training dataset. This leads
to an increasing validation loss. Instead of using the model trained for the maximum
number of epochs, one better uses the model with the minimum validation data loss.
However, the validation data has now been used in model optimization and can no longer
be used to characterize performance based on previously unseen data. Fresh test data
should be used for the final characterization instead.

The number of parameters of a deep neural network does not straightforwardly relate
to its computational training cost. Instead, it depends on the computations required by the
particular layers used in the network model. The computational training cost should be
measured in terms of the required number of FLOPs (floating point operations) or MACs
(multiply-accumulate operations). Popular deep learning libraries such as TensorFlow and
PyTorch provide routines to obtain neural network parameter counts as well as FLOPs.7
For example, FLOPs can be evaluated with the TensorFlow Keras module keras-flops,
and the TensorFlow native routine model.count_params() provides the parameter count.

Though not unique to neural differential cryptanalysis, these best practices were
frequently overlooked in papers during our literature review, underscoring the importance
of emphasizing these standards.

Commonly Overlooked Best Practices for Neural Distinguisher Training

1. Results Reporting I: Clearly indicate the results obtained on training,
validation, and test datasets and the size of each dataset.

2. Results Reporting II: Denote accuracy (or any other metrics) with error
margins on multiple sets of freshly generated test data.

3. Neural Network Reporting: Indicate the network’s memory requirements
using FLOPs and the number of neural network parameters, and training time
per epoch on the specific computational environment (e.g., number and type
of GPUs or CPUs).

4. Open Reproducibility: Publish the code and trained model parameters to
enable review, replication, and future comparisons.

10 Future Challenges

10.1 Benchmarking Challenge
As the field of neural cryptanalysis grows, it is becoming more difficult to compare different
works on a given primitive due to significant variability in the architectures used, training
regimes, distinguishing experiments, or feature engineering. To better understand neural
distinguishers, we see the creation of a benchmarking platform as an important challenge
in the medium term. The goal of such a platform would be to compare neural architectures
submitted by authors across standard problem sets and display them on a leaderboard.
This objective, however, is not straightforward, and we discuss some friction points below.

Defining Problems A problem can be defined as an n-m-T -E configuration, a primitive,
a training pipeline, and a dataset size. A logical first step would be to evaluate all models
on the initial SPECK32 problem in the 2-1-CT-R setting to identify the top-performing
architectures.

Training regimes are critical: Gohr’s work [Goh19] required an advanced pipeline with
pre-training on likely differences followed by re-training with 100× more samples to reach
8 rounds. Subsequent research often employs similar polishing techniques. This creates a

7The performance of libraries for training neural distinguishers has been compared in [BBD+23].
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distinction between raw performance (training from scratch under consistent conditions)
and enhanced accuracy (using pretraining [Goh19], layer freezing [GLN22], previous-round
distinguisher retraining [BR21], or increased final-round samples).

Sample quantity also matters. Many works follow Gohr’s approach [Goh19] (107

training, 106 test samples), as reduction significantly impacts performance. Multiple-
pair sample approaches [BBCD21] pose comparison challenges: fixing the sample count
gives unfair advantages to models that see more pairs, while fixing the pair count may
disadvantage models trained on fewer samples (e.g., 107 pairs per sample would mean
training on a single sample). Distinguishers across several n categories could be compared
using the score proposed in [GLN22] to verify performance beyond score aggregation.

Metrics The first challenge in comparing different models is defining what to compare.
As of now, the main metrics used to compare neural distinguishers are accuracy, true
positive rate, true negative rate, and, more recently [BGHR23], the number of floating point
operations (FLOPS), which impacts the training time and quantifies the time complexity
of the inference part in a key recovery attack. In the Deep Learning community, the
EfficientNet framework [TL19], which proposes techniques to scale neural networks based
on inference speed or parameter count constraints, is often used as a baseline for new
models. For neural distinguishers, we could similarly use the number of parameters and
the FLOPs ratio relative to the original architecture from Gohr to provide context for
the obtained accuracy. However, we also need dedicated metrics adapted to the specific
use cases of neural cryptanalysis. In particular, the current metrics do not provide much
information on the key recovery complexity, which largely depends on the wrong key
response profile (see Subsection 4.3), prepended differentials, and neutral bits.

10.2 AI-ND Challenge

Figure 4: Adapted from [Epo23] with added data for Gohr’s NDGohr on Table 6, and
DBitNet on Table 14 from [BGHR23, Table 5].

The neural network architectures currently employed in Neural Differential Cryptanalysis
have origins that trace back several years. For instance, the Inception Module, introduced
by Google researchers in a seminal paper in 2014 [SLJ+15], was used. Similarly, Kaiming
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He et al. [HZRS16] won the ILSVRC (ImageNet Large Scale Visual Recognition Chal-
lenge) 2015 using ResNet. Attention was introduced in “Attention is all you need” at
NeurIPS 2017 [VSP+17], and Squeeze-and-Excitation Networks at CVPR 2018 [HSS18].

In recent years, deeper and more complex models have led to higher parameter counts.
Figure 4 illustrates the general trend of the increasing parameter count in deep learning
models. This is particularly evident in the case of Large Language Models (LLMs), such
as GPT, which contain billions of parameters. The deep learning models used to date in
Neural Differential Cryptanalysis have lower parameter counts than more modern “Deep
Learning Era” models. Challenges when increasing the model parameter count are higher
computational load, longer training times, and overfitting.

However, the advancement of AI technologies, such as transformers and reinforcement
learning, coupled with increased computational power, holds significant potential to enhance
cryptographic neural differential distinguishers. Transformers, with their capability to
handle long-range dependencies and their effectiveness in capturing complex patterns,
offer a robust framework for analyzing cryptographic data. Reinforcement learning, on
the other hand, provides a powerful approach for optimizing neural network performance
through iterative feedback and learning from interactions. When applied to cryptographic
neural differential distinguishers, these advanced AI methodologies can yield more accurate
models. The increased computational power available today enables training deeper,
more complex networks that can explore a larger hypothesis space and uncover subtle
cryptographic weaknesses that simpler models might miss.

Up until now, cryptographers have mainly attempted to apply AI models. As illustrated
in Subsection 10.1, a leaderboard with cryptographically meaningful metrics should be
established. Based on the existence of transparent metrics, the AI-ND Challenge
aims at (i) motivating cryptographers to use more advanced AI technologies, but also at
(ii) motivating cryptographers to establish an AI-competition8 to allow AI researchers and
engineers to apply state-of-the-art methods to Neural Differential Cryptanalysis.

10.3 Combining Classical and ML-aided Cryptanalysis
Given the current limitations of Neural Differential Cryptanalysis, in particular the
small number of rounds for which neural distinguishers can typically be trained and
their inability, for certain cipher classes, to learn information beyond the ciphertext-pair
difference distribution, neural techniques are unlikely to consistently outperform classical
cryptanalysis in the near future. Indeed, Gohr’s neural key-recovery attack on SPECK32
can no longer be considered state of the art, as it was later surpassed in time complexity
by a classical attack [BdST+23].

However, this does not imply that Neural Differential Cryptanalysis is generally ineffec-
tive. Rather, it provides a distinct set of tools that can complement classical methods and
may offer advantages in specific settings. Researchers should therefore continue working
on these open limitations while, in the meantime, using Neural Differential Cryptanalysis
in combination with classical attacks. Its main strengths are its ability to rapidly identify
differential or integral distinguishers with limited expert knowledge, efficiently approximate
ciphertext-pair difference distributions, and extract previously unknown features, such as
in [Goh19, BLYZ23, ZYS+26], which can then be exploited in classical attacks.

11 Conclusions
In this paper, we perform a systematic review of the follow-ups to Gohr’s seminal paper on
neural distinguishers. In the process, we identify and classify works focusing on training

8Small AI-competitions are hosted on platforms such as Kaggle, while large AI-competitions include
the “Makrikadis” time series forecasting competition [MSA20], or ILSVRC [RDS+15].

https://www.kaggle.com/
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neural distinguishers. This systematic review uncovered a young yet vast body of research
and a need for common methodological guidelines to grow the field, which we attempt to
provide. We also identified three future challenges: comparing neural distinguisher results
using standardized benchmarks, scaling up to much larger, more ambitious architectures,
and combining classical and ML-aided cryptanalysis.

Over the past six years, multiple new settings have been explored for differential
cryptanalysis, using multiple pairs per sample or polytopic differences, with the same or
varied keys across samples. In addition, various feature engineering techniques, particularly
partial inversion, have been explored. These address the question of what clues we can
give the neural distinguisher, and multiple avenues are left to explore in that direction.
But more fundamentally, what matters perhaps more is what question we ask the neural
distinguisher, given this clue, or, said differently, what task we ask the neural network to
perform. So far, much of the literature has focused on differential-based properties for a
single pair and a single input difference, but many variations could be built, as well as
tasks related to different types of cryptanalysis or entirely new distinguishing experiments.
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A Comparative Review of the remaining Neural Dif-
ferential Distinguishers

A.1 AES

Table 7: Overview of the Neural Differential Distinguishers for AES.

Primitive Arch. Class Trn. Val. AutoND Rounds Acc. Ref.

AES-128 N DGohr 2-1-CTtr-R 20M 2M - 2 0.9981 [ZWL24]
N DGohr 2-1-CT-R 20M 2M - 2 1 [ZWL24]

Class: n-m-T -E, from Subsection 8.2. Under this convention, Gohr’s initial experiments are 2-1-CT-
R, and the results obtained in greyed out settings n-m-T -E are not directly comparable. AutoND:
indicates if the neural distinguisher was automatically generated (✓) or is the result of an elaborate,
manually designed training procedure (-).

RK Related key setting.

AES is a widely used block cipher standardized by NIST in 2001 and designed for
general-purpose encryption. It operates on 128-bit blocks and supports key sizes of 128,
192, or 256 bits. The cipher’s structure comprises 10, 12, or 14 rounds (depending on
the key size), each involving four transformations: SubBytes (substitution), ShiftRows
(permutation), MixColumns (linear mixing), and AddRoundKey. Notably, AES’s SubBytes
transformation uses a single 8-bit S-box followed by an affine transformation.

A.2 ARADI

Table 8: Overview of the Neural Differential Distinguishers for ARADI.

Primitive Arch. Class Trn. Val. AutoND Rounds Acc. Ref.

ARADI N DGohr 2-1-CT-R 20M 2M ✓ 5 0.5954 [BFG+24]
ARADI RK N DGohr 2-1-CT-R 20M 2M ✓ 6 0.5631 [BFG+24]

Class: n-m-T -E, from Subsection 8.2. Under this convention, Gohr’s initial experiments are 2-1-CT-
R, and the results obtained in greyed out settings n-m-T -E are not directly comparable. AutoND:
indicates if the neural distinguisher was automatically generated (✓) or is the result of an elaborate,
manually designed training procedure (-).

RK Related key setting.

ARADI is a low-latency block cipher introduced by the NSA in 2024, specifically
designed for memory encryption applications. It operates on 128-bit blocks and utilizes a
256-bit key. The cipher’s structure comprises 16 rounds, each involving a combination of
substitution and permutation operations. Notably, ARADI’s round function employs a
unique S-box, a linear layer, and a key addition layer.

A.3 ASCON

Table 9: Overview of the Neural Differential Distinguishers for ASCON.

Primitive Arch. Class Trn. Val. AutoND Rounds Acc. Ref.

ASCON MLP 2-2-δ-D 1.1M 1.1M - 3 0.9861 [BBCD21]
MLP 2-1-δ-R 17M 2M - 4 0.502 [YK24]
MLP 2-1-δ-R 20M 20M - 4 0.5069 [SSL+24]

ASCONUnkeyed Classical ML 2-2-δ-D 64K 16K - 3 0.916 [BBD+23]†

Class: n-m-T -E, from Subsection 8.2. Under this convention, Gohr’s initial experiments are 2-1-CT-
R, and the results obtained in greyed out settings n-m-T -E are not directly comparable. AutoND:
indicates if the neural distinguisher was automatically generated (✓) or is the result of an elaborate,
manually designed training procedure (-).

† A critical discussion of these results is provided in the text.
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ASCON is an SPN-based permutation with an input size of 320 bits. It can be used
within a sponge construction to build the authenticated ciphers ASCON-128 and ASCON-
128a, both using 128-bit keys, 12 rounds in the initialization, and 64- and 128-bit messages,
respectively, with 6 and 8 rounds in the encryption process. The ASCON-hash, also based
on a sponge construction, hashes 64-bit messages over 12 rounds. ASCON was announced
as the winner of the NIST Lightweight Cryptography Competition in February 2023.

We end this section on ASCON with a critical discussion of [BBD+23]. Baksi et
al. [BBD+23] use a validation set of only 8K ciphertext pairs. For v = 8K, the worst-case
standard error is about 0.56%, giving a two-sided 95% confidence interval of roughly
±1.10%.

A.4 CHASKEY

Table 10: Overview of the Neural Differential Distinguishers for CHASKEY.

Primitive Arch. Class Trn. Val. AutoND Rounds Acc. Ref.
CHASKEY-PERMUTATION N DGohr 2-1-CT-R 17M 40K - 4 0.6161 [BBCD21]†

N DGohr 32-1-CT-R 20M 2M - 4 0.7712 [CSYY23]
INC 16-1-CT-R 60M 2M - 5 0.5181 [ZWC23]

Class: n-m-T -E, from Subsection 8.2. Under this convention, Gohr’s initial experiments are 2-1-CT-
R, and the results obtained in greyed out settings n-m-T -E are not directly comparable. AutoND:
indicates if the neural distinguisher was automatically generated (✓) or is the result of an elaborate,
manually designed training procedure (-).

† A critical discussion of these results is provided in the text.

CHASKEY is an ARX-based permutation with an input size of 128 bits. It operates
through 8 rounds of Addition, Rotation, and XOR operations on four 32-bit words

We end this section on CHASKEY with a critical discussion of [BBCD21]. Baksi
et al. [BBCD21] use a validation set of only 20K ciphertext pairs. For v = 20K, the
worst-case standard error is about 0.35%, giving a two-sided 95% confidence interval of
roughly ±0.69%.

A.5 DES
DES (Data Encryption Standard) is a 16-round Feistel block cipher with 56-bit keys and
64-bit blocks.

Table 11: Overview of the Neural Differential Distinguishers for DES.

Primitive Arch. Class Trn. Val. AutoND Rounds Acc. Ref.

DES N DGohr 2-1-CT-R 20M 2M - 5 0.58 [CSY23]
N DGohr 4-1-CT-R 20M 2M - 6 0.5653 [CSYY23]
INC 32-1-CT-R 1280M 32M - 7 0.5114 [ZWC23]

Class: n-m-T -E, from Subsection 8.2. Under this convention, Gohr’s initial experiments are 2-1-CT-
R, and the results obtained in greyed out settings n-m-T -E are not directly comparable. AutoND:
indicates if the neural distinguisher was automatically generated (✓) or is the result of an elaborate,
manually designed training procedure (-).

Zhang et al. [ZWC23] use a staged training approach to obtain a distinguisher for
7-round DES: 4 · 107 samples, 16 pairs each (640M ciphertext pairs).

A.6 FF1 and FF3
FF1 and FF3 are format-preserving encryption algorithms, with 10 and 8 rounds, respec-
tively, with block sizes of 32 and 128 bits and key sizes of 128 bits. We use the notations
FFX-D when the domain is digits and FFX-L when the domain is lowercase characters.
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Table 12: Overview of the Neural Differential Distinguishers for FF.

Primitive Arch. Class Trn. Val. AutoND Rounds Acc. Ref.

FF1-D MLP 2-1-CT-R - - - 10 0.855 [KKJ+24]†

FF1-L MLP 2-1-CT-R - - - 2 0.522 [KKJ+24]†

FF3-D MLP 2-1-CT-R - - - 8 0.977 [KKJ+24]†

FF3-L MLP 2-1-CT-R - - - 2 0.554 [KKJ+24]†

Class: n-m-T -E, from Subsection 8.2. Under this convention, Gohr’s initial experiments are 2-1-CT-
R, and the results obtained in greyed out settings n-m-T -E are not directly comparable. AutoND:
indicates if the neural distinguisher was automatically generated (✓) or is the result of an elaborate,
manually designed training procedure (-).

† A critical discussion of these results is provided in the text.

We end this section on FF1 and FF3 with a critical discussion of [KKJ+24]. In [KKJ+24],
the authors perform neural cryptanalysis of FF1 and FF3 for digits (FFX-D) and lowercase
letters (FFX-L). We report the best results in the 2-1-CT-R setting. The number of
training and test samples was not specified, nor is the source code available.

A.7 GIFT

Table 13: Overview of the Neural Differential Distinguishers for GIFT.

Primitive Arch. Class Trn. Val. AutoND Rounds Acc. Ref.

GIFT-64 UNet 12-1-A-R - - - 4 0.725 [ZLHH25]†
N Dsep.conv.

Gohr 2-1-CT-R 20M 2M - 6 0.516 [PMDC22]
LSTM 3-2-CT-R 17M 4M - 6 0.5754 [SSL+22]
MLP 2-1-δ-R 2.1M 300K - FULL 0.96 [MPKM+22]†

GIFT-128 MLP 2-1-δ-R 17M 2M - 7 0.55 [YK24]
MLP 2-1-δ-R 20M 2M - 7 0.5542 [SSL+24]

TweGIFT-128 MLP 2-1-CT-R 2M 200K - 6 0.5675 [ZZY+21]
MLP 2-1-CT-R 2M 200K - 7 0.5002 [ZZY+21] †

GIFT-COFB MLP 2-4-δ-D 20K 20K - 4 0.615 [RRSM22]†

Class: n-m-T -E, from Subsection 8.2. Under this convention, Gohr’s initial experiments are 2-1-CT-
R, and the results obtained in greyed out settings n-m-T -E are not directly comparable. AutoND:
indicates if the neural distinguisher was automatically generated (✓) or is the result of an elaborate,
manually designed training procedure (-).

† A critical discussion of these results is provided in the text.

GIFT is a PRESENT-inspired SPN cipher that uses 128-bit keys to encrypt 64-bit
(GIFT64) or 128-bit (GIFT128) blocks for 28 and 40 rounds, respectively. GIFT was one
of the finalists of the NIST Lightweight Cryptography Competition.

We end this section on GIFT with a critical discussion of [RRSM22, MPKM+22,
ZZY+21]. In [ZLHH25], the number of training and test samples is not specified. In [ZZY+21],
the authors claim a distinguisher on 7 rounds because the training accuracy was 0.6487,
despite the validation accuracy being non-significant (0.5002); in the table, we report this
7-round distinguisher as it is the best one claimed by the authors, but also their 6-round
distinguisher, which has a significant validation accuracy. In [RRSM22], only 10K samples
are used for training and testing. For v = 10K, the worst-case standard error is about
0.50%, giving a two-sided 95% confidence interval of roughly ±0.98%. In [MPKM+22],
the authors claim a full round distinguisher on GIFT-64 with over 90% accuracy, using
220 samples in total, of which 15% are kept for validation, respectively testing, and a MLP
architecture; they also claim a full round distinguisher on PRIDE with 100% accuracy.
Full-round attacks on modern and reputable ciphers are an extraordinary claim and require
extraordinary evidence, which the author’s manuscript does not provide.
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A.8 GIMLI
GIMLI is a 24-round permutation acting on 384 bits, from which a hash function GIMLI-
HASH and an authenticated cipher GIMLI-CIPHER are derived.

Table 14: Overview of the Neural Differential Distinguishers for GIMLI.

Primitive Arch. Class Trn. Val. AutoND Rounds Acc. Ref.

GIMLI DBitNet 2-1-CT-R 20M 2M ✓ 11 0.524 [BGHR23]

GIMLI-HASH MLP 2-2-δ-D 400K 40K - 8 0.5219 [BBCD21]†

GIMLI-CIPHER MLP 2-2-δ-D 400K 40K - 8 0.5099 [BBCD21]†

Class: n-m-T -E, from Subsection 8.2. Under this convention, Gohr’s initial experiments are 2-1-CT-
R, and the results obtained in greyed out settings n-m-T -E are not directly comparable. AutoND:
indicates if the neural distinguisher was automatically generated (✓) or is the result of an elaborate,
manually designed training procedure (-).

† A critical discussion of these results is provided in the text.

We end this section on GIMLI with a critical discussion of [BBCD21]. In [BBCD21],
the authors use only 1.4K validation samples. For v = 1,400, the worst-case standard error
is about 1.34%, giving a two-sided 95% confidence interval of roughly ±2.62%. Since the
random-guessing baseline lies within this interval, the reported distinguishing advantage is
statistically inconclusive. We therefore exclude this result from quantitative comparison.

A.9 GOST
GOST is a block cipher developed by the Soviet Union. It operates on 64-bit blocks with a
256-bit key and follows a Feistel network structure with 32 rounds. Each round applies a
key-dependent substitution using fixed S-boxes, followed by modular addition and bitwise
rotations to ensure diffusion and security.

Table 15: Overview of the Neural Differential Distinguishers for GOST.

Primitive Arch. Class Trn. Val. AutoND Rounds Acc. Ref.

GOST N DGohr 2-1-CT-R 2M 200K - 9 0.5430 [TSL23]
GOST RK N DGohr 2-1-CT-R 2M 200K - 14 0.7134 [TSL23]

Class: n-m-T -E, from Subsection 8.2. Under this convention, Gohr’s initial experiments are 2-1-CT-
R, and the results obtained in greyed out settings n-m-T -E are not directly comparable. AutoND:
indicates if the neural distinguisher was automatically generated (✓) or is the result of an elaborate,
manually designed training procedure (-).

RK Related key setting.

A.10 HIGHT
HIGHT is a 32-round ARX-based block cipher operating on 64-bit blocks and 128-bit keys.

We conclude this section on HIGHT with a critical discussion [BPC24b]. Bose et
al. [BPC24b] claim improvements in distinguishing additional encryption rounds by sequen-
tially training models on ciphertext pairs. These results should be interpreted with caution.
From a cryptographic perspective, distinguishing advantage is expected to decrease as
the number of rounds increases; however, this monotonic degradation is not reflected in
their reported results. Moreover, the findings are not fully consistent with prior empirical
evidence: Bellini et al. [BGHR23] report stronger distinguishers for rounds 9 and 10 of
HIGHT, which calls into question whether the proposed architecture is in fact capturing
the relevant differential patterns more effectively.

Given these theoretical and empirical inconsistencies, we treat the results of [BPC24b]
as anomalous unless they are supported by sufficient statistical evidence. In line with the
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Table 16: Overview of the Neural Differential Distinguishers for HIGHT.

Primitive Arch. Class Trn. Val. AutoND Rounds Acc. Ref.

HIGHT N DGohr 2-1-CT-R 2M 200K - 9 0.7472 [TSL23]
N DGohr 2-1-δtr-R 20M 2M - 10 0.5707 [Seo24]
DBitNet 2-1-CT-R 20M 2M ✓ 10 0.751 [BGHR23]
N DGohr 2-1-CT-R 2M 200K - 11 0.7472 [TSL23]
LSTM 2-1-A-R 10M 500K - 15 0.5015 [BPC24b]†

HIGHT RK DBitNet 2-1-CT-R 20M 2M ✓ 14 0.563 [BGHR23]
DBitNet 2-2-CT-D 20M 2M ✓ 14 0.640 [WWS24b]

Class: n-m-T -E, from Subsection 8.2. Under this convention, Gohr’s initial experiments are 2-1-CT-
R, and the results obtained in greyed out settings n-m-T -E are not directly comparable. AutoND:
indicates if the neural distinguisher was automatically generated (✓) or is the result of an elaborate,
manually designed training procedure (-).

RK Related key setting.
† A critical discussion of these results is provided in the text.

criterion used throughout this section, we consider a claimed distinguishing advantage sta-
tistically conclusive only when the random-guessing baseline falls outside the corresponding
95% confidence interval. For an effective test set of 2.5× 105 ciphertext pairs, this means
that only reported accuracies above approximately 0.50196 are treated as statistically
significant and included in the quantitative comparison.

A.11 KATAN

Table 17: Overview of the Neural Differential Distinguishers for KATAN.

Primitive Arch. Class Trn. Val. AutoND Rounds Acc. Ref.
KATAN32 N DGohr 2-1-δ-R 20M 2M - 51 0.533 [LCLH22]

N DGohr 128-1-δ-R 1280M 128M - 59 0.575 [LCLH22]
N Dsep.conv.

Gohr 2-1-CT-R 20M 2M - 62 0.509 [PMDC22]
DBitNet 2-1-CT-R 20M 2M ✓ 69 0.505 [BGHR23]

KATAN32 C N DGohr 64-1-δ-R 64M 6.4M - 58 0.602 [LLHC23]
N DGohr 128-1-δ-R 1280M 128M - 85 0.570 [LCLH22]

KATAN32 RK,C N DGohr 128-1-δ-R 1280M 128M - 112 0.647 [LCLH22]
KATAN48 N DGohr 2-1-δ-R 20M 2M - 40 0.58 [LCLH22]

N DGohr 96-1-δ-R 960M 96M - 50 0.54 [LCLH22]
KATAN48 C N DGohr 64-1-δ-R 64M 6.4M - 47 0.582 [LLHC23]

N DGohr 96-1-δ-R 960M 96M - 72 0.582 [LCLH22]
KATAN48 RK,C N DGohr 48-1-δ-R 960M 96M - 96 0.625 [LCLH22]
KATAN64 N DGohr 2-1-δ-R 20M 2M - 31 0.718 [LCLH22]

N DGohr 128-1-δ-R 1280M 128M - 36 0.548 [LCLH22]
KATAN64 C N DGohr 64-1-δ-R 64M 6.4M - 26 0.613 [LLHC23]

N DGohr 128-1-δ-R 1280M 128M - 61 0.613 [LCLH22]
KATAN64 RK,C N DGohr 128-1-δ-R 1280M 128M - 86 0.728 [LCLH22]

Class: n-m-T -E, from Subsection 8.2. Under this convention, Gohr’s initial experiments are 2-1-CT-
R, and the results obtained in greyed out settings n-m-T -E are not directly comparable. AutoND:
indicates if the neural distinguisher was automatically generated (✓) or is the result of an elaborate,
manually designed training procedure (-).

RK Related key setting.
C Conditional setting.

KATAN is a family of FSR-based block ciphers with block sizes 32, 48, or 64, key size
80, and 254 rounds.

For KATAN32, [BGHR23] reached statistically significant accuracies up to 69 rounds
in an automatically generated distinguisher, and noted that this can be improved to a
71-round distinguisher with 0.5034± 0.0002 accuracy using their simple polishing step. In
contrast, [LCLH22] reached 51 rounds in the standard setting and 59 when using 64 pairs.



76 Survey: Six Years of Neural Differential Cryptanalysis

A.12 KNOT
KNOT is an SPN-based permutation acting on a 256, 384, or 512-bit state; when used in
a MonkeyDuplex construction to build a cipher, it uses 28 to 52 rounds, depending on the
version.

Table 18: Overview of the Neural Differential Distinguishers for KNOT.

Primitive Arch. Class Trn. Val. AutoND Rounds Acc. Ref.

KNOT-256 MLP 2-2-δ-D 1.6M 1.6M - 10 0.5912 [BBCD21]

KNOT-512 MLP 2-2-δ-D 1.6M 1.6M - 12 0.6032 [BBCD21]

Class: n-m-T -E, from Subsection 8.2. Under this convention, Gohr’s initial experiments are 2-1-CT-
R, and the results obtained in greyed out settings n-m-T -E are not directly comparable. AutoND:
indicates if the neural distinguisher was automatically generated (✓) or is the result of an elaborate,
manually designed training procedure (-).

A.13 LBCIoT
LBCIoT is a 32-round block cipher encrypting 32-bit plaintexts with an 80-bit key.

Table 19: Overview of the Neural Differential Distinguishers for LBCIoT.

Primitive Arch. Class Trn. Val. AutoND Rounds Acc. Ref.

LBC-IoT N DGohr 2-1-CT-R 2M 200K - 7 0.6408 [TTJ23]

Class: n-m-T -E, from Subsection 8.2. Under this convention, Gohr’s initial experiments are 2-1-CT-
R, and the results obtained in greyed out settings n-m-T -E are not directly comparable. AutoND:
indicates if the neural distinguisher was automatically generated (✓) or is the result of an elaborate,
manually designed training procedure (-).

A.14 LEA
LEA is an ARX-based block cipher, encrypting 128-bit plaintexts with 128-, 192-, or
256-bit keys for 24, 28, or 32 rounds, respectively.

Table 20: Overview of the Neural Differential Distinguishers for LEA.

Primitive Arch. Class Trn. Val. AutoND Rounds Acc. Ref.

LEA-128 DBitNet 2-1-CT-R 20M 2M ✓ 11 0.512 [BGHR23]
Transformer 2-1-A-R 10M 500K - 13 0.5012 [BPC24b]†

Class: n-m-T -E, from Subsection 8.2. Under this convention, Gohr’s initial experiments are 2-1-CT-
R, and the results obtained in greyed out settings n-m-T -E are not directly comparable. AutoND:
indicates if the neural distinguisher was automatically generated (✓) or is the result of an elaborate,
manually designed training procedure (-).

We conclude this section on LEA with a critical discussion [BPC24b]. Bose et
al. [BPC24b] claim improvements in distinguishing additional encryption rounds by sequen-
tially training models on ciphertext pairs. These results should be interpreted with caution.
From a cryptographic perspective, distinguishing advantage is expected to decrease as
the number of rounds increases; however, this monotonic degradation is not reflected in
their reported results. Moreover, the findings are not fully consistent with prior empirical
evidence: Bellini et al. [BGHR23] report stronger distinguishers for rounds 9 and 10 of
HIGHT, which calls into question whether the proposed architecture is in fact capturing
the relevant differential patterns more effectively.

Given these theoretical and empirical inconsistencies, we treat the results of [BPC24b]
as anomalous unless they are supported by sufficient statistical evidence. In line with the
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criterion used throughout this section, we consider a claimed distinguishing advantage sta-
tistically conclusive only when the random-guessing baseline falls outside the corresponding
95% confidence interval. For an effective test set of 2.5× 105 ciphertext pairs, this means
that only reported accuracies above approximately 0.50196 are treated as statistically
significant and included in the quantitative comparison.

A.15 PRESENT

Table 21: Overview of the Neural Differential Distinguishers for PRESENT.

Primitive Arch. Class Trn. Val. AutoND Rounds Acc. Ref.
PRESENT-64/80 N DGohr 8-1-CT-R 20M 2M - 7 0.5853 [CSYY23]

UNet 12-1-A-R - - - 7 0.664 [ZLHH25]†

DBitNet 2-1-CT-R 20M 2M ✓ 8 0.512 [BGHR23]
N DGohr 2-2-δ-D 20M 2M - 8 0.515 [WWH21]
INC 32-1-CT-R 960M 32M - 8 0.5416 [ZWC23]
LSTM 2-1-A-R 10M 500K - 12 0.5014 [BPC24b]†

PRESENT-64/80 RK MLP 6-1-δ-R 4.2M∗ 1.9M∗ - 5 0.614 [PSM24]
N DGohr 2-2-δ-D 20M 2M - 10 0.517 [WWH21]

Class: n-m-T -E, from Subsection 8.2. Under this convention, Gohr’s initial experiments are 2-1-CT-
R, and the results obtained in greyed out settings n-m-T -E are not directly comparable. AutoND:
indicates if the neural distinguisher was automatically generated (✓) or is the result of an elaborate,
manually designed training procedure (-).

RK Related key setting.

PRESENT is an SPN-based block cipher, encrypting 64-bit blocks with 80 (PRESENT-
80) or 128-bit keys (PRESENT-128) for 31 rounds.

We conclude this section on PRESENT with a critical discussion [BPC24b]. Bose
et al. [BPC24b] claim improvements in distinguishing additional encryption rounds by
sequentially training models on ciphertext pairs. These results should be interpreted
with caution. From a cryptographic perspective, distinguishing advantage is expected to
decrease as the number of rounds increases; however, this monotonic degradation is not
reflected in their reported results. Moreover, the findings are not fully consistent with
prior empirical evidence: Bellini et al. [BGHR23] report stronger distinguishers for rounds
9 and 10 of HIGHT, which calls into question whether the proposed architecture is in fact
capturing the relevant differential patterns more effectively.

Given these theoretical and empirical inconsistencies, we treat the results of [BPC24b]
as anomalous unless they are supported by sufficient statistical evidence. In line with the
criterion used throughout this section, we consider a claimed distinguishing advantage sta-
tistically conclusive only when the random-guessing baseline falls outside the corresponding
95% confidence interval. For an effective test set of 2.5× 105 ciphertext pairs, this means
that only reported accuracies above approximately 0.50196 are treated as statistically
significant and included in the quantitative comparison.

A.16 PRIDE
PRIDE is a 20-round SPN cipher using 64-bit blocks and 128-bit keys.

We conclude this section on PRIDE with a critical discussion [MPKM+22, PMDC22].
In [MPKM+22], the authors claim a full round distinguisher on GIFT-64 with over 90%
accuracy, using 220 samples in total, of which 15% are kept for validation, respectively
testing, and a MLP architecture; they also claim a full round distinguisher on PRIDE with
100% accuracy. Full-round attacks on modern and reputable ciphers are an extraordinary
claim and require extraordinary evidence, which the author’s manuscript does not provide.
In [PMDC22], the authors use a validation set of only 25K samples. For v = 25K, the
worst-case standard error is about 0.32%, giving a two-sided 95% confidence interval of
roughly ±0.62%.
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Table 22: Overview of the Neural Differential Distinguishers for PRIDE.

Primitive Arch. Class Trn. Val. AutoND Rounds Acc. Ref.

PRIDE N DGohr 2-1-CT-A 50K 50K - 6 0.545 [PMDC22]†

MLP 2-1-δ-R 2.1M 300K - 20 1 [MPKM+22]†

Class: n-m-T -E, from Subsection 8.2. Under this convention, Gohr’s initial experiments are 2-1-CT-
R, and the results obtained in greyed out settings n-m-T -E are not directly comparable. AutoND:
indicates if the neural distinguisher was automatically generated (✓) or is the result of an elaborate,
manually designed training procedure (-).

† A critical discussion of these results is provided in the text.

A.17 SHA3
SHA3-256 is a 24-round sponge-based hash function with an output size of 256.

Table 23: Overview of the Neural Differential Distinguishers for SHA3.

Primitive Arch. Class Trn. Val. AutoND Rounds Acc. Ref.

SHA3-256 N DGohr 2-1-CT-R 2M 2M - 3 0.9904 [CSYY23]

Class: n-m-T -E, from Subsection 8.2. Under this convention, Gohr’s initial experiments are 2-1-CT-
R, and the results obtained in greyed out settings n-m-T -E are not directly comparable. AutoND:
indicates if the neural distinguisher was automatically generated (✓) or is the result of an elaborate,
manually designed training procedure (-).

A.18 SKINNY
SKINNY is an SPN-based block cipher; SKINNY128 processes 128-bit plaintexts with 128,
256, and 384-bit keys for 40, 48, and 56 rounds, respectively.

Table 24: Overview of the Neural Differential Distinguishers for SKINNY.

Primitive Arch. Class Trn. Val. AutoND Rounds Acc. Ref.

SKINNY128Unkeyed Classical ML 2-2-δ-D 32K 32K - 6 0.9912 [BBD+23]†
Classical ML 2-2-δ-D 2M 2M - 7 0.5456 [BBD+23]

Class: n-m-T -E, from Subsection 8.2. Under this convention, Gohr’s initial experiments are 2-1-CT-
R, and the results obtained in greyed out settings n-m-T -E are not directly comparable. AutoND:
indicates if the neural distinguisher was automatically generated (✓) or is the result of an elaborate,
manually designed training procedure (-).

† A critical discussion of these results is provided in the text.

We end this section on SKINNY with a critical discussion of [BBD+23]. Baksi et
al. [BBD+23] use only 16K ciphertext pairs in their validation set. For v = 16K, the
worst-case standard error is about 0.40%, giving a two-sided 95% confidence interval of
roughly ±0.77%.

A.19 SLIM
SLIM is a 32-round block cipher encrypting 32-bit plaintexts with an 80-bit key.
In [RKS23], the authors performed experiments with low key entropy (10 and 100 keys,
respectively, for 1M samples), as well as with one random key per sample. We report the
last one for comparability and note that the results were very close in the 3 cases.

We end this section on SLIM with a critical discussion of [RKS23, TTJ23]. Rajakumar
et al. [RKS23] do not specify the size of their validation set, making it impossible to assess
the statistical reliability of their reported accuracy. In [TTJ23], the reported accuracy
is 0.5036 on 105 validation samples. For v = 105, the worst-case standard error is about
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Table 25: Overview of the Neural Differential Distinguishers for SLIM.

Primitive Arch. Class Trn. Val. AutoND Rounds Acc. Ref.

SLIM N DGohr 2-1-CT-R 2M 200K - 3 0.5036 [TTJ23]†

N DGohr 2-1-CT-R 2M - - 5 0.814 [RKS23]†

Class: n-m-T -E, from Subsection 8.2. Under this convention, Gohr’s initial experiments are 2-1-CT-
R, and the results obtained in greyed out settings n-m-T -E are not directly comparable. AutoND:
indicates if the neural distinguisher was automatically generated (✓) or is the result of an elaborate,
manually designed training procedure (-).

/ Unknown quantity.
† A critical discussion of these results is provided in the text.

0.16%, giving a two-sided 95% confidence interval of roughly ±0.31%. Thus, the reported
distinguishing advantage is only marginally statistically significant at the 95% confidence
level

A.20 TEA and XTEA

Table 26: Overview of the Neural Differential Distinguishers for TEA and XTEA.

Primitive Arch. Class Trn. Val. AutoND Rounds Acc. Ref.

TEA MLP 2-1-CT-R+ 2M 20K - 8 0.545 [BR21]†
DBitNet 2-1-CT-R 20M 2M ✓ 10 0.563 [BGHR23]

XTEA DBitNet 2-1-CT-R 20M 2M ✓ 10 0.598 [BGHR23]

Class: n-m-T -E, from Subsection 8.2. Under this convention, Gohr’s initial experiments are 2-1-CT-
R, and the results obtained in greyed out settings n-m-T -E are not directly comparable. AutoND:
indicates if the neural distinguisher was automatically generated (✓) or is the result of an elaborate,
manually designed training procedure (-).

† A critical discussion of these results is provided in the text.

TEA and its successor, XTEA, are 64-round block ciphers that encrypt 64-bit plaintexts
with a 128-bit key.

We conclude this section on TEA and XTEA with a critical discussion [BR21]. The
authors use a validation set of only 10K ciphertext pairs. For v = 10K, the worst-case
standard error is about 0.50%, giving a two-sided 95% confidence interval of roughly
±0.98%.

A.21 TinyJAMBU
TinyJambu-128 is an authenticated encryption algorithm based on a 640-round NLFSR-
based permutation, which encrypts 128-bit blocks. TinyJambu-128 was among the ten
NIST’s lightweight cryptography finalists.

Table 27: Overview of the Neural Differential Distinguishers for TinyJAMBU.

Primitive Arch. Class Trn. Val. AutoND Rounds Acc. Ref.

TinyJAMBU-128 MLP 2-1-δ-R 2.097M 262K - FULL 0.9958 [SSL+22]†

Class: n-m-T -E, from Subsection 8.2. Under this convention, Gohr’s initial experiments are 2-1-CT-
R, and the results obtained in greyed out settings n-m-T -E are not directly comparable. AutoND:
indicates if the neural distinguisher was automatically generated (✓) or is the result of an elaborate,
manually designed training procedure (-).

† A critical discussion of these results is provided in the text.

We conclude this section on TinyJAMBU with a critical discussion [SSL+22]. In [SSL+22],
the authors claimed a full-round distinguisher on TinyJambu, which we challenge. In the
provided code, the ciphertexts in a sample use the same key, nonce, and associated data,
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which would provide a trivial distinguisher. As noted by the designers of TinyJambu9:
’When nonce is reused, an attacker can decrypt the ciphertext since the encryption of
TinyJAMBU is somehow similar to the Cipher Feedback mode.’.

9https://csrc.nist.gov/CSRC/media/Projects/lightweight-cryptography/documents/finalist-r
ound/updated-spec-doc/tinyjambu-spec-final.pdf

https://csrc.nist.gov/CSRC/media/Projects/lightweight-cryptography/documents/finalist-round/updated-spec-doc/tinyjambu-spec-final.pdf
https://csrc.nist.gov/CSRC/media/Projects/lightweight-cryptography/documents/finalist-round/updated-spec-doc/tinyjambu-spec-final.pdf
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