TACR Communications in Cryptology https://doi.org/10.62056 /a6qjp2c2h

ISSN 3006-5496, Vol. 3, No. 2, 30 pages.

Side-Channel Secure CSIDH with Projective
Coordinates

L'®, Anna Guinet! ®, Georg Land? @, Elisabeth Krahmer!

and Tim Giineysu'

Jonas Meers

! Ruhr University Bochum, Bochum, Germany
2 Intel, Feldkirchen, Germany

Abstract.

CSIDH is an isogeny-based Non-Interactive Key Exchange (NIKE) proposed at
ASTACRYPT’18. In this work, we present the first masked version of CSIDH and, in
fact, any isogeny-based scheme. We develop gadgets to efficiently mask all arithmetics
in the underlying finite field and prove them secure in the d-probing model. In
particular, we develop new gadgets for the Montgomery ladder using the fact that
projective values already represent a multiplicative sharing in two variables. The
technique (dubbed quotient masking) might be of independent interest. Lastly, we
provide an efficient implementation based on High-Security CSIDH (Communications
in Cryptology 2024). We show that the relative computational overhead of masking
the latter—compared to other state-of-the-art CSIDH implementations—is similar to
other masked implementations of Post-Quantum Cryptography (PQC) primitives.
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1 Introduction

CSIDH is a NIKE based on isogenies between supersingular elliptic curves [CLM™18].
It can be used to instantiate many fundamental primitives such as Key Encapsulation
Mechanisms (KEM) and Authenticated Key Exchange (AKE) [FHKP13], making it a
versatile tool to build cryptographic protocols. In this context, CSIDH stands out by offering
post-quantum security and small public keys, making it an attractive drop-in replacement
for the classical Diffie-Hellman NIKE [DH76]. Indeed, this set of features remains exclusive
to CSIDH (and other isogeny-based variants), as the only other post-quantum secure
NIKE (called Swoosh) suffers from significantly larger public keys [GAKQ™24]. Therefore,
as the transition to quantum-safe cryptography continues, CSIDH is a viable option for
protocols like Signal’s X3DH handshake [MP] and OPTLS [KW16] that currently lack
post-quantum security.

The growing popularity of CSIDH has led to an increased interest in providing im-
plementations resilient to Side-Channel Analysis (SCA) attacks. The latter exploit the
physical effects of an implementation of cryptographic schemes, such as timing behav-
ior [Koc96] or power consumption [KJJ99], that carry information about the processed
data and inner operations, and therefore can leak sensitive values. To protect against
timing attacks, several software constant-time implementations of CSIDH were proposed
soon after its introduction [OAYT19,BBC*™21, MCR19,CCSC™24]. However, the recent
Hertzbleed attack [WPH™22] demonstrates that, despite having constant-time implementa-
tions, timing attacks can still be performed by exploiting data-dependent frequency changes
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on modern x86 processors. The attack is able to recover the full key of a constant-time
implementation of the isogeny-based scheme SIKE. It also presents a threat for CSIDH,
however, it was not demonstrated in practice yet.

Additionally, the authors in [MN23] recently developed a methodology to exploit partial
leakage of intermediate values of CSIDH to recover the shared key, thus providing the
theoretical foundation for a practical SCA attack. The latter work falls in the category of
Hidden Number Problems (HNP), which were pioneered by Boneh and Venkatesan [BV96]
and have since then been adapted to many other settings [XHS20, Shal7,JJV07,BS01].
Although initially these problems were largely theoretical results, it has recently been
shown that, in the case of classical Diffie-Hellman, HNP-type attacks can be realized in
practice [HR23, MBAT21]. Tt is therefore reasonable to expect them to be also practically
feasible in the case of CSIDH.

A countermeasure to both the Hertzbleed timing attack [WPH™'22] and HNP attacks
against CSIDH [MN23] is the masking technique [CJRR99, GP99]. Indeed, masking is
a well-known countermeasure against physical attacks exploiting data-driven operations,
studied for more than two decades. The core idea is to split a secret value into multiple
shares such that the knowledge of all-but-one shares does not allow for the recovery
of the original secret. The challenge lies in designing sound masked implementations
and proving their security against a SCA adversary. Because of its effectiveness in
mitigating SCA attacks, masking has been widely adopted in post-quantum cryptography,
leading to numerous implementations for schemes like Kyber, Dilithium, BIKE and NTRU
[MGTF19, BGR™21, CGTZ23a, CGTZ23b, DR24]. However, despite its effectiveness in
other cryptographic settings, applying masking to CSIDH (and isogeny-based cryptography
in general) is much more challenging as isogenies lack many of the homomorphic properties
of, for instance, lattices. Furthermore, while isogeny-based cryptography is somewhat
related to classical Elliptic Curve Cryptography (ECC), it has different—partly even
opposite—requirements, thus preventing the reuse of existing ECC protection techniques.
It therefore remains an open question how to efficiently mask isogeny-based schemes and,
in particular, CSIDH.

1.1 Contributions

We present for the first time a higher-order masked implementation of CSIDH that is
provably secure in the d-probing model. In fact, to the best of our knowledge this represents
the first masked implementation of any isogeny-based scheme. Specifically, we provide
a masked implementation for computing and evaluating isogenies over a finite field Iy,
leaving other subroutines that do not handle secret values unmasked. Along the way, we
develop an efficient masking technique for projective variables that requires only half as
many shares as the naive approach. Unfortunately, however, this technique is currently
only used and proved secure for two shares (i.e., first-order masking with d = 1) due to
the point multiplication in CSIDH.

Note that seemingly similar approaches already exist to secure classical ECC against side-
channel attacks, like point blinding and randomizing projective coordinates [Cor99, TJ10].
However, our work clearly distinguishes from those by being provably secure and providing
gadget-based implementation with high generalization potential.

SENSITIVITY ANALYSIS. As a first contribution, we identify relevant and sensitive values
in the CSIDH key exchange that need protection against SCA attacks. We observe that
masking requirements of CSIDH are orthogonal to classical ECC; values that needed
protection in ECC do not need protection in CSIDH and vice versa. This observation
implies that, unfortunately, we cannot rely on the homomorphic properties of elliptic curve
points that are used to mask classical ECC routines. Therefore, we are left with the generic
approach of masking all arithmetic operations over IF,.
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Table 1: Performance comparison between various isogeny-based group actions, their
security level and side-channel security. Timings were obtained by averaging 100 runs
on an 11th Gen Intel Core i7-1165G7 on a single core at 2.80 GHz with Turbo Boost
disabled.

Variant Instantiation | Code Executlo.n Time Slde-Chz.mnel
(seconds/gigacycles) Security
SCALLOP [DFK 23] CSIDIL1024 | C++ 510/1423 -
SCALLOP-HD [CLP24] CSIDH-1024 | Sage 646/1814 -
PEARL-SCALLOP [ABE™24] | CSIDH-1500 | C++ 1015/2848 -
KLaPoTi [PPS25] CSIDH512 | Rust 2.81/8.162 =
PEGASIS [DEFT25] CSIDIT-2048 | Sage 97.43/76.65 =
dCSIDH [CCSCT24] CSIDH-2048 § 8.66,/24.19 Constant Time
SQALE-OAYT [CSCJR22] CSIDH-3072 C 3.87/10.91 Constant Time
CTIDH [BBC™21] CSIDH-2048 C 0.63/1.72 Constant Time
dCTIDH [CHMR25] CSIDH-2048 C 0.54/1.49 Constant Time
. Constant Time
This work (d =1) CSIDH-2048 C 133.32/378 Masked

QUOTIENT MASKING. Our second contribution is a novel and more efficient way of
masking projectivized values, called quotient masking, which results in a speed-up of 10%
(cf. Table 2). The approach is based on the observation that projective coordinates of
an affine value represent a multiplicative sharing with two shares. Hence, only one of the
two projective coordinates needs to be further masked to achieve security against probing
attacks. The other coordinate stays unmasked and can be treated as public. This further
leads to an interesting optimization opportunity: depending on the arithmetic operation,
leaving either the first or second coordinate unmasked can lead to significant speed-ups.
We elaborate more on this aspect in Section 4.3. Currently, however, we use quotient
masking only for the first-order masked implementation and resort to the naive approach
for higher orders to provide side-channel resistance.

IMPLEMENTATION. Our third contribution is an optimized, masked implementation of
CSIDH that supports arbitrary high masking orders d. To achieve this, we transform
the deterministic and constant-time CSIDH implementation found in [CCSC*24] (called
dCSIDH) by replacing every arithmetic operations by d-th order masked ones. We ensure
their composability by following principles from the formal verification community for
masking schemes [BBD*15, BBDT16, CS20], enabling us to reason about the security
of our masked implementation rather than relying on empirical leakage assessments as
evidence of security. Furthermore, we projectivize all sensitive values to employ our novel
quotient masking technique for d = 1, which has the added benefit of not requiring any
field inversions. We also adopt many of the low-level optimizations of [CCSC*24], yielding
very efficient F,-arithmetics. We evaluate the performance of our masked algorithm with
an implementation in the C programming language for up to 5 shares (d < 4). A single
first-order masked execution runs in roughly 133 seconds, which represents a factor x15.3
slowdown compared to the unmasked implementation (cf. Table 2). It is noteworthy that
the relative loss in performance is much smaller compared to, e.g., a masked implementation

of BIKE which has a slowdown factor x300 [DR24].

The comparison to other isogeny-based group actions is even more favorable (cf.
Table 1). Indeed, the SCALLOP family of isogeny-based group actions for instance is
more than x5 slower than our masked implementation while featuring no side-channel
protection and a lower security level. Furthermore, the more efficient KLaPoTi and
PEGASIS group actions also do not feature any side-channel protection and it is expected
that incorporating side-channel protection to these group actions will lead to a significantly
worse performance.
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1.2 Technical Details and Related Work

CSIDH uses a large prime finite field I, to carry out its computations; thus, we mainly
use masking techniques dedicated to finite field arithmetics. Specifically, we use additive
arithmetic masking to split a variable x € IF, into shares xg, ..., x4 such that z = Zf:o xT;
mod p. We then replace every arithmetic operation found in CSIDH with an equivalent
operation (gadget) that works on d + 1 shares.

MASKING PROJECTIVE VALUES. Projectivizing an affine variable x is achieved by inter-
preting the value as a fraction = A/B. Subsequently, both numerator and denominator
are considered as two separate coordinates (A : B), where the original value can then
always be recovered by taking their quotient. The technique is frequently used for z-
only arithmetics on elliptic curves to avoid field inversions, both in classical ECC and in
isogeny-based cryptography. A trivial way of masking a projective tuple (A4 : B) is by
masking the coordinates A and B separately, requiring 2(d + 1) shares in total. However,
we observe that only one of the two coordinates needs to be masked since (A : B) and
(AA : AB) are equivalent projective representations of x, knowledge of either coordinate
does not determine the other coordinate or their fraction. Hence, one coordinate can
be left unmasked and the other coordinate is masked using d + 1 shares. We name this
technique quotient masking. For d = 1, one may ask whether masking one of the coordinate
is necessary since the two coordinates A and B can already be viewed as multiplicative
shares of the affine variable z = A/B. However, since our CSIDH implementation performs
multiple computations on both coordinates at the same time (e.g., computing A+ B during
the conversion to a twisted Edwards curve), it is unclear how to prove first-order security
for all the (sub-)procedures of our algorithm without masking at least a coordinate. To
tackle that issue, we choose to additively share the numerator A and keep B as a non-secret
value, allowing us to rely on a state-of-the-art provable secure composability notion [CS20]
to combine masked operations (gadgets) without compromising the security of the overall
scheme. For that, we first adapt already existing gadgets for masked squaring [CMM™ 23]
and masked multiplication [CGLS21] to be compatible with quotient masking and be
securely composable. More details are provided in Section 4.3.

THE COST OF MASKING. As shown in Tables 1 and 2, our first-order masked CSIDH
implementation induces an overhead factor of x15.3 compared to the unmasked one
of [CCSC*24]. Although this leads to large absolute timings, the relative overhead of
masking is comparable with other masked implementations of PQC primitives. Indeed,
[ABC*23] reports an overhead factor of x7.3 for masking Dilithium and in [CGTZ23a] a
masked implementation of NTRU is proposed that exhibits an overhead factor of x30.4 for
decapsulation and an overhead factor of x3.6 for key generation. Additionally, the masked
implementation of BIKE proposed in [DR24] has a slowdown factor of x300.! Furthermore,
CSIDH deviates from the aforementioned protocols in that it is a non-interactive key
exchange. Therefore, a slow execution of the protocol is tolerable in many scenarios as
parties can pre-compute the shared key in an offline phase before interacting in an online
phase. In contrast, signatures and KEM are inherently interactive protocols that need to
perform computations at the time of invocation.

REUSE OoF PROTECTED ECC PRIMITIVES. Research on side-channel resistant isogeny-
based cryptography has only recently begun to draw the attention of the community.
However, efforts on protecting operations on elliptic curves in the context of ECC can
look back on a far longer history. Several approaches like scalar splitting, scalar or
basepoint blinding, projective coordinates randomization or using curve isomorphisms
had been suggested and tested extensively to mitigate SCA attacks when operating on
elliptic curves [FGDM™10,FV12, AVL21, BCH*22,BR23]. Therefore, it would be desirable

LAll values are with respect to d = 1, or two shares. For higher values of d, the comparison becomes
even more favorable for CSIDH as shown in Fig. 1.
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to re-use those techniques from ECC in the CSIDH setting. Unfortunately, there is a
fundamental difference between sensitive and non-sensitive values during the computations
in (classical) elliptic curve and isogeny-based cryptography. In particular, the curve itself,
while being secret in isogeny-based cryptography, is a public parameter in ECC, hence is
never considered sensitive in pre-existing ECC-specific protection methods. This makes
them unsuitable for our use-case.

PROTECTING AGAINST THE MONODROMY LEAK. As a result of masking the CSIDH
algorithm, we provide a masking scheme for the Montgomery ladder at any masking order
d. The latter is desirable due to the recent Monodromy leak attack by Robert [Rob24],
which recovers the secret scalar m from the projective coordinates of P = (X : Z) and
[m|P = (X' : Z").2 To carry this attack, the adversary needs to observe only two variables,
even if the coordinates are re-randomized as suggested in [Rob24]. Several SCA-resistant
Montgomery ladder implementations have been proposed, such as scalar blinding and point
randomization [SG18], or a combination of point randomization and scalar masking [BR23],
for ECC implementations. However, these point randomization techniques does not prevent
the aforementioned attack. Furthermore, both countermeasures were designed for ECC
implementation requirements, which differ from those of CSIDH, as discussed above.
Consequently, we propose an alternative SCA-resistant implementation of the Montgomery
ladder that is both suitable for a SCA-resistant CSIDH implementation and secure against
the Monodromy leak attack.

2 Preliminaries

2.1 Notation

We denote by [] a Boolean test that returns 1 if the enclosed statement is true and 0
otherwise. We write [a : b] for the interval {z € Z : a < 2 < b}. Unless stated otherwise, we
use lowercase letters for affine values and capital letters for projective values: = = (X : Z).
We keep the same formatting of letters for fractions © = X/Z. We use the upper-case
calligraphic font for sets S and we denote by |S| their cardinality. Vectors are written with
uppercase letters in bold font, e.g., A = (A;)o<i<d € IFZ“. We use AA as a shorthand
notation for (AA;)o<i<d-

2.2 Elliptic Curves and Isogenies

The following facts on elliptic curves and isogenies are mostly taken from Silverman [Sil09].

2.2.1 Elliptic Curves.

Let E/F, be an elliptic curve over a finite field F,, with p an odd prime. We denote
the point at infinity with cog, or simply oo if the context is clear. For an extension
field K D FF,,, we denote the set of K-rational points by E(K). An elliptic curve is called
supersingular if #E(F,) =p+ 1 and ordinary otherwise. From now on, we only consider
supersingular elliptic curves.

If #E(F,) =0 mod 4 then E can be written in Montgomery form

E:y? =234+ A’ +x

where A? # 4 € F, is called the Montgomery coefficient. Such curves benefit from fast
z-only arithmetic and compact representation. On such curves, scalar multiplication of
elliptic curve points is done via the Montgomery ladder, which combines a double-and-add

2For the attack, it is important that the coordinates (X’ : Z’) are not normalized as (X’/Z’ : 1).
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style approach with z-only addition and doubling formulas. These algorithms can further
be improved by considering projective coordinates that keep track of the numerator and
denominator separately, and only perform costly field divisions when strictly needed. In
particular, the point P = (z,y) € IFZQ, has projective coordinates P = (X : Y : Z) € IE‘;Q;
where © = X/Z and y = Y/Z. Here Z # 0 if and only if P # co. In the case of z-only
arithmetic, the X Z-coordinates are sufficient, hence we may simply write P = (X : Z).

2.2.2 Isogenies.

An isogeny is a morphism ¢ : E — E’ between elliptic curves E, E’ such that p(cog) = copr.
The degree of ¢ is its degree as a morphism and we call ¢ separable if p 1 deg ¢. If deg ¢ = d,
we may call ¢ a d-isogeny. An isogeny can be expressed as a fraction of polynomials, and
we call two elliptic curves isogenous if there exists an isogeny between them. An isogeny
is called an isomorphism if it has an inverse (which may be defined over the algebraic
closure of F,). In that case, the inverse is again an isogeny. One can check whether two
elliptic curves are isomorphic by comparing their j-invariant, which is a simple algebraic
expression in the coefficients of the curve equation.

Any isogeny ¢ : E — E’ is automatically a group homomorphism from E to E’ and
as such its kernel is a finite subgroup of E. In the case where ¢ is separable, we have
that deg p = # ker . Conversely, any finite subgroup G C E corresponds to a separable
isogeny ¢ : E — E’ with kernel ker ¢ = G that is unique up to post-composition with an
isomorphism. Since E’ is uniquely determined by ker ¢ (again up to isomorphism), we may
write E/ = E/G from now on. One can compute ¢ and E/G in time polynomial in the
size of the kernel. In the particular case of a Montgomery curve E, : y? = 23 + Az? + z
and subgroup G C F4 not containing (0, 0), the codomain of the isogeny ¢ : E4 — E4/G
can again be written in Montgomery form and has the Montgomery coefficient

B=r(A-30), wheer= [[ zp o= 3 (xp—l), (1)

Tp
PeG\{co} PeG\{oo}

as shown in [Ren18, Proposition 1]. Furthermore, the isogeny can be explicitly expressed
as the map

(2,9) = (F@), V7ol (), where f(r) =z [ 221 @)

Pea{oc} T TP
An isogeny from F to itself is called an endomorphism. For an integer n, we denote the
multiplication-by-n map by [n], which is an endomorphism of E. Its kernel is the n-torsion
subgroup Eln] ={P € E : [n]P = cop}.

2.3 CSIDH

CSIDH is based on a group action on supersingular Montgomery curves over F,. Computing
the group action essentially consists of elementary manipulations of elliptic curve points
and isogeny computations via Eq. (1). In the following, we introduce CSIDH mainly from
an algorithmical perspective. The mathematical details can be found in [CLM*18].

Let p = ¢[[;—, ¢; — 1 be a prime such that p+1 =0 mod 4, where ¢ € N is a small
cofactor and the ¢; are small odd primes. The starting point of the group action is the
supersingular curve Ey : y*> = 3 + z. It has p + 1 many points over F,, implying the
existence of an IF-rational subgroup of prime order ¢; for each i. We call these groups
the positive subgroups. Additionally, for each 7, there exists a second subgroup of order
¢; whose points have z-coordinates in Fj,, but y-coordinates in F,2 \ F,. We call these
groups the negative subgroups. Subsequently, any positive/negative subgroup is uniquely
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Algorithm 1: CSIDH

Input: Montgomery coefficient A € F,, and secret key (ski,...,sk,) € [-D: D]”
Output: Montgomery coefficient B € F,,

1 Compute the curve E4 : y? = 2% + Az? + z over F,,

2 while 3j such that sk; # 0 do

3 Sample a random z € F,, and lift it to a point P = (z : y) € E4(F)2)

if [y € F,] xor [sign(sk;) = 1] then Mismatch between sign

goto Line 3 and subgroup

end

P« ((p+1)/4]P

if P = co then P does not have order /;

‘ goto Line 3

10 end

// P now generates the subgroup G(j,sign(sk;))

11 Compute isogeny ¢ : E4 — Ep with ker ¢ = (P) via Eq. (1)

12 EA — EB

13 sk; < sk; — sign(sk;)

14 end

15 return A

© 00 N O ;s

determined by a tuple (,b) € [1 : n] x {0, 1}, where the first component determines the
order ¢; of the subgroup and the second component determines the sign (—1)°. Lastly,
since the order of G = G(i,b) is prime, any point P € G is a generator of the subgroup.

Each subgroup G = G(i,b) now defines an ¢;-isogeny ¢ : Ey — Eo/G. We say that ¢
points in the positive or negative direction depending on b. The codomain Ey/G is again a
supersingular elliptic curve that can be written in Montgomery form E4 : 4% = 23+ Az + 2.
Since isogenies preserve the order of elliptic curves, E4 also has p + 1 many F,-rational
points. Thus, we can again sample a tuple (i’,b") that defines an £;/-isogeny ¢’ with domain
F 4 and codomain Eg. This process can now be repeated indefinitely.

Remark 1. Since Eq. (1) only depends on the z-coordinates of the points contained in G,
there is no difference between positive and negative subgroups, computationally speaking.

Most notably, computing isogenies in CSIDH is commutative: it does not matter in
which order the tuples (¢,b) and (i’,b') are processed, the resulting codomain Ep will
remain identical [CLM ™18, Theorem 7]. This, of course, extends to arbitrarily many tuples,
making a key exchange similar to Diffie-Hellman possible. Concretely, secret keys take
the form sk € [—D : D]™ for some small D € N, and each entry sk; represents |sk;|-many
¢;-isogenies in either the positive or negative direction depending on sign(sk;). To compute
the public key pk corresponding to sk, one starts at Ey, chooses a non-zero entry sk; of
sk, and depending on its sign, computes an ¢;-isogeny in either the positive or negative
direction. The codomain of this isogeny now replaces Fy, and sk; is decreased (or increased)
by 1. This process is repeated until no non-zero entries in sk are left. Lastly, the public
key pk is set to the unique Montgomery coefficient of the final curve. These steps are
summarized in Alg. 1, where we highlight that Lines 3 through 10 are a (naive) way to
sample the correct subgroup G(j, sign(sk;)).

To compute a shared key, Alice and Bob both choose a secret key ska,skg € [-D : D]™.
They then each compute their public key pk, = CSIDH(0,sk4) and pkz = CSIDH(0,skp),
which are both elements in F,,. The public keys are exchanged and the shared secret is
then K = CSIDH(pkp,ska) = CSIDH(pk 4, skg).
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2.4 Masking

To protect against power analysis attacks, presented by the seminal work of Kocher et
al. [KJJ99], masking was proposed and remains the most widely adopted technique among
the many presented countermeasures. In this work, we follow the principles of private
circuits [ISW03] to transform an unprotected implementation to a masked one. In brief,
it requires to encode the secret value into shares, mask the inner operations, and finally,
decode the shares to retrieve the output.

Encoding and Decoding. Let d € N. A secret z is split into d + 1 shares z;, where
i=0,...,d. The sharing is defined by = zgoxj 0...0x4, where o is a field operation in
a prime finite field IF,. For p = 2, the sharing scheme is referred to as Boolean masking,
which was independently proposed in [CJTRR99, GP99]. For p being a prime, p > 2, we
called it arithmetic masking, following its first introduction in [Mes01]. The encoding is
called additive (resp. multiplicative) masking when the operation o is the addition (resp.
multiplication). It ensures that the value of  can not be recovered with the knowledge
of any proper subset of shares {z; | i =0,...,d}. We call encoding the generation of the
shares from a secret variable and decoding the reconstitution of the original secret from
the shares. Both procedures are assumed to not be part of the masked algorithms.

Gadget. In order to preserve the sharing in an algorithm, all operations initially carried
on secret variables = in F,, are transformed to operate on a set (or subset) of their shares
and they output shared results. Examples of operations are the addition, the multiplication,
the inverse, etc. One popular method to adapt the operations so that they manipulate
shared values, is to replace them by gadgets [ISWO03]. More specifically, in this context,
gadgets are operations in F,, that manipulate the d + 1 shares of the variables (i.e., input
shares), with the optional addition of random values, to output d + 1 values (i.e., output
shares) such that it preserves the operation carried on the unshared values. The optional
use of additional random values r € ), provides further protection against recovering some
shares of a secret: If we add a uniform and independent random value r to an intermediate
computation depending on secret shares, which is not necessarily uniformly distributed,
we say that we refresh it to mean that the sum behaves like a uniform random variable
and thus can be approximated by the refreshing variable r.

More formally, let g be an operation that manipulates two secret variables (x,y) such
that g : (Fp)? — F, : (2,y) — g(z,y). This operation is replaced by a gadget G in the
masking scheme with G : (F¢+1)? x (F,)* — FA*! that manipulates up to d + 1 shares of
the secret variables, with s random refreshing values (s € N), to return d+ 1 output shares,
such that Q%o G(z0, -+, Tds Y0, - - - » Yd, T0s - - -, s—1) = g(w,y). The operation O depends
on the chosen encoding (additive or multiplicative). The function g and the associated
gadget G can be generalized to manipulate any number of secret variables.

2.5 Security Model and Properties

The SCA capabilities of an adversary are formally defined by adversary models, which
reflect the actual abilities of an attacker with various degrees of abstraction. Those
adversary models are conventionally used since they allow us to reason about security
and draft security proofs for masked algorithms, which makes it possible to verify their
soundness without relying on empirical and setup-dependent leakage assessment. The
highest level of abstraction is the algorithmic level, or the d-probing model, as proposed
by Ishai et al. [[SWO03], which received the most attention since it does not depend on the
specificities of the underlying system on which the algorithm is implemented. It is not
only simple to reason about, but also it was proven that security in the d-probing model
implies security in the more realistic noisy leakage model [DDF14, PGMP19].
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Definition 1 (d-probing model [ISW03]). An adversary can observe up to d signals
carrying intermediate values during the processing of data for a given implementation.
The observed signals are said to be probed, and the intermediate values carried by those
probes are assumed to be observable and to leak independently of each other.

In this paper, we focus on proving a sound masking scheme in the d-probing model,
where it is sufficient to reason about the algebraic expressions of the intermediate values
of the gadgets to ensure security. However, since the input shares of a gadget depends on
the output shares of another gadget, it creates a chain of dependencies between variables
named probe propagation. It means that the sequential composition of gadgets being
individually secure against d probes, may be not itself secure against d probes [CPRR14].
From this observation, designing a whole secure masking scheme from gadgets in the
d-probing model to prevent such effects is a non-trivial task, specially for higher-order
masking (d > 1 shares), as well as verifying its security. A solution is to develop stronger
security notions for gadgets to ensure their secure composition within a masking scheme:
Those notions are referred to as composability notions and were firstly proposed by Barthe
et al. in [BBD"15] and [BBD"16]. For a given gadget, they differentiate between probes
located on intermediate operations of a gadget, or internal probes, and on output shares,
also called output probes for short.

Definition 2 (d-Non-Interference (NI) [BBD15,BBD"16]). Let ¢; and t2 be any numbers
of probes such that t; +t2 < d. A gadget is d-NI iff for any set of ¢; internal probes and
every set of to output probes, an adversary can learn at most t; + to shares of each secret
variable.

Definition 3 (d-Strong Non-Interference (SNI) [BBD*16]). Let ¢; and t2 be any numbers
of probes such that t; +t2 < d. A gadget is d-SNI iff for any set of ¢; internal probes
and every set of ¢ output probes, an adversary can learn at most ¢; shares of each secret
variable.

The (Strong) Non-Interference ((S)NI) notions aim at limiting the amount of information
an adversary can learn about secret shares in gadgets. The stronger SNI notion was
proposed in addition to NI to prevent probe propagation when a probe is located at the
output of a gadget. It is limited to single-output gadget, but it was later extended to
multiple-output one in [CS20]. To learn t2 or no share of a secret at the output of the
gadget, as required respectively by NI and SNI, we need to refresh some inner computations
to be secure against probing since the implicit assumption is that the refreshed computation
behaves like an independent and uniform random variable and thus it does not reveal any
information about the underlying refreshed share(s). The composition of gadgets satisfying
the SNI security notion is as well SNI.

A drawback of the SNI security notion is that the trivial implementation of linear
operations are not SNI, unless the output shares are refreshed, which is not only costly but
it also does not simplify the task of designing masking algorithm. To tackle this problem,
another security approach was proposed to limit operations carried on the shares of a
secret depending on the value of their index, or share domain, called Probe-Isolating Non-
Interference (PINI) [CS20]. The composition of PINT gadgets is also PINI. It simplifies the
design of masking schemes by reasoning about the indices ¢ of shares z; with ¢ =0,...,d,
known to an adversary. The implicit assumption is that refreshed variables do not have an
associated index as previously explained.

Definition 4 (d-PINI [CS20]). Let Z be a set of at most ¢; internal probes. Let O be a
set of output probes. Let A be the set of indices of the output shares in O of size to, such
that ¢t; +t2 < d. A gadget is d-PINI iff, for any internal probe set Z and output probe
set O, there exists a set B of share indices, with |B| < ¢, such that the joint probability
distribution of the values of the probes in ZU O is the same as if the values were computed
using only input shares whose indices are in A U BB and refreshing variables.
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The above definition implies that |B] < |Z] < t; and |O| = |A| = t2 since every output
probe is associated to a unique share index i to preserve the encoding (cf. Section 2.4).
Consequently, in a d-PINI-secure gadget, every internal probe should be associated to
at most one index. As a result, before performing an operation on shares with different
indices, e.g., z;z; with ¢ # j, the share with index j appearing in the expression of the
output probe of index 7 should be refreshed to behave like a random variable and then its
index is discarded to build the set B.

In this paper, we ensure composability by using PINI gadgets in our higher-order
masked CSIDH implementation.

3 A Masking-Friendly Version of CSIDH

In this section, we introduce a variant of CSIDH that lends itself well to be masked,
mainly because we projectivize all sensitive values, allowing the use of quotient masking (cf.
Section 4.3). This also comes with the added benefit of not requiring any field inversions. In
Section 3.1, we briefly introduce High-Security CSIDH [CCSC™24] which forms the basis of
our implementation as it provides highly optimized C code. We then introduce additional
well-known optimization techniques in Section 3.2. Lastly, we provide pseudocode for the
unmasked version of our CSIDH implementation (dubbed ProjectiveCSIDH) that includes
all optimizations, in Alg. 2 to 6.

3.1 High Security CSIDH

In [CCSCT24], a thorough security analysis of CSIDH was conducted. Based on their
findings and conservative security estimates, the authors determined different parameter
sets and subsequently tried to optimize CSIDH on an algorithmical and implementation
level. Furthermore, they took SCA attacks into consideration, mostly focusing on a
constant-time implementation. Since our implementation is based on [CCSC™24], we now
present relevant aspects of their design choices that we adopt for our implementation.

3.1.1 Elligator Technique.

A major issue, both in terms of performance and side-channel resistance, is the computation
of the correct subgroup G(i,b) in Alg. 1 (Lines 3 to 10) due to the use of rejection sampling.
To overcome this issue, one can sample two full-order torsion points Ty and T, which
have the property that [(p + 1)/¢;]T, generates G(i,b). That is, the point T}, is suitable
for all positive (resp. negative) subgroups simultaneously. Furthermore, these full-order
torsion points can be sampled via the deterministic Elligator map (A, s) — (Ty, T1), which
takes a Montgomery coefficient A € F, and a seed s € F, as input [CCCT19]. The
seed s is then included in the public key, effectively making the computation of G(i,b)
deterministic. Additionally, a static seed s is used for the public starting curve E, as part
of the public parameters. The approach however requires updating Ty and T} at each step.
Concretely, after having computed the isogeny ¢ : E — E/G(i,b), the points need to be
set to Ty + ¢(To) and Ty + (T1) via Eq. (2) to ensure correctness of the key exchange.

3.1.2 SQALE Approach.

First analyzed in [CSCJR22], the SQALE approach consists of choosing secret keys from
the set {—1,1}", which in combination with the Elligator technique yields a constant
time variant of CSIDH. Indeed, this specific choice implies that exactly one ¢;-isogeny is
computed for each ¢ € [1 : n] with the only variable being the sign. Since, algorithmically
speaking, there is no difference between computing an isogeny in the positive or negative
direction (cf. Remark 1), one easily gets a deterministic algorithm. Subsequently, the
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number n of secret key bits needs to be increased to achieve the same level of security.
This also implies a larger characteristic p as the product H?zl /; increases as well.

3.1.3 Finite Field Arithmetics and the Shape of p.

As mentioned above, p is a prime such that p + 1 = ¢[]}_, ¢;. In High-Security CSIDH,
the cofactor c is chosen to be a power of 264 to allow for Montgomery reduction, which is a
standard tool to improve the performance of modular reduction in finite fields [Mon85].
Furthermore, the authors of [CCSC™24] extended the MULX instruction of [CLM*18] to
larger prime sizes and combined it with the Karatsuba multiplication [KOG63].

3.2 Additional Optimizations

In addition to the optimizations already included in [CCSC™24], we implemented further
well-known improvements that lead to significant speed-ups in practice.

3.2.1 Montgomery Ladder without Checks.

Internally, the Montgomery ladder calls the two subroutines xADD and xDBL for adding and
doubling elliptic curve points, respectively. In a typical implementation, these subroutines
check separately whether one of the inputs is equal to co or whether one of the inputs
doubles to co. Although these checks are simple algebraic expressions, their computation
becomes quite expensive in a masked implementation, especially since the Montgomery
ladder is called three times per execution of SingleStep, i.e., per secret bit b (cf. Alg. 3).
However, the aforementioned cases do not occur when calling the Montgomery ladder
exclusively on inputs that come from the Elligator map as the points T and T} have full
odd order. Therefore, we omit these checks in our masked implementation.

3.2.2 Meyer-Reith Approach.

Projective coordinates for elliptic curve points are a common optimization to avoid costly
field inversions when computing scalar multiplications. In the isogeny setting, however,
field inversions are also necessary when computing the codomain and image points under an
isogeny via the formulae in Egs. (1) and (2). In [MR18], the authors suggest using twisted
Edwards curves together with projectivized Montgomery coefficients to avoid field inversions
entirely. In the following, let G(i,b) be a subgroup of F4 and ¢ : E4 — E4/G(i,b) be
the corresponding isogeny. We now explain how to efficiently evaluate ¢ at some point
Q = (X : Z) and how to compute its codomain.

We first use an observation by Costello and Hisil [CH17] to rewrite Eq. (2) in projective
coordinates. For some P € G(i,b) and j € [1: (¢; —1)/2], we write [j]P = (X : Z;). Then,
the evaluation p(Q) = (X' : Z') satisfies

2

(ti—1)/2

X=x-| I (X=X +2)+X+2)X,-2)]| ,and ()
(ti=1)/2 ?

7=z | J] (X-2)(X;+2)-(X+2)(X,;-2)]] . (4)

allowing for an efficient evaluation of the isogeny without field inversions.

To efficiently compute the codomain, the authors in [MR18] first projectivize the
Montgomery coefficient A as (A : A1) where A = Ap/A;. They then make use of twisted
Edwards curves [BBJT08], which are curves of the form

Eyq: az? +y% =1+ dz?y?
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Algorithm 2: ProjectiveCSIDH

Input: Montgomery coefficient A € IF,,, Elligator seed s € F),, small odd primes

ly,..., 4, € N and secret key sk = (sky,...,sk,) € {0,1}"

Output: Montgomery coefficient B € F,,
1 Ty, Ty < Elligator(A, s)
2 k=T[4 Ignore the cofactor ¢
3 B:(B()Bl)%(A].)
4 fori=1,...,ndo
5 k«+ k/¢;
6
7
8

(B, jv()7 Tl) — SingIeStep(B, [“ T07 Tl, k,, Skz)
end
return By/B;

with a,d € F, under the condition that ad # 0,d # 1 and a # d. The Montgomery
curve E4 with coefficient (Ag : A1) is isomorphic to the twisted Edwards curve E, 4 with
(a,d) = (Ao + 241, A¢g — 2A;1) [MOT20]. The main benefit is now that the codomain
E4/G(i,b) is isomorphic to the Edwards curve E,/ 4 with

a =a' 7%, d =d'-7¥,
(4i—1)/2 (£;—1)/2
wv= I &-2), m== ][] X+%).
j=1 j=1

Computing the codomain in twisted Edwards form thus does not require any field inversions.
Additionally, it is possible to share common sub-expressions with Egs. (3) and (4). In a
last step, the Montgomery coefficient of the codomain can be recovered via A" = (4] :
A =2 +d):d - d).

Remark 2. There exist many additional techniques that can be used to speed up CSIDH
like radical isogenies [CDV20] or vélu [BDFLS20]. However, we chose not to include them
in our masked implementation as these subroutines are very complex and thus costly to
mask, hence nullifying their potential speed-up.

4 Masking CSIDH

In this section, we first investigate which variables should be considered secret for masking
purposes. Then, we briefly present the well-known additive masking technique to encode
all the identified sensitive variables (including both coordinates of projectivized variables)
for higher masking orders as the straightforward and naive approach. Finally, we present
the novel quotient masking described for any order d and we explain, unfortunately, why
we only use it for the first order (d = 1) of our masked CSIDH algorithm.

4.1 Sensitivity Analysis

In this section, we analyze the sensitivity of all variables and operations in the CSIDH
key exchange. First, we note that the key generation and shared key derivation are
almost identical. To be more precise, the key generation first samples a random secret key
sk € {0,1}™, executes pk, = ProjectiveCSIDH(0, sg, sk)—where (0, sg) are the Montgomery
coefficient and Elligator seed of the public starting curve Ey—, and then computes an
Elligator seed s 4 for the resulting public key curve E 4. Deriving the shared secret then
amounts to a single execution of ProjectiveCSIDH without the need to sample an Elligator
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Algorithm 3: SingleStep

Input: Montgomery coefficient A = (Ag: A1) € IFZQ,, odd integer ¢ € N, points
To = (Xo: Zo), T' = (X1 : Z1) € F2, scalar k € F), and secret key bit

be{0,1}
Output: Montgomery coefficient B = (B : By) € IE‘IQ,, points T, T} € IE"ZQ)

1 P<T, Choice of P
2 P+ ML(k, P, A)

3 (a,d) + (Ao + 241, Ay — 241) Convert to twisted Edwards curve
4 (7Ty,7Tz) — (Xp —Zp, Xp +Zp)

5 Xy« (Xo—2Z0)(Xp+Zp)+ (Xo+ Zo)(Xp — Zp) Trick by Costello
6 Z(/) (Xo — ZO)(XP +Zp) — (Xo+ Zo)(Xp — Zp) and Hisil
7 Xi« ( Z)(Xp+ Zp) + (X1 + Z1)(Xp — Zp)

SZi )XP+ZP)—(X1+Zl)(Xp—Zp)

9 Q,D <— P

10 P« xDBL(A4, P)

11 fork=2,...,((—1)/2 do Meyer-Reith: Codomain formula for Edwards
12 my 7wy - (Xp—Zp) + isogeny evaluation for Montgomery
13 Ty < Ty - (Xp'f‘Zp)

14 Xé(—XO ((XQ-Z(ﬁ(Xp-‘er) (X0+Zo)(Xp—Zp))

15 Zy «— Z - ((XO—ZO)(XP+ZP) (Xo+ Z0)(Xp — Zp))

16 X'%Xl (( )(XP+ZP) (XlJer)(Xp*ZP))

17 Zl (—Zl ((Xl Zl)(XP+ZP) (X1+Zl)(XP—Zp))

18 D+ P

19 | P+« xADD(P,Q, D)

20 D+ D
21 end
22 (a,d) — (aé . 7TZ8,d€ . 7Ty8)
23 B+ (2(a+d):a—d) Convert Edwards to Montgomery
2 T ((X0)° - Xo : (Z))° - 7o)
2 T] — (X[ Xy : (22 2)
26 T} < ML(¢,T{, B) Get rid of the ¢ torsion
27 T + ML(¢, T}, B)
28 return B, T}, T}

seed at the end. Since the Elligator seed can be computed from the public key curve E 4
alone, there is no need to mask the Elligator subroutine. Therefore, the only subroutine
that requires masking is indeed ProjectiveCSIDH.

4.1.1 ProjectiveCSIDH and SingleStep.

Naturally, the secret key itself is a sensitive value and needs to be masked. In particular,
the secret key bit b is only used a single time and influences the choice of the point P
in the first line of SingleStep. Afterwards, all computations only depend on the choice of
P. Therefore, it is necessary to mask the coordinates of P and the coordinates of @, D
(which depend on P). Furthermore, this also encompasses the values Xg, Zg, X3, Zj; for
B € {0,1} as they are computed from the coordinates of P.

Lastly, in SingleStep, we also need to mask the Montgomery coefficients A, B and the
Edwards parameters a, d. Indeed, for a fixed input A and /¢ there are only two possible
output coefficients B depending on the secret key bit b. Therefore, leaking the final output
coefficient B immediately leaks the corresponding secret key bit. The same argument
applies to the input coefficient A as it is equal to the output B of the previous SingleStep
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Algorithm 4: Montgomery Ladder ML
Input: Scalar ¢ = (,,_1,...,4) € {0,1}" with ¢,,_; = 1, point
P = (Xp: Zp) € F2 and Montgomery coefficient A = (Aq : A;) € F2

Output: Point Q = (Xq : Zg) € F; with Q = [(]P
(Qo, Ql) — (P, XDBL(P, A))
fori=n—-2,...,0do

if /; = 0 then

‘ (QOan) — (XDBL(Q()vA)’XADD(QOanaP))
else

‘ (QOa Ql) — (XADD(Q07 Qla P)7 XDBL(Q17 A))

end

end
return Qg

I e . I N VI

Algorithm 5: xADD
Input: Points P = (Xp: Zp), @ = (Xq:Zg) and P—Q = (Xp_q : Zp_q) € F3
Output: Point R = (Xg : Zg) € F with R = P+ Q

1 Xp « Zp_q - (Xp—Zp) (Xq + Zq) + (Xp + Zp) (Xq — Zg))*

2 Zr + Xp-q (Xp — Zp) (Xq + Zo) — (Xp + Zp) (Xq — Zq))”
3 return (Xg: Zg)

execution (cf Line 2 in the for loop of ProjectiveCSIDH).

In brief, for ProjectiveCSIDH and SingleStep, respectively, we highlight in blue the public
variables that should not be masked in Alg. 2 and Alg. 3. Note that for ProjectiveCSIDH,
only the first instance of the coefficient B is public; it is masked thereafter in SingleStep.

4.1.2 Montgomery Ladder, xADD and xDBL.

These subroutines are called almost exclusively on inputs that have already been identified
as sensitive from the previous paragraph. This includes the Montgomery coefficient A and
the point P. The only exception is the scalar k£, which does not depend on any secret.
This is in contrast to classical ECC where the scalar represents the secret key and the
curve parameter A is public.

For the Montgomery Ladder, we highlight in blue the public variables in Alg. 4 to not
be masked. For xADD in Alg. 5 and xDBL Alg. 6, all variables are considered sensitive.

4.2 Additive Masking on Both Coordinates

We apply the well-known additive encoding to the sensitive variables identified previously.
In a first straightforward and naive approach for a projectivized secret variable x € I, with
x = A/B, we encode both coordinates A € F, and B € IF,, \ {0} to have at the d-th order

Algorithm 6: xDBL
Input: Point P = (Xp : Zp) € F2 and Montgomery coefficient A = (4 : 4;) € F,
Output: Point R = (Xg : Zg) € F3 with R = [2]P

1 Xp « Ay (Xp? — Z2)?

2 Zp + (4XpZp)(AcXpZp + A1 (Xp® + Z3))

3 return (Xg: ZR)
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A= Z?:o A; and B = Z?:o B;. We remind that both shared coordinates are processed
according to Alg. 2 and the fraction A/B is not computed explicitly; the latter is only a
convenient representation to write the projectivized variables.

Concerning the choice of additive sharing, CSIDH performs numerous non-linear
operations, therefore one may question whether a multiplicative sharing would not be
more suited than an additive one. However, after conducting a preliminary cost analysis,
performing an addition, or any linear operation, with a multiplicative sharing requires to
(1) convert the multiplicative shares to additive ones, (2) carry out the linear operation,
then (3) convert back to multiplicative sharing to perform following non-linear operations.
The latter conversion is particularly costly in IF,, since it requires d field inversions for d + 1
shares (according to the A2M conversion algorithm in [KLRBG22]). It would nullify the
optimizations made to have a masking-friendly version of CSIDH without field inversion
to increase the speed-up of the overall implementation (cf. Section 3). Thus, despite the
high number of multiplications in CSIDH, it is therefore counter-intuitively cheaper to opt
to additive masking to protect it against SCA attacks.

For the masked operations on the shares, we use gadgets available in the literature for
additive sharing that satisfy the PINI security notion to ensure secure composition for
higher masking orders (cf. Definition 4).

Addition Gadget. Every addition is replaced by a sharewise addition gadget. The
trivial implementation of linear functions is d-PINT for any d [CS20, Proposition 4], since
the output shares are computed from input shares that have the same index.

Multiplication Gadget. We use the Hardware Private Circuit 1 (HPC1) gadget by
Cassiers et al. [CGLS21] for the multiplication, which follows a refresh-then-multiply
strategy that practically consists of an SNI refreshing gadget followed by a Domain-
Oriented Masking (DOM)-indep multiplication from Grof et al. [GMK16]. The designers
of HPC1 prove it to satisfy the PINI composability security in Fo. To be more precise,
it was demonstrated to be d-glitch-robust PINI, which is a stronger PINI security notion
to take into account the physical defaults of hardware implementations (glitches). A
d-glitch-robust PINT gadget is d-PINI. We simplify extend it to operate for any prime field
IF, and therefore is still d-PINIL.

Squaring Gadget. The first PINI squaring gadget has been proposed, for any masking
order in prime fields, by Cassiers et al. in [CMM™23, Algorithm 1] also in an extension
of the d-probing model to take into account glitches. It was proved to be d-glitch-robust
PINI, thus is as well d-PINI (see [CMM™23, Proposition 1]). Since we work in the probing
model to be device-agnostic, we do not explicitly specify the registers needed to protect
against glitches in hardware.

CSIDH Point Selection Gadget. At the very beginning of SingleStep (Line 3, Alg. 3),
the algorithm chooses which point, Py or P;, to perform the following operations on,
depending on the value of a secret bit b. Not only the secret bit and the coordinates of
those points are sensitive values to protect (cf. Section 4.1), but also the choice of P itself.
To mask those information, we design the CSIDH Point Selection gadget defined for any
number of shares d 4+ 1 of both the numerator and denominator. The basic unmasked
operation in I, is

P:[)-.P()-i-(l—b)-P17 (5)

with Py and P; represented by Xo/Zg and X;/Z;, respectively. In our paper, Xg, X1, Zo
and Z; are additively masked as well as the secret bit b. We write the d-th order additive
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encoding of X; by X(()i) + Xfi) +... 4+ X{;i). From Eq. (5), it yields

(Bo+ o A0 X+ A X)) M=y b)) (X L+ X)) [ Xp ;
© © + M ) =z, ©
z$ + ..+ Z§ Zg) + ...+ Z§ P

Then, we assign the resulting shared numerator and denominator to the shared output

coordinates Xp, Zp, respectively. Each i-th output share of the numerator Xi(P) is

computed to include only with the i-th shares X(gi) and Xl(i) of Xy and Xy, respectively,

and all the shares of b. The numerator and the denominator of this gadget are d-PINI,
respectively.

Proposition 1. The CSIDH Point Selection gadget is d-PINI on the numerator and
denominator individually.

Proof. For the numerator in Eq. (6), we perform four multiplications and one addition
with existing d-PINI gadgets. For the multiplication (1 — b)X;, we rearrange the shares
of b by setting (bg,b},...,b)) = (1 —bo, —b1,...,—bg). Then, this overall computation
is a composite gadget made of d-PINT ones, and [CS20, Proposition 3] ensures that it
satisfies the d-PINI security property. The denominator Zp is already shared and not
transformed any further. Since the output variables Xp, Zp are stored separately, i.e., we
do not explicitly compute the fraction in Eq. (6), the whole gadget is d-PINI secure. [

4.3 Quotient Masking

We present a novel sharing technique when the secret « € F, is a quotient x = A/B,
where A € F, is the numerator and B € F,, \ {0} is the denominator of . The presented
technique is tailored for projectivized secret values, since an affine sensitive value x is
written as a pair of separate coordinates © = (A : B), which can be interpreted as a
fraction A/B and encodes uniquely the original value z. In this case, it is necessary and
sufficient to share only the numerator A or the denominator B to ensure d-probing security;
the other value remains unshared and considered non-secret. Indeed, the knowledge of
either the numerator or the denominator does not make it possible to recover the original
secret x, thus we can leave one value unmasked and focus on protecting the other one. It
is especially convenient in our CSIDH implementation, since we frequently manipulate
both projective coordinates at the same time. In this section, we first present the quotient
masking technique for any order d, before justifying why we only apply it to the first order
implementation (d = 1) of SingleStep (cf. Alg. 3).

More specifically, for a chosen encoding o in F,, the sharing of the numerator of the
secret quotient x is defined by z = (O%_,A;/B, where the denominator B is not shared.
On the other hand, the sharing of the denominator of the secret quotient x is expressed by
r=A/ Q%L B; and the numerator A is not shared. As a result, it reduces the number of
required shares for a given secret and it also simplifies the design of gadgets and reduces
the number of operations to compute, which lead to a performance speed-ups (cf. Table 2).

For our application to CSIDH, we choose to additively share the numerator. Our choice
of additive encoding is motivated by the observations made in Section 4.2. In addition
to that, we choose to share the numerator over the denominator because we can easily
adapt the existing gadgets described in Section 4.2, we do not have to carefully take into
account the zero value unlike for the denominator, and we can design a gadget for the
CSIDH Point Selection in a simple fashion for the sharing-only of the numerator.

In the remainder of the section, we specify gadgets to handle the addition, multiplication,
squaring and CSIDH Point Selection carried on masked quotients whose numerators are
additively shared for any number of shares d + 1. However, we only present the first-order
necessary refactoring of both shared numerator and denominator to fit quotient masking
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rules as it breaks security for higher orders in the d-probing model (cf. Section 4.3.1). We
want to make it clear that the gadgets are written to handle and output quotient values
for the sake of consistency with the fraction representation; and, in our CSIDH masked
implementation, we translate that to projectivized coordinates where we compute and
store separately the first coordinate (numerator) and the second one (denominator).

Before presenting the gadgets, we clarify that, for our CSIDH masked implementation,
SingleStep (Alg. 3) and its subroutines Montgomery Ladder (Alg. 4), xADD (Alg. 5) and
xDBL (Alg. 6) perform linear and non-linear operations with the first and second projective
coordinates of affine variables. An example of such computation is Xp — Zp (cf. Alg. 3 or
Alg. 6). In this case, we trivially add the public value Zp to the first share of Xp, which
does not violate the PINI security notion, without the use of the following addition or
multiplication gadgets.

Addition Gadget. We provide in Alg. 7 the addition gadget of two inputs where both
numerators are additively shared from quotient masking. Each output share is expressed
with a common denominator. The gadget is specified for any number of shares d + 1.
The trivial implementation of linear functions is d-PINI for any d (cf. Section 4.2). In
our case, we multiply the input shares by public values V, B to output a fraction with a
common denominator. Nevertheless, it does not interfere with the PINI principles because
it does not provide any extra information about our secret numerator. As a result, Alg. 7
is d-PINI. For the sake of completeness, we include a proof in the following proposition.

Proposition 2. The addition gadget for an additively shared numerator in quotient
masking (Alg. 7) is d-PINL.

Proof. Intuitively, the gadget sums A; /B and U;/V in a sharewise manner, which is d-PINI
according to [CS20, Proposition 4], and groups the result under a common denominator
of public values, which does not interfere with the PINI security notion. In more details,
we provide a proof using the same notation as in Definition 4. We have |O] output and
|Z| (< t;) internal probes. Each output probe C; - B™1 - V=1 is associated to one unique
index ¢ (B, V are public and unshared values). Therefore, |O| = |A| = t2. (We recall that
t1 +t2 < d.) The internal probes are each associated to at most one index (e.g., A;V,
U;B). This index is either already included in A, or not and then stored in the set B. As
a result, the condition |B| < ¢; holds. It results that the joint probability distribution of
the output values of the probes in O UZ can be replicated by taking input shares with
indices drawn from the set A U B and public values. Therefore, the gadget is d-PINI. [

Algorithm 7: dth-order PINI Addition Gadget for Additively Shared Numerator.

Input: A= (Ai)OSiS(h U= (Ui)Ogigd S Fz+l and B, Ve IFI, such that

>, Ai-B'=zmodpand ) ,U;- V! =y modp
Output: C = (C;)o<i<d € Fg“ and B,V € F, such that
>, Ci- (BV)™ ' =24y mod p

1 for i =0 to d do
2 ‘ C; «+ A;V 4+ U; B mod p
3 end
4return C-B~1.v!

Multiplication Gadget. Alg. 8 details the two-input multiplication of the d-PINI HPC1
gadget as described in Section 4.2, adapted for quotient masking with an additively shared
numerator of d + 1 shares. The HPC1 gadget operating on Boolean values was proven to
be d-PINI in [CGLS21, Section 7.2] (cf. Section 4.2) and remains so in our adaption.
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Proposition 3. The multiplication gadget, adapted from HPC1, for an additively shared
numerator in quotient masking (Alg. 8) is d-PINL.

Proof. The two-input HPC1 multiplication gadget first refreshes the shares of one input,
then multiply the latter with the other shared input. The whole gadget was proven
d-PINT in Fy in [CGLS21, Section 7.2]. For our quotient masking with additively shared
numerators, we simply extend the original HPC1 gadget from IF; to IF,, to multiply both
shared input numerators. This results is divided by the product of the denominators,
i.e., the public values, which does not interfere with PINI security. About the extension
of HPC1, we simply define the refreshing gadget of the original HPC1 gadget (see SNI
refreshing gadget in Alg. 12) over I, instead of Fy. For the multiplication part, we use the
generalization of the HPC1 multiplication gadget to work in IF,, (see DOM-indep gadget in
Alg. 13). Neither extension from Fy to ), breaks the PINI security notion—the extensions
do not change the indices of the shares in the probed expressions—the output numerator is
then d-PINI. Since it is divided by a public value, this adapted version remains d-PINI. [

Algorithm 8: dth-order PINT Multiplication Gadget for Additively Shared Nu-
merator according to HPC1.

Input: A= (Ai)0§i§d7 U= (Ui)ogigd S Fg+1 and B,V € Fp such that

>, Ai-B'=zmodpand ) ,U;- V! =y modp
Output: C = (C;)o<i<a € Fg“ and B,V € F, such that
>, Ci- (BV)™! =2y mod p

1 W < Refresh(U) SNI-Refresh (Alg. 12)
2 C « Multiply(A, W) DOM-Indep in F, (Alg. 13)
3 return C- B~ 1. V!

Squaring Gadget. We adapt the PINI squaring gadget from [CMM™23] to fit a dth-
order-additively shared numerator from quotient masking, which we detail in Alg. 9 for
one input. Our modifications do not interfere with the compositional security notion.

Proposition 4. The squaring gadget for an additively shared mumerator in quotient
masking (Alg. 9) is d-PINL.

Proof. We simply perform the original squaring gadget on the secret numerator, which is

proven d-PINT in [CMM™23, Proposition 1], and the public denominator is squared. Then,
our adapted squaring gadget is still d-PINIL. O

CSIDH Point Selection Gadget. We can easily mask Line 3 from Alg. 3 with an
additively shared numerator in Alg. 10, where the algorithm chooses the point Py or Py
according to a secret bit b. We adapt Eq. (6) with our choice of quotient masking for
CSIDH, to have

(b0+...+bd)(xgo)+...+X§l°>)+ (L=bo— . —b)XM+.. +x8") [ Xp
ZO Zl 7ZP '

However, note that probing Zy, Z; and Zp leaks information about the chosen point P,
even if those are refreshed. Indeed, Zp is equal to either Zy or Z; in this expression; and
probing the second projective coordinates make it possible to perform a value comparison.
To tackle this problem, we put the quotients under a common denominator and we obtain

Bo+ - +b) XV 4.+ XNz + (1=t — .. =) (X + .+ x 2,
717 '

(7)
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Algorithm 9: dth-order PINI Squaring Gadget for Additively Shared Numerator
(adapted from [CMM™23, Algorithm 1]).
Input: A = (Ai)o<i<a € IFZ“ and B € F), such that _, 4;- B™' = 2 mod p
Output: C = (C;)o<i<a € Fg“ and B? € F,, such that Y, C; - B~2 = z? mod p

1 for i =0 to d do
2 for j=i+1toddo
$

3 Tij < Fp

4 Sij (i Fp

5 Q5 < 2Aj + Tij mod p

6 Bij < A; aij + s;5 mod p

7 end

8 end

9 for i =0 to d do
10 Vi < Ai (Ai - Z;-l:i_H TZ-]) mod p
11 Ci =i+ Z?:i—&-l Bij — Z;;é sj; mod p

12 end
13 return C - B2

)

Each i-th output share of the numerator X Z-(P is computed by arranging the input shares

such that it contains only with the i-th shares Xél) and X £Z) of Xy and X7, respectively,
and all the shares of b. The linear and non-linear operations in the numerator of the above
expression are now performed according to existing d-th order PINI gadgets; thus the
overall computation on the shares is PINI, and the denominator remains a public value, as
stated in the following proposition.

Proposition 5. The CSIDH Point Selection gadget for an additively shared numerator in
quotient masking (Alg. 10) is d-PINI.

Proof. The reasoning is similar to the proof of Proposition 1. The secrets are the input
numerators, b and (1—b). The denominators Zy, Z; are public values, which do not interfere
with the PINI property. In the numerator of Eq. (7), we perform two multiplications and
one addition of shared secret values with d-PINI gadgets. Concerning the multiplication
(1 —b)X,, as in Section 4.2, the shares of b rearranged by defining (bg,b},...,b)) =

(1 = bg,—b1,...,—bg). Then, this overall computation is a composite gadget made of
d-PINT ones, and [CS20, Proposition 3] ensures that it remains d-PINI secure. Since the
denominators Zy and Z; are public values, the gadget is d-PINI secure. O

Quotient Additive Refactor Gadget. In our masked algorithm, we may have the
numerator (first coordinate) and the denominator (second coordinate) already shared from
former computations and treated as secret separately, and we need to realign them with
quotient masking requirements for following operations, where one part of the quotient is
made non-secret. For that purpose, we define an additive quotient refactor gadget to fit
our case with two shares: It turns ZLO A; and Zil:O B; into Z;:o A; - B~'in Alg. 11.
It is used in Alg. 5 and Alg. 6 at the end of the computations for Xg and Zg to output
the new point. We defined it for two shares only (d = 1) to take security precautions. We
discuss the latter point in the following section and with a first-order security justification.
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Algorithm 10: dth-order CSIDH Point Selection Gadget for Additively Shared
Numerator.

Input: b = (b;)o<i<a € Fg“ such that » . b; =b e {0,1},
AO) = (A(.O)) LA = (AE”) € F4+! and By, By € F,, such
0<i<d 0<i<d

that >, AZ(-O) "Byt =29 mod p and 3, Agl) B! =2y mod p
Output: C = (C;)o<i<a € Fg“ and By, B € I, such that
Zi CZ . (BoBl)il =Ty mod p

A B . AO
AN« B, -AM
o + Multiply(b, A(M)) PINI multiplication (Alg. 8)
bg < 1 —bg mod p
for i =1 to d do

‘ bi < —bi mod p
end
B + Multiply(b, A(®) PINI multiplication (Alg. 8)
for : =0 to d do

‘ C; + a; + 5; mod p
end
return C- B, ' - B!

© 00 N o oA W N

R
= o

[un
(M)

Algorithm 11: First-order Additive Refactor for Numerator Sharing
Input: A = (4g,4;) € IFZ and B = (By, Ba) € ]Ffj such that By + By # 0 and
(A() + Al)/(Bo + Bl) =x mod p
Output: A = (Ag, A1) € F2 and D € F, such that (4g + A;) - D' = z mod p
ro & F,\ {0}
fori=0to 1 do
A; + A;ro mod p
B; + B;rg mod p
end
D + By+ By mod g
return A - D!

i =R B NECUR VR

4.3.1 Insecure Higher-Order Quotient Additive Refactor Gadget

In this section, we explain why, unfortunately, CSIDH does not use quotient masking for
higher masking orders (d > 1). This is due to the refactor gadget that is used in the
Montgomery Ladder in Alg. 5 and Alg. 6.

For d = 1, the output of the refactor gadget (cf. Alg. 11) are the shared numerator
(Agro, A1) and the now public denominator D = (Byrg) + (Birg). There is no attack
with one probe to retrieve either the original value A or B because each share is refreshed.

We can trivially extend this gadget for d = 2 and obtain as output shares for the
numerator (Agrori, Aireri, Asreri) and have the now public value D = Z?:o Biror:.
Since d = 2, an adversary may put two probes on (A;, A;rory) or (A;rory, D = Brory) for
a chosen ¢ (i € {0,1,2}). We do not find how to recover an origin secret in this setting.
However, we choose to be cautious and not use quotient masking for d = 2.

However, for the third order, the output of the gadget for the numerator are

(Agrorira, Airerire, Asrorira, Asrorirs)
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Table 2: Performance comparison of selected masked PQC algorithms. All values are
measured in megacycles (10° clock cycles). The value for unmasked Kyber was taken
from [KPR™], which uses the same setup as [BC22].

CSIDH-2048 (this work)  BIKE-I [DR24] Kyber768 [BC22]

tested on x86 x86 Cortex M4
tested function derive decaps Kyber.CCAKEM.Dec
masking variant standard quotient

unmasked 24 308 - 1.07 0.71

d=1 373320 334596 329 10.02

d=2 1240780 - 723 16.75

d=3 2239883 - 1211 24.71

d=14 3434419 - 1873 34.68

and the output public denominator is D = Z?:o Bjrorire. An adversary can put three
probes on the values (A;, A;rorire, D). Then, the attacker computes A;rorire/A; = rorirs
and then D/(rorire) = B to recover the original secret B. It leads to a security breach.
Because of the required refactoring, i.e., making the denominator of Alg. 5 and Alg. 6
public again after being computed from secret shares, quotient masking is not used for
higher-order masking.

5 Implementation and Performance

To justify our theoretical contribution we provide the first arbitrary-order masked imple-
mentation of CSIDH. The code is available at https://github.com/maskedcsidhteam/m
asked-csidh.

IMPLEMENTATION DETAILS Our code is based on the public CSIDH implementation
by [CCSC*24] which runs in constant time and features highly optimized F, arithmetic
operations (in particular multiplication, addition/subtraction and inversion). For our proof
of concept tests, we masked the lowest parameter set (CSIDH-2028) but the generalization
to further security levels is straightforward.

To see the impact of quotient masking approach, we implemented two variants of
CSIDH: one protected by quotient masking (cf. Section 4.3) and one that is protected by
standard masking (cf. Section 4.2). Both versions are structurally the same and share
most of the code, they differ only in the Montgomery ladder subroutine. We change from
standard to quotient masking at the beginning of this function and convert back once the
Montgomery ladder is finished. Since the vast majority of the computation time of CSIDH
is spent in this function, this is a common way to generate a meaningful lower bound of
our proposed method’s speed-up.

PERFORMANCE AND COMPARISON The results of our tests are shown in Table 2. It
displays the number of cycles needed in average over 40 runs of the key derivation and
for masking order up to d = 4. The experiments were run on a 11th Gen Intel Core
i7-1165G7 (single core) with deactivated Turbo Boost.

For comparison, the current state-of-the-art numbers are given for the lattice-based
PQC-KEM Kyber (now turned into the standard ML-KEM) and the code-based PQC-KEM
BIKE. Kyber has a masked implementation for the embedded ARM Cortex-M4 [BC22] to
which we can compare to. The unmasked baseline for Kyber is the provided by the highly
optimized PQM4 implementation of ML-KEM. For the comparison with BIKE, we cite
the benchmarks of the masked implementation for x86 in [DR24] and put them in relation
to the currently best (unmasked) cycle count as listed in [BL].

While both Kyber and BIKE outperform CSIDH in terms of absolute cycle counts, the
overhead due to masking is similar or even worse. Figure 1 shows that the Kyber overhead
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Figure 1: Masking overhead comparison of selected PQC algorithms. The overhead factor
is measured relative to the unmasked state of the art cycle count.

factor is close to the CSIDH overhead factor, whereas the BIKE overhead is constantly
almost an order of magnitude worse than CSIDH. Interestingly, all three primitives show a
similar growth rate after d = 1, indicating that the cost of increasing the masking order
grows similarly across all three primitives.
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A Gadgets from Algorithm 8

Alg. 12 and Alg. 13 describe respectively how to perform the the SNI refreshing and DOM-
indep multiplication from Alg. 8, i.e., the HPC1 gadget-variant for quotient masking where
the numerator is additively shared. The SNI refreshing gadget is adapted from [CGLS21]
to operate in IF,, for d = 1,...,4 (for higher orders, one can adapt in a similar fashion the
original gadget). The DOM-indep gadget was firstly introduced by Grof§ et al. in [GMK16]
to operate in Fo; but we take its generalization in F,, from [CMM*23, Algorithm 4].

Algorithm 12: dth-order Optimized SNI-Refresh in F,, for d € [1,4] (adapted
from [CGLS21)).

Input: Order d € N, U = (U;)o<i<a € IF;I“

Output: W = (Wi)OSiSd S FZ—H

1 if d =1 then
$

2 ro Fp
3 Wy + Uy + 19 mod p
4 W1 < Uy — rg mod p
5 end
6 if d =2 then

$
7 To,T1 < ]Fq
8 Wo < Uy + 19 mod p
9 W1+ Uy +r1 mod p
10 Wy <~ Uy —1rg — 11 mod p
11 end
12 if d =3 or d = 4 then
13 for i =0 to d do

$
14 ‘ T < T
15 end
16 for i =0 to d do
17 | Wi« Ui+7i— 71 mod (d¢+1) mod p
18 end
19 end
20 return W
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Algorithm 13: dth-order DOM-Indep in F,, [CMM™*23, Algorithm 4].
Input: A = (4;)o<i<a, W = (Wi)o<i<a € FiT
Output: C = (C;)o<i<d € Fg“ such that ). C; = >, A; - W; mod p
for i =0 to d do
for j=i+1toddo
Tij <i Fp
Tji < —ri; mod p
end

end
for i =0 to d do

‘ C; + A7 - Wi + Zj’:O,j;&i(Ai . Wj + 7’1;]') mod p
end
return C
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