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Abstract. We give an explicit algorithm to evaluate an efficiently computable cubic
genus invariant on ideal class groups of non-maximal imaginary quadratic orders
in K = Q(v/—3). Concretely, we consider the order Oa of discriminant A = —3f2
with conductor f > 1. We assume that f is known as an integer, but its prime
factorization is not; instead, we are given only a single nontrivial factor a | f arising
in Dedekind’s parametrization of these discriminants (so that the complementary
factor needed in the cubic-residuosity test can be recovered as an integer from (f,a),
without factoring it).

Under these assumptions, our method computes a nontrivial two-valued genus invari-
ant

xm : Cl(Oa) — {£1},

whose +1-fiber is a distinguished index-3 subgroup singled out by classical work of
Dedekind; equivalently, xz ([t]) = +1 if and only if [¢] lies in that subgroup.

The construction is inspired by work of Dedekind and Shanks on index-3 subgroups of
quadratic form class groups and their characterization via cubic residuosity of primes
represented by form classes. We prove correctness and analyze the running time of
the resulting evaluation procedure, and we validate the approach with a SageMath
implementation. As an application, we obtain an explicit Decisional Diffie-Hellman
(DDH) distinguisher in cyclic subgroups of C1(A) generated by an element outside
the distinguished index-3 subgroup, under the same partial-factorization assumption.

1 Introduction

The class groups of imaginary quadratic orders sit at a crossroads of explicit arithmetic,
binary quadratic forms, and algorithmic questions about representing primes and navigating
ideal classes. In this paper we revisit a classical theme going back to Dedekind and Gauss:
for discriminants of the special shape A = —3f2, the set of proper classes of primitive
positive definite binary quadratic forms admits a distinguished decomposition governed by
cubic residuosity conditions on represented primes. Shanks [Sha71, §8] highlights concrete
examples of this phenomenon and relates them to 3-Sylow structure in class groups.

Our aim is to make this structure algorithmic in a setting that is particularly natural
from a computational perspective. We focus on non-maximal imaginary quadratic orders
in K = Q(v/—3) of discriminant

A= 73f 27
where f > 1 is the conductor. We assume that f is known as an integer (equivalently,

A is known), but that its prime factorization is not. We consider a partial-factorization
regime: we assume knowledge of a single nontrivial factor a | f (in the sense of Dedekind’s
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parametrization), while the factorization of the complementary factor (and hence the class
number # CI(A)) may be unknown.

If the conductor f is fully factored, then one can typically recover substantial information
about the size and structure of CI(A) (for instance via standard formulas for the class
number of an order). In particular, any known small prime divisor ¢ of # Cl(A) yields
an efficiently computable homomorphism ClI(A) — Cy, and therefore an immediate
distinguisher for DDH distributions in CI(A). Thus, DDH is not expected to be hard in
these groups when the complete factorization of f is available.

By contrast, the focus of this paper is the partial-factorization regime: we show that
for A = —3f? one can still compute a nontrivial cubic-genus invariant—and hence obtain
a DDH distinguisher as an application—assuming only knowledge of a single nontrivial
factor of f, without the full factorization of f and without knowledge of # CI(A).

The classical statements of Dedekind describe an index-3 subgroup of the class group
for discriminants of the form —3f2, characterized by which primes p = 1 (mod 3) are
represented by classes in that subgroup, and equivalently by whether a prescribed integer
is a cubic residue modulo p. The first goal of this paper is to turn this into a computable
invariant on ideal classes in Cl(A): given an ideal class (or a reduced binary quadratic
form) and partial conductor information, we design an explicit procedure that evaluates a
cubic-genus value efficiently.

Class groups of imaginary quadratic orders have been proposed and used in cryptography,
notably due to their “unknown order” behavior in some representations; see [BW88, Lip12,
Wes19, Piel9, BBF19] and many subsequent works. The cited constructions do not rely
on DDH or CDH; instead, they rely on assumptions concerning the hardness of computing
an {-th root for a suitable ¢. A standard and widely used principle is that any efficiently
computable, nontrivial invariant mapping group elements into a small set can be leveraged
as a distinguisher for decisional Diffie-Hellman (DDH) distributions. In our setting, once
the cubic-genus invariant can be evaluated efficiently on class group elements, it yields
such a distinguisher for DDH instances instantiated in CI(A).

Our contribution We provide an explicit algorithm to evaluate a nontrivial cubic-genus
distinguisher

xr : Cl(A) = {£1}

in the partial-factorization regime where f is composite and only a single nontrivial factor
a | f is known. The construction is inspired by the classical observations of Shanks
[Sha7l, §8] and the work of Dedekind [Ded00] relating index-3 subgroups of form class
groups to cubic residuosity conditions on represented primes. We prove correctness of the
evaluation procedure, discuss its complexity, and provide a SageMath implementation. As
an application, we derive an efficient DDH distinguisher in these class groups under the
same partial-factorization assumption.

Outline In Section 2 we recall background on imaginary quadratic orders, ideals, and
binary quadratic forms. Section 3 presents our main algorithmic results: we restate
Dedekind’s theorem in modern language, define the cubic-genus invariant, give an evaluation
algorithm, and prove correctness and complexity bounds. In Section 4 we derive, as an
application, an efficient distinguisher for decisional Diffie-Hellman (DDH) instances in
these class groups. We conclude in Section 5.
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2 Preliminaries

We recall standard facts and notation on imaginary quadratic orders; see [Cox89] for
details.

We write C1(A) for the proper form class group of discriminant A; via the standard
correspondence we identify C1(A) with the ideal class group of proper invertible Oa-ideals.

A quadratic number field is a degree-2 extension K/Q. It can be written uniquely as
K = Q(v/d) where d € Z is squarefree and d # 0,1. We say that K is imaginary quadratic
if d < 0.

The fundamental discriminant Ag of K = Q(v/d) is

d, ifd=1 (mod4),
A =
4d, ifd=2,3 (mod 4).

The ring of integers Ok (the mazimal order) is

Z{%] , ifd=1 (mod 4),

O =
Z[V4d), if d=2,3 (mod 4).

An order O in K is a subring of Ok containing 1 and free as a Z-module of rank 2.
Every order has the form
Oy = Z+ [0k

for a unique integer f > 1, called the conductor of Oy, and its discriminant is
disc(0f) = f?Ak.
In our setting K = Q(v/—3) and A = —3f2, so Oa = Oy.
A proper (invertible) fractional ideal of Oa can be written in the form
~B+ VA Z)
— %)

with ¢ € Qso, A € N, and B € Z satisfying B2 = A (mod 4A). If ¢ = 1 we call a integral.
If in addition —A < B < A, then the pair (A, B) determines the ideal uniquely, and we
denote it by (A, B).

Via the usual correspondence, the integral ideal (A, B) corresponds to the primitive
positive definite binary quadratic form

[A,B,C)] : Az? + Bxy + Cy?, with B? —4AC = A,
where C' = (B? — A)/(4A) € N. A form Az? + Bxy + Cy? is primitive if ged(A, B,C) = 1.

An integer m is represented by a binary quadratic form F'(x,y) if the equation

a = q(AZ—i—

m = F(z,y)

has an integer solution (x,y) € Z2. If moreover ged(z,y) = 1, we say that m is properly
represented by F(x,y).

3 The algorithm

3.1 Historical motivation

Our approach is motivated by classical observations of Dedekind [Ded00], as highlighted
by Shanks [Sha71, §8], connecting index-3 subgroups of class groups of binary quadratic
forms to cubic residuosity conditions on primes represented by those forms.
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For example, cf. Dedekind [Ded00], the discriminant —4 - 243 has class number
h(—4-243) =9, with class group C(3) x C(3). There are four subgroups of
order 3, not merely one as would be the case if the group were cyclic. One of
these four, comprising I = (1,0,243) and the forms (9, £6, 28), represents all
primes having 2 as a cubic residue. Another: I and (4, £2,61) has 3 as a cubic
residue; the third: I and (7,+6,36) has 6; and the last: T and (13, £4,19) has
both 12 =4-3 and 18 = 2-9 as cubic residues. The discriminant —4 - 675, with
a group C(3) x C(6), may be used similarly for a = 2, 5, 10, 20, and 50.

We will use the following theorem of Dedekind, as presented in [Ded00]. (Dedekind
writes D for the discriminant; we write A.)

Theorem 1. Let a,b be two natural numbers. Suppose at least one of a,b is greater than 1,
and ab is not divisible by the square of any natural prime number. Further, let k = 3ab or
ab, depending on whether (a? — b?) is indivisible or divisible by 9. Then the number of all
non-equivalent, positive, primitive binary quadratic forms (A, %B, C) of the discriminant
B? —4AC = D = —3k? is always a multiple of 3 (3k"), and one-third of the form classes
represented by these forms constitute a composition group K, characterized by the following
property: Let p be any natural prime number congruent to 1 (mod 3) and not dividing D.
Then, through the k" forms of the group 8, all and only those prime numbers p can be
represented for which ab?, and hence a2b, is a cubic residue, while through the forms of the
remaining 2k" classes, all and only those prime numbers p can be represented for which
ab? is a cubic non-residue.

In the paper [Ded00], Dedekind makes reference to an unpublished note by Gauss.
This note contains the same example that we previously cited from Shanks [ShaT71, §8]:

A very elegant observation made by induction.
2 is a cubic residue or non-residue of the prime number p in the form 3n + 1, depending
on whether p is representable by the form

z? + 27y?

or 4z? + 2zy + Ty?
3 is a residue or non-residue, depending on whether p is representable by x? + 243y? or
422 + 2xy + 61y?
722 + 62y + 36y2 or 922 + 6xy + 28y

3.2 Dedekind’s theorem in modern form

Theorem 1 is stated in the classical language of composition of binary quadratic forms
and “form classes” representing primes. For our purposes it is convenient to isolate the
group-theoretic content for the discriminants we actually use, namely

A= _3f2a

where f > 1 is the conductor. We therefore formulate Dedekind’s theorem directly for A
and use the standard identification between the proper form class group of discriminant A
and the ideal class group of Oa.
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Theorem 2 (Dedekind, modern restatement for A = —3f2). Let f > 1 be an integer.
Assume there exist integers a,b > 1 with ab squarefree such that

~ Jab, i 9 (a®—b?),
= 3ab, if 9t (a® —b?).

Set A := —3f2, and let CI(A) denote the proper class group of primitive positive definite
binary quadratic forms of discriminant A (equivalently, the ideal class group of O ).
Then # Cl(A) is divisible by 3, and there exists a subgroup

H < Cl(A), [ClA): H] =3,

with the following property.
For every prime p =1 (mod 3) with pt A, the prime p is properly represented by a
form class in H if and only if ab® is a cubic residue modulo p; equivalently,

. . ab? a?b
p is represented by some class in H <= — =1 = — | =1,
P /3 D /3

where (5)3 is the cubic residue symbol in F\ (which is defined since p =1 (mod 3)).

Moreover, the remaining two cosets of H in C1(A) represent exactly those primes p = 1
(mod 3), pt A, for which ab? is a cubic non-residue modulo p.

Remark 1. Theorem 2 applies to those conductors f that admit a decomposition as above
with a,b > 1 and ab squarefree. In particular, this imposes arithmetic restrictions on f;
we do not claim that every conductor f yields an index-3 subgroup characterized by cubic
residuosity.

Table 1: Number of conductors 2 < f < B admitting parameters a,b > 1 satisfying the
hypotheses of Theorem 2.

Bound B Count Percentage
103 244 24.42%
104 3,039 30.39%
105 | 34,551 34.55%
108 | 377,352 37.74%

We enumerated conductors 2 < f < B satisfying the hypotheses of Theorem 2. As
shown in Table 1, approximately 37.74% of conductors up to 10° admit such parameters.
Thus, the applicable family is substantial, but does not include arbitrary conductors.

Lemma 1 (Recovering the Dedekind factor ¢ from f). Assume the hypotheses of Theorem 2.
Then 3t f holds in the case f = ab and 3 | f holds in the case f = 3ab. Equivalently,

defining
c = 17 3 /|/ f7
37 3 | f7

one has f = cab with the same parameters a,b as in Theorem 2.

Proof. If f = 3ab then clearly 3 | f. Conversely, suppose f = ab and ab is squarefree with
9 (a® —b?). If 3 | a then a® = 0 (mod 9) and, since ab is squarefree, 3 { b, so b*> # 0
(mod 9); hence a? — b% # 0 (mod 9), a contradiction. Similarly 3 { b. Therefore 3 { ab = f
in the f = ab case. O
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We now specialize to the partial-factorization model considered in this paper. Fix
A = —3f? with f > 1 known as an integer, and assume we are given a nontrivial factor
a | f which is the parameter a appearing in Theorem 2. Define ¢ € {1,3} from f as in
Lemma 1, and then set

b = i

ca
Note that b is a known integer (but not assumed factored). Our goal is to make the index-3
decomposition of Theorem 2 algorithmic by giving an efficient procedure that, on input

[t] € CI(A), determines membership in the distinguished subgroup H using only (f,a).

A two-valued cubic genus invariant

Let A = —3f2 be as in Theorem 2, and let H < CI(A) be the distinguished index-3
subgroup. We will refer to H as the principal cubic genus. For algorithmic purposes, we
consider the associated membership indicator

. )+, e d,
X CUA) — {1 X () {_17 N
Thus, x g is a two-valued membership invariant for H, not a cubic character on the full
ideal class group.

Dedekind’s theorem characterizes H by a cubic residuosity condition on primes rep-
resented by form classes. This yields an efficient evaluation procedure for x g that only
requires the integer arithmetic f = c¢-a-b with ¢ € {1,3} and b = f/(ca), but does not
require factoring b.

3.3 Evaluating the invariant

In this subsection we give an explicit procedure to evaluate x g on an input class [t] € CI(A),
with A = —3f2 as above, using only Dedekind’s characterization of membership in H.

Input. A class [t] € ClI(A), represented by a reduced primitive positive definite binary
quadratic form [A, B, C] of discriminant A (equivalently, by an ideal (A, B)), and an
integer a > 1 satisfying the hypotheses of Theorem 2.

Output. The value xu([t]) € {£1}.

Algorithm (informal).

Let F(z,y) = Az? + Baxy + Cy? be the reduced form representing [t]. We search for a
prime p properly represented by F satisfying p = 1 (mod 3) and p { A, and then test
whether a?b is a cubic residue modulo p, where b = f/(ca) and ¢ € {1,3} is determined
from f as in Lemma 1.

Algorithm 1 (evaluation of xy).
1. Repeat:

(a) Choose integers (z,y) € Z? uniformly at random subject to ged(z,y) = 1 and
=], [yl < |A].

(b) Set p + F(z,y).

until p is prime, p =1 (mod 3), and p{ A.
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2. Determine ¢ € {1,3} by

{17 311,
c =
37 3‘f7

set b < f/(ca), and compute

t = (a’p)P"D/3 mod p e Fy.

3. Output
() = {“v t=1 (modp).

-1, t#£1 (mod p).

Theorem 3 (Well-definedness and correctness). Assume A = —3f2 and that a (together
with the associated parameters in Theorem 2) satisfies the hypotheses of Theorem 2. Let
c € {1,3} be defined from f as in Lemma 1, and set b:= f/(ca). Let [t] € CI(A) and let
p=1 (mod 3), pt A, be any prime properly represented by the class [t]. Define

() = +1, (a®b)®=D/3 =1 (mod p),
X Tl -1, (@2)@ D321 (mod p).
Then x g ([t]) s independent of the choice of such a prime p represented by [t]. In particular,
Algorithm 1 computes a well-defined invariant of the class [t]. Moreover, xg([t]) = +1 if
and only if [t] € H, where H < Cl(A) is the index-3 subgroup singled out by Theorem 2.

Proof sketch. By Theorem 2, a prime p = 1 (mod 3) with p{ A is properly represented by
a class in H if and only if a®b (equivalently ab?) is a cubic residue modulo p, i.e. if and
only if (a?b)®~1/3 =1 (mod p). If [¢] € H and p is properly represented by [t], then p
is represented by a class in H (namely [t]), hence the residue test holds. If [t] ¢ H, then
[t] lies in one of the other two cosets; by the “Moreover” clause of Theorem 2, primes
represented by those cosets are exactly the primes for which ab? is a cubic non-residue,
hence the residue test fails. Therefore the predicate is constant on the class [t], so xg is
well-defined and equals +1 precisely on H. O

Complexity.

The modular exponentiation in Step (2) runs in time polynomial in log p. Primality testing
can also be performed in time polynomial in logp. The bound |z|, |y| < |A| ensures that
the bit length of p = F(z,y) is polynomial in log |A|, so each trial in Step (1) can be
performed in polynomial time. The dominant cost is Step (1), i.e. finding a suitable
prime p represented by the input form F'. Under standard heuristic assumptions on the
density of primes represented by a fixed primitive positive definite form together with the
congruence conditions p =1 (mod 3) and pt A, the expected number of trials in Step (1)
is polynomial in log|A|, so Algorithm 1 runs in expected time polynomial in log |A|.

4 Application to decisional Diffie-Hellman

4.1 Cryptographic context

Class groups of imaginary quadratic orders have been used in cryptography since the work
of Buchmann and Williams [BW88]. More recently, the “unknown order” aspect of these
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groups has been used in constructions such as accumulators and verifiable delay functions
(VDFs) [Lip12, Wes19, Piel9], and related commitment primitives in blockchain-oriented
applications [BBF19]. While many proposals work with the maximal order, there is also
an active line of work using and analyzing schemes instantiated in non-maximal orders

[CL15, CLT18].

Relevance to this paper. Our results show that for certain non-maximal orders of
discriminant A = —3f2 satisfying Dedekind’s hypotheses, partial information about the
conductor already suffices to compute a nontrivial two-valued genus invariant on CI1(A),
yielding an explicit and efficiently computable DDH distinguisher in that parameter regime.

Scope and impact. We are not aware of deployed or proposed protocols instantiated in
the specific discriminant family and partial-factorization model considered here; we view
our result primarily as a cautionary parameter-family distinguisher. The DDH distinguisher
established here does not by itself yield an algorithm for the computational Diffie-Hellman
problem, nor does it directly imply a break of CDH-based constructions. The DDH
distinguisher established here does not lead to any attack on the root assumptions used in
the applications of groups of unknown order.

4.2 A DDH distinguisher from yy

We explain how the efficiently computable membership predicate y g can be leveraged as
a DDH distinguisher in cyclic subgroups of C1(A) generated by an element outside the
principal cubic genus H.

Let G = (g) < CI(A) be cyclic. If g € H, then xpg(g°¢) = +1 for all e and y gy carries
no distinguishing information on G. We therefore assume g ¢ H, so the image of ¢ in the
quotient C1(A)/H = C3 has order 3. In this case,

xu(g)=+41 <= g¢g°€H = 3]e
Given a quadruple (g, g%, g¥, g*), define

wi=xn(g"), v:=xu(g"), w:=xnlg).
Consider the test

DH if =+41) <— =+1 =+1
Test(g,9",9%,9%) =4~ t (w - ) (=4t orv=1+1),
Random, otherwise.
Equivalently, the test accepts “DH” exactly when w = —1 forces u = v = —1 and w = +1
forces at least one of u,v to be +1.

Correctness on DH samples. If the input is a genuine Diffie-Hellman tuple, so z = xy,
then

w=+41 < 3lay <= (B|z)or 3|y) < (u=+1)or (v=+1),

so Test outputs DH with probability 1 on DH samples.

)

Behavior on random samples. In the standard DDH experiment, the “random’

distribution has x,y, z independent and uniformly random (modulo the group order). In

particular, modulo 3 we may treat z,y, z as independent uniform elements of Z/3Z, so

each of u, v, w equals +1 with probability 1/3 and —1 with probability 2/3, independently.
Let A be the event “u = 41 or v = +1” (equivalently 3 |  or 3 | y). Then

A
Pr[A]zl—Pr[u:—landv:—l]:1—<3) =35
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Let B be the event “w = +1” (equivalently 3 | z), with Pr[B] = 1/3 independent of A.
The acceptance condition of Test on random samples is exactly B < A, so
5 1 4 2 13
Pr|Test outputs DH | Rand =Pr[ANB]|+Pr[A°NBl=—---+---=—=.
r[Test outputs | Random)] r| ] + Pr[ ] 5 3+9 5= 57
Thus the distinguishing advantage (difference in acceptance probabilities) is
13 14

Adv = 1— — = —
dv 27 o7

Remark. The distinguisher above uses only the two-valued test x g evaluated on (g%, ¥, g%).
A (Cs-valued character on ClI(A)/H would also yield a homomorphic DDH distinguisher
of the usual character form, but it is not necessary for obtaining a concrete advantage
in the standard DDH experiment as soon as one can evaluate membership in H and the
subgroup generator satisfies g ¢ H.

4.3 Implementation

We implemented the evaluation procedure in SageMath to demonstrate correctness and
feasibility. The source code is freely available on GitHub at the following URL: https:
//github.com/asanso/DDH-cic.

4.4 Countermeasures

A direct countermeasure against the two-valued test x g is to restrict to the subgroup H
(the principal cubic genus), since x g is then identically +1 and yields no distinguishing
information. Enforcing membership in H may be nontrivial depending on the representation
and sampling procedure.

A generic method is to work inside C1(A)3, since C1(A)? C H for any index-3 quotient:
indeed, the quotient map 7 : CI(A) — CI(A)/H = Cj satisfies (2?) = w(z)3 = 1 for all 2.
If one also applies the standard countermeasure of working with squares (principal genus),
then one operates in CI(A)®. In a key-exchange setting, this can be enforced by cubing all
exchanged group elements.

5 Conclusions

We presented an explicit procedure to evaluate a nontrivial cubic-genus membership
invariant on the class group Cl(A) for non-maximal orders in K = Q(y/—3) of discriminant
A = —3f2. The distinguishing feature of our setting is a partial-factorization regime: the
conductor f is assumed known as an integer, but only a single nontrivial factor a | f (in
Dedekind’s sense) is given, while the complementary factor b = f/(ca) is not factored
(with ¢ € {1,3} determined from f).

Using Dedekind’s index-3 decomposition of Cl(A) and its characterization via cubic
residuosity of represented primes, we turned this classical structure into an efficient,
computable membership test for the principal cubic genus. As an application, we showed
that efficient evaluation of xy gives a concrete DDH distinguisher in cyclic subgroups
generated by an element outside H.

This work is primarily algorithmic in nature. The construction relies on special
features of the discriminants A = —3f2 (equivalently, the arithmetic of Q(y/—3) and cubic
residuosity), and it is not immediate how to extend it to other fundamental discriminants
or to more general non-maximal orders. Clarifying the precise scope of such genus-based
invariants, and whether analogous efficiently computable characters exist beyond the —3
setting, is an interesting direction for future work.
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