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Abstract. Key ranking is a critical subject for evaluators since it measures the
remaining complexity after a side-channel attack without the need to implement
the key enumeration algorithm. This paper proposes a novel method based on the
knapsack counting problem. While the existing literature proposes a solution of this
problem with an algorithm originating from linear programming, we propose a new
computation inspired by a recent work in statistical physics. The partition function
of the knapsack problem, which is equivalent to the key rank, is derived with an
analytic expression. This is used to prove the mathematical equivalence between the
knapsack and histogram-based methods. In addition, a saddle-point approximation of
the key rank is computed from the analytic expression. A very simple mathematical
formula is derived. Simulation results show that the approximation is very tight. In
addition, the execution time of the approximation is fast and linear in the key size,
making it suitable for scaling to very large keys.
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1 Introduction

Side-channel attacks (SCAs) aim to recover the secret key used by a device when running
a cryptographic algorithm (e.g., AES or RSA). In most cases, these algorithms split the
key into subkeys to allow for efficient processing. SCA uses a divide-and-conquer approach
to attack each subkey individually. In practice, it produces a vector of scores, and the true
subkey is expected to be the one with the lowest score. In the end, the adversary gets
a matrix of scores where each column is ranked in ascending order. In a favorable case,
all subkeys are ranked first and the attack is successful. However, this situation does not
occur systematically. The attacker must therefore implement a key search that works by
ranking all keys according to their scores. This is done using key enumeration algorithms.
They require a lot of memory. From the point of view of the evaluator, it is sufficient to
estimate the number of keys that are ranked lower than the true key. It corresponds to
the number of keys that will be tested first by the enumeration algorithm. This estimation
is done by key ranking algorithms. It is a critical issue for evaluators because it measures
the remaining complexity after SCA without the need to implement key enumeration.
The most commonly used key ranking estimation techniques are usually companions to
a key enumeration algorithm [VGRS13] [GGPT15] [MOOS15]. The goal is therefore to
find an accurate, low complexity and low memory key ranking algorithm. A first step in
this direction was made by Choudary and Popescu [CP17], who proposed to evaluate the
security of the implementation with the Massey’s guessing entropy (GM). They found a
mathematical formula to bound the GM. Unfortunately, the GM is only related to the
average key rank, while the evaluator is interested in the actual key rank.
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2 An Analytic Expression of the Key Rank and a Saddle-Point Approximation

In this paper, we propose a new estimation method that also provides a simple mathematical
formula. The novelty is that it approximates the actual key rank and not the average
value. This method is derived from a recent work in statistical physics. The key ranking
algorithm based on the knapsack (KP) counting problem [MOOS15] serves as a starting
point. While in [MOOS15] the authors propose to solve it with an algorithm originating
from linear programming, here we propose an approximation inspired by statistical physics
[Wil24]. The rank is equal to the partition function of the counting KP from a statistical
physics point of view. The method detailed in [Wil24] is then adapted to our context in
order to derive an analytic expression of the key rank. This formula is used to show the
mathematical equivalence of the KP [MOOS15] and histogram [GGP*15] based algorithms.
A saddle-point approximation of this formula is then used to evaluate the key rank. This
results in a simple mathematical formula that is found to be very accurate compared to
existing algorithms. Paper Organization Section 2 provides a state-of-the-art review
of key rank estimation algorithms and motivates this work. Section 3 defines key rank
estimation as a knapsack counting problem and derives an analytic expression. This result
is used to establish the mathematical equivalence with the histogram method in a different
way from [MMO18] and also the equivalence with the PRO algorithm described in [BLv15].
In Section 4, a saddle-point approximation of the key rank is detailed. This new estimation
method is then compared to the key rank estimates obtained with the original knapsack
counting algorithm [MOOS15] and the 'batch’ histogram method [Grol8].

2 State of the art on key rank estimation algorithms

Side-channel attacks are not successful with probability 1. Therefore, key ranking algo-
rithms aim to find the number of guesses an evaluator has to make to retrieve a secret key.
This measures the remaining complexity after an attack. The side-channel attack produces
a matrix of probabilities py ; for the j'* hypothesis of the k" subkey. The matrix has K
rows and N columns, K is the number of subkeys (e.g. 16 for AES-128) and N is the
number of hypotheses (e.g. 256 for a byte). Assuming that the probability distributions of
the subkeys are independent random variables, the probability of a key s = (s, , Sk —1)
is Py, = HiK;Ol P;(s;), where P;(s;) is the probability that the i*" subkey is equal to s;.

Definition 1 (Key rank). The key rank R is the number of key candidates that have a
higher probability of being the correct key s*:

R =card ({ss.t. P> Ps})

where card(A) is the number of elements contained in the set A.

Key ranking algorithms can be classified in three categories: deterministic, sampling-based
and entropy-based.

The deterministic algorithms were published first [VGRS13] [GGPT15][BLv15] [MOOS15].
They attempt to efficiently combine the subkey probabilities to provide an accurate
estimate of the key rank. The optimal algorithm [VGRS13] builds iteratively the set of
key candidates having a higher probability than the correct key (V1). The rank of the key
is given by the number of elements of V1. The memory requirements of this algorithm
are huge, making it impractical. Suboptimal key ranking algorithms have been proposed.
They map the probabilities to integers in order to derive efficient counting algorithms. In
[GGPT15], the authors propose to approximate the convolution of the discrete subkey
log-probabilities by the convolution of histograms. Upper and lower bounds on the key
rank are also derived. The memory consumption of this algorithm does not grow linearly
with the number of subkeys. It is efficient for small to medium key sizes (e.g. AES), but its
memory requirements increase too much for large key sizes (e.g., RSA). An adaptation of
this algorithm for large key sizes has been proposed in [Grol8]. It reduces the complexity of
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the histogram method at the expense of its accuracy (for key ranking). The PRO algorithm
detailed in [BLv15] was found equivalent to the convolution of histograms [PGS15].

In [MOOST15], key ranking is formalized as a KP counting problem and an algorithm from
linear programming is proposed to solve it. A graph is generated and the key rank is
given by counting the number of paths of this acyclic graph. The depth of the graph is
N x K long and its width is equal to W, the volume of the knapsack. Thus, the memory
requirement of this algorithm does not grow linearly with the number of subkeys. In
[MMO18], the authors show that their algorithm [MOOS15] is equivalent to the histogram
algorithm [GGPT15] for a suitable choice of their respective discretization parameters (bin
width and number of bits for the analog-to-digital conversion of the probabilities). These
two algorithms require an optimized implementation to support large key sizes [YMO22].
In [DW22], the authors propose an algorithm denoted ESRank that approximates the
probability distribution of the subkeys using exponential sampling techniques. Given a
decreasing subkey probability distribution, the algorithm estimates the rank using the first
b probabilities and then samples the distribution with an exponential increase in the chosen
index. The exponential parameter v > 1 allows to control the error ratio between the upper
and lower bounds for any probability distribution of the subkeys. The practical experiment
shows that ESRank achieves the same execution time as the histogram algorithm.

The sampling-based algorithms [ZDF20] [CDS23] approximate the key rank or Guessing
Entropy (GE) by sampling from a subspace rather than the entire key space. The Monte-
Carlo method is used in both cases. A uniform distribution is used in [ZDF20] for sampling
the subkeys (GEEA), while a non-uniform sampling of the subkeys according to their score
distribution is implemented in [CDS23](MCRank). For a similar accuracy, the execution
time of MCRank is found to be one order of magnitude faster than the histogram algorithm.
This algorithm also supports a variant for non-independent subkeys, e.g. for AES-256. It
was however found in [HO24] that MCRank is not adapted for score-based distinguishing
vectors output e.g. by a CPA.

The entropy-based algorithms [CP17] [ZDF20] [RPC22] do not measure the key rank, but
aim to evaluate the security of the device by providing entropy-based information. In
[CP17], the authors propose Massey’s Guessing Entropy (GM) as an ultra-fast security
evaluation tool. It is indeed ultra fast and scalable because it relies on mathematically
derived bounds on the GM. In [RPC22] it was shown that the GM provides a lower bound
on the average GE. In [ZDF20], the average GE is estimated based on a multivariate
Gaussian distribution of the difference of the ranking score vectors and the pairwise
success probabilities. However, an evaluator wants to estimate the exact key rank and its
distribution, not its mean. In [MMOS16] the authors show that the arithmetic mean of
the key rank is close to the worst case and not representative of the key rank distribution.
Consequently, GM and average GE are not practical metrics for an evaluator.

Most of the key rank estimation algorithms presented above have a major drawback: the
complexity or the execution time increase significantly with the key size. Scalability is
therefore an important issue. This is also the case for GEEA when considering the accurate
estimation of the parameters of the multivariate Gaussian model [YMO22]. The only
highly scalable and ultra-low complexity method is GM estimation [CP17]. Unfortunately,
it does not achieve our goal of exact key rank estimation. In this article, we propose
a mathematically derived approximation of the exact key rank whose complexity grows
linearly with key size.

The links between combinatorial optimization and statistical physics are well established
[MMO09]. Many approximation algorithms have been derived to count solutions to statistical
mechanics problems.

Counting the number of solutions of the KP is equivalent to evaluating the partition
function of the corresponding statistical physics system. In [Wil24], an approximation of
the partition function for a large volume of the knapsack is computed and used to derive the
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already known linear programming algorithms. We reuse the same methodology developed
by the author and adapt it to the specificity of our multiple choice KP. An approximation
to the exact key rank is provided with the advantage of a low-cost implementation of
a mathematical expression. The advantages and limitations of the main key ranking
estimation methods are summarized in Table 1. The user can choose a method based on
its most important criteria (e.g., speed or existence of an error bound).

Table 1: Comparison of key rank estimation methods.

Method Advantages Limitations
Histogram - Theoretical error bound | - Complexity increases not
[GGPT15] - Fast for small to medium | linearly with key size
key sizes - Need an optimized im-
plementation for large key
sizes
KP [MOOS15] - Theoretical error bound | - Complexity increases not
- Fast for small to medium | linearly with key size
key sizes - Need an optimized im-
plementation for large key
sizes
PRO [BLv15] - Theoretical error bound |- Complexity increases not

- Fast for small to medium
key sizes

linearly with key size

- Need an optimized im-
plementation for large key
sizes

Histogram (batch)
[Grol8§]

- Theoretical error bound
- Fast for large key sizes

- Complexity increases not
linearly with key size

- Need an optimized im-
plementation for large key
sizes

- Loose error bounds

MCRank [CDS23]

- Theoretical error bound
- Scalable to very large key
sizes

- Execution time depends
on the randomly selected
samples (with resampling)

Massey’s guessing
entropy [CP17]

- Ultra low complexity

- Theoretical bounds

- Scalable to very large key
sizes

- No need of an optimized
implementation for large
key sizes

Compute the average GE
instead of the key rank

Our solution

- Ultra low complexity

- Scalable to very large key
sizes

- No need of an optimized
implementation for large
key sizes

No theoretical error bound
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3 The knapsack problem and its partition function

The Knapsack Problem (KP) is a well-known combinatorial optimization problem [SDK75].
[KPPT04]. We consider N objects labeled with index j = 0;---; N — 1, where each
object can be selected or excluded from a set. If selected, the object j has a value v;
and a weight w;. The goal is to find the combination of objects that maximizes the total
value while remaining under a given total weight W. A given collection of objects is
defined as x = (zo;x1;--- ;xn—1) where z; = 1 or 0 for object j selected or not. Thus,

the goal of solving the KP is to find x that maximizes Zé\:ol v;z; under the constraint
N-1
Zj:O wWi;T; < w.

3.1 Analytic expression of the key rank

In our context, we need to solve a multidimensional KP. The output of the side channel
attack is a matrix of scores or probabilities. These scores/probabilities are quantized to
integer weights wy, ; according to the algorithm 1 and sorted in ascending order [MOOS15].
The index k € [0, K — 1] is associated with the number of subkeys K, and j € [0, N — 1]
is one of the N*" hypotheses (e.g. N = 256 for a byte-value model). The volume of the
knapsack W is defined by W = Zf:_ol Wk, 5.« , Where wy s+ is the weight of the k" subkey
of the correct key and sj, its integer value. The key ranking problem consists in counting
the number of solutions R to the KP:

K—-1N-1
E Wk, iTk,5 < w
k=0 ;=0

xy,; € {0,1} is a binary variable that models the selection of the value j of the variable k.
In our KP, only one value can be selected for each variable. In addition, since the weights
wy,; are integers, the constraint "< W' is transformed in "< W —1".

The problem is thus restated as follows:

K-1 N-1
k=0 ijo Wy, j Tk < W -1

1
Zj.v:‘ol T =1k (1)

In [MOOS15], the number of solutions (i.e., the rank) is measured by constructing a
directed acyclic graph and counting the number of paths. This article proposes a different
approach, inspired by the work of Williams in statistical physics [Wil24]. The rank is also
defined by the partition function of the KP:

K—1N-1 K-1 [N-1
RS ST LTREE 35 ST b | 15 SEWN ®
« k=0 j=0 k=0 =0

where ) is a notation for the sum over all the possible values of the state vector
(x0,0,%0,1, - ,Tx—1,nv—1)- O(j) is the discrete Heaviside step function:

@(j):{ 1 if >0

0 otherwise

and 0(j,m) is the Kronecker symbol:

. 1 if j=m
0(j,m) = { 0 otherwise

The first term of the equation counts ’1’ if the combination of subkeys satisfies the KP.
The second term ensures that only one value is selected for each subkey.
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Theorem 1. The key rank defined by Eq. 2 is also given by the following analytic

expression:
K—-1 [N-1

1 dz 1
= — _— Wk, j
=50 szl—zH D (3)

k=0 \ j=0

where I' is a counterclockwise contour strictly contained in the unit circle.

Proof. The discrete Heaviside function can be written as a series:
+oo
=Y d(G,m
m=0
In addition, §(j,m) is expressed as a contour integral:

. 1 dz
d(4,m) = Tmﬁw

where I' is a counterclockwise contour strictly contained in the unit circle. To check this
formula, set z = re?® and integrate over the interval [0, 27]. The result is zero unless j = m
Consequently, the discrete Heaviside function is also expressed as a contour integral:

N1 dz
O0) = Tmfg (1 2)

Inserting this result into Eq. 2, we obtain:

K 1

The summation »__ is then split into K sums >, > >

" Z Zl%'zfzwl i ZIA””’”(; Zxkﬂ’

0

where z = (2k,0,- - ,Zk,n—1). The equation can be rewritten as follows:

1 dZ 1 K—1 Tk, j Wk, j N—1
R= Zzl"'zw_lmﬂgrzwlz( Je1 22 T 5(ijo wk,j,l)
(Z E 20,50, & (Z _—01 3307],1))
One notes that

N-1 N-1
E ZZJ 0,303 § g {Eo’j71 = E ZWo,j
j=0 j=0

Zo

Consequently, the expression of R becomes:

N-1 K-1 3 N-1
wo, j Tk, jWEk,j .
oY S an f e (S s [
TK—1 7=0 k=1 7=0
This computation is then applied successively to the other x’s to give Eq. 3. O

We will now derive a more applicable analytic expression of Eq. 3.
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Theorem 2. Let us define the polynomial A(z) = 52_01 (E;V:_Ol z“”‘*f‘) =2 ajzl. The

key rank defined by Eq. 3 is also given by the following analytic expression:

W-—1
R=a (4)
=0

Proof. Let us define the power series G(z) = 3_; gj27. The Cauchy coefficient is defined
as follows:
1 G(z)

95 = o r 2t

One recognizes in Eq. 3 the Cauchy’s coefficient of a power series. Let us define the

1 - - 1
function G(z) = T 2(:01 (Z;.Vzol zwk=1). The expression T

1 .
a power series: 1.~ Z;io 27 for |z| < 1. The function G(z) is thus the product of the
z

can also be written as

polynomial A(z) with a power series and is itself a power series. The coefficients g; are
equal to the convolution of the a;’s with the coefficients 1 of the power series Z?‘;O 27

gj = Zi:o an. The rank is finally given by its coefficient g _1: R = gw_1. O

Algorithm 1 Quantization of scores [MOOS15]
max__score = max (—log(p..))
a = log,(max__score)
q — 21/7@
for k=0,1,..., K —1do
min_ scorey, = min (—log(pk,.))
q = (max__score — min__scorey) /2" > Quantization step
for =0,1,...,N—-1do
sk,j = [—10g(px.;) * 4]

end for

wg,. = sort(s,.) > Sort by increasing order

Wg,: = Wk,: — Wk0 > substract the smallest value per key byte
end for

3.2 Equivalence with the histogram method

The key rank estimation based on the convolution of histograms is presented in [GGPT15].
The histograms are generated with Algorithm 2 and the rank is estimated with Algorithm
3. One can easily see a similarity between Algorithms 1 and 2 and a connection with
Theorem 2.

The variable s, ; in Algorithm 1 is identical to Hist_index in Algorithm 2. Consequently,
the value H[k, wy, ;] represents the multiplicity of scores —log(pg,;) that are quantized to
the same value wy ;. Hence

N-1 2" —1
A(z) = 3T 2 = 37 HIL
j=0 j=0

In addition W is also the index of the bin containing the key. The function A(z) =
ZN;Ol ZWki = 25261 H[k][j]#’ is thus a polynomial representation of the histogram
H fk} The coefficients of the polynomial Ay (x)A;(z) are given by the convolution of the

coefficients of each polynomial and thus by the convolution of the histograms H[k] and
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HJl]. As a result, the computation of A(z) = 2{:_01 (Z;V:_Ol z“”*"f> =2, ajz’ implements

the convolution of the K histograms. Finally, according to Theorem 2, the estimation of
the key rank is R = Zzgl a; which is equivalent to Ry = Zgal H.ypr|i] in Algorithm
2. Thus, the KP [MOOS15] and the histogram [GGP*15] based methods implement the
same calculus in different ways. This equivalence was already established in [MMO18§]
with a different method.

Algorithm 2 Computation of histograms (2" bins)
H[0,--- ,K —1][0,--- ,N—=1] =0 > Initialization of the K histograms
for k=0,1,..., K —1do
min_score = min (— log(pk,.))
mazx_ score = max (— log(pk,.))

q = (max__score — min__score) /27 > Set bin width
for j=0,1,...,N—1do
Hist_index = |(—log(pg,;) — min__score) /q] > Index of the bin
H[k, Hist_index]+ =1
end for
end for

Algorithm 3 Rank estimation with histograms
Initialization: Heyrr = H[0][0,--- , N — 1]
Histogram convolution:
for k=1,...,K—1do
Heyrr = Heyrr * HIK] > * is the convolution operator
end for
RH = Zgal chrr [Z]

3.3 Equivalence with the PRO algorithm

We also note that Theorem 2 corresponds to a mathematical description of the PRO
algorithm detailed in [BLv15]. The algorithm is first described with our notations and the
the equivalence is established.

Let us first define the concept of multiset: it is a set that allows for multiple instances for
each of its elements. We define K multisets S, one for each subkey weight distributions
(w,.) and P the multiset that select one element from each multiset S. A generalized
polynomial F is a function of the following form: F(z) = ) _p F(r)x" such that F(r) # 0
for only finitely many r € R. The distribution of a generalized polynomial F' is:

distr(F)(h) = Z F(r)

r<h

With these definitions, the PRO algorithm is given in Algorithm 4. The generalized
polynomial Gp(z) is equivalent to the term HkK;Ol (Z;V;Ol zw’w‘) in Eq. 3. The generalized
polynomial Gp () is also similar to the polynomial A(z) defined in Theorem 2. Also, the
computation of the distribution of distr(Gp)(W) is equal to the rank computed by Eq. 4.
Consequently, the PRO algorithm proposed in [BLv15] gives the same result as the KP
and Histogram algorithms.
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Algorithm 4 Polynomial Rank Outlining Algorithm (PRO)
Input: The weight matrix wy ; and the key weight W.

Gp(z) = [lsep 2wes ="
Rpro = distr(Gp)(W)

4 A saddle-point approximation of the key rank

Our goal now is to obtain an accurate approximation of Eq. 3. To do this, we use the
method of saddle-point approximation. It is the complex analytic counterpart of the
Laplace method for evaluating real integrals depending on a large parameter. A complete
detailed description can be found in Chapter VIII of [FS09]. In the following, first the
principle of the approximation is given and then the application to key rank is detailed.

4.1 Saddle-point method for Cauchy coefficient integrals

The definition of a saddle-point is first given. It will be used to derive the key rank
approximation.

Definition 2 (Saddle-point [FS09]). Consider any function f(z) analytic for z € €2, where
) is some domain of C. A saddle-point is a point z; €  such that f(z,) # 0 and f,(zs) =0.

Assume one wants to evaluate the following integral:

1 G(z)

where I' is a counterclockwise contour strictly contained in the unit circle. It is defined as a
circle z = zpe®® with 0 < zp < 1 and —7 < # < 7. The saddle-point approximation assumes
that the result of the integral over the contour I' comes mostly from the neighborhood of
the maximum of the function f(z) = log(G(z)) — W log(z) at point zs.

The function f(z) can be decomposed into its real and imaginary parts: f(z) = u(z,y) +
w(x,y). If W is large and positive, we expect the exponential ef(®) to be largest at the
maximum of u(x,y). Thus, if the contour passes through a point zs where u(x,y) is
maximum, the contribution to the integral may come mostly from the neighborhood of z;.
On the other hand, if W is large, a small change in v(x,y) will cause very fast oscillations
in the imaginary part of f(z). These oscillations make the contribution of the real part
of f(zs) negligible. Therefore, we also want v(x,y) to vary as slowly as possible near
zs. A necessary condition is that the derivative of v(x,y) vanishes at z,. This and the
fact that u(x,y) should be maximum at zs leads to f/(z5) = 0. This together with the
Cauchy-Riemann conditions implies that Ou/dx = Ou/dy = 0 at z,. It is therefore a
saddle point of the surface u(z,y), i.e. neither a local maximum nor a minimum. As an
illustration, Figure 1 plots the surface of the real part of f(z) near z; = 1 with f(z) defined
by Eq. 6, which shows a clear saddle point.

Lemma 1 (Existence of a unique positive real saddle-point (Corollary VIIIL.1 of [FS09])).
Let G(z), not a polynomial, be analytic at 0 with non-negative coefficients and radius of

convergence R, < +o0o. Then there exists a unique positive Toots zg of 2o C;((ZZO)) =W+ 1.
0

In our case, G(z) defined by Eq. 6 is not a polynomial, the coefficients g; are positive

(combination of positive coefficients H[k][j]) and the radius of convergence is R, = 1.

Consequently, there exists a unique real positive saddle-point 0 < zg < 1 of f(2).

The approximation described above is valid if the function |f(zoe'?)| decays rapidly as 6

increases. We will now give more details about the conditions needed to get an accurate
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Figure 1: Saddle-point of R(f(2))

approximation.
First, the contour I is split into two parts I' = T'g U T'y, where:
. FO = {dew with — 90(2’0) S 0 S 00(20)}

. Fl = {Zoem with 90(20) S 0 S 2m — 90(20)}
and 6y(zp) has to be defined accordingly.
The following three conditions must be fulfilled [FS09]:

e C1: Tail pruning. On the contour I'y, the tails integral is negligible:

él géi)ldz:o(]i gv(i)ldz)

o (C2: Central approximation. Along I'g, a quadratic expansion is valid for f(z)
log(G(z)) — W log(z):

Flaoe) ~ Flz0) — 222052 4 o)

/
where f'(z9) = 0 (or equivalently zo GG((ZO) =W +1) and az(z) = 22" (20) -
20

e (C3: Tail completion. The incomplete Gaussian integral resulting from C2, taken
over 'y, is asymptotically equivalent to a complete Gaussian integral:

0,
/+ o e_a292/2d9 N 1 /+<><> e_t2/2dt _ 2_7r
—00 — 00

VA2 |az|
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this assumes that |a03] > 1.
The saddle-point approximation is defined by the following theorem.

Theorem 3. Assuming that conditions C1, C2, and C3 are verified, we have (Chapter
VIII of [FS09]):

1 G(2) J G(z0)

— Z A
2mi Jo 2 /2w (o)

where «~ is the asymptotic equivalence for large W.

()

4.2 Application to key ranking

The contour integral defining the key rank in Eq. 3 leads to the definition of G(z) and
f(2):

6o I ()

f(z)= —Wlog(z) - 109(1 —2)+ ZkK:_Ol log (Zj\[:—ol zwk,j)

The saddle point z is the solution f(z) = 0 where f'(2) is defined by Eq. 7. As stated
above, zg exists, is unique, real and 0 < zg < 1.

. %% 1 Kol Z;y;()l wy, 2k
() P kz:% ( S (7)

To formally prove that conditions C1, C2, and C3 are satisfied, one must derive
the analytic formula of zy as a function of W and the weights wy;. Unfortunately, the
complexity of the function f(z) makes this task impossible. This would be equivalent
to deriving an analytic expression for the real root of a polynomial of very large degree.
We must rely on simulation results to show that these three conditions can be satisfied.
To do so, we reuse a weight matrix defined in the source code of the Labynkyr project
(https://github. com/sca-research/labynkyr) for an AES application (K = 16) and
provided as an artifact. The key point is how to set the value of 8y, which defines the two
contours I'g and I'y. The value of fy depends on the parameter W. Consequently, we run
simulations with W ranging from small to large values : W € {5, 10, 50,100, 500}. The
rank computed for each value of W is given in Table 2. It is given in log, scale and covers
small to large rank values.

(6)

Table 2: Key rank as a function of W.

W| 5 10 50 | 100 | 500
R | 83| 133 | 354 | 51.7 | 104.5

First, we define Rp = §. ZGV[E%
defined in Section 4.1. We evaluate these values using a numerical integration method. The
variable Rr, /Rr is computed to check the validity of condition C1. Concerning condition
C2, the following relative error is defined:

dz and similarly Rr, and Rp, for contours I'y and I'y

012(20)
2

03

f(z0e®) = f(20) +
f(zoe)

Ei(00) =

Similarly, the following error measure is defined for C3:

Rr, — R¢

By (0) = ‘ e
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where Rg = ﬁ It measures the error of approximating Rr, with the Gaussian
a2{ 20

integral. Conditions C1, C2 and C3 are satisfied if Rr, /Rr, F1(6p) and FE5(6) are small.
Figure 2 shows the evolution of the ratio Rr, /Rr as a function of 6y for the various values
of W. Figure 3 and Figure 4 plot F4(6y) and E5(fy). We observe the three conditions are
easily verified for large W. They are simultaneously satisfied when 6 is localized at the
first local minimum of the curve Rr,/Rr (Figure 2). The corresponding values are given
in Table 3.

These simulations show that it is possible to find an appropriate value of 6y such that the
conditions that must be satisfied to use the saddle-point approximation can be met. This
is even true when W is not large (e.g. W = 5). Several simulation results not presented
in this paper come to the same conclusion. Thus, even if a theoretical proof is still to be
found, we strongly believe that the saddle-point approximation of key rank given by Eq. 5
is valid.

Table 3: 6, as a function of W.

W 5 10 50 | 100 | 500
0o (rad) | 0.52 | 0.34 | 0.13 | 0.15 | 0.05

In order to ease the readability of the measure, the key rank is converted to its log, value:

f(ZO) 1 1"
Rp = — 5 log, (2 ) 8
s = 0% = g, (2r1f o) 0
where f(z) is defined by Eq. 6 and the expression of f (z) is:
" w 1
f (Z)_ 22+(1—Z)2 )
N—1 wr N-1 wn N-1 Wi
1 k-1 (ijo wi,jz k’]) - (ijo W, 52 k’g) (Zj:o WgjZ k")
2 Lo N A=,
(ZJ'IO o ’w) (ijo Zwk’j)
(9)
10° _
R — — - x;io
—~—_ —— W=50
107 T — W=
N I N 1
| = -
%m,z \ \ \\ // -
A Y
1o ‘u“\ \\
e
R
0o o2 04 06 08 10

Bo(rad)

Rr,
T

Figure 2:

as a function of 6y for W € {5, 10, 50, 100, 500}

5 Validation with simulations

The saddle-point approximation given by Eq. 8 is compared with the key rank estimation
given by the original KP algorithm [MOOS15] (denoted "KP-LP’) and the ’batch’ histogram
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Figure 3: Approximation error on f(z0e*°) as a function of 6y for W € {5, 10, 50, 100, 500}
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Figure 4: Approximation error on Rr,as a function of 6, for W € {5, 10, 50, 100, 500}

method [Grol8]. The latter is suitable for large key sizes (e.g. RSA or Dilithium) and has
a fast execution time.

5.1 Simulation setup

All the key ranking estimation methods are implemented in Python and the source code will
be available in the open source library SecBench (https://github.com/CEA-Leti/secben
ch). To support very large integer multiplications, histogram convolution and the original
KP algorithm are optionally implemented with a library based on the Schénhage—Strassen
algorithm (https://github.com/rtitiu/polymul-approx-ffts/tree/main). The
calculation of zy is implemented with the Scipy function root_scalar. As a result, we do
not compare the execution time of optimized implementations.

The weights wy, ; are generated with K template attacks targeting the output of the AES
Sbox. The leakage is modeled by Ly, = HW(SBOX (zk,n @ Sk)) + bi,n, where HW (x) is
the Hamming weight of 2. The variable zy, ,, is the k" plaintext byte used for the n'” trace,
s), is the k*" key byte and by,n is a zero mean Gaussian random variable with variance

o2. The probability associated with the value j of the k' key byte, after a maximum

likelihood estimation with L = 100 traces is:

Dr.;i = Aexp <_ Zs;ol |Lk,n — HW(SBOX(j & xk,n))2>
g =

202

where X is a normalization factor such that Z;V: Bl P, = L.

The floating point weights —log(py,;) are then mapped to p = 9 bits integers wy, ; according


https://github.com/CEA-Leti/secbench
https://github.com/CEA-Leti/secbench
https://github.com/rtitiu/polymul-approx-ffts/tree/main
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to Algorithm 1. The number of bins of the histogram method is thus set to 2°.

5.2 Comparison of rank estimation methods

Fig. 5 plots the mean rank error between the saddle-point (SP) approximation and the
"KP-LP’ estimation as a function of the noise variance. Fig. 6 does the same between the
‘batch’ and "KP-LP’ methods. We observe a small error for the SP approximation which
decreases as 02 or K increase. This is due to the increase of W with ¢ and K and an
approximation error proportional to 1/ [Olv74]. On the other hand, the error is large
for the 'batch’ estimation method.

0.1757 K=16
K=32
0.150 —a— K=64
—— K=128
0.125 K=256

0.050+ : \

0.025

Mean rank error
o o
o =
~ o
(5] o
=
ir
x
b
~

0.000' =

— —— K=16
80 T K=32
— —— K=64
— —— K=128
560 T - K=256
£ — — K=512
= - * —
< S
5 S— |
S 40!
s
g
= —
20 . —_— —
of T — — =
15 20 25 30 35 40 5 50

Figure 6: Rank estimation error of the batch histogram method for large K.

Fig. 7 shows the average execution time of the SP approximation, the 'KP-LP’ and the
'batch’ algorithms as a function of noise variance for various key sizes (K bytes). Up
to K = 128, SP approximation and 'KP-LP’ are equivalent. The ’batch’ algorithm is a
little bit slower. For larger key sizes (K € {128,256,512}), the 'KP-LP’ algorithm must
be implemented with a dedicated library to support very large integers. This increases
significantly the mean execution time, as shown in Figure 8. The 'KP-LP’ algorithm is
thus slower than the SP and "batch’ algorithm with this Python implementation.

Fig. 9 focuses on the SP approximation and the 'batch’ algorithm for large K sizes.
For a fixed value of K, the curves are almost flat, meaning that the execution time is
independent of the noise variance. The SP approximation is almost three times faster than
the "batch’ algorithm K = 512. Fig. 10 plots the mean execution time measured with the
SP approximation as a function of the key size K (in, bytes) for three noise variances. It is
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almost independent of the noise variance and linear with K. Thus, the SP approximation
is a solution that is both fast, accurate and its mean execution time is linear with the key
size. Moreover, it does not need to use a dedicated library to handle large integers making
its implementation straightforward for non-specialists.

0.1757 —e— K=16 - KP-LP
0.150
0.125

£0.100, —— K=64 - KP-SP

g —e— K=64 - KP-LP
Fo0075 —— k=64-Batch  —m™M8M —+——— ¢
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o

Figure 7: Mean execution time for K € {16, 32,64,128}: SP (¥), 'KP-LP’ (e), 'batch’ (%)
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Figure 8: Mean execution time for K € {128,256,512}: SP (V¥), 'KP-LP’ (e), "batch’ (%)
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Figure 9: Mean execution time for K € {128,256,512}: SP (¥) and "batch’ (%)
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Figure 10: Mean execution time as a function of K for the SP approximation. We observe
a linear dependency with K and an independence with 2.

6 Conclusion

Key ranking is a critical issue for evaluators since it measures the remaining complexity
after a side-channel attack without the need to implement the key enumeration algorithm.
An analytic expression of the key rank based on the Knapsack Problem has been derived.
It is inspired by a recent article in statistical physics. This formula is used to prove
the mathematical equivalence with the histogram method and the PRO algorithm. A
saddle-point approximation of the key rank is also derived based on this analytic expression.
The approximation is given by a low complexity solution of a mathematical problem.
Simulation results show that the approximation is very tight and the estimation error
decreases as the key rank increases. The execution time of the approximation is linear in
the key size, and results based on a non-optimized Python implementation show that it is
both fast and accurate. This makes it a good solution for scaling to very large keys.
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