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Abstract. Password Authenticated Key Exchange (PAKE) establishes secure
communication channels using passwords for authentication. Currently, standardized
PAKEs rely on classical asymmetric cryptography. However, these PAKEs may
become insecure should the expected quantum threat become a reality. Despite
the growing interest in realizing quantum-safe PAKEs, they did not receive much
attention from the ongoing Post-Quantum Cryptography (PQC) integration efforts.
Hence, there is a significant awareness gap compared to PQC primitives subject
to the official standardization processes. We provide a comprehensive overview of
existing PQC PAKEs, classify their design rationales and authentication methods,
and address aspects related to their security and performance. We identify PAKE
designs that are still unexplored in the PQC realm and discuss the possibility of their
adaptation. Thus, we offer a detailed reference for future work on PQC PAKEs.
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1 Introduction

Ever since their emergence in the early 1990s [BM92], Password Authenticated Key Exchange
(PAKE) protocols have been a subject of numerous studies [HvO22]. According to [HvO22],
PAKEs are present in applications such as credential recovery (e.g., iCloud and ProtonMail),
device pairing (e.g., E-Passport, Bluetooth, and WLAN WPAS i.e., Dragonfly), and
E2E secure communication (e.g., Thread'). Over the last decade, advances in quantum
computing and its threat to (classical) asymmetric cryptography have attracted studies
towards realizing PAKEs based on Post-Quantum Cryptography (PQC). We present an
overview of PQC PAKEs in the literature and classify them according to their design
paradigms and cryptographic building blocks.

1.1 Password Authenticated Key Exchange

PAKE is a special form of key agreement that adds password authentication to key
exchange [Jar22]. They establish secure communication over an insecure channel, where
authentication is done using a password or a PIN. Hence, they pose the question of
how password authentication can be achieved combined with a passively secure key
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agreement [Jar22]. The first PAKE protocol by Bellovin and Merritt, Encrypted Key
Ezchange (EKE), combines symmetric encryption with asymmetric key agreement [BM92].
By encrypting the public key with a password (or a value derived from it), an attacker
cannot manipulate the key agreement [Jar22]. Similar approaches are also found in
Password Authenticated Key Agreement (PAK) [Mac02], Simple Password Exponential
Key Exchange (SPEKE) [Jab96], and Password Authenticated Connection Establishment
(PACE) [BFKO09]; typically instantiated with (EC)DH?.

1.2 Motivation and Contribution

Recently, the hybrid PAKE protocol CPaceOQUAKE+ was proposed to IETF as an
internet draft [VJW25a]. However, none of the PAKE schemes selected in previous
standardizations by IEEE (P1363.2 [IEE09]), ISO/IEC (11770-4 [ISO17]) or IETF (CFRG
104 [Forl9]) are quantum safe. To the best of our knowledge, there are no dedicated
peer-reviewed surveys on PQC PAKEs. We provide an extensive and comprehensive
overview of PQC PAKE proposals identified in the literature addressing PAKEs built
directly from PQC primitives or on top of PQC Key Encapsulation Mechanisms (KEM).
This includes PAKEs from lattice and isogeny assumptions and generic and semi-generic
PQC KEMs. We investigate said PAKEs and point out aspects we deem necessary to
grasp the differences and issues of constructing PAKEs from PQC schemes. We build
on the systematic review in [HvO22] and adapt their classification of classical PAKESs to
PQC ones. By doing so, we enable a direct comparison to classical designs, show the tight
relations between classical and PQC PAKEs, and incorporate generic designs. Considering
performance and security aspects, we collect available benchmarks and provide an overview
as per the proposed instantiations, parameters, and security models. Further, we address
PAKE designs that are currently non-present in the PQC realm and discuss the possibility
of their instantiations. Finally, we highlight open issues, takeaways, and future work.

1.3 Methodology

This SoK follows a structured Systematic Literature Review (SLR) methodology [KCO07,
CROLL22]. Tts main objective is to systematically identify, classify, and compare existing
PQC PAKEs, thereby providing a comprehensive overview of the current state of the field.
The review protocol was defined prior to the analysis and specifies the research questions,
search strategy, study selection criteria, and data extraction process.

Research Questions. This work is guided by the following research questions addressing
the landscape of PQC PAKEs. 1) Which PQC PAKESs have been proposed in the literature?
2) Which PQC hardness assumptions underlie these proposals? 3) Which authentication
paradigms (e.g., balanced vs. augmented) are employed? 4) Which PQC families (e.g.,
lattice- or code-based etc.) and generic KEMs are used? 5) Which formal models and
proof techniques are used to establish security? 6) How do the proposed PAKEs compare
in terms of complexity? 7) What limitations, research gaps, and open problems remain?

Search Strategy. Relevant papers were identified via a structured keyword search
across scientific databases, including IACR ePrint, ACM Digital Library, IEEE Xplore,
SpringerLink, ScienceDirect, DBLP, Scholar, and ResearchGate. The search mainly
employed combinations of terms related to PAKE and PQC (e.g., PQC PAKE or quantum-
safe PAKE etc.). To improve completeness, initial seed works (Ding et al. [DAL'17] and
Beguinet et al. [BCPT23]) were used in a backward and forward snowballing search. The

2We refer to [HvO22] for a complete overview of classical PAKEs and their real-world applications, as
well as more details on the past official PAKE standardization processes.



Nouri Alnahawi, David Haas, Erik Mauf}, Alexander Wiesmaier 3

literature search was finalized on the 18th of July 2025. Publications appearing after this
date are not considered in this version of the document.

Inclusion and Exclusion Criteria. Candidate publications were screened using pre-
defined inclusion and exclusion criteria. Only publications written in English proposing,
extending, or analyzing post-quantum PAKE protocols with sufficient technical detail were
considered. Both peer-reviewed publications and publicly available ePrints were included.
Duplicate publications, non-PQC PAKEs, incomplete protocol descriptions, protocols with
no formal analysis and publications without publicly accessible full texts were excluded.

Data Extraction. For each included study, a common set of protocol characteristics was
extracted to facilitate consistent comparison (cf. Tab. 1). These include the authentication
paradigm, underlying computational assumption, PQC family, generic KEM (where applica-
ble), security model, proof model and implementation or experimental evaluation. Further
aspects and details also include communication complexity, computational complexity and
round complexity (cf. Sec. 7).

Data Synthesis. The extracted information is synthesized through qualitative compari-
son and thematic classification. Protocols are grouped according to their cryptographic
construction, security assumptions, and design methodology, enabling the identification of
common design patterns, trade-offs, limitations, and open research problems.

1.4 How to Read this Paper

Due to the immense number of PQC PAKEs in the literature and the involved building
blocks, we opted for a (bottom-up) SoK that enables researchers and scholars to navigate
relevant aspects from A to Z in one paper. Fig. 1 illustrates the methodology and structure
of this paper. In order to facilitate an optimal reading experience, we recommend one of
the following reading approaches depending on the expertise and interest of the reader.

1) Readers unfamiliar with PAKEs can start with the basic concepts in Sec. 2. Here, we
provide a formal definition of PAKE and describe the rationale for PAKE security
and variants thereof (e.g., PAKE security frameworks).

2) Readers new to PQC can explore the primitives and building blocks in Sec. 3. While
we focus on bare PQC primitives (i.e., asymmetric crypto-systems from lattices) in
Sec. 3.1, we also address more complex (supporting) constructions in Sec. 3.2, which
can be obtained from the former (e.g., zero-knowledge from lattices).

3) Readers interested in KEM research and abstract properties may consult Sec. 4.
Since a PAKE is a key agreement protocol at its core, we address the subtleties of
key exchange (and key encapsulation) security properties, which play an essential
role in all PAKE designs and especially in generic ones.

4) Readers new to idealized models (objects) may refer to Sec. 5. This section covers
the state-of-the-art in cryptographic idealized models used in PAKEs and their
applicability in the presence of quantum adversaries (e.g., ROM vs. QROM).

5) Ultimate experts may skip directly to Sec. 6. Here, we (technically) describe the
reviewed PQC PAKEs within their respective classes, and derive relevant observations.

The rest of the paper is organized as follows. Sec. 7 reviews the security and performance
of the surveyed PQC PAKEs. Real world use cases are reviewed in Sec. 8 and discussed
respectively. Sec. 9 deals with unexplored classical designs and non-PQC quantum-safe
PAKEs. Finally, Sec. 10 provides an elaborate discussion on the identified observations,
takeaways, open questions, and future directions.
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Figure 1: Overview of PQC PAKE Design Classes, Primitives and Security Models.

1.5 PAKE Classification by Hao and van Oorschot [HvO22]

Hao and van Oorschot [HvO22] presented a classification and review of the state-of-the-
art of classical PAKEs and provided practical insights on real-world applications and
standardization. The authors defined five classes w.r.t. password usage, which is referred
to as the design paradigm. The key aspect here is the password representation and how
it is (cryptographically) applied to protect the asymmetric key agreement. Generally,
the password is rarely used in its bare form, but rather as input to an Extended Output
Function (XOF) to obtain a fixed-length value (e.g., obtaining an AES key using a Key
Derivation Function (KDF)) or as a group element (e.g., a generator or exponent) in an
operation on the underlying number-theoretic assumptions. Additionally, it can be used
within more complex primitives (cf. Sec. 3), where a trusted set-up is required. Intuitively,
almost all classical PAKEs are based on the hardness of some variant of (EC)DH such as
the Computational (C)DH or Decision (D)DH problems.

1.6 Adapted Classification System
We adapt the classification of [HvO22] to PQC PAKEs w.r.t. password usage as follows.

C1) Password Encrypted Public Key (aka FKE-style): The password (or a password-
derived symmetric key) is used directly to encrypt or hide the public key, e.g.,
(O)CAKE [BCP*23|. Encryption is done using a symmetric key (e.g. AES), where
the block cipher is modeled as an IC and hash functions as ROs. The PQC CAKE
protocol is built similar to the classical EKE [BM92], however using a KEM instead
of DH for the key agreement (cf. Fig. 11). Hence, overall PAKE security is mainly
realized on the basis of the underlying KEM properties.

C2) Password Modified Public Key (aka PAK-style): The password is used to modify
the public key while preserving the underlying hardness assumption of the KEX
primitive, e.g., RLWE-PAK [DALT17]. As in the classical version [Mac(02], the PAK
and PPK designs change the value of a public key by combining it (mathematically)
with the hash of the password. The RO-modeled hash value is interpreted as a group
element and hence it is called Hash-to-Group (H2G). The modified public key is also
a valid group element. Hence, security is based on the hardness of the underlying
KEX. RLWE-PAK utilizes a lattice RLWE crypto-system to realize this design by
adding the password hash to an RLWE sample (cf. Fig. 8).
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C3) Trusted Setup: Multiple approaches, where predefined trusted parameters are re-
quired to achieve authentication, e.g., KV-PAKE [KV09] and GA-PAKE [AEK " 22a].
The classical variants assumed parameters such as two or more related group genera-
tors, as introduced in the KOY [KOY01] and SPAKE2 [AP05] protocols. However,
group generators are not really applicable to PQC. Hence, a PQC PKE or KEX are
combined with previously established parameters known only to honest parties to
realize a trusted setup. Such PAKEs often rely on additional (complex) supporting
cryptographic building blocks (cf. Sec. 3) to verify the authentication using said
pre-established values as in KV-PAKE [KV09]. Security is usually in the standard
model (i.e., no idealized assumptions), but may require a Common Reference String
(CRS) to model the trusted parameters as in GA-PAKE [AEK™22a].

Although [HvO22] introduced five design classes, only classes C1, C2, and C3 apply to
current PQC PAKEs, as classes C4 and C5 do not (yet) have any representatives in the
PQC realm (cf. Sec. 9). Some works could be categorized into more than one class at the
same time (e.g., RLWE-PAK in a trusted setup). Generic PAKEs may be considered a
class of their own; however, they also adhere to the same classes w.r.t. password usage.
For instance, both CAKE and NolC are generic, yet CAKE relies on block ciphers (IC) to
encrypt public keys, and NolC utilizes an H2G in the ROM to modify them.

1.7 Related Work

Azarderakhsh et al. [AJK™20] discuss isogeny PAKEs and show the difficulty of obtaining
them from DH-based designs. To our knowledge, no other works in the literature address
PQC PAKESs particularly. The rest of related work focus on classical PAKEs, but never-
theless prove valuable for our own overview. The work of Abdalla [Abd14] is one of the
first papers to address the design and security of PAKE protocols. It sufficiently describes
the beginnings of PAKE design studies (e.g., EKE [BM92] and its variants) and classifies
follow-up PAKEs based on their construction approach. In [Jar22], Jarecki provides a
detailed overview of the methods used to construct PAKEs from classical asymmetric
cryptography. It offers a thorough analysis of the design and security of PAKEs in different
security frameworks, as well as their strengths and shortcomings.

1.8 Overview

PQC PAKESs date before the start of the NIST PQC standardization process. The LWE
PAKE by Katz and Vaikuntanathan [KV09] in 2009 and the isogeny-based PAKE by Zhu
et al. [ZHS14] in 2014 may therefore, and to the best of our knowledge, be considered
the very first PQC PAKEs. However, the RLWE PAKE by Ding et al. [DALT17] in 2017
marks the emergence of many other PQC PAKE proposals (cf. Timeline in Fig. 2).

An overview of all surveyed PAKEs and their properties is presented in Tab. 1, which
consists of two parts dividing balanced and augmented PAKEs. In each part, we group
PAKES into their respective design classes. We collected over 50 papers, all but eight were
taken into account in this SoK?>. These include more than 30 PAKEs based on lattice LWE
and variants. The remaining works consist of six (C)SIDH isogeny PAKEs and thirteen
generic PAKEs.

3Ye et al. [YHL13] (full-text unavailable), Ding and Fang [DF11] and Jheng et al. [JTCW17] (incomplete
works), Yu et al. [YLZ121] and Zhu et al. [ZWCW22] (paid access), Zi-chen et al. [ZTJ21] and Shu et
al. [SWL*21] (written in Chinese), and Seyhan and Akleylek [SA24] (unknown assumption).
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2018 2020 2022 2024 2026

(a) Balanced PAKEs

2022 2024

(b) Augmented PAKEs

Figure 2: Timeline of Balanced and Augmented PQC PAKE Publications - Not Including
Hybrid and Asymmetric Compiler Frameworks.



Nouri Alnahawi, David Haas, Erik Mauf}; Alexander Wiesmaier 7

Table 1: PQC PAKE Overview / Landscape - Hybrid and aPAKE Compilers Excluded.

Class Scheme Year SK;;ISSIY Assumptions Fi'afr);Z;)vfc)rk Properties
Q,, /‘r,,, o) /1/0"0111
Gt Sy, 010,
e A
Balanced o2 e U g D) My,
Terada, Yoneyama [TY19] ((C)SIDH-EKE) 2019 IC, ROM (C)SIDHT BPR v v v
McQuoid et al. [MRR20] (sPAKE) 2020 ROM - Uuc v v oV
Beguinet et al. [BCP*23] ((O)CAKE) 2023 IC,ROM  (M)LWE uc v v v
Dos Santos et al. [SGJ23] (HIC-EKE/KEM) 2023 IC, ROM MLWE(R)* Uuc v v oV
Pan, Zeng [PZ23] (CAKE) 2023  IC,ROM  (M)LWE BPR v v v
c1 Alnahawi et al. [AHHR24] (OCAKE) 2023 1C, ROM (M)LWE BPR v v oV Vo
Arriaga et al. [ABJS24] (CHIC) 2024  IC,ROM  (M)LWE uC v v v v
Alnahawi et al. [AAAT26] (NICE-PAKE) 2024 ROM (M)LWE BPR v v v
Januzelli et al. [JRX25] ((O)EKE/(O)CAKE) 2025 ROM - uc v v v
Arriaga et al. [ABJ25a] (NoIC-PAKE) 2025 ROM - uc v v
Hovelmanns et al. [HHKR25] ((O)CAKE) 2025 (IC), QROM  (M)LWE BPR v
Vos et al. [VJW+25b] (OQUAKE) 2025 ROM MLWE uc v v
Arriaga et al. [ABJ25b] (TEMPO) 2025 ROM MLWE BPR v v
Auriaga et al. [AMO*26] (PAPKE-HIC) 2026 IC,ROM - uc v v v v
Xu [Xu26b] (OEKE-2F) 2026 ROM - uc v v
Zhu, Geng [ZG17] 2015 - (C)sIDHT CK v
Alsayigh [Als16] 2016 ROM RLWE BPR v v
Ding et al. [DAL'17] (RLWE-PAK-PPK) 2017 ROM RLWE BPR v v v
Gao et al. [GDL*18] (RLWE-PAK-PPK) 2017 ROM RLWE BPR VA
(o Taraskin et al. [TSJL21] (SIDH-PAK) 2019 ROM SIDH BPR v v
Yang et al. [YGWX19] (RLWE-PAK) 2019 ROM RLWE BPR v v
Jiang et al. [JGH*20] (PAKEs) 2020 ROM  (R)LWE BPR v v
Ren et al. [RGW23]([RG21]) (MLWE-PAK) 2022 - MLWE  Multiple v v VY
Seyhan,-Akleylek [SA23]" 2023 ROM MLWR  Multiple v v oYY
Basu et al. [BSIA23] (MLWR-2PAKA) 2023 ROM MLWR DY v v
Jana, Dutta [JD25] (iPAKE) 2025 ROM RLWR? BPR v
Katz, Vaikuntanathan [KV09] 2009 CRS LWE BPR v VY
Xu et al. [XHCC17] (RLWE-3PAKE) 2017 ROM RLWE BPR VA
Zhang, Yu [Z2Y17] 2017 CRS, ROM LWE BPR v
Choi et al. [CAK1S] (AtLast) 2018 ROM RLWE BPR VA
C3  Li, Wang [LW18] 2018 CRS LWE BPR SO
Li, Wang [LW22] 2019 CRS LWE BPR o
Karbasi et al. [AAK19] (Ring-PAKE) 2019 CRS RLWE BPR s
Yin et al. [YGS*20] 2020 ROM LWE BPR oY
Lyu et al. [LLH24b] ((e)LPKE-PAKE) 2024 (QROM  (M)LWE® uc v v v v
Augmented
C2  Gao et al. [GDLL17] 2018 - RLWE uc v oV % v
Zhu et al. [ZHS14] 2014 - SIDH' CK v v
Feng et al. [FHZ"19] 2018 ROM RLWE BPR v v v v
Liu et al. [LZJY19] 2019 ROM RLWE  Multiple v Vv
Dabra et al. [DBK21] (LBA-PAKE) 2020 ROM RLWE FTG v v v v
Tang et al. [TLZ21] 2021 ROM RLWE BPR % v v v
Islam, Basu [IB21] (BP-3PAKA) 2021 ROM RLWE BPR v VoV
Ding et al. [DCQ22] 2022 RoR RLWE FTG v v a4
Xie and Guo [XG22] 2022  CRS,ROM RLWE BPR v v
3 Li et al. [LWM22] 2022 CRS LWE(R)* BPR oV v v
Abdalla et al. [AEK*22a] (X-GA-PAKE) 2022 CRS CSIDH BPR v v
Wang et al. [WCL*23] (LB-ID-2PAKA) 2023 ROM MLWE BPR Vv
Rewal et al. [RSM™23] 2023 ROM RLWE BPR v V% v
Song et al. [SGD23] 2023 CRS,ROM RLWE BPR v oV
Dharminder et al. [DRD™23] 2023 Standard RLWE  Multiple v v v v
Dadsena et al. [DJRD23] 2023 ROM RLWE BPR s v v
Kumar et al. [KGKD23] 2023 ROM RLWE BPR v v v v
Guo et al. [GSGT23] 2023 ROM MLWE BPR v VoY v
Chaudhary et al. [CKS23] 2023 ROM RLWE BPR v v v v
Chen et al.[CQY24] (Multi-PAKE) 2024 CRS LWE BPR v v % v
Dabra et al. [DKBY24] (SL3PAKE) 2024 ROM RLWE BPR v v v v
Peng et al. [PPY24] (R-GA-PAKE) 2024 CRS CSIDH BPR v v v
Yang et al. [YZYW?25] (K-PAKE) 2025 ROM MLWE UucC v v
Saeid, Mala [SM25] (APAKE) 2025 ROM RLWE BPR v v v
Yang et al. [YSG25] (2-Server-PAKE) 2025 ROM MLWE BPR v v oY v
1 Generic: Follows a generic design without relying on a specific primitive.
2 Quantum-Safe: Security analysis in a quantum or in the standard model, regardless of the primitives.
3 (R): Denotes the (M)LWR variant of (M)LWE as in Learning with Rounding.
4 Provides a variant based on the commutative supersingular DH (CSSDH) assumption.
5 Provides an instantiation based on the GA-DDH assumption.
* Insecure (broken) construction.
t

Insecure instantiation using SIDH (cf. Sec. 3.1).
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2 PAKE Definition and Security

At its core, a PAKE protocol involves two parties sharing a password =, who intend to
establish a session key for secure communication over an unauthenticated channel. In
other words, a PAKE assigns the communicating parties with a session key if and only if
they use the same password. Based on [Gj624], we can formally define a PAKE as follows.

Definition 1 (Password Authenticated Key Exchange [Gj624]). A PAKE is a cryptographic
protocol, PAKE = (Z,R,K,D, AD) that consists of a session key space K, a password
dictionary D, associated data AD, and is executed between two algorithms, an Initiator Z
and a Receiver R defined as follows:

e 7: Takes as input the associated data ad € AD and a password m € D. It sends and
receives messages and outputs a session key K € K or L signaling rejection.

e R: Takes as input the associated data ad € AD and a password w € D. It sends and
receives messages and outputs a session key K € K or L signaling rejection.

2.1 PAKE Security

Fundamentally, PAKE security asks the question whether a low entropy password suffices
to protect a key exchange (KEX) [Jar22]. Nevertheless, practical security involves other
aspects such as implementation correctness, safe parameter sets, password choices, and
compositions within larger security protocols and mechanisms.

Provable Security. According to Jablon [Jab96], PAKE security can be achieved if the
small password size space is multiplied by the size of the key space of the asymmetric
primitive. It follows that a PAKE should have the following security properties.

e Provide session key security (indistinguishability) against attacks targeting a tran-
script of a protocol execution (i.e. a session) [Jar22].

Resist offline dictionary attacks passively targeting the password and a transcript of
a protocol execution [Jab96, Jar22].

Survive online dictionary attacks actively targeting the password [Jab96].

Prevent Man-in-the-Middle (MitM) attacks actively targeting the KEX [Jab96].

Provide explicit mutual authentication (MA), or at least implicit MA [Jar22].

Provide Perfect Forward Secrecy (PFS), or at least weak PFS (FS) [Jar22].

Online Dictionary Attacks. According to [Jar22], and similar to KEX, the security of
the session key in PAKEs is defined in terms of indistinguishability in the real-or-random
model; that is, for passive (eavesdropping) adversaries. Intuitively, this property implies
that the passive security of a PAKE must not be worse than that of the underlying
KEX in the sense that it does not leak information regarding the final key. However,
KEX are usually used in authenticated settings (e.g. in TLS). Hence, PAKE adversarial
models assume authentication using a password with min-entropy ¢, such that the success
probability of password guessing is upper bounded by 27¢, which prevents active MitM
adversaries from successfully impersonating any of the honest parties. This so-called online
dictionary attack must be an adversary’s best chance at deceiving an honest party to agree
on a session key with them.
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Offline Dictionary Attacks. Since online attacks are relatively easy to deal with
through limiting the number of password entry trials, the security of a PAKE protocol
heavily relies on its resistance to offline dictionary attacks. Therefore, even if honest parties
reuse the same password across multiple sessions, an attacker with substantial resources
and enough time must not be able to determine the correct password.

Example Toy PAKE. We consider a simple (naive) implementation of a simple EKE
protocol to explain the baseline security of PAKE (Fig. 3). Alice and Bob share a low-
entropy password pw and want to establish a high-entropy session key K. Since the
exchanged public keys are directly encrypted with the password, the security of the
protocol relies entirely on the password entropy. Thus, an attacker may intercept the
exchanged messages and guess many passwords in order to compute many (g%)°. Later,
Alice and Bob eventually exchange payload messages encrypted with K (ignoring explicit
authentication upon successful key agreement). The attacker can then trial decrypt using
the computed possible final keys, and determine the correct password by evaluating the
meaningfulness of a decrypted message.

Alice Bob
pw g pw
a <8 Zg
X < g°
Er(X)
b < Zg
Y + gb
Ex(Y)
K<+ Y® K+ X?

Figure 3: Toy Example: Insecure implementation of DH-EKE.

(Perfect) Forward Secrecy. Additionally, PAKESs requires protecting past executions,
should the password get leaked or compromised in the following sessions. This requirement
is referred to as Perfect Forward Secrecy (PFS). Restricting PFS to protect only passively
observed previous executions is called weak PFS. Leaking the ephemeral secrets (or internal
state) of honest parties is referred to as adaptive compromise (corruption) and withstanding
such attacks is called adaptive security, which implies PFS. That is, since the password is
part of an honest user’s state [Jar22]. However, the concrete security that can be achieved
depends on the proof framework in which the formal analysis is conducted (cf. Sec. 2.3).

Practical Security. Even if a PAKE is cryptographically secure, other practical and
human-related aspects may jeopardize its effective security. For example, consider users
who choose very weak passwords (e.g., 1234567890 or password). Obviously, all cryp-
tographic security guarantees become meaningless if an attacker can guess the correct
password so easily. Therefore, issues related to user compromise through social engineering
and phishing are only partially modeled in PAKE security (cf. Sec. 2.3 for modeling
password distributions).

According to [HvO22], PAKE-based applications need to provide a trusted interface and
a trusted channel for both entering and sharing the password, respectively. Another
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important aspect is how PAKEs are actually implemented (i.e., instantiated) and according
to which specifications. That is, some idealized assumptions in proofs cannot be instantiated
in practice, or implementation aspects are missing in theoretical constructions (cf. [HvO22,
Sec. 6]). Last but not least, PAKEs can also be susceptible to Denial-of-Service (DoS),
downgrade, and authentication bypass attacks [VR20] (Dragonfly in WPA3 and EAP), as
well as Side-Channel-Analysis (SCA) and Fault Injection (FI) [ASWZ24].

Post-Quantum (In-)Security. Primarily, quantum computers (QC) threaten the
asymmetric schemes used in classical PAKEs. This applies both to sessions executed in the
presence of cryptographically relevant QCs (CRQC), or to past ones, where an attacker may
leverage their ability to break a key agreement (e.g., DH) and therefore nullify the hardness
assumptions utilized in formal analysis (e.g., CDH or DDH). To illustrate this threat, we
consider a passive adversary with access to a (simplified) PAKE session transcript (cf.
Fig. 3). The attacker can mount an offline password dictionary attack on the first message
(cf. Sec. 9), compute all possible public keys (since all possible passwords can be obtained
through a prepared brute-force dictionary attack), and then simply compute d-log for each
one afterwards. By doing so, the attacker can compute the same session key as the honest
parties since they can compute the initiator’s secret key. This enables the attacker to either
impersonate one party or compromise any following encrypted communication between
honest users. In other words, QRQCs will not only endanger active future PAKE security,
but also pose the risk of the so-called Harvest-Now-Decrypt-Later (HNDL) attacks.

2.2 Balanced and Augmented PAKEs

PAKESs that fulfill the provable security properties mentioned above are referred to as
Balanced or symmetric PAKEs [HvO22]. The symmetry lies within the fact that two
honest parties share the same password in its raw form. This usually applies to a so-called
user-user or client-client setting, where no server is involved that holds many passwords
from different clients. However, in the client-server setting, the passwords are threatened
by server compromise, even if users keep them safe. PAKEs that protect against server
compromise and pre-computation attacks are thus referred to as Augmented or asymmetric
(aPAKE) and strong asymmetric (saPAKE) respectively [HvO22], where the value of the
pre-shared password is stored only as a one-way transformation on the server.

Def. 1 does not reflect the asymmetry [Gj624]. Hence, an additional algorithm is required
that takes a password and associated data as input and outputs a password representation
and some client-related data. Then, the initiator can use these parameters as input and the
responder can take the associated data and the password representation as input [Gj624].
Also, an aPAKE can be extended to three-party setting, where two users run a PAKE with
a “mediating” server, with whom they each share a password, but not with themselves.
This type can be balanced or augmented, depending on how the passwords are stored.

2.3 Adversarial (Threat) Models and Frameworks

The security of PAKESs is commonly shown in one of the following frameworks, which
model cryptographic protocols and adversaries w.r.t. their capabilities.

1) Bellare-Pointcheval-Rogaway (BPR) model [BPR0O0] and extended eBPR [AFP05].
2) Universal Composability (UC) model [Can01, CHK*05].

Other frameworks less used in the context of PAKEs are the Boyko-MacKenzie-Patel
(BMP) model [BMP00], Dolev-Yao (DY) [DYS83], Canetti-Krawczyk (CK) [CKO01] and
Benhamouda-Blazy-Ducas-Quach (BBDQ) [BBDQ18] models (cf. Tab. 1).
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BPR. The BPR model defines a game in which an adversary A interacts with honest
parties running multiple instances of the protocol. The PAKE provides so-called oracles
that implement the protocol on behalf of the parties, and the interaction is carried out
via a set of queries that an adversary may submit throughout a series of game changes.
The adversary’s goal is to break the protocol through distinguishing real session keys
from random ones. At the end of A’s interaction with the protocol, they test a chosen
session by outputing a test bit b, which determines if they receive the real session key
or a random one from the protocol oracle. A’s advantage in succeeding is defined as
AdVRKE = (Pr[ = 0] — 1), bounding A’s chances at being better than random guessing.
Hence, the BPR and eBPR models are often referred to as Find-then-Guess (FTG), and
Real-or-Random (RoR) respectively for single and multiple test queries.

Definition 2 (PAKE Security in the BPR Model [Jar22]). A PAKE protocol is secure in
the Bellare-Pointcheval-Rogaway (BPR) model if, for all password dictionaries D and all
efficient algorithms (adversaries) A,

AdvPAKE(1%) < \%I + negl(1%)

where g5 is the number of sessions that A actively interacts with, and negl is a negligible
function for some security parameter k.

UC. The UC model defines two distinct executions (modeling both honest and malicious
adversarial behavior) called the real-world and the ideal-world. Tt also defines ideal
functionalities emulating a protocol and an environment acting as a distinguisher through
observing honest parties and adversaries and interacting with them. The environment
outputs a bit at the end of an execution, indicating whether it was interacting with the
real protocol or its ideal emulation. This modular approach allows using a UC secure
PAKE as an ideal subroutine (blackbox) within other cryptographic compositions [Jar22].
However, UC also includes changes in behavior through steps (i.e., game hops) the goal of
which is to (gradually) move the execution from the real-world to the ideal-world. In each
game, the protocol is changed so that an adversary’s advantage in breaking the original
protocol remains statistically negligible. These changes are usually defined on the basis of
the protocol interface (i.e., exchanged messages) and the ideal functionalities. Follow-up
works proposed variants of the original UC PAKE functionality such as Implicit-Only
UC [DHP*18], Relaxed UC [ABB*20, HTTY24], and Subversion-Resilient UC [LWC™25].

Definition 3 (UC Security [Tuel3]). Let P be a real protocol and F be an ideal protocol.
P realizes F (P < F) only if there exists a simulator S € Sim” (F) (an ideal adversary)
s.t. E|P = E|S|F for every environment in £ € Env(P).

UC vs. BPR. Generally, both models define PAKE security based on two key principles.
First, an adversary can only make one online password guess in an attacked session.
Second, the final PAKE output keys are independent unless a correct password guess
was made [Xu26a]. However, there are subtle differences in adversarial capabilities, and
consequently in the degree of security captured within each model.

UC definitions are deemed stronger than game-based ones, since the former ensures security
under arbitrary compositions with (or within) other secure constructions. Additionally,
UC allows for arbitrary password correlations, and thus captures real-world scenarios such
as password reuse and related or mistyped passwords. Evidently, all classical PAKEs
that made it to the second round of the previously mentioned IETF standardization were
analyzed in the UC framework [KX25].
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UC security was shown to imply BPR security for PAKE, but not the other way around [Xu26a].
Presumably, due to one or both of the following differences. First, UC requires the simu-
lator to always be able to extract adversarial password guesses, whereas BPR does not
(even though many BPR proofs actually do perform explicit password extraction). Second,
the UC simulator must resume the simulation even in the presence of a successful attack
(i-e., a correct password guess). However, the BPR definition declares that an adversary
wins the security game simply by guessing the correct password, regardless of the final
result of the execution [KX25]. Hence, not all BPR protocols can necessarily be proven in
UC. We note that almost all current PQC PAKEs are analyzed in BPR. Apparently, BPR
has regained popularity partially because it is believed that security proofs in BPR are
more likely to be liftable to quantum idealized models (e.g., simulating in the QROM).
That being said, we were not able to identify any formal proof of this proclaimed gap of
simulating quantum adversaries in the UC framework.

3 Post-Quantum Cryptography

The term classical cryptography is used in reference to public key crypto-systems based on
the hardness assumptions from the integer factorization and discrete logarithm problems.
The most prominent classical asymmetric algorithms and schemes are the Rivest-Shamir-
Adleman (RSA) crypto-system [RSAT78], the renowned Diffie-Hellman (DH) key agreement
scheme [DH76], as well as variants using Flliptic Curve Cryptography such as Elliptic
Curve Diffie-Hellman (ECDH) and the EC Digital Signature Algorithm (ECDSA) [JMVO01].
However, these public-key encryption (PKE) and digital signature schemes are expected
to be broken by QCs utilizing Grover’s [Gro96] and Shor’s [Sho97] algorithms in the near
future [Ber09, CCJT16, KNW18]. Hence, PQC became of interest even before the start of
the NIST PQC standardization process [CCJT16] in 2016. Unlike classical cryptography,
PQC is based on mathematical problems that presumably cannot be efficiently solved
using QCs, nor classical ones for that matter [Ber09, BL17].

3.1 Simple Primitives

Including generic KEMs, current PQC PAKEs come from two PQC algorithm families.
These are Supersingular Isogenies (SI) e.g., Supersingular Isogeny Diffie-Hellman (SIDH)
or Commutative SIDH (CSIDH), and the lattice Learning-with-Errors (LWE) problem
and Ring (RLWE), Module (MLWE), and Module Learning-with-Rounding (MLWR).

SIDH and CSIDH. Generally speaking, an isogeny is a surjective morphism of elliptic
curves defined over an algebraically closed field that induces a group homomorphism
between these curves (e.g., ¢ : By — E3) [Smil8]. One may imagine that they resemble
a structure-preserving map between ECs yielding a specific mathematical relation (non-
constant morphism) [MW25]. SIs and Commutative SIs (CSI) are more or less special
cases of isogenies defined over supersingular ECs. Supersingular means that there is only
one point on a curve (its identity element) over a field with positive characteristic p that
is eliminated through multiplication by p. SIs and CSIs rely on the difficulty of identifying
isogenies between these supersingular ECs because finding such mappings is considered a
hard problem, as there can be infinitely many of them [Smil8§].

Their attractiveness in asymmetric cryptography comes from the fact that they enable
the construction of key agreement schemes that are very similar to the classical DH. They
are therefore also used to construct computational and decisional problems. However, we
refrain from an elaborate explanation because of complexity beyond the scope of this paper.
That being said, we refer to [Smil8, MW25] for further reading. Note that SIKE [ACCT19],
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which builds on SIDH, was a NIST round four candidate until its withdrawal due to sudden
breakdown?, while CSIDH [CLM™* 18] is still deemed secure.

Definition 4 (Problems on Isogenies [HPA21]). Given two elliptic curves E, E4 the SIDH
and CSIDH problems are defined as follows:

e SIDH: Given the isogeny value ¢ : E — E4 on E[(¢], find ¢.

e CSIDH: Find an efficiently computable isogeny ¢ € C4(O) s.t. E4 = ¢ - E, where
Cl(0O) is the class group of O = Z[\/—p].

LWE. A lattice is a discrete subgroup of a multidimensional vector space over real
numbers under addition and can be described as a set of points in an n-dimensional space
with a periodic structure. There are several classical computational problems in lattices,
upon which crypto-systems are based [RHCB22], such as the Shortest Vector Problem
(SVP) and the Smallest Integer Solution (SIS). The most relevant problem for PQC PAKEs
is LWE (cf. Tab. 1), which was first introduced by Regev in [Reg05, Reg06].

The decisional LWE problem is basically to distinguish between random linear equations
(called samples) and uniform equations, after applying a small amount of noise (called
errors), as found in the Regev plain LWE crypto-system [Regl0]. LWE can also be defined
on integral lattices, where the lattice basis is a matrix of integers (e.g., modular lattices).
Moreover, a base can be replaced by an irreducible polynomial and thus defined as a
special subset where all vectors form an ideal in a certain ring (e.g., ideal lattices), which
was introduced in the Lyubashevsky-Peikert-Regev ideal RLWE crypto-system [LPR10].
MLWE was defined by Brakerski et al. [BGV14] and was further studied by Langlois and
Stehlé [LS15]. It takes the construction idea of RLWE a step further to replace integers by
a ring of algebraic integers of a number field.

The most notable LWE schemes are the recent NIST standard ML-KEM (CRYSTALS-
Kyber) BDK'18] (MLWE), the NIST round three candidates FrodloKEM [BCD*16] (LWE)
and SABER [DKRV18] (MLWR), and the Ding et al. RLWE key exchange scheme [DXL12]
(was not a NIST submission).

Definition 5 (Problems on LWE [HPA21]). Given a monic polynomial ¢ € Z[z] and
an integer modulus ¢, let R = Z,[z]/(¢(z)) be a ring, and A € R™ ™ be uniformly
random. Further, let b = ATs + e, where s € R” and e € R™ are sampled from secret
and error distribution respectively. The decision LWE problem is to distinguish (A, b)
from uniform, and search LWE is to find s.

3.2 Complex (Supporting) Primitives

Mainly, Smooth Projective Hash Functions (SPHF), Oblivious Pseudo Random Functions
(OPRF), and Non-Interactive Zero-Knowledge proofs (NIZK) serve as supporting compo-
nents in PAKEs. That is, either in establishing a trusted setup or in realizing commitment
schemes w.r.t. users and public keys. For instance, one of the earliest PQC PAKEs lever-
aging such building blocks is the LWE PAKE by Katz and Vaikuntanathan [KV09], which
adapts classical KOY-GL PAKEs (Katz, Ostrovsky, and Yung [KOY01], and Gennaro and
Lindell [GL03]), however using Approzimate SPHs (ASPH) from LWE (cf. Sec. 6.1). An
example of the usage of OPRF in PAKEs is the augmented OPAQUEF protocol [JKX18],
which was implemented using an isogeny-based OPRF in [HHM™24] (no formal proof
provided). Last but not least, NIZKs have also appeared in classical PAKEs such as

4https://csrc.nist.gov/csrc/media/Projects/post-quantum-cryptography/documents/round-4/s
ubmissions/sike-team-note-insecure.pdf


https://csrc.nist.gov/csrc/media/Projects/post-quantum-cryptography/documents/round-4/submissions/sike-team-note-insecure.pdf
https://csrc.nist.gov/csrc/media/Projects/post-quantum-cryptography/documents/round-4/submissions/sike-team-note-insecure.pdf

14 SoK: PQC PAKEs

J-PAKE [HR10], which employs the Schnorr protocol [Sch91]. Nevertheless, there have
been no attempts at realizing J-PAKE using PQC primitives or KEMs.

Smooth Projective Hash Functions. Cramer and Shoup introduced SPHFs [CS02]
to obtain hash proof systems with IND-CCA security. Gennaro and Lindell proposed a
generalized SPHF [GLO03] for its many attractive properties and purposes such as implicit
designated verifier proofs of membership. The use of SPHFs in PAKEs was presented by
Katz, Ostrovsky and Yung [KOYO01] and also Gennaro and Lindell [GL03], which is known
as the KOY-GL paradigm. The basic idea is that an SPHF defined over a language allows
hashing a value (word) in two different ways, with the hashing key (secret key), or with
the associated projection key (public key). If the word is in the language, both ways of
hashing will yield the same hash value. However, if it is outside the language, the hash
obtained using the secret must be statistically indistinguishable from a random value, even
with knowledge of the public key. Hence, computing the projection key via hashing a value
in the language does not reveal any information about the hash of a random value.

Definition 6 (Projective Hash Function [GLO03]). The family (H, K, X,L,G,S,«) is a
projective hash family if for all kK € K and « € L, it holds that the value of Hy () is uniquely
determined by a(k) and x.

Definition 7 (Smooth Projective Hash Function [GL03]). Let (H, K, X,L,G,S,«) be
a projective hash family. Then let V(z, a(k), Hx(z)) be the following random variable:
choose z € X \ L according to D(X \ L), k €g K and output (z,«a(k), Hg(z)). Similarly,
define V' (z, a(k), g) as follows: choose x € X \ L according to D(X \ L), k€r K, g€r G
and output (z,a(k), g). Then the projective hash family (H, K, X, L, G, S, «) is smooth if

(V). m@)} = {v(ak).g9)}

neN neN

Definition 8 (Approximate Smooth Projective Hash Function [KV09]). An approximate
smooth projective hash function is a collection of keyed functions Hy, : X — {0,1}", _ .,
along with a projection function « : K x ({0,1}* x C) — S, satisfying notions of (approxi-
mate) correctness and smoothness:

e Approximate correctness: If z = (label,C,m) € L, then the value of Hy(z) is
approximately determined by «(k,label, C) and z.

e Smoothness: If x € X \ L then the value of Hy(x) is statistically close to uniform
given a(k,label, C') and z (assuming k was chosen uniformly in K).

Oblivious Pseudo-Random Functions. The first Pseudo-Random Function (PRF)
by Goldreich et al. [GGMS86] dates back to 1986, and 18 years later, Naor and Reingold
introduced the idea of interactive and oblivious evaluation of such functions [NR04]. Based
on the Naor-Reingold PRF, Freedman et al. formalized the definition of the first two-
party protocol known as an Oblivious PRF [FIPR05]. The general idea of an OPRF is
to associate a keyed PRF with a protocol execution between a server and a user. The
server holds the key for the function and the user provides an input to that function.
The main catch is that the user can learn the output of the PRF at the end of the
execution, whereas the server does not learn anything about the input of the user. We
refer the reader to [CHL22| for a complete overview on the evolution, applications, and
different types of OPRFs. For example, OPAQUE [JKX18] is an saPAKE that utilizes
the verifiable hash DH-OPRF proven secure by Jarecki et al. [JKK14, JKKX16], and
OneTwoPAKE [KMM™26] realizes an saPAKE based on the Dodis-Yampolskiy (DY)
OPRF [DY05]. The majority of practical (efficient) OPRF instantiations rely on classical
hardness assumptions [CHL22], with the exception of ones based on symmetric primitives
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and garbled circuits. Nevertheless, many recent works provide OPRF constructions
based on PQC such as oblivious transder (OT) and NIZKs [FOO23, BDFH25], Legendre
PRFs [SHB25, KCM25, YBH™25], lattices [ADDS21, ADDG24] and isogenies [BKW20,
Bas23, HHM ™24, dSGP24, BM25]. We refer to [HHM24] for a comprehensive and
thorough overview on PQC OPRFs®. Currently, there are no PQC PAKE constructions
utilizing quantum-secure OPRFs that provide a full formal proof.

Definition 9 (Pseudorandom Function [HHM™'24]). A Pseudorandom Function is a
deterministic and polynomial time function F : {0,1}* x {0,1}* — {0,1}" such that there
is no probabilistic polynomial-time algorithm to distinguish any output /N from a randomly
chosen element from {0, 1}".

Definition 10 (Oblivious Pseudorandom Function [HHM*24]). An Oblivious Pseudoran-
dom Function is a protocol between two parties. One holds the secret key K and the other
holds their secret input X. The OPRF privately realizes the joint computation outputting
F(K,X) for a PRF F to the party holding X, and nothing to the party holding K.

Non-Interactive Zero-Knowledge Proofs. Zero-Knowledge Proofs (ZKP), first in-
troduced by Goldwasser et al. [GMRS85], are cryptographic constructions that enable one
party (a prover) to exhibit the truth of a statement to another party (a verifier), without
revealing any information other than the validity of that statement. However, since the
statement is public, the secret part of the proof (the witness) can assess the validity of
the statement without being actually revealed itself. In other words, ZKPs allow the
sharing of a proof of holding a specific secret without sharing the actual secret. While
interactive proofs require multiple rounds of interaction, NIZKs, first introduced by Blum
et al. [BFMSS], require only one message from a prover to a verifier, as they make use of a
Common Reference String (CRS) for an initial setup. In PAKESs, this property or secret
could be the long-lived key (e.g., the password) or an honest public key pair. Benhamouda
et al. [BBDQ18] provide an overview of lattice-based hash proof systems and discuss how
to construct 3, 2, and 1-round PAKEs using ASPHs and NIZKs.

Definition 11 (Non-Interactive Zero-Knowledge Proof System [WW14]). A Non-Interactive
Zero-Knowledge Proof System for language L consists of a pair of probabilistic algorithms
(P, V), where the following conditions hold:

e Completeness: Vo € L and polynomial p(.),

PriV(z,CRS,P(x,CRS))=1]>1— )

i.e., an honest prover and verifier should cause the verifier to accept with overwhelming
probability if the statement is true.

e Soundness: Vz ¢ L, any P’, and polynomial p(.),
1
p(lz))

i.e., a malicious provers can only trick an honest verifier that a statement is true
with negligible probability.

Pr|V(z,CRS,P'(z,R)) =1] < 1

e Zero knowledge: Vz € L, there is a probabilistic algorithm M (a simulator) s.t.,
{(z,CRS € {0,1}*1D P(x,CRS))} ~ {M(2),er}

i.e., an efficient simulator should be able to generate the transcript of the protocol
without knowledge regarding the truth of the statement, and the computation
performed by the simulator is indistinguishable from the real algorithm.

Shttps://heimberger.xyz/oprfs.html provides a regularly updated list of PQ friendly OPRFs.
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Figure 4: High level description of key exchange and encapsulation algorithms.

4 Key Exchange and Key Encapsulation

Ever since the seminal publication of the renowned DH key agreement [DH76], many new
directions in modern cryptography have indeed emerged, resulting in a plethora of terms and
definitions concerned with key exchange and its multiple variants (e.g., key establishment,
agreement, transport, or distribution)®. Here, we refer to key agreement schemes with the
understanding that KEX relies on direct (white-box) hardness assumptions. In contrast,
a KEM utilizes black-box assumptions regardless of the underlying hard problem used
in concrete instantiations. For ease of exposition, we first unify the terminology used to
describe the schemes, their components, and their security properties.

4.1 PKE, KEX and KEM Syntax

While a Public-Key Encryption (PKE) system is not (per se) a key agreement protocol, it
may be utilized within a PAKE (e.g., KV-LWE PAKE [KV(9]) and is also found inside
KEMs. KEX and KEM serve the sole purpose of key establishment and consist of three
steps. These are Key Generation, Message Exchange, and Key Derivation [Boy22].

Key Exchange (KEX). Exchanged key material is combined from (ephemeral) public
keys to create a final key. This method is found in DH (Fig. 4a), SIDH (Fig. 4b), and LWE
(Fig. 4¢). Tsogenies and lattices follows a concept similar to DH, where both parties provide
key shares through their public keys, which are (mathematically) combined to obtain the
same final key [HPA21]. However, this relation is not very straightforward on isogenies
due to some extra information required to agree on a common curve [Smil8, HPA21].
Furthermore, (noisy) lattices do not produce identical final keys in non-interactive settings,
as the error terms produce noisy secrets that differ in their lower bits [HPA21]. Thus, they
require a so-called (interactive) reconciliation step through signaling (or hinting), where
Bob tells Alice how to round the noisy secrets [HPA21]. However, reconciliation can be
eliminated in LWE by relying on a rounding technique instead. This can be realized in the
form of a Non-Interactive Key Agreement (NIKE) or an abstract KEM algorithm. NIKE
proceeds similarly to KEX without reconciliation and can thus be viewed as a KEX.

6We refer to the definitions of Boyd [Boy22] for further reading.
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Splittable Public Key of (R)(M)LWE

(pk, sk) + KEM.KGen(1"™)
(A,b) < pk: (A,b=As+e)
p < pk // Extract seed bit string

A <« p // Deterministic expansion
pk < (A, b)

return pk

Figure 5: Splitting the public key of an (R)(M)LWE KEM to obtain the fixed-length seed
p appended (or prepended) to the public key pk [AAAT26].

Key Encapsulation Mechanism (KEM). KEM acts as a key transport scheme, where
the parties do not proceed symmetrically. Regardless of the primitive used, a receiver
encapsulates a session key based on the public key of the initiator into a ciphertext and
then sends it to the initiator, who in turn decapsulates the session key from the ciphertext
using their secret key (Fig. 4d). For instance, lattice-based KEMs utilize PKEs that
allow a KEM to produce identical final keys with a negligible error margin (decryption
failures [HPA21]) without reconciliation [Peil4].

Splittable KEM. Arriaga et al. [ABJS24, ABJ25b], followed by Alnahawi et al. [AAAT26]
introduced the idea of lattice-based KEMs with splittable public keys (splittable KEMT).
Recall the decision LWE problem (Def. 5, Sec. 3). Essentially, the component b is the

LWE public key (also RLWE and MLWE), and A is the public matrix representation of

the lattice. Here (Fig. 5), A is deterministically expanded from a fixed-length random seed

(i.e. a bitstring), which is appended (or prepended) to b to form a complete public key

representation, and an encapsualtor expands this seed to obtain the same A. Although

this concept was applied to reduce the size of the public key, it allowed the idea of splitting

the public key to prove rather useful in PAKE design (cf. Sec. 6).

Lossy (L)PKE. Lossy Public-Key Encryption (LPKE) and its extractable variant
(eLPKE) were introduced by Lyu et al. [LLH24b]. Here, key generation takes as input a
label that binds a key pair to the label, which is used in encryption and decryption to
determine whether a key matches its real label (via a trapdoor function). Both LPKE and
eLPKE can be used to obtain a KEM through applying the FO transform (cf. Sec. 6).

4.2 KEX and KEM Semantics

A PKE simply defines a shared key, a plaintext, and a ciphertext, which is very straightfor-
ward. However, both KEX and KEM define their own semantics to explain the exchanged
messages and the resulting output. In Tab. 2, we illustrate the differences based on the
definitions in the literature, ignoring 3-party settings. While the output is (obviously)
always the final key, the initiator and responder messages are not necessarily semantically
equivalent. Conventionally, DH-like KEX consists of two messages that represent the
respective public keys of the key agreement participants (cf. Fig. 4). For a KEM, we have
the public (encapsulating) key, the (decapsulation) ciphertext, and the encapsulated (or
decapsulated) final key [Boy22]. McQuoid et al. [MRR20] use the terms First Message and
Second Message w.r.t. any key agreement (KA) and generalize both KEX and KEM into

"Not to be confused with Split-KEM as in hybrid key encapsulation [BBFT19].
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one concept regardless of the mechanisms used to establish the final key. We use the terms
public key and ciphertext with the understanding that they imply the generalized terms.

Table 2: Components of KEX and KEM Schemes.

Role (DH-Like or PQC) KEX [Boy22] (PQC) KEM [Boy22] Generalized KA [MRR20] Unified Term
e . . Public Key ot M .
Initiator / Alice / P Public Key Splittable PK [ABJS24] First Message Public Key
Receiver / Bob / P’ Public Key Ciphertext Second Message Ciphertext
Both Final Key / Shared Key KEM Key KA Key Final Key

4.3 Security Properties

Now, we attempt to define the meaning of the (abstract) security properties related to
the previously introduced components. However, we note that the exact definitions and
security guarantees of cryptographic notions differ widely across the non-PAKE literature.
In this work, they serve solely to understand their usage in PAKE designs®. Hence, we
shall consistently refer to a final key with the implication that it could also be a plaintext
message in the context of PKE schemes. We collect the varying notions from recent generic
PAKE proposals in Tab. 3, provide a mapping between them, and unify some where
applicable. For ease of exposition, we only cite the paper that used a notion for the first
time and refer to Sec. 7.1 for a detailed overview in generic PAKEs®.

Table 3: Notions used in KEX, KEM, Splittable KEM and KA. * indicates that the
concrete property depends on the underlying hardness assumption (e.g., LWE), and }
indicates properties applicable only to splittable KEM.

Aspect KEX (Splittable) KEM Generalized KA Unified Notion

IND [SGJK22] ‘ ) IND
OW [ABJS24] KA Security [MRR20] oW

Uniformity [SGJK22]
Fuzinness [BCP123]

Final Key IND

First Pseudo-Randomness [JRX25]

Public Key * ., KA Pseudo-Randomness [MRR20] PKU [AHHR24]
UNI-PK [ABJS%H. , KA Random Message [SGJK22]
SPLIT-PKU [AAA*26]t
Ciphertext * - Pseudo-Random Non-Malleability [JRX25] SPR [Xag22]
Second Pseudo-Randomness [JRX25]
Public Key / Ciphertext A%lgg %i(ili{f;g] ; Strong Random Response [MRR20] (w)ANO [GMP22]
o KA Random Message [SGJK22]
. . . Robustness [MRR20] SROB [GMP22]
. * ~ +
Ciphertext / Final Key A-CFR [AAAT26]f Collision Resistance [JRX25] SCFR [GMP22]
All - - Strong Pseudo-Randomness [JRX25] SPR/SMT [Xag22]

Final Key Security. The Indistinguishability (IND) notion expresses the core security
of the established key. Basically, it indicates the infeasibility for an attacker to distinguish
real (honestly computed) final keys from random ones [Jar22]. The One-Wayness (OW)
property plays a similar role and denotes the irreversibility of a ciphertext, i.e., the
infeasibility of recovering the final key from its corresponding ciphertext [ABJS24].

Public Key Security. Public key Uniformity (PKU), Fuzziness, and First Pseudo-
Randomness (PR) all denote the indistinguishability of real generated public keys from
uniform ones, i.e., honestly generated public keys have an equal probability distribution to

8We refer to [AM22] for more details on the formal definitions of security notions in asymmetric
cryptography and public-key encryption.

9We explicitly acknowledge the immensely valuable insights gained from [JRX25] in writing this section
and refer to [Xu26b] for newly introduced properties not covered in our overview.
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random ones from the same public key space [BCPT23, AHHR24, JRX25]. For splittable
KEMs, similar notions were introduced as Splittable and Pseudo-Uniform Public Keys
(UNI-PK) [ABJS24] and Splittable Public Key Uniformity (SPLIT-PKU) [AAAT26].

Ciphertext Security. Non-malleability (NM) is the infeasibility to construct a meaning-
fully related ciphertext to a known one and its corresponding final key [DDN91, JRX25].
Strong Pseudo Randomness (SPR) denotes the indistinguishability of the pair ciphertext /
final key from a random one, i.e., it is infeasible to distinguish between such pairs knowing
the public key used to compute the real one [Xag22, CDM24]. Smoothness (SMT) means
the ability to provide pseudo-random ciphertexts without using a public key.

Ciphertext / Final Key Relation. Strong Collision Freeness (SCFR) and Collision
Resistance (CR) denote the binding property of a ciphertext / secret key relationship, i.e., a
ciphertext does not decapsulate the same final key under two distinct secret keys. Similarly,
Strong Robustness (ROB) means that a ciphertext does not successfully decapsulate two
valid final keys under two distinct secret keys [GMP22, CDM24]. For splittable KEMs, a
variant called A-Part-Collision-Freeness (A-CFR) was introduced in [AAAT26].

Public Key / Ciphertext Relation. Anonymity (ANO) expresses the privacy of public
keys, i.e., the difficulty of utilizing information from a ciphertext and a final key to reveal
which public key was used to compute them [GMP22, MX23a, CDM24]. Some works refer
to the anonymity of a ciphertext, and not of a public key (e.g., [BCPT23, ABJS24, JRX25])
and it was shown that ANO is implied through SPR [Xag22, MX23a]. Similarly, weak
Anonymity (wANO) and Second Pseudo-Randomness define the same property but without
involving the final key. According to [JRX25], Strong Pseudo-Randomness is a stronger
form of anonymity as a combination of SPR and SMT. For splittable KEMs, a variant
called A-Part-Secrecy (A-SEC) was introduced in [AAAT26].

5 Idealized Models

5.1 Standard Model

The standard model enables proofs to be based solely on complexity (hardness) assumptions.
That is, the attacker’s capabilities are only limited by their computational power, i.e., an
arbitrary polynomial-time machine [CGHO04]. However, idealized models are often used, as
they allow for additional complexity-theoretic hardness assumptions [Bla06].

5.2 Random Oracle Model

A Random Oracle (RO) is an ideal primitive that models a random hash function that
responds to each query (a given fixed-length input value) with a corresponding random
output [BR93]. Additionally, a RO keeps a record of all queries placed and responds with
the same value for a previously queried input. Basically, ROM is present in almost all
PAKES, since its usage is required to model hash and key derivation functions. Almost
all ROM-based PAKEs are analyzed in classical settings (cf. Tab. 1), and only two
constructions provide security proofs in the Quantum ROM (QROM).

Definition 12 (Random Oracle). RO is a function f that maps elements over the function
space {0,1}* — {0,1}P°w1%)  where:

if f(x) # L return f(z) else return y «$ {0, 1}7°v1")
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QROM. Boneh et al. [BDFT11] proposed the QROM and addressed issues of the classical
ROM in the presence of adversaries with quantum capabilities, who can evaluate hash
functions in superposition [BCMR19].

Definition 13 (Quantum(-Accessible) Random Oracle [BDF*11]). Evaluating a RO
in superposition by submitting a quantum state s.t. |¢) = > ay|z) to an oracle O an
receiving the evaluated state Y a,|O(z)) is called a quantum-accessible random oracle.

Many ROM techniques were not directly applicable in the QROM according to the
fundamental concepts of quantum information; such as adaptive programmability, ex-
tractability, and rewinding [BDF*11, BCMR19]. Thus, it was not clear whether the
classical proof techniques in ROM [BDF*11, BCMR19] also hold in QROM. Nevertheless,
recent work clarified that many ROM constructions can also be shown to be secure in
QROM [Zhal9, YZ21, DFMS22, HM24].

In the context of formal analysis of PAKE, the most important QROM proof techniques
relate to collision bounds on search queries and extracting inputs to hash functions [LLH24b,
HHKR25]. For instance, and considering the no-cloning principle, it was not possible
to keep record of query transcripts (also called the recording barrier), which renders
searching for a certain query input to a RO infeasible [DFMS22]. However, Compressed
Oracles (CO) [Zhal9] overcame the recording barrier by allowing efficient on-the-fly
simulation of random oracles, similar to classical simulations [Zhal9]. This technique
was shown to enable proofs for applications involving pre-image search and collision
finding [Zhal9]. The Eztractable CO (eCO) [DFMS22] takes this idea a step further by
giving a form of observable QROM, where one can check for queries that satisfy some
function [HHKR25]. Hence, the eCO allows the extraction of RO based commitments
and simulating routines involving RO queries (e.g., decapsulation in an FO-KEM or hash
functions in PAKEs [DFMS22, HM24, HHKR25]).

5.3 Ideal Cipher Model

An Ideal Cipher (IC) models block ciphers as idealized objects similar to hash functions in
the ROM with some exceptions [Bla06]. Its main advantage is defining the behavior of a
cipher, where each encryption maps to an independently random permutation that belongs
to the same set of possible input values. An IC provides oracle access for forward queries
on encryption, and for backward queries on decryption as well, all of which are recorded.
That being said, IC in PAKEs is mostly found in the design class C1 (cf. Tab. 1), most of
which also address the absence of a Quantum IC model.

Definition 14 (Ideal Cipher). IC is an invertible permutation function C : {0,1}* x
{0,1}™ — {0,1}", where each key k € {0,1}" defines a unique and independent random
permutation C, = C(k,.) on {0,1}"™.

QIC. Many works in the literature [AR17, HY18, CMSZ19, SS19, Unr21, Ros21, ABPS24,
Unr23, MMW25, ACMT25, CHL™25] address the notion of the Quantum IC model
(QICM), yet do not show how to fully obtain the capabilities of a classical IC. The
work of Unruh [Unr23] builds on the idea of COs and takes a step forward in modeling
keyed invertible permutations (i.e., IC) in quantum settings by introducing the Compressed
Permutation Oracle (CPO). However, and despite the novelty of the proposed approach, it
is not yet formally proven that a CPO is indistinguishable from a truly random permuta-
tion [Unr23]. A recent breakthrough in realizing QIC is the Permutation Superposition
Oracle (PSO) introduced by Majenz et al. [MMW25]. The PSO can be considered similar
to Zhandry’s CO, but additionally allowing to (approximately) determine queried inputs
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Figure 6: The 2-Round Feistel (2F), where @ is an XOR operation on bit strings, ® is a
group operation in G, and (.)~! computes the inverse of a group element [ABJ25a].

to permutation based on the output [MMW25]. Nevertheless, these works aid only in
bounding collisions on search queries, yet do not enable programming and extraction.

Definition 15 (Quantum(-Accessible) Random Permutation [MMW25]). For a group
of elements [N] = {1,2,..., N}, the permutation (bijection) group on N elements Sy, a
permutation 7 € Sy, and the corresponding unitary permutation operator U™|z,y) =
|z, y@m(x)) : Yo,y € [N] for the quantum space CY @ CV, a Quantum-Accessible Random
Permutation consists of query access to U™ and to U ™™, for a permutation m € Sy chosen
uniformly at random.

5.4 Programmable-Once Public Function

MecQuoid et al. [MRR20] introduced an adaptation of an Oblivious Programmable Pseudo-
Random Function (OPPRF) [KMP*17] called the Programmable-Once Public Function
(POPF). An initiator can generate a value based on a keyed function and make the evalua-
tion of the function public for any input in a non-interactive manner. Unlike IC, which
is defined over invertible and equal input/output domains, POPF defines the forward
direction to be randomized on (possibly) larger output domains than the input (as in
RO-modeled hash functions). This means that a simulator can program outputs for any
(RO) query in the forward direction and make use of these queries again in the reverse
direction. Hence, POPF serves as an alternative to an IC on keyed (mostly random)
permutations relying on hash functions [ABJ25a].

McQuoid et al. [MRR20] showed that a 2-Fesitel (2F) construction realizes POPF in the
ROM. Here, 2F has two wires (Fig. 6). The first holds uniform randomness, and the
second holds a group element. The randomness is used to obtain a fresh group element
using a hash function (H2G), which is then combined with the element on the second wire
to compute a new (shifted) element. Hashing the new element together with a key and
combining the output with the randomness again results in a keyed permutation of the
original element. Therefore, 2F realizes POPF in the ROM.

Definition 16 (Programmable-Once Public Function [ABJ25a]). For a keyed function
family F, : X — Y a Programmable-Once Public Function (POPF) is a pair of efficient
algorithms Program and Eval s.t.:

e Program is a randomized algorithm s.t. ¢ <8 Program(x,y) fixes a POPF isntance
F,, a random function constrained by F,(z) = y.

e Eval is a deterministic algorithm that evaluates the POPF instance on arbitrary
inputs, i.e., Eval(p,z) = F,(z).
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Figure 7: The modified 2-Round Fiestel (m2F), where ® is a group operation in G, and
()71 is an inverse in G [SGJK22, ABJS24].

Definition 17 (2-Round Feistel Network [ABJ25al). A 2-Feistel (2F) is constructed from:
1. A hash function H; whose output space is an algebraic group G, 2. a hash function H,
whose output space is a set N of fixed-length bit strings used in sampling the randomness
r, 3. and two efficiently computable functions 2F; : N X G — N x G and its inverses 2F,;1.

Januzelli et al. [JRX25] identified some flaws in the original construction, mainly w.r.t.
malleability, and reformulated POPF in a UC PAKE, which was again reformulated by
Arriaga et al. [ABJ25a] in UC as well (cf. Sec. 6 and Sec. 10).

5.5 Half Ideal Cipher

Dos Santos et al. [SGJK22] also argued that POPF is susceptible to malleability (actually
before [JRX25] and [ABJ25a]) and therefore introduced a relaxation of the IC model called
Half Ideal Cipher (HIC), which is realized using a modified 2-Feistel construction (m2F)
(Fig. 7). Compared to 2F, the left wire in m2F combines the hashed output of the right
wire with the randomness using a block cipher. Hence, m2F extends the IC domain to bit
strings using both a block cipher and a pair of hash functions. This also inspired the work
of Arriaga et al. [ABJS24], where a compact m2F is used on uniform bit strings.

Definition 18 (Modified 2-Round Feistel Construction [ABJS24]). A modified 2-round
Feistel (m2f) is constructed from: 1. A block cipher denoted by the tuple (IC.Enc,|C.Dec),
with key space K and input/output space N, 2. a hash function H; with output space G,
3. a hash function Hs, with output space K, 4. and two efficiently computable functions
m2F; : N x G — N x G and its inverse m2F, ' (cf. Sec. 6.3 Fig.7).

5.6 Common Reference String

The Common Reference String (CRS) was introduced by Blum et al. [BFMS8S] to realize
NIZKs by providing a shared string accessible to and trusted by all protocol parties.
Usually, a CRS is drawn from a pre-defined uniform distribution that does not reveal
any information about the way the string is generated. A Structured Reference String
(SRS) is a variant of a CRS where the string is structured, which is mainly used in NIZK
design. In the context of PAKEs, a pre-shared public key of the protocol initiator is used
as a CRS in a trusted setup (with a prior registration phase). Most CRS PQC PAKEs
imply security in the standard model and make use of SPHFs and ASPHs or NIZKs such
as [KV09, ZY17, BBDQ18, AAK19], and belong to the design class C3.
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5.7 RO or CRS

In 2008, Groth and Ostrovsky [GO14] introduced the Multi-String (Multi-CRS) model
to mitigate the risks of having only one trusted authority generating a random string.
Following this work, other methods and ideas were developed to distribute trust between
multiple set-ups, as discussed in [XZZ24]. The CRS-or-RO-Setup (CoR) was unified in 2014
by Katz et al. [KKZZ14], who showed the impossibility of obtaining a secure construction
from a straightforward setup combining one CRS and one RO [XZZ24]. While this result
also holds for PAKESs, Xiao et al. [XZZ24] showed how to maximize the utility of such a
setup by extending the model to a so called Fine Grained CoR-Setup, where either the
CRS or the RO may fail, yet it remains possible to build a secure PAKE. Still, this type of
setup has no representatives in the PQC realm.

6 PQC PAKEs

We categorize the collected PAKEs according to their underlying PQC assumptions, and
whether balanced or augmented within their respective design classes (cf. Tab. 1).

6.1 Lattice PAKESs
C2: PAK-Style with (R)LWE and Variants in the ROM

Ding et al. [DAL"17] proposed the first RLWE PAKE based on Ding’s RLWE KEX
and reconciliation mechanism [DXL12]. The PAKE is inspired by MacKenzie’s classical
PAK and PPK [Mac02] and follows a similar security analysis. The variant following
PAK is a 3-pass (i.e., 3 messages) and provides explicit MA. The other variant following
PPK is a 2-flow and provides implicit MA. The authors also introduced the Pairing
with Errors (PWE) and the decisional (D)PWE problems relying mainly on the H2G
method for public key authentication, which can be reduced to the RLWE problem. In
other words, the hash value of the password is added to the public key, which results
in shifting (masking) the RLWE sample to a new one within the same lattice. The
RLWE-PAK design witnessed numerous adaptations and modifications in follow-up works
in the literature [GDL ™18, JZ17, GDLL17, JGH 20, RGW23, BSIA23, SA23, YZYW25].

e Observation 1: Ding’s RLWE KEX strongly resembles the classic DH, which enables
a high level of flexibility in its usage in almost any PAKE design.

e Observation 2: Ding’s RLWE KEX requires signaling for key reconciliation, which is
a critical attack surface (e.g., offline dictionary and impersonation attacks, and key
re-use attacks), if the signal is sent in plaintext [DCQ22, CL24].

e Observation 3: The modified public key message distribution is directly dependent of
the used password in RLWE-PAK (RLWE-PPK) and adaptations [TSJL21], which
may lead to successful offline guessing attacks.

C3 Adaptations

RLWE-PAK (also RLWE-PPK) was also adapted to the 3-party setting (i.e., client-server-
client) in [XHCC17, CAK18], and to augmented 3-party in [LZJY19, GSG'23, YSG25] with
prior registration. Another adaptation is to the anonymous-augmented setting, focusing
on user registration, login, and password updates with key reuse [FHZ"19, DBK21, IB21,
RSM*23, CKS23, KGKD23, DJRD23, DRD*23, DKBY24, SM25, JD25].

e Observation 4: Many of the augmented RLWE PAKEs are vulnerable to signal-
leakage, key-reuse, and pre-computation attacks [DCQ22, CKS23, DRD 23, CL24].
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Figure 8: The RLWE-PAK protocol [Din17] with the key reconciliation trough signaling
using the functions Cha and Mods as originally defined in [DXL12].

e Observation 5: Using reconciliation without signaling mitigates the risk of signal-
leakage attacks but may induce decryption failures [LZJY19, GSGT23].

e Observation 6: RLWE-PAK and adaptations do not provide proofs in the QROM,
although all of these PAKESs rely mainly on a RO-modeled H2G function.

Technical Description. The 3-pass RLWE-PAK protocol (Fig. 8) resembles the original
DH-based PAK protocol [Mac02]. The client initiates the protocol by randomly sampling
sc,ec (RLWE secret and error terms) and computing « (the RLWE public key), v (the
hashed password), m = « + « (the shifted RLWE sample i.e., public key), and finally
sending < C,m > to the server. The server verifies if m € Ry, aborting if the check fails.
Then it similarly samples sg, 5, computes p and recovers & = m~+~'. In the following steps,
the server computes kg (DH-like key agreement) to finally compute w = Cha(kg) € {0,1}"
and 0 = Modsy(ks,w). The server sends p, w and k to the client, who in turn checks if
i € Ry, aborting if the check fails. Otherwise, the client computes k- and o. Both client
and server check if the pre-keys match using two hash functions. Finally, they can derive
the session key sk¢ = skg = Hy(C, S, m, p,0,7v").

C3: KOY-GL-Style with (A)SPHFs and NIZKs (mostly with CRS)

The PAKE by Katz and Vaikuntanathan [KV09] is most likely the first PQC PAKE built
from an LWE PKE. The authors showed how a modification of the Gennaro-Lindell (GL)
framework [GLO03] is used to construct a PAKE from an IND-CCA encryption scheme and
an associated ASPH. The protocol consists of three messages and relies on a CRS for a
trusted setup using an LWE public key combined with an ASPH. The protocol parties
exchange CCA secure ciphertexts, from which they attempt to compute ASPH values and
execute a reconciliation to derive a final key. The reconciliation first extracts a bit from
the noisy ASPH value and then applies an Error-Correcting Code (ECC) to finish the
reconciliation. This PAKE inspired several CRS adaptations using different variations of
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Figure 9: The Katz and Vaikuntanathan KV-LWE-PAKE protocol [KV09]

LWE crypto-systems, (A)SPHFs [ZY17, AAK19, LW18, LW22, YGST20, LWM22, CQY24]
and in augmented and 3-party settings [TLZ121, LWM?22, XG22, SGD23].

e Observation 1: Most KOY-GL-style PAKEs provide security proofs in the CRS
model, and do not require additional idealized assumptions.

e Observation 2: Additional supporting cryptographic building blocks (e.g., SPHFs
and ASPHs) infer more design complexity and practical inefficiency.

e Observation 3: PQC primitives are used in their PKE form and the resulting PAKE
is tightly coupled to the PKE routines and its IND-CPA or IND-CCA security.

Technical Description. The 3-pass KV-LWE-PAKE (Fig. 9) employs an SPHF similar
to the KOY-PAKE [KOYO01]. First, the client runs a key generation algorithm to generate
the verification key and secret (signing) key pair (VK, SK). They proceed by setting a
label and encrypting the password w to obtain the ciphertext C' := Enc,(label, w;r).
After receiving the message (Client|VK|C), the server computes its own encryption of the
password to obtain the ciphertext C’. It continues by choosing a random hash key and
computing the projection s’ := «(k’, label, C'), sending both C” and s’ to the client. Upon
receiving the server’s ciphertext and projection, the client chooses it’s own random hash
key to compute the projection s := «(k,label’,C’). At this point, the client computes a
temporary session key tk := Hy(label’, C’, w) & Hy (label, C,w) and a random session key
sk. Using ECC : {0,1}! — {0,1}", an error-correcting code that corrects 2e-fraction of
errors, the client computes ¢ := ECC(sk) to finally set A := tk@®c and signs o, sending s, A
and o to the server. To finalize the exchange, the server verifies o and similarly computes
a temporary session key tk’ and the following final session key sk := ECCfl(tk’ @ A).



26 SoK: PQC PAKEs

6.2 Isogeny PAKEs
C1l: EKE-Style

Terada and Yoneyama [TY19] proposed the only EKE-style PAKE based on (C)SIDH.
The authors refer to their constructions as SIDH-EKE and CSIDH-EKE respectively.

C2: PAK-Style
Taraskin et al. [TSJL21] proposed a PAK-similar PAKE based on SIDH and group actions.

e Observation 1: Isogeny EKE and isogeny PAK follow the blueprint of their classical
predecessors. Therefore, we refer the reader to Fig. 11 and Fig. 8, respectively, for
equally applicable high level diagram illustrations.

e Observation 2: Evidently, SIDH and SIKE based PAKEs are not secure due to the
irreparable break of SIDH and SIKE.

e Observation 3: Isogeny EKE is vulnerable to possible MitM and offline dictionary
attacks, due to the distinguishability of valid isogeny public keys from invalid ones
upon decrypting them with a wrong password [AJK™20].

e Observation 4: The modified public key message distribution depends on the pass-
word [TSJL21], which may lead to successful offline guessing attacks.

C3: SPEKE-Style

Abdalla et al. [AEK™22a] build on the idea of H2G from the classical SPEKE proto-
col [Jab96], however, with a CRS. The authors proposed two constructions, the 1-round
(2-pass) X-GA-PAKE and the 3-pass Com-GA-PAKE. Both protocols are based on re-
stricted effective group actions with the ability to compute the so-called quadratic twist,
which implies the same hardness assumptions as in CSIDH. The CRS is used to fix two
set elements and use the password to map a tuple of elements. The protocols can also be
modified to construct other variants, e.g., by increasing the number of public parameters in
the CRS or by using quadratic twists in the setup phase. Peng et al. [PPY™24] proposed
R-GA-PAKE, an improvement to X-GA-PAKE using the shuffle algorithm to reduce the

number of group actions required in an execution.

Technical Description. The DH-based SPEKE protocol [HS14] hashes the password
into a group generator using a function f. The GA-PAKE (Fig. 10) resembles this
construction in the group action setting by mapping the password to an /-tuple of elements
in X, instead of one element. It uses a CRS with two elements (x¢,71) € X? as a
trusted setup and a password pw := (b, ...,bs) € {0,1}* that is assigned to the tuple
(2p1, ..., mp0) € XE. Afterwards, a DH key agreement is done using the basis x; for each
1 € [¢]. Both user and server generate random group elements and compute a set of new
elements using the DH basis, which they can exchange simultaneously. Then both compute
new elements using the exchanged sets to hash into a final session key, along with previously
generated values, the password, and their IDs. We note that this version of the protocol is
not secure, but serves as an illustration only. The secure protocol X-GA-PAKE doubles
the message length in the first round and triples it in the key derivation, relying on a new
assumption called SqInv-StCDH, where an adversary has to compute the square and the
inverse of its input at the same time. The Com-GA-PAKE adds a commitment from the
server before the first message, and security is reduced to standard isogeny assumptions.



Nouri Alnahawi, David Haas, Erik Mauf}, Alexander Wiesmaier 27

User U Server S
CRS = (z9,71) € X?
pw = (by,...,be) € {0,1}

(ul,.,.,uz)igé (51,...754)<§g2

for i € [(] for i € [{]
U

¥ =y m e BN X7 = 5 % Ty
25

for i € [{] for i € [{]

Zi = m*xf Zi = 51*115

K:=HUS,zY,... .27 x?

PRI

s
X, PW, 2, 2)

Figure 10: The GA-PAKE protocol with x denoting a commutative group
action [AEK™T22b].

6.3 Generic PAKEs

A recent publication by Januzelli, Roy and Xu [JRX25] called “under What Conditions Is
Encrypted Key Exchange Actually Secure?” extensively analyzed the security of many of
the following (O)EKE-style PAKEs, which we highly recommend for further reading.

C1l: EKE-Style with IC

Beguinet et al. [BCP*23] proposed the first construction to generically transform a black-
box KEM into a PAKE, i.e., relying on KEM properties rather than on PQC hardness
assumptions. Inspired by EKE and OEKE [BM92], the authors proposed the CAKE and
OCAKE protocols in the ROM and IC model. While CAKE encrypts both the public key
and the ciphertext, the ciphertext is authenticated with a key confirmation tag in OCAKE,
and hence “O” as in “one encryption”. Following Beguinet et al., Pan and Zeng [PZ23] and
Alnahawi et al. [AHHR24] presented further security analysis for CAKE and OCAKE with
tighter bounds, respectively, and identified flaws w.r.t. multi-user security notions and
the anonymity of the underlying KEM. Hévelmanns et al. revisited the formal analysis of
OCAKE in [HHKR25] and extended the proof to a quantum setting with concrete bounds
in the QROM. The authors also provide a construction for a (theoretical) simulator, which
could be used to program a QIC in a proof should a QIC be realized in the future. Januzelli
et al. [JRX25] identified two flaws in the (O)CAKE analysis of [BCPT23]. The first is a
subtle miscalculation in a proof step reduction. However, the second is more complex and
indicates an overlooked property needed to meet the proposed security (cf. Sec.10).

e Observation 1: KEM-based PAKEs, especially (O)EKE-style, appear to be of greater
interest, as they enable instantiations with any KEMs, including (standardized) NIST
PQC KEMs, that satisfy certain properties utilizing black-box reductions. However,
some subtle details were overlooked in initial proposals [JRX25].

e Observation 2: KEM black-box reductions are very useful, but need to be programmed
carefully to achieve sound simulation-based proofs [JRX25, HHKR25]. However,
aspects related to the inner workings of PQC KEMs (e.g., FO and explicit vs. implicit
rejection) are not, or cannot be captured in black-box PAKE constructions, and may
lead to unavoidable impossibilities [HHKR25].

e Observation 3: (O)CAKE is yet to be shown fully quantum-safe due to the lack of
the QIC model. Considering the difficulty of (re)programming in the QROM, it is
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Alice Bob
A, pw ssid B, pw
(pk, sk) + KEM.KeyGen(1F)

Epk < E; (ssid|[pw, pk) APk, pk < D; (ssid||pw, Epk)
(¢, K) + KEM.Encaps(pk)

¢ + Dy(ssid||pw, Ec) LEe Ec + Es(ssid||pw, )

K’ + KEM.Decaps(sk, ')

SK « H(ssid, A, B,Epk, Ec, K') SK « H(ssid, A, B,Epk, Ec, K')

Figure 11: The CAKE protocol [BCP*23].

unclear if a formal analysis in UC can be achieved [MX23b, LLH24a]. However, the
recording barrier in the QROM was shown to be adequately manageable with tight
results, at least in the BPR model [HHKR25].

Technical Description. CAKE relies on two pairs of ICs, denoted by (Eq, D1) and
(F2, D), which maintain the original DH-EKE design [BPR00]. Both parties share
knowledge of the password pw. Alice starts by generating a key-pair (pk, sk) and encrypts
the public key using the ideal cipher Epk «+ E;(ssid||pw, pk). After receiving Epk, Bob
can decrypt Alice’s message to obtain her public key, plugging it into the encapsulation
function to receive (¢, K). Bob uses FE5 to encrypt the ciphertext, sending it back to
Alice. After decrypting the message E. to receive ¢/, Alice decapsulates it to get K’ <
KEM.Decaps(sk, ¢’). If Alice and Bob use matching passwords, the pre-keys match too,
i.e., K = K’, and both parties obtain a matching session key SK via hashing.

C1: EKE-Style with HIC

Dos Santos et al. [SGJ23] proposed a similar generic PAKE in ROM, however, utilizing
HIC with m2F, as opposed to the IC used in CAKE. Their HIC-EKE (also HIC-KEM)
also relies on abstract KEM security properties, but mainly addresses the lack of QIC and
issues with the unconditional uniformity of KEM public keys. Building on the idea of
HIC of Dos Santos et al. [SGJ23], Arriaga et al. [ABJS24] proposed the Compact Half-
Ideal Cipher (CHIC) protocol. The authors utilize said m2F construction in a white-box
manner and use the matrix expansion seed from the public key as randomness. Their main
contribution is a compact m2F and bandwidth-minimal KEM-to-PAKE compiler, where
they also establish security requirements for generic KEM PAKEs. Further, Arriaga et
al. [AMO™26] combined the m2F-based HIC with the classical Password Authenticated
Public Key Encryption (PAPKE) protocol presenting PAPKE-HIC. This extension follows
a similar design and security rationale as CHIC, however requiring additional KEM
properties for secure instantiations from PQC PKEs and KEMs.

e Observation 4: KEMs with structured public keys (e.g., ML-KEM) do not satisfy
statistical public key uniformity, and are thus vulnerable to detecting invalid keys
upon decrypting with a wrong password [SGJ23, ABJS24, AAAT26, ABJ25a).

e Observation 5: Reductions from IND-CPA might not be sufficient for tight security
proofs in generic PAKE constructions [ABJS24, ABJ25a].

e Observation 6: The IC can be applied to PQC when instantiated with domain
extenders or for uniform bitstrings over domains with suitable size [SGJ23, ABJS24].
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C1l: EKE-Style without IC

Although McQuoid et al. [MRR20] did not provide a concrete PQC instantiation, they
introduced a generalization of EKE using POPF instantiated as 2F called sSPAKE. sPAKE
does not rely on an IC and can also accommodate PQC KEMs with certain properties.
To encrypt a public key, a password-derived key is used to hash the public key into an
algebraic group, and thus shifting its value within the the same group. Since 2F can also
be queried in the reverse direction, it enables programming in simulation-based proofs.
Januzelli et al. [JRX25] fixed a MitM vulnerability in the said POPF and provided a
comprehensive analysis on the UC security of EKE-style PAKESs, especially with respect
to the security properties required from the underlying KEM and the flaws in previous
proofs. Based also on 2F, Arriaga et al. [ABJ25a] introduced NoIC-PAKE and addressed
issues regarding modular vs. monolithic proof techniques and provided a detailed analysis
for POPF-based UC PAKE. The authors specified KEM security properties similar to
their previous CHIC construction but did not instantiate the PAKE with a concrete KEM.
Nevertheless, Vos et al. [VJWT25b] showed how a variant of NoIC called OQUAKE can be
instantiated using ML-KEM, where the 2F is applied to an obfuscated public key instead
of a group element. Thus, the undefined NolC group operation is implemented as an XOR
of a uniform bitstring with a password derived randomness of the same length.

e Observation 7: Many proposals avoid the IC model. It is believed that lifting proofs
to the QROM is easier than to the QIC. Also, it is still not known how to directly
instantiate an IC over larger domains, which is the case for PQC keys and ciphertexts.

e Observation 8: Although abstract KEM security properties are well studied, many
details were initially overlooked in PAKE formal analysis [JRX25], some of which
may render a PAKE partially or entirely insecure.

e Observation 9: In addition to key security (IND or OW), (O)CAKE requires KEMs
with public key uniformity and public key/ciphertext anonymity (cf. Sec. 7.1).

e Observation 10: Collision resistance for OCAKE, and (strong) pseudo-randomness
of ciphertexts for both variants were overlooked in almost all proposals [JRX25].
However, it is argued that including the password along with the PAKE transcript in
a final KDF removes the need for collision resistance [ABJ25a, VJW125b, Xu26b].

e Observation 11: According to Xu [Xu26b]'?, excluding certain values from the RO
input in the second protocol message yields sixteen variants of NolC, each of which
requires certain KEM properties to obtain sound UC proofs (cf. [Xu26b, Tab. 3-4]).
The key takeaway is that variants not hashing everything at the end require specific
KEM properties w.r.t. its components and the relation between them.

e Observation 12: Some works start from KEMs while others from KAs, which makes
a direct comparison of the same design rather difficult (cf. Sec. 4).

e Observation 13: Programmability can be achieved without an IC but needs careful
handling to prevent guessing attacks on malleable messages [ABJ25a, JRX25].

C1: Semi-Generic EKE-Style without IC

Inspired by the idea of splittable KEMs, Alnahawi et al. [AAAT26] proposed a new
approach to construct a secure PAKE without IC called NICE-PAKE. This PAKE relies
on a RO-modeled hash function used to extend the password to the same length as the

10Xu [Xu26b] extensively analyzed the required KEM properties for the OEKE-2F construction (aka
NoIC [ABJ25a]) focusing and the RO-modeled tag in the second protocol message.
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uniform string part of the public key (the seed used to sample a lattice basis) in LWE,
RLWE, and MLWE KEMSs. The authors also use similar KEM properties and introduce
new notions for LWE KEMs with splittable public keys. Building on the same idea, but
using it the other way around, Arriaga et al. [ABJ25b] address issues related to timing
attacks on the seed expansion routine in lattice KEMs (e.g., ML-KEM rejection sampling
used in the matrix expansion). The authors present a solution to prevent such attacks
and call it the ML-KEM-to-PAKE compiler, which is a modification of their previously
discussed NoIC-PAKE protocol. The protocol dubbed TEMPO splits the public key as in
NICE-PAKE, but instead of hiding the seed, it encrypts the b-part using 2F and sends the
seed in the clear. We note that Arriaga et al. [ABJ25b] also presented two constant-time
algorithms to protect seed expansion, but they are not directly related to PAKE design.

e Observation 14: Additional assumptions from primitives (e.g., LWE) can be ac-
quired, but may require parameter changes to remedy decreased security or complete
breaks [AAAT26], which may lead to additional computational costs.

e Observation 15: Exploring non-standard usage of KEMs with abstract properties
may enable new PAKE designs with reasonable trade-offs [AAAT26, ABJ25b].

e Observation 16: Splittable KEMs from lattices are becoming of interest in generic
PAKE design, and seem to offer more flexibility and also avert multiple side effects
that accompany PQC KEM usage.

e Observation 17: Timing attacks (i.e., implementation security) is often overlooked in
new PAKE constructions [ABJ25b].

C3: Semi-Generic with CRS (No Specific Style)

Lyu et al. [LLH24b] proposed the first UC PAKEs in the QROM, with three passes and MA
in the CRS model. Their PAKEs use one CCA PKE and one CCA KEM simultaneously,
where the former is used to provide a static public key modeled as a CRS. Lossy Public
Key Encryption (LPKE) is utilized to enable password extraction based on the label in
the ROM. For the QROM construction, the extractable LPKE (eLPKE) variant is used,
with additional hash functions as PRFs. The protocol flow is similar to CAKE, where the
first message is a public key and the second is a ciphertext. However, the public key is
never encrypted. Instead, a password-derived label is used to extract password guesses.
Also, the second message contains two ciphertexts, one of which is computed using the
static public key. In both variants, a standard explicitly rejecting KEM FO is used to
lift the PKE security from IND-CPA to IND-CCA in a white-box manner. Remarkably,
the authors avoid online QROM extraction for adversarial password guesses from hash
functions by explicitly using the bare password as a public key label in the QROM variant.
Thus, the UC simulator can still extract such guesses and proceed accordingly.

e Observation 18: QROM collision query bounds can be obtained from the Oneway-to-
Hiding (O2H) lemma for RO-modeled elements [LLH24b, HHKR25].

e Observation 19: Online QROM extraction is also possible to a certain extent, where
a simulator is able to determine the input randomness to a RO query. [LLH24b)].

e Observation 20: UC simulation in the QROM is doable if the simulator can extract
password guesses consistently [LLH24b].

6.4 PAKE Combiners and Compilers

Usually, a PAKE is a standalone protocol that provides complete functionality (depending
on the use case). However, it can also be composed into more complex constructions such
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as a hybrid PAKE or a (strong) asymmetric PAKE. We only introduce recent progress on
such constructions obtained from PQC PAKESs, and we refer to the respective work for
further reading, as these specific types of PAKEs are out of the scope of our paper.

6.4.1 Hybrid PAKE Combiners

Hybrid schemes utilize two (or more) functionally equivalent schemes to provide security
guarantees that hold as long as at least one of the schemes used remains secure [ABK27].
In light of the increasing interest in hybrids, this concept has recently begun to appear
in PAKEs as well. Hesse and Rosenberg [HR25] and Lyu and Liu [LL25] (almost simul-
taneously) proposed two black-box methods to realize hybrid PAKEs in UC. These are
generic recipes based on parallel and sequential (or serial) combiners, where two PAKESs
with certain properties are executed in parallel or one after the other.

Vos et al. [VJWT25b] provided a concrete instantiation in UC building on a variant of
the sequential combiner in [HR25]. The resulting protocol (also appeared as an IETF
draft in [VJW25a]), CPacecOQUAKE is a hybrid PAKE obtained from the classical CPace
protocol, and the previously mentioned NoIC-PAKE instantiation, OQUAKE. Giinther
et al. [GRSV25] suggested a different hybrid instantiation method relying on Obfuscated
KEMs [GSV24] (OKEM) to realize hybrid IND-CCA security and unconditional public
key obfuscation for LWE-based OKEMs, which they utilized to construct a hybrid PAKE
secure against adaptive corruption in UC based on CAKE.

6.4.2 aPAKE Compilers (Symmetric to Asymmetric Transformation)

Basically, an aPAKE compiler provides a (generic) recipe to obtain a secure asymmetric
PAKE from another secure symmetric PAKE, in order to protect against server compromise
attacks. This is done through composition, where the symmetric PAKE is augmented
with some additional steps (usually a registration phase and defining behavior for stolen
passwords), and hence it is usually analyzed in UC.

The compiler of Gentry et al. [GMROG] is the first one instantiated from quantum-safe
primitives (lattices) and signatures. Nearly a decade later, McQuoid and Xu [MX23b] pro-
posed a UC aPAKE compiler based on isogeny group action. Recently, Lyu et al. [LLH24a]
also proposed a generic compiler based on KEMs and Authenticated Encryption (AE)
and compared their construction to the aforementioned ones. The authors of the hy-
brid CPaceOQUAKE [VJWT25b] also showed how to obtain the first hybrid aPAKE
instantiation using a variant of the black-box compiler in [LLH24a] relying on a relaxed
lazy-extraction PAKE. The resulting aPAKE is called CPaceOQUAKE+, and also ap-
peared in the aforementioned IETF draft in [VJW25a]. We refer to [Gu24, VJWT25b] for
a more detailed overview of existing aPAKE compilers and their respective methods.

7 Security and Performance

7.1 Security Overview

The emphasis on abstract notions is found in generic designs, due to the impossibility of
involving white-box hardness assumptions in black-box reductions (cf. Sec. 10). Hence,
PAKESs built from abstract notions can be viewed as a secure template, which can be
instantiated using any KEM that fulfills the utilized properties (cf. Sec. 10). Since IND-
CCA implies IND-CPA, which in turn also implies OW; and all NIST PQC KEMs realize
IND-CCA, recent works focus more on additional notions.
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Table 4: Security Properties of KEM-Based Generic PQC PAKEs.

Protocol K PK PK/C C C/K
sPAKE [MRR20] IND-CPA PKU wANO-(?) ; SROB-(?)
(O)CAKE [BCP+23] IND-CPA PKU ANO-CPA . g
HIC-EKE (HIC-KEM) [SGJ23] IND-CPA PKU ANO-CCA - -
Pan and Zeng (CAKE) [PZ23] IND-CPA PKU ANO-PCA - -
Alnahawi et al. (OCAKE) [AHHR24] IND-CPA PKU ANO-PCA - -
Januzelli et al. (EKE/CAKE) [JRX25]  IND-(CCA) PKU ANO-(CCA) SPR-1CCA ool COR
Januzelli et al. (OEKE/OCAKE) [JRX25] IND-(CCA) PKU wANO-(CCA) SPR-1CCA SCFR-CPA
CHIC [ABJS24] OW-CPA PKU ANO-PCA - -
NICE-PAKE [AAA*26] pcca pry ANO-COA - A-CFR-CCA
A-SEC-CCA

NoIC-PAKE [ABJ25a] OW-CPA PKU ANO-PCA - -
Hovelmanns et al. (CAKE) [HHKR25] IND-CPA PKU ANO-PCA - -
Hévelmanns et al. (OCAKE) [HHKR25] IND-CPA PKU ANO-PCA - -
OQUAKE [VJW25D] OW-CPA PKU ANO-PCA - -
TEMPO [ABJ25b] OW-CPA PKU ANO-PCA - -

Fop SROB-CCA
PAPKE-HIC [AMO*26] IND-CCA PKU ANO-CCA DROB-CCA
OEKE-2F (Hash Everything} [Xu26b] OW-1PCA PKU ANO-1PCA - -

! Refer to [Xu26b] for the properties required in the other variants.

Tab. 4 offers an overview of the properties found in KEM-based PAKEs and uses the
unified notations established in Sec. 4. Values in parentheses indicate properties that
we were unable to completely identify in the work in which they appear. Clearly, all
constructions require public key uniformity. However, CHIC and NolIC opt for OW-CPA
for key security and ANO-PCA for anonymity, the latter of which is also used in the
CAKE and OCAKE versions of Pan and Zeng, and Alnahawi et al., respectively. For
POPF-EKE, we were unable to identify whether ANO-CPA or ANO-CCA is implied, and
hence the question mark. Januzelli suggested additional requirements especially regarding
the ciphertext and the final key / ciphertext relationship. Although the authors did not
explicitly mention IND-CCA or ANO-CCA, they argued that SPR-CCA and SMT-CCA
are required, which automatically implies ANO-CCA and IND-CCA. NICE-PAKE and
TEMPO adopt PKU in its splittable form, but NICE-PAKE additionally derives proper-
ties specific to splittable KEMs w.r.t. anonymity (A-SEC) and Collision-Freeness (A-CFR).

Tab. 5 and Tab. 6 present an overview of the basic security properties of all surveyed
PAKEs. These are number of flows, final key security (IND-), and forward secrecy (FS).
Final key security is denoted by OW-CPA, IND-CPA, or IND-CCA, depending on the
underlying key agreement scheme. Forward secrecy can either be weak (FS) or perfect
(PFS), as no authors state that their constructions do not provide any at all. Mutual
authentication is not included, as any PAKE could support explicit MA simply by adding
a key confirmation flow at the end. The number of flows indicates how many messages are
sent from one protocol participant to another (i.e., one flow equals one message).

7.2 Performance Overview

In Tab. 7 and Tab. 8 we compile information on bit-security, communication cost, and
computation cost for 2-party and 3-party PAKEs, respectively. Any values for communica-
tion and computation cost given are rounded to three decimal places where appropriate.
Some publications yield multiple table rows for specific security or implementation variants
of a PAKE. Such cases may include the variant of an underlying KEM, the variant of a
security parameter set (where the values n, p and ¢ denote the security parameter of the
underlying hardness assumption), or a slight variation in the implementation of a one or
two different protocols within the same publication.
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Table 5: Security Properties of Balanced PQC PAKE Protocols. One round in a
cryptographic protocol indicates one back and forth message exchange between two
parties. That is, one round counsists of two flows (or passes).

Class Protocol Flows IND- FS
Terada and Yoneyama ((C)SIDH-EKE) [TY19] 2 CPA PFS
McQuoid et al. (sSPAKE) [MRR20] 2 CPA PFS

Dos Santos et al. (HIC-EKE / HIC-KEM) [SGJ23]
Beguinet et al. (CAKE) [BCP123]

Beguinet et al. (OCAKE) [BCP*23]

Pan and Zeng (CAKE) [PZ23]

C1 Alnahawi et al. (OCAKE) [AHHR24]
Januzelli et al. (POPF-EKE) [JRX25]
Januzelli et al. (POPF-OEKE) [JRX25]
Arriaga et al. (CHIC) [ABJS24]
Alnahawi et al. (NICE-PAKE) [AAA26]
Arriaga et al. (NoIC-PAKE) [ABJ25a]
Hovelmanns et al. (OCAKE) [HHKR25]
Vos et al. (OQUAKE) [VJW*25b]
Arriaga et al. (TEMPO) [ABJ25b]
Arriaga et al. (PAPKE-HIC) [AMO™26]
Xu (OEKE-2F) [Xu26b]

Zhu, Geng [ZG17]
Ding et al. (RLWE-PAK) [DAL*17] CPA FS
Ding et al. (RLWE-PPK) [DAL"17] CPA FS

2 CPA  PFS
2
2
2
3
2
2
2
2
2
3
2
2
2
2
2
3
2

Gao et al. (RLWE-PAK) [GDL* 18] 3 CPA FS
2
3
3
3
3
3
4
3
3
6
2
5
2
2
3
2
2
3

CPA PFS
CPA PFS
CPA PFS
CPA PFS
CPA PFS
CPA PFS
OW-CPA PFS
CCA PFS
OW-CPA PFS
CPA PFS
OW-CPA PFS
OW-CPA  PFS
CCA ?
OW-1PCA  PFS

CPA PFS

Gao et al. (RLWE-PPK) [GDL™18] CPA FS
C2 Taraskin et al. (SIDH-PAK) [TSJL21] CPA FS
Yang et al. (RLWE-PAK) [YGWX19] CPA FS
Jiang et al. (PAKEs) [JGH'20] CPA PFS
Ren et al. (MLWE-PAK)[RGW23] ([RG21]) CPA FS
Seyhan, Akleylek [SA23] CCA PFS
Basu et al. (MLWR-2PAKA) [BSIA23]! CPA PFS
Jana, Dutta (iPAKE) [JD25] CCA PFS

Katz, Vaikuntanathan [KV09] CCA PFS
Xu et al. (RLWE-3PAKE) [XHCC17] CPA PFS
Zhang, Yu [ZY17] CCA PFS
Choi et al. (AtLast) [CAK18]? CPA FS
C3  Li, Wang [LW18] CPA / CCA FS
Li, Wang [LW22] CCA FS
Karbasi et al. (Ring-PAKE) [AAK19] CCA PFS
Yin et al. [YGST20° CCA FS
Song et al. [SGD23] CPA ?
Lyu et al. [LLH24b] CCA ?

! Number of rounds excluding initialization or registration.

2 No explicit authentication with the server, only between users.
3 Applies to both 2PAKE and 3PAKE variants.

 Broken underlying hardness assumption.

The communication cost describes the total size of the outgoing messages of a given party
and is given in bytes (B), whereas the computation costs are given in milliseconds (ms).
We note that some of the original values were converted for ease of exposition. These are
indicated as such in both tables.

Generic PAKEs. Only four constructions provided performance estimates. These
are isogeny-EKE [TY19], CHIC [ABJS24], Alnahawi et al. [ASWZ24], and PAPKE-
HIC [AMO™26]. In general, isogeny PAKEs are slower than lattice ones. However, larger
message sizes in lattices induce a higher communication cost. Comparing Kyber-based in-
stantiations of OCAKE and CHIC yields closer results for all parameters, but at first glance
it appears that CHIC is evidently faster, whereas PAPKE-HIC is somewhere in between.
Nevertheless, this is not a precise statement since OCAKE was tested on a 1.8 GHz i7,
CHIC on a 2.3 GHz i5, and PAPKE-HIC on a 2,8 GHz AMD EPYC (ignoring details such
as DRAM and cache etc.). Arriaga et al. [AMO™26] also compare their results to PAPKE-
IC and Kameleon showing that the HIC variant is clearly more efficient in terms of runtime.
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Table 6: Security Properties of Augmented PQC PAKE Protocols.

Class Protocol Flows IND- FS

C2  Gao et al. [GDLL17] 2 CPA FS
Zhu et al. [ZHS14] 5 ? PFS
Feng et al. [FHZ19] 3 CPA FS
Liu et al. [LZJY19] ? CPA FS
Dabra et al. (LBA-PAKE) [DBK21]1! 3 CPA FS
Tang et al. [TLZ121] 3 CCA FS
Li et al. [LWM22]! 3 CCA PFS

(3 Islam, Basu (BP-3PAKA) [IB21]! 4 CPA PFS
Xie and Guo [XG22] ?  CPA 7
Abdalla et al. (Com-GA-PAKE) [AEK'22a] 3 CPA PFS
Abdalla et al. (X-GA-PAKE) [AEK*22a] 2 CPA PFS
Wang et al. (LB-ID-2PAKA) [WCL*23]" 2 CCA PFS
Rewal et al. [RSM*23]! 4 CPA FS
Guo et al. [GSGT23] 2 CCA FS
Chaudhary et al. [CKS23]T! 4 ? PFS
Chen et al. (Multi-PAKE) [CQY24] 2/4 CCA 7?7
Dabra et al. (SL3PAKE) [DKBY24]' 4 CPA FS
Peng et al. (R-GA-PAKE) [PPY "24] 2 CPA PFS
Yang et al. (K-PAKE) [YZYW25] 1 CCA PFS
Saeid and Mala (APAKE) [SM25]! 2 CPA FS
Yang et al. (2-Server-PAKE) [YSG25]! 4 CPA FS

! Number of rounds excluding initialization or registration.
T Anonymous PAKE.

Alnahawi et al. also tested OCAKE with arm Cortex m4 optimized KEMs on an STM32-
NUCLEO-L4R5ZI board running at 20 MHz (same setup as the pqm4 project), but their
results are not comparable to standard laptop benchmarks. A recent work by Alnahawi et
al. [AAB™25] evaluated the feasibility of OCAKE using ML-KEM on NXP micro-controller
chips both as initiator and responder (in Tab. 7 only as responder) and compared the
results to ECDH.

RLWE-PAK and Adaptations. RLWE-PAK (PPK) have the largest number of
adaptations and implementations. Gao et al. [GDL™ 18] proposed a TLS integration using
C++ in the NFLIib library to improve the performance of Ding et al. [DALT17]. The
modification based on asymmetric key consensus by Yang et al. [YGWX19] claimed higher
bit security levels and a 12x speedup over [DALT17] using an optimized implementation
in C. Ren et al. [RGW23], and Seyhan and Aklyelek [SA24] also proposed a modification
using MLWE and MLWR respectively, claiming an advantage in both bit security and
performance, which is true for communication, but untrue for computational cost. Taraskin
et al. [TSJL21] instantiated the only PAK-similar isogeny PAKE with parameter sets p434
and p503 and measured its performance based on total clock cycles.

Augmented RLWE-PAK Adaptations. Gao et al. [GDLL17] implemented their
SPR adaptation using RLWE in C++ using NFLIlib and claim a 3x speed-up compared
to the classical SRP for 209 bit security. Feng et al. [FHZ19], Rewal et al. [RSM 23],
Dharminder et al. [DRD%'23], Dadsena et al. [DJRD23], Kumar et al. [KGKD23], and
Chaudhary et al. [CKS23] showed almost identical results, all based on [DAL*17]. Dabra
et al. [DBK21, DKBY24] and Saeidi and Mala [SM25] analyzed a very similar construction,
but their results differ drastically from the former group.

Xu et al. [XHCC17] provided an implementation for a 3-party PAKE using parameters
similar to NewHope using the LatticeCrypto C library. Although they compare their work
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to ECDH-PAKE, we question the applicability of the benchmarks, as the total runtime for
the PQC variant is only 0.25 ms compared to 53.3 ms using ECDH. Liu et al. [LZJY19]
also adapted RLWE-PAK, however, to a 3-party aPAKE using the Peikert reconciliation
mechanism, and presented benchmarks for a proof of concept implementation in C. Guo
et al. [GSGT23] and Yang et al. [YSG25] built similar PAKEs based on MLWE and the
Peikert reconciliation, but they appear to be much faster..

KOY-GL Adaptations. SPHF and ASPH RLWE PAKEs saw fewer adaptations. Li
et al. [LWM22] claimed that their construction eliminates costly NIZK operations and
provide detailed performance measurements for classical and quantum security parameters.
Tang et al. [TLZ"21] (3-party) claimed to reduce the size of ciphertexts and achieve lower
computational overhead by using the Fast Fourier Transformation (FFT) over RLWE.
Chen et al. [CQY24] presented results for two variants of 2-Server-PAKEs. However, they
stated a security parameter n = 12, which is not comprehensible, and their total execution
times are much slower than other LWE SPHF PAKEs.

8 Real World Use Cases

The most important PAKE applications are device pairing, credential recovery, E2E secure
channel establishment [HvO22], and E2E encrypted backups [DFG*23]. Based on the
security and performance data collected previously, we conclude that it is extremely difficult
to assess the suitability of current PQC PAKESs to real world applications. Still, it is at
least possible to evaluate the applicability on the design level.

Device Pairing. PAKE-based device pairing is found in situations where it is not
possible to rely on a Public Key Infrastructure (PKI) or a trusted setup. This applies to
Wi-Fi connection, small devices (i.e., embedded and IoT), and e-cards equipped with smart
chips [ASWZ24]. For example, PACE [BFK09] is used in electronic IDs and eMRTDs
(Machine Readable Travel Document) to establish a secure connection with terminals and
e-card readers; and Dragonfly [Har08] is used in WPA3 for Wi-Fi connection between an
access point and a client [HvO22].

Although several works claim constructions tailored for embedded and IoT devices
(e.g., [FHZT19, DBK21, LWM22, DRD"23, RGW23, RSM*23]), good candidates can
mostly be found in generic balanced PAKEs. In other use cases (e.g., smart-gadgets,
smart-meters, e-mobility etc.), lightweight PAKEs with a registration phase may also be a
valid option. Nevertheless, the low computational power and resource constraints of such
small devices inherently enact restrictions on the choice of a suitable PAKE. Embedded
and IoT devices are also more prone to SCA and FI, the mitigation of which comes with
additional costs in both memory and run time [ASWZ24]

Credential Recovery. Several commercial IT systems, e.g., Apple iCloud, 1Password
manager, ProtonMail, and Blizzard incorporate PAKESs such as the Secure Remote Pass-
word protocol (SRP-6a) [Wu98, Wu02] for general account access, user authentication,
or credential recovery [HvO22]. Since all these scenarios assume prior registration, an
augmented PAKE is required. The only viable replacement candidate so far is they hybrid
CPaceOQUAKE+ [VJWT25b]. However, no concrete performance indicators exist for it
at the moment.

End-to-End (E2E) Secure Channel. E2E encryption is usually found in applications
that can utilize static keys from a connected PKI (e.g., Signal’s X3DH). That is, in
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Table 7: Comparison of Bit Security and Performance for 2-Party PAKEs.

O PAKE Security Computational Cost Communication Cost
Publication Platform Variant  Classic Quantum _ Client Server Total  Client  Sever  Total
Balanced
A Tntel Core i7-6700 SIDH NISTT NIST1 B - S0.6ms  64B  64B  128B
Terada and Yoneyama [TY19] Intel Core i5 CSIDH NISTI NIST I - - 5.0ms 330B 330B  660B
Beguinet et al. [BCP*23] 5 SAKE T - - i - - -
Kyber512  NISTI NISTI  033lms  0275ms  0.570ms - - -
o1 Alahavi et al [ATIHR24) Intel Core i7-8565U @1.80GHz kyber768  NISTIL NISTI  0517ms  0340ms  0.798ms - - -
Kyberl024  NISTTII NISTTI  0.718ms  0398ms  1.043ms - - -
Kyber512  NISTI NISTI  0.084ms  0074ms  0.158ms  S00B  S00B  1,600B
Arriaga et al. [ABJS24] Intel Core i5 @ 2.3GHz Kyber768 ~ NISTII NISTII  0.168ms  0085ms  0.253ms  1I84B 1,108 2,304B
Kyberl02d ~ NISTII NIST I 0.206ms  0.123ms  0320ms 15688 1.600B  3,168B
Kyber512  NIST1  NIST I - - 652ms - - -
Alnahawi et al. [AAB*25] NXP SmartMX3 P71D600 kyber768  NIST I NIST II - - 995ms - - -
Kyberl024  NIST I NIST I11 - - 1.406ms - - -
Kyber512  NISTI NISTI  02l4ms  0116ms  0.330ms
Arriaga et al. [AMO*26] ! AMD EPYC 7543 @ 2.8 GHz Kyber768 ~ NISTII NISTI  0.333ms  0.63ms  0.496ms
Kyberl024  NISTIII NISTII  0484ms  0.222ms  0.706ms
Ding et ol PALH17) 2 Intel Core 774790 CPU @ 3.60GHz ::m::;\ﬁ - ;22:: 2081251ms 2EIEmS GI0050ms AI3B 42568 83028
RIWE-PAK® >200bit  82bit  0176ms  0.A75ms  0.35lms  3,004B 40008  7,004B
+ y @ > i X i
G el (G057 M e B R O 818t RLWEPPK ~ >200bit  82bit  0203ms  0.203ms  0.406ms  3,750B* 3875B' 7,625B'
Taraskin et al. [TSJL21] Intel Core i5-8250U @ 1.6GHz l‘f‘g: i i - - S - -
; ) avx2 228bit  206bit  0.08lms®  0.076ms’  0.157ms° 1,864B 25928 44568
o) Yang et al. [YGWX19] Intel Core i7-8550U @ 1.8GHz portable C  228bit  206bit  0.164ms®  0.150ms’®  0.314ms® 1864B 2,592B  4456B
Jiang et al. [JGH20] Intel Core i7-7700HQ @ 2.80GHz - - - 200ms T10ms 9l0ms 39,9908 167,098 207,080B
Light 128bit  116bit  89.76ms  9335ms  183.1lms  928B  1,056B  1,984B
Ren et al. [RG21, RGW23]0 Intel Core i7-4790 CPU @ 3.60GHz Recomm.  195bit  177bit  1267lms  126.05ms  252.76ms  1344B 14728
Paranoid  263bit  239bit  17497ms  169.52ms  34449ms  1760B 1,888B
Lightsaber - 128hit 104.82 60.632ms  165456ms  S96B  1,600B
Seyhan, Akleylek [SA23] Intel Gore 15 @ 2.50 GI Saber - 192bit  172.427ms  97.758ms  270.185ms 13448 2,368
el Lore 15 & 2. 4 Firesaber - 256bit  57.756ms  152.232ms  409.988ms  1,760B  3,168B
Basu et al. [BSIA23] Intel Core i3-4030U @ 1.90-GHz 25 o D - - i - -
‘Augmented
c2 Gao et al. [GDLL17) Intel Xeon E5-2687W v2 @ 3.40 GHz - 200bit - 0286ms  0.257ms  0543ms 39638 4032B  T.095B
S — Server: Intel Core {76700 @ 340 GHz _ w/out Precomp. - © 0002307ms  0.000222ms  0.002520ms G4BT 57787 121787
3 . Client: Samsung Exynos 4412 @ 1.40 GHz w/ Precomp. - - 0.001184ms  0.000075ms  0.001259ms ~ 641B7  577B7  1,217B7
. 00 @ 250 o - . 6.501ms 208ms  39.799ms  441B  412B  853B
Dabra et al. [DBK21] Server: Itel Coro 15-12000 &,,20 Gtz - - 17.372ms  66.094ms  83.466ms  825B  T96B  1,621B
‘ B 100bit  75bit  26270ms  136442ms  162713ms  1593B  1564B  3.157B
. N 5 TOGTET - -
Li et al. [LWM22] Intel Core i7-8750H @ 2.20 GHz - - s aoams e
- - - - - 5628 528B 1L090B
) . Server: Tntel Xeon E5-2620 @ 3,00 GHz uB 0%
Ding et al. [DCQ22) Client: Qualcomm MSM8996 @ 1.50 GHz - - y iy 10588 1,024B  2,082B
. =512 - - 3922ms  1265ms  5L8Tms 20508 2016B 41,0668
3 Server: Intel Core i7 @ 3.40 GHz
Dharminder et al. [DRD*23]  ions oo Bpwen 4119 6 140 Gz - - - 0002297ms  0.000229ms  0.002526ms - - 1227

Server: Intel Core i 3.40 GHz

Dadsena et al. [DJRD23] Client: Samsung Exynos 4413 6 140 GHz - - - - - 0.002826ms - - 121687
Kumar ot al. [KGKD28)  Clionss Seasome Bapeor 4413 & L, GHz = . S 0.002207ms 0.000229ms  0.002526ms - - 121687
Yang et al. [YZYW25] - Kyber - - - - - 459.5B 459B 918.5B
Sacidi and Mala [SM25] Chenﬁf’g;;x‘;glg(‘;ﬂf;gbssﬂolo5 E‘f&fﬁfcm n =512 5 o 25.301527Tms  6.300205ms  31.601822ms - 8 41,4288
! Client runtime is the sum of key generation and decryption as presented in original work.
Similarly, total runtime is the sum of all operations. The authors also provide benchmarks
for FrodoKEM and Classic McEliece in all NIST security levels.
? Computational Cost and Communication Cost taken from [RGW23].
3 Communication Cost taken from [RGW23].
4 Converted from kilobytes to bytes. May be inaccurate within ﬁkB.
5 Measurement converted from cycle counts to milliseconds based on clock frequency
provided in the respective paper.
6 Measurements taken from [RCGW23]. Different measurements are provided in [RG21] on an
Intel Core i7-4790 @ 3.60 GHz.
7

Converted from bits to bytes and rounded up to the next highest byte.
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Table 8: Comparison of Bit Security and Performance for 3-Party PAKEs.

Class PAKE Security Runtime Message Sizes
Publication Platform Implementation Classic Quantum  Clients  Clients  Server Total  Clienty Clients Server Total
Balanced
3 Xuetal. [XHCCI7] Intel Core i5-3310M @ 2.70 GHz - - - 0.067ms  0.07lms  0.122ms  0.259ms
Augmented
Liu et al. [LZJY19] Intel Core i7-4770K @ 3.50 GHz - - - 3.267ms 4.155ms  2.195ms  9.617ms - - - -
n=32 - - 227ms  0.38ms  20.52ms  23.17ms - - - 70008
n=64 - - 444ms  0.63ms  63.1ms 68.17ms - - - 1300082
Tang et al. [TLZ"21] Tntel Core i5-1135¢7 @ 2.40 GHz n=128 - - 10.38ms  1.07ms  353.49ms  364.91ms - - - 24,000B*
c3 n=256 - - 2431lms  3.39ms  3,373.06ms 3400.76ms - - - 48,000B%
n=512 - - 82.1lms  4.62ms  45302.87ms 45,889.6ms 79,000B2

Server: Intel Core i7-6700 @ 3.40 GHz

Islam, Basu [IB21] 657B!  657B! 1,176B  2,489B!

Server: Intel Core i7-6700

Rewal et al. [RSM*23] et nsung Bxynos 441 ] - 0.00491ms® - - - 2458
Guo et al. [GSG23] Intel Core i7-11800H @ 2.30 GHz - - 222bit - - - 0.788ms - - - 10,030B
et Server: Intel Core i7 @ 3.40 GHz - . o ADARL

Chandhary et al. [CKS23] Cliont: Samsung Exynos 4413 @ 140 GHz - - - 0.0049ms - 0.000215ms  0.005214ms - - - 2404B
- t-Multi-PAKE  n=12 - - - - 103.7ms* - - - 13,000B"
Chen et al. [CQY24] Intel Core i5-4590 @ 3.30 GHz SEMultiPAKE ne12 B B . 1,037 142ms? . T 7192008
n=128 - - 3.603ms  4.368ms  7.028ms  14.999ms - - - 4,601B!

Dabra et al. [DKBY24] Intel Core i5-7200U n=256 - - 7.024ms  7.494ms  12.153ms  26.671ms - - - 9.197B!
n=512 - - 15.113ms 16.236ms  26.211ms  57.56ms - - - 18,210B!

Yang et al. [YSG25] Intel Core i7-10700 @ 2.90 GHz - n=256 - - - 0.8937ms - - - 9,792B!

! Converted from bits to bytes and rounded up to the next highest byte.
2 Converted from kilobytes to bytes. May be inaccurate within a kB.

3 Converted from nanoseconds to milliseconds.

4 Converted from seconds to milliseconds.

addition to the ephemeral keys used in a key agreement. Nevertheless, some embedded
and IoT applications cannot rely on a PKI. For instance, J-PAKE is used in Thread IoT
products, Pale Moon web browser, and Android Smoke Chat; whereas EC-SPEKE is used
in Blackberry Messenger (BBM) [HvO22]. Similarly, small devices require PAKEs with
light weight implementations and resistance to implementation attacks.

End-to-End (E2E) Encrypted Backups. To our knowledge, the only E2E encrypted
backup application relying on a PAKE is the WhatsApp Backup Protocol (WBP), which
was released in 2021 [DFG123]. WBP allows users to recover their backup keys using a
password and ultimately retrieve their chat histories from lost or broken devices. Under
the hood, OPAQUE serves as the main cryptographic protocol related to password usage.
Since OPAQUE is an saPAKE, there are no direct replacement candidates, as there are
no PQC saPAKEs at the moment. However, CPaceOQUAKE+ [VJW™25b] could be the
best next options at the moment.

9 Unexplored Territory and Honorable Mentions

We observe that a few designs are still unrepresented or not fully explored in the PQC realm,
which can still be adapted to PQC, and have not yet been addressed in the literature. Such
constructions include PAKEs that make use of supporting building blocks that have PQC
replacements (e.g., OPRFs and NIZKs), and where the password usage is not dependent
on mathematical properties inherent to classical cryptography. Additionally, we mention
other quantum-resistant PAKEs that are however not built from PQC primitives or KEMs.

9.1 Augmented OPAQUE-Style with OPRFs

The augmented PAKE protocol OPAQUE was proposed by Jarecki et al. [JKX18] defining
the strong aPAKE functionality, primarily addressing the vulnerabilities of pre-computation
attacks. While there is still no PQ OPAQUE with a formal proof in the literature, the
original authors provided two general frameworks to obtain an saPAKE in UC. The first
framework is based on an AKE scheme and an OPRF, whereas the second requires an
authenticated encryption scheme (AE) and a KEX in addition to the OPRF. Both versions
of OPAQUE consist of a registration phase and a login phase, where the OPRF is meant
to hide the values associated with the password. In other words, a user runs an OPRF on
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their password with a server to obtain an ephemeral random secret, which they later on
use as a private key for a key exchange in the login phase. In the AKE variant, both user
and server already provide their (static) public keys during registration for later usage in
the login phase.

Heimberger et al. [HHM™24] gave an instantiation of a PQC OPAQUE from isogeny-based
OPRFs. However, it is drastically inefficient compared to classical instantiations, and no
formal proof was provided. In [BDFH25], Beullens et al. presented a secure OPRF from
PQ multi-party computation in UC, and suggested that their OPRF can be, composed, or
plugged-in an OPAQUE instantiation.

Considering an AKE with unilateral or bilateral authentication can easily be constructed
using a PQC KEM (cf. [BDK™18]), and there exist a number of PQ OPRFs, it should be
theoretically feasible to realize a PQC variant. Nevertheless, an open question remains
in finding a mechanism to derive a valid key pair from the random secret obtained via
the OPRF execution between the user and the server. Since OPAQUE originally relies on
a Hash to Curve (H2C) function to map a password to an EC base generator, it seems
intuitive to resort to its adaptation to H2G settings. While this might answer the question
of instantiating OPAQUE directly with a PQC primitive, it is not clear how to realize this
in combination with generic KEMs.

So far, the only existing method to construct generic KEM-based PQC PAKESs relies
mainly on an IC encryption (or similar), which differs from the public key modification
(PAK-style) method. As the key generation routine in a KEM does not usually allow for
any input values, a rather uncomfortable approach would be to use the OPRF obtained
secret directly as the secret key, and apply it to the key generation base (e.g., a lattice
basis matrix) to generate a public key. A more suitable solution would be to use the
OPREF secret as the deterministic seed that is otherwise usually sampled within the KEM
key generation routine. Another approach might be found in using a PQC NIKE, e.g.,
SWOOSH [GdKQ*24], which enables a white-box key generation routine, while also
maintaining the non-interactive characteristics of a KEM.

9.2 J-PAKE-Style with NIZKs

The J-PAKE protocol proposed by Hao and Ryan [HR10] can be considered the first PAKE
to make use of NIZKs (namely the Schnorr protocol [Sch91]) and achieve a relatively
efficient construction. The balanced J-PAKE essentially aims at providing a proof of
knowledge of the password without actually revealing it. It relies on the juggling technique
using NIZKs, where random public keys are combined in order to achieve a vanishing effect
when both parties supply exactly the same passwords. Other variants and adaptations of
J-PAKE include RO-J-PAKE and CRS-J-PAKE proposed by Lencrenon et al. [LST16],
and sJ-PAKE proposed by Abdalla et al. [ABRT21] (sJ-PAKE replaces two NIZK proofs
by two exponentiations). Recently, Hao et al. [HBCvO24] proposed the augmented Owl
protocol addressing the limitations of SPR-6a and OPAQUE, however inspired by J-PAKE
and elevating it to an augmented PAKE.

Considering the ongoing progress on realizing secure and efficient PQ ZKP systems
(including variants such as NIZKs, SNARKSs etc.), it is quite reasonable to assume that a
PQC version of J-PAKE can be realized while maintaining the original design. Intuitively,
replacing the underlying KEX in J-PAKE by a PQC scheme, and providing PQC NIZK
proofs for the secrets of the used scheme might very well yield PQC instantiations of
J-PAKE and similarly of Owl. An open question remains as to finding suitable mechanisms
for replacing the password exponentiations used to derive a shared key in J-PAKE, which
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is very likely to be coupled to the used PQC-based NIZK system and KEX. For a generic
KEM, a similar issue to OPAQUE arises considering how to integrate the said mechanism
into black-box routines.

9.3 Threshold PAKEs

In order to mitigate the risks of offline dictionary attacks following server compromise,
Multi-Party Computation (MPC) can be utilized to distribute a stored password among
multiple servers. By doing so, an attacker needs to compromise more than one server
instance bound by some threshold ¢ to reconstruct server data, hence the name Threshold
PAKE, aka tPAKE [GJK™*24]. There already exist many approaches to realize symmetric
tPAKEs from (t,n)-MPC protocols as in [Jab01, RG03, ACFP05]. This idea underwent
further development and became known as Password-Protected Secret Sharing (PPSS) or
Password-Authenticated Secret Sharing (PASS) as in [BJSL11, CLN12, JKK14, JKKX16].
Recently, Gu et al. [GJKT24] extended this approach to asymmetric settings and formalized
the notion of (augmented) atPAKEs, where the password hash value is distributed among
multiple servers using a secret-sharing scheme. Whereas tPAKEs are still non-present
in PQ-settings, it is worth considering for a straight-forward adaptation as in the case
of OPAQUE. This is mainly because the construction in [GJK"24] can be considered a
threshold version of OPAQUE, as it relies mainly on a threshold OPRF (tOPRF).

9.4 Decoy, Honey and Oblivious PAKESs

In line with the PAKE designs mentioned above, another approach to reducing the threat
of server compromise and credential leakage can be found in using decoy accounts or decoy
passwords [ARS24]. Interestingly, this type of PAKEs addresses the issues of password
leakage differently than the previously mentioned designs (e.g., OPAQUE, J-PAKE, and
tPAKESs). The original idea of Honey PAKEs, introduced by Becerra et al. [BRRS18],
introduces decoy passwords (honeywords) that are utilized to detect password guesses.
The real password is hence called the sugarword, and the set of all decoy passwords with
the real one are the sweetwords [ARS24]. Similar approaches can also be found in the
oblivious O-PAKE proposed by Kiefer and Manulis [KM15], as well as the HPAKE (as in
honey) proposed by Li et al. [LWL23]. In a very recent publication, Arriaga et al. [ARS24]
propose the SweetPAKE and BeePAKE (as in a honey producing buzzing bee) protocols,
based on the aforementioned works and comparing their results.

9.5 Symmetric (Fuzzy) PAKEs

This type of PAKEs focuses on use cases where the shared password (or credentials) of
two parties in a protocol instance are not necessarily identical, yet close enough up to a
predefined threshold. This method is used mainly to rectify the deficiencies of balanced
and augmented PAKEs in dealing with frequent typing errors in passwords, but more
importantly when using biometric data as authentication credentials [Ott24] (e.g., iris
scans and fingerprints). Since Fuzzy PAKEs are mostly built from inherently quantum-safe
primitives (e.g. garbled circuits), they can be considered relevant in quantum-resilient
PAKE research. A recent work by Ottenhues [Ott24] presents an overview of such sym-
metric Fuzzy PAKE protocols and compares their security both in theory and practice.
This overview includes a protocol built from garbled circuits [DHPT18] and two from
ECC [DHP*18, BFH23].

Other Fuzzy PAKEs include the work of Erwig et al. [EHOR20], which relies on OT and
robust secret sharing to obtain two asymmetric Fuzzy PAKEs in the UC model. In addition,
Bauspief et al. [BSPT24] present a modification of unlinkable fuzzy vault schemes combined
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with OPRFs, which can be instantiated with lattices, to construct a protocol for biometrics-
based AKE. They also compare to similar constructions including the previously mentioned
PAKEs, and to the works of Wang et al. [WHC™21], Han et al. [HXL"23] (ttPAKE), and
Zhang et al. [ZYL124] (BAKA). Recently, McQuoid et al. [MRX25] presented a new design
that “tolerates typos” in PAKEs through a combination of fuzzy and strong asymmetric
PAKESs, which they call safPAKE. Last but not least, Richardson et al. [RRX26] showed
how to obtain an efficient Fuzzy PAKE from garbled circuits utilizing a conditionally
input revealing (CIR) 2-party computation protocol, which involves an OT, a commitment
protocol and a garbling scheme.

9.6 Quantum-Annoying PAKEs

A PAKE is considered quantum-annoying, if a quantum adversary can break the PAKE,
but only by solving a specific mathematical problem (e.g., discrete logarithm) for each
password they try [ES21]. Thus, quantum-annoying PAKEs do not promise full quantum-
resilience, but they do provide some resistance against QCs by making certain classical
operations more expensive for quantum adversaries. The main idea is to make offline
dictionary attacks harder by hiding group elements, so that an adversary needs to compute
the discrete logarithm for each offline password guess [TES23]. That is, even if they
succeed in computing d-log (i.e., break DH) in an online protocol session, they cannot
directly relate the computed value to a certain single password. To our knowledge, the
notion of quantum annoying PAKEs is mainly found in the generic group model for
discrete logarithm-based PAKEs, and was formalized by Eaton and Stebila [ES21] based
on the classical symmetric CPace protocol, which was shown to inherently satisfy this
property. Subsequently, Tiepelt et al. [TES23] presented a simple modification to the
classical asymmetric KHAPE-HMQV [GJK21] PAKE protocol by adding an IC-based
encryption to one protocol message, which also makes KHAPE quantum annoying.

10 Observations and Discussion

10.1 Design Paradigms and Schemes

Save for a few exceptions, we are yet to witness the birth of a new paradigm in PQC PAKE
design that is more than a mere adoption or adaptation of classical ones. Furthermore,
other prominent classical PAKE designs such as in SPEKE (except isogeny-based GA-
PAKE [AEK™"22a]), SPR-6 (except Gao et al. [GDLL17]), SPAKE, (Au)CPace, OPAQUE,
and J-PAKE are currently non-present in the PQC realm (previously addressed in Sec. 9).

10.1.1 Design Paradigms

There are three main trends in PQC PAKE design with a strong focus on LWE, RLWE,
and MLWE schemes (cf. Tab. 1). 1) PAKEs following the (O)EKE paradigm with
focus on generic NIST PQC KEMs, and especially ML-KEM (C1), 2) PAKEs following
the PAK-suite paradigm using LWE and its variants directly and relying on different
reconciliation mechanisms (C2 and C3), and 3) PAKEs following the KOY-GL paradigm
using SPHF, ASPH, and NIZK constructions from LWE and its variants (C2 and C3).

10.1.2 PQC Schemes

As observed in classes C2 and C3, There exists a plethora of RLWE-PAK and LWE ASPH
PAKESs, but the main contribution is more or less restricted to performance or security
improvements. Ultimately, it appears that the prevailing trend is set on the lattices,
especially because of the standardization of CRYSTALS-Kyber as ML-KEM. However,
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isogeny-based PAKESs are remarkably under-represented, and there are no code-based
PAKEs at all. Thus, it is worth investigating whether more isogeny PAKESs are attainable;
and whether code-based primitives are also a viable option.

10.1.3 Design Simplicity (or Complexity)

Generic constructions from abstract security properties can reduce overall complexity
and even make peer reviews easier and more reliable [BGHJ24, JRX25]. In addition,
generic designs enable the realization of (hybrid) frameworks (cf. Sec. 6.4) supporting
interchangeability in the case of sudden breaks and the emergence of new threats.

10.1.4 Discussion

The lack of diversity can be mainly traced back to the fact that many classical PAKE
designs are tightly coupled to password usage within the DH paradigm. This is clearly
seen in the absence of approaches relying on secret key exponentiation or base generator
modification (H2G and H2C) using the password or a password derived value. Here, we
differentiate between multiple cases w.r.t. the chosen PQC scheme in a PAKE construction.

KEMs. Regardless of the underlying primitive, generic KEMs provide limited support to
designs operating (mathematically speaking) at the PKE level. Such designs include base
mapping subroutines, password-derived generators, and password-derived secrets. KEMs
are essentially used as a black-box interface within the PAKE, and should preferably not be
used as a white-box. For instance, using the password within the ML-KEM key generation
to obtain a new lattice basis defeats the purpose of a generic design and ultimately restricts
the PAKE to concrete hardness assumptions. However, it may enable unexplored designs.

Splittable KEMs. This design had only been explored for KEMs based on lattice LWE
primitives and variants (e.g., RLWE and MLWE). Still, splittable KEMs do maintain
the provided algorithm interface in a black-box manner and may not directly support
operations within the underlying PKE. Designs of splittable lattice-based KEM-PAKEs
might also apply to KEMs from other primitives, which has not been addressed yet.

Lattices. Using PQC primitives directly offers more flexibility in, e.g., PAK-style LWE
and RLWE PAKEs, where the H2G is used to hide the real public key. Nevertheless, other
approaches remain difficult to obtain from LWE and variants, as they do not support the
exact operations as in discrete logarithm DH or ECDH. Another obstacle is that most

RLWE schemes still require a reconciliation mechanism. Thus, it is worth investigating
whether PQC NIKEs (e.g., SWOOSH [GdKQ™24]) can be used for a DH-like PAKE design.

Isogenies. While isogenies strongly resemble ECDH, classical approaches cannot be
directly translated to SIDH and CSIDH, as adequately discussed in [AJK20]. According
to Azarderakhsh et al. [AJK™20], and unlike their classical DH-based counterparts, EKE-
style, PAK-style, and J-PAKE-style isogeny-based PAKEs are not secure. Furthermore,
the security of SPEKE-style and Dragonfly-like isogeny PAKEs is questionable, since they
are difficult to realize when hashing into public keys. Last but not least, we recall that
SIDH and SIKE were broken, which led to less interest in isogenies in general.

10.2 Hybrid Schemes and Crypto-Agility

Several governmental bodies and institutions (e.g., NIST, BSI, and ETSI) recommend a
transition to PQC in the near future. Nevertheless, they also recommend the application
of hybrid schemes. Due to the skepticism that still surrounds the new PQC KEMs and
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digital signatures, hybrids can be either classical combined with PQC, or multiple PQC
schemes together. In line with this recommendation, several hybrid KEMs were proposed,
such as KEM Combiners [GHP18], X-Wing [BCD"24], and [ABK27].

Hybrids PAKEs. According to [KR24], there was no clear answer to the question
of finding a generic approach to construct a hybrid PAKE. However, as seen in Sec. 6.4,
new provably secure recipes have recently emerged, and a better understanding of the
requirements and security guarantees of hybrid PAKEs is being established. For example,
Hesse and Rosenberg [HR25] claimed the impossibility of obtaining a parallel combiner
with adaptive security for hybrid PQC PAKEs, and Lyu and Liu [LL25] claimed that
a parallel combiner requires both used PAKEs to satisfy the properties of a full DH-
type PAKE. However, Giinther et al. [GRSV25] found a method to do so using hybrid
obfuscated KEMs. Moreover, Vos et al. [VJW25b] showed how to obtain the password
hiding property required in sequential combiners as presented in [HR25]. In [VJWT25b],
this property is realized from information-theoretic assumptions on statistically uniform
bitstrings, similar to [AAAT26] and [GRSV25].

Discussion. Optimally, hybrid PAKEs should also allow for interchangeable KEM usage
in a plug-and-play manner and consequently enable crypto-agility in a sophisticated
manner [ASWT22]. Nevertheless, such a state is yet to be achieved as hybrid designs are
still in their early stages. Considering security, the most important question is whether
a hybrid PAKE succeeds in (unconditionally) protecting the password, even if only one
of the underlying schemes is broken, which is the focus of all recent proposals. Last but
not least, it is also necessary to weigh in the performance of each proposed approach. As
noted in [VJW25b], realizing a parallel PAKE combiner using FrodoKEM in [GRSV25]
improves runtime but results in much larger key sizes. Similarly, obfuscating ML-KEM and
using a serial combiner results in a noticeable slowdown but reduces key sizes significantly.

10.3 Semantic Security and KEM Properties

Although abstract KEM properties are increasingly reaching a rather stable state in the
literature (e.g., [Xag22, GMP22, MX23a, CDM24, Sch24, BCD 24, JRX25, Xu26b]), some
questions still surround the properties needed to realize secure KEM PAKESs, and some
results have been shown to be incomplete or even incorrect. Clearly, IND (or at least OW),
PKU and ANO are present in all PAKEs [Xu26b]. Regardless of the used names, Fuzziness,
PKU, and UNI-PK describe the distribution of the public key and are essentially the same
property, which can also be observed in their almost identical security experiments.

OW-PCA, IND-CPA and IND-CCA. CPA security was believed to be sufficient
to build secure PAKEs [Jar22]. However, it was recently argued that PCA provides a
better alternative [ABJS24, ABJ25a, Xu26b]. Furthermore, recent work suggested the
notions of SPR and SMT that imply key security and ciphertext pseudo-randomness as
well [MRR20, JRX25]. Ultimately, SPR translates to both IND-CCA and ANO-CCA at

the same time.

ANO. Regarding anonymity, it is agreed that it is necessary to hide the relationship
between a ciphertext and the public key used to compute it. However, it is not clear
which variant is considered sufficient. This applies for wANO and ANO, as well as PCA,
CPA, and CCA. Usually, PAKE adversaries have no access to decryption or decapsulation
oracles, which means that ANO-CPA should suffice. However, having SPR and SMT as a
requirement makes it difficult to determine whether CCA security is also a must for ANO.
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Ciphertexts and Final Keys. Januzelli et al. [JRX25] identified several flaws or over-
looked aspects in prior constructions and suggested additional requirements, especially
regarding the ciphertext and the final key/ciphertext relation. This applies to all CAKE
(or EKE) proposals, where the ciphertext is also encrypted using an IC or a similarly pro-
grammable function. For example, it was shown in [JRX25] that both sPAKE [MRR20] and
HIC-KEM [SGJK22] only realize a weaker UC functionality called ¢ TestSamePassword”,
which can be traced back to the absence of IC properties that ensure non-malleability
of randomized ciphertexts. In the case of CAKE, a similar attack was also shown when
the final key derivation is not a PRF or does not include the password. These subtle
findings led the authors in [JRX25] to state that many variants of EKE or CAKE require
ciphertext collision freeness (SCFR), pseudo-randomness (SPR), and smoothness (SMT).

Proof Techniques. In contrast, Arriaga et al. [ABJ25a] argued in NoIC-PAKE that
different proof methods are the reason behind these discrepancies. According to the
authors, their monolithic proof exposes the required KEM properties and the RO behavior
directly. On the other hand, Januzelli et al. [JRX25] construct their proof in a modular
way, where the almost-UC POPF functionality is composed into the PAKE. As a result,
the conditional composability notion makes it harder to identify exact bounds on the
distinguishing advantage of the UC environment.

Encrypting Messages with Passwords. PAKEs that encrypt the public key may
be vulnerable to offline dictionary attacks [AJK*20, AAAT26]. According to [ABJ25a],
poor IC instantiation can lead to a mismatch between the domain of a block cipher and
PAKE messages. An IC is usually instantiated with block ciphers over 128 bit domains
(e.g., AES), which is infeasible for larger domains as in PQC public keys and ciphertexts.
Although an 8-round Feistel was shown to be indifferentiable from an IC [DS16], it incurs
four RO queries onto a group per cipher operation. This, in addition to the immaturity
of the QIC model, can be viewed as the main motivation to either use domain extenders,
which are extremely inefficient for very large domains, or avoid the IC all together. In C2
PAK-like constructions, the modified public key message distribution is directly dependent
on the password due to the H2G password usage [AJK™'20], which is also often overlooked.

Additional Properties. Recent work concerned with the FO [HV22, JMZ23, CWC*24]
and validation of KEM public keys and ciphertexts [HK25, HHMS25] shows the possibility
to obtain KEMs with new properties, which have not been observed in PAKE design so far.
Moreover, there are constructions outside the NIST competition (e.g., POLKA [HLM™23],
SPLIT-KEMs [Nio25], and Subversion-Resilient KEMs [DFJ*25]), which may revive other
classical designs. NICE-PAKE [AAA"26] and TEMPO [ABJ25b] seem to deviate from the
ongoing trend in generic PAKEs as they apply additional KEM properties for adversarially
chosen values. Xu [Xu26b] also addresses additional KEM properties such as ciphertext
and key binding, and unpredictability.

Discussion. Evidently, incorrect results are an extremely sensitive matter and cannot
be resolved with an educated guess. Nevertheless, it is clear that earlier constructions
suffered from more flaws (or worse), and logically so, since PAKE design is tightly coupled
to the progress made in PQC analysis. Essentially, public keys must be indistinguishable
from random bit strings, which may not be the case for PQC keys yielding a certain
structure [AJK*20, GRSV25] such as ML-KEM keys [AAAT26, GRSV25]. Public key
uniformity is meant to address this issue in theory; however, practical instantiations and
implementations need to either work around this problem or find a way to make the keys
unstructured in some sense (e.g., splitting [ABJS24, AAA™T26] or obfuscation [AAAT26]).
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Intuitively, and similar to public keys, defining a random permutation over the cipheretxt
domain requires a tangible assumption on the ciphertext distribution, otherwise it may lead
to distinguishing attacks following wrong password guesses or offline dictionary attacks,
which we view as a factual statement. The difficult question remains in identifying the
gap between (additional) KEM assumptions without an IC, which was recently addressed
in [Xu26b]. Further, extracting information about the password from randomized message
is assumed to be infeasible, yet it may still be possible to obtain partial information about
the used keys, as discussed below for leakage attacks.

10.4 Quantum Idealized Models

Two works [LLH24b, HHKR25] showed great progress with QROM bounds and it is
safe to assume that QROM will not remain an issue for long. Considering IC, there
are three main issues. First, there is still no known quantum equivalent for IC that
is equally capable of defining a programmable behavior in the presence of quantum
adversaries [AAAT26, HHKR25]. Second, it is not known how to instantiate an IC over
domains much larger than 128 bits without inefficient domain extenders [ABJS24] or using
a less efficient 8-round Feistel alternative [DS16]. Finally, there is an assumption (folklore)
that proofs in IC are harder to lift to QIC in UC, which was also believed for the QROM.

Discussion. Almost all PAKE designs still need to address the issues arising from
classical IC and ROM usage. Moreover, efficient designs and proofs in the standard model
are strongly desired. However, this might be extremely difficult to achieve with many
schemes relying mainly on hashing and permutations. Moreover, based on the attained
level of maturity in PQC, it is not audacious to suggest that future constructions should
not rely on non-quantum-safe models or assumptions. Surprisingly, the overwhelming
majority of the PAKESs reviewed in this paper rely on the classical ROM, and only a few
make use of abstract security notions (cf. Tab. 1 and Tab. 4). Whereas QROM proofs are
starting to emerge, it is still not foreseeable when and if the QIC is something that can be
considered in the future. Nevertheless, the simulator of Hovelmanns et al. [HHKR25] at
least demonstrates which capabilities are required to simulate a QIC. Still, the focus is on
working around the IC or completely eliminating it.

10.5 Tight Bounds and Reductions

In the absence of an IC, it is difficult to prove knowledge of any information about an
adversary’s interactions with public keys in security proofs [AAAT26, ABJ25a, HHKR25].
Thus, it might be hard to enumerate passwords that can be ruled-out through active
password guessing. For honest key generation, it is rather easy to deal with guesses targeting
key derivations or hashing on the final key. However, password guesses under unknown
secret keys are difficult to handle, where the initiator’s key pair was generated maliciously.
Hence, it is difficult to formulate a hardness assumption bound to the number of password
guessing queries for an unknown number of malicious key pairs [AAAT26, HHKR25].

Discussion. PQC KEMs differ mainly from bare primitives in the fact that they cannot
yet apply self-reducible [KTAT20] properties to remove multiplicative factors in multiple-
queries for certain properties [ACHT24]. Random self-reducibility allows for independent
instances of a property to be reduced to one, thus leading to tighter reductions. For
instance, the multiplicative factor for the number of queries on an IC directly affects
the bounds on public key encryptions [PZ23, AHHR24]. A KEM with a tight proof of
multi-instance security would solve this problem.
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For a RO, one should consider how to deal with queries on public key modifying or masking
operations that allow for offline dictionary attacks. As for QROM, allowing adversaries
to perform superposition queries makes it hard for a simulator to extract pre-images or
reprogram [LLH24a]. Still, RO reprogramming is probably not necessary (at least not in
UC proofs [Hes20, MX23b, LLH24a]), but the QROM still needs to simulate real session
keys using a decision oracle. Some works argue that classical output transfer is acceptable
if extraction is possible using recent online extractability techniques [HHKR25]. However,
an open question is whether quantum rewinding is applicable in PAKE proofs that rely on
rewinding or back-patching [ABB*20, HTTY24].

10.6 Sufficient Analysis and Unknown Attack Surfaces

As observed in LBA-PAKE [DBK21], the authors attempted to fix vulnerabilities in a previ-
ous construction [FHZ'19], yet introduced a signal leakage attack on the PWE assumption
that lead to full key recovery [DCQ22]. This is also seen in BP-3PAKA [IB21], which
was addressed in follow-up works by Chaudhary et al. [CKS23], Kumar et al. [KGKD23],
Dadsena et al. [DJRD23], and Dharminder et al. [DRD*23]. The common denominator
among these examples is that they all suffered from signal leakage attacks.

Old and New Attacks. Most (proclaimed) privacy preserving PQC PAKEs suffer
from vulnerabilities against impersonation, stolen credentials (digitally or physically),
and password guessing attacks; and sometimes even fail to provide user privacy or non-
traceability. Furthermore, there are several aPAKE proposals, but no saPAKESs, as aPAKEs
do not address the possibility of pre-computation attacks, where an attacker can leverage
the password dictionary for an offline pre-computation attack before compromising the
server. Also, new attacks are not restricted to design, but can also target the underlying
schemes cryptographically and also physically (cf. Dragonblood [VR20]).

Discussion. Assuming the soundness of a certain hardness assumption and its usage
in proof reductions (e.g., PWE to LWE via H2G), works building upon it need to pay
special attention to practical threats and not only theoretical assumptions. Moreover,
since privacy preserving communication is required in real world use cases such as eIDs
and e-healthcare [ASWZ24], we believe that work on constructions with more rigorous
formal and physical analysis is required. Finally, PQC saPAKEs are required to deal with
pre-computation attacks. However, these are currently missing in the literature.

10.7 Implementations, Performance and Standardization

Since PQC PAKE research is still in its early stages, there are not sufficient driving
factors (e.g., official standardization). Thus, comparing performance and finding a common
benchmarking baseline is an open problem. Based solely on our survey, we conclude that
a meaningful comparison is not entirely possible. Essentially, this is due to the following
reasons. 1) The absence of a unified benchmarking platform with the same HW capabilities
and HW/SW optimizations, 2) the lack of comparison to classical predecessors, 3) the
different security levels used in these implementations, and 4) the varying costs of password
usage methods (e.g., H2G) and supporting cryptographic components (e.g., SPHFS).

Classical vs. PQC Primitives. PQC PAKEs are mainly based on lattice primitives
(including KEMs), which inherently suffer from slower execution times and larger key sizes
compared to DH and ECDH. This leads to an inescapable overhead in both computation
and communication costs. Among more than 50 papers, only three compare their results
to classical counterparts, two of which claim unreasonable speed-ups [XHCC17, GDLL17],
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while the third show a slowdown varying between a factor 3 and 10 depending on the
parameters chosen for OCAKE with ML-KEM compared to PACE with p256 [AAB™T25].

Realistic and Reliable Evaluation. Many works do not provide clear experimental
results and do not directly address the security guarantees of their constructions. More-
over, some experimental results and benchmarks, especially for LWE and RLWE, seem
unconvincing or rather unreasonable. Moreover, the performance indicators of the reviewed
works differ in the measurement setup, used units (e.g., clock cycles, milliseconds, or
computational cost, etc.), and the benchmarking environments also differ in their compu-
tational capabilities. Hence, it is extremely difficult to make accurate statements about
which constructions are more secure or can perform better under which circumstances.

Impact of Design and Performance. The underlying primitive in is indeed the
overwhelming factor in overall performance, which is especially true for generic KEM-based
PAKEs. However, different use-cases impose different security and design requirements;
therefore, trade-offs are probably inevitable. For example, ID cards are subject to reg-
ulations that define how fast and how secure a micro-chip must be. Other use cases
impose other requirements, and by any means, finding the proper balance between security,
computational complexity, and communication costs is not an easy task.

Discussion. Ideally, we would like to assess performance by assuming that the same
primitive will require the same resources using the same platform and the same imple-
mentation (or optimization). Similar to projects aimed at PQC KEMs such as the Open
Quantum Safe (OQS) project [SM16] and pqm4 [KRSS19], there is an urgent need to make
an effort to provide reproducible performance benchmarks for different PQC PAKEs on
various platforms, making them also comparable and comprehensive. Assuming a unified
platform, the question is to compare the efficiency of designs for the most suitable use
case; preferably also compared to similar classical designs.

11 Conclusion and Future Work

Based on our review, a pressing order of business for future work would be an official project
providing a unified hardware and software framework for PQC PAKE implementation
and benchmarking. Further, such a project can actively integrate and test PQC PAKEs
in real world applications in order to evaluate their claimed suitability for certain use
cases, and investigate their implementation security. In addition, hybrid schemes can also
be considered in such evaluations to assess their applicability and feasibility for future
cryptographic migrations. On the theoretical side, future PQC PAKEs have to consciously
aim at designs with crypto-agility, where building blocks are at least interchangeable,
if not updateable. That being said, the most urgent future work concerns these very
building blocks. As previously observed, we believe that the security properties of KEM
and idealized objects should receive special attention. That is, on the one hand, to actively
involve abstract security notions in PAKEs for tighter reductions and simpler designs; on
the other hand, to follow up on quantum lifting techniques for the IC and the ROM.

12 Epilogue: Limitations of (Short-Lived) SoKs

In this work, we reviewed over 50 PQC PAKE proposals identified in the literature;
and presented a thorough taxonomy and analysis of their design paradigms. Still, other
taxonomies are also found in PAKE proposals and formal analysis papers that provide brief
overviews of prior and concurrent (related) work. For example, Kumar and Xu [KX25]
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discuss the security of the KOY protocol built from SPHFs and define two design paradigms,
which they refer to as EKE-type and SPHF-based. However, their classification is more
related to the framework and security model used in analysis. Indeed, the authors pose
very important questions considering the implications of the chosen design on the provable
security of a PAKE, or better said the attained degree of security. Still, attempting
to classify PAKEs based on security models ultimately fails to encompass all relevant
constructions, since almost all PQC PAKEs (and classical ones for that matter) rely
on one or more models independent of the proof framework used in their analysis (cf.
Tab 1). Another example can be found in the recent hybrid PAKE proposal of Vos
et al. [VJW25b], who describe existing PAKEs that can be instantiated using PQC
primitives (including KEMs). However, the authors choose a method to classify these
PAKESs, which is too fine-grained and makes a type dependent on the underlying primitive
rather than on the way the password is used. Our (adapted) classification is also an
attempt, and is subject to continuous change. Hence it is only transient and destined to
become obsolete at some point in the future!!. Nevertheless, we believe that providing a
snapshot of research progress is of great benefit to cryptographers and practitioners alike.
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