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Abstract

We provide the first construction of a concurrent and non-malleable zero knowledge argument for
every language iilNP. We stress that our construction is in the plain model with no common random
string, trusted parties, or super-polynomial simulation. That is, we construct a zero knowledge protocol
IT such that for every polynomial-time adversary that can adaptively and concurrently schedule polyno-
mially many executions diff, and corrupt some of the verifiers and some of the provers in these sessions,
there is a polynomial-time simulator that can simulate a transcript of the entire execution, along with the
witnesses for all statements proven by a corrupt prover to an honest verifier.

Our security model is the traditional model for concurrent zero knowledge, where the statements to
be proven by the honest provers are fixed in advance and do not depend on the previous history (but
can be correlated with each other); corrupted provers, of course, can chose the statements adaptively.
We also prove that there exists some functionahitya combination of zero knowledge and oblivious
transfer) such that it is impossible to obtain a concurrent non-malleable protocsl ifothis model.
Previous impossibility results for composable protocols ruled out existence of protocols for a wider class
of functionalities (including zero knowledge!) but only if these protocols were required to remain secure
when executed concurrently with arbitrarily chosen different protocols (Lindell, FOCS 2003) or if these
protocols were required to remain secure when the honest parties’ inputs in each execution are chosen
adaptively based on the results of previous executions (Lindell, TCC 2004).

We obtain anO(n)-round protocol under the assumption that one-to-one one-way functions exist.
This can be improved t@(klogn) rounds under the assumption that there ekisbund statistically
hiding commitment schemes. Our protocol is a black-box zero knowledge protocol.

Keywords: Non-malleable protocols, concurrent composition, concurrent zero knowledge, non-malleable
zero knowledge
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1 Introduction

In the two decades since their introducti@mRss], zero-knowledge proofs have played a central role in the
study of cryptographic protocols. Intuitively speaking, a zero-knowledge proof is an interactive protocol that
allows one party (a “prover”) to convince another party (a “verifier”) that some statement is true, without
revealing anything else to the verifier. The zero knowledge property was formalizedrad by requiring

that the verifier can efficientlgimulateits view of an interaction with the prover, when given only the
statement as input — i.e., without any knowledge of why the statement is true.

In many settings, however, the above security guarantee is not sufficient. Consider a situation in which
Alice is giving a zero-knowledge proof of the statement X to Bob, and at the same time Bob is trying to give
a zero-knowledge proof of some other statement X' to Charlie. Our intuitive definition of zero-knowledge
tells us that Bob should not get any “help” in proving X' to Charlie by means of the zero-knowledge proof
that Bob is getting from Alice — i.e. Bob should only be able to prove X' to Charlie if he could have
done it on his own, without any help from Alice. This property is calied-malleabilityponei] for zero-
knowledge proofs. It turns out that the standard simulation definition of zero knowledge does not imply
non-malleability, and in fact, many known zero-knowledge proofs are susceptible to this kind of attack. We
note that we can describe non-malleability as security in the following scenario: there are two executions
of zero-knowledge proofs, with the adversary corrupting the verifier in one execution and the prover in the
other.

Another setting considered in the literature is the following: Suppose there are many verifiers, all of
which are receiving zero-knowledge proofs from various provers at the same time. We would like to guar-
antee that even if many of these verifiers collude, they still can't learn anything nontrivial from the provers
—i.e., that it is possible to efficiently simulate the view of all the colluding verifiers interacting with the
provers, given only the statements being proven by the provers. This property is aalleatrent zero
knowledgdpbnseg Rk99], and here too, the standard definition of zero knowledge does not imply concurrent
zero knowledge.

1.1 Our Results

In this work, we present the first protocol that is provabignultaneouslynon-malleable and concurrent

zero knowledge in the “plain” cryptographic model without any setup assumptions. Our protocol allows
provers to prove aniNP statement and is based on standard cryptographic assumptions — namely, the ex-
istence of collision-resistant hash functions. The assumptions that we use is the existence of statistically
hiding commitment schemes. Such schemes can be constructe@ (wmijirounds under one-way permu-
tations Novyes] and and even regular (and in particular one-to-one) one-way functions-ps] and in
constant rounds under claw-free permutatiomgrs4] or collision-resistent hash functionsfp97 Hm96].
Simultaneous non-malleability and concurrency means that in the setting where there are many verifiers and
provers all interacting concurrently, with scheduling decided by the adversary as well, security is preserved
even if the adversary corrupts an arbitrary subsdiaih the provers and the verifiers. The definition of
security is that for any such adversary there exists a polynomial-time simulator that, given only the state-
ments proven by the honest parties (and not the witnesses), simulates the entire execution, and outputs
along with the simulated transcript a list of withesses corresponding to all statements successfully proven
in this transcript by corrupted provers to honest verifiers. This definition is the natural combination of
non-malleable zero knowledgednoi] and concurrent zero knowledgenNseg Rk99], and is also similar

to the analogous definitions for non-malleable and concurrent commitnmnsi] PrRox]. We note that

the best previous results on zero knowledge either (1) achieved only concurrent zero knowledge without



non-malleability Rk99, kP01, PRS0], (2) achieved non-malleability but only with a bounded number of
parties presenipNoi, Bar02, PRO%], (3) made use of global setup assumptions like a common reference
strings tLosog or time-delayed messagesLpos|, or (4) used different security frameworks like super-
polynomial simulation$so4 Bsos MMY06].

As in previous works on concurrent zero knowledge and non-malleable zero knowledge, our model
assumes that the vector of inputs (statements and witnesses) to all parties is fixed according to some pre-
determined distribution (although corrupted parties of course do not have to use their given inputs and can
choose their inputs and messages adaptively). However, our security proofiatodend to the case
of adaptively chosen honest inputs; this is with good reason, as it was shown by Lindell that there is
concurrent non-malleable zero knowledge protocol for honest adaptive inpuig.[ Indeed, Lindell’s
argument also ruled out many other functionalities, including oblivious transfer (OT), in the setting where
the inputs for honest parties can be chosen adaptively based on outputs of previous protocols.

This leads to a natural question: Can we generalize our positive result on concurrent non-malleable zero
knowledge to obtain a result fany polynomial-time functionality — as long as the inputs to honest parties
are fixed in advance? We answer this questiegativelyby exhibiting a simple and natural functionality
that is impossible to realize, even in the setting where all honest inputs are fixed in advance. Our negative
result is also somewhat surprising since in many other settings (i.e., UC security in the common reference
string model £Losod, bounded-concurrent securityifiosa, PR03 Paso4], super-polynomial simulatiorpgo4
BS05 MMY06], and composition in timing modek[ros]) obtaining composable zero-knowledge protocols
was the key step to obtaining protocols for all functionaltties

Our techniques. Perhaps surprisingly, our protocol does not use non-black-box techniques, but rather
only uses black-box concurrent zero knowledge and non-malleable commitments; both tools that have been
around for several years by nowko9, bpn91] (although we do require some tweaking of these protocols,

see below and Section 2). We see our main novelty in our proof of security.

Essentially all known techniques for achieving concurrent zero knowledge simulation and non-malleability
in the plain model have relied crucially on proof techniques based on complex “rewinding” argéinfents
critical component to many results (e.gbjN91, PRS02 PRO%, BS05) has been the development of new proof
techniques to tame the complexity introduced by rewinding, often through new kinds of hybrid arguments.
At a technical level, we continue in this line and develop new techniques for dealing with complex rewinding
in security proofs.

Our protocol uses the Prabhakaran-Rosen-Sahai (PFRS)J concurrent zero knowledge protocol and
simulation strategy. We also want to make use of non-malleable commitment constructionso(eeg, [

PR0%:]) to obtain non-malleability. This gives rise to two main obstacles: (1) We need to guarantee that the

non-malleability properties of these commitment schemes remain even in the presence of our rewinding.
Note that in general, this should not be true — an adversary for a plain-model non-malleable commitment
scheme such a®pno1, PRom] that can rewind honest parties would always be able to cheat. We develop

a new hybrid argument that shows that we can guarantee non-malleability by making specific use of the
properties of the PRS rewinding strategy and a statistical zero knowledge variant of the PRS protocol. (2)
The other major obstacle is that the techniques for non-malleability necessarily involve rewinding of their

We do believe that the pattern will still hold true here — that our concurrent non-malleable zero-knowledge protocol will lead
to protocols for all or large classes of functionalities, but just not according to the same definition of security. In the conclusions
section, we mention some possible directions.

2\We note that all known non-black-box techniquesg01, BAR02, Pas03, PRO3 PR0O5, PRO5, BS05 for achieving concurrent
simulation or non-malleability can also be seen as introducing complexities similar to those that arise with rewinding. This is one
of the reasons that natural generalizationsBefj01] has not led to a constant-round concurrent zero-knowledge protocol.



own (for extraction). We develop a new proof technique to show that the extraction methods we need can
work “on top of” the PRS rewinding strategy.

For our impossibility result ruling out concurrent non-malleable realizations of more general functions,
even when honest party input distributions are fixed, we work as follows: we start by taking one of the
counterexamples showing that very strongly composable protocols (e.g., UC secwity] pr security
against “chosen-protocol attack{§woaz, Linozs]) for, say, zero knowledge, do not exist in the plain model
(where there are no trusted parties or common reference strings). This basically implies that for every
supposedly composable zero-knowledge argurfietihere exists a protocdl’, depending oil, such that
their concurrent execution is not secure. The main novelty in our work is that in order to get the kind of
result we want, we use a variant of Yao’s garbled circuit techniguss§] to “compile” the protocolll’ into
a protocol using the oblivious transfer functionality. Thus, we create a scenario where for every protocol
II implementing the combined zero knowledge and oblivious transfer functionality (or equivalently, for
every pair of protocol§Izx andIlopr each implementing these two functionalities), there’s an adversary
launching a concurrent attack that manages to learn a secret with probability closethe real world, but
no adversary would be able to learn the secret with non-negligible probability in the ideal model. Note that,
unlike its typical use, we're using Yao's technique here to gegativeresult. (This is somewhat similar in
spirit to [BGI+01].)

1.2 Previous works.

Concurrent zero knowledge. Concurrent zero knowledge (where the adversary corrupts either only provers
or only verifiers) was defined by Dwork, Naor and Sataideg and the first construction in the standard
model was given by Richardson and Kiliarkpg]. The number of rounds was improved (flilog n) by

[kPo1, PRS03 Which is optimal forblack-box simulatiofickprod. (A constant round protocol for bounded-
concurrent zero knowledge was given #ado1] using non-black-box simulation.)

Non-malleable zero knowledge. Non-malleable zero knowledge was first defined and constructed by
Dolev, Dwork and Naorpngi]. Constant round protocols were given Bago2, PrRos]. These latter works
also introduced some more convenient definitions (which we follow) thanoibwesf] definition (inspired

by definitions of non-malleableon-interactivezero knowledgeden99)).

Non-malleable and concurrent commitments. By a simple hybrid argument, every commitment scheme
remains secure under concurrent composition if the adversary can corrupt either only senders or only re-
ceivers. As in the case of zero knowledge, stand-alone non-malleable commitments were defnedy [

and constant-round protocols were givensrrp2, PRo%:]. Pass and Rosergoz] showed that the commit-

ment scheme fronpRos] is actuallyconcurrently non-malleabliéus giving arO(1) round concurrent non-
malleable commitment schemidote: In many previous works, progress in commitment schemes and zero-
knowledge went hand in hand, where one could obtain a ZK protocol satisfying security Aobgmplug-

ging a commitment scheme satisfyiti to a standard standalone protocobfio1, cFo1, CLOS02 Lin03a].

Thus, one might hope that one could obtain in this way a concurrent non-malleable ZK protocol from
the [Pro:] scheme. However, an important limitation @fRps] is that security is guaranteed only under

the condition that only theommitprotocol and not theevealprotocol is executed concurrently. For this
reason, such commitment schemes do not automatically imply concurrent non-malleable zero knowledge
proofs. In particular, we do not know that if we plug iPRos]'s commitments in one of the well known
constant-round ZK or honest-verifier ZK protocols we will get a concurrent non-malleable ZK protocol.



In fact, that would be quite surprising since in particular it will yield the first constant raendurrent

zero knowledge@rotocol. We note that our work here does not work in this way, and indeed, we can make
use of ‘hon-concurrent non-malleable commitment protocols like the original protocol mbfo1], thus
avoiding non-black-box techniques altogether, and reducing our assumptions to just regular one-way func-
tions. We also don't know whether it's possible make the proof simpler by using concurrently non-malleable
commitments.

Universally composable (UC) security, general and self composition.In [cano1], Canetti introduced the
notion ofuniversally composabler UC security for cryptographic protocols. This is a very strong notion of
security and in particular a UC secure zero-knowledge protocol will be concurrently non-malleable and in
fact will compose with an environment that contains executions of arbitrary other protocols as well (see also
[Lino3s]). However, this notion, that essentially implies black-box straightline simulation, is in some sense
“too strong”, and it was shown that in the “plain” model, without trusted parties, honest majority or setup, it
isimpossiblgo achieve UC-secure zero knowledge and in fact a very wide range of functionalities including
commitment schemes4noz1, cFoy, ckL03]. (See BoGwsg, can01, CLOS02 BCNP04 for constructions in other
models.)

Self-composition. As mentioned above, Lindell {vo4] showed that for the case ofessage passing func-
tionalities (functionalities allowing to transmit a bit, in particular including zero knowledge), security for
concurrent composition of treameprotocolunder adaptive input selecti@ssentially implies UC security

and hence it is impossible to obtain a zero knowledge protocol satisfying this notion of self-composition in
the plain model. Adaptive input selection is defined by having the inputs supplied by an environment as in
the UC model, but unlike the UC definition, this environment is not allowed to look at the actmhuni-

cation of the executions but only at thmutputsof these executions. In contrast, in our security model the
inputs may be chosen from some distribution but are supplied in advance to all parties, and so, while we
can’t control the corrupted parties’ behavior, the honest parties do not choose their inputs adaptively based
on previous executions.

Super-polynomial-time simulation. Another sequence of works considered a setting where the ideal
model simulator is allowed to run isuper-polynomiatime [Pso4 Bsos mmyos]. This allows to bypass the

UC impossibility results and yield protocols for any functionality that seem to supply adequate security for
many applications. However, the definition is not as intuitive and mathematically clean as polynomial-time
simulation, and the current constructions do suffer from drawbacks such as requiring stronger complexity
assumptions, and a tradeoff between the time of simulation and the standalone soundness of the protocol.

Security for independent inputs. Garay and MacKenziesjmoo] show a protocol for oblivious transfer

that is concurrently secure if the inputs to the parties in each execution is chosen independently and at
random from a known distribution such as the uniform distribution. We note that in this paper we consider
the more standard setting where the inputs are arbitrarily chosen and in particular may be correlated.

1.3 Preliminaries.

We consider only two party protocols in this paper. Our model isuqdartiesP, . . ., P, (not necessarily
aware of one another) that interact in pairs via some two party profbc®here’'s some distributio® on
inputszq, ..., x, and each party; uses input; in its interaction (by adding more parties if necessary, we



can assume that each party participates in at most one interactibn We assume an adversakgyv that
chooses initially to corrupt a set of parti€B; : i € C'}, and receives the inputs for that set, and completely
controls these parties. The adversary can also schedule concurrently and adaptively all the messages in the
network. We assume that all parties in the network have unique identities and authenticated communication
(following [ppN91] this can be relaxed somewhat for the positive result). We saytisacurely implements

an ideal functionalityF with two inputs and two outputs if for any suédv corrupting a set there's a
simulatorSim that receives the inputs; for ¢ € C, and for every paifi, j) that interacts vidl with i € C

andj ¢ C, Sim gets one access to the first output of the function- F(x,x;) (we have an analogous
definition if the corrupted party is the second in the pair). The outpufénefand the second output should

be computationally indistinguishable from the outputsfdlv and the outputs of the honest parties in the

real execution. It can be shown thidtis concurrent non-malleable zero knowledge forMeR-relation

R if and only if it secure implements the ZKPOK functionalify defined as followsF(z o w) = = iff

(z,w) € RandF(z o w) = L otherwise (this functionality only uses one of its inputs).

2 A concurrent non-malleable zero knowledge protocol

Definition 2.1. A protocol is a Concurrent Non-Malleable Zero Knowledge (CNMZK) argument of knowl-
edge for membership in aNP languagel with witness relationR (that is,y € L iff there existsw such
that R(y, w) = 1), if it is an interactive proof system between a prover and a verifier such that

Completeness:if both the prover and the verifier are honest, then for eyery) such thatR(y, w) = 1,
the verifier will accept the proof, and

Soundness, Zero-Knowledge and Non-Malleability:for every (non-uniform PPT) adversa® interact-
ing with proverspP, ..., P, in my, “left sessions” and verifiersy, ..., V,, . in mpg “right sessions”
of the protocol (withA controlling the scheduling of all the sessions), there exists a simufatach
that for every set of “left inputsyy, . .., ym,, we haveS(y1, ..., Ym, ) = (v, 21, .., Zmy), SUch that

1. v is a simulated view of4: i.e., v is distributed indistinguishably from the view gf (for any
set of witnessegws, . . ., wy,, ) thatPy, . .., P,,, are provided with§

2. Foralli € {1,...,mg}, ifin thei-th right hand side sessioninthe common input is; and the
verifier V; accepts the proof, ther is a valid withess to the membershipgfin the language,
except with negligible probabilityz{ = L if V; does not accept.)

Further, we call the protocol a black-box CNMZK if there exists a universal simufgsuch that for any
adversary, it is the case thaf = Sg}; satisfies the above requirements.

Note that the above security property subsumes both zero-knowledge and proof-of-knowledge proper-
ties. In particular, the second condition reduces to regular (stand-alone) zero knowledge property when
my, = 1 andmp = 0, and implies regular (stand-alone) proof-of-knowledge property when= 0 and
mpg = 1. Furthermore, this condition reduces to concurrent zero knowledg®§ rk99] whenm, = poly
andmpg = 0; it reduces to basic (“non-concurrent”) non-malleabilitpfio1] whenm; = mg = 1.

This definition resembles the notion of simulation-extractablity usedmosl] for concurrent non-
malleable commitments.

3Here, and elsewhere, by the view of a party we mean the sequence of its internal states during the execution, including the
messages received and sent by it.



2.1 UC-like definition of CNMZK

We can also write this definition in the language of the UC-framework, to further illustrate the level of
security and composition it gives. We do not get into the details of modeling the Network, but instead keep
our description at an informal level. For more details of modeling se@$, Pra0s].

The functionality in question i/, the natural zero-knowledge functionality for membershig irit
accepts a paify, w) from P and sendsy, R(y,w)) to V, which it outputs.

The nature of the security is essentially described by the kind of environments allowed in the security
definition. We call a PPT environmegta “CNM environment” if it behaves as follows:

e Z interacts arbitrarily with the adversary, and selects many pairs of pariés). For each of these
pairs, Z picks (y, w) such thatR(y, w) = 1. It handsy to both P andV, andw to P.

e Then Z initiates each pair to interact with an instancefdf. After this point the environment does
not send any messages to the parties or to the adversary (but it continues to receive messages from the
adversary}.

e Finally Z outputs a bit.

Note that since there will be no automatic composition theorem available, the environment already invokes
multiple instances of the functionality. Also note that there are no other protocols or functionalities being
invoked, emphasising the fact that we are dealing only with self-composition.

In the “ideal” execution, when initiated with input, the parties interact #igh. In the “real” execution
the parties use the protocol in question. All scheduling is controlled adversarially.

Then the definition of security is that there exists a simul&gy such that for all adversaried and
any CNM environmeng, the output ofZ in the real execution is indistinguishable from that in the ideal
execution.

2.2 Result from [Prsod

We adapt the main argument fromr[so] for use in our protocol. Consider the following protocol segnent:

1. PRS Commitment: The verifier picks a (sufficiently long) random string and prepares - ¢(k)
(wheret(k) is anyw(log k) function) pairs of secret share&?j,a}j) forl1 <i<k 1<j<t(k)
such that for alli, j) we haveny; ®«j; = 0. Then it commits ter and(a;, o;)i; using a statistically

binding commitment schem@mpgs.

2. PRS Challenge-Responsethis is followed byt (k) rounds of randonk-bit challenges by the prover.
In response, for eacfi, j), if the i-th bit in the j-th challenger;; = b then the verifier opens the
commitment tcufj in that round.

3. On reaching this point the prover considers the preamble to have “concluded.”

“The environment not communicating with honest parties after initiating the protocol execution corresponds to the restriction
that the inputs to the honest parties are non-adaptive. Also the restriction that there is no information the adversary receives other
than its initial auxiliary inputs and the protocol messages is captured by restricting the environment from sending messages to the
adversary after the protocols commence. Technically, such a restricted environment allows a simulation that involves “rewinding,”
as in our case.

5In describing all protocols we use the implicit convention that if a party receives messages which are not as prescribed by the
protocol, that party is required to abort the entire session.



4. PRS Opening: The verifier opens all the commitments made in the PRS Commitment step, and the
prover verifies consistency of the revealed values (i.e., that fdr gl), a?j @ Ozilj evaluates to the
same value).

5. On reaching this point the prover “accepts” the preamble.

There can be other messages in between, as long as the chaligrayespicked randomly independent
of previous messages. In particular, as in our case, there can be messages in the protocol between the prover
concluding the preamble and the verifier opening the commitments.

The PRS simulator (for our purposes) is the following program which “simulates” multiple (polyno-
mially many in the security parameter) concurrent sessions of the protocol between honest provers and a
combined adversarial verifie¥dprs The simulator gets inputs of all the parties in all the sessions, and
it runs the honest provers and the adversarial verifier interfditythe end it produces an ordered list of
“threads of execution.” A thread of execution consists of views of all the parties, such that the following
hold.

e Each thread of execution is a perfect simulation of a prefix of an actual execution.

e The last thread, called thmain thread is a perfect simulation of a complete execution (i.e., until all
the parties terminate); all other threads are cdbbe#-ahead threads

e Each thread shares a (possibly empty) prefix with the previous thread, and is derived by running the
honest parties with fresh randomness after that point.

The aim of the PRS simulator is, for each PRS commitment that it comes across in any session in any
thread, to extract the committed valudreferred to as the “PRS secret”) before the preamble of the session
is concludedn that thread. The extraction is achieved by observing the adversary’'s messages in multiple
previous threads. If it fails to extract the PRS secret in any session in a tlaedithe execution goes
on toacceptthe preamble of that session in that thread, then the simulation is said to “get ster&d] [
guarantees that the probability of the PRS simulation getting stuck is negligible.

Lemma 2.2. (Adapted from prsod) Consider proversy, . .., P,,, and an adversarial verifiedlprsrunning

m sessions of a protocol with the PRS preamble as described above, whisrany polynomial in the
security parametek. Then except with negligible probability, in every thread of execution output by the
PRS simulator, if the simulation reaches a point where the préyeccepts the PRS preamble withas

the secret in the preamble, then at the point when the preamble was concluded, the simulator would have
already recorded the value.’

In fact [Prsod prove a further refinement of this lemma (that we will need): instead of the simulator
running each thread exactly as in the original execution, if each thread (individually) is executed in an
indistinguishable wa$,the lemma still holds. (This is what allowsHso3 to show that indistinguishable

®Note that the “simulator” as described here is given all the inputs to all the parties. Later, after introducing this simulator into
the sequence of hybrids in our proof, we shall show how to get rid of these inputs.

"Unlike in [PRS0%, in our preamble, the PRS commitment is statistically binding. So, except with negligible probabifty, if
accepts the preamble, there is a well-defined valure the PRS commitment, and it is this value that the prover accepted as the
secret in the preamble. We point out that our case is slightly simpler than the original analysiod[in that we are interested
in arguments (not proofs), and hence the commitment by the verifier can be statistically binding.

8In our applications, it is enough if this holds when the indistinguishability is statistical; but in fact this refinement holds even
if the indistinguishability is only computational. Indeed iPHS02 the argument is used for computationally indistinguishable
executions.



simulation is possible.). It is important that here we require the indistinguishability requirement only on a
per threadbasis. In particular the joint distribution of the threads in the latter simulation is allowed to be
distinguishable from the joint distribution of the threads in the original simulation.

We shall adapt the PRS simulator to our setting in which an adveyéasyengaged in concurrent left
hand side sessions as the verifier, while concurrently playing the prover in multiple right hand sessions. We
could build a preliminary simulator (which is provided with inputs of all the parties) for this situation by
considering all the right hand verifiers also as part of an adverdagy before invoking the PRS simulator.
However there is a minor technicality that needs to be taken into accoumrdnj, since the adversary is
arbitrary, it may very well be assumed to read its entire random tape up front. Thus in all the threads (all
of which may share a common non-empty prefix) the PRS simulaterisol uses the same random tape
for the adversary. But it is easy to see that the analysisrAadj works even with probabilistic adversaries
which do not read their entire random tapes initially, and in that case the PRS simulator can use fresh
randomness for the unread parts of the random tape when simulating a new thread. This is important for us
because in our simulation we will need to use fresh randomness for the right hand side verifiers in different
threads (except during the shared prefixes). So in our use of the PRS simulator only the random tape of the
original (arbitrary) adversary is fixed across all the threads while the respks(i.e., the right hand side
verifiers) is given fresh randomness in different threads.

Another equivalent (and in some sense a more natural) way to formulate this is to consider the right hand
side verifiers as part of the honest prover and, as in the original PRS simulator, to fix the random tape of the
adversary across all threads. Later in our proof, we will have chance to refer to this formulation.

2.3 Non-Malleable Commitment

The other ingredient we need is a statistically binding non-malleable commitment (not necessarily concur-
rent non-malleable) with an “extractability” property. More precisely, we require an interactive commitment
protocolComy, between a “sender” (whose input it wants to commit to) and a “receiver” (with no input)
satisfying the following properties.

1. Statistical Binding: The protocol has a determining message from the sender to the receiver (typically
the first message from the sender) which is the first message containing information about the value
to be committed. If either the sender or the receiver is honest, the determining message is information
theoretically binding except with negligible probability.

For clarity in presentation we shall require that the first message in the protocol is itself the determin-
ing message. (However see Section 2.5.2.)

2. (Non-concurrent) Non-Malleability: Consider the following two experiments in which an adversary
M participates in one “left session” of the protocol as the receiver, and in one “right session” as the
sender. M picks a valuew and gives it to the left sendd?. In the first experimenP commits to
w while in the second experiment it commits to the all-zeroes string. We define the value of the
experiment a$r, ), wherer is the output of\/ anda is the value in the determining message of the
right-hand-side commitment. (We say= L if the right-hand-side commitment was not accepted, or
if the determining message did not uniquely determine the committed value).

The non-malleability property is that the values of the two experiments are distributed computationally
indistinguishably.

For the sake of convenience we state the hiding property explicitly, though it is implied by the non-
malleability property. The two experiments are defined as before, exceptitlimies not participate
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in a right hand execution. Instead, after receiving the commitment #om/ produces an output,
which is the value of the experiment. Then the hiding property requires that the values of the two
experiments are computationally indistinguishably distributed.

3. (Stand-alone) Extractability: The extractability requirement is that there is an efficient extractor
such that given an adversary and its view from a random execution of the protocol with an honest
receiver, then, except with negligible probability — the probability being over the coins of the adversary
and the verifier in the view, as well as that of the extractor, if it is randomized — the extractor outputs
the value in the commitment, if according to the view the receiver accepts the commitment.

In fact, we require a slight extension to this by requiring that the extraction can work on a prefix of
the protocol where the verifier is public-coin. More formally, there is a message from the sender in
the protocol called the “knowledge-determining message” (KDM), such that given an adversary and
its view during a random execution of the protocol till (and including) the KDM, the extractor will
output the committed value, if according to the view the verifier was still accepting (i.e., it did not
abort). We require that prior to receiving the KDM the receiver does not have any private coins.

2.3.1 Available Non-Malleable Commitment Protocols

For simplicity, first we consider a model in which all parties have distinct idertjtasd all communication
is over authenticated channels.

Pass-Rosen Commitment: In [Pros] give a statistically binding commitment protocol, and show that
their protocol satisfies the non-malleability property we require (and more).

Though proz] states their definition without an extraction requirement, in their proof they show how
to do extraction as well. But in fact we observe that another simple extractor (so that the protocol is clearly
public coin until the knowledge-determining message) can be derived by slightly modifying their proto-
col. Their protocol has the following structure: first the sender commits to its input asigtatistically
binding commitment scheme; then it gives a proof of knowledge of the input and randomness used in this
commitment, using a non-malleable ZK protoeelZK;p, wherel D is the identity of the prover. Consider
modifying this protocol by replacing the first message — namely the statistically binding commitment — by an
interactivestatistically binding commitment, which consists of a regular non-interactive statistically binding
commitment (which can be based on any 1-1 one-way function) followed by a ZK proof of knowledge that
it knows the contents of the commitment. Using a ZKPOK of super-constant rounds we can obtain a deter-
ministic polynomial time extractor. This can be done, for instance, by havindayk)-round sequential
copies of the basic Hamiltonicity protoc@us?]. (see e.g. ¢oLo1]).

This commitment protocol satisfies all our requirements.

DDN Commitment:  Surprisingly, though we are in a concurrent setting, our requirement of non-malleability
on the commitment schen@@myy is in the plain non-malleability setting (i.e., one execution each on the
left hand and right hand sides). We show that the original non-malleable commitment scheme by Dolev,
Dwork and Naor ppng1] satisfies our requirements, when the initial (statistically binding, non-interactive)

9This assumption can be removed (as originally done®inN91]) by letting the honest parties pick a (signing key, verfication
key)-pair for a signature scheme, and having the entire transcript of the protocol signed using this key (only the provers need to
sign). Then the one case excepted from the definition of non-malleability is wiheopies an entire left execution as a right
execution, by playing a router for the messages.



commitment phase of their protocol is augmented to have a ZKPOK, as above. As we mentioned above this
modification takes care of the extraction requirement, while retaining the non-malleability property proven
there.

Next we claim that the non-malleability property of the DDN protocol implies the non-malleability
property that we require. First vadaptthe definition from pono1] as follows:

Definition 2.3. (DDN Non-Malleable Commitment. Adapted from [ppne1].) A statistically binding
commitment protocol is said to be DDN-non-malleable if for every (nhon-uniform PPT) adversayy,
there exists a simulata@ppy such that for all (non-uniform) PPT machin®&sthat take three inputs and
outputs a single bit, the outputs of the following two experiments are indistinguishable from each other.

DDN-Experiment 1: Appy first outputs a stringv. Thena is set to bew or the all-zeros string, chosen
unifromly at random. An honest send&rcommits toa to Appn. Meanwhile Appy commits to some
string « to an honest receivér. (« is well-defined, possibly as, because the commitment is statistically
binding). Also at the endippy outputs a plain-textppn. The output of the experiment 8(a, v, Tppn)-

DDN-Experiment 2:  Sppn outputs a stringv anda is set to bew or the all-zeros string, chosen unifromly
at random. Thegppy commits to some string to an honest receivél and outputs a plain-texppn. The
output of the experiment iR (a, a, TopN)-

Here we have simplified the DDN definition by replacing a general distribution by a uniform distribution
over a stringw and the all-zeros string. Without loss of generality we assumeuthsichosen determinis-
tically (but non-uniformly). Also, we have slightly strengthened the definition to include a plain-text output
7 produced by the adversary as inputRo To see that the protocol impn91] does satisfy this strength-
ened requirement, note that the proof there first uses a “knowledge extractor” to extvettith could be
modified to outputr, ) instead.

Now suppose a commitment protocol did not satisfy the non-malleability we require. Then, there is
an adversaryd who gives a valuev, accepts a commitment on the left to eithewor the all-zero string,
and makes a commitment on the right to computationally distinguishable values on the right, and outputs a
string 7. Let the value committed to on the right be Denote these G(S'(w), a(w)) in the first experiment
(when commitment on the left is t@), and as(7(?), (9) in the second experiment (when commitment
on the left is ta0). We have a PPT distinguish& which outputs a single bit such thax(r(*) o)) %,
D(7(9 (9, In other words|r,, — 7| is not negligible, wherer,, andrg stand forPr[D(7(*), a(®)) = 1]
andPr[D(7(9, () = 1] respectively. Note that this can be true onlyifs not the all-zeros string. Now
defineAppn to be the same a4, but withppy = (7, w). Define

R( (7 w) D(a,T) if a=w
a? a7 T)w = .
1—D(a,7) otherwise.

Then the probability of the output of DDN-Experiment 1 being % isr,, + (1 — 7)) = 5 + (7w — m0),

where as the probability of DDN-Experiment 2 producing %iQsincea = w with probability %; here

we use the fact thab is not the all-zeros string). Sinde,, — 7| is not negligible, the outputs of the two
experiments are not indistinguishable. Hence we conclude that if the protocol is not non-malleabile in the
form we require, then it is not DDN-non-malleable either.
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2.4 Other Ingredients

The other ingredients we use are
1. A statistically (or perfectly) hiding commitment schefengy.

2. A statistical (or perfect) ZK argument of knowledggKAOK, for proving knowledge of witness for
membership in anINP language.

The statistically hiding commitment scheriemsy can be achieved in a constant-round protocol using
collision-resistant hash functions or claw-free permutations or, at the expense of B¥ingunds, using
one-way permutationsvpvves] (see also Section 4.8 ofsfLo1]), and even using only regular one-way
functions by the recent result of Haitrefral [HHK +05]. Given such a commitment scheme, we g8{AOK
as required with a factav(log k) blow up in the number of rounds, in same manner as our construction
of a ZKPOK above, using(log k) sequential copies of the Hamiltonicity protocol, but where the prover’s
commitments in the Hamiltonicity protocol are made using the statistically hiding commitment scheme
Comgy. ThissZKAOK enjoys a strict polynomial-time extraction procedure with negligible probability of
failure.

We note that all our ingredients are realizable under the assumption that regular one-way functions exist
(and in particular under the assumptions that one-to-one one-way functions exist).

2.5 Our Protocol

Consider arlNP-complete languagé with a witness relationshig. The prover and verifier receive a
common inputy and the prover receives a witnesssuch thatR(y,w) = 1. The protocolCNMZK is
described below.

Phase I: PRS preamble from Section 2.2 up to the point where the paveludeghe preamble.

Phase II: Prover commits to the all-zero string usigmsy. Then it usesZKAOK to prove the knowledge
of the randomness and inputs to this executiofi@hsy.

Phase Ill: Continue the PRS preamble until the prover accepts the preamble. Let the secret in the preamble
(as revealed by the verifier) lae

Phase IV: Prover commits to the witness usingComp.
Phase V: Prover proves the following statement usetKAOK: either

e the value committed to in Phase IVissuch thatR(y, w) = 1, or
e the value committed to in Phase llds

It uses the witness corresponding to the first part of the statement.

Theorem 2.4. Protocol CNMZK is a black-box concurrent non-malleable zero knowledge argument for
membership in th&P languageL (Defintion 2.1).

11



Proof. It is easy to see that the protocol satisifies the completeness condition. Below we shall build a
simulator-extractor, which outputs a simulated view of the adversary’s view along with witnesses for all the
successful right hand side proofs in the simulated view, as required by the second condition in Defintion 2.1.
We build the simulatolS in stages, via intermediate simulatdrs, fori = 1,...,4. H; outputs a
simulated viewr(®. (S will in addition output a list of witnesses.) We defiftlen random variables
() a{7yme whereb(” is a bit denoting whether according 1), V; accepted the proof from the ad-
versary or not, andygz) is the value contained in the Phase IV commitm€ainyy received byl (as
determined by the determining message; if there is no unique value, then it is defined)to be
Stage 1:'H; gets all the inputs td™, ..., P,,, as well as the inputs tel. It internally runs the (honest)
programs ofPy, ..., P, , as well the honest program for the verifiéfs ..., V,, ., to generated’s view
v(I. The simulation is perfect.
Also one can show that due to the knowledge soundness ofAKAOK scheme used in Phase I
and Phase V, i, accepts the proof in théth right hand session in the simulated viewthen, except
with negligible probability, the Phase IV commitment (which is statistically binding) in that session indeed
contains a valid witnesg to the statement,. (This follows from a hybrid argument for the z right hand
side sessions.) This is stated in the claim below; a detailed proof follows.

Claim 2.5.
v (o) =1) = (Rl =1) (1)
except with negligible probability.

Proof. Fix ¢ € {1,...,mp}. First, fromH;, construct a standalone prove which interacts withV;
alone. This is done by including everything simulatedHpyexceptl; as part ofP*, so that an interaction
of P* with an honest verifiel/; is identical to the execution df{;. We need to argue that If, accepts
the proof byP*, then except with negligible probability, the Phase IV commitment mad2*big a valid
witnessz, to the statement,. We consider the following experiment. Engagé in an execution with
an honest verifiel; which uses a random PRS seasetThen, if V, accepts the proof fron#* build two
standalone prover®;" and P; as follows. P;" is a copy ofP* at the point where it began tB@KAOK in
Phase I1.P5 is a copy of P* at the point where it began ts&@ KAOK in Phase V. Now run the extractor
for sZKAOK on P} and P;5. First we observe that from the hiding property@fmpgs it follows that the
probability of the extractor o returning (an opening or explanation 6émsy as a commitment toy

is negligible. Secondly we observe that the computational bindiri@oisy implies that the probability of
extractor onP;" returning an opening to something other tlvagndthe extractor orP; returning an opening
to o is negligible: this is because, otherwise we obtain two different ways to 6penry. Finally by the
knowledge extractability property 8 KAOK we observe that the probability of{ accepting andp;" not
returning some opening @omsy is negligible; also that oP; returning neither an opening @bmsy to o
nor an opening of the Phase 8bmyn commitment to a valid witness fat is negligible. Together these
imply that the probability oV, accepting the proof and the Phase@@myy, being not to a valid witness
for x4 is negligible. O

Stage 2:H, works just likeH1, but it also does the PRS look-aheads and records the PRS secrets. Recall
that this means that the simulator runs many perfect simulations of the execution with shared prefixes (but
using fresh randomness in the unshared parts), and records the PRS secrets for each preamble concluded in
any thread.H, aborts if the PRS simulation gets stuck. Otherwise it outputs the view of the adversary in

the main thread of this simulation a&). If the simulator did not check for the aborting condition, the view
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generated is identically distributed as in the simulatiorifiy By Lemma 2.2 we know that the probability
of aborting is negligible. Hence, we have

O IC)

ve (0 el we) = 07, ol ).

Stage 3: H3 works like Ho, except that in all the simulated left hand side sessions, the prover commits
to the PRS secrets the Phase 1IComgy, and follows up with an honest execution fKAOK for this
commitment. Sinc&€omgy is a statistically hiding commitment scheme, aZdKAOK is statistical zero
knowledge we get

2) 3)

v =

ve 0P, 0 y) = 0,0l ).
Stage 4:H4 works like Hs, except that in all the simulated left hand side sessions, the prover
e commits to the all zeros string in the Phased¥myu, and
e uses th&Comgy commitment as the witness in the Phase2KAOK instead of the withesses,.

Claim 2.6.

3) 4)

v =

ve (bég)’ aég) ) yﬂ) =c (bgl)a O[§4) ) yﬁ)

Here v and {b(4),a§4)};’2§ are defined analogously to the casetof. We shall prove this claim
shortly, using a carefully designed series of hybrids. It is in this part of the proof that we shall require the
non-malleability property of the commitment sche@@amym.

Stage 5:Finally we describe the simulator-extract®r First it runsH,y to produce a view of the adversary,
v Then it extracts the valuefgl), fort=1,...,mg.

For this we take the view that in the PRS simulator all the honest parties inclidiage considered
part of the prover. Then, for ea¢hS will consider’H, as a standalone adversa#y making a single com-
mitment to a receiver. The adversa#y will contain the adversary and all of the honest parties simulated
by Hs, except the part of/; in the main thread which receives the Phase IV commitni@mtyy. A;
terminates execution after sending the knowledge-determining message (KDM) to the external verifier.

Note that some of the PRS look-ahead threads simulatéd,lwill share a prefix with the main thread.

Thus the interaction oft; with the external receiver (which forms part of the main thread) may define parts

of these look-ahead threads as well. If the KDM/4an the main thread does not occur in the shared prefix

with a look-ahead thread, théty, would have created this thread before reaching the KDM. Hetjcalso

needs to create this thread before terminating. For simulating such a look-ahead thread which shares some
prefix with the interaction with the external receivér; should be able to internallyontinuea prefix of the
interaction with an external receiver where the prefix does not extend to the KDM. This is possible because
of our requirement that prior to the KDM the receiverGamy) does not use any private coins. So at the

point Aj needs to continue this prefix as a look-ahead, there is no secret state of the receiver that it needs
to know. It simply continues the look-ahead thread using fresh coins for the verifier. Ahisindeed
well-defined.
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S constructs the view ofd; (by having kept track of the internals in the run’af;) and invokes the
extractor forComywm, with A7 and this view. The final output & is (v, 31, ..., Bm,) Wheres, are the
extracted values. By the extraction guarantee, if according i accepted the proof, and in particular
accepted the Phase IV commitment, thign= a§4) except with negligible probability.

Note that from above displayed relation$?) =. v(!), where the former is the view generated$wnd
the latter is identical to that of the adversatyin an actual execution. Further, we have

Ve (b§4):1) — (R(xg,a§4)):1)

except with negligible probability. This follows from Equation 1, the fact (Ibé"t), a((f)) =c (bgl), aél)) as
implied by the above displayed relations, and the fact that the con((ihﬁn: 1) = (R($g, a(')) = 1)

can be efficiently checked.
This completes the proof except for the proof of Claim 2.6. O

2.5.1 Proofof Claim 2.6

This is the most delicate part of the proof, which reduces the concurrent non-malleability of our zero-
knowledge protocol to (non-concurrent) non-malleability of the commitment sckemgy. The goal is to

show that in moving from the hybrit{ 3, which uses the real left hand side witnesses in the simulatidt to

which uses the alternate PRS witnesses and commits to all-zeros strings instead of the witnesses, the values
committed to by the adversary do not change adversely. Conceptually the difficulty is in separating the effect
of the modifications in the left sessions from those in the right sessions. The technical difficulties stem from
the somewhat intricate nature of PRS simulation which causes change at some point in the simulation to
propagate in subtle ways.

Before proceeding we point out, intuitively, why va® notrequire concurrentnon-malleability for
Compp: all we require is that, irt{4, for each right hand session, the commitment made uStmgy
continues to be a witness, if it used to be a withesqinwe do notrequire that the entire set of committed
values remain indistinguishable jointly.

We move fromH;z to H4 using a carefully designed series of hybrid simulators. To describe these
hybrids, first we introduce some notation. In the PRS simulation consider numbering (in order) all the
occurrences of first message (FM) in the Phas€dvhy in the left hand side sessions. Note that in a full
PRS execution, due to the look-aheads, we may have multiple FMs being sent by the same left hand side
prover (though only one in each thread). Further, in the simulation, fog,ahe left hand prover sending
FM; is a random variable with support on all;, provers: this is because in each thread, the adversary
dynamically schedulgke protocol sessions based on the history of messages in the thread (and its random
tape, which we have fixed). We shall denote the index of the left hand prover sendirayfi).

Consider a FM and all threads passing through it (i.e., all threads which share a prefix containing this
FM). Suppose this FM belongs to a left hand session with prByein each of the threads, the session with
P; may go on to reach Phases¥ KAOK. We will refer to these instances sf KAOK as “belonging” to
this particular FM.

Now we can describe our intermediate hybrids; andH,... We defineH,.» to beHs and letH, be
H:2, whereN is an upperbound on the number of FMs in the PRS schedile O((mt(k))?) suffices).

Fori =1,..., N, the simulator§{;.; and’H,.» are as follows:

H;.1: Exactly likeH;_1.2, except that for all theZKAOK belonging to FM, the prover will use the corre-
sponding PRS secret as the witness (instead of usjpg). If the PRS secret is not available, then
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A Look-Ahead Thread

Main Thread

Figure 1: A schematic representation of the threads in a PRS simulation. Here the segment AB represents
the first thread and AZ the last or main thread (highlighted with dotted lines). AB, AC, AD, AE are all
look-ahead threads. Also marked are points where the FMs (first messages of PRaseyky from A to

the right hand side verifiers) occurred during this simulation. Note the order in which FMs are numbered.
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the simulator fail°.

7-22-;2: Exactly Iikeﬁm, except that in FMthe prover commits to the all-zeros string (insteadup@»)) and
continues the execution accordingly.

Fori = 1,..., N we define random variableéV) and{5{""), a{"1"% andi(? and{b{?, a4\ }mr
analogous toV) and{5{"), a{"}7% . Note that we need to show that

]7(0:2) = I;(N:2)
v B & ) = (0], 6, ).

We do this via the following sequence:

pi=1:2) —_ (1) @)

() = pli2) 3)

W/ (Egi_l 2)’&gz—1 2)’W) = (Béi:1)7&gi:1)’y£) @)
v/ (i)gizl)j dg’ U,y ) =¢ (ggm)’&g:z)?yw (5)

Proving Equations (2) and (4): These follow from the fact that the PhasesX¥KAOK remains statisti-

cally indistinguishable when the alternate witness is used. However note that in the PRS simulation, indis-
tinguishability does not hold when multiple threads are considered together. But the only way a thread can
affect subsequent threads is through the availability of the PRS secrets at the right points in the simulation.
Recall the refinement mentioned after Lemma 2.2: as the change introduced in each thread is undetectable,
it will still hold that the PRS secrets will be available as required except with negligible probability. Other
than the availability of the PRS secret, each thread is independent of other threads. Thus each individual
thread, and in particular the main thread, continues to be statistically indistinguishable in the simulation by
H;_1.0 andH,.1. This in turn implies both equations (2) and (4).

Proving Equations (3) and (5): Equation (3) follows from the hiding property @bmyym. To see this we
create a standalone machihé which is identical toH,.;, except that on reaching FNt starts interacting
with an external sendd?. First it sendsw, ;) to PP, and then receives a commitment frdfwhich it uses
to interact withA, instead of an honest commitmentitq,; as’H,.; does. However ifP makes an honest
commitment taw,;) then the( M, P) system is identical t@{;.;. However, if P makes a commitment to the
all-zeros string, then th@\/, P) system is identical t1;.o. By the hiding property o€ompw the output of
M must be indistinguishable in the two cases, establishing equation (3).

However to prove equation (5), this is not enough, because only the right hand side commitments appear
in the simulated view and not the committed values themselves (which can be distinguishable even when the
commitments themselves are indistinguishable). So now we build a mathinenich will “expose” the
incoming left hand side commitment frof),;) and the outgoing right hand side commitmentfo That
is, M, will interact with an external sender and an external receiver for these commitments, while internally
simulating the rest. Then we shall use the non-malleability proper§oafyy to argue that the values
committed to byM, in two experiments — one in which, ;) commits tow,,;y and another in which to the
all-zeros string — are indistinguishable, and hence so will be the values commitf@byd%m andH,..

935 it would have already failed iH .
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The precise argument is slightly more involved. Consider generating the pair of random variables

(Bg“),déi’l)) and (B((fz),dém)) as follows: note that;.; andH,., are described identically until FM

Let us call this machin@{;, which we run until reaching FM At this point there are three possibilities:

1 Both (Egi:l),dém)) and (5?12),&?:2)) are defined — i.e. théth right-hand-side interaction already

terminated before we reached ENh this case they have identical values.

i:1)

2 Botha!"" anda!"™® are defined and they have the same vaiig, 5" andb|"® are not yet

defined.
3 Allof (5, al"™) and(5?, a{"*) are undefined.

In the latter two cases we continue the executiorHef andH,.o separately to fully define the random
variables. It is sufficient to argue that the pairs of random variables obtained in these two sub-processes are
indistinguishably distributed.

In the second case this follows from the indistinguishabilitf oy . To see this consider a machine
M initialized toH;, at the point of FM. It starts off by sending,,;) to an external sendé? and receives
a commitment to eithew, ;) or to the all zeros string, and uses this commitment instead of the honest
commitment; then it outputs a bit indicating whetHéraccepted the simulated proof or not, along with
the committed V8.|U6zél), which is provided ta\/, non-uniformily (as it was already fixed). Depending on
the choice made by, the output is eithefs{", &) or (3", 4{"%). SinceM is a (non-uniform) PPT
machine, the hiding property @omy implies that these two outputs must be indistinguishable.

In the third case we consider two sub-cases, depending on whethés liMhe main thread or not. If
FM; is not in the main thread, then the statistical difference in the main thread is negligible. This is because,
as described in the proof of equations (2) and (4), the only way previous threads affect the main thread is
on account of whether all the requisite PRS secrets are available on time during the simulation; but, again
as pointed out above, the refinement of Lemma 2.2 guarantees that the probability of the simulation getting
stuck for want of a PRS secret will remain negligible in bdth, andH,.».

Dealing with the remaining sub-case, whenfypears in the main thread, requires the non-malleability
property ofComypn. Note that at FMthe first message of the right ha@dmy phase withi; has not yet
started. Then, like before, we construct a machmp again initialized td}:[i at the point of FM, which
starts off by sendingy,,;, to an external sender and receives a commitment to eithey;) or to the all
zeros string, and uses this commitment instead of the honest commitment. HMpdébrs from M, in
the following ways:

e Itdoes not run any look-ahead threads. (For instance, in Figure d=fdr, M; will not run any look-
ahead threads; far= 6, M, will run all the look-ahead threads except AE.) Note that at the point
FM;, we have that{; would have recorded the PRS secret for all the left hand side preambles which
were already concluded and could go on to be accepted. As for the preambles which are concluded
after the point FN, if their sessions go on to reach Phased¥myy, then they will be numbered
FM; for j > 4. So for those sessioﬁr%izl and?—?i:g do not require the PRS secret to execute the thread.
So there is no need to run any further look-ahead threads.

e The Comyy commitment tol} is “exposed.” That is, the part df, which receives th&ompym
commitment is not internalized; instedd; expects this to be an outside party.

e For convenience, we will hav&/; output a bit indicating whether in the internal simulatignac-
cepted the proof or not.
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When P chooses to commit to the string sent b}, the entire execution, with an honest external receiver
for the exposed commitment is a statistical simulation of the main thread executign, pind whenP
chooses to commit to the all-zeros string it is a statistical simulation of the main thread execuﬂgm of
(The only reason for the simulations being not perfect is thatjnthe negligible probability that the PRS
simulation may fail beyond FMs no longer present, whereas it is preserftin and#,.,.) Further, in the
first case the output by} is 5" and in the latteb{"*. Now, the non-malleability condition oGomyy
implies equation (5). O

2.5.2 Relaxing the requirement onComy

We remark that the (natural) requirement we used, that the first messdgenip be the determining
message, can in fact be removed. This will provide the flexibility of using a protocol based on alternate sta-
tistical binding commitment schemes (like Naor's schemedg] in which the first message in the protocol
is a random string from the receiver to the sender, and it is the second message which is the determining
message).

Not having the first message as the determining messageg affects our proof at exactly ohegidia:
very last case analysis in the proof of Claim 2.6, in constructing the advel$arye assumed that it can
be initialized to the point at which FMbccurs in the main thread 81;, and only subsequently does it start
interacting with the external receiver, in the exposed session{oeyn session with). However, if the
first message dfomy is not the determining message, the case analyzed should include the possibility that
the commitment to be exposed has already started befofeoEddirs, but has not reached its determining
message yet. Then we modify; to be initialized to the point where either tlil@myn session withl;
starts or where FMoccurs in the main thread, whichever occurs first. If the former occurs fifsheeds
to carry out the execution of the look-ahead threanlil it reaches FM. However since it cannot rewind
the external receiver, in the look-ahead threads it must internally simulate the receiver. This is similar to the
situation faced in creating the standalone adversary for extraction in the final stage of bSildimdeed,
the condition we used there, namely that the receiver has no private coin until the knowledge-determining
message, implies that the receiver has no private coins until the point where the simulation reaches FM
(because it occurs before the determining message, which in turn occurs before the KDM) Merare
carry out the simulation of the look-ahead threads internally until it reachgs FM

3 Impossibility result for concurrent non-malleable general functionalities.

In this section we show that it impossibleo extend the result we achieved for zero knowledge for general
functionalities. Specifically, we will show that there is some polynomial-time funcfiorsuch that for

every protocol implementing, there’s a concurrent attack that can be carried in the real model and cannot
be carried in the ideal mode, even in the case where all honest parties’ inputs are chosen according to some
(correlated) distribution and fixed in advance.

The function . The functionF will be a combination o(f) string oblivious transfer and zero knowledge
for a particular language. This is a two-party functionality where only one party (which we cedidbiwe)
gets any output. Formally, it is defined as follows:

"There is also a notational difference: we defipéd) to be the index of the provesending=M;. Now, depending on whether
FM; is from the committing party or from the receivef;i) will be the index of the prover sendiray receiving FM, respectively.
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The functionality will be parameterized with a security parametetet f : {0,1}" — {0,1}" be a
one-way function, define
1 2= f(w)

Fzxwoz,x) = _
2k ) {0 otherwise

Forz,w € {0,1}", and where> denotes concatenation. That#s k is the ideal zero knowledge function-
ality for theNP-relationRy = {(z,w) : v = f(w)}.
We defineFor as follows
fOT(fL‘Q cry, b) =Ty

For zg,z1 € {0,1}" andb € {0,1}. That is, For is the functionality for(f) string oblivious transfer,
where the sender has two strings as inptse; € {0,1}", the receiver one bt € {0,1}, the receiver
learnsx, but notz;_, and the sender learns nothing abbut
We defineF to be the function that allows to compute bdth - and For. Formally, it is defined as
follows:
Frr(xow,x) i=14=0
Fliozowozgoxy,i oxob) = For(rgomr,b) i=14 =1
1 otherwisgi # i)

(where L is a value denoting failure).

LetIT be a two-party protocol, where we call one party the sender and the other the receiver. We say that
IT computesF if when both parties follow the protocol’s instructions with inpatandr respectively, the
receiver outputs (s, r). (To simplify notations, we assume that the valuie used as the security parameter
of the protocollI as well as the input size parameter of the functionality.) We prove the following theorem:

Theorem 3.1. Assume thatf is a one-way functiorf and let 7 be defined as above. Lé&I be any
polynomial-time two party protocol computing. Then, there’s a polynomial-) such that for anyn
there exists a distributiod; ont = ¢(n) input pairs forll, a setting of one party in each ofpairs as
corrupt, and a polynomial functioaecReTthat maps the inputs intf0, 1}, so that the following hold.

e There exists a polynomial-time adversatyhich controls the corrupt parties (including the schedule
and contents of those parties’ messages) such that in a concurrent executicopmés ofTI, with
the parties receiving inputs chosen from the distributiof, the adversaryA outputs the value of
SECRETON the inputs with probability.

e For any polynomial-time adversar which controls the corrupt parties in an ideal model execution
wherein the parties get accessttoopies of the ideal functionalit§F, and receive inputs chosen from
the distributionDy;, the probability thatA outputs the value asECRETON the inputs is negligible,
the probability taken ovePy; and the coins ofi.

This is the first result ruling out composable protocols in the plain model for general (possibly non-
black-box) simulation, honest inputs fixed in advance, and without requiring composability also with other
arbitrary protocols.

This result is somewhat surprising since in many previous settings, (UC-securdgod, bounded
composition [in03a, Pas04], timing [KLPO5], super-polynomial simulatiorrgo4 Bsog) obtaining a compos-
able zero knowledge protocol implied obtaining a composable protocol for general functionalities. In fact,
there is a natural candidate for such a protocol in the case of oblivious transfer: to transform the Naor-Pinkas
OT protocol frad to handle malicious adversaries we only need one application of zero-knowledge proofs,
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and in that application the receiver proves a statement that is independent of any messages sent to it by the
prover (and hence can be thought of as secret input that is fixed in advance). Thus, it may seem that com-
bining this protocol with the zero knowledge argument of Section 2 would yield an implementatibn of
In fact, it may seem that by combining Naor-Pinkas OT with our zero knowledge and Yao’s garbled circuit
protocol [racss], we might get a protocol for computiranydeterministic function assuming that the inputs
are fixed in advance, this is because the compiler to ensure security against malicious adversaries, no party
ever needs to use zero knowledge to prove statements that depend on the messages sent by the other party.
Thus, it may seem that we don'’t need zero knowledge for adaptively chosen inputs in this case.

However, it turns out this is not the case. The problem in proving the security of this particular protocol
is that when performing the simulation and rewinding the zero-knowledge protocol, we may also rewind
other executions of the OT protocol, which is problematic in the case of an honest sender (as the security
of the OT requires that the receiver will only learn one of the sender’s inputs). Indeed, by the results of
Lindell [Lino4], no black-boxsimulator can work in this case. Nonetheless, when general composition with
arbitrary protocols is not required, the fact that the straightforward black-box simulation does not work does
not mean that there’s no other more clever simulation to prove the security of this protocol. The results of
this section will rule out this possibility as well.

The proof of Theorem 3.1 will proceed in two stages:

1 First, (as warm-up) we will prove that for every protoéd} i for the zero knowledge functionality
(for the relationRz; above), there exists an ideal two-party non-interactive deterministic functionality
F11 (that depends on the protocly i) such that a single instance Of; i executed concurrently
with several ideal calls to copies &%; will not be secure. (In the same sense as Theorem 3.1, that for
inputs chosen from some distribution and fixed in advance, an adversary can learn a secret that she
cannot learn ifl1; ;- was replaced with the ideal zero knowledge functionality.)

Note that the inputs té1; are not adaptively chosen. For the second stage we would refgyit@ be
non-interactive (i.e., nakactive. If F; were allowed to be a reactive functionality or use adaptively
chosen inputs, then this would be the same setting as the results for impossibility of protocols that
are secure under general composition or the “chosen protocol attack.” That is, the reauitsseff [

(and in fact implicitly earlier works such as4no1, cFo1, ckLo3, ksw9o7]) imply that for every zero
knowledge protocollzx, we can find gorotocol P (depending ordlz k) such that the concurrent
execution ofllz - and P is insecure in the above sense. Our main tool in transforrfimgo a non-
interactive functionalityFT; is to use Message Authentication Codes (MACSs) to force the adversary
to make calls tdfyy in a certain order, imitating an interactive protocol.

The reason we're not finished is not just becabigas a “less natural” functionality thaf, but also

— and more importantly — because the functign can (and will) depend obl zx in its definition,

its complexity and its input size. To get the negative result that we want, we need to go further and
exhibit a functionalityF that cannot be implemented by afly

2 The second conceptual stage is to take this scenario of the prdiggolnd functionalityF; and
compile this into a scenario where the only thing executed in the network is one copy of a zero
knowledge protocol and many copies of an OT protocol, with the honest parties’ inputs for these
copies chosen from a set of predefined distributions. We then argue that the previous real-world
attack remains viable in this scenario and (more subtly) that it is still infeasible to perform this attack
if all these copies were replaced by ideal calls to the OT/ZK functionalities. Sirise combination
of these functionalities, the result follows.
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For this stage we will use a variant of Yao’s garbled circuit technicquesg]. Note that unlike its
typical usage, we use here this technique to gedgativeresult (this is somewhat similar to what was
done in BcI+o1]'s negative results for software obfuscation).

The overall idea is as follows: We will set up a situation -boththe ideal and real worlds — which
could potentially allow for the evaluation of any function, using a variant of the garbled circuit tech-
nique and ideal calls to an OT functionality. But, we will set up the honest party inputs in such a way
that the only functions that can be evaluated mimic the functionaiitydescribed above. So here,

the only functionalities are the ZK and OT functionalities, but the predetermined honest party inputs
depend on the specific protoddl; . Then, in the real world, the adversary will always succeed in
obtaining a secret, whereas in the ideal world (wHeégg, is not being executed), no adversary can
succeed.

3.1 Proof of Theorem 3.1: First stage.

We now prove the following lemma (this is the formalization of Item 1 from above):

Lemma 3.2. Suppose thaf is a one-way function and lét; be theNP-relation {(z,w) : « = f(w)}. Let

I be a stand-alone zero-knowledge proof of knowledge for the rel#tiowith £ = k(n) prover messages
(wheren denotes both the security parameter and the lefgftiof the statement being proven). Then, there
exists a polynomial-time functiafi = F; : {0,1}* x {0,1}* — {0, 1}*, a distributionD on ({0, 1}*)¥+1,

a functionsecreT: ({0, 1}*)k*! — {0, 1}" and a polynomial-time adversary such that:

¢ In a concurrent execution scheduled Ayf one copy ofl, with A as verifier, and: ideals calls tof’
with A providing the second input and receiving the output, if the inputs to the honest partids are
chosen fromD, then A learnssSecRET(d) with probability one.

e In any execution ok copies of the ideal calls té" and a copy of the ideal functionality x, with
honest inputsl chosen fromD, a polynomial time adversaryl will only output SECRET(d) with
negligible probability.

Proof. (Sketch) Before proving the lemma, let us recall why there do not exist (in the plain model) protocols
for zero-knowledge (proof of knowledge) that are secure agaimstogen protocol attack Let II be a
standalone zero knowledge proof of knowledge protocol. Think of the following scenario involving four
parties Alice, Bob, Charlie and David: there’s a public valuand both Alice and David share a secret
valuew such thatt = f(w). We consider two simultaneous executions: in one execution Alice will prove
to Bob that she knows such a valueusing the ZKPOK protocall. In the second execution Charlie and
David will run the protocoll’ defined as follows: At first Charlie will prove to David that he knows such a
valuew using the protocall.*? Then, if this succeeds, David will sendto Charlie.

It's clear that if Bob and Charlie are coordinating a malicious attack, then they can learn thewalue
However, if the execution dfl was replaced with an ideal call to the functionalfiy -, then it does not help
the adversary in executinig. In that case, sincH is a proof of knowledge and is a one-way function,
it follows that Charlie would not be able to rdm with David, and so will not learn the value. This
is basically the proof that there’s no zero knowledge proof of knowledge proibe¢béat is secure under
general composition/chosen protocol attack.

12If the protocolIl refers to the identities of the parties, we define that when executing this internal cbipyCafarlie will use
the identity “Alice” and David will use the identity “Bob”. Note that we're free to deflfieto depend ofl in an arbitrary way.
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We now want to converfl’ from a protocol intok ideal calls to a functionality” which uses inputs
that are chosen from some distribution and fixed in advance. The natural thing is to simply éséheor
next message functiaf David’s strategy in the protocal’. That is, the inputs will bev, a stringr that is
chosen at random, and on input a transcript (di, ¢1,ds, 2, . .., d;, ¢;) of Charlie and David’s messages
in the firsti rounds oflI’, the functionF will output David'si + 1*» message in this protocol given that his
input isw, his random coins are and the transcript until that point waslf we use thisF' then certainly in
a coordinated attack, Bob and Charlie can emulate the attack above and learn the. \tdweever, it's not
at all clear that this is not possible in the ideal world as well— indeédlig a black-box zero knowledge
proof, given the ability to query the next-message function of David one can certainly obtain an accepting
transcript where David is the verifier.

To make the attack infeasible in the ideal model, we add to the inputssafkeg message authentication
(MAC) scheme. Now, given such a transcript (di, c1, ds, 2, . . ., d;, ¢;), the functionF' will request also
a valid tag/signature (with respect to the k@yn the prefix(dy, c1, dz, o, . . ., d;), and will output not only
d;+1 but also a tag ofidy, c1, da, 2, . . ., d;, ¢i, di+1). It's not hard to see that now, given onffyqueries to
F, it's infeasible for a polynomial-time adversary to obtainvithout essentially interacting witl’ in a
straightline manner (i.e., submittirigqueries of increasing and consistent transcripts). Thus, in this ideal
world, the soundness/proof of knowledge propertiiagmplies that the probability that an adversary outputs
w is negligible. O

3.2 Proof of Theorem 3.1: Second stage.

We will now finish the proof of Theorem 3.1. As mentioned above, the idea would be to “compile” the
scenario of the first stage into a scenario where, in the real model, the only protocol executed is the oblivious
transfer protocol (apart from one execution of the ZKPOK protdEgk). We do this using a modification

of Yao’s “garbled circuit” method following the intuition given above. We note that we will not be using
Lemma 3.2 as a black-box but rather will follow the proof of this lemma to prove the theorem.

Yao's garbled circuit technique. We now sketch Yao's method. As this method is well known we focus
on our notations and particular conventions. S@e4 (whose notations we follow) for a full description of
the method and its analysis. We will have two partiesgiaderand areceiver Letn be a security parameter
(we will use (%) string OT for strings of lengtf2n). The sender holds a circuit (where|C| is of some
polynomial size, and this size and the topological structure of the circuit are not secret), and the receiver
holds an input:. The goal is for the receiver to leay(x) but nothing else about the circuit. For every
wire w in the circuit and bit0 € {0,1} we define a valu&g, which is chosen uniformly at random from
{0,1}™. The garbled circuit consists of tables that allow you for any gdtghereg : {0,1} x {0,1} —
{0,11) that takes input wires; , w, and has one output wires, to computekd "2 from kgL andkgz.
The table is obtained by taking a private-key CPA-secure encryption scheme, and having for egch gate
table with four rows: for every, o2 € {0,1} we place the encryption dd;'j,g"m) o 0™ with the keykJ}
and then with the key;2 (whereo denotes concatenatioh.

Typically, for every output wirev of the circuit, one also supplies a way to compatgom £J,. That
is, for the tables corresponding to output gates, the val(eppropriately padded) is encrypted instead of
the valuek?,. However, we will do something slightly different: we will XOR the output with some secret
string z € {0,1}™ (wherem denotes the number of outputs). That is, we will encrypt in these tables the

13The reason for padding with zeros is to make sure that when trying to decrypt with the two keys all rows in the table, the
receiver will know when it found the right row.
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valueo & z,,, wherew is the label of that output wire. We will choose the stringo be G(s) where
G :{0,1}" — {0,1}™ is a pseudorandom generator and chosen uniformly at random frof, 1}".

The Yao protocol. The protocol is typically as follows: the sender sends the garbled circuit over to the
receiver, but keeps to itself the keys corresponding to each of the input wires. Then, by performing
executions of string{f) OT (wherem’ is the number of input wires), for each input witethe receiver
chooses to get eithét) or k., according to the value in the'” position of its inputz. We will make the
following changes:

1 Instead of sending the garbled circuit to the receiver, we will assume that the garbled circuit is an
input that is given to the receiver. We note that we will always have the receiver as a corrupted party.
Thus, we think of the scenario where the inputs are chosen from a distribution (not a product distri-
bution), and these inputs are given to both the honest parties and corrupted parties. This distribution
will provide the honest parties with the keys for the input wires, and the corrupted parties with the
corresponding garbled circuit. Note that this means that there’s no issue of trust that the circuit is
indeed garbled correctly.

2 We will selectsy, .. ., s, uniformly at random fron{0, 1}" subject to the conditiog; @ so & - - - @
sm = s (recall that the “mask” to the outputs is= G(s)). In the OT, for every input wirev, the
sender will use as the two input string$ o s, andkl o s,,. The idea is that before concludirad
the copies of the OT corresponding to this circuit, the receiver will not get any information about the
output. On the other hand, we note that byogs| (see [ro4 for details), once a corrupted party
finishes all OT’s needed to obtain input strings corresponding to its chosendinipwiill learn only
the output ofC'(x), and nothing more.

Note that this means that the only interaction between the sender and receiver is performitig the
copies of the OT.

Our compiler. Let IT be a protocol that implement8. We can derive fronil protocolslizx andIlpr

for zero-knowledge (for the relatiofl;) and oblivious transfer, respectively, by simply having the sender
and receiver choose the appropriate valué. dfromIlz g, let I = Fy,,. be the function obtained from

the proof of Lemma 3.2. Ik is the number of prover messages fof i, andm is the length of the input

to F', we now compile thé: copies ofF’ from the proof of Lemma 3.2 following the procedure above into
km copies of the OT functionality (which is a subfunctionality B} with inputs as above. Consider an
execution of one copy dfl z x (with inputsz = f(w) for w chosen at random) concurrently with thése

copies offIo (or equivalently, execution dfm + 1 copies oflT) where the corrupt parties are the receivers

in all cases (i.e., the verifier in the zero-knowledge, and the receiver in the OT). We make the following
claims:

¢ In the real world, there is an adversary which can leamith probability one.

This follows by combining the adversary strategy given in the proof of Lemma 3.2 — in which the
adversary needs accesskt@valuations of the” functionality to learnw — with the Yao protocol —
which exactly allows the adversary to evaluate fhidunctionality. Thus, this scenario allows the
adversary to obtain the valuewith probability one.
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¢ In the ideal world, no adversary can leasrwith non-negligible probability.

In the ideal world the adversary basically gets one call to the ZK functionality andkm calls to

the OT functionalityFor (with honest parties’ inputs chosen as described above) — note that since
both parties must agree on how to Useif the adversary tries to usézx more than once, aFpr

km + 1 times, then this will result in the adversary getting the outputThe adversary gains no
information (in an information-theoretic sense) abeoutom its one interaction witlf 7 . However,

it's more tricky to show that it won’t learn anything from the OT calls.

The adversary has accessita copies ofFor, and we divide these copies to séts. . ., Sk, where

|Si;| = m for all i, and contains all copies ofpr corresponding to a single garbled circuit. From
the proof of security of Yao’s protocol (seerp4 for details), we can show that the adversary gets
no information (in a complexity-theoretic sense) about the circuit except for its value on the outputs
corresponding to the adversaries choice as a receiver in the OT executions. Furthermore, because
of the secret-shared “mask” we use, before the adversary quaridee copies ofS; she gets no
information about the output of thé& circuit. Assume the setS,, ..., S, are ordered according to

the timing of the query to the last copy of the OT in each&etWe can simulate the adversary by

an adversary in the model where all the invocations in the&sate replaced with one invocation to

the functionalityF’ (the simulator will provide random answers until the last query). However, this is
exactly the model of Lemma 3.2 and so, as in that case, the adversary will onlyl&atin negligible
probability.

4 Conclusions

In this paper, we show how to construct the first concurrent non-malleable zero-knowledge protocol, assum-
ing only that regular one-way functions exist. We also provide a new impossibility result regarding general
functionalities, which together with [vo3s, Lin04], gives us a better idea of where the border is between what

is and is not possible in the plain model. An unfortunate consequence of the impossibility results is that we
must move to alternative definitions of security for general functionalities if we want to obtain composable
protocols for broader classes of functionality in the setting where there are no trusted parties or setup. One
such definition was proposed indo4, by allowing super-polynomial time simulation. The main limitation

of this definitional framework concerns functionalities whasfinitionsinvolve cryptographic primitives

(or otherwise rely on computational complexity assumptions to be meaningful). For such functionalities,
building on our techniques, one could hope to define and achieve security in a setting that a polynomial-time
simulator is given extra powers, such as limited rewinding of the ideal model. (Of course, when relaxing
security care must be taken that the definition still provides meaningful security guarantees for applications.)
In fact, one may hope for a general clean definition that would provide the best of all worlds: for function-
alities such as zero-knowledge provide full self composition, for functionalities where this is not possible
provide some relaxed notions of security, and perhaps for functionalities that take as extra inputs a common
reference string or input for a hard problem provide UC security or quasi-polynomial security. That is, there
is hope for a clean meta-theorem from which one could derive results suchos®$ Bsog and our current

result by just plugging in the appropriate functionality.
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