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Abstract. A recent line of works — initiated by Gordon, Katz and Vaikun-
tanathan (Asiacrypt 2010) — gave lattice-based constructions allowing
users to authenticate while remaining hidden in a crowd. Despite five
years of efforts, known constructions are still limited to static sets of
users, which cannot be dynamically updated. This work provides new
tools enabling the design of anonymous authentication systems whereby
new users can join the system at any time.

Our first contribution is a signature scheme with efficient protocols,
which allows users to obtain a signature on a committed value and
subsequently prove knowledge of a signature on a committed message.
This construction is well-suited to the design of anonymous credentials
and group signatures. It indeed provides the first lattice-based group
signature supporting dynamically growing populations of users.

As a critical component of our group signature, we provide a simple
joining mechanism of introducing new group members using our signature
scheme. This technique is combined with zero-knowledge arguments
allowing registered group members to prove knowledge of a secret short
vector of which the corresponding public syndrome was certified by
the group manager. These tools provide similar advantages to those of
structure-preserving signatures in the realm of bilinear groups. Namely,
they allow group members to generate their own public key without
having to prove knowledge of the underlying secret key. This results in a
two-message joining protocol supporting concurrent enrollments, which
can be used in other settings such as group encryption.

Our zero-knowledge arguments are presented in a unified framework where:
(i) The involved statements reduce to arguing possession of a {—1,0,1}-
vector x with a particular structure and satisfying P - x = v mod ¢ for
some public matrix P and vector v; (ii) The reduced statements can
be handled using permuting techniques for Stern-like protocols. Our
framework can serve as a blueprint for proving many other relations in
lattice-based cryptography.

Keywords. Lattice-based cryptography, anonymity, signatures with effi-
cient protocols, dynamic group signatures, anonymous credentials.



1 Introduction

Lattice-based cryptography is currently emerging as a promising alternative
to traditional public-key techniques. During the last decade, it has received a
permanent interest due to its numerous advantages. Not only does it seemingly
resist quantum attacks, it also provides a better asymptotic efficiency than its
relatives based on conventional number theory. While enabling many advanced
functionalities [42I45l46], lattice-based primitives tend to interact with zero-
knowledge proofs [44] less smoothly than their counterparts in abelian groups
endowed with a bilinear map (see, e.g., [I8132J39I50/2]) or groups of hidden or-
der [6I30U31127]. Arguably, this partially arises from the fact that lattices have
far less algebraic structure than, e.g., pairing-friendly cyclic groups. It is not
surprising that the most efficient zero-knowledge proofs for lattice-related lan-
guages [15] take advantage of the extra algebraic structure available in the ring
setting [64]. A consequence of the scarcity of truly efficient zero-knowledge proofs
in the lattice setting is that, in the context of anonymity and privacy-preserving
protocols, lattice-based cryptography has undergone significantly slower devel-
opment than in other areas like functional encryption [4546]. While natural
realizations of ring signatures [70] showed up promptly [53I22] after the seminal
work of Gentry, Peikert and Vaikuntanathan (GPV) [43], viable constructions
of lattice-based group signatures remained lacking until the work of Gordon,
Katz and Vaikuntanathan [47] in 2010. Despite recent advances [68/14/66162],
privacy-preserving primitives remain substantially less practical and powerful in
terms of functionalities than their siblings based on traditional number theoretic
problems [6II8B39I56] for which solutions even exist outside the random oracle
model [2002T/49/T0]. For example, we still have no convenient realization of group
signature supporting dynamic groups [I3I56] or anonymous credentials [35129].
In this paper, we address the latter two problems by first proposing a lattice-
based signature with efficient protocols in the fashion of Camenisch and Lysyan-
skaya [31]. To ease its use in the design of dynamic group signatures, we introduce
a zero-knowledge argument system that allows a user to prove knowledge of a
signature on a public key for which the user knows the underlying secret key.

RELATED WORK. Anonymous credentials were first suggested by Chaum [35]
and efficiently realized by Camenisch and Lysyanskaya [2931]. They involve
one or more credential issuer(s) and a set of users who have a long-term secret
key which constitutes their digital identity and pseudonyms that can be seen
as commitments to their secret key. Users can dynamically obtain credentials
from an issuer that only knows users’ pseudonyms and obliviously certifies users’
secret keys as well as (optionally) a set of attributes. Later on, users can make
themselves known to verifiers under a different pseudonym and demonstrate
possession of the issuer’s signature on their secret key without revealing neither
the signature nor the key. Anonymous credentials typically consist of a protocol
whereby the user obtains the issuer’s signature on a committed message, another
protocol for proving that two commitments open to the same value (which allows
proving that the same secret underlies two distinct pseudonyms) and a protocol
for proving possession of a secret message-signature pair.



The first efficient constructions were given by Camenisch and Lysyanskaya
under the Strong RSA assumption [29/31] or using bilinear groups [32]. Other
solutions were subsequently given with additional useful properties such as non-
interactivity [10], delegatability [9] or support for efficient attributes [25] (see [28§]
and references therein). Anonymous credentials with attributes are often obtained
by having the issuer obliviously sign a multi-block message (mq, ..., my), where
one block is the secret key while other blocks contain public or private attributes.
Note that, for the sake of keeping the scheme compatible with zero-knowledge
proofs, the blocks (my,...,my) cannot be simply hashed before getting signed
using a ordinary, single-block signature.

Group signatures are a central anonymity primitive, introduced by Chaum
and van Heyst [36] in 1991, which allows members of a group managed by some
authority to sign messages in the name of the entire group. At the same time,
users remain accountable for the messages they sign since an opening authority
can identify them if they misbehave.

Ateniese, Camenisch, Joye and Tsudik [6] provided the first scalable con-
struction meeting the security requirements that can be intuitively expected
from the primitive, although clean security notions were not available yet at
that time. Bellare, Micciancio and Warinschi [I] filled this gap by providing
suitable security notions for static groups, which were subsequently extended to
the dynamic settinﬂ by Kiayias and Yung [56] and Bellare, Shi and Zhang [13].
In these models, efficient schemes have been put forth in the random oracle
model [56139] (the ROM) and in the standard model [49J2/T].

Lattice-based group signatures were put forth for the first time by Gordon,
Katz and Vaikuntanathan [47] whose solution had linear-size signatures in the
number of group members. Camenisch, Neven and Riickert [33] extended [47] so
as to achieve anonymity in the strongest sense. Laguillaumie et al. [57] decreased
the signature length to be logarithmic in the number N, of group members.
While asymptotically shorter, their signatures remained space-consuming as,
analogously to the Boyen-Waters group signature [20], their scheme encrypts
each bit of the signer’s identity individually. Simpler and more efficient solutions
with O(log N) signature size were given by Nguyen, Zhang and Zhang [66] and
Ling, Nguyen and Wang [62]. In particular, the latter scheme [62] achieves signif-
icantly smaller signatures by encrypting all bits of the signer’s identity at once.
Benhamouda et al. [I4] described a hybrid group signature that simultaneously
relies on lattice assumptions (in the ring setting) and discrete-logarithm-related
assumptions. Recently, Libert, Ling, Nguyen and Wang [60] obtained substantial
efficiency improvements via a construction based on Merkle trees which elim-
inates the need for GPV trapdoors [43]. For the time being, all known group
signatures are designed for static groups and analyzed in the model of Bellare,
Micciancio and Warinschi [I1], where no new group member can be introduced
after the setup phase. This is somewhat unfortunate given that, in most appli-

3 By “dynamic setting”, we refer to a scenario where new group members can register
at any time but, analogously to [I3I56], we do not consider the orthogonal problem
of user revocation here.



cations of group signatures (e.g., protecting the privacy of commuters in public
transportation), the dynamicity property is arguably what we need. To date,
it remains an important open problem to design a lattice-based system that
supports dynamically growing population of users in the models of [13/56].

OUR CONTRIBUTIONS. Our first result is a lattice-based signature with efficient
protocols for multi-block messages. Namely, we provide a way for a user to obtain
a signature on a committed N-block message (my,..., my) as well as a protocol
for proving possession of a valid message-signature pair. The signature and its
companion protocols can serve as a building block for lattice-based anonymous
credentials and can potentially find applications in other privacy-preserving pro-
tocols (e.g., [26]) based on lattice assumptions.

The main application that we consider in this paper is the design of a lattice-
based group signature scheme for dynamic groups. We prove the security of our
system in the random oracle model [I2] under the Short Integer Solution (SIS)
and Learning With Errors (LWE) assumptions. For security parameter A and for
groups of up to Ny members, the scheme features public key size 5()3) -log Ngs,
user’s secret key size O()), and signature size O()) -log Ngs. As exhibited in
Table [1] our scheme achieves a level of efficiency comparable to recent proposals
based on standard (i.e., non-ideal) lattices [57J66I62/60] in the static setting [I1].
In particular, the cost of moving to dynamic groups is quite reasonable: while
using the scheme from [62] as a building block, our construction only lengthens
the signature size by a (small) constant factor.

Scheme | LLLS [57] NZZ [60] LNW [62] | LLNW [60] Ours
Group PK|O(A\?) -logNgs|  O(A?)  |O(A2) -logNes| O(A2)  |O(A?) -log Ngs
User’s SK|  O(\?) O(A\?) O\ |ON) logNg| O
Signature | O(A) -1og Ngs [O(A+10g? Ngs)| O(A) -1og Ngs |O(A) -1og Nes| O(N) -log Nee

Table 1. Efficiency comparison among recent lattice-based group signatures for static
groups and our dynamic scheme. The evaluation is done with respect to 2 governing
parameters: security parameter A and the maximum expected group size Ngs. We do
not include the earlier schemes [47I33] that have signature size O(A\?) - Ngs.

As a stepping stone in the design of our dynamic group signature, we also
develop a zero-knowledge argument system allowing a group member to prove
knowledge of a secret key (made of a short Gaussian vector) and a member-
ship certificate issued by the group manager on the corresponding public key.
Analogously to structure-preserving signatures [2], our signature scheme and
zero-knowledge arguments make it possible to sign public keys without hashing
them while remaining oblivious of the underlying secret key. They thus enable
a round-optimal dynamic joining protocol — which allows the group manager
to introduce new group members by issuing a membership certificate on their
public key — which does not require any proof of knowledge on behalf of the
prospective user. As a result, the interaction is minimal: only one message is sent



in each direction between the prospective user and the group managerﬁ Besides
being the first lattice-based group signature for dynamic groups, our scheme
thus remains secure in the setting advocated by Kiayias and Yung [55], where
many users want to join the system at the same time and concurrently interact
with the group manager. We believe that, analogously to structure-preserving
signatures [2[1], the combination of our signature scheme and zero-knowledge
arguments can serve as a building blocks for other primitives, including group
encryption [54] or adaptive oblivious transfer [48].

OurR TECHNIQUES. Our signature scheme with efficient protocols builds on
the SIS-based signature of Bohl et al. [16], which is itself a variant of Boyen’s
signature [I9]. Recall that the latter scheme involves a public key containing
matrices A, Ag,..., Ay, € Zy*™ and signs an £-bit message m € {0,1}* by
computing a short v € Z?™ such that [A | Ag + Zjﬂ m[i]A,] - v = 0" mod g.
The variant proposed by Bohl et al. [16] only uses a constant number of matrices
A, Ag, Ay € Z;*™. Each signature is associated with a single-use tag tag (which
is only used in one signing query in the proof) and the public key involves an
extra matrix D € Zy*™ and a vector u € Z;. A message Msg is signed by first
applying a chameleon hash function h = CMHash(Msg, s) € {0,1}™ and signing h
by computing a short v € Z™ such that [A | Ag+tag-A;]-v=u+D-hmod gq.

Our scheme extends [I6] — modulo the use of a larger number of matrices
({A;}i_o,D,{D};_,) — so that an N-block message (my,...,my) € ({0,1}5)",
for some L € N, is signed by outputting a tag 7 € {0,1}* and a short v € Z2™
such that [A | Ag+ Y0, 7[j] - A;]-v =u+D - CMHash(my, ..., my,s), where

the chameleon hash function computes cpy = Dg - s + ij:l Dy - my mod ¢, for
some short vector s, before re-encoding ¢, so as to enable multiplication by D.

In order to obtain a signature scheme akin to the one of Camenisch and
Lysyanskaya [31], our idea is to have the tag 7 € {0,1}* play the same role as the
prime exponent in Strong-RSA-based schemes [31]. In the security proof of [16],
we are faced with two situations: either the adversary produces a signature on
a fresh tag 7*, or it recycles a tag 7(!) used by the signing oracle for a new,
un-signed message (m7,..., m}%). In the former case, the proof can proceed as in
Boyen’s proof [19]. In the latter case, the reduction must guess upfront which

tag 76" the adversary will choose to re-use and find a way to properly answer
the if-th signing query without using the vanished trapdoor (for other queries,
the Agrawal et al. technique [3] applies to compute a suitable v using a trapdoor
hidden in {A;}4_;). Bohl et al. [16] solve this problem by “programming” the
vector u € Zg in a special way and achieve full security using chameleon hashing.

To adapt this idea in the context of signatures with efficient protocols, we
have to overcome several difficulties. The first one is to map cj; back in the
domain of the chameleon hash function while preserving the compatibility with
zero-knowledge proofs. To solve this problem, we extend a technique used in [60]

4 Note that each signature still requires the user to prove knowledge of his secret key.
However, this is not a problem in concurrent settings as the argument of knowledge
is made non-interactive via the Fiat-Shamir heuristic.



in order to build a “zero-knowledge-friendly” chameleon hash function. This
function hashes Msg = (my,...,my) by outputting the coordinate-wise binary
decomposition w of Dy - s + Eszl Dy - my. If we define the “powers-of-2” matrix
H=1I®[1|2]...]|2Meql] then we can prove that w = CMHash(my,..., my,s)
by demonstrating the knowledge of short vectors (my,..., my,s, w) such that
H-w=Dg-s+ Zszl Dy, - m, mod ¢, which boils down to arguing knowledge
of a solution to the ISIS problem [61].

The second problem is to prove knowledge of (7,v,s) and (my,..., my)
satisfying [A | Ay +Z§:1 7[j]-A;]- v =u+D-CMHash(m, ..., my,s), without
revealing any of the witnesses. To this end, we provide a framework for proving all
the involved statement (and many other relations that naturally arise in lattice-
based cryptography) as special cases. We reduce the statements to asserting that
a short integer vector x satisfies an equation of the form P - x = v mod ¢, for
some public matrix P and vector v, and belongs to a set VALID of short vectors
with a particular structure. While the small-norm property of x is provable using
standard techniques (e.g., [63]), we argue its membership of VALID by leveraging
the properties of Stern-like protocols [72/53/61]. In particular, we rely on the fact
that their underlying permutations interact well with combinatorial statements
pertaining to x, especially x being a bitstring with a specific pattern. We believe
our framework to be of independent interest as it provides a blueprint for proving
many other intricate relations in a modular manner.

When we extend the scheme with a protocol for signing committed messages,
we need the signer to re-randomize the user’s commitment before signing the
hidden messages. This is indeed necessary to provide the reduction with a backdoor
allowing to correctly answer the if-th query by “programming” the randomness of
the commitment. Since we work with integers vectors, a straightforward simulation
incurs a non-negligible statistical distance between the simulated distributions of
re-randomization coins and the real one (which both have a discrete Gaussian
distribution). Camenisch and Lysyanskaya [31] address a similar problem by
choosing the signer’s randomness to be exponentially larger than that of the
user’s commitment so as to statistically “drown” the aforementioned discrepancy.
Here, the same idea would require to work with an exponentially large modulus g.
Instead, we adopt a more efficient solution, inspired by Bai et al. [7], which is
to apply an analysis based on the Rényi divergence rather than the statistical
distance. In short, the Rényi divergence’s properties tell us that, if some event F
occurs with noticeable probability in some probability space P, so does it in a
different probability space @ for which the second order divergence Ro(P||Q) is
sufficiently small. In our setting, Ro(P]|Q) is precisely polynomially bounded
since the two probability spaces only diverge in one signing query.

Our dynamic group signature scheme avoids these difficulties because the
group manager only signs known messages: instead of signing the user’s secret key
as in anonymous credentials, it creates a membership certificate by signing the
user’s public key. Our zero-knowledge arguments accommodate the requirements
of the scheme in the following way. In the joining protocol that dynamically
introduces new group members, the user ¢ chooses a membership secret consisting



of a short discrete Gaussian vector z;. This user generates a public syndrome
v; = F - z; mod g, for some public matrix F, which constitutes his public key.
In order to certify v;, the group manager computes the coordinate-wise binary
expansion bin(v;) of v;. The vector bin(v;) is then signed using our signature
scheme. Using the resulting signature (7,v,s) as a membership certificate, the
group member is able to sign a message by proving that: (i) He holds a valid
signature (7,v,s) on some secret binary message bin(v;); (ii) The latter vector
bin(v;) is the binary expansion of some syndrome v; of which he knows a GPV
pre-image z;. We remark that condition (ii) can be proved by providing evidence
that we have v; = H - bin(v;) = F - z; mod ¢, for some short integer vector z;
and some binary bin(v;), where H is the “powers-of-2” matrix. Our abstraction
of Stern-like protocols [T2J5361] allows us to efficiently argue such statements.
The fact that the underlying chameleon hash function smoothly interacts with
Stern-like zero-knowledge arguments is the property that maintains the user’s
capability of efficiently proving knowledge of the underlying secret key.

ORGANIZATION. In the forthcoming sections, we first provide some background
in Section [2} Our signature with efficient protocols is presented in Section
where we also give protocols for obtaining a signature on a committed message
and proving possession of a message-signature pair. Section [4] uses our signature
scheme in the design of a dynamic group signature. The details of the zero-
knowledge arguments used in Section [3] and Section [4] are deferred to Section [5]
where we present them in a unified framework.

2 Background and Definitions

In the following, all vectors are denoted in bold lower-case letters, whereas bold
upper-case letters will be used for matrices. If b € R”, its Euclidean norm and
infinity norm will be denoted by ||b|| and ||b||~, respectively. The Euclidean norm
of matrix B € R™*" with columns (b;);<, is denoted by ||B|| = max;<, ||bi].
If B is full column-rank, we let B denote its Gram-Schmidt orthogonalization.

When S is a finite set, we denote by U(S) the uniform distribution over S
and by x <= D the action of sampling = according to the distribution D.

2.1 Lattices

A (full-rank) lattice L is defined as the set of all integer linear combinations of
some linearly independent basis vectors (b;);<, belonging to some R”. We work
with g-ary lattices, for some prime q.

Definition 1. Let m > n > 1, a prime ¢ > 2, A € Zy*™ and u € Zy, define
Ag(A):={eeZ™|Is €L} st. AT.-s=emodq} as well as

1 L m _ nn u L m _
A7 (A):={ecZ™|A-e=0"modq}, Aj(A):={ecZ™|A -e=umodq}

For any t € AZ(A), AZ(A) = A7 (A) +t so that AZ(A) is a shift of A7 (A).



For a lattice L, a vector ¢ € R™ and a real o > 0, define the function p, c(x) =
exp(—n||x — c||?/o?). The discrete Gaussian distribution of support L, parame-
ter o and center c is defined as Dy, 5.c(y) = po,c(¥)/po,c(L) for any y € L. We
denote by Dr, »(y) the distribution centered in ¢ = 0. We will extensively use
the fact that samples from Dy, , are short with overwhelming probability.

Lemma 1 ([8), Le. 1.5]). For any lattice L C R™ and positive real number o > 0,
we have Prpp, [||b]| < /no] > 1 — 9—12(n)

As shown by Gentry et al. [43], Gaussian distributions with lattice support can
be sampled efficiently given a sufficiently short basis of the lattice.

Lemma 2 ([23), Le. 2.3]). There exists a PPT (probabilistic polynomial-time)
algorithm GPVSample that takes as inputs a basis B of a lattice L C Z™ and a
rational o > |B|| - 2(v/logn), and outputs vectors b € L with distribution Dy, ..

Lemma 3 ([4, Th. 3.2]). There exists a PPT algorithm TrapGen that takes
as inputs 1™, 1™ and an integer ¢ > 2 with m > 2(nlogq), and outputs a
matriz A € Z2*™ and a basis Ta of Ay (A) such that A is within statistical

distance 27 to U(Zy*™), and ||ﬁ|| < O(v/nloggq).

Lemma [3| is often combined with the sampler from Lemma [2| Micciancio and
Peikert [65] recently proposed a more efficient approach for this combined task,
which should be preferred in practice but, for the sake of simplicity, we present
our schemes using TrapGen.

We also make use of an algorithm that extends a trapdoor for A € Zg*™ to

a trapdoor of any B € Zg‘xm/ whose left n X m submatrix is A.

Lemma 4 ([34, Le. 3.2]). There exists a PPT algorithm ExtBasis that takes
as inputs a matriz B € Z3*™ whose first m columns span Zy, and a basis Ta
of A;-(A) where A is the left n x m submatriz of B, and outputs a basis Ty

of AL(B) with | Tg| < |Tall.

In our security proofs, analogously to [T9JI6] we also use a technique due to
Agrawal, Boneh and Boyen [3] that implements an all-but-one trapdoor mecha-
nism (akin to the one of Boneh and Boyen [I7]) in the lattice setting.

Lemma 5 ([3, Th. 19]). There exists a PPT algorithm SampleRight that takes
as inputs matrices A, C € ng"‘, a low-norm matriz R € Z™*"™, a short basis
Tc € Z™*™ of A (C), a vector u € Z}! and a rational o such that o > | Tc|| -

2(y/Togn), and outputs a short vector b € Z*™ such that [A | A-R+C]-b =
umod g and with distribution statistically close to Dy, , where L denotes the
shifted lattice Ay ([A ‘ A-R+ C])



2.2 Computational Problems

The security of our schemes provably relies (in the ROM) on the assumption that
both algorithmic problems below are hard, i.e., cannot be solved in polynomial
time with non-negligible probability and non-negligible advantage, respectively.

Definition 2. Let m,q, be functions of n € N. The Short Integer Solution
problem SIS, ;. 4.5 is, given A <= U(Z3*™), find x € A (A) with 0 < ||x|| < 3.

If ¢ > /nf and m, < poly(n), then SIS,, ,,, 4 5 is at least as hard as standard
worst-case lattice problem SIVP, with v = O(8y/n) (see, e.g., [43, Se. 9]).

Definition 3. Let n,m > 1, ¢ > 2, and let x be a probability distribution on Z.
Fors € Zy, let As y be the distribution obtained by sampling a <= U(Zy) and
e < X, and outputting (a,a” -s +e) € Zq X ZLq. The Learning With Errors
problem LWE,, , ,, asks to distinguish m samples chosen according to As (for
s <> U(Zy)) and m samples chosen according to U(Zy x Z).

If ¢ is a prime power, B > /nw(logn), v = O(ng/B), then there exists an
efficient sampleable B-bounded distribution x (i.e., x outputs samples with norm
at most B with overwhelming probability) such that LWE,, 4, is as least as hard
as SIVP, (sce, e.g., [69J68/23]).

3 A Lattice-Based Signature with Efficient Protocols

Our scheme can be seen as a variant of the Bohl et al. signature [16], where
each signature is a triple (7,v,s), made of a tag 7 € {0,1} and integer vec-
tors (v,s) satisfying [A | Ag + Z§:1 7[j] - A;] - v = u+ D - hmod ¢, where
matrices A, Ao, ..., Ay, D € Zy*™ are public random matrices and h € {0,1}™
is a chameleon hash of the message which is computed using randomness s. A
difference is that, while [16] uses a short single-use tag 7 € Z,, we need the tag
to be an /-bit string 7 € {0, 1} which will assume the same role as the prime
exponent of Camenisch-Lysyanskaya signatures [31] in the security proof.

We show that a suitable chameleon hash function makes the scheme compati-
ble with Stern-like zero-knowledge arguments [6I62] for arguing possession of a
valid message-signature pair. Section [5| shows how to translate such a statement
into asserting that a short witness vector x with a particular structure satisfies
a relation of the form P - x = v mod ¢, for some public matrix P and vector v.
The underlying chameleon hash can be seen as a composition of the chameleon
hash of [34] Section 4.1] with a technique used in [67J60]: on input of a message
(mq,...,my), it outputs the binary decomposition of Dg - s + Zszl D, - my, for
some discrete Gaussian vector s.

3.1 Description

We assume that messages are vectors of N blocks Msg = (my, ..., my), where each
block is a 2m-bit string my, = my[1]...mg[2m] € {0,1}*™ for k € {1,...,N}.



For each vector v € ZL, we denote by bin(v) € {0,1}LMogal the vector
obtained by replacing each coordinate of v by its binary representation.

Keygen(1*,1V): Given a security parameter A > 0 and the number of blocks
N = poly(\), choose the following parameters: n = O(\); a prime mod-
ulus ¢ = O(N - n*); dimension m = 2n[logq]; an integer £ = A(\); and
Gaussian parameters o = 2(y/nlogqlogn), oo = 2v/2(N + 1)om?/?, and
o1 = /02 + 02. Define the message space as ({0,1}>™)V.

1. Run TrapGen(1",1"™,q) to get A € Zy*™ and a short basis T'a of A(JI-(A).
This basis allows computing short vectors in /1qL (A) with a Gaussian
parameter 0. Next, choose £ + 1 random Ag, Ay, ..., Ay <> U(Zy*™).

2. Choose random matrices D <= U(Z7*™), Do, Dy, ..., Dy <= U(Z2"*™)
as well as a random vector u < U(Zy).

The private key consists of SK := T € Z™*™ and the public key is
PK = (A, {A;}_, {Di}1_o. D, u).

Sign(SK,Msg): To sign an N-block message Msg = (my, ..., my) € ({0, 1}27")1\[7
1. Choose a random string 7 <> U ({0, 1}¢). Then, using SK := T 4, compute
with ExtBasis a short delegated basis T, € Z2™*2™ for the matrix

¢
A.=[A| Ao+ ) Tl]A)] € Zg=*m. (1)
j=1

2. Sample a vector s <= Dygzm ,,. Compute cps € Zi" as a chameleon hash
of (my,...,my): i.e., compute cpy = Dy s+ Eszl Dy -my € Zg”, which
is used to define ups = u+ D - bin(cys) € Zy. Then, using the delegated
basis T, € Z?™*?™ sample a short vector v € Z>™ in DA;‘]W (A, )0

Output the signature sig = (1,v,s) € {0, 1} x Z*™ x 72™.
Verify(PK, Msg, sig): Given PK, a message Msg = (my, ..., my) € ({0,1}2™)¥
and a purported signature sig = (7,v,s) € {0,1}¢ x Z*™ x Z*™ return 1 if

N
AT'v:u+D~bin(D0~s+ZDk~mk)modq. (2)
k=1

and ||v] < ov2m, ||s]| < o1v2m.

When the scheme is used for obliviously signing committed messages, the security
proof follows Bai et al. [7] in that it applies an argument based on the Rényi
divergence in one signing query. This argument requires to sample s from a
Gaussian distribution whose standard deviation oy is polynomially larger than o.

We note that, instead of being included in the public key, the matrices
{Dk}kN:O can be part of common public parameters shared by many signers.
Indeed, only the matrices (A, {A;}¢_,) should be specific to the user who holds
the secret key SK = Ta. In Section we use a variant where {Dy }I_ belong
to public parameters.
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3.2 Security Analysis
The security analysis in Theorem [I] requires that ¢ > ¢.

Theorem 1. The signature scheme is secure under chosen-message attacks
under the SIS assumption.

Proof. To prove the result, we will distinguish three kinds of attacks:

Type I attacks are attacks where, in the adversary’s forgery sig* = (7%, v*, s*),
7* did not appear in any output of the signing oracle.

Type II attacks are such that, in the adversary’s forgery sig* = (7*,v*,s*),
7* is recycled from an output sigt) = (70 v s()) of the signing
oraclg, for some index i*‘*G {1,...,Q}. However, if Msg* = (m%,...,m%) and
Msg(z ) = (m(ll ), e ,mg\l, )) denote the forgery message and the i*-th Sign'}flg
query, respectively, we have D0~s*—|—z:kN:1 Dy-m} # Do-s(i*)—l—z:g:1 Dk-m,(j ),

Type III attacks are those where the adversary’s forgery sigh = (7%, v*,s*)
recycles 7* from an output sig(’) = (T(i*),V(i*),S(i*)) of the signing oracle

(i.e., 70") = 7* for some index i* € {1,...,Q}) and we have the collision
N N .
Do-s*+ZDk-m;:Do~s(’)+ZDk~m,(:). (3)
k=1 k=1

Type III attacks imply a collision for the chameleon hash function of Kawachi et

al. [53]: if (3) holds, a short vector of A; ([Dg | Dy | ... | Dy]) is obtained as
(6 =7 i =l i =)

so that a collision breaks the SIS assumption.

The security against Type I attacks is proved by Lemma [6] which applies the
same technique as in [I9J65]. In particular, the prefix guessing technique of [51]
allows keeping the modulus smaller than the number @ of adversarial queries
as in [65]. In order to deal with Type II attacks, we can leverage the technique
of [I6]. In Lemma [7] we prove that Type II attack would also contradict SIS. O

Lemma 6. The scheme is secure against Type I attacks if the SIS, 1, 4 g assump-
tion holds for 3’ = m®/26%(+3)+m'/%01. (The proof is given in Appendix )

Lemma 7. The scheme is secure against Type II attacks if the SIS, . q.87 as-
sumption holds for " = \/2({ + 2)a?>m>/? 4+ m'/2. (The proof is detailed in
Appendix )

3.3 Protocols for Signing a Committed Value and Proving
Possession of a Signature

We first show a two-party protocol whereby a user can interact with the signer
in order to obtain a signature on a committed message.
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In order to prove that the scheme still guarantees unforgeability for obliviously
signed messages, we will assume that each message block my € {0,1}?™ is
obtained by encoding the actual message My = M[1]... Mg[m] € {0,1}™ as
my = Encode(My) = (M[1], My[1],. .., My[m], My[m]). Namely, each O (resp.
each 1) is encoded as a pair (1,0) (resp. (0,1)). The reason for this encoding is
that the proof of Theorem [2| requires that at least one block mj, of the forgery
message is 1 while the same bit is 0 at some specific signing query. We will show
(see Section [5|) that the correctness of this encoding can be efficiently proved
using Stern-like [72] protocols.

To sign committed messages, a first idea is exploit the fact that our signature
of Section blends well with the SIS-based commitment scheme suggested
by Kawachi et al. [53]. In the latter scheme, the commitment key consists of
matrices (Dg,Dy) € ZZ"**™ x Z2Z"**™ so that message m € {0,1}*" can
be committed to by sampling a Gaussian vector s <= Dz2m , and computing
C=Dg-s+D; -me Zg". This scheme extends to commit to multiple messages
(mq,...,my) at once by computing C = Dg - s + EkN:1 Dy, - my, € Z2" using
a longer commitment key (Dg,D1,...,Dy) € (Z2"*™)N+1 Tt is ecasy to see
that the resulting commitment remains statistically hiding and computationally
binding under the SIS assumption.

In order to make our construction usable in the definitional framework of
Camenisch et al. [28], we assume common public parameters (i.e., a common
reference string) and encrypt all witnesses of which knowledge is being proved
under a public key included in the common reference string. The resulting
ciphertexts thus serve as statistically binding commitments to the witnesses. To
enable this, the common public parameters comprise public keys Gy € Z;’XZ,
G; € ZZXQW for multi-bit variants of the dual Regev cryptosystem [43] and
all parties are denied access to the underlying private keys. The flexibility of
Stern-like protocols allows us to prove that the content of a perfectly hiding
commitment ¢, is consistent with encrypted values.

Global-Setup: Let B = /nw(logn) and let x be a B-bounded distribution.
Let p = o - w(y/m) upper-bound entries of vectors sampled from the dis-
tribution Dgzm ,. Generate two public keys for the dual Regev encryp-
tion scheme in its multi-bit variant. These keys consists of a public ran-
dom matrix B <> U(Zy*™) and random matrices Go = B - Eg € ZZXZ,
G, =B-E; € Z;’“m, where Eg € Z™*f and E; € Z"™*?™ are short Gaus-
sian matrices with columns sampled from Dzm ,. These matrices will be
used to encrypt integer vectors of dimension ¢ and 2m, respectively. Finally,
generate public parameters CK := {Dj}_, consisting of uniformly random
matrices Dy <= U (Zi”xzm) for a statistically hiding commitment to vectors
in ({0,1}?>™)N. Return public parameters consisting of

par:={ B € Z}"™, Gg € Z}*", Gy € Z}>®™, CK]}.

Issue + Obtain : The signer S, who holds a key pair PK := {A, {Aj}g:07 D, u},
SK := Ta, interacts with the user U who has a message (my,...,my), in
the following interactive protocol.
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1. U samples s’ <= Dy2m , and computes ¢ = Do 'S/+Z£I:1 D, -my € Zﬁ"
which is sent to S as a commitment to (my,...,my). In addition, U
encrypts {m;}&_, and s’ under the dual-Regev public key (B, G1) by
computing for all k € {1,..., N}:

cr = (Cr,1,Ck,2)
= (BT - Sk + €k,1, G{ s+ €2+ my - LQ/2J) €Ly X Zim (4)

for randomly chosen si < X", €1 < XY™, €p.a < x>™, and
Yy X €k, X €k, X

Csr = (cs’,lacs’,2)
= (BT - 80 + €1, G,{ -Sp +€g,2 + s - Lq/pj) S Z;n X ng (5)

where sg <> X", €91 <> X™, €p2 <> x>™. The ciphertexts {cx}2_, and
cy are sent to S along with cy,.
Then, U generates an interactive zero-knowledge argument to convince S
that ¢y, is a commitment to (mq,...,my) with the randomness s’ such
that {my}}_, and s’ were honestly encrypted to {c;}¥; and cy, as
in and . For convenience, this argument system will be described
in Section where we demonstrate that, together with other zero-
knowledge protocols used in this work, it can be derived from a Stern-
like [72] protocol constructed in Section

2. If the argument of step 1 properly verifies, S samples s” <= Dyam ,,
and computes a vector u, = u-+D - bin(cm + Dy - s”) € Zy. Next, S
randomly picks 7 <= {0,1}¢ and uses T to compute a delegated basis
T, € Z*>™*2™ for the matrix A, € ZZX%‘ of . Using T, € Z2mx?™,
S samples a short vector v € Z*™ in DZY(AT)J. It returns the vector
(1,v,8") € {0, 1} x Z?>™ x Z*™ to U.

3. U computes s = s’ +s” over Z and verifies that

N
A, -v:u+D~bin(D0~s+ZDk -mk) mod gq.
k=1
If so, it outputs (7,v,s). Otherwise, it outputs L.
Note that, if both parties faithfully run the protocol, the user obtains a valid

signature (7, v, s) for which the distribution of s is Dgzm ., where o1 = /02 + 3.
The following protocol allows proving possession of a message-signature pair.

Prove: On input of a signature (7,v = (v | v1)T,s) € {0,1}¢ x Z>™ x Z>™ on
the message (mq,..., my), the user does the following.
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1. Using (B, Gg) and (B, G1) generate perfectly binding commitments to
7€ {0, 1}, {mp} |, vi,ve € Z™ and s € Z?™. Namely, compute

(CT,17CT,2)
(BT “Srterq, G(:)F Sr+ero+T- Lq/2j) € Ly % Zg,

cr

Cp = Ck,hck,Q)

BT-Sk—Fek,l, G?-Sk + €ex2 +my - Lq/?J) S Z;n X ng
Vke{l,...,N}

where s, s, <= X", er1,€x1 < X", €r2 & XZ, ep2 x2™, as well as

cy = (Cy1,Cv 2)

=(B"-sy+ey1, G| sy +eva+v-|g/p]) €L xZ2"
Cs = (Cs,1,C52)

= (B -sg+eg1, G| so+ep2+s-|q/p]) €L x Z2™,

where sy,s0 <= X", ey,1,€0,1 < X", €y,2,€0,2 < x2m.

2. Prove in zero-knowledge that ¢, cs, ¢y, {cx}2_, encrypt a valid message-
signature pair. In Section we show that this involved zero-knowledge
protocol can be derived from the statistical zero-knowledge argument
of knowledge for a simpler, but more general relation that we explicitly
present in Section The proof system can be made statistically ZK
for a malicious verifier using standard techniques (assuming a common
reference string, we can use [37]). In the random oracle model, it can be
made non-interactive using the Fiat-Shamir heuristic [41].

We require that the adversary be unable to prove possession of a signature
of a message (my,...,my) for which it did not legally obtain a credential by
interacting with the issuer. Note that the messages that are blindly signed by the
issuer are uniquely defined since, at each signing query, the adversary is required
to supply perfectly binding commitments {c,}i_; to (my,...,my).

In instantiations using non-interactive proofs, we assume that these can be
bound to a verifier-chosen nonce to prevent replay attacks, as suggested in [28].

The security proof (in Theorem [2) makes crucial use of the Rényi divergence
using arguments in the spirit of Bai et al. [7]. The reduction has to guess upfront
the index ¢* € {1,...,Q} of the specific signing query for which the adversary
will re-use 7(*"). For this query, the reduction will have to make sure that the
simulation trapdoor of Agrawal et al. [3] (used by the SampleRight algorithm
of Lemma [5)) vanishes: otherwise, the adversary’s forgery would not be usable
for solving SIS. This means that, as in the proof of [I6], the reduction must
answer exactly one signing query in a different way, without using the trapdoor.
While Bohl et al. solve this problem by exploiting the fact that they only need to
prove security against non-adaptive forgers, we directly use a built-in chameleon
hash function mechanism which is implicitly realized by the matrix Dy and the
vector s. Namely, in the signing query for which the Agrawal et al. trapdoor [3]
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cancels, we assign a special value to the vector s € Z?™, which depends on
the adaptively-chosen signed message (Msggl*), cey Msgg\l,*)) and some Gaussian
matrices {Ry}2_, hidden behind {Dy}Y_,.

One issue is that this results in a different distribution for the vector s € Z™.
However, we can still view s as a vector sampled from a Gaussian distribution
centered away from 02™. Since this specific situation occurs only once during the
simulation, we can apply a result proved in [59] which upper-bounds the Rényi
divergence between two Gaussian distributions with identical standard deviations
but different centers. By choosing the standard deviation o1 of s € Z?>™ to be
polynomially larger than that of the columns of matrices {Ry}2_,, we can keep
the Rényi divergence between the two distributions of s (i.e., the one of the
simulation and the one of the real game) sufficiently small to apply the probability
preservation property (which still gives a polynomial reduction since the argument
must only be applied on one signing query). Namely, the latter implies that, if the
Rényi divergence Ry (s™||s*™) is polynomial, the probability that the simulated
vector s € Z2™ passes the verification test will only be polynomially smaller
than in the real game and so will be the adversary’s probability of success.

Another option would have been to keep the statistical distance between s
and s¥™ negligible using the smudging technique of [5]. However, this would
have implied to use an exponentially large modulus ¢ since o1 should have been
exponentially larger than the standard deviations of the columns of {Rk}fcv:y

real

Theorem 2. UndertheSIS, ., 4.3 assumption, where B = No(2m)3/2 +4o1m?/?,
the above protocols are secure protocols for obtaining a signature on a committed
message and proving possession of a valid message-signature pair. (The proof is

given in Appendix )

Theorem 3. The scheme provides anonymity under the L\WE,, , , assumption.
(The proof is given in Appendix )

4 A Dynamic Lattice-Based Group Signature

In this section, the signature scheme of Section |3|is used to design a group
signature for dynamic groups using the syntax and the security model of Kiayias
and Yung [56], which is recalled in Appendix

In the notations hereunder, for any positive integers n, and ¢ > 2, we define

the “powers-of-2” matrix Hyxn[iogq) € Z;Xﬂﬂog 71 to be:

ann(logq-\ = In ® []- | 2 | 4 | s | 2“0gq]_1]'

Also, for each vector v € Zf, we define bin(v) € {0, 1}rMogal o be the vector
obtained by replacing each entry of v by its binary expansion. Hence, we have
v = Hyxuflogq] - Pin(v) for any v € Z7.

In our scheme, each group membership certificate is a signature generated by
the group manager on the user’s public key. Since the group manager only needs
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to sign known (rather than committed) messages, we can use a simplified version
of the signature, where the chameleon hash function does not need to choose the
discrete Gaussian vector s with a larger standard deviation than other vectors.

A key component of the scheme is the two-message joining protocol whereby
the group manager admits new group members by signing their public key. The
first message is sent by the new user U; who samples a membership secret con-
sisting of a short vector z; <= Dyam , (where m = 2n[logq]), which is used to
compute a syndrome v; = F -z; € Zg” for some public matrix F € Z;‘"X‘lm. This
syndrome v; € Zg" must be signed by U; using his long term secret key usk|]
(as in [BOUT3], we assume that each user has a long-term key upk[i] for a digital
signature, which is registered in some PKI) and will uniquely identify ¢/;. In order
to generate a membership certificate for v; € Zg”, the group manager GM signs
its binary expansion bin(v;) € {0, 1}**M°24] ysing the scheme of Section

Equipped with his membership certificate (7,d,s) € {0,1}* x Z?™ x 7Z>™,
the new group member U; can sign a message using a Stern-like protocol for
demonstrating his knowledge of a valid certificate for which he also knows the
secret key associated with the certified public key v; € Z‘qm. This boils down to
providing evidence that the membership certificate is a valid signature on some
binary message bin(v;) € {0, 1}*"1°841 for which he also knows a short z; € Z*™
such that v; = Hyyxom - bin(v;) =F - 2z; € Zé”.

Interestingly, the process does not require any proof of knowledge of the mem-
bership secret z; during the joining phase, which is round-optimal. Analogously to
the Kiayias-Yung technique [55] and constructions based on structure-preserving
signatures [2], the joining protocol thus remains secure in environments where
many users want to register at the same time in concurrent sessions.

We remark that a similar Stern-like protocol could also be directly used to
prove knowledge of a Boyen signature [19] on a binary expansion of the user’s
syndrome v; € Zg” while preserving the user’s ability to prove knowledge of a
short z; € Z*™ such that F - z; = v; mod g. However, this would require consid-
erably longer private keys containing 4n - log ¢ matrices {A; }ﬁzo of dimension
n x m each (i.e., we would need £ = O(n - logq)). In contrast, by using the
signature scheme of Section [3] we only need the group public key ) to contain
¢ = log Ngs matrices in Zg*™. Since the number of users Ng is polynomial, we
have log Ngs < n, which results in a much more efficient scheme.

4.1 Description of the Scheme

Setup(1*,1V&): Given a security parameter A > 0 and the maximal expected
number of group members Ngs = 2¢ € poly()), choose lattice parameter

n = O()\); prime modulus ¢ = O(¢n3); dimension m = 2n[log ¢]; Gaussian
parameter o = §2(y/nlog qlogn); infinity norm bounds 8 = cw(logm) and
B = \/nw(logn). Let x be a B-bounded distribution. Choose a hash function
H :{0,1}* — {1,2,3}! for some t = w(logn), which will be modeled as a
random oracle in the security analysis. Then, do the following.
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1. Generate a key pair for the signature of Section [3.1] for signing single-block
messages. Namely, run TrapGen(1",1™, q) to get A € Zy*™ and a short
basis Ta of A}(A), which allows computing short vectors in A (A)
with Gaussian parameter o. Next, choose matrices Ag, Aq,..., Ay, D
U(Zy*™), Do, Dy = U(Z2"**™) and a vector u <= U(Z7).

2. Choose an additional random matrix F <= U(Z;"**™) uniformly. Looking
ahead, this matrix will be used to ensure security against framing attacks.

3. Generate a master key pair for the Gentry-Peikert-Vaikuntanathan IBE
scheme in its multi-bit variant. This key pair consists of a statistically
uniform matrix B € Z7*™ and a short basis Tg € Z™*™ of Ay (B).
This basis will allow us to compute GPV private keys with a Gaussian
parameter ogpy > || Tgl - v1og m.

4. Choose a one-time signature scheme I7°TS = (G, S, V) and a hash func-
tion Hy : {0,1}* — Z2*?™ that will be modeled as random oracles.

The group public key is dqeﬁned as

Y:= (A, {A;}, B, D, Dy, Dy, F, u, I°™, H, Hy).

The opening authority’s private key is Soa := Tp and the private key of the
group manager consists of Sgm := T a. The algorithm outputs (y, Sem, SOA).

Join(6M¥): the group manager GM and the prospective user If; run the following
interactive protocol: [Jyser(A, V), Jam(A, St, Y, Sem)]

1. U; samples a discrete Gaussian vector z; <= Dzam , and computes v; =
F-z € Zg". He sends the vector v; € Z‘ql", whose binary representation
bin(v;) consists of 4n[logq] = 2m bits, together with an ordinary digital
signature sig; = Sign,q; (vi) to GM.

2. Jgwm verifies that v; was not previously used by a registered user and that
sig; is a valid signature on v; w.r.t. upk[i]. It aborts if this is not the
case. Otherwise, GM chooses a fresh £-bit identifier id; = id;[1]...1id;[¢] €
{0, 1}5 and uses Sgm = Ta to certify U; as a new group member. To this
end, GM defines the matrix

Aia, = |A | Ao+ S0 idilj]A, | € Zpm. (6)

Then, GM runs T{di <+ ExtBasis(Ajq;, Ta) to obtain a short delegated
basis T}y of A5 (Ajg,) € Z*™*2™. Finally, GM samples a short vector
s; > Dz2m , and uses the obtained delegated basis T{d,; to compute a

d
short vector d; = M € Z>™ such that
0,2

Ay, -d; = [A PYES > idi[j}A]—} -d;
=u+ D bin(Dy - bin(v;) + D -s;) mod g. (7)

The triple (id;, d;,s;) is sent to U;. Then, Jyser verifies that the received
(id;, d;, s;) satisfies and that ||d;||ec < 8, |ISillee < 8. If these condi-
tions are not satisfied, Jyser aborts. Otherwise, Jyser defines the membership
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certificate as cert; = (id;, d;, s;). The membership secret sec; is defined
to be sec; = z; € Z*™. Jgu stores transcript; = (v;, cert;, i, upk[i], sig;) in
the database Sty qns Of joining transcripts.

Sign(Y, cert;, sec;, M): To sign M € {0,1}* using cert; = (id;, d;,s;), where
d; = [d], | d],]" € Z*™ and s; € Z*™, as well as the membership secret
sec; = z; € Z*™, the group member If; generates a one-time signature key
pair (VK, SK) < G(n) and conducts the following steps.

1. Compute Gog = Hy(VK) € ngmn and use it as an IBE public key to
encrypt bin(v;) € {0,1}*™, where v; = F - z; € Z;" is the syndrome of
sec; = z; € Z*™ for the matrix F. Namely, compute cy, € Lg% ng as

Cy, = (Cl,CQ) = (BT - €p —|—X17 Gg -eg + Xo + bin(vi) . I_q/QJ) (8)

for randomly chosen ey + X7, X1 < X, Xz < x2™. Notice that, as in
the construction of [62], the columns of Gg can be interpreted as public
keys for the multi-bit version of the dual Regev encryption scheme.

2. Run the protocol in Section to prove the knowledge of id; € {0, 1},
vectors s; € Z2™, d;1,di2 €Z™,2; € Z*™ with infinity norm bound 3;
ey € Z", x1 € Z™, x5 € Z*™ with infinity norm bound B and bin(v;) €
{0,1}?™ w; € {0,1}™, that satisfy (8) as well as

14
A-din+Ag-dig+ Y (idi[j]-di2)-Aj—D-w;=uecZi (9)
j=1
(10)

and Ha,xm - Wi = Do - bin(v;) + Dy - s; € Z2"
F-z, = Hy,xom - bln(Vl) S Zén

The protocol is repeated ¢ = w(logn) times in parallel to achieve negligible
soundness error, and then made non-interactive using the Fiat-Shamir
heuristic [41] as a triple 7 = ({Commp ;}5_;, Challg, {Respg ;}5_,),
where Challg = H(M, VK, cy,, {Commg ;}5_,) € {1,2,3}'

3. Compute a one-time signature sig = S(SK, (cv,, 7k))-

Output the signature that consists of
Y = (VK,cy,, Tk, sig). (11)

Verify(), M, X): Parse the signature X as in . Then, return 1 if and only if:
(i) V(VK, (cy,, Cs;, Cia, Tk ), sig) = 1; (ii) The proof mx properly verifies.
Open(Y, Soa, M, X): Parse Soa as Tg € Z™*™ and X as in .
1. Compute Gy = Hy(VK) € ngzm. Then, using Ty to compute a small-
norm matrix Egyk € Z™*?™ such that B - Eqyk = Go mod gq.
2. Using Eg vk, decrypt cy, to obtain a string bin(v) € {0,1}?>™ (i.e., by
computing | (co — E({VK -¢1)/(q/2)])-

18



3. Determine if the bin(v) € {0,1}*™ obtained at step 2 corresponds to a
vector v = Hy, xom - bin(v) mod ¢ that appears in a record transcript, =
(v, cert;, i, upk]i], sig;) of the database St;.qns for some i. If so, output
the corresponding ¢ (and, optionally, upk[i]). Otherwise, output L.

We remark that the scheme readily extends to provide a mechanism whereby
the opening authority can efficiently prove that signatures were correctly opened
at each opening operation. The difference between the dynamic group signature
models suggested by Kiayias and Yung [56] and Bellare et al. [13] is that, in the
latter, the opening authority (OA) must be able to convince a judge that the Open
algorithm was run correctly. Here, such a mechanism can be realized using the
techniques of public-key encryption with non-interactive opening [38]. Namely,
since bin(v;) is encrypted using an IBE scheme for the identity VK, the OA can
simply reveal the decryption matrix Eg vk, that satisfies B - Eg vk = G mod ¢
(which corresponds to the verification of a GPV signature) and allows the verifier
to perform step 2 of the opening algorithm himself. The resulting construction is
easily seen to satisfy the notion of opening soundness of Sakai et al. [T1].

4.2 Efficiency and Correctness

ErriciENCY. The given dynamic group signature scheme can be implemented
in polynomial time. The group public key has total bit-size O(¢nmloggq) =
6()\2) -log Ngs. The secret signing key of each user consists of a small constant
number of low-norm vectors, and has bit-size O()).

The size of each group signature is largely dominated by that of the non-

interactive argument 7, which is obtained from the Stern-like protocol of
Section Each round of the protocol has communication cost O(m - logq) -
log Ngs. Thus, the bit-size of mg is t-@(m~log q)-log Ngs = 6()\) -log Ngs. This is
also the asymptotic bound on the size of the group signature.
CORRECTNESS. The correctness of algorithm Verify(), M, X)) follows from the
facts that every certified group member is able to compute valid witness vectors
satisfying equations 7 @ and , and that the underlying argument system
is perfectly complete. Moreover, the scheme parameters are chosen so that the
GPV IBE [43] is correct, which implies that algorithm Open(Y, Soa, M, X)) is
also correct.

4.3 Security Analysis

Due to the fact that the number of public matrices {A;}4_, is only logarithmic in
Ngs = 2¢ instead of being linear in the security parameter A, the proof of security
against misidentification attacks (as defined in Appendix cannot rely on the
security of our signature scheme in a modular manner. The reason is that, at
each run of the Join protocol, the group manager maintains a state and, instead
of choosing the (-bit identifier id uniformly in {0, 1}, it chooses an identifier that
has not been used yet. Since £ < \ (given that Ngs = 2¢ is polynomial in \), we
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thus have to prove security from scratch. However, the strategy of the reduction
is exactly the same as in the security proof of the signature scheme.

Theorem 4. The scheme is secure against misidentification attacks under the
SIS,.2m.q.50 assumption, for B’ = O(La*m3/?). (The proof is given in Appendix)

Theorem 5. The scheme is secure against framing attacks under the SISy am,.q.87
assumption, where " = 404/m. (The proof is detailed in Appendix )

Theorem 6. In the random oracle model, the scheme provides CCA-anonymity
if the LWE,, 4., assumption holds and if II°TS is a strongly unforgeable one-time
signature. (The proof is explained in Appendix )

5 Supporting Zero-Knowledge Argument Systems

This section provides a general framework that allows obtaining zero-knowledge
arguments of knowledge (ZKAoK) for many relations appearing in lattice-based
cryptography. Since lattice-based cryptosystems are built upon the hardness of the
SIS and LWE problems, the relations among objects of the schemes are typically
represented by modular linear equations. Thanks to the linearity property, we
can often unify the given equations into one equation of the form:

P-x=vmod g, (12)

where (P, v) are public and x is a secret vector (or matrix) that possesses some
constraints to be proven in zero-knowledge, e.g., its smallness (like a SIS solution
or an LWE noise) or a special arrangement of its entries. Starting from this
high-level observation, we look for a tool that handles these constraints well.

Stern’s protocol [72], originally proposed in the context of code-based cryptog-
raphy, appears to be well-suited for our purpose. Stern’s main idea is simple, yet
elegant: To prove that a binary vector x has the fixed-Hamming-weight constraint,
simply send the verifier a random permutation m(x) which should guarantee that
the constraint is satisfied while leaking no additional information about x. Ling
et al. [61] developed this idea to handle the smallness constraint, via a technique
called Decomposition-Extension. This technique decomposes a vector with small
infinity norm B > 1 into |log, B| 4+ 1 vectors with infinity norm 1, and then,
extends these vectors into elements of sets that are closed under permutations.
Several subsequent works [58J62I/60] employed the techniques of [72J61] in different
contexts, but did not address the applicability and flexibility of the protocol in
an abstract, generalized manner.

In Section we abstract Stern’s protocol to capture many relations that
naturally appear in lattice-based cryptography. In particular, the argument
systems used in our signature with efficient protocols (Section [3) and dynamic
group signature (Section [4]) can all be derived from this abstract protocol, which
we will demonstrate in Sections and respectively.

We note that several works [62J73/T5] addressed the problem of proving
multiplicative and additive relations among committed linear objects (matrices
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and vectors over Z,) in lattice-based cryptography. These results, however, do
not yield a simple solution for the relations involved in our schemes. If we were to
plug proof systems like [52[73[15)] in our relations, we would need to commit to
all objects using perfectly binding commitments (which would require very long
commitment keys) and express the relations in terms of many multiplications and
additions gates before running many instances of the proof systems depending
on the circuit. Instead of considering general circuits, our framework aims at a
more direct (but still fairly general) solution for a large class of relations that
naturally appear in SIS and LWE-based cryptography.

5.1 Abstracting Stern’s Protocol

Let D, L,q > 2 be positive integers let VALID be a subset of {—1,0,1}%. Suppose
that S is a finite set such that one can associate every m € § with a permutation
T, of L elements, satisfying the following conditions:

{x € VALID <= T, (x) € VALID, 13

If x € VALID and 7 is uniform in &, then T (x) is uniform in VALID.
We aim to construct a statistical ZKAoK for the following abstract relation:
Rabstract = { (P, V), x € ZP*" X ZP x VALID : P - x = v mod ¢.}

Note that, Stern’s original protocol corresponds to the special case when
VALID = {x € {0,1}% : wt(x) = k} (where wt(-) denotes the Hamming weight
and k < L is a given integer), S = S, - hereunder the set of all permutations
of L elements, and T (x) = m(x).

The conditions in play a crucial role in proving in ZK that x € VALID: To
do so, the prover samples 7 <= U(S) and let the verifier check that T, (x) € VALID,
while the latter cannot learn any additional information about x thanks to the
randomness of 7. Furthermore, to prove in ZK that the linear equation holds,
the prover samples a masking vector r < U(Zé), sends y = x + r mod ¢, and
convinces the verifier instead that P-y =P - r + v mod gq.

The interactive protocol between the prover and the verifier with common
input (P,v) and prover’s secret input x is described in Figure [I} The protocol
employs a statistically hiding and computationally binding string commitment
scheme COM (e.g., the SIS-based one from [53]).

The properties of the given protocol are summarized in the following lemma.

Lemma 8. The protocol in Figure 1| is a statistical ZKAoK for the relation
Rabstract With perfect completeness, soundness error 2/3, and communication
cost O(Llogq). In particular:

— There exists an efficient simulator that, on input (P,v), outputs an accepted
transcript which s statistically close to that produced by the real prover.

— There exists an efficient knowledge extractor that, on input a commitment
CMT and 3 wvalid responses (RSP1, RSP2, RSP3) to all 3 possible values of
the challenge Ch, outputs x' € VALID such that P - x’ = v mod q.
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1. Commitment: Prover samples r <> U(Z}), 7 <> U(S) and randomness p1, p2, p3
for COM. Then he sends CMT = (C’l, Ca, C’g) to the verifier, where

C1 = COM(m, P -1;p1), Co =COM(Tx(r);p2), C3 =COM(Tr(x+r);p3).

2. Challenge: The verifier sends a challenge Ch <= U({1,2,3}) to the prover.
3. Response: Depending on Ch, the prover sends RSP computed as follows:
— Ch = 1: Let ty = Tx(x), t, = Tx(r), and RSP = (ta, tr, p2, p3).
— Ch=2:Let mo =m, y =x+r, and RSP = (m2,y, p1, p3).
— Ch =3: Let m3 = m, r3 =r, and RSP = (73, r3, p1, p2).

Verification: Receiving RSP, the verifier proceeds as follows:

— Ch = 1: Check that t; € VALID and C2 = COM(t,; p2), C3 = COM(t; + t,; p3).
— Ch = 2: Check that C1y = COM(m2, P -y — v;p1), C3 = COM(Tr, (¥); p3)-
- Ch = 3: Check that C1 = COM(ﬂ'g,P . 1‘3;[)1), CQ = COM(TK3(I‘3);p2).

In each case, the verifier outputs 1 if and only if all the conditions hold.

Fig.1: A ZKAoK for the relation Rapgstract-

The proof of Lemma |8 employs standard simulation and extraction techniques
for Stern-like protocols [B3I6TI62]. We defer it to Appendix@

5.2 Supporting Notations and Techniques

Below we will describe the notations and techniques, adapted from recent works
on Stern-like protocols [6IJ58/40/60], that we will employ in the next subsections
to handle 3 different constraints of the witness vectors.

Let m be an arbitrary dimension, and B be an arbitrary infinity norm bound.

Case 1: w € {0,1}™. We denote by B2, the set of all vectors in {0,1}?" having
exactly m coordinates equal to 1. We also let Exty,,, (w) be the algorithm that
outputs a vector w € B2, by appending m suitable coordinates to w € {0,1}™.
Note that, for any permutation p € Sz, we have W € B2, < p(W) € BZ,.

Case 2: w € [~ B, B|™. We define ép := [log, B] + 1 and denote by B3 5 the
set of vectors in {—1,0,1}>™98 with exactly mdp coordinates equal to j, for
every j € {—1,0,1}. The Decomposition-Extension technique from [6I] consists

in transforming w € [—B, B]™ to a vector DecExt,, p(w) € B2 5 . as follows.

Define the sequence Bi,..., Bs,, where B; = LBJFQZ_:_lJ for all j € [1,6p].
As noted in [61], it satisfies Z?; B; = B, and for any w € [-B, B], one can
efficiently compute w®, ... w8 € {~1,0,1} such that 2?21 Bj - w\) = w.
Next, define the matrix

Bi...Bs,
Km,B:Im®[Bl|...‘B(gB}: EmeméB,
Bi...Bs,
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and its extension K,, p = [Km,B|OmX2m‘SB] € Zmx*3mis

If we let w = (wy,...,wy,)T, then we can compute
w = (wgl), e ,w§58)7 cow® ,wf,‘EB))T € {-1,0,1}m%=

satisfying K,, g - w' = w. By appending 2mdp suitable coordinates to w’, we
can obtain w € Bf’néB satisfying Km’B W =W,

Note that for any ¢ € Ssms,, we have w € BY 5 < ¢(w) € BY 5 .

Case 3: w € {0,1}*™ is the correct encoding of some t € {0,1}™.

Recall that the encoding function from Section [3:3] hereunder denoted by
Encode,, if the input is a binary vector of length m, extends t = (t1,...,t,,)7
to Encode,, (t) = (t1,t1, .., tm, tm). We define CorEnc(m) = {w = Encode,, (t) :
t € {0,1}™} - the set of all correct encodings of m-bit vectors. To handle the
constraint w € CorEnc(m), we adapt the permuting technique from [58/40/60].

For b = (by,...,by)T € {0,1}™, we let E}, be the permutation transforming
vector w = (wl,wl, ..., w, wk) € Z2™ to Ep(w) = (i, wh, ... wbr wbr).
Note that, Ey, transforms w = Encode,, (t) to Ey,(w) = Encode,, (t ®b), where ®
denotes the bit-wise addition modulo 2. Thus, for any b € {0,1}™, we have

w € CorEnc(m) & Eyp(w) € CorEnc(m).
5.3 Proving the Consistency of Commitments

The argument system used in our protocol for signing a committed value in
Section [3.3] can be summarized as follows.

Common Input: Matrices {Dy, € Z?]”“m}ﬁfzo; BeZzZy ™ Gy € Z;’“m;

; 2n. N . 2m\N . . 2
vectors cm € Zg"; {1 € Zy' b—y; {Ck2 € Z7M }_1; €11 € Ly €or 0 € L.

Prover’s Input: m = (m?...||m%)T € CorEnc(mN);
{si € [-B,B]", ex1 € [-B, B"™; eps € [-B, B2} 1 s € [-B, B]";
€1 € [-B,B]™; ey2 € [-B,B*"; s e[-(p—-1),(p—1))"

Prover’s Goal: Convince the verifier in ZK that:
Cm=Dg-s + Zivzl D, - m; mod g;
cy1 =BT sg+epimodg; cyo=Gi  so+eg2+|g/p] s’ modg; (14)
Vk € [N] 1Cp1 = BT . Sk + €g,1; Ck2 = G{ “Skp t+ego+ |_q/2J - Mg

We will show that the above argument system can be obtained from the one in
Section We proceed in two steps.

Step 1: Transforming the equations in into a unified one of the form
P -x = v mod g, where ||x]|cc =1 and x € VALID - a “specially-designed” set.
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To do so, we first form the following vectors and matrices:

T
x1= (s§ e ]led o llsT lleTllelsll - .- Iskllek 1 llek 5)” € [-B, B]"H3m(N+1),
T 2n+3m(N+1
v = (chlcl \lleZ olieT lleT,ll .. e llek o) € Zg" vy,
1= _|43m | 2= \""_"15 p —
G [£]Tom L Tom
0 Dy|...|Dy &
P, 0 Q
M1 - Pl b M2 = Q2 9 MS -
. - 0
P, Q2
We then observe that can be rewritten as:
M;-x1+M;-m+Ms s’ =veZl, (15)

where D = 2n + 3m(N + 1). Now we employ the techniques from Section to
convert into the form P - x = v mod q. Specifically, if we let:

DecExt (n43m)(v+1),8(X1) = X1 € B?n+3m)(N+1)§B;

= n+3m 8
Mj =M, - Ky3m)(v4+1),B € ZqDXB( Iz,

. / r> Dx6méd,_1
o M3 = Ms; - Kgm,p,1 S Zq L

L =3(n+3m)(N +1)dp + 2mN + 6méd,_1, and P = [M}|My|Mj] € ZP*L and

X = (fcﬂmTHéT)T, then we will obtain the desired equation:

DecExtgm,p,l(s’) —8€ Bgm(;P

P.-x=vmodg.

Having performed the above unification, we now define VALID as the set of all
T

vectors t € {—1,0,1}" of the form t = (¢ [[t][|t5) ", where t; € B}, 5 ) ny1)s,5

ty € CorEnc(mN), and t3 € B;’mépil. Note that x € VALID.

Step 2: Specifying the set S and permutations of L elements {T, : m € S} for
which the conditions in hold.

— Define § := 83(n+3m)(N+1)65 X {0, 1}mN X SGmép,y

— For 7 = (m,b,m3) € S, and for vector w = (W1T||w2T||w§)T € Lk, where
wi € Zg("+3m)(N+1)6B, Wy € ngN, w3 € ngép’l, we define:
T
Tr = (m1(w1)T || Ep(w2)" |lms(ws)")

By inspection, it can be seen that the properties in are satisfied, as desired.
As a result, we can obtain the required argument system by running the protocol
in Section with common input (P, v) and prover’s input x.
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5.4 Proving the Possession of a Signature on a Committed Value

We now describe how to derive the protocol for proving the possession of a
signature on a committed value, that is used in Section [3.3

Common Input: Matrices A, {Aj}§:07D € Zy*™; {Dy € Z?”XQm}kN:O; B e
Zy<™; Gy o€ ZZX2W; Gy € Zg”; vectors {cj,1}h_;,Cr1,Cy,1,Cs5,1 € VAL
{cr2} |, ey 2,Cs0 € ng; Cr2 € Zg; u € Zy.

Prover’s Input: v = <zl>, where vi,vy € [-5,8]™ and f = o - w(logm) -

2
the infinity norm bound of signatures; 7 € {0,1}%; s € [-(p — 1), (p — 1)]*™;
m=(ml|...||[m%)T € CorEnc(mN); {si}2_,, sy, o, sr € [ B, B]";
{er1}n 1, ev.1, €01, €r1 € [-B, B]"™; {ex2}n_ ;. €02, €v2 € [-B, B]*™;
e, € [-B,B].

Prover’s Goal: Con\éince the verifier in ZK that:

Avi+Ayvo+ ZAi-T[i]Vz — D-bin(Dg-s + Z D; -m;) =umod ¢, (16)
i=1 k=1

and that (modulo q)

Vk € [N] 1Ck1 = BT . Sk + €r,1; Cro = G,{ -Sg + €2+ Lq/2j s My

_ RT .
Cy,1 = B° - Sv + €yv,1;5

a7, 0
Cv2 = G?'Sv+ev72+|.%J'V:G?'Sv+ev72+ (Lpﬂ) > -vi+ (LqJI )'V2§ (17)
p m
cs1 =BT -sg+ep1; cs2=GT -sp+epa+|q/p]-s;

Cr1 = BT s, + €r1; Cr2 = G(:)F Srt+era+q/2] T

We proceed in two steps.

Step 1: Transforming the equations in @ and into a unified one of the
form P -x = cmod q, where ||x||oc =1 and x € VALID - a “specially-designed”
set.

Note that, if we let y = bin(Dg-s + ZkN: D, -my) € {0,1}™, then we have
Hoxm y =Dg-s+ ij:l D;-m; mod ¢, and can be equivalently written as:

(8) e (8] v 2 (§) e (3) o+ (n2.)

+ 0 m=( o, d
Dy|...[Dy ) "7 o2 ) MOCT

Next, we use linear algebra to combine this equation and into (modulo ¢):

14
F'V1 +F0-V2—|—Z Fi~T[i]V2 + Ml -T+M2~y + M3~m+M4-s+M5~e:c, (18)
i=1

where, for dimensions D = ¢+ 3n + 7m + 3mN and Ly = D +nN,
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— Matrices F,Fo,Fh...,Fg S Zqum, M, € ZqDXZ, M, € Zqum, M3 S
ZqDXQmN, M, € Z?“m, M; € ZqDXLO and vector ¢ € ZqD are built from the
public input.

— Vector e = (s{ || ... s} | Istllel o]l .. llekllev. lled ety |l

T
||eT1F,2 [ - ||eN,2 ||eo,2 ||e3,2 IIef,z) € [-B, B]*.

Now we further transform using the techniques from Section Specifi-
cally, we form the following;:

vlIsg

DecExty, g(v1) — v1 € Bméﬁ; DecExtm g(v2) — Vg € Bm(sﬂ,

F' = [F K plFo Ko glF1 - Kppl. .. [Fr- K, p0273m050] € ZDX3més(26+2),
Extor(7) = 7 = (7[1],...,7[0,...,7[2¢)T € BZ; M} = [M;]|0P>*¢] € Z{]ngé;
Extam(y) = § € BZ; Mj = [M|0P>*™] € ZD*2m;

DecExtanm p—1(s) = § € B27715 My =My K2mp L€ ZDxﬁmé,, .

DecExty, p(e) — &€ B} 5 ; M5 =M; K, 5¢€ ZD*3Lods,

Now, let L = 3mdg(2¢ + 2) + 20+ 2m + 2mN + 6md,—1 + 3Lodp, and construct
matrix P = [F/| M} |Mj|Ms| M) |Mj] € Z*" and vector

~ ~ ~ ~ ~ ~ ~ T
x = (V92 793 |- T lOvg I 2093 1771157 [TmT (18T ] e7) ",

then we will obtain the equation P - x = ¢ mod gq.
Before going on, we define VALID as the set of w € {—1,0, 1}* of the form:

T
w = (wil|wg w3 |l lg2ews lIg” lws Wil ws [wg)

for some wi,ws € Bméﬁ7 g=(g1,...,920) € Bay, wz € B2, wy € CorEnc(mN),
w5 € B%m[;p and wg € B3 706 16 can be checked that the constructed vector x
belongs to thls tailored set VALID.

Step 2: Specifying the set S and permutations of L elements {T. : m € S} for
which the conditions in hold.

— Define § = Ssms; X Szms, X S2e X Sam X {0, 1}™N X Sems,_, X S3Los55-

— Form = (¢,4,7,p,b,n,§) € S and Z = (z(1)||z(2)|\z1|| o lzellgllta[t2]ltsts) €
ZL, where z},23,21,...,22 € Zq , 8 € Z ,t € ng, to € ZimN, ts €
ngép’l, and t4 € Z2L05B, we define:

T () = (S() [0 116 0) |- 162 20) ()" |
T
o) T Bw (t2)T In(ts) " 1€(ta))

as the permutation that transforms z as follows:
1. It rearranges the order of the 2¢ blocks z1, ..., zs, according to .
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2. It then permutes block z§ according to ¢, blocks z2, {z;}2%, according
to 1, block g according to 7y, block t; according to p, block ts according
to Ey, block ts according to 7, and block t4 according to &.

It can be check that holds. Therefore, we can obtain a statistical ZKAoK for
the given relation by running the protocol in Section

5.5 The Underlying ZKAoK for the Group Signature Scheme

The argument system upon which our group signature scheme is built can be
summarized as follows.

Common Input: Matrices A,{Aj}gzo,B € Zy*™, Do,Dy € Z?”“m, F €
ZAmAm s € Z2M, Hapyom € ZAX2M G € Z0%2™; vectors u € Z1,
C EZZ’L, CQEZ(QIm.

Prover’s Input: z € [-3, 8]*™ Y € {0 13?m w e {0,1}™, d;,ds € [, 8™
s € [=8,8°™, id = (id[1],...,id[f)" € {0,1}",
€ € [_BaB]na e € [ B B]m e € [_B7B]2m'

Prover’s Goal: Convince the verifier in ZK that

F'Z:H4nx2m'ym0dq; H2n><m'WZD0'y+D1'SmOdq;
A-d;+Ag- dg—I—Ze ;- (id[j] -d2) =D -w = umod g;
=BT .ey+e; modq co=GL ey+ey+|g/2] ymodgq.

Usmg the same strategy as in Sections [5.3| and [5.4] we can derive a statis-
tical ZKAoK for the above relation from the protocol in Section As the
transformations are similar to those in Section [5.4] we only sketch main points.

In the first step, we combine the given equations to an equation of the form:

d; L €
M-| s | +Mp-ds +2Mj(id[j]d2) + M - ("yv> +M" [ e | =vmodyg,
V4 Jj=1 €9
where matrices M, My, ..., M,;, M’, M" and vector v are built from the input.
We then apply the techniques of Section for xg = (df|sT)|zT)T €
(=8, 8], da € [, B]™; x1 = (W' |ly")T € {0,1}°™; and x2 = (e [le] [le3)" €
[~ B, B]"*3™. This allows us to obtain a unified equation P-x = v mod ¢, and to
define the sets VALID, S, and permutations {7, : 7 € S} so that the conditions
in hold, in a similar manner as in Section
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A Definitions for Dynamic Group Signatures

This section recalls the syntax and the security definitions of dynamic group
signatures based on the model of Kiayias and Yung [56].

A group signature allows a group member to attest that a message was

provided by a member of a group without being altered during the process and
preserving the anonymity of the users. This primitive was introduced by Bellare,
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Micciancio and Warinschi [I1] in 2003 and was extended to dynamic groups by
Bellare, Shi and Zhang (BSZ) in 2005 [13].

In the setting of dynamic groups, the syntax of group signatures includes an
interactive protocol which allows users to register as new members of the group
at any time. The syntax and the security model are those defined by Kiayias and
Yung [56]. Like the very similar BSZ model [13], the Kiayias-Yung (KY) model
assumes an interactive join protocol whereby a prospective user becomes a group
member by interacting with the group manager. This protocol provides the user
with a membership certificate, cert;, and a membership secret, sec;.

We denote by Ngs € poly()) the maximal number of group members.

Definition 4 (Dynamic Group Signature). A dynamic group signature
scheme consists of the following algorithms or protocols.

Setup(1*, 1Ve): given a security parameter X and a mazimal number of group
members Ngs € N, this algorithm is run by a trusted party to generate a group
public key Y, the group manager’s private key Sgm and the opening authority’s
private key Soa. Fach key is given to the appropriate authority while ) is
made public. The algorithm also initializes a public state St comprising a set
data structure Styses = 0 and a string data structure Stians = €.

In the following, all algorithms have access to the public parameters ).

Join: is an interactive protocol between the group manager GM and a user U;
where the latter becomes a group member. The protocol involves two interactive
Turing machines Jyser and Jgm that both take Y as input. The execution,
denoted as [Juser(N, ), Jam (A, St, Y, Sem)], ends with user U; obtaining a
membership secret sec;, that no one else knows, and a membership certificate
cert;. If the protocol is successful, the group manager updates the public state
St by setting Stusers := Stusers U{1} as well as Stirans := Stirans|| (%, transcript;).

Sign(cert;, sec;, M): given a membership certificate cert;, a membership secret
sec; and a message M, this probabilistic algorithm outputs a signature o.

Verify(o, M): given a signature o, a message M and a group public key Y, this
deterministic algorithm returns either 0 or 1.

Open(Soa, M, 0): takes as input a message M, a valid signature o w.r.t. Y ,
the opening authority’s private key Soa and the public state St. It outputs
1 € Stusers U {L}, which is the identity of a group member or a symbol
indicating an opening failure.

Each membership certificate contains a unique tag that identifies the user.

The correctness requirement basically captures that, if all parties honestly
run the protocols, all algorithms are correct with respect to their specification
described as above.

The Kiayias-Yung model [56] considers three security notions: the security
against misidentification attacks requires that, even if the adversary can introduce
users under its control in the group, it cannot produce a signature that traces
outside the set of dishonest users. The notion of security against framing attacks
implies that honest users can never be accused of having signed messages that
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they did not sign, even if the whole system conspired against them. And finally
the anonymity property is also formalized by granting the adversary access to a
signature opening oracle as in the models of [13].

Correctness for Dynamic Group Signatures. Following the Kiayias-Yung ter-
minology [56], we say that a public state St is valid if it can be reached from
St = (0, €) by a Turing machine having oracle access to Jgm. Also, a state St’ is
said to extend another state St if it is within reach from St.

Moreover, as in [50], when we write cert; =y sec;, it means that there exists
coin tosses @ for Jgm and J,ger such that, for some valid public state St’, the
execution of the interactive protocol [Jyser(A, V), Jam(A, St', YV, Sem)](w) provides
Juser With (i, sec;, cert;).

Definition 5 (Correctness). A dynamic group signature scheme is correct if
the following conditions are all satisfied:

(1) In a valid state St, |Stysers| = |Stirans| always holds and two distinct entries
of Stirans always contain certificates with distinct tag.

(2) If [Juser(A, V), Jam (A, S, Y, Sem)] is run by two honest parties following the
protocol and (i, cert;,sec;) is obtained by Juser, then we have cert; =y sec;.

(8) For each (i, cert;,sec;) such that cert; =y sec;, satisfying condition 2, we
have Verify(Sign(y7 cert;, sec;, M), M, JJ) =1.

(4) For any outcome (i, cert;,sec;) of [Juser(-,-), Jam (-, St, ., .)] for some valid St,
if o = Sign(}, cert;, sec;, M), then Open(M, o, Soa, Y, St') = i.

We formalize security properties via experiments where the adversary interacts
with a stateful interface Z that maintains the following variables:

— statez: is a data structure representing the state of the interface as the
adversary invokes the various oracles available in the attack games. It is
initialized as statez = (St, ), Sem, Soa)  Setup(1*,1Ve). It includes the
(initially empty) set Stysers of group members and a dynamically growing
database Sti,qns storing the transcripts of previously executed join protocols.

— n = |Stysers| < Ngs denotes the current cardinality of the group.

— Sigs: is a database of signatures created by the signing oracle. Each entry
consists of a triple (i, M, o) indicating that message M was signed by user i.

— U®: is the set of users that were introduced by the adversary in the system
in an execution of the join protocol.

— UP: is the set of honest users that the adversary, acting as a dishonest group
manager, introduced in the system. For these users, the adversary obtains
the transcript of the join protocol but not the user’s membership secret.

In attack games, adversaries are granted access to the following oracles:
— Qpub, QreyaMm and Qreyoa: when these oracles are invoked, the interface looks

up statez and returns the group public key ), the GM’s private key Sgm and
the opening authority’s private key Soa respectively.
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— Qa-join: allows the adversary to introduce users under its control in the
group. On behalf of the GM, the interface runs Jgv in interaction with the
Juser-executing adversary who plays the role of the prospective user in the
join protocol. If this protocol successfully ends, the interface increments n,
updates St by inserting the new user n in both sets St,se-s and U®. It also
sets Stirans := Stirans||(n, transcript,, ).

— Qb-join: allows the adversary, acting as a corrupted group manager, to introduce
new honest group members of its choice. The interface triggers an execution
of [Juser, Jom] and runs Jyse, in interaction with the adversary who runs Jgm.
If the protocol successfully completes, the interface increments n, adds user
N t0 Stysers and U® and sets Stirans := Stirans||(n, transcript,,). It stores the
membership certificate cert,, and the membership secret sec,, in a private
part of statez.

— Qsig: given a message M, an index ¢, the interface checks whether the private
area of statez contains a certificate cert; and a membership secret sec;. If no
such elements (cert;, sec;) exist or if i & U?, the interface returns L. Otherwise,
it outputs a signature o on behalf of user ¢ and also sets Sigs < Sigs||(i, M, o).

— Qopen: When this oracle is invoked on input of a valid pair (M, o), the interface
runs algorithm Open using the current state St. When S is a set of pairs
of the form (M, o), ;psen denotes a restricted oracle that only applies the
opening algorithm to pairs (M, o) which are not in S.

— Qread and Qurite: are used by the adversary to read and write the content
of statez. At each invocation, Qeaq outputs the whole stater but the pub-
lic/private keys and the private part of statez where membership secrets are
stored after Qp_join-queries. By using Qurite, the adversary can modify statez
at will as long as it does not remove or alter elements of Sty sers, Stirans OF
invalidate the public state St: for example, the adversary is allowed to create
dummy users as long as it does not re-use already existing certificate tags.

Based on the above syntax, the security properties are formalized as follows.

Security Against Misidentification Attacks. In a misidentification attack, the
adversary can corrupt the opening authority using the Qyeyoa oracle and introduce
malicious users in the group via Qajein-queries. It aims at producing a valid
signature o* that does not open to any adversarially-controlled user.

Definition 6. A dynamic group signature scheme is secure against misidentifi-
cation attacks if, for any PPT adversary A involved in experiment Exp. 1, we

have: Adve=74()) = Pr [ExpﬁiS'id(A) - 1} € negl (V).

Non-Frameability. Framing attacks consider the situation where the entire sys-
tem is colluding against some honest user. The adversary can corrupt the group
manager as well as the opening authority (via oracles Queyom and Queyon, respec-
tively). It can also introduce honest group members (via Qb-join-queries), observe
the system while these users sign messages and create dummy users using Quyrite-
The adversary eventually aims at framing an honest group member.
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1 stater = (St,y,SGm,SoA) — Setup(l’\, 1Ngs);
2 (M*7 U*) — A(qub, Qa—joim Qread, leyOA);

3 if Verify(c™, M*,Y) = 0 then

4 L return 0;

5 i = Open(M*,0*,Soa, ), St');

6 if i Z U” then

7 L return 1;

8 return O;

Exp. 1: Experiment Exp{*'¢()\)

Definition 7. A dynamic group signature scheme is secure against framing
attacks if, for any PPT adversary A involved in the experiment Expffla()\) below,

it holds that Adv*(\) = Pr [Expff‘a(/\) = 1] € negl (V).

1 stater = (St, ), Sem, Soa) + Setup(1*,17Ve);

2 (M*» U*) — A(qub7 leyGM7 leyOAv Qb—joim Qsig: Qread’ Qwrite)§
3 if Verify(c™, M*,Y) = 0 then

4 L return 0;

5 if i = Open(M*,0*,Son, Y, St') € U® then

6 L return 0;

7 if (/\jeUb ot joi G M* %) & Sigs) then

8 L return 1;

9 return 0;

Exp. 2: Experiment Expfﬂa()\)

Full Anonymity. The notion of anonymity is formalized by means of a game
involving a two-stage adversary. The first stage is called play stage and allows the
adversary A to modify statez via Qurite-queries and open arbitrary signatures by
probing Qopen. When the play stage ends, A chooses a message M* as well as two
pairs (sec, certy) and (secy, cert}), consisting of a valid membership certificate and
a corresponding membership secret. Then, the challenger flips a coin d « {0, 1}
and computes a challenge signature o* using (sec}, cert}j). The adversary is given
o* with the task of eventually guessing the bit d € {0,1}. Before doing so, it is
allowed further oracle queries throughout the second stage, called guess stage,
but is restricted not to query Qopen for (M*,o*).

Definition 8. A dynamic group signature scheme is fully anonymous if, for any
PPT adversary A in the following experiment, the following distance is negligible:

Advii"(\) == | Pr [Expi{’on*l()\) — 1} _ Pr [Expi{lon*o(/\) _ 1] I
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1 statez = (St, ), Sem, Soa) < Setup(1*, 17Ve);
2 (auxz, M*, (secj, certy), (seci, cert])) < A(play; Qpub; QueyoM; Qopen, Qread; Qurite);
3 if —((certs =y secj) A (cert] =y seci) A (certy # certj)) then
4 L return 1;
5 o* < Sign(Y, certyy, secy, M*);
(Mo
6 d « A(g“GSS; 0'*7 auzx, quth leyGM, op{ag ‘ )}7 Qread, Qwrite);
7 return d’;

anon-d

Exp. 3: Experiment Exp’®"*(\)

B Deferred Proofs for the Signature with Efficient
Protocols

In the security proof of the signature with efficient protocols, we make use of the
Rényi divergence in a similar way to [7] in the proof of Theorem

B.1 The Rényi Divergence

Instead of the classical statistical distance we sometimes use the Rényi divergence,
which is a measurement of the distance between two distributions. Its use in
security proofs for lattice-based systems was first considered by Bai et al. [7].

Definition 9 (Rényi divergence). For any two discrete distributions P and Q
such that Supp(P) C Supp(Q), and a €]1,+00[, we define the Rényi divergence
of order a by:

rRPlQ = ¥ LW

a—1
z€Supp(P) (.T)

We define the Rényi divergences of orders 1 and +oo by:

R1(P]|Q) = exp > P(x)log@ and Roo(P]|Q) =

x€Supp(P) Q(x)

N P(x)
z€Supp(P) Q(Jf) '

The divergence Ry is the (exponential) of the Kullback-Leibler divergence.

We will focus on the following properties of the Rényi divergence, the proofs
can be found in [59].

Lemma 9 ([7, Le. 2.7]). Let a € [1,400]. Let P and Q) denote distributions
with Supp(P) C Supp(Q). Then the following properties hold:
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Log. Positivity: R,(P||Q) > R.(P||P)=1

Data Processing Inequality: R,(P7||Qf) < R.(P||Q) for any function f,
where PT denotes the distribution of f(y) induced by sampling y <> P (resp.
Yy Q)

Multiplicativity: Assume P and Q are two distributions of a pair of random
variables (Y1,Ys). For i € {1,2}, let P, (resp. Q;) denote the marginal
distribution of Y; under P (resp. Q), and let Py (-|y1) (resp. Qopi(-|y1))
denote the conditional distribution of Yo given that Y1 = y1. Then we have:

e R,(P||Q) = P.(P1]|Q1) - Ro(P2]|Q2) if Yp and Ys are independent;
* Ru(Pl|Q) < Roo(P1]|Q1) - mazy,ex Ra (Paj (-y1)]|Qap1 (|y1))-
Probability Preservation: Let A C Supp(Q) be an arbitrary event. If a €

a

11, 4+00[, then Q(A) > P(A)==T /R, (P||Q). Further we have:

Q(A) = P(A)/ R (Pl|Q)

Weak Triangle Inequality: Let Py, Py, P3 be three distributions with Supp(P;) C
Supp(P2) C Supp(Ps). Then we have:

Ry (P1||P2) - Roo (Pa]| P:
Ra(P1||P3)§ a( 1” 2) LOO( 2|| 3)’ ‘
ROO(P1||P2)'171 'Ra(P2||P3) Zfa€]13+oo['
In our proofs, we mainly use the probability preservation to bound the
probabilities during hybrid games where the two distributions are not close in
terms of statistical distance.

B.2 Security Proof against Type I Attacks (Lemma @

Proof. Let A be a PPT adversary that can mount a Type I attack with non-
negligible success probability . We construct a PPT algorithm B that uses A
to break the SIS, ., 4.5 assumption. It takes as input A € Zy*™ and computes
v e Aj(j_&) with 0 < ||v|| < f'.

Algorithm B first chooses the £-bit strings 71, ..., 7(@) <= U({0,1}%) to be
used in signing queries. As in [51], it guesses the shortest prefix such that the
string 7* contained in A’s forgery differs from all prefixes of 71, ... 7(@) To
this end, B chooses it «+=> U({1,...,Q}) and tf «> U({1,...,¢}) so that, with
probability 1/(Q - £), the longest common prefix between 7 and one of the
{719 s the string *[1]... 7" — 1] = 700[1).. 70O —1] € {0,131
comprised of the first (¢! — 1)-th bits of 7* € {0,1}*. We define 7' € {0, l}tT as
the t1-bit string 71 = 7*[1]...7*[t!]. By construction, with probability 1/(Q - £),

(Q)

we have 71 ¢ {T‘(tlf), s Tt }, where T‘(t? denotes the ¢f-th prefix of 7() for each

ie{l,...,Q}.
Then, B runs TrapGen(1",1™, q) to obtain C € Zy*™ and a basis T'c of /lql(C)

with ||TE|| < O(y/nlogq). Then, it picks £ + 1 matrices Qq,...,Qp € Z™*™,
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where each matrix Q; has its columns sampled independently from Dzm ,. The
reduction B defines the matrices {A; }fzo as

_ T .

Aog=A-Qo+ (X ) C
=A-Q;+(-1)Vl.C, for j € 1,1

j:A'Qja foer[tTJrl,E]

It also sets A = A. We note that we have

Ao = [A‘Ao + 3y U]Aj}

_ . . 7’ %[ x4 i .

A (Qo+ Zf-:l TOHQy) + (Zjmy 7] + (=) WO [j]) - C

=[a]
- {A ‘ A-(Qo +Z§:1T(i)[j]Qj) +h, @ -C

where h_u) € [1,t7] C [1,/] stands for the Hamming distance between T‘(ZT) and
Tﬁf. Note that, with probability 1/(Q-¥¢) and since ¢ > ¢, we have h_u) # 0 mod ¢
whenever T‘(tzf) 7 Tiyt-

Next, B chooses the matrices Dy <= U(Z2"**™) uniformly at random for
each k € [0, N]. Then, it picks a random short matrix R € Z™*™ which has its
columns independently sampled from Dzm , and computes

D=AR.

Finally, B samples a short vector e, <= Dzm ,, and computes the vector u € Z;L

asu = A -e, € Z;. The public key
PK = (Av {Aj}gzm {Dk}g:Oa D, u)

is given to A.

At the i-th signing query Msg(® = (mgi), .. ,mg\i,)) € ({0,1}>™)N B can use
the trapdoor T € Z™*™ to generate a signature. To do this, B first samples
s() <> Dyam 5, and computes a vector uys € Zy as

N
uy =u+D- bin(z D, -m,(f) + Dy - s(i)) mod gq.
k=1

Using Tc € Z™*™, B can then sample a short vector v(¥) € Z?™ in D
such that (T(i), v, s(i)) satisfies the verification equation .

When A halts, it outputs a valid signature sig* = (T(iT), v*, s*) on a message
Msg* = (m3,...,m%) with |[v*|| < 0v/2m and ||s*| < o1v/2m. At this point, B
aborts and declares failure if it was unfortunate in its choice of if € {1,...,Q}

and t' € {1,...,/}. Otherwise, with probability 1/(Q - £), B correctly guessed
it € {1,...,Q} and t' € {1,...,/}, in which case it can solve the given SIS

uns
AL(A_y).0
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instance as follows.
If we parse v* € Z*™ as (viT | v31)T with v, v} € Z™, we have the equality

(A& (@Q+X, Q)] - H

V3
N
=u+ D bin(Dy -s*—i—ZDk 'mj) modgq
k=1
N
=A. (eu + R - bin(Dg - s* +ZDk mZ)) mod g,
k=1
which implies that the vector
¢ N
w=v]+ (Qo +ZT*[j]Qj) vy —e, —R-bin(Dg - s* +ZDk mp) €Z™
j=1 k=1

is in Aj(A). Moreover, with overwhelming probability, this vector is non-zero
since, in A’s view, the distribution of e, € Z™ is DA;(A),UN which ensures that
e, is statistically hidden by the syndrome u = A - e,,. Finally, the norm of w is
smaller than 8’ = m3/202(¢ 4 3) +m'/20; which yields a valid solution of the

given SIS,, ,, 4.5/ instance with overwhelming probability. O

B.3 Security Proof against Type IT Attacks (Lemma

Proof. We prove the result using a sequence of games. For each i, we denote by
W; the event that the adversary wins by outputting a Type II forgery in Game 1.

Game 0: This is the real game where, at the i-th signing query Msg(i) =
(mgl), .. ,ms\z,)), the adversary obtains a signature sig® = (79, v(® s()) for
each ¢ € {1,...,Q} from the signing oracle. At the end of the game, the adver-
sary outputs a forgery sig* = (7*,v*,s*) on a message Msg* = (m}, ..., m¥%). By
hypothesis, the adversary’s advantage is e = Pr[Wy]. We assume w.l.o.g. that the
random ¢-bit strings 71, ..., 7(?) are chosen at the very beginning of the game.
Since (Msg*, sig*) is a Type II forgery, there exists an index * € {1,...,Q} such

that 7+ = 70").

Game 1: This game is identical to Game 0 with the difference that the reduction
aborts the experiment in the unlikely event that, in the adversary’s forgery
sig* = (7%, v*,s*), 7* coincides with more than one of the random ¢-bit strings
7 ..., 7(@) used by the challenger. If we call F; the latter event, we have
Pr[F}] < Q?/2° since we are guaranteed to have —F; as long as no two s
7() collide. Given that Game 1 is identical to Game 0 until F; occurs, we have
|PI‘[W1] — PI‘[WQH < PI“[Fl] < QQ/QZ.

Game 2: This game is like Game 1 with the following difference. At the outset
of the game, the challenger B chooses a random index if <= U({1,...,Q}) as
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a guess that A’s forgery will recycle the ¢-bit string 7" € {0,1}¢ of the if-
th signing query. When A outputs its Type II forgery sig* = (7*,v*,s*), the
challenger aborts in the event that 7@ #7* (ie., it #i*). Since the choice of if
in {1,...,Q} is independent of A’s view, we have Pr[Ws] = Pr[W]/Q.

Game 3: In this game, we modify the key generation phase and the way to
answer signing queries. First, the challenger B randomly picks hg, b1, ..., he € Zg
subject to the constraints

¢
ho + ZT(N)U] ~h; =0mod ¢
j=1

L
ho+ 27Oy # 0mod g Pl QY
j=1

It runs (C,Tg) < TrapGen(1™,1™,q), (Do, Tp,) + TrapGen(12",1%™ q) so
as to obtain statistically random matrices C € Zp*™, Dy € Z2"**™ with
trapdoors T¢ € Z™*™, Tp, € Z*™**™ consisting of short bases of A (C)
and A;-(DO), respectively. Then, B chooses a uniformly random D <> U(Zg*™)
and re-randomizes it using short matrices S, Sg, S1, ..., Sy <= Z™*™, which are

obtained by sampling their columns from the distribution Dzm ,. Namely, from
D € Zy*™, B defines

A=D-S
Ao=D-So+hy-C (19)
AJZDS]+}L]C V]E{l,,é}

In addition, B picks random matrices Dy, ..., Dy = U(Z2"**™) and a random

vector cps < U(Zg”). It samples short vectors vy, vy < Dzm , and computes

ueZyasu=A_ ;- m — D - bin(car) mod ¢, where

Y
A = [A] Ao+ X, 7O - A
¢ s
= [D S| D-(So+ 4, N[ sj)] .
The adversary’s signing queries are then answered as follows.

- At the i-th signing query (m&i), o ,mg\i,)), whenever i # if, we have

Ao = [A ‘ Ao+ E§:1 T[] - A,

= |A D (So+ X5, 7V 8)) + by - €| € 2,

with h_a) = ho + Z§=1 7@[j] - h; # 0. This implies that B can use the
trapdoor To € Z™*™ to generate a signature. To this end, B first samples a
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discrete Gaussian vector s <= Dz2m 5, and computes ups € Zy as

N
uy=u+D- bin(z D, -m,(;) + Do - S(i)) mod q.
k=1
Then, using Tc € Z™*™, it samples a short vector v(?) e Z2™ in Djff(A )0
such that (7, v s(®)) satisfies (2.
it it
- At the if-th signing query (mgz ), e ,mg\l, )), we have

AT(H) = [A ‘ Ao+ Zﬁ:l T(ZT)[‘]] ’ AJ]

= {D S| D (So+ Y5, T[] sj)] € Zp<m (20)

due to the constraint hg + 25:1 7" [j] - hj = 0 mod ¢. To answer the query,
B uses the trapdoor Tp, € Z*™*2™ of A(JI- (Dy) to sample a short vector

it . N (" .
st ¢ DAZ;VI (Do)’ where ¢, = cpr — Zk:l Dy-m; ' € Z?]”. The obtained

vector (") € Z2™ thus verifies

N
Do - s = Cym — ZDk . méﬂ) mod ¢, (21)
k=1

and A receives sigt) = (") v ) where v(i") = (vT | vI)T. By

construction, the returned signature sig(ﬂ) satisfies

N
Aat) - m =u+D- bin(Do 50D 4 ZDk -mST)) mod ¢,
k=1

and the distribution of (70", v(") s is statistically the same as in Game 2.

We conclude that Pr[W5] is negligibly far apart from Pr[WW3] since, by the Leftover
Hash Lemma (see [3, Lemma 13]), the public key PK in Game 3 is statistically
close to its distribution in Game 2.

In Game 3, we claim that the challenger B can use A to solve the SIS problem
by finding a short vector of A (D) with probability Pr[Ws]. Indeed, with proba-

bility Pr[W3], the adversary outputs a valid signature sig* = (T(if),v*, s*) on
a message Msg* = (m}, ..., my) with ||v*]| < ov2m and [|s*|| < o1v2m. If we
parse v* € Z2™ as (viT | viT)T with v}, v} € Z™, we have the equality

% N

A it m =u+D-bin(Dy-s*+» Di-mj) modg. (22)
k=1
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Due to the way u € Z; was defined at the outset of the game, B also knows

short vectors v(i') = vT|vIT € Z2™ such that
A‘r(“\) . m =u+D- bin(C]w) mod gq. (23)
2
Relation implies that cy; # Dg - s* + Zgzl Dy, - mj; mod ¢ by hypothesis.

It follows that bin(cps) — bin(Dg - s* + Zivzl Dy, - m}) is a non-zero vector in

{-1,0,1}™. Subtracting from , we get

. N
L H =D - (bin(car) — bin(Dg - 8™ + sz +mp))  mod g,
2 k=1
which implies
¢ N vi—v
[D-5[ D80+ 50,7001, |- =Y
N
=D (bin(car) — bin(Dg -s* + > Dy -mj)) mod g (24)
k=1

The above implies that the vector

l
w=S8-(vi=vi)+(So+ Y 7] S;) - (vE—va)
j=1

N
+ bin(Dg - s* + ZDk -m};) — bin(ca)

k=1
is a short integer vector of A} (D). Indeed, its norm can be bounded as ||w|| <
B" = \2(¢ 4 2)o*m?3/? + m'/2. We argue that it is non-zero with overwhelming
probability. We already observed that bin(Dg - s* 4+ Zszl Dy, - m}) — bin(cas) is a
non-zero vector of {—1,0,1}™, which rules out the event that (v¥,v}) = (vi, va).
Hence, we can only have w = 0™ when the equality

¢
S (vi—vi)+(So+ ZT@“)U] $S;) - (V3 —va)

N
= bin(cas) — bin(Dg -s*—l—ZDk -m}) (25)

k=1
holds over Z. However, as long as either vi # vy or vj # va, the left-hand-side
member of is information theoretically unpredictable since the columns
of matrices S and {Sj}§=0 are statistically hidden in the view of A. Indeed,
conditionally on the public key, each column of S and {S; }§:0 has at least n bits
of min-entropy, as shown by, e.g., [65, Lemma 2.7]. O
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B.4 Proof of Theorem [2|

Proof. The proof is very similar to the proof of Theorem [I| and we will only
explain the changes.

Assuming that an adversary A can prove possession of a signature on a message
(m7,...,m%) which has not been blindly signed by the issuer, we outline an
algorithm B that solves a SIS,, 2m 4,5 instance A, where A = [A; | As] € Zf;“m
with A, Ay € U(Zg=™).

At the outset of the game, B generates the common parameters par by choosing
B €r Zg*™ and defining Go = B - Eg € Zg”, G, =B -E; € ngzm_ The
short Gaussian matrices Eg € Z™*¢ and E; € Z™*2™ are retained for later use.
Also, B flips a coin coin € {0,1,2} as a guess for the kind of attack that A will
mount. If coin = 0, B expects a Type I forgery, where A’s forgery involves a new
7* € {0,1}¢ that was never used by the signing oracle. If coin = 1, B expects
A to recycle a tag 7" involved in some signing query in its forgery. Namely,
if coin = 1, B expects an attack which is either a Type II forgery or a Type
IIT forgery. If coin = 2, B rather bets that A will break the soundness of the
interactive argument systems used in the signature issuing protocol or the Prove
protocol. Depending on the value of coin € {0,1,2}, B generates the issuer’s
public key PK and simulates A’s view in different ways.

e If coin = 0, B undertakes to find a short non-zero vector of A;-(Ay), which in
turn yields a short non-zero vector of /1qL (A). To this end, it defines A = A; and
generates PK by computing {A; }5:0 as re-randomizations of A € Zy*™ as in
the proof of Lemma [6} This implies that B can always answer signing queries
using the trapdoor Tc € Z™*™ of the matrix C without even knowing the
messages hidden in the commitments ¢, and {cx}Y_ |, cs/. When the adversary
generates a proof of possession of its own at the end of the game, B uses the
matrices By € Z™* and E; € Z™*?™ as an extraction trapdoor to extract a
plain message-signature pair ((mf,...,m%),(7*,v*,s*)) from the ciphertexts
{ci}iiy (¢}, cvy), c%, ¢ produced by A as part of its forgery. If the extracted
7* is not a new tag, then B aborts. Otherwise, it can solve the given SIS instance
exactly as in the proof of Lemma [6]

e If coin = 1, the proof proceeds as in the proof of Lemmal[7] with one difference in
Game 3. This difference is that Game 3 is no longer statistically indistinguishable
from Game 2: instead, we rely on an argument based on the Rényi divergence.
In Game 3, B generates PK exactly as in the proof of Lemma [7] This implies
that B takes a guess i' + U({1,...,Q}) with the hope that A will choose to
recycle the tag 70" of the if-th signing query (i.e., 7% = T(if)). As in the proof
of Lemma B defines D = A4 € Zy*™ and A = A, - S for a small-norm matrix
S € Z™*™ with Gaussian entries. It also “programs” the matrices {A; }5:0 in

such a way that the trapdoor precisely vanishes at the if-th signing query: in
other words, the sum

¢ ¢ ¢
Ao+ 7OIA; = Ar-(So+ Y O[]+ 8)) + (ho+ Y 7W[j] - hy) - C
Jj=1 j=1

Jj=1
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does not depend on the matrix C € Zg*™ (of which a trapdoor Tg € Z™*™ is
known to B) when 7(*) = T(it), but it does for all other tags 7(?) 7@ In the
setup phase, B also sets up a random matrix Dy € U (Zg”“m) which it obtains
by choosing A’ <= U(Z5*?™) to define
A‘ n m
DoneZg xam, (26)

Then, it computes cpy = Dg-sg € Zg” for a short Gaussian vector sg <= Dzzm 4,

which will be used in the if-th query. Next, it samples short vectors vy, vy <=
Dzm , to define

u=A_. - [zj —D-bin(cy) €7Z.

In addition, B picks extra small-norm matrices Ry, ..., Ry < Z?™*?™ whose
columns are sampled from Dz= ,, which are used to define randomizations of
Dy by computing Dy, = Dg - Ry, for each k € {1,..., N}. The adversary is given
public parameters par := {B, Go, G1,CK}, where CK = {D;}\_,, and the
public key PK := (A, {Aj}ﬁzo,D,u).

Using T, B can perfectly emulate the signing oracle at all queries, except
the if-th query where the vector s” @ chosen by B is sampled from a distribution
that departs from Dyzm ;. At the if-th query, B uses the extraction trapdoor

it

E, € Z™*2M to obtain ') € Z2™ and {my }&_, — which form a valid opening of

Cn unless the soundness of the proof system is broken (note that the latter case
it

is addressed by the situation coin = 3) — from the ciphertexts ¢! ) and {c}2_,

(it

sent by A at step 1 of the signing protocol. Then, B computes the vector s as
s =5 Y Rypomf ) 5 e z2m, (27)
k=1

.T ,1’ A"'
which satisfies cpr = Son_, Dy -m,(; ) 4Dy - (s 4+ ¢y and allows returning
. . =T . . -t -t
(7D, v g7 such that (70D, v, s/ 4 g7y gatisfies the verification
equation of the signature scheme. Moreover, we argue that, with noticeable

. i it
probability, the integer vector s7) = /") +8”(") will be accepted by the verifi-
cation algorithm since the Rényi divergence between the simulated distribution

it
of 8" and its distribution in the real game will be sufficiently small. Indeed,
its distribution is now that of a Gaussian vector Dzzm ,, ,+ centered in

N
it i
ZT:_ZRk_mI(;)_S/( )EZ2m,
k=1

whose norm is at most ||zt||s < No(2m)3/240(2m)'/2. By choosing the standard
deviation o to be at least o9 > No(2m)®/? + ¢(2m)'/?, the Rényi divergence
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it
between the simulated distribution of s”(*") (in Game 3) and its real distribution
(which is the one of Game 2) can be kept constant: we have

RQ(S”(z )’2||S”(Z )’3) < exp (2m - 7”22”2) < exp(2m). (28)
0

This ensures that, with noticeable probability, (7", v(i') s(")) will pass the verifi-
cation test and lead A to eventually output a valid forgery. So, the success probabil-
ity of A in Game 3 remains noticeable as implies Pr[W3] > Pr[W2]?/ exp(2n).

When W3 occurs in Game 3, B uses the matrices (Eg, E1) to extract a plain
message-signature pair ((m{, coomby), (TR v, s*)) from the extractable commit-
ments {c}}n_, (¢}, ,c},), &, ¢ generated by A. At this point, two cases can be
distinguished. First, if cp; # Zi\le Dy - m} + Dy - s* mod g, then algorithm B

can find a short vector of A;-(A1) = Ay (D) exactly as in the proof of Lemma

In the event that c); = Z,ivzl D - mj + Dy - s*, B can use the fact that the
o )
collision ¢y = Zszl Dy, ~m,(; ) + Dy - s allows computing

N
w=s"—s) 4 > R (m; - mﬁf”) €z,
k=1

which belongs to A} (Dg) and has norm ||wl|z < No(2m)3/2+40,m3/2. Moreover,
it is non-zero with overwhelming probability. Indeed, there exists at least one

it
k € [1, N] such that m,(; ) £ m;. Let us assume w.l.o.g. that they differ in their
it
first two bits where m,(; ) contains a 0 and mj contains a 1 (recall that each bit
7 i
b is encoded as (b,b) in both messages). This implies that s”") (as computed
in ) does not depend on the first column of Ry but w does. Hence, given
that the columns of Ry have at least n bits of min-entropy conditionally on
D, = Dy - Ry, the vector w € Z?>™ is unpredictable to the adversary.
Due to the definition of Dy € Z2"**™ in , we finally note that w € Z?™

is also a short non-zero vector of A (A).

o If coin = 2, B faithfully generates par and PK, but it retains the extraction
trapdoor (Eg, E1) associated with the dual Regev public keys (Gg, G1). Note
that A can break the soundness of the proof system by either: (i) Generating
ciphertexts {ck}{cvzl and cg that do not encrypt an opening of ¢y, in the signature
issuing protocol; (ii) Generating ciphertexts {cx}#_,, €, Cy,, Cy, and ¢, that do
not encrypt a valid signature in the Prove protocol. In either case, the reduction
B is able to detect the event by decrypting dual Regev ciphertext using (Eg, E;)
and create a breach in the soundness of the argument system.

It it easy to see that, since coin € {0,1,2} is chosen independently of A’s
view, it turns out to be correct with probability 1/3. As a consequence, if A’s
advantage is non-negligible, so is B’s. ad
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B.5 Proof of Anonymity (Theorem

Proof. The proof is rather straightforward and consists of a sequence of three
games.

Game 0: This is the real game. Namely, the adversary is given common public
parameters par and comes up with a public key PK of its own. The adversary can
run oblivious signing protocols with honest users. At each query, the adversary
chooses a user index 4 and triggers an execution of the signing protocol with the
challenger emulating the honest users. At some point, the adversary chooses some
user index ¢* for which the execution of the signing protocol ended successfully.
At this point, the challenger B runs the real Prove protocol on behalf of user i.
At the end of the game, the adversary outputs a bit ¥’ € {0,1}. We define Wy to
be the event that & = 1.

Game 1: This game is like Game 0 with the difference that, at each execution of the
Prove protocol, the challenger runs the zero-knowledge simulator of the interactive
proof system. The latter simulator uses either a trapdoor hidden in the common
reference string (if Damgard’s technique [37] is used) or proceeds by programming
the random oracle which allows implementing the Fiat-Shamir heuristic. In either
case, the statistical zero-knowledge property ensures that the adversary cannot
distinguish Game 1 from Game 0 and | Pr[W;] — Pr[Wy]| € negl()\).

Game 2: This game is like Game 1 except that, at each execution of the Prove
protocol, the ciphertexts {ck}szl, Cs, Cr, and cy,, Cy, encrypt random messages
instead of the actual witnesses. The semantic security of the dual Regev cryp-
tosystem ensures that, under the LWE, , , assumption, the adversary is unable
to see the difference. Hence, we have | Pr[Ws] — Pr[W:]| < Advi'E()).

In Game 2, we can notice that the adversary is interacting with a simulator that
emulates the user in the Prove protocol without using any message-signature
pair. We thus conclude that, under the LWE,, ; , assumption, A’s view cannot
distinguish a real proof of signature possession from a simulated proof produced
without any witness. a

C Security Proofs for the Dynamic Group Signature

C.1 Proof of Traceability (Theorem

Proof. We prove that any adversary A with non-negligible success probability
implies an algorithm B solving the SIS problem in the random oracle model.

Let A be such a PPT adversary. We build a PPT algorithm B that uses A to
solve SIS,, 2 4,571 specifically, B takes as input A = [Aﬂx&g} € ZZXZ’”, where
Ay, Ay € 272%™, and finds w € AF(A) with 0 < [[w| < 3"

Initialization. Algorithm B first chooses a random coin <= U({0,1,2}) as a
guess for the kind of misidentification attack that A will mount. Also, B chooses
a random £-bit string id" <= U({0,1}¢). In addition, B samples i* < U([1, Qa]).

Looking ahead, coin = 0 corresponds to the case where, after repeated
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executions of A, the knowledge extractor of the proof system reveals witnesses
containing a new identifier id* € {0,1}* that does not belong to any user in
U<, In this case, B will be able to exploit A’s forgery when id* = id’. The
case coin = 1 corresponds to B’s expectation that the knowledge extractor
will obtain the identifier id* = id" of a group member in U? (i.e., a group
member that was legitimately introduced at the i*-th Q, join-query, for some
i* € {1,...,Qa}, where the identifier id" is used by Q,.join), but bin(v*) € {0,1}>™
(which is encrypted in in ¢}, as part of the forgery X*) and the extracted
s* € Z®™ are such that bin(Dy - bin(v*) + Dy - s*) € {0,1}™ does not match
the string bin(Dy - bin(v;+) + Dy - s;+) € {0,1}?™ for which user i* obtained
a membership certificate at the i*-th Q,.jsin-query. When coin = 1, the choice
of ¢* corresponds to a guess that the knowledge extractor will reveal an ¢-bit
identifier that coincides with the identifier id' assigned to the user introduced
at the ¢*-th Q, join-query. The last case coin = 2 corresponds to B’s expectation
that decrypting c,, (which is part of X*) and running the knowledge extractor
on A will uncover vectors bin(v*) € {0,1}?™, w* € {0,1}™ and s* € Z?™ such
that w* = bin(Dyg - bin(v*) + Dy - s*) and

bin(Do . bin(v*) + D1 . S*) = bln(DO . bin(vi*) + D1 . Si*) (29)

but (bin(v*),s*) # (bin(v;+), s+ ), where v;+ € Z3" and s;» € Z*™ are the vectors
involved in the i*-th Qa.jein-query.

Depending on coin € {0,1,2}, the group public key Y is generated using
different methods.
o If coin = 0, algorithm B first randomly chooses id" <= U ({0,1}) as a guess for
the £-bit string that will be revealed by the knowledge extractor of the proof system
after repeated executions of the adversary A. Then, it runs TrapGen(1™,1™, q) to
obtain C € Zg*™ and a basis T¢ of A(JI-(C) with ||/TVC|| < O(y/nlogq). Then, it
chooses £ + 2 matrices Qq, ..., Q, Qp € Z™*™, each matrix having its columns
sampled independently from Dzm .. Then, B defines the matrices {A;}¢_, as

Ag=Ay Qo+ (X, id'i])-C
Aj=A, Qi+ (-1)U.C, forje L1
D=A;-Qp

It also defines A = A;. Next, it samples a vector e, < D7', and computes a syn-
dromeu=A;-e, € Zg . 1t picks Do, Dy U(Zg"“m) at random and also faith-
fully generates the GPV master key pair (B, Tg) as in Step 3 of the real setup algo-
rithm. The group public key ) = (A7 {Aj}gzo,B, D,Dy,D{,F,u,OTS, H, HO)
is finally given to A.

Note that, for each id # id', we have

Aiq = [Al [ Ao+ X0 idMAi}

= A1 [ Ay (Qo+ S0, [1Q0) + (S0 id [ + (~1)'Hid[i]) - ©
= [Al ‘Al"‘hid'c} (30)

[E—1

47



where hyq € [1,¢] denotes the Hamming distance between the identifiers id
and id'. Since ¢ > ¢, we have hia;, # 0mod ¢ whenever id; # id", so that
algorithm B is able to compute (see [3, Se. 4.2], using the basis T of A (C)
and the refined GPVSample of Lemma [2)) a basis Tiq of A (Aq) with Tl <
2(yv/nlogqlogn). In contrast, algorithm B lacks a trapdoor for A,4: as the
latter only depends on A and {Qy}:_,. Observe that, since the columns of the
matrices {Qy}%_, are sampled from Dzn ,, the matrices Ao, ..., A, are within
statistical distance 27?(™) of U(Zy™™).

o If coin = 1, algorithm B sets up Y by defining D = A. Initially, B chooses
Q. — 1 distinct strings idy, ..., idq_1,idi41,...,idg, € {0,1}* such that, for
each i € [1,Qq]\{7*}, id; will be embedded in the membership certificate returned
in the i-th Q, join-query. Let also idt = id;= be the ¢-bit identifier that will be
used in the i*-th query. The reduction B picks random hg, h1, ..., ks € Z4 under
the constraints

14
higt = ho + Y _id'[j] - h; = 0 mod ¢

=1

4
hia, = ho + Y idi[j] - hj # 0 mod g i€ {l,...,Qu\ {i"}
j=1

Next, B runs (C, T¢) + TrapGen(1™,1™ q), (D1, Tp,) < TrapGen(127,1%2™ ¢)
so as to obtain statistically random matrices C € Zg*™, Dy € Z?I’”Qm together
with trapdoors T¢ € Z™*™, Tp, € Z*™*?™ consisting of short bases of A (C)
and A (D), respectively. Then, B picks a random Dg <= U(Z2"**™) and re-
randomizes D = Ay € Zy*™ using Gaussian matrices S, So, S1,...,Sg > Z™*™

whose columns are sampled from the distribution Dzm ,. Namely, from D = A,
B defines

A=A, S
AozAl'So-i-ho-C (31)
Aj:Al'Sj-th-C V]E{].,,f}

As part of the generation of Y, the vector u € Zg is obtained by picking short
discrete Gaussian vectors d;x 1, d;x 2 <= Dzm , and computing

‘ d.
u=[A | Ag+ > id'[j]A;]- [dl] — D - bin(cyy), (32)

3 Kk
J=1 *,2

where cpr < U (Z?”) is a randomly chosen vector. Observe that, since A is
statistically uniform over ngm and d;s 1 <> Dzm ., the distribution of u is
statistically close to U(Zy).
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o If coin = 2, B picks A’ <= U(Z**™) and a random matrix Q <= Z>™*2™
whose columns are sampled from Dzzm . These are used to define

D0 _ |:1;i/:| c Zgn><27n7

and D; = Dy - Q mod ¢, which is statistically close to U(Z2"**™). All other
components of ) are obtained by faithfully running the setup algorithm.

For each value of coin € {0, 1,2}, the group public key
y = (Aa {Aj}gan B7 D7 DO; Dla F7 u, OTS? H7 HO)

has a distribution which is statistically close to that of the real scheme and ) is
given to A.

Queries. The reduction B starts interacting with the adversary A and the way it
handles A’s queries to the Q,.join oracle depends on the value of coin € {0,1,2}.

o If coin = 0, answers Q, join-queries as follows. When A triggers an execution
of the joining protocol, it chooses a syndrome v; € Zy. To answer the query, B
chooses a fresh £-bit identifier id; € {0,1}* such that id; # id". If A also provides a
correct signature sig; such that Verify g (vi, sig;) = 1, B samples s; <= Dzzm
and uses the trapdoor T'¢ to compute a short vector d; = [dg:l | d3:2]T € 7*m
such that

Aig, - |:gl’;:| =u+D- bin(DO : bin(vi) + Dy - Si), (33)

where Ajq, € ngzm is the matrix in 1' Note that B is able to compute such a
vector using the SampleRight algorithm of [3] (since the Hamming distance hiq,
between id; and id* is non-zero). The membership certificate cert; = (id;, d;,s;)
is then returned to A.

o If coin = 1, algorithm B responds each Q,.jsin-query depending on the index
i€ {l,...,Q.} of the query. Specifically, we distinguish two cases.

- If ¢ # *, B proceeds as in the previous case. Namely, it recalls the ¢-bit
identifier id; € {0,1}* (for which id; # id") that was chosen in the setup
phase and samples a short vector s; <= Dy2m . If A also provides a correct
signature sig; such that Verify (vi, sig;) = 1, generates a membership
certificate cert; for A as in the case coin = 0. Note that

Ay, = [AS ‘ A- (SO+Z§:1 ldl[j]S])—FhldlC}
=[A-S|A+hq-C] (34)

Since hig, # 0, B can use the trapdoor Tg € Z™*™ of AqL(C) to compute a
short vector d; = [df; | d,]" € Z*™ such that

Aidi . |:jl’;:| = u+D . bln(Do . (bln(Vz) +D1 . Sl‘),

where v; € Zg" is the syndrome chosen by A at step 1 of the joining protocol.
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- If ¢ = ¢*, B undertakes to generate a membership certificate cert;» for the
(-bit identifier id" € {0, 1}* that was chosen at the outset of the game. To this
end, B has to compute cert;» without using the trapdoor T'¢ since the matrix
A4+ does no longer depend on C in (34| ). This can be done by recalling
the vector d;» 1,d;» 2 € Z™ and cpr € Zi” that were used to define u € Zy
in and using Tp,. If A provides a correct signature sig;« such that
Verify oy (Vi $igi+) = 1, B uses the trapdoor Tp, of Az (D) to sample a
short vector s;» € Z™ of DAZ” (D)0 where ¢;+ = ¢pr — Dy - bin(v;«) mod g,
satisfying

D; - si» = cp — Dy - bin(vy+) mod g,

before returning cert;« = (id", d;» = [d% 1 1dE )", siv) to A. From the defi-

nition of u € Zy (3 7 it is easy to see that cert;« = (1dT7 d;+,s;+) forms a valid
membership certificate for any membership secret z;« € Z*™ corresponding
to the syndrome v;« = F - z;« mod gq.

Regardless of the value of coin, queries to the random oracle H are handled
by returning a uniformly chosen value in {1,2,3}t. For each k < Qp, we let r,
denote the answer to the k-th H-query. Of course, if the adversary makes a given
query more than once, then B consistently returns the previously defined value.
Queries to the random oracle Hy are answered in the usual way, by returning a
uniformly random value in the appropriate range.

Forgery. When A halts, it outputs a signature X* = (VK*,cii,W}(,sig*) on
some message M*. At this point, B uses the trapdoor Ty to decrypt cj, and
obtain an m-bit string bin(v*) € {0,1}™.

If we parse the proof nj. as ({Commj ;}t_;, Chall, {Respk ;}5_;), with
high probability, the adversary A must have invoked the random oracle H
on the input (M*, VK*, cl. ,{CommK]}j 1). Otherwise, the probability that
Chall} = H(M*,VK*, ¢}, ,{Comij} 1) is negligible (at most 37%). It comes
that, with probability at least ¢’ := ¢ — 37, (M*,VK*, ¢y, {Commy ;}% ;)
coincides with the x*-th random oracle query for some k* < Q.

At this stage, the reduction B runs the adversary A up to 32- Qg /(e —371)
times with the same random tape and input as in the initial run. All queries are
answered as previously with one difference in the treatment of random oracle
queries. Namely, the first k¥ — 1 random oracle queries — which are identical to
those of the first execution since A is run with the same random tape as before —
receive the same answers Chally, ..., Chall;+«_1 as in the first run. This implies that
the k*-th query will involve exactly the same tuple (M*, VK*, ¢, {CommK j t 1)

as in the first run. However, from the x*-th query onwards, A obtains fresh random
oracle values Chall’., ..., Challb ,, at each new execution. The Improved Forking
Lemma of Brickell et al. [24] guarantees that, with probability at least 1/2, B
can obtain a 3-fork involving the same tuple (M* VK*, ¢}, {Comm ;}%_,) with

pairwise distinct answers Chall'®), Chall® Chall,x 3 ¢ {1,2,3}t. With probability

K* K*

1—(7/9)" it can be shown that there exists an 1ndex j€{1,...,t} for which the
j-th bits of Chall} ChaII Challm are (Chall Chall(2 o Chall,(fl)’j) =(1,2,3).

n*?
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From the corresponding responses (Resp}{)j(l), Resp}})j@), Resp}})j(?’)), B is able
to extract witnesses (d},d3) € Z™ x Z™, id* € {0,1}¢ and w* € {0,1}™ from
the proof of knowledge 7}, such that

d*

Ay H =u+D- -w"
2

wh = bin(DO - (bin(v*) + Dy ~s*)7

At this point, B aborts and declares failure in the following situations:

- coin = 0 but id* € {0,1}* is recycled from some output of the Q, join oracle.

- coin = 0 and id* # id.

- coin = 1 but id* € {0,1}* never appeared in a membership certificate
returned by the Q,.join oracle.

- coin = 1 and id* € {0, 1}* belongs to some user in U?, but this user is not
the one introduced at the i*-th Q. join-query (ie., i* # it and id* # idT).

- coin = 1 and the knowledge extractor revealed vectors bin(v*) € {0,1}?™
and s* € Z*™ satisfying the collision , where bin(v;+) and s;+ are the
vectors involved in the i*-th Q. join query.

- coin = 2 and the knowledge extraction yields vectors bin(v*) € {0,1}?™ and
s* € Z*™ such that the collision (29)) does not occur.

We call fail the event that one of the above situations occurs. Given that the
choices of coin <= U({0,1,2}) and i* « U([1,Q,]) are completely independent
of A’s view, the choice of coin is correct with probability 1/3. If coin = 0, B’s
choice of id" <= U({0,1}") is correct with probability 1/(Ng — Qa) > 1/Ngs and,
when coin = 1, B’s correctly guesses i* € [1,Q,] with probability 1/Q,. We find

1 1
Pr[—~fail] > = .
r[ofail] 2 3 max(Ng, Qa) 3 Ngs

Assuming that fail does not occur, B can solve the problem instance as follows.

e If coin = 0, we have id* = id" and B knows a short vector e, € Z™ such that
u=A; e, mod q. Hence, it can obtain a short integer vector

14
h=dj + (Qo+ Y id'[(]Q;) - df — Qp - bin(v*) — e, € Z™

i=1

such that A; - h = 0™ mod q. Moreover, we have h # 0™ w.h.p. since the
syndrome u € Zy statistically hides e, € Z™ in A;‘(Al). Finally, the norm of h
is at most ||h|z < (£ + 1)o?m?/? + om'/?(m + 2). This implies that (h” | 0”)T
is a short non-zero vector of Aé‘(A) and solves the initial SIS instance.

e If coin = 1, the extracted witnesses (d}, d5,s*,id*) and the decrypted bin(v*)
satisfy id* = id',

w* = bin(Dg - bin(v*) + Dy - s*) # bin(Dg - bin(v«) + D1 - 8;+) = Wy«
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(since —fail implies that the collision did not occur if coin = 1) and

oA
d;
id'[1]d3
[A‘Ao‘Al‘...‘Ag‘—D]- ) = u mod gq. (35)
id'[(]d3

*

Since B already knew short vectors (dj« 1, d;» 2, Wi« ) € Z™ x Z™ x Z™ such that

[A|Ag|AL| ... |A| =D]- |7 | =umodgq,  (36)

by subtracting from (35)), we find that
¢
h=S8.(dj —di- 1)+ (So + Y _id'[j]S)) - (A5 —dyv ) + (W —w;)  (37)
=1

is a small-norm vector h € Z™ satisfying A; -h = 0 mod gq. We claim that h # 0
with high probability. Indeed, we know that w* # w;« if —fail occurs. This implies
that the last term of is non-zero, which rules out that (dj, d3) = (di« 1, d;= 2).
Since the columns of S and {S; }fzo have a lot of entropy conditionally on ), this
implies that we can only have h = 0™ with negligible probability. Furthermore,
the norm of h can be bounded by ||h|s < 402m3/2(¢ 4 2) + 2m'/?, so that
(hT | 0™)7 solves the original SIS instance.

e If coin = 2, B is done as well since the collision directly provides a vector
h = bin(v*) — bin(v}) + Q- (s* —s}) € Z*™

of A7 (Do) (which is also in the lattice A; (A) by construction) and has norm
s < 2(c2(2m)3/2 + (2m)*/?). Moreover, h € Z>™ is non-zero with overwhelm-

ing probability given that bin(v*) # bin(v}) and the large amount of entropy
retained by the columns Q € Z2™*2™ given D; = Dy - Q. O

C.2 Proof of Security against Framing-Attacks (Theorem

Proof. Let us assume that a PPT adversary A can create a forgery (M*, X*)
that opens to some honest user i € U® who did not sign M*. In the random
oracle model, we give a reduction B that uses A to solve an instance of the
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SIS4n am,q,5 problem: B takes as input Ac Zg”x‘lm and finds a non-zero short
vector w € AF(A).

Algorithm B generates the group public key ) by faithfully running the
real setup algorithm with the sole difference that, at step 2 of Setup, B defines
F=Ac Z;‘"X‘Lm. However, the distribution of ) is as in the real scheme. As
a result of having generated ) itself, B knows Sgm = Ta and Soa = Tg. The
adversary B is run on input of the group public key

y:: (Aa{Aj}§:07 B7 D7 DOa D17 F:A7 u, HOTS7 Ha HO))

If A chooses to corrupt the group manager or the opening authority during the
game, B is able to reveal Sgv = Ta and Spa = T'g. Then, B starts interacting
with A as follows.

- Queyom-queries: If A decides to corrupt the group manager, B hands the
secret key Sgm = Ta to A.

- Qb-join-queries: At any time A can act as a corrupted group manager and
introduce a new honest user 7 in the group by invoking the Qp.join oracle. At
each Qp-join-query, B faithfully runs Jysr on behalf of the honest user in an
execution of Join protocol.

- Qpub-queries: These can be answered as in the real game, by having the
simulator return ).

- Qsig-queries: When the adversary A requests user ¢ € U® to sign a message
M, B first generates a one-time key pair (VK,SK) + G(n) to compute
Go = Ho(VK) € Z*?™. Next, B recalls the vector z; € Z*™ that was chosen
to define the syndrome v; = F - z; at step 1 of the Join protocol as well as the
identifier id; € {0,1}¢ and the short vectors (di.1,d; 2,s;) that were supplied
by A in an earlier Qp.join-query. It faithfully computes a signature by IBE-
encrypting bin(v;) € {0,1}*™ and using (d; 1, d; 2, Si, 2, S;,1d;) to compute a
witness indistinguishable proof mr = ({Commp ;}5_;, Challg, {Respg ;}5_,).
Finally, B computes a one-time signature sig = S(SK, (cy,, 7k )) and returns
the signature X = (VK, Cyv,;s TK, sig) to A.

) Cvo

M™*, which opens to i* € U® although user i* did not sign the message M* at
any time. Since (M*, X*) supposedly frames user *, the opening of X* must
reveal the m-bit string bin(v;+) € {0,1}™. We note that the reduction B has
recollection of a short vector z;+ € Z*™ (of norm ||z;+|| < 20/m) such that
v+ = F - z;«+ mod ¢ which it chose when running J s on behalf of user i* when
this user was introduced in the group. Hence, B would be able to solve its given
SIS instance if it had another short vector z’ € Z*™ satisfying v;» = F -z’ mod g.
To compute such a vector, B proceeds by replaying the adversary A sufficiently
many times and applying the Improved Forking Lemma of Brickell et al. [24].
If we parse 7} as ({Commj ;}%_,, Chally, {Respy ;}%_;), with high prob-

When A halts, it outputs a signature X* = (VK* c, T, sig*) for some message

=1
ability, A must have queried H on the input (M*,VK*, c},{Commy ;}i_,).
Otherwise, we would only have Chally = H(M*,VK*, ¢}, {Commj, ;}%_ ;) with
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negligible probability 37t. It comes that, with probability at least &’ := ¢ — 37,
the tuple (M*, VK*, ¢§, {Commi, ;}%_,) was the input of the x*-th random oracle
query for some index «k* < Qg.

At this point, the reduction B runs the adversary A up to 32- Qg /(e — 37%)
times with the same random tape and input as in the first run. All queries
are answered as previously with one difference in the way to handle H-queries.
Namely, the first k* — 1 H-queries — which are the same as in the first exe-
cution since A is run with the same random tape — obtain the same answers
Chally,...,Chall;«_1 as in the original run. This implies that the x*-th query
will also involve exactly the same tuple (M*, VK*, ¢}, {Commi, ;}%_;) as in the
original run. From the k*-th query forward, however, the adversary A obtains
fresh random oracle outputs Challl., ..., Chall,, at each new execution. The
Improved Forking Lemma of [24] ensures that, with probability > 1/2, B obtains
a 3-fork involving the tuple (M*,VK*, ¢}, {Commj ;}%_,) of the initial run and

with pairwise distinct answers Chall’? Chall® chall® e {1,2,3}". Since the

K* K* K
forgeries of the 3-fork all correspond to the tuple (M*, VK*, ¢}, {Comm3, ;1% ),
they open to the same m-bit string bin(v;«) € {0,1}™ and which is uniquely
determined by cj. In turn, this implies that the three forgeries all reveal the same

bin(v;+) at the second step of Open. With probability 1 — (7/9)" it can be shown
that there exists j € {1,...,t} such that the j-th bits of Chall'}), Chall?, Chall®)
are (Chall(l) Chall® Chall,(ﬁ)ﬁj) = (1,2, 3). From the corresponding responses
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(Resp;(yj(l), Resp;()j@), Resp}’j(B)), B is able to extract a short vector z’ € Z*™
such that v;» = F -z’ mod q.

Due to the statistical witness indistinguishability of the Stern-like proof of
knowledge which is used to generate signature, with overwhelming probability,
we have z’ # z;«. Indeed, from the adversary’s view, the distribution of z;« is

D AV (F),00 which means that it has at least n bits of min-entropy. Hence, the

difference h = 2’ — z;+ € Z*™ is a suitably short non-zero vector of A-(A). O

C.3 Proof of Full Anonymity (Theorem @

Proof. We proceed as in [62] and prove the result via a sequence of games
which are computationally indistinguishable. The first game consists of the real
anonymity experiment which is parameterized by a bit d € {0, 1} that determines
the challenger’s choice in the challenge phase. The last game is the same regardless
of whether d = 0 or d = 1. It follows that, under the stated assumptions, no PPT

adversary can distinguish Exp%'® ™" from Exp?%'®"~" with noticeable advantage.

Game'? 0: This is the real anonymity experiment Exp™®~%()\) as described
in Definition [§] More precisely, the challenger starts by running the algorithm
Setup(1*,1V&) to obtain (Y, Sem = Ta € Z™*™ Son = T € Z™*™) along
with state information St. The challenger next hands the public parameters )
and the group manager key Sgm to the adversary A. On the following adversary
signature opening queries on signatures X = (VK, ¢y, 7k, sig), the challenger
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uses the opening authority key Ta € Z™*™ he possesses to decrypt the GPV
encryption of the signer identity ¢y, € Zy" x ng. At some point, the adversary
A requests a challenge by outputting a target message M* € {0,1}* and two
user key pairs

(sec; =z} € Z*™, cert] € (id},d},s}) € {0,1}° x Z*™ x ZQm)ie{O,l}
which must be valid and distinct (otherwise, the challenger aborts the experiment).
This challenge query is answered by having the challenger return a signature of
the target message under the identity idy: namely, this challenge signature is
computed as X* = (VK*, ¢}, 7, sig*) < Sign(Y, cert)y, sec);, M*) for the given
parameter d of the Game. Finally, A outputs a bit d’ € {0,1} which is also the
experiment’s output.

Game@ 1: In this experiment, we slightly change Game® 0 as follows. At the
outset of the game, the challenger generates the one-time signature key pair
(VK*,SK*) that will be used in the challenge phase. During the game, if the
adversary A requests the opening of a valid signature X' = (VK,cy,, 7k, sig)
where VK = VK*, the challenger returns a random bit and aborts. However, this
event F; would contradict the strong unforgeability of the one-time signature
IT°7TS Indeed, before the challenge phase VK* is independent of A’s view and the
probability that VK* shows up in A’s queries is negligible. After seeing the chal-
lenge signature X*, if A comes up with a valid signature X' = (VK, ¢y, 7k, sig)
such that VK = VK*, then sig is a forged one-time signature, which defeats
the strong unforgeability of IT9TS. Therefore the probability Pr[Fy] that the
challenger aborts in this experiment is negligible. From here on, we thus assume
that A’s opening queries for valid signatures do not include VK*.

Game'® 2: In this game, we program the random oracle Hy in the following
way: at the beginning of the game, we choose a uniformly random matrix
G} < U(Zp**™) and set Ho(VK*) = G{. From the adversary’s view, the
distribution of Gj is statistically close to the one in the real attack game, as
n [43]. As for other queries, for each fresh Hyp-queries on VK, the challenger
samples small-norm matrices Eg vk < D%’J,},U and programs the oracle such that
Hy(VK) = B - Eg vk mod g. The chosen matrices Eg vk are retained for later use.
Note that the values of Hy(VK) are statistically close to the uniform. For any
query involving a previously queried VK, the challenger consistently returns the
previously stored images. The adversary’s view remains the same as in Ga me(® 1,
analogously to the security proof of the GPV IBE [43].

Game@ 3: Here, we will change the behaviour of the opening algorithm. Namely,
at each fresh oracle query, we still store the matrices Eq vk € ZZ“XQ’” and, at the
beginning of the game, the challenger samples an uniformly random B* € Zp*™
that is later used in place of B to answer Hp-queries. To answer the adversary’s
queries of the opening of a signature X = (VK,cy,, 7k, sig), the challenger
recalls the small-norm matrices Eq vk which were defined when A first queried
Hy(VK). These matrices are used as “decryption matrices” to open X for the
corresponding Go = Ho(VK) € Z**™. For similar reasons as in the security
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proof of [43], the distribution of Gy is statistically close to the uniform, which
implies that Game® 2 and Game(? 3 are statistically indistinguishable.
Game'? 4: Instead of faithfully generating the NIZKPoK 7g of Section
the challenger simulates the proof without using the witness (note that this is
possible since the HVZK property of the underlying proof system is preserved
under parallel repetitions). This is done by running the simulator for the un-
derlying interactive protocol for each j € {1,...,t}, and then programming the
random oracle H accordingly. The challenge signature X* = (VK*, ¢} _, 7%, sig*)
is statistically close to the challenge signature of the previous game, because the
proof system is statistically zero-knowledge as stated in Lemma [§] Consequently,
Game!? 3 and Game® 4 are indistinguishable.

Game'? 5: In this game, we modify the generation of the challenge ciphertext
cy,- Instead of using the real encryption algorithm of the GPV IBE to compute
cy, as the encryption of v =F - z4 € Zg", we return truly random ciphertexts.
In other words, we let

= (1 4 bins a72])

where ry <= U(Z}"), vy <= U(Z2™) are uniformly random. The hardness of
the decisional LWE,, 4, problem implies that cj, in Game 4 and Game 5 are
computationally indistinguishable. If A can distinguish between these two games,
it can furthermore distinguish

BT + ﬁ f i
ES']* € X3 rom rs y

which would break the decisional LWE,, 4, assumption.
Therefore, Game® 4 and Game!? 5 are computationally indistinguishable.

Game 6: We finally make a conceptual modification on the previous game. Namely
we sample uniformly random r} <= U(Z]"), rh <= U(Z2™) and assign

x ry
« ()
Clearly, the distribution of cj, has not changed since Game'? 5. Since Game 6
does no longer depend on the challenger’s bit d € {0, 1}, the result follows. O

D Proof of Lemma

We first restate Lemma [§

Lemma 10. The protocol in Figure [1| is a statistical ZKAoK for the relation
Rabstract with perfect completeness, soundness error 2/3, and communication
cost O(Llogq). In particular:
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— There exists an efficient simulator that, on input (P,v), outputs an accepted
transcript which is statistically close to that produced by the real prover.

— There exists an efficient knowledge extractor that, on input a commitment
CMT and 3 valid responses (RSP1,RSPa, RSP3) to all 3 possible values of
the challenge Ch, outputs x' € VALID such that P - x' = v mod q.

Proof. Note that, by construction, the protocol is perfectly complete: If an honest
prover follows the protocol, then he always gets accepted by the verifier. It is
also easy to see that the communication cost is bounded by O(L - log q).

We now will prove that the protocol is a statistical zero-knowledge argument
of knowledge for the relation Rapstract-

Zero-Knowledge Property. We construct a PPT simulator SIM interacting
with a (possibly dishonest) verifier V, such that, given only the public input, SIM
outputs with probability negligibly close to 2/3 a simulated transcript that is
statistically close to the one produced by the honest prover in the real interaction.

The simulator first chooses a random Ch € {1,2,3}. This is a prediction of
the challenge value that VY will not choose.

Case Ch = 1: Using basic linear algebra over Z,, SIM computes a vector x’ €
ZqL such that P - x’ = v mod ¢q. Next, it samples r <« U(Zg), m <+ U(S),
and randomness p1, p2, p3 for COM. Then it sends the commitment CMT =
(C1,C5,C%) to V, where

C] = COM(m,P -1;p1), Ch=COM(Ty(r);p2), C4y=COM(Tr(x"+T1);p3).
Receiving a challenge C'h from ﬁ, the simulator responds as follows:

— If Ch = 1: Output L and abort.
— If Ch = 2: Send RSP = (7,x" +r, p1, p3).
— If Ch = 3: Send RSP = (w,r,pl,pQ).

Case Ch = 2: SIM samples x’ <= U(VALID), r <= U(ZL), 7 += U(S), and ran-
domness p1, p2, p3 for COM. Then it sends the commitment CMT = (C{, Ci, C’g)

to V, where
Ci = COM(m,P - r;p1), Ch=COM(T,(r);p2), C4=COM(Tr(x"+r);ps3).
Receiving a challenge C'h from 9, the simulator responds as follows:

— If Ch = 1: Send RSP = (T, (x'), Tx(r), p2, p3).
— If Ch = 2: Output L and abort.
— If Ch = 3: Send RSP = (W,r,pl,pg).

Case Ch = 3: SIM samples x’ <= U(VALID), r <= U(ZL), 7 += U(S), and ran-
domness py, p2, p3 for COM. Then it sends the commitment CMT = (Cf, C}, C%)
to V, where Cl = COM(Tx(r); p2), C4 = COM(T,(x’ +r); p3) as in the previous
two cases, while

C1 = COM(m,P - (xX' +1) —v;p1),

Receiving a challenge Ch from 9, it responds as follows:
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— If Ch = 1: Send RSP computed as in the case (Ch =2,Ch =1).

— If Ch = 2: Send RSP computed as in the case (Ch =1,Ch = 2).
— If Ch = 3: Output L and abort.

We observe that, in all the above cases, since COM is statistically hiding, the
distribution of the commitment CMT and the distribution of the challenge C'h
from V are statistically close to those in the real interaction. Hence, the probability
that the simulator outputs L is negligibly close to 1/3. Moreover, one can check
that whenever the simulator does not halt, it will provide an accepted transcript,
the distribution of which is statistically close to that of the prover in the real
interaction. In other words, we have designed a simulator that can successfully
emulate the honest prover with probability negligibly far from 2/3.

Argument of Knowledge. Suppose that RSP; = (t:ﬁ,tr,pél),pgl)), RSP, =

(ﬂg,y,pgz),pgz)), RSP3; = (773,r3,p§3),pé3)) are 3 valid responses to the same

commitment CMT = (Cy, Cs, C3), with respect to all 3 possible values of the
challenge. The validity of these responses implies that:
t, € VALID:
Cy = COM(ma, Py — v; pi”)) = COM(r3, M - r3; p{*));
Cy = COM(t,; p}!)) = COM(Tr, (r3); p57);
Cs = COM(t, + 3 p5Y) = COM(Tr, (v); o).
Since COM is computationally binding, we can deduce that:
t; € VALID; o = w35t = Ty (v3);ts + 6, = T (y); P -y — v =P - r3 mod q.
Let x' = y — r3, then we have Ty,(x’) = t, € VALID which implies that

x" € VALID. Furthermore, we have P -x’' =P - (y —r3) = v mod q.
This concludes the proof. a
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