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Abstract

In this work we seek to construct collusion-resistant traitor tracing systems with small ciphertexts
from standard assumptions that also move toward practical efficiency. In our approach we will hold
steadfast to the principle of collusion resistance, but relax the requirement on catching a traitor from a
successful decoding algorithm. We define a f-risky traitor tracing system as one where the probability
of identifying a traitor is f(A,n) times the probability a successful box is produced. We then go on to
show how to build such systems from prime order bilinear groups with assumptions close to those used
in prior works. Our core system achieves, for any k > 0, f(\,n) & = where ciphertexts consists of
(k + 4) group elements and decryption requires (k + 3) pairing operations.

At first glance the utility of such a system might seem questionable since the f we achieve for short
ciphertexts is relatively small. Indeed an attacker in such a system can more likely than not get away
with producing a decoding box. However, we believe this approach to be viable for four reasons:

1. A risky traitor tracing system will provide deterrence against risk averse attackers. In some settings
the consequences of being caught might bear a high cost and an attacker will have to weigh his
utility of producing a decryption D box against the expected cost of being caught.

2. Consider a broadcast system where we want to support low overhead broadcast encrypted com-
munications, but will periodically allow for a more expensive key refresh operation. We refer to
an adversary produced algorithm that maintains the ability to decrypt across key refreshes as a
persistent decoder. We show how if we employ a risky traitor tracing systems in this setting, even
for a small f, we can amplify the chances of catching such a “persistent decoder” to be negligibly
close to 1.

3. In certain resource constrained settings risky traitor tracing provides a best tracing effort where
there are no other collusion-resistant alternatives. For instance, suppose we had to support 100K
users over a radio link that had just 10KB of additional resources for extra ciphertext overhead.
None of the existing v/N bilinear map systems can fit in these constraints. On the other hand a
risky traitor tracing system provides a spectrum of tracing probability versus overhead tradeoffs
and can be configured to at least give some deterrence in this setting.

4. Finally, we can capture impossibility results for differential privacy from %—risky traitor tracing.
Since our ciphertexts are short (O())), we get the negative result which matches what one would
get plugging in the obfuscation based tracing system Boneh-Zhandry [BZ14] solution into the prior
impossibility result of Dwork et al. [DNR'09].
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1 Introduction

A traitor tracing [CFN94] system is an encryption system in which a setup algorithm produces a public key
pk, master secret key msk and n private keys skq,sko, ..., sk, that are distributed to n user devices. One
can encrypt a message m using the public key to produce a ciphertext ct which can be decrypted using any
of the private keys; however, is inaccessible by an attacker that is bereft of any keys. The tracing aspect
comes into play if we consider an attacker that corrupts some subset S C {1,...,n} of the devices and
produces a decryption algorithm D that decrypts ciphertext with some non-negligible probability e(A) where
A is the security parameter. An additional Trace algorithm will take as input the master secret key msk and
with just oracle access to D will identify at least one user from the corrupted set S (and no one outside
it). Importantly, any secure system must be able to handle attackers that will construct D in an arbitrary
manner including using techniques such as obfuscation.

While the concept of traitor tracing was originally motivated by the example of catching users that
created pirate decoder boxes in broadcast TV systems, there are several applications that go beyond that
setting. For example ciphertexts could be encryptions of files stored on cloud storage. Or one might use
a broadcast to transmit sensitive information to first responders on an ad-hoc deployed wireless network.
In addition, the concepts and techniques of traitor tracing have had broader impacts in cryptography and
privacy. Most notably Dwork et al. [DNRT09] showed that the existence of traitor tracing schemes leads to
certain impossibility results in the area of differential privacy [DMNSO06]. Briefly, they consider the problem
of constructing a “sanitizer” A that takes in a database x1, ..., x, of entries and wishes to efficiently produce
a sanitized summary of database that can evaluate a set of predicate queries on the database. The sanitized
database should both support giving an average of answers without too much error and the database should
be differentially private in that no one entry should greatly impact the output of the sanitization process.
The authors show that an efficient solution to such a problem is impossible to achieve (for certain parameters)
assuming the existence of a (collusion resistant) traitor tracing system. The strength of their negative results
is directly correlated with the size of ciphertexts in the traitor tracing system.

A primary obstacle in building traitor tracing systems is achieving (full) collusion resistance. There
have been several proposals [BF99, NP00, KY02, Sir06, BP08, BN08, KP10] for building systems that are
k-collusion resistant where the size of the ciphertexts grows as some polynomial function of k. These systems
are secure as long as the number of corrupted keys |S| < k; however, if the size of the corrupted set exceeds
k the attacker will be able to produce a decryption box that is untraceable. Moreover, the collusion bound
of k is fixed at system setup so an attacker will know how many keys he needs to exceed to beat the system.
In addition, the impossibility results of Dwork et al. [DNR™09] only apply for fully collusion resistant
encryption systems. For these reasons we will focus on collusion resistant systems in the rest of the paper.

The existing approaches for achieving collusion resistant broadcast encryption can be fit in the framework
of Private Linear Broadcast Encryption (PLBE) introduced by Boneh, Sahai and Waters [BSW06]. In a
PLBE system the setup algorithm takes as input a security parameter A and the number of users n. Like a
traitor tracing system it output a public key pk, master secret key msk and n private keys ski,sks, ..., sk,
where a user with index j is given key sk;. Any of the private keys is capable of decrypting a ciphertext ct
created using pk. However, there is an additional TrEncrypt algorithm that takes in the master secret key, a
message and an index ¢. This produces a ciphertext that only users with index 7 > ¢ can decrypt. Moreover,
any adversary produced decryption box D that was created with a set of S where ¢ ¢ S would not be able to
distinguish between encryption to index ¢ or ¢+ 1. These properties lead to a tracing system where the tracer
measures for each index the probability that D decrypts a ciphertext encrypted (using TrEncrypt) for that
index and reports all indices ¢ where there is a significant discrepancy between i and i + 1. These properties
imply that such a PLBE based traitor tracing system will catch at least one user in S with all but negligible
probability and not falsely accuse anyone in S.

The primary difficulty in achieving collusion resistant traitor tracing is to do so with short ciphertext
size. There are relatively few approaches for achieving this goal. First, one can achieve PLBE in a very
simple way from public key encryption. Simply create n independent public and private key pairs from the
PKE system and lump all the individual public keys together as the PLBE public key. To encrypt one just
encrypts to each sub public key in turn. The downside of this method is that the ciphertext size grows as



O(n - \) as each of the n users need their own slot in the PLBE ciphertext. If one plugs this into the Dwork
et al. [DNR'09] impossibility result it rules out systems with a query set Q of size 20(nA) or larger. Boneh,
Sahai and Waters [BSW06] showed how ciphertexts in a PLBE system can be compressed to O(y/n - A)
using bilinear maps of composite order. Future variants [GKSW10, Frel0] moved this to the decision linear
assumption in prime order groups. While this was an improvement and worked under standard assumptions,
there was still a large gap between this and the ideal case where ciphertext size has only polylogarithmic
dependence on n.

To achieve really short ciphertexts one needs to leverage heavier tools such as collusion resistant functional
encryption or indistingishability obfuscation [BGIT01, GGH™13]. For instance, a simple observation shows
that one can make a PLBE scheme directly from a collusion resistant FE scheme such as the [GGHT13].
Boneh and Zhandry [BZ14] gave a construction of PLBE from indistinguishability obfuscation. These two
approaches get ciphertexts that grow proportionally to logn and thus leading to differential privacy im-
possibility results with smaller query sets of size n - 2°(*). However, general functional encryption and
indistinguishability obfuscation candidates currently rely on multilinear map candidates, many of which
have been broken and the security of which is not yet well understood. In addition, the actual decryption
time resulting from using obfuscation is highly impractical.

Our Results. In this work we seek to construct collusion resistant traitor tracing systems with small
ciphertexts from standard assumptions geared towards practical efficiency. In our approach we will hold
steadfast to the principle of collusion resistance, but relax the requirement on catching a traitor from a
successful decoding algorithm. We define a f-risky traitor tracing system as one where the probability of
identifying a traitor is f(\,n) times the probability a successful box is produced. We then go on to show how
to build such systems from prime order bilinear groups. Our core system achieves f(A\,n) ~ # where
ciphertexts consist of (k4 4) group elements and decryption requires (k+ 3) pairing operations, where k > 0
is a system parameter fixed at setup time. For the basic setting, i.e. k = 1, this gives us a success probability
of %, ciphertext consisting of 5 group elements, and decryption requiring just 4 pairing operations in primer
order groups.! In addition, we show a generic way to increase f by approximately a factor of ¢ at the cost
of increasing the size of the ciphertext and decryption time also by a factor of c.

At first glance the utility of such a system might seem questionable since the function f we achieve for
short ciphertexts is relatively small. Indeed an attacker in such a system can more likely than not get away
with producing a decoding box. However, we believe this approach to be viable for four reasons:

1. A risky traitor tracing system will provide deterrence against risk averse attackers. In some setting
the consequences of being caught might bear a high cost and an attacker will have to weigh his utility
of producing a decryption D box against the expected cost of being caught.

2. Consider a broadcast system where we want to support low overhead broadcast encrypted communica-
tions, but will periodically allow for a more expensive key refresh operation. We refer to an adversary
produced algorithm that maintains the ability to decrypt across key refreshes as a persistent decoder
We show how if we employ a risky traitor tracing systems in this setting, even for a small f, we can
amplify the chances of catching such a “persistent decoder” to be negligibly close to 1. We discuss this
further in our technical overview.

3. In certain resource constrained settings risky traitor tracing provides a best tracing effort where there
are no other collusion-resistant alternatives. For instance, suppose we had to support 100K users over
a radio link that had just 10KB of additional resources for extra ciphertext overhead. None of the
existing /N bilinear map systems [BSW06, BW06, GKSW10, Frel0] can fit in these constraints. On
the other hand a risky traitor tracing system provides a spectrum of tracing probability versus overhead
tradeoffs and can be configured to at least give some deterrence in this setting.

1In addition to our construction from prime-order bilinear groups, we also provide a construction from composite order
bilinear groups where ciphertexts consist of three group elements and decryption requires two pairing operations only.



4. Finally, we show that the argument of Dwork et al. applies to %-risky traitor tracing. Interestingly,
when we structure our argument carefully we can achieve the same negative results as when it is
applied to a standard traitor tracing system. Since our ciphertexts are short (O()\)), we get the
negative result which matches what one would get plugging in the obfuscation based tracing system
Boneh-Zhandry [BZ14] solution into the prior impossibility result of Dwork et al. [DNR*09].

1.1 Technical Overview

In this section, we give a brief overview of our technical approach. We start by discussing the definitional
work. That is, we discuss existing traitor tracing definitions, mention their limitations and propose a stronger
(and possibly more useful) definition, and finally introduce a weaker notion of traitor tracing which we call
risky traitor tracing. Next, we describe our construction for risky traitor tracing from bilinear maps. Lastly,
we discuss the differential privacy negative results implied by existence of risky traitor tracing schemes.

Definitional Work. A traitor tracing system consists of four poly-time algorithms — Setup, Enc, Dec,
and Trace. The setup algorithm takes as input security parameter A\, and number of users n and generates
a public key pk, a master secret key msk, and n private keys sky,...,sk,. The encrypt algorithm encrypts
messages using pk and the decrypt algorithm decrypts a ciphertext using any one of the private keys sk;.
The tracing algorithm takes msk as input and is given a black-box oracle access to a pirate decoder D. It
either outputs a special failure symbol L, or an index ¢ € {1,...,n} signalling that the key sk; was used to
create the pirate decoder.

Traditionally, a traitor tracing scheme is required to satisfy two security properties. First, it must be
IND-CPA secure, i.e. any PPT adversary, when given no private keys, should not be able to distinguish
between encryptions of two different messages. Second, it is required that if an adversary, given private
keys {sk;};cg for any set S of its choice, builds a good pirate decoding box D (that is, a decoding box that
can can decrypt encryptions of random messages with non-negligible probability), then the trace algorithm
should be able to catch one of the private keys used to build the pirate decoding box. Additionally, the trace
algorithm should not falsely accuse any user with non-negligible probability. This property is referred to as
secure traitor tracing.

Now a limitation of the traitor tracing property as traditionally defined is that a pirate box is labeled
as a good decoder only if it extracts the entire message from a non-negligible fraction of ciphertexts.? In
numerous practical scenarios such a definition could be useless and problematic. For instance, consider
a pirate box that can always decrypt encryptions of messages which lie in a certain smaller set but does
not work on others. If the size of this special set is negligible, then it won’t be a good decoder as per
existing definitions, but might still be adversarially useful in practice. There are also other reasons why the
previous definitions of traitor tracing are problematic (see Section 3.2 for more details). To this end, we use
an indistinguishability-based secure-tracing definition, similar to that used in [NWZ16], in which a pirate
decoder is labeled to a good decoder if it can distinguish between encryptions of messages chosen by the
adversary itself. We discuss this in more detail in Section 3.2.

In this work, we introduce a weaker notion of traitor tracing called f-risky traitor tracing, where f is
a function that takes the security parameter A and number of users n as inputs. The syntax as well as
IND-CPA security requirement is identical to that of standard traitor tracing schemes. The difference is in
the way security of tracing traitors is defined. In an f-risky system, we only require that the trace algorithm
must catch a traitor with probability at least f(A,n) whenever the adversary outputs a good decoder. This
property is referred to as f-risky secure traitor tracing. Note that a 1-risky traitor tracing scheme is simply
a standard traitor tracing scheme, and as f decreases, this progressively becomes weaker.

Constructing Risky Traitor Tracing from Bilinear Maps. As mentioned before, our main construc-
tion is based on prime order bilinear groups, and leads to a #—risky traitor tracing where k is chosen
at setup time. However, for ease of technical exposition we start with a simpler construction that uses

2The tracing algorithm only needs to work when the pirate box is a good decoder.



composite order bilinear groups and leads to %—risky traitor tracing scheme. This scheme conveys the basic
idea and will serve as a basis for our prime order construction.

Let G, Gr be groups of order N = pypap3ps such that there exists a bilinear mapping e : G x G — Gr
(that is, a mapping which maps (g%, ¢°) to e(g,g)*? for all a,b € Zy). Since these groups are of composite
order, G has subgroups Gi,Gs, Gz, G4 of prime order p1,ps, ps and py respectively. Moreover, pairing any
element in G; with an element in G; (for ¢ # j) results in the identity element (we will say that elements in
G; and G; are orthogonal to each other).

At a high level, our construction works as follows. There are three key-generation algorithms: ‘less-
than’ key-generation, ‘equal’ key-generation and ‘greater-than’ key-generation. Similarly, we have three
encryption algorithms : ‘standard’ encryption, ‘less-than’ encryption and ‘less-than-equal’ encryption. Out
of these encryption algorithms, the ‘less-than’ and ‘less-than-equal’ encryptions require the master secret
key, and are only used for tracing traitors. The decryption functionality can be summarized by Table 1.

‘less-than’ keygen | ‘equal’ keygen | ‘greater-than’ keygen
standard enc v v v
‘less-than’ enc X v v
‘less-than-equal’ enc X X v

Table 1: Decryption functionality for different encryption/key-generation algorithms. The symbol v" denotes
that decryption works correctly, while X denotes that decryption fails.

The master secret key consists of a ‘cutoff’ index i chosen uniformly at random from {1,...,n}. For
any index j < i, it uses the ‘less-than’ key-generation algorithm to generate keys. For j > ¢, it uses the
‘greater-than’ key-generation algorithm, and for j = 4, it uses the ‘equal’ key-generation algorithm. The
ciphertext for a message m is a ‘standard’ encryption of m. From Table 1, it is clear that decryption works.
The trace algorithm tries to identify if the cutoff index 7 is used by the pirate box D. It first checks if D
can decrypt ‘less-than’ encryptions. If so, then it checks if D can decrypt ‘less-than-equal’ encryptions. If D
works in the ‘less-than’ case, but not in the ‘less-than-equal’ case, then the trace algorithm identifies index
i as one of the traitors.

Let us now look at how the encryption/key generation algorithms work at a high level. The public key in
our scheme consists of g; € G; and e(g1, g1)®, while the master secret key has the cut-off index ¢, element a,
as well as generators for all subgroups of G. The ‘less-than’ keys are set to be gf* - w3 - w4, where w3, wy are
random group elements from Ggs, G4 respectively. The ‘equal’ key is ¢ - wa - wy, where wo — Gg, wy < Gy.
Finally, the ‘greater-than’ key has no Go or G3 terms, and is set to be gf* - wy.

The ‘standard’ encryption of message m is simply (m - e(g1,91)%%, ¢5). In the ‘less-than’ and ‘less-than-
equal’ ciphertexts, the first component is computed similarly but the second component is modified. For
‘less-than’ encryptions, the ciphertext is (m - e(g1,91)*®, 95 - h3), where hs is a uniformly random group
element in Gj3. For ‘less-than-equal’ encryptions the ciphertext is (m - e(g1,91)*®, g5 - ha - hs), where hy and
hs are uniformly random group elements in Gy and Gg respectively.

To decrypt a ciphertext ct = (cty, ct2) using a key K, one must compute ct; /e(cta, K). It is easy to verify
that the keys and encryptions follow the decryption behavior described in Table 1. For instance, an ‘equal’ key
K = ¢ -wsy-wy can decrypt a ‘less-than’ encryption (m-e(g1,91)%%, g5 - hg) because e(ctz, K) = e(g1,91)**.
However, an ‘equal’ key cannot decrypt a ‘less-than-equal’ ciphertext ct = (m - e(g1,91)*"®, g5 - he) because
e(cte, K) = e(g1,91)*° - e(ho, wa).

Given this construction, we need to prove two claims. First, we need to show that no honest party is
implicated by our trace algorithm; that is, if an adversary does not receive key for index i, then the trace
algorithm must not output index i. We show that if an adversary does not have key for index 4, then the
pirate decoding box must not be able to distinguish between ‘less-than’ and ‘less-than-equal’ encryptions
(otherwise we can break the subgroup-decision assumption on composite order bilinear groups). Next, we
show that if an adversary outputs a pirate decoding box that works with probability p, then we can identify
a traitor with probability p/n. To prove this, we show that if p; denotes the probability that the adversary
outputs a p-functional box and 7 is the cutoff-index, then the sum of all these p; quantities is close to p. The



above scheme is formally described later in Appendix C along with a detailed security proof. Next we move
on to our risky traitor tracing construction from prime order bilinear groups.

Moving to Prime Order Bilinear Maps and #-Risky. The starting point for building #—
risky traitor tracing scheme from prime order bilinear groups is the aforementioned scheme. Now to increase
the success probability of the tracing algorithm by a factor k, we increase the types of secret keys and
ciphertexts from 3 to k 4+ 2 such that the decryptability of ciphertexts w.r.t. secret keys can again be
described as an upper-triangular matrix of dimension k + 2 as follows.

<w’ =w | =w+1l || =mwtk-1T | Sw+E
keygen | keygen keygen keygen keygen
standard enc v v v v v
‘< w’ enc X v v v v
‘<w+1 enc X X 4 e v v
‘<w+k—1 enc X X X v/ v/
‘<w+kenc X X X : X v

Table 2: New Decryption Functionality.

The basic idea will similar to the one used previously, except now we choose a cutoff window W =
{w,w+1,...,w+k — 1} of size k uniformly at random. (Earlier the window had size 1, that is we choose a
single index.) The first w — 1 users are given ‘< w’ keys. For w < j < w+ k, the j*" user gets ‘= j’ key, and
rest of the users get the ‘> w+k&’ keys. The remaining idea is similar to what we used which is that the tracer
estimates the successful decryption probability for a decoder D on all the special index encryptions (i.e.,
‘< 77 encryptions), and outputs the indices of all those users where there is a gap in decoding probability
while moving from type ‘< 5’ to ‘< j+ 1"

Now instead of directly building a scheme that induces such a decryption functionality, we provide a
general framework for building risky traitor tracing schemes. In this work, we introduce a new intermedi-
ate primitive called Mixed Bit Matching Encryption (mnBME) and show that it is sufficient to build risky
traitor tracing schemes. In a mBME system, the secret keys and ciphertexts are associated with bit vectors
x,y € {0,1}¢ (respectively) for some £. And decryption works whenever f(x,y) = 1 where f computes an
‘AND-of-ORs’ over vectors x,y (i.e., for every i < ¢, either x; =1 or y; = 1). Using the public parameters,
one could encrypt to the ‘all-ones’ vector, and using the master secret key one could sample a ciphertext
(or secret key) for any vector. For security, we require that the ciphertexts and the secret keys should not
reveal non-trivial information about their associated vectors. In other words, the only information an adver-
sary learns about these vectors is by running the decryption algorithm. In the sequel, we provide a generic
construction of risky traitor tracing from a mBME scheme, and also give a construction of mBME scheme
using prime order bilinear groups. They are described in detail later in Sections 5 and 6.

Finally, we also provide a performance evaluation of our risky traitor tracing scheme in Section 7.

Relation to BSW traitor tracing scheme. Boneh, Sahai and Waters [BSWO06] constructed a (fully)
collusion-resistant traitor tracing scheme with O(y/n-\) size ciphertexts. The BSW construction introduced
the private linear broadcast encryption (PLBE) abstraction, showed how to build traitor tracing using PLBE,
and finally gave a PLBE construction using composite-order bilinear groups.

Our framework deviates from the PLBE abstraction in that we support encryptions to only k41 adjacent
indices (that is, if w is starting index of the cutoff window, then we support encryptions to either w, ..., w+k)
and index 0. As a result, the trace algorithm can only trace an index in the window w, ..., w + k. The main
difficulty in our proof argument is that encrypting to index j is not defined for indices oustide the cutoff
window, i.e. j ¢ {0,w,w+1,...,w+ k}. As a result, we need to come up with a new way to link success
probabilities across different setups and weave these into an argument.



Negative Results for Differential Privacy. Given a database D = (z1, 2,...,2,) € X™, in which each
row represents a single record of some sensitive information contributed by an individual and each record
is an element in the data universe X, the problem of privacy-preserving data analysis is to allow statistical
analyses of D while protecting the privacy of individual contributors. The problem is formally defined in
the literature by representing the database with a sanitized data structure s that can be used to answer all
queries ¢ in some query class @ with reasonable accuracy, with the restriction that the sanitization of any
two databases D, D’ which differ at only a single position are indistinguishable. In this work, we will focus
on counting (or statistical) queries. Informally, a counting query ¢ on a database D tells what fraction of
records in D satisfy the property associated with gq.

Dwork et al. [DNR109] first showed that secure traitor tracing schemes can be used to show hardness
results for efficient differentially private sanitization. In their hardness result, the data universe is the private
key space of traitor tracing scheme and the query space is the ciphertext space. A database consists of n
private keys and each query is associated with either an encryption of 0 or 1. Formally, for a ciphertext ct,
the corresponding query g on input a private key sk outputs the decryption of ct using sk. They show that
if the underlying traitor tracing scheme is secure, then there can not exist sanitizers that are simultaneously
accurate, differentially private, and efficient. At a very high level, the idea is as follows. Suppose there
exists an efficient sanitizer A that, on input D = (sky,...,sk,) outputs a sanitization s. The main idea is
to use sanitizer A to build a pirate decoding box such that the tracing algorithm falsely accuses a user with
non-negligible probability, thereby breaking secure traitor traitor property. Concretely, let B be an attacker
on the secure tracing property that works as follows — B queries for private keys of all but i*" party, and
then uses sanitizer A to generate sanitization s of the database containing all the queried private keys, and
finally it outputs the pirate decoding box as the sanitization evaluation algorithm which has s hardwired
inside and on input a ciphertext ouputs its evaluation given sanitization s.?

To prove that the tracing algorithm outputs ¢ (with non-negligible probability) given such a decoding
box, Dwork et al. crucially rely on the fact that A is differentially private. First, they show that if an
adversary uses all private keys to construct the decoding box, then the tracing algorithm always outputs
an index and never aborts.* Then, they argue that there must exist an index ¢ such that tracing algorithm
outputs ¢ with probability p > 1/n. Finally, to complete the claim they show that even if i*" key is removed
from the database, the tracing algorithm will output ¢ with non-negligible probability since the sanitizer is
differentially private with parameters e = O(1) and 6 = o(1/n).

In this work, we show that their analysis can be adapted to risky traitor tracing as well. Concretely, we
show that f-risky secure traitor tracing schemes can be used to show hardness results for efficient differentially
private sanitization, where f directly relates to the differential privacy parameters. At a high level, the proof
strategy is similar, i.e. we also show that an efficient sanitizer could be used to build a good pirate decoding
box. The main difference is that now we can only claim that if an adversary uses all private keys to
construct the decoding box, then (given oracle access to the box) the tracing algorithm outputs an index
with probability at least f, i.e. the trace algorithm could potentially abort with non-negligible probability.
Next, we can argue that there must exist an index ¢ such that tracing algorithm outputs ¢ with probability
p > f/n. Finally, using differential privacy of A we can complete the argument. An important caveat in the
proof is that since the lower bounds in the probability terms have an additional multiplicative factor of f,
thus f-risky traitor tracing could only be used to argue hardness of differential privacy with slightly lower
values of parameter ¢, i.e. 6 = o(f/n).

However, we observe that if the risky traitor tracing scheme additionally satisfies what we call “singular
trace” property, then we could avoid the 1/n loss. Informally, a risky scheme is said to satisfy the singular
trace property if the trace algorithm always outputs either a fixed index or the empty set. One could visualize
the fixed index to be tied to the master secret and public keys. Concretely, we show that f-risky traitor
tracing with singular trace property implies hardness of differential privacy for § = o(f), thereby matching
that achieved by previous obfuscation based result of [BZ14]. We describe our hardness result in detail in

3Technically, the decoding box must round the output of evaluation algorithm in order to remove evaluation error.
4In the full proof, one could only argue that tracing algorithm outputs an index with probability at least 1 — 8 where § is
the accuracy parameter of sanitizer A.



Section 8.2.

Amplifying the Probability of Tracing — Catching Persistent Decoders. While an f-risky traitor
tracing system by itself gives a small probability of catching a traitor, there can be ways to deploy it that
increase this dramatically. We discuss one such way informally here.

Consider a broadcast system where we want to support low overhead broadcast encrypted communica-
tions, but will periodically allow for a more expensive key refresh operation. Suppose that we generate the
secret keys sky,sks, ..., sk, for a risky traitor tracing system and in addition generate standard secret keys
SKi,...,SK,. In this system an encryptor can use the traitor tracing public key pk to compute a ciphertext.
A user ¢ will use secret key sk; to decrypt. The system will allow this to continue for a certain window
of time. (Note during the window different ciphertexts may be created by different users.) Then at some
point in time the window will close and a new risky tracing key pk’ and secret keys sk}, sk, ..., sk!, will be
generated. The tracing secret keys will be distributed by encrypting each sk under the respective permanent
secret key SK;. And the encryptors will be instructed to only encrypt using the new public key pk’. This can
continue for an arbitrary number of windows followed by key refreshes. Note that each key refresh requires
O(nA) size communication.

Consider an attacker that wishes to disperse a stateless decoder D that is capable of continuing to
work through multiple refresh cycles. Such a “persistent decoder” can be traced with very high probability
negligibly close to 1. The tracing algorithm must simply give it multiple key refreshes followed by calls to the
Trace algorithm and by the risky property it will eventually pick one that can trace one of the contributors.

We emphasize that care must be taken when choosing the refresh size window. If the window is too
small the cost of key refreshes will dominate communication — in one extreme if a refresh happens at the
frequency that ciphertexts are created then the communication is as bad as the trivial PLBE system. In
addition, dispersing new public keys very frequently can be an issue. On the other hand if a refresh window
is very long, then an attacker might decide there is value in producing a decoding box that works only for
the given window and we are back to having only an f(\, n) chance of catching him.

1.2 Additional Related Work

Our traitor tracing system allows for public key encryption, but requires a master secret key to trace users as
do most works. However, there exists exceptions [Pfi96, PW97, WHI0O1, KY03, CPP05, BW06, BZ14] where
the tracing can be done using a public key. In a different line of exploration, Kiayias and Yung [KY02] argue
that a traitor tracing system with higher overhead can be made “constant rate” with long enough messages.
Another interesting point in the space of collusion resistant systems is that of Boneh and Naor [BN08]. They
show how to achieve short ciphertext size, but require private keys that grow quadratically in the number
of users as O(n?)). In addition, this is only achievable assuming a perfect decoder. If the decoder D works
with probability § then the secret key grows to O(n?)\/§2). Furthermore, the system must be configured
a-priori with a specific § value and once it is set one will not necessarily be able to identify a traitor from
a box D that works with smaller probability. Such systems have been called threshold traitor tracing
systems [NP98, CFNP00]. Both [NP98, CFNPO00] provide combinatorial and probabilistic constructions in
which the tracing algorithm is guaranteed to work with high probability, and to trace t traitors they get
private keys of size O(¢-logn). In contrast we can capture any traitor strategy that produces boxes that work
with any non-negligible function €¢(\). Chor et al. [CFNP00] also considered a setting for traitor tracing in
which the tracing algorithm only needs to correctly trace with probability 1 — p, where p could the scheme
parameter. However, this notion has not been formally defined or explored since then.

Dwork et al. [DNRT09] first showed that existence of collusion resistant traitor tracing schemes implies
hardness results for efficient differentially private sanitization. In their hardness result, the database consists
of n secret keys and each query is associated with an encryption of 0/1. Thus, the size of query space depends
on the size of ciphertexts. Instantiating the result of Dwork et al. with the traitor tracing scheme of Boneh
et al. [BSWO06], we get that under assumptions on bilinear groups, there exist a distribution on databases
of size n and a query space of size O(2V™?) such that it is not possible to efficiently sanitize the database



in a differentially private manner.

Now the result of Dwork et al. gives hardness of one-shot sanitization. A one-shot sanitizer is supposed
to produce a summary of an entire database from which approximate answers to any query in the query
set could be computed. A weaker setting could be where we consider interactive sanitization, in which the
queries are fixed and given to the sanitizer as an additional input and the sanitizer only needs to output
approximate answers to all those queries instead of a complete summary. Ullman [U1113] showed that, under
the assumption that one-way functions exist, there is no algorithm that takes as input a database of n records
along with an arbitrary set of about O(n?) queries, and approximately answers each query in polynomial
time while preserving differential privacy. Ullman’s result differs from the result of Dwork et al. in that it
applies to algorithms answering any arbitrary set of O(n?) queries, whereas Dwork et al. show that it is
impossible to sanitize a database with respect to a fixed set of 0(2\/5'/\) queries.

Recently a few works [BZ14, KMUZ16] have improved the size of query space for which (one-shot)
sanitization is impossible from O(2V™?) to n - O(2*) to poly(n).> [BZ14] showed the impossibility by first
constructing a fully collusion resistant scheme with short ciphertexts, and later simply applying the Dwork et
al. result. On the other hand, [KMUZ16] first construct a weakly secure traitor tracing scheme by building on
top of PLBE abstraction, and later adapt the Dwork et al. impossibility result for this weaker variant. These
works however assume existence of a stronger cryptographic primitive called indistinguishability-obfuscator
(i10) [BGIT01, GGHT13]. Currently we do not know of any construction of iO from a standard cryptographic
assumption. In this work, we are interested in improving the state-of-the-art hardness results in differential
privacy based on standard assumptions.

More recent related work. In an independent and concurrent work, Kowalczyk, Malkin, Ullman and
Wichs [KMUW17] gave similar differential privacy negative results from any functional encryption system
for comparisons that supported two ciphertext and an unbounded number of secret keys. And showed how
to realize this from one way functions. The negative results they achieve are similar to ours, but apply for
slightly smaller database sizes. The focus of their work is on negative results for differential privacy, whereas
our risky tracing framework has both positives application as well as differential privacy impossibility results.

Subsequent to our work, Goyal, Koppula and Waters [GKW18] gave a collusion resistant tracing system
from the Learning with Errors assumption where the ciphertext size grows polynomially in A, lg(N).

2 Preliminaries

Notations. For any set X, let < X denote a uniformly random element drawn from the set X. Given
a PPT algorithm D, let AP denote an algorithm A that uses D as an oracle (that is, A sends queries to
D, and for each query x, it receives D(x)). Throughout this paper, we use PPT to denote probabilistic
polynomial-time. We will use lowercase bold letters for vectors (e.g. v), and we will sometimes represent bit
vectors v € {0,1}" as bit-strings of appropriate length.

2.1 Assumptions

In this work, we will be using bilinear groups. Let Grp-Gen be a PPT algorithm that takes as input security
parameter A (in unary), and outputs a A-bit prime p, an efficient description of groups Gi, G2, G of order
p, generators g1 € Gi, g2 € Gy and an efficient non-degenerate bilinear mapping e : G; x Gy — G (that is,

e(g1,92) # 1y, and for all a,b € Z,, e(g7,95) = e(g1,92)%?).
We will be using the following assumptions in this work.

Assumption 1. For every PPT adversary A, there exists a negligible function negl(-) s.t. for all A € N,
params,  params = (p,G1, G2, Gr, g1, g2, (-, -)) + Grp-Gen(1*);
gt 91,97 %,95,95. Ty )" wyzr e Ly Th =gy v Ty = g7V b+ {0,1}

5In this work, we only focus on the size of query space.

Pr {b My ( < 1/2+negl(\).




Assumption 2. For every PPT adversary A, there exists a negligible function negl(-) s.t. for all A € N,

< 1/2 +negl(N).

9Y,9%.95.95. Tp 2y, 2,1 = L, Ty = g3 ¥V Ty = g5 " b+ {0,1}

3 Risky Traitor Tracing

In this section, we will first introduce the traditional definition of traitor tracing based on that given by Boneh,
Sahai and Waters [BSW06]. We provide a “public key” version of the definition in which the encryption
algorithm is public, but the tracing procedure will require a master secret key. Our definition will by default
capture full collusion resistance.

A limitation of this definition is that the tracing algorithm is only guaranteed to work on decoders that
entirely decrypt encryptions of randomly selected messages with non-negligible probability. We we will
discuss why this definition can be problematic and then provide an indistinguishability based definition for
secure tracing.

Finally, we will present our new notion of risky traitor tracing which captures the concept of a trace
algorithm that will identify a traitor from a working pirate box with probability close to f(A,n). Our main
definition for risky traitor tracing will be a public key one using the indistinguishability; however we will also
consider some weaker variants that will be sufficient for obtaining our negative results in differential privacy.

3.1 Public Key Traitor Tracing

A traitor tracing scheme with message space M consists of four PPT algorithms Setup, Enc, Dec and Trace
with the following syntax:

(msk, pk, (ski, .. .,sk,)) < Setup(1*,1") : The setup algorithm takes as input the security parameter
A, number of users n, and outputs a master secret key msk, a public key pk and n secret keys
sky,sko, ..., sky,.

ct « Enc(pk,m € M) : The encryption algorithm takes as input a public key pk, message m € M and
outputs a ciphertext ct.

y < Dec(sk,ct) : The decryption algorithm takes as input a secret key sk, ciphertext ct and outputs
ye MU{Ll}.

S TraceD(msk, 1¥) : The tracing algorithm takes a parameter y € N (in unary) as input, has black box
access to an algorithm D, and outputs a set S C {1,2,...,n}.

Correctness For correctness, we require that if ct is an encryption of message m, then decryption of ct
using one of the valid secret keys must output m. More formally, we require that for all A € N, n € N,
(msk, pk, (ski, ..., sky)) < Setup(1*,1™), m € M, ct < Enc(pk,m) and i € {1,2,...,n}, Dec(sk;,ct) = m.

Security A secure traitor tracing scheme must satisfy two security properties. First, the scheme must
be IND-CPA secure (that is, any PPT adversary, when given no secret keys, cannot distinguish between
encryptions of mg, m1). Next, we require that if an adversary, using some secret keys, can build a pirate
decoding box, then the trace algorithm should be able to catch at least one of the secret keys used to build
the pirate decoding box. In this standard definition, the trace algorithm identifies a traitor if the pirate
decoding box works with non-negligible probability in extracting the entire message from an encryption of
a random message.

Definition 3.1 (IND-CPA security). A traitor tracing scheme 7 = (Setup, Enc, Dec, Trace) is IND-CPA secure
if for any PPT adversary A = (A1,.A2), polynomial n(-), there exists a negligible function negl(-) such that
for all A € N, | Pr[1 = Expt-IND-CPA” (1*,1")] — 1/2| < negl()\), where Expt-IND-CPA 4 is defined below.
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e (msk, pk, (sky,...,sky,)) < Setup(1*, 17(N)

e (mg,my,0) < Ay (pk)

o b« {0,1}, ct < Enc(pk,my)

o U < As(o,ct). Experiment outputs 1 iff b =10'.

Definition 3.2 (Secure traitor tracing). Let 7 = (Setup, Enc, Dec, Trace) a traitor tracing scheme. For
any polynomial n(-), non-negligible function ¢(-) and PPT adversary A, consider the following experiment
Expt/ e (V):

° (msk, pk, (skl, . ,skn(A))) < Setup(1?, 1"(A))_
o D+ AO(')(pk)
o Sp « Trace® (msk, 11/¢(V),

Here, O(-) is an oracle that has {ski, sk, ..., sk, ()} hardwired, takes as input an index i € {1,2,...,n(\)}
and outputs sk;. Let S be the set of indices queried by A. Based on this experiment, we will now define the
following (probabilistic) events and the corresponding probabilities (which is a function of A, parameterized

by A, n,e):

e Good-Decoder : Pr[D(ct) =m : m < M,ct < Enc(pk,m)] > €(\)
Pr-G-D 4,5,(A) = Pr[Good-Decoder].

e Cor-Tr: SpCS A Sp#10
Pr-Cor-Tr 4 5, ¢ (A) = Pr[Cor-Tr].

e Fal-Tr: Sp\ S #0
Pr-Fal-Tr 4., c(A) = Pr[Fal-Tr].

A traitor tracing scheme T is said to be secure if for every PPT adversary A, polynomials n(-), p(-) and
non-negligible function e(+), there exists negligible functions negl, (-), negly(+) such that for all A € N such
that €(A) > 1/p(A\), Pr-Fal-Tr 4, ¢(A) < negl, (A) and Pr-Cor-Tr 4 . () > Pr-G-D 4 5, e(A) — negly(A).

3.2 Indistinguishability Security Definition for Traitor Tracing Schemes

A limitation of the previous definition is that the tracing algorithm is only guaranteed to work on decoders
that entirely decrypt a randomly selected message with non-negligible probability. This definition can be
problematic for the following reasons.

e First, there could be pirate boxes which do not extract the entire message from a ciphertext, but
can extract some information about the message underlying a ciphertext. For example, a box could
paraphrase English sentences or further compress an image. Such boxes could be very useful to own
in practice yet the tracing definition would give no guarantees on the ability to trace them.

e Second, a pirate decoder may not be very successful in decrypting random ciphertexts, but can decrypt
encryptions of messages from a smaller set. In practice the set of useful or typical messages might indeed
fall in a smaller set.

e Finally, if the message space is small (that is, of polynomial size), then one can always construct
a pirate decoder which succeeds with non-negligible probability and can not get caught (the pirate
decoder box simply outputs a random message for each decryption query. If M is the message space,
then decryption will be successful with probability 1/|M]). Since such a strategy does not use any
private keys, it cannot be traced. Therefore the above definition is only sensible for superpolynomial
sized message spaces.
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To address these issues, we provide a stronger definition, similar to that used in [NWZ16], in which a
pirate decoder is successful if it can distinguish between encryptions of messages chosen by the decoder itself.
For this notion, we also need to modify the syntax of the Trace algorithm. Our security notion is similar to
the one above except that an attacker will output a box D along with two messages (mg,mq). If the box
D is able to distinguish between encryptions of these two messages with non-negligible probability then the
tracing algorithm can identify a corroborating user.

Trace? (msk, 1¥,mg, m1): The trace algorithm has oracle access to a program D, it takes as input a master
secret key msk, y (in unary) and two messages mg, my. It outputs a set S C {1,2,...,n}.

Definition 3.3 (Ind-secure traitor tracing). Let 7 = (Setup, Enc, Dec, Trace) be a traitor tracing scheme. For
any polynomial n(-), non-negligible function €(-) and PPT adversary A, consider the experiment Expt—TTZ_mE (N
defined in Figure 1. Based on this experiment, we will now define the following (probabilistic) events and
the corresponding probabilities (which is a function of A, parameterized by A, n,€):

e Good-Decoder : Pr[D(ct) =b : b+ {0,1},ct + Enc(pk,mp)] > 1/2 4 €())
Pr-G-D 4 () = Pr[Good-Decoder].

e Cor-Tr: SpCS A Sp#10
Pr-Cor-Tr 4 5, ¢ (A) = Pr[Cor-Tr].

e Fal-Tr: Sp\ S #0
Pr-Fal-Tr 4., . (A) = Pr[Fal-Tr].

A traitor tracing scheme 7 is said to be ind-secure if for every PPT adversary A, polynomials n(-), p(-)
and non-negligible function e(-), there exists negligible functions negl; (-), negly(-) such that for all A € N
satisfying €(\) > 1/p(N), Pr-Fal-Tr 4., (A) < negl; () and Pr-Cor-Tr 4 5, e(A) > Pr-G-D 4 5, (A) — negly (A).

Experiment Expt—TTIynﬂe()\)

o (msk, pk, (ski,...,skn(y))) < Setup(1*,1"V).
e (D,mo,m1) + A% (pk)
e Sp « Trace” (msk, 11/ 'mg, my).

Here, O(-) is an oracle that has {ski,skz, ..., sk, } hardwired, takes as input an index i € {1,2,...,n(\)}
and outputs sk;. Let S be the set of indices queried by A.

Figure 1: Experiment Expt-TT

3.3 Risky Traitor Tracing

In this section, we will introduce the notion of risky traitor tracing. The syntax is same as that of ind-secure
traitor tracing. However, for security, if the adversary outputs a good decoder, then the trace algorithm will
catch a traitor with probability f where f is a function of A and the number of users.

Definition 3.4 (f-risky secure traitor tracing). Let f : NxN — [0, 1] be a function and 7 = (Setup, Enc, Dec, Trace)
a traitor tracing scheme. For any polynomial n(:), non-negligible function ¢(-) and PPT adversary .4, con-
sider the experiment Expt—TTZ’n’E()\) (defined in Figure 1). Based on this experiment, we will now define the
following (probabilistic) events and the corresponding probabilities (which are functions of A, parameterized

by A, n,e€):

e Good-Decoder : Pr[D(ct) =b : b+ {0,1},ct < Enc(pk,myp)] > 1/2 + €(N)
Pr-G-D 4 () = Pr[Good-Decoder].
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e Cor-Tr: SpCS A Sp#10
Pr-Cor-Tr 4 , ¢ (A) = Pr[Cor-Tr].

e Fal-Tr: Sp\ S #0
Pr-Fal-Tr 4, . (A) = Pr[Fal-Tr].

A traitor tracing scheme 7 is said to be f-risky secure if for every PPT adversary .4, polynomials n(-),
p(+) and non-negligible function €(-), there exists negligible functions negl, (-), negl,(+) such that for all A € N
satisfying e(A) > 1/p(A), Pr-Fal-Tr 45, (A) < negl; (A) and Pr-Cor-Tr 4, e(A) > Pr-G-D g . e (A) - f(A, n(X)) —
negl, (A).

We also define another interesting property for traitor tracing schemes which we call “singular” trace.
Informally, a scheme satisfies it if the trace algorithm always outputs either a fixed index or the reject symbol.
The fixed index could depend on the master secret and public keys. Below we define it formally.

Definition 3.5 (Singular Trace). A traitor tracing scheme 7 = (Setup, Enc, Dec, Trace) is said to satisfy
singular trace property if for every polynomial n(-), A € N, keys (msk, pk, (skq,...,sk,)) ¢+ Setup(1*,17),
there exists an index ¢* € {1,...,n} such that for every poly-time algorithm D, parameter y € N, any two
messages mg, mq,

Pr[Trace® (msk, 19, mg, my) € {{i*},0}] =1,

where the probability is taken over random coins of Trace.

3.4 Private Key Traitor Tracing

We will now present different security notions for private key encryption schemes with risky traitor tracing.
Here, the master secret key is used for encrypting messages, generating secret keys for parties and tracing
traitors. The first security notion will be a private key analog of Definition 3.4, where the adversary also
gets encryption queries before it sends the pirate decoding box. In the second notion, the adversary does
not get any encryption queries. While this definition is weaker than the first notion (and may not capture
practical scenarios), it suffices for our differential privacy application.

First, we will present the syntax for private key traitor tracing. A private key traitor tracing scheme for
message space M consists of the following algorithms.

(msk, (ski,...,sky,)) « Setup(1*,1") : The setup algorithm takes as input the security parameter A\, number
of users n, and outputs a master secret key msk and n secret keys skq,sko, ..., sk,.

ct « Enc(msk,m € M) : The encryption algorithm takes as input a master secret key pk, message m € M
and outputs a ciphertext ct.

y < Dec(sk,ct) : The decryption algorithm takes as input a secret key sk, ciphertext ct and outputs
ye MU{Ll}.

S TraceD(msk7 1¥) : The tracing algorithm takes a parameter y € N (in unary) as input, has black box
access to an algorithm D, and outputs a set S C {1,2,...,n}.

The correctness property is similar to that in the public key setting.

3.4.1 Security

Definition 3.6 (Private Key f-risky secure traitor tracing). Let 7 = (Setup, Enc, Dec, Trace) be a private
key traitor tracing scheme. For any polynomial n(-), non-negligible function €(-) and PPT adversary A,
consider the experiment Expt—TT—privan’e()\) (described in Figure 2). Based on this experiment, we will
now define the following (probabilistic) events and the corresponding probabilities (which is a function of A,
parameterized by A, n,€):
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e Good-Decoder : Pr[D(ct) =b : b+ {0,1},ct < Enc(pk,myp)] > 1/2 + ¢(N)
Pr-G-D 4 () = Pr[Good-Decoder].

e Cor-Tr: SpCS A Sp#10
Pr-Cor-Tr 4.5, ¢ (A) = Pr[Cor-Tr].

e Fal-Tr: Sp\ S #0
Pr-Fal-Tr 4., . (A) = Pr[Fal-Tr].

A private key traitor tracing scheme 7T is said to be f-risky secure if for every PPT adversary A,
polynomials n(-), p(-) and non-negligible function €(-), there exist negligible functions negl;(-), negly(-)
such that for all A € N satisfying e¢(A) > 1/p()), Pr-Fal-Tr4,,.(A) < negl,(A) and Pr-Cor-Tr 4, () >
Pr-G-D (N - f(A,n(N)) — negly(A).

Experiment Expt-TT-priv’ ,, ()

. (msk, (sk17 e ,skn(A))) + Setup(1?, 1"“)).
° (D,mo,ml) «— Aol(')’oz(')()
e Sp « Trace? (msk, 11/ 'mg, my).

Here, O1(-) is an oracle that has {ski,ska, ..., sk, } hardwired, takes as input an index i € {1,2,...,n(\)}
and outputs sk;. Let S be the set of indices queried by .A.

The oracle Oz(-) is the encryption oracle that has msk hardwired, takes a message m as input, and outputs
Enc(msk, m).

Figure 2: Experiment Expt-TT-priv

Definition 3.7 (Private Key No-Query f-risky secure traitor tracing). Let T = (Setup, Enc, Dec, Trace) be a
private key traitor tracing scheme. For any polynomial n(-), non-negligible function €(-) and PPT adversary
A, consider the experiment Expt—TT—privanve()\) (described in Figure 2), except that the adversary A does
not have access to the encryption oracle Os. Based on this experiment, we can define the following (proba-
bilistic) events Good-Decoder, Cor-Tr, Fal-Tr and the corresponding probabilities Pr-G-D 4 5, Pr-Cor-Tr 4 p e,
Pr-Fal-Tr 4,5, ¢ respectively.

A private key traitor tracing scheme 7 is said to be no-query f-risky secure if for every PPT adversary
A, polynomials n(-), p(-) and non-negligible function €(-), there exist negligible functions negl, (), negl,(-)
such that for all A € N satisfying €(A) > 1/p(A), Pr-Fal-Tr 4 ,,(A) < negl;(A) and Pr-Cor-Tr g, ¢(A) >
Pr-G-Dane(A) - f(A,n(N)) —negly(N).

4 A New Abstraction for Constructing Risky Traitor Tracing

Let {M)}, denote the message space. A mixed bit matching encryption scheme for M consists of five
algorithms with the following syntax.

Setup(1*,1¢) — (pk, msk): The setup algorithm takes as input security parameter \, a parameter ¢ and
outputs a public key pk and master secret key msk.

KeyGen(msk, x € {0, 1}6) — sk: The key generation algorithm takes as input the master secret key msk and
a vector x € {0, 1}£. It outputs a secret key sk corresponding to x.

Enc-PK(pk,m € M) — ct: The public-key encryption algorithm takes as input a public key pk and a
message m, and outputs a ciphertext ct.

Enc-SK(msk, m € M,y € {0, 1}5) — ct: The secret-key encryption algorithm takes as input master secret
key msk, message m, and an attribute vector y € {0, 1}5. It outputs a ciphertext ct.
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Dec(sk,ct) — z: The decryption algorithm takes as input a ciphertext ct, a secret key sk and outputs
ze MU{L}.

Permissions Define f : {0,1}* x {0,1}* — {0,1} by the following:

14
f(XaY> = /\inVyi
=1

We will use this function to determine when secret keys with attribute vectors x are “permitted” to
decrypt ciphertexts with attribute vectors y.

Correctness We require the following properties for correctness:

e For every A € N, ¢ € N, (pk, msk) < Setup(1*, 1), x € {0,1}", sk + KeyGen(msk, x), message m € M,
and ct + Enc-PK(pk,m), Dec(sk, ct) = m.

e Forevery A € N,/ € N, (pk, msk) « Setup(1*,1¢), x € {0, 1}8, sk < KeyGen(msk, x), message m € M,
y €10, 1}4 and ct < Enc-SK(msk,m,y), if f(x,y) =1 then Dec(sk, ct) = m.

4.1 Security
Oracles To begin, we define two oracles we use to enable the adversary to query for ciphertexts and secret
keys. Let m be a message, and x,y, € {0, 1}*.

° Osk

msk

(x) < KeyGen(msk, x).
° (/)Ct

o (m,y) < Enc-SK(msk,m,y).

Experiments We will now define three security properties that a mixed bit matching encryption scheme
must satisfy. These definitions are similar to the indistinguishability-based data/function privacy definitions
for attribute based encryption. For each of these experiments we restrict the adversary’s queries to the
ciphertext and secret key oracles to prevent trivial distinguishing strategies. Also, we will be considering
selective definitions, since our constructions achieve selective security, and selective security suffices for our
risky traitor tracing application. One could also consider full (adaptive) versions of these security definitions.

Definition 4.1. A mixed bit matching encryption scheme mBME = (Setup, KeyGen, Enc-PK, Enc-SK, Dec)
is said to satisfy pk-sk ciphertext indistinguishability if for any polynomial ¢(-) and stateful PPT adver-
sary A, there exists a negligible function negl(-) such that for all security parameters A € N, Pr[l «
Expt—pk—sk—ct}}}??{'i(l*)] < 1/2 + negl(A), where Expt-pk-sk-ct is defined in Figure 3.

Experiment Expt-pk-sk-ctﬂ%\")"’a(lk)

(pk, msk) < Setup(1*, 1)

o m - A Omic(ph).

cto + Enc-SK(msk, m, 1°M), ct; «+ Enc-PK(pk,m), b + {0,1}
b «— Ao;kswofrfsk(ctb).

Output 1 if b =b’, and 0 otherwise.

Figure 3: Public-key vs Secret-key Ciphertext Indistinguishability Experiment
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Definition 4.2. A mixed bit matching encryption scheme mBME = (Setup, KeyGen, Enc-PK, Enc-SK, Dec)
is said to satisfy selective ciphertext hiding if for any polynomial £(-) and stateful PPT adversary A, there
exists a negligible function negl(-) such that for all security parameters A € N, Pr[1 + Expt—ct—ind?&?%{'i( M) <
1/2 + negl(\), where Expt-ct-ind is defined in Figure 4.

Experiment Expt—ct-indg‘g\'\)’[a (1)

(Yo, ¥1) < A(1A)~

(pk, msk) < Setup(1*,1¢™)

(mo,ma) ¢ AR (pk)

b < {0, 1}, cty < Enc-SK(msk, my, y,)
o b A%miCns(cty)

Output 1 if b = ¥’, and 0 otherwise.

Adversarial Restrictions: For all queries x made by A to O, the following conditions must hold:
e If mg = mu, then f(x,y,) = f(X,¥1)-
o If mo # ma1, then f(xa)’o) = f(xvyl) =0.

Figure 4: Ciphertext Hiding Experiment

Definition 4.3. A mixed bit matching encryption scheme mBME = (Setup, KeyGen, Enc-PK, Enc-SK, Dec)
is said to satisfy selective key hiding if for any polynomial £(-) and stateful PPT adversary A, there exists
a negligible function negl(-) such that for all security parameters A € N, Pr[l « Expt-key-ind}"(?\')v,'i(lk)] <
1/2 + negl(\), where Expt-key-ind is defined in Figure 5.

Experiment Expt- key-indﬂ%\'\)"’a )

(x0,%1) = A(1Y)

(pk, msk) < Setup(1*, 1°)

b« {0,1}, sky < KeyGen(msk, x3)
b < ACmecCrmsk(pk, sks)

Output 1 if b =b', and 0 otherwise.

Adversarial Restrictions: For all queries (m,y) made by A to O% the following equality must hold:

f(Xan) = f(xlvy)'

Figure 5: Key Hiding Experiment

4.2 Simplified Ciphertext Hiding

As a tool for proving mixed bit matching encryption constructions secure, we define two simplified ciphertext
hiding experiments, and then show that they imply the original (selective) ciphertext hiding security game.

Definition 4.4. A mixed bit matching encryption scheme mBME = (Setup, KeyGen, Enc-PK, Enc-SK, Dec)
is said to satisfy selective I1-attribute ciphertext hiding if for any polynomial £(-) and stateful PPT ad-
versary A, there exists a negligible function negl(-) such that for all security parameters A € N, Pr[l «
Expt—l—attr—ct—ind?(?\')\{'i(lA)] < 1/2 + negl()\), where Expt-1-attr-ct-ind is defined in Figure 6.

16



Experiment Expt-1-attr-ct-i ndZ‘()\“)Aa (1™

(¥0,¥1) < A1) where yo; # y1,; for at most one i € {1,...,0(\)}.
(pk, msk) < Setup(1*,1¢)

e m Aofbsk‘orcrfsk(pk)

b < {0, 1}, cty < Enc-SK(msk, my,y,).

b < ACmCrak(pk, cty )

e Output 1 if b= b’, and 0 otherwise.

Adversarial Restrictions: For all queries x made by A to O3, the following equality must hold:

f(X, yO) = f(X7 yl)'

Figure 6: 1-Attribute Ciphertext Hiding Experiment

Definition 4.5. A mixed bit matching encryption scheme mBME = (Setup, KeyGen, Enc-PK, Enc-SK, Dec)
is said to satisfy selective ciphertext indistinguishability under chosen attributes if for any polynomial ¢(-)

and stateful PPT adversary A, there exists a negligible function negl(-) such that for all security parameters
A €N, Pr[l1 + Expt-IND- CA}"(EME( M] < 1/2 + negl()\), where Expt-IND-CA is defined in Figure 7.

Experiment Expt-IND- CA?&ME (1)

y — A(M).

(pk, msk) < Setup(1*, 1)

(mo,m1) < ACma O (pk)

b« {0,1}, ctp « Enc-SK(msk, ms,y).
b+ .Aosmksk’of'fsk(pk, cty)

Output 1 if b =b’, and 0 otherwise.

Adversarial Restrictions: If mo # mi, then for all queries x made by A to 0%, the following
equality must hold: f(x,y) = 0.

Figure 7: Ciphertext Indistinguishability under Chosen Attributes Experiment

Theorem 4.1. If a mixed bit matching encryption scheme mBME = (Setup, KeyGen, Enc-PK, Enc-SK, Dec)
satisfies selective 1l-attribute ciphertext hiding (Definition 4.4) and selective ciphertext indistinguishability
under chosen attributes (Definition 4.5), then it also satisfies selective ciphertext hiding (Definition 4.2).

The proof of above theorem is provided later in Appendix A.

4.3 Simplified Key Hiding
We also define a similar simplified experiment for the key hiding security property.

Definition 4.6. A mixed bit matching encryption scheme mBME = (Setup, KeyGen, Enc-PK, Enc-SK; Dec) is
said to satisfy selective 1-attribute key hiding if for any polynomial ¢ and stateful PPT adversary A, there ex-
ists a negligible function negl(-) such that for all security parameters A € N, Pr[1 < Expt—l—attr—key—indZ“(?\')\{'i(lA)] <
1/2 + negl()\), where Expt-1-attr-key-ind is defined in Figure 8.

Theorem 4.2. If a mixed bit matching encryption scheme mBME = (Setup, KeyGen, Enc-PK, Enc-SK, Dec)
satisfies 1-attribute key hiding (Definition 4.6) then it satisfies key hiding (Definition 4.3).

The proof of above theorem is provided later in Appendix A.
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Experiment Expt—l—attr—key—ind?('i'\)’[i a*)

(x0,%1) + A(1>‘) where ¢ ; # x1,; for at most one 7.
(pk, msk) < Setup(1*, 1¢M).

b <+ {0,1}, sk, + KeyGen(msk, x3).

b ACmecCrsk(pk, sks).

Output 1if b=10".

Adversarial Restrictions: For all queries (m,y) made by A to Ofy the following equality must hold:

f(Xovy) = f(x1’Y)'

Figure 8: 1-Attribute Key Hiding Experiment
5 Building Risky Traitor Tracing using Mixed Bit Matching En-
cryption

In this section, we provide a generic construction for risky traitor tracing schemes from any mixed bit
matching encryption scheme. Our transformation leads to a risky traitor tracing scheme with secret-key

tracing. The risky-ness of the scheme will be f = n+§71 -0 (k(lrgl))ﬁ where k can be thought of as a

scheme parameter fixed during setup, and the size of ciphertext will grow with k.
5.1 Construction

e Setup(1*,1™): The setup algorithm chooses a key pair for mixed bit matching encryption system as
(mbme.pk, mbme.msk) <+ mBME.Setup(1*, 1¥*+1). Next, it samples an index w as w « {—k + 2, —k +

3,...,n—1,n}, and sets vectors x; for i € [n] as
Ok+1 if i <w,
x; = { OF—itwpi—wtl g << w4k,
1k+1 otherwise.

It sets the master secret key as msk = (mbme.msk, w), public key as pk = mbme.pk, and computes the
n user secret keys as sk; < mBME.KeyGen(mbme.msk, x;) for i € [n].

e Enc(pk,m): The encryption algorithm outputs the ciphertext ct as ct + mBME.Enc-PK(pk, m).
e Dec(sk,m): The decryption algorithm outputs the message m as m = mBME.Dec(sk, ct).

e Trace” (msk, 1Y, mg,m1): Let msk = (mbme.msk,w). To define the trace algorithm, we first define a
special index encryption algorithm Enc-ind which takes as input a master secret key msk, message m,
and an index 7 € [k + 1].

Enc-ind(msk, m,4): The index encryption algorithm outputs ct <~ mBME.Enc-SK(msk, m, 1¥+1790%).
Next, consider the Subtrace algorithm defined in Figure 9. The sub-tracing algorithm simply tests
whether the decoder box uses the key for user ¢ + w — 1 where ¢ is one of the inputs provided to
Subtrace. Now the tracing algorithm simply runs the Subtrace algorithm for all indices ¢ € [k], and for

each index i where the Subtrace algorithm outputs 1, the tracing algorithm adds index ¢ +w — 1 to the
set of traitors. Concretely, the algorithm runs as follows:

— Let S=0. Fori=1 to k:

6We want to point out that for k = 1 we get the tight risky-ness, i.e. prove that our scheme is %-risky secure.
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*x Compute b + Subtrace(mbme.msk, 1Y, mg, my, 7).
« Ifb=1,set S:=SU{i+w-—1}
— Output S.

Algorithm Subtrace(msk, 1Y, mq, m1,1)

Inputs: Key msk, parameter y, messages mo, m1, index 4
Output: 0/1
Let e = |1/y]. It sets T'= X - n/e, and count; = countz = 0. For j =1 to T, it computes the following:
1. Tt chooses b; «+ {0,1} and computes ctj,1 < Enc-ind(msk,my,, i) and sends ct;1 to D. If D outputs
b;, set count; = count; + 1, else set count; = count; — 1.
2. Tt chooses ¢; {0, 1} and computes ctj,2 < Enc-ind(msk, m.,,i+41) and sends ct;» to D. If D outputs
¢j, set counta = countz + 1, else set county = county — 1.
If count; — county > T - (¢/4n), output 1, else output 0.
Figure 9: Subtrace

Correctness. Since the encryption algorithm simply runs the public-key encryption algorithm for mixed
bit matching encryption the correctness of above scheme follows directly from the correctness of the mixed
bit matching encryption scheme.

Singular Trace Property. Note that if k is fixed to be 1, then our scheme satisfies the singular trace
property as defined in Definition 3.5. This is because the trace algorithm will either output the fixed index
w (chosen during setup), or output an empty set.

5.2 Proof of Security
5.2.1 IND-CPA Security

First, we will show that the above traitor tracing scheme is IND-CPA secure. Formally, we prove the following.

Theorem 5.1. If the mixed bit matching encryption scheme mBME = (mBME.Setup, mBME.KeyGen,
mBME.Enc-PK, mBME.Enc-SK, mBME.Dec) satisfies pk-sk ciphertext indistinguishability and ciphertext hid-
ing properties (Definitions 4.1 and 4.2), then the traitor tracing scheme described in Section 5.1 is IND-CPA
secure (Definition 3.1).

Proof. Our proof proceeds via a sequence of hybrid games. Each game is played between the IND-CPA
challenger and attacker A. Let A be any PPT adversary that wins the IND-CPA game with non-negligible
advantage. We argue that such an adversary must break either pk-sk ciphertext indistinguishability, or ci-
phertext hiding security of the underlying mixed bit matching encryption scheme. The first game corresponds
to the IND-CPA game as described in Definition 3.1.

We will first define the sequence of hybrid games, and then show that they are computationally indistin-
guishable.

Game 1: This corresponds to the original IND-CPA game.

e Setup Phase. The challenger runs the Setup algorithm to generate the public-secret keys (msk, pk, {sk;},).
It sends the public key pk to the attacker A.

e Challenge Phase. A sends two messages mg, m; to the challenger. The challenger chooses a random
bit b < {0,1} and computes the challenge ciphertext as ct < mBME.Enc-PK(pk, m;). It sends ct to
the attacker.

e Guess. A outputs its guess b/, and wins if b = ¥'.
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Game 2: This is identical to the previous game, except the challenger computes the challenge ciphertext
ct as a secret-key ciphertext instead of a public-key ciphertext.

e Challenge Phase. A sends two messages mg, m; to the challenger. The challenger chooses a random
bit b + {0,1} and computes the challenge ciphertext as ct +~ mBME.Enc-SK(msk, m;, 1¥71). Tt sends
ct to the attacker.

Let Adv’y = [Pr[b’ = b] — 1/2| denote the advantage of adversary A in guessing the bit b in Game i. To
complete the proof, we establish via a sequence of lemmas that no PPT adversary A can distinguish between
Game 1 and 2 with non-negligible probability, as well as can have non-negligible advantage in Game 2. Below
we discuss our lemmas in detail.

Lemma 5.1. If mBME = (mBME.Setup, mBME.KeyGen, mBME.Enc-PK, mBME.Enc-SK, mBME.Dec) satis-
fies pk-sk ciphertext indistinguishability, then for all PPT adversaries A, |AdvYy — Adv%] is negligible in the
security parameter .

Proof. Suppose there exists an adversary A such that |Adv}A — Advi‘| is non-negligible. We construct an algo-
rithm B that can break pk-sk ciphertext indistinguishability property of the underlying mixed bit matching
encryption scheme.

The mixed bit matching encryption scheme challenger samples mBME key pair (pk, msk), and sends pk
to the reduction algorithm B which it forwards to adversary A. Next, A sends two challenge messages
mg, my to the reduction algorithm B. B then chooses a random bit b + {0, 1}, and sends m; to the mBME
challenger as its challenge message. The challenger replies with challenge ciphertext ct which B forwards
to A as its challenge. Finally, A outputs its guess /. If b = b, then B sends 0 as its guess (i.e., ct was
public-key ciphertext), otherwise it sends 1 as its guess (i.e., ct was secret-key ciphertext) as its guess to the
mBME challenger.

Note that if the mBME challenger computed ct as ct <+ mBME.Enc-PK(pk, my;), then B perfectly simulates
Game 1 for adversary A. Otherwise it simulates Game 2 for A. As a result, if |Adv}4 —/—\dvi\ is non-negligible,
then B breaks pk-sk ciphertext indistinguishability with non-negligible advantage.

Lemma 5.2. If mBME = (mBME.Setup, mBME.KeyGen, mBME.Enc-PK, mBME.Enc-SK, mBME.Dec) satis-
fies ciphertext hiding, then for all PPT adversaries A4, Advi‘ is negligible in the security parameter A.

Proof. Suppose there exists an adversary A such that Advi\ is non-negligible. We construct an algorithm B
that can break ciphertext hiding property of the underlying mixed bit matching encryption scheme.

The mixed bit matching encryption scheme challenger samples mBME key pair (pk, msk), and sends pk to
the reduction algorithm 5B which it forwards to adversary A. Next, A sends two challenge messages mg, my
to the reduction algorithm B. B then sends ((mg, 1¥1), (my, 1¥*1)) to the mBME challenger as its challenge
message-attribute pairs. The challenger replies with challenge ciphertext ct which B forwards to A as its
challenge. Finally, A outputs its guess b’, which B forwards to the mBME challenger as its guess.

Note that B perfectly simulates Game 2 for adversary A. Therefore, if Advi‘ is non-negligible, then B
breaks ciphertext hiding with non-negligible advantage. [ |

5.2.2 False Trace Probability

Next, we will show that an honest party will not be implicated by our trace algorithm with non-negligible
probability.

Theorem 5.2. If mBME = (mBME.Setup, mBME.KeyGen, mBME.Enc-PK, mBME.Enc-SK, mBME.Dec)
satisfies ciphertext hiding (Definition 4.2), then for every PPT adversary A, polynomials n(-), k(-), p(-) and
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non-negligible function e(-), there exists a negligible function negl(-) such that for all A € N satisfying

€(A) > 1/p(N),
Pr-Fal-Tr 4.5, (A) < negl(}),

where Pr-Fal-Tr 4 ,, (-) is as defined in Definition 3.4.

Proof. Given any pirate decoder box D, let p%nd) = Pr[D(ct) = b : ct + Enc-ind(msk, my, ind)] for ind € [k+1],

where the probability is taken over bit b, random coins of decoder D and randomness used during encryption.
Let Diff-Adv;,q denote the event when the advantage of decoder D in distinguishing index-ind encryptions
of mg and m; is €/8n more than its advantage in distinguishing index-(ind + 1) encryptions. Formally, for
ind € [k], let

Diff-Advi.g : p%nd) — p%ndﬂ) > ¢/8n.

Also, for ind € [k], let Fal-SubTr;,g denote the event Fal-Tr A (ind € Sp) where Sp corresponds the set of
traitors output by the Trace algorithm. In other words, Fal-SubTr;,q occurs when ind® Subtrace outputs 1
and A had not queried for the corresponding secret key.

First, note that we could rewrite the probability of a false trace as

Pr[Fal-Tr) < Y Pr[Fal-SubTrind]

inde (k]
< Z Pr[Fal-SubTti,q | Diff-Adving] + Z Pr[Fal-SubTriq A Diff-Advind].
inde[k] inde[k]

To bound the overall probability of a false trace, we start by showing that Pr[Fal-SubTri,g | Diff-Adving] <
negl; (A\) by using a simple Chernoff bound. Next, we show that Pr[Fal-SubTr,g A Diff-Adving] < negly ()
by relying on ciphertezt hiding property of the mixed bit matching encryption scheme. These two lemmas
together imply that Pr-Fal-Tr 4 ,, () is also bounded by a negligible function.

Lemma 5.3. For every adversary A, there exists a negligible function negl; (-) such that for all A € N,
ind € [k]
Pr[Fal-SubTring | Diff-Adving] < negl; (A).
Proof. Consider the binary random variables X (") for ind € [k 4 1] defined as
x(ind) _ 1 with probability p%nd),
0 otherwise.

Let Z(") be another random variable defined as Z(nd) = X (ind) _ x (ind+1) " Now using linearity of expectation,
we can write that _
E[Z) | Diff-Adving] < €/8n.

Also, we know that the sub-tracing algorithm estimates E[Z("¥)] by independently sampling T = X - n/e
elements from the distribution induced by Z(9)  In other words, in each trial it first computes a single
index-ind and index-(ind 4 1) encryptions of messages mgy and m; using uniform randomness, then it uses the
(ind) be

decoder box D to decrypt each ciphertext and sets the value of sampled variable appropriately. Let z;
. Thus, we can write

T (ind)

the sampled value in i** trial. Now we know that countgi"d) — countg"d) =312

that

T
Pr[Fal-SubTring | Diff-Advied] = Pr | Y 20" > T ¢/4n | Diff-Adving
=1

Using a Chernoff bound, we can bound the above probability as

Pr[Fal-SubTring | Diff-Adving] < e~ 7¢/16m,
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Substituting T = \-n/e, we get Pr[Fal-SubTring | Diff-Adving] < 279N = negl; (A). This completes the proof.
|

Lemma 5.4. If mBME satisfies ciphertext hiding, then for every PPT adversary A, polynomials n(-), p(-)
and non-negligible function €(-), there exists a negligible function negl,(-) such that for all A € N satisfying
e(A) > 1/p(A), and every ind € [k],

Pr[Fal-SubTring A Diff-Adving] < negl,(A).
Here, the events Fal-SubTr;,q and Diff-Adv;,q are parameterized by the adversary A.

Proof. The proof of above lemma is independent of the choice of index ind. Thus, for the purpose of this proof,
consider ind as a fixed value. Note that it is sufficient to show that Pr[Fal-SubTr; g A Diff-Advinq] is bounded
by a negligible function. Suppose, on the contrary, there exists a PPT adversary A, polynomials n(-), p(+)
and non-negligible functions €(-), () such that for all A € N satisfying €(A) > 1/q()\), Pr[Fal-SubTring A
Diff-Adving] > d(A\). Then we can construct an algorithm B that can break ciphertext hiding property of the
underlying mixed bit matching encryption scheme.

The reduction algorithm B chooses an index w as w < {—k + 2,...,n(\)}, and sends the challenge
attribute pair as (y,,y;) = (1¥+1-indgind 1k=indgind+1) t5 the mixed bit matching encryption scheme chal-
lenger. The mBME challenger samples mBME key pair (pk, msk), and sends pk to the reduction algorithm B
which it forwards to adversary A. Next, A makes key queries to B which are answered as follows. For each
key query i € [n(M)], if i = w+ind — 1 then B aborts (and outputs a random bit), otherwise B makes secret
key query for vector x; to mBME challenger and forwards the challenger’s response sk; to A. (Here x; is as
defined in the construction. Note that x; depends on the index w chosen by B.) After all these queries, the
adversary A sends a decoder box D and messages mg, m1 to B.

B then chooses two bits a, 8 uniformly at random, i.e. «, 8 < {0,1}. Next, B sends messages (mq, mq)
as its challenge messages (i.e., a single challenge message m,). It receives challenge ciphertext ct* from
mBME challenger. B then also queries the mBME challenger for a (secret-key) encryption of m,, for vector
ys- Let ct be the challenger’s response. Finally, B runs decoder box D on ct and ct* independently, and if
D(ct) = D(ct*), it outputs V' = 3, else it outputs b’ =1 — 3 as its guess.

First, note that B does not make any secret key query for vector X, ing_1 = 0¥ ~"d+11ind "but only makes
key queries for vectors 0¥ =711J for j # ind. (Recall it aborts if i = w + ind — 1.) Since all these queries are
allowed as f(x;,yq) = f(x;,y;) for all ¢ # w + ind — 1 (where f denotes the ‘AND-of-ORs’), thus B is an
admissible adversary in the key hiding game. Now we analyse B’s advantage in breaking ciphertext hiding
security.

Let pj?b = Pr[D(ct) = b : ct + mBME.Enc-SK(msk, m;, 1¥+17907)], where the probability is taken over
the coins of decoder D and encryption algorithm. Recall we have that Pr[Fal-SubTri,g A Diff-Adving] > ().
Therefore, we can write that

Pr [Fal-SubTring A (g0 + Ping,1)/2 = (Pings+1,0 + Pinar1,1)/2) = €/8n] > 8(N).

Thus, we can also write that there exists a bit b such that
Pr [Fal-SubTring A (piln)d)b —pfdﬂﬁb) > ¢/8n] > §(N).
Now since the reduction algorithm B simply randomly guesses this bit b, thus we have that
Pr [Fal-SubTring A (pil,?d’a - p£d+17a) > ¢/8n] > 6(N)/2.
Let 3* denote the challenger’s bit (i.e., ct* encrypts m, for index yg.). Next, consider the following
probability:
B* +{0,1}; ct* <~ mBME.Enc-SK(msk, m, y - );

ppm =Pr |f*=0": B+« {0,1};ct <~ mBME.Enc-SK(msk,m,y);
b = B if D(ct*) = D(ct), else ¥ =1—f
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Since the decoder D is run on ciphertexts ct*, ct independently, we could rewrite the above probability (for
any message mg,) as follows:

pD.m. = Pr[D(ct) = B: B8+ {0,1}; ct + mBME.Enc-SK(msk, mmyﬁ)]2
+ Pr [D(ct) # B : B + {0,1};ct + mBME.Enc-SK(msk, ma,yﬁ)]

2 2
<1+(_1)a.pi?d’a_pi€d+17a> + (1_(_1)a_pi€d,a_pi€d-‘rl,a>

2

2 2 2 2

1
B + (Pi?d,a - p£d+1,a)2 :

Now we know that with probability §(\)/2, we have that Fal-SubTring A (piﬁ)d’a —pﬁdﬂ}a) > €/8n occurs.

From above inequality, we get that

Pr [B wins | (Fal-SubTring A (piﬁ)d,a —pﬁdJrLa) >¢/8n)] > % + (8%)2

2
Also, since (pﬁdya —pﬁdJrLQ) > 0, thus for any decoder D and message My, pp,m, > 1/2. This implies
that

1
Pr [B wins | (Fal—SubTr;nd A (pﬁdya — p£d+17a> > e/Sn)] > 3

Combining above equations, we get that Pr[B wins] > 1 + g . (%)2. Thus, the lemma follows.

5.2.3 Correct Trace Probability

We will first introduce some notations for our security proof. For any v € [0,1/2], a decoder box D is said
to be y-Dist for messages mg, m if

Pr(D(ct) =b : b+ {0,1},ct < Enc(pk,mp)] > 1/2+ 1.

ind

Similarly, for any index 0 < ind < k 4 1, a decoder box D is said to be 7—Dist( ) for messages mg, my if

Pr[D(ct) =b : b+ {0,1},ct + Enc-ind(msk, mp,ind)] > 1/2 + ~.

For any adversary A and polynomial n(-), we define experiment MakeBox 4 (A, w) (see Figure 10). The
experiment takes as input a security parameter A, index w € {—=k +2,—k +3,...,n — 1,n} and outputs a
decoder box D and two messages mq, mq.

Using the MakeBox experiment, we define the following probabilities, parameterized by v € [0,1/2] and
ind € {0,1,...,k+ 1}, and a function of \, w:

Pr-Good-Dec 4 1, ~ (A, w) = Pr[D is v-Dist for mg,m; : (D, mg,m1) < MakeBox 4, (A, w)]

Pr—Good—DecSCfL)ﬂ()\,w) =Pr {D is y-Dist™ for mg,my : (D, mg, m1) MakeBoxA,n()\,w)}

We also define the following probability parameterized by v € [0,1/2] and ind € {1,...,k}, and a function
of A\, w:

D is 6-Dist™® A

(ind) o .
Pr-GapAmﬁ(/\,w) =Pr lﬂ 5 €10,1/2] s.t. D is not (5 — 7)_Dist(ind+1) : (D, mo,my) MakeBoxA,n()\,w)]

23



Experiment MakeBox, (X, w)

1. The challenger first samples (pk, msk) <— mBME.Setup(1*,1¥1), and sends pk to A.

2. Let S C [n] denote the set of indices for which A makes a key query. For each query i € S, the
challenger sends sk; to A where sk; is computed as follows:

(a) if i < w, then sk; <~ mBME.KeyGen(msk, 0" ™),
(b) if w < i < w + k, then sk; <+ mBME.KeyGen(msk, 0* =t 1i=wHly,
(¢) if i > w + k, then sk; + mBME.KeyGen(msk, 1¥+1).

3. The adversary outputs a decoder box D and messages mo,mi. The output of the experiment is
(D, mo, m1).

Figure 10: Experiment MakeBox 4, (A, w)

All the above probabilities are defined over all the random coins chosen by the challenger and adversary
A during MakeBox 4, (A, w) experiment.

Next, we define the following events — SubTr™® for ind € [k]. Recall that the Trace algorithm runs
the Subtrace algorithm k times independently on indices 1 to k. Now whenever Subtrace algorithm outputs
1, then the Trace algorithm includes the corresponding index to the set of traitors. For ind € [k], we say
SubTr™) occurs if the Subtrace algorithm outputs 1 when run for index ind. In other words, SubTrlind)
oceurs if ind®® run of Subtrace outputs 1.

We also define another event denoted as Tr. The event Tr occurs if the output of the Trace algorithm is a
non-empty set. In other words, the event Tr is similar to Cor-Tr, except that the output of the Trace algorithm
is not required to be a subset of the set S of keys queried by A. Now we know that Tr = Cor-Tr V Fal-Tr,
and Tr = \/inde[k]SubTr('”d). The proof proceeds in the following steps. First, we show that Pr-G-D 4, . is
related to Pr-Gap™ (for every ind € {1,...,k}) via the following relation.

Note. Throughout this section, we will use € to denote the term ¢/2(n + 1).

Theorem 5.3. Let A be a PPT adversary, n(-),p(-) polynomials, and €(-) a non-negligible function. If
mBME = (mBME.Setup, mBME.KeyGen, mBME.Enc-PK, mBME.Enc-SK, mBME.Dec) satisfies pk-sk cipher-
text indistinguishability, key hiding and ciphertext hiding properties (Definitions 4.1, 4.3 and 4.2), then there
exists a negligible function negl(-) such that for all A € N satisfying e(A) > 1/p(A), and every ind € {1,...,k},

> Pr-Gapl{V (A, w) > Pr-G-D 4 p.c(A) — negl(A).

Let Pr-SubTrEX:i)ye(/\) denote the probability of event SubTr("™ in the secure tracing experiment with

adversary A. Next, we show that Pr—SubTrEiCi{E is related to Pr—Gap(i"d)

131P—SubTrELi\r:i)7E as follows.

, and Pr-Cor-Tr 4 ,, ¢ is related to

Theorem 5.4. Let A be a PPT adversary, n(:),p(:) polynomials and €(-) a non-negligible function. If
mBME = (mBME.Setup, mBME.KeyGen, mBME.Enc-PK, mBME.Enc-SK, mBME.Dec) satisfies ciphertext
hiding (Definition 4.2), then there exists a negligible functions negl; (), negly(-) such that for all A € N
satisfying e(\) > 1/p()\), and every ind € {1,...,k},

(Zw Pr—GapEiCi))g(/\, w))

ind
PI‘—SUbTr.(,47n),E()\> = n(A)+k—1

—negl; (A), and

Pr-Cor-Tran,e(A) > 1 — H (1 - Pr—SubTr%fL)’E()\)) —negl, (A).
inde []
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Observe that combining the above two theorems, we get the desired result that our scheme is a ( s 0] ( (k—1) )>_

risky secure traitor tracing scheme. We want to point out that for £ = 1 we get the tight risky-ness, i.e.

%—risky secure scheme.

We will now prove these theorems in the following sections.

5.2.4 Proof of Theorem 5.3

For notational simplicity, we will skip the dependence of n and € on . Also, we will skip the subscripts A
and n when they are clear from the context.

Outline of the proof. Recall € =¢/2(n+1). At a high level, this proof can be divided into the following
steps:

e We first show that for every ind € [k], Pr-Good- Dec('"?( 2—ind) ~ Pr-G-D 4 ,, c and Pr-Good- Dec('n%)(n+1)( +

2 —ind) =~ 0 (see Observation 5.1, Lemma 5.5 and Lemma 5.6).

e From this, it follows that for every ind € [k], 3 Tina € {2 —ind,...,n+ 1 —ind} such that for all
w e 1—‘inda
d d
Pr-Good-Dec™? .. | (w) — Pr-Good-Dec"? .. (w+1)>0,

and the sum of these differences is at least Pr-G-D 4, . — negl (see Observation 5.2).

e Next, we show that for every ind € [k] and w € {2—ind,...,n+1—ind}, Pr-Good-Dec™4F Y (w) ~

e—¢€-(w+ind)+€/2
Pr-Good-Dec '"i)(w+lnd)(w +1) (see Lemma 5.7).

e After this, we relate Pr-Gap™® (w) to Pr-Good-Dec™ (w) and Pr-Good-Dec™ V) (w). We show

Pr—Gapg/";)(w) > Pr—Good—DecS"?(anFU(w) Pr-Good- Deci'"cit;)%nd)ﬂﬂ( ) (see Lemma 5.8)
~ Pr-Good- Decime)(w_s_Ind 1y (w) — Pr-Good- Dec('nd)(w+lnd)(w+ 1)
e As a result, we can conclude that for every ind € [k],
ZPr GapJ/"Qd Z Pr- Gap~72d w)
wWEling
> Z (Pr-Good—Deci""i)(w+Ind ) (w) — Pr-Good- Dec('"i)(erlnd)(w-i-l))
1€lng

> Pr-G-D 4, — negl

First, we have the following observation.

Observation 5.1. For every adversary A, polynomial n(-) and A € N, there exists an w* € {—k +2,...,n(\)}
such that Pr-Good-Dec 4 5, (A, w*) > Pr-G-D g p (A).

This observation simply follows from the fact that Pr-G-D 4 (A\) = ﬁ > Pr-Good-Dec 4, (A, w),
and therefore, there exists some index w* such that Pr-Good-Dec 4 5, (A, w*) > Pr-G-D g p, e (A).

Lemma 5.5. If mBME = (mBME.Setup, mBME.KeyGen, mBME.Enc-PK, mBME.Enc-SK, mBME.Dec) sat-
isfies pk-sk ciphertext indistinguishability, key hiding and ciphertext hiding, then for any PPT adversary A,
polynomials n(-), p(-) and non-negligible function €(+), there exists a negligible function negl(-) such that for
all A € N satisfying ¢(\) > 1/p(\), every ind € [k],

Pr-Good-Dec!™® (X, 2 — ind) > Pr-Good-Dec, (A, w*) — negl(}) > Pr-G-D 4, .(\) — negl(\).
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Proof. The proof of above theorem is independent of the choice of index ind. Thus, we treat ind as a fixed
value throughout the proof.

Let w = 2 —ind, and v; = ¢ —j - €/(w* +w+2k) for 0 < j < w* +w + 2k. Also, let po(N) =
Pr-Good-Dec, (A, w*) and pys o2k (A) = Pr-Good—DecSﬂ? (A, w). In order to show that po(A) — puw=*+wt2k(N)
is negligible in A\, we will define a sequence of hybrid experiments, and show that the difference in the
consecutive probabilities is at most negligible in .

Hybrid Hyb,. This experiment corresponds to the MakeBox 4 ,, (A, w*), where A finally outputs a decoder
box D and two messages mg, m; such that D can distinguish between standard encryptions of mg and mq
with advantage at least 79. Now note that po(A) denotes the probability that A outputs a decoder box D
that is o-Dist for mq, mq.

Hybrid Hyb; for 1 < j < w* +k — 1. This experiment is identical to Hyb,, except the challenger now
answers the secret key queries for first j users corresponding to vector 1*T1. Concretely, for each key query
1, the challenger sends sk; to A where sk; is computed as follows:

1. if 4 < j, then sk; +~ mBME.KeyGen(msk, 1¥+1),
2. if j < i < w*, then sk; <~ mBME.KeyGen(msk, 0F+1),
3. if max(j 4+ 1,w*) < i < w* + k, then sk; + mBME.KeyGen(msk, 0F—i+w" [i-w"+1)
4. if i > w* + k, then sk; <~ mBME.KeyGen(msk, 1¥+1).
Let p;(A) denote the probability that A outputs a decoder box D that is ~;-Dist for mg, m;.
Hybrid Hyb; for w* +k <j < w*+w+ 2k —1. This experiment is identical to Hyb,.,_;, except the

challenger now answers the secret key queries for first (j —w* —k+ 1) users as it would in MakeBox 4 ,,(\, w).
Concretely, for each key query i, the challenger sends sk; to A where sk; is computed as follows:

1. if i < min(w, j — w* — k + 2), then sk; < mBME.KeyGen(msk, 0¥*1),
2. if w<i<j—w*—k+2, then sk; < mBME.KeyGen(msk, 0% ~i+wi—w+l)
3. if i > j — w* — k + 2, then sk; + mBME.KeyGen(msk, 1¥+1).

Let p;(A) denote the probability that A outputs a decoder box D that is ~y;-Dist for mg, ms.

Hybrid Hyb,. , yor_1- This experiment is identical to Hyb,, ., , 1o _o, €Xcept NOW py« 4 42k—1(A) denotes
the probability that A outputs a decoder box D that is “,rc(,,*+,,,+2;‘,_1—Dist(0> for mg, my.

Hybrid Hyb, ., o,. This experiment is identical to Hyb, ., o, 1, €Xcept NOW pu«twi2k(A) denotes

the probability that A outputs a decoder box D that is %;*+1,/-+2A.—Dist<i”d) for mg, m1. In other words, this
corresponds to the MakeBox 4, (A, w) experiment.

Claim 5.1. If mBME satisfies key hiding, then for any PPT adversary A, polynomials n(-), p(-) and non-
negligible function €(-), there exists a negligible function negl(-) such that for all A € N satisfying e(\) >
1/p(A), 0 < j <w* +w+2k =2, pj(A) — pj+1(A) < negl(A).

Proof. Fix any value j. Now it is sufficient to show that p;(A\) — p;+1(A) is bounded by a negligible function.
Suppose, on the contrary, there exists a PPT adversary A, polynomials n(-), p(-) and non-negligible functions
€(+),d(-) such that for all A € N satisfying e(A) > 1/q(X), pj(A) — pj+1(A) > §(N). Then we can construct an
algorithm B that can break key hiding property of the underlying mixed bit matching encryption scheme.
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The reduction algorithm B sends the challenge attribute pair (x§,x}) to the mixed bit matching encryp-
tion scheme challenger where xj; and xj are computed as follows:

ok+1 if j <w* -1,
Xp = OFJHw i—wiHl i 1< j<w 4+ k—1,,
1k+1 otherwise.
1k+1 if j <w*+k—1,
x] = ¢ Ok ! ifw+k—-1<j<w'4w+k-—2

Ok —it(w twtk=2)1j—(w twtk=2)+1  otherwise.

The mBME challenger samples mBME key pair (pk, msk), and sends pk to the reduction algorithm B which
it forwards to adversary A. The challenger also sends the challenge key sk* to B. Next, A makes key queries
to B which are answered as follows.

Case 1: j < w*+k—1. For each key query ¢ € [n], (1) if ¢ < j, then B makes secret key query for
vector 1¥*! to mBME challenger and forwards the challenger’s response sk; to A; (2) else if i = 541, then B
sends sk* to A; (3) else if j+1 < i < w*, then B makes secret key query for vector 0**! to mBME challenger
and forwards the challenger’s response sk; to A; (4) else if max(j + 2, w*) <4 < w* + k, then B makes secret
key query for vector 0F~itw" 1i=w"+1 {5 mBME challenger and forwards the challenger’s response sk; to A;
(5) otherwise B makes secret key query for vector 1¥*! to mBME challenger and forwards the challenger’s
response sk; to A.

Case 2: j > w*+k—1. For each key query i € [n], (1) if i < min(w, j —w* —k+2), then B makes secret
key query for vector 0¥*1 to mBME challenger and forwards the challenger’s response sk; to A; (2) else if
w < i< j—w*—k+2, then B makes secret key query for vector 0¥~ +w1i=w+1l 6 mBME challenger and
forwards the challenger’s response sk; to A; (3) else if i = j —w* — k+2, then B sends sk* to A; (4) otherwise
B makes secret key query for vector 1*T1 to mBME challenger and forwards the challenger’s response sk; to
A.

After all these queries, the adversary A sends a decoder box D and messages mg, my to B. The reduction
algorithm B sets v = (v; +vj4+1)/2, T = A-n/e and tests whether D is a v-Dist box for mg,m; using simple
counting based estimation. Concretely, it first sets count = 0. For £ = 1 to T, it chooses by + {0, 1}, computes
cty + mBME.Enc-PK(pk, myp,). Next, if D(cty) = by, it sets count = count + 1, else it sets count = count — 1.
Finally, after the T iterations, if count > - T, then B guesses 0 (i.e., sk* corresponds to x§), else it guesses
1 (i.e., sk® corresponds to x7).

First, note that B is an admissible adversary in the key hiding game since it does not make any secret-key
encryption queries. Now we analyse B’s advantage in breaking key hiding security. Let b and b’ denote the
challenger’s bit and B’s guess, respectively. First, we show that Pr[t’ = 0|b = 0] > p;(\) — negl(\).

Pr[t/ =0|b=0] = Pr[count >~ -T|b=0]
> Pr[A outputs 7;-Dist box D A count >~ -T'| b= 0]
> Pr[A outputs 7;-Dist box D | b = 0]
— Pr[A outputs 7;-Dist box D A count <~ -T | b= 0]
> p;j(A) = Pr[count <~ -T|b=0A A outputs 7;-Dist box D]
> pj(A) — 2790,

The last inequality follows by applying a Chernoff bound similar to that used in Lemma 5.3. Next, we show
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that Prt/ =0|b=1] < pjy1(N) + negl(X).

Pr[t/ =0|b=1] =Pr[count >~v-T|b=1]
< Pr[A does not output y;j41-Dist box D A count >~ -T | b= 1]
+ Pr[A outputs 7;41-Dist box D A count >~ - T | b =1]
< Prfcount >~ -T |b=1A A does not output 7,1-Dist box D] + p;j;1(X)

<279W 4 pin (V).

As before, the last inequality follows by applying a Chernoff bound. Thus, combining above bounds, we get
that

Pr[B wins] = Pr[t’ =0|b=0] — Pr[t = 0| b= 1]
> pj(A) = pj+1(A) — negl(A) > 6(A) — negl(N).

Since mBME satisfies key hiding, thus we get a contradiction. Hence, the claim follows. [ |

Claim 5.2. If mBME satisfies pk-sk ciphertext indistinguishability, then for any PPT adversary A, poly-
nomials n(-),p(-) and non-negligible function €(-), there exists a negligible function negl(-) such that for all

A € N satisfying €(A) > 1/p(N), pwr+w+2k—2(A) = purtw+2k-1(A) < negl(A).

Proof. Let j = w* + w + 2k — 2. Suppose, on the contrary, there exists a PPT adversary A, polynomials
n(-),p(-) and non-negligible functions €(-),d(-) such that for all A € N satistying e(A) > 1/q(N), p;(A) —
pi+1(A) > 6(X). Then we can construct an algorithm B that can break pk-sk ciphertext indistinguishability
property of the underlying mixed bit matching encryption scheme.

The mBME challenger samples mBME key pair (pk, msk), and sends pk to the reduction algorithm B
which it forwards to adversary A. Next, A makes key queries to B which are answered as in MakeBox 4 ,, (A, w).
That is, for each key query ¢ € [n], B makes secret key query for vector x; to mBME challenger and forwards
the challenger’s response sk; to A. (Here x; is as defined in the construction. Note that x; depends on the
index w.) After all these queries, the adversary A sends a decoder box D and messages mg, my to B.

B then chooses two bits «, 8 uniformly at random, i.e. «,8 + {0,1}. Next, B sends message m, as
its challenge message. It receives challenge ciphertext ct* from mBME challenger. B then also queries the
mBME challenger for a (secret-key) encryption of m,, for vector 11, Let ct; be the challenger’s response.
It also computes ciphertext cty as ctg <~ mBME.Enc-PK(pk, m ). Finally, B runs decoder box D on ctg and
ct* independently, and if D(ctg) = D(ct*), it outputs ¥’ = f3, else it outputs b’ =1 — 3 as its guess.

Now we analyse B’s advantage in breaking pk-sk ciphertext indistinguishability security. First, note that
B perfectly simulates hybrids 7 and j 4+ 1 for adversary A, and in both these hybrids, the challenger and
adversary are interacting as in MakeBox 4 ,, (A, w) experiment. Therefore, we can write that

p;j(A) = Pr-Good-Dec 4, ~, (A, w)
= Pr[D is ~;-Dist for mg,m1 : (D, mg,m1) < MakeBox 4 (A, w)]

pi+1(A) =Pr ~Good-Dec’ (A w)

A,n,vi1

=Pr|Dis 7j+1—Dist(0) for mg,m1 : (D, mg,m1) < MakeBox 4 (A, w)

Let pp = Pr[D(ct) = b : ct < mBME.Enc-PK(pk, m)], and p{0) = Pr[D(ct) = b : ct +— mBME.Enc-SK(msk, mj, 15+1))],
where the probability is taken over bit b, random coins of decoder D and randomness used during encryption.
Let Diff-Adv denote the event when the advantage of decoder D in distinguishing between public-key encryp-
tions of mg and my is €/(w* + w + 2k) more than its advantage in distinguishing secret-key encryptions (w.r.t

vector 1¥*1). Formally, Diff-Adv : pp fp%)) > €/(w* + w + 2k). Recall that we have p;(A) —pjt+1(X) > 6(A).
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Thus, we can write the following:

D is ’}/j—DiSt A

ifF- >
Pr[Diff-Adv] > Pr { D is not 7j+1—Dist(

0) (D,mo,ml) — MakEBOXA,n()\,U})

> Pr-Good-Dec 4 pn,~; (A, w) — P]r—Good—DecEfl)?nm_+1 (A w)
> pj(A) = pj+1(A) = 6(A)

The remaining analysis is similar to that provided for proving Lemma 5.4. Finally, we get that Pr[B wins] >

_ 2
5+ g . (m) . Thus, the claim follows. [ |
Claim 5.3. If mBME satisfies ciphertext hiding, then for any PPT adversary A, polynomials n(-), p(-) and
non-negligible function €(+), there exists a negligible function negl(:) such that for all A € N satisfying

€(A) > 1/p(A), puwrwr2k—1(A) = pwr w2k (A) < negl(A).

Proof. The proof of this lemma is similar to that of Claim 5.2. We briefly highlight the changes. First,
the reduction algorithm B sends challenge attribute pair as (y,,y;) = (1F+1, 1k+1=indgind) t5 the mixed bit
matching encryption scheme challenger at the start. Second, B queries the mBME challenger for a (secret-
key) encryption of m, for vector yz (where o, «- {0,1}), and sets the response as ciphertext ct. Note
that in previous proof, B generates two ciphertexts ctg (by running mBME.Enc-PK) and ct; (by querying
challenger), and later chooses one of them at random to perform the final check (D(ctg) = D(ct*)). Here it
will perform the check as D(ct) = D(ct*). Finally, since for all keys sk; (corresponding to vector x;) given
to the adversary, we have that f(x;,y,) = f(x;,y1) = 1 (where f denotes the ‘AND-of-ORs’). This can be
verified by just checking that f(x1,y,) = f(x1,y;) = 1 holds. Since x; = 0F+1=ind1ind "thyg the invariant
holds which itself implies that f(x;,y,) = f(x;,y;) = 1 for ¢ > 1. Thus, the reduction algorithm B will be
an admissible adversary in the ciphertext hiding game. Remaining proof is identical therefore we skip it.

Lemma 5.6. If mBME = (mBME.Setup, mBME.KeyGen, mBME.Enc-PK, mBME.Enc-SK, mBME.Dec) satis-
fies ciphertext hiding, then for any PPT adversary A, polynomials n(-), p(-) and non-negligible function €(-),
there exists a negligible function negl(-) such that for all A € N satisfying e(\) > 1/p()), every ind € [k],

Pr—Good-Deci’ji{e_g(nH)()\, n+ 2 —ind) < negl(A).

Proof. Fix any index ind. Suppose, on the contrary, there exists a PPT adversary A, polynomials n(-), p(+)
and non-negligible functions €(-), §(-) such that for all A € N satisfying e(\) > 1/q()), Pr—Good—Deci'Ci),e_E_(nH) (A, n+
2 —ind) > §(\). Then we can construct an algorithm B that can break ciphertext hiding property of the
underlying mixed bit matching encryption scheme.

The reduction algorithm B sends challenge attribute pair as y, = y; = 1¥17"d0ind to the mixed bit
matching encryption scheme challenger. The mBME challenger samples mBME key pair (pk, msk), and sends
pk to the reduction algorithm B which it forwards to adversary A. Next, A makes key queries to B which
are answered as in MakeBox 4 ,,(A,n+2 —ind). That is, for each key query i € [n], B makes secret key query
for vector x; to mBME challenger and forwards the challenger’s response sk; to A. (Here x; is as defined in
the construction. Note that x; depends on the index w = n+ 2 —ind.) After all these queries, the adversary
A sends a decoder box D and messages mg, my to B.

B then sends message (mg, m) as its challenge messages. It receives challenge ciphertext ct* from mBME
challenger. B then chooses a random bit 8 « {0,1}, and queries the mBME challenger for a (secret-key)
encryption of mg for vector y,. Let ct be the challenger’s response. Finally, B runs decoder box D on ct
and ct* independently, and if D(ct) = D(ct*), it outputs ¥’ = 3, else it outputs &’ = 1 — § as its guess.
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The probability analysis of B’s advantage is similar to that provided for Claim 5.2, however we need
to argue that B is an admissible adversary. For admissibility, we need to show that none of the keys sk;
queried by B can decrypt the challenge ct*. That is, for all 4, f(x;,y,) = 0. Now it is sufficient to show that
f(%n,¥) = 0. Note that y, = 1¥+1-ndgind " and x,, = Qk+2-ind1ind=1 " Therefore, we get that f(x,,y,) = 0.
Thus, B is an admissible adversary and the lemma follows.

From the above lemmas, it follows that Pr—Good—DecSE?()\, 2 —ind) — Pr—Good—DecSﬂ?(nH)(

ind) > Pr-G-D 4 ,,,¢(A) — negl(\). This brings us to the following observation.

An+2—

Observation 5.2. If mBME satisfies pk-sk ciphertext indistinguishability, key hiding and ciphertext hiding,
then for any PPT adversary A, non-negligible function €(-), polynomials n(-), p(-), there exists a negligible
function negl(-) such that for all A € N satisfying e(\) > 1/p(A\), and every ind € [k], there exists a

subset Ty € {2 —ind,...,n+ 1 —ind} such that for every w € Tnq, Pr—Good—Dech?(erind_l)()\,w) —
Pr—Good—DecSﬂ‘Q(erind)()\7 w+1) >0 and
> (Pr-Good-Dec™ ..y 1 (A w) = Pr-Good-Dec™ .y (A, w+1)) = Pr-G-Dun,c() — negl().

WETnd

The next lemma will prove that Pr-Good-Dect™™ (w + 1) and Pr-Good-Dect™*V (w) are approximately
equal for all w,ind.

Lemma 5.7. If mBME = (mBME.Setup, mBME.KeyGen, mBME.Enc-PK, mBME.Enc-SK, mBME.Dec) sat-
isfies key hiding and ciphertext hiding properties, then for any PPT adversary A, polynomials n(-),p(+)
and non-negligible function €(-), there exists a negligible function negl(-) such that for all A € N satisfying
e(A) > 1/p(N), every ind € [k] and w € {2 —ind,...,n+ 1 —ind},
nd)

Pr—Good—DecSﬂdfl) A w) < P]r—Good—Decgi ~

€ (w+ind)+€/2 —¢ (w+ind) ()\7 w+ 1) + negl()\)'

Proof. The proof of above theorem is independent of the choice of index ind and w. Thus, we treat ind and
w as a fixed value throughout the proof. _

Let v; = e—¢- (w+ind)+&/2—j-¢/(2k+4) for 0 < j < k+2. Also, let po(\) = Pr-Good-Dec ™+ (), w)
and pgr2(N) = Pr—Good—Decgzi)2 (A, w+1). In order to show that po(A) — prr2(N) is negligible in A, we will
define a sequence of hybrid experiments, and show that the difference in the consecutive probabilities is at

most negligible in A.

Hybrid Hyb,. This experiment corresponds to the MakeBox 4 ,, (A, w), where A finally outputs a decoder
box D and two messages mg, m; such that D can distinguish between index-(ind 4 1) encryptions of mg and
my with advantage at least 79. Now note that pg(\) denotes the probability that A4 outputs a decoder box
D that is 70—Dist(i”d+1) for mg, m1.

Hybrid Hyb; for 1 < j < ind. This experiment is identical to Hyb,, except the key queries for indices
< w + j are answered as per MakeBox 4 ,,(A,w + 1). Concretely, for each key query 7, the challenger sends
sk; to A where sk; is computed as follows:

1. if i < w, then sk; + mBME.KeyGen(msk, 0*+1),

2. if w <1 < w + j, then sk; < mBME.KeyGen(msk, QF—itwtlji—w),

3. ifw+j <i<w+k+ 1, then sk; <+ mBME.KeyGen(msk, 0F~itwi—w+l)
4. if i > w+ k + 1, then sk; + mBME.KeyGen(msk, 1¥+1).

Let p;(X) denote the probability that A outputs a decoder box D that is ’yj—Dist(i"dH) for mg, m1.
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Hybrid Hyb; 4, ;. This experiment is identical to Hyb;, 4, except now ping+1(A) denotes the probability that
A outputs a decoder box D that is "/;ndH—Dist(i"d) for mg, mj.

Hybrid Hyb, ; for ind+1 < j < k+1. This experiment is identical to Hyb;,4, except the key queries for
indices < w + j are answered as per MakeBox 4 ,, (A, w + 1). Concretely, for each key query i, the challenger
sends sk; to A where sk; is computed as follows:

1. if i < w + 1, then sk; + mBME.KeyGen(msk, 0¥*1),

2. if w41 <1i<w+ j, then sk; < mBME.KeyGen(msk, 0F~itw+lji—w)

3. ifw+j <i<w+k+ 1, then sk; < mBME.KeyGen(msk, 0F~itwi—w+l)
4. if i > w + k + 1, then sk; + mBME.KeyGen(msk, 1¥+1).

Let pj11(A) denote the probability that A outputs a decoder box D that is 7j+1-Dist(i"d) for mg, myi. Note
that Hyb, o corresponds to the MakeBox 4 (A, w + 1) experiment.

Claim 5.4. If mBME satisfies key hiding, then for any PPT adversary A, polynomials n(-), p(-) and non-
negligible function €(-), there exists a negligible function negl(-) such that for all A € N satisfying e(A) >

1/p(A), 0 < j <ind, p;(A) = pj+1(A) < negl(A).

Proof. Fix any value j. Now it is sufficient to show that p;(A\) — p;+1(A) is bounded by a negligible function.
Suppose, on the contrary, there exists a PPT adversary A, polynomials n(-), p(-) and non-negligible functions
€(+), () such that for all A € N satisfying e(A) > 1/q(X), pj(A) — pj+1(A) > §(N). Then we can construct an
algorithm B that can break key hiding property of the underlying mixed bit matching encryption scheme.

The reduction algorithm 3 sends the challenge attribute pair (x3, x3) = (0¥=9141 0*=3+117) to the mixed
bit matching encryption scheme challenger. The mBME challenger samples mBME key pair (pk, msk), and
sends pk to the reduction algorithm B which it forwards to adversary A. The challenger also sends the
challenge key sk™ to B. Next, A makes key queries to B which are answered as follows.

For each key query i € [n], (1) if i < w, then B makes secret key query for vector 0¥ to mBME
challenger and forwards the challenger’s response sk; to A4; (2) else if w < i < w + j, then B makes secret
key query for vector 0¥+ +11i=w {56 mBME challenger and forwards the challenger’s response sk; to A; (3)
else if 1 = w + j, then B sends sk* to A; (4) else if w+j < i < w+ k+ 1, then B makes secret key query for
vector 0F~i+w1i=w+l 6 mBME challenger and forwards the challenger’s response sk; to A; (5) otherwise B
makes secret key query for vector 171 to mBME challenger and forwards the challenger’s response sk; to A.

After all these queries, the adversary A sends a decoder box D and messages mg, my to B. The reduction
algorithm B sets v = (v; +vj4+1)/2, T = A-n/e and tests whether D is a 4-Dist box for mg, m; using simple
counting based estimation. Concretely, it first sets count = 0. For £ = 1 to T, it chooses by < {0,1} and
sends (my,, lk_i”dOi”dH) for secret key encryption to the mBME challenger, and receives ciphertext ct, as
response. Next, if D(cty) = by, it sets count = count + 1, else it sets count = count — 1. Finally, after
the T iterations, if count > « - T, then B guesses 0 (i.e., sk* corresponds to xg), else it guesses 1 (i.e., sk™
corresponds to x7).

The probability analysis of B’s advantage is similar to that provided for Claim 5.1, however we need to
argue that B is an admissible adversary. For admissibility, we need to show that the decryptability of the
secret-key ciphertexts cty by the challenge secret key sk* is independent of whether challenger used x§ or x7.
That is, for all i, f(xj, 1k=irdgind+1l) = f(x3, 1#-indgind+1) " Note that xj = 0F~917+1 and x} = 0F—I+117.
Since 0 < j < ind, we get that f(x;,1#="d0"d+1) = 0 for both b € {0,1}. Thus, B is an admissible adversary
and the claim follows. [ |

Claim 5.5. If mBME satisfies ciphertezt hiding, then for any PPT adversary A, polynomials n(-),p(-) and
non-negligible function €(-), there exists a negligible function negl(-) such that for all A € N satisfying

€(A) > 1/p(A), pind(A) — pind+1(A) < negl(A).
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Proof. The proof of this lemma is similar to the proof of Claim 5.3. We briefly highlight the changes. First,
the reduction algorithm B sends challenge attribute pair as (y,,y,) = (1¥T1=indgind 1k=indgind+1) £5 the mixed
bit matching encryption scheme challenger at the start. Second, B queries the mBME challenger for a (secret-
key) encryption of m,, for vector y; (where o, 8 <= {0,1}), and sets the response as ciphertext ct. Finally,
since for all keys sk; (corresponding to vector x;) given to the adversary, we have that f(x;,y,) = f(x:,¥1)
(where f denotes the ‘AND-of-ORs’). We claim that f(x;,y,) = f(x;,y;) = 0 for i < w+ind, and = 1
for ¢ > w4+ ind. This can be verified by just checking that f(Xy4ind—1,¥p) = 0 and f(Xuytind,yo) = 1 for
both b € {0,1}. Since Xy tind—1 = 0FF27Md1d=1 and x,1ing = 087414+ thus we satisfy the required
constraint. Thus, the reduction algorithm B will be an admissible adversary in the ciphertext hiding game.
Remaining proof is identical therefore we skip it. [ |

Claim 5.6. If mBME satisfies key hiding, then for any PPT adversary A, polynomials n(-), p(-) and non-
negligible function €(-), there exists a negligible function negl(-) such that for all A € N satisfying () >
1/p(A), ind +1<j<k+2, pj(A) — pjx1(A) < negl(N).

Proof. The proof of this lemma is similar to the proof of Claim 5.4. [ ]

Lemma 5.8. For any PPT adversary A, polynomial n(-) and non-negligible function €(-), all A € N, every
ind € [k] and w € {2 —ind,...,n+1—ind},

Pr—Gap-g;;)(A, w) > Pr—Good—DeciT(—jg?(w+ind_1)(/\, w) — Pr—Good—DeciT?Ei})Jrinng/Q()x, w).

ind)

Proof. Fix any index ind and w. Recall that Pr—Gap( is defined as below

] . - . (ind)
(ind) . D is 6-Dist A
Pr-Gap (A, w) = Pr D is not (§ — ¢/2)-Distind+1)

An,E/2 36€[0,1/2] s.t.

2 (Dymo,mq) MakeBoxAm()\,w)] .
Now we can also write that

Pr-Gap ind) (M w) > max

( D is §-Dist"®) A
An,E/2 = Pr
o 6€(0,1/2]

D is not (6 — ¢/2)-Dist™4+1) 2 (Dymo, ) + l\/IakeBoxA’n()\,w)] :

We also know that for any ¢ € [0,1/2],

D is 6-Dist"® A

P .
"| Dis not (6 — ¢/2)-Dist(md+D

2 (D,mo,mq) MakeBoxAyn(/\,w)]

>Pr [D is 6-Dist™ . (D, mg, mq) MakeBoxAn()\,w)}
—Pr [D is (6 — €/2)-Dist™*) . (D, mg,m1) < MakeBox.n (A, w)}
(ind)

> Pr-Good-Decy " (X, i) — Pr—Good-Dec((STszl)()\7 i).

Finally substituting 6 = ¢ —€¢- (w + ind — 1), we get
Pr—Gapiﬁi{g/Q(A, w) > Pr—Good—Dech?(erind_l)()\, w) — Pr—Good—Deciif%z})Hnng/Q()\, w).

This concludes the proof. [ |
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5.2.5 Proof of Theorem 5.4

We need to show that for any PPT adversary .4, polynomials n(-),p(:), non-negligible function ¢(-), there
exists a negligible functions negl, (-), negly(-) such that for all A € N satisfying e(A) > 1/p()), and every
index ind € [k],

(Zw Pr—GapEinL)g(/\, w))
n(A) +k—-1

Pr-SubTry® () >

—negly (A\), and

Pr-Cor-Tr g5 e(A) > 1 — H (1 - Pr—SubTrE"{:i{E()\)) — negl,(A).
inde[k]

The first inequality follows directly by applying a Chernoff bound. Note that whenever there is a gap in
distinguishing advantage (between index ind and ind + 1 ciphertexts) for any position w, then with at most
negligible probability the Subtrace algorithm outputs 1. This follows by applying a Chernoff bound similar
to that used in Lemma 5.3.

For second statement, first recall the event Tr which is similar to Cor-Tr, except that the output of the
trace should be in {1,2,...,n} (in particular, it is not required that the output be in the set S of keys
queried). Now we can write the following

Pr[Cor-Tr] = Pr[Tr] — Pr[Fal-Tr]
> Pr[Tr] — negl(\) (using Theorem 5.2)
>1—Pr[ Tr] —negl(\)

(ind)

Also, by using independence of SubTr events, we get that

Pr [ﬁ] = H (1 — Pr[SubTr(i"d)]) )
inde[k]

This gives us the following

Pr(Cor-Tr) > 1 - [] (1 - Pr[subTr<i"d>]) — negl(\).
inde[k]

This concludes the proof.

6 Construction: Mixed Bit Matching Encryption Scheme

Let Grp-Gen be an algorithm that takes as input security parameter 1* and outputs params = (p, G, Go, Gr, e(-,-), 91, g2)
where p is a A bit prime, G, Gy, G are groups of order p, e : G; X Go — G is an efficiently computable
non-degenerate bilinear map and g1, g2 are generators of Gy, G respectively.

(pk, msk) <— mBME.Setup(1*, 1¢): The setup algorithm first chooses params = (p, Gy, Go, Gr,e(-,-), g1, g2) <
Grp-Gen(1*). It chooses a < Z,, a; < Zp,b; < Zp,c; < Z, for each i € [f]. The public key
consists of params, e(g1,92)% [lieiq gt and {91"}ic(g> while the master secret key consists of
(params, o, {ai, bi, ¢i};ey)-

sk < mBME.KeyGen(x, msk): Let msk = (params, a, {a;, b;,¢;};c,). The key generation algorithm first
chooses t < Z, and u; < Z,, for each i € [{]. It computes Ky = g5 - (Hie[é} g;t“) . (Hi:xi:O 2

Next, it sets K; = g, and for each i € [(], Ko,; = g "% if 2; = 1, else Ka; = g5 """, The key is

(Ko, Ky, {Kzﬁi}z’em)'
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ct + mBME.Enc-SK(m, y, msk): Let msk = (params, a, {a;, b;, ¢;},c,). The secret key encryption algorithm
first chooses s <— Z,, and for each ¢ € [¢] such that y; = 0, it chooses r; +— Z,. It sets C' = m-e(g1, g2)**,

Co=ygi, C1 = (Hi:yizl gi'(ai'b#ci)) : (Hi:yi:o gf'cﬁai'bi'”)- For each i € [{], it sets Ca,; = g1 if
yi =1, else Co; = g% if y; = 0. The ciphertext is (0, Co, C1, {cz,i}iem).

ct <— mBME.Enc-PK(m, pk): Let pk = (params, e(g1,92)%, [ ],/ gaibiten {g?"}ie[l]). The public key encryp-
tion algorithm is identical to the secret key encryption algorithm. It first chooses s < Z,. It sets

C =m-e(g1,92)°, Co = g5, C1 = (Hieé gi”"b””)‘. For each i € [{], it sets Ca; = (97%)°. The
ciphertext is (C, Co, Cq, {Cz’i}ie[é]) .

2 + mBME.Dec(ct,sk): Let ct = (C, Co, Cy, {Cg,i}iem) and sk = <K0,K1, {Kg’i}iem). The decryption
algorithm outputs

C
e(Co, Ko) - e(C1, K1) - Tl €(Cosis Kai)

6.1 Correctness

Fix any security parameter A\, message m, vectors x,y such that f(x,y) = 1 and public key pk = (params,
e(91,92)% ey gaibite {91 }icpg )- Let (s, {ri}i:y,—0) be the randomness used during encryption, (t, {u; }i:z,~0)
the randomness used during key generation, ciphertext ct = (C, Cy, C1, {C’Q,i}iem) and key sk = (Ko, K1, {KQ’i}iG[f])'
To show that decryption works correctly, it suffices to show that e(Cy, Ko)-e(C1, K1)- (Hie[é] e(Ca, Kgﬂ;)) =
e(g1,92)*°.

e(Co, Ko) - e(C1, K1) - | ] e(Cais K2.i)
i€[{]

)a-sf(zi s-t»ci)f(zi:xizo s-ui»ai)> . (6( )(Zl S't'Ci)‘i‘(Zi:yi:l S.t'ai'bi)+(zi:yi:0 t'ai'bi'ri))

= (e(gl,gz 91,92
) (6(91 5 92)7(27":7/1':1 t's'ai'bi)i(zﬂyizo t'ai‘bi'ri)+(z’”mi:0 ai.S.Ui))

In the second step, we use the fact that since f(x,y) = 1, whenever z; = 0, y; = 1 (if this was not the case,
then we would have, for all ¢ such that z; = y; = 0, e(g1,92)"" %" terms in the product). Simplifying the
expression, we get the desired product e(gy, g2)*®.

6.2 Security

Theorem 6.1. Assuming Assumption 1 and Assumption 2, the mixed mBME scheme described above sat-
isfies key hiding (Definition 4.3), ciphertext hiding (Definition 4.2), and pk-sk ciphertext indistinguishability
(Definition 4.1) security properties.

To prove security, we need to show that the scheme satisfies Definition 4.1, Definition 4.2 and Defini-
tion 4.3. First, it is easy to check that the scheme satisfies Definition 4.1. This is because the distribution
of an encryption of m using public key pk is identical to the distribution of an encryption of m for attribute
1¢, computed using master secret key.

6.2.1 Ciphertext Hiding Security

Lemma 6.1. Assuming Assumption 1 and Assumption 2, the mixed mBME scheme described above satisfies
the ciphertext hiding security property (defined in Definition 4.2).
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As shown in Section 4.2, it suffices to show that the scheme satisfies Definition 4.4 and Definition 4.5.
We will prove each of these properties separately.

Claim 6.1. Assuming Assumption 1, the mixed mBME scheme described above satisfies Definition 4.4.

Proof. Suppose, on the contrary, there exists a PPT adversary A that breaks the simplified ciphertext hiding
property of our scheme with non-negligible advantage €(-). We will build a PPT reduction algorithm B that
breaks Assumption 1 with advantage €(-).

The reduction algorithm first receives the challenge (G1, Gz, Gr, 91, 92, 97, 97,9%", 95,95, T) from the chal-
lenger, where T = g7'¥"* or g7"¥"**". Next, it receives the challenge vectors y,y’ from the adversary A. Let
J be the (unique) index such that y; # yj, ones the set of indices such that y; = y; = 1, and zeroes the set
such that y; = y, = 0.

The reduction algorithm must first generate the public key. Next it receives either ciphertext queries or
key queries and a message m from the adversary. Then it generates the challenge ciphertext. Finally, it

receives more ciphertext and key queries and the adversary’s guess, which it uses to break Assumption 2.

Public key The reduction algorithm implicitly sets a; = y - z and chooses b;, ¢; < Z, along with o < Z,,.
Next, for each i € ones, it chooses a;, b;, ¢; < Z,. For each i € zeroes, it chooses a}, b;, ¢; + Z,, and implicitly
sets a; = y + a;. It computes the public key components as follows.

Pt i
(pkl,i’ ka,i) — g<11i-b1'+0i,g<11i

) if ¢ € ones,
(9714)171' 'gT'i'bi+ci,g7f g?l) if 1 € zeroes.

All the above terms can be computed using only g1, ¢/ and g{*. The public key is set to be pk =
e(91,92)% [Ticpe Pk1 i {pk2,i}iem‘

Next, the adversary is allowed to query for polynomially many key/ciphertext queries, with the restriction
that for every secret key query x, f(x,y) = f(x,y’), which are handled as follows.

Pre-challenge ciphertext queries For the ciphertext query (m,w), the reduction algorithm chooses
q < Z, and v; < Z,, for each i € [{]. It then sets C' = m - e(g1,92)*?, Co = g{. Next, for the term C1, note
i and g% for all i € [¢] using g1,9Y,¢Y"*. As a result, for each
i € [£], the reduction algorithm can compute both gf(ai'b'ﬁc?‘) and g5¢Te b and hence, it can compute
C;. Finally, it can compute Cs; since it can compute g7’ for all i € [¢] (using g1, g7 and g7 *). Therefore,

the ciphertext queries can be simulated perfectly.

that the reduction algorithm can compute gj*

Pre-challenge secret key queries Let x be the vector queried by the adversary. Here, we have
two cases, depending on whether z; = 0 or x; = 1. In the first case, if ; = 1, then the reduc-
tion algorithm chooses t < Z,, and for all ¢ such that z; = 0, it chooses u; < Z,. It sets K1 = g,

KO - (HZG[L’} g;t.a) ’ ((Hi:er':O,iEones g;ui‘ai) ' (Hi:xi=0,i€zeroes (gg)im .g;ur%)>' Finally, for each 4 € [6]7
both g5 b and 9y thitui can be generated using go. Therefore, in this case, the key query can be handled
using g2, g5 -

In the second case, since z; = 0, there exists an index j* € [{] such that y;« = y}. = z;+ = 0. In this
case, the reduction algorithm chooses ¢ <— Z,,, and chooses u; < Z, for all ¢ such that ¢ # j* and z; = 0. It
chooses u/;. and sets uj« = —z-u; + u; As in the first case, the reduction algorithm can compute K; = gb.

J
It can also compute g, " for all i € [¢], and for all i such that 2; = 0 and i ¢ {j*,j}, it can compute g5 “"*

—U QG — Uk A x

using go and g3. Therefore, to compute Ky, it suffices to compute g, . Plugging in the values of

uj+,aj-,u; and aj, it follows that g, 7~ """ = (g§)“9*'“f (gd)T" . g, 7" which can be computed
using g2, 95, ¢5. Finally, the reduction algorithm needs to compute K ; for each i € [¢]. For all i € [¢], the
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reduction algorithm can compute g5 &b and g5* using g2 and ¢g5. Therefore, the entire secret key can be
computed using g2, 99, g5.

After all pre-challenge key/ciphertext queries, the adversary sends a message m, which the reduction uses
to compute the challenge ciphertext.

Challenge ciphertext The reduction algorithm computes the challenge ciphertext ct*, which corresponds
to an encryption of message m for attribute y or y’. It implicitly sets s = z. For each ¢ # j, it chooses r; <

Zyp, and it implicitly sets r; = r/(y-2z) +z. It sets C* = m-e(g7,92)*, C5 = g7, Cf = (Hieones (gf)a"bﬁci) .
(HiEZeroes (gh) - ()" (91)%'1)”7”) - (T - (g7)“). Next, it sets the C5; components as follows.

(g¥)*" if i € ones,
C3i=1q(g!)" - gy if i € zeroes,
Tifi=j

It sends ct* = (C’*,CS,C’T, {C;i}ie[é]> to A.

Next, the adversary is allowed to query for polynomially many more key/ciphertext queries, which are
computed the same way as the pre-challenge queries. After all post-challenge key/ciphertext queries, the
adversary sends its guess b’, and the reduction algorithm forwards this guess to the challenger.

Analysis : Depending on whether T = g5¥* or T = ¢5¥*"", the reduction algorithm either outputs
an encryption of m for y or y’. Also, note that the ciphertext and key queries are distributed as in the
security game. In particular, all the exponents {a;, b;, ¢; }, the randomness chosen for key/ciphertext queries
are uniformly random elements in Z,. Therefore, if A wins with advantage €, then B breaks Assumption 1
with advantage e.

|

Claim 6.2. Assuming Assumption 2, the mixed mBME scheme described above satisfies Definition 4.5.

Proof. Suppose, on the contrary, there exists a PPT adversary A that breaks the message-only ciphertext
hiding property of our scheme with non-negligible advantage €(-). We will build a PPT reduction algorithm
B that breaks Assumption 1 with advantage 6(2—)

The reduction algorithm first receives the challenge (G1, G2, Gr, g1, 92,97, 97, 95,95, T) from the chal-
lenger, where T = ¢7"¥"* or g7¥**". Next, it receives the challenge vector y from the adversary A. Let ones
the set of indices such that y; = 1 and zeroes the set such that y; = 0.

The reduction algorithm must first generate the public key. Next it receives either ciphertext queries
or key queries and then challenge message mg, m; from the adversary. Then it generates the challenge
ciphertext. Finally, it receives more ciphertext and key queries and the adversary’s guess, which it uses to

break Assumption 2.

Public key For each i € [{], the reduction algorithm picks b;,¢; < Z,. Next, for each i € ones, the
reduction algorithm chooses a; < Z,, and for each i € zeroes, it choodes a) < Z, and implicitly sets
a; =y + a}. It also implicitly sets a = yz. It computes the public key components as follows.

gf"'bﬁc",gi”) if i € ones,

pkyisPky ;) = ; ! bitc; ’
(Pkyi: pai) (glll)bl gl b1+cl7glll 9‘1‘) if 1 € zeroes.

All the above terms can be computed using only g; and g7.

The public key is set to be pk = e(g7, g7), [Ticig Pky i {pk27i}i€m.

Next, the adversary is allowed to query for polynomially many key/ciphertext queries, with the restriction
that for every secret key query x, f(x,y) = 0, which are handled as follows.
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Pre-challenge ciphertext queries For the ciphertext query (m,w), the reduction algorithm chooses
q < Zp and v; < Z,, for each i € [{]. It then sets C = m - e(g{,g5)?, Co = g{. Next, for the term Cj, note
that the reduction algorithm can compute g% and g% for all i € [(] using g, and g¥. As a result, for each
i € [£], the reduction algorithm can compute both g‘lz'(a""b“Lc"’) and g‘lz'ciJra""b"'”, and hence, it can compute
C;. Finally, it can compute Cs; since it can compute g{* for all ¢ € [{] (using g1 and g{). Therefore, the

ciphertext queries can be simulated perfectly.

Pre-challenge secret key queries Let x be the vector queried by the adversary. By the definition of
the security game, f(x,y) = 0 so there exists an index j* € [{] such that y;«+ = x;« = 0. The reduction
algorithm chooses t <— Z,, and chooses u; <— Z,, for all ¢ such that i # j* and z; = 0. It chooses u;* and sets

Ujx = 2 —|—u3»*. As in the first case, the reduction algorithm can compute K; = g&. It can also compute g;t'c"

—uia;

for all ¢ € [¢], and for all ¢ such that z; = 0 and 4 # j*, it can compute g, using g2 and gj. Therefore,
a

to compute Ky, it suffices to compute gy 7 “". Plugging in the values of o, u;- and a;-, it follows that

gy YT = (gg)‘”3'* . (932/)—“./1* g , which can be computed using g2, g5, g5. Finally, the reduction
algorithm needs to compute Ko ; for each i € [¢]. For all i € [¢], the reduction algorithm can compute g, =
and g5 using go and g3. Therefore, the entire secret key can be computed using gs, g5, g5.

After all pre-challenge key/ciphertext queries, the adversary sends the challenge messages mg, m1, which
the reduction uses to compute the challenge ciphertext.

’ ’
uj* (Lj*

Challenge ciphertext The reduction algorithm picks a random b < {0,1} and computes the challenge
ciphertext ct*, which corresponds to an encryption of message my for attribute y or an encryption of a
random element. The reduction algorithm implicitly sets s = z. For each ¢ € zeroes, it chooses r; < Zj,. It

ibitc; i bi-r; Lbir
sets C* = my, - e(T', ga), Co =91, Cf = (Hieones (giv)a ‘ ) ’ (Hiezeroes (gf)c ’ (g'gl;) o (gl)a " ) Next,
it sets the C3; components as follows.

o (g¥)* if i € ones,
! N gl if i € zeroes
It sends ct* = (C*, Cx, C, {c;i}iem) to A.

Next, the adversary is allowed to query for polynomially many more key/ciphertext queries, which are
computed the same way as the pre-challenge queries. After all post-challenge key/ciphertext queries, the
adversary sends its guess b’. If ¥’ = b, the reduction algorithm guesses 1, otherwise guesses 0.

Analysis : Depending on whether T = ¢5¥* or T = ¢5¥**" the reduction algorithm either plays the
honest security game with an encryption of m; under vector y or sends an encryption of a random message.
Also, note that the ciphertext and key queries are distributed as in the security game. In particular, all the
exponents {a;, b;, ¢;}, the randomness chosen for key/ciphertext queries are uniformly random elements in
Zy. Therefore, if A wins with advantage €, then B breaks Assumption 1 with advantage §.

[

6.2.2 Key-Hiding Security

Lemma 6.2. Assuming Assumption 2, the mixed mBME scheme described above satisfies the key hiding
security property (defined in Definition 4.3).

In order to prove this lemma, it suffices to show that the scheme satisfies Definition 4.6 (using Theo-
rem 4.2).
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Proof. Suppose, on the contrary, there exists a PPT adversary A that breaks the simplified key hiding
property of our scheme with non-negligible advantage €(-). We will build a PPT reduction algorithm B that
breaks Assumption 2 with advantage €(-).

The reduction algorithm first receives the challenge (G1, G2, Gr, g1, 92,97, 97,9%,95,T) from the chal-
lenger, where T = g3'¥"* or g5 ¥**". Next, it receives the challenge vectors x, x” from the adversary A. Let
j be the (unique) index such that x; # x} ones the set of indices such that z; = z} = 1, and zeroes the set

such that z; = 2} = 0.

Public key The reduction algorithm implicitly sets b; = y-z, ¢; = —a;-y-z+c}. For all i € ones, it chooses
ai, bi, ci + Zy,. For all i € zeroes, it chooses a;, b}, ¢, and impicitly sets b; = a;-y+b; and ¢; = —a;-a;-y+c,.”
In particular, it sets
C_'j a; cp - .
910 ifi =7,
(pkl,ia Pk2,z’) =9 (91", 97") if i € ones,

biAel
(g‘fl ‘+C1) if i € zeroes.

All the above terms can be computed using only g;. The public key is set to be pk = {pklvi}ie[e] , {ka»i}iE[Z]'

Challenge secret key Next, it sends the challenge secret key (which is a secret key corresponding to
either x or x’). It sets K{ = g3. It then chooses a < Z,, implicitly sets u; = —r and u; = a; - - y + u]

reduction algorithm then sets Ks ; as follows:

(gf)fbi if ¢ € ones,
K, = (95)4}; : (gz)ué if i € zeroes,
T lifi=j

Finally, it sends sk™ = <K6‘, KT, {ngi}ie[é]) to the adversary.
Next, the adversary is allowed to query for secret keys or ciphertexts, with the restriction that for every
ciphertext query (m,y), f(x,y) = f(x/,y). First, let us consider the secret key queries.

Secret key queries Let w denote the secret key query. The reduction algorithm chooses g < Z,, and v; +
Zp for all 'L S.t. 'UJZ‘ = O It SetS Kl - gg? KO = gél ((HieOnes gQ_qC7) ! (Hiezeroes (gg)iq.ai.aj : gQ_qCL) : (gQI.y)q.aj : gQ_q@j) !

(Hi:wi:() g;”i"“). Finally, it can compute K> ; since it can compute ggi for all 7 € [{] (using g2, g5 and g3 %),

and the reduction algorithm knows ¢, {v; } Therefore, the key queries can be simulated perfectly. The
8

2w, =0"
reduction algorithm can compute K5 ; as follows.

(g2) 7% if i € ones,w; = 1,
(gg)_q'b””i if 4 € ones, w; =0,
Ky — (gg):q:‘l]: . (92):‘1'}; 1fz € zeroes, w; = 1,
’ (g9)7 7% . (go) """ FY if i € zeroes, w; = 0,
(gg‘z)iq ifi =j5w; =1,
(gg'z)iq (g2)"" if i = j,w; = 0.

It sends sk = (Ko,Kl, {Kgﬂ'}ie[é]) to the adversary.

7Can probably remove a; from b;,c; and u;.
8Remove this part if the previous two lines are sufficiently clear.
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Ciphertext queries For ciphertext queries, we have two cases. Let y denote the ciphertext query at-
tribute. In the first case, we have y; = 1. In this case, the reduction algorithm chooses s < Z, and

r; « Z, for each i such that y; = 1. It sets C = m - e(g1,92)*%, Co = g5, C1 = (Hi:yizlgf'ci> -

s-cita;-bir; Yy\—S-aj-ai+a;-a;-r; s-ch+blr; . o
((Hi:yizo,ieones 92 e 1) ’ (Hi:y,i:O,iezeroes (gl) P ‘ : Herea note that since Yi =

‘cj+aj;-bjr; Jer

1, the term C; does not contain gf
on whether y; = 1 or y; = 0. It sends (C, Cy, C, {02>i}ie[€]) as the ciphertext, and the reduction algorithm

thus handles the first case.

In the second case, we have y; = 0. Since f(x,y) = f(x',y), this implies there exists an index j*
such that z;. = 2. = y;« = 0 (this implies j* € zeroes). The reduction algorithm chooses s «+ Z,
and r; < Zp for all ¢ # j*. For ¢ = j*, the reduction algorithm chooses 7’3-* and implicitly sets ;- =

z+ (s —rj)/a; +ri.. Tt then sets C' = m - e(g1,g2)**, Cp = g7. Next, note that to compute C1, it suffices

s-cjtaj-bjr; S-Cix+ax-bix-rix
to compute g; JTa; 05T g J 305 T

in the product. Finally, it sets Co; = g7 “* or g;*'** depending

. This is because the remaining terms in the product C; can be

computed as in the first case. Since s is chosen by B, it can compute gf'(ciJrai'bi) for each i € [¢]. Similarly,
for i # 7, 4*, it can compute g5 using g, and ¢¥. By setting 7« as described above (and substituting

the implicit values of a;, bj, ¢, a;-,bj«, ¢+ ), we get that

f'c] +aj-bjr; ) gf-cjx Fajxbjxryx _ 19'03--‘!-8‘0;‘* +a;* 'b;* ‘T;x ) ( y)—s‘ajuj* +aj-a;x ‘T;* . (gf)b;* -(s—rj)
which can be computed using g1, g7, g5. Finally, the reduction algorithm needs to compute Cs ;. For i # j*,
it sets Ca; = g"* or g7*""*, depending on whether y; = 0 or 1. For i = j*, it sets Cy; = g7* """ (gf)a"*'(r”*)'
This concludes the second case of ciphertext hiding.

Finally, after all key/ciphertext queries, the adversary sends its guess b, and the reduction algorithm
forwards this guess to the challenger. °
Analysis : Depending on whether T = ¢3¥* or T = g5¥**", the reduction algorithm either outputs a
key for x or x’. Also, note that the ciphertext and key queries are distributed as in the security game.
In particular, all the exponents {a;, b;, ¢; }, the randomness chosen for key/ciphertext queries are uniformly
random elements in Z,. Therefore, if A wins with advantage €, then B breaks Assumption 2 with advantage

€. |

7 Performance Evaluation

We provide the performance evaluation of our risky traitor tracing scheme obtained by combining the mixed
bit matching encryption scheme and the transformation to risky TT provided in Sections 6 and 5, respectively.
Our performance evaluation is based on concrete measurements made using the RELIC library [rel] written
in the C language.

We use the BN254 curve for pairings. It provides 126-bit security level [BGDM™10]. All running times
below were measured on a server with 2.93 GHz Intel Xeon CPU and 40GB RAM. Averaged over 10000
iterations, the time taken to perform an exponentiation in the groups G1, Gy and G is approximately 0.28
ms, 1.60 ms and 0.90 ms, respectively. The time for perform a pairing operation is around 2.22 ms. The size
of elements in group G is 96 bytes.

Based on the above measurements, for risky traitor tracing with parameter k& we get the ciphertext size
as (96 - k + 288) bytes, encryption time (0.28 - k + 1.74) ms, and decryption time (2.226 - k + 6.66) ms.'® We
point out in the above evaluations we consider the KEM version of our risky traitor tracing in which the

9Slight inaccuracy here. We are not using the absolute value definition for the assumption/security games. So the reduction
algorithm should guess either b or 1 — b, depending on whether z; = 0 or 1.

10Tn these estimations, we ignore the time to evaluate the hash function on the element in the target group G since it has
an insiginicant effect on the running time.
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message is encrypted using a symmetric key encryption with the hash of the first component of ciphertext
e(g1,92)** is used as the secret key. That is, the hashed value could be used as an AES key to perform
message encryptions. For the basic setting of risky traitor tracing, i.e. k = 1, we get the ciphertext size,
encryption time, and decryption time to be around 384 bytes, 2.16 ms, 8.89 ms (respectively).

8 Hardness of Differentially Private Sanitization

In this section, we show that the Dwork et al. [DNRT09] result works even if the traitor tracing scheme
is f-risky secure. This, together with our construction in Section C.1, results in a hardness result with
query set size 2°(*) and based on assumptions over composite order bilinear groups. First, we introduce
some differential privacy related preliminaries following the notations from [KMUZ16]. Next, we describe
our hardness result.

8.1 Definitions

Differentially Private Algorithms. A database D € X" is a collection of n rows 1, ..., x,, where each
row is an element of the date universe X'. We say that two databases D, D’ € X'* are adjacent, denoted
by D ~ D', if D' can be obtained from D by the addition, removal, or substitution of a single row (i.e.,
they differ only on a single row). Also, for any database D € X™ and index i € {1,2,...,n}, we use D_;
to denote a database where the i** element/row in D is set removed. At a very high level, an algorithm is
said to be differentially private if its behavior on all adjacent databases is similar. The formal definition is
provided below.

Definition 8.1 (Differential Privacy [DMNS06]). Let A : X™ — S,, be a randomized algorithm that takes
a database as input and outputs a summary. A is (e, d)-differentially private if for every pair of adjacent
databases D, D' € X™ and every subset T C S,,,

Pr[A(D) € T] < e Pr[A(D’) € T] + 4.

Here parameters € and ¢ could be functions in n, the size of the database.

Accuracy of Sanitizers. Note that any algorithm A that always outputs a fixed symbol, say L, already
satisfies Definition 8.1. Clearly such a summary will never be useful as the summary does not contain any
information about the underlying database. Thus, we also need to specify what it means for the sanitizer
to be useful. As described before, in this work we study the notion of differentially private sanitizers that
give accurate answers to statistical queries.'’ A statistical query on data universe X is defined by a binary
predicate ¢ : X — {0,1}. Let @ = {q : X — [0,1]} be a set of statistical queries on the data universe X.

Given any n € N, database D € X™ and query q € Q, let ¢(D) = M.

Before we define accuracy, we would like to point out that the algorithm A might represent the summary
s of a database D is any arbitrary form. Thus, to extract the answer to each query ¢ from summary s, we
require that there exists an evaluator Eval : S x Q@ — [0, 1] that takes the summary and a query, and outputs
an approximate answer to that query. As in prior works, we will abuse notation and simply write ¢(s) to
denote Eval(s, q), i.e. the algorithm’s answer to query ¢. At a high level, an algorithm is said to be accurate
if it answers every query to within some bounded error. The formal definition follows.

Definition 8.2 (Accuracy). For a set Q of statistical queries on X, a database D € X" and a summary
s € §, we say that s is a-accurate for Q on D if

Vg € Q,1q(D) — q(s)| < a.

HStatistical queries are also referred as counting queries, predicate queries, or linear queries in the literature.
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A randomized algorithm A : X™ — § is said to be an («, 3)-accurate sanitizer if for every database D € X,

Pr [A(D) is a-accurate for Q on D] > 1 — 3.

A’s coins

The parameters « and 8 could be functions in n, the size of the database.

Efficiency of Sanitizers. In this work, we are interested in asymptotic efficiency, thus we introduce a
computation parameter A € N. The data universe and query space, both will be parameterized by A; that is,
for every A € N, we have a data universe Xy and a query space Q. The size of databases will be bounded
by n = n(\), where n(-) is a polynomial. Now the algorithm A takes as input a database XY and output a
summary in Sy, where {Sx},y is a sequence of output ranges. And, there is an associated evaluator Eval
that takes a query ¢ € 9y and a summary S € Sy and outputs a real-valued answer. The definitions of
differential privacy and accuracy readily extend to such sequences.

Definition 8.3 (Efficiency). A sanitizer A is efficient if, on input a database D € X{, A runs in time
poly(A, log(|Xx|),log(|@x])), as well as on input a summary s € Sy and query ¢ € Q,, the associated
evaluator Eval runs in time poly(A,log(|Xx|),log(|@x])).

8.2 Hardness of Efficient Differentially Private Sanitization from Risky Traitor
Tracing

In this section, we prove hardness of efficient differentially private sanitization from risky traitor tracing
schemes. The proof is an adaptation of the proofs in [DNR'09, Ull13, KMUZ16] to this restricted notion.
At a high level, the idea is to set the data universe to the secret key space and each query will be asso-
ciated with a ciphertext such that answer to a query on any secret key will correspond to the output of
decryption of associated ciphertext using the secret key. Now to show hardness of sanitization we will prove
by contradiction. The main idea is that if there exists an efficient (accurate) sanitizer, then that could be
successfully used as a pirate box in the traitor tracing scheme. Next, assuming that the sanitizer satisfies
differential privacy, we can argue that the sanitizer could still be a useful pirate box even if one of keys in
the database is deleted, however the tracing algorithm will still output the missing key as a traitor with
non-negligible probability, thereby contradicting the property that the tracing algorithm incorrectly traces
with only negligible probability.

Below we state the formal theorem and give a proof. Later we also show to get a stronger hardness result
if the underlying risky traitor tracing schemes also satisfies “singular trace” property (Definition 3.5).

8.2.1 Hardness from Risky Traitor Tracing

Theorem 8.1. If there exists a f-risky secure private-key no-query traitor tracing scheme 7 = (Setup, Enc, Dec, Trace)
(Definition 3.7), then there exists a data universe and query family {Xy, @)} such that there does not any
sanitizer A : AT — S, that is simultaneously — (1) (e, d)-differentially private, (2) («, §)-accurate for

query space @y on X7, and (3) computationally efficient — for any e = O(log ), a0 < 1/2,5 = o(1) and
5<f-(1—B)/4n.

Proof. Let T = (Setup, Enc, Dec, Trace) be a traitor tracing scheme with key space {Ky}., message space
{0,1} and ciphertext space {Cx}x. For any A € N, the data universe is set to be X\ = K,, and the
distribution on databases is defined as X = {D : (msk, (ski,...,sky)) < Setup(1*,1"), D = (ski, ..., sky)}.
In the sequel, to sample the database, we will simply write (msk, D) ¢+ Setup(1*,1"). Each query in the
query space is associated with a ciphertext ct, and the output of any query g corresponds to the decryption
of associated ciphertext using the input secret key. Formally, Q) = {Dec(-,ct) :ct € Cy}, i.e. for every
det € O, qei(sk) = Dec(sk, ct).

Let A be a computationally efficient algorithm such that it is (e, d)-differentially private and («, §)-
accurate for query space Q) on A7. From («, 3)-accuracy of A we can write that for every (msk, D) <«
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Setup(1*,1™) and every ciphertext ct € Cy, the following holds

P (D)) ~ ga(D)| < ] 21— 5. 1)

Now from the correctness property of traitor tracing scheme, we know that for every ciphertext ct <

Enc(msk, b), gee(D) = b. This is because get(D) = (D gep dee(sk)) /n and for every sk, Dec(sk, ct) = b. Also,

since @ < 1/2 we can conclude that for every (msk, D) < Setup(1*,1") and every ciphertext ct +— Enc(msk, b),
the following holds

Pr [[Eval(A(D),qe)] = 8] > 1~ . (2)

A’s coins

Consider an adversary B that plays the f-risky ind-secure tracing game with scheme 7. Adversary B runs
as follows. During key query phase, B queries the tracing scheme challenger for all n secret keys sky, . .., sk;,.
Next, it runs the sanitizer A on all n keys with uniformly random coins. In other words, it generates a
summary s as s < A(D) where D = (skyq,...,sky,). Finally, B outputs Eval(s, ) as the pirate decoding box,
i.e. the evaluation algorithm with summary s hardwired. Note that B is efficient because A is efficient.

Using the previous equation, we can conlude that adversary B outputs a “good decoder” with probability
at least 1 — 8. Formally, we can write that for every non-negligible function e,

Pr—Good—Decgn,e()\) >1-0. (3)
Now since the scheme T is f-risky secure where f = f(n, ), we also get that
Pr-Cor-Trf . .(\) > f - (1 — B) — negl()), (4)

where negl is a negligible function. Since B queries for all n keys, thus whenever there is a “correct trace”
in this scenario, the trace algorithm outputs an index in [n]. Therefore, we can write that

Pr [TraceE"a'(S“)(msk) € [n]| > Pr-Cor-Tr},, .(A) > f - (1 - B) —negl(A).  (5)
(msk, D)+ Setup(1*,1™)

s<—A(D) and Trace’s coins

Next, we can claim that there exists an index i* € [n] such that the trace algorithm, given Eval(s, ) as the
pirate box, outputs index ¢* with probability at least f - (1 — §)/n, as otherwise it would contradict the
previous lower bound. Formally, we can say that there exists i* € [n] such that
(1 —
Pr [TraceE"al(S")(msk) =" > fa=8_ negl(A). (6)
(msk, D)< Setup(1*,1™) n

s<—A(D) and Trace’s coins

Let Smsk,p,i+ € Sx be the set of summaries such that for every summary s in that set, the probability of
trace algorithm outputting index i* given Eval(s, ) as the pirate box is at least f/n?. Formally, for a given
msk, D, i*,

Smsk,D,i* 1= {s . Pr [TraceE"a'(s")(msk) = z*} > f2} . (7)
Trace’s coins n
Now, using the previous two equations, we could claim the following -
f-1-5)

Pr [A(D) € Smsk,D,i*] Z

(msk, D)+ Setup(1*,1™) 2n

A’s coins

By (e, §)-differential privacy of A, we have that
(1= —.f.(1—
Pr [A(D,Z*) (S Smsk,D,i*] >e € (M — 5) > L(ﬁ) (9)

(msk, D)+ Setup(1*,1™) 2n

A’s coins

42



Finally, combining above equation with the definition of set Sysk,p i<, we get that

Pr [TraceE"a'(s")(msk) =i > e f =8 X % (10)
(msk, D)+Setup(1*,1™) dn n

s<—A(D_;+) and Trace’s coins

Now this violates the f-risky security of the traitor tracing scheme. Concretely, consider an adversary B*
that runs as follows. During key query phase, B* queries the tracing scheme challenger for all but i*** secret
key, i.e., {ski}#i*. Next, it runs the sanitizer A on these n — 1 keys with uniformly random coins, i.e. it
generates a summary s as s < A(D_;+) where D = (sky,...,sky,). Finally, B* outputs Eval(s, -) as the pirate
decoding box, i.e. the evaluation algorithm with summary s hardwired. Note that B* is efficient because A

is efficient. Now using the previous equation we can conclude that

e~ - f2.(1-7
Pr-Fal-Trf. . 1 5(2) > #_ (11)

In other words, the probability B* leads to a “faulty trace” is non-negligible. However, since 7 is f-risky
secure, the probability of a faulty trace should be negligible in the security parameter. Thus, this leads to a
contradiction completing the proof. [ |

8.2.2 Hardness from Risky Traitor Tracing with Singular Trace

Theorem 8.2. If there exists a f-risky secure private-key no-query traitor tracing scheme 7 = (Setup, Enc, Dec, Trace)
(Definition 3.7) satisfying singular trace property (Definition 3.5), then there exists a data universe and query

family {X), Qx}a such that there does not any sanitizer A : X7 — Sy that is simultaneously — (1) (e, d)-
differentially private, (2) («, 8)-accurate for query space Qy on A7}, and (3) computationally efficient — for

any € = O(log\),a < 1/2,f=0(1)and 6 < f- (1 — 38)/4.

Proof. The proof of this theorem is similar to that of Theorem 8.1, therefore we only highlight the equa-
tions/components that are modified. First, the database, query space and input spaces are all identical.
Thus, the proof is identical until Equation (4). Next, since the traitor tracing scheme T is f-risky secure as
well as satisfies the singular trace property, thus we could directly conclude that there exists i* € [n] such
that
Pr [TraceEva'(s”)(msk) =" > f-(1—=75) —negl(N). (12)
(msk, D)<Setup(1*,1™)

s<—A(D) and Trace’s coins

In other words, we can avoid a 1/n loss due to the singular trace property. The remaining proof is almost
identical. The only modification is that all the lower bounds in Equations 7, 8 and 9 get tighter by a factor
of n, i.e. the degree of n in the denominator in all of them can be reduced by 1. With these modifications
we can conclude that

e f-(1-5)

Pr Trace™*) (msk) = z*] > 1

(msk, D)+ Setup(1*,1™)

s<—A(D_;+) and Trace’s coins

X % (13)

And, finally if we consider the same adversary B* as in previous proof, then we can conclude that

e (1-5)

Pr-Fal-Trj. . 1 /5(A) > 1
v n

Thus, this leads to a contradiction completing the proof. [ ]
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8.2.3 Hardness from Assumptions over Bilinear Groups

Combining Theorem 8.2 with Theorems 5.2, 5.3, 5.4, and 6.1, we get the following corollary.

Corollary 8.1. If Assumption 1 and Assumption 2 hold, then there exists a data universe and query
family {X), Qx}a such that there does not any sanitizer A : X7 — Sy that is simultaneously — (1) (¢, 6)-
differentially private, (2) («, 8)-accurate for query space Q@ on A7, and (3) computationally efficient — for
any € = O(log\),a < 1/2,5 =0(1) and 6 < (1 — ) /4n.

Similary, combining Theorem 8.2 with Theorems C.2, C.3 and C.4, we get the following corollary.

Corollary 8.2. Assuming subgroup decision (Assumption 3) and subgroup hiding in target group assump-
tions (Assumption 4), there exists a data universe and query family {X), O} such that there does not
any sanitizer A : X — Sy that is simultaneously — (1) (e, d)-differentially private, (2) («, 8)-accurate for
query space @y on X7, and (3) computationally efficient — for any € = O(logA\), a0 < 1/2,8 = o(1) and
6 < (1-p)/4n.

9 Amplifying the Trace Success Probability

In this section, we will show a generic transformation to amplify any traitor tracing scheme’s success proba-
bility. In particular, given two traitor tracing schemes, one being f4-risky and the other one being fp-risky,
we show how to combine them to obtain an (fa + fg — fa - fB)-risky traitor tracing scheme. We will focus
on public key traitor tracing schemes; our transformation can also be applied to private-key traitor tracing
schemes.

9.1 Construction

Let Ta = (Setup,, Enca, Deca, Traces) be an f4-risky secure traitor tracing scheme for message space M,
and Tp = (Setupg, Encp, Decp, Traceg) an fp-risky secure traitor tracing scheme for M. We will now
describe a new traitor tracing scheme 7 = (Setup, Enc, Dec, Trace) for message space M.

Setup(1*,1™): The setup algorithm chooses (mpk 4, mska, (ska1,...,ska,)) < Setup,(1*,1") and (mpkpg,
mskp, (skp 1, - .., Skpn)) < Setupg(1*,17). It sets mpk = (mpky, mpky), msk = (mska, mskp) and
for j € {1,2,...,n}, skj = (ska j,skp ;).

Enc(mpk,m): Let mpk = (mpky,, mpkg). The encryption algorithm chooses r <— M, computes cty
Enca(mpky,m @ r) and ctp < Encg(mpkg,r). It sets ct = (cta,ctp).

Dec(sk, ct): Let sk = (ska,skp) and ct = (cta, ctp). The decryption algorithm computes x4 < Dec(ska,cta),
xp < Decp(skp, ctp) and outputs x4 & zp.

Trace” (msk, 1¥,mg, my): Let msk = (msk4, mskg) and € = 1/y. Consider the routines Test-Good-A and
Test-Good-B (defined in Figure 11 and Figure 12) which take as input 7 € M and a ciphertext, and
outputs 0/1.

Routine Test-Good-A(r,ctp)

Inputs: r € M, ciphertext ctp
Output: 0/1

1. Set count =0 and z = A -n/e. For j =1 to z, do the following;:

(a) Choose b + {0,1}, compute cta,; < Enca(mpky, my®r). If D(cta j,ctg) = b, count = count+1.

If count/z > 1/2 + €¢/3, output 1, else output 0.
Figure 11: Routine Test-Good-A(r, ctp)
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Routine Test-Good-B(r,cta)

Inputs: » € M, ciphertext cta
Output: 0/1

1. Set count =0 and z = A-n/e. For j =1 to z, do the following:

(a) Choose b < {0,1}, compute ctp,; < Encg(mpkg, my®r). If D(cta,ctp,;) = b, count = count+1.

If count/z > 1/2 + €¢/3, output 1, else output 0.
Figure 12: Routine Test-Good-B(r,cta)

The above routines will be useful for building a pirate decoder for Trace 4 and Tracep respectively. The
trace algorithm first builds a pirate decoder for Trace4 and uses Trace4 to trace a traitor. If Traceu
returns an index ¢ € {1,2,...,n}, then the algorithm outputs i. Else, it constructs a different pirate
decoder for Tracep and uses Tracep to trace a traitor.

Trace attempt using Tracey

1. The trace algorithm first searches for an r4 € M and ciphertext ctp such that Test-Good-A(r 4, ctg) =
1. Let rp= 1, ctg = L.
For i = 1to A-n/e, it chooses r® < M, sets ct’ < Encp(mpkg, r’) and checks if Test-Good-A(r?, ct?) =
1. If so, it sets 74 = r’, ctp = ct’ and exits loop.
If r4 = L, then quit trace attempt using Trace,.

2. Consider the following pirate decoder D4 for T4. The decoder has ctp hardwired. On input
ciphertext cty, it outputs D(cta,ctp). The trace algorithm sets ma g = mo@®ra, ma1 = midra
and computes z + Traceg“(mskA7 1% mag,man).

3. If z # 1, output 2. Else, perform trace attempt using Tracep.

Trace attempt using Tracep : This is similar to the trace attempt using Tracep, except that the
trace algorithm now builds a pirate decoding box for Tracep.

1. The trace algorithm searches for an rg € M and ciphertext ct 4 such that Test-Good-B(rp,cts) =
1. Let rg = 1, cty = 1.
Fori = 1to A-n/e, it chooses 1 +— M, sets ct’ +— Enca(mpk 4, 7%) and checks if Test-Good-B(r?, ct?) =
1. If so, it sets rg = 1", ct4 = ct’ and exits loop.
If rg = L, then quit trace attempt using Tracep.

2. Consider the following pirate decoder Dpg for Tg. The decoder has ct4 hardwired. On input
ciphertext ctp, it outputs D(cta,ctg). The trace algorithm sets mp g = mo@rg, mp1 = m1dre
and computes z < TracegB(mskB, 1% mpo,mp.1).

3. If z # L, output z.

Correctness The correctness of this scheme follows from the correctness of schemes 74 and Tg.

9.2 Security
In this section, we will show that our scheme is IND-CPA and (fa + fs — fa - fB)-risky secure.
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IND-CPA Security
Lemma 9.1. Assuming T4 is IND-CPA secure, T is also IND-CPA secure.

Proof. Suppose there exists a PPT adversary A such that Pr[1 < Expt-IND-CPA 4(1*,17)]—1/2 = ), where
7 is non-negligible. We will construct a reduction algorithm B such that Pr[1 < Expt-IND-CPAT, 5(1*,17)]—
1/2=n.

The reduction algorithm receives mpk, from the IND-CPA challenger. It then chooses (mskg, mskp,
(skp.1, -+, skpn)) < Setup(1*,1™), sets mpk = (mpk 4, mpky) and sends it to .A. The adversary A then
sends two messages mg, m;. The reduction algorithm chooses r - M. It sets mg 4 = mo®r, m1.a4 =mi1 Sr
and sends (mg 4, m1,4) to the challenger. The reduction algorithm receives ct4 from the challenger. It
computes ctp < Encp(mpkg,r) and sends ct = (cta,ctp) to A. The attacker sends its guess &', and the
reduction algorithm forwards it to the challenger.

If the adversary’s guess is correct, then so is the reduction algorithm’s guess. Therefore, B breaks the
IND-CPA security of T4 with advantage 7. [ |

False-Trace Probability

Lemma 9.2. Assuming 7Ty is an f4-risky secure traitor tracing scheme, and Tp is an fp-risky secure traitor
tracing scheme, for every PPT adversary A, polynomials p(-), n(-) and non-negligible function €(-), there
exists a negligible function negl(:) such that for all A € N satisfying e(\) > 1/p(\), Pr-Fal-Tr g, () <
negl(\).

Proof. Let S denote the set of key queries made by the adversary. We define the following events :
e Fi: Traces outputs an index i € {1,2,...,n}\ S
e F,: Traces outputs L and Tracep outputs an index i € {1,2,...,n}\ S

Clearly, Pr-Fal-Tr 4, = Pr[F1] + Pr[F2]. We will show an upper bound on Pr[F;] and Pr[F,] using the
security of T4 and Tp respectively.

Claim 9.1. Assuming T4 is an fa-risky secure traitor tracing scheme, for every PPT adversary A, poly-
nomials n(-),p(-) and non-negligible function €(+), there exists a negligible function negl; () such that for all
A € N satisfying €(A) > 1/p(A), Pr[Fi] < negl, (N).

Proof. Suppose, on the contrary, there exists a PPT adversary A, polynomial n(-) and non-negligible func-
tions €, n such that Pr[F;] > n()\). We will show that there exists a non-negligible function e4 and a PPT
reduction algorithm B that queries for set .S, outputs a decoding box D4 and two messages m4,0,ma,1 such
that Pr[Tracel) (mska, 114, mag,ma1) € {1,2,...,n} \ S] > n(\).

The reduction algorithm B first receives mpk 4 from the challenger. It chooses (mpkg, (skp.1,...,skp.n)) <
Setupg(1*,1™) and sends mpk = (mpk 4, mpkg) to A.

Next, it receives secret key queries from A. For query corresponding to index 4, the reduction algorithm
sends the same query to challenger. It receives sk 4 ;, and it sends sk; = (ska,i,skp ;) to A.

Finally, after all the queries, the adversary A sends a pirate decoding box D together with messages
mo, my. The reduction algorithm sets T = A -n/e. For i = 1 to T, it chooses r’ <~ M, computes ctl
Encg(mpky, %) and checks if Test-Good-A(r?, ctg) = 1. If no pair exists, it outputs an empty decoding box.
Else, let (r4,ctp) be the first such pair. The reduction algorithm uses (r4, ctp) and decoder box D to define
D4 and mag,ma,. It sets ma g =mo@ra and my; = my @ ra. The pirate box Dy has ctp hardwired,
and it takes as input a ciphertext ct and outputs D((ct, ctp)). B sends D4, ma,0,ma 1 to the challenger.

Now, if Pr[F1] > 7()\), then Pr[Tracel)* (mska, 1*/¢,mao,ma1) € {1,2,...,n} \ S] > n(\).
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Claim 9.2. Assuming 7p is an fp-risky secure traitor tracing scheme, for every PPT adversary A, polyno-
mials p(-), n(-) and non-negligible function €(-), there exists a negligible function negl; (-) such that for all
A € N satisfying €(A) > 1/p(A), Pr[Fz2] < negl; (N).

The proof of this claim is identical to the previous one. Here, the reduction algorithm gets 7p parameters
from the challenger, and generates the T4 parameters by itself. On receiving the decoding box D, it first
tries Tracey by itself. If this trace works, it quits. Else, it computes the box Dp and messages mpo, mp1
and sends them to the challenger.

Correct-Trace Probability First, we need to define some probabilistic events. In order to do so, let us
recall the security game for traitor tracing.

1.

5.

Challenger chooses (mpk = (mpky, mpkg), msk = (mska, mskg), (sky = (ska1,5kgz1), ..., sk, =
(ska.n,skp.n))) < Setup(1*,1™) and sends mpk to A.

. Adversary queries for secret keys. For each queried index ¢ € {1,2,...,n}, the challenger sends sk;.
Let S denote the set of keys queried by A. The adversary then sends a pirate decoding box D and two

messages mq, m1.

Challenger first uses Traces. In order to do this, it must build a pirate box D4 for scheme T4 and find
two messages m 4,0 and ma,; for D4. It does the following:

(a) Let T=X-n/e. For i =1 to T, it chooses r* +— M, computes ctly + Encg(mpkp,r’) and checks
if Test-Good-A(r?, ct’;) = 1. If no pair exists, it quits this step. Else, let (r4,ctp) be the first such
pair.

(b) Challenger uses (r4, ctp) and decoder box D to define D4 and ma9,ma 1. It sets mag = mo®ra
and ma,1 = mi @ra. The pirate box D4 has ctp hardwired, and it takes as input a ciphertext ct
and outputs D((ct,ctp)). The challenger then computes z4 TracegA(mskA, 14/6,mA,0, ma1).
If z4 # L, it outputs z4 and quits.

Challenger then uses Tracep. As before, it must build a pirate box Dp for scheme 75 and find two
messages mp,o and mp; for Dp. It does the following:

(a) Let T=X-n/e. Fori=1to T, it chooses ' +— M, computes ctly <+ Encs(mpk4,r?) and checks
if Test-Good-B(r’,cty) = 1. If no pair exists, it quits this step. Else, let (rp,cta) be the first
such pair.

(b) Challenger uses (rg, ct4) and decoder box D to define D4 and mp o, mp 1. It sets mp o = mo®rp
and mp 1 = m; @ rp. The pirate box Dp has ct4 hardwired, and it takes as input a ciphertext ct
and outputs D((cta,ct)). The challenger then computes zg + Trace[B)B (mskp, 14/€,m370,m371).
If zp # L, it outputs zp.

We will define the following events, and the corresponding probabilities. These probabilities are param-
eterized by the adversary A, polynomial n(-) and non-negligible €(-), and a function of A. For simplicity of
notations, we will skip the the dependence on A, n and e.

Good-Decoder : D distinguishes between encryptions of mg and m; with advantage e

Quity : No (ra,ctp) pair found in Step 4a;

Good-Decoder 4 : D 4 distinguishes between encryptions of m 4 o and my4 1 with advantage €/4
Tracea-Succ:z4 € S

Traces-Fail : Quity or z4 = L
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e Quitg : No (rp,cta) pair found in Step 5a
e Good-Decoderp : Dp distinguishes between encryptions of mp ¢ and mp 1 with advantage €/4
e Tracep-Succ:zg € S

From the above defined events, it follows that the trace algorithm traces a traitor if one of the following

two events occur:
&1 : Tracey-Succ

OR
Es : (Tracex-Fail A Tracep-Succ)

As a result, since these events are mutually exclusive, Pr[Cor-Tr] = Pr[&1] + Pr[€;]. We will now analyse
Pr[&1] and Pr[&;)] separately.

Theorem 9.1. Assuming 74 is an f4-risky secure traitor tracing scheme, for any PPT adversary A, poly-
nomials p(-),n(-) and non-negligible function €(-), there exists a negligible function negl(-) such that for all
A € N satisfying e(A) > 1/p(A), Pr[&1] > fa(A, n) - Pr[Good-Decoder] — negl(\).

Proof. First, using the fact that T4 is an f4-risky secure traitor tracing scheme, we can relate the probability
of event &£ to the probability of outputting a good pirate box for T4.

Claim 9.3. Assuming T4 is an fa-risky secure traitor tracing scheme, for every PPT adversary A, poly-
nomials n(+), p(-) and non-negligible function €(-), there exists a negligible function negl(-) such that for all
A € N satisfying €(A) > 1/p(A), Pr[€1] > fa(A,n) - Pr[Good-Decoder A Quit 4 A Good-Decoder 4] — negl(A).

Proof. We will use the PPT adversary A to build a reduction algorithm B that interacts with a 74 challenger
and A, and outputs a pirate decoding box D4 and messages ma,0,m4,1.

The reduction algorithm B first receives mpk 4 from the challenger. It chooses (mpkg, (skp.1,...,skp.n)) <
Setupp(1*,1™) and sends mpk = (mpk 4, mpkg) to A.

Next, it receives secret key queries from A. For query corresponding to index 4, the reduction algorithm
sends the same query to challenger. It receives sk 4 ;, and it sends sk; = (ska,i,skp ;) to A.

Finally, after all the queries, the adversary A sends a pirate decoding box D together with messages
mo, my. The reduction algorithm sets T = A -n/e. For i = 1 to T, it chooses r’ <~ M, computes ctl
Encp(mpkyg, %) and checks if Test-Good-A(r?, ctl;) = 1. If no pair exists, it outputs an empty decoding box.
Else, let (r4,ctp) be the first such pair. The reduction algorithm uses (r4, ctp) and decoder box D to define
D4 and mag,ma,. It sets ma g =mo@ra and my; = my @ ra. The pirate box Dy has ctp hardwired,
and it takes as input a ciphertext ct and outputs D((ct, ctp)). B sends D4, ma,0,ma 1 to the challenger.

Now, using the security of T4, it follows that there exists a negligible function negl(-),

Pr[TraceﬁA(mskA7 14/€,mA70,mA,1) € S A Quit 4]
> fa(A, n) - Pr[Quity A Good-Decoder 4] — negl(A).

Since Pr[Quit4 A Good-Decoder 4] > Pr[Quits A Good-Decoder 4 A Good-Decoder], it follows that
Pr[&1] > fa(A,n) - Pr[Good-Decoder A Quits A Good-Decoder 4] — negl()\).
|

Next, we will show that Pr[Good-Decoder] — Pr[Good-Decoder A Quit 4 A Good-Decoder 4] is at most a negligible
function in A. First, note that

Pr[Good-Decoder] = Pr[Good-Decoder A Quit 4] + Pr[Good-Decoder A Quit4 A Good-Decoder 4]

+ Pr[Good-Decoder A Quit4 A Good-Decoder 4].

Therefore, it suffices to show that Pr[Good-DecoderAQuit 4] and Pr[Good-DecoderAQuit 4 AGood-Decoder 4]
are both bounded by negligible funtions.
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Lemma 9.3. There exists a negligible function negl(-) such that for all A € N, Pr[Good-Decoder A Quit 4] <
negl(A).

Proof. Let Renc, and Renc, denote the space of random coins used by Enc4 and Encp respectively and for
any decoder D, let Goodp C M X Regne,, denote the set of coins such that for every (r,r") € Goodp,

b {0,1},cta < Enca(mpky,mpy ®1) | _ 1+e
ctp = Encp(mpkg, r;7') o2

Pr [D(cta,ctg) =10 :

Using a Markov argument, we know that if D is “good decoder”, i.e. it distinguishes between encryptions of
mo and m; with advantage at least €, then |Goodp| is at least |[M| |Rency| - €/2. Concretely, we have that

Pr[(r,r") € Goodp | Good-Decoder] > €/2.

Below we show that if (r,7’) € Goodp, then with all but negligible probability, Test-Good-A accepts r and
corresponding ciphertext ctp.

Claim 9.4. There exists a negligible function negl(-) such that for every decoder D, all A € N, (r,r') €
Goodp,
Pr [Test-Good-A(r, Encg(mpkg, ;7)) = 1] > 1 — negl()).

The proof of above claim follows from Chernoff bounds and is similar to the proof of Lemma C.1. Now, we
analyse Pr[Good-Decoder AQuit4]. Note that the event Quit 4 occurs if no (r, ') is found after A-n/e samples,
such that Test-Good-A(r,ctg) = 1 where ctg = Encg(mpkg,r;7'). We argue that this event happens with
at most negligible probability. First, we partition the event Good-Decoder A Quit, into two sub-events:

No-Good-Pair : Good-Decoder A None of the (r,r') sampled are in Good
Test-Good- A-Fail : Good-Decoder A Some sample (r,7") € Good A Test-Good-A rejects (r,7”)

From the definition of the events, it follows that Pr[Good-DecoderAQuit 4] = Pr[No-Good-Pair]+Pr[Test-Good- A-Fail].
Let us first analyse Pr[No-Good-Pair]. Recall that

Pr[(r,r") € Goodp | Good-Decoder] > ¢/2.
As a result, the probability of not finding (r, ') € Good after T = \/e samples is at most (1—¢/2)T < 270N

which is negligible in A. Next, from Claim 9.4, it follows that there exists a negligible function negl,(-) such
that for all A € N, Pr[Test-Good-A-Fail] < negl,(A). Thus, we get that Pr[Good-Decoder A Quit4] < negl()).

Lemma 9.4. There exists a negligible function negl(-) such that for all A € N,

Pr[Good-Decoder A Quit4 A Good-Decoder 4] < negl(A).

Proof. Let Badp C M X Rgnc,; denote the set of coins such that for every (r,r’) € Badp, decoder Dy =
D(-,Encg(mpkg,r;7')) is a “bad” decoder for system A, i.e. D4 is not an (e/4)-Dist decoder for m a9, ma 1.
Using Chernoff bounds, we get that for every decoder D, (r,r') € Badp,

Pr [Test-Good-A(r, Encp(mpk, 7;77)) = 1] < 2790V,

Now note that while tracing using Trace, routine Test-Good-A is independently run T = X - n/e times.
Using a union bound, we get that the probability Test-Good-A accepts a pair (r,7’) € Badp, in any of those
T tries, is at most T - 2= = negl(\). Thus, we can conclude that Pr[Quit, A Good-Decoder 4] < negl(\).
This completes the proof.
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From the above two lemmas, we can conclude that there exists a negligible function negl(-) such that for
all A € N, Pr[&;1] > fa(A\,n) - Pr[Good-Decoder] — negl(A). Similarly, we show a lower bound on Pr[€5] next.

Theorem 9.2. Assuming 7p is an fp-risky secure traitor tracing scheme, for any PPT adversary A, poly-
nomials n(-), p(-) and non-negligible function €(-), there exists a negligible function negl(-) such that for all
A € N satistying e(A) > 1/p(A),

Pr[&2] > fB(A,n) - Pr[Good-Decoder A Trace 4-Fail].

Proof. The proof of this theorem will follow a similar structure as the proof of Theorem 9.1. First, using the
fact that Tp is an fp-risky secure traitor tracing scheme, we can relate the probability of event & to the
probability of outputting a good pirate box for 7g.

Claim 9.5. Assuming 7p is an fp-risky secure traitor tracing scheme, for every PPT adversary 4, polyno-
mial n(-) and non-negligible function €(-), there exists a negligible function negl(-) such that for all A € N,
Pr[&] > fr(A,n) - Pr[Good-Decoder A Trace4-Fail A Quitg A Good-Decoder ] — negl()).

Proof. We will use the PPT adversary A to build a reduction algorithm B that interacts with a 7g challenger
and A, and outputs a pirate decoding box Dp and messages mp o, mB 1.

The reduction algorithm B first receives mpk g from the challenger. It chooses (mpky, (ska 1,...,5kan))
Setup 4(1*,1™) and sends mpk = (mpk 4, mpkg) to A.

Next, it receives secret key queries from 4. For query corresponding to index 4, the reduction algorithm
sends the same query to challenger. It receives skp ;, and it sends sk; = (sk4 ;,skp ;) to A. Let S denote the
set of keys queried.

Finally, after all the queries, the adversary A sends a pirate decoding box D together with messages
mg, m1. The reduction algorithm first ‘simulates’ the tracing of traitors using Trace4. It performs Trace
attempt using Traces (that is, Step 4). If it successfully traces an index i € S, then the reduction algorithm
quits (that is, it outputs an empty tracing box).

Else, the reduction algorithm sets T'= X -n/e. For i = 1 to T, it chooses " +— M, computes ctiy +
Enca(mpk4,7?) and checks if Test-Good-B(r?,ct4) = 1. If no pair exists, it outputs an empty decoding box.
Else, let (rp,cta) be the first such pair. The reduction algorithm uses (rp5,cta) and decoder box D to define
Dp and mpo,mp,1. It sets mp o = mo @ rp and mp; = m; ® rg. The pirate box Dp has ct4 hardwired,
and it takes as input a ciphertext ct and outputs D((cta,ct)). B sends Dg,mp o, mp,1 to the challenger.

Now, from security of Tg, it follows that

Pr[€,] = Pr[Trace5” (mskg, 14/¢,mp o, mp.1) € S A Trace4-Fail A Quitp]
>fB (A, n) - Pr[Trace4-Fail A Quitg A Good-Decoder ] — negl()\)
>fB(A\,n) - Pr[Trace 4-Fail A Quitg A Good-Decoderp A Good-Decoder] — negl()).

This concludes the proof.

Next, in order to show that Pr[Good-DecoderA Trace 4-FailA QuitgA Good-Decoderp] > Pr[Good-DecoderA
Trace 4-Fail] —negl(\), it suffices to show that Pr[Good-DecoderA Trace4-FailA Quitg] and Pr[Good-DecoderA
Trace4-FailA QuitgA Good-Decoderg]| are both bounded by some negligible funtions.

Lemma 9.5. There exists a negligible function negl(-) such that for all A € N, Pr[Good-DecoderATrace 4-FailA
Quitp] < negl(A).

Proof. The proof of this lemma is very similar to the proof of Lemma 9.3, so we will briefly list the modifi-
cations required.
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The set of“good” coins corresponding to a decoder D will now be defined as Goodp C M x Rgnc, such
that for every (r,7’) € Goodp,

b+ {0,1},ctp < Encg(mpkg,m, ®r) S 1+e

Pr Dicta,ctp) =b cta = Enca(mpky, ;) - 2

Next, using a Markov argument, we will argue that fraction of coins in Goodp for a good decoder is at least
€/2. For completing this argument, the following observation will be important.

Observation 9.1. For any m € M, the following distributions are identical:
{madr,r):r— M}={(r,mdr):r+ M}

The rest of the proof will be identical in which we will first argue that Test-Good-B accepts all (r,r’) €
Goodp with all but negligible probability. Next, we will divide the event Good-Decoder A Trace 4-Fail A Quitp
into two sub-events as before and argue that they both occur with at most negligible probability.

H

Lemma 9.6. There exists a negligible function negl(-) such that for all A € N,

Pr[Good-Decoder A Trace4-Fail A Quitg A Good-Decoderg] < negl(\).

The proof of this lemma is identical to that of Lemma 9.4. Combining the above lemmas, we get that there
exists a negligible function negl(-) such that for all A € N, Pr[€2] > fg(A, n)-Pr[{Good-Decoder A Trace 4-Fail] —

negl(\).
[

Combining Theorem 9.1 and Theorem 9.2, we can compute the ‘riskyness’ of our traitor tracing scheme.
Concretely, we get that

Pr[&1] + Pr[&]
>Pr[&1] + fe(A,n) - Pr[Good-Decoder A Trace 4-Fail] — negl, (\)
=Pri&] + fe(\, n) - (Pr[Good-Decoder] — Pr[&;] — Pr-Fal-Tr 4, e(A)) — negl; (A)
>Pr[&] - (1= fe(A\,n)) + fe(\, n) - Pr[Good-Decoder] — negl, ()
> fa(A, n) - Pr[Good-Decoder] - (1 — fp(A,n)) + f5(A, n) - Pr{Good-Decoder] — negls(\)
> (fa(A,n)+ feB(A,n) — fa(A\,n) - fe(A\,n)) - Pr[Good-Decoder| — negl; ()

This concludes the proof.
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A Missing Proofs from Section 4

A.1 Proof of Theorem 4.1

Proof. We prove this theorem via a series of hybrid experiments. First, for all £ € N consider the following
helper function Zip : {0,1}¢ x {0,1}¢ x {0,...,¢} — {0,1}%

Definition A.1.
Yoi Ny i<y

le(ymyh])l = .
Yo,i otherwise

Note that for any y,,y1, Zip(¥g,¥1,0) = yo. Next, we prove the following lemma about this function:

Lemma A.1l. Let ¢/ € N. For any vectors x,y,,y; € {0,1}* and j € {0,...,£ — 1}, if f(x,y,) = f(x,¥1)
then f(x,wo) = f(x, w1) where wo = Zip(y(,y1,J) and w1 = Zip(yo,¥1,j +1).

Proof. Note that wo; = wy; for all i # j 4+ 1. Thus, if ;41 = 1 or if wo j41 = w j41 then f(x,wo) =

f(x,wy).

We then consider the case where wg j+1 # w1 j41 and zj41 = 0. By definition, wo j+1 = Yo,j+1 and
Wij41 = Yo,j+1 A Y1,5+1- Hence, yo j41 = 1 and y1 ;41 = 0. Since x;41 = 0 (and y1,;41 = 0), f(x,y,) =0
and f(x,wp)=0.

Also, note that since f(x,y,) = f(x,y;), it follows that f(x,y,) = 0, and therefore there exists an index
J* such that x;« = yo j~ = 0. If 7 > j+1, then wo ;= = yo = = 0. If j* < j+1, then wg j» = yo j= Ay~ = 0.
Since yo j+ = 1, j* # j + 1, and therefore there exists an index j* such that w;» = x;+ = 0. This implies
that f(x,wq) = 0. This concludes our proof.

H
Now we define our hybrid experiments using Zip. Let A € N, £(-) be a polynomial. For any stateful PPT
adversary A and j € {0,...,4()\)}, define HybfzéME ey 4(1*) in Figure 13.

Experiment HybfjéME’eo\),A(lA)
(¥0,¥1) < ACY).
(pk, msk) < Setup(1*, 1¢™)
(mo,m1)  ACPmsCns (pk)

b <+ {0,1}, ctp - Enc-SK(msk, my, z) where z = Zip(y,, Y1_p,7)

k t
° b/ erfnsk’Ofnsk(ctb)

Output 1 if b =b', and 0 otherwise.

Adversarial Restrictions: For all queries x made by A to O, the following conditions must hold:
e If mo = m, then f(xa)’o) = f(X7Y1)‘
o If mg # m1, then f(x,y,) = f(x,y,) =0.

Figure 13: Ciphertext Hybrid (j)

For notational purposes, we will consider the parameters .4, mBME, £(-), and A implicitly where clear,
and write HybgéME ey (1) as Hyb; and £()) as /.
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Note that Expt-ct-ind? = Hybg‘; this is because Zip(yy, ¥1_p, 0) =y, and therefore, Pr[1 « Expt—ct—indA] =
Pr[l1 « Hybj'].

Claim A.1. Let j € {0,...,£(\) — 1}, and A be any stateful PPT adversary. If mBME satisfies 1-attribute
hiding, then Pr[1 « Hybﬁ_l] —Pr[l «+ Hybf] < negl(\).

Proof. Suppose there exists a PPT adversary such that pa ;41 = Pr[l < Hybﬁrl], pa,; = Pr[l Hybf]
and pa j+1 —pa,; = €. We construct a stateful PPT adversary B such that Pr[l « Expt—l—attr—ct—indB] =€
using A. The reduction algorithm B first receives (y,,y;) from the adversary A. It chooses b + {0, 1}, sets
wo = Zip(¥p, Y1-4.J + 1) and w1 = Zip(y,, ¥1_p,J) and sends (wg, wy) to the challenger. The challenger
sends a public key pk, which the reduction algorithm forwards to the adversary.

Next, the adversary is allowed to make pre-challenge key/ciphertext queries. All queries are forwarded
to the challenger. The challenger’s response is then forwarded to the adversary A. The adversary then sends
its challenge messages mg, m1. The reduction algorithm sends message m; to the challenger, and receives
a ciphertext ct*, which it forwards to the adversary. The post-challenge key/ciphertext queries are handled
similar to the pre-challenge queries. Finally, the adversary sends its guess b'. If b = ¥/, then the reduction
algorithm guesses that it received an encryption of my for wy, else it guesses that ct* is an encryption of my
for wy.

Analysis : First, note that if A is an admissible adversary for the hybrid experiments, then B is an
admissible adversary for the l-attribute hiding experiment. This is because for every key query x sent by
A, f(x,y¥0) = f(x,¥1). As a result, using Lemma A.1, it follows that f(x,wq) = f(x, w1).

Let us now analyse the advantage of B. Note that if the challenger encrypts for wg, then B perfectly
simulates Hyb, ., for A, and if the challenger encrypts for wy, then B perfectly simulates Hyb; for A.

Advi = 1/2(Pr[B guesses wg : Challenger encrypts for wo] + Pr[B guesses wq : Challenger encrypts for wy]) — 1/2
=1/2(pajs1+ (L —paj)) —1/2=¢/2.
|

Claim A.2. If mBME satisfies ciphertext indistinguishability under chosen attributes, then for any PPT
adversary A, there exists a negligible function negl(:) such that for all A € N, Pr[l « Hybf] — Pr[l «
Hyb7'] < negl()\).

Proof. Suppose that there exists a PPT adversary A and a non-negligible function e such that Prg — Hybé
Pr[l + Hyby'] = e. We construct a stateful PPT adversary B such that Pr[l « Expt-IND-CA®] = 1/2 + €.
The reduction algorithm B first receives (yo,y;) from the adversary. It computes w = Zip(y,,y;,¢) and
sends w to the challenger. The challenger sends pk to B, which it forwards to the adversary.

Next, the adversary is allowed to make pre-challenge key/ciphertext queries. The reduction algorithm
forwards these queries to the challenger, and then forwards the challenger’s response to A. The adversary
then sends challenge messages mg, m;. The reduction algorithm sends mg, m as challenge messages, and it
receives challenge ciphertext ct*, which is forwarded to A. The post-challenge queries are handled similar to
the pre-challenge ones. Finally, the adversary submits its guess ', which the reduction algorithm forwards
to the challenger.

Analysis We now show that B is a valid adversary for Expt-IND-CA. If my # mg, then every key query x
made by A must satisfy f(x,y,) = f(x,¥;) = 0. This implies that f(x,w) = 0. Hence all key queries made
by B are admissible. Also note that since Zip(y,y1,¢) = Zip(y1,yo,¢) = w, B perfectly simulates Hyb, for
A.

We will now compute B’s advantage. Note that B wins the ciphertext indistinguishability game if and
only if A wins in Hyb,. Therefore, the advantage of B is identical to the advantage of A. This concludes our

proof.
|
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Proof of Theorem 4.1 Finally, under our assumptions that mBME satisfies 1-attribute hiding and
ciphertext indistinguishability under chosen attributes, both Pr[l <« Expt-l-attr-ct-ind!] < negl()\) and
Pr[l « Expt-IND-CA*] < negl()\) for all stateful PPT adversaries A by our two claims. Thus,

Pr[l « Expt-ct-ind] = Pr[1 « Hyb3']

4
<Prll ¢ Hybg] + > (Pr[l < Hyb] — Pr[1 « Hyb;“_l])
=1
< Pr[l + Hybj] + £ - negl()\)
<1/2 + negl(\)

Thus, mBME satisfies ciphertext hiding. [ |

A.2 Proof of Theorem 4.2

Proof. We reduce between these notions of security via a series of hybrids, following a similar approach as
the proof for Theorem 4.1. First, recall the definition of the helper function Zip (Definition A.1). We will
present an analogue of Lemma A.1 for the key-hiding proof.

Lemma A.2. Let £ € N. For any vectors xg,x1,y € {0,1}¢ and j € {0,...,¢ — 1}, if f(x0,y) = f(X1,¥)
then f(w()vy) = f(why) where Wo = Zip(XOuth) and w1 = Zip(x07xlaj + 1)

Let A € N, £(-) be a polynomial. For any stateful PPT adversary A, any b € {0,1} and j € {0,...,¢(\)},
define Hyb(]é,vIE o0 A(1>‘) in Figure 14. For notational purposes, we will consider the parameters A, mBME, £(-),

m

and X implicitly where clear, and write HybfjéME’MM’A(l)‘) as Hyb; and £(\) as (.

Note that Expt-key-ind* = Hyb{f‘, and thus, Pr[1 < Expt-key-ind] = Pr[l Hyb{ﬂ.

Experiment HybfjéME’a)\) 7A(1A)

(x0,%x1) + A(1%).

(pk, msk) < Setup(1*, 1¢M).

b < {0,1}, sky < KeyGen(msk, z;) where z, = Zip(xs, X1—p, J)-
o b A%micOna(pk, cty)

Output 1 if b =b', and 0 otherwise.

Adversarial Restrictions: For all queries (m,y) made by A to O% the following equality must hold:

f(Xan) = f(x17y)'

Figure 14: Key Hybrid (j)

Lemma A.3. Assuming the mBME scheme is selective 1-attribute key hiding, for any PPT adversary .4
and index j € {0,1,...,¢— 1}, there exists a negligible function negl(:) such that for all A € N, Pr[l +
Hyb? ;] — Pr[1 < Hyb?'] < negl(\).

Suppose there exists a PPT adversary A and a non-negligible function e such that Pr[l + Hyb}il] —
Pr[l « Hybf] = e. We construct a PPT adversary B such that Pr[l « Expt-1-attr-key-ind®] = 1/2 + €.
The reduction algorithm B first receives the challenge vectors xg,x; from the adversary A. It then chooses
a bit b « {0,1}, computes wg = Zip(Xp,X1-p,j + 1) and w; = Zip(xp,X1-p,7), and sends wg, w; to the
challenger. The challenger sends pk and sk* to B, which it forwards to the adversary. Next, the adversary
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is allowed to make key/ciphertext queries to the reduction algorithm. The reduction algorithm forwards the
queries to the challenger, and then forwards the challenger’s response to A. Finally, A sends its guess b'. If
b = V', the reduction algorithm guesses that the key corresponds to wg, else it guesses that it corresponds
to wy.

Analysis We now show that B is a valid adversary for Expt-1-attr-key-ind. First, note that wg, w; can
differ at only one position (index j 4+ 1). Next, using Lemma A.2, it follows that f(wq,y) = f(w1,y) if
f(x0,y) = f(x1,y). Finally, as in the ciphertext hiding proof, we can show that Pr[l « Hybfﬂ] —Pr[l «
Hybf} = €. Thus, mBME satisfies key hiding.

[

B Preliminaries (Cont’d)

B.1 Bilinear Groups and Assumptions

In this work, we will use composite order bilinear groups for our main construction. Let G,Gr be two
groups of order N. A bilinear map e : G x G — G is an efficiently computable function mapping two group
elements of G to a group element in Gr and satisfying the following properties:
e Bilinearity : Vg € G,a,b € Zy,e(g%, ¢°) = e(g,9)®
e Non-Degeneracy : e(g,g) # lg, for g # 1g, where 1¢ and 1, are the identity elements of G and G
respectively.

We will now present different assumptions on composite order bilinear groups. First, we will present the
a generalization of the subgroup decision assumption introduced by Bellare, Waters and Yilek [BWY11].
Essentially they introduce a framework to capture a class of assumptions related to subgroup decision. From
this class one can use their notation to capture a particular non-interactive assumption. We will be using
the syntax and notations from [BWY11].

Let Bilin-Geng be a PPT algorithm that is parameterized by k, takes as input a security parameter A
and returns ((p1,p2;---,Pk) > N,G,Gr,e(-,-)), where p;’s are primes such that p; € {271, ... 2* — 1} for
all i € {1,2,...,k}, N =[], pi, G and Gr are groups of order N and e : G x G — Gr is a non-degenerate
bilinear map. For any set S C {1,2,...,k}, let G5 C G denote the (unique) subgroup of order [[, g p;. For
any S C {1,2,...,k}, using {p;},cg, one can sample a uniformly random element from Gg.

Assumption 3 (General Subgroup Decision Assumption). Consider the experiment Expt-GSD, parameter-
ized by Bilin-Geny, and PPT algorithm A, defined in Figure 15.

Experiment Expt-GSDsgilin-Genj,, A ()

1. Challenger chooses ((p1,...,px), N,G,Gr, e(-,-)) < Bilin-Geny,(1*). It sends (N,G,Gr,e(-,-)) to the
adversary.

2. The adversary sends two subsets So, S1 C {1,2,...,k}. The challenger chooses b + {0,1}, g < Gg,
and sends g to A.

3. The adversary then queries for polynomially many random elements from subgroups of its choice. For
each queried set S C {1,2,...,k} such that either (SNSp = SNS1 = 0) or (SNSy # B and SNS1 # 0),
the challenger sends h <+ Gg to A.

4. Finally, after polynomially many queries, the adversary sends its guess b’. The experiment outputs 1
if b =10, else it outputs 0.

Figure 15: Experiment Expt-GSD

We say that the General Subgroup Decision holds with respect to Bilin-Geny, if for any PPT adversary A,
there exists a negligible function negl(-) such that for all A € N, Adv 4(A) = |Pr [1 - Expt-GSDagilin-Gen,,.A(A)] —
negl(\).
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We will also need an additional assumption on composite order bilinear groups. This assumption is
similar to “Assumption 3” of [LW10], but captured in a general framework like [BWY11].

Assumption 4 (Subgroup Decision Assumption in Target Group). Consider the experiment Expt-SDT,
parameterized by Bilin-Gen, and PPT algorithm A, defined in Figure 16.

Experiment Expt-SDTailin-Geny,,.4(A)

1. Challenger chooses ((p1,...,px),N,G,Gr,e(-,-)) « Bilin-Geny(1*). The challenger also chooses
a,s < Zn and g1 < Gyqy. It sends (N, G, Gr,e(:,-)) to the adversary.

2. The adversary then sends a set S1,S2 C {2,...,k} such that S; NS> # (. The challenger chooses
u,v < Gg,,w < Gg,. It also chooses b +— {0,1}. If b =0, it sets T' = e(g1,91)*°, else it sets T' <+ Gr.
The challenger sends (gf - u,v, g; - w,T). The adversary sends its guess b’. The experiment outputs 1
if b =1V, else it outputs 0.

Figure 16: Experiment Expt-SDT

We say that the Subgroup Decision Assumption in Target Group holds with respect to Bilin-Geny, if
for any PPT adversary A, there exists a negligible function negl(-) such that for all A € N, Adv4(\) =
|Pr [1 < Expt-SDTgilin-Gen,,, 4 (A)] — %’ < negl(\).

Finally, we state the Bilinear Diffie Hellman assumption for composite order groups. This is similar to the
BDDH assumption for prime order groups, except that the challenge elements are chosen from a subgroup.

Assumption 5. We say that the Bilinear Decision Diffie Hellman assumption holds with respect to Bilin-Geny,
if for any PPT adversary A = (A1, .A2), there exists a negligible function negl(-) such that for all A € N,

((p1,---5pk) s N,G,Gr,e(-,-))  Bilin-Geng(1*)
A). .
PI‘ b<_A2(J7N7G7GT7gvhlyh27h3an) : ;I?’i)gj}élilgz’%;_:if’Chb’c<_ZN _5
U(] = e(g,g)“bc, U1 “— GT, b+ {0, ]_}

—_

is at most negl(\).

C Public Key Traitor Tracing Scheme

We will now present our public key traitor tracing scheme over composite order bilinear groups.

C.1 Construction

Let Bilin-Geng be a group generator that takes as input security parameter A\, parameterized by number
of prime-order subgroups k = 4, and outputs ((p1, p2, ps,p4), N,G,Gr,e(:,)), where p1,p2, p3, p4 are A-bit
primes, G is a group of order N = pi1papsps with subgroups Gyiy, Gyay, Gysy, Gyay of order pi,p2,ps,pa
respectively. The group Gr is a target group of order N and e is an efficient (non-degenerate) bilinear
function.

Setup(1*,1™): The setup algorithm first chooses ((p1,p2,p3,pa), G,Gr, e(-,-)) + Bilin-Geny(1*). Next, it
chooses g; < Gyjy for 1 < j <4, a < Zy and sets mpk = (e(g1,91)%, 91)-

The key generation algorithm then chooses an index i* + {1,2,...,n} and sets the master secret key
to be msk = (Z*v «, g1, 92, 93, g4)
To choose the secret keys, it uses the KeyGen'®®, KeyGen® and KeyGen®" algorithms defined below.

KeyGen'***(msk): It chooses t,u + Zy and sets sk = g§ - g4 - g}

KeyGen®¥(msk): It chooses t,u < Zy and sets sk = g - g& - g¥.
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KeyGen® (msk): Tt chooses u + Zx and sets sk = gf* - gJ.

Foreach j € {1,2,...,7*—1}, it sets the secret key sk; ¢ KeyGen'**(msk). It sets sk;- +— KeyGen®?(msk).
Finally, for all j € {i* +1,...,n}, it sets sk; <— KeyGen®" (msk).

Enc(mpk,m): Let mpk = (A, g1). The encryption algorithm first chooses s < Z,,, and sets ct = (m- A%, g3).
Dec(sk, ct): Let ct = (Cp, C1). The decryption algorithm outputs Cy/e(Ch, sk).

TraceD(msk, 1¥,mg,mq): Let msk = («, g1, 92, g3,94) and e = |1/y].

To define the trace algorithm, we need to first define two encryption algorithms Enc'®* and Enc'?.

IeSS(

Enc®*(msk,m): This encryption algorithm outputs ciphertexts which have group elements from

Gy1,3y- It chooses s,v < Zy and outputs ct = (m - e(g1,91)**, g7 - 93)-

Enc®¥(msk,m): This encryption algorithm outputs ciphertexts which have group elements from
Gyi,2,3}- It chooses s,u,v < Zy and outputs ct = (m - e(g1,91)**, 97 - 95 - 95)-

The trace algorithm first sets 7 = X\ - n/e. Let count'® = count'®s = 0. For j = 1 to T, the trace
algorithm computes the following;:

1. Tt chooses b; < {0,1} and computes ct! « Enc'™s(

bj, set count'sss = count'®ss + 1, else set count'®s = count'®ss — 1.

msk, my, ) and sends ct'fSS to D. If D outputs

leq
J
cj, set count'®d = count'®d + 1, else set count'®¥ = count'®d — 1.

|eSS(

2. It chooses ¢; + {0,1} and computes ct;* < Enc**(msk, m.;) and sends ctljeq to D. If D outputs

If count'®ss — count'®® > T'- (¢/4n), output i*, else output L.

Correctness Let msk = (e(g1,91)%, g1), msk = (o, g1, 92,93, 94,1), sk; = g - géj gy for j < i, sk; =
g7 - gé’i -gy* and sk; = gf* - gy’ for j > i. Fix any message m € M. The encryption of m with randomness
s€Zyisct=(m-e(g1,91)*%, ¢;). For index j < i, Dec(sk;,ct) = m - e(g1,91)**/e(g} -g? gy, g%) = m.
For index 4, Dec(sk;,ct) = m - e(g1,g1)**/e(g5 - g5 - g}, g;) = m. For index j > i, Dec(skj,ct) = m -
e(g1,91)*"/e(gf - 917, 97) = m.

Singular Trace Property Note that our scheme satisfies the singular trace property defined in Defini-
tion 3.5. The trace algorithm either outputs ¢ (which is chosen during setup, and is part of msk), or outputs
1.

C.2 Proof of Security
C.2.1 IND-CPA Security

First, we will show that the traitor tracing scheme is IND-CPA secure. The following proof is similar to the
security proof for El-Gamal encryption scheme.

Theorem C.1. Assuming the Bilinear Decisional Diffie Hellman assumption (Assumption 5), the traitor
tracing scheme described above is IND-CPA secure (Definition 3.1).

Proof. Suppose there exists a PPT adversary A that has advantage € in the IND-CPA security game. Then
we can use A to build a PPT algorithm B that breaks the BDDH assumption with advantage e.

The reduction algorithm first sends set S = {1}, and receives (N,G,Gr,e(-,-),g,A, B,C, R) from the
BDDH challenger, where g is a uniformly random element of Gy, A = g%, B = g®, C = g°and R =
e(g, )% or a uniformly random element in G7. The reduction algorithm implicitly sets a = ab by setting
mpk = (e(A, B),g). Next, it receives messages mg,m; from the adversary A. The reduction algorithm
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chooses b + {0,1} and sends ct = (m; - R, C) to the adversary. The adversary sends a bit b'. If b = ¥’, the
reduction algorithm guesses that R = e(g, g)**, else it guesses that R is uniformly random.

Note that if R = e(g, g)?¢, then the reduction algorithm perfectly simulates the IND-CPA game. If R is
uniformly random, then A has zero advantage in this game. As a result, if A can win the IND-CPA game
with advantage ¢, then B breaks the BDDH assumption with advantage e.

|

C.2.2 False-Trace Probability

Next, we will show that an honest party will not be implicated by our trace algorithm with non-negligible
probability.

Theorem C.2. For every PPT adversary A, polynomials n(-), p(-) and non-negligible function €(-), there
exists a negligible function negl(-) such that for all A € N satisfying ¢(A) > 1/p(\),

Pr-Fal-Tr 4.5 (A) < negl()\),
where Pr-Fal-Tr 4 ,, () is as defined in Definition 3.4.

Proof. Given any pirate decoder box D, let pt]:y,pe = Pr[D(ct) = b : ct < Enc¥P*(msk, m;)] for type € {less, leq},
where the probability is taken over bit b, random coins of decoder D and randomness used during encryption.
Let Diff-Adv denote the event when the advantage of decoder D in distinguishing “less” encryptions of my
and m; is €¢/8n more than its advantage in distinguishing “leq” cipheretexts. Formally, let

Diff-Adv : plss® — plst > ¢/8n.

First, note that we could rewrite the probability of a false trace as

Pr[Fal-Tr] < Pr[Fal-Tr | Diff-Adv] + Pr[Fal-Tr A Diff-Adv].

To bound the overall probability of a false trace, we start by showing that Pr[Fal-Tr | Diff-Adv] < negl, (\) by
using a simple Chernoff bound. Next, we show that Pr[Fal-Tr | Diff-Adv] < negl,(\) by relying on subgroup
hiding assumption, i.e. a computational argument. These two lemmas together imply that Pr-Fal-Tr 4 ,, (A)
is also bounded by a negligible function.

Lemma C.1. There exists a negligible function negl, (-) such that for every adversary A, all A € N|

Pr[Fal-Tr | Diff-Adv] < negl, ()).

Proof. Consider the binary random variables X%P¢ for type € {less, leq} defined as

xtype 1 with probability ptg’e,
)10 otherwise.

Let Z be another random variable defined as Z = X'* — X'*9, Now using linearity of expectation, we can
write that

E[Z | Diff-Adv] < ¢/8n.
Also, we know that the tracing algorithm estimates E[Z] by independently sampling T' = X - n/e elements
from the distribution induced by Z. In other words, in each trial it first computes a single less and leq
encryptions of messages mgy and mj using uniform randomness, then it uses the pirate box D to decrypt

each cipheretext and sets the value of sampled variable appropriately. Let z; be the sampled value in ‘"

trial. Now we know that count'® — count'®® = "7 ;. Thus, we can write that

T
Pr[Fal-Tr | Diff-Adv] = Pr | z; > T - ¢/4n | Diff-Adv | .

i=1
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Using a Chernoff bound, we can bound the above probability as
Pr[Fal-Tr | Diff-Adv] < e~ 7¢/167,
Substituting T = X - n/e, we get Pr[Fal-Tr | Diff-Adv] < 279N = negl(\). This completes the proof. [ |

Lemma C.2. Assuming the subgroup hiding assumption (Assumption 3), for every PPT adversary A,
polynomials n(-),p(:) and non-negligible function €(-), there exists a negligible function negl,(-) such that
for all A € N satisfying e(A) > 1/p(X),

Pr[Fal-Tr A Diff-Adv] < negl,(A).
Here, the events Fal-Tr and Diff-Adv are parameterized by the adversary A.

Proof. Suppose, on the contrary, there exists a PPT adversary A such that Pr[Fal-Tr A Diff-Adv] = n(}),
where 7 is non-negligible. Then we can construct a reduction algorithm B that breaks the subgroup hiding
assumption.

The reduction algorithm B sends challenge sets Sy = {3} and S; = {2,3} and gets group element T,
together with N, G, Gr,e(-,-), where T' € Ggs, or T' € Gg,. Next, it queries for generators of Gy1y,Gysy and
G'{4y, and receives g1, g3, g4 respectively.

It first chooses o +— Zy, chooses i «+ {1,2,...,n} and computes mpk using g1, @. Next, it computes the
secret keys using g1, g3, g4- Concretely, if it is queried for secret key corresponding to 4, then the reduction
algorithm outputs a uniformly random bit and quits. (hence it does not require generator for Gyay). For
j <1, it chooses t;,u; < Zy and sets sk; = gf -ggj -gy”. For j > i, it chooses t; < Zy and sets sk; = gf" ~gf1j.
Finally, after all queries, the adversary sends a pirate box D and messages mq, m;.

The reduction algorithm first computes an estimate of Diff-Adv. It sets count'®® = count = 0 and
z =X-nfe. For k =1 to z, it does the following: it chooses si,vr < Zy and by < {0,1}, sets cty =
(m, - e(gf, 977),97% - TU). If D(cty) = by, it sets count = count + 1, else it sets count = count — 1. Next,
it chooses s, vy < Zy and bj, < {0,1}, sets ct; = (my, -e(g?,gf;“),gf;c -g;);“). If D(ct)) = b, it sets
count'®s® = count'®s* + 1, else it sets count'®* = count'®® — 1. Finally, if count'®s® — count > ¢/16n, B guesses
that T' € Gg, , else it guesses that T' € Gg,.

First, note that Pr[B guesses T' € Gg, | T € Gg,| < (1/2)Pr[A sends ¢ as query |T € Gg,] + negl(A).
This is because if A does not query for index i and T' € Gg,, then the expected value of count'®s — count = 0.
As a result, using Chernoff bounds, we can argue that the probability that Pr[B guesses T € Gg, | T €
Gs, A i not queried] < 279, Also, Pr[A sends i as query | T € Gg,] = Pr[A sends i as query |, i.e. it is
independent of bit b, becasue the adversary A does not receive T'. Thus, Pr[B guesses T € Gg, | T € Gg,] <
(1/2) Pr[A sends i as query] + negl(\). Below we compute Pr[B guesses T € Gg, | T € Gg,].

Pr[B guesses T' € Gg, | T € Gg,]
= %PT[.A sends ¢ as query |T € Gg, ]
+ Pr[B guesses T € Gg, A A does not send i as query |T € Gg,]
Now from construction of our reduction algorithm, we know that
Pr[B guesses T € Gg, A A does not send i as query |T € Gg,] > Pr[Fal-Tr A Diff-Adv].
Therefore, the reduction algorithm B’s advantage could be written as

Pr[B wins] = Pr[BB guesses T € Gg, | T € Gg,| — Pr[B guesses T € Gg, | T € Gg,]
> Pr[Fal-Tr A Diff-Adv] — negl(A\) > n(A\) — negl()).

This concludes our proof. [ |
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C.2.3 Correct-Trace Probability

We will first introduce some notations for our security proof. For any v € [0,1/2], a decoding box D is said
to be y-Dist for messages mg, m if

Pr[D(ct) =b : b+ {0,1},ct + Enc(mpk,myp)] > 1/2+ 7.
Similarly, a decoding box D is said to be v-Dist'®® for messages mg, my if
Pr[D(ct) =b : b+« {0,1},ct < Enc®(msk, my)] > 1/2 + 7.
Finally, we say that D is 4-Dist'®® for messages mo, m; if
Pr[D(ct) =b : b+« {0,1},ct < Enc®¥(msk,ms)] > 1/2 + 7.

For any adversary A and polynomial n(-), we define experiment MakeBox 4., (A, ¢) (see Figure 17). The
experiment takes as input a security parameter A, index i € {1,2,...,n(\)} and outputs a decoding box D
and two messages mq, M.

Experiment MakeBox,n (), 1)

1. Challenger chooses ((p1,p2,ps,p4), N,G,Gr,e(-,-)) < Bilin-Geng(1*), g; « Gy for j € {1,2,3,4}
and « + Zn. It sets mpk = (e(g1,91)%,91) and sends mpk to A.

2. The set S represents the keys queried by A. For each queried index j € S, if j < 4, the challenger
computes sk; < KeyGen'™*(msk); if j = i, the challenger computes sk; «+ KeyGen®¥(msk); else, for
j > 1, it computes sk; <— KeyGen®' (msk) and sends sk;.

3. The adversary finally outputs a pirate decoding box D and messages mo, mi. The output of the
experiment is (D, mo,m1).

Figure 17: Experiment MakeBox 4, (A, %)

Using the MakeBox experiment, we can define the following probabilities, parameterized by v € [0,1/2],
and a function of A, i:

Pr-Good-Dec 4, (A, i) = Pr[D is v-Dist for mg,m; : (D, mg, m1) < MakeBox 4, (A, )]

Pr-Good-Dec'®d

A~ A1) =Pr {D is v-Dist'® for mg,m1 : (D, mg, my) I\/IakeBoxA,n()\,i)]

Pr-Good-Dec'$%, (A, i) = Pr [D is y-Dist'®*® for mo,m1 : (D,mg, m1) < MakeBox4 (A, z)}

D is 6-Dist'®**A

Pr-Gapy ,, ,(A, i) = Pr {3 0 €10,1/2] s.t. D is not (5 — )-Dist™

: (D, mp,my) MakeBoxAyn()\,z‘)]

These probabilities are defined over all the random coins chosen by the challenger and adversary A during
MakeBox 4, (A, %) experiment.
First, we will show that Pr-G-D 4,5 . is related to Pr-Gap via the following relation.

Theorem C.3. Let A be a PPT adversary, n(-),p(-) polynomials and €(-) a non-negligible function. There
exists a negligible function negl(+) such that for all A € N satisfying e(A) > 1/p(N),

Z Pr-Gapy p ¢/an (A1) > Pr-G-D g pn () — negl(A).
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Next, we will show that Pr-Cor-Tr 4, ¢ is related to Pr-Gap via the following relation.

Theorem C.4. Let A be a PPT adversary, n(-),p(-) polynomials and €(-) a non-negligible function. There
exists a negligible function negl(-) such that for all A € N satisfying ¢(A) > 1/p(\),

(324 PreGapa ean(M 1))
n(A)

Observe that combing above two theorems, we get that our scheme is a 1/n-risky secure traitor tracing
scheme. We will now prove these theorems in the following subsections.

Pr-Cor-Tr g e (A) > — negl(A).

C.2.4 Proof of Theorem C.3

For notational simplicity, we will skip the dependence of n and € on . Also, we will skip the subscripts A
and n when they are clear from the context.

Outline of the proof. At a high level, this proof can be divided into the following steps:
e We first show that Pr-Good-Dec® ,, (1) ~ Pr-G-D 4, and Pr—Good—Dec'Eei(nH)/zn (n+1) =0 (see

e—e/2n

Observation C.1, Lemma C.3 and Lemma C.4).

e From this, it follows that 3 T' C {1,2,...,n} such that for all i € T, Pr-Good—DecLefSE,i/Qn(i) —

Pr—Good—Dec'Eefse_(iH)/Qn(i + 1) > 0 and the sum of these differences is at least Pr-G-D 4, — negl
(see Observation C.2).

e Next, we show Pr-Good-Dec'™

- (i41) /2nte/an (1) B Pr—Good—Dec':fSE.(iH)/Qn(i + 1) (see Lemma C.5).

e After this, we relate Pr-Gap(i) to Pr-Good-Dec'®*(i) and Pr-Good-Dec'®(i). We show
Pr-Gap, /4, (i) > Pr-Good-Dec'® (i) — Pr-Good-Dec™

c—ei/2n

e-(i41)/2n+c/an (1) (see Lemma C.6)

~ Pr-Good-Dec** (1) — Pr—Good-Dec':i_(iﬂ)/%(i +1)

c—ei/2n
e As a result, we can conclude that
> Pr-Gap, /4, (i) = Y Pr-Gap, /4, (i)
i i€l
> Z (Pr-Good-DecLefse,i/zn(i) — Pr—Good—DecLei,(iH)/zn(i + 1))
i€l
> Pr-G-D 4, — negl
First, we have the following observation.

Observation C.1. For every adversary A, polynomial n(-) and A € N, there exists an ¢* € {1,2,...,n(\)}
such that Pr-Good-Dec 4 p (A, %) > Pr-G-D g p (A).

This observation simply follows from the fact that Pr-G-D 4, (A) = (1/n) )", Pr-Good-Dec 4 (A, %),
and therefore, there exists some index ¢* such that Pr-Good-Dec gy (A, %) > Pr-G-D 4 ().

Lemma C.3. Assuming the subgroup decision assumption (Assumption 3), for any PPT adversary A,
polynomials n(-), p(-) and non-negligible function €(-), there exists a negligible function negl(-) such that for
all A € N satisfying e¢(\) > 1/p()),

Pr—Good—Dec'ffse/Qn (A, 1) > Pr-Good-Dece(A,7") — negl(A\) > Pr-G-D 4 .(A\) — negl(X).
Proof. Let py(\) = Pr-Good-Dec. (), i*) and pa()) = Pr-Good-Dec'®™ , (A, 1). In order to show that p1 — ps

e—e/2n

is negligible in A\, we will define a sequence of hybrid events, and show that the difference in their probabilities
is at most negligible in A.
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Hybrid Hyb, This experiment is similar to that associated with Good-Decoder,, except that all keys for
indices 7 < i* are generated using KeyGen®'. The adversary must finally output a pirate box D and two
messages mg, my such that D can distinguish between (normal) encryptions of my and m; with advantage
at least y1 = € — €¢/8n. Let puyp, (M) denote the probability that A outputs a pirate box D that is ;-Dist for
mo, mMy.

Hybrid Hyb, This experiment is similar to that associated witho Good-Decoder., except that the keys
corresponding to index i* is also generated using KeyGen®'. The adversary must finally output a pirate box
D and two messages mg, m; such that D can distinguish between (normal) encryptions of mg and m; with
advantage at least y2 = € — €/6n. Let ppyp,(A) denote the probability that A outputs a pirate box D that is
~o-Dist for mqg, m;.

Hybrid Hyb; This experiment is similar to that associated with Hyb,, except that the key for index ¢ =1
is generated using KeyGen®?; all other keys are generated using KeyGen®'. The adversary must finally output
a pirate box D and two messages mg,m; such that D can distinguish between (normal) encryptions of mg
and m; with advantage at least v3 = € — ¢/4n. Let phyb, (M) denote the probability that A outputs a pirate
box D that is «3-Dist for mg, m;.

Claim C.1. Assuming the subgroup decision assumption (Assumption 3), for every PPT adversary A,
polynomials n(-),p(-) and non-negligible function €(-), there exists a negligible function negl; (-) such that
for all A € N satisfying e(A) > 1/p(X), p1(A) — phyb, (A) < negly (A).

Proof. Suppose p; — pHyp, = 1 for some non-negligible function 1. We will construct a reduction algorithm
B that breaks the subgroup decision assumption with non-negligible advantage.

First, B sends its challenge sets Sy = {3,4}, S; = {4} and it receives T, where T' € Gg, or T € Gg,.
Next, it queries for the generators for Gy}, G2y and G4y, and receives g1, ga, g4 respectively. The reduction
algorithm first chooses a <— Zx and sets mpk = (e(g1, g1)%, 91). Next, it uses g; and T to construct keys for
indices less than ¢*; that is, it chooses u; < Zy and sets sk; = g - T as the secret key for index j < 7*.
For the i* index, it uses g1, g2 and g4; that is, it chooses u;«,t;« and sets skj« = gf - g5*" -gff*. Finally, for
indices j > i*, the reduction algorithm uses g; and g4 and sets sk; = g% - g, for randomly chosen u; < Zy.

After all secret key queries, the reduction algorithm receives pirate box D and mg,m;. The reduction
algorithm sets v = e—¢/16n, z = A-n/e and tests whether D is a v-Dist box for mg, m using simple counting
based estimation. Concretely, it first sets count = 0. For k& = 1 to z, it chooses by, + {0, 1}, s + Zx and sets
cty = (my,, - e(g1,91)% %%, g7*). Next, if D(cty) = b, it sets count = count + 1, else it sets count = count — 1.
Finally, after the z iterations, if count > v - z, then B guesses that T' € Gg,, else it guesses that T' € Gg, .

Let us now compute the reduction algorithm’s advantage. First, note that if T' <— Gg, then the key for
indices j < i* corresponds to a KeyGen'™* key, and if T € Gg,, then it corresponds to a KeyGen®" key (we
use the Chinese Remainder Theorem to argue that {(g¢ 95’4)] © g1 < Gi,g34 < Gzay,u; «— Zn}is
statistically indistinguishable from {(¢¢' 95" -9,°) : g1 < G1}, 93 < Gyay, 91 < Gy, uj < Zn,v; + Zn}).

Similarly, using Chinese Remainder Theorem, we can argue that the ciphertexts computed by the re-
duction algorithm are indistinguishable from (normal) ciphertexts. We will now analyse B’s advantage in
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breaking the subgroup decision assumption.

Pr[B guesses T € Gg, | T € Gg,]
= Pr[count > vz | T € Gg,]
> Pr[A outputs e-Dist box D A count > vz |T € Gg,]
> Pr[A outputs e-Dist box D | T € Gg,]
— Pr[A outputs e-Dist box D Acount <.z |T € Gg,]
> Pr-Good-Dec, (), i*)
— Pr[count <~v-2|T € Gg, A A outputs e-Dist box D]
> py — 2700,
The last inequality follows by applying a Chernoff bound similar to that in Lemma C.1. Next, let us analyse
the probability that B guesses T' € Gg, when T' € Gg, .

Pr[B guesses T € Gg, | T € Gg, ]
= Prfcount > v -z |T € Gg,]
< Pr[A does not output (e — €¢/8n)-Dist box D A count > v -z | T € Gg,]
+ Pr[A outputs (e — €/8n)-Dist box D Acount >y -z |T € Gg,]
< Pricount > v- 2| T € Gg, A A does not output (e — €/8n)-Dist box D] + ppyb,
< 279+ pugs,-

As before, the last inequality follows by applying a Chernoff bound. Thus, combining above bounds, we get
that

Pr[B wins] = Pr[B guesses T € Gg, | T € Gg,] — Pr[B guesses T € Gg, | T € Gg,]
> p1 — PHyb, — negl(A).

Therefore, since the subgroup decision assumption holds over G, thus we can conclude that p1 — puyp, <
negl; (A) for some negligible function negl(:).

Claim C.2. Assuming the subgroup decision assumption (Assumption 3), for every PPT adversary A,
polynomials n(-),p(-) and non-negligible function €(-), there exists a negligible function negly(-) such that
for all A € N satisfying e(A) > 1/p()), pryb, (A) — pHyb, (A) < negly(N).

Proof. Suppose pHyb, — pHyb, = 71 for some non-negligible function . We will construct a reduction algorithm
B that breaks the subgroup decision assumption with non-negligible advantage. The proof of this claim is
similar to that of Claim C.1.

First, B sends its challenge sets Sy = {2,4}, S1 = {4} and it receives T, where T € Gg, or T € Gg,.
Next, it queries for the generators for Gy}, Gy3) and G4y, and receives g1, g3, g4 respectively. The reduction
algorithm first chooses « < Zy and sets mpk = (e(g1,91)%, g1). Next, it uses g; and g4 to construct keys
for indices less than i*; that is, it chooses u; <— Zy and sets sk; = gf - g, as the secret key for index j < i*.
For the ¢* index, it uses g1 and T that is, it chooses u;- and sets sk;~ = g - T™*. Finally, for indices j > i*,
the reduction algorithm uses g; and g4 and sets sk; = g ~ngj for randomly chosen u; <= Zn.

After all secret key queries, the reduction algorithm receives pirate box D and mg,m;. The reduction
algorithm sets v = € — €/Tn, z = A - n/e, count = 0. Next, it tests whether D is a v-Dist box for mq, m;.
For k =1 to z, it chooses by < {0,1}, si < Zy, sets cty, = (my,, - €(g1,91)* %%, ¢7%) and if D(cty) = by, it
sets count = count + 1, else it sets count = count — 1. Finally, after the z iterations, if count > - z, then B
guesses that T' € Gg,, else it guesses that T' € Gg, .

The analysis of B’s advantage is similar to that in proof of Claim C.1. [ |
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Claim C.3. Assuming the subgroup decision assumption (Assumption 3), for every PPT adversary A,
polynomials n(-),p(-) and non-negligible function €(-), there exists a negligible function negls(-) such that
for all A € N satisfying e(A) > 1/p(A), pryb, (A) — pHyb, (A) < negls(A).

Proof. Suppose puyb, — pHyb, = 1) for some non-negligible function 1. We will construct a reduction algorithm
B that breaks the subgroup decision assumption with non-negligible advantage. The proof of this claim is
similar to that of Claim C.1.

First, B sends its challenge sets Sy = {4}, S1 = {2,4} and it receives T, where T € Gg, or T € Gg,.
Next, it queries for the generators for Gy}, Gy3) and G4y, and receives g1, g3, g4 respectively. The reduction
algorithm first chooses a + Zy and sets mpk = (e(g1,91)%,91). Next, it uses g1 and T to construct the
secret key for i = 1. Tt sets sk; = (¢% - T'). Finally, for indices j > 1, the reduction algorithm uses g; and g4
and sets sk; = gf - g4’ for randomly chosen Uj < Zn.

After all secret key queries, the reduction algorithm receives pirate box D and mg,m;. The reduction
algorithm sets v = € — ¢/5n, z = A - n/e, count = 0. Next, it tests whether D is a y-Dist box for mq, m;.
For k =1 to z, it chooses by < {0,1}, si < Zy, sets cty, = (my,, - e(g1,91)* %%, ¢7%) and if D(cty) = by, it
sets count = count + 1, else it sets count = count — 1. Finally, after the z iterations, if count > - z, then B
guesses that T' € Gg,, else it guesses that T' € Gg,.

The analysis of B’s advantage is similar to that in proof of Claim C.1. [ |

Claim C.4. Assuming the subgroup decision assumption (Assumption 3), for every PPT adversary A,
polynomials n(-),p(-) and non-negligible function €(-), there exists a negligible function negls(-) such that
for all A € N satisfying e(A) > 1/p(A), pryb, (A) — p2(A) < neglz(N).

Proof. Suppose puyb, — p2 = 1 for some non-negligible function 7. We will construct a reduction algorithm
B that breaks the subgroup decision assumption with non-negligible advantage. The proof of this claim is
similar to that of Claim C.1.

First, B sends its challenge sets Sop = {1}, S1 = {1,3} and it receives T, where T € Gg, or T € Gg,.
Next, it queries for the generators for Gy1y, Gyay and Gy4y, and receives g1, g2, ga respectively. The reduction
algorithm first chooses « + Zx and sets mpk = (e(g1, g1), g1). Next, it uses g1, g2 and g4 to construct keys
for index 1; that is, it chooses t1,u; < Zx and sets sk; = gf - gél - g4*. For indices j > 1, the reduction
algorithm uses g; and g4 and sets sk; = gf* - gy’ for randomly chosen Uj < Zn.

After all secret key queries, the reduction algorithm receives pirate box D and mg,m;. The reduction
algorithm sets v = € — €/3n, z = A - n/e, count = 0. Next, it tests whether D is a y-Dist box for mq, m;.
For k =1 to z, it chooses by, < {0,1}, si < Zn, sets cty, = (my,, - (g1, T)***, T*) and if D(cty) = by, it
sets count = count + 1, else it sets count = count — 1. Finally, after the z iterations, if count > - z, then B
guesses that T' € Gg,, else it guesses that T' € Gg,.

The analysis of B’s advantage is similar to that in proof of Claim C.1. [ |

Lemma C.4. Assuming the subgroup hiding in target group assumption (Assumption 4), for any PPT
adversary A, polynomials n(-),p(-) and non-negligible function €(-), there exists a negligible function negl(-)
such that for all A € N satisfying e(A) > 1/p(A),

Pr—Good—Dec'j‘i_ cmen (A, 1+ 1) < negl(N).

2n

less

Ae—
negligible in A\. The adversary A receives keys generated by KeyGen'* (that is, all the secret keys have
Gy1,3,4y group elements), and must output a pirate box D and messages mg, m; such that D can distinguish

Proof. Suppose there exists a PPT adversary A such that p = Pr-Good-Dec ety (A,n+1) is non-
2n

less

less

. . . [, o 6.( +1)
between encryptions of mg and m; generated using Enc™ with probability at least k = ¢ — —5—. We
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will show that A can be used to build a PPT algorithm B that breaks Assumption 4 with non-negligible
advantage.

The reduction algorithm first sends S; = {3,4} and Sy = {3}. It receives (g1, h1, ha, hs, T) from the
challenger, where hy = gf* - u, h3 = g7 - w, g1 € Gy}, u,ha € Ggs,, w € Gg, and T is either e(g1,91)** or a
uniformly random element in Gp. It sets mpk = (e(g1,h1),91). It responds to the secret key queries using

h1, ho; that is, the secret key for j is sk; = (hy - h;j ) for some randomly chosen u;. Note that elements from

Gyoy are not required since all keys are created using KeyGen'®.

Finally, it receives a pirate box D and mg, m;. The reduction algorithm sets v = ¢/8 and count = 0.
Next, it tests whether D is a y-Dist'®®* box for mg,m. Concretely, for k = 1 to A/e, it chooses by, < {0,1},
th, vk < Zn, sets cty = (my, - e(gi¥, h1), giF - w) and if D(cty) = by, it sets count = count + 1, else sets
count = count — 1. If count < A/8, the reduction algorithm outputs a uniformly random bit.

Otherwise, it uses D to break Assumption 4. It chooses b < {0,1}, computes ct = (my - T, h3). If
D(ct) = b, it guesses that T = e(g1,91)**®. Else it guesses that T is uniformly random.

First, note that the keys are distributed as output of KeyGen'®* algorithm. This argument follows from
the Chinese Remainder Theorem, since

. / / 6
{(gf - w-hy')j i 7,7 8,8 u; + Zy,w=g3 - g3, ho =93 95 } ={(9¥ 93 - 95°)j : 75,05 < Zn}

If T is a uniformly random element in Gp, then D cannot distinguish between mg - T and my - T.
Therefore, Pr[B guesses T = e(g1,91)**® | T is random | = 1/2. Next, we will analyse the probability B’s
guess is correct if T = e(g1,91)**. Let event Boxj denote the event that A outputs a 6-Dist'™* box D.
Recall k =e—¢€-(n+1)/2n.

Pr[B guesses correctly | T = e(g1,91)

Q'S]

= Pr[B guesses correctly A Box | T = e(g1, 91)*"]
+ Pr[B guesses correctly A Boxf}16 A =Box | T = e(g1, g1)**].
+ Pr[B guesses correctly A —\Boxg16 | T =e(g1,91)""].

First, let us analyse the probability of B correctly guessing when A outputs a x-Dist'**® box.

Pr[B guesses correctly | T = e(g1, g1)** A Box]
= Prcount > \/8 A D(ct) = b| T = e(g1,91)** A Box?]

1
+3 Prcount < A/8 | T = e(g1,91)** A Box].
Using Chernoff bounds, we have that

Pr [count <A8|T =ce(g1,01)° A Boxjﬂ = negl(A).

Also, we know that Pr [D(ct) =b| Box,“j] > = + k. Thus, we can conclude that

1

2
1

Pr[B guesses correctly | T' = e(gy1, 91)®* A Box] > 3 + Kk —negl(\). (15)

Next, let us analyse the probability of B correctly guessing when A outputs an €/ 16-Dist'®*** box.

Pr[B guesses correctly | T = e(g1,91)"° A Boxj}w A —Box?]
= Prfcount > \/8 A D(ct) = b| T = e(g1,91)** A Box/yy4 A ~Box:.]

1
+ 3 Pricount < A/8 | T =e(g1,91)"° A Boxf}16 A =Box].
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Let x be the probability that count > A/8 when A outputs such a box. Concretely, let x = Prlcount < A\/8|T
=e(g1,91)*° A Box:}m A =Box?]. Given this we can write that

Pr[B guesses correctly | T = e(g1,91)"° A Boxf}16 A —Box?]

Zaz~(;+1€6>+(1x)~

Next, let us analyse the probability of B correctly guessing when A does not output an e/16-Dist®> box.

21 (9
-2

NN

Pr[B guesses correctly | T = e(g1,91)"° A ﬁBOX?}lG]
= Prlcount > A\/8 A D(ct) =b|T =e(g1,91)** A ﬁBOXf}w]

+ %Pr[count <A8|T =ce(g1,01)"° A —Boxf}lﬁ}.
Again, using Chernoff bounds, we have that
Pr [count > A\/8 | T = e(g1,91)"° A ﬂBox;‘}lG = negl(A).
Thus, we can conclude that
Pr[B guesses correctly | T = e(g1,91)"° A —\Boxf>16] > % — negl(A). (17)
Finally, we also have that
Pr [Box? | T = e(gl,gl)o"s} = Pr—(?-ood—DecljsfN (An+1)=p.
Combining above fact with Equations 15, 16 and 17, we get that

1
Pr[B guesses correctly | T = e(g1,91)*°] > g tpK- negl(\).

As a result, the advantage of B in breaking Assumption 4 is at least p- k —negl(\). This completes the proof.

From the above lemmas, it follows that Pr—Good—DecLeise/gn(/\, 1) — Pr—Good—Dec':fse(nH)/Qn(/\, n+1) >
Pr-G-D4,5(A) — negl(A). This brings us to the following observation.

Observation C.2. For any PPT adversary A, non-negligible function €(-), polynomials n(-),p(-), there
exists a negligible function negl(-) such that for all A € N satisfying e(A) > 1/p(A), there exists a subset
' C{1,2,...,n} such that Pr—Good—Dec'ffsE,Z-/Qn()\, i) — Pr—Good—Dec'ffsei(iH)/Zn()\,i +1) >0 and

3 (Pr—Good—Dec'fi,i (A1) — Pr-Good-Dec. 1 1, (A, i + 1)) > Pr-G-D_p.c(A) — negl(\).

el

The next lemma will prove that Pr-Good-Dec®*(i + 1) and Pr-Good-Dec'®(i) are approximately equal.
Lemma C.5. For any PPT adversary A, polynomials n(-), p(-) and non-negligible function €(-), there exists
a negligible function negl(-) such that for all ¢ € {1,2,...,n}, A € N satisfying e(A) > 1/p(}),

2n in 2

P]r—Good-Dec':jF_(iJrl)JFL (A1) < Pr-Good—Dec'is& it (A, i+ 1) + negl(N).

Proof. Let p1(\) = P1r—Good—Dec|:jF_(iH)JrL (X, 1) and pa(N) = Pr—Good—Dec':jse.(iH) (A, i+1).
2n 4n 2n

Let Expt; denote the first scenario, and Expt, the second one. The only differences in the two scenarios
are as follows:
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Key for user 7 in the first scenario is generated using KeyGen®?, while in the second scenario, it is generated
using KeyGen'®s,

Key for user 7 + 1 in the first scenario is generated using KeyGen®', while in the second scenario, it is
generated using KeyGen®.

The decoder in the first scenario must distinguish between Enc'®d encryptions with advantage at least

€— 6'(;:1) + 75, while the decoder in the second scenario must distinguish between encryptions generated
using Enc'®* with advantage at least € — %

We will construct two hybrid experiments, and show that consecutive hybrid experiments are computa-
tionally indistinguishable.

Hybrid Hyb,:  This is identical to Expt,, except that the key for user i is generated using KeyGen'*®. The
key for user ¢ + 1 is generated using KeyGen® and the decoder must distinguish between Enc'®d encryptions

with advantage at least 1 = € — % + g5+ Let puyp, (A) denote the probability that the decoder output
can distinguish between Enc'®® encryptions with advantage at least ;.

less

Hybrid Hyb, This is identical to Hyb,, except that decoder must distinguish between Enc™> encryptions
with advantage at least v, = € — 6'(;1) + 16+ Let puyb, (A) denote the probability that the decoder output

less

can distinguish between Enc™ encryptions with advantage at least vs.

Claim C.5. Assuming the subgroup decision assumption (Assumption 3), for every PPT adversary A,
polynomials n(-),p(-) and non-negligible function €(-), there exists a negligible function negl; (-) such that
for all A € N satisfying e(A) > 1/p(X), p1(A) — phyb, (A) < negly (A).

Proof. Suppose p1 — puyb, = 7 for some non-negligible function 7. We will construct a reduction algorithm
B that breaks the subgroup decision assumption with non-negligible advantage.

First, B sends its challenge sets So = {2,4}, S; = {3,4} and it receives T, where T € Gg, or T €
Gs,. Next, it queries for the generators for Gyiy, Gya 3}, Gz and Gy, and receives g1, 92,3, 93,4 and gy
respectively. The reduction algorithm first chooses o + Zy and sets mpk = (e(g1,91)%, g1). Next, it uses g1
and g3 4 to construct keys for indices less than ¢; that is, it chooses u; +— Zy and sets sk; = gf* - 9;74 as the
secret key for index j < i. For the i index, it uses g; and T’ that is, it sets sk; = g{ - 7. Finally, for indices
J > i, the reduction algorithm uses g; and g4 and sets sk; = g¢* - gffj for randomly chosen u; < Zy.

After all secret key queries, the reduction algorithm receives pirate box D and messages mg, m1. The
reduction algorithm sets ¥ = € — e - (i + 1)/2n + ¢/6n, z = X - n/e and tests whether D is a ~-Dist'®®
box for mg, m;. The reduction algorithm first sets count = 0. For & = 1 to z, it chooses by + {0, 1},
Skytk < Zn, sets cty, = (m, - e(g1, g1)* %, g;* g;’“3) and if D(cty) = by, it sets count = count + 1, else it
sets count = count — 1. Finally, after the z iterations, if count > - z, then B guesses that T' € Gg,, else it
guesses that T' € Gg, .

Let us now compute the reduction algorithm’s advantage. First, note that if T <— Gg, then the key
for index i corresponds to a KeyGen®® key, and if T € Gg,, then it corresponds to a KeyGen"* key. For
indices j < 4, the adversary gets KeyGen"*™ keys (we use the Chinese Remainder Theorem to argue that
{(g* 93”4)] 0 g1 < Gi,934 < Gyaay,uj < Zy} is statistically indistinguishable from {(g¢" 9379y g1
Gy1y,93 < Gygy, 94 < Gygy}). Similarly, for all indices j > i, the keys are generated using KeyGen®'.

Similarly, using Chinese Remainder Theorem, we can argue that the ciphertexts computed by the reduc-
tion algorithm are indistinguishable from Enc'®® ciphertexts. The analysis of B’s advantage is similar to that
in proof of Claim C.1.

|

Claim C.6. Assuming the subgroup decision assumption (Assumption 3), for every PPT adversary A,
polynomials n(-), p(:) and non-negligible function €(-),there exists a negligible function negl,(-) such that for
all A € N satisfying e(X) > 1/p(N), pryb, (A) — PHyb, (A) < negly (A).
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Proof. Suppose puyb, — pHyb, = 1) for some non-negligible function . We will construct a reduction algorithm
B that breaks the subgroup decision assumption with non-negligible advantage.

First, B sends its challenge sets Sy = {2,3}, S; = {3} and it receives T, where T' € Gg, or T € Gg,.
Next, it queries for the generators for Gy1y, Gz}, G4y, and receives g1, g3, g4 respectively. First, it chooses
a < Zy and sends mpk = (e(g1,91)%, g1) to A. Next, it receives key queries from A, and it uses g1, g3 and
g4 to construct keys. For indices j <4, it chooses u;,t; < Zy and sets sk; = g ~g§j -gff. For indices 5 > i,
the reduction algorithm chooses t; <— Zy and sends sk; = g¢ - gff. Finally, after all secret key queries, the
reduction algorithm receives pirate box D and mg, m;. It sets y =e—e€-(i+1)/2n+¢€/12n, z =X -n/e and
count = 0.

For k = 1 to z, the reduction algorithm chooses by, < {0, 1}, s, tx < Zn, sets cti, = (mp,-e(g1,91)* %%, g%+
T*) and checks if D(cty) = by. If so, it sets count = count + 1, else it sets count = count — 1. After the 2z
iterations, B checks if count > v - z. If so, then B guesses that T € Gg,, else it guesses that T' € Gg, .

First, note that the secret keys sent to A are identically distributed as in Hyb; and Hyb, experiments.
Using the Chinese Remainder Theorem, we can argue that if 7' <— Gg,, then the z ciphertexts constructed
are distributed as z encryptions generated using Enc'd: if T+ Gg,, then the z ciphertexts are distributed
as z encryptions using Enc®®. The analysis of B’s advantage is similar to that in proof of Claim C.1.

H

Claim C.7. Assuming the subgroup decision assumption (Assumption 3), for every PPT adversary A,
polynomials n(-),p(-) and non-negligible function ¢(-), there exists a negligible function negls(-) such that
for all A € N satisfying e(A) > 1/p()), puyb, (A) — p2(A) < negls(N).

Proof. Suppose puyb, — p2 = 1) for some non-negligible function 7. We will construct a reduction algorithm
B that breaks the subgroup decision assumption with non-negligible advantage.

First, B sends its challenge sets Sy = {4}, S1 = {2,4} and it receives T, where T' € Gg, or T € Gg,.
Next, it queries for the generators for Gy1y, Gyzy, Gy4y, and receives g1, g3, ga respectively.

The reduction algorithm first chooses o < Zy and sets mpk = (e(g1,91)%,91). Next, it uses ¢g; and
g3 and g4 to construct keys for indices less than or equal to ¢; that is, it chooses u;,t; < Zxn and sets
skj = g - g3’ -gflj as the secret key for index j < 4. For the (i 4+ 1) index, it uses g; and T that is, it sets
skit1 = gf - T. Finally, for indices j > i + 1, the reduction algorithm uses g; and g4 and sets sk; = g - g,”
for randomly chosen u; < Zy.

After all secret key queries, the reduction algorithm receives pirate box D and mg,m;. The reduction
algorithm sets v = € — e - (i 4+ 1)/2n + €/32n, z = X - n/e and tests whether D is a y-Dist'®* box for mg, m;.
The reduction algorithm first sets count = 0. For k = 1 to z, it chooses by + {0,1}, sk, tx < Zn, sets
cty = (my, -e(g1,91)*%, gi* - g&) and if D(cty,) = by, it sets count = count + 1, else it sets count = count — 1.
Finally, after the z iterations, if count > = - z, then B guesses that T' € Gg,, else it guesses that T' € Gg, .
The analysis of B’s advantage is similar to that in proof of Claim C.1.

|

Lemma C.6. For any PPT adversary A, polynomial n(-) and non-negligible function €(-), all A € N,
Pr-Gap, /4, (A7) > Pr-Good-Dec®* (A1) — Pr—Good—Dec'EeﬂE.i/Qn_e/Am(/\,i).

e—ei/2n
Proof. Recall that Pr-Gap is defined as below

D is 6-Dist'**A
D is not (6 — -=)-Dist'™

4n

Pr-Gap 4 /4 (A1) = Pr [3 5 €10,1/2] s.t. 2 (D, mg,my) + MakeBoxA,n(A,i)} .

Now we can also write that

Pr-Gap 4 ¢/an (A7) >  max

{Dm&mﬁm
> Pr
5€[0,1/2]

D is not (6 — -<)-Dist' : (D,mg,my) MakeBoxAyn()\,i)] .
4n
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We also know that for any ¢ € [0,1/2],

py | D is 0-Dist**A
D is not (§ — = )-Dist'™

n

2 (D,mo,my) MakeBoxA’n()\,i)}

>Pr [D is 5-Dist'®® : (D, mg,my) + MakeBoxA,n()\,i)]
—Pr {D is (5 — ﬁ)—Dist'eq . (D, mo,my) — MakeBoxA,n(A,z')}
> Pr-Good-Decl$5(\, i) — Pr—Good—Dec?ﬂe/%()\,i).
Finally substituting § = € — € - i/2n, we get
Pr-Gap, /4, (A7) > Pr—Good—DecLefsE‘i/Qn()\,i) - Pr—Good—Dec':fe,i/Qn_e/ém(/\,z').

This concludes the proof. [ |

C.2.5 Proof of Theorem C.4

We need to show that for any PPT adversary A, polynomials n(-),p(-), non-negligible function €(-), there
exists a negligible function negl(-) such that for all A € N satisfying e(A) > 1/p(\),

S Pr-Gap 4, o jan(A i)
Pr—Cor—TI’A,n,e(A) 2 n(l):)) =

— negl(A).

First, consider the following events Tr 4,  and Tri4_n7€, parameterized by A, n,e. The event Tr is similar
to Cor-Tr, except that the output of the trace should be in {1,2,...,n} (in particular, it is not required that
the output be in the set S of keys queried). Let piess = Prb + D(ct) : b ¢ {0,1},ct < Enc'**(msk,my)]
and pieq = Pr[b <= D(ct) : b« {0,1},ct < Enc'®?(msk,my)].

The event Tr’ is defined similar to Tr, except we say that Tr" occurs if D is e-Dist box and Pless— Pleq > €/4n.
Note that the only difference between Tr and Tr’ is that in Tr, the challenger computes an estimates piess
and ﬁleq of Pless, Pleq (respeCtiVGIY)v and checks if Pless — ﬁleq > 6/871

Now, using Chernoff bounds, it follows that Pr[Tr . > Pr[Tr) ,, ] — 279 Next, it follows from the
definitions of Pr[Tr/y ,, | and Pr-Gap 4, ., that Pr[Try , ] = >, Pr-Gap 4, /4, (A7) /7.

Finally, note that

Pr[Cor-Tr] = Pr[Tr] — Pr[Tr A Trace outputs i ¢ S|

[
= Pr[Tr] — Pr[Fal-Tr|
> Pr[Tr] — negl; (A) (using Theorem C.2)
> Pr[Tr'] — 2790 — negl, ()

Pr _GapA,n,e/4n()‘7 Z)
n

— negl(A).

S.M

This concludes the proof.
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