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Abstract. We consider the leakage resilience of the Ring-LWE analogue of the Dual-Regev encryption
scheme (R-Dual-Regev for short), originally presented by Lyubashevsky et al. (Eurocrypt ’13). Specif-
ically, we would like to determine whether the R-Dual-Regev encryption scheme remains IND-CPA
secure, even in the case where an attacker leaks information about the secret key.

We consider the setting where R is the ring of integers of the m-th cyclotomic number field, for m which
is a power-of-two, and the Ring-LWE modulus is set to ¢ =1 mod m. This is the common setting used
in practice and is desirable in terms of the efficiency and simplicity of the scheme. Unfortunately, in
this setting R, is very far from being a field so standard techniques for proving leakage resilience in the
general lattice setting, which rely on the leftover hash lemma, do not apply. Therefore, new techniques
must be developed.

In this work, we put forth a high-level approach for proving the leakage resilience of the R-Dual-Regev
scheme, by generalizing the original proof of Lyubashevsky et al. (Eurocrypt ’13). We then give three
instantiations of our approach, proving that the R-Dual-Regev remains IND-CPA secure in the presence
of three natural, non-adaptive leakage classes.

1 Introduction

Side-channels allow attackers to bypass the security of a cryptosystem by exploiting implementation-specific
properties. Attackers can recover cryptographic keys through physical measurement of various aspects such
as execution time, power consumption, or even sound waves generated by the processor. Such attacks are
known to be detrimental against standard cryptosystems, such as RSA, and can be launched with reasonable
costs in myriad settings (cf. [4,16,24,25,22,41,38,18]). The emergence of these attacks has prompted cryp-
tographers to incorporate side-channels in formal security models and to construct leakage resilient schemes
that remain secure in these enhanced models. There is a large body of work on leakage-resilient cryptography
(cf. [17,2,33,6,26,23], to name just a few). Moreover, several seminal works including [20,2,15,13] focus on
constructing/analyzing leakage-resilient lattice-based cryptosystems.

Among cryptosystems built from lattices, so-called ring-based schemes are usually preferred in practice,
since these highly structured rings lend themselves to more efficient and compact cryptosystems. Unfortu-
nately, the current techniques for obtaining leakage resilience in the general lattice setting crucially rely on
the fact that the public key matrix A is a random matrix ! and therefore do not carry over to the ring
setting. This leaves open the question of whether we can enjoy the efficiency of ring-based cryptosystems,
while simultaneously achieving leakage resilience.

Leakage-Resilient Post-Quantum Cryptography. One of the foremost avenues for viable post-quantum public
key cryptography is to construct schemes from ideal lattices. Currently 12 submissions out of 69 submission
for first round of NIST submissions are ring-based. The goal of our work is to analyze the leakage resilience
of a post-quantum, public key encryption scheme with practical parameter settings (i.e. focusing on the ring
setting and requiring at most a small constant number of ring elements in the public key). Specifically, we
analyze security of the Ring-LWE analogue of the Dual-Regev encryption scheme (R-Dual-Regev for short),

! For example, techniques include decomposition of the matrix A into two random matrices of varying dimensions [2]
and/or using the fact that Az is a strong randomness extractor when A € Zg**™ is random and z has sufficiently
high min-entropy [13].



first presented by Lyubashevsky et al. [28] and then simplified by Alperin-Sheriff and Peikert and Crockett
and Peikert [3,11].

Lattices and LWE. An n-dimensional lattice £ is an additive discrete subgroup of R™. There are several
algorithmic problems relating to lattices that are believed to be hard, even for a quantum computer. The
relevant one for this work will be the (approximate) shortest independent vector problem (SIVP.,), which
asks to find a set of n linearly independent vectors (where n is the dimension of the lattice) such that the
length of the longest vector in the set is within a « factor of the minimum possible length.

The learning with errors (LWE) problem was introduced by Regev [37], who showed a worst-case to
average-case quantum reduction from SIVP,.? To solve the (decision version of the) LWE problem, an attacker
must distinguish the two distributions (A, Az + e) from (A4, u), where A is a matrix chosen uniformly from
Z", x is sampled from Z7', e is sampled from an “error distribution” ., over Z;" and w is chosen
uniformly from Z;". Many lattice-based public-key encryption schemes are built from LWE (following the
original construction of [37]) and the security is proven by first reducing lattice problems to LWE and then
reducing LWE to these schemes. (cf. [19,8]).

Ideal lattices and Ring-LWE. When using the LWE assumption over general lattices to build encryption
schemes, the public key consists of the LWE matrix A, a random matrix over Z, of size m x n, where m > n
and n is security parameter. So storing the public key requires space at least £2(n?logq), and encryption
requires matrix-vector multiplication. To over come this inefficiency, ideal lattices—lattices with additional
structure—were introduced. In the ideal lattice setting, we consider the number field K = Q[z]/®,(x), where
&, (x) is the m-th cyclotomic polynomial of degree ¢(m). For m which is a power of 2, the m-th cyclotomic
polynomial is simply @,,(x) = 2™ + 1, where n = m/2 is also a power of 2. We then consider the ring of
integers, R C K of the number field, defined as R = Z[z]/®P.,(x). R can now be viewed as a lattice via the so-
called “canonical embedding” which transforms elements of K from a polynomial representation to a vector
representation in an inner product space endowed with a vector norm. “Ideal lattices”, therefore, correspond
to fractional ideals of K, which can be viewed as lattices via the canonical embedding. We further define
R, := Z4[x]/ Py, (), which denotes the set of polynomials obtained by taking an element of Z[z]|/®,,(z) and
reducing each coefficient modulo gq.

Given the above, the Ring-LWE problem is to distinguish (a,b = a-s+¢e) € R, X R, from uniformly
random pairs, where s € R, is a random secret, the a € R, is uniformly random and the error term e € R
has small norm.

In the above formulation, the matrix A from the general lattice LWE setting is replaced with a polynomial
a in the ring setting. Therefore, the public key now has dimension n instead of m x n and can be represented
as a vector in Z;*, requiring only O(nlogq) bits of storage.

In this paper, we consider rings with further structure. Specifically, we assume that m is a power of two,
which means that @,,(z) has degree n = m/2. We further set ¢ to be a prime such that ¢ =1 mod m, in
which case @,,,(z) completely splits into n factors in Z,[z]. This allows for additional optimizations in the
implementation, such as fast arithmetic over the ring R,.

The R-Dual-Regev encryption scheme. The key generation algorithm of the R-Dual-Regev encryption scheme
proceeds as follows: The secret key corresponds to elements 1, . . . , z; that are chosen from a discrete Gaussian
distribution over R. To generate the public key, a; is set to —1 € R, and ag, ..., a; are chosen uniformly at
random from R,. The public key is then set to (as, ..., a;, a;41 = — Zie[l] a;z;). The key property necessary
for proving the security of the Dual-Regev encryption scheme is that for public keys sampled as described
above, a;11 should be distributed (close to) uniform random in Ry, given ao, ..., a;.

When R, is a field, not only does the above property hold, but it can be shown that a;; is distributed
(close to) uniform random in R, as long as 1, . .., z; has sufficiently high min-entropy (via the leftover hash
lemma). Thus, when R, is a field, it can be immediately argued that the R-Dual-Regev encryption scheme is
inherently leakage-resilient, to (non-adaptive) leakage® on the secret key w1, ..., 2, as long as 21, ..., x; has
sufficiently high min-entropy conditioned on the leakage. This would allow to argue, in particular, that the

2 (Classical reductions from GapSVP were subsequently proved by Peikert [34] and Brakerski et al. [7].
3 By non-adaptive leakage we mean that the chosen leakage function f does not depend on the public key.



scheme is leakage resilient against any leakage function with bounded output length. In this work, however,
recall that we consider the case where R is the ring of integers in the m!* cyclotomic number field K of
degree n, where m is a power-of-two, and the modulus ¢ is a prime such that ¢ = 1 mod m. As discussed
above, such setting of parameters is desirable since it allows for highly efficient implementation of various
aspects of the cryptosystem (such as discrete Gaussian sampling, as well as representation and manipulation
of elements of R and R;). Unfortunately, when n and ¢ are chosen as above, it implies that ¢R (the ideal of
R generated by (g)) splits completely into n distinct prime ideals, p1,. .., P, each of norm ¢, which in turn
means that R, is very far from being a field. In particular, this means that standard techniques for proving
leakage resilience, which rely on the leftover hash lemma, cannot be used when computing over the ring R,.

Indeed, a result analogous to the leftover hash lemma, proving that a;y is indistinguishable from random,
given a constant fraction of leakage on the secret key, is impossible in the setting discussed above. For example,
if the adversary learns the i-th NTT coordinate of each ring element in the secret key x1,...,z;, then the
i-th NTT coordinate of ;41 = — Zie[l] a;z; is known?, and so a1 is very far from uniform. Yet this is only
a 1/n leakage rate!”

Nevertheless, Lyubashevsky et al. [28,29] proved a “regularity theorem” showing that (even when q is
)**! where I € (Rq)lec

matrix and A € (Rq)kx(l_k) is uniformly random, and x chosen from a discrete Gaussian distribution
(centered at 0) over Rf], the distribution over Az is (close to) uniform random. A similar result was proven
by Micciancio [31], but requires super-constant dimension [/, thus yielding non-compact cryptosystems. In
contrast, the regularity theorem of [28] holds even for constant dimension [ as small as 2, and thus yields
compact cryptosystems. However, while sufficient for proving the security of the cryptosystem itself, unlike
the more general leftover hash lemma, the statement of the regularity theorem of [28] implies nothing about
the security of the cryptosystem in the leakage setting. To prove the security of the R-Dual-Regev encryption
scheme under leakage, we extend the regularity theorem to settings in which « is chosen from a distribution
D, which is not necessarily a Gaussian distribution centered at 0. Specifically, D corresponds to a Gaussian
distribution conditioned on the leakage obtained on the secret key x. l.e. D corresponds to the
distribution of the secret key from the leaking adversary’s point of view. Thus, the fundamental technical
question we consider in this work is:

a prime such that ¢ = 1 mod m) for matrix A = [Ix|A] € (R, is the identity

For which distributions D over x € Rfl, where R, q are as above and [ is constant, is the distribution
over Az (close to) uniform random, for A as above?

We make progress on the fundamental question above and show that for three natural classes of leakage—
which give rise to three different distributions D—when « is sampled according to D, the distribution over
A« remains (close to) uniform random. This implies that the R-Dual-Regev encryption scheme is resilient to
these three types of leakage (with possibly small modifications to the scheme such as increasing the standard
deviation of the Gaussian distribution under which the secret key x is sampled during key generation).

1.1 The Leakage Scenarios
In the following, we describe the three leakage scenarios considered in this work.

Leakage Scenario I. Recall that the secret key of the R-Dual-Regev encryption scheme is © = (x4, ..., 2;),
where each x; € R;. Moreover, each z; itself is represented as an n-dimensional vector. Thus, in total, the
secret key can be viewed as an [ - n-dimensional vector. This attack scenario captures an adversary who uses
a fast, but inaccurate device to obtain noisy measurements of each sampled coordinate of the secret key

(e.g. through a power or timing channel). Specifically, independent Gaussian noise with standard deviation

at least s is added to each leaked coordinate, where s is the standard deviation of the Gaussian distribution

from which the secret key, @ is sampled.

4 Applying the NTT transform to ring elements a;, z; € R,—resulting in n-dimensional vectors, @, Z; € Zq—allows
for component-wise multiplication and addition, so the i-th NTT coordinate all values of a;x; will be known, given
the leakage and thus the i-th NTT coordinate of a;41 is known.

5 We thank an anonymous reviewer for pointing out this counterexample to us.



Leakage Scenario II. As above, we consider a side-channel attack that is launched during the sampling of
the secret key. Now, the attacker has a slower, but more accurate device which allows it to obtain more
accurate measurements for a constant fraction of the coordinates of the secret key, but no information for
the remaining coordinates. In this scenario, the noise added to each leaked coordinate has only 2n standard
deviation.® In comparison, in Leakage Scenario I the standard deviation of the noise is at least s, where
s is the standard deviation of the Gaussian distribution from which the secret key, x is sampled. When
instantiating the R-Dual-Regev encryption scheme with ¢ = ©(n?®) and [ = 5, s is at least n'S.

Leakage Scenario III. In this scenario, the adversary learns the magnitude of the secret key with channel
error, where both secret key and error are sampled from Gaussian distributions. The motivation for this type
of leakage is that (discrete) Gaussian sampling of the secret key is often implemented via rejection sampling
in practice [12,7]. Briefly, in rejection sampling we have a distribution D’ that is sufficiently close to the
target distribution D (i.e. D(x) < M - D'(x), where D(x), resp. D’(x), denotes the probability of & under

distribution D, resp. D). We sample x according to D', output & with probability p = M.Dlg:/c()w) and reject with

probability 1 —p. In case of rejection the procedure is repeated. In our setting, D’ can correspond to a multi-
dimensional binomial distribution (with parameters set such that the one-dimensional binomial distribution
is 1 — d-close to the one-dimensional Gaussian distribution), for which sampling is straightforward. The
probability p of accept depends on the probability of  under the Gaussian distribution, D(x), which in turn
depends only on the magnitude of z.” Our result suggests that it may be better (from a security perspective)
to sample the entire & from a multi-dimensional distribution D’ and then apply rejection sampling to the
entire vector at once, as opposed to performing the rejection sampling coordinate-by-coordinate, since in this
case there is only one opportunity for leakage.®.

1.2 Our Results

We show that in each of Leakage Scenarios I, IT and III, the R-Dual-Regev encryption scheme can be proven
secure, as long as the parameter s—corresponding to the standard deviation of the Gaussian from which
the secret key is sampled—is slightly increased. Specifically, in the original analysis of the R-Dual-Regev
encryption scheme by Lyubashevsky et al. [28], it was shown that it is sufficient to set s > 2n - gL/t (nd)
where n is the dimension, ¢ is the modulus and [ is a constant representing the number of ring elements in
the secret key, public key and ciphertext. We next describe the setting of s in each of the leakage scenarios:

— For Leakage Scenario I, we show that it is sufficient to set s > /2 - 2n - ¢"/t2/(")) " an increase of a
multiplicative factor of v/2. (see Theorem 5.2, Corollary 5.3 and the discussion following the corollary).

— For Leakage Scenario II, we show that it is sufficient to set s > 2n - q%, where £ is the number
of leaked coordinates of the secret key. (see Theorem 5.4, Corollary 5.8 and the discussion following the
corollary). Surprisingly, even if leaked coordinates of secret key x have standard deviation 2n, which
is significantly smaller than smoothing parameter of the lattice A+(A)—which is 2n - ¢®/!72/(") (see
Theorem 3.13)—distribution of aj41 = — ;¢ aiz; can still be (close to) uniform random.

— For Leakage Scenario III, we show that it is sufficient to set s > \/14/5 - (n//n) - Inn’ - 2n - gk/t+2/(nl)
where n' = n -1 + 1, an increase of a multiplicative factor of \/14/5- (n’/n) - Inn’. (see Theorem 5.10,
Corollary 5.11 and the discussion following the corollary).

6 Note that in this leakage scenario we assume that the secret key is stored as a vector in the canonical embedding
(in the other leakage scenarios, the result holds when the secret key is stored in using the polynomial representation
or is stored as a vector in the canonical embedding).

7 Indeed, a recent attack on the BLISS signature scheme [18] exploited the fact that—due to optimizations—the
computation of the probability of a secret value under the target distribution during the rejection sampling proce-
dure allowed for the magnitude (norm) of this secret value to be recovered via a power analysis attack, which then
led to a full break of the scheme.

8 Note that this only works if (1 — )™ is non-negligible, where 1 — § is the closeness of the one-dimensional binomial
and Gaussian distributions. Since, (1 — 5)1/5 approaches e™! as 1/8 goes to infinity, this can be achieved by setting
6 <1/n.



Note that keeping n,q,l fixed while increasing s will make it necessary to decrease &, the standard
deviation of the noise for the Ring-LWE samples, and this, in turn, will make it necessary to increase -y, the
approximation factor of the SIVP problem, in the underlying lattice. Alternatively, one can fix n, ¢,y (which
together determine the security level of the cryptosystem) and then slightly increase the parameter | (the
number of ring elements in the secret key, public key and ciphertext) accordingly.

We illustrate our parameter settings in the following two tables. Our goal in these charts is not to
suggest concrete parameters for practical implementations, but rather to illustrate the required increase in
parameters for Leakage Scenarios I, II and III, given a fixed setting of parameters for the original scheme.
In Figure 1, we fix concrete settings for n, q, [ for the original R-Dual-Regev encryption scheme and each
leakage scenario and then calculate the corresponding settings of s, £ and ~.

“ Scenario [ S [ 13 [ ¥ H
Original 1.89e+04 354.74 2.08e+09
I 2.67e+04 250.84 2.94e+09
1I 2.12e+04 315.58 2.34e+09
111 3.04e+05 22.06 3.35e+10

Fig. 1: The table shows the amount of standard deviation of the Gaussian which the secret key (s) and error
(&) is sampled from. For each scenario the obtained approximation factor () is provided. The table is for
the case where n = 1024, ¢ = 4290937559, [ = 10 and ¢ = n/20.

In Figure 2, we fix concrete settings for n, ¢ and ~y, thus fixing the desired level of hardness of the
cryptosystem. We must then increase [ in order to achieve the desired hardness. We record the resulting
settings of I, s and & for the original R-Dual-Regev encryption scheme and each leakage scenario.

“ Scenario [ 1 [ S [ I3 [ 0% H
Original 4 5.3e+05 20.01 3.1e+10
I 5 2.47e+05 38.44 1.68e+10
11 5 2.20+05 43.02 1.50e+10
111 11 2.62e+05 24.42 3.08e+10

Fig. 2: The table shows how much [ should be increased to achieve at least the same level of security as the
original (no leakage allowed). For each scheme then, the new value for standard deviation of the Gaussian
which the secret key (s) and error (£) is sampled from is given. For each scenario the obtained approximation
factor (vy) is provided. The table is for the case where n = 1024, ¢ = 4290937559 and ¢ = n/20.

1.3 Our High-Level Approach

For a matrix A = [I;|4] € (Rq)le, where I}, € (Rq)kwc is the identity matrix and A € (Rq)kx(lfk) is
uniformly random, we define AL (A4) = {z € R' : Az = 0mod qR}. By the definition of A and A+(A), if,
when z is sampled from some continuous distribution D, we have that [z mod A+(A)] is uniform random
(over cosets of A+ (A)), then when @ is sampled from D, the distribution of Az is also uniform random over
cosets of (¢R)*. Both the input distribution D and the output distribution can then be discretized over the
ring R to achieve the desired results. Therefore, the goal is to show that when x is sampled from continuous
distribution D, we have that [x mod A+ (A)] is uniform random. Consider the case where the distribution D
is exactly a Gaussian distribution with mean 0 and standard deviation s. In this case, if s is greater than or
equal to the smoothing parameter of A (A), this by definition ensures that the distribution [z mod A+ (A)]
is uniform random. Thus, [28] prove their Regularity Theorem by showing that with high probability over
choice of A, the smoothing parameter, 7.(A+(A)), is upperbounded by s.

Before presenting our approach to extending the above result, it is instructive to give a high-level recap
of how to derive upper bounds on the smoothing parameter, i.e. how to directly prove the uniformity of [z



mod A] (for n-dimensional lattice A) when « is sampled from a (discrete) Gaussian distribution with mean
0 and sufficiently high standard deviation.

Let ps := 67"% and let 1, (the normalization of ps) correspond to the probability density function
(pdf) of the normalized n-dimensional Gaussian distribution with mean 0 and standard deviation s. To show
that the distribution over [ mod A] is (close to) uniform when « is sampled from a distribution with pdf
1), one needs to show that for every coset (A + ¢) of the lattice, ¥s(A+c¢) = #(A). Let us focus on showing
this for the zero coset, where ¢ = 0 (extending the argument is straightforward due to properties of the
Fourier transform). In other words, we would like to show that

Z Ps(v) = detl(A)' S

veA

In the following, for a function f we concisely represent ) . f(v) by f(A).
In order to show (1), we use the Poisson summation formula, which says that for any lattice A and
integrable function p, the following equation holds:

1

vol8) = gy A

where for a function f, ]?denotes the n-dimensional Fou/ri\er transform of f and AV is the dual lattice of A
(see Section A.2). The task that remains is to show that ¥,(A") is close to 1 (i.e. is upperbounded by 1+ ¢).

The general proof approach outlined above can be applied to (integrable) normalized pdf ¥ that are not
Gaussians centered at 0. Namely, to show that the distribution over [ mod A] is (close to) uniform when
x is sampled from a distribution with pdf ¥, one can follow the above template, which implies that it is
sufficient to show that ¥(AV) is upperbounded by 1 + .

In this work, we consider pdf’s other than spherical Gaussian distributions centered at 0. In more detail,
the pdf, ¥, we consider corresponds to the probability density function of the secret key, from the point of
view of the adversary, given the leakage that is obtained. The technical contribution of this work is then to
show that, in each leakage scenario, (with overwhelming probability over choice of A) W(A+(A)Y) is close
to 1. Specifically, for each scenario, our approach requires: (1) Determining the pdf ¥, (2) Computing (an
upper bound for) the multi-dimensional Fourier transform of ¥ (denoted ¥), (3) Proving that ¥((A+(A))Y)
is upperbounded by 1+ ¢ (or, equivalently that ¥((A+(A))¥ \ {0}) is upperbounded by ).

Leakage Scenario I, is fairly simple to handle (given sufficient noise) since if X and Y are multi-
dimensional, independent Gaussian random variables, then the distribution of X conditioned on X + Y
is also a multidimensional Gaussian that is not centered at 0. Fortunately, the regularity theorem of [28]
straightforwardly extends to Gaussians that are not centered at 0. We mainly view Leakage Scenario I as a
warmup to the more difficult Leakage Scenarios II and III.

The analysis for Leakage Scenario II follows from the observation that the distribution of X conditioned
on X + Y is now a non-spherical Gaussian, where leaked coordinates correspond to independent Gaussians
with very small standard deviation and unleaked coordinates correspond to independent Gaussians with
high standard deviation. The key to analyzing this scenario is noting that the matrix 4 is chosen at random,
independently of which coordinates are leaked. This allows us to analyze the expectation of ¥((A+(A))Y)
(correspondingly, the expectation of W((A+(A))Y \ {0})), over choice of A and show that if not too many
coordinates are leaked then the expectation of !@((AJ—(A))v \ {0}) remains low. In order for this analysis to
go through, the proof of the Regularity Theorem of [28] must be carefully adapted to our setting.

Our key observation for the analysis of Leakage Scenario III is that the probability of a particular secret
key vector  under the conditional distribution corresponding to the view of the adversary who sees a “noisy”
version of the magnitude of x, depends only on the magnitude of x. This allows us to show that the pdf
corresponding to the distribution over @, conditioned on the leakage has the form of a one-dimensional
Gaussian (not centered at 0), when viewing the pdf as a radial function over a single variable r = ||z||. Using
properties of the radial Fourier transform, we are then able to analyze this setting.



1.4 Summary of Contributions

We next discuss the conceptual and technical contributions of our paper:

— To the best of our knowledge, ours is the first work to analyze the leakage resilience of a Ring LWE-based
cryptosystem, with short public keys, that uses power of 2 cyclotomics, @,,, and modulus ¢ =1 mod m.
These are the preferred settings for achieving practical efficiency.

— We present a general approach that can be used for obtaining future results on leakage resilience of
such schemes. Briefly, our approach involves determining and analyzing the explicit pdf that results from
the conditional distribution of the secret key given the leakage (see Section 5). This approach deviates
significantly from the approach taken in prior works on leakage resilience. We note, however, that this
approach inherently limits the types of leakage functions that can be analyzed.

— As part of the analysis in Scenario II, we re-analyze the regularity theorem from [29] and show the theorem
holds for cases where x is drawn from a non-spherical Gaussian with standard deviation significantly
smaller than the smoothing parameter in a constant fraction of the dimensions and standard deviation
larger than the smoothing parameter in the remaining dimensions. (See Theorem 5.4.) This is a general
result that may find further use.

— As part of the analysis in Scenario III, we leverage techniques from the theory of Fourier transforms
of radial functions to allow us to take the Fourier transform of a conditional pdf that has a simple
representation in spherical coordinates but not in Cartesian coordinates. (See Theorem 5.10.) To the
best of our knowledge, these techniques have not been used previously in the lattice-based cryptography
literature. We believe that these techniques may have further applications for lattice-based cryptography.

1.5 Related Work

Lattice-based cryptography. Regev introduced the Learning with Errors or LWE, problem in his seminal
work [37], and showed a quantum reduction from hardness of solving LWE problem to that of solving GapSVP
and SIVP and Peikert [34] showed a classical reduction to GapSVP (but not SIVP). While Regev’s reduc-
tion worked for polynomial modulus ¢, Peikert’s reduction required exponentially large modulus ¢, and the
subsequent work of Brakerski et al. [7] extended the classical reduction to the case of polynomial modu-
lus ¢ = poly(n). Regev [37] also presented a public-key encryption scheme based on the hardness of LWE
problem. The work of Gentry et al. [19] presented “trapdoor” cryptographic tools from lattices, and also

introduced the so-called “Dual-Regev” public key encryption scheme.

Ideal-lattice-based cryptography. Micciancio’s [31] modified Ajtai’s one-way function [1] to the setting of
polynomial rings and reduced its security to the hard problem known as the ring-SIS problem. Lyubashevsky
et al. [27] introduced the ring-LWE problem and proved its hardness by proving a quantum reduction to SVP
on arbitrary ideal lattices arising from the ring R. In an independent work, Stehlé et al. [39] also considered
a special case of ring-LWE and proved the hardness for only search problem for the specific ring. Ring-LWE
problem can be used to construct public key encryption [27,28,29]. In particular, Lyubashevsky et al. [28,29]
presented the analogue of the “Dual-Regev” public key encryption scheme for the ring-LWE setting.
Leakage-resilient cryptography. There is a significant body of work on leakage-resilient cryptographic primi-
tives, beginning with the work of Dziembowski and Pietrzak [17] on leakage-resilient stream-ciphers. Other
constructions include [35,2,33,6,26,23,23,5,30,14,26] With the exception of [2], most of these results construct
new cryptosystems from the bottom up. In our work, we consider whether we can prove that an existing

cryptosystem enjoys leakage resilience, without modification of the scheme.
Lattice-based & leakage-resilient cryptography. There is an important line of work considering the leakage

resilience of general-lattice-based cryptosystems, beginning with the work of Goldwasser et al. [20] who
showed that LWE with “weak” secrets (where attacker learns some bounded leakage on secret key in form of
some hard to invert function) is as hard as LWE with “perfect” secrets but with smaller dimension and error
rate. Akavia et al. [2] analyzed the robustness of Regev’s scheme and showed that the encryption scheme
of [30] is secure even when any arbitrary function of the secret key of bounded output length is given to the
adversary. Dodis et al. [15] presented secret key encryption schemes secure against an adversary learning
any computationally uninvertible function of the secret key, relying on an assumption related to the LWE
assumption. Subsequently, Dodis et al. [13] presented a construction of public-key encryption scheme based



on LWE which is secure against an adversary learning any computationally uninvertible function of the secret
key.

2 Notation and Preliminaries
For a positive integer n, we denote by [n] the set {1,...,n}. We denote vectors in boldface  and matrices

using capital letters A. For vector  over R™ or C", define the ¢, norm as |||, = (>, |xi|2)1/2. We write
as ||| for simplicity. We present the background and standard definitions related to lattices and algebraic
number theory in Section A of Supporting Material. We next present the formal definition of the ring-LWE
problem as given in [29].

Definition 2.1 (Ring-LWE Distribution). For a “secret” s € R/ (or just RV ) and a distribution ¢ over
Kg, a sample from the ring-LWE distribution As, over R, x (Kr/qR") is generated by choosing a < R,
uniformly at random, choosing e < 1, and outputting (a,b = a-s+ emodqR").

Definition 2.2 (Ring-LWE, Average-Case Decision). The average-case decision version of the ring-
LWE problem, denoted R-DLWE, 4, is to distinguish with non-negligible advantage between independent sam-
ples from Ag ., where s < R}{ is uniformly random, and the same number of uniformly random and inde-
pendent samples from Ry x (Kgr/qRY).

In [3], it is shown that an equivalent “tweaked” form of the Ring-LWE problem can be used in cryp-
tographic applications without loss in security or efficiency. This is convenient since the “tweaked” version
does not involve RY. The “tweaked” ring-LWE problem can be obtained by implicitly multiplying the noisy
products b; by the “tweak” factor ¢ = /g € R as defined in definition A.2. Note that, ¢t - RV = R. This
yields new values

b/ =t-b; = (t-s)-a;+(t-e;) = s -a; +e/ modqR,

where a;,s' =t-s € Ry, and the errors e;/ =t - e; come from the “tweaked” error distribution ¢ - ¢. Note
that when v corresponds to spherical Gaussian, its tweaked form ¢ - ¢ may be highly non-spherical.

Theorem 2.3. [20, Theorem 2.22] Let K be the m* cyclotomic number field having dimension n = ¢(m)
and R = Oy be its ring of integers. Let o = a(n) > 0, and ¢ = q(n) > 2, ¢ = 1modm be a poly(n)-
bounded prime such that aq > w(y/logn). Then there is a polynomial-time quantum reduction from O(y/n/a)-
approzimate SIVP (or SVP) on ideal lattices in K to the problem of solving R-DLWE, ,, given only I samples,

where 1 is the Gaussian distribution D¢ for & = a - q - (nl/log (nl))1/4.

2.1 Security Definitions for Leakage Resilient Public Key Encryption

A public key encryption scheme £ consists of three algorithms: (Gen, Enc, Dec).

— Gen(1™) — (pk,sk). The Gen takes in the security parameter and outputs a public key pk and a secret
key sk.

— Enc(pk,m) — c. The Enc takes in a public key pk and a message m. It outputs a ciphertext c.

— Dec(sk,c) — m. The Dec takes in a ciphertext ¢ and a secret key sk. It outputs a message m.

Correctness. The PKE scheme satisfies correctness if Dec(sk,c¢) = m with all but negligible probability
whenever pk, sk is produced by Gen and c is produced by Enc(pk,m).

Security. We define IND-CPA security under non-adaptive, one-time leakage for PKE schemes in terms of
the following game between a challenger and an attacker (this extends the usual notion of IND-CPA security
to our leakage setting). We let n denote the security parameter, and the class F denotes the class of allowed
leakage functions.

Setup Phase. The game begins with a setup phase. The challenger calls Gen(1™) to create the initial secret
key sk and public key pk.

Query Phase. The attacker specifies an efficiently computable leakage function f € F (note that f may be
probabilistic).



Challenge Phase. The attacker receives (pk, f(sk)) from the challenger. The attacker chooses two messages
mo, my which it gives to the challenger. The challenger chooses a random bit b € {0, 1}, encrypts my, and
gives the resulting ciphertext to the attacker. The attacker then outputs a guess b’ for b. The attacker

wins the game if b = b'. We define the advantage of the attacker in this game as |3 — Pr[t/ = b]|.
Definition 2.4 (IND-CPA security under Non-Adaptive, One-Time Leakage). We say a Public Key Encryp-
tion scheme £ = (Gen, Enc, Dec) is IND-CPA secure under non-adaptive, one-time key leakage from leakage
class F if any probabilistic polynomial time attacker only has a negligible advantage (negligible in n) in the
above game.

3 Regularity and Fourier Transforms

Let ps ¢ denote an n-dimensional Gaussian function with standard deviation s and mean c.

One and Multi-Dimensional Gaussians. For s > 0, ¢ € R, 2 € R, define the Gaussian function p! . : R — (0, 1]

as
77r(17(‘.)2
52

psel@) =e

When ¢ = 0, we write for simplicity,

—7(x)?

ps(x) ="

By normalizing this function we obtain the continuous Gaussian probability distribution w;’c (resp. ¥}) of
parameter s, whose density is given by s™' - pl (x) (resp. s7' - pl(z)).

We denote by p(s, ,....s,),(c1,....c,) the distribution over R™ with the following pdf:

Let p! . denote a one-dimensional Gaussian function as above with standard deviation s and mean c¢.We
denote by, P(s1,.. .en) the distribution over R™ with the following pdf:

-7571)7(017”

P(s1,8n),(c1se.n, cn)(xlv cee 733’”) = pil,cl (‘Tl) e p;n,cn (w’ﬂ>

When ¢ = 0, we again write for simplicity, p(, ... s,). Moreover, when s; = --- = s, and the dimension
is clear from context we write for simplicity ps (c,,..c.) (resp. ps). Normalizing as above, we obtain the
corresponding continuous Gaussian probability distribution s, . s.).(cr,....en) (€SP U(sy .60} Vs, (erresen)s

¥s).

Definition 3.1 (Fourier Transform). Given an integrable function f : R™ — C, we denote by f: R™ — C
the Fourier transform of f, defined as

fw) = [ et da.
R’n

Theorem 3.2 (Poisson Summation Formula). Let f : R® — C be a nice enough function’ and A a
lattice of dimension n. Then
1~

fA)
where AV is the dual lattice of A and f is a Fourier transform of f.

Definition 3.3. For an n-dimensional lattice A, and positive real € > 0, we define its smoothing parameter
n:(A) to be the smallest s such that py;s(AY \ {0}) <e.

Lemma 3.4. [92,10] For any n-dimensional lattice A, we have fim <n(A) < T\//@)’ foree 27", 1].

9 Assume that [ |f(z)| exists.



Claim ( [29]). For any n-dimensional lattice A and &, s > 0,

p1/s(A) < max (1, (”€<Av)>n> (1+e).

S

Lemma 3.5. For any n-dimensional lattice A ande > 0, s 1= (s1,...,5,) € RY, and ¢ = (c1,...,¢,) € R,
if all of s1,...,8, <n(AV) then

\Y \Y
p(1/517”-71/%))(61)“70”)(A) < <776(A ) ns(A )

1 .
. - > (I1+¢)
The proof can be found in Section B in supplementary material.
Lemma 3.6. [72, Lemma 3.6] For any lattice A, positive real s > 0 and a vector ¢, ps c(A) < ps(A).

Definition 3.7. Let A be an n-dimensional lattice and ¥ a probability distribution over R™. Define the
discrete probability distribution of W over A to be:

Dy w(x) = 7(z) Vo € A.

Definition 3.8. Let A be an n-dimensional lattice, define the discrete Gaussian probability distribution over
A with parameter (si,...,8,) and center (c1,...,cp) as

— p(517'~~75n)7(017~~;cn)(w)

Dy (sy,....5m ey (@) Vo € A.
1(8150058n),(c1,0000n) Plsy,..., $n)s(C1renns cn)(A)
Remark 1. Whenever ¥ is Gaussian with parameter (s1, ..., s,) and center (cq, . .., ¢,) we denote it’s discrete
Gaussian probability by Dy (s, s,),(c1,en)- 8 = 851 = -+ = 8, (vesp. ¢ = ¢1 = --- = ¢,) we write
DA’S,(C1 """" cn) (resp. DA,(SI,...,sn),c)' If Cl='""=Cp = 0 we write DAy(Sly..Aysn).

Lemma 3.9. [72, Lemma 4.4] For any n'-dimensional lattice A, and reals 0 < e < 1,s > n.(A), we have

]_ ’
Pr (Hm\|>5\/ﬁ)§ TE g

T~Dp g 1—¢

The following is a modified version of Lemma 3.8 from [37] and the proof can be found in Section B in
supplementary material.

Lemma 3.10. Let A be an n-dimensional lattice and W a probability distribution over R™. If ||(AV\ {0}) <
g, then for any ¢ € R", W(A+c) € det(AY)(1+e), where [Z|(AY\{0}) denotes the summation of the absolute
value of the function at each point in AV \ {0}.

The proof of the following lemma proceeds as the proof of Corollary 2.8 in [19].

Lemma 3.11. Let A’ be an n-dimensional lattice and ¥ a probability distribution over R™. Assume that for
all ¢ € R™ 4t is the case that

1—¢ 1+¢
1+e’l-¢

WA +c) e { }.W(Am

Let A be an n-dimensional lattice such that A’ C A then the distribution of (Daw mod A') is within statistical
distance of at most 4e of uniform over (A mod A’).

Definition 3.12. For a matriz A € RE*! we define A-(A) = {z € R : Az = 0mod qR}, which we identify
with a lattice in H'. Its dual lattice (which is again a lattice in H') is denoted by A+(A)".
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Theorem 3.13. [29] Let R be the ring of integers in the m" cyclotomic number field K of degree n, and
q > 2 an integer. For positive integers k < 1 < poly(n), let A = [Ix|A] € (Rq)le, where Iy, € (Rq)ka is the
identity matriz and A € (Rq)kx(lfk) is uniformly random. Then for all s > 2n,

Ei [p1s (A(A)Y)] < 14 2(s/n) Mgk +2 427900,

In particular, if s > 2n - ¢*/1+2/(") then Ex [pl/s (AL(A)V)] < 142720 and so by Markov’s inequality,
No-awm (A+(A)) < s except with probability at most 27,

The following corollary was presented in [29].

Corollary 3.14. Let R,n,q,k andl be as in Theorem 3.13. Assume that A = [I;|A] € (Rq)le is chosen as
in Theorem 3.13. Then, with probability 1 — 2= over the choice of A, the distribution of Az € R’;, where
each coordinate of x € RfI is chosen from a discrete Gaussian distribution of parameter s > 2n - ¢*/1+2/(n)
over R, satisfies that the probability of each of the g™* possible outcomes is in the interval (1 + 2_9(”))q_"k

(and in particular is within statistical distance 2= of the uniform distribution over R’;).
We next state an additional corollary of the regularity theorem from [29].

Corollary 3.15. Let R,n,q,k and | be as in Theorem 3.13. Assume that A = [I;|A] € (Rq)le is chosen
as in Theorem 3.13. Then, with probability 1 — 2= over the choice of A, the shortest non-zero vector in

A+(A)Y has length at least ST %

The following lemma computes a lower bound of the normalization factor of the pdf in Theorem 3.17.
The proof can be found in Section B of supplementary material.

Lemma 3.16. Let n' € N be odd, x € R", ¢ € R. Then

_ (=) —e)? _n(=|+e)? ,
/ e 2 +e 2 dx>o".
R

The next theorem provides an upper bound on the Fourier transform of a pdf for the subsequent analysis
of Leakage Scenario IIT in Section 5.3. We refer to Section B.1 of Supporting Material for the detailed proof.

Theorem 3.17. Letn' :=1-2%+1, where l,a are positive integers and a > 2, and ¢ < o -v/2-v/n'. Let Uy
m(l=]=c)? m(]+c)?
denote the normalized pdf corresponding to the non-normalized function f(x) :=e = o +e T o ,

where x is a vector over n' dimensions. and let @U\c(y) denote the n'-dimensional Fourier transform of Uy ..
Then |¥, (y)] < n'™ ce= I for |yl > 1/0.

4 Dual-Style Encryption Scheme

In this section we present a dual-style encryption scheme from [29], with “tweaking” introduced by [3,11].
The system is parameterized by [, which is the number of R-LWE samples which attacker gets to see; ¢ is
the modulus of the ring Ry; s, { are the parameters for the continuous Gaussian distributions v, and ¢
over cyclotomic field Kr respectively. Also, let Dg s be the discrete Gaussian distribution obtained from
s, where R denotes m'™ cyclotomic ring (of degree n = ((m)). Also, let p, ¢ be coprime integers.'” Let
[-] be a valid discretization. Then the corresponding “tweaked” distribution over R or pR is defined as
PP = |t P wng. Similarly, p*+PE = [t-p- wg—‘u+pR. I The dual-style encryption scheme consists of
three algorithm as follows:

Key-Generation Algorithm Gen: It outputs private/public key pair by following steps.

10 In this work we consider p = 2, while computing the parameters presented in tables 1 and 2. Note that, the

encryption scheme and analysis holds for any general p coprime with gq.

1 Authors of [3,11] noted that using the “tweaked” distributions for sampling the LWE errors is equivalent to ring
LWE.
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1. Choose a; = —1 € R,, and generate uniformly random and independent element as, ..., a; € R,.
2. Generate independent z1,...,2; < Dg_s.
3. Set the public key a = (ag, ..., a;,a111 = — Zie[l] a;r;) € Rfl, and the secret key @ = (22, ..., 21, Tj41 =
1) € RL. Note that (a,z) = 21 € Ry by construction.
Encryption Algorithm Enc: It takes as input a public key a € Ré, and a message 1 € R,, returns a
ciphertext ¢ by proceeding the following steps.
1. Generate independent e, ..., e; «— ¥PF and €41 PP HPR,
Set e = (ea,...€111) € RL.
2. Compute c=¢e;-a+e€e € sz.
Decryption Algorithm Dec: It takes as input a private key o € Rfl, and a ciphertext ¢ € Ré, returns a
plaintext u by proceeding the following steps.
1. Compute d = (¢, z) € R.
2. Output p = dmod pR.

Lemma 4.1. Let the view of the adversary be view 4 = (a, leak), where leak is the leakage obtained by the
adversary as defined in section 2.1. If the public key element a;11 is close to uniform given view 4, then the
above encryption scheme is IND-CPA secure assuming the hardness of R-DLWE, . given | + 1 samples.

Proof of lemma 4.1 and correctness can be shown as in [29]. We present the details in Section C of
Supporting Material.

5 Security against Auxiliary Inputs

In this section and Section D of Supporting Material, we analyze security against auxiliary inputs under three
scenarios. For each leakage scenario, we argue that the encryption scheme defined in Section 4 still achieves
semantic security. To prove this, it is sufficient to show, in each scenario, that conditioned on the view of the
leakage adversary, the distribution over Az remains (close to) uniform random. In other words, we show that
the distribution over Ax remains uniform random, even when x is drawn from a conditional distribution
corresponding to the knowledge the adversary has about @, conditioned on the leakage that was obtained.
This informal statement is made formal in Corollaries 5.3, 5.8 and 5.11 for each of the leakage scenarios I, 11
and III. Details of leakage analysis on scenarios I can be found in Section D of Supporting Material. In this
section, we only focus on analyzing security against leakage scenarios II and III.

5.1 Leakage Scenario I

Recall that the secret key of the encryption scheme defined in Section 4 is (z1,...,x;), where each x; € R,
is chosen from a discrete Gaussian distribution Dg g, where s > 2n - ¢"/t+2/(n) In this scenario we can
assume that each z; is stored using the polynomial representation (powerful basis) and allow leakage on each
coefficient or assume that each x; is stored using the canonical embedding (CRT basis) and allow leakage
on each coordinate (this is because for power-of-two cyclotomics, spherical Gaussians in the powerful basis
representation correspond to spherical Gaussians in the CRT basis representation). We assume, however,
that the leakage is “noisy” in the sense that independent Gaussian noise (with sufficiently high standard
deviation) is added to each leaked coordinate. More precisely, adversary learns a “noisy” version of secret
key, where independent Gaussian noise with standard deviation v is added to each coordinate of the secret
key.

It turns out that this scenario is actually quite simple to handle (given sufficient noise) since if X and
Y are independent Gaussian random variables, then the distribution of X conditioned on X + Y is also a
Gaussian that is not centered at 0. Fortunately, the regularity theorem of [29] straightforwardly extends to
Gaussians that are not centered at 0.

We discuss formal details next, however, we mainly view Leakage Scenario I as a warm-up to the more
difficult Leakage Scenarios II and III discussed below.

We begin by defining some notation, which will be useful in all of the Leakage Scenarios when manip-
ulating Gaussian-distributed random variables. We write probability density function of random variable

12



X at value x, sampled from n-dimensional Gaussian distribution with each component of variable pairwise

independent, as
1 —’/T(il'i — ui)Q
GX(a:,u,s): H fexp - 2 >

S Sz
ie[n] " v

with mean v = (uq,...,u,) and standard deviation s = (si,...,S,). The probability density function of
Y at value y, sampled from n-dimensional Gaussian distribution with each component of variable pairwise
independent, can be written as

1 —m(yi — pi)*
G = — —_—
Y(ya /’va) H v; exXp < ’U-2 )
i€[n] g
with mean g = (u1, ..., t,) and standard deviation v = (vy,...,v,).
We now consider the distribution of the secret key X, conditioned on the leakage X + Y. We proceed
with the following straightforward lemma:

Lemma 5.1. Given two independent random variables X and Y. Suppose that the distribution of X is a
n-dimensional Gaussian distribution with mean w and standard deviation s, each component of X pairwise
independent, and the distribution of Y is a n-dimensional Gaussian distribution with mean p and standard
deviation v, each component of Y pairwise independent. Then the distribution of X conditioned on X+Y = z
is also a n-dimensional Gaussian distribution, where each component of X is pairwise-independent with mean

Mo Hi Zi
w2 T2

3 v .
c:=(c1,...,c,) where ¢; := f and standard deviation o := (01,...,0y,), where o; 1=
:

-
-

N

s% v¥

AN
-

The proof can be found in Appendix D.

Let v := (v,...,v) and 8 := (s,...,s) and let v = 7 - s. Suppose the distribution of secret key is
Gx(x,0,s) and the distribution of noise is Gy (y,0,v), on the condition that adversary learns some fixed
leakage z (corresponding to the "noisy” secret key), Lemma 5.1 shows that the distribution of secret key, in
the view of adversary who has obtained z, is

2
- (wl - 'rzzj»1>

1
H p exp >

Thus, from the viewpoint of the adversary, each coordinate x; of the secret key is sampled from a multivariate

" 2 .
% and ¢ = s4/——. The entire

7241 7241

rn

Gaussian distribution p, o with mean ¢' := (cj,..., ¢}, ), where ¢} :=

secret key is then sampled from p, ., where ¢ = [¢];¢;.
We have the following theorem:

Theorem 5.2. Let R be the ring of integers in the m*" cyclotomic number field K of degree n, and ¢ > 2 an
integer. For positive integers k <1 < poly(n), let A = [Ix|4] € (Rq)le, where Iy, € (Rq)ka is the identity
matriz and A € (Rq)kx(lfk) is uniformly random. Then for all o > 2n - ¢*/'T2/("D) and ¢ € R™! then

Poe (AH(A)) < 142720,
except with probability at most 2~ over choice of A.

Proof. Tt follows from Lemma 3.6 and regularity theorem from [29]. O

The following corollary follows from Lemmas 3.10 and 3.11 and Theorem 5.2.
We finally, present the following corollary of Theorem 5.2, which completes the analysis for Leakage
Scenario I:

13



Corollary 5.3. Let R, n,q,k,l,c,0 be as in Theorem 5.2. Assume that A = [I}|A] € (Rq)le is chosen as

in Theorem 5.2. Then, with probability 1 — 2~ over the choice of A, the distribution of Ax € R];, where
x € R! is chosen from Dy 5.c, the discrete Gaussian probability distribution over R' with parameter o and
center ¢, satisfies that the probability of each of the ¢"* possible outcomes is in the interval (14 2_9(”))q_"’°
(and in particular is within statistical distance 2= of the uniform distribution over R’;).

The above corollary implies that the encryption scheme is secure under Leakage Scenario I assuming

o > 2n - g8/ Since s = 1";272 - 0, it means that in order for the encryption scheme to be secure

under Leakage Scenario I, we must simply sample the secret key from DRl \/mﬂn-qk Jiva)uny? 85 opposed

W T2

to DRZ,%,Q;C/HQ/("U. In particular, this means that the standard deviation should be increased by a factor of

1";; 2, beyond the parameters required by [29].

5.2 Leakage Scenario II

Recall that in this scenario we leak a constant fraction of the coordinates ((¢ -1)/(l - n)-fraction) with low
noise added to each leaked coordinate (only 2n standard deviation, as opposed to V2-2n-gF/1+2/ (") standard
deviation as in Leakage Scenario I, when v = s). Recall that the secret key of the encryption scheme defined
in Section 4 is (z1,...,x;), where each x; € R,. We assume that each z; will be stored as a vector in the
canonical embedding (CRT basis).

Thus, this scenario allows leakage of ¢ out of z; for ¢ € [I] with restriction that the coordinates leaked for
each z; is same across all different x;s. Since conditioned on the leakage, the distribution over the secret key
is no longer a spherical Gaussian, we can no longer switch between the powerful and CRT basis as before.'?

The analysis for this leakage scenario follows from a careful adaptation of the proof of the Regularity
Theorem of [29] to our setting.

Suppose the distribution of secret key is Gx(x,0,s) where s = {s,s,...,s}. The adversary learns the
leaked “noisy” secret key z in ¢ positions, where the noise is sampled from Gaussian distribution with mean
= 0 and standard deviation ~ 2n. Let S C [n], where |S| = £ denote the set of positions (from each x;) that
are leaked. Lemma 5.1 shows that, conditioned on leakage, each component z7, i € [I],j € S, of secret key is

J
nz; . . e
o and variance ajz > 4n?. Conditioned on leakage,
=

each component xz ,i€l],7 ¢S, of the secret key is sampled from Gaussian distribution with mean cZ =0,

and variance sz» = s,

sampled from Gaussian distribution with mean c{ =

Theorem 5.4. Let R be the ring of integers in the mt" cyclotomic number field K of degree n, where n
is a power of 2, q is a prime satisfying ¢ = 1 mod m. For positive integers k < I < poly(n), let A =
[I|A] € (Rq)le, where Ij, € (Rq)ka is the identity matriz and A € (Rq)kx(l_k) is uniformly random. Let
o :=(01,...,0p0) € RYy and ¢ := (c1,...,cpn) € R be vectors, where o is such that ¢ positions are set to
2n, while the other positions are set to s. Let k,1, £ be such thatl —k—1-¢/n >0 andl—k—1>1, and let

5>2n- qll(ﬁﬁf) then pgi . (A* (A)v) < 1427920 except with probability at most 2~ over choice of A.

For proving Theorem 5.4, we begin with exposition on the forms of the Ideals gR¥ C J C RY in
power-of-two cyclotomics as well as some lemmas. These will then be useful in the proof of Theorem 5.4.

To generate the set T of ideals J such that gRY C J C RY we can take each ideal Z such that yqR CZ C R
and set J := qZV.

Recall from Fact A.3 that (g) splits completely into n distinct ideals of norm ¢, i.e. ¢gR = Tl;cpi-
Therefore, the set of all ideals Z such that ¢R C Z C R, is exactly the set S := {IL;csp; | S C [n]}. Thus,

12 If we leak the information on the secret while it is stored in the polynomial representation, then when we switch
to the canonical embedding representation this will yield a multivariate Gaussian distribution, but there will be
covariances not equal to zero between pairs of random variables. Not having independence across coordinates means
that it will be difficult to analyze the Fourier transform.
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the number of ideals Z such that ¢R C Z C R (and hence also the number of ideals J € T') is exactly 2.
Moreover, note that for each ideal J € T,
\T/qRY| = |R/qT"| = N(¢T").

Thus, we see that for each J € T, 1 < |J/qRY| < ¢".

Let Ty denote the set of ideals J € T such that |7 /gRY| < 2".

Let Ty denote the set of ideals J such that |7 /qRY| > 2". Furthermore, let Ty be the set of J € Ty such
that s > 1y-2n (($7)). Let T3 = To \ T .

Let o := (01,...,0,) € R%, be a vector with ¢ positions are set to 2n, while the other positions are set
to value s.

Lemma 5.5. For ideals J € T,

Proof.

GG

< (|7 /qR|-n™)"" (4)
< (@ -nm)'" (5)
=2n,

where (2) follows from Lemma 3.4, (3) follows from Lemma A.1, and (4) follows from the fact that
—1

(N (%)) =|J/qR| = |IRV/R| - |T/qRY| = Ak|J /qR| (for example, see [9, page. 63]), and (5) follows

from the definition of T7. O

Lemma 5.6. For ideals J € T21

Proof. Recall that o := (01,...,0,) € RY; is defined as a vector such that £ positions are set to 2n, while
the other positions are set to s. Define z1,..., 2, in the following way: For ¢ € [n], if 0; = s then z; = o;.

Otherwise, z; = 19-2n ((%j )V) Applying Poisson summation twice we arrive at:

Dot (;j) = At ) - Wor1[0)om (<;J>V) (6)
1 1,
<1AT) (Vo1 1a)pin..o, ((qy) ) (7)

= (W)E'Puzl ..... 1/2n (2\7> (8)

I ANVARNE
< (14272 <n22n((q3) )> :

where (7) follows from definitions of p and z;. To derive (8), let us first introduce the following lemma.
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Lemma 5.7. For any lattice LV,

1
Psi,..., sn(L) =81°"82..."8p" m ',01/317,__71/372’(.[/\/)

Pmof It can be easily verified by combining Poisson Summation formula and the fact that ps, =

.....

51 SnP1/s1,...,1/sn" N

By replacing s; with 1/z; for all ¢ and replacing L with %J , we have

1 1 1
At (ET) e <(j>V> T <.7) |

q

By plugging into (7), we have

By definition of z;, ff— =1 when o; = s and 2t = %

o when o; = 2n, we obtain (8). Finally (9) follows by definition of smoothing parameter 7g-2n ((%J ™).
Now, using the fact that ny-2n < (Ag|T/qRY|)Y/™, the fact that Ax = n" and the fact that |7 /qRY| >
2" and the set of parameters, we have that

when o; = 2n. Since there are ¢ positions in

l
o 1 (l—k—1-t/n —on .
T JgRY |0 <p// (qj) ) < | JqRY |0kt (1 4 g=2nyl 9=t

< 2—n(l—k)

which completes the proof of the lemma. O
We now conclude the proof of Theorem 5.4.

Proof of Theorem 5.4. Since by Lemma 3.6 we have that for any (n - [)-dimensional vectors, ¢,  and any
n-dimensional vector o = (01,...,0,):

P;?c (213) < p/t:l (213) = p(l/ol,...,l/on)L (w)a

then following the proof of [29] step-by-step, it is sufficient to show that

l
(- 1 —On
Z |j/qu| =k (p(l/oh-u,l/on) (qj) - 1) <2 o,

JeT

We will show that

o AN o
> T /qRY|TIR (P(l/al,...,l/an) <q»'7> —1> <277, (10)

JET?

and that

1 l
> 1T /qrY TR (pl/m,...,l/an (qj) —1> <27 9m (11)

Je(T1UT3)

To show (11), note that by Lemma 5.5, for ideals J € T7 (we have that 7g-2.((<)Y) < 2n. This means

J
l q
that for each i € [n], 0y > 1y-2n, which implies that py /5, 1/0, (éj) < (14 272),
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On the other hand, by definition of T%, for ideals J € T§, we have that o; < 7)y-2n, for each
TV T\V
i € [n]. Thus, by Lemma 3.5 we have that p1/4, .. 1/0, (%j) < (%—m(( 7)) ma—2n () )) (1 4272,

- o1 On

Since 7727271((%)\/)” < |J/qRY|Ak, and plugging in the proper values for oy,...,0,, we have that

!
P1/or,1 o (%j) < (|J/qRY|Ags™™+ - (2n) %) - (1 4+ 2727)L. Combining the above, we get that for
JeTlu T22,

1 l
P1/or,l/on (qj) < max(L, (|7/qR"[Ags™" " (2n) 7)) - (L + 272"

Thus, similarly to [29], using the lower bound of s from the setting, we can bound
1 \!
> 1T qRrY TR <P1/m,...,1/on («7> - 1)
JE(TyUTE) q

< 3 |1T/qRYP cmax(1, (1T /gRY |Ags " - (20) 7)Y - (14 €)'

jG(TlLJTZz)
< D> 1T/arY |7 max(L, (17 /qRY[Ars™™ - (20) 7)) - (1 +¢)!
JeT
1L
< —2(n) —nl _kn+2 [ S 7(2(77,)
<2 +2(s/n)"™q <2n> €2

Moreover, by Lemma 5.6 and the fact that |T3| < |T'| = 2", we can bound

l
—(- 1 n o—n(l— —O(n
} : |~7/qu| (I—k) (Pl/ol,...,l/an (qj) _1> <92m.9 (I=k) ¢ 9= )7

JETs

where the last line follows from the setting of parameters.
This completes the proof. O

The following corollary follows from Lemmas 3.10 and 3.11 and Theorem 5.4.

Corollary 5.8. Let R, n,q,k,1,¢,0 and c be as in Theorem 5.4. Assume that A = [I;|A] € (Rq)le 18 chosen

as in Theorem 5./. Then, with probability 1 —2~(™) over the choice of A, the distribution of Az € R],;, where

U and

—nk

x € R! is chosen from Dpi 51 ¢, the discrete Gaussian probability distribution over R with parameter o
center ¢, satisfies that the probability of each of the ¢"* possible outcomes is in the interval (14 2_9(”))q
(and in particular is within statistical distance 2= of the uniform distribution over R’;).

Specifically, the above corollary implies that the encryption scheme is secure under Leakage Scenario 11

assuming s > 2n - ¢'»=9 Since o := s, where ¢ is the standard deviation of the secret key, it means that in
order for the encryption scheme to be secure under Leakage Scenario II, we must simply sample the secret

key from D knt2 , as opposed to D o, ok/14+2/(n) . In particular, this means that the standard deviation
R,2n.ql(n=0) ’
a kn+2
0

should be increased from 2n - ¢*/t+2/() (as in [29]) to 2n - 70—

5.3 Leakage Scenario IIT

We slightly change the encryption scheme from Section 4 so that the secret key is represented by a vector
of dimension n/ := [ -n + 1, where n is a power of two. Note that when n is a power of two, a spherical
Gaussian in the coefficient representation is also a spherical Gaussian in the canonical embedding repre-
sentation [27]. Thus, we can assume that the secret key is generated using the coefficient representation,
where each coordinate is sampled independently from a discrete Gaussian, Dy .. During key sampling, an
additional coordinate is sampled and stored together with the remainder of the secret key.
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In this scenario, the adversary learns the magnitude of the secret key with channel error, where both
secret key and error are sampled from Gaussian distributions. Our key observation for the analysis of Leakage
Scenario IIT is that the probability of a particular secret key vector & under the conditional distribution
corresponding to the view of the adversary still depends only on the magnitude of . This allows us to show
that the probability density function (PDF') corresponding to the conditional distribution over x, conditioned
on the leakage has the form of a one-dimensional Gaussian, when viewing the pdf as a radial function over
a single variable » = ||«||. Using properties of radial Fourier transforms, we are then able to analyze this
setting.

Recall that a generic PDF of one dimensional Gaussian distribution is defined as:

Gla,u,s) = éeXp <M> ,

52

where u is mean, and s is standard deviation of the distribution. We write probability density function of
secret key X at value © = (21, ..., 2, ), of which each coordinate is independently sampled from a Gaussian
distribution with center at 0 and standard deviation s, as

1 —mz? 1 —mr?
Gx(x,s) = H sexp( 2 Z) = exp( 2 > = GRg(r,s),

i€[n’]

where r is the magnitude of x. It also can be viewed as probability density function of secret key magnitude
R, denoted as Gg(r,s). The error is sampled from a 1-dimensional Gaussian distribution with center at 0.
We write probability density function of error E at value y is

—my

1 2
Gg(y,v) = 5 &P ( 2 > .

Let Fzj4(Z = b) generically represent the probability density function of random variable Z at value b,
conditioned on event A. We can then derive the density function of secret key magnitude R given the value
z of |R + E|. In other words, the weight placed on a value & = (x1,..., 2, ) by the conditional distribution
depends only on the magnitude of « (i.e. r = ||z||) and can be computed as:

FR,R E R:T, R+E =z
FR||R+E|:Z<R =)= ;RJEEQR +|E| — z|) :
_ GRr(r,s)Ge(z —1,v) + GRr(r,s)Gg(—2z —,v)
B FR+E(R+E:Z)+FR+E(R+E:—Z)
B Gr(r,s)Gg(z —1,v) + Gr(r,s)Gg(—z —r,v)
T Grl[@],5)G(z — |2],0) dz + [ Gallal, 5)Ga(—2 — [],v) d
o (ErE) () | o (EE) ()

—( T T _i)z
nVo [ e (s2+v2)(" 2ia2) pn—lgy
nJ—oco

:ef(s%“%)(”%)z +e(s”2+,fz)<r+ﬁi2)2’ (12)

where N is the normalization factor.

It is easy to see that the probability density function FR (R = r) is the sum of two Gaussian

||R+B|==
252
v2+4s2

probability density functions center at and —% respectively with the same standard deviation o.

o v — — s
Suppose v = s, we have o = 75

Lemma 5.9. Suppose v = s, we can bound a center ze” from Equation 12 by Pr ( 2> 5\/77> €2~ ),

v2+s2 v24s2 =
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Proof of Lemma 5.9. Using union bound, we have
Pr > svn') = Pr (E > S\/T7)
v2 + 32 2~
<Pr(R+E225Vn) +Pr(-R— B> 2sV)
gPr(RZS-\/E) + Pr (Ezvm) + Pr (EZUW)

By Lemma 3.9 and Lemma D.1, we deduce that Pr (% > sx/ﬁ) €2 9(n), O

Recall that conditioned on the leakage, the weight placed by the conditional distribution on a vector

x € R™ is equivalent to FR|‘R+E|:Z(R =r), where r = ||z||. Let ¥, () := FR||R+E|:Z(R = ||z||) be the
r(lz|—c)® (2l +e)?
normalization of the function f(x) :=e" 02 te o7 As shown in Lemma 5.9 above, we have that

with all but negligible probability, ¢ := < V/2-0vn'. We next present the following Theorem.

2+S2

Theorem 5.10. Let R be the ring of integers in the m*" cyclotomic number,ﬁeld K of degree n, where n s
a power of two. For positive integers k < | < poly(n), let A = [I}|A] € Xl, where Iy, € (R, ) is the
7.

identity matriz and A € (Rq)kx(lfk) is uniformly random. Let ¢ < /2 - \/77 -0 and let o > ,/5 n ~Inn’ -

on - ¢*/1+2/(D) | Define A+(A)" as a direct product of A*(A) and Z, written as A (A)" := AL (A) x Z. Then
Py (AH(A)T) < W(l + 2792 except with probability at most 2~

Proof. Note that A+(A) is a lattice of even dimension [ - n (where n is a power of two), but Theorem 3.17
holds only for n’ equal to [-2% + 1. Therefore, we define n’ := [-n+ 1, and we have the n’-dimensional lattice
AL(A)* == AL(A) x Z. We have the following properties of AL (A)", which can be verified by inspection:

() (AH(A)T)Y = AH(A)" x Z;
(b) the shortest non-zero vector in (A+(A)T)Y is at least min(A;(A+(A)Y), 1), where Ay (AL(A)") denotes
the shortest non-zero vector in A+(A)";

By Poisson summation formula, it is sufficient to show that with probability 1 — 27 £2(n) over choice of
A, |y (AL (A ) W) < 142720 where W(, . denotes the Fourier transform of ¥, . over n’ dimensions and

the notation |Q’a <| means the summation of the absolute value of the function over the lattice A (A)*)V.
We first note that, over n’ dlmensmns WGC( ) = 1. This follows due to the fact that by definition

of Fourler transform, LD(, o = fRn x)dax. Since ¥, . is a normalized pdf, it must be the case that
Jns x)dx = 1.
R?L

((AHA)*)V \{0}) < 272,
Towards showing this, we first let B = 2n - ¢*/2/("D for simplicity, and then use Theorem 3.17 to show

n/ﬂ'

that, when x = |y| > ,

|Li‘:(y)| < nn .e—((72~7r~52) <" .6—5(02«%2)/7 . 6—2(02«%2)/7 < 6—2(02«%2)/7,

where the last line follows since o := \/% Inn' - 2n - ¢h/H2/(n) — (%) Inn’ - 8 is chosen so that when

K> V Z/’T’ 65(0’5‘)-7r-/$2)/7 > n/n/ _ en/lnn'.

— N/ n/m
Let @ =2 yearayt)v\(0y € 5o

together with (b) and Corollary 3.15, which states that with probability 1 — 2-2(") over choice of A, the

\/n/m

shortest non-zero vector in A+ (A)v has length K> “5—, we conclude that an upper bound on @ yields an

Uoe| (A4(A)1)V )\ {0}).

—2(0%-7-r2) /7

. Combining the above inequalities which hold when sk >

upper bound on the desired quantity, |,
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Additionally note that when x > n/ ~ . then

6—2(02-7r»r€2)/7 _ e—(O'Z'T('KZZ)/7 . e—(0'2'7T-H2)/7 < 6—1/5-71/ Inn' e—(zf2-7r»f@2)/77 (13)

where the inequality follows since (by above) SO TR/ > ' on'Inn’ g o= (0% mR?)/T < pr=1/5m
e~ 1/ Inn” Moreover, recall that two applications of Poisson summation give:

Z 6—(02~7r~m2)/7 < 271/ . Z 6—2(0'2'7'I"K2)/7 (14)

ye(A+(A)T)Y ye(A+(A)T)Y
Combining the above, we have that

Q< Z e~ 1/5n Inn’ .67(02«%2)/7
ye(AL(A)T)Y
< 6—1/5.n/ Inn' 2n’ . Z 6—2(02«%2)/7
ye(AL(A)T)Y
et/ g (14Q),

where the first inequality follows from (13) and the definition of @, the second inequality follows from (14),
and the final equality follows from the definition of Q).

Thus we have that (1 —e~1/5n Inn' ~2"I)Q < e~1/5m/ Inn’ on’ which implies that @ < 2.e—1/5n"Inn’ gn’ <
2—n'+1 < 2_9(”), assuming n’ is at least 210 O

Corollary 5.11. Let R,n,q,k,l,0 and ¢ be as in Theorem 5.10. Assume that A = [I|A] € (Rq)le 18
chosen as in Theorem 5.10. Then, with probability 1 — 2= over the choice of A, the distribution of
Az € Rk, where (x,2,/) € R x Z is chosen from Drixzw,.. satisfies that the probability of each of the gk
possible outcomes is in the interval (1422 g~k (and in particular is within statistical distance 2~
of the uniform distribution over R’;).

Proof. Theorem 5.10 and Lemma 3.10 implies V(b,b,) € R' x Z, ¥,. (AL(A)++(b, b’)) €

det((A+(A) V)1 £ 272M), which means that if we choose a n’-dimensional vector from distribution
Dpixzw, ., written as @’ = (¢, z,), and let (b,b,) = @’ mod (A+(A)"), then the resulting distribu-
tion is within statistical distance 27" to uniform distribution over (R' x Z) modulo (A+(A)*). Due to
the structure of AL (A)¥, this also implies that the marginal distribution over b is uniform over (R!) modulo
(AL (A)). Moreover, we can easily see that for ’ = (x, z,), if ' mod (AL(A)T) = (b, b,), then Az = Ab.
Finally, since when b is uniform random over R’ modulo A+(A), we have that Ab is uniform random over
R’;, the corollary follows. O

Given the corollary, the analysis of Leakage Scenario III is complete. Specifically, the above corollary
implies that the encryption scheme is secure under Leakage Scenario III assuming o > /7/5-n//n-Inn’ -
2n - ¢*/12/(")  Since s = /20, where s is the standard deviation of the secret key, it means that in order for
the encryption scheme to be secure under Leakage Scenario III, we must simply sample the (n’ = (I-n+1)-

dimensional) secret key from DR, T opposed to Dpg o, 4k/14+2/( . In particular,

this means that the standard deviation should be increased by a factor of \/14/5-n//n - Inn/, beyond the
parameters required by [29].
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A Preliminaries and Definitions
A.1 Notation

For a positive integer n, we denote by [n] the set {1,...,n}. We denote vectors in boldface  and matrices

1/

2
using capital letters A. For vector & over R™ or C", define the ¢, norm as |||, = (3, lz:[*) ", We write as

||| for simplicity.

A.2 Lattices and background

Let T = R/Z denote the cycle, i.e. the additive group of reals modulo 1. We also denote by T, its cyclic
subgroup of order ¢, i.e., the subgroup given by {0,1/q,...,(¢ —1)/q}.
Let H be a subspace, defined as H C C%n, (for some integer m > 2),

H={zce€ (G — Tm—i, Vi € Z}.}.

A lattice is a discrete additive subgroup of H. We exclusively consider the full-rank lattices, which are
generated as the set of all linear integer combinations of some set of n linearly independent basis vectors
B={b;} C H:

A=LB)=1{> 2zbj:z€cl
J
The determinant of a lattice £(B) is defined as |det(B)|, which is independent of the choice of basis B. The
minimum distance A1(A) of a lattice A (in the Euclidean norm) is the length of a shortest nonzero lattice
vector.
The dual lattice of A C H is defined as following, where (-, -) denotes the inner product.

AN = {ye H:Vx e, (z,7) :inyi € 7Z}.
i

Note that, (AY)" = A, and det(AY) = 1/det(A).

Discretization Discretization is an important procedure used in applications based on lattices, such as
converting continuous Gaussian distribution (defined in section 3) into a discrete Gaussian distribution
(definition 3.8). Given a lattice A = L(B) represented by some “good” basis B = {b;}, a point & € H, and a
point ¢ € H representing a lattice coset A + ¢, the discretization process outputs a point y € A+ ¢ such that
the length of y —z is not too large. This is denoted as y « |z, .. A discretization procedure is called valid
if it is efficient; and depends only on the lattice coset A + (¢ — x), not on particular representative used to
specify it. Note that for a valid discretization, |z + ], . and z + [z], . are identically distributed for any
z € A. For more details and actual description of algorithms used for discretization we refer the interested
reader to [29].

A.3 Algebraic Number Theory

For a positive integer m, the m!* cyclotomic number field is a field extension K = Q((,,) obtained by
adjoining an element (,, of order m (i.e. a primitive m!* root of unity) to the rationals. The minimal
polynomial of ¢, is the m*" cyclotomic polynomial

GZi)m()() = H (X_an) € Z[X]a

i€zr,

where w,, € C is any primitive m*" root of unity in C.
For every i € Z?,, there is an embedding o; : K — C, defined as 0;((,) = wl,. Let n = ¢(m), the totient
of m. The trace Tr : K — Q and norm N : K — Q can be defined as the sum and product, respectively, of
the embeddings:

Tr(z) = Z o;(z) and N(z)= H oi(x).
i€[n]

1€[n]
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For any « € K, the I, norm of z is defined as ||z[|, = |[o(2)[l, = (X ;e los(2)|P)1/P. We omit p when
p = 2. Note that the appropriate notion of norm ||-|| is used throughout this paper depending on whether
the argument is a vector over C™, or whether the argument is an element from K; whenever the context is
clear.

A.4 Ring of Integers and Its Ideals

Let R C K denote the set of all algebraic integers in a number field K. This set forms a ring (under the
usual addition and multiplication operations in K), called the ring of integers of K. Ring of integers in K
is written as R = Z[(pn]-

The (absolute) discriminant Ag of K measures the geometric sparsity of its ring of integers. The dis-
criminant of the m** cyclotomic number field K is

n

— m n
Ax=| " e | ="

prime p|m

in which the product in denominator runs over all the primes dividing m.

An (integral) ideal T C R is a non-trivial (i.e. Z # @ and T # {0}) additive subgroup that is closed
under multiplication by R, i,e., 7-a € Z for any r € R and a € Z. The norm of an ideal Z C R is the
number of cosets of Z as an addictive subgroup in R, defined as index of Z, i.e., N(Z) = |R/Z|. Note that
N(ZJ) = N(Z)N(J).

A fractional ideal T in K is defined as a subset such that Z C R is an integral ideal for some nonzero
d € R. Its norm is defined as N(Z) = N(dZ)/N(d). An ideal lattice is a lattice o(Z) embedded from a
fractional ideal Z by o in H. The determinant of an ideal lattice o(Z) is det(c(Z)) = N(Z) - /Ag. For
simplicity, however, most often when discussing about ideal lattice, we omit mention of ¢ since no confusion
is likely to arise.

Lemma A.1 ([29]). For any fractional ideal T in a number field K of degree n,

V- NY™(T) < \(T) < /n- NY™T) -/ AL
For any fractional ideal Z in K, its dual ideal is defined as
7V ={a€ K : Tr(aZ) C Z}.

Definition A.2. For R = Z[(y], define g = [[,(1 — () € R, where p runs over all odd primes dividing

m. Also, definet = % € R, where m = '3 if m is even, otherwise m = m.

The dual ideal R of R is defined as RV = (t~1), satisfying R C RV C m~!R. For any fractional ideal Z,
its dual is Z¥ = Z~' - RV. The quotient R is defined as Ry = RY /qR".

Fact A.3 ([29]). Assume that q is a prime satisfying ¢ = 1 mod m, so that {q) splits completely into n
distinct ideals of norm q. The prime ideal factors of {q) are q; = (q) + (Cm — w?,), for i € Z¥,. By Chinese
Reminder Theorem, the natural ring homomorphism R/(q) — [l;cz. (R/ai) = (Zy) is an isomorphism.

Lemma A.4. [20, Lemma 2.23] Let p and q be positive coprime integers, and |-] be a valid discretization
to (cosets of) pRY. There exists an efficient transformation that on input w € R;f and a pair in (a',b') €
Ry x (Kr/qRY), outputs a pair (a = pa’ mod¢R,b) € Ry x R with the following guarantees: if the input
pair is uniformly distributed then so is the output pair; and if the input pair is distributed according to the
ring-LWE distribution A,y for some (unknown) s € RY and distribution v over Kg, then the output pair is
distributed according to A, where x = |p- 9] wipRY -

Lemma A.5. [20, Lemma 2.24] Let p and q be positive coprime integers, |-| be a valid discretization to
(cosets of) pRY, and w be an arbitrary element in RZ, If R-DLWE,. y is hard given | samples, then so is the
variant of R-DLWE,, y, in which the secret is sampled from x = |p - ¢] wtpRY JWen Il —1 samples.
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B Regularity and Fourier Transforms

Lemma 3.5. For any n-dimensional lattice A ande >0, s := (s1,...,8,) € R%y, and ¢ := (c1,...,¢,) € R,
if all of s1,..., 8, <ne(AY) then

n-(AY) o n-(AY)

S1 Sn

) (1+e).

Proof Applying Poisson summation formula twice, using the fact that for all vectors * € R”,

P1/511e01 )50 )s(erreeen) () < (1) 71+ (80) 71 - prsy s,y (), and the fact that py,_ av) = 7e(AY)™" - p1/m.av),
we have:

< det(A) "M (s1) 7 (50) 7L Psy,eny (AY)

< det(A) (s ) - (sn) pna(AV)(A )
)7t (sn ne(AV “P1/n.(av)(A)

< (na(Av V)

p(l/sl,...,1/5,,,),((:1,...,cn) (A)

1+€

where the last inequality follows from the definition of nE(AV).

Lemma 3.10. Let A be an n-dimensional lattice and W a probability distribution over R™. If W(AV\{0}) < ¢
then for any ¢ € R"™, W(A + ¢) € det(AY)(1 +¢).

Proof. First, since ¥ is a pdf, we have that @(0) = 1. We have:

U(A+c)=det(AY) Y W(y)erricev>

yeEAY

edet(AY) |1+ ) |[F(y)ermicev>
yeAV\{0}

Cdet(AY) [1+ Y ¥(y)
yeAV\{0}
C det(AY)(1 £¢),

where the equality follows from properties of the Fourier transform. O

Lemma 3.16. Let n' € N be odd, x € R", ¢ € R. Then

_ =l —e)? _n(=l+e)? /
/ e o2 +e 2 de>o".
7L/

r(l@|—c)? m(l|z]+e)?
Proof. Let f(x) :=e ~ 2 +4+e ~ o2 .Letr = |z|. Since f is a radial function, we slightly abuse
_w(r—c)? _ w(r+e)?
notation and denote by f(r):=e” " «Z +e = o2 . Now, we have that

f@ >dw—nvn// P f () dr (15)
Rﬂ
where V,,; denotes the volume of n/-dimensional ball V,,, = I‘(1W+7n/’2/2) Since f is an even function and n’ is

/ . . /_ .
~1is an even function, we have that ™ ~! f(r) is even and so

/OOO () dr = 1/2/00 L (r) dr. (16)

— 00

odd, so r"
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Let a = m/0?. Since n’ is odd, we now have that

> 2 ’ > 2 ’ & znlil n’—l ' :
/ emalr=e =l qp = / e (t+o)" Thdt= / e Z ( _ )cjt" i de
—00 — 00 —00 3=0 ]
n'—1 00
_ <n/ N 1>c7/ e ¢ 17 4
J —oo

Il
o

Il
3
L
7N
3\
|
—
N~~~
NS
| =
|
—_
~—
<~
S
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=
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+
—
+
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=
N—
IS
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=
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~~_

.
I
=)

:\
\
-

1.7 n’
>a 2" [ —
2ot ()

Combining the above with (15) and (16) and substituting for a, we get that [, f(x)dz > o™, which
completes the proof of the lemma. O

B.1 Proof of Theorem 3.17

Theorem 3.17. Let n’ :=1-2%+1, where l,a are positive integers and a > 2, and ¢ < o-/2-v/n'. Let Use
m(ll=z]=c)? m(]+c)?
denote the normalized pdf corresponding to the non-normalized function f(x) = e~ o2 +e T T

where x is a vector over n' dimensions. and let @,\c(y) denote the n'-dimensional Fourier transform of Uy ..
Then |Uyo(y)| < '™ - e~ W17 for |ly| > 1/0.

Proof. Let N be the normalization of f(x) over n’ dimensions. We have from Lemma 3.16 that N > o
Thus, it remains to show that for n/ :=1-2%+1and ¢ < o -v2- V', f(y) < o™ /P emllyle?

w(r—c)? 7r('r+(‘)
Let r := ||x||, we slightly abuse notation and view f as a function of r, f(r) :=e~ = 2  +e_ . Since

¥, . is a radial function, so is its Fourier transform, thus, we again slightly abuse notation and view F' := f
as a function of x := ||y||. We may now use the formula for the radial Fourier transform of an n’-dimensional,
radial function f to find F [21]:

F(k) = K,(n;,@ (2m) /000 P f(r)Jn/T,z(%mr)r dr, (17)

where J,-_» denotes the Bessel function of the first kind of order "/2’ 2 The Bessel function of first kind of
2

order v is defined as [40, Page 40]:
1 )u+2]

JZ +]+ (18)

For half-integer order v := n + %, there is a closed-form representation of J,. Specifically, it can be
expressed as [10, Page 298]:

9\ 2 9\ 2
Jni1(2) =Ry, 1(2) (m) sinz — R, _; 3(2) (m) Ccos 2. (19)



where R, 1(z) and R,,_; s (z) are Lommel polynomials defined as [10, Page 296]:

/2 Vit — ATy 1y — ) ¢ o 25—n
Rou(z)= 3o D IR0 0 2 ) (2y8 (20)

= il(n =20 (v + 7)

where the [z] means the largest integer not exceeding x.

We now have:

|F(k)| = R (2 )/ rT f(r) wos (2mkr)r dr
0
—(n'—2) o0 i, n;3] oy 2]_u 9
=k 7 (2m) /0 r = f(r) Z Cj( 5 ) 92 sin(2rkr)r dr—

<
g
\/ N——

)
)

cos(2mkr) rdr) ‘

o/ 2) X s 2] Uk 25— 252 2 3
<K (271')( /o ro2 (r)( cj( 5 ) ) (27r2/<;r> sin(2rkr)rdr| 4+
j=0
X g2 2R 205 2 3
/0 rz f(r) ( c;( 5 ) ) (27r2m'> cos(2mrkr)rdr ) , (21)
j=0

where the first equality follows from (17), the second equality follows from (19), (20) and the settings of
G e I I o Vi G N Mt
JNEFE 2T (5+7) 7 FNEFE=2) T (5+147)

In order to bound (21), we will individually upper bound

I:/
0

Cj =

[n -3

9 9j_n'=3 9 3
( 7mr) 7 ) (22> sin(2mwrkr)r dr
T RT

7=0

and

0o (] s 1
n'—2 2R\ 23 2 2
IT: ; () —= ) cos(2mrr)rdr|.
/0 = f(r) ( 2. G\ 3 > (27T2I<L7”> cos(2mkr)rdr

w(r—c)? m(r+c)?

Recalling that f(r) =e~~ 2 4+~ 2 | we have that
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o0 71'4 2 2j_n/75 2 %
H:/ ( cl ( mﬂn) : < 5 > cos(2mkr)rdr
0 2meRkr
7=0
[

;5] . n'—5 1 i —1i
x L, 4 Ok 20— g2 9 2 61271%7‘ +e 2TRT
=1/2 [mr P f(T)< ‘ c;( > ) (2772,%7“) ( 5 )’I‘d?"

7=0
1 - n/4,5] ) pj_ s
n'—1 / TRr\“/~ 272 12TRT —i2TRT
=1/2 (4772 > [wr z f(r)( > cj< 5 > )(6 +e )dr
J:

n —o]

§1/2<47r K)Z Z ] (x)” RS

where the second equality follows since f(r) is an even function, cos(27kr) is an even function and for
n' =1-2%+ 1, all powers of r in the integrand are even, which means that the entire integrand is an even
function.

(22)

T ajra (- T _mrde)? i2mkr | —i27mRT
r4 (e sz te  of )(e +e )dr|,

— 00

To compute an upper bound on

> 27+2 _nr—o)? _nto? I2TRKT —i2TRT
r4 (e T e " of ) (e +e )dr
—c0

(23)

as above, we integrate each term separately. Since the analysis is essentially the same for each term, we focus
7 (r— p)

on upper bounding the term A := ’ffooo eT T oT  ei2TRT Q| —

_ ’e—‘n'mzaQ-i-QTrinc fix;o e—7r072(7“—(c+ir10'2))2 drl:

A —_ ’efﬂ'l{ o +27'rznc

’/ 2]+2 —7wo "2 (r—(c+iro?))? dr

2 2 2j+2 2
< e TR / (—r + (c—i—m02)> e " —dr
—o0 \/> ﬁ
2]+2< 1
f

< et / o?it? ( ! (= —i—fw))zjﬁe_’ﬂidr’

%0 VT VT
) () (ifj 12) | ety

< e (%) (g + M)QM (23 N 2) S+ (—1)23')F(g +3)
7 )

)G ()G )

2j+2 2 O
) e " —dr

C .
— 4 iko)
a

Thus, we have that

ag

o \2+t3 2 2 3 ~[(27+2
2) < TR o 2

4< 50)2j+2]



n' =5 . n'— .
/‘_( 2 7])!F(%+ 237])

Plugging the above back into (22), and recalling that |c] T (B a1ed)
T )y J

, we have that

128 s ) . 2 : :
1 2 2j=%+5 o \213 2.2 3 (2742 c\2t2 2j+2
l=1/2 > 16l () () g ;) (=)
<1/ (zm%) pa lej1{ms /T c GHli1) (5 "

[2F2)

1 2 2 o o (SR N (2542 , , 45— 44
—TK"O — 5 +1 2 2j+3 2j+2
<1/2<27r>e 2, (@7 ( j )(]+1>F<2_1 §) o 1 ()

=0

71—5

’

1 2 n 451 14
< 1/2(2W>e—“2"2 (n’ .27 . 7) Z o20+3 (2i+2 (m) 2

Where the last inequality follows since (7;) < 2™ and n! < n". We now turn to upper-bounding I. Recalling
W(T—C)Q 7r(7*+c)2

that f(r)=e” " 2  +4e 2 , we have that

nLS

’ 1
b 2 2j— 13 ) 2
I= / < ¢ 7mr) ’ > < 5 ) sin(2mkr)r dr
0 iz 2meRr
";3 /_3 1 i2 2
S w2 2 2]'_" — 2 2 V2TRT __ ,—12TTKT
—1/2 / 2 cj 7rm“) 2 e .e rdr
oo 212Ky 21
oo ”4 2 2j_n/'73 ) )
/ < cj 7TI<L7"> 2 (61271';17‘ o e—z?ﬂnr) dr

> j=

Jj=

AN
—_
\
)
7N
g
) Lt
=
~_
(SIS

/

L[]

12 2= +3
§1/2.<4W2H) > el (mx)

J=0

> 2j+1 _mr—o)? _mrte)? 27T KT —i2TKT
r (e 2 4e  of ) (e —e Ydr|, (24)
— 00

where the second equality follows since f(r) is an even function, sin(2wxr) is an odd function and for
n' =1-2%+1, all powers of r in the integrand are odd, which means that the entire integrand is an even
function.

To compute an upper bound on

o0 . x(r—c)? x(r4e)? ) )
/ 7“2J+1 (67 — Le o2 ) (eZQTI'HT' _ 6—1271%1“) dr (25)
—00

as above, we integrate each term separately. Since the analysis is essentially the same for each term, we focus

J%

77r(7 c)

227rm" drl =

on the term B :=

677TI€2O'2+1;2TI'K/C fi’ooo 6771'0_2(7"*(C+75n0'2))2 drl:
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B _ ‘e—mi20'2+i27rmc

%)
. —2 2442
. ‘/ 7"2'7-’_16_7“7 (r—(c+iko®)) dr

00
< 67#/&202 / r2j+1677r0_2(r7(c+in02))2 dr
—o0
o 2j+1
2 2 g . J .2 0
=e ™7 (—r’ +(c+ 2/402)) e " dr’
oo \WT ™

T
2 2 o 2j+1 2 o

< p~TKRTO ( /+C+Ii2) e " d/
= /,OO A Tletre) N

e 2+1 2j +1\ [
= (C + Ii(T ’ J+ / e dr
e o j+1 s
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_ 2 2 o2 C 2j+1 2j+1 1 24 1 .
< TR O v - 1 jr(* )
= (ﬁ) (a+m (]+1>2 FEDR(5 4

o 2j+2(c N 2]+1 2] + 1 )
— — liO'
VT o j+1 I
Thus, we have that

2542
o 22 1 2j+1

25) < (-Z (L

(O)_(ﬁ> ¢ (2+J)( +1>

/I . n'— .
(2F2 I+ )
s n! — . .
FUEFE—25)I0(S+5)

,1

4( + HU)2j+1]

Plugging the above back into (24), and recalling that |c;| = , we have that

n —3]

1 , .
1\ 2j-%+3 [ g \PT? 22 1 27 + 1\ 2 /¢ 2i+1 2j+1
1<1/2 (=) ") G (5) (w)
<1/2( ) NEICE (%) e+ (V ) (9 (v
1 2 _2 [T73} . on/—1 n,—3 2] + 1 . . 4j_%,+3
< 1/2<)6_M 7 Z (m)?= = ( 2 )( ) F(* —-1- ) g2It2 20l (n)
2m = J Jj+1 2

71.*3

1 2 2 n
<25 ) (2% % ) Z o252 4 ()

Where the last inequality follows since (7) < 2" and n! < n™. Finally, plugging into (21), and recalling that
c<o-V2-Vn/ and k > L, we obtain:

45— 43

(258 (252

E3
o2 PR, » , o ; , o
|F(k)|<1/2e ™7 (n’ 227 .7 )( E g3 2IFE A S E g2it2 2t Ai—n +4>
=0 =0
’ 2 2
S o 'n/n e~ THTO

C Security and Correctness of Encryption Scheme in Section 4

Lemma 4.1. Let the view of the adversary be view 4 = (a, leak), where leak is the leakage obtained by the
adversary as defined in section 2.1. If the public key element a;11 is close to uniform given view 4, then the
above encryption scheme is IND-CPA secure assuming the hardness of R-DLWE . given [ + 1 samples.
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Note that if a;11 is close to uniform then a is close to uniform random vector since all a;, 4 € [I] are uniform
random. Given that a is indistinguishable from a uniform vector, it follows that c is indistinguishable from
a uniform random value in sz, from lemma A.4 and lemma A.5.

The following lemma shows that the decryption is correct with high probability. Here we present the
analysis where ciphertext ¢ € Rz\)/ for better readability and to preserve the proof structure of lemma 8.2
in [29]. Authors of [3,11] noted that using the “tweaked” distributions for sampling the LWE errors is
equivalent to ring LWE since the tweak is reversible. This allows for the analysis to be conducted in either
dual of the ring RY or the ring R.

Lemma C.1. Suppose that for any c € R), |p- 1/}5]0+pRV is 0-subgaussian with parameter & = O(p - &)

for some 6 = O(1/1), and ¢ > & - \/(s2 -1+ 1) -n-w(y/logn). Then decryption is correct with probability
1 — negl(n) over all the randomness of key generation and encryption.

Proof. We know that, 9 is a continuous Gaussian with parameter £ > 1, then |p - ¢¢]
with parameter £ = py/&24+ 7 =0(p-§).

c+pRY is 0-subgaussian

(c,x) =e€1 - {(a,x) + (e, x)

(e,x) =€1 21 + (e, @)

Let e’ = (e1,e) and @’ = (21, 2). Then, (e/,z’) = pmod pR as long as
((e’,2’) mod ¢R) € R.

We now present a proof sketch for the claim that ((¢’, ') mod ¢R) € R with probability 1—negl(n). Using
previous work, there exists a decoding function (similar to the decoding function of [29] section 6.2) which
takes (e’, ') to the closest element in R, as long as the following conditions are satisfied: For each i € [I],
lz:|l < s/, ||zi1]] = ||11]] = /1, and each coefficient of e;x; is §’-subgaussian with parameter £ - s - /n
and each coefficient of ;11711 is §’-subgaussian with parameter ¢’ - \/n, for §' € O(1). To see that these
conditions are satisfied, first, note that by Lemma 3.9, for each i € [I], ||a;|| < s-1/n except with probability at
most 27" = negl(n), and ||z;41|| = ||1]| = /n. Moreover, note that the e; are mutually independent and each
coefficient of e; is d-subgaussian with parameter £, therefore each coefficient of (e’, ') is §(I+1)-subgaussian
with parameter £ - \/(s2 -1+ 1) - n. Since §(I + 1) € O(1), we have that all the conditions are satisfied. [

D Proofs for Section 5

Lemma 5.1. Given two independent random variables X and Y. Suppose that the distribution of X is a
n-dimensional Gaussian distribution with mean w and standard deviation s, each component of X pairwise
independent, and the distribution of Y is a n-dimensional Gaussian distribution with mean p and standard
deviation v, each component of Y pairwise independent. Then the distribution of X conditioned on X +Y is
also a n-dimensional Gaussian distribution, where each component of X is pairwise-independent with mean

Ug Hq Zq
2 2 T2 ..

c:=(c1,...,cn) where ¢; := % and standard deviation o = (01,...,0,), where o; := %}r%
()

Proof. We have Fz 4(Z = b) generically represent the probability density function of random variable Z at
value b, conditioned on event A.
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We can then derive the density function of X given the value z = (21,...,2,) of X +Y by computing

Gx(x,u,s)Gy(z — x, u,v)
fRn Gx(xz,u,s)Gy(z — x,p,v)dx

Fxixyy==z(X=1z) =

1 (2, —uy)? _m(zi—mi—p)?
T e ;
Hze[n] 510, € v € i
2
_ m(wi—ug)? _T(zimri—p)
i€[n] J—oo s;v; v? e v dz
Vi
wi _ fio g 2\ 2
1 11 AT
=11 ;ﬁuzexp et T
i€[n] g K ? e 52 v?

Hence Fx|x4y—=(X = x) is also in the form of probability density function of X on value z sam-
pled n-dimensional Gaussian distribution, where each component x; is generated independently with mean

o
St
2

(71 and variance parameter
)

\H

1
=+
%

V£

=1

O

Lemma D.1. Given a random variable Y chosen from a Gaussian distribution Gg(y,v) = %exp (7:}?2),

Y is upper bounded by v\/n' except for negligible probability, written as Pr (Y > UW) € 2%,

Proof. Pr(Y >y) = Pr(X > z), where X = @ is a standard normal, z = ‘/ﬁy By using Chernoff
bound and calculating exponential moment of standard normal distribution, we have for any A > 0.

E[AX] ¥/

PriXze)s —5=="%
Set A=z and y = 1)\/177 then Pr (Y > UW) < e=%°/2 = ¢=™' The lemma follows. O
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