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Abstract. A signature scheme is said to be weakly unforgeable, if it is hard to
forge a signature on a message not signed before. A signature scheme is said to
be strongly unforgeable, if it is hard to forge a signature on any message. In some
applications, the weak unforgeability is not enough and the strong unforgeability
is required, e.g., the Canetti, Halevi and Katz transformation.

Leakage-resilience is a property which guarantees that even if secret informa-
tion such as the secret-key is partially leaked, the security is maintained. Some
security models with leakage-resilience have been proposed. The hard-to-invert
leakage model, a.k.a. auxiliary (input) leakage model, proposed by Dodis et al.
at STOC’09 is especially meaningful one, since the leakage caused by a function
which information-theoretically reveals the secret-key, e.g., one-way permuta-
tion, is considered.

In this work, we propose a generic construction of digital signature strongly un-
forgeable and resilient to polynomially hard-to-invert leakage which can be in-
stantiated under standard assumptions such as the decisional linear assumption.
We emphasize that our instantiated signature is not only the first one resilient to
polynomially hard-to-invert leakage under standard assumptions, but also the first
one which is strongly unforgeable and has hard-to-invert leakage-resilience.

Keywords: Digital signature, Strong existential unforgeability, Leakage-resilience, Hard-
to-invert leakage, Auxiliary(-input) leakage.

1 Introduction

Strongly Unforgeable Signature. We say that a signature scheme is weakly (existen-
tially) unforgeable if it is hard to forge a signature on a message not signed before.
We say that a signature scheme is strongly (existentially) unforgeable if it is hard to
forge a signature on any message which can be a message signed before. Since most of
the signature schemes generate a signature randomly, there is a gap between the weak
unforgeability and strong unforgeability. Moreover, in some applications, strongly un-
forgeable signature scheme is required, e.g., Canetti-Halevi-Katz transformation [13].

*This is the full version of a short paper appeared in the proceedings for the 21st Information
Security Conference (ISC2018).



Leakage-Resilient Cryptography. Leakage-resilience is a property which guarantees
that even if secret information such as the secret key is partially leaked, the security
is maintained. Any scheme whose security has been proven only in a security model
without leakage-resilience is not guaranteed to be secure when some information about
the secret information such as the secret-key are leaked. There exist some side-channel
attacks which are real threats to us, e.g., cold-boot attack [21], so leakage-resilient cryp-
tographic schemes are practically desirable.

In the security model considering leakage-resilience, a side-channel attack caused
by an adversary is modeled as a polynomial time computable function f : {0, 1}S¢<e!l —
{0, 1}* '. The adversary is allowed to choose an arbitrary leakage function f, query it to
the leakage oracle, then learn f(S ecrer). If we allow the adversary to choose the identity
map as f, the adversary acquires the secret key entirely and is able to break the security
model with no failures. Hence, we have to impose a restriction on f. Several security
models in which different restrictions are imposed on f have been proposed.

In bounded leakage (BL) model [1], the output bit-length of f is restricted. More
concretely, only f satisfying f : {0, 1}S¢rel — {0, 1}'® such that I(k) < k can be
chosen?. To make the output bit-length of f unbounded, noisy leakage (NL) model
[28] was invented. In NL model, only f : {0, 1}5¢"*! — {0, 1}* such that, when we
observe f(S ecret), the minimum entropy of the secret key sk drops by at most /(k) < k
can be chosen. Any function which information-theoretically reveals the secret key sk
is excluded in each one of the two models. Thus, for instance, one-way permutation
cannot be chosen in each one of the models. To remove such a restriction, hard-to-
invert leakage (HL) model, a.k.a. auxiliary (input) leakage (AL) model, was invented
[16]. In HL model, the function f must be a hard-to-invert function. More concretely,
only f such that, given f(S ecret), no PPT algorithm can compute sk with a probability
larger than u(k) can be chosen, where u(-) is a negligible function such that u(k) > 27,
The larger u(k) is, the larger the function class of f is. HL model is a generalization of
BL and NL model, thus has a larger function class. Moreover, HL model is useful in the
context of the composition. There may be the case when we want to use the same pair
of public key and secret key of a hard-to-invert leakage-resilient cryptographic scheme
for multiple schemes. Their composition remains secure as long as each one of the other
schemes has been proven to be secure in the standard (non-leakage-resilient) security
model [32, 14].

Large number of cryptographic schemes with leakage-resilience have been pro-
posed. For instance, public-key encryption [1, 15,5, 14], identity-based encrypiton [12,
26, 24, 32], attribute-based encrypiton [26, 35, 34, 36], identification [2, 15], and authen-
ticated key agreement [2, 15], have been proposed.

Related Works. Katz and Vaikuntanathan [25] defined that fully leakage-resilient (FLR)
signature is a signature resilient to not only the direct leakage from the secret-key,
but also the leakage from the randomness used to generate the secret-key and signa-

1S ecret denotes the secret information. |S ecret| denotes the bit-length of S ecret.
2k denotes the minimum entropy of the secret key sk. If the secret-key is generated uniformly
at random, k is equivalent to the bit-length of the secret-key |sk]|.



tures generated by the signing oracle. FLR or non-FLR signature schemes secure in the
bounded-leakage model have been proposed in [2, 25,27, 10].

The concept of the hard-to-invert leakage-resilience was presented by Dodis et al.
[16]. They proposed symmetric-key encryption schemes which is IND-CPA or IND-
CCA secure and resilient to exponentially hard-to-invert leakage. In a subsequent work,
Dodis et al. [14] started a research on public-key encryption with hard-to-invert leakage-
resilience. They defined two leakage-function classes. The class Hoy (£(2)) (resp. Hpkou(£(1)))
consists of every polynomial-time computable function f : {0, 1}/P+Is8 — {0, 1}* such
that any PPT algorithm A which is given f(pk, sk) (resp. (pk, f(pk, sk))) as input is able
to guess sk correctly only with a probability smaller than £(1), where £(1) > 2% is a
negligible function and (pk, sk) is a randomly generated key-pair. They proved that the
BHHO encryption scheme [7] and a slightly modified version of the GPV encryption
scheme [18] are IND-CPA secure in HL. model w.r.t. the function class Ho,(1/u1(1)),
where (1) is a sub-exponential function. They also mentioned in Subsect. 1.2 of [14]
that a PKE scheme which is IND-CPA secure in HL model w.r.t. Hpyou(1/u2(1)), where
() is a polynomial function, is given in its full paper.

Faust et al. presented the first research result on digital signature with hard-to-invert
leakage-resilience [17]. To construct a signature scheme secure in HL. model, there is an
obstacle whom we have to overcome. It is how to prevent from an adversary choosing
an algorithm generating a valid signature on a message as a leakage-function, then out-
put the pair of signature and message. Faust et al. proposed a signature scheme which
is WEUF-CMA (weakly existentially unforgeability under adaptively chosen messages
attack) secure in HL model w.r.t. the function class Hpyow(1/p3(1)), where p3(2) is an
exponential function. Their solution to overcome the obstacle explained earlier is to in-
clude a ciphertext of the secret-key sk in a signature. Specifically, their signature scheme
adopts the labeled public-key encryption (LPKE) as a building block, and includes a
ciphertext of the secret-key in a signature. Moreover, for their signature scheme, the
hardness parameter 1/u3(4) in the leakage function class is set as 1/u3(1) << 2 lax
where Iy € N denotes the bit-length of the decryption-key dk of the LPKE scheme.
This solution effectively works. The reason is as follows. Since any PPT algorithm is
able to guess the decryption-key dk correctly with probability 27/, any PPT inverter
in the definition of the function class Hpkow(1/u3(1)) wWhich is given a signature in-
cluding a ciphertext C of the secret-key sk is able to guess sk correctly with proba-
bility 27" >> 1/u3(1) by guessing the decryption-key dk, then decrypting the cipher-
text C with the guessed dk. Hence, the signing algorithm is excluded from the class
Hoxow(1/13(1)). By the way, they showed that their signature scheme can be instanti-
ated under standard assumptions such as the DLIN assumption [4].

Independently of Faust et al. [17], Yuen et al. [33] also presented a research result
on signature secure in HL model. To overcome the obstacle to construct a signature with
hard-to-invert leakage resilience, Yuen et al. proposed an original security model, which
is named selective auxiliary input model. In the security model, the adversary is allowed
to choose as the leakage-functions only functions which are independent of the public-
key. They proposed a signature scheme secure in the security model. Their signature
scheme is FLR and resilient to polynomially hard-to-invert leakage. Here, their defini-
tion of leakage function f being resilient to polynomially hard-to-invert leakage is as



follows: any PPT algorithm which is given (pk, S, f(state)) is able to guess sk correctly
only with a negligible probability, where (pk, sk) is a randomly generated key-pair, S is
a set of randomly generated signatures on the messages queried to the signing oracle,
and state is a set of randomnesses used to generate sk and the signatures S. Their def-
inition of leakage-function is undesirable since it depends on the signatures generated
on the signing oracle.

Subsequently, Wang et al. [30] proposed a signature scheme secure in the selective
auxiliary input model. Their signature scheme is FLR and resilient to polynomially
hard-to-invert leakage. Their definition for a function to be resilient to polynomially
hard-to-invert leakage is not the same as the one by Yuen et al. [33]. It is improved
as follows: any PPT algorithm which is given f(sk) is able to identify sk only with a
negligible probability. However, their scheme needs differing input obfuscator (diO),
indistinguishable obfuscator (i0), and point-function obfuscator with auxiliary input
(AIPO), each one of which has been constructed only under strong assumptions.

Note that each one of the signature schemes with auxiliary leakage resilience by
Faust et al., Yuen et al., and Wang et al., is not strongly existentially unforgeable, but
weakly existentially unforgeable.

Boneh et al. [9] proposed a method to transform a weakly unforgeable signature
scheme into a strongly unforgeable one. However, their transformation can be applied
to partitioned signatures only. In a subsequent work, Steinfeld et al. [29] proposed a
method to transform any weakly unforgeable signature into a strongly unforgeable one.
Note that each transformation by Boneh et al. and Steinfeld et al. has a common prop-
erty such that each one of the public-key, secret-key and signature of the strongly un-
forgeable signature scheme becomes each one of the public-key, secret-key and sig-
nature of the weakly unforgeable signature whom some new elements are added to.
Huang et al. [22] proposed a transformation which no new elements are added to the
public-key, secret-key and signature.

Wang et al. [31] modified the transformation by Steinfeld et al. [29] to get a trans-
formation from a signature weakly existentially unforgeable and FLR in the bounded
leakage model to a strongly unforgeable one. The transformation by Steinfeld et al. uti-
lizes two chameleon hash functions (with no leakage-resilience). In the transformation
by Wang et al., one of the chameleon hash functions is assumed to satisfy a property
such that any PPT algorithm cannot find a strong collision even if the algorithm is given
a length-bounded information about the secret-key.

The transformation by Wang et al. needs to add some new elements to both the
key-pair and signature. Huang et al. [20] modifies the transformation by Huang et al.
[22] to get a method to transform a signature weakly existentially unforgeable and FLR
in the BL model into a strongly unforgeable one which no elements are added to the
signature?.

Our Results. We propose a generic construction of signature scheme strongly which is
unforgeable and resilient to polynomially hard-to-invert leakage and can be instantiated
under standard assumptions. Specifically, we give an example of its instantiation under

3By the transformation in [20], some new elements are added to the public-key and secret-
key.



the decisional linear (DLIN) assumption [4]. Our security model is not the selective
auxiliary leakage model [33], so the leakage-function can be dependent on the public-
key.

Our result is a desirable one because of the following two independent points.
Firstly, our signature instantiation is the first one which is resilient to polynomially hard-
to-invert leakage under standard assumptions. Secondly, our signature instantiation is
the first one which is strongly unforgeable and has hard-to-invert leakage-resilience.

Our Approach. Our result is obtained by modifying the one by Faust et al. [17]. Before
explaining how the modification is done, we explain the result by Faust et al. in detail.

Faust et al. proposed a generic construction of a signature scheme secure in the
wEUF-CMA security model w.r.t. the function class Hpkow(£(4)). It consists of three
building blocks. They are second pre-image resistant hash function (SPRHF), labeled
PKE (LPKE) whose decryption-key dk has bit-size I € N, and non-interactive zero-
knowledge proof (NIZK) whose trapdoor ¢d has bit-size /,; € N. The hardness parame-
ter of the leakage function class is set as £(1) = 2~(*+a+ha) - A signature o~ on a message
m consists of an LPKE ciphertext ¢ and an NIZK proof x. Concretely, the ciphertext ¢
is an LPKE ciphertext encrypting the secret-key sk under the label m, and the proof r is
an NIZK proof which proves that there exists a secret-key sk’ such that the ciphertext
¢ is a ciphertext of sk’ on the label m and the hashed value of sk’ is equivalent to the
hashed value of the real secret-key sk which is included in the public-key pk.

Intuitively speaking, the security proof for the signature by Faust et al. is done as
follows. By modifying the initial security game several times, we get the final game
Game f,q; . In Game f;,, for a signature o = (¢, ) on the signing oracle, the ciphertext
c is generated by encrypting 0" instead of sk, and the proof 7 is generated by using
the trapdoor #d instead of sk. In addition, the adversary is considered to win the game,
if he successfully outputs a signature o* = (c*, ) and a message m* such that c* is a
valid ciphertext of sk* on label m*, and 7" is a valid proof. We prove that every PPT
A wins the game only with a negligible probability by a reduction to the hard-to-invert
property of the leakage-function f € Hpyoy(2~“+a+i0)) In the reduction, a simulator
S needs both td and dk to simulate Game;,,; and decrypt the ciphertext ¢*. However,
by the definition of the leakage function class Hpou(:), S is given neither #d nor dk, so
S has to guess them, and the guess succeeds with probability 2-(«*i) By the above
reason, the hardness parameter for Faust et al.’s signature scheme becomes 2~ (at+ha)

The above is the result by Faust et al. We modify the result with three steps.

In the first step, we generalize the second pre-image resistance (SPR) property of the
SPRHEF, which is one of the building blocks. Intuitively, the SPR property is a property
such that no PPTA given a key-pair (pk, sk) is able to find a secret-key sk* which is not
sk, but has a hashed value equivalent to the hashed value of sk with a non-negligible
probability. We generalize it to a property such that no PPTA given (pk, sk) is able to
find a secret-key sk* such that a relation holds between sk* and sk and another relation
also holds between sk* and pk with a non-negligible probability.

The second step is to modify the definition of the leakage-function class Hpkou(-)-
In the modified definition of the function class, the PPT algorithm (or inverter) A is
given not only the public-key of the key-pair (pk, sk), but also some variables which are
generated during generation of the key-pair and are not directly included in either pk or



sk. Specifically, for our signature scheme, the variables are the decryption-key dk and
the trapdoor rd. If the definition of the leakage-function class is modified to such one,
the simulator in the proof for Game s;, is not forced to guess dk and td with probability
2-(a+la) g0 the polynomially hard-to-invert leakage-resilience security is achieved. In-
stantiating the generic construction of the signature scheme, we can concretely generate
the first signature scheme (weakly unforgeable and) resilient to polynomially hard-to-
invert leakage under standard assumptions such as the DLIN assumption.

In the third step, we apply a methodology which is invented by modifying the one
by Wang et al. [31] to the weakly unforgeable signature scheme in the second step,
then get a strongly unforgeable one. Note that unlike Wang et al., we do not propose a
generic transformation from a weakly unforgeable and resilient to hard-to-invert leak-
age to a strongly unforgeable one. In the transformation by Wang et al., a chameleon
hash function with strong collision-resistance in the bounded leakage model (BLR-
CHF) was used. We use a CHF with strong collision-resistance in HL. model (HLR-
CHF). Moreover, the secret-key of the strongly unforgeable signature scheme obtained
by the transformation by Wang et al. includes not only the original secret-key, i.e., the
secret-key of the weakly unforgeable signature, but also the secret-key of the BLR-
CHEF. However, the secret-key of our strongly unforgeable signature includes only the
secret-key of the HLR-CHF. By instantiating the signature scheme, we obtain the first
concrete construction of digital signature strongly unforgeable and resilient to polyno-
mially hard-to-invert leakage under standard assumptions such as the DLIN assumption.

Paper Organization. This paper is organized as follows. In Sect. 2, we give basic nota-
tions and the syntax and the definition of security or property of labeled public-key en-
cryption, non-interactive zero-knowledge proof and chameleon hash function. In Sect.
3, we give the syntax and the definition of strong unforgeability in HL model of digital
signature. In Sect. 4, our generic construction of signature and its security proof are
given. In Sect. 5, we show that the generic construction of signature in Sect. 4 can be
instantiated under the DLIN assumption.

2 Preliminaries

Notation. For a,b € N, [a,b] denotes {x € N | a < x < b}. For 1 € N, 11 denotes a
security parameter. We say that a function # : N — R is negligible if for every ¢ € N,
there exists xg € N such that 4(x) < x~¢ for every x > xo. G is a function which takes 14
as input, and randomly outputs (p, G, g), where p is a prime number whose bit-size is
A, G is a multiplicative cyclic group whose order is p, and g is a generator of G. PPTA
means probabilistic polynomial time algorithm.

2.1 Hardness Assumptions

Discrete Logarithm (DL) Assumption. For A € N, let (p, G, g) « G(11). DL assump-

tion holds, if for every PPTA A, the probability Prlx « A(p,G, g,g") | x <E Zp] is
negligible in A.



Decisional Linear (DLIN) Assumption [4]. For 1 € N, let (p,G,g) « G(1*). DLIN
assumption holds, if for every PPTA A,

U U

Pr(l « A(p, G, g1,82.83. 8158585 ) 1 81, 82,83 — G, r1, 12 — Zy]
U U

—Pr[l « A(p.G,81.82.83. 8"+ 8585 | 81,82, 83 — G, ri,m,u — Z,)

is negligible in A.

2.2 Labeled Public Key Encryption

Syntax. Labeled public key encryption (LPKE) consists of three polynomial time algo-
rithms {Gen, Enc, Dec}. Gen and Enc are probabilistic. Dec is deterministic.

Gen(11) — (ek,dk). The key generation algorithm takes 1 as input, and outputs an
encryption key ek, and a decryption key dk. Plaintext space M, ciphetext space C,
and label space £ are uniquely determined by ek.

Enc(ek,m, L) — C. The encryption algorithm takes the encryption key ek, a plaintext
M € M, and a label L € £ as inputs, and outpus a ciphertext C.

Dec(dk,C,L) — M / 1. The decryption algorithm* takes the decryption key dk, a ci-
phetext C € C, and a label L € L as inputs, and outputs a plaintext M or L.

A LPKE scheme must be correct. LPKE scheme X pxr = {Gen, Enc, Dec} is correct,
if for every A € N, every (ek, dk) « Gen(1*), every M € M, every L € L, and every
C « Enc(ek, M, L), it holds that M « Dec(dk, C, L).

2.2.1 Ciphertext Indistinguishability To define weak ciphertext indistinguishabil-
ity against adaptively chosen label and ciphertexts attacks (IND-wLCCA) for a LPKE
scheme 2} pxr = {Gen, Enc, Dec}, we use the following game which is played between
an adversary A and challenger CH.

Key-Generation. CH runs (ek, dk) < Gen(1%), and sends ek to A.
Query. A is allowed to use the decryption oracle Dec adaptively.
Dec(C, L): A queries a ciphertext C € C and a label L € L. CH returns M |/ L «
Dec(dk, C, L).
Challenge(My, M, L*). A sends two plaintexts My, M; € M, and a label L* € L.

CH sets b < {0, 1}, then returns C* « Enc(ek, My, L").
Query 2. Ais allowed to use the decryption oracle Dec adaptively.
Dec(C, L): A queries a ciphertext C € C and a label L € L such that L # L*. CH
returns M / L « Dec(dk,C, L).
Guess(d’). Asends b’ € {0,1} to CH.

Definition 1. LPKE scheme Xy pkg is IND-wLCCA secure if for any PPT adversary A,

AdVﬁgLZﬁECA(/D = |2 - Pr[b’ = b] — 1| is negligible.

4 Although Dec needs the encryption-key ek as an input since ek includes information such
as the prime p , the group G, and etc., we often omit ek as the input.



2.3 Non-Interactive Zero-Knowledge Proof

Syntax. Non-interactive zero-knowledge proof (NIZK) I1y,zx for a language L con-
sists of three polynomial time algorithms {Gen, Pro, Ver}. Each one of Gen and Pro is
probabilistic. Ver is deterministic. R; denotes the witness relation.

Gen(1%) — crs. The key-generation algorithm takes 14 as an input, and outputs a com-
mon reference string (CRS) crs.

Pro(crs, x,w) — m. The proof-generation algorithm takes the CRS crs, a statement x,
and a witness w as inputs, and outputs a proof 7.

Ver(crs, x,m) — 1 / 0. The proof-verification algorithm takes the CRS crs, a statement
x, and a proof 7 as inputs, and outputs 1 or 0.

A NIZK scheme must be correct. A NIZK scheme 2yizx = {Gen, Pro, Ver} is correct
if for every 1 € N, every crs « Gen(1%), every (x, w) such that (x, w) € R;, and every
7« Pro(crs, x, w), it holds that 1 « Ver(crs, x, 7).

We give the definitions of soundness and zero-knowledge for a NIZK scheme.

Definition 2. A NIZK scheme 2nizx = {Gen, Pro, Ver} is sound if for every A € N,
every crs «— Gen(1Y), and every PPT A,

Pr[A(crs) — (x,m) s.t. [Ver(crs,x,m) > 1] A[x ¢ L]]
is negligible.

Definition 3. A NIZK scheme 2nizx = {Gen, Pro, Ver} is zero-knowledge if for every
A € N and every PPT A, there exists a PPT S = (S, S,) such that

|Pr [ﬂoﬁry(x’w)(crs) - 1| Gen(1Y) - crs] -

Pr | A% @ crs) 5 118 ,(11) = (crs, td)

is negligible, where Of*(x, w) returns Pro(crs, x,w) (resp. L), if (x,w) € R (resp. (x,
w) ¢ Ry), and Oi”’td(x, w) returns Sy(crs, x,td) (resp. 1), if (x,w) € Ry (resp. (x,
w) € Rp).

2.4 Chameleon Hash Function

Syntax. A chameleon hash function (CHF) scheme consists of the polynomial time
algorithms {Gen, Eval, TC, SKVer, SKVer2}. Gen and TC are probabilistic, and Eval,
SKVer and SKVer2 are deterministic.

Gen(1Y) — (pk, sk). The key-generation algorithm takes a security parameter 11, where
A € N, as an input, and outputs a public-key pk and a secret-key (or trapdoor) sk.
The message space M, randomness space R and hashed value space H are uniquely
determined by pk.

Eval(pk, m;r) — h. The evaluation algorithm takes the public-key pk and a message
m € M as inputs, and outputs the hashed value & € H which was calculated under
arandomness r € R.



TC(pk, sk, (my, r1), my) — ry. The trapdoor collision finder algorithm takes the public-
key pk, the secret-key sk, a pair of a message and randomness (m,r;) € M X R,
and a message m, € M as inputs, and outputs a randomness r, € R.

SKVer(pk, sk’) — 1 / 0. The first secret-key-verification algorithm takes the public-
key pk and a secret-key sk’ as inputs, and outputs 1 or 0.

SKVer2(pk, sk’, sk — 1 / 0. The second secret-key-verification algorithm takes the
public-key pk, a secret-key sk’, and a secret-key sk’ as inputs, and outputs 1 or 0.
Even if the two secret-keys are inputted in the reversed order, the output is required
to be equivalent. Thus, for any A € N, any (pk, sk) < Gen(14), and any two valid
secret-keys sk’ and sk', it holds that SKVer2(pk, sk’, sk') = SKVer2(pk, sk', sk’).

A CHF scheme must be correct. A CHF scheme 2cyr = {Gen, Eval, TC, SKVer, SKVer2}
is correct, if for every A € N, every (pk, sk) « Gen(1Y), every m € M, every m’ € M,
every r € R, and every ' = TC(pk, sk, (m,r),m’), it holds that [Eval(pk,m;r) =
Eval(pk,m’; r')] A [1 « SKVer(pk, sk)] A [1 « SKVer2(pk, sk, sk)].

We give the definitions of two standard properties for the CHF scheme. They are
strong collision-resistance and random trapdoor collision.

Definition 4. A CHF scheme Xcyr = {Gen, Eval, TC, SKVer, SKVer2} is strongly collision-
resistant, if for every A € N and every PPT A, it holds that

Pr[A(pk) — ((m1,11), (M2, 12)) s.t. [(my,11) # (M2, 12)]
AlEval(pk, my; ri) = Eval(pk, my; r2)]]

is negligible, where (pk, sk) & Gen(1%).

Definition 5. A CHF scheme Xcyr = {Gen, Eval, TC, SKVer, SKVer2} is said to have
the property of random trapdoor collision, if for any A € N, any (pk, sk) «— Gen(1%)
and any two messages my,m; € M, a randomness r\ chosen uniformly at random from
R distributes identically with r, = TC(pk, (my, r1), my).

We give the definition of an original property for a CHF scheme. The property is hard-
to-compute-secret-key (HtC-SK).

Definition 6. Z-yr = {Gen, Eval, TC, SKVer, SKVer2} is said to have the property of
HtC-SK, if for every A € N, and every PPT A, it holds that

Pr [ A (pk, sk) — sk* s.t. [1 « SKVer(pk, sk*)] A [0 «— SKVer2(pk, sk*, sk)]]
is negligible, where (pk, sk) & Gen(1%).

Remark. The property is related to the second pre-image resistance (SPR) [15, 17]. The
algorithm SKVer given pk and sk as inputs is an algorithm which verifies whether or not
arelation holds between pk and sk. The algorithm SKVer2 given two secret-keys sk and
sk can be defined as the algorithm outputting 1 iff the two keys are equivalent. Thus,
the HtC-SK property can be the SPR property. We can say that the HtC-SK property is
a generalization of the SPR property.



3 Digital Signature

Syntax. Digital signature consists of the polynomial time algorithms {Gen, Sig, Ver}.
Gen and Sig are probabilistic, and Ver is deterministic.

Gen(1Y) — (pk, sk). The key-generation algorithm takes 14, where A € N, as an input,
and outputs a public-key pk and a secret-key sk. The message space M is uniquely
determined by pk.

Sig(pk, m, sk) — o. The signing algorithm takes the public-key pk, a message m € M,
and the secret-key sk as inputs, and outputs a signature o

Ver(pk,m,o0) — 1 / 0. The signature-verification algorithm takes the public-key pk, a
message m € M, and a signature o as inputs, and outputs 1 or 0.

A signature scheme must be correct. A signature scheme Xsig = {Gen, Sig, Ver, SKVer,
SKVer2} is correct if for every (pk, sk) <« Gen(11), every m € M, and every o «
Sig(pk, m, sk), it holds that [1 « Ver(pk, m, o)].

3.1 Strong Existential Unforgeability in HL. Model

We define the strong existential unfrogeability in HL model for a signature scheme.
Specifically, we define the strong existential unforgeability against adaptively chosen
messages attacks in hard-to-invert leakage model (HL-sEUF-CMA) for a signature
scheme Xg; = {Gen, Sig, Ver}.

At first, we define a game which is played between an adversary A and challenger
CH as follows. Note that a leakage function f : {0, 1}P¥*l — (0, 1}* whose random-
ness space is denoted by R is included in a class Fxy; (1), i.€., f € Fryo (D) >.

Key-Generation. CH runs (pk, sk) « SIG.Gen(1%). CH chooses r & R, then com-
putes f(pk, sk; r). CH sends (pk, f(pk, sk;r)) to A. CH initializes the list Ly as an
empty set 0.

Query. A is allowed to use the signing oracle Sign, adaptively.

Sign(m € M): CH generates o « SIG.Sig(pk, m, sk), then sends o to A. After
that, CH sets Lg := Lg U {(m,0)}.

Forgery(m*,o*). CH receives (m*, o) sent by A.

In the above game, A is said to win the game if [1 « SIG.Ver(pk, m*, c*)]A[(m*,07) ¢

Ls]. The advantage Advgﬁ;{m_m vr _CMA(/l) is defined as the probability Pr[A wins.].

Definition 7. Xgig is HL-sEUF-CMA-secure with respect to the leakage-function class
Fruo(A), if for every PPT A and every function f € Fxg, (), AdVZ(Ii;IHL_SEUF_CMA %))
is negligible.

Remark. Weak existential unforgeability is defined in the same manner as the strong
existential unforgeability except for the winning condition by the adversary A in the
security game. The adversary is said to win the game if the signature o* is a valid
signature on the message m”*, i.e., [1 « SIG.Ver(pk,m*,c")], and the message m" has
not been queried to the signing oracle Sign.

>In this paper, the function class Fx (1) can be simply written as 7 (1), if it is obvious that
the function class is for the signature scheme 2.
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4 Signature Strongly Existentially Unforgeable and Resilient to
Polynomially Hard-to-Invert Leakage

In Subsect. 4.1, the generic construction of our signature scheme is given. In Subsect.
4.2, the signature scheme is proven to be strongly existentially unforgeable and resilient
to polynomially hard-to-invert leakage. In the next section, i.e., Section 5, we show that
the signature scheme can be instantiated under the DLIN assumption.

4.1 Construction

Our generic construction of signature scheme 251 = {SIG.Gen, SIG.Sig, SIG.Ver} has
the following 4 building blocks: An LPKE scheme 2] pxg = {LPKE.Gen, LPKE.Enc,
LPKE.Dec}, an NIZK scheme Znizx = {NIZK.Gen, NIZK.Pro, NIZK.Ver}, a CHF
scheme Zcyr = {CHF.Gen, CHF.Eval, CHF.TC, CHF.SKVer, CHF.SKVer2} and a CHF
scheme Xcyp, = {CHF2.Gen, CHF2.Eval, CHF2.TC}.

The signature scheme 2y is generically constructed as follows.

SIG.Gen(11): Run (ek, dk) «— LPKE.Gen(1%), (pk,, sk;) « CHF.Gen(1") and (pk,, sk)
« CHF2.Gen(1%). Run (crs, td) < S;(1%), where S is the first simulator in the
definition of zero-knowledge for Znizx -

R and R, denote the randomness space of CHF.Eval and CHF2.Eval, respec-
tively. M, M, C, P and XK denote the message space of Xcyr, the label space
of 21 pxg (or the hashed value space of Zcyr>), the ciphertext space of 2y pgg, the
proof space of 2nizk, and the secret-key space of Zcyr, respectively. M is a space
satisfying M = M||C||P.

Verification-key and signing-key are set as pk := (pki, pkp, ek, crs) and sk = sk,
respectively. Return (pk, sk). We define language L as

L= {(c.im) € Cx M| sky € K s.t. [c — LPKE.Enc(ek, sk, in)]
A[1 « CHF.SKVer(pky, sk;)]} . (1

SIG.Sig(pk,m € M, sk): pk is parsed as (pky, pka, ek, crs). sk is written as sk;. Do as
follows in order. U v .
-1 —Re,rpy — Rz, m" — M, —C,n" P, 0" = (c,n).
— h = CHF.Eval(pk,m'||c”; r}), m := CHF2.Eval(pks, h; rg>2).
— ¢ = LPKE.Enc(ek, ski,m), x == (c,m), w := sky, & := NIZK.Pro(crs, x, w).
- 0= (c,n), rg = CHE.TC(pky, sky, (m'llo”, ri), ml|o).
Return o' := (0, rg, res) = (¢, 7, 1, rg2).
SIG.Ver(pk,m € M, o pkis parsed as (pky, pka, ek, crs). otis parsed as (¢, 7T, rg, rg2).
h := CHF.Eval(pk,m||lo; rg). m := CHF2.Eval(pk,, h; rg>). x = (c,m). Return
NIZK Ver(crs, x, 7).

4.2 Proof of Strong Unforgeability in Polynomially Hard-to-Invert Leakage
Model

Before giving the theorem for the strong unforgeability in the hard-to-invert leakage
model of the signature scheme Xgjg, we give the definitions of the leakage-function
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class 7, E‘thé () for the signature scheme and the strong collision-resistance in HL. model
w.r.t. the function class 7, ZZ I’ G’ (A) for the chameleon hash function 2Zcyg.

Definition 8. Function class T;:I’G’ (A) consists of every polynomial-time computable
probabilistic (or deterministic) function f : {0, 1}lPhiltpkltleki+iersiisiil _y (0, 1} which
has a randomness space R and satisfies the following condition: for every PPT B,

Pr[B (pki, pka, ek, crs, sk, dk, td, f(pky, pka, ek, crs, ski;r)) — sky
s.t. [1 « CHF.SKVer (pki, skj)] A [1 « CHF.SKVer2 (pki, skj, sk1)]] 2)

is negligible, where (pk, skp) <5 CHF.Gen(1%), (pk,, sky) <5 CHF2.Gen(1%), (ek, dk) i
LPKE.Gen(1), (crs, td) & $i(1%) and r & R.

Remark. If the chameleon hash function 2Zcyr is a CHF with the second pre-image
resistance [15, 17], the algorithm CHF.SKVer2 is defined as the equality-checking al-
gorithm, and the secret-key sk| which satisfies [1 « CHF.SKVer(pky, sk{)] A [1 «
CHF.SKVer2(pk, sk}, sk1)] is the original secret-key sk; only. So, the probability (2) is
simply written as Pr[B(pky, pka, ek, crs, sk, dk, td, f(pk, pks, ek, crs, sky;r)) — ski].

Definition 9. CHF scheme 2cyr = {CHF.Gen, CHF.Eval, CHF.TC, CHF.SKVer, CHF.SKVer2}
is said to be strongly collision-resistant in HL model with respect to the function class
Tgfé(/l), if for every PPT A and every function f : {0, 1}Phltpkeltlekitlersitishl _y (0, 1)

which is included in the function class Tglté () and has a randomness space R,

Pr[A (pki, pka, ek, crs, sky, dk, td, f(pki, pks, ek, crs, ski;r)) = ((my,r1), (m, r2))
s.t. [(my, ) # (my, r2)] A [CHF.Eval(pky,my; r1) = CHF.Eval(pky, ma; r2)]]

is negligible, where (pky, ski) & CHF.Gen(1%), (pk,, sky) & CHF2.Gen(1%), (ek, dk) &
LPKE.Gen(1%), (crs, td) & S;(1%) and r & R

The strong unforgeability in HL. model of the signature scheme 25 is guaranteed
by the following theorem.

Theorem 1. X is HL-sEUF-CMA w.r.t. the function class Tg{’é ), if

- ZLPKE iS IND—WLCCA,

— 2Nizk is sound and zero-knowledge,

— 2cur is strongly collision-resistant in HL model w.r.t. the function class 7—”21:1’(’_ ),
random trapdoor collision, and HtC-SK, and

— Xcum is strongly collision-resistant and random trapdoor collision.

Proof of Theorem 1. Hereafter, g, € N denotes the number of times that PPT adversary
A uses the signing oracle Sign. To prove Theorem 1, we use multiple games Game;,
where i € {0,1,2,3,4,5,6,7,7|1,--- ,7|gs)}.

The first game Gamey is the normal AL-sEUF-CMA game w.r.t. the signature scheme
g6 and the function class Tg}’é (A). Specifically, Game is the following game.
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Key-Generation. CH runs (pk;, sk;) < CHF.Gen(1%), (pky, sky) «— CHF2.Gen(1%),
(ek,dk) < LPKE.Gen(1Y), and (crs,td) < S;(11). pk and sk are set as pk =
(pky, pka, ek, crs) and sk := sk;, respectively. For a function f € FHIQ), CH

2516

chooses r & R, then computes f(pk, sk;r). CH sends (pk, f(pk, sk; r)) to A. Ly
is set to 0.
Query. When A issues a message m € M as a query to the signing oracle Sign, CH
generates a signature (c, 7, rg, rg2) on the message as follows.
-y hd Re, ren & Rez, m & M, ¢ & Cn & P, o’ = (c,n).
— h = CHF.Eval(pk,,m'||c”; r}), m := CHF2.Eval(pk;, h; rg»).
— ¢ := LPKE.Enc(ek, ski,m), x := (c,m), w = sky, m := NIZK.Pro(crs, x, w).
- 0= (c,n), rg = CHE.TC(pky, sky, (m'llo”, ry), ml|o).
CH returns a signature (¢, 7w, rg, rgz) to A. CH sets Ly == Lg U{(m,c, 7w, rg, rgz)}.
Forgery(m’, (c¢*,n", 1}, ry,)). CH is given amessage m* € Mand a signature (c*, 7%, ., i)

A wins the game, if [1 « NIZK.Ver(crs, x*,n")] A [(m", ", 7", 1}, 1},) ¢ Ls], where
h* := CHF.Eval(pk(, m*||(c*, n*); r}), m* == CHF2.Eval(pks, h*; r},) and x* := (c*, m").
We define the games Game;, where i € {1,2,3,4,5,6,7,7|1,---,7|q;}, as follows.

Game;. Game,; is the same as Game, except that CH generates a common reference
string crs by running crs « NIZK.Gen(1%) in Key-Generation.

Game,. Game; is the same as Game; except that A’s winning condition is changed to
the following one, where sk} := LPKE.Dec(dk, c¢*,m*): [1 « NIZK.Ver(crs, x*,
A A", c*,n*, 1y, rey) € Ls] A[1 < CHE.SKVer(pky, sk})].

Games;. Games is the same as Game, except that A’s winning condition is changed to
the following one: [1 « NIZK.Ver(crs, x*, i) A [(m*, ¢*, 7%, 1y, 1hy) € LI A[1
CHF.SKVer(pki, sk})] A [1 « CHF.SKVer2(pk, skj, sk)].

Game,: Game, is the same as Games except that A’s winning condition is changed to
the following one: [1 « NIZK.Ver(crs,x*,n")] A [(m*,c*, 7", 1, 1,) & Ls] A
[1 < CHF.SKVer(pk, sk})] A [1 « CHF.SKVer2(pk, ski, ski)] A [[m" ¢ {m,,
o mg MV i€ [1,q] st [m* = img] A LR, 7)) = (his rea )] A [(m*, ¢*, 1%, 1) #
(m, c;, i, re)]1], where, for i € [1, g;], each one of m;, h;, rga, ¢i, m; and rg; is the
element which was generated when computing the reply to the i-th signing oracle
query.

Games Games is the same as Games except that when (A issues a message m € M as
a query to the signing oracle Sign, CH generates a signature (c, 7, rg, rg2) on the
message as follows.

- g, T <E Re, 1y <E Reo, m’ <E M, ¢ <E C,n <E P, o’ = (c, ).

- K = CHF.Eval(pky, m'||c”; r), m := CHF2.Eval(pky, h'; r},).

— ¢ = LPKE.Enc(ek, ski,m), x == (c,m), w := sky, m := NIZK.Pro(crs, x, w).
— o0 = (c,n), h := CHF.Eval(pk,, m||c; rg).

— rgy = CHF2.TC(pky, ska, (I, r};,), h).

Gameg. Gameg is the same as Games except that the following two points. Firstly, CH
generates a common reference string crs by running (crs, td) < S;(1') inKey-Generation.
Secondly, when replying to a query to Sign in Query, CH generates a proof 7 by
using S,, instead of NIZK.Pro, where S, denotes the second simulator in the defi-
nition of zero-knowledge for Znizk.
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Game; (= Gamey). Game; is the same as Gameg except that A’s winning condition is
changed to the following one: [1 « NIZK.Ver(crs, x*,n")] A [(m*,c*, 7", rp, 1ry)
¢ Ls] A [1 « CHF.SKVer(pki, sk})] A [1 « CHF.SKVer2(pki, ski, ski)] A [m*
¢ (i, -+ g, ).

Gamey(, - - - ,Gamey, . Gamey;, where i € [1,qs], is the same as Gameyp except that
when replying to the j-th signing oracle query, where j < i, CH generates the
ciphertext ¢; by running c; « LPKE.Enc(ek, olskil i i), where 0kl denotes the
bitstring of |sk;| number of 0.

Hereafter, W;, where i € {0,1,2,3,4,5,6,7,7|1,---,7|qs}, denotes the event that A
wins the game Game;. It holds obviously that

FHI ()~HL-sEUF-CMA

Adv, ™, (1) = Pr[Wo]

7 qs
< Z IPr[Wi_i] - Pr[W;]| + Z [Pr [W1] = Pr [Way]| + Pr[ Wy, |

i=1 i=1
Theorem 1 is proven by the above inequality and the following all lemmas.
Lemma 1. |Pr[W,y] — Pr[W,]] is negligible if 2nizk is zero-knowledge.
Lemma 2. |Pr[W;] — Pr[W,]| is negligible if 2nizk is sound.
Lemma 3. |Pr[W,] — Pr[W3]| is negligible if Xcyr is HtC-SK.
Lemma 4. |Pr[W3] — Pr[W4]| is negligible if Xcur is strongly collision-resistant.

Lemma 5. |Pr[W,4] — Pr[Ws]| is negligible if each one of Xcyr and 2Zcupy is random
trapdoor collision.

Lemma 6. |Pr[Ws] — Pr[Wg]| is negligible if 2nizk is zero-knowledge.

Lemma 7. |Pr[Wg] —Pr[Wypl| is negligible if Zcur is strongly collision-resistant in HL
model w.r.t. the function class TZZ I’CI ).

Lemma 8. For any i € [1,q], |Pt[Wy_1] — Pt[Wy]| is negligible if 21 pxg is IND-
wLCCA.

Lemma 9. Pr[Wy, | is negligible.

Proof of each lemma is given in Sect. A. |

5 Instantiation under the DLIN assumption

As a concrete construction for the chameleon hash function 2Zyp, we adopt the chameleon
hash function 7Icyg, given in Fig. 1. For Ilcyg,, we obtain Theorem 2, Theorem 3, and
Theorem 4, whose proofs are given in A.10, A.11 and A.12, respectively.

Theorem 2. For any n € N, Ilcyg,, is HtC-SK under the DL assumption.
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CHF.Gen(14, 1) :

(p,G,g) « GUY. x1,++ , Xp,ay,- -+ ,ay pal Zy. g1 =8 g =gy =TI &

Return pk = (p,G, g1, -, gny) and sk := (x,- -, Xp).
CHEF.Eval(pk,m;r) :

r l Zy,, where r is parsed as (ry, - , ). Return (y . IYi"Zlg;")J(m)
CHF.TC(pk, sk, (m,r),m’) :

sk € Zy, is parsed as (x1, -+, x,). ¥ € Z, is parsed as (r1,- -+, ry).

Forie [1,n], r] == Jam)(x; — r;))/J(m') — x;. Returnr’ := (1}, -+, 77).
CHF.SKVer(pk, sk*) :

sk™ € Z,, is parsed as (x],- -+, x;). Return 1, if [y =TT, g,x’] Return 0, otherwise;
CHF.SKVer2(pk, sk*, sk’) :

sk* € Z,, is parsed as (x,- -+, x;). sk’ € Z} is parsed as (x],- -+, x;).

Return 1, if [/\7=1 [x;‘ = x:” Return 0, otherwise;

Fig. 1. Construction of CHF Scheme ey, where J : {0, 1} — Z, \ {0} is a collision-resistant
hash function.

Theorem 3. For any n € N, [lcyg,, is random trapdoor collision.

Theorem 4. For any chameleon hash function Ilcyg;, any LPKE scheme Il pkg, any
NIZK scheme IInizk, and any integer n € N, Ilcyg,, is strongly collision-resistant in HL
model w.r.t. the function class F, IZ z (A) under the collision-resistance of the hash func-
tion J : {0,1}* — Z,\ {0} and the DL assumption, where Ilsig denotes the instantiation
of the signature scheme 2516 by Ilcyr, Hcur, [Ipke and IINizk.

As a concrete construction for the chameleon hash function 2cyp,, we adopt the
chameleon hash function IIcyp,; which is Ilcyg, in Fig. 1 with n = 1. The following
corollary is obtained by Theorem 4, obviously.

Corollary 1. For any n € N, Ilcug,, is strongly collision-resistant under the collision-
resistance of the hash function J : {0,1}* — Z, \ {0} and the DL assumption.

Thus, the random trapdoor collision and strong collision-resistance of the CHF scheme
Iy, are guaranteed by Theorem 3 and Corollary 1, respectively.

As a concrete construction for the LPKE scheme 2} pkg, we adopt /1 pxg; given
in Fig. 2. The LPKE scheme is a modification of the LPKE scheme by Camenisch et
al. [11] which is IND-LCCA secure® under the DLIN assumption and the collision-
resistance of hash function. Faust et al. [17] modifies the scheme by Camenisch et al.
to get the LPKE scheme 77; pgg; which achieves a weaker security, i.e., IND-wLCCA,
but encrypts a plaintext of arbitrary length. Thus,

Theorem S. For any | € N, IT pxg; is IND-wLCCA under the collision-resistance of
the hash function Hcy, : {0, 1} — Z,, and the DLIN assumption.

®IND-LCCA is stronger security notion than IND-wL.CCA. For the details, refer to [17].
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LPKE.Gen(14, 1) :
v, . . . o
(p.G,8) « G ar,+ ,anbi,by —Z,. 80:=8 81 = 8", 8= g", 81 =g, ,g = g

”],MZ,M%VI»V2,V%WI9W2»W3 ‘EZ dy = Q’S‘ g1 ,dz —g g’;z,
er:=8) 8. e —§(v)] 8y = gWl By =gy §;3~
ek = (p,G, 80, 81,82, 815" > &A1, da, €1, €2, Iy, hy). dk = (uy, up, U3, vy, v2, v3, Wi, Wa, w3).
Return(ek, dk).
LPKE.Enc(ek, x € {0, 1}/, L € {0,1}") :
For i € [1,1], the i-th bit of x € {0, 1}’ is denoted by x; € {0, 1}.

For every i € [1, 1], do:
ri+Si AFi A

tiy Si (E er Yi = 0’1 1, Yi2> yﬂ) = (g » 84 »gz) i = h” hél . /\I
cii=(dy - €M) (dy - €i), where t; := Her(yi, zi, L). ¢ = (y,,z,,c)

Return C = {¢;}icq1 -

LPKE.Dec(ek, dk,C, L) :

For every i € [1,1], do:
& = yi“l”’” -y;’é“"vz ~y§‘3+”‘”3, where t; := Her(yi, zi, L).
If ¢; # c;, then return 1.
Else if Z,/(ywl : 12 y:}‘) = g;, then x] = 1. Else, then x/ := 0.
The i-th bit of x is set as x;.

Return x’ € {0, 1}\.

Fig. 2. Construction of LPKE Scheme /7, pkg;, Where Hey : {0, 1} — Z,, is a collision-resistant
hash function.

As a concrete construction for the non-interactive zero-knowledge proof 2nizk, we
adopt the Groth-Sahai proof IIyizk in [19] whose soundness and zero-knowledge are
guaranteed under the DLIN assumption.

By the schemes ey, Ilcur:, [Nizx and 1) pge q1, Where A denotes the integer in
the security parameter 14 of Icyr . our concrete signature scheme /g is constructed.
Hereafter, for i € [1,n] and j € [1, 4], the j-th bit of x; € Z, in IIcyg, is denoted by
x;j € {0, 1}, and the prime and group in I/ pkg . are written as p and G, respectively.
By the signing algorithm of /7giG, a ciphertext C and a proof & are generated as follows.

The ciphertext C is generated by running C < LPKE.Enc(ek, (xy,- -, x,), m),
where LPKE.Enc is the encryptlon algorithm of 17} pkg 1. C is parsed as {c; j},e[l . jell,Al-
¢;; is parsed as (y;;, zij € G, cij € ). Yyij is parsed as (y;j1,Yij2,Vij3) € G3,

By using the proof-generation algorithm of the NIZK scheme Ilnizx, we generate
the proof 7. Actually, the proof  is a proof which proves that

3{7‘,‘]‘ € Zﬁ, Sij € Zﬁ,xij € {0, 1}},‘6[1'”]’]‘@[1'/1] such that

n A -
h_[ [[s =y } A8 =y A[87 = yu] A8 = yuis]
=1 j=1 i€[1,n],je[1,1]

A1 g = 2] A (i ey - (da ) = e A [t = xi = O]

where y = [, & € G.
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Proofs of Some Theorems and Lemmas

A.1 Proof of Lemma 1

We prove that if we assume that there is a PPT adversary ‘A which makes | Pr[Wy] —
Pr[W;]| non-negligible, then we are able to construct a PPT algorithm which breaks the
zero-knowledge property for Znizk.

We consider a PPT simulator S. On one hand, the simulator S is a PPT algorithm at-

tempting to break the zero-knowledge for Znizk. On the other hand, S is the challenger
in Game, or Game;. S is given a common reference string crs. If crs was generated by
(crs, td) « S1(1%) (resp. crs « NIZK.Gen(1%)), then S simulates Game (resp. Game;)
against the PPT adversary (A properly. The concrete behaviour by S is the following.
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Key-Generation. S runs (pkj, sk;) « CHF.Gen(1%), (pk,, sky) « CHF2.Gen(1%)
and (ek, dk) « LPKE.Gen(1%). Sis given a common reference string crs of Znyzk.
S sets pk and sk to pk := (pky, pks, ek, crs) and sk := sky, respectively. S computes

f(pk, sk; r) where r <5 R. S sends (pk, f(pk, sk; r)) to A. S sets Lg to 0.

Query. When A issues a message m € M as a query to the signing oracle Sign, S
generates a signature (c, , rg, rgz) on the message in the normal manner. S sets Lg
to Ls U{(m,c,m,rg, rpa)}.

Forgery(m*,c*,n", r},r},). Soutputs 1, if [1 < NIZK.Ver(crs, x*, n*)] A [(m”, c*, n*,
g Tgy) € Ls], where h* := CHF.Eval(pki, m*||(c*, n*); ), m* := CHF2.Eval(pks,
h*;ry,) and x* == (c*,m"). S outputs 0, otherwise.

It is obvious that if the common reference string is generated by (crs, td) « S;(1%)
(resp. crs « NIZK.Gen(1%)), then S simulates the game Game, (resp. Game;) against
A perfectly, and if and only if the event Wy (resp. W;) occurs, S outputs 1. Hence,
we obtain Pr[Wy] = Pr[l « S(crs) | (crs,td) « S;(1Y)] and Pr[W;] = Pr[l «
S(crs) | crs « NIZK.Gen(1Y)]. Hence, | Pr[Wy] — Pr[W,]| = |Pr[1 « S(crs) | crs «
NIZK.Gen(1Y)] = Pr[1 « S(crs) | (crs, td) « S;(1Y)]. ]

A.2 Proof of Lemma 2

We prove that if we assume that there is a PPT adversary ‘A which makes | Pr[W;] —
Pr[W,]| non-negligible, then we are able to construct a PPT algorithm which breaks the
soundness property for 2z -

We consider a PPT simulator S attempting to break the soundness of the NIZK
scheme Xnizk. Specifically, S behaves as follows.

Key-Generation. S runs (pkj, sk;) « CHF.Gen(1%), (pk,, sky) « CHF2.Gen(1%)
and (ek, dk) — LPKE.Gen(1%). Sis given a common reference string crs of Znyzk.
S sets pk and sk to pk := (pky, pk,, ek, crs) and sk := sky, respectively. S computes
f(pk, sk;r) where r & R then sends (pk, f(pk, sk;r)) to A. S sets Lg to 0.

Query. When A issues a message m € M as a query to the signing oracle Sign, S
generates a signature (c, , rg, rgz) on the message in the normal manner. S sets Ly
to Ls U{(m,c,m,rg, rpa)}.

Forgery(m*,c*,n",r};,1},). S checks whether the following condition is satisfied or
not: [1 « NIZK.Ver(crs, x*, i) |A[(m", ¢*, 7", 1}, 7,) € LsIA[0 « CHF.SKVer(pk;,
sk})1, where h* := CHF.Eval(pk;, m*||(c*, n*); r},), m* = CHF2.Eval(pk,, h*; ry,),
x* = (c*,m") and sk} = LPKE.Dec(dk, c*, m").

If the condition is satisfied, then S outputs (x*, 7%) = (¢*, m*, 7).

It is obvious that S simulates Game; or Game;, perfectly.
By the way, the definitions of W; and W, gives us the following equations.

Pr [Wl] =Pr [[1 — NIZK'Ver(crs, x*,ﬂ'*)] A [(m*, C*, ﬂ'*, rz, I’zz) ¢ LS]] (3)
Pr[W>] = Pr[[1 « NIZK.Ver(crs, x*, ") A [(m”, c*, 7", 1, 1) € Ls ]
A[1 « CHF.SKVer(pki, sk})]] @)
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Hence, we obtain

[Pr[W1] — Pr[W2]|
=Pr[[l « NIZK.Ver(crs, x*,n")| A [(m", ", 7", ri, 1) € Ls |
A [0 — CHF.SKVer(pki, sk})]]
= Pr[S(crs) —» (x*,7") s.t. [1 « NIZK.Ver(crs, x*, 7")]
A [0 « CHF.SKVer(pki, sk})]]. (5)

By the definition of the language L given in (1), the following statement is true:
for any (c,m) € L, there exists sk; such that [c « LPKE.Enc(ek, ski,m)] A [1 «
CHF.SKVer(pkl, Skl)].

By the above statement, the correctness of /i pkg, and the correctness of Ilcyp, the
following statement is true: for any (¢, m) € L, it holds that [1 « CHF.SKVer(pk;, sk)],
where sk, := LPKE.Dec(dk, c, m).

The contraposition of the above statement is the following statement: for any ¢ € C
and any m € M, if [0 « CHF.SKVer(pk,, sk1)], where sk; := LPKE.Dec(dk, c, m),
then (c,m) ¢ L.

By the above statement and the equation (5), we obtain

[Pr[W1] — Pr[W;]| = Pr[S(crs) = (x",7") s.t. [1 « NIZK.Ver(crs, x",n")] A [x* ¢ L]].

O

A.3 Proof of Lemma 3

We prove that if we assume that there is a PPT adversary ‘A which makes | Pr[W,] —
Pr[W3]| non-negligible, then we are able to construct a PPT algorithm which breaks the
HtC-SK property for 2Zcyr.

We consider a PPT simulator S who behaves as a PPT adversary trying to break the
property of HtC-SK for XZcyg. The concrete behaviour by S is the following.

Key-Generation. S is given (pkj, sk;) of the keys of Xcyp. S runs (pks, sky) «
CHF2.Gen(1%), (e¢k,dk) « LPKE.Gen(1%) and crs « NIZK.Gen(1%). S sets
pk and sk to pk = (pki, pka,ek,crs) and sk = sk;, respectively. S computes

f(pk, sk; r), where r & R, then sends (pk, f(pk, sk;r)) to A. S sets Ly to 0.

Query. When A issues a message m € M as a query to the signing oracle Sign, S
generates a signature (c, 7, rg, rgz) on the message in the normal manner. S sets Lg
to Lg U{(m,c,m, re, re2)}.

Forgery(m*,c*,n*, ry, rp,)- S checks whether the following condition is satisfied or
not: [1 « NIZK.Ver(crs, x*, i) IAL(m", ¢*, 7", 1}, 1) € LsIA[1 « CHF.SKVer(pk;,
ski)] A [0 « CHF.SKVer2(pk, ski, ski)], where h* := CHF.Eval(pky, m*||(c"*, n*);
rp), m* = CHF2.Eval(pky, h*;r},), x* = (c*,m") and skj := LPKE.Dec(dk, c*,
m").

If the condition is satisfied, S outputs ski.
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It is obvious that S simulates Game, or Game; against A perfectly.
By the definitions of W, and W3, we obtain

Pr[W,] = Pr[[1 « NIZK.Ver(crs, x", i) A [(m", ¢", 7", rp, riy) € L]

Pr|
A[1 « CHF.SKVer(pk;, sk})]]
Pr[Ws] = Pr[[1 « NIZK.Ver(crs, x*, n")] A [(m", c*, 7", 1 ry) € Ls ]

A[1 « CHF.SKVer(pk,, sk})] A [1 « CHF.SKVer2(pk,, sk}, ski)]]

Hence, we obtain

[Pr[W2] — Pr[Ws]| = Pr[[1 « NIZK.Ver(crs, x*, 7)) A [(m", ", 7", rg, 1gy) & Ls ]
A1 « CHF.SKVer(pki, sk')] A [0 « CHF.SKVer2(pki, sk', skp)]] . ©6)

The above probability is equal to the probability with whom S wins the HtC-SK prop-
erty game for I/cyr. O

A.4 Proof of Lemma 4

We prove that if we assume that there is a PPT adversary ‘A which makes | Pr[W3] —
Pr[W,]| non-negligible, then we are able to construct a PPT algorithm which breaks the
strong collision-resistance property for Zcyp;.

We consider a PPT simulator S who behaves as a PPT adversary trying to break the
property of strong collision-resistance for Zcpp;. The concrete behaviour by S is the
following.

Key-Generation. Sis given a public key pk; of Zcyps. Sruns (pki, ski) < CHF.Gen(14),
(ek,dk) « LPKE.Gen(1") and crs < NIZK.Gen(1%). S sets pk and sk to pk =

(pky, pka, ek, crs) and sk := skj, respectively. S computes f(pk, sk;r), where r <5
R, then sends (pk, f(pk, sk; 1)) to A. S sets Lg and L to 0.
Query. When A issues a message m; € M as the i-th query to the signing oracle Sign,
S generates a signature (c¢;, 7;, ' i, Fg2,;) On the message as follows.
P Re, rpai e Ripo ), = M, ) & Ol & P, 0 1= ().
- h; = CHF.Eval(pk,, millo}; ry. ), in; == CHF2.Eval(pka, hi; rea,).
— ¢; = LPKE.Enc(ek, ski,m;), x; := (c;,m;), w = sky, n; = NIZK.Pro(crs, x;, w).
- o0 = (¢, ), rg; = CHE.TC(pk, sk, (m]||o, rg.)smillos).
S returns (¢;, 7w, g2, YE;) t0 A. Lg is set to Lg U {(my, ¢;, T, rE2is TE)}- L 18 set
to Lz U {m;}.
Forgery(m*,c*,n*,ry, rp,). S sets h* := CHF.Eval(pk(, m*||(c*, 7*); r},),
m* = CHF2.Eval(pky, h*; r},), x* = (c*,m") and sk} := LPKE.Dec(dk, c*,m"). If
[1 « NIZK.Ver(crs, x*, n*)|A[(m*, c*, n*, 1, 1y) € Ls]A[1 < CHF.SKVer(pky, sk})]
A [1 « CHF.SKVer2(pkj, sk, ski)] A [Fi € [1,q,] s.t. [m* = ;] A [(h*, 1) #
(hi, r£2,)]), then S outputs (7", ry,), (hi, 7E2,1))-
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It is obvious that S simulates Game; or Game4 against (A perfectly. By the definitions
of W5 and W,, we obtain
Pr[Ws3] = Pr[[1 « NIZK.Ver(crs, x*, ") A [(m", c*, 7", 1, 1) € Ls]
A[1 « CHF.SKVer(pk,, ski)] A [1 « CHF.SKVer2(pk,, sk, ski)]] @)
Pr[W,] = Pr[[1 « NIZK.Ver(crs, x*, i) A [(m”, ¢*, 7", ri, Fip) € L]
A[1 « CHF.SKVer(pky, sk})] A [1 « CHF.SKVer2(pk,, sk, ski)]
Al ¢ Lal v [P € [Lg,] st [ = mi] AW, rgy) = (hiy ri2)]
A", ", 1, ) # (my, ¢i, 7, 1E0) 1] (®)
By (7) and (8), we obtain

[Pr[W3] — Pr[W4]|
=Pr[[1 « NIZK.Ver(crs, x*, ") A [(m", ¢", 7", ri, Frp) € L]
A [l « CHF.SKVer(pk,, ski)] A [1 « CHF.SKVer2(pk, skj, ski)]

A€ g st [ = i) A [(h°,rpy) # (i s

The above probability is equal to the probability with whom S wins the strong collision-
resistance game for Ilcpp;. O

A.5 Proof of Lemma 5

For a message /i1 € M queried to the signing oracle in Game, (resp. Games), P4(¢, 7, 1'g, r'E2)
(resp. Ps(¢, 7, ¥g, rE2)) denotes the probability that the signature (¢, 7, #g, 7g2) € CXP X
RE X R is generated.

For the probability P4(¢, 71, g, rg2), we obtain

Py (¢, 7t, g, rgp) = Pr[[¢ = LPKE.Enc(ek, ski,m)] A [# = NIZK.Pro(crs, x, sk;)]

A e = CHE.TC(pky, sk, (m'|[(¢", 7'), 1), mll(C, )] A [rE2 = 7E2]

17 & Rerpy & Repom! & M, & Gl & 50] )
= Pr[[¢ = LPKE.Enc(ek, sky,m)] A [ = NIZK.Pro(crs, x, sky)]

U U U U U
| ry «— Re rg2 — Rz, m’ — M, ¢ — C,n’ SD]

-Pr [ = CHE.TC(pky, sk, (m'||(c", "), rip), mll (&, 7))
|7y & R’ = M,¢ < Cont’ P] ' PI[FEZ = g2 | rpr & Riy (10)
= Pr[[¢ = LPKE.Enc(ek, ski,m)] A [# = NIZK.Pro(crs, x, sky)]
|r%<ERE,rE2<EREz,m’<EM,C'<EC,7T'<EP]'L' - (1)
Rel 1R

where #' = CHF.Eval(pk;,m’||(c’,n"); ), in = CHF2.Eval(pky,h';rg;) and x =
(¢,m) (9) is the definition. The transformation from (9) to (10) is correct since each
event is independent. The transformation from (10) to (11) is correct since the CHF
scheme [/cyr is random trapdoor collision.
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On the other hand, for the probability Ps (¢, 7, ¥g, rg2), we obtain

Ps (¢, 7t, ¥, rgp) = Pr[[¢ = LPKE.Enc(ek, ski,m)] A [# = NIZK.Pro(crs, x, sk;)]
AlFg = ] A [ria = CHF2.TC(pky, ska, (', riy). )|

[ 7o 7 & Reary & Rioum’ & M, & G’ & | (12)
= Pr[[¢ = LPKE.Enc(ek, ski,m)] A [ = NIZK.Pro(crs, x, ski)]

| 7 & Re, 1y A Rer, m’ Al M, & c,n Al P]

‘Pr|fg =rg|rg d RE] -Pr [rgg = CHF2.TC(pka, ska, (W', ri;,), )

18} 18} U U U
| rpaty & Rty & R’ & M Lo <—7>] (13)

= Pr[[¢ = LPKE.Enc(ek, ski,m)] A [ = NIZK.Pro(crs, x, ski)]
1 1

U U U U U
| r,E <—.RE?F/EZ — REz,ml — M,C’ <_Cv7r/ — 7)] T 0 o 1
IRel  |1REal

(14)
where i’ := CHF.Eval(pk(,m’||(c’,7"); rp), m = CHF2.Eval(pka, I'; ), x = (¢,m),
and h = CHEF.Eval(pk, ml||(¢, t); rg). (12) is the definition. The transformation from
(12) to (13) is correct since each event is independent. The transformation from (13) to
(14) is correct since the CHF scheme Ilcyp; is random trapdoor collision.

By (11) and (14), P4(¢, &, Fg, rE2) = Ps(¢, #t, ¥, rg2). Thus, for any M € M and any
signature (¢, 1, Fg, rgz) € C X P X Re X R, the probability in Gamey that the signature
(¢, 7, ¥g, rg2) on the message 7 is generated is equal to the one in Games. |

A.6 Proof of Lemma 6

We prove that if we assume that there is a PPT adversary ‘A which makes | Pr[Ws] —
Pr[Wg]| non-negligible, then we are able to construct a PPT algorithm which breaks the
zero-knowledge property for Znizk.

We consider a PPT simulator S attempting to break the zero-knowledge property
for the NIZK scheme Zyzk. Specifically, S behaves as follows.

Key-Generation. Sis given acommon reference string crs of Znyzx. S runs (pky, sky)
CHF.Gen(1%), (pk», sky) <« CHF2.Gen(1%) and (ek, dk) «— LPKE.Gen(1%). S sets
pk and sk to pk = (pky, pka,ek,crs) and sk = ski, respectively. S computes

f(pk, sk; r), where r <5 R, then sends (pk, f(pk, sk; r)) to A. S sets each list of Ly
and L to 0.
Query. When A issues a message m; € M as the i-th query to the signing oracle Sign,

S generates a signature (¢;, 71, Fg i, FE2,;) on the message as follows.

U U U U U
= TEi T ¢ REs 1y & Rz, m) = M, ¢} & C, 1t} — P, o} = (¢}, 7).

h; == CHF.Eval(pki, mllo}; ry. ), m; == CHF2.Eval(pka, hi; r’E2,l.).
— ¢; := LPKE.Enc(ek, sky,m;), x; == (c;, m;), w := skj.

Issues (x;, w) as an query to Oy, then receives a proof 7;.

- 0; = (Ci,ﬂ','), ]’li = CHFEvaI(pkl, m,-||a',-; rE,i)~
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— rga; = CHF2.TC(pk,, skz,(h;,rl’gz,i), h;).
S returns (Ci,ﬂi, FE2,i» rE,i) to A. LS is set to LS U {(mi, Ci, T, FE2is FE,,‘)}. -Erh is set
to .Em U {ﬁ’l,}

Forgery(m*,c*,n", 1}, %) S checks whether the following condition is satisfied or
not: [1 « NIZK.Ver(crs, x*, i) |A[(m", ¢*, 7", 1}, T,) € LsIA[1 « CHF.SKVer(pk;,
skDIA[L < CHF.SKVer2(pk, ski, sk)IA[[m" & {iny, - -+, ing, NviFie[1,q,] s.t.[m* =
mi] A (0, rg,) = (hirea)] A [Gm*, ¢, 7%, rg) # (my, ¢, 7, re)]]], where A =
CHF.Eval(pk,, m*||(c*, 7*); r), m" := CHF2.Eval(pka, h*; ry,), x* = (c*,m") and
sk} = LPKE.Dec(dk, c*,m").

If the condition is satisfied, S outputs 1. Else, then S outputs 0.

It is obvious that if the common reference string crs is generated by (crs, td) «
S1(14) (resp. crs « NIZK.Gen(11)) and the proof-generation oracle Oy is 0‘1'”"‘1 (resp.
O(C)”), then S simulates Gameg (resp. Games) against A perfectly, and if and only if Wg
(resp. Ws) occurs, S outputs 1. Hence, we obtain

IPr[Ws] — Pr{Ws]| = |Pr [1 — 8% W (crg) | crs NIZK.Gen(lﬂ)]

pr [1 e SO ers) | (crs, 1d) Slm)]

A.7 Proof of Lemma 7

We prove that if we assume that there is a PPT adversary ‘A which makes | Pr[Wg] —
Pr[W5]| non-negligible, then we are able to construct a PPT algorithm which breaks the
property of strong collision- resistance in HL model w.r.t. 7/ (1) for Zcug.

We consider a PPT simulator S who behaves as a PPT adversary trying to break
the property of strong collision resistance in HL model w.r.t. Tg’é (A1) for Zcyr. The
concrete behaviour by § is the following.

Key-Generation. S is given (pky, pka, ek, crs, sk, dk, td, f(pky, pka, ek, crs, ski; 1)),
where (pky, ski) & CHF.Gen(14), (pks, sky) & CHF2.Gen(14), (¢k, dk) & LPKE.Gen(1%),

(crs, td) & Si(1Y) and r & R. S sets pk to (pky, pky, ek, crs). S sends the public
key pk and the leakage f(pki, pka, ek, crs, sky;r) to A. S sets Lg and L to .
Query. When A issues a message m; € M as the i-th query to the signing oracle Sign,

S generates a signature (c;, 7;, ', Fe2,;) on the message as follows.

— FEis Ty o Rey Py e Repoml, & M, ¢} & Com) & P, 0 = (¢l ).

- hj := CHF.Eval(pk,, m]|lo7; r}, ), m; = CHF2.Eval(pka, hj; 17, ).

- ¢; := LPKE.Enc(ek, sk, m;), x; := (c;, m;), m; = Sa(crs, x;, td).

- 0; = (C,',ﬂ','), h,’ = CHFEvaI(pkl, m,-IIO',-; VEJ').

— rga; = CHF2.TC(pk,, skg,(h;,rl’m’i), hy).
S returns (Ci,ﬂi, FE2,i» rE,i) to A. -£S is set to LS U {(mi, Ci, T, FE2 iy rE,i)}~ Lm is set
to £ﬁ1 U {ﬁ’l,}
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Forgery(m*,c",n*, ry, rp,)- S checks whether the following condition is satisfied or
not: [1 « NIZK.Ver(crs, x*, i) IAL(m", ¢*, 7", 1}, 1,) € LsIA[1 « CHF.SKVer(pk;,
sk A [1 < CHF.SKVer2(pky, ski, ski)] A [Fi € [1,q,] s.t. [m* = m;] A (R, Fr) =
(hi, rEo DINL(m™, ¢, ", 1) # (my, ¢i, i, re)]], where h* = CHF.Eval(pk,, m™||(c*, 7*);
rp), m* = CHF2.Eval(pky, h*;r,,), x* = (c*,m") and ski := LPKE.Dec(dk, c*,
m*).

If the condition is satisfied, S outputs ((m*||(c*, ™), r}.), (mil|(ci, 7)., FE.)).-
It is obvious that S simulates Gameg or Game;, perfectly. The definitions of W and

W5 gives us the following equations.

Pr[We] = Pr[[1 « NIZK.Ver(crs, x*, )| A [(m*, ¢*, 7%, rp, riy) & Ls]
A[1 « CHF.SKVer(pky, ski)] A [1 « CHF.SKVer2(pk,, ski, ski)]
Al ¢ Lal v [Pi€ [Lgs] st [ = m] AW, rky) = (hiy ri2)]
Alm*, e, 1", ry) # (my, ci, i, e )] ] (15)
Pr[W;] = Pr[[1 « NIZK.Ver(crs, x*, 7")] A [(m”, c*, 7", 1, riy) € Ls |
A[1 — CHF.SKVer(pki, sk))] A [1 « CHF.SKVer2(pki, sk;. sk;)]
A" ¢ Ly]] (16)

By (15) and (16), we obtain

[Pr[We] — Pr[W7]|
< Pr[[1 « NIZK.Ver(crs, x*, ") A [(m", c*, 7", rp, rip) € L]
A[1 « CHF.SKVer(pky, ski)] A [1 « CHF.SKVer2(pk;, sk, ski)]

APie g st [t = mg] A, rg) = (his ra )]

Al(m*, e, n", ry) # (my, i, mi 1E )]

The last probability is equal to the probability with whom S wins the game for the
strong collision-resistance in HL. model w.r.t. the function class ‘Tgl’é ) for Illcyg. O

A.8 Proof of Lemma 8

We prove that for any k € [1, g,] if we assume that there is a PPT adversary ‘A which
makes | Pr[W7—1] — Pr[W7 ]| non-negligible, then we are able to construct a PPT algo-
rithm which breaks the IND-wLCCA security for 2} pkg.

We consider a PPT simulator S attempting to break the IND-wLCCA security for
the LPKE scheme 2 pgg. CH denotes the challenger in the IND-wLCCA security
game. Specifically, S behaves as follows.

Key-Generation. S is given an encryption-key ek of Xyipkg. S runs (pky, sk;) «
CHF.Gen(1%), (pks, sky) < CHF2.Gen(11) and (crs, td) « S;(11). S sets pk and
sk to pk = (pky, pks, ek, crs) and sk = sk, respectively. S computes f(pk, sk;r),
where r <E R, then sends (pk, f(pk, sk;r)) to A. S sets each list of Lg and L to
0.
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Query. We consider the case when (A issues a message m; € M as the i-th query to
Sign. Ifi > k+ 1 (resp. i < k— 1), then S generates a signature (¢;, 7;, 'g i, Fg2,;) ON
m; as follows

_rEnr,E,-<_RE95~‘_RE29m <—MC<—C7rl<—5D0' = (¢}, 7).

h = CHF. Eval(pkl,m llos rEl) in; == CHF2.Eval(pk,, h; rEzl)

- ¢; = LPKE.Enc(ek, sk, m;) (resp. ¢; .= LPKE.Enc(ek, 01!, ;).

- x,~ = (c,-,ﬁzi), 7 = Sy(crs, x;, td).

— o = (¢, 1), h; = CHF.Eval(pki, mil\o; rg ;).

- 12, = CHF2.TC(pks, sk, (K, rE2 s hi).
Else if i = k, then S generates a signature (c, g, 7'Ex, FE2%) ON My in the same
manner as the case of i > k+ 1 or i < k — 1 except that how the ciphertext ¢; = ¢
is generated. In the case of i = k, S sends (ski, 0%l ;) to CH in Challenge in
IND-wLCCA game for 2| pkg, then gets a ciphertext cy.
S returns the generated signature (c;, 71, g, rg2,;) to A. S sets Lg to Lg U {(m, ¢;,
7, TEi TE2)). S sets Ly to Ly U {m;).

Forgery(m*,c*,n*,ry, ). Scomputes i* := CHF.Eval(pk,, m*||(c*, 7*); r}) and " =
CHF2.Eval(pky, h*; ry,). S issues (c*,m") as a query to Dec in Query 2 in IND-
wLCCA game, then receives skj. S outputs 5/ = 1 in Guess in IND-wLCCA
game, when the following condition is satisfied: [1 « NIZK.Ver(crs, x*,7%)] A
[(m*, c*,n*, 1y, 1) € LsIA[1 < CHE.SKVer(pky, sk})]A[1 « CHF.SKVer2(pk;,
ski, skp)] A [m* ¢ L], where x* == (c*, m").

Let 8 € {0, 1} be the challenge-bit in the IND-wLCCA security game for I7; pxg. It
is obvious that S simulates Gameyy_; (resp. Game7;) when 8 = 0 (resp. 8 = 1), and if
and only if Wyy_ (resp. Way) happens S outputs B = 1. It is also obvious that when
W7k-1 or Wy occurs, the label m* in the query (¢, m") to the oracle Dec in Query 2
issued by S satisfies m* # iy, so the query (c¢*, m*) is not a forbidden query. Hence, we
obtain Pr[Wy_1]1 = Pr[g’ = 1| 8 = 0] and Pr[Wy,] = Pr[8’ = 1|3 = 1].

It is obvious that Pr[g3’ =ﬁ] =Pr[f =0AB=0]+Pr[g =1AB=1]= %(Pr[ﬁ' =
0B=0]+Pr[g =1B=1)) = (Pr[,B =18=1]-Pr[g =18=0]+ 1).

Hence, we obtain AdvIND wLeca =12-Pr[g =p]-1]=|Pr[ = 1|8 =1]-Pr[p =

O

21pKE,S
118 = 0]| = | Pr[Wa—1] — Pr[Wyll.

A.9 Proof of Lemma 9

We prove that if we assume that there is a PPT adversary A which makes Pr[W7,, | non-
negligible, then we are able to construct a PPT algorithm which breaks the property of
hardness of inversion for the leakage-function f € 7/ (2).

We consider a PPT algorithm S. S behaves as a PPT algorithm in the definition of
the leakage-function class TE‘ZI’G’ (). S is given (pky, pky, ek, crs, sky, dk, td, f(pki, pka,
ek, crs, sky; r)) as inputs, and simulates Gamey,, against A. The concrete behaviour by
S is the following.

Key-Generation. S is given (pky, pks, ek, crs, sk, dk, td, f(pky, pky, ek, crs, sky; 1)),
where (pky, ski) & CHF.Gen(14), (pks, sky) & CHF2.Gen(14), (¢k, dk) < LPKE.Gen(1%),

(crs, td) & S;(1Y and r & R. S sets pk to (pky, pky, ek, crs). S sends (pk, f(pki,
pka, ek, crs, sky;r)) to A. S sets each list of Lg and L to 0.
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Query. When A issues a message m; € M as the i-th query to the signing oracle Sign,
S generates a signature (c¢;, 7;, ', Fg2,;) on the message as follows.
BTy S R Py Rpzom] = M, &) & ol & P, o 1= (), ).
- h! = CHF.Eval(pk, m!|lc”}; r"E,i), m; = CHF2.Eval(pk;, h; ’"152,9'
- ¢ = LPKE.EnC(ek, Skl,ﬁ’li), X; = (Ci, ﬁ’li), ;= Sz(CrS, Xi, td)
- 0= (C,‘,ﬂ','), hl' = CHFEvaI(pkl, m[||0'i; VEJ).
- 12, = CHF2.TC(pks, sk, (K, Ty )y i)
S returns (C,‘,ﬂ'i, YE2,i» I"E’,') to A. LS is set to LS U {(m,‘, Ci, iy, VYE2 i }’E,,‘)}. Lrh is set
to Lz U {m;}.
Forgery(m',c*,n",r},r,). Ssetsh® := CHF.Eval(pk;, m*||(c*, *); r}), m* := CHF2.Eval(pks,
h*;ry,) and sk} == LPKE.Dec(dk, ¢*,m"). S outputs skj.

It is obvious that S simulates Gamey,, against A perfectly. If A wins the game
Gamey),, , then S is able to acquire a secret-key sk| such that [1 « CHF.SKVer(pk, sk})]A
[1 « CHF.SKVer2(pki, skj, sk1)]. Hence, we obtain

Pr[S (pky, pka, ek, crs, sky, dk, td, f(pki, pka, ek, crs, ski; ) — ski
s.t. [1 « CHF.SKVer (pki, sk)] A [1 « CHF.SKVer2 (pki, sk}, sk)]] = Pr|Wy,,| .

where (pki, sk;) & CHF.Gen(14), (pks, sky) & CHF2.Gen(1%), (¢k, dk) < LPKE.Gen(1%),

(crs, td) & S;(1%) and r & R.
If we assume that there exists a polynomial function poly(1) such that Pr [Wﬂ%] >
1/poly(1), then we obtain

Pr (S (pky, pky, ek, crs, sky, dk, td, f(pki, pka, ek, crs, ski;r)) — ski
s.t. [1 « CHFE.SKVer (pky, sk})] A [1 « CHF.SKVer2 (pky, sk}, sk1)]|] = 1/poly(),

where (pky, sky) & CHF.Gen(14), (pka, sky) < CHF2.Gen(14), (¢k, dk) & LPKE.Gen(1%),

(crs, td) & Si(1*") and r &R
This contradicts to the hardness of inversion for the leakage-function f € TZZ’C’, .
O

A.10 Proof of Theorem 2

We prove the theorem by proving that if we assume that there is a PPT adversary A
which breaks the HtC-SK property for Ilcyr,, then we are able to construct a PPT
algorithm S which breaks the DL assumption. We prove the theorem for the case that
n > 2. The theorem for the case that n = 1 can be proven in the same manner.

S is given (p, G, g, g%) as an instance of the discrete logarithm problem. Then, S

U
behaves as follows: Chooses j < [1,n] and sets g; = g“. For every i € [1, n], chooses
U U
X; < Zp, then sets x := (xq,--- ,x,). For every i € [1,n] \ {j}, chooses a; < Z,, then
sets g; = g“. Sets y := [Lie(1.01 & -
S gives pk = (p,G, g, 81, ,&n,y) to A. After that, S receives x* := (X}, -, x;) €
Zy, sent by A. Since we are considering a PPT adversary A breaking the HtC-SK prop-

erty for /lchr,,, X* satisfies the relation [x* # X] A [[[;¢[1.1 g?" = [Licr1 &'1-
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Hence, we obtain g/ = [licpiuy g and g; = gZetnu @)/t = g
S outputs a = (Xe[1 upjy @ixi = x;‘))/(xj. — x;). Note that Pr[xj # x;] 2 2/n, where
n>2. |

A.11 Proof of Theorem 3

We consider a key-pair (pk, sk), a message m € M, and a message m’ € M. pk and sk
are parsed as pk = (p, G, g1, -+ ,gn,y) and sk = (x,-- - , x,,), respectively.
P(t) denotes the probability that the randomness f is chosen as the randomness used

U
to compute the hash value for the message m. Hence, P(f) = Pr[f = r | r « ZZ] =

N U n U
Pr{Niepimlfi = ril | v = Z1 = [iepym Prlfi = ri | ri < Z,] = 1/p".
P(r") denotes the probability that CHF.TC(pk, sk, (m,r), m’) outputs ¥’ € 7", where
the randomness r € Zj is chosen uniformly at random. Hence,

P(®) = Pt = CHE.TC(pky, sk, (m,0),m') | v < 28] = PrlArlFl = J(m)(xi -
U A U
r)1I0m') = 3] | ¥ = Z8] = [iequ PrlF, = Jm)(x = r) [ J(m') = x; | 7y = Z,] = 1/p".

Hence, P(f) = P(r’) = 1/p". Therefore, for any (pk, sk) and any m,m’ € M, r Al R
and r’ := CHF.Eval(pk, sk, (m, r), m") distribute identically. O

A.12 Proof of Theorem 4

We prove the theorem by the argument of game-transformation. We use four games
Game(, Game, Game, and Games. Each game is defined as follows.

Game,. Gamey is the game of strong collision-resistance for the CHF scheme //cyg, in
the auxiliary leakage model w.r.t. the function class 7’11722 (A). Concretely, the game
is the following.

CH runs (pky, sk;) < CHF.Gen(1%), (pks, sky) « CHF2.Gen(1Y), (ek,dk) «
LPKE.Gen(1Y) and (crs, td) « S;(1%). pk, is parsed as (p, G, g1, , gn,y). sk is
parsed as (xi,-- -, x,). pk is set as (pky, pka, ek, crs). sk is set as sk;. CH sets r as

r <5 R, where R is the randomness space of a leakage function f € F, Iégé (A), then
computes f(pk, sk; r). CH sends (pk, sk, dk, td, f(pk, sk; r)) to A. Then, (m,r) and
(m’,x’), where m,m’ € {0,1}* and r,x’ € ZZ, are sent to CH by A. r and r’ are
parsed as (ry,--- ,r,) and (ri, .-+, 1), respectively. (A is said to win the game, if
the following condition is satisfied:

n J(m) n J(m')
[ # m') v [Im = m') A [r = ] A[(y-l_[g:") - (y- ﬂg?] }
i=1 i=1

Game;. Game; is the same as Game, except that the winning condition by ‘A is changed
to the following one: [[[m # m'] A [J(m) # J' )] A[[Xx #X* ]V [x =X*]]] V [[m =

mIA e # N ALY -TIL &)™ = o - TTL g,-’{)J(’"’)], where, for i € [1,n],
x; = (myr = Jm)r))[(J(m') = J(m)), X* == (x],--+ , xp) and X := (xq, -+, Xp).
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Game,. Game; is the same as Game; except that the winning condition by ‘A is changed
to the following one: [[[m # m'] A [J(m) # Jm)] A [x =X*]]V [[m=m'] A [r #
AL T 8™ = 0 TIE, 871

Game;. Gamej is the same as Game, except that the winning condition by ‘A is changed

to the following one: [m = m'I A [r £ '] A [(v- [T, &)™ = (v TT, gi;)J(m')].
W;, where i € {0, 1,2, 3}, denotes the event that A wins the game Game;. It holds that
Pr[Wop] < [Pr[Wy] — Pr[Wi]| + [Pr [W;] = Pr [W)]| + |[Pr [W2] — Pr[W3]].

By the above inequality and the following lemmas, Theorem 4 is proven.

Lemma 10. |Pr[Wy] — Pr[W,]| is negligible, if J : {0,1}* — Z, \ {0} is a collision-
resistant hash function.

Lemma 11. |Pr[W;]—-Pr[W,]| is negligible, if the discrete logarithm assumption holds.

Lemma 12. |Pr[W,] — Pt[W3]| is negligible under the hard-to-invert property of the
function f € leig .

Lemma 13. Pr[W3] is negligible, if the discrete logarithm assumption holds.
O

Proof of Lemma 10. We prove that if there is a PPT A which makes | Pr[Wj] — Pr[W;]|
non-negligible, we can construct a PPT S which breaks the collision-resistance of the
hash function J : {0, 1}* — Z, \ {0}. Let us consider a PPT S which behaves as follows.

S randomly generates (pki, ski), (pka, sky), (ek,dk) and (crs, td). pk; and sk; are
parsed as (p,G, g1, ,gn,y) and (xy,- - -, x,), respectively. pk and sk are set as (pky,

pka, ek, crs) and sk;, respectively. S sets r as r & R, where R is the randomness space
of a leakage function f € Tﬁgé (), then computes f(pk, sk; r). S sends (pk, sky, dk, td,
f(pk, sk; r)) to A. Then, S receives (m,r) and (m’,r’) from A. If [m # m’] A [J(m) =

7

JOI A - TTE, &)™ = (v- T, &)1, then S outputs (m, m’). We obtain

|Pr[Wol — Pr{W11| < Prllm # m') A LGm) = Jan I A TG [ [ 800 = 60 [ &/
i=1 i=1
=Pr[S() » (m,m") s.t. [m £ m'] A [J(m) = J(m)]].

If we assume that there is a PPT adversary ‘A which makes | Pr[W;] — Pr[W;]| non-
negligible, S is able to break the collision-resistance property of the hash function J.
O

Proof of Lemma 11. We prove that if there is a PPT A which makes | Pr[W;] — Pr[W;]|
non-negligible, a PPT S which breaks the HtC-SK property for IIcyg,, can be con-
structed. Let us consider a PPT S which behaves as follows.

S is given the keys (pky, ski) of Ilcyr,,. pky and sk are parsed as (p, G, g1, , &n,Y)
and (xi,- -, x,), respectively. S randomly generates (pk,, skz), (ek, dk) and (crs, td). pk
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and sk are set as (pky, pka, ek, crs) and ski, respectively. S sets r as r i R, then com-
putes f(pk, sk; r). S sends (pk, sky, dk, td, f(pk, sk; r)) to A. Then, S receives (m, r) and
(m’,r’) from A. S computes x} = (J(m) - r; = J(m') - r])[(J(m') = J(m)) for i € [1,n]
and sets X* = (x],---,x;) and X = (x1, -+, x,). If [;m £ m'] A [J(m) # Jm')] A [X #

XIA LTI 8™ = (v- T14, g;;)J(m')], then S outputs x*.

. J(m')-(x;+r! . . . AN
We obtain [Tic1 &™) = i &, glietiaardmy(scvr) = Vet ad 'y sivr))
Jon'yrl=J(myr;
and gLietin %% = gz"“"’] Jn-7a"y . In the transition from the first equation to the second

one, we used the fact that for every g; € G where i € [1,n], there exists an integer
a; € Zp such that g; = g*.

. . . J(m)-(x; +r;) J(m')-(x; +r]) ) ) (47
Likewise, we obtain [y &; " = TLienin & , gZictia @i J(m)(in) =
Jn'yrl—J(m)r;
gZ[e[l,nJ a,nJ(m')~(x:f+rlf)’ and gZ[ql_,,J aix; — gZ[e[],/xJ e )

. . X . X P x;
Hence, we obtain gZiin @i = gXietn @ and y = [Ticr1 & = ic1n &' -
As a result, we obtain

| Pr[W, ] — Pr[W2]|

<Pr|[m#m'1A[Jm) # Jm)] A[X £ X°] A

(- l_[ girf)ﬂm) =(y- l_[ glf?)l(m’)H

ie[1,n] ie[1,n]

:Pr .

A X #X]

S(va’gl9'.. 7gn7y’x)_>x* s.1. |: = l_] gjc’

i€[1,n]

If we assume that there is a PPT adversary ‘A which makes | Pr[W;] — Pr[W;]| non-
negligible, S is able to break the property of HtC-SK for //cyp,. We have already
proven Theorem 2 which says that the property of HtC-SK for I/cpp,, can be proven
under the discrete logarithm assumption. Hence, | Pr[W;] — Pr[W;]]| is negligible under
the DL assumption. |

Proof of Lemma 12. Let f be a leakage function f € 7" (4). We prove that if there
is a PPT A which makes | Pr[W,] — Pr[W3]| non-negligible, we can construct a PPT S
which breaks the hardness of inversion for the function. Let us consider a PPT S which
behaves as follows.

S is given (pky, pky, ek, crs, sk, dk, td, f(pky, pka, ek, crs, sky; r)), where (pky, sky),
(pka, sk»), (ek,dk) and (crs, td) are randomly generated and r € R is randomly chosen.
pk, and sk, are parsed as (p,G, g1, - ,&n,y) and (xy,--- , X,), respectively. S sends
(pki, pka, ek, crs, f(pky, pka, ek, crs, ski; r)) to A. Then, S receives (m,r) and (m’,r’)
from A. S computes x; = (J(m)r; — J(m')r])/(J(m") — J(m)) for i € [1,n] and sets
sk} = (x],---,x;). S outputs skj. We obtain

| Pr{W,] — Pr{Ws]|
< Prllm # m') A LJGm) # Jon' ) A Lsky = skl A Lo [ ] g™ =0 [ ] €)1

i€[1,n] i€[1,n]
= Pr[S(pky, pka, ek, crs, sk, dk, td, f(pky, sky;r)) — ski s.t. [sk] = ski]]
= Pr[S(pki, pka, ek, crs, sk, dk, td, f(pk, ski;r)) — ski
s.t. [1 « CHFE.SKVer(pky, sk})] A [1 « CHF.SKVer2(pky, sk, ski)].

30



If we assume that there is a PPT adversary ‘A which makes | Pr[W,] — Pr[W3]| non-
negligible, S breaks the hardness of inversion of the function f € TIIZ Z; . O

Proof of Lemma 13. We prove that if there is a PPT A which makes Pr[W,4] non-
negligible, we can construct a PPT S which breaks the n-representation assumption [3,
6]. We give the definition of the assumption below.

Definition 10. We say that n-representation assumption holds if for every PPT A,

Pr[A(p, G, g1, . 8n) = ((x1, -+, X0), (X], -+, X)) st [(xn, -+ %) # (X, )] A
/AN .. R U

Hlicnim &' = Hie[l,nlgfl]] is negligible, where (p,G) — G(1"), g1, , g, — G and

U
X1yt 3 Xy & L.

Validity of the assumption is guaranteed by the following theorem [3, 6].
Theorem 6. n-representation assumption holds under the DL assumption.

Let us consider a PPT S which behaves as follows. S is given (p, G, g1, - ,gn) as

an instance of the n-representation problem. S chooses xi,--- ,x, <E Z,, and sets
Y = [Lierim g;"'. Then, S sets pk; and sky as (p, G, g1, -+ , & y) and (xy,- -, X), re-
spectively. S randomly generates (pka, sk,), (ek, dk) and (crs, td). pk and sk are set as

(pk1, pka, ek, crs) and sky, respectively. S sets r as r i R, then computes f(pk, sk;r).
S sends (pk, sk, dk, td, f(pk, sk;r)) to A. Then, S receives (m,r) and (m’,r’) from

A = m] A # VIALG - [T 8™ = O T1L, €)1, then S out-
, . +\J(m) 2\ ) 2\
puts (r,x"). We obtain (y - [T &) = (y. [Tictim gly) = (y. et gl_i) '

Hence, [Tic(1. & = [liet1n) g;" . Theorefore, we obtain

J(m) J(m')
Pr{Wy] =Pr|[m=m'IA[r #r'] A [y- [_] g;f] = [y~ H gij H
i€[1,n] i€[1,n]
=Pr S(p,@,g1,"' sgn) - (l',l'/) s.t. [l' # l'/] A { l—l g? = 1_[ glr’ll .
ie[1,n]

ie[L.n]

If we assume that there is a PPT adversary ‘A which makes Pr[W,] non-negligible, S is
able to break the n-representation assumption. O
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