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Abstract

An exciting new development in differential privacy is the shuffled model, in which an anonymous channel
enables non-interactive, differentially private protocols with error much smaller than what is possible in the local
model, while relying on weaker trust assumptions than in the central model. In this paper, we study basic counting
problems in the shuffled model and establish separations between the error that can be achieved in the single-
message shuffled model and in the shuffled model with multiple messages per user.

For the problem of frequency estimation for n users and a domain of size B, we obtain:

e A nearly tight lower bound of Q(min(/n, v/B)) on the error in the single-message shuffled model. This
implies that the protocols obtained from the amplification via shuffling work of Erlingsson et al. (SODA
2019) and Balle et al. (Crypto 2019) are essentially optimal for single-message protocols. A key ingredient
in the proof is a lower bound on the error of locally-private frequency estimation in the low-privacy (aka
high ) regime. For this we develop new techniques to extend the results of Duchi et al. (FOCS 2013; JASA
2018) and Bassily & Smith (STOC 2015), whose techniques were restricted to the high-privacy case.

e Protocols in the multi-message shuffled model with poly (log B, logn) bits of communication per user and
poly log B error, which provide an exponential improvement on the error compared to what is possible
with single-message algorithms. This implies protocols with similar error and communication guarantees
for several well-studied problems such as heavy hitters, d-dimensional range counting, M-estimation of the
median and quantiles, and more generally sparse non-adaptive statistical query algorithms.

For the related selection problem on a domain of size B, we prove:

e A nearly tight lower bound of 2(B) on the number of users in the single-message shuffled model. This
significantly improves on the Q(B'/17) lower bound obtained by Cheu et al. (Eurocrypt 2019), and when
combined with their O(\/E)-error multi-message protocol, implies the first separation between single-
message and multi-message protocols for this problem.
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1 Introduction

With increased public awareness and the introduction of stricter regulation of how personally identifiable data may be
stored and used, user privacy has become an issue of paramount importance in a wide range of practical applications.
While many formal notions of privacy have been proposed (see, e.g., [LLVO7I), differential privacy (DP) [DMNSQ6,
DKM ™ 06] has emerged as the gold standard due to its broad applicability and nice features such as composition and
post-processing (see, e.g., [DR' 14b| [Vad17] for a comprehensive overview). A primary goal of DP is to enable
processing of users’ data in a way that (i) does not reveal substantial information about the data of any single user,
and (ii) allows the accurate computation of functions of the users’ inputs. The theory of DP studies what trade-offs
between privacy and accuracy are feasible for desired families of functions.

Most work on DP has been in the central (a.k.a. curator) setup, where numerous private algorithms with small
error have been devised (see, e.g., [BLROS, IDNR 09, DR14al]). The premise of the central model is that a curator
can access the raw user data before releasing a differentially private output. In distributed applications, this requires
users to transfer their raw data to the curator — a strong limitation in cases where users would expect the entity
running the curator (e.g., a government agency or a technology company) to gain little information about their data.

To overcome this limitation, recent work has studied the local model of DP [KLNT08] (also [War63]]), where
each individual message sent by a user is required to be private. Indeed, several large-scale deployments of DP
in practice, at companies such as Apple [Grel6, Appl7|l, Google [EPK14, [Shal4l], and Microsoft [DKY17], have
used local DP. While estimates in the local model require weaker trust assumptions than in the central model, they
inevitably suffer from significant error. For many types of queries, the estimation error is provably larger than the
error incurred in the central model by a factor growing with the square root of the number of users.

Shuffled Privacy Model. The aforementioned trade-offs have motivated the study of the shuffled model of privacy
as a middle ground between the central and local models. While a similar setup was first studied in cryptography in
the work of Ishai et al. [IKOS06] on cryptography from anonymity, the shuffled model was first proposed for privacy-
preserving protocols by Bittau et al. [BEM™ 17] in their Encode-Shuffle-Analyze architecture. In the shuffled setting,
each user sends one or more messages to the analyzer using an anonymous channel that does not reveal where each
message comes from. This kind of anonymization is a common procedure in data collection and is easy to explain to
regulatory agencies and users. The anonymous channel is equivalent to all user messages being randomly shuffled
(i.e., permuted) before being operated on by the analyzer, leading to the model illustrated in Figure[I}, see Section[2.2]
for a formal description of the shuffled model. In this work, we treat the shuffler as a black box, but note that various
efficient cryptographic implementations of the shuffler have been considered, including onion routing, mixnets,
third-party servers, and secure hardware (see, e.g., [IKOS06, BEM ' 17]). A comprehensive overview of recent work
on anonymous communication can be found on Free Haven’s Selected Papers in Anonymity websiteﬂ

"https://www.freehaven.net/anonbib/
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Figure 1: Computation in the shuffled model consists of local randomization of inputs in the first stage, followed by a shuffle
of all outputs of the local randomizers, after which the shuffled output is passed on to an analyzer.
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The DP properties of the shuffled model were first analytically studied, independently, in the works of Erlingsson
et al. [EFM™19]] and Cheu et al. [CSU™19|]. Protocols within the shuffled model are non-interactive and fall into
two categories: single-message protocols, in which each user sends one message (as in the local model), and multi-
message protocols, in which a user can send more than one message. In both variants, the messages sent by all users
are shuffled before being passed to the analyzer. The goal is to design private protocols in the shuffled model with
as small error and total communication as possible. An example of the power of the shuffled model was established
by Erlingsson et al. [EFM™ 19]] and extended by Balle et al. [BBGN19¢|], who showed that every local DP algorithm
directly yields a single-message protocol in the shuffled model with significantly better privacy.

1.1 Results

In this work, we study several basic problems related to counting in the shuffled model of DP. In these problems,
each of n users holds an element from a domain of size B. We consider the problems of frequency estimation,
variable selection, heavy hitters, median, and range counting and study whether it is possible to obtain (&, & )-DPEI in
the shuffled model with accuracy close to what is possible in the central model, while keeping communication low.

The frequency estimation problem (a.k.a. histograms or frequency oracles) is at the core of all the problems
we study. In the simplest version, each of n users gets an element of a domain [B] := {1,..., B} and the goal is
to estimate the number of users holding element j, for any query element j € [ B]. Frequency estimation has been
extensively studied in DP where in the central model, the smallest possible error is O (min(log(1/d)/e,log(B)/e, n))
(see, e.g., [Vad17, Section 7.1]). By contrast, in the local model of DP, the smallest possible error is known to be
©(min(4/nlog(B)/e, n) under the assumption that § < 1/n [BS15].

In the high-level exposition of our results given below, we let n and B be any positive integers, ¢ > 0 be any
constant, and 6 > 0 be inverse polynomial in n. This assumption on € and ¢ covers a regime of parameters that
is relevant in practice. We will also make use of tilde notation (e.g., 0, ©) to indicate the possible suppression of
multiplicative factors that are polynomial in log B and log n.

Single-Message Bounds for Frequency Estimation. For the frequency estimation problem, we show the follow-
ing results in the shuffled model where each user sends a single message.

Theorem 1.1 (Informal version of Theorems 3.1 & [3.4). The optimal error of private frequency estimation in the
single-message shuffled model is © (min({/n, v B)).

The main contribution of Theorem is the lower bound. To prove this result, we obtain improved bounds
on the error needed for frequency estimation in local DP in the weak privacy regime where ¢ is around Inn. The
upper bound in Theorem follows by combining the recent result of Balle et al. [BBGN19c] (building on the
earlier result of Erlingsson et al. [EFM™19]) with RAPPOR [EPK14]] and B-ary randomized response [War63] (see
Section |1.2]and Appendix [A|for more details).

Theorem|1.1|implies that in order for a single-message differentially private protocol to get error o(n) one needs

to have n = w log’fgo g B) users; see Corollary This improves on a result of Cheu et al. [CSU™ 19, Corollary 32],

which gives a lower bound of n = w(log'/!" B) for this task.

Single-Message Bounds for Selection. It turns out that the techniques that we develop to prove the lower bound
in Theorem |I.1] n can be used to get a nearly tight 2(B) lower bound on the number of users necessary to solve the
selection problem. In the selection problenl each user ¢ € [n] is given an arbitrary subset of [B], represented by
the indicator vector x; € {0, 1}%, and the goal is for the analyzer to output an index j* € [B] such that

Z T = max Z Tij — 10" (D)

Formally stated in Deﬁnition
3Sometimes also referred to as variable selection.



In other words, the analyzer’s output should be the index of a domain element that is held by an approximately
maximal number of users. The choice of the constant 10 in (I) is arbitrary; any constant larger than 1 may be used.
The selection problem has been studied in several previous works on differential privacy, and it has many ap-
plications to machine learning, hypothesis testing and approximation algorithms (see [DJW13, [SU17, [UIl18]] and
the references therein). Our work improves an Q(B 1/ 17) lower bound in the single-message shuffled model due to
Cheu et al. [CSUT19]. For ¢ = 1, the exponential mechanism [MTO7] implies an (e, 0)-DP algorithm for selection
with n = O(log B) users in the central model, whereas in the local model, it is known that any (e, 0)-DP algorithm
for selection requires n = (B log B) users [UIIL8]. Variants of the selection problem appear in several natural
statistical tasks such as feature selection and hypothesis testing (see, e.g., [SU17] and the references therein).

Theorem 1.2 (Informal version of Theorem [3.22). For any single-message differentially private protocol in the
shuffled model that solves the selection problem given in Equation , the number n of users should be )(B).

The lower bound in Theorem nearly matches the O(B log B) upper bound on the required number of users
that holds even in the local model (and hence in the single-message shuffled model) and that uses the B-randomized
response [War63), [UII18]. Cheu et al. [[CSU™19] have previously obtained a multi-message protocol for selection
with O(+/B) users, and combined with this result Theorem yields the first separation between single-message
and multi-message protocols for selection.

Multi-Message Protocols for Frequency Estimation. We next present (non-interactive) multi-message protocols
in the shuffled model of DP for frequency estimation with only polylogarithmic error and communication. This is
in strong contrast with what is possible for any protocol in the single-message shuffled setup where Theorem
implies that the error has to grow polynomially with min(n, B), even with unbounded communication. In addition
to error and communication, a parameter of interest is the query time, which is the time to estimate the frequency of
any element j € [B] from the data structure constructed by the analyzer.

Theorem 1.3 (Informal version of Theorems[d.1] & [4.2). There is a private-coin (resp., public-coin) multi-message
protocol in the shuffled model for frequency estimation with error O(1), total communication of O(1) bits per user,
and query time O(n) (resp., O(1)).

Combining Theorems|I.T|and[I.3]yields the first separation between single-message and multi-message protocols
for frequency estimation. Moreover, Theorem [I.3] can be used to obtain multi-message protocols with small error
and small communication for several other widely studied problems (e.g., heavy hitters, range counting, and median
and quantiles estimation), discussed in Section [I.4] Finally, Theorem [I.3] implies the following consequence for
statistical query (SQ) algorithms with respect to a distribution D on X (see Appendix [B| for the basic definitions).
We say that a non-adaptive SQ algorithm .4 making at most B queries ¢ : X — {0, 1} is k-sparse if for each x € X,
the Hamming weight of the output of the queries is at most k. Then, under the assumption that users’ data is drawn
i.i.d. from D, the algorithm A can be efficiently simulated in the shuffled model as follows:

Corollary 1.4 (Informal version of Corollary [B.1)). For any non-adaptive k-sparse SQ algorithm A with B queries
and 3 > 0, there is a (private-coin) shuffled model protocol satisfying (g, §)-DP whose output has total variation dis-

tance at most 3 from that of A, such that the number of users is n < 0 (% + 7_%), and the per-user communication

is O (g—;) where O(-) hides logarithmic factors in B,n,1/8,1/e, and 1/B.

Corollary improves upon the simulation of non-adaptive SQ algorithms in the local model [KLN"08]], for
which the number of users must grow as 52% as opposed to 7—12 + g in the shuffled model. We emphasize that
the main novelty of Corollary is in the regime that k?/e? « B; in particular, though prior work on low-
communication private summation in the shuffled model [CSU™ 19, [GMPV19, BBGN20] implies an algorithm for
simulating A with roughly the same bound on the number of users n as in Corollary and communication Q(B),
it was unknown whether the communication could be reduced to have logarithmic dependence on B, as in Corollary

L4



Local Local + shuffle . Shutfled, Sl¥ufﬂed, Central
single-message multi-message
Expected max. error | O(4/n) Q(4/n) O(min(¢/n,VB)) Q(min(¥/n,VB)) O(1) o(1)
Communication O(B) (err {/n) ~
per user o(1) any O(1) (err VB) any o(1) n.a.
References [BNST17] | [BSI5] | [War65|[EPK14 BBGNI9c|] | Theorems[3.4/&[3.1] | Theoremd.1| [MTO07.[SUTL7]

Table 1: Upper and lower bounds on expected maximum error (over all B queries, where the sum of all frequencies is n)
for frequency estimation in different models of DP. The bounds are stated for fixed, positive privacy parameters ¢ and ¢, and
€} / 0 / Q asymptotic notation suppresses factors that are polylogarithmic in B and n. The communication per user is in terms of
the total number of bits sent. In all upper bounds, the protocol is symmetric with respect to the users, and no public randomness
is needed. References are to the first results we are aware of that imply the stated bounds.

1.2 Overview of Single-Message Lower Bounds

We start by giving an overview of the lower bound of Q(min{nl/ 4 /B}) in Theorem |1.1{on the error of any single-
message frequency estimation protocol. We first focus on the case where n < B2 and thus min{nl/ 1 VB } = nl/4,
The main component of the proof in this case is a lower bound of Q(n!/4) for frequency estimation for (¢, 7,)-local
DP protocolsﬂ when €7, = In(n) + O(1). While lower bounds for local DP frequency estimation were previously
obtained in the seminal works of Bassily and Smith [BS15]] and Duchi, Jordan and Wainwright [DJW 18], two critical
reasons make them less useful for our purposes: (i) their dependence on ¢y, is sub-optimal when £, = w(1) (i.e.,
low error regime) and (ii) they only apply to the case where 67, = 0 (i.e., pure privacy)E] We prove new error bounds
in the low error and approximate privacy regime in order to obtain our essentially tight lower bound in Theorem|[I.1]
for single-message shuffled protocols. We discuss these and outline the proof next.

Let R be an (e, 01, )-locally differentially private randomizer. The general approach [BS15, [DJW18] is to show
that if V' is a random variable drawn uniformly at random from [B] and if X is a random variable that is equal to
V' with probability parameter o € (0, 1), and is drawn uniformly at random from [B] otherwise, then the mutual
information between V' and the local randomizer output R(X) satisfies

log B

I(ViR(X) < 222, @

Once (2) is established, the chain rule of mutual information implies that I(V; R(X1),..., R(X,)) < loiB, where
X1,...,X, are independent and identically distributed given V. Fano’s inequality [CT91]] then implies that the
probability that any analyzer receiving R(X1), ..., R(X,) correctly guesses V' is at most 1/4; on the other hand,
an Q(an)-accurate analyzer must be able to determine V' with high probability since its frequency in the dataset
Xi,..., X, is roughly an, greater than the frequency of all other v € [ B]. This approach thus yields a lower bound
of Q(an) on frequency estimation.

To prove the desired Q(nl/ 4) lower bound using this approach, it turns out we need a bound of the form

I(V; R(X)) < O(a'ne), 3)
where both 6, > 0 and e, = w(1). (We will in fact choose & = O(n~%/*) and 1, = In(n) + O(1); as we will

discuss later, (3) is essentially tight in this regime.)

Limitations of Previous Approaches We first state the existing upper bounds on I(V'; R(X)), which only use the
privacy of the local randomizer. Bassily and Smith [BS15, Claim 5.4] showed an upper bound of I(V; R(X)) <

O(e2a?) with e, = O(1) and 01, = o(1/(nlogn)), which thus satisfies li with o = © <, /f%f). For 6;, = 0,

“Note that we use the subscripts in e, and &, to distinguish the privacy parameters of the local model from the & and § parameters (without
a subscript) of the shuffled model.

5As we discuss in Remark generic reductions [CSU™ 19, [BNST8]] showing that one can efficiently simulate an approximately differ-
entially private protocol (i.e., with §;, > 0) with a pure differentially private protocol (i.e., with 7, = 0) are insufficient to obtain tight lower
bounds.



Duchi et al. [DJW18] generalized this result to the case €7, > 1, proving thaﬁ I(V; R(X)) < O(a?e?*r). Both of
these bounds are weaker than (3) for the above setting of o and ..

However, proving the mutual information bound in (3) turns out to be impossible if we only use the privacy of the
local randomizers! In fact, the bound can be shown to be false if all we assume about R is that it is (e, d1,)-locally
differentially private for some £;, ~ Inn and d;, = n~9M). For instance, it is violated if one takes R to be RRgR,
the local randomizer of the B-randomized response [War65]]. Consider for example the regime where B < n < B2,
and the setting where Rrp(v) is equal to v with probability 1 — B/n, and is uniformly random over [B] with
the remaining probability of B/n. In this case, the local randomizer Rrgr(-) is (In(n) + O(1),0)-differentially
private. A simple calculation shows that I(V; Rrr (X)) = ©(c). Whenever o « 1/4/n, which is the regime we
have to consider in order to obtain any non-trivial lower boun(ﬂ in the single-message shuffled model, it holds that
a » a*nexp(In(n)), thus contradicting (3) (see Remark [3.4). The insight derived from this counterexample is
actually crucial, as we describe in our new technique next.

Mutual Information Bound from Privacy and Accuracy Departing from previous work, we manage to prove the
stronger bound (3)) as follows. Inspecting the counterexample based on the B-randomized response outlined above,
we first observe that any analyzer in this case must have error at least Q(\/E ), which is larger than an, the error that
would be ruled out by the subsequent application of Fano’s inequality! This led us to appeal to accuracy, in addition
to privacy, when proving the mutual information upper bound. We thus leverage the additional available property
that the local randomizer R can be combined with an analyzer A in such a way that the mapping (x1,...,x,) —
A(R(x1),...,R(x,)) computes the frequencies of elements of every dataset (x1, ..., z,) accurately, i.e., to within
an error of O(an). At a high level, our approach for proving the bound in (3)) then proceeds by:

(i) Proving a structural property satisfied by the randomizer corresponding to any accurate frequency estimation
protocol. Namely, we show in Lemma that if there is an accurate analyzer, the total variation distance
between the output of the local randomizer on any given input, and its output on a uniform input, is close to 1.

(ii) Using the (er,,d1,)-DP property of the randomizer along with the structural property in (i) in order to upper-
bound the mutual information I(V'; R(X)).

We believe that the application of the structural property in (i) to proving bounds of the form (3) is of independent
interest. As we further discuss below, this property is, in particular, used (together with privacy of R) to argue that
for most inputs v € [B], the local randomizer output R(v) is unlikely to equal a message that is much less likely
occur when the input is uniformly random than when it is v. Note that it is somewhat counter-intuitive that accuracy
is used in the proof of this fact, as one way to achieve very accurate protocols is to ensure that R(v) is equal to a
message which is unlikely when the input is any © # v. We now outline the proofs of (i) and (ii) in more detail.

The gist of the proof of (i) is an anti-concentration statement. Let v be a fixed element of [B] and let X be a
random variable uniformly distributed on [ B]. Assume that the total variation distance A(R(v), R(X)) is not close
to 1, and that a small fraction of the users have input v while the rest have uniformly random inputs. Let Z denote
the range of the local randomizer R. First, we consider the special case where Z is {0, 1}. Then the distribution of
the shuffled outputs of the users with v as their input is in bijection with a binomial random variable with parameter
p :=P[R(v) = 1], and the same is true for the distribution of the shuffled outputs of the users with uniform random
inputs X (with parameter ¢ := P[R(X) = 1]). Then, we use the anti-concentration properties of binomial random
variables in order to argue that if [p — ¢| = A(R(v), R(X)) is too small, then with nontrivial probability the shuffled
outputs of the users with input v will be indistinguishable from the shuffled outputs of the users with uniform random
inputs. This is then used to contradict the supposed accuracy of the analyzer. To deal with the general case where
the range Z is any finite set, we repeatedly apply the data processing inequality for total variation distance in order
to reduce to the binary case (Lemma[3.20)). The full proof appears in Lemma[3.15]

Equipped with the property in (i), we now outline the proof of the mutual information bound in (ii). Denote by

o 7T, the set of messages much more likely to occur when the input is v than when it is uniform,

e ), the set of messages less likely to occur when the input is v than when it is uniform.

%This bound is not stated explicitly in [DIW18]), though [DIW18] Lemma 7] proves a similar result whose proof can readily be modified
appropriately.
"i.e., any stronger lower bound than what holds even in the local model



Note that the union 7, U ), is not the entire range Z of messages; in particular, it does not include messages that are
a bit more likely to occur when the input is v than when it is uniform On a high level, it turns out that the mutual
information I(V; R(X)) will be large, i.e., R(X) will reveal a significant amount of information about V, if either
of the following events occurs:
(a) There are too many inputs v € [ B] such that the mass P[R(X) € )V, ] is small. Intuitively, for such v, the local
randomizer R fails to “hide” the fact that a uniform input X is v given that X indeed equals v and R(X) € ).
(b) There are too many inputs v € [ B] such that the mass P[R(v) € 7] is large. Such inputs make it too likely
that X = v given that R(X) € T,, which makes it more likely in turn that V' = v.
We first note that the total variation distance A(R(v), R(X)) is upper-bounded by P[R(X) € )),]. On the other
hand, the accuracy of the protocol along with property (i) imply that A(R(v), R(X)) is close to 1. By putting these
together, we can conclude that event (a) does not occur (see Lemma [3.15]for more details).

To prove that event (b) does not occur, we use the (¢, d1,)-DP guarantee of the local randomizer R. Namely,
we will use the inequality P[R(v) € S] < €L - P[R(X) € S| + 9§ for various subsets S of Z. Unfortunately,
setting S = T, does not lead to a good enough upper bound on P[R(v) € T,]; indeed, for the local randomizer
R = Rpg corresponding to the B-ary randomized response, we will have 7, = {v} for n » B, and so P[R(v) €
To] = 1 — B/n ~ 1 for any v. Thus, to establish (b), we need to additionally use the accuracy of the analyzer A
(i.e., property (i) above), together with a careful double-counting argument to enumerate the probabilities that R(v)
belongs to subsets of 7, of different granularity (with respect to the likelihood of occurrence under input v versus a
uniform input). For the details, we refer the reader to Section [3.3]and Lemma[3.14]

Having established the above lower bound for locally differentially private estimation in the low-privacy regime,
the final step is to apply a lemma of Cheu et al. [CSU™19] (restated as Lemma below), stating that any lower
bound for (& +In(n), §)-locally differentially private protocols implies a lower bound for (&, §)-differentially private
protocols in the single-message shuffled model (i.e., we take ¢;, = € + In(n)). Moreover, for ¢;, = In(n) + O(1)
and a = O(n~%*), we observe that (3) implies , and thus a lower bound of Q(an) = Q(n'/*) for frequency
estimation in the single-message shuffled model follows. Finally, we point out that while the above outline focused
on the case where n < B2, it turns out that this is essentially without loss of generality as the other case where
n > B? can be reduced to the former (see Lemma[3.10).

Tightness of Lower Bounds The lower bounds sketched above are nearly tight. The upper bound of Theorem|[I.1]
follows from combining existing results showing that the single-message shuffled model provides privacy ampli-
fication of locally differentially private protocols [EFM™ 19, BBGNT9¢], with known locally differentially private
protocols for frequency estimation [War63, [EPK14, [DJW18, I BBGN19c|]. In particular, as recently shown by Balle
et al. [BBGN19c], a pure (¢, 0)-differentially private local randomizer yields a protocol in the shuffled model that

is <O <e€L A/ log(nl/d)> , 6) -differentially private and that has the same level of accuracyH Then:

e When combined with RAPPOR [EPK14,IDJW 18], we get an upper bound of O(nl/ 4) on the error.

e When combined with the B-randomized response [War65,|ASZ19]], we get an error upper bound of O(\/E)
The full details appear in Appendix[A] Put together, these imply that the minimum in our lower bound in Theorem|[I.1]
is tight (up to logarithmic factors). It also follows that the mutual information bound in Equation (3) is tight (up to
logarithmic factors) for e;, = In(n) + O(1) and a = n~%4 (which is the parameter settings corresponding to the
single-message shuffled model); indeed, a stronger bound in Equation (3)) would lead to larger lower bounds in the
single-message shuffled model thereby contradicting the upper bounds discussed in this paragraph.

Lower Bound for Selection: Sharp Bound on Level-1 Weight of Probability Ratio Functions We now outline
the proof of the nearly tight lower bound on the number of users required to solve the selection problem in the

8For clarity of exposition in this overview, we refrain from quantifying the likelihoods in each of these cases; for more details on this, we
refer the reader to Section

Note that we cannot use the earlier amplification by shuffling result of [EEM™ 19]), since it is only stated for e, = O(1) whereas we need
to amplify a much less private local protocol, having an €, close to Inn.



single-message shuffled model (Theorem [I.2). The main component of the proof in this case is a lower bound of
Q(B) users for selection for (¢, d1,)-local DP protocols when e, = In(n) + O(1).

In the case of local (e1,, 0)-DP (i.e., pure) protocols, Ullman [UIl18]] proved a lower bound n = 2 ( Blog B )

(exp(er)—1)*
There are two different reasons why this lower bound is not sufficient for our purposes:

1. It does not rule out DP protocols with 7, > 0 (i.e., approximate protocols), which are necessary to consider
for our application to the shuffled model.
2. For the low privacy setting of e, = In(n) + O(1), the bound simplifies to n = Q(B/n?), i.e., n = Q(B'?),
weaker than what we desire.
To prove our near-optimal lower bound, we remedy both of the aforementioned limitations by allowing positive
values of d;, and achieving a better dependence on 7. As in the proof of frequency estimation, we reduce proving
Theorem [I.2]to the task of showing the following mutual information upper bound:

I((L,J); R(X1.7)) <O <;) +0(81,(B +n)), 4)

where L is a uniform random bit, J is a uniform random coordinate in [B], and X, ; is uniform over the subcube
{z € {0,1}8 : x; = L}. Indeed, once (4) holds and 6;, < o(1/(Bn)), the chain rule implies that the mutual

nln(B)
B

information between all users” messages and the pair (L, J) is at most O ( ) It follows by Fano’s inequality

that if n = o(B), no analyzer can determine the pair (L, J) with high probability (which any protocol for selection
must be able to do).

For any message z in the range of R, define the Boolean function f,(z) := %ﬁﬂz] where z € {0,1}5. Let
W[ f] denote the level-1 Fourier weight of a Boolean function f. To prove inequalities of the form , the prior
work of Ullman [UII18]] shows that I((L, J); R(XL. 7)) is determined by W[ £.], up to normalization constants. In
the case where 67, = 0O and e, = In(n) + O(1), f. € [0, eL], and by Parseval’s identity W[ f.] < O(e%") for any
message z, leading to

1RO <0 (). ©)

Unfortunately, for our choice of 7, = In(n) + O(1), () is weaker than (4).
To show (@), we depart from the previous approach in the following ways:

(a) We show that the functions f, take values in [0, O (e~ )] for most inputs x; this uses the (e, d1,)-local DP of
the local randomizer R.

(b) Using the Level-1 inequality from the analysis of Boolean functions [O’D14] (see Theorem [3.26] below), we
upper bound W1[g.] by O(e1), where g, is the truncation of f, defined by g.(z) = f.(z) if f.(x) < O(n),
and g,(x) = 0 otherwise.

(¢c) We bound I((L, J); R(XL.s)) by W[g.], using the fact f, is sufficiently close to its truncation g..

The above line of reasoning, formalized in Section allows us to show

I((L, J); R(X1.;)) < O (%L 8- (B+ eEL)) ,

which is sufficient to establish that (4) holds.

Having proved a lower bound on the error of any (¢ + Inn, d)-local DP protocol for selection with e = O(1),
the final step in the proof is to apply a lemma of [CSU™ 19] to deduce the desired lower bound in the single-message
shuffled model.

1.3 Overview of Multi-Message Protocols

An important consequence of our lower bound in Theorem is that one cannot achieve an error of O( 1) using
single-message protocols. This in particular rules out any approach that uses the following natural two-step recipe
for getting a private protocol in the shuffled model with accuracy better than in the local model:
1. Run any known locally differentially private protocol with a setting of parameters that enables high-accuracy
estimation at the analyzer, but exhibits low privacy locally.



2. Randomly shuffle the messages obtained when each user runs step 1 on their input, and use the privacy
amplification by shuffling bounds [EFM™ 19, BBGN19¢] to improve the privacy guarantees.
Thus, shuffled versions of the B-randomized response [War65, IASZ19], RAPPOR [EPK14| [DJW 18| IASZ19], the
Bassily—Smith protocol [BS15]], TreeHist and Bitstogram [BNST17]], and the Hadamard response protocol [ASZ19,
AS19], will still incur an error of Q(min(/n, vB)).

Moreover, although the single-message protocol of Cheu et al. [CSU™ 19] for binary aggregation (as well as
the multi-message protocols given in [[GPV19, BBGN19a,(GMPV19, BBGN19b] for the more general task of real-
valued aggregation) can be applied to the one-hot encodings of each user’s input to obtain a multi-message protocol
for frequency estimation with error O(1), the communication per user would be Q(B) bits, which is clearly unde-
sirable.

Recall that the main idea behind (shuffled) randomized response is for each user to send their input with some
probability, and random noise with the remaining probability. Similarly, the main idea behind (shuffled) Hadamard
response is for each user to send a uniformly random index from the support of the Hadamard codeword correspond-
ing to their input with some probability, and a random index from the entire universe with the remaining probability.
In both protocols, the user is sending a message that either depends on their input or is noise; this restriction turns
out to be a significant limitation. Our main insight is that multiple messages allows users to simultaneously send
both types of messages, leading to a sweet spot with exponentially smaller error or communication.

Our protocols. We design a multi-message version of the private-coin Hadamard response of Acharya et al. [ASZ19,
AS19] where each user sends a small subset of indices sampled uniformly at random from the support of the
Hadamard codeword corresponding to their input, and in addition sends a small subset of indices sampled uniformly
at random from the entire universe [ B]. To get accurate results it is crucial that a subset of indices is sampled, as
opposed to just a single index (as in the local model protocol of [ASZ19,|AS19]). We show that in the regime where
the number of indices sampled from inside the support of the Hadamard codeword and the number of noise indices
sent by each user are both logarithmic, the resulting multi-message algorithm is private in the shuffled model, and it
has polylogarithmic error and communication per user (see Theoremd.1| Lemmas and[4.6/for more details).

A limitation of our private-coin algorithm outlined above is that the time for the analyzer to answer a single
query is O(n) This might be a drawback in applications where the analyzer is CPU-limited or where it is supposed
to produce real-time answers. In the presence of public randomness, we design an algorithm that remedies this limi-
tation, having error, communication per user, and query time all equal to O(l) Furthermore, the frequency estimates
of this algorithm have one-sided error, and never underestimate the frequency of an element. This algorithm is based
on a multi-message version of randomized response combined in a delicate manner with the Count Min data struc-
ture [CMO5a]l (for more details, see Section [4.2). Previous work [BS15, BNSTI17] on DP have used Count Sketch
[CCECO2], which is a close variant of Count Min, to go from frequency estimation to heavy hitters. In contrast, our
use of Count Min has the purpose of reducing the amount of communication per user.

1.4 Applications

Heavy Hitters. Another algorithmic task that is closely related to frequency estimation is computing the heavy
hitters in a dataset distributed across n users, where the goal of the analyzer is to (approximately) retrieve the
identities and counts of all elements that appear at least 7 times, for a given threshold 7. It is well-known that in
the central DP model, it is possible to compute 7-heavy hitters for any 7 = (:)(1) whereas in the local DP model, it
is possible to compute 7-heavy hitters if and only if 7 = C:)(\/ﬁ) By combining with known reductions (e.g., from
Bassily et al. [BNST17]), our multi-message protocols for frequency estimation yield multi-message protocols for
computing the 7-heavy hitters with 7 = (:)(1) and total communication of C:)(l) bits per user (for more details, see

Appendix D).

Range Counting. In range counting, each of the n users is associated with a point in [B]? and the goal of the
analyzer is to answer arbitrary queries of the form: given a rectangular box in [B]¢, how many of the points lie



in itﬂ This is a basic algorithmic primitive that captures an important family of database queries and is useful in
geographic applications. This problem has been well-studied in the central model of DP, where Chan et al. [CSS11]]
obtained an upper bound of (log B )O(d) on the error (see Section for more related work). It has also been studied
in the local DP model [CKS19]; in this case, the error has to be at least £2(4/n) even for d = 1.

We obtain private protocols for range counting in the multi-message shuffled model with exponentially smaller
error than what is possible in the local model (for a wide range of parameters). Specifically, we give a private-coin
multi-message protocol with (log B)°(@ messages per user each of length O(logn) bits, error (log B)°(4), and
query time O(n log? B ). Moreover, we obtain a public-coin protocol with similar communication and error but with
a much smaller query time of O(log B) (see Section |5 I for more details).

We now briefly outline the main ideas behind our multi-message protocols for range counting. We first argue
that even for d = 2, the total number of queries is ©(B?) and the number of possible queries to which a user
positively contributes is also ©(B?). Thus, direct applications of DP algorithms for aggregation or for frequency
estimation would result in polynomial error and polynomial communication per user. Instead, we combine our
multi-message protocol for frequency estimation (Theorem [I.3]) with a communication-efficient implementation, in
the multi-message shuffled model, of the space-partitioning data structure used in the central model protocol of Chan
et al. [CSSTI]|. The idea is to use a collection B of O(B log? B) d-dimensional rectangles in [ B]? (so-called dyadic
intervals) with the property that an arbitrary rectangle can be formed as the disjoint union of O(logd B) rectangles
from B. Furthermore, each point in [ B]? is contained in O(log? B) rectangles from B. This means that it suffices to
release a private count of the number of points inside each rectangle in B — a frequency estimation task where each
user input contributes to O(logd B) buckets. To turn this into a protocol with small maximum communication in
the shuffled model, we develop an approach analogous to the matrix mechanism [LHR™ 10, LM12]]. We argue that
the transformation of the aforementioned central model algorithm for range counting into a private protocol in the
multi-message shuffled model with small communication and error is non-trivial and relies on the specific protocol
structure. In fact, the state-of-the-art range counting algorithm of Dwork et al. [DNRR15] in the central model does
not seem to transfer to the shuffled model.

M-Estimation of Median. A very basic statistic of any dataset of real numbers is its median. For simplicity,
suppose our dataset consists of real numbers lying in [0, 1]. It is well-known that there is no DP algorithm for
estimating the value of the median of such a dataset with error o(1) (i.e., outputting a real number whose absolute
distance to the true median is o(1)) [Vadl7, Section 3]. This is because the median of a dataset can be highly
sensitive to a single data point when there are not many individual data points near the median. Thus in the context
of DP, one has to settle for weaker notions of median estimation. One such notion is M-estimation, which amounts to
finding a value Z that approximately minimizes ) ; |x; — Z| (recall that the median is the minimizer of this objective).
This notion has been studied in previous work on DP including by [Leilll IDJW 18] (for more on related work, see
Section [I.5] below). Our private range counting protocol described above yields a multi-message protocol with
communication O(l) per user and that M -estimates the median up to error O( ), i.e., outputs a value y € [0, 1]
such that 3, |z; — y| < ming Y, |z; — | + O(1) (see Theoremm Appendlx' ). Beyond M -estimation of the
median, our work implies private multi-message protocols for estimating guantiles with O( ) error and O( ) bits of
communication per user (see Appendix [E|for more details).

1.5 Related Work

Shuffled Privacy Model. Following the proposal of the Encode-Shuffle-Analyze architecture by Bittau et al.
[BEM™17], several recent works have sought to formalize the trade-offs in the shuffled model with respect to
standard local and central DP [EFM 19, BBGN19¢|] as well as devise private schemes in this model for tasks
such as secure aggregation [CSU™ 19, BBGN19¢, IGPV19, BBGN194, [GMPV19, BBGN19b]. In particular, for the
task of real aggregation, Balle et al. [BBGNI19c|] showed that in the single-message shuffled model, the optimal

1%We formally define range queries as a special case of counting queries in Section



error is ©(n'/%) (which is better than the error in the local model which is known to be ©(n!/ 2)) By con-
trast, recent follow-up work gave multi-message protocols for the same task with error and communication of O(l)
[GPV19, BBGN19a, GMPV 19, BBGN19bH Our work is largely motivated by the aforementioned body of works
demonstrating the power of the shuffled model, namely, its ability to enable private protocols with lower error than
in the local model while placing less trust in a central server or curator.

Wang et al. [IWXD™ 19] recently designed an extension of the shuffled model and analyzed its trust properties and
privacy-utility tradeoffs. They studied the basic task of frequency estimation, and benchmarked several algorithms,
including one based on single-message shuffling. However, they did not consider improvements through multi-
message protocols, such as the ones we propose in this work. Very recently, Erlingsson et al. [EFM™20] studied
multi-message (“report fragmenting”) protocols for frequency estimation in a practical shuffled model setup. Though
they make use of a sketching technique, like we do, their methods cannot be parameterized to have communication
and error polylogarithmic in n and B (which our Theorem|[I.3|achieves). This is a result of using an estimator (based
on computing a mean) that does not yield high-probability guarantees.

Private Frequency Estimation, Heavy Hitters, and Median. Frequency estimation and its extensions (consid-
ered below) has been extensively studied in concrete computational models including data structures, sketching,
streaming, and communication complexity, (e.g., [MG82, |(CCFC02, [EV03,|ICM05a, |(CMO05bl ICHOS8, IMP80, MRL98|
GK™*01,IGGI"02,[YZ13,[KLL16]). Heavy hitters and frequency estimation have also been studied extensively in the
standard models of DP, e.g., [War65, HKR12| BS15, IBNST17, WBLJ17, BNS18l IAS19]. The other problems we
consider in the shuffled model, namely, range counting, M-estimation of the median, and quantiles, have been well-
studied in the literature on data structures and sketching [CY20] as well as in the context of DP in the central and
local models. Dwork and Lei [DLQ9] initiated work on establishing a connection between DP and robust statistics,
and gave private estimators for several problems including the median, using the paradigm of propose-test-release.
Subsequently, Lei [Leilll]] provided an approach in the central DP model for privately releasing a wide class of
M-estimators (including the median) that are statistically consistent. While such M-estimators can also be obtained
indirectly from non-interactive release of the density function [WZ10J, the aforementioned approach exhibits an im-
proved rate of convergence. Furthermore, motivated by risk bounds under privacy constraints, Duchi et al. [DJW18]|
provided private versions of information-theoretic bounds for minimax risk of M-estimation of the median.

Frequency estimation can be viewed as the problem of distribution estimation in the £, norm where the distri-
bution to be estimated is the empirical distribution of a dataset (x1,...,x,). Some works [YB17, KBR16] have
established tight lower bounds for locally differentially private distribution estimation in the weak privacy setting
with loss instead given by either ¢; or £2. However, their techniques proceed by using Assouad’s method [DIWI8]
and are quite different from the approach we use for the /., norm in the proof of Theorem (specifically, in the
proof of Theorem 3.3).

We also note that an anti-concentration lemma qualitatively similar to our Lemma [3.15] was used by Chan et
al. [CSS12, Lemma 3] to prove lower bounds on private aggregation, but they operated in a multi-party setting
with communication limited by a sparse communication graph. After the initial release of this paper, Ghazi et
al. [GGK™20] proved a similar anti-concentration lemma to establish a lower bound on private summation for
protocols with short messages. The lemmas in both of these papers do not apply to the more general case of
frequency estimation with an arbitrary number B of buckets, as is the case throughout this paper.

Range Counting. Range counting queries have also been an important subject of study in several areas including
database systems and algorithms (see [Corll|] and the references therein). Early works on differentially private
frequency estimation , e.g., [Dwo06, HLM12[], apply naturally to range counting, though the approach of summing
up frequencies yields large errors for queries with large ranges.

" Although the single-message real summation protocol of Balle et al. [BBGN19¢| uses the B-ary randomized response, when combined
with their lower bound on single-message protocols, it does not imply any lower bound on single-message frequency estimation protocols.
The reason is that their upper bound doe not use the ¢, error bound for the B-ary randomized response as a black box.

12 A basic primitive in these protocols is a “split-and-mix” procedure that goes back to the work of Ishai et al. [IKOS06).
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For d = 1, Dwork et al. [DNPR10]] obtained an upper bound of O (@) and a lower bound of Q(log B)

for obtaining (¢, 0)-DP. Chan et al. [CSS11]] extended the analysis to d-dimensional range counting queries in the
central model, for which they obtained an upper bound of roughly (log B)O(d). Meanwhile, a lower bound of
Muthukrishnan and Nikolov [MN12]] showed that for n ~ B, the error is lower bounded by {2 ((log n)d_o(l)).
Since then, the best-known upper bound on the error for general d-dimensional range counting has been (log B +
log(n)?(@) /e [DNRRI3], obtained using ideas from [DNPRI0, [CSST1]] along with a k-d tree-like data structure.
We note that for the special case of d = 1, it is known how to get a much better dependence on B in the central
model, namely, exponential in log* B [BNS13, BNSV13].

Xiao et al. [XWG10]] showed how to obtain private range count queries by using Haar wavelets, while Hay et
al. [HRMS10] formalized the method of maintaining a hierarchical representation of data; the aforementioned two
works were compared and refined by Qardaji et al. [QYL13]]. Cormode et al. [CKS19]] showed how to translate many
of the previous ideas to the local model of DP. We also note that the matrix mechanism of Li et al. [LHR ™ 10, [LM12]
also applies to the problem of range counting queries. An alternate line of work for tackling multi-dimensional
range counting that relied on developing private versions of k-d trees and quadtrees was presented by Cormode et
al. [CPST12].

Secure Multi-Party Computation. If we allow user interaction in the computation of the queries, then there
is a rich theory, within cryptography, of secure multi-party computation (SMPC) that allows f(x1,...,xzy) to be
computed without revealing anything about x; except what can be inferred from f(z1,...,x,) itself (see, e.g., the
book of Cramer et al. [CDN135])). Kilian et al. [KMSZ08] studied SMPC protocols for heavy hitters, obtaining near-
linear communication complexity with a multi-round protocol. In contrast, all results in this paper are about non-
interactive (single-round) protocols in the shuffled-model (in the multi-message setting, all messages are generated
at once). Though generic SMPC protocols can be turned into differentially private protocols (see, e.g., Section 10.2
in [Vadl7] and the references therein), they almost always use multiple rounds, and often have large overheads
compared to the cost of computing f(x1,...,x,) in a non-private setting.

1.6 Organization

We start with some notation and background in Section [2] In Section [3] we prove our lower bounds for single-
message protocols in the shuffled model; corresponding upper bounds can be found in Appendix [Al In Section
we present and analyze our multi-message protocols for frequency estimation (with missing proofs in Appendix [C).
In Section [5] we give our multi-message protocols for range counting. We conclude with some interesting open
questions in Section[6] The proof of Corollary [I.4]is given in Appendix [B] The reduction from frequency estimation
to heavy hitters appears in Appendix [D] The reduction from range counting to M-estimation of the median and
quantiles is given in Appendix [E|

2 Preliminaries

Notation. For any positive integer B, let [B] = {1,2,..., B}. For any set ), we denote by )* the set consisting
of sequences of elements of ), i.e., V* = >, V". Suppose S is a multiset whose elements are drawn from a set
X. With a slight abuse of notation, we will write S < X’ and for x € X', we write mg(z) to denote the multiplicity
of z in S. For an element x € X" and a non-negative integer k, let & x {x} denote the multiset with & copies of =
(e.g., 3 x {x} = {x,z,x}). For a positive real number a, we use log(a) to denote the logarithm base 2 of a, and
In(a) to denote the natural logarithm of a. Let Bin(n,p) denote the binomial distribution with parameters n > 0
and p € (0,1).

2.1 Differential Privacy

We now introduce the basics of differential privacy that we will need. Fix a finite set X, the space of reports of
users. A dataset is an element of X'*, namely a tuple consisting of elements of X'. Let hist(X) € NI*l be the
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histogram of X: for any = € X, the xth component of hist(X) is the number of occurrences of z in the dataset X.
We will consider datasets X, X’ to be equivalent if they have the same histogram (i.e., the ordering of the elements
Z1,..., Ty does not matter). For a multiset S whose elements are in X', we will also write hist(S) to denote the
histogram of S (so that the xth component is the number of copies of x in S).

Let n € N, and consider a dataset X = (z1,...,2,) € X". For an element z € X, let fx(x) = % be the
frequency of x in X, namely the fraction of elements of X which are equal to z. Two datasets X, X are said to be
neighboring if they differ in a single element, meaning that we can write (up to equivalence) X = (z1,...,Zn—1,Tp)
and X' = (x1,...,2y—1,2}). In this case, we write X ~ X'. Let Z be a set; we now define the differential privacy
of a randomized function P : X" — Z:

Definition 2.1 (Differential privacy [DMNS06, DKM™06]). A randomized algorithm P : X" — Z is (g,0)-
differentially private if for every pair of neighboring datasets X ~ X' and for every set S ¢ Z, we have

P[P(X)eS] <e-P[P(X') eS|+,
where the probabilities are taken over the randomness in P. Here, ¢ > 0,6 € [0, 1].
We will use the following compositional property of differential privacy.

Lemma 2.1 (Post-processing, e.g., [DR14al). If P is (¢, 0)-differentially private, then for every randomized function
A, the composed function A o P is (e, d)-differentially private.

2.2  Shuffled Model

We briefly review the shuffled model of differential privacy [BEM™ 17, [EFM™ 19, ICSU ™ 19]]. The input to the model
is a dataset (z1,...,z,) € X™, where item x; € X is held by user i. A protocol in the shuffled model is the
composition of three algorithms:

e The local randomizer R : X — Y* takes as input the data of one user, z; € X, and outputs a sequence

(Y1, -, Yim,;) of messages; here m; is a positive integer.
e The shuffler S : Y* — Y* takes as input a sequence of elements of ), say (y1, . .., Ym), and outputs a random
permutation, i.e., the sequence (Yr(1); - - - s Yr(m)), Where m € Sy, is a uniformly random permutation on [m].

The input to the shuffler will be the concatenation of the outputs of the local randomizers.
e The analyzer A : Y* — Z takes as input a sequence of elements of )) (which will be taken to be the output of
the shuffler) and outputs an answer in Z which is taken to be the output of the protocol P.
We will write P = (R, S, A) to denote the protocol whose components are given by R, S, and A. The main
distinction between the shuffled and local model is the introduction of the shuffler S between the local randomizer
and the analyzer. Similar to the local model, in the shuffled model the analyzer is untrusted; hence privacy must be
guaranteed with respect to the input to the analyzer, i.e., the output of the shuffler. Formally, we have:

Definition 2.2 (Differential privacy in the shuffled model, [EFMT 19, (CSUT19]). A protocol P = (R, S, A) is
(¢, 6)-differentially private if, for any dataset X = (z1,...,x,), the algorithm

(x1,...,zn) — S(R(z1),...,R(xy))
is (e, 6)-differentially private.

Notice that the output of S(R(z1),. .., R(zy)) can be simulated by an algorithm that takes as input the multiset
consisting of the union of the elements of R(x1),. .., R(z,) (which we denote as | J, R(x;), with a slight abuse of
notation) and outputs a uniformly random permutation of them. Thus, by Lemma it can be assumed without
loss of generality for privacy analyses that the shuffler simply outputs the multiset | J; R(x;). For the purpose
of analyzing accuracy of the protocol P = (R, S, A), we define its output on the dataset X = (z1,...,2y,) to
be P(X) := A(S(R(x1),...,R(x,))). We also remark that the case of local differential privacy, formalized in
Definition[2.3] is a special case of the shuffled model where the shuffler S is replaced by the identity function.
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Definition 2.3 (Local differential privacy [KLNT08|]). A protocol P = (R, A) is (¢, 0)-differentially private in
the local model (or (g,0)-locally differentially private) if the function  — R(z) is (g, 0)-differentially private in

the sense of Definition We say that the output of the protocol P on an input dataset X = (z1,...,x,) is
P(X):= A(R(x1),...,R(xy)).

3 Single-Message Lower and Upper Bounds

In this section, we prove Theorem [I.1] which determines (up to polylogarithmic factors) the accuracy of frequency
estimation in the single-message shuffled model. Using similar techniques, we also prove Theorem [I.2] which
establishes a tight (up to polylogarithmic factors) lower bound on the number of users required to solve the selection
problem in the single-message shuffled model. Our theorems give tight versions (see Corollary 3.2)) of Corollaries 30
and 32 of [CSUT™19], which were each off from the respective optimal bounds by a polynomial of degree 17. We
will use the following definition throughout this section:

Definition 3.1 ((«, §)-accuracy). Let Z be a finite set, let B € N, and let e, € {0,1}” be the binary indicator
vector with (e,); = 1if and only if j = v. We say that a (randomized) protocol P : [B]" — [0, 1] for frequency
estimation is («v, 3)-accurate if for each dataset X = (z1,...,z,) € [B]", we have that

17L
*52%3

Often we will either have P = (R, A) for a local randomizer R and an analyzer A (corresponding to the local
model) or P = (R, S, A) (corresponding to the shuffled model). In such a case, we will slightly abuse notation and
refer to the local randomizer R : [B] — Z as (a, B)-accurate if there exists an analyzer A : 2" — [0,1]? such
that the corresponding local or shuffled-model protocol is («, 3)-accurate.

Pp | max =>1-4.
jG[B]

<«

Theorem [3.1] establishes lower bounds on the (additive) error of frequency estimation in the single-message
differentially-private shuffled model.

Theorem 3.1 (Lower bound for single-message differentially private frequency estimation). There is a sufficiently
small constant ¢ > 0 such that the following holds: Suppose n,B € N withn > 1/¢, and 0 < § < ¢/n. Any
(¢, 0)-differentially private n-user single-message shuffled model protocol that is («, 1/4)-accurate satisfies:

( log B o »
. (nlogglogB> for s <n < (log” B)(loglog B), (“Small-sample”) ©)
1
a>1{9 (7W“10gn> for (log? B)(loglog B) <n < 103;23’ (“Intermediate-sample”) (7)
VB
o(imp) oo (“Largesample”) @)

Note that the lower bound on the additive error « is divided into 3 cases, which we call the small-sample
regime (6), the intermediate-sample regime (7), and the large-sample regime (8). While the division into separate
regimes makes our bounds more technical to state, we point out that this seems necessary in light of the very
different protocols that achieve near-optimality in the various regimes (as discussed in Section[I.2]and Appendix B).
Moreover, the bound for the low-sample regime of Theorem [3.1] is established in Lemma [3.T1] while the bounds
for the intermediate-sample and large-sample regimes of Theorem [3.1|are established in Corollary and Lemma
[3.19] respectively. We note that the proof of the intermediate-sample regime (7) is the most technically involved and
constitutes the bulk of the proof of Theorem

Furthermore, we observe that the lower bounds (6)), (7)), and (8] also hold, up to constant factors, for the expected
error Eg [max |P = > i(ex); H of P on a dataset X. This follows as an immediate consequence of
Theorem [3.1]and Markov S 1nequahty

In the course of proving Theorem [3.1]in the small-sample regime (i.e., (6)), we shall see that the constants can be
chosen in such a way so as to establish Corollary [3.2]below (in particular, Corollary [3.2] follows from Lemma 3.9):
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Corollary 3.2 (Lower bound for constant-error frequency estimation). Let ¢ be the constant of Theorem |3.1} If
P is a (1, 9)-differentially private protocol for frequency estimation in the shuffled model with 6 < c¢/n whlch is

(1/10,1/10)-accurate, then n. = ) (log)igB)‘

Corollary improves upon Corollary 32 of [CSUT19], both in the lower bound on the error (which was
Q(log"/'" B) in [CSUT19])) and on the dependence on § (which was § < O(n~8) in [CSUT19]).

The primary component of the proof of Theorem is a lower bound on the additive error of (¢, 0r,)-locally
differentially private protocols P = (R, A), when both £, » 1 (the low-privacy setting) and 67, > 0 simultaneously
hold (see Lemma 3.5). In particular, we prove the following:

Theorem 3.3 (Lower bound for locally differentially private frequency estimation). There is a sufficiently small
constant ¢ > 0 such that the following holds. Suppose n,B € N with n > 1/¢, and that €,6;, > 0 with
dr, < cmin{l/(nlogn),exp(—er)}. Any (€L, dr)-locally differentially private protocol that is («, 1/4)-accurate
satisfies:

InB

QO < n ) for n> LB (“Small-sample”) €))
ner, oL

. for n = (InB)exp(er/2) « 1 ”

a ( — 5L/4 ) o 2 ln(n) < ey tm(Lber)+ % 2In(B). (“Intermediate-sample”)  (10)

~ 1

s 10 < 7 ) for W**(B)<n<B3andep, < 2.In(n),  (“Intermediate-sample”) ~ (11)

n

~ B

0 (f) for n>Bande, <2In(B), (“Large-sample”) (12

& < > for n>B%ande;, < 2In(B). (“Large-sample”) (13)
n

Again, the lower bound is divided into cases—the bound for low-sample regime of Theorem 3.3|(namely, (9)) is
established in Lemma [3.T1] while the bounds for the intermediate-sample (namely, (I0) and (T1)) and large-sample
(namely, and (13)) regimes are established in Lemma [3.12] and Lemma 3.18] respectively.

It turns out that Theorem [3.1]is tight in each of the three regimes (small-sample, intermediate-sample, and large-
sample), up to polylogarithmic factors in B and n, as shown by Theorem

Theorem 3.4 (Upper bound for single-message shuffled DP frequency estimation). Fix B,n € N, § = n=°W), and
e < 1 that satisfies € = w(In?(n)/min{v/B, \/n}). For n € N, there is a shuffled model protocol P = (R, S, A) so
that for any X = (x1,...,x,) € [B]", the frequency estimates P(X) € [0,1]? produced by P satisfy

( log B 002
O( - > for n< ZRED (14)
3/4
1 & In*"(n)y/log B £210g2 B 2
1 iy o 2 UUVoED for <n< B2, (15
E [;Iel[aB)i P(X)J niz:l(exl)] ] < ( TL3/4\E log® log B
BIn(n)In(B
O ( n(? ul )> for n> B2 (16)
T

The proof of Theorem [3.4] follows by combining existing protocols for locally differentially private frequency
estimation with the privacy amplification result of [BBGN19c||. For completeness, we provide the proof in Ap-
pendix [A]

The remainder of this section is organized as follows. In Section we collect some tools that will be used in
the proofs of our error lower bounds. In Section [3.2] we establish Theorem [3.1]in the small-sample regime (i.e., (6)).
In Sections [3.3] and [3.4] we establish Theorem [3.1] in the intermediate and large-sample regimes (i.e., (7) and (8).
Finally, in Section [3.5| we show how similar techniques used to prove Theorem [3.1]lead to a tight lower bound on
the selection problem (Theorem [3.22).
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Remark 3.1. Before proceeding with the proof of Theorem [3.3] (and thus Theorem [3.T)), we briefly explain why the
approach of [CSU™ 19]], which establishes a weak variant of Theorem cannot obtain the tight bounds that we are
able to achieve here. Recall that this approach used:
(i) in a black-box manner, known lower bounds of Bassily and Smith [BS15] and Duchi et al. [DJW18]] on the
error of “pure” (e, 0)-locally differentially private frequency estimation protocols, together with
(ii) aresult of Bun et al. [BNS18] stating that by modifying an (¢, 1, )-locally differentially private protocol, one
can produce an (8¢, 0)-locally differentially private protocol without significant loss in accuracy.

It seems to be quite challenging to get tight bounds in the single-message shuffled model using this two-step
technique. This is because when £;, ~ Inn, the error lower bounds for (er,, 0)-differentially private frequency
estimation in the local model decay as exp(—aey,) for some constant a. Suppose that for some constant C' > 1, one
could show that by modifying any (e, 01, )-locally differentially private protocol one could obtain a (Ce,, 0)-locally
differentially private protocol without a large loss in accuracy (for instance, Bun et al. [BNS18] achieves C' = 8.)
Then the resulting error lower bound for shuffled-model protocols would decay as exp(—aC'lnn) = n~*. This
bound will necessarily be off by a polynomial in n unless we can determine the optimal constant C'. The proof for
C = 8 [BNSI8]ICSUT19] is already quite involved, and in order for this approach to guarantee tight bounds in the
single-message setup, we would need to achieve C' = 1, i.e., turn any (e, d1,)-locally differentially private protocol
into one with §;, = 0 and essentially no increase in £, whatsoever.

3.1 Preliminaries for Lower Bounds

In this section we collect some useful definitions and lemmas. Throughout this section, we will use the following
notational convention:

Definition 3.2 (Notation p, s). For a fixed local randomizer R : X — Z (which will be clear from the context), and
forze X,S c Z,z e Z, we will write p, s := Pg[R(z) € §] and p, , := Pr[R(x) = z], where the probability is
over the randomness of R.

Moreover, we will additionally write P, to denote the distribution on Z given by R(z). In particular, the density
of Ppatz € 218 py ..

We say that a local randomizer R : X — Z is (e, 0)-differentially private in the n-user shuffled model if the
composed protocol (z1,...,2z,) — S(R(x1),...,R(x,)) is (g, d)-differentially private. Lemma [3.5|establishes
that a protocol R that is (¢, §)-differentially private in the shuffled model is in fact (¢ + In n, ¢)-differentially private
in the local model of differential privacy, which means that the function = — R(z) is itself (e +1n n, §)-differentially
private.

Lemma 3.5 (Theorem 6.2, [CSUT19])). Suppose X, Z are finite sets. If R : X — Z is (e, §)-differentially private
in the n-user single-message shuffled model, then R is (¢ + lnn, d)-locally differentially private.
(That is, for all x,y € X, and for all S < Z, we have

Py.S < Pos-€n+ 0.

Recall py s = P[R(y) € S], ps.s = P[R(x) € S] per Definition[3.2})

As discussed in Section[I] to prove Theorem [3.1] (as well as Theorem [3.22), we use similar ideas to those in the
the results of [DJW 18| IBS13]] to directly derive a lower bound on the error of locally private frequency estimation
in the low and approximate privacy setting (i.e., for (¢, &1 )-locally differentially private protocols with e, ~ Inn
and 67 > 0). By Lemma doing so suffices to derive a lower bound for frequency estimation in the single-
message shuffled model. Our lower bounds for local-model protocols, on their own, may be of independent interest.
The locally private frequency estimation lower bounds of [DJW18| BS13]], as well as our proof, rely on Fano’s
inequality, which we recall as Lemma [3.6|below.

For random variables X, Y distributed on a finite set X, let I(X;Y") denote the mutual information between
X,Y. We refer the reader to [[CT91] for more background on basic information theory.
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Lemma 3.6 (Fano’s inequality). Suppose Z, Z' are jointly distributed random variables on a finite set Z. Then

1(Z;2') + 1

P[Z =27"1<
[ | log | Z|

Additionally, it will be useful to phrase some of our arguments in terms of the hockey stick divergence between
distributions:

Definition 3.3 (Hockey stick divergence). Suppose D, F' are probability distributions on a space X’ that are abso-
lutely continuous with respect to some measure G on X'; let the densities of D, F’ with respect to G be given by d, f.
For any p > 1, the hockey stick divergence of order p between D, F' is defined as:

9,(D||F) = L [d(x) — p- f(@)], dC(x),

where [a]4+ = max{a,0} fora € R.

The rotal variation distance A(D, F') between two distributions D, F on a set X is defined as

sup [D(S) — F(5)] -
Scx

Note that for p = 1 the hockey stick divergence of order p is the total variation distance, i.e., Z;(D||F) =
21(F||D) = A(D, F). The following fact is well-known:

Fact 3.7 (Characterization of hockey stick divergence). Using the notation of Definition we have:

Zp(D||F) = sup (D(S) = p-F(S)).

For a boolean function f : {0,1}% — R, the Fourier transform of f is given by the function f(S) :=
B .
E, < Unif({0,1}7) [f(:z:) . (—1)21:1“j'1[365]], where S C [B] is any subset. The Fourier weight at degree 1 of such

a function is defined by W1[f] := ] jelB] F({7})2. We refer the reader to [O’D14] for further background on the
Fourier analysis of boolean functions.

3.2 Small-Sample Regime

In this section we establish Theorem in the case that n < log? B (i.e., we prove @). As we noted following
Lemma we will prove a slightly more general statement, allowing R to be any (¢ + Inn, §)-locally differen-
tially private randomizer for some £ > 0. Similar results are known [DJW 18| [BS15]; however, the work of [BS15]]
only applies to the case that R is (e, 0y, )-locally differentially private with e, = O(1), and [DJW18] only con-
sider (er,, 0)-locally differentially private protocols. Moreover, their dependence on the privacy parameter ¢, is not
tight: in particular, for the “small-sample regime” of n < O(log2 B) that we consider in this section, the bounds
of [DIW18]] decay as e~2°L, whereas we will be able to derive bounds scaling as 1/c;,. We will then apply this
bound with €5, = ¢ + Inn being the privacy parameter of the locally differentially private protocol furnished by
Lemma[3.3]

The proof of the error lower bound relies on the following Lemma [3.8] which bounds the mutual information
between a uniformly random index V' € [B], and R(V). It improves upon analogous results in [DJW 18, BS15], for
which the dependence on e/, is (e°L — 1)2, when ¢, is large.

Lemma 3.8 (Mutual information upper bound for small-sample regime). Fix n € N. Let R be an (¢1,0r)-
differentially private local randomizer (in the sense of Definition . Let V' ~ [ B] be chosen uniformly at random.
Then

I(V;R(V)) <261 -logB+1+¢ploge.
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Proof. Forv € X, following Definition let P, denote the distribution of R(v), i.e., the distribution of the output
of the local randomizer when it gets an input of v. Let P := 5 ZUE P,. Notice that the distribution of R(V),
where V' ~ [B] is uniform, is P,. It follows that

, 1 o Pr[R(v) = 2] _ 1 5
I(V;R(V Z PR -log <IP’V~[B],R[R(V) - Z]> B%Z[l]ﬂ KL(P[|P). (A7)

Bl zeZ

We now upper bound KL (P,||P) for each v € [B]. We first claim that for any vg € [B],

P2 R(w0) [log <1W> >1+ep loge] < 265, (18)
B Zje[B] bjz
To see that holds, let S := {z € Z: % > 2€8L}. If lb does not hold, then p,, s > 207 and
B je[B] Y7

Puo,s > (2e°8) - 5 Z je(B] Pj.s- On the other hand, we have from (e, 6z )-differential privacy of R that

1
Pus< | g Z pjs | e +dr.

jelB]

The above equation is a contradiction in light of the fact that for positive real numbers a, b, a + b < max{2a, 2b}.

Notice that for any z € Z, v € [B], it is the case that log <2p”p> < log B. It follows that implies that
B 2uje[B] Pi.»

KL(PUOHP) < 207, -log B+ 1+ ¢ loge.
The statement of Lemma [3.8|follows from the above equation and (I7). 0

Lemma [3.9] together with Lemma [3.5] establishes Corollary [3.2} in particular, by Lemma [3.3] any single-
message shuffled-model (e, §)-differentially private protocol P yields a local-model (¢ + In n, §)-differentially pri-
vate protocol with the same accuracy. Thus we may set ez, = Inn + £ in Lemma[3.9] so that n > Q(log(B)/ep) =
Q(log(B)/logn) becomes n > Q(log(B)/loglog(B))). Lemma [3.9]is also used in the proof of (6) of Theorem
[3.1] The proof is by a standard application of Fano’s inequality [DJW18,BS15]].

Lemma 3.9 (Sample-complexity lower bound for constant-error frequency estimation). Suppose o, < 1/(4n),0 <
er, < log(B)/20, and P = (R, A) is a local-model protocol that satisfies (¢, d,)-local differential privacy and
(1/3,1/2)-accuracy. Then n > logB

log B
20eyr, *

Let D be the distribution on ({0, 1}7)™ that is uniform over all tuples (e, €y, . . . , €,), for v € [B] (recall that e,
is the unit vector for component v, i.e., the vector with a 1 in the vth component).

Proof. Suppose for the purpose of contradiction that n <

Consider any sample X = ({L‘l, . :L'n) in the support of D, so that z; = --- = z,, = e, for some v € [B]. If
the error max ;¢ !P — A3 1 (es) ‘ is strictly less than 1/2, then the function
21,...,25) ;= argmax &;
(@ j) = arg max
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will satisfy f(Z1,...,2;) = v. It follows that

Tj— L PACH!

n

< 1/2]
i=1

< Px-p.r [f(A(R(1),..., R(z,))) = V]
_ I(AR), . R()): V) +1

max

Px<p,r |1
Jje[B]

< 19
log B (19
_ I(R(@2). .. Rza)): V) + 1
h log B
I ; 1
log B
<n-(2(5LlogB+1—1—5-:Lloge)+1 o
log B
5n€L
<26 22
Ln+ log B (22)
<1/2 (23)
where follows by Fano’s inequality and the random variable V issothatz; = - .- = z,, = ey and V' is uniform

over [B]). Moreover, follows from Lemma [3.8] (and the fact that V' is uniform over [B]), follows from the
chain rule for mutual information, and (22), follow from our assumptions on n, B, é1,, £1,. We now arrive at the
desired contradiction to the (1/3, 1/2)-accuracy of P. O

The next lemma is an adaptation to the local model of a standard result [SU16, Fact 2.3], stating that the optimal
error of a differentially private frequency estimation protocol decays at most inverse linearly in the number of users n.

Lemma 3.10 (Inverse-linear dependence of error on n). Suppose P = (R, A) is an (1, 01)-locally differentially
private algorithm (Definition for n-user frequency estimation on | B] that satisfies (v, 8)-accuracy.

Letn = n' = |2an/c| for any ¢ < 2an. Then there is an (e1,, §1,)-differentially private protocol P’ = (R, A’)
for n'-user frequency estimation on | B] that satisfies (c, 3)-accuracy.

Proof. The algorithm P’ is given as follows: we have R' = R. The analyzer A’, on input (21,...,2,) € A
generates n — n' i.i.d. copies of R(e1), which we denote by z,/41,...,2,. (Recall e = (1,0,...,0).) Then
A’ computes the vector v := A(z1,...,2,) € [0,1]7, and outputs v’, where vi = 7y -vjforj > 1, and v =
% . (Ul _ n;n’

To see that P’ satisfies (c, ) accuracy, let’s fix any input dataset X = (x1,...,2,/). Letx; = 1 for j > n/,

and set X’ = (x1,...,%p, Tpri1,---,2n). The (a, B)-accuracy of P gives that with probability at least 1 — 3,

maxe[p) |P(X'); — L3 1(2i);] < a. In such an event, we have that
n'v' 1 n/
J _ N < a.
max | — — = ;(wz)g <a
Multiplying the above by n/n’ and noting that n/n’ < ¢/« gives that P’ satisfies (¢, 3)-accuracy. O

A technique similar to the one used in Lemma [3.10] can be used to show that the dependence of the error on ¢
must be 2(1/¢) in the central model [SU16, Fact 2.3]. However, doing so requires each user’s input to be duplicated
a total of ©(1/e) times, and it is not clear how to implement such a transformation in the local model. (In the
multi-message shuffled model, though, such a transformation can be done and one would recover the Q2(1/¢) lower
bound.)

Finally we may establish (6)); for ease of the reader we state it as a separate lemma:
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Lemma 3.11 (Proof of Theorems [3.1] and [3.3]in small-sample regime; i.e., (6) & (O). There is a sufficiently small
positive constant ¢ so that the following holds. Suppose n,B € N and e, = 0 with n > log B/(epc), 0 <

dr, < ¢/n, and 0 < e, < log B. Then there is no protocol for n-user frequency estimation on |B] that satisfies

clog B
ner,

(er,01)-local differential privacy and ( 1/ 2) -accuracy.

log B
cloglog B’

Forn = 0 < ¢/n,e < logn, there is no protocol for n-user frequency estimation on | B] that satisfies

clog B

Toglog B L / 2) -accuracy.

(e, d)-differential privacy in the single-message shuffled model and (

Proof. Suppose that the statement of the lemma did not hold for some protocol P. By Lemma with o = <188

ney,

and n' = [%J there is an (g1, d1,)-locally differentially private protocol P* = (R/, A’) for n’-user frequency
estimation that is (1/4,1/2)-accurate. As long as ¢ < 1/160 we have a contradiction by Lemma 3.9]
The second statement of the lemma follows by applying Lemma [3.5|and taking e;, = € + Inn. 0

3.3 Intermediate-Sample and Large-Sample Regimes

In this section we prove Theorem [3.1]in the intermediate and large-sample regimes (i.e., and (8)), which is the
most technical part of the proof of Theorem As we did in the small-sample regime, we in fact prove a more
general statement giving a lower bound on the accuracy of all locally differentially private protocols in the low and
approximate-privacy setting:

Lemma 3.12 (Proof of Theorem [3.3]in the intermediate-sample regime; i.e., & (T1)). There is a sufficiently
small positive constant c such that the following holds. Suppose In B > 1/c°,

1 1 In(1
+max{m,€L+ n( ”L)} < B < min {n?, n , (24)
c 3 2 vexp(er)(1+¢er)
and
1 1
0, < min< e °F . (25)

2\4/712(11&2 B)exp(er)(1 +er) 2(In'/? B)n?/3

Then there is no protocol for n-user frequency estimation that is (¢, 01 )-locally differentially private and
(e, 1/4)-accurate for

o = ¢-min ! n'/" B
Yn2exp(er)(1 +ep) n?3 |

Remark 3.2. The term In'/7 B in the definition of  above can be replaced by In¢ B for any constant { < 1 /6.
Moreover, the requirement that In B is greater than the (very large) constant 1/c°¢ can easily be reduced to 1/c8
(with no change in c) by replacing this term In'/7 B with 1.

By Lemma|[3.5|the following is a corollary of Lemma [3.12] establishing Theorem [3.1]in the intermediate-sample
regime:

Corollary 3.13 (Proof of Theorem in intermediate-sample regime; i.e., (7). For a sufficiently small positive
constant ¢ < 1, iflog B = 1/¢,

cB?
log B’

0 < ¢/nand e < 1, there is no protocol for n-user frequency estimation in the single-message shuffled model that is

1
~.log?B-loglog B <n < (26)
c

C

n3/4 Ylogn

(¢, 0)-differentially private and ( , 1/4) -accurate.
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Remark 3.3. Notice that the bounds on n in the inequality do not involve ¢, unlike those in (26). To ensure

that (7) holds for cll(fggfog = > n > (log® B)(loglog B), note that (6) holds for all n > Ckl)‘;gl OBg 5 (Lemma 3.11) and

increase the constant in the €(-) in (7)) by a factor of at most 1/c. To ensure that H holds for lgB ; <n < %,
we use the reduction to locally differentially private protocols given by Lemma (3.5 and then note that a locally
differentially private protocol which is («, 3)-accurate for n’ users implies a locally differentially private protocol
with the same privacy parameters and which is (an’/n, §)-accurate for n < n’ users by simulating the presence of
n’ — n fake users who hold a fixed and known item. (This latter reduction also requires increasing the constant in
the (+) in (7) by a factor of at most 1/c.)

Finally we note that similar reductions hold for the proof of Theorem [3.3|using Lemma[3.12]as well.

Proof of Corollary[3.13] By Lemma [3.5] it suffices to show that there is no protocol for n-user frequency estima-
tion in the local model that is (1 + Inn, d)-differentially private and <m, 1 /4) -accurate. We now apply

Lemma [3.12| with e;, = 1 + Inn and §;, = ¢. The left-hand side of (24) holds (though perhaps with a differ-
2
ent constant ¢ than the one used here) since n < % and ¢ < 1, and the right-hand side of lb holds since

en = log? B - loglog B (as long as c is sufficiently small). Moreover, holds as long as

0 < ! )
2. (en)3/4 - (1 + In(en)) /4 - (log"/? B)
which is guaranteed by 6 < ¢/n and cn > log® Bloglog B for sufficiently small c. As I L <n~23
\/n2 exp(er)(1+er)
for our choice of 7, Lemma[3.12]now yields the desired result. O

The hard distribution used to prove Theorem in the small-sample regime set each user’s data X; € [B] to be
equal to some fixed V' € [B] (Lemma . At a high level, to prove Lemma we must adapt this argument to
allow us to gain a more fine-grained control over the accuracy of protocols. We do so using the same distribution as
in previous works [DJW 18, IBS15]]: in particular, each user’s X; is now only equal to V' with some small probability
(which is roughly the target accuracy «) and otherwise is uniformly random. Formally, we make the following
definition: For each v € [B] and «y € (0, 1), define a distribution of X € [B], denoted by X ~ D,, ,, as

_ {v W.p. Y
Unif([B]) w.p.1-—7,

where Unif([B]) denotes the uniform distribution on [B]. Let D., denote the joint distribution of (V, X), where
V ~ Unif([B]) and X ~ Dy,. (Note that the marginal distribution of X under D, is the mixture distribution
Dy, = % 2ve[B] Dv,y» which is just the uniform distribution on [B].) Analogously to Lemma , we wish to

derive an upper bound on I(V; R(X)) when (V, X) ~ D.,. Itis known that if R is (er, d,)-differentially private
and e, = O(1), then I(V; R(X)) < O(v%¢2 + O(d1/(e1y))) [BS13], and that for any e, > 0, if R is (e, 0)-
differentially private, then I(V; R(X)) < O(v%(e°t — 1)?) [DIW18].

1 <
%/n2 exp(er)(1+er)
n~2/3, which is the regime we encounter for single-message shuffled-model protocols. To do so, it is natural to
try to improve the upper bound of Duchi et al. [DJIWIS8] of I(V; R(X)) < O(v?exp(2¢)) to I(V; R(X)) <
O(y? exp(e1,/2)), which turns out to be sufficient to establish Lemma h However, this is actually false, as
can be seen by the local randomizer Rgp : [B] — [B] of B-randomized response [War65] (see also Appendix
. In particular, suppose we take 7, = (Inn) + O(1), n > 10B, and v « exp(—er/2) = O(y/1/n); it is in
fact necessary to treat these settings of the parameters to prove (7). For these parameters it is easy to check that
I(V; Rrr(X)) = O(ylog B) » 42 - exp(er/2). Thus it may seem that one cannot derive tight bounds by upper
bounding I(V; R(X)) when (V, X) ~ D,

Remark 3.4. Suppose we attempt to prove Lemma|3.12|following this strategy, at least when

It is, however, possible to salvage the technique outlined in Remark [3.4} the crucial observation is that the
best-possible additive error of any single-message shuffled-model protocol where each user uses Ry is ©(v/B/n).
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_ . . o, . 1
When ¢ = O(1) + Inn (as we will have when applying Lemma , it is the case that \/E/n > Vi enen) (o)

1
{/n2 exp(er)(1+er)
error when ¢ = O(1) + Inn and n < O(B?) if we additionally assume that the additive error of any local-model

protocol using R is bounded above by Fym 1 Tk This is indeed what we manage to do in Lemma [3.14]
n exp €L €L

when n < O(BQ). Therefore, there is still hope to prove a lower bound of ( on the additive

below:

Lemma 3.14 (Mutual information upper bound for intermediate-sample regime). There is a sufficiently large pos-
itive constant C' such that the following holds. Suppose n,c, 3,7,0,e = 0, (V,X) ~ Dyand R : [B] — Z is
an («, 1/4)-accurate local randomizer with C max{1/n,1/v/nB} < a < 7, and Ca*n < 1 which is (er,d1)-

differentially private for n-user frequency estimation in the local model with 7, < min {@, e L } Then

I(V;R(X)) <C- (72a2ne€L (14 er) +va?n + 72) . (27)

Typically the term y2a?ne®t (1 + e1,) is the dominating one on the right-hand side of . In particular, in the
apphcatlon of Lemmamm establish (7), we W111 have vy = O(n *3/4) a=0(mn"3*ande, = In(n) + O(1), so
that y2a?net (1 + e1) = O(1/n), whereas yan = ©(n~%4) and 42 = O(n=%/2).

Remark 3.5. The statement of Lemma still holds if R is only assumed to be («, /3)-accurate for any constant

g <1/2.
We postpone the proof of Lemma for now and assuming it, prove Lemma|3.12

Proof of Lemma Let a = 200 and ¢ < 1 be a sufficiently small positive constant, to be specified later. Let
o c cln'/” B H — mi .
a = min Vo ire’ P } be the desired error lower bound. Set v := min {oz avIn B/c, 1/3}. We
make the following observations about +:
1. v < 1/2is clear from definition of ~.
2. ¥2-nB > a®In B. This is clear if v > 1/3 by choosing ¢ small enough (recall In B > 1/c?). Otherwise, note

2, > mi a’Bln B a’Bln B > 2 ; EL n2/3 < B?
that v° - nB > min { Jorl) ey e > a®In B since max {e°% (1 + &), } < B2
3. yn = aln B. Again this is clear if v > 1/3. Otherwise, yn > min { [ —2Y20= volmB ___ 4\/In Bn'/?} > aln B
exp(er)(1+er)
since min { n?3, ——"_—_\ > InB.
exp(er)(1+er)

Suppose that P = (R, A) is a single-message shuffled model protocol which is («, 1/4)-accurate and (¢, 0r,)-
differentially private where €y,, d, satisfy and . Now suppose V' ~ [B] uniformly and X1, ..., X, ~ Dy,
are independent (conditioned on V).

Fix an arbitrary v € [B], and let us momentarily condition on the event that V' = v. Consider the conditional
distribution of X1, ..., X, ~ D, . For any u # v, we have, by the Chernoff bound, in the case that v/3 < 1/B,

n 2 n
P [iZ(exi) >1/B +v/3] exp( (3)27/B> — exp(—+?Bn/27) < exp(—a®’In B/27).  (28)

i=1

In the case that v/3 > 1/B, again by the Chernoff bound, we have

3 [le Z(e >1/B +7/3] exp< (B)gn/B) = exp(—yn/9) = exp(—avIn Bn'/*/9) < exp(—aln B/9).
_ (29)
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Next, note that by definition of the distribution Dy, we have that for each 1 < ¢ < n, E[(ex;).] = 1_?7 +. It
then follows by the Chernoff bound that

1 n
- 2(6)(1')” —7)/B +2v/3| < exp(—a®(1 —~)1In B/72) + exp(—vyn/72)
i=1
< exp(—a®In B/144) + exp(—aln B/72). (30)

Since 1/B + /3 < (1 —v)/B 4+ 2vy/3 and P = (R, A) is (/3,1/3)-accurate (as 7/3 > «), it follows by a union
bound over all u € [B] in (28), and that with probability at least

1—1/3 —exp(—a/9) — 2exp(—aln B/72), 31)

we have that
arg max P((X1,...,X,)) = argmax A(R(X1),...,R(Xy))u = v.
u€[B] u€[B]
Moreover, by our choice of a = 200, we ensure that the probability in is strictly greater than 1/4. For such a,
using the fact that v € [B] is arbitrary, we have shown that

P [arg max{A( (X1),..., R(X0))u} = V] > 1/4. (32)

u€[B]

Now we will apply Lemma to derive an upper bound on the probability in the above equation. First we
check that the conditions of Lemma are met. By and In B > 1/¢3 we have that

2
2> 2p2/3, cn > B> 1 33
(an)* = min {c n \/exp(eL)(l ) } ¢ In /c, (33)

so by choosing ¢ small enough, we can guarantee that & > C'/n, where C is the constant of Lemmau Similarly,
by (24), we have that

B
\/exp(eL)(l +er)

o’nB = min {C2B/n1/3, } > ?exp(1/c), (34)

and again by choosing ¢ small enough, we can guarantee that « > C'/v/nB, where C'is the constant of Lemma-

2 21.2/7
Cc ’Cc 1{1/3 B < CC
v/exp(er)(1+er) n

made less than 1 by choosing c¢ sufficiently small. Finally, 7 < min {e L o B} min {e &L, Tog B} by
Therefore, by Fano’s inequality and Lemma [3.14} for any function f : [0,1]? — [B],

I(V;(R(X1),...,R(X,))) +1

The choice of vy ensures that v > «, and Ca’n = min{ , which can be

PLf(A(R(X1), ..., R(Xn))) = V] <

InB
N IV R(X) + 1
h In B
. - (~v2a2nett - 2 2
<14—n (C- (v?a?net - (14 e) + ya’n +42))
In B
1 (~2a2nect - (1 20 | N2
< +nC - (v’a’net - (1 +er) + % - ya’n) 35)
InB
1+CclnB
< —. 36
In B (36)

Inequality (35) follows since
2
v < aavin B/c L vIn B 8

~yan a?n

x x
C an C
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where we have used inequality (33). Inequality (36) follows since, by choice of c,

’ 2

2a2(In B)nexp(er)(1 + e) a2(In*¥" B).n
n?exp(er)(1+¢eyr) cn

max {'yQaQnexp(sL)(l + €L) a e} n} < max{

InB
< == 37)

n

where follows from In B > 1/¢% > (a?/c?)!* and a choice of ¢ < 1/a?.
Aslong as ¢ < 1/(10C), the expression in is bounded above by 1/4, which contradicts (32). O

We now prove Lemma The proof uses the assumption that the local randomizer R is («, 1/4)-accurate
(Definition to derive, for each v € [B], a lower bound on the total variation distance between the distributions
of R(v) and R(V'), where V' ~ Unif([B]). Intuitively, it makes sense that if, for some v € [B], the distribution of
R(v) is close to R(V'), then no analyzer can reliably compute how many users hold the item v. However, showing
rigorously that this holds for any analyzer A is nontrivial, and we state this result as a separate lemma:

Lemma 3.15 (Lower bound on total variation distance between R(v) & R(V)). Suppose R : [B] — Z is an
(ae/6, B)-accurate local randomizer such that

-— { 35 1g(4/(1 - 28)) \/33 log(4/(1 — 28)) } _aB a8)

< —
n n

1

Let the distribution of R(v) be denoted P, (Definition and the distribution of R(V'), where V' ~ Unif([B]) be

denoted Q. Then there is some C' = © (ﬁ), such that for each v € [B], A(P,,Q) =1 — Ca’n.

A result similar to Lemma@] was established in [[CSS12]; however, their result only establishes a lower bound
on A(P,, P,) for u # v, which does not lead to tight bounds on A(P,, @)), as we need. The proof of Lemma
is provided in Section

Proof of Lemma[3.14} Fix a local randomizer R : [B] — Z satisfying the requirements of the lemma statement.
Recall (per Definition that for v € [B], we use P, to denote the distribution of R(v), and that p,, . denotes
the density of P,, so that for each z € Z, p, . = Pr[R(v) = z]. For v € [B], additionally let P, , denote the
distribution of R(X) when X ~ D, -, and let @) denote the distribution of R(X) when (X, V) ~ D.,. Note that
is the distribution of R(X) when X ~ Unif([B]), so indeed does not depend on . First note (see (17)) that

I(V;R(X —ZKL 0 411Q).

Foreach S ¢ Z and z € Z, write qg =P[Z € S] and ¢, := P[Z = z], where Z ~ (). Notice that for each z € Z,

we have Dvz B - g, since vz = B Zye pv z-
Next, for each h > 0 and v € [ B], set

L{th:z{zEZ:pU’zzh}.
qz

Let p, be the (Borel) probability measure on R given by, for S < R,

S) = 2 pvvuv,h(sh(s)

h=0

where the sum is well-defined since only finitely many h are such that I, j, is nonempty. (Here J;, is the measure
such that 6,(S) = 1if h € S, and otherwise 05(S) = 0.) Since 3. =Py = D20 Poid,,, = L, pov is indeed a
probability measure.
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Next notice that

KL(Pv,W ‘Q) = Z (’va,z + (1 — fy)qz) - log <1 +y <p; iz 1>>
2€Z .
1 Pv,z
< v,z 1— 1 1 ] ,
ZP§>(1zp <pv Z/Qz 7 < pv’z/qz)> 0og < + 7y % >
Z:p’u,z<qz qz
B B 1 ) 1 - o
_L_l 5t (1= ) ) losl + vh)dpy(h)
+ Z (va,z + (1 — fy)qz) -log ( + (pqu _ 1>> ' 39

2€EUR<1Uy h

We begin by working towards an upper bound on the first term in the above expression (39), corresponding to
values A > 1. Our first goal is to show that for A > 1, Doldy is small for most v. To do so, define, for any A > 1

ﬁ,,A;_{zez p”/ } U Uo-

h=X

We next make the following claim:
Claim 3.16. For any v € [B], for each z € T, », there are at most B /X values of v' € [ B] such that z € Ty ».

Claimis a simple consequence of Markov’s inequality on the distribution of the random variable p,, ., where
v ~ [B] uniformly.

Next, consider any z € Z such that there is some u € [B] with z € 7y, y; let the set of such z be denoted by W),
ie, Wy = U, Tu- By Claim .16} for each z € Wj, there are at most B/X values u € [B] such that z € Ty
Let the set of such values be denoted by S, < [B], and construct an ordering of those v € S, so that p,, . are
in decreasing order with respect to this ordering. Now, for a fixed A and for each u € [B],and 1 < k < B/,
construct a subset T C Tu,x such that each z € W), appears in at most one set T (over all u € [B]), and such
a u is the kth element of S, with respect to the ordering above (if it exists). It is an 1mmedlate consequence of this
construction that for each fixed &, the sets ’7; \» u € [B], are pairwise disjoint. Moreover, for each fixed u, the sets

7® 1 < k < B/ are pairwise disjoint, and their union is 7, ». It follows that

U °
B/ B/
EZPT(’C)*ZE Z puz*Z Z puz:Zpu'ﬁl)\
k=1ue[B 2€Z k= luzeT(k) 2€Z u:z€Ty \

From (e, d1,)-differential privacy of R we have that

max{p,.s — €L - pys} <IL. (40)
ScZ

By Fact and the fact that the sets 7;(1/\), .. 7' BN are pairwise disjoint for any u € [B], we have that for all
u,v € [B],

B/
SN [pue — € pul, < 6L @1
k=1 z€7~—(k>\)
Averaging over v € [B] gives that maxscz{pu,s — €“qs} < dr. Fact[3.7)then gives
B/
DD [pue—eae], <r (42)
k=1 ZE'%(k)\)
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By and (42), we have that, for all u, v € [B],

B/
L. Z Z min{pv,z,qz} Z Pu,Ton — 207, (43)
k=1 zei—(k)\)

Foreachv e [B]and 1 < k < B/A,
va Q Z mln{pv Zs QZ = Z Z min{pv,za QZ}~
22 ue[B] 7-®)
Averaging over k and using , it follows that for any v € [B],

) B

A(Py, Q) = Z 1 D) min{py.,q.)

B (3 uim 2T

2 A Z puvn,)\ - 25[1
B ecr
ue[B]

A 26\
2 egLB Z p%n,)\ - €€L *
u€[B]

By Lemma and the («, 1/4)-accuracy of R, together with the fact that

/4 > max { 3log(4/(1 —2-1/4)) \/310g(4/(1 —2.1/4)) }
- n ’ nB

as long as the constant C' is chosen large enough (recall the assumption « > C max{1/n,1/v/nB}), we have that,
perhaps by making C even larger, 1 — A(P,, Q) < Ca?n. In particular, it follows that

2
5 Z Purn < S <Ca2n 5“) Colne’™ o5, (44)

€L A

Using the inequality log(1 + yh) < ~vh, we can now upper bound the first term in (39)), when averaged over v € [B],

as follows:
1ZJB (=)o (1 4+ yh)dpy (h)
B 2 i\ gl . g(1 +vh)dpy

1 2exp(er)
<y+— Z J vlog(1l + vh)dp,(h) + = Z J 7 log(1 + vh)dp,(h)
B velB] hel h=2exp(eL)
2exp(er,) 1 B 1
<7+’Y2f he| 5 D) dpo(h) | +~logB 5 2 deu(h) ). (45)
h=1 Vel B] h=2exp(er)

(In the integrals above, for an integral of the form Sz:w we integrate over the closed interval [z, y], so that point
masses at x and y are included.) Let p be the Borel measure on R defined by p = % ZUG[ B] Pv

Recall that (¢, 0, )-differential privacy of R gives that for any S < Z, p, s < e°Lqs + 6. Thus, setting
S={z€Z:p,. > 2eLq,} gives p, s < €°Lqs + 0, < €L -, 5/(2€°L) + 6, so that p, s < 207, It follows by
averaging this inequality over all v € [B] that

B
~vlog B dp(h) < vlog B - 26y, (46)
h=2exp(er)
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Next, note that (44) gives us that for any A > 1,

2exp(er) 1 C’aQn . efL
f dp(h) < J dp(h) = B Z Du,Tyun S — + 20r.
h=\ h=\ ue[B]

It follows that

2exp(er,)
j hdp(h)

h/
< > [ naotn
h'e{1,2,..., 2[1og2exp(aL)]} h'/2

2Ca’nesr
< > 2h - (h/ + 25L>
h'e{1,2,...,2[log 2exp(e L)1}
< (4+¢€r - log(e)) - (a2n -4Ce"") + 326e°". 47)

Next we upper bound the terms / < 1 in the sum of . Again using Lemma and the (v, 1/4)-accuracy of
R, we see that there is a constant C' such that for each v € [B], it holds that 1 — A(P,, Q) < Can. Hence we have

Z pv,z < COé2n

2:Pv,2<qz

and
Z ¢. = 1—Cad’n.

ZiPv,z2<qz

We next need the following claim:

Claim 3.17. Let 7 € (0,1). Suppose ) is a finite set and for each z € ), p.,q. € [0,1] are defined such that
DieyPz<Tandl —7 < Yy, q. < 1. Suppose also that p. < q. for all z € Y. Then for any v € (0,1/2),

> (= + (1=7)g.) - log <1 +7 <pz - 1>) <=7+ 297+ 21+ 7).
qz

z€Y

Proof. Using the fact that log(1 + x) < x for all z > —1, we have

> (pz+ (1—7)g.) - log <1+fy<zz—1)>

z

zeY
P

< D (ype + (1= 7)g:)7 - (z - 1>

Zey Qz
<—(1=7) (L =97+ D (9= + (1 —)g:)7p=/a

z€e)
<S—(l=71 =)y +77+ ), Vpl/e
zeY

< =y + 297 —i—’yQ + 727'.
O

Using Claim withY ={z€Z:p,. <q.}, 7= Ca®n < 1 gives us that we may upper bound the second
term in (39) as follows:
Do,z 2 2
Z (YPv,z + (1 =7)qz) - log (1 +7 < — 1>> < —v 4+ 2Cvya™n + 297 (48)

z
2EUR<1Uy h
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Combining (39), @5), @6), @7), and (@8), we obtain
— Z KL(P,4||Q) < (v + Y24+ ep, - log(e)) - a®n - 4Ce L + 42 - 32e°L5y, + 2761 log B) + (—v+ 20~va’n + 272)

< Y2anet - 4C - (4 + €1 log(e)) + 2Cya’*n + 3672

The second inequality above uses the facts that 07, < 7y/log B and 0 < 1/e°L.
[

Finally we prove Theorems [3.3]and [3.1]in the large-sample regime. The proof is a simple application of Lemma
3.10)

Lemma 3.18 (Proof of Theorem [3.3]in large-sample regime; i.e., & (13). There is a sufficiently small positive
constant c so that the following holds. Suppose n, B € Nwithn > 1/cand e, 1, = 0 with 0 < §1, < ¢/(nlogn),
and 0 < e, < 2In B —1Inln B — 1/c. Then there is no protocol for n-user frequency estimation on | B| that satisfies
(er,01)-local differential privacy and (o, 1/2)-accuracy where

cvVB 2
or n>B
o= { Y4B f ’

nlog

1/7
70311; B for n = B3.

Proof. We first treat the case that n > B2. Set ng = BZand e, = 2In B — Inln B — 1/c. Lemma 3.12]establishes

that there is no (e,0r)-locally differentially private protocol that satisfies

sufficiently small constant c. But 1/4/noB+/log B = AR ﬁ“B as ng = B2
0
But by Lemma [3.10} any (e, 0y )-locally differentially private protocol with n users, 6 < ¢/(nlogn) and
e, = 2InB — Inln B — 1/c which is (ﬁ VgB 1 /4) -accurate yields an (e, 07,)-locally differentially private

1/4 g»

VB
nolog/4 B’
The proof for the case n > B? is virtually identical, with ng = B? replaced by n; = B3, for which the

lower bound of Lemma states that there is no (1, dy)-locally differentially private protocol that satisfies
(mWB 1/4) -accuracy. O

n2/3

——<—1/4 )-accuracy, for a
noB\/logB

protocol with ng users which is ( 1/ 4) -accurate.

Lemma 3.19 (Proof of Theorem [3.1]in large-sample regime; i.e., §). For a sufficiently small positive constant c so
that the following holds. Iflog B > 1/¢, 0 < 0 < ¢/n, and 0 < £ < 1, then there is no protocol for n-user frequency

estimation in the single-message shuffled-model that is (e, 0)-differentially private and (nﬁfB, 1 /4) -accurate.

Proof. Here we cannot use Lemma [3.5]in tandem with Lemma [3.18]since Lemma [3.18|requires a privacy parameter
er, < 21n B and the one produced by Lemma grows as Inn, which can be arbitrarily large. However, note
that it is evident that Lemma still applies if the protocol P = (R, A) in the lemma statement is replaced
by a single-message shuffled-model protocol P = (R, S, A) (and the the protocol P’ guaranteed by the lemma is
P' = (R,S,A")).

In particular, letting ¢ be the constant of Corollary |3.13} for ng = lo B, Corollary |3.13| guarantees that for
d < 1/ng,e < 1, there is no (e, d)-differentially private protocol in the smgle message shuffled model that is

<3/46 1/4> -accurate. But 7 - VB

£ = by our choice of ny.
log/4 n logt/4n no(log/* ng) (log'/* B) y 0

By the modlﬁcatlon of Lemma@] men‘uoned in the previous paragraph, there is a sufficiently small constant
¢ > 0 so that for any n > oz B B , there is no (e, 0)-differentially private protocol for frequency estimation in the

n-user single-message shuffled model that is ( f/;L 1 /4) -accurate. O
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3.4 Proof of Lemma

In this section we prove Lemma We first establish a more general statement in Lemma below, which
shows that if two distributions D, F" have total variation distance bounded away from 1, then two distributions which
can be obtained as the histograms of mixtures of i.i.d. samples from D, F' have small total variation distance (much
smaller than A(D, F)).

We first recall the notation that we use to denote histograms of distributions. Given a tuple of random variables
(Y1,...,Y,), hist(Y7,...,Y},) denotes the distribution of the histogram of (Y7,...,Y},), i.e., of the function that
maps each z € Z to |{i : ¥; = z}|. We will denote histograms as functions i : Z — N. If (21, ..., 2,) € Z™ is such
that all the z; are distinct, then its histogram h = hist(z1, ..., z,) is a function h : Z — {0, 1}.

Lemma 3.20 (Total variation distance between histograms of mixture distributions). Suppose D, F' are distribu-
tions on a finite set Z. Suppose that for v < 1/y/n such that (1 — v)n/2 is an integer, if Z1,...,Z, ~ D and
Wi,..., Wy, ~ F are iid, then

A(hlSt(Zl, cey Z(l—’y)n/Qv W(l—v)n/2+1a ey Wn)>, (49)
hist(Z1, ..., Z(l+’y)n/27 W(1+7)n/2+1, e, W)

~—

= C.
Then A(D, F) = 1 — cv?*n for d = ©(1/c?).
Notice that in the statement of Lemma [3.20l

Proof of Lemma[3.20, We first introduce some notation. Given a set Z, let H z denote the set of all histograms on
Z; notice that elements h € H z can be thought of as functions i : Z — Z¢. Given distributions D, F' on a set Z,
as well as positive integers v, n with v < n, let R}}",. denote the distribution of the random variable

hiSt(Zl, ceey ZV, Wy+1, ey Wn),
where Z1,...,7Z, ~ Diid,and W,,q,..., W, ~ Fii.d. Thus may equivalently be written as

1—v)n/2n 1 n/2,n
A (R, Ry

\Y

(50)

A key tool in the proof of Lemma [3.20]is the data processing inequality (for total variation distance), stated
below for convenience:

Lemma 3.21 (Data processing inequality). Suppose Z, Z’ are sets, Dy, D1 are distributions on Z and f : Z — Z’
is a randomized function. Suppose Zy ~ Dy, Zy ~ D1. Then A(f(Zy), f(Z1)) < A(Zo, Z1).

Using Lemma twice, we will reduce to the case in which | Z| = 3, in two stages. For the first stage, consider
the set Z L Z := {(2,b) : z € Z,b € {0,1}}, as well as the function f : Z L Z — Z, defined by f((2,b)) = =.
Moreover define distributions D', F’ on Z L1 Z, as follows: for all z € Z, we have

D'((2,0)) = D(z) — min{D(z), F(2)}
F'((2,0)) = F(z) — min{D(z), F(2)}
D'((z,1)) = min{D(2), F(z2)}.
F'((2,1)) = min{D(z), F(2)}.

It is immediate from the definition of D', F” that A(D', F') = A(D, F). Moreover, it is clear that if Zy, Z; are
distributed according to D', F’, respectively, then f(Zy), f(Z1) are distributed according to D, F, respectively. To
describe the effect of applying f to histograms on Z 1 Z, we make the following definition:

Definition 3.4 (Push-forward histogram). Consider sets ), )’ together with a (possibly randomized) function f :
Y — V'. For a histogram h € Hy, the push-forward histogram fih € Hys (i.e., fsh : V' — Zso) is defined as
follows. If h is expressed as h = hist(y1,...,yn) for y1,...,y, € V), then f,h is the (possibly random) histogram

given by hist(f(y1), ..., f(yn))-
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It follows that if H € Hz ,z is a random variable distributed according to RE? > then the push-forward
histogram f.H : Z — Zxo (which in this case is given by f.H(z) = H((2,0)) + H((z,1))), is distributed
according to R}}". Since f, H is a (deterministic) function of H, it follows from Lemma that

A (RG A" BT < A (R ARG 51)
Next, we define a randomized function g : {—1,0, 1} — Zw Z, as follows. First make the following definitions:

=S D(0)) = S (1), o= Y F((20) = Y D((2,0)) = 1— po.

zEZ zEZ z2€Z z2€Z
Let ¢g(0) be the distribution over {(z,1) : z € Z} that assigns to the point (z, 1) a mass of Dl(g’l)) = Fl(,(o’?l)). Let
g(—1) be the distribution over {(z,0) : z € Z} that assigns to the point (z,0) a mass of w. Finally let g(1) be
the distribution over {(z,0) : z € Z} that assigns to the point (z,0) a mass of w.
Finally define distributions D", F” on {—1,0, 1} as follows:
D"(=1) = p1, D"(0) =po, D"(1)=0

F'(~1) =0, F"(0)=py, F"(1)=p1.

From the definitions of D", F" we see that A(D",F") = p; = A(D, F). Moreover, if Z}, Z{ are distributed
according to D", F", respectively, then g(Z;), g(Z;) are distributed according to D', F'. Next, let H" € H_; 13
be the random histogram distributed according to RB? v~ Then the push-forward histogram g, H "€ Hz,z is
distributed according to R ... It follows from Lemma that
(I=)n/2,n  p(1+)n/2,n (I=7)n/2,n  p(1+7)n/2,n
A (RD/7F/ ’RD/’F/ ) < A (RD//7F// 7RD//’F// ) . (52)
Thus, since A(D”, F") = A(D', F') = A(D, F), and by (50), (51), and it suffices to show that there is some

constant ¢’ such that, assuming A (RS,,_ }),,n/ 2m RS,T }),7/ 2™} > ¢, it follows that 1 — pg = A(D", F") = 1—c'v*n.

Let random variables H(1=7)7/2 [ (1+1)7/2 pe distributed according to R%,T }),,"/ >" and Rg,,+ }),7/ 2’", respec-

tively. Since H(1*7)"/2 are each histograms of n elements, they are completely determined by their values on —1

and 1. Next note that the distribution of the tuple (H~1"/2(—1), H(1=7)7/2(1)) is the distribution of (Bin((1 —
Y)n/2,1—po), Bin((1 +~)n/2,1— pg)), where the two binomial random variables are independent. Similarly, the
distribution of the tuple (H+)%/2(—1), H(1+7)"/2(1)) is the distribution of (Bin((1 4+ v)n/2,1 — po), Bin((1 —
¥)n/2,1 — pp)). To upper bound

A(HIMR (1), HUTR (1)), (HOE02 (1), HOM2 (1))

it therefore suffices to upper bound A (Bin((1 —v)n/2,1 — po), Bin((1 4+ v)n/2,1 — po)). To do this, we use
2
[Roo06|, Theorem 2, Eq. (15)], which implies that as long as v > 1/n and W < 1/4, we have that

3v*n(1 — po)

A (Bin((1 = 7)n/2,1 - po), Bin((1 +7)n/2,1 - po)) < 2y/e - -

(33)

If W > 1/4 then we get pg < 12y%n. Otherwise, together with A <Rg//_})//n/27n, RSZF})””/QW) > c

gives us that & < 24/e - \/3v2n/po, meaning that py < O(7?n/c?). In particular, for some constant ¢ = ©(1/c?),
we have shown that 1 — pg > 1 — ¢/~v?n. O

Now we are ready to prove Lemma [3.15|using Lemma [3.20]
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Proof of Lemma By increasing « by at most a constant factor we may ensure that (1 + «)n/2 are integers. We
define two distributions of inputs, D7 and Ds. For Dy, exactly (1 — «)n/2 of the z; are set to v and the remaining
(1 + a)n/2 of the z; are drawn uniformly from [B]. For Do, exactly (1 + «)n/2 of the x; are set to v and the
remaining (1 — a)n/2 of the x; are drawn uniformly from [B]. Under both D; and D, the subset of which users
are chosen to have their x; fixed to v is chosen uniformly at random.

By the Chernoff bound, for A > 0, as long as « < 1, we have that

Pley,.on)~Ds [i ex)o = (1—a)n/2+ (1 + N1 +a)n/2B)| < exp(—nmin{\, A\?}/(3B)). (54)

Por,on)~Ds [Z(exi)u <(I+an/2+ (1-MN)(1-a) n/2B)| < exp(-—nmin{\,\*}/(3B)). (55)
i=1

Choose A so that exp(—nmin{\, A\?}/(3B)) = (1 — 28)/4, ie., min{\,A\2}/B = 3/n - log(4/(1 — 283)).
Explicitly, we have:

n n

A:me{3Bkg@Kl—2B»W¢38bgﬂﬂl—25»}‘

We now consider two possible cases for A:

Case 1. In the case that A\ = 3B log(4/(1 — 2/3))/n, we have A > 1. Moreover, since 2\/B = 6log(4/(1 —
26))/n < a/2 (by ), the fact that R is («/6, §)-accurate implies that R is (% - (o —2\/B), p)-accurate. In turn
it follows that Ris (5 - (o — (A + )/ B), 3)-accurate.

Case 2. In the case that A = /3B log(4/(1 — 2/3))/n, we have A < 1. Since A/B = 1/3log(4/(1 — 283))/(nB) <
a/4 < af2—a/B (by ), the fact that R is (o/6, 3)-accurate implies that R is (5 - (o« — (A + ) /B), 3)-accurate.

In both cases, it follows that, by Definition there exists some analyzer A : Z™ — [0, 1] so that, for any dataset
X = (x1,...,x,), with probability 1 — [ over the local randomizers, |A(R(z1), ..., R(z )) L 1(ex,)o| <

o=+ a) /B). (Here we are only using accuracy on the vth coordinate.) Define f : [0,1] — {0,1} by

fl@)=1lifz>1+ (H’\O‘ )" and f(z) = 0 otherwise. Using and 1| it follows that

Elor. oy ARG, - R -Eerayops FAR@), .. ., R(ea))] = 1-28—2 exp(—n)/(12B)).

(56)
For b € {1,2}, let Hy, : Z — Zx( denote the random variable that is the histogram of the R(z;) when (z1,...,2),)
are drawn according to Dy, and let Dy, be the distribution of Hj. For a histogram h : Z — Zso with Y _- h(2) = n,
define G(h) € Z" to be the random variable obtained by permuting uniformly at random the multiset consisting of
h(z) copies of z for each z € Z. Note that for b € {1,2}, the distribution of G(Hj) is exactly the distribution of
(R(z1),...,R(xy,)) when (z1,...,2,) ~ Dy. It follows from (56) and our choice of ) that

1-28
5

By, [F(AGH2))] =By, _p, [F(AG(H)))] =

Hence A(Dy, Dy) > 1 — 28 — 2exp(—n)/(12B)). i
By definition, D; is the distribution of hist(Z1, ..., Z,1—a)/2; Wn(i—a)/2415 - - - » Wa) and Dy is the distribu-
tion of hist(Z1, ..., Zy(14a)/2: Wn(14a)/241,- - -» Wn When Z1, ..., Z,, ~ Py iid, and W1,..., W, ~ @ iid. By

Lemma [3.20|with D = P,, F' = (), we must have that A(P,, Q) = 1 — ca?n for some c = © (W) O

3.5 Lower Bounds for Single-Message Selection
In this section we prove Theorem 1.2} stated formally below:

Theorem 3.22 (Nearly tight lower bound for single-message shuffled model selection). Suppose n, B € N and
e < O(1) and 6 < o(1/(nB)). Any single-message shuffled model protocol that is (e, §)-differentially private and
solves the selection problem with n users and with probability at least 4/5 must have n > ) (B).
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As we did for frequency estimation in the single-message shuffled model, we will prove Theorem by
appealing to Lernma and proving an analogous statement for (¢, 1 )-differentially private local-model protocols
where the privacy parameter €, is approximately In n. The proof is similar in structure to that of [UIl18]], established
a lower bound on n which is tight in the case that e;, = O(1) and 67, = 0.

We begin by defining a distribution under which we shall show selection to be hard.

Definition 3.5 (Distributions Dy ;). Fix B € N. For ¢ € {0,1},j € [B], let the distribution Dy ; be the uniform
distribution on the subcube {z € {0, 1} : x; = ¢}.

Let D denote the joint distribution of (L, J, X), where (L, .J) ~ Unif({0,1} x [B]) and conditioned on L, J,
X ~Dp.

Definition 3.6 (Distributions P ;). Next suppose that for some finite set Z, R : {0, 1}% — Zis a fixed local
randomizer. Let Py ; be the distribution of R(X) when X ~ Dy ;. Let Q be the distribution 5 > jeBleef0.1} Fej-

Note that @ is the distribution of R(X) when X ~ Unif({0, 1}7).

To prove Theorem [3.22] we first establish Lemma[3.23|below, which applies to any protocol that is differentially
private in the local model of differential privacy (with a large privacy parameter €1,):

Lemma 3.23. For a sufficiently small positive constant c, the following holds. Suppose R : {0, 1}B — Zis

an (er,0p)-(locally) differentially private protocol with §;, < WXP(EL)). Moreover suppose that A : Z" —

{0,1} x [B] is a function so that, if L ~ {0, 1}, J ~ [ B] are uniform and independent, then

1
PLu X1, Xo~(Dr s |L,0) [ACR(XD), - R(Xn)) = (L, T)] = 3. (57)
Then
cBlog B
nz-——

1+¢€p '

Theorem is a straightforward consequence of Lemma and Lemma (see [UILL18]). We provide the
proof for completeness.

Proof of Theorem[3.22] Let ¢y € (0,1) be a sufficiently small positive constant to be specified later. Suppose for
the purpose of contradiction that Ps = (R, S, A) is an (e, §)-differentially private single-message shuffled model
protocol that solves the selection problem with n < ¢y B users and probability at least 4/5. By Lemma Py, =
(R, A) is an (¢ + Inn, §)-locally differentially private protocol that solves the selection problem with n users and
probability at least 4/5.

It follows by a Chernoff bound and a union bound that if J ~ Unif([B]) and X1,...,X,, ~ D s|J, then

Prxy,..Xo~Dy g7 [AR(X1), ..., R(X,)) = J] = 3/4 (38)

as long as n > Q(+/log B). (In particular, we can guarantee that with probability at least 1 — 1/20, for all j" # J,
ST (X < S0 (X)) — /10 = 9n/10)
It follows from that if L ~ Unif({0, 1}) is independent of .J,

IP)J7X1,...,X,L~DL,J|J [A(R(X1)7 SO R(Xn)) = (Jv L)] = 3/8'

The above equation is a contradiction to Lemma in light of the fact that R is (¢ + In n, §)-differentially private,

cBlog B
n < cyB < Trerinn and

n(B + exp(e + In(n)))’

(The above bound on 0 can be seen by noting that & < ¢y/(nB) by assumption and exp(e+In(n)) = O(n) < O(B).)
O

o<

The bulk of the proof of Theorem is to establish an upper bound on I((L, J); R(X)), when (L, J, X) ~ D.
Lemma below provides this upper bound.
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Lemma 3.24. Suppose e, > 0, 61, € (0, 1), and R is (e1, 01 )-differentially private. Then we have that

1+¢p

Eovrj~g [KL(P;]|Q)] < O < +6-(B+ eEL)> ,

where Py j, () are as defined in Definition
The proof of Lemma[3.23| from Lemma [3.24]is entirely standard [UIL18]. We provide a proof for completeness.

Proof of Lemma[3.23] Suppose L, J are drawn uniformly from {0,1} x [B], and then X;,...,X,, ~ Dy j are
drawn i.i.d. Let Z; = R(X4),...,Z, = R(x,) denote the resulting random variables after passing X1,..., X,
through the local randomizer R. (In particular, Z1, ..., Z, are drawn i.i.d. according to Py, ;.) By Fano’s inequality,
for any deterministic function f : Z" — {0, 1} x [B], we have that

Pr.gz,..z, [f(Z1,...,Zn) = (L, J)]

_ 1+ I(Zy,...,2Zy); (L, J))

= log2B

< 1 +7”L-I(Z1;(L,J))

log 2B

1+n-KL((Z1, L, )| 2, ® (L, J))
log2B

L+ By ~unitqo,13x[B) [KL(Pe;1Q)]

log2B

1+C- <7”(1;5L) +on- (B + efﬂ)>

log2B ’

<

(59

where uses Lemma and C'is a sufficiently large constant. If n < BloeB then using the assumption on ¢

1+er,
we may bound (59) above by
1+ C-clogB+c

log B ’
which is strictly less than 1/3 for a sufficiently small constant ¢, thus contradicting . O

Finally we prove Lemma[3.24]

Proof of Lemma Recall the notation of Definition Forz € {0,1}? and z € Z, we have p, , = Pg[R(7)
z],and for S < Z, py s = Pr[R(z) € S]. Alsoset g. = 55 > c(0 115 Pa,z = Px~vp,r[R(X) = 2] = pz-q[Z
z] and gs = )., g ¢. for § = Z. Notice that

E¢nit({0,1}),j~Unit([B]) [KL(Pr;]|Q)]

Pz-p, | Z = 2]
=Ee; Pzop,.[Z = z] - log <J>
’ ze% " Pz qlZ = #]

1
1 1 2B-T ZZ‘E{O,I}B:Ijzf D,z
2B Z Z B—1 Z P,z | - log (
2b 2 =L

te{0,1},je[B] 2€Z 2e{0,1}B 4
1
1 1 237—1 Z$:J; i=Yj px,z
:Zﬁ Z py,Z‘BZIOg< qg : )
€27 ye{0,1}B je[B] ?
1 1 Dy,z 1 Pz,z
DI DI T A M =D s (60)
2€Z je[B] ye{0,1}B T =Yj
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For each z € Z, define a function f, : {0,1}% — Ry by f. () := pg—;. Thus, forany j € [B], E,unit((0,138)[f2(@)] =

]Eac~ NSz Ea:~ Lz
Dy, LS (f)];r CIFIEEC) RS may now upper bound |@l by

o nit({0,1}),j~Unit((5]) [KL(Pes[|Q)] < D g+ 5= 55 ZEy~DM f-()] -log (Ey~p,,[f-(»)]).  (61)
zeZ
Foreach z € Z, x € {0,1}5, set
(x) :fa(x) < 2efL
oy {7 @
0 : fo(x) > 2€°L,
and h(x) := f.(x) — g.(z).

We next note the following basic fact.

Fact 3.25. Suppose go, g1, ho, h1 = 0 are real numbers such that W = 1. Then

1(91 — go)(h1 — ho).

1
golog(go + ho) + g1log(g1 + h1) < 5(91 —g0)* + 5

Proof of Fact[3.23] Let ¢ € [0,1] be such that go + hg = 1 — c and g1 + hy = 1 + ¢. Then using the fact that
log(l+z) < zforallz > —1,

golog(go + ho) + g1 log(g1 + h1)
= golog(1 —¢) + g1 log(1 + ¢)
—goc + gi1¢

_ (91— 90) + (h1 — ho)
2

: (91 - 90)7
which leads to the desired claim. O

Recall that for a boolean function f : {0,1}% — R we have f({j}) = 3 (Ez~p,o[f(2)] — Esup,,[f(z)]) for

each j € [B]. Using Fact|3.25|in (61) with go = E;~p, ;[9:(7)], 91 = Ez~p, ;[92(2)], ho = Ez~p, , [h-(x)], and
h1 = Ey~p, ;[h:(7)] for each z € Z, j € [ B], we obtain

B¢ unit ({0, 1}),j~Unif([B]) [KL(PMHQ)]
<Y 5 B G UGN+ N e s N Eeep, [ha(e)] - log (Baun,, 1))

26Z j€[B] 2€Z j€[B],¢e{0,1}
<Y EWel+ ) E Z (DA} + 3 E Y B, [ha(@)] (62)
zeZ zEZ zeZ 7.
qz . By,
= Z Wl 2 Z 9z {J} ({7} + 2 5 x~Unif({0,1}B)[hz(9C)]- (63)
zeZ zeZ zeZ

where the uses the fact that f,(z) = p" : < 2B forany 2 € {0,1}B,z € 2.

Next, notice that for an arbitrary non- negatlve valued boolean function f : {0,1}”® — R, for and j € [B] we
have f({j}) < E, unit(fo1}5)[f(2)]. Also using the fact that g.(z) < 2¢°* foreach z € Z,x € {0, 1}5, we see

that
qz €
Z Z 9:({GDh=({5}) < D 267z - By umispo,1y2y L1 ()] (64)
zEZ 2EZ

Next we derive an upper bound on >} > q. - B, unif(fo,135)[h=(7)]. Here we will use the (e, d1,)-differential
privacy of R; intuitively, the differential privacy of R constrains the ratio p /g, to be small for mostz € {0, 1}5, 2 €
Z, except with probability d7,.
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For each 2 € {0,1}5, set Ty := {z €z ko 2eEL}. Note that h(z) > 0 if and only if = € ;. Then

Z qz - :c~Un1f {0, 1}3)[h (J")]
z2€Z

= @2 By vmitqoy 2y [1[z € Ta] - ha()]

z€Z

- IE:z~Unlf ({0,1}8) !Z qz - ha( ]

2€T%

- IEx~Un1f ({0,1}B) [ Z Pz z]

2€T
= E,—unit(f0,135) [Pz, 721 5 (65)

where we have used that for z € T, h,(x) = f,(x) = ps./q.. Butsince Ris (er,0r)- differentially private, we
have that p, 7, < €°L - p, 1, + 6, for any z,y € {0,1}7. Averaging over all y, we obtain p, 7, < el - q7, + I <
€L . g:;gf + 01,80 pp 7, < 207, Since this holds for all z, it follows by and l that

qz
B¢ Unit({0,1}),j~Unit([B]) [KL(Pe,;1|@)] (Z =W'[g ) +(2e + B/2) - > q: - By umirgqo1y5) [P ()]

2€EZ 2€Z
(Z Lyyifg ) + (2¢° + B/2) - 20y, (66)
2€EZ

By definition of g, we have that §.(2) = E, unir(f0,132)[92(¥)] < Epounit(go1y5)[f2(z)] = 1. Foreach z € Z,
define a function ¢ : {0,1}”® — Rxq, by ¢.(x) = g.(x) + (1 — §.(@)). Certainly W'[g.] = Wl[¢ ], 0 <
9.(r) < 1+ 2e°F forall , and E, _ypir(f0,13)[9% ()] = 1. Now we apply the level-1 inequality, stated below for
convenience.

Theorem 3.26 (Level-1 Inequality, [O"D14], Section 5.4). Suppose f : {0,1}2 — Rxq is a non-negative-valued
boolean function with 0 < f(z) < L for all z € {0,1}B. Suppose also that E, unit(fo,138)[f(z)] = 1. Then
W![f] <6In(L).

Using Theorem [3.26] for each z € Z, with f = g/, L = 1 + 2¢°L, we get that W![g.] < 61n(1 + 2¢°L) <
6 In(3e°L). From (66) it follows that

e 6 ln(;esL)

as desired. O

B¢ unit({0,1}),j~Unit([B]) KL(Pej + (2e°F + B/2) - 26p,

4 Multi-Message Protocols for Frequency Estimation

In this section, we present new algorithms for private frequency estimation in the shuffled model that significantly
improve on what can be achieved in the local model of differential privacy. By our previous lower bounds, such
protocols must necessarily use multiple messages. Our results are summarized in Table [2| which focuses on com-
munication requirements of users, the size of the additive error on query answers, and the time required to answer
a query (after creating a data structure based on the shuffled dataset). To our best knowledge, the only previously
known upper bounds for these problems in the shuffled model (going beyond local differential privacy) followed
via a reduction to private aggregation [CSUT19]. Using the currently best protocol for private aggregation in the
shuffled model [BBGN19a, (GPV19] yields the result stated in the first row of Table [2] Since the time to answer a
frequency query differs by a factor of (:)(n) between our public and private coin protocols, we include query time
bounds in the table. We start by stating the formal guarantees on our private-coin multi-message protocol.
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Problem Messages Me'ssag.e sie Error Query time
per user in bits
Freguency estimation log(B) log % /e
(private randomness) B log B 1
[CSU™ 19/ BBGN19a, [GPV19] (expected error)

Frequency estimation nlog( L) logn log B
(private randness) l"gﬁ# lognlog B log B + —Vlog(B)l:g(l/(E‘s)) (56 )52

Section 4.1

O, 3/2 O, O,
}zrecll:i?ncy Zstimati();] Ww lOg n+ lOg lOg B log (B)\/El g(log B/d) log B
public randomness " 1
Section@ B log B log(B)log 5 /e 1

Table 2: Overview of bounds on frequency estimation in the shuffled model with multiple messages. Each user is assumed
to hold & = 1 value from [B], and » > 0 is a constant. The query time stated is the additional time to answer a query,
assuming a preprocessing of the output of the shuffler that takes time linear in its length. Note that frequencies and counts are
not normalized, i.e., they are integers in {0, .. ., n}. For simplicity of presentation in this table, constant factors are suppressed,
the bounds are stated for error probability 3 = B~°(), and the following are assumed: 7 is bounded above by B, and
d <1/logB.

Theorem 4.1 (Frequency estimation via private-coin multi-message shuffling). Let n and B be positive integers and
e > 0andd € (0,1) be real numbers. Then there exists a private-coin (e, d)-differentially private algorithm in the
log(B) mg(l/(ea)))

shuffled model for frequency estimation on n users and domain size B with error O ( log B + -

and with O (%) messages per user, where each message consists of O(lognlog B) bits. Moreover, any

;S)lognlogB>
2 .

. n log(
frequency query can be answered in time O ( -

Theorem [4.1] is proved in Section 4.1l We next state the formal guarantees of our public-coin multi-message
protocols, whose main advantage compared to the private-coin protocol is that it has polylogarithmic query time.

Theorem 4.2 (Frequency estimation via public-coin multi-message shuffling). Let n and B be positive integers and
e > 0and 6 € (0,1) be real numbers. Then there exists a public-coin (e, )-differentially private algorithm in
log (log B/) )

£

L L . log®/?(B
the shuffled model for frequency estimation on n users and domain size B with error O ( og”(B)

and with O (10%3(3) 1o§z(log(B)/5)> messages per user, where each message consists of O(logn + loglog B) bits.

Moreover, any frequency query can be answered in time O(log B).

The public-coin protocol in Theorem [4.2]and its analysis are presented in Section

Prior work [BS15, [ BNST17, BNS18|| has focused on the case of computing heavy hitters when each user holds
only a single element. While we focus primarily on this case, we will also consider the application of frequency
estimation to the task of computing range counting queries (given in Section[5|below), where we apply our protocols
for a frequency oracle as a black box and need to deal with the case in which a user can hold £ > 1 inputs. Thus,
in the rest of this section, we state our results for more general values of k (although we do not attempt to optimize
our algorithms for large values of k, as k will be at most poly log(n) in our application to range counting queries).
Moreover, our results for £ > 1 can be interpreted as establishing bounds for privately computing sparse families of
counting queries (see Appendix [B).

For clarity, we point out that the privacy of our protocols holds for every setting of the public random string. In
other words, public randomness is assumed to be known by the analyzer, and affects error but not privacy.

4.1 Private-Coin Protocol

In this section, we give a private-coin protocol (i.e., one where the only source of randomness is the private coin
source at each party) for frequency estimation with polylogarithmic error and polylogarithmic bits of communication
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per user. In the case of local DP, private-coin protocols were recently obtained by Acharya et al. in [ASZ19,|AS19].
These works made use of the Hadamard response for the local randomizers instead of previous techniques developed
in the local model and which relied on public randomness. The Hadamard response was also used in [[CKS19,
CKS18,INXY *16] for similar applications, namely, private frequency estimation.

Overview. For any power of two B € N, let Hg € {—1,1}%*5 denote the B x B Hadamard matrix and for
je[B—-1],set Hpj == {j' € [B] | Hji1 = 1 By orthogonality of the rows of Hp, we have that
|HpB,j| = B/2 forany j € [B — 1] and for all j # j', it is the case that |Hp j N Hp j| = B/4. Forany 7 € N,

we denote the T-wise Cartesian product of Hp ; by ’Hg’ ;< [B]”. In the Hadamard response [ASZ19]], a user

whose data consists of an index j € [B] sends to the server a random index j’ € [B] that is, with probability %’
chosen uniformly at random from the “Hadamard codeword” H g ; and, with probability H%’ chosen uniformly
from [B]\H B ;.

In the shuffled model, much less randomization is needed to protect a user’s privacy than in the local model of
differential privacy, where the Hadamard response was previously applied. In particular, we can allow the users to
send more information about their data to the server, along with some “blanket noise’ﬂ which helps to hide the true
value of any one individual’s input. Our adaptation of the Hadamard response to the multi-message shuffled model
for computing frequency estimates (in the case where each user holds up to k£ elements) proceeds as follows (see
Algorithm [1]for the detailed pseudo-code). Suppose the n users possess data Si, . . ., S, < [B] such that |S;| < k —
equivalently, they possess z1, ..., z, € {0, 1}5, such that for each i € [n], ||z;||; < k (the nonzero indices of x; are
the elements of S;). Given z;, the local randomizer R™2d augments its input by adding k — ||z;||; arbitrary elements
from the set {B + 1,...,2B — 1} (recall that kK < B). (Later, the analyzer will simply ignore the augmented input
in{B+1,...,2B — 1} from the individual randomizers. The purpose of the augmentation is to guarantee that all
sets S; will have cardinality exactly k, which facilitates the privacy analysis.) Let the augmented input be denoted
¥;, so that 7; € {0,1}?8~! and |%;|; = k. For each index j at which (;); # 0, the local randomizer chooses 7
indices a; 1, ..., a;, in Hap ; uniformly and independently, and sends each tuple (a; 1, ...,a; ) to the shuffler. It
also generates p tuples (g1, ...,0d4-) Where each of @y 1,...,a4 - is uniform over [2B], and sends these to the
shuffler as well; these latter tuples constitute “blanket noise” added to guarantee differential privacy.

Given the output of the shuffler, the analyzer AH2d determines estimates z; for the frequencies of each j € [B]
by counting the number of messages (a1, ..., a;) € [2B]” which belong to H3; ;. The rationale is that each user
such that j € S; will have sent such a message in Hj B,j- As the analyzer could have picked up some of the blanket
noise in this count, as well as tuples sent by users holding some j' # j, since H ; N Hyp 5 # &, it then corrects
this count (Algorithm |1} Line to obtain an unbiased estimate Z; of the frequency of j.

Analysis. The next theorem summarizes the privacy, accuracy and efficiency properties of Algorithm|[I]for general
values of k.

Theorem 4.3. There is a sufficiently large positive absolute constant  such that the following holds. Suppose
n,B,k € Nwithk < B, and 0 < ¢,0,3 < 1. Consider the shuffled-model protocol PH*d = (RHad g AHad)
with T = logn and p = 364> (ln %) Then PH24 js a (e,6)-differentially private protocol (Definition with

2

(0] (M) messages per user, each consisting of O(log nlog B) bits, such that for inputs x1, . . ., x, € {0,1}?
satisfying |x||1 < k, the estimates 3 ; produced by the output of P'®(n, B, 7, p, k) satisfy

8- i . kr/1og(B/B) 1og(k:/55)>] N
=1

(67)

P[Vje[B] : :

<0 <log(B/B) +

Moreover, any frequency query can be answered in time O (n log nlog B (%))

3Since the first row of the Hadamard matrix H p is all 1’s, we cannot use the first row in our frequency estimation protocols. This is the
reason for the subscript of j + 1 in the definition of Hp ;.
"“This uses the expression of Balle et al. [BBGN19c]
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Algorithm 1: Local randomizer and analyzer for frequency estimation via Hadamard response
1 RM*d(n. B 7 p, k):

Input: Set S < [B] specifying i’s input set;

Parameters n, B, 7, p, k € N

Output: A multiset 7 < {0, 1}108257

2 fory=B+1,B+2,...,2B—1do

// RAugmentation step

if |S| < k then
L S —Su{j}
for j € S do
L Choose a1, ..., a;, € Hop j uniformly and independently at random
forg=1,2,...,pdo
L Choose dg.1, . . ., dg,r € [2B] uniformly and independently at random
9 return 7 := (J;cs{(aj1, -, a57)} U U1 gepl(@q, .- agr)} // Each element of T is

viewed as an element of ({0,1}!°¢2B)7 by associating each element of
[2B] with its binary representation.

10 AHd(n B 7 p k):

Input: Multiset {1, ..., ym} consisting of outputs of local randomizers, y; € ({0, 1}1°8258)7;
Parameters n, B, 7, p, k € N

Output: A vector & € R? containing estimates of the frequency of each j € [B]

1 for j € [B] do

12 | Let@; <0

13 for j € [B] do

14 for i € [m] do

15 Write y; € ({0, 1}10g23)7’ as y; = (ai71, ceey aw), with i1y, 057 € {0, 1}10g23
16 if {ai1,...,air} € Hop,; then

17 L .fjj — i’j +1

18 for j € [B] do

19 L &j— —5= (& — (p+k)n277) // De-biasing step

20 return 2

Before we prove Theorem[4.3] instantiating Theorem 4.3 with k£ = 1 directly implies Theorem [.1]

Theorem [4.3]is a direct consequence of Lemmas {.4] 4.5 and .6] which establish the privacy, accuracy, and
efficiency guarantees, respectively, of protocol P24, The remainder of this section presents and proves the afore-
mentioned lemmas. We begin with Lemma which establishes DP guarantees of PHad,

Lemma 4.4 (Privacy of PH2d), Fixn, B € N with B a power of 2. Let T = logn, ¢ < 1, and p = %21/5. Then the
algorithm S o RM(n, B, 7, p, k) is (ke, § exp(ke)/e)-differentially private.

Proof. For convenience let P := S o RM2d(n, B, 7, p, k) be the protocol whose (&, §)-differential privacy we wish
to establish. With slight abuse of notation, we will assume that P operates on the augmented inputs (Z1, ..., %)
(see Algorithm|[1] Line[d). In particular, for inputs (21, ... ,2,) that lead to augmented inputs (Z1, ..., Z), we will
let P(Z1,...,&y,) be the output of P when given as inputs z1,...,z,. Let ) be the set of multisets consisting of
elements of {0, 1}1°825%7: notice that the output of P lies in ).

By symmetry, it suffices to show that for any augmented inputs of the form X = (Z1,...,Tpn—1,Tp) and X' =
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(Z1,...,%n—1,,), and for any subset i < ), we have that
P[P(Z1,...,%n) eU] < e -P[P(Z1,...,Tn_1,7)) EU] + 6. (68)

We first establish for the special case that &, ], differ by 1 on two indices, say j, j/, while having the same ¢;
norm: in particular, we have |(Z,,); — (Z;,);| = 1 and |(Z,,),;» — (Z},) 7| = 1. By symmetry, without loss of generality
we may assume that j = 1,7/ = 2 and that (Z,); — (Z},); = 1 while (Z],); — (Z,);» = 1. To establish (68) in this
case, we will in fact prove a stronger statement: for inputs (Z1, . .., &, ), define the view of an adversary, denoted by
Viewp(Z1,...,Ty), as the tuple consisting of the following components:
e Foreachi e [n— 1], the set S; := Uj:@:),=1{(a4.1,- - -, ajr)} of tuples output by user i corresponding to her
true input ;.
o The set S,, := Ujjet1,23,(n),=1{(@3,1, - - - s a;7)} of tuples output by user n corresponding to her true (aug-
mented) input Z,,, except (if applicable) the string that would be output if (Z,,); = 1 or (Z,)2 = 1.
e The multiset {y1, ..., ymn} consisting of the outputs of the n users of the protocol P.
It then suffices to show the following:

P[Viewp(Z1,...,Tn-1,Tn) = V] 66] <4 (69)

Py iewp (T T . ~ = = =
V~Viewp (Z1,...,%n) [P[Vlevvp(xl, ey Bp1, ) = V]

n

(See [BBGN19c| Theorem 3.1] for a similar argument.)

Notice that each of the elements 1, ...,y in the output of the protocol P consists of a tuple (ai,...,a;),
where each aq,...,a; € [2B]. Now we will define a joint distribution (denoted by D) of random variables
(Walw,,aT)al,m’aTe[QB],Q,Q’, where, for each (a1,...,a;) € [2B]", Wy, .0, € Zx0, and Q,Q’ € [2B]", as
follows. For each tuple (a1, ...,a,) € [2B]7, we let Wy, 4. be jointly distributed from a multinomial distribution
over [2B]" with pn trials. For each (a1, ... ,a;) € [2B]7,let W,, 4. be the random variable representing the num-
ber of tuples (dg,1,. .., Gg,r) generated on Line [§of Algorithm [I]satisfying (dg,1,...,agr) = (a1,...,ar). Notice
that the joint distribution of all Wy, . ,, is the same as the joint distribution of Wal,...,aT, for (a1,...,a;) € [2B]".
Intuitively, Wy, . ., represents the blanket noise added by the outputs (a1, .. .,d,) in Line [ of Algorithm
Also let , Q" € [2B]™ be random variables that are distributed uniformly over 7] B.1» Hjp 9, espectively. Then
since the tuples (dg,1, . . . , Gg,r) are distributed independently of the tuples (a; 1, ..., a;,) (j € S;), is equivalent

PWay . ars@@~p [V(a1,...;ar) € 2B]" : Way,. 0, +1[Q = (a1,...,a7)] = Way,....a, + 1[g = (a1,...,a7)]]
Py, o ar,@@~p[V(a1,. .. ar) € [2B]" : Way,. a, +L[Q" = (a1,...,0r)] = Way,....a, + L[g = (a1,...,ar)]]

Set Wq,....a, := Wa,,..ar + 1[q = (a1,...,a;)]. By the definition of D we have

ar,@,Q'~D [V(al, . ,G,T) € [2B]T : Wa17“'7a7’ + ]]_[Q = (al, A ,a7—>] = U~]a17“_7a7]
) (2B)" >]
—Eg-p | (2B Tf’"-( )
@~ [ ) {wa1,...,a7— - H[Q = (ah SRR aT)]}(aL...,aT)e[ZB]T

2 \" B (2B)" ) _
= - . 2B Tpn< - . wa/ al
(23) ( ) {wa1,...,a7—}(al,...,aT)e[QB]T d Z bt

) (2B)" )
{Way,....ar }(ay,...,ar)e[2B]T

,,,,,

In the above equation, the notation such as (
(@B)7)!

ap,eey ar€[2B] @al,u.,a
]P)W‘ll ----- ar,@,Q'~D [v(a17 o a‘F) € [QB]T : Wa17...7a-r + ]l[Ql = ((11, N ,CLT)] = ﬁ)m,...,aq—]
- (2B)"
-soraem
Q {U)m,...,a-r - :H.[Q/ = (al, ey aT)]}(a17...’a7_)e[2B]T

2\T (2B)" )
= |55 ’ (2B) Tpn( ~ > : Wy ....a -
<2B> {wal,m,ar}(al,...,aT)e[2B]T Z pee

/
al"">a;€H2B,2

refers to the multinomial coefficient, equal to

;- Similarly, for the denominator of the expression in |i
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Thus, is equivalent to

]P)wu.l ..... ar 7q’q/~D > < 5' (71)

2: ’ ’ Wy /
alv"'vaTEHQB,l ay,e--,07 65]

/ w /
Zap...,a’Te?-LQR2 a,...,al

Notice that Za’l,---,a’TeHgB,1 Wqr ..o is distributed as 1 + Bin(pn,277), since ¢ € Hjp, with probability 1 (by
definition of () ~ D), and each of the pn trials in determining the counts wy, ... o, belongs to Hap o with probability
277, Similarly, », 0 Hop _a is distributed as Bin(pn + 1,277); notice in particular that g, which is
distributed uniformly over #jp |, is in Hj 5 o with probability 277. By the multiplicative Chernoff bound, we have
that, for n < 1, it is the case

U}
ay,

—1°p
Py <Bin(pn,1/m) [IW = pl > pn] < eXp( 3 ) (72)

As long as we take p = %9/‘”, inequality will be satisfied with = €/6, which in turn implies inequality
since

(L+e/6)p+1 _ e/Sp +1 _ et</6p

p(1—¢/6) ~ e=Bp ~ e

where the second inequality above uses (p 4+ 1)/p < e¥/2 for our choice of p.
We have thus established inequality for the case that %,,, Z, differ by 1 on two indices. For the general case,

consider any neighboring datasets X = (Z1,...,%,) and X’ = (Z1,...,%,-1,2,); we can find a sequence of at
most k — 1 intermediate datasets (Z1, ..., Zp—1, :zﬁ# )), 1 < p < k — 1 such that :1:,({‘ ) and 1'7(1 b differ by 1 on two

indices. Applying inequality to each of the £ neighboring pairs in this sequence, we see that for any U/ < ),

zeks

P[P(X)eU] < e PP(X)elU]+6-(1+€ +---+e* D) < b . P[P(X) elUd] +6 -

where we have used € < 1 in the final inequality above. O
We next prove the accuracy of Algorithm [T}

Lemma 4.5 (Accuracy of PH2d), Fix n, B € N with B a power of 2. Then with T, p as in Lemma the estimate
& produced in A" in the course of the shuffled-model protocol PH*4 = (RH2d 5 AWad) \with input 1,... 2, €

{0, 1}5 satisfies
]P [

Proof. Fixany j € [B]. Let(; = Y. ;(x;);. We will upper bound the probability that §; := &; — (; is large. Notice
that the distribution of Z; is given by

n

S

i=1

< +/3In(2B/B) - max{31n(2B/B),p + k} | = 1 — 8.

o0

1—9-7 (¢ +Bin(pn + kn — ¢;,277) — (pn + kn)277) .
This is because each of the pn tuples (ag,1,. .., dg,,) chosen uniformly from [2B]™ on Line 8] of Algorithm [ has
probability 277 of belonging to Hj; ;. and each of the kn — (j tuples (aji 1,...,a5 ) (for j' € S, j' # j, i € [n])
chosen uniformly from #J 2B, in Lme of Algorlthm also has probability 277 of belonging to 5 ;. (Moreover,
each of the ¢ tuples (a;1,...,a;-) chosen in Llne@of the local randomizer always belongs to ’H2 B )

Therefore, the distributlon of &; is given by

1
1-2-7

- (Bin(pn + kn — (;,277) — (pn + kn — (;)277) .
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Using that 7 = log n, we may rewrite the above as

n

——  (Bin((p+k=¢/n)-n,1/n) = (p+k = ¢/n)).

For any reals ¢ > 0 and 0 < n < 1, by the Chernoff bound, we have

—7726
IP)£~Bin(cn,1/n) [|Z - C| > 770] < 2exp < 3 ) .

Moreover, for n > 1, we have

]P)§~Bin(cn,1/n) [|Z - C| > 776] < 2exp <3> .

We have 2 exp(—n?c/3) < 3/B aslong asn > 1/3In(2B/8)/c. Setc = p+ k — (j/n,sothat p < ¢ < p + k.
First suppose that /3 In(2B/3)/(p + k — {;/n) < 1. Then we see that

P[|&; — ¢j| > +/3n(2B/B) - (p + k)] < B/B. (73)

In the other case, namely p + k — (j/n = ¢ < 3In(2B/f), set n = 31n(28/3)/c, and we see that
P[|#; — ¢;| > 3In(2B/B)] < B/B. (74)
The combination of and with a union bound over all j € [ B] completes the proof of Lemma U

Next we summarize the communication and computation settings of the shuffled model protocol P24,

Lemma 4.6 (Efficiency of PH2d), Letn, B, 7, p, k € N. Then the protocol P2 = (RH2d(n, B 1. p. k), S,
ARad(n B 1 p, k) satisfies the following:

1. Oninput (z1,...,7,) € {0,1}5, the output of the local randomizers R'®d(n, B, 7, p, k) consists of n(k + p)
messages of length T log 2B bits.

2. The runtime of the analyzer AU (n, B, 1, p, k) on input {y1, ..., ym} is at most O(Bmt) and its output has
space O(Blog(n(k + p))) bits. Moreover, if T = logn (i.e., as in Lemma[d.4), and if its input {y1, ..., Ym} is
the output of the local randomizers on input 1, . . ., x, (so that m = n(p + k)), there is a modification of the
implementation of A4 in Algorithmthat, for 3 € [0,1], completes in time O((p+k)nlog® B+ Bplog B/j3)
with probability 1 — §.

3. There is a separate modification of A% (n, B, 1, p, k) that on input {y1,...,ym} produces an output data
structure (FO, A) with space O(mt log B) bits, such that a single query A(FO, j) of some j € [B] takes
time O(mT log B).

Proof. The first item is immediate from the definition of RH#d in Algorithm For the second item, note first that
AHad a5 written in Algorithm takes time O(Bmr log B): for each message y; = (a;1,-..,a;r), it loops through
each j € [B] to check if each a; 4 € Hop,; for 1 < g < 7 (determination of whether a;, € Hop ; takes time
O(log B)).

Now suppose that the messages yi, ..., ¥y, are the union of the multisets output by each of n shufflers on
input z1, ..., z,. Notice that for each j' € [2B — 1], the number of messages (a;1,...,a;) € Hap,; (Line@of
Algorithm [1) such that j # j’ and also (a;1,...,a;,) C Hapy is distributed as Bin(n’,1/n) for some n/ < n
(recall 7 = log n). Moreover, for each j' € [2B — 1], the number of messages of the form (g 1, ..., a4,) (Lineof
Algorithm satisfying (ag,1, . -.,0g,7)  Hap j is distributed as Bin(pn,1/n). Therefore, by the multiplicative
Chernoff bound and a union bound, for any 0 < 8 < 1, the sum, over all j* € [B], of the number of messages
(a1,...,a,) that belong to Hap ;v is bounded above by

kn

L 4B(n+ pn)(1 + In(B/B))

n

— kn + 4B(1 + p)(1 + In(B/B)), (75)
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with probability 1 — 3. Next, consider any individual message y; = (a; 1, ..., a;r) (as on Line . Notice that the
set of j such that {a;1,...,a;,} < Hap ; can be described as follows: write j = (j1, ..., jlog25) € {0,1}?5 to
denote the binary representation of j, and arrange the log 28-bit binary representations of each of a;1,...,a;, to
be the rows of a 7 x log 2B matrix A € {0,1}7*1°628_ Then {a;1,...,a;,} = Hap,; if and only if Aj = 0, where
arithmetic is performed over Fy. This follows since for binary representations i = (i1,...,0g28) € {0, 1}loe2B
and j = (j1, -, jiog2n) € {0, 1}'°825, the (i, j)-element of Hp is (—1)Z%" it Using Gaussian elimination one
can enumerate the set of j € {0,1}!°625 in the kernel of A in time proportional to the sum of O(log® B) and the
number of j in the kernel. Since the sum, over all messages ¥;, of the number of such j is bounded above by
(with probability 1 — ), the total running time of this modification of A"2d becomes O((p + k)nlog® B + kn +

Bplog(B/f)).

For the last item of the theorem, the analyzer simply outputs the collection of all tuples y; = (a1, ..., air);
to query the frequency of some j € [B], we simply run the for loop on Line (14| of Algorithm |1} together with the
debiasing step of Line O

4.2 Public-Coin Protocol with Small Query Time

In this subsection, we give a public-coin protocol for frequency estimation in the shuffled model with error poly log B
and communication per user poly(log B, logn) bits. As discussed in Section our protocol is based on combin-
ing the Count Min data structure [CMO05al] with a multi-message version of randomized response [War65]]. We start
by giving a more detailed overview of the protocol.

Overview. On a high level, the presence of public randomness (which is assumed to be known to the analyzer)
allows the parties to jointly sample random seeds for hash functions which they can use to compute and communicate
(input-dependent) updates to a probabilistic data structure. The data structure that we will use is Count Min which
we recall next. Assume that each of n users holds an input from [B] where n « B. We hash the universe [B]
into s buckets where s = O(n). E] Then for each user, we increment the bucket to which its input hashes. This
ensures that for every element of [ B], its hash bucket contains an overestimate of the number of users having that
element as input. However, these bucket values are not enough to unambiguously recover the number of users
holding any specific element of [ B]—this is because on average, B/s different elements hash to the same bucket.
To overcome this, the Count Min data structure repeats the above idea 7 = O(log B) times using independent hash
functions. Doing so ensures that for each element j € [B], it is the case that (i) no other element j' € [B] hashes
to the same buckets as j for all 7 repetitions, and (ii) for at least one repetition, no element of [ B] that is held by a
user (except possibly j itself) hashes to the same bucket as j. To make the Count Min data structure differentially
private, we use a multi-message version of randomized response [War65]]. Specifically, we ensure that sufficient
independent noise is added to each bucket of each repetition of the Count Min data structure. This is done by letting
each user independently, using its private randomness, increment every bucket with a very small probability. The
noise stability of Count Min is used to ensure that the frequency estimates remain accurate after the multi-message
noise addition. We further use the property that updates to this data structure can be performed using a logarithmic
number of “increments” to entries in the sketch for two purposes: (i) to bound the privacy loss for a single user, and
(ii) to obtain a communication-efficient implementation of the protocol. The full description appears in Algorithm 2]

Analysis. We next show the accuracy, efficiency, and privacy guarantees of Algorithm 2] which are summarized in
the following theorem.

Theorem 4.7. There is a sufficiently large positive absolute constant  such that the following holds. Suppose
n,B,k € N, and 0 < ¢,6,8 < 1. Consider the shuffled-model protocol P°™ = (R°M S AM) with 1+ =

5Tt is possible to introduce a trade-off here: By increasing s we can improve privacy and accuracy at the cost of requiring more com-
munication. For simplicity we present our results for the case s = O(n), minimizing communication, and discuss larger s at the end of

section @
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Algorithm 2: Local randomizer, analyzer and query for frequency estimation via Count Min.
1 R°M(n, B,1,7,s):
Input: Subset S < [B] specifying the user’s input set
Parameters: n, B, 7,s € Nand v € [0, 1]
Public Randomness: A random hash family {h; : [B] — [s], Vt € []}
Output: A multiset 7 < [7] x [s]
for j € S do
fort € [7] do
| Add the pair (¢, by(j)) to 7.

B W N

fort € [7] do
for / € [s] do
Sample b; ; from Ber (7).
if b,y = 1 then
L Add the pair (¢,¢) to T .

o e &N W

10 return 7.

11 AM(n, B, 1,5):

Input: Multiset {y1, ..., yn} containing outputs of local randomizers
Parameters: n, B,7,s € N

Public Randomness: A random hash family {h; : [B] — [s], Vt € 7]}
Output: A noisy Count Min data structure C' : [7] x [s] > N

12 fort e [7] do

13 L for ¢ € [s] do

14 | C[t, ] =o0.

15 for j € [m] do

16 | | Cly] < Cly]+1.
17 return C

18 QM (n, B, 1, 5):

Input: Element j € [B]

Parameters: n, B, 7,s € N

Public Randomness: A random hash family {h; : [B] — [s], Vt € 7]}

Output: A non-negative real number which is an estimate of the frequency of element j
19 return Z; := max {min{C[t, h;[j]] —yn : t € [7]},0}

log(2B/B), s = 2kn, and

v =—-( max 5
n €

1 {log n log?(B/B)k?log(log(B/B)k/5) } .

Then P is (e, 8)-differentially private (Definition , each user sends O(vknlog(B/f3)) messages consisting
of O(logn + loglog B/#3) bits each with probability 1 — f3, and for inputs x1, ..., z, € {0,1}B (|z;|1 < k), the
estimates I ; produced by QM satisfy:

<0 \/log <Bﬁn> _ (log (B;> | k2 log®(B/B) 1(;@;((1%3/5)%/5)) >1-8.

n

&5 — ) @i

=1

P|vje[B] :

(76)
Moreover, any frequency query can be answered in time O(log B/[3).
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Notice that by decreasing S by at most a constant factor (and thus increasing the error bounds by at most a
constant factor), we may ensure that 7 = log(2B/f) in the theorem statement is an integer. Note also that the
additive error in is O(k/<), where the O(-) hides factors logarithmic in B, n, k,1/8,1/.

Theorem with £ = 1 directly implies Theorem The next lemma is used to prove the accuracy of
Algorithm 2]

Lemma 4.8 (Accuracy of P°M), Let n, B, and 7 be positive integers, and v € [0,1], € € [0, /7] be real
parameters. Then the estimate %; produced by QM on input j € [B] and as an outcome of the shuffled-model
protocol PCM = (RM S AM) with input 1, . .., x, € {0, 1} (|z;|1 < k) satisfies ; = Y1, i j and

n
P |2 — D) i
i=1

Proof. We consider the entries {C[t, h[j]] | t € [7]} of the noisy Count Min data structure. We first consider the
error due to the other inputs that are held by the users. Then we consider the error due to the noise blanket. We
bound each of these two errors with high probability and then apply a union bound.

First, note that for any element j € [B], the probability that for every repetition index ¢ € [7], some element
j' € [B] held by one of the users (except possibly j itself) satisfies h;(j') = he(j), is at most (kn/s)”. As in
the original analysis of Count Min [[CM035a], this holds even if the hash functions h; are sampled from a family of
pairwise independent hash functions.

It remains to show that with probability at least 1 — 91+1og(s7)—€%/3 the absolute value of the deviation of the
blanket noise in each of these entries from its expectation ~y - n is at most O (\/'WL) By a union bound over all
sT pairs of bucket indices and repetition indices, it is enough to show that for each ¢ € [7] and each ¢ € [s], with
probability at least 1 — 217¢°/3, the absolute value of the blanket noise in C[¢, h;[4]] is at most & /. This follows
from the fact that the blanket noise in the entry C|t, hi[j]] is the sum of n independent Ber(y) random variables
(one contributed by each user). The bound now follows from the multiplicative Chernoff bound.

Finally, by a union bound the overall error is at most O (yn) with probability at least 1 —(kn/s)™ —200os(s7)=m),

O]

< é}/vn] >1— (kn/s)" — glog(2sm)—£2/3

By removing the subtraction of yn on the final line of Algorithm [2| we can guarantee that the estimate returned
by the Count Min sketch is never less than the true count of an element. This would lead to, however, an expected
error of O(yn) as opposed to O(,/yn) in Lemma The next lemma shows the efficiency of Algorithm

Lemma 4.9 (Efficiency of P°M). Let n, B, 7, s be positive integers and +y € [0, 1]. Then,
1. With probability at least 1 — n - 2=9057)  the output of RM (n,B,T,v,s) on input S consists of at most
|S| + O(~ysT) messages each consisting of [logy ()| + [logy(s)] bits.
2. The runtime of the analyzer A (n, B, 7, s) on input {y1,...,ym} is O(Ts + m) and the space of the data
structure that it outputs is O(7slogm) bits.
3. The runtime of any query QM (n, B, 1, s) is O(T).

Proof. The second and third parts follow immediately from the operation of Algorithm[2] To prove the first part, note
that each user sends |S| messages corresponding to its inputs along with a number of “blanket noise” terms. This
number is a random variable drawn from the binomial distribution Bin(7s, ). Moreover, each of these messages
is a pair consisting of a repetition index (belonging to [7]) and a bucket index (belonging to [s]). The proof now
follows from the multiplicative Chernoff bound along with a union bound over all n users. O

The next lemma establishes the privacy of Algorithm 2]

90k272 In(27k/5)

Lemma 4.10 (Privacy of PM). Let n and B be positive integers. Then, for yn > 2

S o RM(n, B,1,7,s) is (,)-differentially private.

, the algorithm

To prove Lemma[4.10] we need some general tools linking sensitivity of vector-valued functions, smoothness of
distributions and approximate differential privacy—these are given next in Section[4.3] The proof of Lemma[.10]is
deferred to Section We are now ready to prove Theorem 4.7
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Proof of Theorem[d.7] Privacy is an immediate consequence of Lemma To establish accuracy (i.e., (76)),
note first that Lemma guarantees that for any j € [B] and any £ € [0,,n], |T; — 2 zij| < &/An

with probability at least 1 — (kn/s)™ — 21°8(257)=%/3 " We now choose & = 4 /3 - log <4%ST); this ensures that

olog(2s7)—¢%/3 < 3 /(2B). Moreover, we have that £ < ,/9n by our choice of  in the theorem statement.
It now follows from a union bound over all j € [B] that

n 2 2
P(Vje[B] : |2; — Zx” <0 \/Iog <Bﬁn> . <log (Bﬁn> + K log™(B/) lc;%(log(B/B)k/é)> = 1-4.
i=1
(77)
Here we have used that k£ < B. O

Improving error and privacy by increasing communication. Theorem[d.7|bounds the error of Algorithm 2] with
parameters s = O(n) and 7 = O(log B/f3). For constant n > 0 it is interesting to consider the parameteriza-
tion s = O(n(n/B)") and 7 = O(1/n). By Lemma differential privacy can be ensured in this setting with
yn = O(k?log(k/8)/e?). The randomizer of Algorithends a number of blanket messages that is O(~ys) in ex-
pectation, i.e., O((n/B3)"k*log(k/5)/e?). An argument mirroring the proof of Lemma4.8|shows that the pointwise
error of an estimate 7 is bounded by 4/ynlog(1/8) = O(k+/log(k/5)log(1/B)/e) with probability 1 — 3. Thus,
error as well as communication is independent of the domain size B. To get a bound that is directly comparable to
Theorem holding for all queries in [ B], we may reduce the pointwise error probability 3 by a factor B and ap-
ply a union bound, resulting in communication O((Bn/3)"k*log(k/5)/e*) and error O(k+/log(k/5) log(B/B) /).
Query time is 7 = O(1). This strictly improves the results that follow from [CSU™ 19, BBGN19a, (GPV19] (see
Table [T). Very recently, Balcer and Cheu [BCI19] showed a different trade-off in the case where the number of
messages is very large: B + 1 messages of size O(log B) each with error O(log(1/6) /€2 + 4/log(1/5) log(n/B)/e),
which is independent of B.

4.3 Useful Tools

If the blanket noise added to each bucket of the Count Min sketch were distributed as i.i.d. Gaussian or Laplacian
random variables, the proof of Lemma would follow immediately from known results. Due to the discrete
and distributed nature of the problem, we are forced to instead use Binomial blanket noise. To prove Lemma 4.10}
we will need some general tools linking approximate differential privacy to smoothness of distributions (and in
particular the Binomial distribution); these tools are essentially known, but due to the lack of a suitable reference we
prove all the prerequisite results.

Definition 4.1 (Sensitivity). The ¢;-sensitivity (or sensitivity, for short) of f : X™ — Z" is given by:

A(f) = max [ f(X) = f(X')]1.

X~X!

It is well-known [DMNSO06] that the mechanism given by adding independent Laplacian noise with variance
2A(f)?/? to each coordinate of f(X) is (g, 0)-differentially private. Laplace noise, however, is unbounded in both
the positive and negative directions, and this causes issues in the shuffled model (roughly speaking, it would require
each party to send infinitely many messages). In our setting we will need to ensure that the noise added to each
coordinate is bounded, so to achieve differential privacy we will not be able to add Laplacian noise. As a result we
will only be able to obtain (g, §)-differential privacy for § > 0. We specify next the types of noise that we will use
instead of Laplacian noise.

Definition 4.2 (Smooth distributions). Suppose D is a distribution supported on Z. For k € N, ¢ > 0 and ¢ € [0, 1],
we say that D is (e, §, k)-smooth if for all —k < k' <k,

Py p[Y' =Y
Py'p [Y/ =Y + k/]

Py .p [ = €|k/€] < 6.
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Definition 4.3 (Incremental functions). Suppose k € N. We define f : A" — Z™ to be k-incremental if for all
neighboring datasets X ~ X', | f(X) — f(X")]«x < k.

The following lemma formalizes the types of noise we can add to f(X) to obtain such a privacy guarantee. Its
proof appears in Appendix [C|

Lemma 4.11. Suppose f : X™ — Z™ is k-incremental (Definition4.3) and A(f) = A. Suppose D is a distribution
supported on Z that is (e, 6, k)-smooth. Then the mechanism

X f(X)+ Y1,...,Ym),
where Y1,...,Y,, ~ D, i.id., is (¢/,8)-differentially private, where ' = ¢ - A, § = §- A.

In order to prove Lemma @4.10, we will also use the following statement about the smoothness of the binomial
distribution (that we will invoke with a small value of the head probability ~). Its proof appears in Appendix [C]
Lemma 4.12 (Smoothness of Bin(n,y)). Letn e N, v € [0,1/2], 0 < a < 1, and k < aryn/2. Then the distribution

aQ a‘yn
Bin(n, ) is (¢, 0, k)-smooth withe = In((1 + a)/(1 —a))and 6 = e~ "5 +e 8+;a

4.4 Privacy Proof

We are now ready to prove Lemma using the results on k-incremental functions from the previous section,
thereby establishing the privacy of Algorithm 2| An alternative approach to establishing privacy of Algorithm [2]is
to first do so for the case k£ = 1 and then apply the advanced composition lemma [DR14a]. However, doing so leads
to an error bound that incurs at least an additional \/E factor since one has to make £ smaller by a factor of \/E In
order to prove Lemma we could use Theorem 1 of [ASY " 18] instead of our Lemmabut their result would
give worse bounds for £ > 1.

Proof of Lemma Fix ¢, §. Notice that S o R°(n, B, 7, v, 5) can be obtained as a post-processing of the noisy
Count Min data structure C : [7] x [s] — N in Algorithm 2] so it suffices to show that the algorithm bringing the
players’ inputs to this Count Min data structure is (5 9)-differentially private. Consider first the Count Min data
structure C' : [7] x [s] — N with no noise, so that C[t, £] measures the number of inputs = inside some user’s set
S; such that h;(z) = £. We next note that the function mapping the users’ inputs (Sy, ..., S,) to C has sensitivity
(in terms of Definition [.1)) at most k7 and is k-incremental (in terms of Definition [4.3)). Moreover, Lemma [4.12]
(with @ = (3Tk)) implies that the binomial distribution Bin(n,~) is (¢/(7k),d/(Tk), k)-smooth (in terms of
4

Definition{4.2)) as long as § > 27ke” 502k7 and k < eyn/(67k). In particular, we need

9072k2 In(27k/6)
€2 '

yn =

By construction in Algorithm C[t,s] = C[t,s]+Bin(n,~), where the binomial random variables are independent
for each ¢, s. Applying Lemma we get that the Count Min data structure is (e, §)-differentially private (with
respect to Definition [2.2). O

S Multi-Message Protocols for Range Counting Queries

We recall the definition of range queries. Let X = [B] and consider a dataset X = (z1,...,x,) € [B]". Notice
that a statistical query may be specified by a vector w € R?, and the answer to this statistical query on the dataset
X is given by (w, hist(X)). For all queries w we consider, we will in fact have w € {0, 1}?, and thus w specifies
a counting query. Here (-, -) denotes the Euclidean inner product; throughout the paper, we slightly abuse notation
and allow an inner product to be taken of a row vector and a column vector. A I-dimensional range query [j,j'],
where 1 < j < j' < B, is a counting query such that w; = wj11 = --- = wj = 1, and all other entries of w are
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Messages

Message size

Problem per user in bits Error Query time
d-dimensional
3d+3 1 2d+3/2 1
range counting (public) % logn + loglog B gt (Bl y log?*™! B

Theorem

€

d-dimensional
range counting (private)

log2?(B) log i
2

log(n) log B

1
log2d+1/2(B) log =5

nlog34t2(B)log é

€

2

Theorem

Table 3: Overview of results on differentially private range counting in the shuffled model. The query time stated is the
additional time to answer a query, assuming a preprocessing of the output of the shuffler that takes time linear in its length.
Note that frequencies and counts are not normalized, i.e., they are integers in {0, ...,n}. For simplicity, constant factors are
suppressed, the bounds are stated for error probability 5 = B~9(1), and the following are assumed: dimension d is a constant,
n is bounded above by B, and § < 1/log B.

0. For d-dimensional range queries, the elements of [ B] will map to points on a d-dimensional grid, and a certain
subset of vectors w € {0, 1} represent the d-dimensional range queries. In this section, we use the frequency oracle
protocols in Section E] to derive protocols for computing counting queries with per-user communication poly log(B)
and additive error poly log(max{n, B}).

In Section we adapt the matrix mechanism of [LHR™ 10, LM12] to use the frequency oracle protocols of
Section 4] as a black-box for computation of counting queries, which include range queries as a special case. In
Section [5.3] we instantiate this technique for the special case of 1-dimensional range queries, and in Section [5.4]
we consider the case of multi-dimensional range queries. In Section we collect the results from Sections
through [5.4] to formally state our guarantees on range query computation in the shuffled model, as well as the
application to M -estimation of the median, as mentioned in the Introduction.

5.1 Frequency Oracle

We now describe a basic data primitive that encapsulates the results in Section |4 and that we will use extensively
in this section. Fix positive integers B and k& < B as well as positive real numbers x and 8. For each v € [B],
let e, € {0,1}7 be the unit vector with (e,); = 1if j = v, else (e,); = 0. In the (k, 3, k)-frequency oracle
problem [HKR12| BST5]], each user i € [n] holds a subset S; < [ B] of size at most k. Equivalently, user ¢ holds the
sum of the unit vectors e, corresponding to the elements v of S, i.e., the vector z; € {0, 1}Z such that (z;); = 1
if and only if j € S;. Note that |z;||; < k for all 7. At times we will restrict ourselves to the case that & = 1; in
such cases we will often use ; to denote the single element ; € [ B] held by user 4, and write e,,, € {0, 1} for the
corresponding unit vector.

The goal is to design a (possibly randomized) data structure FO and a deterministic algorithm A (frequency
oracle) that takes as input the data structure FO and an index j € [B], and outputs in time 7" an estimate that, with
high probability, is within an additive x from )", (x;);. Formally:

Definition 5.1 ((k, 3, k)-frequency oracle). A protocol with inputs 1, ...,2, € {0,1}” computes an (s, 3, k)-
frequency oracle if it outputs a pair (FO, A) such that for all datasets (x1, ..., x,) with |z;|1 < k fori € [n],

P [v]' €[B]: |A(FOJ) — > (i),
i=1

<H]21—6.

The probability in the above expression is over the randomness in creating the data structure FO.

Note that given such a frequency oracle, one can recover the (2x)-heavy hitters, namely those j such that
Yt i(zs); = 2k, in time O(T - B), by querying A(FO,1),..., A(FO, B) (for a more efficient reduction see
Appendix DJ).
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5.2 Reduction to Private Frequency Oracle via the Matrix Mechanism

Our protocol for computing range queries is a special case of a more general protocol, which is in turn inspired by
the matrix mechanism of [LHR™ 10, LM12]. We begin by introducing this more general protocol and explaining
how it allows us to reduce the problem of computing range queries in the shuffled model to that of computing a
frequency oracle in the shuffled model.

Finally, for a matrix M € RE x RE, define the sensitivity of M as follows:

Definition 5.2 (Matrix sensitivity, [LHR " 10]). For a matrix M, let the sensitivity of M, denoted A, be the maxi-
mum ¢; norm of a column of M.

For any column vector y € R?, Aj; measures the maximum /; change in My if a single element of y changes
by 1. The matrix mechanism, introduced by Li et al. [LHR™ 10, LM12] in the central model of DP, allows one to
release answers to a given set of counting queries in a private manner. It is parametrized by an invertible matrix M,
and given input X, releases the following noisy perturbation of hist(X):

hist(X) + Ay - M1z, (78)

where z € R? is a random vector whose components are distributed i.i.d. according to some distribution calibrated to
the privacy parameters ¢, 6. The response to a counting query w € R? is then given by (w, hist(X) + Ay - M ~12).
The intuition behind the privacy of (78) is as follows: (78)) can be obtained as a post-processing of the mechanism
X +— M(hist(X)) + Ay - 2, namely via multiplication by M ~!. If we choose, for instance, each z; to be an
independent Laplacian of variance 2/e, then the algorithm X — M (hist(X)) + Ajps - z is simply the Laplace
mechanism, which is (e, 0)-differentially private [DMNSO0G].

In our modification of the matrix mechanism, the parties will send data that allows the analyzer to directly
compute the “pre-processed input” M (hist(X)) + Axs - z. Moreover, due to limitations of the shuffled model and to
reduce communication, the distribution of the noise z will be different from what has been previously used [LHR™ 10,
LM12]. For our application, we will require M to satisfy the following properties:

(1) For any counting query w corresponding to a d-dimensional range query, wM ~! has at most poly log(B)
nonzero entries, and all of those nonzero entries are bounded in absolute value by some ¢ > 0. (Here w €
{0,1}% is viewed as a row vector.)

(2) Ajps < polylog(B).

By property (2) above and the fact that all entries of M are in {0, 1}, (approximate) computation of the vec-
tor M (hist(X)) can be viewed as an instance of the frequency oracle problem where user i € [n] holds the
< poly log(B) nonzero entries of the vector M (hist(x;)). This follows since M (hist(z;)) is the x;th column of M,
Ay < polylog(B), and hist(X) = > | hist(x;). Moreover, suppose there is some choice of local randomizer
and analyzer (such as those in Section [ that approximately solve the frequency oracle problem, i.e., compute an
approximation g of M (hist(X)) up to an additive error of poly log B, in a differentially private manner. Since
wM ~! has at most poly log(B) nonzero entries, each of magnitude at most c, it follows that

(wM™, ) (79)

approximates the counting query (w, hist(X')) up to an additive error of ¢ - poly log(B).

Algorithm 3: Local randomizer for matrix mechanism
1 R™aX(n B M, RFO):
Input: = € [B], parameters n, B € N, M € {0,1}5*8 RFO . {0,1}F — T*
Output: Multiset S 7, where 7T is the output set of RFO
2 Let A, — {j € [B]: Mj, # 0}
// A, is the set of nonzero entries of the zth column of M
3 return R¥C(A,)
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Perhaps surprisingly, for any constant d > 1, we will be able to find a matrix M that satisfies properties (1) and
(2) above for d-dimensional range queries with ¢ = 1. This leads to the claimed poly log(B) error for computation
of d-dimensional range queries, as follows: the local randomizer R™atrix (Algorithm is parametrized by integers
n, B € N, amatrix M € {0,1}%*5, and a local randomizer R¥C : [B] — T* that can be used in a shuffled model
protocol that computes a frequency oracle. (Here 7 is an arbitrary set, and RF© computes a sequence of messages
in 7.) Given input 2 € [B], R™"* returns the output of R"C when given as input the set of nonzero entries of
the xth column of M. The corresponding analyzer A™*TX (Algorithm 4) is parametrized by integers n, B € N, a
matrix M € {0,1}7> 5, and an analyzer A¥C for computation of a frequency oracle in the shuffled model. Given a
multiset S consisting of the shuffled messages output by individual randomizers R™a"% it returns , namely the
inner product of wM ~! and the output of A¥© when given S as input. To complete the construction of a protocol

Algorithm 4: Analyzer for matrix mechanism

1 Amatrix(n,B,M’ AFO):

Input: Multiset S < [B] consisting of the shuffled reports;

Parameters VW c {0, 1} specifying a set of counting queries, n, B € N, M € {0, 1

for frequency oracle computation

Output: Map associating each w € W to f,, € [0, 1], specifying an estimate for each counting query w

2 Let (FO, A) « AFO(S)

// Frequency oracle output by (see Definition )

3 return Map associating each w € W to f, := Zje[B]:(wal)j _o(wM 1)~ A(FO, j)

// Let §eRP be such that §; = A(FO,j); then this returns the map
associating weW to (wM~1 §).

}B><B AFO

, analyzer

AFO

for range query computation in the shuffled model, it remains to find a matrix M satisfying properties (1) and (2)
above. We will do so in Sections[5.3]and[5.4] First we state here the privacy and accuracy guarantees of the shuffled
pI'OtOCOl Pmatrix — (‘Rmatrix7 S, Amatrix)‘

Theorem 5.1 (Privacy of P™2" ) Syppose RO is a local randomizer for computation of an (k, B, k)-frequency
oracle with n users and universe size B, which satisfies (e, d)-differential privacy in the shuffled model. Suppose
M € {0, 1} satisfies Ayy < k. Then the shuffled protocol So R™*(n, B, M, R¥©) is (¢, §)-differentially private.

Proof. Let ) be the message space of the randomizer RFC, and ) be the set of multisets consisting of elements
of Y. Let P = S o R™aX(n B M, RFO). Consider neighboring datasets X = (z1,...,7,) € [B]" and X’ =
(x1,...,2n-1,)) € [B]". We wish to show that for any 7 < ),

P[P(X) e T] < ¢ -P[P(X') e T]+6. (80)

Forie [n],letS; = {j € [B] : M)y, #0}and S}, = {j € [B] : M;,; # 0}. Since Ay < k, we have [S;| < k for
i € [n] and |S!| < k. Since the output of R™"* on input z; is simply R¥°(S;),

P(X) = S(RYO(S)),...,R¥°(S,)), P(X') = S(R¥(S)),...,RFO(S,_1), RFO(S))).

Then follows by the fact that (S,...,S,) and (Si,...,S,-1,S,,) are neighboring datasets for the (k, 3, k)-
frequency problem and S o RF© is (e, §)-differentially private. O

Theorem 5.2 (Accuracy & efficiency of P™), Syppose RFO, A¥C are the local randomizer and analyzer for
computation of an (k, 3, k)-frequency oracle with n users and universe size B. Suppose also that VW < {0, 1}B
is a set of counting queries and M € {0,1} is such that, for any w € W, |[wM~'|; < a and Ay < K.
Consider the shuffled model protocol P™"* = (Rmatrix(p B A RFO) S, Amatrix(n B M, A¥O W)). For any
dataset X = (x1,...,x,), let the (random) estimates produced by the protocol P™*"* on input X be denoted by
fw € [0,1] (w e W). Then:

P[Vwe W :|fw — (w,hist(X))| < k-a] =1—- 0. (81)
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Moreover, if the set of nonzero entries of wM ™ and their values can be computed in time T, and A¥C releases a

frequency oracle (FO, A) which takes time T" to query an index j, then for any w € W, the estimate f., can be
computed in time O(T + a - T") by Amatrix

Proof. For i € [n], let S; = {j € [B] : M;,, # 0} be the set of nonzero entries of the z;th column of M.
Denote by (FO, .A) the frequency oracle comprising the output A¥O(S(RFO(Sy),..., RFO(S,))). Define j € R?
by 9 = A(FO, j), for j € [B]. Then the output of P2 namely

Pmatrix(X) _ Amatrix(S(Rmatrix(xl)’ o ’Rmatrix(xn)))’

is given by the map associating each w € W to (wM ~!, 9> (Algorithms [3|and @)
Since (FO, A) is an (k, 3, k)-frequency oracle, we have that

P[[g — hist(S1, ..., Sn)], < K] =1 - 6.

Notice that the histogram of S; is given by the z;th column of M, which is equal to Mhist(z;). Thus hist(Sy, ..., S,) =
Mhist(x1, ..., z,). By Holder’s inequality, it follows that with probability 1 — j3, for all w € W,

‘<wM_1,g]> —(wM™, Mhist(z, . .. L)) < k- lwM™|; < k- a.

But (wM !, Mhist(x1,...,7,)) = wM ' Mhist(z1, ..., 2z,) = (w, hist(x1,...,,)) is the answer to the count-
ing query w. This establishes (§1).
The final claim involving efficiency follows directly from Line [3of Algorithm [] O

5.3 Single-Dimensional Range Queries

We first present the matrix M discussed in previous section for the case of d = 1, i.e., single-dimensional range
queries. In this case, the set X = [B] is simply identified with B consecutive points on a line, and a range query
[4,7'] is specified by integers j,j' € [B] with j < j'. We will assume throughout that B is a power of 2. (This
assumption is without loss of generality since we can always pad the input domain to be of size a power of 2, with the
loss of a constant factor in our accuracy bounds.) We begin by presenting the basic building block in the construction
of M, namely that of a range query tree Tp with B leaves and a chosen set Cp of B nodes of 7Tg:

Definition 5.3 (Range query tree). Suppose B € N is a power of 2, £ € N, € (0,1). Define a complete binary tree
Tp of depth log B, where each node stores a single integer-valued random variable:

1. Foradepth 0 < ¢ < log B and an index 1 < s < B/2!°6 58~ Jet vy, be the sth vertex of the tree at depth ¢
(starting from the left). We will denote the value stored at vertex v s by y; s. The values y; ; will always have
the property that y; s = Y¢41,2s—1 + Yt+1,2s; 1.€., the value stored at vy  is the sum of the values stored at the
two children of vy .

2. LetCp = {vrs : 0 <t <logB,s =1 (mod 2)}. Let the B nodes in Cp be ordered in the top-to-bottom,
left-to-right order. In particular, v 1 comes first, vy is second, vy 3 is third, vs 1 is fourth, and in general: the
Jjth node in this ordering (1 < j < B) is v, s;, where t; = [logy j|, 55 = 2(j — 261y — 1,

3. For1 < j < B, we will denote z; := yiog g j and y; = yt; ;-

See Figure 2] for an illustration of 7;. The next lemma establishes some basic properties of the set Cp:

Lemma 5.3. Fix d a power of 2. We have the following regarding the set Cp defined in Definition[5.3}
1. Cp is the union of the the root and set of nodes of Tp that are the left child of their parent.
2. For any node u ¢ Cp, there is some v € Tp (which is an ancestor of u) so that there is a path from v to u that
consists entirely of following the right child of intermediate nodes, starting from v.

Proof of Lemma(5.3] The first part is immediate from the definition of Cp. For the second part, given u, we walk
towards the root, continually going to the parent of the current node. The first time we arrive at a node that is the left
child of its parent, we will be at a node in Cp; we let this node be v. OJ
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Yo172,72,%25%2,

Y3 Yoi=Y12Y23

Y1721 Yo2T 2%y V23723 Vo4t 4y =Yo1Y1,17Y23
(a) Range query tree, B = 4 (b) Path P constructed to derive

Figure 2: (a) The range query tree 74. The nodes in C4 are highlighted in red. The labels y; s, 25 next to nodes show the
values stored at the nodes and the relations between them. Notice that in the case B = 4, we have (t1,51) = (0, 1), (t2, $2) =
(1,1), (t3,83) = (2,1),(ts,54) = (2,3). (b) The path P described in for j = 4 is highlighted in blue. For this case
(B :j = 4) we have 24 = Y0,1 —Y1,2 — Y2,3-

Next we make two more definitions that will aid in the analysis:

Definition 5.4. For an integer j € [B], let v(j) denote the number of steps from a node to its parent one must take
starting at the leaf v),g p,; of the tree Tp to get to a node in Cp. Equivalently, v(j) is the 2-adic valuation of j (i.e.,
the base-2 logarithm of the largest power of 2 dividing j).

Definition 5.5. For a positive integer j, let ¢(j) be the number of ones in the binary representation of j.

By property of Definition the set of all values y; 5, for 0 < ¢t < log B, 1 < s < B/2', is entirely
determined by the values z,: in particular, for any v; s, y; s is the sum of all z; for which the leaf vjog g s is a
descendant of v; ;. Conversely, given the values of y; ; for which v; s € Cp (equivalently, the values Yt s, for
J € [B]), the values z; = y104 p,j are determined as follows:

v(j)—1
% = Yiog By = Yiog B—v(j)j/22® — D Yiog B—v(j)+t/22G)—t—1- (82)
t=1

Graphically, we follow the path P from v),s g ; to the root until we hit a node v; ; in Cp; then z; is the difference of
Yt,s and the sum of the variables stored at the left child of each node in the path P. (See Figure @ for an example.)

It follows from the argument in the previous paragraph that the linear transformation that sends the vector
(21,...,2p) to the vector (Y, s,,---,Ytp.s5) is invertible; let Mp € {0,1}P*P be the matrix representing this
linear transformation. By , which describes the linear transformation induced by M7®, we have that Mgl €
{—1,0,1}B%5,

Since each leaf has 1 + log B ancestors (including itself), we immediately obtain:

Lemma 5.4. The sensitivity of Mp is given by Ay, = 1 + log B.

Next consider any range query [4, j/], so that 1 < j < j' < B, and let w € R” be the row vector representing
this range query (see Section @) In particular all entries of w are 0 apart from w;,w;1,...,w;, which are all 1.

Lemma 5.5. For a vector w representing a range query [7j, j'], the vector wMjg1 belongs to {—1,0,1}5, and it has
at most ¢(j — 1) + ¢(j') < 2log B nonzero entries. Moreover, the set of these nonzero entries (and their values) can
be computed in time O(log B).

Proof of Lemmal[5.5] Since Mp is invertible, w]W;L is the unique vector v € RZ such that for any values of
{Yt.s bo<t<B,se[B/2t] satistying property (1) of Deﬁnition we have

Zj +Zj41+t -+ 2y = YogB,j T+ Ylog B,j) = (v, (ythSl? i 'ath,SB)>'
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Next let v; ; be the first node in Cp that is reached on the leaf-to-root path starting at vjog ;. Recall from
Definition [5.4|that ¢ = log B — v(;'). Consider the path on the tree 7 from the root v ; to the node v7 5+ Suppose
the right child is taken at h — 1 vertices of this path; it is not hard to see that h = ¢(j") (see Definition . For
1 < k < h, at the kth vertex on this path where the right child is taken, set vy s 1O be the left child of the parent
vertex (so that vy st is not on the path). By Lemma , vy s € Cp. Also set Uy 51 = Up . Then from Definition
(property (I))) we have

h
z1+ -+ Zj = Ylog B,1 + e 4 Yog B,j’ = Z Yy ,s;@- (83)
k=1
The same computation for j — 1 replacing j' yields, with i = c(j — 1),
h
24+ 2j—1 = Ylog B,1 4+ -+ Yog B,j—1 = Z yfk,§k= (84)
k=1

where the pairs (Zx, 81.) replace the pairs (¢}, s},). Taking the difference of and yields

h h
Ty = Z Yty s, — Z Yir,s00
k=1 k=1

i.e., zj + -+ zj is a linear combination of at most ¢(j — 1) + c(j’) elements of {y; s : v s € Cg}, with coefficients
in {—1,1}. The sets {(},s},)}1<k<n and {(tx, )}, ,.; can be computed in O(log B) time by walking on the
leaf-to-root path starting at vi,g  j» and vieg B j—1, Tespectively. This establishes Lemma@ ]

Lemmas [5.4] and [5.5] establish properties (1) and (2) required of the matrix M = Mp to guarantee poly log(B)
accuracy and poly log(B) communication for private computation of 1-dimensional range queries. In the following
section we use M p to construct a matrix which satisfies the same properties for d-dimensional range queries for any
d=1.

5.4 Multi-Dimensional Range Queries

Fix any d > 1, and suppose the universe X’ consists of By buckets in each dimension, i.e., X = [Bg]?. In this case, a
range query [j1, j1] x [Jj2, 5] % - - % [ja, 7}] is specified by integers j1, j2, - - -, jd, 1, J5s - - - Jiy € [Bo] with j; < j/
forallt =1,2,...,d.

Throughout this section, we will consider the case that d is a constant (and By is large). Moreover suppose that
By is a power of 2 (again, this is without loss of generality since we can pad each dimension to be a power of 2 at the
cost of a blowup in |X'| by at most a factor of 2¢). Write B = |X| = Bg. Our goal is to define a matrix Mp 4 which
satisfies analogues of Lemmas andfor w € {0, 1} representing multi-dimensional range queries (when [ 5]
is identified with [ By]%).

The idea behind the construction of Mp 4 is to apply the linear transformation M g, in each dimension, operating
on a single-dimensional slice of the input vector (2, j, ). 4€[Bo] (When viewed as a d-dimensional tensor) at a
time. Alternatively, Mp 4 can be viewed combinatorially through the lens of range trees [Ben79|: Mp 4 is a linear
transformation that takes the vector (Zjl,..., j ,) to a B-dimensional vector whose components are the values stored at
the nodes of a range tree defined in a similar manner to the range query tree Tp for the case d = 1. However, we
opt to proceed linear algebraically: the matrix Mp 4 is defined as follows. Fix a vector z € RE. We will index the
elements of z with d-tuples of integers in [By], i.e., we will write z = (Zjlv--wjd)j17~~-,jd€[30]' For1l < p < d, let

M be the linear transformation that applies Mp, to each Vector (2j,, i, 1,1,jp41,mjas - -+ 21,1, Borip s 1)
where ji,...,jp—1,Jp+1,---,Jd € [Bo]. Thatis, Mp, is applied to each slice of the vector z, where the slice is

being taken along the pth dimension. Then let

Mpg:= Mgz o0---0 Mgrﬁ(z) (85)
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We will also use an alternate characterization of Mp 4, which we develop next. First identify R with the d-wise
tensor product of RP0, in the following (standard) manner: Let ey, ..., ep, € R be the standard basis vectors in
RB0. Then the collection of all ej, ®---®ej,, where ji,...,Jq € [Bo], form a basis for RPo ® ... ® RB°, Under
the identification R? ~ (RP0)®4 a4 vector 2 = (2, j,) (Bo] € R is identified with the following linear
combination of these basis vectors:

J1y-sJd€
Z Zjt,eja " €L @ @€y
jlv"'vjde[BO]
Under this identification, the matrix Mp 4 corresponds to the following linear transformation of (RBo)®d;
Mp, ® - ® Mg, : (R?)® — (RP)®,

In the following lemmas, we will often abuse notation to allow Mp 4 to represent both the above linear transforma-
tion as well as the matrix in R®*? representing this transformation.

Lemma 5.6. We have that Mp 4 € {0, 1}BXB and the sensitivity of Mp q : RE — RPE is bounded by Apngy <
(1 + log By).

Proof of Lemma[5.6] Notice that the ((j1,...,7jq), (j],--.,J})) entry of Mp 4 is given by the following product:
d
[ [(Ms,);,.-
p=1

Since Mg, € {0, 1}Bo*Bo it follows immediately that Mg 4 € {0, 1}7*5. Moreover, to upper bound the sensitivity
of Mp 4 note that for any (51, ... ,5;) € [Bo]%

d d By
> [T =TT D0 (MBo)jps | < (Aasg,)* < (1+log Bo)?,
(J1,--Ja)€[Bo]d P=1 p=1 \Jp=1
where the last inequality above uses Lemma [5.4] O

Lemma 5.7. For the vector w representing any range query [ji,j1] % -+ X [ja, j}|, the vector wMgld belongs to
{—1,0,1}” and moreover it has at most

d
[ [(ctp = 1) + c(3p)) < (2log By)* = (21og(BY))
p=1

nonzero entries.

Proof of Lemma The inverse My, of Mp 4 is given by the d-wise tensor product M 501 R QM 501_ This can
be verified by noting that this tensor product and M p 4 multiply (i.e., compose) to the identity:

(M§01®...®M§01>.M37d= (M§01®...®M§01) . (MB()@"'@MBO)
— (M§01'MBo)®"'®(M§OI'MBo)

=1, ® - Q®Ig,
=Ip.
Recall that the (row) vector w representing the range query [j1,71] x - - - X [ja, j}] satisfies, for each (57, ..., j7) €

[Bo]?, wjy j» = 1if and only if Jp € LJp>Jp] forall 1 < p < d, and otherwise wjyjn = 0. Therefore, we may

write w as the product of row vectors w = wi ® - - - ® wg, where for 1 < p < d, w,, is the (row) vector representing
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the range query [jp, j,]. In particular, for 1 < j” < By, the j"th entry of wj, is 1 if and only if j" € [, j,]. It
follows that
wMpy= (w1 ® - @ua)(Mp, ®---@Mpg!) =wiMg' Q- QugMpg. (86)

By Lemma , for 1 < p < d, the vector prgol has entries in {—1,0, 1}, at most c(j, — 1) + ¢(j;,) of which are
nonzero. Since wMB?%i is the tensor product of these vectors and the set {—1, 0, 1} is closed under multiplication, it

also has entries in {—1,0, 1}, at most szl(c(jp — 1) + ¢(j;)) of which are nonzero. O

The following lemma allows us to bound the running time of the local randomizer (Algorithm [3) and analyzer
(Algorithm [)):

Lemma 5.8. Given B, d with B = BE, the following can be computed in O(logd By) time:
(1) Given indices (j1, ... ,7j4) € [Bo]% the nonzero indices of Mp 4 for the column indexed by (j1, . .., ja).
(2) Given a vector w € RE specifying a range query, the set of nonzero elements of wMgii and their values
(Which are in {—1,1}).

Proof of Lemmal[5.8, We first deal with the case d = 1, i.e., the matrix Mp; = Mp. Given j,j' € [B], the
(4',7)-entry of Mp is 1 if and only if the node Vt 5,0 of the tree 7Ty is an ancestor of the leaf vje g ;. Since
t; = [logy j],8; = 2(j — 2%~1) — 1, whether or not Vs is an ancestor of v, p j can be determined in O(log B)
time, thus establishing (1) for the case d = 1. Notice that the statement of Lemma [5.5]immediately gives (2) for the
case d = 1.

To deal with the case of general d, notice that Mp g = (M B,)®%. Therefore, for a given (ji, ..., j4) the set

{1 da) + MBa) g Grooda) = 1} (87)

of nonzero indices in the (j1,. .., jq)-th column of Mp 4 is equal to the Cartesian product

X Adp s (M) g, = 1}

1<p<d

Since each of the sets {3, : (M, );: j, = 1} can be computed in time O(log Bo) (using the case d = 1 solved above),

[
and is of size O(log By), the product of these sets can be computed in time O(log? By), thus completing the
proof of item (1) in the lemma.

The proof of item (2) for general d is similar. For 1 < p < d, let w, be the vector in R50 corresponding to the
1-dimensional range query [jp, j,]. Then recall from we have that wM];ld = w Mgol ®- - Quy Mgol By item
(2) for d = 1, the nonzero entries of each of w, M BTOI (and their values) can be computed in time O(log By); since
each of these sets has size O(log By), the set of nonzero entries of wM 1;,1d’ which is the Cartesian product of these

sets, as well as the values of these entries, can be computed in time O(logd By). O

5.5 Guarantees for Differentially Private Range Queries

In this section we state the guarantees of Theorems and|5.2|on the privacy and accuracy of the protocol P™atrix —
(Rmatrix(n B M, RFO), S, Amatrix(n B M, AFO)) for range query computation when M = Mp 4 and the pair
(RFO, AFO) is chosen to be either (R°M, A°M) (Count Min sketch-based approach; Algorithm or (RHad AHad)
(Hadamard response-based approach; Algorithm T]).

For the Hadamard response-based frequency oracle, we obtain the following:

Theorem 5.9. Suppose By,n,d € N, B = B}, and 0 < ¢ < 1, and 3,6 > 0 with 1/ < Bo(l) Consider the
shuffled-model protocol P™aix = (Rmatix g Amatrix) yypepe:
o Rmattix — pmatrix(p B Mp 4, RHad) s defined in Algorithm 3}
o Amattix — gmatix(p B Np . AH2d) s defined in Algorithm 4

'®The assumption that 1/3 is polynomial in B is purely for simplicity and can be removed at the cost of slightly more complicated bounds.
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e and RM* = RUad(n B logn, p, (log2B)?) and AMed = AHad(n B logn, p, (log2B)?) are defined in
Algorithm|[I} and
36(log 2B)%? In(e(log 2B)%/(£6))

p= 5 : (88)

e The protocol P™% js (¢, §)-differentially private in the shuffled model (Definition .

e For any dataset X = (z1,...,x,) € ([Bo]?)", with probability 1 — f3, the frequency estimate of P™*" for
each d-dimensional range query has additive error at most O(e~*d"/?(21log B)?**1/2.. | /log((log B)/(£9))).

e The local randomizers send a total of O (n - p) messages, each of length O(lognlog B). The analyzer can
either (a) produce a data structure of size O(B log(np)) bits such that a single range query can be answered
in time O((2log B)%), or (b) produce a data structure of size O(nplognlog B) such that a single range query
can be answered in time O(np(2log B)?lognlog B).

Proof of Theorem[5.9, Lemma |5.6| guarantees that Ay, , < (1 + log B)? = (log2B)%. Then by Theorem
to show (e, d)-differential privacy of P™ it suffices to show (e, d)-differential privacy of the shuffled-model
protocol PHad .= (RHad g AHad) By Theoremd.3|with k = (log 2B)<, this holds with p as in .

Next we show accuracy of P™3X [ emma|5.7| guarantees that for any w € {0, 1}” representing a range query,
wM §’1d has at most (21log B)? nonzero entries, all of which are either —1 or 1. Moreover, by Theorem with

k = (log2B)? and p as in , for any 1 > (8 > 0, the shuffled model protocol P24 provides a

(O <log(3 15 - (og2B)"/log(B/5) log((log 2B>d/<56>>> P (ngB)d)

£

frequency oracle. By Theorem [5.2|and the assumption that 1/5 < BOW it follows that with probability 1 — 3, the
frequency estimates of P™*T on each d-dimensional range query have additive error at most

<0 <(2 log 15)*+1/2 - /d (log(log B)/(aem) |

€

This establishes the claim regarding accuracy of P™atix,

To establish the last item (regarding efficiency), notice that the claims regarding communication (the number
of messages and message length) follow from Lemma with & = (log2B)“. Part (a) of the claim regarding
efficiency of the analyzer follows from item 2 of Lemma4.6]and the last sentence in the statement of Theorem[5.2]
Part (b) of the claim regarding efficiency of the analyzer follows from item 3 of Lemma4.6|and the last sentence in
the statement of Theorem [5.2] O

Similarly, for the Count Min sketch-based frequency oracle, we obtain

Theorem 5.10. There is a sufficiently large constant  such that the following holds. Suppose By,n,d € N, B =
B = and 0 < € < 1, and B,6 = 0. Consider the shuffled-model protocol P = (Rmatrix g gmatrix)
where:
o Rmatrix — pmattix(y B Np 5 ROM) is defined in Algorithm 3}
o Amatrix — gmattix(p B Mp . ACM)Y s defined in Algorithm '
e and R°™ = R°™(n, B,log2B/B,,2kn) and APM = AM(n, B,log2B/j3,2kn) are defined in Algo-
rithm[2] where
y = 1 . log®(B/B)k? log(log(B/B)k/5)

n g2

and k = (log 2BY#)% = (log 2By)“.
Then:

The assumption n < B is made to simplify the bounds and can be removed.
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e The protocol P™% js (¢, §)-differentially private in the shuffled model (Definition .
e For any dataset X = (z1,...,xy) € ([Bo]?)", with probability 1 — f3, the frequency estimate of P™*" for
each d-dimensional range query has additive error at most

2log By)*
0 (BRI o (5/5)10g (1ou(3/) 0w 280)1) ).
o With probability at least 1 — (3, each local randomizer sends a total of at most

o <log3(B/B)(10g 213)* 0g(loa(B/8)) (log 2Bo>d/6>>

e2

messages, each of length O(log(log B/B) + log((log2By)%n)). Moreover, in time O(nin), the analyzer
produces a data structure of size O(nlog(B/3)(log 2By)%log(nm)) bits, such that a single range query can
be answered in time O((21og Bo)® - log B/p3).

Proof of Theorem[5.10} Lemma guarantees that Ay, , < (1 + log By)? = (log 2BY/?)?. (Recall our notation
that B = (Bo)?.) Then by Theorem to show (g, §)-differential privacy of P™aX it suffices to show (g, §)-
differential privacy of the shuffled-model protocol PM := (RM S A®M). For the parameters above this follows
from Theorem

Next we show accuracy of P™atrix, Lernma guarantees that for any w € {0, 1}” representing a range query,
wM g}ld has at most (2log By)? nonzero entries, all of which are either —1 or 1. Moreover, by Theorem the

shuffled model protocol PM provides an (, 3, (log 2By)?)-frequency oracle with

< (log 2Bo)d
€

<O log?(5/8)10g (1ow(5/ )tz 250)/) ).

By Theorem [5.2| with a = (21og By), it follows that with probability 1 — 3, the frequency estimates of P24 on
each d-dimensional range query have additive error at most

o ((2 log By)**
£

108 (5/6) o (og( /) (105250)/3) ).

This establishes the second item. The final item follows from Lemma [.9] part (2) of Lemma [5.8] and the final
sentence in the statement of Theorem 3.2 O

6 Conclusion and Open Problems

The shuffled model is a promising new privacy framework motivated by the significant interest on anonymous
communication. In this paper, we studied the fundamental task of frequency estimation in this setup. In the single-
message shuffled model, we established nearly tight bounds on the error for frequency estimation and on the number
of users required to solve the selection problem. We also obtained communication-efficient multi-message private-
coin protocols with exponentially smaller error for frequency estimation, heavy hitters, range counting, and M-
estimation of the median and quantiles (and more generally sparse non-adaptive SQ algorithms). We also gave
public-coin protocols with, in addition, small query times. Our work raises several interesting open questions and
points to fertile future research directions.

Our Q(B) lower bound for selection (Theorem holds for single-message protocols even with unbounded
communication. We conjecture that a lower bound on the error of B2 should hold even for multi-message proto-
cols (with unbounded communication) in the shuffled model, and we leave this as a very interesting open question.
Such a lower bound would imply a first separation between the central and (unbounded communication) multi-
message shuffled model.

Another interesting question is to obtain a private-coin protocol for frequency estimation with polylogarithmic
error, communication per user, and query time; reducing the query time of our current protocol below O(n) seems
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challenging. In general, it would also be interesting to reduce the polylogarithmic factors in our guarantees for range
counting as that would make them practically useful.

Another interesting direction for future work is to determine whether our efficient protocols for frequency es-
timation with much less error than what is possible in the local model could lead to more accurate and efficient
shuffled-model protocols for fundamental primitives such as clustering [Ste20] and distribution testing [ACFT19]],
for which current locally differentially private protocols use frequency estimation as a black box.

Finally, a promising future direction is to extend our protocols for sparse non-adaptive SQ algorithms to the case
of sparse aggregation. Note that the queries made by sparse non-adaptive SQ algorithms correspond to the special
case of sparse aggregation where all non-zero queries are equal to 1. Extending our protocols to the case where
the non-zero coordinates can be arbitrary numbers would, e.g., capture sparse stochastic gradient descent (SGD)
updates, an important primitive in machine learning. More generally, it would be interesting to study the complexity
of various other statistical and learning tasks [Smil1,IWZ10, BST14,ICMS11,ICMOS, ICSS13] in the shuffled privacy
model.

Acknowledgments

We would like to thank James Bell, Albert Cheu, Ulfar Erlingsson, Vitaly Feldman, Adria Gascén, Peter Kairouz,
Pasin Manurangsi, Stefano Mazzocchi, Ilya Mironov, Ananth Raghunathan, Kunal Talwar, Abhradeep Guha Thakurta,
Salil Vadhan, and Vinod Vaikuntanathan as well as the anonymous reviewers of a previous version of this paper, for
very helpful comments and suggestions. In particular, we would like to thank an anonymous reviewer who pointed
out the connection to nonadaptive SQ algorithms in Corollary

A Proof of Theorem 3.4

In this section we prove Theorem [3.4] The proof is a simple consequence of the privacy amplification result of
[BBGN19c|] and known accuracy bounds for locally-differentially private protocols. We first recall the privacy
amplification result:

Theorem A.1 (Privacy amplification of single-message shuffling, [BBGN19c|], Corollary 5.3.1). Suppose R : X —
Zisan (e, 0)-locally differentially private randomizer with e, < w for some 6 > 0. Then the shuffled al-

gorithm (z1,...,xy) — S(R(x1),. .., R(zy)) is (¢, 6)-differentially private with € = O <5L CefL . 4 /ln(1/5)/n>.

Proof of Theorem[3.4] We first treat the case of n < O(Bz) (i.e., the cases , ), where the locally differen-
tially private protocol we use is B-RAPPOR [EPK14,IDJW18§]. In particular, we consider the protocol PrRappor =
(RrAPPOR,; ARAPPOR). For a given privacy parameter £, > 1, the local randomizer Rrappor : [B] — {0,1}2
is defined as follows: for v € [B], Rrapror(v) = (Z1,...,Zg), where each Z, is an independent bit that equals

(€)% with probability {22(L/2)

Trexp(er/2) and equals 1 — (e, ) with probability W

) For later use in the proof, we

will also define Rrappor(9) = (Z1,...,Zp), where each Z, ~ Ber (W)
The analyzer Agappor : ({0,1}5)" — {0, 1} is defined as follows: given as input n bit-vectors (21, ..., 2"),
the analyzer outputs the vector (Z1,...,2p) € [0, 1]™ of frequency estimates defined by

LS n expler/2) + 1
S ) ' - 89
R ((z; ZJ) 1+ eXp(é‘L/?)) (exp(sL/Q) -1 (39)
First we prove the accuracy of the local-model protocol Prappor = (RrRAPPOR, ARAPPOR); it is clear, by sym-
metry of Agrappor that the same accuracy bounds hold when we insert the shuffler S. The expression (89)

satisfies the following property: for any dataset X = (x1,...,2,), if Z° := Rrappor(i), and it happens
that >, Z} equals its expected value (over the randomness in the local randomizers Rrappor), then Z; is
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equal to the true frequency = 3" | (e;,);. It follows that if ’% Yie1 Z} — ERpappon [% Dy ZJ’] < K, then

£ — 130 (es,); | <k <M> < O(k), where the final inequality follows from e, > 1.

exp(e/2)—1
W The random variable |> " ZZ ERpapror [ZZ 1 Zl]
random variable |Y — np|, where Y ~ Bin (n, p). It follows thatif Y1,...,Yp ~ Bin(n,p) i.i.d., then

n
E | max

Z Z]i' - ]ERRAPPOR [Z Z]Z]
<E [max Y, — np|]

i=1
JjelB]

Letp = is stochastically dominated by the

<&| (max(v7) = o) | + £~ ol ©90)
Je[B]

By Jensen’s inequality E[|Y; — np|] < /np. By Exercise 2.19 of [BLM12], we have that

Emax{y }] npexp (1 T W <In(Be)n;”p>> :

where W (-) is the Lambert W function We consider two cases regarding the value of pn:
Case 1. epn < In B. In this case we use the fact that W (z) < In(e-x) forall z > 1. Then since W is increasing,

wesp (143 (I ) ey (14 W (B en)

enp
p(1 + In(In(B)/(np)))

p(In(en(B)/(np)))
—np eln(B)

< npex
< npex

=eln B.

Thus in this case is bounded above by O(In B).
Case 2. epn > In B. In this case we use the fact that W (_71 + a:) < —1 + 3y/z for all = 0. In particular, it
follows from this fact that

In(B 1 In(B
npexp< —l—W(n( )—)><npexp<1—1+3 n())
enp e enp

o2
=0 (Virhn(B)) .

where the second inequality uses the fact that In(B)/np = O(1). Thus in this case is bounded above by
O(v/npln B).

Next we analyze privacy of Rrappor in the n-user shuffled model. It is clear that Rgrappor is (er,0)-
differentially private. In fact, Rrappor satisfies the following stronger property: for any v € [B], and any vector
z € {0, 1}B, we have that 67€L/2P[RRAPPOR(@) = 2:] < IP[RRAPPOR(U) = Z] < 66L/2P[RRAPPOR(®) = 2]
Now write M (z1,...,z,) = S(Rrarpor(®1),..., RRaPPOR(Zr)). It is not difficult to see by inspecting the
proof of Theorem that the following holds, as long as €,d are chosen so that & < w and ¢ =

A

'8The lambert W function W : [~1/e, c0) — R is defined implicitly by W (z) exp(W (z)) = = and W (z) > —1forall z > —1/e. Itis
an increasing function.
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0] <5Le€L/2 1n(1/6)/n>: For any subset S < ({0,1}%)", and any dataset (z1,...,z,) € [B]",

P[M(z1,...,zp_1,2n) € S] < e P[M(z1,...,2p-1,9) €S|+
P[M(zi,...,xp_1,90) € S| < e P[M(x1,...,Tn-1,2,) € S| + 6.

It follows that (x1,...,2,) — M(x1,...,2,) is (2¢,5(1 + €°))-differentially private (i.e., in the n-user shuffled
model). Thus, by choosing €7, = In(n/In(1/§)) —2Inlnn + 21In(e) + O(1), we obtain the accuracy bounds in

. . . 2 2 .
and li in particular, the accuracy bound in Case 1 corresponds to n < ligéoli g% and the accuracy bound in Case
2log? B
> 206
2 corresponds to n = og® 1oz B

Finally we treat the case n > Q(B?) (i.e., the case ). In this case we will use the local randomizer of
B-randomized response [War65]]. In particular, the local randomizer Rry : [B] — [B] is defined as follows: for
u,v € [B],

exp(er)

( A
woleain—] u=v
P[Rrr(v) = u] = {BXP(ELl)-‘rB—l |
P )FB=1 ‘UFU
The analyzer Agg : [B]"® — [B]", when given outputs of local randomizers (z1,...,2,) € [B]™, produces fre-

quency estimates A(z1,...,2,) = (£1,...,2p), given by

.1 N | = " (el + Bl
Ti= ((;(ezi)J exp(er) + B — 1) ( exp(er) —1 ) . o

First we analyze the accuracy of Axr. The analysis is quite similar to that of Agappor. In particular, first note
that satisfies the following property: for any dataset X = (z1,...,x,), if Z' := Rgrgr(z;), and it hap-
pens that >,/ | (ez:); equals its expected value (over the randomness in the local randomizers Rgrg), then &; is

n

equal to the true frequency + Y77 | (eg,);. It follows that if |2 Y7 | (e4i); — Erpy [+ 201 (e2:);]| < &, then

£j— 130 (ex)j| < k- (w) <0 <l€- (M)) where the last inequality follows from e, > 1

exp(er)—1 exp(er)
(as we will see below).

_ B-1
Let ¢ = exp(er)+B—1"

by the random variable |Y — n(1 — ¢)|, where Y ~ Bin (n,1 — ¢). It follows by binomial concentration that if
Yi,...,Yp ~ Bin(n,1 — ¢) i.i.d. and gn = Q(In B), then

Z(ezi)j — ERgn [Z(eZi)j]

i=1 i=1

The random variable |3 | (ezi); — Erpp [2req(€zi);]| is stochastically dominated

< O(+/qnln(B)).

Fhnn [fﬂ[aéﬁ

Thus the expected error of Prr = (RrRr, Arr) is bounded above by

n

1
By — ~ 3 (ew,)jk

i=1

]<O<\/m_(exp(q)+3>>_ (92)

exp(er)

Ea, . ap)m
(£1,.-,28)~PRR Lnel[aéﬁ

Next we analyze the privacy of Rgg in the n-user shuffled model. To do so, note that Ry is clearly (£, 0)-
(locally) differentially private. Thus, by [BBGN19¢, Theorem 3.111;51, if we take e, = In(n/In(1/9)) + 21n(e) +
O(1), then by the assumption £ > w(In?(n)/ min{v/B, v/n}), the shuffled-model protocol (Rrr, S, ArRr) is (¢, )-

differentially private in the n-user shuffled model. As long as \/n > B (i.e., n > B2, so that % > Q(B)), the

error in is bounded above by O(+/qIn(B)/n) = O (nie -4/Bln(n) 1n(B)>. O

____B
exp(er)+B—1"

1n particular, the parameter v in Theorem 3.1 of [BBGN19¢] is set to
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B Low-Communication Simulation of Sparse Non-Adaptive SQ Algorithms

We now discuss an equivalent formulation of our results in terms of non-adaptive statistical query algorithms. A
statistical query on a set X is specified by a binary-valued predicate function g : X — {0, 1}, and, for a distribution
D on X, takes the value ¢(D) := E,.p[q(x)]. Special cases of statistical queries include frequency queries,
specified by g(z) = L[z = y] for some y € X, and range queries, given by q(z) = 1[x € R], where R is a
rectangle in X'. For 7 € [0, 1], a statistical query oracle SQp , of tolerance T, takes as input a statistical query ¢ and
outputs a value SQp . (q) € [¢(D) —7,q(D) + 7]. A statistical query (SQ) algorithm of tolerance T, Q, may access
the distribution D through a number of queries ¢ to an oracle SQp .. Q is called non-adaptive if the distribution
of its queries is fixed a priori, i.e., does not depend on the results of any of these queries. It was observed in the
work of Blum et al. [BDNMOJ]| that any statistical query (SQ) algorithm can be simulated by a differentially private
protocol (in the central model). The same was shown for locally differentially private protocols by Kasiviswanathan
et al. [KLN™08], albeit with worse parameters. In fact, it is known [KLNT"08]| that (non-adaptive) SQ algorithms
are equivalent to (noninteractive) locally-differentially private algorithms, up to a polynomial factor in the tolerance
7. We refer the reader to [KLNT08] for further background on SQ algorithms.

A straightforward corollary of the techniques used to show Theorem [I.3]is that one can efficiently and privately
simulate sparse non-adaptive statistical query algorithms in the shuffled model. In particular, for £ € N, we say that a
non-adaptive SQ algorithm Q is k-sparse if, for each x € X, with probability 1, there are at most & distinct statistical
queries ¢ that Q makes satisfying g(x) = 1. Sparsity is a more stringent condition than having low sensitivity: in
particular, if a k-sparse algorithm makes B queries ¢y, ..., ¢p, then, letting D be the empirical distribution over
a dataset (x1,...,x,), the mapping (x1,...,z,) — (ql(ﬁ), ... ,qB(@)) has /1 sensitivity 2k/n. We show in
Corollary below that for any universe X, if Q is a k-sparse SQ algorithm making at most B queries, then one
can privately simulate Q in the shuffled model, as long as the tolerance 7 is roughly a multiplicative factor of k/n
times the corresponding error in Theorem (and communication blown up by a factor of k?).

Next we state and prove the formal version of Corollary [T.4}

Corollary B.1. Fix any set X, and let Q be a k-sparse non-adaptive SQ algorithm on X making at most B queries
of tolerance T for a distribution D. Suppose that €, € (0,1),

10g(3/5)+klog(3/ﬁ) log(é) | ©3)

T2 ET

n =)

Then there is a private-coin (e, §)-differentially private algorithm P in the shuffled that receives as input n iid

samples x1, . .., Ty, ~ D, and produces output that agrees with that of Q with probability at least 1 — 5. Moreover,

k2 log(k/(5¢))
2

each user sends in expectation O ( ) messages consisting of O(logn log B) bits each.
The sample complexity bound (93) improves upon an analogous result for locally differentially private simulation
of Q, for whichn = Q) ( k ) samples suffice [ENU20, KLN"08, Theorem 5.7]. Moreover, for small %, it is close to

722
1

what one gets in the central model, namely that n > Q (T—Q + %) [BDNMOS] samples suffice. These observations

follow from the fact that the /5 sensitivity of the collection of queries made by Q is bounded above by \/k.

Proof of Corollary[B.1] Let us fix a set of B queries ¢y, ..., ¢gp made by Q. We will show that with probability
1 — B over the sample X := (x1,...,x,), the algorithm P can output real numbers P;(X),..., Pg(X) so that
for 1 < j < B, |¢;(D) — Pj(X)| < 7. Thus, conditioned on Q making the queries q,...,¢p, P simulates an
SQ oracle of tolerance 7 with probability 1 — 5. The claimed result regarding the accuracy of P follows by taking
expectation over qy, . .., gB.

Aslongasn > C - IO%B for a sufficiently large constant C, the Chernoff-Hoeffding bound guarantees that
with probability 1 — 3/2, for 1 < j < B, we have |¢;(D) — 3" | ¢j(2;)| < 7/2. Define a new universe
X = {(q1(2), q2(),...,qa(x)) : x € X}. Since Q is k-sparse, we have that X’ < {v € {0,1}7 : |v|; < k}.
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Now let P be the protocol P14 with the parameters from Theorem and P(X);, 1 < j < B, be the values Z;/n

from Theorem [4.3] Then Theorem 4.3] gives that
-0 <10g(B)k log(k/(ad)))] o1-8p
n

o foetmn ! S

By the choice of n in , with probability at least 1 — 3/2 over P84, we have |[P(X); — 2 3" | ¢;(z;)| < /2.
Thus, with probability at least 1 — 3 over P14 and the sample X, we have |P(X); — ¢;(D)| < 7 for all j € [B],
as desired. t

) .

3\*—‘

Instead of the Hadamard response-based protocol, we could use the (public coin) count-min sketch based proto-
col PM of Theorem [4.7]in the above corollary. This would give the inferior sample complexity bound of

3/2(B
n> 0 (kzlog \/log (log B) /5))

)

(log® B)k3 log(k(log B)/5)
82

an would involve each user sending in expectation O ( ) messages consisting of O(log k +

logn + loglog B) bits each. (Recall that the advantage of the count-min sketch based protocol was efficient com-
putation of a given statistical query in the data-structural setting when B is prohibitively large to compute all of
them.)

Notice that the error and communication bounds in Corollary [B.T|degrade polynomially in k; thus, for families Q
which do not have any particular sparsity structure and for which |Q| > n, the bounds of Corollary-are vacuous.
In the central model of differential privacy, much effort has gone into determining the optimal sample complexity
of simulating in a differentially private manner an arbitrary (not necessarily sparse) non-adaptive statistical query
algorithm. For instance, Nikolov et al. [NTZ13]] demonstrated a mechanism that achieves sample complexity nearly
equal to an efficiently computable lower bound for any differentially private mechanism releasing a fixed set of
statistical queries The earlier work of Hardt and Rothblum [HR10] showed that there is an (e, §)-differentially
private mechanism that with high probability simulates a non-adaptive SQ algorithm Q making B queries as long as

"> 0 <log(B)q/l(;gT|2X|log(1/6)

We leave the question of generalizing Corollary to the case of non-sparse Q in a way analogous to [NTZ13|
HR10] as an interesting question for future work. In particular, we would hope to maintain polylogarithmic-in-B
growth of the tolerance and communication, while settling for a number of samples n that grows as 67% for some
o> 1.

C Proofs of Auxiliary Lemmas from Section {4

In this section, we prove Lemmas@.11|and [.12]

Lemma Suppose f : X™ — Z™ is k-incremental (Definition4.3) and A(f) = A. Suppose D is a distribution
supported on Z that is (e, d, k)-smooth. Then the mechanism

X f(X)+ Y1,...,Ym),
where Y1,..., Yy, ~ D, i.id., is (¢',8)-differentially private, where &' = ¢ - A, § = §- A.

Proof of Lemma Consider neighboring datasets X = (x1,...,2n-1,2,) and X' = (z1,...,2p_1,2,). We
will show

P [PYl,...,ymw[f(X) + (Vs Vi) = f(X) + (155 )]
Vi ~D IPY1,..A,Ym~D[f(X/) + (Y17 SRR Ym) = f(X) + (yl» RS ym)]

2This optimality is with respect to mean squared error over the set of queries.

> 65/] <4, (94)
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To see that suffices to prove the Lemma4.11| fix any subset S < Z™, and write P(X) = f(X)+ (Y1,...,Yn)
to denote the randomized protocol. Let 7 denote the set of f(X) + (y1,...,ym) € Z™ such that the event in
does not hold; then we have P[P(X) ¢ 7] < ¢'. It follows that

P[P(X)eS| <&+ > PP(X)=u]

weT NS

S Z Py,... vi~plf(X) + (Y1,....Yy) = w]
weT NS

<O+ Z eE,IPYL...,meD[f(X/) + (Yi, e Ym) = w]
weT NS

=3+ 3, PP = u]
weT NS

< + e PP(X') € S].

It then suffices to show (94). For j € [m], let k; = f(X); — f(X');. Since the sensitivity of f is A, we have
20ty |kj| < A. Tt follows that (94) is equivalent to

m
]P)Y ~'D j = y]] ’
'nL"’D > ea
yl» -y 'H PY~D —y]—i—k]
For to hold it in turn suffices, by a union bound and the fact that at most A of the k; are nonzero, that for each
j with kj # 0,

<4 95)

Py .pl[Y = y] Ik e’ A]
P, > elMlE/A L < 6 /A (96)
P {P%D[Y =y +kjl /
But follows for &/ /A = ¢,0'/A = ¢ since D is (e, d, k)-smooth. This completes the proof. O
Lemma LetneN, ve[0,1/2], 0 < 1 and k < ayn/2. Then the distribution Bin(n, ) is (¢, 0, k)-
smooth withe = In((1 + a)/(1 —«)) and § = e~ g + e s,

Proof of Lemmad.12] Recall that for Y ~ Bin(n,y) and 0 < y < n, we have P[Y" = y] = 7¥(1—~)"7¥(}). Thus,
we have that, for any k > k' > —k,
Py Bin(nq[Y = v] 1= (y+ k)N —y—k)

= - : 97)
Py Bin Y = v + ¥'] vk y!(n —y)!

We define the interval £ := [(1 — a)yn + K/, (1 + a)yn — k'] where « is any positive constant smaller than 1. As
long as k' < aryn/2, € contains the interval & := [(1 — «/2)yn, (1 + «/2)yn]. By the multiplicative Chernoff
Bound, we have that

a2 a2n
PyBinn[y ¢ E] <e 5 4 e s, (98)
Note that for any y € £, if ¥’ > 0, it is the case that
1—~ M (n—y— K 1— ¥ 1) K )
( k/) (y+ ')(n y' )’ ( ;J) Y-yt /) <(1+a) 99)
v y!(n —y)! ¥ (n—y)--(n—y—kK+1)
For y € £ and if ¥’ < 0, it is the case that
=) g+ KM=y = k) AW ,<n—y+1>---<n—y+|k’\><<<1—w+va>>'k"<<1+a
ol yl(n —y)! (L= yly—1)---(y— K] (1-y)(1-a) -«
(100)
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where the last inequality above uses v < 1/2. We now proceed to show smoothness by conditioning on the event
y € &€ as follows:

Py Bin(n[Y = v] - e"‘“"a]
Py < Binmn Y =y + K]~

Py Bin(ny)[Y = ¥l
Py Bin(ny[Y =y + ¥]

Py~Bin(ny) {

< ]P)y~Bin(n,7) [ = e‘k/|6 | ye 5:| + P[y ¢ 5]

]P)Y~Bin(n 'y) [Y = y] / 042'yn _@
<Py Bin ’ > elle |y e 5] +e 7% e e (101)
y~Bin(n,y) |:PY~Bin(n,’y) [Y =y + k] |
a2'yn 042"/11
=e 8 +4e 82, (102)
where (101)) follows from and (102)) follows from (97)), (99), and (T00) as well as our choice of ¢. O

D Heavy Hitters

Let 7 denote the heavy hitter threshold, and assume that 7 is large enough so that with high probability the maximum
frequency estimation error of Theorem [4.7|is at most 7/2. We wish to return a set of O(n/7) elements that include
all heavy hitters (it may also return other elements, so in that sense this is an approximate answer). One option is
to use Theorem directly: Iterate over all elements in [B], compute an estimate of each count, and output the
elements whose estimate is larger than 7/2. This gives a runtime of O(B).

Algorithm 2] can be combined with the prefix tree idea of Bassily et al. [BNST17] to reduce the server decoding
time (for recovering all heavy hitters and their counts up to additive polylogarithmic factors) from O(B ) to O(n /7).
For completeness we sketch the reduction here. The combined algorithm would use [log, (B)] differentially private
frequency estimation data structures obtained from Algorithm 2] To make the whole data structure differentially
private we decrease the privacy parameters, such that each data structure is (¢/[logy(B)], §/[logy (B)])-differentially
private. (In turn, this increases the error and the bound on how small 7 can be by a polylogarithmic factor in B.)

For each element 2: € [ B] we would consider the prefixes of the binary representation of x, inserting the length-i
prefix in the ith frequency estimation data structure. The decoding procedure iteratively identifies the prefixes of
length 1, 2, 3, ...with a true count of at least 7. With high probability this is a subset of the prefixes that have an
estimated count of at least 7/2, and there are O(n/7) such prefixes at each level. When a superset of these “heavy”
prefixes have been determined at level i, we only need to estimate the frequencies of the two length-(i + 1) extensions
of each considered prefix. This reduces the server decoding time to O(n/ 7) with high probability (while maintaining
a polylogarithmic bound on the number of bits of communication per user).

E M-Estimation of Median and Quantiles

We now discuss how to obtain results for M-estimation of the median and quantiles using our result for range
counting (from Section . For simplicity, let 1, z2, . .., 2, € [0, 1] be data points held by n users.

We recall that there is no differentially private algorithm for estimating the value of the true median with error
o(1), i.e., computing & which is within additive error o(1) of the true median. This is because the true median can
be highly sensitive to a single data point, which precludes the possibility of outputting a close approximation of the
median without revealing much information about a single user. For instance, consider the case in which n = 2k + 1
and x; = z9 = --- =z = O while 11 = 4o = -+ = x, = 1. Itis clear that the median of this set is 0, but
changing a single value z to 1 would change the median of the set to 1.

To get around the above limitations, we consider a different notion known as M-estimation of the median, defined
as follows: Consider the function

1 n
M(y) =5 ), lwi =yl
=1
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Note that the median is a value Z that minimizes the quantity M (Z). The problem of M-estimation seeks to compute
a value of y which approximates this quantity, and the error is considered to be the additive error between M (y) and
M(Z). Our results imply a differentially private multi-message protocol for M-estimation that obtains both error
poly log n and communication per user poly log n bits.

Theorem E.1 (Multi-message protocol for M-estimating the median). Suppose 1, x2,. ..,z € [0,1]. Then there
is a differentially private multi-message protocol in the shuffled model that M-estimates the median of x1, 2, ..., Ty
with communication poly log n bits per user and additive error poly logn, i.e., outputs y € [0, 1] such that

M (y) < min M (Z) + poly log n.

Proof. We reduce the problem of M-estimation to range counting. First, we divide the interval [0, 1] into B = n

subintervals Iy, I, ..., Ip, where I; = [(j — 1)/B, j/B]. Each user will associate his element z; with an index
z; € | B] corresponding to an interval I, which contains x;. Note that if j is the smallest element of [B] such that
I[1, 4] n {z1,22,...,2n}| = n/2, then I; contains a minimizer of M (y). Thus, we wish to determine this value of
7.

Thus, we obtain a protocol as follows: We use our protocol for range counting queries in the shuffled model (see
Section to compute the queries [1, j] for j = 1,2,..., B for the dataset 21, 22, . . ., zp and compute the first j for
which the query [1, 7] yields a count of > n/2 (or j = B if no query yields such a count). Then the analyzer outputs
j/B as the estimate for the median.

We now determine the error of thee aforementioned protocol. Note that by the guarantees of the range counting
protocol, the error for the range counts is poly log B. This results in a corresponding poly log B additive error due
to range counting queries for the estimation of M (). Moreover, note that there is an additional error resulting from
the discretization. Since each interval is of length 1/B, the error resulting from discretization is n/B. Hence, the
total error is n/B + poly log B = poly log n for our choice of B. O

Remark E.1. It should be noted that virtually the same argument as above yields a differentially private protocol
for M-estimation of quantiles. Given a set of points x1, z2,...,x, € [0,1], we say that y is a k™ g-quantile of the

dataset if
k

I[0,y) N {z1,z2,..., 2} < 5

and .
‘[an] N {171,1'2,. . axn}| = 5

In particular, the median is a special case, namely, the (only) g-quantile for ¢ = 2. The above argument applies,
except that the function M to be minimized (which is minimized by k™ ¢-quantiles) is given by

= k k
M) =Y ((1-2)—z)s + =y —m:) ),
i=1 q q
and again, the task is to find a y such that
M (y) < min M (Z) + poly log n.
T

Moreover, in the reduction to range counting queries, one instead determines the smallest value j such that
I[1,7] n{z1,22,...,2n}| = kn/q and the rest of the analysis follows verbatim.
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