Multi-Authority Attribute-Based Encryption
from LWE in the OT Model

SAaM KM
Stanford University
skiml130@cs.stanford.edu

Abstract

In a (ciphertext policy) attribute-based encryption (ABE) scheme, a ciphertext is associated
with a predicate ¢ and a secret key is associated with a string x such that a key decrypts
a ciphertext if and only of ¢(x) = 1. Moreover, the scheme should be collusion-resistant
meaning that no colluding set of users can learn about the message if none of their secret
keys can individually decrypt the ciphertext. Traditionally, in an ABE scheme, there exists a
central authority that generates the keys for each users. In a multi-authority attribute-based
encryption (MA-ABE) scheme, individual components of the secret keys are generated by different
key-generating authorities.

Although the notion of MA-ABE is a natural extension of the standard ABE, its realization
has so far been limited. Indeed, all existing MA-ABE constructions rely solely on bilinear
maps and can only support predicates that are computable by monotone boolean formulas. In
this work, we construct the first collusion-resistant MA-ABE scheme that can support circuit
predicates from the Learning with Errors (LWE) assumption. Our construction works in a new
model that we call the OT model, which can be viewed as a direct relaxation of the traditional
GID model that previous MA-ABE constructions consider. We believe that the new OT model
is a compelling alternative to the traditional GID model as it captures the core requirements for
an MA-ABE scheme. The techniques that are used to construct MA-ABE in this model can also
be used as a stepping stone towards constructing MA-ABE in the stronger GID model in the
future.

1 Introduction

A (ciphertext-policy) attribute-based encryption scheme [SW05, GPSWO06] is an advanced form
of public-key encryption where a ciphertext for a message p is bound under a policy predicate
¢ :{0,1} = {0,1}, and a decryption key sk, is associated with an attribute string € {0,1}¢. A
key sk, can be used to decrypt a ciphertext cty if and only if ¢(x) = 1. The security requirement
of an attribute-based encryption scheme states that no colluding set of users can learn about the
plaintext p if none of their keys are authorized to decrypt the ciphertext.

Since its introduction, attribute-based encryption (ABE) has become a well-studied notion in
cryptography due to the many advantages that it provides for enforcing complex access control
of encrypted data. Even beyond applications, ABE is an important theoretical object of study
as it serves as a natural “middle-ground” between the two popular notions of identity-based
encryption [Sha84, BF01, Coc01] and general-purpose functional encryption [BSW11]. As a result,
significant amount of effort has been put into constructing ABE in the past two decades. By now,



we know how to construct ABE schemes from a variety of standard cryptographic assumptions. In
particular, we can construct ABE schemes that support predicates computable by boolean formulas
from standard assumptions on bilinear groups [GPSW06, LOST10, OT10, Wat12, HW13] and
schemes that support predicates computable by bounded depth circuits using the Learning with
Errors (LWE) assumption [Boy13, GVW13, BGG'14, BV14].

Multi-authority attribute-based encryption. Although the traditional notion of attribute-
based encryption is useful for both theory and practice, it suffers from a fundamental limitation:
the decryption keys sk, must be issued by a single central authority who holds a master secret key
msk. The need for a central authority (CA) can be problematic for several reasons. As the CA can
generate a decryption key for any attribute string x € {0, 1}6 , it can decrypt all ciphertexts that are
generated in the system, forcing complete trust in the CA. Furthermore, in many practical scenarios,
each of the bits of an attribute string # € {0, 1}* are naturally associated with separate authorizing
parties in the real-world. For example, a predicate that one might consider in an application is as
follows:

(b(‘r[PhD]?x[WOrk Experience]) = Z[puD] v T[Wwork Experience]:

The predicate ¢ allows decryption of a ciphertext if and only if a decryptor either holds a PhD or
has some years of work experience. In this situation, instead of having a single trusted authority
who generates the entire ABE key, it is more natural for a university to issue a key component skippp)
and for a company to issue a key component skjyorx Experience]- 11 the case where the attribute bits
T[pnd]; T[Work Experience] aT€ sensitive information, it also makes sense for the university to not learn
any information about a user’s work experience, and an employer to not learn any information
about a user’s education. Motivated by these type of situations, Sahai and Waters [SW05] proposed
the problem of constructing ABE with multiple authorities.

In theory, an ABE scheme can be decentralized generically using secure multiparty computation
(MPC) techniques. For instance, the university and the employer can hold a secret share of a
standard ABE master secret key msk. Whenever a user requests a key, the parties can participate
in an MPC protocol that securely combines the shares to msk and runs the ABE key generation
algorithm for the user. This solution, however, is not viable for many practical situations as all key
generating authorities must interact in an MPC protocol for each user in the whole system.

To solve this problem, Chase [Cha07] as well as Lewko and Waters [LW11] proposed a natural
extension to the standard notion of ABE called multi-authority attribute-based encryption (MA-
ABE). In an MA-ABE scheme, the master secret key of a standard ABE scheme msk can be further
divided into multiple master secret keys msky, ..., msky that are assigned to separate key-generating
authorities. An authority who holds msk; can generate a decryption key component sk; , for a single
attribute bit z; € {0, 1} without interacting with any other key-generating authorities. The collection
of these individual key components that are generated by each authorities sk, = (ski z,,...,skez,)
make up a single decryption key for the attribute string z € {0,1}*. The key sk, can be used to
decrypt a ciphertext cty if and only if ¢(x) = 1. The key security requirement of an MA-ABE
scheme states that a ciphertext cty remains secure even when some of the key-generating authorities
are corrupt and therefore, collude with the adversary.

Over the years, there have been great progress in constructing MA-ABE from standard crypto-
graphic assumptions [Cha07, CC09, LW11]. In particular, the state of the art construction of Lewko
and Waters [LW11] provide an MA-ABE scheme that satisfies a very strong form of functionality
and security. However, all of these previous work on MA-ABE have so far been limited to the setting
of bilinear groups and are restricted to support only predicates that are computable by monotone



boolean formulas. Constructing an MA-ABE scheme for circuits from lattices that satisfies any
reasonable notion of functionality and security has so far been a challenging task. Very recently,
some progress was made by Wang et al. [WFL19]; however, their construction provides security
only against bounded collusion of parties.

1.1 Owur Contributions

In this work, we propose a new multi-authority attribute-based encryption scheme from the LWE
problem. Our construction supports predicates that are computable by bounded depth circuits and
works in a new model called the oblivious transfer (OT) model, which can be viewed as a relaxation
of the traditional GID model that previous MA-ABE constructions consider. We elaborate on the
new OT model below and provide the high level ideas of our construction in Section 2.

Traditional GID model. In an MA-ABE scheme, each of the decryption key components
sky = (skiqy, - - .,5kes,) must be generated independently by the ¢ authorities who each hold master
secret keys msky, ..., msky. Since the model does not allow any communication among the key-
generating authorities to generate these key components, there is no way for the authorities to even
agree on the specific recipient of a decryption key. Therefore, an MA-ABE scheme is traditionally
defined in the global identifier (GID) model [Cha07, LW11] where each recipient of a decryption key
is identified by some global identity string gid € {0,1}*. For example, gid can consist of a user’s
driver’s license, student ID, or voter registration number that the users provide to each key-generating
authorities. To generate a key, each authority with master secret key msk; takes in as input a
recipient’s identity string gid and produces a decryption key component skgiq j.; that is bound
under gid and an attribute bit x; € {0,1}. The complete key skgia» = (SKgia 1,215 - - - » SKgia,,z,) for
a single gid can then be used to decrypt a ciphertext cty if and only if ¢(x) = 1.t

OT model. The OT model is similar to the GID model where individual key components are
bound under some string gid € {0,1}*. However, in contrast to the GID model where a gid
can be an arbitrary string, we allow a gid to be a structured string that is generated by the
key-recipients as a form of a key-request. Specifically, to receive a key sk, for an attribute string
x € {0, 1}5 , each key-recipient generates a formal key-request req, € {0,1}* to provide to each of
the key-generating authorities. Upon request for a decryption key req,, each authority with msk;
generates a key component skyeq,jz;, to provide to the corresponding recipient. The components
that are generated for the same request string req can be combined to form a complete decryption
key skreq = (Skreq, 1,215 - - - ,Skreqyg,xé). Just like before, the key skreq. can decrypt a ciphertext
cty if and only if ¢(x) = 1. We note that in the OT model, the key-generating authorities still
generate the key components independently without the need to communicate with each other.
In fact, if we define a user’s request string req, € {0,1}* to simply be the global identity string
gid € {0,1}*, then this is equivalent to the GID model. In this respect, the OT model can be
viewed as a generalization/relaxation of the GID model.

We note that one of the motivations for a multi-authority ABE scheme is to attain privacy
of attributes. Namely, a user with an attribute bit z; € {0,1} for an index j € [¢] must not be
forced to reveal z; to any other key-generating authority other than the authority who holds msk;.
In the GID model, the key-generating authorities only require a global identity string gid of the
user to generate the key components. Therefore, privacy is achieved innately. In the OT model,

In the technical sections, we revert this convention such that decryption is allowed if and only if ¢(x) =0 as is
commonly done in lattice-based ABE papers.



however, a user submits a formal request string req, that may reveal the entire attribute string
x € {0,1}*. Therefore, in addition to the standard ciphertext security condition for an MA-ABE
scheme, we define a receiver privacy requirement for the OT model. We refer to this model as the
OT model as both the syntax of the key generation procedure as well as the security requirements
(ciphertext security and receiver privacy) for the MA-ABE scheme largely resembles those of an
oblivious transfer protocol. In fact, our construction of MA-ABE relies on an oblivious transfer
protocol as a fundamental building block. We provide the formal definitions of MA-ABE in the OT
model in Section 5.

Decomposable Attribute-based Encryption. The main intermediate notion that we introduce
to construct our MA-ABE schemes is called decomposable attribute-based encryption (DABE), which
can be viewed as a standard ABE scheme with an additional decomposability property on the
decryption keys. The syntax of the algorithms for a decomposable ABE scheme largely remains
identical to that of a standard ABE scheme. In particular, the master secret key msk still remains
a single object that is needed to generate the entire decryption key sk,. The only additional
requirement that we make on a DABE scheme is that the decryption keys sk, are decomposable into
multiple components sko, skq;, . . ., Skg,. The components sk, for j € [¢] are part of the key sk, that
correspond to each bit of the attribute string z; € {0,1}. The component skq is a part of the key
that is independent of the attribute z € {0, 1}5 and its only functionality is to bind the attribute
components skz, , ... ,sky, together. We refer to the key component skq as the binding component of
the key and the key components sk, ...,sk;, as the attribute components. We provide the precise
definitions in Section 6.

To construct an MA-ABE scheme, we first show that a DABE scheme can be upgraded to
an MA-ABE scheme using a fully-homomorphic encryption (FHE) scheme, a key-homomorphic
PRF, and an oblivious transfer protocol. At a conceptual level, the main additional property
that an MA-ABE scheme must provide over a DABE scheme is the decomposability of master
secret keys. To achieve this decomposability of master secret keys in a DABE scheme, we use the
ideas in the recent work of Boneh et al. [BGG118]. Specifically, we define the setup algorithm to
encrypt msk using FHE and include the FHE ciphertext as part of the public parameters. Each
key-generating authorities are then provided a share of the FHE decryption key that allows threshold
decryption on any FHE ciphertexts. With these shares, the key-generating authorities can generate
the key components of a DABE decryption key in a decentralized way. Namely, each authority can
homomorphically evaluate the DABE key generation algorithm on the FHE ciphertext and provide
its partial decryption using the FHE key share. There are a number of technical difficulties that
must be overcome to make this approach work and we provide a detailed overview in Section 2. We
provide the full construction in Section 6.2.

Finally, we construct DABE from the LWE problem. Our construction is a modification of the
standard ABE scheme of Boneh et al. [BGG*14]. We provide a detailed overview in Section 2 and
the full construction in Section 7.

1.2 Comparison to Lewko-Waters Construction

In addition to the fact that our MA-ABE construction works in the OT model (as opposed to the
GID model), there are two additional desirable properties of the state-of-the-art Lewko-Waters
construction [LW11] that our MA-ABE construction do not satisfy. We explain these two limitations
of our construction in the following:



1. Static vs. dynamic set of authorities: In the Lewko-Waters construction, even the setup
algorithm is decentralized. Namely, each key-generating authority generates its own master
secret key msk; independently without the need to communicate with any other authority.
There does exist a global setup algorithm, but it is only used to generate a set of public
parameters for the system.

In our construction, all master secret keys msky, ..., msk, must be generated under a single
setup algorithm. If the set of key-generating authorities are static, then the setup algorithm
can just be run once in the beginning and therefore, the authorities can use general MPC to
generate the master secret keys msky, ..., msky in a secure way. When the set of authorities
are dynamic, however, the setup algorithm must be run multiple times. For instance, if a
new key-generating authority joins the system, then all existing key-generating authorities
must participate in a new MPC protocol. This limitation is not satisfied by the Lewko-Waters
construction since a new key-generating authority can generate its own master secret key.

2. Flexibility in decryption keys: Let skgiqz = (Skgid, 1,215 - - SKgia,,e,) De a decryption key
for a user corresponding to an attribute string = € {0,1}¢ (in the GID model). Then, in the
Lewko-Waters construction, the key components skgiq j-; for j € [¢] that correspond to the
zero-bit attribute x; = 0 are just empty strings skgia j0 = €. Therefore, for all indices j € [(]
for which x; = 0, there is no need for the 7 key-generating authority to participate in the
key generation procedure.

In our construction, the key components skeq,j0 are not empty strings and therefore, must be
generated by the corresponding key-generating authorities. This means that for any attribute
string = € {0,1}¢, all ¢ key-generating authorities in the system must provide a decryption
key component to a key recipient. If any single authority fails to provide its key component,
then the rest of the recipient’s key components are incomplete and become useless.

We believe that despite these limitations, our constructions still satisfy the core properties that are
needed for an MA-ABE scheme. Furthermore, while the pairing-based constructions rely on random
oracles, our construction works in the standard model. Given the fact that no collusion-resistant MA-
ABE scheme from lattices was known prior to this work, we believe that our construction represents
a significant step forward in decentralizing trust in lattice-based attribute-based encryption schemes.

2 Technical Overview

In this section, we provide a technical overview of our constructions. We begin by recalling the
learning with errors assumption.

The LWE assumption. The learning with errors (LWE) assumption [Reg05], parameterized
by n,m, q, x, states that for a uniformly random vector s € Zj and a uniformly random matrix
A € Z;*™, the distribution (A, s” A + e”) is computationally indistinguishable from the uniform
distribution over Zg*™ x Zg", where e is sampled from a (low-norm) error distribution x. To simplify
the presentation in this section, we will ignore the precise generation and evolution of the error term
e and just refer to it as “noise.”



2.1 General Approach towards MA-ABE in the GID Model

We demonstrate the main ideas of our construction by first describing a natural approach to
constructing a lattice-based MA-ABE scheme in the GID model. To do so, we first review the
existing ABE constructions of Boneh et al. [BGGT14] and the technique of matriz embeddings.

Matrix embeddings. The matrix embedding technique, which was first formalized by Boneh

et al. [BGG'14] is a way of encoding a sequence of bits y1,...,yx € {0,1} into vectors
sT(Al—H/1~G|~--|AN+yN~G)—knoiseEZgﬁ”]\[7 (2.1)
where Ay,..., Ay € Zg*™ are uniformly random matrices, s € Zy is a uniformly random vector,

and G € Zy*™ is a special fixed matrix (called the “gadget matrix”). Embedding bits in this way
enables homomorphic operations on these bits while keeping the noise small. In particular, given an
input y € {0,1}" and any polynomial-size circuit C : {0,1}" — {0,1}, there is a public operation
that allows computing the following vector from Eq. (2.1):

s"(Ac+ C(y) - G) + noise € Z", (2.2)

where the matrix Ac € Zg*™ depends only on the circuit C, and not on the encoded input y.
Thus, we can define a homomorphic operation Evaly, on the matrices Aq,..., Ay where on input a
sequence of matrices Ay,..., Ay and a circuit C, Eval,(C,Aq,...,Ax) = Ac.

ABE from LWE. The matrix embeddings technique can be used to construct a ciphertext policy
ABE scheme [BGG™14] as follows. We define the master secret key of the ABE scheme to consist of
a trapdoor for a public matrix A € Zy*™ denoted tda = A~!. The ABE ciphertext for a predicate
¢ :{0,1}* — {0,1} and a message p is defined to be a set of vectors cty = (cto, cty, cta) that are
defined as follows:

° Ct():STd—f—nOise"i‘LQ/Q—‘ C
o ct; = s’ A + noise,
o cty=s"(A1+¢1-G | --| Ay + én - G) + noise,

for a secret vector s € Zy, a set of public matrices A1,..., AN € Z’q”m, and public vector d € Zj.
A decryption key for an attribute string € {0,1}¢ then corresponds to a short vector u, € Z>"
such that
(A | AJ;) ‘ug, =d,

where A, « Evalpk(Uy, A1, ..., An) and U, is the universal circuit U, (qﬁ) = ¢(x). The vector u,
can be generated from trapdoor A~! using standard lattice trapdoor techniques. To decrypt the
ciphertext cty, a user homomorphically evaluates the universal circuit U, on the ciphertext vector
cty to produce

s"(A | Ay +Us(¢) - G) + noise € Z7",
which can then be combined with u, to unmask the message in cty as long as ¢(z) = 0.2

Decentralization via FHE. One approach in constructing an MA-ABE scheme is to use fully-
homomorphic encryption (FHE)? to divide the master secret key into multiple components. We note

2As is commonly done in lattice-based ABE papers, we revert the convention on the predicate ¢ such that a key sk,
can decrypt a ciphertext cty, bound under ¢ if and only if ¢(z) = 0.

3In our actual construction, we use a (leveled) homomorphic encryption scheme as opposed to a fully homomorphic
encryption scheme.



that in existing LWE-based FHE constructions, a decryption key fhe.sk and a (homomorphically
evaluated) ciphetext fhe.ct are vectors in Zq, and the decryption algorithm consists of simply taking
their inner product <fhe.sk7 fhe.ct> and rounding the result. Since inner products are linear, we can
divide the FHE secret key vector fhe.sk into multiple additive shares fhe.sky, ..., fhe.sk, in Z7 such
that (fhe.sk, fhe.ct) + ...+ (fhe.sky, fhe.ct) = (fhe.sk, fhe.ct).

Using this property on FHE, our idea in constructing an MA-ABE scheme is as follows. We
first define the setup algorithm such that it first generates an FHE secret key fhe.sk, encrypts
the trapdoor fhe.ctpy -1 < FHE.Encrypt(fhe.sk, A~!), and includes fhe.cty -1 as part of the public
parameters. In addition, the setup algorithm divides the key fhe.sk into £ shares fhe.skq, ..., fhe.sky
and distributes them to each of the ¢ key-generating authorities. Now, to generate an attribute key
sk, each authority with fhe.sk; can homomorphically evaluate the ABE key generation algorithm
on the FHE ciphertext to produce an encryption of the vector u,,

fhe.cta-1 — fhe.cty,,

and provide <fhe.skj, fhe.ctuz> + noise to the key recipient. The recipient can recover the key u, by
linearly combining each of these partial decryptions.

Problem with functionality. The problem with the approach above is that to generate the
key u,, each key-generating authority j € [¢] must be provided the entire string 2 € {0,1}¢. The
MA-ABE functionality requires that each authority j € [¢] generates the key components only given
an attribute bit z; € {0,1} that it controls without interacting with any of the other authorities.
To fix this problem, we modify the construction above as follows. First, we modify the setup
algorithm to generate an additional set of trapdoor matrices (B, Bfl), ..., (By, BZl) that are to
be distributed to the key-generating authorities. Next, we include an extra vector in the ciphertext

e ct3=s’(By | -+ | By) + noise.

Now, to generate a key component sk; . for an index j € [¢] and a bit x; € {0,1}, the Gt key
authority who holds a share of the FHE secret key fhe.sk; and the trapdoor Bj_1 proceeds as follows:

1. Derive a set of matrices (Cy,...,Cy) < H(gid) from a public hash function
H:{0,1}" — (zp*™)"
2. Use Bj_1 to sample a short matrix R, € Z™*™ such that
B; Rj.; =Cj+x;-G.
3. Compute Ay < Evalp (U, Aq,...,AN,Cy,...,Cy) where U is the universal circuit
Up, ) = o(x).

4. Homomorphically evaluate the FHE ciphertext fhe.ctp -1 to produce an FHE ciphertext fhe.cty
that encrypts the vector u € Z?™ satisfying

(A|Ay)-u=d



5. Define the short matrix R, and the partial FHE decryption p; = <fhe.skj, fhe.ctu> + noise
as the key component

Skgid,j,xj = (Rj,wjv p])

Now, given all the key components skgig , = (skgid,ml, oo, SKgi p0 Z), a decryptor can first recombine
the FHE partial decryption shares py,...,pe to recover u. Then, it can apply the short matrices
Ri,,..., Ry, to ctz to produce the vector

sT(A } Ai+01-G| - | Av+on-G | Ci+z1-G| - | Cg—kmg‘G)—Fnoise.
Finally, the decryptor can homomorphically derive the vector
sT( A | Ay +U(¢p,x)- G )+ noise,

which can be combined with u to unmask the message in ctg as long as ¢(z) = 0.

Problem with security. The MA-ABE scheme above satisfies the functionality requirements
for an MA-ABE scheme. However, it still fails to satisfy the security requirements. In an MA-
ABE scheme, even a colluding set of key-generating authorities should not be able to decrypt a
ciphertext that they are not authorized to do so. For instance, if the policy predicate ¢ is an
all-one function 1(x) = 1 for all z € {0, 1}, then even an adversary who holds all the master secret
keys msky, ..., msk; must not be able to decrypt a ciphertext ct; that is bound under 1. In the
construction above, any single authority can decrypt any ciphertext cty as it holds a trapdoor Bj_1
for some j € [¢]. This trapdoor information can be used to recover the secret vector s from the
ciphertext component STBj + noise, which can be used to unmask the message.

To prevent this problem, we modify the construction above further. Instead of distributing the
trapdoor information Bfl, . ,le to each of the key-generating authorities in the clear, we move
these trapdoor information inside the FHE ciphertext. Specifically, the setup algorithm groups all
trapdoor information into a single master secret key

msk' = (A1, By, ..., B,

and generates a ciphertext fhe.ct, -+ + FHE.Encrypt(fhe.sk, msk’) to be included as part of the
public parameters. Now, each key-generating authority, who holds an FHE secret key share fhe.sk;
for some j € [¢], homomorphically evaluates each steps of the key-generation procedure described
above on fhe.ct,, to produce the following ciphertexts:

e fhe.ct, that encrypts the vector u,

° fhe.ctR].wj, which encrypts the short matrix R ,;, € Z™*™ such that

Bj 'Rj’m]. = Cj +$j-G.

Then, it computes the partial decryption of these two ciphertexts and includes them in the key
component skjﬂ[;]..4

4In the actual construction, we also include a PRF key as part of the master secret key msk’ and replace the public
hash function H with a PRF. This allows us to remove the dependence on random oracles.



If the key component skgiq j o, consisted only of these two components, then there is no way for
a recipient to recover the matrix R, from the partial decryptions. Therefore, each key-generating
authority j € [¢] homomorphically computes (under FHE) all matrices

Riop  Rjo10 Rjpio Reo
R Rj—11 Rjyia R, )’

such that
B; R, =C;+b-G Vie[(]\{j},be{0,1},

to produce the set of ciphertexts {fhe-CtRi,b}ie[@]\{j},be{o,l}- It includes the partial decryption of all
of these ciphertexts as part of skgidJ@j.

Now, given the decryption key components skgiaz = (Skgid,1,z;,---,5Kgiarz,), the recipient
can recover the vector u as well as the matrices Ry z,,..., Ry, by combining the ¢ FHE partial
decryptions from the authorities. The matrices Rq,1—z,, ..., Ry 11—, that does not correspond to the
attribute bits x1, ...,z still remain hidden from the recipient as the key components only include

¢ — 1 partial decryption of their ciphertexts.

2.2 MA-ABE in the OT Model

Additional problems with security. The construction above comes close to a fully secure
MA-ABE scheme, but not quite enough. The insecurity is not due to the way we are using FHE to
split the master secret key msk’, but due to the algebraic structure of the ABE key itself. Consider
a user who holds two keys skgiaz = (SKgid 1,015 - - »SKgia,(,z,) and SKgig o = (skgid717x/1, e Skgid,mg)
for z # 2’ € {0,1}*. The security requirement of an MA-ABE scheme requires that the user cannot
decrypt a ciphertext cty that is encrypted under the all-one function 1. However, since z # x’, there
exists an index j € [¢] for which the user can derive two short matrices Rj o, Rj1 € Z™*™ such that

B, Rjo=C;+0-G
Bj-Rj71:Cj+1~G

The matrix AR = R;p — R directly translates into a trapdoor matrix for B;, which can be used
to decrypt any ciphertext.

One can hope that adding extra components or additionally modifying the construction may
prevent a user from deriving the trapdoor information AR. However, as long as we resort to the
algebraic structure of the Boneh et al. ABE construction, this insecurity seems inevitable as any
single corrupt authority must be able to generate both key components skgiq jo0 and skgiq j1 for
some j € [¢] simply by the functionality of MA-ABE.

Using oblivious transfer. We get around this limitation using oblivious transfers. The reason
why an adversary can extract trapdoor information AR from duplicate key components is that each
key generating authority j € [¢] homomorphically evaluates (under FHE) each of the matrices

Rio  Rjogp Ry | R
s T
Ri Rj_i1 7% Rjqi Ryi )’

and provide the partial decryption of each of these 2¢ — 1 ciphertexts as part of a single key
component skgid,j@j. This means that any user with key components {skgid7i7wi }z I\ already has



access to £ — 1 decryption shares for the ciphertexts of each of the matrices Rjo and R; 1. The
duplicate key components skgiq j,0 and skgiqg j1 provide the oth decryption shares for R;jo and R 1.

Now, the reason why a key-generating authority j € [¢] must provide the partial decryption of
all 2¢ — 2 ciphertexts for the matrices

Rio  Rjoi0 Rjpio  Rep
Ri Rj 11 Rjyi Ry )’

is that it only knows the single attribute bit z; € {0,1} that it controls and not the rest of the
bits z1,...,2j-1,Zj41,...,2¢ € {0,1}. Our observation is that if the key-recipient can somehow
provide a “hint” on the rest of the attribute bits {x;},2; to the key-generating authority, then
the authority may not need to provide all 2¢ — 2 partial decryptions, but only the £ — 1 partial
decryptions that correspond to the key-recipient’s attribute z € {0,1}*. A natural tool for such
situation is an oblivious transfer protocol.

Using an oblivious transfer (OT) protocol, we can make the following modification to our
construction. We first require that to generate a key, each key-recipient sends an OT commitment of
its attribute bits x € {0, 1}€ as a form of a key-request to be sent to the key-generating authorities.
Each authority j € [¢] still computes the partial decryption of the FHE ciphertexts that encrypts

the matrices
Rio | Rjop Rjno | Reo
s Lj
Ri1 Rj_11 7% Rjyi Ry )7

like before, and provides the partial decryption of the ciphertexts that encrypts R, . How-
ever, for the partial decryption of the ciphertexts that correspond to the rest of the matrices
{Rip}jei\{j1pefo,1}, the authority encodes each pair (R;o,R;1) for i € [(]\{j} as OT messages
before providing them to the key-recipient. By the security of an oblivious transfer protocol, the
key-recipient can only recover the £ — 1 components that correspond to the attribute bits {xi}ie[@\{j}.

This demonstrates the main intuition for our MA-ABE. We note that in this construction
a key-recipient must send a formal key-request (in the form of an OT message) to each of the
key-generating authorities and therefore, the construction violates the syntactical requirements for
an MA-ABE scheme in the GID model. However, in our construction, each of the key components
are still generated independently by each of the key generating authorities without any form of
interaction among them. Furthermore, the receiver privacy property of an oblivious transfer protocol
guarantees that any irrelevant components of the attribute string x1, ..., z, remains hidden from
each of the key-generating authorities and therefore, our construction satisfies the main conceptual
requirements of an MA-ABE scheme. We model our construction in a new model that we call the
OT model and prove correctness and security in this model.

3 Preliminaries

We begin by introducing some of the notations that we use in this work. For any two integers
n < m, we write [n, m] to denote the set of integers {n,n+1,...,m}. When n = 1, we simply write
[n] to denote the set of integers {1,...,n}. We write Funs[X’, )] to denote the set of all functions
mapping from a domain X to a range ). Unless specified otherwise, we use A to denote the security
parameter. We say a function f(A) is negligible in A, denoted by negl(\), if f(\) = o(1/X¢) for all
c € N. We say that an event happens with overwhelming probability if its complement happens
with negligible probability. We say an algorithm is efficient if it runs in probabilistic polynomial
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time in the length of its input. We use poly(\) to denote a quantity whose value is bounded by
a fixed polynomial in A. For our security experiments, we often write A = (A;,.A2) to denote
separate components of a single algorithm A that participate in different phases of an experiment.
We assume that the components A; and Ay share local state.

Vectors and matrices. We use bold lowercase letters (e.g., v,w) to denote vectors and bold
uppercase letter (e.g., A, B) to denote matrices. Throughout this work, we always use the infinity
norm for vectors and matrices. Namely, for a vector x € Z", we write ||x|| to denote max; |x;|.
Similarly, for a matrix A = (A; ;) € Z"*™, we write ||A|| to denote max; ;| 4; ;|

Modular rounding. For two integers p < ¢, we define the modular “rounding” function
Hp : Zq — Zy that maps © — |(p/q) - |

and extend it coordinate-wise to matrices and vectors over Z,. Here, the operation |-] is the
rounding operation over the real numbers.

3.1 Statistical Distance

For two distributions X,Y over a finite domain €2, the statistical distance between X and Y is
defined by A(X,Y) =33 .o |X(w) = Y(w)|. If X,V are distribution ensembles parameterized by

the security parameters, we say that X and Y are statistically indistinguishable denoted X RY if
A(X,Y) is negligible. For a distribution X, we write x - X to denote the procedure of sampling z
according to distribution X. For a finite domain 2, we write x & Q to denote the procedure of
sampling z uniformly from Q. For a distribution ensemble y = x(\) over the integers, and integer
bounds B = B()), we say that x is B-bounded if Pr .,y [|] < B(\)] = 1.

We recall two statistical facts that we use throughout the analysis of our constructions. Since
we do not require the most general formulations of these statements, we tailor them specifically for
our needs.

Lemma 3.1 (Leftover Hash Lemma [ILL89, DORSO08]). Let n,m,q be positive integers with m =
O(nlogq). Then, for A & Zg™™, r & {0,1}, and u & Ly, the following two distributions are
statistically indistinguishable:

(A, A1) 2 (A, u).

Lemma 3.2 (Smudging Lemma [AJLAT12]). Let By = Bi(\), and By = Ba(\) be positive integers
and let e; € [—Bi, B1] be a fized integer. Let eo & [— B2, Ba] be chosen uniformly at random. Then,
the distribution of e1 + e is statistically indistinguishable from that of e1 as long as B1/Ba = negl(\).

3.2 Lattice Preliminaries

In this section, we provide background on the learning with errors assumption and lattice trapdoors.

Learning with errors. The learning with errors (LWE) assumption was first introduced by
Regev [Reg05]. In the same work, Regev showed that solving LWE in the average case is as hard
as (quantumly) approximating several standard lattice problems in the worst case. We state the
assumption below.
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Definition 3.3 (Learning with Errors [Reg05]). Fix a security parameter A and integers n = n(\),
m =m(\), ¢ = q(\), and an error distribution y = x(\) over the integers. Then, the (decisional)

learning with errors (LWE) assumption LWE,, ;, 4., states that for A & Zy™™, s & Ly, e & ym,

and u & Zq', the following two distributions are computationally indistinguishable:
(A,sTA+el) and (A, uf)

When the error distribution y p is a B-bounded discrete Gaussian distribution, then the LWE,, ¢+ 5
assumption is true assuming that various worst-case lattice problems such as GapSVP, and SIVP,
on an n-dimensional lattice are hard for v = O(n - ¢/B) by a quantum algorithm [Reg05]. Similar
reductions of LWE to the classical hardness of approximating worst-case lattice problems are also
known [Pei09, ACPS09, MM11, MP12, BLP*13].

The gadget matrix. We define the “gadget matrix” G = g® I, € ngn'ﬂogq] where g =

(1,2,4,.. .,2“°g‘ﬂ_1). We define the inverse function G : Ly ™ — Zg“ogq]xm which expands
each entry x € Z, in the input matrix into a column of size [loggq]| consisting of the bits of the
binary representation of x. To simplify the notation, we always assume that G has width m (in
our construction, m = O(nlogq)). Note that this is without loss of generality since we can always
extend G by appending all-zero columns. It is easy to see that for any matrix A € Zy*™, we have
G-G(A)=A.

Lattice trapdoors. Although LWE is believed to be hard, the problem becomes easy with some
auxiliary trapdoor information. Lattice trapdoors have been used in a wide variety of context and
are studied extensively in the literature [Ajt99, GPV08, AP09, MP12, LW15]. Since the specific
details of the trapdoor constructions are not necessary for this work, we highlight just the properties
that we require in this work.

Theorem 3.4 (Lattice Trapdoors [Ajt99, GPV08, AP09, MP12, LW15]). Let X\ be the security param-
eter and n,m,q be a set of lattice parameters, and B be a norm bound such that that m = Q(nlogq)
and a bound B = Q(y/n) Then, there exists a tuple of efficient algorithms (TrapGen, Invert, Sample)
with the following properties:

e TrapGen(1") — (A, td): On input the security parameter X, the trapdoor generation algorithm
returns a matric A € ngm and a trapdoor td.

e Invert(A,td,y,v) — x: On input a matriz A € Zy*™, trapdoor td, target vector y € Zy, and
norm bound v € N, the inversion algorithm returns a vector x € Z'™ such that A -x =y and
Ix[| <.

e Sample(1*,y) — x: On input the security parameter A and a norm bound v € N, the sampling
algorithm returns a vector x € Z™ such that ||x| < 7.

The algorithms above satisfy the following property. For anyy € Zj and v > B, setling (A, td) «
TrapGen(1), y i Zy, x < Invert(A,td,y,v), A’ & Zy*™, x' <+ Sample(1*,7), and y' = A’ - ¥/,
we have have
S
(Axy) = (Axy).
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Traditionally, lattice trapdoors for A € Zy*™ consist of a set of short generating vectors of the
lattice that is induced by A. In this work, we make use of an alternative form of lattice trapdoors
called a G-trapdoor formalized in [MP12]. A G-trapdoor of a matrix A € Zg*™ consists of a
full-rank, low-norm matrix R € Z™*™ satisfying the relation AR = G. These types of trapdoor
matrices have additional statistical properties that we use in our multi-authority attribute-based
encryption constructions. We highlight the key properties in the following theorem.

Theorem 3.5 ([CHKP10, ABB10, MP12, BGG™14]). Let X be a security parameter and n,m,q be
lattice parameters, and B be a noise bound such that m = Q(nlogq) and B = Q(y/n). Then, there
exist a pair of algorithms (SampleLeft, SampleRight) with the following syntaz:

e SampleLeft(A,tda,B,y,y) — x: On input a matriz A € Zy*™, trapdoor tda, matriz B €

Zy*™, target vector'y € Zy, and a norm bound vy, the Sampleleft algorithm returns a vector
x € 7Z2™.

e SampleRight(A,B,R,y,v) — x: On input matrices A,B € Zy*™, R € Z™ ™, target vector

y € Zy, and a norm bound vy, the SampleRight algorithm returns a vector x € zZ2m,

The algorithms above satisfy the following properties. For any (A,tda) < TrapGen(1*), B €
Zg*™, R € Z™™ such that A-R + G = B, and B < |R|| - w(mylogm) < v, and setting
x + SampleLeft(A,tda,B,y,7) and x’ + SampleRight(A,B,R,y, ), we have

1. [AIB]-x = [A[B] - X =y and [jx], [X']| <~

2. The vectors x and X' are statistically indistinguishable.

3.3 Pseudorandom Functions

We review the basic definition of a pseudorandom function.

Definition 3.6 (Pseudorandom Function [GGM84]). Let IC, X', and ) be sets. Then, an efficiently
computable deterministic function F': K x X — ) is a secure pseudorandom function (PRF) if for
all efficient adversaries A, k & K, and f & Funs[X', V], we have

| Pr[Af®)(1%) = 1] — Pr[A7O(1Y) = 1]| = negl(M).

In this work, we use a special family of pseudorandom functions called key-homomorphic PRFs that
satisfy additional algebraic properties. Specifically, the key space K and the range ) of the PRF
exhibit certain group structures such that its evaluation on any fixed input = € X is homomorphic
with respect to these group structures. Formally, we define a key-homomorphic PRF as follows.

Definition 3.7 (Key-Homomorphic PRF [BLMRI13]). Let (K, ®), (V,®) be groups. Then, an
efficiently computable deterministic function F': K x X — Y is a key-homomorphic PRF if

1. Fis a secure PRF (Definition 3.6)
2. For every key ki, ko € K and every x € X, we have F(k1,z) ® F(ke,z) = F(k1 & ka2, ).

We note that the function Fj(z) = F(k,z) is a group homomorphism from K to ). This implies
that for the identity elements Ox € K and 0y € ), we have F/(Ox,x) = 0y for any = € X.
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Although key homomorphic PRFs are natural primitives, we currently do not know how to
construct them without either relying on the random oracle heuristic or using strong cryptographic
tools such as multi-linear maps [BLMR13]. Since the goal in this work is to instantiate our
construction from LWE alone, we work with a relaxed notion called almost key-homomorphic PRFSs,
which we can currently construct from LWE.

Definition 3.8 (y-Almost Key-Homomorphic PRF [BLMR13]). Let (K, ®) be a group and p be
a positive integer. Then, an efficiently computable deterministic function F': K x X' — Z,, is an
~v-almost key-homomorphic PRF if

1. F is a secure PRF (Definition 3.6)
2. For every key ki, ke € K and every z € X, we have F(ky,z) + F(ko,x) = F(k1 ® ko, x) + e for
an error term |e| < 7.

3.4 (Leveled) Homomorphic Encryption

Following the presentation of [GVW15], we give a minimal definition of a (leveled) homomorphic
encryption scheme that suffices for our construction. Note that a leveled homomorphic encryption
scheme is one that only supports an a priori bounded number of homomorphic operations. This
is to contrast it with the notion of a fully homomorphic encryption scheme (FHE) scheme, which
supports an arbitrary number of homomorphic operations on ciphertexts

Definition 3.9 (Homomorphic Encryption). A (leveled) homomorphic encryption scheme for the
message space {0,1}* is a tuple of algorithms IIyg = (KeyGen, Encrypt, Eval, Decrypt) with the
following syntax:

o KeyGen(1*,1%) — sk: On input the security parameter A and depth bound d, the key generation
algorithm returns a secret key sk.

e Encrypt(sk,u) — ct: On input a secret key sk and a message p € {0,1}*, the encryption
algorithm returns a ciphertext ct.

e Eval(C,ct) — ct: On input a circuit C : {0,1}* — {0,1} and a ciphertext ct, the evaluation
algorithm returns a homomorphically evaluated ciphertext ct.

e Decrypt(sk,ct) — u: On input a secret key sk and a ciphertext ct, the decryption algorithm
returns a message pu € {0,1}.

A homomorphic encryption must satisfy the following compactness, correctness, and security
properties.

Definition 3.10 (Compactness). Let IIyg = (KeyGen, Encrypt, Eval, Decrypt) be a homomorphic
encryption scheme for the message space {0,1}*. We say that IIyg satisfies compactness if there
exists a polynomial poly(,-) such that for all \,d € N, p € {0,1}*, C': {0,1}* — {0,1}, and setting
sk < KeyGen(1%), ct «— Encrypt(sk, 1), and ct < Eval(C,ct), we have |ct| < poly(), d).

Definition 3.11 (Correctness). Let IIyg = (KeyGen, Encrypt, Eval, Decrypt) be a homomorphic
encryption scheme for the message space {0,1}*. We say that IIyg satisfies correctness if for all
NdeN, ue{0,1}, C:{0,1}* — {0,1}, and setting sk < KeyGen(1"), ct <— Encrypt(sk, u), and
ct « Eval(C, ct), we have

Pr|[Decrypt(sk, ct) = C(u)] = 1.
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Definition 3.12 (Security). Let IIyg = (KeyGen, Encrypt, Eval, Decrypt) be a homomorphic encryp-
tion scheme for the message space {0,1}*. We say that IIyg satisfies security if for all A\,d € N,
efficient adversary A = (A1, A2), and setting (p0, p1) < Afncrypt(Sk")(l)‘) where |po| = |1, and
ctg < Encrypt(sk, ug) for g € {0,1}, we have

| PrAEnePt) (ctg) = 1] — Pr[AEMePHsk) (ct)) = 1]| = negl()).

3.5 Oblivious Transfer

Finally, we recall the notion of an oblivious transfer protocol. Following the presentation of [PVWO0S,
BD18], we define an oblivious transfer protocol with respect to the concrete algorithms that are
run by each of the participants in the protocol. We label each of these algorithms with names
that intuitively describes their algebraic instantiations from lattices. In particular, we refer to the
algorithms that are run by the receiver as the KeyGeng and Decryptg algorithms and the algorithm
that is run by the sender as the Encryptg algorithm.

Definition 3.13 (Oblivious Transfer). An (1-out-of-2) oblivious transfer protocol IloT for a message
space M consists of a tuple of efficient algorithms IIoT = (Setup, KeyGeng, Encryptg, Decryptg) with
the following syntax:

e Setup(1*) — (crs,td): On input the security parameter ), the setup algorithm returns a
common reference string crs and a trapdoor td.

e KeyGeng(crs, 3) — (pk,sk): On input a common reference string crs and a bit 5 € {0, 1}, the
(receiver) key generation algorithm returns a public key pk and a secret key sk.

e Encryptg(crs, (1o, i1), pk) — ct: On input a common reference string crs, a pair of messages
o, 11 € M, and a public key pk, the (sender) encryption algorithm returns a ciphertext ct.

e Decryptg(crs,sk,ct) — p/: On input a common reference string crs, a secret key sk, and a
ciphertext ct, the decryption algorithm returns a message ' € M.

An oblivious transfer protocol must satisfy the following correctness property.

Definition 3.14 (Correctness). Let IIot = (Setup, KeyGeng, Encryptg, Decryptg) be an oblivious
transfer protocol for a message space M. Then, we say that IloT satisfies correctness if for all
AEN, 8 €{0,1}, setting (crs,td) < Setup(1?), (pk, sk) < KeyGeng(crs, 3), we have

Pr [Decryptg(crs, sk, Encrypts (crs, (pio0, p11), pk)) = pg] = 1.

There are many ways of defining security for oblivious transfer protocols. For instance, their security
conditions can be most rigorously formulated in the universally composable (UC) framework [Can01].
In this work, we work with simpler (and weaker) privacy definitions for oblivious transfer protocols
that we define as follows.

Definition 3.15 (Receiver Privacy). Let IloT = (Setup, KeyGeng, Encryptg, Decryptgr) be an oblivi-
ous transfer protocol for a message space M. Then, we say that IloT satisfies receiver privacy if for
all efficient adversaries A, setting (crs, td) < Setup(1}) and pkg <+ KeyGeng(crs, 3) for g € {0,1},
we have

| Pr[A(crs, pkg) = 1] — Pr[A(crs, pky) = 1]| = negl()),
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Definition 3.16 (Sender Security). Let IloT = (Setup, KeyGeng, Encryptg, Decryptg) be an oblivious
transfer protocol for a message space M. Then, we say that gt satisfies (statistical) sender
security if there exists an efficient extractor OTExt such that for any message po, 1 € M for
which |pg| = |p1|, public key pk € {0,1}*, and (unbounded) adversary A = (A1, As), setting
(crs, td) < Setup(1?), B < OTExt(td, pk), Ctreal < Encrypts(pk, to, f11), cti(dogal + Encrypts(pk, o, L),

and cti(jgal < Encryptg(pk, L, 1), we have
| Pr[As(crs, pk, ctrea) = 1] — Pr[Ax(crs, pk, cti(i)al) = 1]| = negl()).

We note that by a standard hybrid argument, the sender security property can be extended to hold
over multiples pairs of messages (11,0, #41,1),- - - > (#Q,0, @,1) and multiple public keys pky, ..., pkg
in a straightforward way.

4 Universal Thresholdizers

One of the main building blocks of our multi-authority attribute-based encryption is a notion called a
universal thresholdizer, which was introduced by Boneh et al. [BGGT18] as a general tool for threshold
cryptography. They showed that existing homomorphic encryption schemes [BGV12, GSW13] based
on the LWE assumption can be used to construct universal thresholdizer schemes for arbitrary
message spaces and bounded depth circuits. Unfortunately, the security guarantee that their
construction satisfies is not fully sufficient for our multi-authority attribute-based encryption scheme.
In this section, we augment the construction of [BGG*18] using key-homomorphic PRFs to satisfy
a stronger security definition that we need for our construction in Section 5. We begin by recalling
the formal definitions of a universal thresholdizer scheme in Section 4.1. Then, in Section 4.2, we
describe some of the general properties of the existing key-homomorphic PRFs and homomorphic
encryption schemes that we use for our new thresholdizer construction. Finally, we present our
universal thresholdizer construction in Section 4.3 and provide the formal proof of correctness and
security in Appendix A.

4.1 Definitions

A universal thresholdizer (UT) scheme allows a user to divide a secret message x € {0,1}* into a

number of shares sy, . .., sy such that independent parties can evaluate a function C': {0,1}* — {0,1}
on the shares p; < Eval(C,s;) to derive new sets of shares pq,...,ps of the message C(x). A key
property that a universal thresholdizer scheme must satisfy is that the shares si,...,sy are reusable.

Namely, the evaluated shares p1,...,p; that are output by the evaluation algorithm Eval(C,s;)
for j € [¢] must not only hide information about the original message z, but also hide enough
information about the original shares sq,...,sy such that the shares can be reused for an a priori
unbounded number of evaluations.

Formally, we define the algorithms of a universal thresholdizer scheme as follows. We note that
the original syntax of a universal thresholdizer in [BGGT18] is defined very generally with respect to
arbitrary access structures. For our multi-authority ABE schemes in Section 5, we will only require
a universal thresholdizer that supports f-out-of-¢ access structures. Therefore, for simplicity, we
restrict our definition for the special case of f-out-of-¢ access structures.
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Definition 4.1 (Universal Thresholdizer [BGG118]). A wuniversal thresholdizer (UT) scheme
[Tyt with input space {0,1}* and output space {0,1} consists of a tuple of efficient algorithms
[Tyt = (Setup, Eval, Combine) with the following syntax:

o Setup(1*,14,1%, 2) — (s1,...,s¢): On input the security parameter A, number of shares ¢,
depth bound d, an input € {0,1}*, the setup algorithm returns a set of shares si,...,sy.

e Eval(C,sj) — p;: On input a circuit C : {0,1}* — {0,1} and a share s;, the evaluation
algorithm returns an evaluation share p;.

e Combine(py,...,pr) — y: On input a set of evaluation shares pi,...,py, the combining
algorithm returns a final evaluation y € {0, 1}.

We now define the correctness and security requirements for a universal thresholdizer scheme.

Definition 4.2 (Correctness). Let IIyt = (Setup, Eval, Combine) be a universal thresholdizer
scheme. Then, we say that IIyt satisfies correctness if for all \,¢,d € N, input x € {0,1}*,
circuit €' : {0,1}* — {0,1} of depth at most d, and setting (s1,...,s;) « Setup(1*,1¢,1¢ ),
p; < Eval(C,s;) for j € [¢], we have

Pr [Combine({p;};eiq) = C(z)] = 1 — negl(X).

For security, we require that the evaluation shares p1, ..., p¢ do not leak any information about the
original message x other than what can be derived from the final output output of the computation
C(x). Furthermore, we require that this property holds even when the shares sq,...,s; are reused
for an unbounded number of evaluations. A natural way to formalize this property is to define
an experiment between an adversary and a challenger where the adversary makes an unbounded
number of (adaptive) evaluation queries consisting of circuits C1,...,Cg. The challenger in the
experiment must then respond to the adversary’s queries with the evaluations p; j <— Eval(Cj,s;)
fori=1,...,Q. We say that a universal thresholdizer is secure if there exists a simulator that
can simulate the partial evaluations p; ; just given the final output Ci(x),...,Cg(x) such that the
adversary cannot distinguish whether these evaluation shares are generated by the honest evaluation
algorithm or by the simulator. This is the standard universal thresholdizer security definition as
formalized in [BGGT18].

Definition 4.3 (Security). Let IIyt = (Setup, Eval, Combine) be a universal thresholdizer scheme.

Then, we say that IIyt satisfies security if there exists a simulator Sim = (Simj,Simgy) such
that for all \,¢,d € N, and adversary A = (A, As), setting (x,5) «+ A;(1*,1%) where S C [],
(si,...,s0) < Setup(1*,1¢,1%, ), (51,...,5,) « Simy(1*,14,1%, 8, 1/*1), we have

‘Pr [-Agreal(".)({sj}jes) _ 1] _Pr [Ag)ideal(~7~)({§j}jes) _ 1]‘ _ negl()\),
where the oracles Oyes and Oiqea are defined as follows:

® Oreal(C, 7): On input a circuit C': {0,1}* — {0,1} and an index j € [¢]\'S, the oracle computes
p; < Eval(C,s;) and returns p;.

e Oigeal(C,7): On input a circuit C' : {0,1}* — {0,1} and an index j € [¢]\ S, the oracle invokes
the simulator p; <= Sima(C, {5} ¢, C(x)) and returns p;.
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For our multi-authority attribute-based encryption construction in Section 5, we require a universal
thresholdizer scheme to satisfy a stronger security definition. Namely, we require that the evaluation
shares p1,...,p¢ not only hide information about the message x, but they are computationally
indistinguishable from perfect secret shares of the output C(z). In other words, we require that,
to an efficient adversary, the evaluation shares pi,...,ps are computationally indistinguishable
from uniformly random elements py, ..., p; for which Combine(py,...,ps) = C(z). We refer to this
property as strong security and formally define it as follows.

Definition 4.4 (Strong Security). Let IIyt = (Setup, Eval, Combine) be a universal thresholdizer
scheme. Then, we say that Iyt satisfies strong security if there exists a simulator Sim = (Simy, Simg)
such that for all \,¢,d € N, and adversary A = (A1, As), setting (x,5) <+ A;(1*,1¢, 1) where
S C [, (s1,...,s0) < Setup(1*,1¢,14, S, |z|), we have

(strong)

Pr [AS ) ({5} jes) = 1] Pr [Ag ({5} jes) = 1] = negl(A),

where the oracles Oyea and Ojgea are defined as follows:

e Oral(C,7): On input a circuit C' : {0,1}* — {0,1} and an index j € [N]\S, the oracle
computes p; < Eval(C,s;) and returns p;.

. Oi(jz;clmg)(C, j): Throughout the experiment, the oracle keeps record of A’s queries (C, j). For

each query (C, j), the oracle invokes the simulator Simy depending on A’s previous queries.

— If there exists an index ¢ € [¢] for which A did not previously make a query (C, 1), then
the oracle samples and returns p; & {0,1}! where t is the maximum bit length of an
evaluation share.

— Otherwise, if A had previously queried (C, i) for all i € [¢]\{j}, then the oracle returns

pj < Simz(C, {55 }je, C(x), {Pi}z‘e[Z]\{j}) where {p;}icig\ ;1 denotes Oi(j:;?ng)’s previous

responses to A’s oracle queries (C, 1) for i € [¢(]\{j}.

Remark 4.5 (Standard vs. Strong Security). The key distinction between the standard notion of
security [BGGT 18] and strong security that we define in Definition 4.4 is in the amount of information
that is revealed by the evaluation shares p1,...,ps. The standard security definition guarantees that
a single evaluation share p; hides information about x, but not necessarily information about the
output C(z). Specifically, the simulator Sims in Definition 4.3 requires the final message C'(x) as
part of its input to simulate the shares p1,..., ps. The strong security definition, on the other hand,
guarantees that a single evaluation share p; does not reveal any information about the output C(x).
In fact, it guarantees that any strict subset of the shares pi,...,ps appear to be purely random
strings. It is only when an adversary gets access to all of the evaluation shares py,...,ps (and
therefore, can reconstruct C'(z)) that it learns the output C'(x). This property plays a key role in
proving the security of our multi-authority attribute-based encryption scheme in Section 5 that
must handle an adversary’s adaptive key queries.

Remark 4.6 (Robustness). In addition to the security requirement of Definition 4.4, we can also
require that a universal thresholdizer scheme satisfies robustness [BGGT18]. The robustness property
guarantees that any improperly (maliciously) generated evaluation share p; can be efficiently detected
by any user in the system. A universal thresholdizer scheme that satisfies robustness can be used to
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provide a similar verifiability guarantee for our multi-authority attribute-based encryption scheme.
Since the primary focus of this work is to construct multi-authority attributed-based encryption
schemes that satisfies traditional ciphertext security, we leave the formal treatment of robustness
and verifiability for universal thresholdizers and multi-authority attribute-based encryption schemes
for future work.

Remark 4.7 (Arbitrary Message Space). We note that in Definition 4.1, we restrict the evaluation
algorithm Eval to take in as input a circuit C : {0,1}* — {0, 1}. This is done purely for simplicity,
and the definition can be straightforwardly extended to support circuits of arbitrary polynomial
lengths C': {0,1}* — {0,1}*. A universal thresholdizer scheme that supports circuits with range
{0,1} can generically support circuits of arbitrary lengths C : {0,1}* — {0,1}* via standard
techniques (i.e., parallel repetition).

4.2 Key-Homomorphic PRFs and Homomorphic Encryption

To construct a universal thresholdizer scheme that satisfies our strong notion of security (Defini-
tion 4.4), we rely on existing key-homomorphic PRFs and homomorphic encryption schemes from
LWE. As we do not require the full details of these constructions, we summarize the key properties
that we need from them in the following theorem.

Theorem 4.8 ([BLMR13, BP14, BGV12, GSW13]). Let A be the security parameter, (n,m,q, xXB)
be a set of parameters for the learning with errors problem, and let p be a rounding modulus such
that m = O(nlogq) and ¢ =p - n?®) . Then, assuming the hardness of the LWE,, poly(n,q).q,x Problem,
there exists a 1-almost key-homomorphic PRF F : K x {0,1}* — Y with key space K = (Zy,+), and
Y = (Zp,+), and a homomorphic encryption scheme Ilyg = (KeyGen, Encrypt, Eval, Decrypt) for the
message space {0, 1}* with the following properties:

e On input 1* and 1¢, the homomorphic encryption setup algorithm Setup outputs a secret key
sk € Z.
P

e On input a circuit C : {0,1}* — {0,1} of depth d and a ciphertext ct, the homomorphic
evaluation algorithm Eval outputs a ciphertext ct € Lyy.

e The decryption algorithm takes a ciphertext ct € Z; and proceeds in two steps:

1. It first computes the inner product (sk,ct) which produces y = |p/2] - p+ e € Zy for

some noise term e € [—Bug, Bug] where Byg = B - mOd,

2. It outputs 0 if |y| < |¢/4] and outputs 1 otherwise.

4.3 Universal Thresholdizer Construction

In this section, we construct a universal thresholdizer scheme that satisfies strong security (Defini-
tion 4.4). The construction is a simple augmentation of the universal thresholdizer construction
of [BGG™18] with key-homomorphic PRFs. In the construction of Boneh et al.., the setup algorithm
generates a homomorphic encryption key sk* € Z,, and breaks it into shares sky, ..., sky such that
sky + --- + skg = sk*. Then, a single share s; of a message = € {0,1}* is defined to consist of a
homomorphic encryption of x, ct + HE.Encrypt(sk®, z), as well as a share of the encryption key
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skj. The evaluation of the shares on a circuit C': {0,1}* — {0,1} then consists of homomorphi-
cally evaluating the ciphertext ct <— HE.Eval(C,ct) and computing a “noisy” partial decryption
pj <sj, €t> + noise. Then, using the linearity of inner products, the combine algorithm can decrypt
the message C'(z) by summing up the evaluation shares p; for j € [€].

This construction does not satisfy the strong requirements of Definition 4.4 because the partial
decryptions <Sj, (ft> + noise are structured elements in Z,. To achieve strong security, we modify the
construction such that the setup algorithm additionally generates a set of (almost) key-homomorphic
PRF keys ki,...,k¢ € Zy such that ki + --- + k, = 0. We then define a share s; of a message
x € {0,1}* to consist of the ciphertext ct, a decryption key share sk;, and a PRF key k;,

Sj = (Ct, Skj, k)j) j € [6]

Now, the evaluation algorithm remains unchanged except that it additionally blinds the partial
decryptions <Sj, €t> + noise with PRF evaluations z; < F(kj,ct). By the key-homomorphic property,
the elements zy, ...,z are shares of zero (i.e. z; +--- 4 zy ~ 0) and therefore, do not interfere with
the correct decryption of the ciphertext by the combining algorithm. Since F' is a PRF, however,
each partial decryption <skj, €t> +noise +z; is now computationally indistinguishable from uniformly
random elements in Z,,.

Construction 4.9. Let A be the security parameter, (n,m,q, xp) be a set of parameters for the
learning with errors problem, and let p be a rounding modulus such that Our universal thresholdizer
scheme relies on the following primitives that satisfy the properties of Theorem 4.8:

e Let F': Zy x {0,1}* — Z;, be a 1-almost key-homomorphic PRF (Definition 3.8).

e Let IIye = (KeyGen, Encrypt, Eval, Decrypt) be a homomorphic encryption scheme for the
message space {0, 1}* (Definition 3.9).

Using these algorithms, we construct a universal thresholdizer IIyt = (Setup, Eval, Combine) for the
same message space {0, 1}* as follows:

e Setup(1*,1¢,1% 2): On input the security parameter A, number of shares ¢, depth bound d,
and a message x € {0, 1}*, the setup algorithm samples ¢ keys for the homomorphic encryption
scheme IIyg and ¢ keys for the PRF F' as follows:

— Sample Ipe keys sk; < HE.KeyGen(1*,1%) for j € [¢].
— Sample ki, ... ke ¢ Z and set kg = — (k1 + ... ke_1).

It then combines the keys sk* = sky +. ..+ sky and encrypts the message x under the combined
key ct <— HE.Encrypt(sk™, ). Finally, it sets each share as s; = (ct,sk;, k;) for j € [£].

e Eval(C,s;): On input a circuit C : {0,1}* — {0,1} and a share s;, the evaluation algorithm
parses s; = (ct, sk;, k), and homomorphically evaluates ct < HE.Eval(C,ct). It then generates

a smudging error term egsm) & [~ Bsm, Bsm), a zero share z; < F(kj,ct), and returns p; =
<Skj, CAt> + €§sm) + z;.
e Combine(pi,...,p¢): On input a set of evaluation shares pi, ..., py, the combining algorithm

adds p* = p1 + ...+ pe, and returns 0 if |p*| < p/4 and returns 1 otherwise.
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We now state the correctness and security theorems for Construction 4.9.

Theorem 4.10 (Correctness). Suppose that B-mP @ 4-0. B+ < |p/4], the PRF F : Zyx{0,1}* —
Zy, satisfies 1-almost key-homomorphism (Definition 3.7), and the homomorphic encryption scheme
ITye satisfies correctness (Definition 3.11). Furthermore, suppose that F and Iy satisfy the
properties in Theorem 4.8. Then, the universal thresholdizer scheme in Construction 4.9 satisfies
correctness (Definition 4.2).

Theorem 4.11 (Security). Suppose that (B - mP@ 4 )/ By = negl(\), F : Zy x{0,1}* = Zy is a
secure 1-almost key-homomorphism (Definition 3.7), and Ilyg is a secure homomorphic encryption
scheme (Definition 3.12). Furthermore, suppose that F' and yg satisfy the properties in Theorem 4.8.
Then, the universal thresholdizer scheme in Construction 4.9 satisfies security (Definition 4.4).

We provide the proof of Theorems 4.10 and 4.11 in Appendix A.

Parameter instantiation. The parameters for Construction 4.9 can be set to satisfy the conditions
of Theorems 4.8, 4.10, and 4.11 in a straightforward way. One possible instantiation is as follows:

e n = poly(A),

e /. d=poly()),

® XB = Dz,\/m

o Bym =B 20,
e p=2~H- 2O(d),

e g=p nW,

e m =0(nlogq),

where Dy, is the discrete Gaussian distribution over the integers. An (almost) key-homomorphic
PRF can be based on the LWE assumption via the constructions of [BLMR13, BP14]. A homomorphic
encryption scheme can be based on the LWE assumption via the constructions of [BGV12, GSW13].

5 Multi-Authority ABE in the OT Model

In this section, we define the notion of a multi-authority attributed-based encryption (MA-ABE)
scheme. Recall that in a ciphertext-policy attribute-based encryption (ABE) scheme [SWO05,
GPSWO06], a ciphertext cty is generated with respect to a policy circuit ¢ : {0, 1} — {0,1}, and a
decryption key sk, is bound to an attribute string x € {0, 1}5 . A key sk, can be used to decrypt a
ciphertext cty if and only if ¢(z) = 0.°> In a standard ABE scheme, a single authority who holds the
master secret key msk generates the whole decryption key sk, for each user.

In a multi-authority ABE scheme [SWO05], the master secret key msk can be further divided
into multiple master secret keys msky, ..., msk, that are distributed among separate key-generating
authorities. An authority who holds msk; can generate a decryption key component sk; ., for a
single attribute bit z; € {0,1} without interacting with any other key-generating authorities. The
collection of these key components that are generated by each authorities sk, = (skqz,,...,skeg,)
make up a single decryption key for the attribute string 2 € {0,1}* and can be used to decrypt a
ciphertext cty if and only if ¢(x) = 0.

SLike in many previous papers that treat attribute-based encryption constructions from lattices, we use ¢(z) = 0 to
specify the condition for correct decryption as it is more natural for our algebraic construction in Section 7. This is
in contrast to the traditional convention, which uses ¢(z) = 1 as the condition for correct decryption.

21



If no communication is allowed among the authorities when generating the keys, there is no
way for the authorities to even agree on the specific recipient of a decryption key. Therefore, a
multi-authority ABE is generally defined in the GID model [Cha07, LW11] where each recipient of
a decryption key is identified by some global identity string gid € {0,1}*. For instance, a gid can
be a user’s driver’s license, student ID, or voter registration number that the recipient provides to
the key-generating authorities. A key-generating authority takes in the string gid and produces a
decryption key component skgiq j; that is bound under a single gid and an attribute bit x; € {0,1}.
The complete key skgia» = (SKgid 1,215 - - »SKgiqa,r,z,) bound under a single gid can then be used to
decrypt a ciphertext cty if and only if ¢(z) = 0.

In this work, we consider a new relaxed model called the oblivious transfer (OT) model. The
OT model is similar to the traditional GID model where individual key components are bound
under some string gid € {0,1}*. However, in contrast to the GID model where a gid can be an
arbitrary string, we allow a gid to be a structured string that is generated by the key-recipients.
Specifically, to receive a key sk, for an attribute string x € {0, 1}, each key-recipient generates a
formal key-request req, € {0,1}* to provide to each of the key-generating authorities. Upon request
for a decryption key req,,, each authority with msk; generates a key component skieq_ j; to provide
to the corresponding recipient. The components that are generated for the same request string req
can be combined to form a complete decryption key skreq,s = (SKreq,1,215 - - - » SKreq,t,2,)- An MA-ABE
scheme in the OT model must guarantee correctness and ciphertext security meaning that a key
skreq, can decrypt a ciphertext ct, encrypted under ¢ : {0,1}* — {0,1} if and only if ¢(z) = 0.
Furthermore, an MA-ABE scheme in the OT model must satisfy an additional recipient privacy
condition, which guarantees that a key-request req, does not reveal information about an attribute
string 2 € {0,1}¢ to the authorities. As the correctness and security requirements of an MA-ABE
scheme in this model are largely analogous to an oblivious transfer protocol, we refer to this model
as the OT model.

Formally, we define the algorithm syntax of a multi-authority attribute-based encryption scheme
in the OT model as follows.

Definition 5.1 (MA-ABE). A multi-authority attribute-based encryption (MA-ABE) scheme
IIma-age for a message space M and a circuit class C consists of a tuple of algorithms IIya.age =
(Setup, KeyRequest, KeyGen, KeyCombine, Encrypt, Decrypt) with the following syntax:

e Setup(1*,1%) — (pp, msky, ..., msky): On input the security parameter A and the number of
authorities in the system £, the setup algorithm generates a set of public parameters pp and a
set of master secret keys msky, ..., msk, for the authority.

o KeyRequest,,(z) — (req,,st): On input an attribute string € {0,1}¢, the key-request
algorithm returns a request string req € {0,1}* and a recipient state st.

o KeyGen, (mskj;,req,b) — skreq,jp: On input a master secret key msk;, a key-request req €
{0,1}*, and an attribute bit b € {0, 1}, the key generation algorithm returns a key component

Skreq7]7b‘
o KeyCombine,,(st, skreq 1,21, - - -  SKreq,t,z,) — Skz: On input a recipient state st, and a set of
secret key components Skyeq,1,z;, - - - s SKreq, ¢,z the key combining algorithm returns a key sk, .

e Encrypt,,(¢, 1) — ct: On input a policy circuit ¢ : {0, 1}¥ — {0,1} in C and a message p € M,
the encryption algorithm returns a ciphertext ct.
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e Decrypt,,(skz, ct) — p: On input a decryption key sk, and a ciphertext ct, the decryption
algorithm returns a message p € M U {L}.

To simplify notation in the paper, we remove the public parameters pp from the algorithm syntax
and assume that all algorithms excluding Setup have access to pp as part of their input.

In the description of the algorithms above, the tuple (Setup, Encrypt, Decrypt) specify the standard
setup, encryption, and decryption algorithms of an attribute-based encryption scheme. The tuple of
algorithms (KeyRequest, KeyGen, KeyCombine) specify a distributed key-generation procedure. Specif-
ically, a recipient of a decryption key for an attribute string = € {0, 1}£ generates a formal key-request
by invoking the algorithm (req,, st) <— KeyRequest(x), and each key-generating authority invokes the
algorithm skieq j.o; <~ KeyGen(msk;, req,, z;) to generate a single key component. These individual
components can then be combined by the key-recipient sk, < KeyCombine(st, Skreq, 1,21 - - - » SKreq,t,2:¢)
to produce a complete decryption key sk,.

We note that even though a key-recipient generates a request string req, for an attribute string
x € {0,1}%, it is up to the authorities with msk; for j € [¢] to determine which key component
Skreq,j,0 OF SKreq,j,1 that the recipient receives. As is formally captured by the correctness and security
definitions below, if a recipient produces a request string req,, for an attribute string 2 € {0,1}¢, but
an authority produces a key component skrqu,l_mj — KeyGen(mskj, red,, 1 — $j), then skrqu’l_xj
loses any functionality as a key component. This prevents a malicious key-recipient from “tricking’
a key generating authority into providing a key for an unsuitable attribute for the user.

i

Correctness. We define the correctness condition for an MA-ABE scheme in the natural
way. Namely, the correctness condition guarantees that for properly generated key components
Skreq, 1,215 - - - » SKreq,t,z, fOr an attribute string = (z1,...,z¢) € {0, 1} can be combined to form a
complete key sk, that can decrypt any ciphertext encrypted under a policy circuit ¢ : {0, 1}* — {0,1}
for which ¢(x) = 0.

Definition 5.2 (Correctness). Let IIya age = (Setup, KeyRequest, KeyGen, KeyCombine, Encrypt,
Decrypt) be a multi-authority attributed-based encryption scheme for a message space M and
circuit class C. Then, we say that IIpa.age satisfies correctness if for all A, ¢ € N, request strings
req € {0, 1}*, messages m € M, policy circuit ¢ : {0,1}* — {0, 1} in C, attribute string = € {0,1}*
for which ¢(x) = 0, if we set (pp,msky,...,msky) < Setup(1*,1%), (req,st) <+ KeyRequest(z),
skreq,jz; < KeyGen(msk;, req, x;), sk; < KeyCombine(st, skreq,1,z15 - - - , SKreq,t,2,); We have

Pr [Decrypt(skg, Encrypt(¢, 1)) = ] = 1 — negl(A).

Security. The security of a standard attribute-based encryption scheme guarantees that any
colluding set of users, who hold decryption keys sk, for ¢(x) = 1, must not be able to learn any
information from any ciphertexts ct, that are bound to ¢. In an MA-ABE scheme, we additionally
take into account any colluding set of corrupt authorities who hold master secret keys. To define
the security requirement formally, we first define the MA-ABE ciphertext security experiment as
follows.

Definition 5.3 (Ciphertext Security Experiment). Let IIya.age = (Setup, KeyRequest, KeyGen,
KeyCombine, Encrypt, Decrypt) be a multi-authority attribute-based encryption scheme for a message
space M and circuit class C. Then, for \, ¢ € N, adversary A, and 8 € {0, 1}, we define the MA-ABE
ciphertext security experiment Exptﬁf’I st (A 65 A, B) between an adversary A and a challenger as
follows:
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Expts (M2, A B):

IIma-aBE

e Setup phase: At the start of the experiment, the adversary A specifies a set of corrupt
authorities S C [/] to the challenger. The challenger then generates the public parameters
and the master secret keys (pp, msky, ..., msk,) < Setup(1*,1%), and provides pp and
{msk;};cs to A.

e Query phase: The adversary A can make two types of (adaptive) oracle queries to the
challenger:

— Key queries: The adversary A makes a polynomial number of (adaptive) key queries.
Each query consists of a tuple (req, j,b) for a request string req € {0, 1}*, authority
index j € [¢], and attribute bit b € {0,1}. For each query, the challenger generates
SKreq,j,b < KeyGen(msk;,req, b) and provides skyeq,jb to A.

— Challenge query: The adversary A makes a single challenge query of the form
(¢, o, p11) consisting of a policy circuit ¢ : {0,1}¢ — {0,1}, and a pair of messages
o, 1 € M. The challenger computes ctg < Encrypt(C, i15) and provides ctg to A.

e Output phase: At the end of the experiment, the adversary A outputs a guess 5’ € {0, 1}.
The challenger outputs 3’ as the output of the experiment.

Since an adversary in the MA-ABE security experiment gets access to master secret keys, formally
defining security requires some care. At the intuitive level, we require that an MA-ABE scheme
satisfies “best possible” security against an adversary who holds a set of master secret keys
and decryption key components. The functionality of an MA-ABE scheme inherently allows an
adversary A, who holds a master secret key msk;, to generate both decryption key components
Skreq,j,0 < KeyGen(msk;, req,0), and skreq 1 < KeyGen(msk;,req, 1) for any request string req €
{0,1}*. Therefore, we view an adversary A who holds a master secret key msk; to have in possession
(in addition to the key components that it receives from the key queries) an infinite set of decryption
key components {skreq,j0,Skreq,j,1 }reqe{0,1}+- Then, we say that an MA-ABE scheme is secure if
an adversary A cannot learn any information from a ciphertext cty as long as A cannot form a
complete set of decryption key components skreqz = (Skreq, 1,215 - - - » SKreq,£,2, ), for an attribute string
x = (z1,...,xp) for which ¢(z) = 0, by combining all the decryption key components that it has in
its possession: the components that it can derive using its own set of master secret keys and the
components that it receives from the key queries.

Although this security requirement is natural and intuitive, defining it formally can be quite
cumbersome. To simplify the notation, we use special wildcard notations that we define as follows.

Definition 5.4. Let x € {0,1, %} be a string with wildcards and ¢ : {0,1}* — {0,1} be a circuit.
Then, we say that z satisfies ¢, denoted ¢(z) = 0, if there exists a string & € {0, 1}¢ such that

1. ¢(2) =0,

2. xj = &; for all indices j € [{] where x; # *.
Using this notation, we define the ciphertext security requirement for an MA-ABE scheme as follows.

Definition 5.5 (Ciphertext Security). Let IIya.age = (Setup, KeyRequest, KeyGen, KeyCombine,
Encrypt, Decrypt) be a multi-authority attribute-based encryption scheme for a message space M,
let A be an adversary, and let Exptﬁf/I aase (A £ A, B) be the ciphertext security experiment as
defined in Definition 5.3. Then, for each req € {0, 1}, we assign an attribute vector with wildcards

Treq € {0, 1, *}E U {L} according to A’s queries during the query phase of the experiment:
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e We set yeq = L if there exists an index j € [¢] for which j ¢ S, but A does not make any key

e Otherwise, we set each component of Zreq = (Zreq,1, - - - > Treq,e) as follows:

— We set Zreq,; = 0 if j ¢ S and A makes a key query (req, 7,0), but not (req, j, 1).

— We set Zreq; = 1if j ¢ S and A makes a key query (req, j,1), but not (req, j,0).

— We set Zyeq,; = * if either j € S or A makes both key queries (req, ,0) and (req, j, 1).
Then, we say that an adversary A is admissible if ¢(zrq) = 1 for all req € {0,1}* for which

Treq 7 L. We say that a multi-authority attribute-based encryption scheme IIya-age satisfies
ciphertext security if for all A\, ¢ € N and (efficient) admissible adversaries A, we have

IIma-ABE TIma-aBE

Pr[ExptSs (A £A,0) = 1] — Pr[ExptS (A 0A1) = 1]‘ — negl(\).

Remark 5.6 (Selective Security). In the ciphertext security experiment of Definition 5.3, the
adversary A submits the policy circuit ¢ € C for the challenge ciphertext after it receives the
public parameters and the challenger’s responses to its key queries. An MA-ABE scheme that
satisfies ciphertext security with respect to this experiment is often referred to as satisfying adaptive
ciphertext security. We can define a weaker (but still useful) ciphertext security experiment that
is identical to Definition 5.3, but where the adversary A must declare the challenge policy circuit
¢ € C before the start of the experiment. An MA-ABE scheme that satisfies security with respect
to this weaker experiment is said to satisfy selective ciphertext security. Our MA-ABE construction
in Section 6 will be shown to satisfy selective security. An MA-ABE scheme that satisfies selective
security can be shown to satisfy adaptive security via complexity leveraging [BB04] albeit with a
subexponential loss in the reduction.

We note that one of the main motivations for a multi-authority ABE scheme is privacy of attributes.
Namely, a key-recipient with an attribute x; € {0,1} for some j € [¢] must not necessarily reveal
x; to any other key-generating authority other than the authority who holds msk;. In the GID
model, each key-generating authority is only provided a global identity string gid of the user, which
is completely independent of a user’s attribute. Therefore, in the GID model, the privacy of a
key-recipient’s attribute string = € {0, 1}* is captured innately. In the OT model, however, we
allow a user to submit a request string req,, that can encode the entire attribute string x € {0, 1}*.
Therefore, to guarantee the privacy of a user’s attribute, we must specifically define a receiver
privacy requirement. We formally define receiver privacy for MA-ABE in the OT model as follows.

Definition 5.7 (Receiver Privacy). Let IIya.age = (Setup, KeyRequest, KeyGen, KeyCombine, Encrypt,
Decrypt) be a multi-authority attribute-based encryption scheme in the OT model for a message
space M and circuit class C. Then, we say that Ilya.age satisfies receiver privacy if for all efficient
adversaries A = (A1, As), (pp, msky, ..., msky) < Setup(1*,1%), (zg,z1) < A1(pp, msky, ..., mskp),
and (stg,reqg) < KeyRequest(zg) for g € {0,1}, we have

| Pr[As(reqq) = 1] — Pr[Az(req;) = 1]| = negl(X).

Remark 5.8 (Comparison to GID Model). We note that the OT model is a relaxation of the
traditional GID model where each key-recipient is identified by a global string gid € {0, 1}*. Namely,
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if we restrict the request algorithm (req,st) < KeyRequest(x) to set req = gid and st = ¢, then
the syntax of the MA-ABE algorithms in the OT model precisely matches those of the MA-ABE
algorithms in the GID model. The main conceptual difference between the two models is in the
way the string req = gid depends on an attribute. In the GID model, the request string req = gid
is required to be completely independent of any attribute string x € {0, 1}4. In the OT model,
we require the request string req, to be computationally independent of the attribute string = (as
guaranteed by the receiver privacy condition in Definition 5.7), but still allow req, to depend on z
at an information theoretic level. Since a request string req, can depend now depend on z, it can
be used as a key-recipient’s binding commitment to a single attribute string x. It is this property
that we take advantage of to construct our MA-ABE scheme in the OT model in Sections 6 and 7.

6 Decomposable ABE

In this section, we define the notion of a decomposable attribute-based encryption scheme. We use
this notion as a stepping stone for constructing a full MA-ABE scheme. We first provide the formal
definitions of a decomposable ABE scheme in Section 6.1. Then, in Section 6.2, we show how to
combine a decomposable ABE scheme with a universal thresholdizer to construct an MA-ABE
scheme in the OT model.

6.1 Definitions

A decomposable attribute-based encryption scheme can be viewed as a standard ABE scheme with
an additional decomposability property on the decryption keys. The syntax of the algorithms for a
decomposable ABE scheme largely remains identical to a standard ABE scheme. In particular, the
master secret key msk is still a single object that is required for generating an entire decryption key
sk, for an attribute string = (z1,...,2¢) € {0,1}*. The only additional property that we require
from a decomposable ABE scheme is that the decryption keys sk, are naturally decomposable into
multiple components sk, sky, ;- . .,Sky,. The components sk,; for j € [¢] are part of the key sk,
that correspond to each bit of the attribute string ; € {0,1}. The component skq is a part of the
key that is independent of the attribute string = € {0,1}* and its only functionality is to bind the
attribute components sk, ,...,sk;, together. We refer to the key component skg as the binding
component of the key and the key components sk, ...,sky, as the attribute components.

To enforce this decomposability property in the definition, we define the (randomized) key
generation algorithm to take in a master secret key msk and return a binding component skg and
all possible attribute components

ski0 skao  ske—10 skeo
ski,1 sko ske—11 ske1

An ABE decryption key for an attribute string 2 € {0,1}¢ is then defined to be the collection of key
components sk, = (sko, Ski,z;, - -, 5Kz z, ).
Formally, we define the algorithms of a decomposable ABE scheme as follows.

Definition 6.1 (Decomposable Attribute-Based Encryption). A decomposable attributed-based
encryption (DABE) scheme IIpagg for a message space M and a circuit class C consists of a tuple of
algorithms IIpage = (DABE.Setup, DABE.KeyGen, DABE.Encrypt, DABE.Decrypt) with the following
syntax:
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e Setup(1*,1%) — (pp, msk): On input the security parameter A and the number of attributes ¢,
the setup algorithm generates a set of public parameters pp and a master secret key msk.

o KeyGen, (msk) — (sko, {skj7b}j€[g]7b€{071}): On input a master secret key msk, the key genera-
tion algorithm returns a set of key components

ok, SK10 skapskeg
0 Sk171 Sk271 Sk&l '

e Encrypt,,(¢, 1) — ct: On input a policy circuit ¢ : {0, 1}¥ — {0,1} in C and a message p € M,
the encryption algorithm returns a ciphertext ct.

° Decryptpp(sko7 ski,z,,---,Skeg,,ct) = p: Oninput a set of secret key components sko, ski z,, .. .,
skez,, and a ciphertext ct, the decryption algorithm outputs a message € MU {L}.

To simplify notation in the paper, we remove the public parameters pp from the algorithm syntax
and assume that all algorithms excluding Setup have access to pp as part of their input.

Correctness. The correctness requirement for a DABE scheme is identical to the correctness
requirement for a standard ABE scheme. Namely, for any properly generated set of key components
(sko, {skj}jefgpeto,1}) < KeyGen(msk), the collection of components sk, = (sko,Ske,, .- . ,Sks,)
must decrypt ciphertexts ct, for any policy circuit ¢ : {0,1}¢ — {0,1} in C for which ¢(z) = 0.

Definition 6.2 (Correctness). Let IIpage = (DABE.Setup, DABE.KeyGen, DABE.Encrypt, DABE.Decrypt)
be a decomposable attribute-based encryption scheme for a message space M and circuit class C.
Then, we say that IIpage satisfies correctness if for all \,£ € N, u € M, ¢ : {0,1}* — {0,1} in C,
and = € {0,1}* for which ¢(z) = 0, if we set (pp, msk) < Setup(1*, 1), (sko, {skjp}iclgpefony) <
KeyGen,,(msk), and ct < Encrypt(¢, 1), we have

Pr [Decrypt(sko,skl,ml, .., Skyg,,Ct) = u] =1 —negl(N).

Security. The security requirement for a DABE scheme is defined identically to the security
requirement for a standard ABE scheme. As in the standard ABE security definition, an adversary
who holds a decryption key sk, = (sko,skiz,, . .,skeg,) should not be able to learn any information
from a ciphertext cty for which ¢(z) = 1.

Definition 6.3 (Security Experiment). Let IIpage = (DABE.Setup, DABE.KeyGen, DABE.Encrypt,
DABE.Decrypt) be a decomposable attribute-based encryption scheme for a message space M and
circuit class C. Then, for A\,¢ € N, adversary A, and 8 € {0,1}, we define the decomposable
attribute-based encryption security experiment Exptyy,,.. (A, ¢, A, B) between an adversary A and a
challenger as follows:

ExptHDABE()\v Ea -Aa ﬁ)

e Setup phase: At the start of the experiment, the challenger generates the public
parameters and master secret key (pp, msk) < Setup(1*, 1) and provides pp to A.

e Query phase: The adversary .4 can make two types of (adaptive) oracle queries to the
challenger:
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— Key queries: The adversary A makes a polynomial number of (adaptive) key
queries. Each query consists of an attribute string z € {0, 1}@ For each query,
the challenger invokes (sko, {skjs}jcipef0,13) ¢ KeyGen(msk) and provides sk, =
(sko,ski,z;,---,Skeg,) to A.

— Challenge query: The adversary A makes a single challenge query of the form
(¢, o, p11) consisting of a policy circuit ¢ : {0,1}¢ — {0,1}, and a pair of messages
to, 1 € M. The challenger computes ctg < Encrypt(C, i15) and provides ctg to A.

e Output phase: At the end of the experiment, the adversary A outputs a guess 5’ € {0, 1}.
The challenger outputs 3’ as the output of the experiment.

We define the admissibility condition of an adversary analogously to the standard ABE security
definition.

Definition 6.4 (Security). Let IIpage = (DABE.Setup, DABE.KeyGen, DABE.Encrypt, DABE.Decrypt)
be a decomposable attribute-based encryption scheme for a message space M, let A be an adversary,
and let Exptyy,, .. (A, £, A, B) be the ciphertext security experiment as defined in Definition 6.3. We
say that an adversary A is admissible if for any key query € {0,1}¢ and challenge query (¢, po, f11)
that it makes during the experiment, we have ¢(z) = 1. We say that a decomposable attribute-based
encryption scheme IIpage satisfies security if for all A, ¢ € N and (efficient) admissible adversaries
A, we have

|Pr [Exptygy g (A £, A, 0) = 1] — Pr [Exptyy .. (X, £, A, 1) = 1] | = negl(X).

Remark 6.5 (Selective Security). As in the case of MA-ABE (Remark 5.6), we can define a selective
variant of the DABE security experiment. Here, the adversary must declare a policy ¢ for the
challenge ciphertext before the start of the experiment. Our DABE constructions in Section 7 will
be shown to be secure in the weaker selective security. Any DABE scheme that satisfies selective
security can be shown to satisfy full adaptive security via complexity leveraging [BB04] albeit with
a subexponential loss in the reduction.

6.2 DABE to MA-ABE in the OT Model

In this section, we construct an MA-ABE scheme in the OT model by combining a DABE scheme with
a universal thresholdizer scheme (Definition 4.1) and an oblivious transfer protocol (Definition 3.13).
The high level intuition for the construction is simple. The encryption algorithm for the MA-ABE
scheme remains identical to the DABE encryption algorithm. During setup, the key-generating
authorities of the MA-ABE scheme are provided UT shares of a DABE master secret key dabe.msk.
The key request algorithm for 2 € {0, 1}¢ simply consists of £ OT (receiver) messages corresponding
to each of the attribute bits = (x1,...,2¢). Upon a key-request, an authority with share s;
homomorphically evaluates the key generation algorithm to produce shares

(att) (att) (att) (att)

(bind) P1o" P20  Pe—10 Peo

Po (att) _(att) (att) (att) |
P11 P21 Pi11 Pea

where each shares correspond to the decryption key components

ski,0 skap ske—10 skeo
sko . _
ski1  ska1 ske—1,1 skei
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Then, it defines the key component skyeq, j, to consist of the evaluation shares pp and p;p, as well as
the OT encodings of the pairs of evaluation shares {(pi 0, Pi,1) }icje\{j- The key combining algorithm
decodes the OT messages, combines the UT share evaluations to generate (sko,ski g, ..,5kez,)-
The security properties of the universal thresholdizer scheme and oblivious transfer protocol
guarantees that a malicious key-recipient does not gain access to the attribute key components
ski,1—zy,---,5ke1—z,- The security then follows from DABE security.

Formally, we define our MA-ABE construction as follows.

Construction 6.6. Let A be the security parameter. Our multi-authority attributed based encryp-
tion relies on the following algorithms:

e Let IIpage = (DABE.Setup, DABE.KeyGen, DABE.Encrypt, DABE.Decrypt) be a decomposable
attribute-based encryption scheme for a message space M and circuit class C (Definition 6.1).
Furthermore, we define the following parameters:

— Let d be the maximum depth of any circuit computing the key generation algorithm
DABE.KeyGen(-),

— Let r be the maximum number of random bits that are required by DABE.KeyGen(-).

— Let t be the maximum bit length of a single decryption key component such that
|skol, |skjp| <t for any j € [¢], b € {0, 1}.

e Let ITyt = (UT.Setup, UT.Eval, UT.Combine) be a universal thresholdizer with input space
{0,1}* and output space {0, 1}* (Definition 4.1, Remark 4.7).

e Let IIot = (OT.Setup, OT.KeyGeng, OT.Encryptg, OT.Decryptg) be an oblivious transfer pro-
tocol for the message space M = {0,1}*.

o Let Fy: K x {0,1}* — {0,1}" be a PRF (Definition 3.6).
e Let Fy : K x {0,1}* — {0,1}* be a PRF (Definition 3.6).

Using these algorithms, we construct a multi-authority attribute-based encryption scheme IIya-age =
(Setup, KeyRequest, KeyGen, KeyCombine, Encrypt, Decrypt) in the OT model for the message space
M and circuit class C as follows:

e Setup(1*,1): On input the security parameter ), and the number of attributes ¢, the setup
algorithm samples a PRF key prf.k & K and also instantiates:
— (dabe.pp, dabe.msk) <~ DABE.Setup(1*, 1¢),
— (st,...,s¢) < UT.Setup(1*, 14,14, (dabe.msk, prf k)),
— (ot.crs, td) < OT.Setup(17).

It sets pp = (dabe.pp, ot.crs) and msk; =s; for j € [£].

e KeyRequest(x): On input an attribute string = € {0,1}, the key request algorithm gener-
ates the OT keys (ot.pkj,ot.sk;) <+ OT.KeyGeng(ot.crs,z;) for all j € [¢]. It sets req, =
{ot.pk;}jepq, st = {ot.skj} e, and returns (req,, st).

o KeyGen(mskj,req,z;): On input a master secret key msk; = {ot.pk; };c|q, a request req, and
an attribute bit z; € {0,1}, the key generation algorithm first constructs 2¢ + 1 circuits
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ngénd)(da be.msk, prf.k):

p < Fo(prf.k,req).

(dabe.sko, {dabe.skk,b}ke[me{o,l}) — DABE.KeyGen(dabe.msk; p).
(g1, ape) < Fi(prfk, (req, k)) for k € [€].

apo 01D Dagy for k € [E]

Return (dabe.sko @ ap,o, {ak,O}ke[Z])'

Gl o

CEZ::Z »(dabe.msk, prf .k):

1. p « Fy(prf.k, req).

2. (dabe.sko, {dabe.skk,b}ke[me{o,l}) — DABE.KeyGen(dabe.msk; p).
3. (aga,-..,0p0) « Fi(prfk, (req, k)) for k € [£].

4. app ¢ o1 B - B agy for ke [4].

5. Return (dabe.ski,b ® a4, {O‘k,i}ke[o,é]\{i})‘

and evaluates each of these circuits on the share s;:

— P UT.Eval(CEIY)s)).
pfabttj)  UT.Eval(C%) 5;) for i €[], b € {0, 1).

reqzb’

Then, it generates OT ciphertexts ot.ct; ; <— OT.Encryptg (ot.crs (pgaott]), pz(altt])) ot.pki) for all

€ [0\{j}. It sets

bind
Skreq.ie; = (Phs P s {ot.cti Yacon ) -

KeyCombine(st, skreq, 1,215 - - - » SKreq,t,z,): On input a recipient state st, and a set of secret

key component Skreq,1,z;,- - - »SKreq,t,z,» the key combining algorithm first parses each key
components Skreq,j,m]- = (P((]l?jl‘nd), gaztjj,{ot Ctz,]}le[g]\{]}) for j € [ﬁ] Then, it decrypts the

OT messages p(att) < OT.Decryptg(ot.skj;,ot.ct; ;) for all i,j € [f], and combines the UT

. 1,5 7j
evaluation shares

— (dabe.skg, {ar 0 }kepg) < UT. Combme(p(()bind), s péb;"d)).
— (dabe.sk] .., {ariteepo,q\i}) < UT.Combme(pEa;t)l, e pg’a;t)e) for i €[],
It sets
— dabe.skg = dabe.sk{, & (@ke[z] aOJﬂ)’
— dabe.sk; ;, = dabe.sk ,. @ <@k6[0,€]\{i} a@k) for i € [¢],

and returns sk, = (dabe.sko, dabe.sk; ;,,...,dabe.sks ).

Encrypt(¢, 1): On input a circuit ¢ : {0,1}* — {0,1} and a message p € M, the encryption
algorithm computes ct «+— DABE.Encrypt(¢, i), and returns ct.

Decrypt(st, sky, ct): On input a state st = {ot.sk;} e[, secret key sk, = (dabe.sko, dabe.sk ,,
.,dabe.sks ;,), and ciphertext ct, the decryption algorithm decrypts the message p1 <
DABE.Decrypt(dabe.sko,dabe.skl,gc17 . ,dabe.skg,w,ct), and returns p.
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We now state the correctness and security theorems for Construction 6.6.

Theorem 6.7 (Correctness). Suppose that the decomposable attribute-based encryption scheme
IIpage satisfies correctness (Definition 6.2), the universal thresholdizer Iyt satisfies correctness
(Definition 4.2), and the oblivious transfer protocol lloT satisfies correctness (Definition 3.14).
Then the multi-authority attribute-based encryption scheme Ipya-age in Construction 6.6 satisfies
correctness (Definition 5.2).

Theorem 6.8 (Ciphertext Security). Suppose that the decomposable attribute-based encryption
scheme Tlpagg satisfies selective security (Definition 6.4), the universal thresholdizer Iyt satisfies
strong security (Definition 4.4), the oblivious transfer protocol lloT satisfies statistical sender privacy
(Definition 3.16), and the PRFs Fy and Fy satisfy security (Definition 3.6). Then the multi-authority
attribute-based encryption scheme Ipya.age in Construction 6.6 satisfies selective ciphertext security
in the OT model (Definition 5.5).

Theorem 6.9 (Receiver Privacy). Suppose that the oblivious transfer protocol lloT satisfies receiver
privacy (Definition 3.15). Then the multi-authority attribute-based encryption scheme Iya_aBg in
Construction 6.6 satisfies receiver privacy (Definition 5.7).

Instantiation. The UT scheme IIyt and the DABE scheme IIpage that are required for Con-
struction 6.6 can be instantiated with our constructions in Section 4 and 7. The PRF F' can be
instantiated from any existing lattice-based PRF (i.e. [GGMS84]). The oblivious transfer protocol
can be instantiated with the construction of Peikert et al. [PVWO08] whose security can be based
on LWE. We note that for security in the UC framework, the Peikert et al. OT construction can
only be used to carry out a bounded number of OT exchanges per CRS. However, for the privacy
definitions that we work with as outline in Section 3.5, the construction in [PVWO08] can support an
unbounded number of OT exchanges. Alternatively, we can also use the OT protocol in the recent
work of Brakerski and Déttling [BD18] with complexity leveraging. The Brakerski-Dottling OT
construction satisfies all of our security requirements in Section 3.5 except that the extractor in
Definition 3.16 must run in super-polynomial time (hence the need for complexity-leveraging).

7 DABE for Circuits

In this section, we construct a decomposable attribute-based encryption scheme for the class of
bounded depth circuits. The construction is an adaptation of the standard attribute-based encryption
scheme of [BGG™14]. We first recall the matrix embeddings technique of [BGG'14] that we use in
our construction description in Section 7.1. We then provide our DABE construction in Section 7.2
and prove correctness and security in Appendix C.

7.1 Matrix Embeddings

The matrix embeddings technique was first introduced by Boneh et al. [BGGT14]. A matrix
embedding scheme allows one to embed a sequence of input bits x1,...,z, € {0,1} into matrices
Ay, ..., A, € Zy™™ such that any circuit (of bounded depth) can be homomorphic evaluated on
the encoded input bits. Since the specific implementation of the homomorphic operations are not
essential to this work, we provide the basic syntax of the algorithms that we need in the theorem
below. We refer to [BGG114] for the complete details.
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Theorem 7.1 (Matrix Embeddings [BGG™14]). Fiz a security parameter \, and parameters n,m, q
such that m = Q(nlogq). Then, there exist a tuple of efficiently computable algorithms (Evalyy,
Evalt, Evalsim) with the following syntax:

e Evaly (C, (Ai)z‘e[p]) — Ac: On input a circuit C : {0,1}* — {0,1}, and a set of matrices
(Ai)iglp) i Zy*™, the Evalyk algorithm outputs a matriz Ac € Zy™™.

° Evalct(C,x, (Ai)ie[p},(ai)ie[p}) — ac: On input a circuit C : {0,1}Y — {0,1}, an input
r € {0,1}*, a set of matrices (A;)cp in Zy™™, and a set of vectors (a;)c|,), the Evale
algorithm outputs a vector ac € Zg".

e Evalsim (O, x, (Ad)ielp)> (Ri)icrp) = Re: Oninput a circuit C : {0,1}? — {0,1}, an input
r € {0,1}7, a set of matrices (A;)icfy in Zy™™, and a set of matrices (Rq)ig|y) in Zg'™*™, the
Evalsim algorithm outpuls a vector Re € Zy™™™.

Then, for any set of matrices (A;)ig,) in Zy™™, any input x € {0,1}7, and any boolean circuit C :
{0,1}” — {0,1} of depth d, the algorithms (Evalyy, Evale, Evalsim) satisfies the following correctness
conditions.

1. Let (a;)ic|y) be any set of vectors of the form
a;=s (A; +z;-G)+el Vie]p,

for some vector s € Zy and where |e;|| < B for all i € [p]. Then, if we compute the matriz
Ac «+ Evaly(C, (Ai)z‘e[p]) and the vectors acy + Evale(C,z, (Ai)ie[p],(ai)ie[p]), we have
that
ac; = ST(AC +C(x)-G)+ eg,m,

for some error vector |lec,|| < B -mO@,

2. Let A € Zy™™, (Ri)ig|p be any set of matrices such that A - R; —x; - G = A; for all
i € [p] where |R;|| < B. Then, if we compute the matriz Ac < Evaly (C, (Ai)icy) and
RC — EvaISim (C,X, (Ai)ie[p}7 (Ri)ie[p})7 we have that

A -Ro—C(z) G = Ag,

and |R¢|| < B-mP@,

7.2 Construction

In this section, we present our decomposable ABE scheme that supports bounded depth circuits.
The construction is an adaptation of the standard attribute-based encryption scheme of [BGG'14].
Although the construction in [BGG'14] is a key-policy ABE scheme in its original form, it can be
translated to a ciphertext-policy ABE scheme using universal circuits. In the translated construction,
the ABE ciphertext contains a matrix-embedding of the constraint function ¢ : {0,1}* — {0, 1} for
9] = N,

{s"(A; + ¢ - G) + noise}ie[m7
where Ay, ..., Ay € Zy™™ are public matrices and s € Zj is a random secret vector. The decryption
key sk, is then bound to a universal circuit U,,, which takes in a bit representation of a circuit ¢
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and evaluates it on a hard-coded input U, (¢) = ¢(x). Algebraically, the key sk, is defined to be
a short vector in ng that allows decryption if and only if the homomorphic computation of the
universal circuit ¢, on the matrix embeddings of ¢ is done correctly.

In its natural algebraic form, sk, is not decomposable. Therefore, to construct a decomposable
ABE, we include an additional set of vectors

{STBj + noise}jem

in the ciphertext where By, ..., By € Zy*™ are another set of public matrices. Conceptually, these

vectors represent the matrix encodings of yet “undetermined” set of variables in {0,1}¢. We then
define an attribute key sk; ., for a bit z; € {0,1} to be a short matrix R ., € Z™*"™ that translates
the undetermined encoding vectors STBj + noise to an encoding of z; as follows

(s"B; + noise) - R, ,, ~s” (C; + z; - G) + noise.

Finally, we define a binding key skg to consist of the old ABE decryption key sky; for the univer-
sal circuit U(¢p, x) = ¢(x), which allows for decryption if and only if the correct homomorphic
computation of the universal circuit U is done correctly on the encodings

{s"(A; + ¢ - G) + noise}ie[N] U {s"(Cj +a;-G)+ noise}jem.

The decryption algorithm now works by first translating a ciphertext to valid encodings of the tuple
(¢,2) € {0,1}" x {0,1}* using the attribute keys. It then decrypts the message using sky; as in the
original ciphertext-policy attribute-based encryption scheme.

Construction 7.2. Let A\ be the security parameter, and (n,m,q, x) be a set of LWE parameters.
Our decomposable attribute-based encryption scheme relies on the following set of algorithms:

o Let (Evaly, Evale, Evalsim) be the set of matrix embeddings algorithms as in Theorem 7.1.

e Let (TrapGen, Invert, Sample) and (SampleLeft, SampleRight) be the trapdoor algorithms from
Theorems 3.4 and 3.5.

Using these algorithms, we construct a decomposable ABE scheme Ilpage = (DABE.Setup,
DABE.KeyGen, DABE.Encrypt, DABE.Decrypt) for the message space M = {0,1} and the class
of bounded depth circuits C as follows:

e Setup(1*,1¢,1%): On input the security parameter \, number of attributes £, and a depth
bound d, the setup algorithm first samples a set of trapdoor matrices (A, A™") « TrapGen(1"),
and (Bj, Bj_l) < TrapGen(1?*) for j € [£]. It additionally samples a set of uniformly random

matrices and vectors Ap,... Ay & Zg=™, d & Zg. Finally, sets
pp = (Aa {Ai}ie[N]v {Bj}j€[€]7 d)v msk = (A_17 {BJ_I}]E[K])

e KeyGen(msk): On input a master secret key msk = A~1 {Bj_l}jem, the key generation algo-
rithm samples random matrices Cy, ..., Cy & Zy*™. Then, it uses the trapdoor information
Bl_l, ... 7B€_1 to sample short preimages R;; < Invert(Bj,Bj_l7 C;+b-G) forall j €[],
b € {0,1} such that

B, R;,=C;+b-G Vjellbe{0,1}
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and sets sk;;, = (Cj,R;) for j € [¢], b € {0,1}. Then, the key generation algorithm computes
Ay + Evaly (Z/{, ((Az)Z (N> (Cj)je[g])), and samples a short preimage u <— SampleLeft(A, A~1,
Ay, d,7) for v = Bm©@ . Finally, it sets skg = u and returns (sko, {skjb}jeipeto,1})-

e Encrypt(¢, i1): On input a policy circuit ¢ : {0,1}¢ — {0, 1} of size |¢| = N, and a message
u € M, the encryption algorithm first samples a random vector s & Zq, error vectors
ea < ™, eq « X, and short matrices S1,...,Sy & {0, 1}mxm, R.,.... R, & {0, 1}m>™m Tt
then computes the ciphertext vectors

— a:sTA+e£a
—a;=s"(A; +¢;-G) +ef - S; fori e [N],

bj = STBj +e£ -Rj for j € M],
—d=s"d +eq+ |q/2] - p-

and sets ct = (a, (ai)ie[N]’ (bj)j€[€]7 d, ¢)-

e Decrypt(sko,ski z,,---,5kez,,ct): On input a set of secret keys skg = u, ski, = (C1,R1),. ..,
skez, = (C¢, Ry), and a ciphertext ct = (a, (ai)ie[ny, (b5) e ds qﬁ), the decryption algorithm
first computes c; = b]TRj for all j € [¢]. Then, it evaluates ay; < Eval (L{, (¢, ), ((ai)iE[N}7
(¢j)jejn))s and i <— d — (a’||a}}) - u. Finally, the decryption algorithm returns 0 if || < [q/4]
and it returns 1 otherwise.

We now state the correctness and security statements for the decomposable ABE scheme of
Construction 7.2.

Theorem 7.3 (Correctness). Let A be the security parameter and (n,m,q,xg) be a set of LWE
parameters such that B2m©@ < q. Then, the decomposable attribute-based encryption scheme
IIpage in Construction 7.2 satisfies correctness.

Theorem 7.4 (Security). Let A be the security parameter and (n,m,q, xB) be a set of LWE param-
eters such that m = Q(nlogq) and ¢ = B - mO@ . Then, assuming the hardness of the LWE,, ;mt1,4,x
problem, the decomposable attribute-based encryption scheme Ilpage from Construction 7.2 satisfies
selective, weak DABE security (Definition 6.4).

We provide the proofs for Theorems 7.3 and 7.4 in Appendix C.

Parameter instantiation. The parameters for Construction 7.2 can be set to satisfy the require-
ments of Theorems 7.1, 7.3, and 7.4 similarly to [BGG™14]. One way of instantiating the parameters
is as follows:

n = poly(}),
£,d = poly()\),
XB = DZ,@?
q= B2 . 20(d)7
m = ©(nlogq),

where Dy, is the discrete Gaussian distribution over the integers.
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A Proofs in Section 4

A.1 Proof of Theorem 4.10

Fix A\, ¢,d € N, input = € {0,1}*, and a circuit C' : {0,1}* — {0,1}. We must show that for
(s1,...,s0) < Setup(1*,1¢,1¢, ), and p; < Eval(C,s;) for all j € [N], we have

Pr [Combine({p;}e(n]) = C(x)] =1 — negl(X).
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By the specification of the combining algorithm Combine, it is sufficient to show that ‘ > el pj} <
|p/4] if and only if C(x) = 0.

Let s; = (ct,skj, k;) for j € [¢] where ct <~ HE.Encrypt(ski+...+skg, ), and k1 +...,k, =0 € Zj.
Then, the evaluation algorithm Eval(C,s;) sets p; = (skj,ct) + eg-sm) + z; where ct + HE.Eval(C, ct),

(sm) R

i < [=Bsm, Bsm], and z; « F(kj,ct). We first note that by the 1-almost key-homomorphic
property of F' (Definition 3.8), the sum of the outputs of the PRF is short |z; + ..., 4z < L.
Furthermore, by the triangle inequality, the sum of the smudging error terms are also short
|e§sm), e ,egsm)| < {- Bsy. Finally, by the correctness of ITyg (Definition 3.11), the inner product
produces a noisy evaluation (ski + sk, ct) = [g/2] - C(x) + eng where |epg| < B - mP@. Therefore,

(sm)

D] = [(ska sk ct) + (T ) 2]
jelf]

< |la/21 - C@)| + B-mOD + ¢ By + ¢

By assumption, we have B - m©®@ + (. By, + ¢ < p/4. Hence, we have ! 2 el pj| < Lp/4] if and
only if C(z) = 0 and the theorem follows.

A.2 Proof of Theorem 4.11

We proceed via a hybrid argument. The high-level intuition for the sequence of hybrid experiments
is quite simple. Namely, we define a sequence of ¢ hybrid experiments to argue (using PRF security)
that the PRF evaluations z; < F(kj,ct) for j € [¢] are computationally indistinguishable from
uniformly random elements in Z, under the condition that their sum results in a correct decryption
|p/2] - C(x) 4 eng for some error term eyg. Once we make this switch, it is easy to simulate the
partial decryptions pi,...,p, as they are blinded by uniformly random elements in Z,. Therefore,
we can use semantic security of the homomorphic encryption scheme to change the ciphertext ct
that is generated by the setup algorithm from an encryption of x to an encryption of an all-zero
string ol

Turning this intuition into a formal proof, however, requires some care. This is mainly due to
the fact that the adversary A can ask for a set of shares S C [¢] at the beginning of each experiment,
which can be different for each hybrid experiment. In particular, for any index j € S C [¢], we
cannot switch the PRF evaluations F(k;,ct) to uniformly random elements in Z, since A has access
to the PRF key k;. Hence, in each of the hybrid experiments, we must specify a challenger that takes
into account A’s choice of the set S C [¢]. This makes the description of the hybrid experiments
somewhat cumbersome, but the underlying intuition remains unchanged from before.

To simplify the proof, we make a simplifying assumption on the adversary A. Namely, we assume
that each of A’s queries (C, j) to the challenger is unique (A never makes the same query (C,j)
twice). This is without loss of generality as the challenger can always use a PRF to derandomize
the evaluation algorithm. With this simplification, we formally specify our hybrid experiments
HYBg, HYB1,0, HYB11 ..., HYB ¢_1, HYB2, and HYB3 as follows.

e HYB(: This is the real universal thresholdizer (adaptive) security experiment in Definition 4.4.
Specifically, we divide the experiment into three phases as follows:

— Setup phase: At the start of the experiment, the adversary A commits to a secret input
x € {0,1}* and a set of corrupt authorities S C [¢]. The challenger samples homomorphic
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encryption keys sk; < HE.KeyGen(1*,19) for j € [¢], and PRF keys k1, ..., ky_1 < VAR
and sets kp = —(k1 + -+ + k¢—1) as in the real Setup algorithm. It then encrypts
ct <~ HE.Encrypt(sky + - - - +sk¢, x), sets s; = (ct, skj, k;) for j € [£], and provides {s;} cs
to A.

— Query phase: For each query (C,j) that A makes, the challenger computes ct <

HE.Eval(C,ct). It then generates an error term e§sm) & [—Bsm, Bsm], zero shares z;

F(kj,ct), and returns p; = <skj, ct> + eg-sm) +z; to A.
— Output phase: At the end of the experiment, adversary A outputs a bit 8, which is
the output of the experiment.

e HYB1o: This experiment is the same as HYB( except for the way the challenger answers
A’s evaluation queries during the query phase of the experiment. Namely, at the start
of the experiment, when A commits to a set of corrupt users S C [¢], the challenger sets
imax = MaX;e[\s ¢, and instantiates a look-up table H : {0,1}* — Zf; that maps circuits
to £ scalar elements in Z,. When A submits a query (C,j) during the query phase of the
experiment, the challenger first checks if C' is already contained in the table H. If this is
the case, then it looks up C' — (p1, ..., p¢) and provides p; to A. Otherwise, the challenger
generates p1, ..., py as follows:

— For all i # imax, the challenger computes ct < HE.Eval(C, ct), egsm) & [~ Bsm, Bsm], and
z; < F(k;,ct). It then sets p; = <ski,ct> + elm + z;.

i
— For i = imax, the challenger samples egsm) & [~ Bsm, Bsm|, computes z, < F(k,,ct) for

L € [0\ {imax}, and sets p; = [p/2] - C(2) = X e imny (ks ) +2,) + ™.

The challenger provides p; to A and stores C' + (p1,...,p¢) in the table H. The rest of the
experiment remains unchanged.

The sequence of hybrid experiments HYB1 ; for j =1,...,¢ — 1 are defined as follows:

e HYBy ;: This experiment is the same as HYBq j_1 except that the challenger replaces the PRF
evaluation F'(k;,-) with a random function f(-). Specifically, if user j is a corrupt user j € S
or j = max;c[y ¢, then the challenger proceeds exactly as in HYB; ;1. If this is not the case,
then whenever the challenger requires the evaluation of F'(k, ), it uses a truly random function
f(-). The rest of the experiment remains unchanged.

The hybrid experiments HYBs and HYB3 are defined as follows:

e HYBy: This experiment is the same as HYB1 ¢_1, but we change the way the challenger answers
A’s evaluation queries during the query phase. Specifically, when the adversary A makes a
query (C, j), the challenger checks if A previously queried (C,j) for all i € [(]\(SU{j}). If

this is not the case, then the challenger sets p; & L.
If A previously queried (C,i) for all i € [(]\(S U {j}), then it looks up all of its previous

'sm)

responses {p; }ic[g\sus}, samples e; & [=Bem, Bem], computes z; < F(ky,ct) for all i € S,

and then sets
pj = p/2] - C(z) + Z pi + Z <ski/, ct> + eg.sm).
€[f\SU{j} i'eS
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e HYB3: This experiment is the same as HYB9 except for the way the challenger generates the
homomorphic encryption ciphertext. Namely, during the setup phase of the protocol, instead of
encrypting ct «— HE.Encrypt(sk; +- - - +skg, ), it encrypts ct <— HE.Encrypt(sk; +- - - + sk, 0“'”').
The rest of the experiment remains unchanged.

This experiment corresponds to the ideal universal thresholdizer (adaptive) security experiment
in Definition 4.4. In particular, the description of the challenger in the setup phase of the
experiment corresponds to the simulator Simy, and the description of the challenger during
the query phase of the experiment corresponds to the simulator Sims.

We now show that each consecutive hybrid experiments are indistinguishable to an adversary. Below,
we write HYB(.A) to denote the random variable that represents the output of the experiment HYB
with respect to an adversary A.

Lemma A.1l. Suppose that (B - mP®D + 0)/Bgn = negl(\), the homomorphic encryption Iyg
satisfies correctness, and the PRF F : Zg X {0,1}* — Z, satisfies 1-almost key-homomorphism
(Definition 3.7). Then, for any (unbounded) adversary A,

| Pr[HYBo(A) = 1] — Pr[HYB1 0(A) = 1]| = negl().

Proof. The only difference between the hybrid experiments HYBy and HYB1 is in the way the
challenger simulates the partial evaluations during the query phase of the experiment. Specifically,
for each query (C,imax) that A makes, each challenger in HYBy and HYB; ¢ defines p;,., as follows:
(sm)

Tmax

Pimsx = (SKimaes Ct) + ez(.:l) + z;,,, to the adversary A.

e In HYBy, the challenger samples €™ & [~ Bgm, Bsm], computes z;,., + F(k;,ct), and returns

(sm)

Tmax

e In HYB1, the challenger samples error terms e & [~ Bsm, Bsm|, and sets

Pims = [1/2] - Cla) = Y ((ski,ct) +2,) +e™,

L€\ {imax}

where z, < F(k,,ct) for ¢ € [{]\{imax}. In particular, p;_, satisfies the following equality:

Pinee = [9/2] - Cla) = 3 ((ski &t) +2,) + el
€[\ {imax}
- < Z sk, (ft> + eHE — Z (<Skb’ét> + ZL) + 65:1)
JEl] CE[O\ {imax}
= (SKippr C) Fee — >z el
€[\ {max}

= (SKipp: Ct) + (eHE + €1 ) + ez(im) + Zimgo

ax

e*

where eyg denote the decryption error and ey, denotes the error from the 1-almost key-
homomorphism. By the correctness of IIyg and the 1-almost key-homomorphism of F', we
have |egec| < B - mO@ lekn| < L.

40



Therefore, from the perspective of the adversary A, the only difference between the hybrid ex-
periments HYBy and HYBy o is the additional error term e* for each of its queries (C, jmax). Since
le*| < B-m9@ 4 ¢ and by assumption, (B -mOP@ + ¢)/Bsy = negl()\), A’s views of the two hybrid
experiments are statistically indistinguishable by the smudging lemma (Lemma 3.2). O

Lemma A.2. Suppose that the key-homomorphic PRF F : Zy x {0,1}* — Z, is secure (Defini-
tion 3.6). Then, for any efficient adversary A and j € [£ — 1],

| Pr[HYBy;(A) = 1] — Pr[HYBy ;_1(A) = 1]| = negl(}).

Proof. Let A be an adversary that distinguishes the experiments HYB1 j_1 and HYB1 ;. Then, we
construct an algorithm B that uses A to break the PRF security of F'. By definition, the experiments
HYB1; and HYBy j_1 are equivalent if j € S or j = imax, and therefore, assume that j # jmax. The
algorithm B proceeds as follows:

e Setup phase: At the start of the experiment, when A commits to = € {0,1}* and a set
of corrupt authorities S C [¢], algorithm B samples homomorphic encryption keys sk; <«
HE.KeyGen(1*,19) for i € [¢] and encrypts ct < HE.Encrypt(sky + - - - + skg, ) just as in the
two hybrid experiments. Then, for users i € SU[J, £]\{imax}, the challenger samples PRF keys
ki & Zy, sets s; = (ct,sk;, k;), and provides {s;}ics to A. Finally, it instantiates a look-up
table H : {0,1}* — Z£.

e Query phase: When A submits a query (C,#'), algorithm B checks if C' is already contained

in the table H. If this is the case, then it looks up C' — (p1,...,p¢) and provides p; to A.
Otherwise, the challenger generates pq, ..., py as follows:

(sm) &

— For i ¢ S and i < j — 1, the challenger computes ct «+ HE.Eval(C, ct), samples e
[—Bsm, Bsm), zi & Zy, and sets p; = <ski,€t> + ez(sm) + z; as specified in HYB; j_; and
HYBj ;.

— For i = j, algorithm B computes ct < HE.Eval(C, ct) and samples eism) & [—Bsm, Bsm]-
Then, it queries ct to the PRF challenger to get back z;. Finally, it sets p; = <ski, ct> +
ez(.sm) + z;.

— For i € S U [j,#]\{imax}, the challenger evaluates ct +— HE.Eval(C,ct) and sets p; =
<ski, ct> + eism) + z; for egsm) & [~ Bsm, Bsm], and z; «+ F(k;, ct) as specified in HYB1 j—1
and HYBq ;.

— For i = imax, the challenger sets p; = |p/2] - C(z) — > ,cjp_q] ((sky,ct) +z,) + egsm) for

(sm)

€

& [—Bsm, Bsm] just as in HYB ;1 and HYBy ;.
Algorithm B then provides p; to A and stores C' — (p1,...,p¢) in the table H.

e Output phase: When A outputs a bit 3, algorithm B outputs the same bit 3.

Correctness of the simulation. By definition, the view that B provides for A is exactly as in
the experiments HYB1 ;1 and HYBj ; except for the way it defines the partial evaluations p; during
the query phase of the protocol.
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e If B is interacting with the real PRF challenger, then the zero shares z; corresponds to the

real PRF evaluation F'(k;, ct). Therefore, the partial evaluation pj = <skj, (ft> + eg-sm) +2z;is
distributed exactly as in HYBq j_1.

e If B is interacting with the ideal PRF challenger, then the error term z; is a uniformly random
element z; & Zy. Therefore, the partial evaluation p; = <skj, (ft> + e§sm) + z; is distributed
exactly as in HYBq ;.

Therefore, depending on whether it is interacting with the real or ideal PRF challenger, algorithm
B simulates the view of HYB; ;_1 or HYBy ;. Hence, with the same distinguishing advantage as
A on the experiments HYB; j_1 and HYBy j;, algorithm B breaks the PRF security of F'. Then,
assuming that F' is a secure PRF, the distinguishing advantage of A must be negligible and the
lemma follows. O

Lemma A.3. For any (unbounded) adversary A,
}Pr[HYBl,zq(A) = 1] — Pr[HYB2(A) = 1” —0.

Proof. The difference between the hybrid experiments HYB; y—1 and HYBg are purely syntactical. In
HYBj ¢_1, for each query (C,j) that A makes, the challenger sets p; = <ski, €t> + el(.sm) + z; where
z; & 7, for all i € [(]\(SU{imax}) and p;,,, is set to satisfy the relation Dici\s Pit s (skyr,ct)y+

zy = egz';) for some error terms GE:L) & [~ Bem, Bam]. Since z() for i € [(]\(S U {imax}) are
sampled uniformly at random from Z,, the partial evaluations p; for ¢ € [¢(]\\S are distributed
uniformly at random in Z, under the condition that Zie[ﬂ]\ gPi + Zi,e g <sk2-/, €t> +zy = el(z:l) for

E::X) & [—Bsm, Bsm|. By specification, this is exactly the distribution of the partial evaluations in
HYBy and the lemma follows. ]

Lemma A.4. Suppose that the homomorphic encryption scheme Ilyg is secure (Definition 3.12).
Then, for any efficient adversary A,

| Pr[HYB2(A) = 1] — Pr{HYB3(A) = 1]| = negl(}).

Proof. Let A be an adversary that distinguishes the experiments HYB2 and HYB3. Then, we construct
an algorithm B that uses A to break the security of IIye. The algorithm B proceeds as follows:

e Setup phase: At the start of the experiment, when .4 commits to a secret input = € {0,1}*
and a set of corrupt authorities S C [¢], algorithm B samples homomorphic encryption keys
sk; < HE.KeyGen(1*, 1) and PRF keys k; i Zy for i € S. Then, it submits the two messages
(z,0/#1) to the encryption challenger and gets back a ciphertext ct. It sets s; = (ct, sk;, k;) and
provides {s;}ics to A.

e Query phase: The query phase of the experiment in HYBo and HYBj3 are identical by definition.
Furthermore, for each query (C,j) that A makes, the partial evaluations p;’s are either
sampled uniformly at random from Z, or simulatable given {sk; };cs and ct - HE.Eval(C, ct).
Therefore, B simulates the view of A exactly as in HYBs and HYBg.

e QOutput phase: When A outputs a bit 3, algorithm B outputs the same bit 5.
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Correctness of the simulation. Except for the ciphertext ct, algorithm B exactly simulates
the view of A in HYBg and HYB3 simply by definition. Now, if ct = HE.Encrypt(sk*, z) for some
encryption key sk*, then ct is distributed exactly as in HYBg. If ct = HE.Encrypt(sk”*, Om), then ct is
distributed exactly as in HYBz. Therefore, with the same distinguishing advantage of A, algorithm
B breaks the security of the homomorphic encryption scheme IIgg. Then, assuming that ITyg is
a secure encryption scheme, the distinguishing advantage of A must be negligible. The lemma
follows. O

B Proofs in Section 6

B.1 Proof of Theorem 6.7

Fix the security parameter A and the number of attributes £. Let u € M be any message,
¢ : {0,1}* — {0,1} be any policy circuit in C, and = € {0,1}¢ be an attribute string such that
#(x) = 0. We must show that for (pp, msky, ..., msky) < Setup(1*, 1), (req,st) +— KeyRequest(z),
skreq,jz; + KeyGen(msk;, req, z;) for j € [/], and sk, < KeyCombine(st, skreq, 1,215 - - - » SKreq,t,z, ), We
have

Pr [Decrypt(skx7 Encrypt(qb,u)) = ,u] =1—negl(A).

( (blnd) att )

By specification, the KeySend(msk;, z;, req) algorithm sets skyeq,j; = (Pg e ] z; ], {ot.ctij bici\ (5}

where

. péb]'”d) +— UT. EvaI(ngci,"d),sj),

Pt UT.Eval(Ce) s;) for i € [¢], b € {0,1},

req'Lb’

and ot.ct;; + OT.Encryptg(ot.crs, (pgaott]),p,galttj)) ot.pk;) for all i € [(]\{j}. The key combining

algorithm decrypts the OT messages pg’xj?j < OT.Decryptg(ot.sk;, ot.ct; ;) for all i, j € [¢], combines
the UT evaluation shares

e (dabe.sky, {ax0}re) < UT. Comblne(p(()bi”d . Obénd))’
o (dabe.sk; .., {ak,itrelo\fiy) < UT. Combme(pl(x )1, . Isl( xt)é) for i € [£],
and sets

e dabe.sky = dabe.sk{, & (@ké[i] ao’k),
o dabe.sk;,, = dabe.ski, @ (Dyeio iy ¥ik) for i € [4].

The decryption algorithm returns y/ < DABE.Decrypt(dabe sk, dabe.sk] ,,,...,dabe.sk} , ). By

the correctness of IlgT, we have p(b'nd) = p(()l?ji.nd) for all j € [¢] and p(att) (at ) for all 4,5 € [£].

1,T5,J P; YL 55T 5
Therefore, by the correctness condition of IlyT, and the specifications of the circuits ngcllnd) nd

CE:;tz »» the key components dabe.skg, dabe.sky ;,,...,dabe.sky ;, correspond to properly generated
key components of DABE.KeyGen(dabe.msk). Since ct <— Encrypt(¢, u) = DABE.Encrypt(¢, i), we

have y/ = DABE.Decrypt(dabe.skq, dabe.sky ;,,...,dabe.sky,,) = p. The correctness now follows.
1% »L1 T H
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B.2 Proof of Theorem 6.8

We proceed via a hybrid argument. In our hybrid description below, we use Sim = (Simy, Sims) to
denote the universal thresholdizer simulator in Definition 4.4 and OTExt to denote the OT extractor
in Definition 3.16. For simplicity in the presentation of the proof, we make two assumptions on an
adversary A:

e We first assume that all key queries (req, j, z;) that A makes during the query phase of the
experiment are unique. This is without loss of generality as the challenger can always answer
repeated queries consistently.

e Let S be the set of corrupt authorities that 4 commits to at the beginning of the MA-ABE
security experiment. Then we assume that for all key queries (req, 7,b) that A makes during
the query phase of the experiment, we have j ¢ S. This is without loss of generality as A
already holds master secret keys {msk;} cs and therefore, it can answer the key queries by
itself.

With these simplifying assumptions, we define our sequence of hybrid experiments as follows:

e HYBg: This is the ciphertext security experiment Expt(cs) (A2, A,0) of Definition 5.5.

IIma-ABE
Specifically, the challenger proceeds in each phases of the experiment as follows:

— Setup phase: At the start of the experiment, A specifies a set of corrupt authorities
S C [{] and a policy circuit ¢ € C for the challenge ciphertext. The challenger samples
a PRF key prf.k & K, computes (dabe.pp, dabe.msk) «— DABE.Setup(1%), (s1,...,s;)
UT.Setup(1*, 14,14, (dabe.msk, prf.k)), and (ot.crs,td) < OT.Setup(1?) as in the real
setup algorithm. It provides pp = (dabe.pp,ot.crs) and {s;};cs to A.

— Query phase: The challenger responds to each of A’s queries as follows:

x Key queries: For each query (req, j,b) that A makes, the challenger parses req =
{ot.pk; }icjg, computes

po) <+ UT.Eval(Cleq?,s)),

pgabtt]) < UT.Ev aI(CE::‘zb, ;) for i € [4], b € {0,1},

and sets ot.ct;; < OT.Encryptg(ot.crs, (pgaott]),pz(altt])) ot.pk;) for all i € [(]\{j}. It

bind a
(P((),j g J;t)w{Ot ctij b)) to A.

« Challenge query: When A makes a challenge query (uo, 1), the challenger computes
ct « DABE.Encrypt(¢, 110) and returns ct.

provides skreq, gy =

— Output phase: At the end of the experiment, the adversary A outputs a bit 5’ € {0,1},
which becomes the output of the experiment.

e HYB;: In this experiment, we change the way the challenger responds to A’s key queries.
Namely, for each key query (req, j,b) for req = {pk; };cq that A submits during the query
phase of the protocol, the challenger extracts z - OTExt(td, pk;) for all ¢ € [(] and sets

(bmd) « UT. EvaI(CSEA”d),Sj)v

ga,}tj « UT.Eval(CE ,s;),
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(att) - UT.Eval(C®) 5) for i € [(\{j},

Zx

pﬁ“)w S Lforielt ]\{j}.

It then encrypts ot.ct;; < OT.Encrypts(ot.crs, (pz(aottj), pgaltt])) ot.pk;) for all i € [(]\{;j} and
bind
(Pé ]m )7p_(]al:3 {ot.cti;}icpe \{g}) to A.

The rest of the experiment remains identical to HYBy.

provides skreq,j,z; =

HYB2: In this experiment, we change the way the challenger responds to A’s key queries.
Namely, during the setup phase, instead of running the real universal thresholdizer setup, the
challenger invokes the simulator (s, ...,s;) < Sim;(1*, 14,17, S, 1%) where & is the maximum
bit length of any (dabe.msk, prf.k). It then provides pp = (dabe.pp,ot.crs) and {s;};cs to A.

During the query phase of the experiment, the challenger maintains a lookup table H :
{0,1}* x [0,4] x [(]\S — {0,1}” that maps request-index-index tuples to evaluation shares
(req,i, k) — p where |p| = p. Now, when A makes a key query (req, j, ;) during the query
phase (by assumption, j ¢ S), the challenger still extracts a} <— OTExt(td, pk;) for i € [¢].

However, instead of evaluating UT.EvaI(CES&nd) ;) and UT. EvaI(CE:;tZ p:S;) fori € [£], b € {0,1},

the challenger invokes the simulator Sims for the evaluation shares depending on A’s previous
key queries. Specifically, on (req, j,x;), the challenger sets the evaluation shares as follows:

(blnd)

— Toset py; ~, the challenger checks if A had previously made queries (req, k,0) or (req, k, 1)

for each k € [(]\S. If this is the case, then it looks up the mappings (req, 0 k) — (()b,':d)

for k € [(]\S in H. Then it invokes the simulator p(b'nd) — Slmg( req {S]}Je[g

(dabe.skg, {ok,0} kefe ),{Po,k Vreins)-

Otherwise, if A had not previously made queries (req, k,0) or (req, k, 1) for all k € [¢]\S,

then it samples p(()b]Ind & {0,1}” and adds (req, 0, j) — p(() nd) o H.

— To set pga;t) D the challenger first checks if x = x;. If this is not the case, then it samples
(att) R {0,1}* and adds (req, j,j) — p(bmd) to H.

.771177] ] 2'/‘]
Otherwise, if a:j = x;, then the challenger checks if A had previously made queries
(req, k,0) or (req, k,1) for each k € [¢]\(S U{j}). If this is the case, then it looks up the
mappings (req, j, k) — pga;t) p for k€ [[\(SU{j}) in H. Then, it invokes the simulator

P, = Sima (CE) {5} jeqn, (dabe.ski . {an jhuepo.n ) {p]m],k}kG[Of \(SUG)-

Otherwise, if A had not previously made queries (req,k,0) or (req,k,1) for all k €
[]\(SU{j}), then it samples pga;:)j & 10,1} and adds (req, j,j) — pg ;)J to H.

— To set pl(.a;f)j for i € [(]\{j}, the challenger checks if A had previously made queries
(req, k,0) or (req, k,1) for each k € [¢(]\(S U{i}). If this is the case, then it looks up the
() for k € [(]\(SU{i}) in H. Then, it invokes the simulator

mappings (req, i, k) — Pivs k
Pﬁift)j = Simy (Cfeq it {Si}jeln, (dabesski o o it reioniy), {(p o k}ke 0,0\ (SU{i}) ) -
Otherwise, if A had not prev10usly made queries (req, k,0) or (req,k,1) for all k£ €
[(]\(SU{i}), then it samples p(att & 40,1}7 and adds (req, i, j) — p(bmd) to H.

i,xl,g 4,xl,j
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— For the rest of the evaluation shares p( ) ; for i e [(]\{7}, it sets each of them

,1—
(att)

pzl :El,j « L.

The challenger then encrypts ot.ct; ; <— OT.Encryptg(ot.crs, (pz(agt]), pgaltt])) ot.pk;) for all i €

. . bind
[(]\{j} and provides skreq,jz; = (péd ), pJa;t)J, {ot. ctw}le[g]\{]}) to A.

The rest of the experiment remains unchanged.

e HYB3: This experiment is the same as HYBg except that the challenger replaces the PRF's
Fy(prf.k, -) and Fy(prf.k, -) with random functions. Specifically, the challenger in HYB3 emulates
the challenger in HYB2, but whenever it must evaluate Fy(prf.k,-) or Fy(prf.k,-), it uses truly
random functions fo(-) < Funs[{0,1}*,{0,1}"] and fi(-) < Funs[{0,1}*,{0,1}*]. The rest of
the experiment remains unchanged.

e HYB4: This experiment is the same as HYBy except that during the query phase, when
the adversary A makes the single challenge query (po, p1), the challenger encrypts ct <«
DABE.Encrypt(¢, 1) instead of encrypting pg.

e HYBj;: Starting from this experiment, we revert the changes that we made from HYBg. In
this experiment, instead of using truly random functions fo < Funs[{0,1}*,{0,1}"] and

f1 & Funs[{0,1}*,{0,1}%], the challenger uses the real PRFs Fy(prf.k,-) and F(prf.k,-).

e HYBg: In this experiment, the challenger reverts back to using the real universal thresholdizer
setup and evaluation algorithms as in HYB;.

e HYB7: In this experiment, the challenger reverts back to the way it responds to A’s key queries
in HYBg. Namely, for each key query (req, j,b) for req = {pk; };cq that A submits during the
query phase of the protocol, instead of invoking the OT extractor, the challenger encrypts

both evaluation shares ot.ct; ; «— OT.Encrypts (ot.crs, (pl(aottj), pl(alttj)) ot.pk;) for all i € [(]\{j}.

This experiment corresponds to the ciphertext security experiment Exptl(TCMSZ_ABE(l)‘, 14 A, 1)

We now show that each consecutive hybrid experiments are either statistically or computationally
indistinguishable. For the lemma statements below, we write HYB(.A) to denote the random variable
that represents the output of HYB with respect to an adversary A.

Lemma B.1. Suppose that the oblivious transfer protocol Ilot satisfies sender security (Defini-
tion 3.16). Then, for any efficient adversary A,

| Pr[HYBo(A) = 1] — Pr[HYB1(A) = 1]| = negl(}).

Proof. The lemma follows immediately from the definition of sender security of Ilot (Definition 3.16).
O

Lemma B.2. Suppose that the universal thresholdizer Iyt satisfies strong security (Definition 4.4).
Then, for any efficient adversary A,

| Pr[HYB1(A) = 1] — Pr[HYB2(A) = 1]| = negl(}).
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Proof. Let A be an adversary that distinguishes the experiments HYB; and HYB2. We construct an
algorithm B that uses A to break the universal thresholdizer security of ITyt. Interacting with a
UT challenger (Definition 4.4), algorithm B simulates each phases of the experiment as follows:

e Setup phase: At the start of the experiment, adversary A specifies a set of corrupt authorities
S C [{] and a policy circuit ¢ € C for the challenge ciphertext. Algorithm B samples

prf.k & K, (dabe.pp, dabe.msk) <— DABE.Setup(1%), and submits ((dabe.msk, prf.k), S) to the
UT challenger to receive back {s;}jcs. It then generates (ot.crs,td) < OT.Setup(1*) and
provides pp = (dabe.pp, ot.crs) and {s;};jes to A.

e Query phase: Algorithm B simulates the responses to A’s queries as follows:

— Key queries: For each query (req, j, z;) that A makes, algorithm B parses req = {sz‘}ie[ﬂv
and extracts zj < OTExt(td, pk;) for ¢ € [¢]. Then, it computes (dabe.sky, {0} re)

Cieq” (dabe.msk, prf.k), (dabe.sk],, {azi}) «+ CE) (dabe.msk,prf.k) for i € [(], b €
{0,1}, and submits the following circuits and their evaluations to the UT challenger
under index j € [(]:

* B submits (ngénd), (dabe.skp, {0} kejq)) to receive pét’ji-nd),

(att)
L5

* B submits (C(att) (dabe.skgﬂj, {ak,j}ke[o,é}\{j})) to receive p;°, ",

(att

* B submits (sztt) (dabe.sk;x(b_, {ar,itrep.\qiy)) for i € [()\{j} to receive pi,wé,)j for

YT

and also sets p®™ ,  « 1 for i € [)\{s}. Algorithm B then encrypts ot.ct; ; <

i,1—x},]
(att) (att) (bi'nd)

OT.Encrypts(ot.crs, (p; j,P; 1, 0t-pk;) for alli € [¢(]\{j} and provides skreq jo; = (P ; >
tt
pg»?mj)’j, {Ot-Cti,j}ie[é]\{j}) to A.
— Challenge query: For A’s challenge query (¢, po, 1), algorithm B encrypts ct <«
DABE.Encrypt(dabe.pp, ¢, po) and provides ct to \A.

e Output phase: When A outputs a bit 3, algorithm B also outputs /'

Correctness of the simulation. During the setup phase, when B submits ((dabe.msk, prf.k),.S)
to the UT challenger, it receives back a set of shares {s;};cs that are either properly gener-
ated shares (sy,...,ss) < UT.Setup(1,1%, 1%, (dabe.msk, prf.k)) or simulated shares (si,...,s;) <
Simy (1%, 1¢,1¢, §, 1/dabe-msk|+lprfkly “ Therefore, depending on whether B is interacting with a real or
ideal UT challenger, it correctly simulates the setup phase of either HYB; or HYBs.

Let us now analyze the way algorithm B simulates the query phase. It is easy to see from
definition that algorithm B perfectly simulates the response to A’s challenger query as in HYBj
and HYBy. Therefore, let us focus on the way B simulates A’s key queries. On a key query
(req, j,z;) that A makes, algorithm B first extracts x} <— OTExt(td, pk;) for ¢ € [¢] and computes

(dabe.sky, {ax,0}ke) (:&E_’(i}nd)(dabe.msk7 prf.k), (dabe.ski,, {axi}) cle) (dabe.msk, prf.k) for

() req,i,b

i€ [f), be{0,1}. Then, it submits the circuits (and their evaluations)

o Clo and (dabe.sk, {0} keis);

(att)
* Creq,j,xj and (dabe~5k3',x]~7{ak,j}ke[o,e]\{j})7
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. cfjj‘fz,m, and (dabe.sk ./, {aki}rep.(ip)) for i € [(\{j}

to receive the evaluation shares pébjmd), pga;t)], and pia;f)j for i € [¢]\{j}. By definition, if B is

interacting with a real UT challenger, it receives the shares

o péb]'”d) — UT.Eva|(C$2ci1nd)>Sj)v

pgf;”] — UT.Eval(C®™ s,

req,3,x;’
. pgjt?J « UT. Eva|(c§§;tz _»s5) for i € [(\{j},

Hence, these evaluation shares are distributed identically as in HYB;. If B is interacting with an
(bind) (att)

ideal UT challenger, then the partial evaluations p g Piag and {pz 2! j}ze[g]\{J} are distributed
uniformly at random in {0,1}” or
bind . bind
. Pé,jn ) Slmz(Creq ,{sj}jeqe, (dabe.sky, {aro}trepg), {Pé,kn )}ke[f]\s)7
(att)

* e Sima (C2) o {55} jerns (dabesk), , {a ke (y): {Pf;?k}ke[w\(sum))
* p, ;/,j — 5im2(Cfeqmu {si} el (dabe.sk; .. {oitreo, (i} ){Pm k}ke 0,0\(sugip) ) fori € [(\{7},

depending on whether it previously submitted the circuits Cﬁﬁ’;;“d), clw and {Cfeq il Yielg\}

req7k7xk

for all k € [¢]\{j}. This is precisely the distribution of the evaluation shares that are generated

p(1 )m y — L for i € [(]\{j}, ot.ct;j <

OT.Encrypts(ot.crs, (pfg ), py), ot.pk;) for i € [\ {j}, and skreq iz, = (Py1 s PSs 7 {OL.Clij biep (7}):
algorithm B perfectly simulates HYB; or HYBs depending on whether it is interacting with the real
or the ideal UT challenger.

As B correctly simulates both the setup and query phase of either HYB; or HYBs to A, it can
break the security of the universal thresholdizer scheme with the same distinguishing advantage
as A. Therefore, assuming that IIyg is a secure universal thresholdizer scheme, A’s distinguishing
advantage of HYB; and HYBg must be negligible. The lemma follows. O

by the challenger in HYBs by design. As algorithm B sets

Lemma B.3. Suppose that the PRFs Fy : K x {0,1}* — {0,1}" and Fy : K x {0,1}* — {0,1}*
satisfy security (Definition 3.6). Then, for any efficient adversary A,

| Pr[HYB2(A) = 1] — Pr[HYB3(A) = 1]| = negl(}).
Proof. The lemma follows immediately from the definition of PRF security (Definition 3.6). O

Lemma B.4. Suppose that the decomposable attribute-based encryption scheme lpagg satisfies
security (Definition 6.4). Then, for any efficient adversary A,

| Pr[HYB3(A) = 1] — Pr{HYB4(A) = 1]| = negl(}).

Proof. Let A be an (admissible) adversary that distinguishes experiments HYBs and HYB4. We
construct an algorithm B that uses A to break the DABE security of IIpage. Interacting with the
DABE challenger, algorithm B simulates each phases of experiment as follows:
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e Setup phase: At the start of the experiment, adversary A specifies a set of corrupt authorities
S C [¢] and a circuit ¢ € C for the challenge ciphertext. Algorithm B submits ¢ to the decen-
tralized ABE challenger to receive back dabe.pp. Then, it samples (ot.crs, td) < OT.Setup(1?),
and instantiates the shares (si,...,s;) « Sim;(1*,1%,1%, 5, 1%) where & is the maximum bit
length of any dabe.msk and prf.k. It provides pp = (dabe.pp,ot.crs) and {s;};cs to A.

e Query phase: Algorithm B responds to A’s queries as follows:

— Key queries: Throughout the query phase, algorithm B maintains the following lookup
tables:

« The table H : {0,1}* x [0,4] x [(]\S — {0,1}” as specified in HYBs (and therefore in
HYB3 and HYBy),

x A table H®nd) : 0 1}* — {0,1} that maps request strings to the output values of
Cssénd) as req — (dabe.skg, {ak,0}kejg),
% A table H@® : {0,1}* x [{] x {0,1}* that maps request-index pairs to the output
values of Cszgfib as (req,i) — (dabe.sk;’xg, {Oékﬂ'}ke[o’g]\{i}).
When A makes a key query (req, j,z;), algorithm B first parses req = {pk;};cq and
extracts z, - OTExt(pk;) for ¢ € [¢]. Then, it simulates the evaluation shares depending

on the following conditions:
Lz = a7,
2. A had previously made queries (req, i, ;) for all i € [¢]\(S U {j}).

If any of these conditions are not satisfied, then algorithm B sets the evaluation shares

as follows:
* To set pé?;nd), the challenger checks if A had previously made queries (req, k,0) or

(req,k,1) for each k € [¢]\S. If this is the case, it first looks up the mappings

(req,0,k) — péa,t:) for k € [(]\S in H. Then, it checks whether there exists a mapping

bind)

req — (dabe.skj, {ak0tkep) in H®ind) Tt 4 mapping does not exist, then it samples

(dabe.skg, {arotrep) & {0,1}* and adds the mapping req  (dabe.sk, {ao}trer)
to H(®nd)  Finally, it invokes the simulator pg’)]i-nd) + Simy (ngi]nd), {si}iems (dabe.skj,
{arodrei), (P Yre)-

Otherwise, if A had not previously made queries (req, k,0) or (req, k, 1) for all k& € [¢],
then it simply samples pg?;nd) & {0,1}” and adds (req,0, j) — p(()l?;-nd) to H.

§a;:) I the challenger first checks if x; = xj. If this is not the case, then it
samples pgaztj)j & {0,1}# and adds (req, j,j) — pgb;jd]) to H.

Otherwise, if 3:; = z;, then the challenger checks if A had previously made queries
(req, k,0) or (req,k,1) for each k € [¢]\{j}. If this is the case, it first looks up the

mappings (req, j, k) — pga;';)k for k € [¢]\(SU{i}) in H. Then, it checks whether there
att)

x To set p

exists a mapping (req, j) — (dabe.sk;7xj, {akjteep\gy) in H@WM) | If a mapping does

not exist, then it samples (dabe.sk , , {ax ;}repo.0\ () & 40,1} and adds the map-

ping (req, j) — (dabe.sk’ , . {ak,j}rejo.n () to H@%) | Finally, it invokes the simula-

(att)

tor p;, ;< Simz(CEZ;t,;,mj, {sj}iere, (dabe.sk) ., {ak ;b reo,m\(5))s {pf;?k}ke[o,é]\{j})-
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Algorithm B also addes the mapping (req, j) — (dabe.sk}mj, {ak,j b eejo,q\(sugsy)) to
H(att)
Otherwise, if A had not previously made queries (req, k,0) or (req,k,1) for all

k€ [(]\(SU{j}), then it samples pga;t)] < {0,1}” and adds (req, j, j) — pgatt) to H.
(att )

* Toset p,°, . the challenger proceeds for each i € [¢(]\{j} as follows. It first checks if A
had prev10usly made queries (req, k,0) or (req, k, 1) for each k € [¢]\{:}. If this is the
case, it first looks up the mappings (req, i, k) — p(att) for k € [(]\{i} in H. Then, it
checks if there exists a mapping (req, ) (dabe.ski,‘,]ci7 {a,itrepo,g\gy) in HG® If g
mapping does not exist, then it samples (dabe.sk; , , {a.i}repo.0\(i}) &£ 40,1} and
adds (req, i) — (dabe.sk; . , {ari}rep.q\(i}) to H (@t) " Finally, it invokes the simulator
pﬁiﬁt)] < Simy (Cfeqlxlv{sj}je[e] (dabe.sk ./, {a,i}reo (i} )a{pg;)k}ke[o,e]\(sw}))-
Algorithm B also adds the mapping (req, i) — (dabe.skmg, {akitreo,\ga}) to HG),

If A had not previously made queries (req, k,0) or (req, k, 1) for all k € [¢]\{i}, then

it samples p(at,t). & 40,1} and adds (req, i, ) — plPind) ¢ 7.

1,xl,]

* For the rest of the evaluation shares p( ) j fori e [[]\{j}, it sets each of them

11—
(att)

pzl m]<—J‘

Otherwise, if z; = .%; and A had previously made queries (req, i, 2) for all ¢ € [¢], then
algorithm B submits the attribute string (27, ..., 2}) to its DABE challenger to receive

back the key components dabe.skg, dabe.skm/l, e ,dabe.sk&%. It then sets the evaluation
shares as follows:
x To set p(b 9 , the challenger looks up the mapping (req, 0, j) — p(()?]t.t) in H.

;Ij)’j, the challenger first looks up the mappings req — (dabe.skj, {ako0tren)

in H®") and (req,i) — (dabe.sk/ stakitrep\iy) for i € [(]\{j}. Then, it sets

1,250

(dabe.sk’ ;. {au,j trefo,n\(jy) as follows:

- dabe.sk], = dabe.sk; ., @ (@ke[o7g]\{j} aj,k>7
ay,; = dabe.sk; ,» © dabe.sk; o ® (@ke[OK\{ij} ai,k) for i € [¢].

(a)
Jx

x To set p

Then, it invokes the simulator to generate the evaluation shares p:~ E:;t; 2y
{sj}jeln (dabe.sk), {ak,j}ke[o,ﬂ\{j})7{pj7xj7k}ke[0,£]\{j})-

(att)

* To set Pia!j
for k e [¢ ]\{z} in H.

« For the rest of the evaluation shares p( ) j fori e [(]\{j}, it sets each of them

11—
(att)
pzl;rj

;4 Simz(C

for i € [(]\{j}, the challenger looks up the mappings (req, i, k) — p(.att)

!
1,27,k

— L.

Finally, algorithm B encrypts ot.ct; j <— OT.Encryptg(ot.crs, (pgagtj), pl(alttj)) ot.pk;) for all

€ [(]\{j} and provides skreq j; = (p(()t;nd), Ja;t)J, {ot. ct”}le[g \{]}) to A.

— Challenge query: When A makes a challenge query (uo, 111), algorithm B submits (g, 1)
to the DABE challenger and receives back ct. It relays ct to A.
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e Qutput phase: When A outputs a bit ', algorithm B also outputs '

Correctness of the simulation. Algorithm B correctly simulates the setup phase of HYBs and
HYB4 simply by definition. It is also easy to see that depending on whether B is interacting in
Exptrrg e (A 65 A, 0) or Exptyp,, .. (A, £, A, 1), it perfectly simulates the response to A’s challenge
query as in HYB3 or HYBy.

Therefore, the only component to verify is whether algorithm B perfectly simulates the responses
to A’s key queries. However, this also follows by construction. Namely, during the simulation,
when A makes a key query (req, j,x;), algorithm B samples the components (dabe.skj, {ak0trerg);
(dabe.sk;-@j, {on,j}reo,o\(s1)> and (dabe.sk; ., {ak i} pefo,giy) uniformly at random in {0, 1} under
the condition that

e dabe.sky = dabe.sk{, ® (eake[e} a07k>,
e dabe.sk;,, = dabe.sk} . @ (@ke[o,e]\{i} a“g) for i € [£].

This is exactly the way the challenger generates these components in the specification of the
experiments HYBg and HYBy.

Finally, we must determine whether algorithm B is an admissible adversary for the DABE
security experiment. Let req = {pk;};cq be any request string that A submits as a key query
during the simulation and let 3:; + OTExt(td, pk;) for j € [f]. Then, by construction, algorithm
B ever makes a key query on the attribute string (z}, ..., ) € {0,1}¢ to the DABE challenger if
and only if A submits the set of queries {(req, j,2})};c[\s during the simulation. Since A itself
is an admissible adversary for the MA-ABE security game, we have ¢(z],...,z}) = 1. Therefore,
algorithm B is also an admissible adversary for the DABE security experiment.

As B correctly simulates A’s view of the experiments HYB3 and HYB4 depending whether it is
interacting in Exptyy_, . (A, ¢, A, 0) or Exptyy,,. (A, £, A, 1), it can distinguish the two experiments
with the same advantage as A. Therefore, assuming that IIpagg is a secure DABE, A’s distinguishing

advantage of HYB3 and HYB4 must be negligible. The lemma follows.
O]

Lemma B.5. Suppose that the PRF Fy : K x {0,1}* — {0,1}" and Fy : K x {0,1}* — {0,1}*
satisfy security (Definition 3.6). Then, for any efficient adversary A,

| Pr[HYB4(A) = 1] — Pr[HYB5(A) = 1]| = negl(}).
Proof. The proof is identical to the proof of Lemma B.3. O

Lemma B.6. Suppose that the universal thresholdizer Iyt satisfies strong security (Definition 4.4).
Then, for any efficient adversary A,

| Pr[HYB5(A) = 1] — Pr[HYB6(A) = 1]| = negl(}).
Proof. The proof is identical to the proof of Lemma B.2. O

Lemma B.7. Suppose that the oblivious transfer protocol llot satisfies sender security (Defini-
tion 3.16). Then, for any efficient adversary A,

| Pr[yBg(A) = 1] — Pr[HYB7(A) = 1]| = negl(}).

Proof. The proof is identical to the proof of Lemma B.1. O

o1



B.3 Proof of Theorem 6.9

The theorem follows from the definition of receiver privacy (Definition 3.15) in a straightforward
way. Let A be an adversary in the receiver privacy experiment (Definition 5.7). We construct an
algorithm B that uses BB to break the receiver privacy of Ilgt. Algorithm B proceeds as follows:

e At the start of the experiment, algorithm B generates (dabe.pp, dabe.msk) <~ DABE.Setup(1*, 1¢)
and (sq,...,s¢) < UT.Setup(1*, 1%, 1¢ dabe.msk) as in the real setup algorithm. For the com-
mon reference string ot.crs, algorithm B receives it from the OT challenger. It provides
pp = (dabe.pp, ot.crs) and {msk; = s;};c(q to A.

e When A returns a pair of attribute strings zo,xz; € {0, l}f, algorithm B first parses xg =

(zo1,-..,200) and z1 = (x1,1,...,21,). Then, it submits (xoj,z1 ;) for all j € [{] to its OT
challenger to receive back OT public keys pky, ..., pk,. It sets req = {ot.pkj }je[é} and provides
req to A.

e When A returns a bit ', algorithm B returns the same bit /3.

It is easy to see that B’s simulation of the public parameters pp = (dabe.pp, ot.crs) and the master
secret keys {msk; = s;};¢c|q are distributed exactly as in the real setup algorithm. When A returns
the strings zo, 1 € {0,1}¢, algorithm B submits the pairs (x0,j,1,5) to the OT challenger. By
definition, the OT challenger returns the set of public keys ot.pk; - OT.KeyGeng(ot.crs, g ;) or
ot.pk; < OT.KeyGeng(ot.crs, 1 ;) for j € [¢], which are the outputs of the real key request algorithm
KeyRequest(zy) and KeyRequest(z1) respectively.

Since B perfectly simulates the challenge reqgz <— KeyRequest(xg) for 8 € {0,1}, it distinguishes
reqo and req; with the same advantage as A. Therefore, assuming that Ilot satisfies receiver privacy,
Construction 6.6 must also satisfy receiver privacy. The theorem follows.

C Proofs in Section 7

C.1 Proof of Theorem 7.3

Fix M,/ €N, pe€ M, ¢:{0,1}* — {0,1}, and = € {0, 1}* for which ¢(z) = 0. We must show that
for (pp, msk) <— Setup(1*,1°), (sko, {skj s} ef,pef0.1}) < KeyGen(msk), and ct < Encrypt(¢, 1), we
have

Pr [Decrypt(sko,skl,m17 oo, Skyg,,Ct) = u] =1 —negl(N).

Let ct = (a, (ai)iein)s (b)) e, 4, gb) be the ciphertext that is output by the encryption algorithm
Encrypt(¢, 1) and let sk; ., = (Cj, Rjy,) for j € [{] be the attribute key components that are output
by the attribute key generation algorithm KeyGen(msk). Then, since B; - R, = C; + z; - G for
J € [¢], we have

a=sTA+ eﬂ,

a; =s" (A + ¢i- G) + e}, forall i € [N],

cj= bjTRj,xj =sT(Cj+z;-G)+ eaj for all j € [¢],
d=sTd+eq+|q/2] - p,
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for some vector s € Zy and a set of error vectors ea,{ea i}, {ec,}jen),ed with norm at most
m - B. Therefore, by the property of the algorithms (Evaly, Evale;) of Theorem 7.1, the vector

ay + Evalee (U, (¢, ), ((ai)ien)s (¢5)jeqq) ) satisfies

ay = ST(AM +U(p,z) - G) + eg =sTAy + eg,

for some error vector ey € Z™ such that |jey| < B-m®@. By construction, the decryption

algorithm takes skg = u and returns 0 if and only if
|d— (a"l|ajy) -u| = [s"d +eq+ [g/2- p] —s"(a”|lajy) - u — (e} lley) - u
= [s"d +ea + [g/2- u] —s"d — (ehlle) - u
= |lg/2- 1] +ea — (ekllefy) - |
< lg/4].

Since |eq|, [[eall, |ul| < B and ||ey|| < B - m°@, we have lea — (eh|le}) - u| < B+ 2B*m*2. The
correctness now follows from the fact that ¢ > B2m©@.

C.2 Proof of Theorem 7.4

We proceed via a sequence of hybrid experiments that are defined as follows:

e HYBo: This experiment corresponds to the security experiment Exptyy,, . (A, ¢, A,0) in Defini-
tion 6.3. Specifically, the challenger proceeds in each phases of the experiment as follows:

— Setup phase: At the start of the experiment, the challenger receives a commitment to
a constraint function ¢ € C from A. The challenger generates:

(A, A~1) < TrapGen(1?"),

A; & Z7 for i € [N]

(Bj,Bj*l) < TrapGen(1?*) for j € [4],

d < Zy,

as in the real setup algorithm. It provides pp = (A, {A;}ieiny: {Bj}jeqq: d) to A.

EE S

— Query phase: The challenger responds to A’s queries as follows:

x Key queries: For each query z € {0, 1}4 , the challenger samples random matrices
Cq,...,Cy & ngm. Then, it uses the trapdoor Bl_l,...,Be_1 to sample short
preimages R < Invert(B;, B;l, C;+b-G) and sets sk, = (C;,R;) for all j € [£],
b € {0,1}. Then, the challenger computes Ay  Evalp (U, ((As)iein (C)ieq))
and samples a short preimage u < SampleLeft(A, A~", Ay, d, ) for v = BmP@, It
sets skg = u and provides (sko, skz,, .. .,sks,) to A.

« Challenge query: For the challenge query (¢, o, pt1), the challenger samples a random

R
vector s < Z"

q» and error vectors ea < x5, €a < xp. It computes the ciphertext

vectors
. a:sTA+e£,
ca;=sl(A;+¢;-G) +el - S; for i € [N],
- bj =s"B; + ek - R, for j € [,
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- d=sTd+eq +|q/2] - po,
as in the real encryption algorithm and provides ct = (ao, (ai)icinys (b)) e, d, qb)
to A.

— Output phase: At the end of the experiment, the adversary A outputs a guess 5’ € {0,1}.
The challenger echoes 3’ as the output of the experiment.

e HYB;: This experiment is identical to HYBg except for the way the challenger generates the
public matrices. Namely, we make the following modifications to challenger:

1. Setup phase: The challenger samples the matrices A uniformly at random from Zg>™
as opposed to invoking the trapdoor generation algorithm TrapGen. Then, instead of
sampling the matrices A1, ..., Ay & Zy*™ and (By, B;l) < TrapGen(1*), the challenger
samples a set of uniform matrices Si,...,Sy & {0, 1}mm, Ri,....R, & {0, 1}mxm
and sets A; = A-S; —¢; - G for i € [N], and B; = A-R; for j € [{]. The rest of the
setup phase remains unchanged.

2. Query phase: The challenger responds to A’s queries as follows:

— Key queries: For each query z € {0, 1}5, the challenger samples matrices Rq 4, ...,
Ry, & XB*™ and sets C; = B - Rj., — ;- G for j € [(]. Tt sets skj,, =
(Cj;R; ;). Then, the challenger takes the matrices Ry 4, ..., Rz, and computes
Ry < Evalsim (U, (6, 2), ((Ad)ieiv), (Bj)jea) s ((Si)iens (R - Ry)jer)). It then
samples u < SampleRight(A, Ay, Ry, d, ) for v = BmP@  gets skg = u, and
provides (sko, skg, , - . . ,5ks,) to A.

— Challenge query: The challenger responds to A’s challenge query identically as in
HYBo.

e HYBs: This experiment is identical to HYB; except for the way the challenger generates
the challenge ciphertext. Namely, when 4 makes a challenge query (¢, po, p1) during the

query phase of the experiment, the challenger samples uniformly random vectors a £ VA

ai,...,ay & Zy', bi,...,by & Zy', d & Zg, and provides ct = (a, (ai)ien)> (b)) jerg, d; @) to
A.

e HYBj3: Starting from this experiment, we “revert” back the changes that we made in the
previous hybrids. This experiment is identical to HYBy except for the way the challenge
ciphertext. When A makes a challenge query (¢, ug, 1) during the query phase of the
experiment, the challenger samples a random vector s & Zg, and error vectors ea < X7,
ed < xB- It computes the ciphertext vectors

— a:sTA+e£,

— aZ':sT(AZ'—l—@'G)—i—eﬁ-Si for ¢ € [N],
b; :STBj+e£-ﬁj for j € [4],
—d=s"d+ea+q/2] -,

and provides ct = (a, (a;);eqn], (b)) e d, @) to A.

e HYB4: This experiment is defined identically to HYBgy except for the way the challenger
generates the challenge ciphertext. Namely, instead of encrypting the message 1, the challenger
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encrypts 1. This experiment corresponds to the security experiment Exptyy . (A, 4, A, 1) in
Definition 6.3.

We now show that each consecutive hybrid experiments are indistinguishable to an adversary. Below,
we write HYB(A) to denote the random variable that represents the output of experiment HYB with
respect to an adversary A.

Lemma C.1. Suppose that m = Q(nlogq). Then, for any (unbounded) adversary A,
| Pr[HYB(A) = 1] — Pr[HYB; (A) = 1]| = negl(}).

Proof. Let A be any distinguisher for HYBg and HYB;. We show that A’s views of HYBy and HYB;
for each phases of the protocol is statistically indistinguishable.

e Setup phase: We show that each components of the public parameters pp in the two
experiments are statistically indistinguishable.

— In HYBg, the challenger generates the matrix A from the trapdoor generation algorithm
(A, A~1) + TrapGen(1*) while in HYBj, the challenger generates the matrix A’ & Zy™™.
By the property of TrapGen (Theorem 3.4), the matrices A and A’ are statistically

indistinguishable.
— In HYBg, the challenger samples the matrices Aq,...,An & Zy*™ uniformly at random.
In HYB1, the challenger samples a set of matrices S, ...,Sy < {0,1}™*™ and sets the

matrices A, = A -S; — ¢ - G. By the leftover hash lemma (Theorem 3.1), the matrices
A - S, for i € [¢] are statistically indistinguishable from uniformly random matrices
in Zg*™. Therefore, the matrices Ay,..., Ay in HYBg and Af,..., Ay in HYB; are
statistically indistinguishable.

— In HYBg, the challenger samples the matrices By, ..., By & ngm uniformly at random.
In HYBy, the challenger samples a set of matrices fil, o ,f{g & {0,1}™*" and sets the
matrices B} = A - R; for j € [(]. By the leftover hash lemma (Lemma 3.1), the matrices
Bi,...,Byin HYBg and B/, ..., B} in HYB; are statistically indistinguishable.

— The rest of the public parameters pp are generated identically by construction.

e Query phase: By construction, the challenge ciphertext is generated identically in the two
experiment. We show that B’s responses to A’s key queries are statistically indistinguishable.
Let « € {0,1}* be a key query made by A:

— Attribute components: In HYBg, the challenger samples random matrices Cy, ..., Cy &

Zy*™. Then, it samples preimages R;.; < Invert(Bj,le,Cj + z; - G), and sets
skjz; = (Cjs Ryja;)-
In HYB1, the challenger samples random matrices R, ..., R} & X5"<™, and sets C; =
B R} —z; - G. It sets sk;,; = (C}, R;',xj)' By the property of the trapdoor generation
algorithm (Theorem 3.4) and the leftover hash lemma (Lemma 3.1), the matrices (C;, R;)
in HYBy and (C, R) in HYB) are statistically indistinguishable.

— Binding components: In HYBg, the challenger evaluates Ay <— Evaly (L{, ((Ai)ie[N},
(Cj)je[é}))a and samples a preimage u <+ SampleLeft(A, A=! Ay, d, 7). It sets skg = u.
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In HYB1, the challenger evaluates R;, <— Evalsim (U, (¢, x), ((A;)ie[N]v (B;)jem), ((S;)iE[N],
(f{; . R;)je[g])). It then samples a preimage u’ + SampleRight(A’, A7, R}, d’,7) for
v = Bm9@, and provides u to A. By the property of Evalgi, (Theorem 7.1), we have
IR;,|| < BmP@. Furthermore, by the admissibility condition of A, the matrix R},
satisfies A - R}, —U(¢,z) -G = A-R;, — G. Therefore, by the property of the SampleLeft
and SampleRight algorithms (Theorem 3.5), the vectors u in HYB; and u’ in HYBy are
statistically indistinguishable.

e Output phase: The two experiments HYBy and HYB; are identical by definition.

We have shown that A’s view of the experiments HYBg and HYB; are statistically indistinguishable
for each phases of the experiment. It follows that any (unbounded) adversary A can distinguish the
experiments HYBg and HYB; with at most negligible advantage. O

Lemma C.2. Suppose that the L\WE,, ;41,45 Problem is hard. Then, for any efficient adversary A,
| Pr[HYB1(A) = 1] — Pr[HYB2(A) = 1]| = negl(}).

Proof. Let A be an adversary that distinguishes HYB; and HYBs. We construct an algorithm B that
uses A to solve the LWE,, ;,41,4,y5 pProblem. Algorithm B simulates the view of A as follows:

e Setup phase: In the beginning of the experiment, algorithm B receives a commitment to a
constraint function ¢ from A. It then recieves LWE,, ;41,415 challenge vectors

— (A,a) € ZM X 7,
— (d,d) € Zy x Zq,

and uses the matrix A to generate the rest of the public parameters as specified in the
experiments HYB; and HYBsy. Namely, it sets

— A;=A-S;— ¢;-G for i € [N] where S; < {0,1}™*™,
— B; = A - R for j € [{] where R & {0,1}™*™.

It provides pp = (A, (Ai)ieiny, (Bj) el d) and provides pp to A.

e Query phase: Algorithm B responds to A’s key queries according to the specifications of
HYB; and HYBg (which are identical). For the challenge query (¢, o, pi1), it defines the vectors

—al' =al .S, fori € [N],
— bl :AaT-Rj for j e [€].
—d=d+q/2] - po.
It sets the ciphertext ct = (a, (ai)ieny), (bj) el d) and provides ct to A.
e Output phase: When A outputs a bit 5’ € {0, 1}, algorithm B also outputs 5.

We now show that depending on whether B receives real LWE,, 1, 41,4,y Samples or uniformly random
samples, it perfectly simulates either HYB; or HYBy for A.

e By definition, the matrix A € Zy*™ and vector d € Zj are uniformly random. Therefore,
algorithm B perfectly simulates the public parameters pp for HYB; and HYBs.

56



e Algorithm B perfectly simulates the responses for the key generation queries for HYB; and
HYB9 simply by definition.

e Now, consider the challenge query that is generated by B.

—If(ad)=(sTA+ eh || sTd+eq ) € Z" for some secret vector s € Z7 and error
vectors ea, eq 4 X’g“, then we have
xa] =al -S;=s"TA-S;+e}-S;=s"(Aj+¢;-G)+e} -S; forie[N]
* bjT:aT-f{j :sTA-f{j—i-ez;-f{j:sTBj—i-eg-f{j for j € [4],
x« d=d+ |q/2] po=sTd +eq+ |q/2] - po.
Therefore, the ciphertext ct = (a, (a;);e(n], (b)) ejq: d) is distributed exactly as in HYB1.
—If (a || d) < Z™*, then the components
x al =alS; fori € [N,
* bl = a’R; for j € [N],
« d=d+|g/2] - o,
are all uniform by the leftover hash lemma (Lemma 3.1). Therefore, the ciphertext

ct = (a, (a;)ieqny, (b)) eqq: d) is distributed as in HYB3.

We have shown that depending on whether B receives real LWE,, ;41,45 samples or uniformly
random samples, it perfectly simulates A’s views of either HYB; and HYBs. This means that with
the same distinguishing advantage of A, algorithm B solves the LWE,, ;,1 1,4,y problem. Therefore,
assuming that the LWE,, ,;,41,4,, 5 problem is hard, A’s distinguishing advantage of the experiments
HYB; and HYBj is negligible. The lemma follows. O

Lemma C.3. Suppose that the LWE,, 1, 41,5 Problem is hard. Then, for any efficient adversary A,
| Pr[HYB2(A) = 1] — Pr[HYB3(A) = 1]| = negl(}).
Proof. The proof is identical to the proof of Lemma C.2 O
Lemma C.4. Suppose that m = Q(nlogq). Then, for any (unbounded) adversary A,
| Pr[HYB3(A) = 1] — Pr[HYB4(A) = 1]| = negl(}).

Proof. The proof is identical to the proof of Lemma C.1. O
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