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Abstract. We construct the first multi-input functional encryption (MIFE) scheme for quadratic
functions from pairings. Our construction supports polynomial number of users, where user i,
for ¢ € [n], encrypts input x; € Z™ to obtain ciphertext CT;, the key generator provides a key
SK. for vector ¢ € Zm™? and decryption, given CTy,...,CT, and SKc, recovers (c,x ® x)
and nothing else. We achieve indistinguishability-based (selective) security against unbounded
collusions under the standard bilateral matrix Diffie-Hellman assumption. All previous MIFE
schemes either support only inner products (linear functions) or rely on strong cryptographic
assumptions such as indistinguishability obfuscation or multi-linear maps.
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1 Introduction

Functional encryption (FE) [O’'N10,BSW11] is a novel cryptographic paradigm that moves beyond the
“all or nothing” access of traditional public key encryption and enables fine grained access to encrypted
data. Concretely, an FE scheme that supports a function class F allows an owner of a master secret
to issue a secret key SKy for a function f € F. Decryption of a ciphertext CT, for a message = with
SK; yields f(z) and nothing else. Functional encryption has been extensively studied in the literature,
with elegant constructions supporting various function classes, achieving different notions of security
and from diverse assumptions, e.g., [GGH"13, GGHZ16,BS15, ABDP15, BCFG17].

Multi-input functional encryption (MIFE) [GGGT14] is a natural generalization of FE, which
supports functions that take multiple inputs. In MIFE, multiple parties can encrypt data independently
— thus, n users may encrypt their data z1,...,z, to produce ciphertexts CTq,...,CT,, which can be
decrypted using a functional key SK¢ to learn f(x1,...,2,) and nothing else.

Research in MIFE has followed two broad directions. On one hand, it was shown that for gen-
eral function classes (all polynomial sized circuits), FE is powerful enough to imply MIFE (albeit
with exponential loss), which in turn implies the powerful notion of indistinguishability obfusca-
tion (10) [AJ15,BV15]. On the other hand, for restricted function classes such as constant degree
polynomials, single-input schemes do not generically imply multi-input schemes and constructing
multi-input schemes directly proved significantly more challenging. Intuitively, this is because in
the multi-input setting, inputs z1,...,x, encrypted using independent sources of randomness must
be combined in a secure way to “emulate” the single input setting where encodings of z1,...,z,
may be tied together using common randomness. Nevertheless, for the inner product functionality,
several novel MIFE constructions emerged based on simple, standard polynomial hardness assump-
tions [AGRW17,DOT18, ACF*18,CDG"18, Tom19, ABKW19, ABG19,LT19].

Beyond Inner Products. While the inner product functionality is useful for several meaningful
applications (we refer the reader to [AGRW17] for a discussion), it is evidently desirable, from the
viewpoint of both theory and practice, to extend the reach of MIFE from standard assumptions
beyond inner products. In the single input setting, there has been significant progress in this direction.
For quadratic functions, several FE schemes have been constructed from standard assumptions on
pairings [Lin17,BCFG17,Gay20]*. Indeed, from pairings, there have also been innovative constructions
for “degree 2.5” FE [AJLT19], the so-called “partially hiding functional encryption” (PHFE) schemes.
Intuitively, PHFE permits part of the encryptor’s input to be public and supports deeper computation
on the public input as compared to the private input.

However, in the multi-input setting, constructions going beyond inner products have proved elusive.
Note that unlike the single input setting, quadratic MIFE cannot be trivially constructed from inner
product MIFE even with large ciphertext, since the naive idea of encrypting all quadratic monomi-
als in advance cannot deal with quadratic terms derived from two different users. Therefore, there are
currently no candidate constructions for MIFE supporting quadratic polynomials, from standard, poly-
nomial hardness assumptions®. This is a significant gap in our understanding of MIFE, and motivates
the fundamental question:

Can we construct MIFFE for quadratic functions from pairings?

4 Note that FE for quadratic functions are trivially constructible from FE for inner products (IPFE) by
linearizing and encrypting all quadratic monomials. However, FE for quadratic functions requires that the
ciphertext size be linear in input length.

5 In an exciting recent work, iO has been constructed from sub-exponential hardness of four well-founded as-
sumptions [JLS20]. However, this construction relies on a series of intricate, lossy reductions and is primarily
a feasibility result. We will focus on the polynomial hardness of a well-founded problem in this work.



1.1 Our Results

In this work, we answer the above question affirmatively and construct the first MIFE scheme for
quadratic functions from pairings. In more detail, we construct n-input MIFE scheme for the function
class Fyy, n, which is defined as follows. Each function f € F,, , is represented by a vector ¢ € 7,(mn)*
For inputs x1,...,%x, € Z™, f is defined as f(x1,...,X,) := (c,x ® x) where x = (x1]|---||x,) and
® denotes the Kronecker product. In a quadratic MIFE scheme for JF,, ,,, a user can encrypt x; € Z™
to CT; for slot ¢ € [n], a key issuer can generate a secret key SK for ¢ € Z(m")2, and decryption of
CTq,...,CT, with SK reveals only (c,x ® x) and nothing else.

To begin, we show that in the public key setting, quadratic MIFE can be generically obtained
from public-key IPFE, which can be obtained even without pairings, in a relatively simple manner,
as the case of public-key inner product MIFE [AGRW17]. Then we provide our main construction in
the much more challenging secret-key setting®. Our construction relies on the bilateral matrix Diffie-
Hellmen assumption [EHKT17] and achieves standard indistinguishability-based (selective) security
against unbounded collusions. We observe that in the symmetric key setting, selective security is the
same as “semi-adaptive” [CW14, GKW16] security. Recall that in semi-adaptive security, the adversary
is permitted to see the public key before committing to the challenge. In the symmetric key setting,
since the “public key” is simply public parameters of the scheme, such as group description, which
may always be provided to the adversary in the first step of the game, the distinction between selective
and semi-adaptive is moot. Thus, our construction achieves the same level of security as single input
quadratic FE [Linl7, BCFG17, Gay20].

Our construction is built using two newly introduced primitives that we call predicated IPFE
and mixed-group multi-input IPFE, which we describe next. Predicated IPFE (pIPFE) is a class of
attribute-based IPFE [ACGU20], but additionally with a function hiding property. In more detail, a
ciphertext pCT and a secret key pSK of a pIPFE scheme pFE are associated with two vectors {x1,x2}
and {y1,y2}, respectively. Decryption of pCT with pSK reveals (x3,y2) iff (x1,y1) = 0. Secret keys
are required to hide yo but not y;, This scheme is the first instantiation of function-hiding attribute-
based IPFE, which may be of independent interest. Mixed group multi input IPFE is similar to
multi input IPFE but supports mixed groups, as suggested by the name. In more detail, consider a
function f : (GTI X G;nQ)n — GT, Speciﬁed by ([Y1,1]2, [Y1,2]17 AP [Yn,l]Qa [y7l72h) where Yi1 S Zg“
and y; 2 € Z;'"* and defined as

f(([X1,1]1, [X1,2]2), ceey ([Xn,lh, [Xn,2]2)) = [<(X1,17 X1,25 -+, Xn,1, Xn,2)7 (Y1,1, Yi,2,--- 7Yn,17Yn,2)>]T

Mixed group multi input IPFE is also required to achieve function-hiding. We provide constructions
for these primitives by leveraging a (multi-input) function-hiding IPFE scheme based on pairings
[BJK15,DOT18, ACF*18]. These constructions may be of independent interest.

1.2 Owur Techniques

As discussed above, quadratic MIFE in the public-key setting is simple to achieve due to the leakage
inherent in that setting. To formalize this, we show in Appx. A that public key, quadratic MIFE can
be achieved generically from public-key IPFE, which can be constructed even without pairings, as
the case of public-key inner product MIFE [AGRW17]. Below, we discuss the intuition for the same.
Public-Key Quadratic MIFE. For simplicity, we consider the two-input case in this paragraph.

We also assume that quadratic functions are represented by matrices C € Z?>™*?™ where f(x1,X2) =

(%] ||x5)C (§1> In a public-key scheme, an adversary that has CT; for x;, CTy for x5, and SK for
2

5 Recall that public-key MIFE does not imply secret-key MIFE. Roughly speaking, a user who has CT; for
z1 and SK for f of a public-key scheme is allowed to learn f(x1,x2,...,2,) for all (z2,...,z,), since this is
inherent leakage, while it is not the case in secret-key MIFE.



C = (g;ig;i) can learn (X7 ||x5)C (i;) and (%] |[%X5)C (;;) for all X;,X2 since it can encrypt

X1,Xs. By setting Xo = 0 and X; = 0, the adversary can learn xIClel and xJ C,,2x2, respectively.
By setting X2 = e; and X; = e; for all ¢ € [m] where e, ..., e, are linearly independent vectors, the
adversary can learn x| (Cy,2 + CJ ;) and (Cy 2 + C; )Xz, respectively. This is because the adversary

can compute X{ C1 1X; and X5 Cg2X2 by itself. Furthermore, Dec(CTy, CT2,SK) = (x{ ||x5 )C (?)
2

is computable from the inherent leakage as follows:
x{ C1,1%1 + X3 Ca,0%2 +x{ (C12+ C31)(C2 + C21) T (Cr2 + C31)xz

where (Cy2+Cj ;)" € Qm*™ denotes the Moore-Penrose inverse of Cy2 4+ Cy ;. It is not hard to see
that the inherent leakage can be computed by IPFE since they are linear functions over a single input.
Thus, public-key 2-input quadratic MIFE can be constructed from public-key IPFE. This construction
can be easily extended to the general multi-input case. Hence, as in prior work [AGRW17], we focus
on the much more challenging secret key setting. In the following, we basically use m for the vector
length of each user and n for the number of slots.

Lin’s Single Key Quadratic FE. The starting point of our secret-key quadratic MIFE scheme is
the secret-key quadratic FE scheme from pairings by Lin [Lin17], which in turn builds upon the public
key IPFE scheme from DDH by Abdalla et al. [ABDP15] (ABDP). We begin by recalling the ABDP
scheme. In what follows, we let g, denote the generator of a cyclic group of order p and for matrix
A = (a;,):,;, we denote (g;"?); ; by [A]s. The ABDP scheme works as follows:

Setup(1*): w « Zy', PK:=[w], MSK :=w.
Enc(PK,x € Z™): s+ Z,, CT := ([s], [x + sw]).
KeyGen(MSK, c € Z™): SK := —c'w.
Dec(CT,SK): —cTwls] +c'[x + sw] = [(c,x)].

Lin’s construction of quadratic (secret key) FE uses a clever interleaving of IPFE schemes. To
compress the size of ABDP ciphertexts for quadratic terms, she leverages function-hiding IPFE, which
is inherently secret-key [BJK15]. Decryption of components in this scheme yields ciphertexts under
the ABDP IPFE scheme, while secret keys of the ABDP scheme are generated using another function
hiding IPFE. Finally, decryption of ABDP IPFE allows to recover the output.

In more detail, let iFE = (iSetup, iEnc,iKeyGen,iDec) be a function-hiding IPFE scheme based on
pairings. Note that all known function-hiding IPFE schemes based on pairings output a decryption
value as an exponent of the target-group generator [BJK15, DDM16, TAO16,Lin17, KLM*18]. A sim-
plification of her quadratic FE scheme (we omit the components of the scheme that are only required
for the proof of security) is as follows:

Setup(1): W = (w1,..., W), W = (W1, ..., W) « L', iIMSK’ + iSetup(1*)
MSK := (iMSK', w, ).

Enc(MSK,x € Z™): s < Z,, iCT" < iEnc(iMSK’, s), iIMSK < iSetup(1*)
iCT; < iEnc(iMSK, (z;, w;)),iSK; < iKeyGen(iMSK, (z;, sw;)).
CT i= (iCT', {iCT4,iSK: }icpm))-

KeyGen(MSK, ¢ = {c; ;}i jeim) € Z’"Q):
SK :=iSK’ «+— iKeyGen(MSK', —c T (w @ W)).

Dec(CT, SK): iDec(iCT’,iSK") + > jelm) CijiDec(iCT4,iSK;) = [(c,x ® x)]r.

To decrypt, we compute iDec(iCT,;,iSK;) = [z;x; + sw;w;]7, which can be seen as the (7,7)-th
element of the ABDP ciphertext [x ® x + sw ® W], and iDec(iCT',iSK") = [~sc ' (w ® W)|r, where
—c'(w® W) is an ABDP secret key for c. The function-hiding property of iFE guarantees that iSK
hides x;. Since w ® W only appears on the exponent of group elements, one can argue that it is
computationally indistinguishable from random in the security proof using the SXDH assumption.



IP-MIFE instead of IPFE. To generalize the above scheme to the multi-input setting, our first
attempt is to modify Lin’s scheme so that decryption of the function hiding IPFE scheme generates ci-
phertexts of a multi-input IPFE (IP-MIFE) scheme [ACF 18] (ACFGU) instead of a single input IPFE
scheme (ABDP). Intuitively, the reason for using IP-MIFE instead of IPFE is to deal with multiple
independent randomnesses derived from different users, which inherently come in when generating the
IPFE ciphertext elements for quadratic terms. Now, we may hope that the key generator can provide
a secret key matching the ACFGU scheme so that decryption of ciphertexts of the ACFGU scheme
yields the desired result. Fortunately, the ACFGU scheme does not use pairings, so this basic template
does not seem impossible. However, this starting point idea runs into several hurdles as we discuss
below.
Let us recall the n-input ACFGU scheme:

Setup(1*): MSK := wy,..., Wy, uy,..., U, < Ly
Enc(MSK,i,x; € Z™): s; < Zy, CT; := ([s4], [xi + siw; + w]).
KeyGen(MSK, (c1,...,¢,) € Z™"): SK = (=32, (Ci wi), {—cwiticm)).
Dec(CTy, ..., CT,, SK):
Dicim (e wilsi] + e [xi + siwi +wi]) = [ (e wi)] = [ic (e xi)]-

For intuition, we note that the ACFGU scheme may be thought of as running n instances of the
ABDP scheme, where each ABDP decryption outputs the i‘" inner product (c;,x;). Revealing each
partial inner product (c;, x;) would leak too much information, so these partial decryptions are masked
using (c;, u;) — this creates an extra term ), €] (ci, u;) during decryption, which, fortunately may be
computed by the key generator and is compensated for by subtraction.

A First Candidate. Armed with these ideas, we construct a first candidate quadratic MIFE qFE =
(gSetup, gEnc, gKeyGen, qDec) as follows. For ease of exposition, we assume below that the dimension
of each user’s input vector m is set to 1.

qSetup(1*): iIMSK,iMSK' « iSetup(1*), w;, w;, u;, U; < Z,
qMSK = (IMSK7 IMSK’, {w“@z,u“m}ze[n])
qEnc(qMSK, i, 2; € Z): s;,5; < Zy
iCT; < iEnc(iMSK', s;), iSK} + iKeyGen(iMSK', 5;)
ICTZ — iEnc(iMSK, (Z‘i, siwi,ui)), ISKl — iKeyGen(il\/ISK, (acl,Ezzﬂ“ﬂl))
qCT, := (iCT},iSK},iCT;,iSK;).
qKeyGen(MSK, c={c; j}i jem)): aSK:=([— Zi,je[n] Ci,juits| T, {—Ci jWiW; }i jem))-
qDec(qCT4,...,qCT,,,qSK):
— Zi,je[n] Ci,j’wi@jiDeC(iCT;, ISK;) + Zi,je[n} CZ'J'iDeC(iCTi7 ISKJ)

i el Chitits)r = [(¢, x ® X)]r

Observe that {iCT;,iSK;}icpy yield {[ziz; + s:55wiw; + wittj]r}; jern) in decryption, which can be
seen as ciphertexts of the n?-input ACFGU scheme. We also remark that we decompose the ACFGU
ciphertext into ciphertexts and secret keys of function-hiding IPFE so as to allow decryptors to generate
ACFGU ciphertext elements for quadratic terms derived from two different users. This is in contrast
to Lin’s quadratic FE scheme, which uses function-hiding IPFE to compress the ciphertext size.

However, this scheme is not secure and leaks unnecessary information to the decryptor. The problem
stems for the fact that the candidate scheme allows two types of mix-and-match attacks where an
adversary can simultaneously use two different ciphertexts with the same index (slot) for decryption.
In more detail, the adversary can learn the following information using the current scheme. Below, the
superscript denotes the ciphertext index and subscript denotes the slot in a given ciphertext — thus,
qCTZ1 denotes the 1% ciphertext for the i*" slot (recall there can be multiple ciphertexts in a given
slot).

1. Attack 1: For iCT} in qCT; and iSK? in qCT7, we have that iDec(iCT},iSK?) is a valid ACFGU

ciphertext and usable for the ACFGU decryption with qSK. This is problematic because it per-
mits combining components from different ciphertexts qCTl1 and qCT? for the same slot i, which



does not correspond to a valid combination. Recall that in an MIFE scheme, a ciphertext in slot
1 may be combined with multiple ciphertexts in slot j # ¢ but not with other ciphertexts in slot
i. However, ciphertext components iCTl1 and iSKl1 from the same ciphertext and in the same slot
i are allowed to be combined. Thus, to prevent this attack, we need to enforce that ciphertext
components can be combined only when they come either from different slots or the same qCT,.

2. Attack 2: Let iy # ip. For {iCT},,iSK}, } in qCT} , {iCT} ,iSK,} in qCT}, and iSK;, in qCT},, we

11? 127
have that iDec(iCTlll, iSK}l)7 iDec(iCT} iSK?Z) and iDec(iCT} iSK}Q) are valid ACFGU ciphertexts

21 197
and usable for the decryption with qSlK. This decryption lezids to an inconsistency attack, where
an adversary can compute a function over multiple ciphertexts for a given slot.

As an example, let us consider the case where a decryptor has ciphertexts for (scalar) elements
xi, 23,23 and a secret key for quadratic function f = (c11,c1,9,¢22) (w.lo.g., we can assume

c21 = 0). Now, the only valid function evaluations that an adversary should learn are
cmmix% + 01721'%23% + C272$é$%, and c171x%xi + clygxia:g + 6272333563
However, the above leakage enables the adversary to additionally learn, e.g.,
cl,lx%m% + 617233%%‘7% + CQ,gxéé

The above uses two different inputs (underlined) for the second slot for the same function evalua-
tion, which is invalid.

More generally, valid combinations correspond to the set of superscripts (in red) (1,1),(1,1),(1,1)
and (1,1),(1,2),(2,2). However, the adversary can learn function evaluations corresponding to
(1,1),(1,7),(s,t) for any 7, s,t € [2] in the current candidate scheme.

Thus, both attacks leverage the decomposable structure of the quadratic ciphertext to mix and match
invalid components to obtain leakage. While both attacks have the similarity that they combine differ-
ent ciphertexts for the same slot in a given evaluation, the technical treatment to handle them needs
to differ. This is because to address the first attack, we must prevent the attacker from combining
(1,1),(1,7), (s, t) for s # t while for the second, we must prevent the same for r # t. Intuitively, r and
t are the indices related to the ciphertexts of iFE while s is the index related to the secret keys of iFE,
and thus prohibiting the case of s # ¢ and that of r # t are essentially different things, which must be
handled separately. Next, we describe how each of these attacks may be prevented.

Preventing Attack 1. Recall that Lin’s quadratic FE scheme does not allow attack 1 since the
encryption algorithm generates a new iMSK for each ciphertext. On the other hand, our candidate
uses the same iMSK for all ciphertexts so that decryptors can generate ACFGU ciphertext elements
for quadratic terms from two different users. To prevent this attack, we need a function-hiding IPFE
scheme where iCT is decryptable with iSK if and only if they come from either different slots or the same
qCT,. Thus, we need to extend the functionality of function-hiding IPFE to check the above condition
prior to computation. Although this primitive is reminiscent of “attribute-based IPFE” [ACGU20], we
also need the function-hiding property which has not been considered in prior works.

To address this need, we define and construct a function-hiding “predicated IPFE” (pIPFE), which
can be seen as a combination of inner product encryption [KSWO08] and IPFE. Informally, a ciphertext
pCT and a secret key pSK of a pIPFE scheme pFE are associated with two vectors {x1,x2} and {y1,y2},
respectively. Here, the secret key must hide ys but do not y;. Decryption of pCT with pSK reveals
(x2,y2) iff (x1,y1) =0.

To see how function-hiding predicated IPFE yields the desired functionality, let us set x; =
(02G=1 1, L,02=D) vy = (020D L, —1,02"=9) where L € Z, is sampled randomly for each en-
cryption, and ¢ € [n]. Let (i1, L;) (resp. (i2, L2)) be a pair of a slot index and random element of
x1 (resp. y1). It is easy to see that (x1,y1) = 0 iff 43 # i3 or Ly = Lo. Since L is chosen from
an exponentially large space, we have that Ly # Lo with overwhelming probability. We construct a



function-hiding predicated IPFE scheme pFE from a function-hiding IPFE scheme iFE in a generic
way. Please see Section 3 for details.

Preventing Attack 2. Attack 2 is much more tricky to handle. A problematic aspect of this attack is
the fact that iDec(iCT}1 ,1S K}l) and iDec(iCT}27 iSK%Q) are necessary for decryption of ciphertexts qCT}l,
qCTg2 respectively, and iDec(iCTf27 iSKle) is necessary for combined decryption of the pair qCT}1 , qCT?Z.
However, they leak inappropriate information if both of them are used in decryption simultaneously.
Thus, we cannot solve the problem by building in some sort of access control into iFE decryption as in
the case of attack 1.

Our solution is to bind ACFGU ciphertexts generated from the iFE decryption with common random
elements. That is, iCT; in qCT, is changed to encryption of (x;, s;w;, u;, t;v;), and iSK; is changed to
a secret key of (x;,5;W;, r;u;,v;) where v;,v; are new elements in qMSK and r;,¢; are the common
random elements for binding ACFGU ciphertexts, which are chosen by qEnc. Then, decryption with
{ICT“ ISKZ}'LG[TL] yields {[xzx] + sigjwi@j + rjuﬂj + tivﬁj]T}me[n] .

According to the change of iCT,iSK, the first element of an ACFGU secret key should be modi-
fied as qSK; = [= 3, ;e[ i (rjuiti; + tiv0;)]r. By this construction, we cannot simultancously use
iDec(iCT;,,iSK;, ), iDec(iCT},,iSK},) and iDec(iCT},,iSK;,) for ACFGU decryption. Intuitively, qSK;

must involve ¢;, and ¢ (randomnesses used in iCT}2 and iCTZ, respectively) to decrypt the ACFGU
iSK},), iDec(iCT},,iSK;,) and iDec(iCT},,iSK},) together, but

127

ciphertexts generated from iDec(iCT}

117
in fact qSK; can involve only one of ¢;, and t7,.

How to Generate the Modified Secret Key. The last challenge is how to generate the mod-
ified secret key. It is obvious that qKeyGen cannot generate the modified key since it contains ran-
dom elements 7;,t; used in ciphertexts. We solve the problem by employing an additional function-
hiding TP-MIFE scheme, denoted by miFE, into the candidate scheme. That is, qEnc additionally
generates an IP-MIFE ciphertext miCT; for (r;,t;), and qKeyGen generates an IP-MIFE secret key
miSK for {(3 ;e €,itiUis 2o jepn) Ci,jVi0;) bieln)- Then, a decryptor can generate the secret-key ele-
ment — Zi’je[n] ¢i j(rjwitt; +t;0;05) from miCTy, ..., miCT,,, miSK without knowing unnecessary infor-
mation. This technique is similar to Gay’s technique in [Gay20], which uses (partially) function-hiding
IPFE to generate a “decryption key” consisting of both elements inherently derived from a cipher-
text and a secret key. Note that our actual scheme needs mixed-group multi-input IPFE instead of
IP-MIFE, which we construct in Sec. 4.

Putting it all Together. Putting together the ideas discussed above, we now present a second
version of our scheme.

qSetup(1?): iIMSK’ < iSetup(1*), pMSK < pSetup(1*), miMSK < miSetup(1*)
wi,@i7ui,ﬂi,vi,'ﬁi — Zp
gMSK := (iMSK’, pMSK, miMSK, {wi, Wi, wi, Wi, V5, Vi Ficm))-
qEnc(qMSK, i, z; € Z): si,8;,73,ti, L < Zp, £y = (0261 1, L, 02(n=9)
£y = (020D [ —1,02("=)) iCT} + iEnc(iIMSK’, 5;), iSK} + iKeyGen(iMSK’, ;)
pCT, « pEnc(pMSK, £y, (z;, s;w;, Tiui, v;))
pSKl — pKeyGen(pMSK,Eg, (.131', gﬂﬂz, ﬂi, tﬁ)}))
miCT; + miEnc(miMSK, (r;,t;)),qCT, := (iCT},iSK}, pCT,, pSK;, miCT;).
qKeyGen(MSK, c={c; ;}i jen)):
miSK <+ miKeyGen(miMSK|, {(Zje[n] iU, Zje[n] Ci,jVi0;) Yien])
qSK::(miSK, {_Ci,jwi@j}i,je[n])'
qDec(qCT4,...,qCT,,,qSK):
=i el ci,jwiw;iDec(iCT;,iSK)) + >i el Ci,iPDec(pCT;, pSK;)
—miDec(miCTy, ..., miCT,, miSK) = [(c,x @ x)]r

However, while the above candidate satisfies functionality and resists the aforementioned attacks, we
are still far from a proof of security. For instance, one hurdle is that we must argue that {w;w;}; jein)



is pseudorandom, which is not true because qSK contains these elements not as exponents of group
elements but as elements in Z,. Moreover, since we have already “used up” our pairing, we cannot
move these to the exponent as in [Lin17]. Another hurdle is that the underlying IPFE schemes satisfy
only indistinguishability based security rather than simulation based security. To arrive at a security
proof, we must address several such challenges, which we describe next.

Overview of Proof of Security. For ease of exposition, we outline our ideas for the warm-up case
of two input quadratic MIFE described in Sec. 5. The general case is handled in Sec. 6.

First, we briefly recall the definition for indistinguishability based security of secret-key MIFE.
Intuitvely, security requires that all PPT adversaries cannot guess a randomly chosen bit § with
meaningful probablhty in the following game: the adversary first outputs a set of challenge mes-
sages {i, 20, x) }Ze[n] jelqer] and obtains ciphertexts for {i, z7 78 After that, the adversary can query
a key generatlon oracle on any functions f such that for all (J1,---+Jn) € [gcT]™, it holds that
fladv0) w0y = f (x71, ..., 2dm1). The goal of the security proof is to show that ciphertexts
for {i, mf’o} and {i, "'} are indistinguishable.

The first challenge in the security proof is how to design a series of hybrids between the real games
G” for B =0 and 8 = 1. A naive strategy is to change each ciphertext from 3 = 0 to B =1 one by one,
that is, in hybrid H? for ¢ € [2],7 € [gcT], the adversary is given the ciphertext for 27" if (i, ) < (1,7)
and that for 27 otherwise, where (i,5) < (¢,7) < (i — 1)gct + 4 < (¢ — 1)gct + 7. Then, we may
hope to prove that G ~, Hl ~, - -+ =, H(llCT ~e HY . -+ . HIT ~. Gl. However, it quickly becomes
evident that this strategy does not work. Thls is since the queried function f does not necessarily
satisfy f(z1? 2320) = f(ap", 222"), and thus the adversary can trivially distinguish G° from H!. Even
worse, when we change some input from § = 0 to 8 = 1, the change affects the quadratic terms that
contain an input from another slot such as x} ! J2 0 ThlS correlation does not appear in IP-MIFE and
makes the proof much more complex.

We address this issue as follows. Recall that our quadratic MIFE decryption first generates modified
ACFGU ciphertexts {aCT; ¢}; sc[2) and a secret key element aSK where

aCT@g = pDec(pCTi, pSKZ) = [l‘il‘g + 8;8pw; Wy + Teuily + tivﬁg]T

aSK = miDec(miCTy, miCTy, miSK) = [— Z i o(rewitiy + tv;00) )1
1,0€[2]

Our first idea is to define H? so that qDec(qCT{l,qCng,qSK) in H” yields ({aCTzle”}i’ge[g],aSKjl’jQ)
where

aCT/iJt = {[%195% + 8i5pw;wy + reustie + tivivelr (£, Ge) < (1,m)
’ >

(202 4 si80wi W + rewite + tivivelr (4, 50) > (¢,7)
aSKI1iz = [— Z cio(rouitiy + tv;0p) — Z Ci Z(l'lx% - xoxg)]
i,L€[2]

te{kel2 ]|(k7Jk)§(Lv77)}

Note that variables x, s, s,7,t are also indexed by ji,j2, but we often omit jy,jo for conciseness if it
is clear in context. Observe that, in hybrid H?, >, 2] ClgaCTJ“ﬂ + aSKJ1i2 = > e Cis 2920 +
sisew;welr for all (1,7m,71,72) € [2] % [qcT]®. Therefore the adversary always obtains f(z9,29) by
decryption in all hybrids and cannot trivially distinguish them. Since the second term of aSK’'/2,
Zi,ZG[Q] cip(zley — 2929) = 0 due to the query condition, H¥" almost can be seen as G'. Thanks to
the function-hiding property of pFE and miFE, information encoded in ciphertexts and secret keys is
not revealed other than aCT; ¢, aSK.

Next we must define encoded vectors in ciphertexts and secret keys in pFE and miFE in each hybrid
so that they are indistinguishable in the hybrid sequence. First, let us consider vectors encoded in pFE
that yield aCT; 4. In GY, recall that b; = (29, s;w;, u;, t;v;) and b; = (29, 8;w;, r;u;, v;) are encoded in



pCT, and pSK;, respectively. To make [(bji E”}] = aCTji’j‘ in all hybrids, we introduce a free space,

used for only the security proof, and define b?’, bj’ in H? as follows:

bi = (20, 2}, swi, s, tivg), B = (0, &}, 8w, 750, 0;)  (i,7:) < (,m)
i ioLq oy o1Wis Wy, Lily ),y i — - o oo .
l e ' (Z‘?,Q, Siwivriuiyvi) (27]1') > (L,?])

Then, we need to prove that {bgi,ggi}ie[g]me[qcﬂ in H?~1 and that in H” are indistinguishable.
Initially, it appears that we can prove it similarly to Lin’s technique [Linl7], that is, we introduce a
more free space and consider an intermediate hybrid in which we define

i (g0 i) 10,00 4 o= o 7 5
bl = (277, 27, sjw;, ug, tivg, 20 + 55, ww, + v, + tv,) (1.1)

(0, :U]“ , 85Wi, T, U5, 0) (4, 55) < (¢,m)
by = 4(0.0,0.0,0,1) (1,3:) = (e.1)
(QJJHO 0, 51“’13”“17”130) (Z’]Z) > (l” 77)

0 Jir1

Now, we may hope to change x]“ 270 in the last entry of bjl to x7"z! by the indistinguishability-

based security of the (modlﬁed) ACFGU IP-MIFE scheme.

However, we get stuck here; the relation between {z7"" 210} ier2),: €lger) and {al! &' Y2, s €lger]

implied by the query condition f ("%, z2'%) = f(27"!, z2>'") is unclear. This is because, in the reduc-

tion to ACFGU IP-MIFE, the snnulator is expected to simulate pCT for bZ and qSK for quadratic
function f using ACFGU ciphertexts for {x]“B xP }Yic[2).5:€lqcr) @nd secret keys for linear functions f,,
respectively, such that f, (2" %2m0, 232 0210) = f,(x" 2t 23> 2 1). Note that f, comprises coeffi-
cients of f that are related to the t-th input. Unfortunately, we cannot derive the above relation on f,
from the query condition. The critical observation we make here is that we have an alternative equality
on f, that are implied by the condition: for all (41, j2,71) € [gcT]?, we have

0 10 10 j2,0 0 j2,0 1,0 1 1 1,1 1,1 j2,1 1.1,1
L L e e A e

71,0 7]0 71,0 1,0 0,0 _n,0 1,0 1,0 J1,1 'r]l J1,1 1,1 n,1 _m,1 1,1 1,1
fa(z1® —x Ty, g wy s — @y ) = fa(x] o at g, my g — @y ). (1.3

Eq. (1.2) and (1.3) can be obtained by Eq. (1.4) — Eq. (1.5) where

,0 0 ) 1 ,0 ,0 1 1
F@?, 2 = fa 2 Faf %, a3%) = faf a3t (1.4)
1,0 42,0 L1 ja,l 0 1,0 A 1,1
G ,xéz )= [f(zy 3352 ) f(lel (Ty) = f(x{l ;T (1.5)
The last challenge is to somehow change xg“oxf’o in the last entry of Eq. (1.1) in to xj“latf’vl

leveraging Eq. (1.2) or Eq. (1.3). We first observe that

i 0 P ~ - ~ i~ 1.0 ~ji o~ ~ ~7i
2] V20 VS ww, + riug, + o, me 2P am0 + 80 @, + U + 07
Wi,
) ) —~ i
=zl ™0 — z]” 0 4 sjl Wi, + U 0]

ACFGU ciphertext

i/t are fresh random elements. The computational indistinguishability is implied
by the SXDH assumption, and the equality follows by implicitly defining @j = vf ‘ —wg 'i’oxbl’o. We can see
that the last part of the above equation is exactly the ACFGU ciphertext of xzi’omf’o —xgi’ox}’o plus vf ¢

At this point, we can use the security of the ACFGU IP-MIFE scheme to change 27" %270 — 270210 o
gt gt — g7 2l This is because they satisfy Eq. (1.2) or Eq. (1.3), and thus the reduction can follow
the query condition of IP-MIFE. Perceptive readers may notice that if i = ¢, then #7020 — 270210 =
ji’lz}’l holds only when j; = n. This is not a problem since we can deal with the terms for

plitgnl g
i L i
i =1, j; # n leveraging the security of predicated IPFE.

where §§jL, Wi, Wi, v] , 0

K2
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Next we give some intuition for how to define vectors in miFE. Similarly to bgi, Bg, we want to define
7" f; in H?, which are encoded in miFE and yield aSK, but this approach quickly runs into cumbersome
issues. The first problem is that the second term of aSK7*2 aSK/1+72[2] = S ¢; o(x) ]! —acf“o ?’0),

in the current definition depends on both 7' and 27>, Thus, we must somehow encode #!* and z2* in
m|CTJ11 and m|CT2 , respectively. However, we cannot generate the term :rjll xéz via miFE, which can
only compute linear functions! A naive idea may be to program all quadratic terms into additional free
spaces in miCT. It immediately ends in failure; we cannot program g2 values into O(gcT) spaces.

Our solution is to use Eq.(1.2) and Eq.(1.3) to compress the ¢ values into gct values. For instance,
Eq. (1.2) implies

1 1 i1,0 41,0 42,1 _j1,1 0 1,0 1,0 _jo,1 1,1 01,0
f1( J1 11, _lel, x{l, ,mf’ m.{h _xéz, ]11) f1( , — gl 0t 73:;27 zh 33%2, zh )

. . . . . : jir 1 Je,1 ji,0 3¢,
since f; is a linear function (we change 7 to j;). This means that 3, , ¢; o(z)" 20" — 2]02)00) =
Sy cip(altapt — 27020 for all j;. Similarly, we can handle the case for ¢ = 2. Thus, we can

program aSK?'2[2] in mlCT{1 and miCT% as:

Jisl 1,1 Ji,0,,1,0 —
fi (ri,ti, x> xy — " xy,0) L=
;= T 11 01,0 g1, 1,1 3,0, 1,0
! (ri, ti, 2l eyt — 2l 0x )0 el et — 0200 =2

fi = ( g Ce iUl E Ci 0V, Ci 15 Ci,2)-

Le(2] Le(2]

The second problem is the fact that

aSKI2(2] = (] 6)) — > cio(rowsti + tivive) = ciu(atag —alaf)
1,0€(2] i1€[],L€2]

in the current definition of £/, f;, while aSK’12[2] should be

aSKJ1-72 [2] — Z C; g(xlxé — SUOI'B)
ie{ke[2]|(k.jr)<(e:m)}
Le(2]

We adjust them by modifying aCT as aCTg"é” = aCTziéje + Q(x) so that ZZ el Ci’gaCTgiéj[‘ +
aSKindz — > €] Ci’g[$?$g + s;Spw;we]r holds, where @ is a quadratic polynomial over variables

x = {xgi’ﬂ}ie[z],jie[qq],/Be{o,l}- The additional term Q(x) in aCT]“Jz can be programed into pCT and
pSK by introducing more additional space. Please see Section 5 for a detailed argument.

Future Directions. Our work opens up several exciting questions for MIFE. A pressing question
is whether our MIFE for quadratic functions can be generalized to MIFE for “degree 2.5” functions
discussed above, and subsequently to MIFE for larger function classes without going through generic
expensive and lossy transformations. The direct construction of MIFE for degree 2 provided by our
work opens the possibility of direct constructions for larger function classes, potentially leveraging
the Learning Parity with Noise (LPN) and Learning With Errors (LWE) assumptions as in [JLS20].
Another interesting open problem is to study a stronger security model where an adversary can choose
users to be corrupted, called the multi-client setting [GGGT14,CDGT18, ABKW19,ABG19,L.T19]. Our
current construction does not support such corruption, the intuitive reason is that the function-hiding
IPFE, which is the main building block of our scheme, works only when encryption keys are hidden
(uncorrupted). It would also be useful and interesting to improve the parameters of our construction.
The ciphertext size of our scheme is O(m?n), and the secret-key size is O(m?n?), where m is the number
of elements per slot and n is the number of encryption slots.”. Since our construction is already quite
complex, we leave these extensions to future work.

" More precisely, here sizes of ciphertexts and secret keys refer to the number of group elements.
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2 Preliminaries

2.1 Notations

For a natural number m,n € N, [m] denotes a set {1,...,m}, and [m,n] denotes a set {m,...,n}. For
matrices My, ..., M, with the same number of rows, (Mj]]|---||M,,) denotes their matrix concatena-
tion. For vectors vy,...,Vy, (V1,...,V,) denotes the vector concatenation as row vectors regardless of
whether each v; is a row or column vector. For instance, for vy € Z7'*!, vy € Z5*™, (vi,v3) = (v{ [[va).
We use @ for the Kronecker product. We denote an n-dimensional unit vector (0°=1,1,0"~1) by e; Jn-
For families of distributions X := {X)}xeny and Y := {Y)}ren, we denote X =, Y as computational
indistinguishability.

2.2 Bilinear Groups

Definition 2.1 (Bilinear Groups). A description of bilinear groups
G:=(p,G1,G2,Gr, g1, 92,€) consists of a prime p, cyclic groups Gy, G, G of order p, generators gy
and go of G; and G5 respectively, and a bilinear map e : G; X G2 — G, which has two properties.

— (Bilinearity): Vhy € G1,ha € G2,a,b € Zy, e(h$, h8) = e(h1, ha)®.
— (Non-degeneracy): For generators g; and g2, g1 := e(g1,92) is a generator of Gr.

A bilinear group generator Ggg(1*) takes a security parameter 1* and outputs a description of bilinear
groups G with a £2(\)-bit prime p.

Definition 2.2 (D;,-MDDH Assumption [EHK"17]). For j > k, let D;; be a matrix distri-
bution over matrices in Zng , which outputs a full-rank matrix with overwhelming probability. Let
G be bilinear groups. We can assume that, wlog, the first £ rows of a matrix chosen from D; j form
an invertible matrix. We consider the following distribution: A < D;, z < Z’;, ko := Az, k| «
Zé, P, g := (G, [A];, [kgl;). We say that the D, ,-MDDH assumption holds with respect to G if, for
any PPT adversary A,

_7,k-MDDH(

Adv, A):= max |Pr[l < A(P, )] — Pr[l < A(P;1)]| < negl()).

ie{1,2}

In what follows, we denote Dyy1 1 by Dj. Note that the well-known k-Lin assumption can be captured
as the Di-MDDH assumption.

Bilateral Variant. Let G, A, kg be the same as above and Ps := (G, [A]1, [A]2, [kgl1, [ksl2). We
say the bilateral D; -MDDH assumption holds with respect to Sgg if Py and P; are computationally
indistinguishable as above. The bilateral D; ,-MDDH assumption generically holds in bilinear groups
if k > 2. Note that the following two properties are applicable to the bilateral case similarly.
Uniform Distribution. Let U;; be a uniform distribution over Z;}Xk. Then, the following holds
with tight reductions: D-MDDH = U,-MDDH = U; ;,-MDDH.

Random Self-Reducibility. We can obtain arbitrarily many instances of the D;;-MDDH prob-
lem from a single instance. For any n € N, we define the following distribution: A < D, Z +
Z’;X", Ky := AZ, K, « Z{;X”, P, s == (G, [A];, [Kg]i). The n-fold D; ;-MDDH assumption is simi-
larly defined to the D; ;,-MDDH assumption. Then, the n-fold D; ,-MDDH assumption is implied by
the D, ,-MDDH assumption with security loss of min{n, j — k}.

2.3 Multi-Input Functional Encryption

Below, we define secret-key MIFE. The definition of public-key MIFE is presented in Def. A.1.
Definition 2.3 (Multi-Input Functional Encryption). Let F be a function family such that, for
all feF, f: Xy x---xX,, = Z. An MIFE scheme for &, MIFE, consists of four algorithms.
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Setup(1?): It takes a security parameter 1* and outputs a public parameter PP and a master secret
key MSK. The other algorithms implicitly take PP.

Enc(MSK, i, x;): It takes MSK, an index i € [n], and z; € X; and outputs a ciphertext CT;.

KeyGen(MSK, f): It takes MSK, and f € F, and outputs a secret key SK.

Dec(CTy,...,CT,,SK): It takes CTy,...,CT, and SK, and outputs a decryption value d € Z or a
symbol L.

When n = 1, we call it just a functional encryption (FE) scheme and omit the second argument of
Enc.

Correctness. MIFE is correct if it satisfies the following condition. For all A € N, (zq,...,z,) €
Xy x - xX,, fe€TF, wehave

PP, MSK < Setup(1*)
CT; < Enc(MSK, 1, z;)
SK « KeyGen(MSK, f)
d := Dec(CTy,...,,CT,,SK)

Pr|d= f(z1,...,2n)

Selective Security. We define two indistinguishability-based security definitions for MIFE, namely,
message-hiding and function-hiding. For a stateful PPT adversary A and A € N, let

{i, Jﬂf’o, xjyl}ie[n],je[qcti] — ‘A(l)\)

A
PMIFE1B()\) — Pr B/ -1 PP, MSK < Setup(l ),

A,mh CT? « Enc(MSK, i, 27")
B AKeyGen(MSK,')(PP’ {CTZ}z‘e[n},je[qCT,i])
Let gsk be a number of queries to KeyGen. We say A is admissible if, in case of gc1.1,...,9cTn,gsk > 1,
A’s queries satisfy fE(xI"0, ... 280) = fi(zIVt, L xdnot) for all (Gi,...,4n) € [gcTa] X -+ X [geTn]

and ¢ € [gsk]. MIFE is message-hiding if, for all admissible PPT adversaries A, the following advantage
of A is negligible in A: Adv){'t5 (A) == [PTEO(0) — PRS- (V).

Next, we define a function-hiding property. Let P%[fhE’ﬁ (M) be defined the same as P%!;Eh’ﬂ N
except that A’s oracle is Osk(f3,-) instead of KeyGen, where Osk(f3,-) takes (f9, f!) and outputs
KeyGen(MSK, f#). This time, A is admissible if, in case of gcT1,---,qcTms gsk > 1, A’s queries satisfy
FEO@]0 i) = Ot ety for all (i, ..., dn) € [geTa] X o X [geTn] and £ € [gsk].
Then, MIFE is function-hiding if, for all admissible PPT adversaries A, the following advantage of A
is negligible in A: Advq'5E(A) == [PR'EEO(N) — PREET (V).

Remark 2.1. In this paper, we assume that gct; > 1 for all ¢ € [n] and that gct1 =+ = gcr.n(= geT)-
This is w.l.o.g as discussed in [AGRW17,DOT18].

We next define quadratic functions.

Definition 2.4 (Bounded-Norm Multi-Input Quadratic functions over Z). A function family
m.n.x.c for bounded-norm multi-input quadratic functions consist of functions f : (X™)™ — Z where

X={i|i€Z]i| <X} Each f € ?MQFX’C is specified by ¢ = {cu .}y veimn] € Zmn)* g g, llc||oo < C

m,n,

and ¢, = 0if p > v. Let x,, be the p-th element of x = (x1,...,x%,) € (X™)". Then, f specified by
c is defined as f(x1,...,%Xp) := Z#,ue[mn] CupTpTy.

3 Predicated Inner Product Functional Encryption

We define and construct predicated inner product functional encryption.
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Definition 3.1 (Inner Products over Bilinear Groups). Let G = (p,G1,G2,Gr,91,92,€) be
bilinear groups. A function family 3"'? ¢ for inner products over bilinear groups consists of functions

f: G — Gp. Each f € F)  is specified by [y]o where y € Z7" and defined as f([x]1) := [(x,¥)]r.

Definition 3.2 (Predicated Inner Products over Bilinear Groups). A function family 3"57'5%@
for predicated inner products over bilinear groups consists of functions f : Zg x Gf" — Gr U {l}.
Each f € 9’57'5%@ is specified by y; € Zg and [ys]z where yo € Z7' and defined as f(x1, [x2]1) :=

[(x2,y2)]7  if (x1,51) =0
1 if <X1, Y1> 7& 0
We refer to FE for 5"15@ and CT"P'P ¢ as IPFE and predicated IPFE, respectively. We define partially

function-hiding security of FE for ff Pip m.c- Partially function-hiding security guarantees that secret keys
hide y2 (but do not y1).

Partially Function-Hiding Security. Let pFE = (pSetup, pEnc, pKeyGen, pDec) be a FE scheme
for 3"57'51/,@. For a stateful PPT adversary A and A € N, let

{1, b3 s B e lgcr) « A(1Y
pPP, pMSK «+ pSetup(1 ) 4

pCT « pEnc(pMSK, (x{, [x”]1))
B = A9 (pPP, {pCT} jcger))

where Osk takes (y1,[y9]2, [y3]2) and outputs pKeyGen(MSK, (y1, [y5]2)). Let gsk be a number of

PP\ i=Pr |8/ =1

queries to Osk. We say A is admissible if A’s queries satisfy (x;’o, y§’0> = <xé’1, y§’1> when (x{, yi) =0
for all j € [gct] and ¢ € [gsk]. pFE is partially function-hiding if, for all admissible PPT adversaries A,
the following advantage of A is negligible in A: AdvilF,th()\) |P31FEfE()\) PilFEfi (A)].

3.1 Predicated IPFE from IPFE

We construct a partially function-hiding FE scheme for EFS]ELG from a function-hiding FE scheme for
Firome1,c generically. Note that & is a parameter for the MDDH assumption. A function-hiding FE
scheme for J,, P ¢ based on MDDH is implied by the function-hiding IPFE scheme described in [Tom19,
Appx. A] 8. Let iFE = (iSetup, iEnc,iKeyGen, iDec) be a function-hiding FE scheme for Ede+2m+1 G
Then, our partially function-hiding FE scheme pFE = (pSetup, pEnc, pKeyGen, pDec) for ffP'P G is
constructed as shown in Fig 1.

Correctness. Since (z® x1,a®Yy1) = (z,a) - (X1,y1), iDec(iCT,iSK) outputs [(x,¥)]r = [{Xx2,¥2)]T
if (x1,y1) = 0. This follows from the correctness of iFE.

3.2 Security

In this section, we prove security for our predicated inner product FE described in Sec. 3.1. Formally,
we prove the following theorem.

Theorem 3.1. IfiFE is function-hiding, and the MDDH assumption holds in G, then pFE is partially
function-hiding. More precisely, for all PPT adversaries A, there exist PPT adversaries By, Bo such
that

Advzﬁifh(A) < get(BAdVIES ¢, (M) + 2Adv MPPH ().

Proof. We prove Theorem 3.1 via a series of hybrid games H, 1,...,H, 5 for ¢ € [gct]. We show that
Go ~c Hi1 =~ -+ =c His =c Ha1 = -+ =¢ Hyera =c G1, where Gg for § € {0,1} is the original
security game (described in Fig 2). Each hybrid is defined as follows.

8 In more detail, this follows since the scheme remains correct and secure even if input vectors for Enc and
KeyGen consist of group elements, and Dec first obtains decryption values on the exponent of a target-group
generator and then computes its discrete log.
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pSetup(1*) — pPP, pMSK
(pPP, pMSK) := (iPP,iMSK) < iSetup(1*)

pEnc(MSK, (x1, [x2],)) = pCT
z + 7}, x = (2 ®x1,%2,0™,0) € ZET2mH iCT « iEnc(iMSK, [x]1), pCT := (x1,iCT)

pKeyGen(pMSK, (y1, [y2],)) — pSK
o ZZ, y = (a®y1,y20m,0) € Z’;‘”QWH, iISK + iKeyGen(iMSK, [y]2), pSK := (y1,iSK)

pDec(pCTpSK) — =
If (x1,y1) # 0, outputs z = L. Otherwise, outputs z = iDec(iCT, iSK).

Fig1: Our predicated IPFE scheme.

Gg

{x3, x3°11, (%31 }elger) + A0Y)

(pPP, pMSK) := (iPP,iMSK) « iSetup(1*)

7z Z';, x! = (27 ®x{,xg”6,0m,0) € Z§d+2m+1
iCT? < iEnc(iMSK, [x7]1), pCT? := (xJ,iCT?)
ﬁ/ <~ ‘AOSMBV)(pPPv {pCTj }jE[QCT])

Osk (8, -)

Input: (y1, [y8]s, [y3]2)

a <+ ZI;, y:=(a® yl,yg,Om,O) € Zﬁ‘“‘zm“
iSK + iKeyGen(iMSK, [y]2), pSK := (y1,iSK)
Output: pSK

Fig2: Partially function-hiding security game for pFE.

H,1: This game is the same as Gy except that
— for j € [gct], X7 to be encrypted is set as

(z/ ®x{, Ompcg’1 ,0) ifj<u

x!) = ( Okd ’X;O’()m?) lf_] = (31)

(z' @x],x5°,0m,0)  ifj>u

— Osk sets y == (a® yhyg,\ y2, (z',a) - {x{,y1) \) for all queries.

H,2: This game is the same as H, ; except that Osk samples ¢ + Z, and sets y := (a®y1,y9, y%,-
(x4,y1)) for each query.

H,3: This game is the same as H, » except that x, := (0%, ()m,xg’1 ,1).

H,4: This game is the same as H, 3 except that Osk sets y := (a®y1,y3,y3,| (z",a) |- (x},y1)) for all
queries.
H,5 (v € [gct — 1]): This game is the same as H, 4 except that

[ L L m L1 .
7X'*(Z®X170 y Xo )a

— Osk sets y := (a ® yl,yg,y%,@) for all queries.
Thanks to Lemmata 3.1 to 3.5, Theorem 3.1 holds. a

Next, we prove the indistinguishability of each pair of hybrid games. Let P(A, G) be the probability

that A outputs 1 in a security game G with the security parameter being A, i.e., P(A, Gg) = P;F,E)’ff()\).
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Lemma 3.1. Let Ho5 = Go. For all PPT adversaries A and v € [gcT], there exists a PPT adversary
B such that [P(A,H,_15) — P(A,H,1)| < Adviz,(A).
Proof. Recall that the differences between H,_; 5 and H, ; are
— x' = (2 @ x{,x57,0m,0) — x* = (0%, x5°,0m,1);
(a®y1,yg,0m,0) lszl 0 1
-y = —ry = (a®y1,¥s,¥3,(z" a) - (X}, .
Y= Yaoyylylo) iis1 Y (a®y1,y3,¥3, (2",a) - (x1,y1))
For j € [qct] and £ € [gsk], let x7° and y*° be x/ and y* defined in H,—15, respectively. Similarly,
let x7! and y“! be x7 and y! defined in H, 1, respectively. Then, it is not hard to see that we have
(x30 yt0) = (x71 y&1) for all j € [gcr] and £ € [gsk]. Thus, we can reduce the indistinguishability
between H,_; 5 and H,; to the function-hiding property of iFE. Note that since x7 is independent of

y{, yg’o, yg’l, the adaptiveness of secret-key queries does not become a matter in the reduction. This
concludes the proof. O

Lemma 3.2. For all PPT adversaries A and v € [qcT], there exists a PPT adversary B such that
IP(A, H,.1) — P(A,H,2)| < Advy s PP ().
Proof. We describe the reduction B.
1. B obtains a Ugg,,,-MDDH instance (G, [A], [ksl2), where A € ZIx*F ko = Az, ky  ZI%.
2. When A outputs {x?, [x7°],, [Xg’lh}je[qcﬂ, B sets (pPP, pMSK) := (iPP,iMSK) < iSetup and gives
pPP, {pCT’ := (x],iEnc(iMSK, [x7]1))}jelger] to A, where x7 is set as Eq. (3.1).
3. For the (-th query to Osk on (y!, [yg’o]g, [yg’l]g), B replies pSK by setting y* := (a’ @ y{, yg’o, yg’l,
kg (x4, y1)), where a’ is the /-th row of A and kg is the /-th entry of kg.
4. B outputs A’s output as it is.

It is not hard to see that A’s view corresponds to H,; if / = 0 and H,2 otherwise. Note that
Ugs,.-MDDH is tightly reduced to D,-MDDH. a

Lemma 3.3. For all PPT adversaries A and v € [qcT], there exists a PPT adversary B such that
[P(A.H,2) — P(A,H, 3)] < AdviE5, (3).

Proof. Let x70 be x7 defined in H, 5, i.e., as in Eq. (3.1), and x’! be x/ defined in H, 3, i.e., the same

as in Eq. (3.1) except that x* := (0¥, 0™, xg’l, 1). Let us define that

00 01
v =@ @yl yy e (x4, ¥1)

00 1, 0 0 S
yol =@ @yl yy vyt (xyD) + (5%, y57) — (x5 ye )

Then, it is not hard to see that we have (x7'0, y*0) = (x7! y®1) for all j € [gct] and £ € [gsk]. Thus,
we can reduce the indistinguishability between the 0-side and 1-side to the function-hiding property
of iFE. Here, we have the two cases:

(x4, y%) = 0: The game condition imposes (x5%, y5°) — (x5*, y5!) = 0 on A.
(x4, y%) # 0: Since t; is distributed randomly in Z,, the terms t,- (x4, y4) and t,- (x}, y) +((x5°, vy ) —
(x5, y5h)) are also distributed randomly.

Hence, y*© and y*! are identically distributed in both cases, which means that the 0-side corresponds
to H, 2 and the 1-side corresponds to H, 3. O

Lemma 3.4. For all PPT adversaries A and v € [gcT], there exists a PPT adversary B such that
P(A, H3) = PUA HL)| < Advy™ ().
We omit the proof since Lemma 3.4 can be proven similarly to Lemma 3.2.

Lemma 3.5. Let Hy; 5 = Gi. For all PPT adversaries A and ¢ € [qcT], there exists a PPT adversary
B such that |P(A,H,.1) — P(A,H,5)| < AdvigT (V).

We omit the proof since Lemma 3.5 can be proven similarly to Lemma 3.1.
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gSetup(1*) — gPP, gMSK
miPP, miMSK«miSetup(1*), (iPP1,iMSK3), ..., (iPP,,iMSK,,)«iSetup(1*)
gPP := (miPP,iPP4,...,iPP,), gMSK := (miMSK,iMSKj,...,iMSK,)

gEnc(MSK, 7, ([x4,1], [xi,2),)) — gCT;
z<—Z , Xi,1:=(%4,1,0M2,2,0) € Zm1+m2+k+1, Xi,2:=(Xs,2, —2,0) € Zm2+k+1
miCT; < miEnc(miMSK;, ¢, [X;,1]1), iCT; < iEnc(iMSKj, [Xi2]2), & = (miCT4,iCT;)

i

gKeyGen(MSK, {[yi 1]y, [yi.2]; }iein)) — gSK
a7y, yiri=(yi1,0m,a,0) € Zy T2t g, oi=(yi2,a,0) € Zp? Ty = (Y11, .. Y1)
miSK «+ miKeyGen(miMSK, [?]2), iSK; + iKeyGen(iMSKi, [’}71,2]1), gSK = (miSK, {iSKi}ie[n])

gDec(gCT,,...,gCT,,,gSK) — =
Outputs miDec(miCTy, ..., miCT,, miSK) [],(, iDec(iCT,iSK;)

Fig3: Our mixed-group IP-MIFE scheme.

4 Mixed-Group Multi-Input IPFE

In this section, we define and construct our mixed-group multi-input inner product functional encryp-
tion (mixed-group IP-MIFE).

Definition 4.1 (Multi-Input Inner Products over Bilinear Groups). Let G = (p, G1, G2, G, g1,
g2, €) be bilinear groups. A function family 3"7'\2"') ¢ for multi-input inner products over bilinear groups
consists of functions f : (G7*)” — Gr. Each f € ?M'P  1s specified by [Vil2s- -, [Yn]2 where y; € Zy
and defined as f([x]1,...,[X]n) := [Eie[n] (xi, ¥i)T-

Definition 4.2 (Multi-Input Mixed-Group Inner Products over Bilinear Groups). Let G =
(p,G1,G2,Gr, g1, g2, €) be bilinear groups. A function family 3"7'\7"1?'512 n.¢ for multi-input mixed-group
inner products over bilinear groups consists of functions f : (G"* x G5'*)" — Gr. Each f € 3"7'\7/1'?)'7'22’” G
is specified by ([y1,1]2, [y1,2)1:--, [¥n.1]2, [Yn,2]1) where y;1 € Zy* and y;2 € Z,* and defined as
F(([x1.1]1s [X1.2]2), - - -5 (X1, [Xn2l2)) == [(X,¥)]r where x := (X11,X12,-..,Xn1,Xn2) and y =
(Y1.1,¥1.2, - Yn,1,Yn,2)-

We refer to MIFE for J7 M'P ¢ and S"MG'P ».n,G 8 IP-MIFE and mixed-group IP-MIFE, respectively. We

m

require mixed-group IP- MIFE to satlsfy the standard function-hiding security in Def. 2.3.

4.1 Construction

Let 3, 1P’ G bea function class defined the same as J,, 1P G in Def. 3.1 except that G; and G5 are switched,
that is, each f : GJ* — Gr is specified by [y];. We construct a function-hiding MIFE scheme for

3"7“,"1?]512 n.c from a function-hiding MIFE scheme for gMI my +m2 +k+1.n,c and function-hiding FE scheme

for B"m2 +k+1,6 0 a generic way. Note that k is a parameter for the MDDH assumption. A function-
hiding MIFE scheme for ff"m‘n . based on MDDH is easily obtained from a function-hiding multi-input
IPFE schemes in [DOT1S, ACF+18 , Tom19]. This is since these schemes in the literatures work even
if input vectors for Enc and KeyGen consist of group elements, and Dec first obtains decryption values
on the exponent of a target-group generator and then computes its discrete log.

Let miFE = (miSetup, miEnc, miKeyGen, miDec) be a function-hiding MIFE scheme for S"m matkt1,m.G

and iFE = (iSetup,iEnc,iKeyGen,iDec) be a function-hiding FE scheme for 3" »+ki1,G- Lhen, our

H:MGI

function-hiding MIFE scheme gFE = (gSetup, gEnc, gKeyGen, gDec) for mma.n,G 1S constructed as

shown in Fig 3.
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Gg

{i, (201, x29)2), (011, [x25)2) Vieny setaen < ALY

miPP, miMSK < miSetup(1%), (iPP1,iMSK3), ..., (iPP,,iMSK,) « iSetup(1*)

gPP := (miPP,iPPy,...,iPP,), gMSK := (miMSK,iMSKj, ..., iMSK,,)

ZZ A ZI;7 ig,l = (Xz:f70m27zz,0)7 ig,Q = (Xzf: _ngo)

miCT/ + miEnc(miMSK, 4, %] 1]1), iCT + iEnc(iMSK;, [% ,]2), gCT/ := (miCT?,iCT/)
5, <~ AOSK(B’.)(gPPV {gCTz}iE[n],je[ch])

OSK(B? )

Input: {([y?,l]y [Y?,z]l)a ([yz'l,ﬂga [yil,Qh)}ie[n]

a<« Z';, Vi1 = (yf,l,Omz,a7 0), ¥i,2 := (yiz,a, 0)

y = (?1,17 .. -7?7@1), miSK « leeyGen(mlMSK, [?]2), ISKZ — |KeyGen(|MSKl, [S’iiyzh)
gSK = (miSK7 {iSKi}ie[n])-

Output: gSK

Fig4: Function-hiding security game for gFE.

Correctness. Due to the correctness of miFE and iFE, gDec outputs

Y (in¥ia) + Kz, ¥i2)) | = | D (Xin,yia) + (Xiz,yiz2))

ZG[TL] T ZG[TL] T

4.2 Security

In this section, we prove security of the construction provided in Sec.4.1. In more detail, we prove the
following theorem.

Theorem 4.1. If miFE and iFE are function-hiding, and the bilateral MDDH assumption holds in G,
then gFE s function-hiding. More precisely, for all PPT adversaries A, there exist PPT adversaries
B1,Bs, Bs such that

AdvE S (M<(4gct + DAAVRT G (M) + n(dger + 1AdVES 6 (A) + 4ngerAdvly, P+ MPPR()).
Proof. We prove Theorem 4.1 via a series of hybrid games Hy , 1,...,Hi . 5, Hs for ¢ € [gct]. We show
that Go =~ Hi11 =c -+ =c Hi15 ®c Hig1 Re - ®e Hi g5 ®c Ha = Gy, where Gg for 8 € {0,1} is

the original security game (described in Fig 4). Each hybrid is defined as follows.

Hi,.1: This game is the same as Gy except that

— for (4,7) € [n] x [gcT], 3‘({71,§z,2 to be encrypted are set as
(cIYs | %03 | 21, 0)

1,2 | “0 (ma _Zg?o) lf] <t
K=Y etom [oa) Ra= (om0t ity @

; i 70 - e
(xf:(l),Om?,ZZ,O) (x72.—2},0) ifj>u

— Osk sets ¥i,1 == (y91, vyl a,|(zha))), Yio = (v2y,a,| —(z},a) + <x§jg,y?’2> ) for all queries.

)

Hi,.2: This game is the same as Hy , 1 except that Osk samples t; < Z, and sets y; 1 := (y?,17 y?727 a7),
~ 0
Yi2 = (Y?,2a a7+ <X§;2,Y?,2>) for each query.

Hi,.3: This game is the same as Hy , 5 except that Osk setsy; 1 := (y?)l, y?,Q, a,t; +<X§:g, y?_g) ), Vi =

(v2y,a,—t; +M) for each query.

18



Hi,..4: This game is the same as Hy , 3 except that Osk sets ¥;.1 := (y?)l,y?g,a, —|—< x; 27yZ 9.0,
Yiz2 = (¥io,a,| —(2j,a)|) for all queries.
Hi . 5: This game is the same as Hy, 4 except that

- Ry = (0 x08,2E,0)), % g 1= (072,23, 0]) for all i € [n);

— Osk sets ¥i1 := (¥)1,¥00,a, @), Vi = (y{s,a, @) for all queries.
Hy: This game is the same as Hy 4., 5 except that

— xz 1= Xf},xi; ,z“()) = (0™2, —zg,O) for all (4, 7) € [n] x [gcT];

— Osk sets yi1 = ( y,{l,yi{2 ,a,0), ¥i2:=( y}72 ,a,0) for all queries.

Thanks to Lemmata 4.1 to 4.7, Theorem 4.1 holds. O

Next, we prove the indistinguishability of each pair of hybrid games. Let P(A, G) be the probability

that A outputs 1 in G with the security parameter being A, i.e., P(A, Gg) = PiFE,;’ﬁ()\).

Lemma 4.1. Let Hy 95 = Go. For all PPT adversaries A and v € [qcT], there exist PPT adversary
B1, By such that |P(A,Hi,_15) — P(A,Hi,1)| < AdVETE (V) + nAdvips g (X).

Proof. Recall that the differences between H;,_; 5 and Hy, 1 are

— Ry = (x00,0m2,28,0) — X = (x)], 02,0, 1);

= Xy i= (X;:& —2,0) — X}, = (072, 0’“ 1);
~ (y9,,0m2.a,0) ife=1 ~ o o

— . 5 — . = D s 7a7 zg, a ;
T {(Y?,hy;),z,a, 0) ife>1 yi1 = (Vin iz, (2, 2))

- yiﬂ = (y?,Z’ a,0) — ylﬂ = (y?’Q,a, —<z§,a> + <X;:(2)7Y?,2>)'

For all 7 € [ 1,7 € lgct], € € [gsk], let §Z§) and yff be §Z1 and y;{l defined in Hy ,_1 5, respectively. Let

X)) L and ¥ Vi 11 be ii , and %}1 defined in H; , 1, respectively. Then, it is not hard to see that we have

<~z’?&f?> = <~z’i,yu> Hence, for all (j1,...,jn) € [gct]", £ € [gsk], we have 3,0 (X1, 507) =

e (X0 1, Vi 1y and can reduce the indistinguishability between %7

in Hy, 1 to the function- hiding property of miFE.

1 and y yl 1 in Hy,—1 5 and those

Similarly, for all i€n ] j € [C]CT] IS [QSK} let x x 5 and y yl2 be %/ !, and y!, defined in Hy, 15,
respectively. Let X’ 5 and y yZ 2 be X Xj,andy yz 5 defined in H17L71, respectively. Then, we have ( {g, Vi 2)

<~Z ;,yl 7). Thus, we can reduce the indistinguishability between ifz and y{, in Hy,_15 and those

in H17L71 to the function-hiding property of iFE. Note that the function-hiding property of iFE in the
multi-instance setting is easily reduced to that in the single-instance setting via hybrid argument. This
concludes the proof. a

Lemma 4.2. For all PPT adversaries A and ¢ € [qct], there exists a PPT adversary B against n-fold
bilateral Ugg, -MDDH such that |P(A, Hy 1) — P(A, Hy, )| < Advp sk MPPH y)

Proof. We describe the reduction B.

1. B obtains an n-fold bilateral Ugg, ,x.-MDDH instance (G, [A]1, [Kg]1, [A]2, [Kps]2), where A € Zds<*k,
Z 5", Ko = AZ, K ¢ 25,

2. When A outputs {i, (7], [ngh), ([Xf}]h [XJ 2)2 )}icn],jelger]» B computes gPP, gMSK as in Fig 4
and gives gPP,{m|CTg,|CTi}i€[n]’je[qCT] to A, where miCT/ < miEnc(miMSK, i, [XJ 1), iCT] «
iEnc(iMSK;, [izg]g) with ig,pig,z being set as in Eq. (4.1).
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3. For the /¢-th query to Osk on {([yf”?}z,[yf;g] ), ([y“]z,[ym] )}iem], B replies gSK := (miSK,
{iSKi}iern) as follows:

yz{l = (yf:?ayiygaae, kﬁ,f,i)7 yf,2 = (y?,Qa aev *kﬁ,é,i < igvyz 2>)
?e = (?fl, o ,?fb’l), miSK <+ miKeyGen(miMSK|, [? I2)
iSK; < iKeyGen(iMSK;, [%72}1)

where a‘ is the (-th row of A and kg ¢, is the (£,7)-th entry of Kg.
4. B outputs A’s output as it is.

It is not hard to see that A’s view corresponds to Hy, 1 if 3 = 0 and H; , o otherwise. Note that n-fold
bilateral Uy, ,-MDDH reduced to bilateral D,-MDDH with the security loss of n. O

Lemma 4.3. For all PPT adversaries A and ¢ € [qct], we have P(A,Hy ,2) = P(A,H1,.3).

Proof. We implicitly define ¢; ¢ := t] , + (x ;g,yﬂ) where t] , <= Z, for all i € [n],{ € [gsk]. This
does not change the distribution of ¢; ;. Then, it is easy to see that Osk sets %,1 = (yf;ﬂyf,’g, a, t;l +

(x ;g,ym)), %72 = (yfy’g,ae, —t;z) in Hy,2, which are identically distributed to %71,%72 in Hy, 3.
Thus A’s views in both hybrids are identical. ad

Lemma 4.4. For all PPT adversaries A and ¢ € [qcT], there exists a PPT adversary B such that
|P(‘A7 Hl,L,3) - P(A Hq v 4)| < and Wagyc MDDH(}\)'

We omit the proof since Lemma 4.4 can be proven similarly to Lemma 4.2.

Lemma 4.5. For all PPT adversaries A and ¢ € [gcT], there exist PPT adversary By, Bs such that
IP(A,Hi,4) — P(A,Hi,5)] < AdVETE (A) + nAdviis ¢ (M).

We omit the proof since Lemma 4.5 can be proven similarly to Lemma 4.1.

Lemma 4.6. For all PPT adversaries A, there exist PPT adversary By, By such that |P(A, H1 4ec5) —
P(A,Hg)| < AdVgllF,Eh()\) + ”Adng,fh()\)'

Proof. For all i € [n],j 6 lgcT], ¢ € [qu} let X)) and yl? be izl and y!, defined in Hy g 5,

respectively. Let x{ 1 and 'y yl 1 ! be X x7 ;andy yZ 1 deﬁned in Ha, respectively. Due to the admissibility of A

agalnSt gFE7 its querleb sa‘tley that Zze[n](< ‘Z(I) yZ 1> + < Zg? Yz 2>) Zie[n] (< z%7yz 1> + < Z:;? Yf:21>)

for all (ji,...,jn) € [gct]" ¢ € [gsk]. Thus, we have 3, (X <~Z ?,?ff) = Zle[n]<~z’1,y“> and can
reduce the indistinguishability between x xi’1 and y{ | in Hy g 5 and those in Hy to the function-hiding
property of miFE.

Similarly, for all i€ [n] j € [qcﬂ le [qSK] let x x 9 and yfg be x xZ 5 and y yz o defined in Hy 4 5,

respectively. Let X}’ , and ¥ yZ 2 be X X],and y y: o defined in Ho, respectlvely Then, we have ( zg, yfg ) =

<~f 5 §f21 ). Thus, we can reduce the indistinguishability between Xj , and y Yi2 in Hy g 5 and those in

Hs to the function-hiding property of iFE. This concludes the proof. a

Lemma 4.7. For all A, there exist By, Ba, B3 such that |P(A,H2) — P(A,Gy)| < 2qCT(Adv$1 £+
nAAVIEE ¢ (0) + nAdvay s PR ),

We omit the proof since Lemma 4.7 is proven similarly to Lemmata 4.1 to 4.5.
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5 Warm-up: Two Input Quadratic MIFE

Since our general quadratic MIFE scheme (Sec. 6) is quite complex, we first present a simpler scheme
as a warm-up. This scheme is a MIFE scheme for ?EAQQ';C from the SXDH assumption, that is m =
1,n = 2. For ease of exposition, we also restrict the number of ciphertext queries to 2 per slot. The
SXDH assumption is captured as the Dj assumption where Dy consists of all matrices with the form
of (a,1)T € Z2.

Let pFE = (pSetup, pEnc, pKeyGen, pDec) be an FE scheme for 3"2'5’;@ (Def. 3.2), iFE = (iSetup,
iEnc, iKeyGen, iDec) be an FE scheme for . (Def. 3.1), and gFE = (gSetup, gEnc, gKeyGen, gDec) be

an FE scheme for FY'F' . (Def. 4.2). The warm-up scheme qFE = (qSetup, qEnc, qKeyGen, qDec) is
constructed from pFE, iFE, and gFE as follows. Since gFE cannot be instantiated from SXDH, the
warm-up scheme needs an additional assumption such as XDLIN (bilateral 2-Lin).

gSetup(1*): It outputs qPP, qMSK as follows:

G « 9gg(17), W11, W12, W2,1, W22, U1, U2, V1, V2 < Ly

pPP, pMSK«pSetup(1*), iPP,iMSK+iSetup(1*), gPP, gMSK<«—gSetup(1*)
PP := (G, pPP,iPP, gPP)

aMSK = ({w; ; }i.je gz {1 vi biez), PMSK, IMSK, gMSK).

qEnc(gMSK;, i, z;): First, it samples vectors as follows:

s, s, t, L+ 7Z,

l = ei/g X (I,L) S Z;l;, TI: ei/g X (L, —1) S Z;l)
b= (.”L'Z‘,O, SW1 5, SW2, 4, s, t, 0,0) S Zg

b:= (xiaoa gei/Qa Ty Ui, 050) € Zg

d:=(s,0) €22 d:=(50) € Z2
f:=(r,t,0,0)€Z), h:=0

Then, it outputs qCT, as follows:

pCT, + pEnc(pMSK, (1, [b]1)), pSK; < pKeyGen(pMSK, (T, [E]g))
iCT; < iEnc(iMSK, [d]1), iSK; <+ iKeyGen(iMSK, [d],)

gCT; « gEnc(gMSK, i, ([f]1, [A]2))

qCT, := (pCT,, pSK;,iCT;,iSK;, gCT,)

qKeyGen(qMSK, ¢ = {c, v }uvejz)): It outputs qSK as follows:

E = Z Ci,pUps Z €u,i,0,0 ] € Zﬁ
pe2] pe2]

?Li = 0

gSK < gKeyGen(gMSK, {[f]2, [hil1 }icp2))

0,0 *= Ci gWi 9

qSK := (c, gSK, {40 }i0ep2)-

21



qDec(qCT,,qCT,,gSK): It computes

[21]T == H pDec(pCT,, pSK,, )~
H,v€E(2]

[z2]T = H iDec(iCTy,iSK;)7"®
4,0€[2]
[23]T := gDec(gCT,,gCT,, gSK)

[2]7 := [21 — 22 — 23] 7.
Then, it searches for z within the range of z < [4C X?|.
Correctness. Let si,gi,ri,ti,lijhbi,gi for i € [2] be random elements used to generate qCT,.

Observe that (1;,1;) = 0 for all i, I € [2], and thus pDec(pCT;, pSK;) = (b;, b;). Due to the correctness
of pFE,iFE, gEF, we have

z1 = E Cuw (TpTy + SuSpWp, + ruuy + tovy)
Hv€E[2]
2o = E CuwSvSuWp,y, 23 = E Cuw(rpuy + tovy).
Hyv€E[2] Hyv€E[2]
Hence, we have 2 =} 1o Cup@uy.
,

5.1 Multi-input IPFE Scheme for Security Analysis

Before going to the security analysis of our quadratic MIFE scheme, we introduce a message-hiding IP-
MIFE scheme, i.e. an MIFE scheme for ZTM'_Z’G, denoted by miFE = (miSetup, miEnc, miKeyGen, miDec)
that we use for the security proof. The scheme is obtained by applying the conversion of single to
multi-input IPFE by Abdalla et al. [ACF'18, Sec. 4.1], to the single-input IPFE scheme by Abdalla
et al. [ABDP15, Sec. 5]. The resulting scheme satisfies the message-hiding security under the DDH
assumption. Note that although Abdalla et al. considered the conversion in the adaptive setting, it is
not hard to see that the conversion works in the selective setting. The original scheme in [ABDP15]
uses a pairing-free group for the construction, but it is easy to see that their scheme can be similarly
built on pairing groups where the SXDH assumption holds. The scheme is described as follows.

miSetup(1*): It outputs miPP, miMSK as follows:

G + Sa(1Y), wi,..., W, Ly g, 2
miPP := (G, [w1]1,...,[Wn]1), mMSK := (w1,..., Wy, ug,...,u,).

miEnc(miMSK, i, x;): It outputs miCT; as follows:
S < Zp, m|CT, = [Ci]l = ([5]1, [SW,‘ +u; + Xi]l)-
miKeyGen(miMSK,y1,...,y,): It outputs miSK as follows:

m|SK0: — Z <y7;,lli>, miSKi::(—yiTwi,yi), m|SK:(m|SK0,{m|SK1}Ze[n])

1€[n]

miDec(miCTy, ..., miCT,, miSK): It computes d where [d]: = [}, (,;{ci, miSK;) + miSKo];.
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Gp

{i,x7%, x1" Yie o e < AQY)
qPP, gMSK < gSetup(1*)
qCT? « gEnc(qMSK, i, x7?)

¢ < A(qPP,{qCT; }icp),jel2))
qSK < gKeyGen(qMSK, c)

B’ — A(aSK)

Fig5: qFE warmup security game.

qCT} qCT}

E% = (217, 0, stwi 1, stwa,1, ui, ti, 0, 0) E% = (23”, 0, s3wi 2, shwa 2, uz, 3, 0, 0)
bi:= (21,0, 3, 0, ri,v,0,0) | bi:= (2370, 0, 5, 71} v0,0)
dl .= (5%,0), di .= (§}70) di .= (3570)7 di .= (%,O)

fl == (r1,41,0,0), hi:=0 fy == (r3,13,0,0), h3 :=0

qCTf qCT%

13% = ($§757 07 S%w1717 S%wlh ui, t%v 07 0) E% = (l’g’ﬁ» Oa '9%7-01725 8%7.[)272, u2, t§7 07 O)
bi = (2770, 3, 0, rf,01,0,0) | b3:=(23",0, 0, 3, 73, 0v20,0)
d? .= (s%,O), d? .= (5?,0) d2 .= (S%,O), d2 .= (?%,O)

qSK

,f:'l = (ZME[Q] C1,pUp,s ZME[Q] Cp,1Up,y 070) EQ = (ZME[Q] C2,p Uy, Zp,e[z] CM,Q’UM,O, 0)
hl =0 h2 =0

Fig6: Vectors in Gg.
5.2 Proof of Security

Theorem 5.1. If pFE is partially function-hiding, iFE and gFE are function-hiding, and Ggg outputs
bilinear groups where the SXDH assumption holds, then qFE is message-hiding as long as qct = 2 and

gsk = 1.

Proof. For ease of exposition, we prove security in the restricted game where an adversary makes two
ciphertext queries per slot and one secret key query. This simplification showcases the basic strategy
of the general proof, which is provided in Sec. 6. At a high-level view, our security proof is inspired by
that of the IP-MIFE schemes by Abdalla et al. [ACF118] in which the first queried ciphertexts of each
slot are changed from bit 0 to bit 1 by the information-theoretic property of the one-time pad and the
rest of ciphertexts are changed by the security of an IPFE scheme. In our case, the IPFE scheme will
instead correspond to the IP-MIFE scheme in Sec. 5.1.

Intuitively, we want to prove Gy ~. G; where Gg is the message-hiding security game (described in
Fig 5). In Gg, the vectors in the ciphertexts and the secret key that the adversary obtains are defined
as Fig 6. We introduce a series of hybrid games, Hy,...,Hy5, and prove Gy ~, Hy ~. - - - =, Hi5 =, G;.
In each hybrid game, the vectors for generating the ciphertexts and the secret keys are changed from
Go, which is shown in Fig 7 to 21. We frame the parts that are changed from the previous game by a
box and sometimes denote the parts that are not changed by —.
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Fig9: Vectors in Hs.
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| stwia, stwa i, w1, t1, 0, ) | shwi o, shwa o, ua, th, | tavr |, |ty + 270230 |)
, s, o, [0l ) 0, &, 73, 0, 0 )
= (51,0) = (55,0)
S| o ,0), h:=0 = (r3, t3, t3v1 ,0), h:=0
(229, , stwy 1, STwa, ul, b | s3w1 2, Swa.0, U2, 3, ‘tzvl 3o + 21230 |)
bi=(z° 0, 3, 0, b .0, 3, w0 0 )
d:(fo)d*(ﬁy) d:(627)d*(52:)
fo=(r}, 13, t301 ,0), h:=0 f:= (r3,t3,|t301 ,0), h:=0
qSK
fo:= (Zue[z] C2,uUp,s )
hz ::0
Fig7: Vectors in Hj.
qCT;
b1 Ly
b= (21 a1t sjwia, stwa 1, w1, 0, +ff} Oz17) ayt, shwn o, shwa e, ua, th, 7 2 |+ 21%257)
b:=( 0 0, 1,00, 1 ) o 0, 5, 14 w2, 0, 0 )
d:
f:
b:=( CL’ z?’l, stwi 1, sTwa, ui, 3, 7 0) :L’2 , S3w1.2, S3wa 2, uz, 3, 7 +l’1 OCU; ° )
b _( 207 07 g’f’ 07 7'%7 07 17 0) 07 07 827 T27 V2, 07 0 )
d:=(s1,0), d := (51,0) d:= (s3,0), d := (53,0)
f:.= (r%,t%,,O), h:=0 f.= (r%,t%,ﬂ,(}), h:=0
qSK
51 = (2”6[2] C1,ply, C2,1V2,C1,1,C2,1) £2 = (E“e[z] €20y, €2,2V2, C1,2, C2,2)
hl =0 /’Lz =0
Fig8: Vectors in Hs.
qCT; qCT;
01 < Zp U3 < Zp
1,1 1,1 1,1 1,1 1,0 1,0 | =1 1,1 1,1
b:=(— 0U1+) b:=(— 7U2+‘$1 Ty — Ty Ty ‘7”2""951 xy" )
=(—,0, 1 ) b:=(—, 0, 0 )
1 o~
d:= (81,0) d _(8130) d:(zo) d —(S%,O)
f:=(rf,tl, o] —}—’wi 1m11 xioxio‘,O), h:=0|f:=(r},t5, 3 —|—‘x} 1x§1 wioméo‘,()), h:=0
qCT? qCT3
e/ o/
be= (0 +|allal! — 21%10] 0) be=(—, 0 +[ 2l a2 - o1%20] 68 +[a} a2 )
~2
d:= (s%,0), d:= (3%,0) d = (s3, ) = (53,0)
1,1 1,1 1,0 1,0 L . 1,1 2,1 1,0 2,0 o
f .= (r], 13, 0% —&—’ xy —x T ‘,0), h:=0|f —(TQ,tQ,U2+ Ty Ty — ) Xy ‘,O)7 h:=0
qSK
1= (X ez C1ntin, C2102, €11, C2,1) B = (Cep C2mtin, 02202, 12, €2.2)
hy1:=0 ho : =0




qCT3 qCT3

b:=(—,0,|tiv1 [+ 2] 2l!) b:=(— L+ aptadt —
b:=(—,0, 1 ) b:i=(—, 0,

d := (s1,0), d:= (31,0) d := (s3,0), d := (53,0)

f :(rl,tl,’tl—vlhxilx}lfmio PO0), hi=0 | f:= (r3, t2,’t2—v1‘+:c}1x;1
qCT} qCT;

b:= +xilx}17xl %21°,0) b::(—,er}’lxg’lf
b:=(—, 1, 0) b:i=(—, 0,
d:=(s,0), d := (53,0) d:= (s3,0), d := (53,0
f:= (rl,tl,ytl—m’th} tebt — 21 %27°,0), h:=0 | f:= (TQ,tQ,’tQ—m‘er} Ye2t — 21 %22°,0), h:=0
qSK

fii= (e Clutin, €212, €11, C2,1)
h1 =0

£ 1= (X, 1cp2) C2nUn, C2,202, €12, C2,2)
hz = 0

Fig 10: Vectors in Hy.

T
qCTy qCT2
= 1 1,1 1,0 1,0
E  S1WLL, S1W,, UL, i, 0 @ b:=(— ot +ay wyt —ap v@)
b= s, o o [wo[o]) b~:( : 0, 0)
~ _a e
d:= (s1,0), d:= (51,0) di(sl%o) di(sf’lo)n 1,0,,1,0
f:=(r], tl,j,{u/+:clla:il 27%21°,0), h:=0 fi= (13,103,400 + oy ey’ — 2y 02y°,0), hi=0
P) 7
qCTy qCT;
2,0 2,1 1111 1,0,.1,0
b= (z", 277, 31’[1111731’!11217“17 &, o +altal? =212 0) | b= (— 2o 4 el et — o0 0@
= 2,0 =~
b-:(xl ) 07 917 07 17 > 11 O) b:( 3 0,
2 2 3 ~2
7 d:= (s3,0), d:= (512,10)2 )
10210.0), h:=0 = (r3, 3,200 + 7 a2t — 2}%22°,0), =0
U |, €C1,1,C2 1) fz:= (ZMG[Z] C2,uUps Zugp] Cp,2Vp 701,2v6272)
hz = 0
Fig 11: Vectors in Hy
qCT} qCT}
EI:(I}‘O, apt, stwii, stwer, i, t, 0,0) b= (—,| 551w 0 + riug + 2720 |+ 2l a)! — 210200, 0)
b:=( 0, a1, #, 0, 71,v1,0,0) 0, 0)
d: = (51,0 = (5} o)
£ 100 0), hi=0 102300), h:=0
5151101 1 +rlul +zf szo +1flxi’l - }‘Ozi’o, 0) szclun 2+T1u2+1f owr‘z)u +w] ]J.“ZI 7&6}’01%’0, O)
0.[0] o1, 1, 0) 0)
d

fi = (Z#E 2 Cl,uumzuep] Cp 1V, €1,1,C2,1)
= T
hy =71 Z,Le[z] Clptp

Ez = (Z/,E[Q] C2,uUps 2“6[2] Cp,2Vp, C1,2, 02,2)
ha =0

Fig 12: Vectors in Hg.
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Additional sampling for gMSK

"l‘ihﬁ,z%zp
qaCT;
.1
81 Zyp
— ,0 1,1 1 2,0 1,0 1,1,_1,1 1,0 1,0
b-—(% » L1 51w11731w2,17U17t170:0) 3 hwi2 + uQ + a7y F Xy — Xy Ty, 0)
b 1
( 07 5 51’ 07 7‘171)1’070) 0, 0)
1
<'*1v> d = (3,0) 7(5;7 s;) d := (53,0)
1 1,1, 1,1 o
= (ri 11,2y eyt —27%21%,0), hi=0 f 7(7”;,6,3:113611 10 10 ,0), h:=0
qaCT3
2 7Z 5§<—Z
2,0,.2,0 LigLt 1,0.1,0 2,0,.2,0 Lig2t _ ;1,020
= w11+ul +ayry —z;x,0) | b= w12+uz +ayry z wy, 0)
.—(— 1, 0)|b:= 0, 0)

9
d:= (s[5, d:

= (07 1)

11,1

f:= (0,85, x xy" —2p%27°,0), hi=1

d:= (52,), d:= (52> )

f:= (TZ t27x1 lzgl l‘} OxQ 070) h:=0

qSK

f = (E c[2 Cl,uuuyzuep] Cu,lvu,cl,l,cz,l)
hy = Z,Le[z] c1,uliy

f= X
h2 = 0

C2,p Ui, D e (2] OV €1,2,C2,2)

Fig 13: Vectors in Hr.

Additional sampling for gMSK
ﬁl,ﬁz — Zp
qCT! qCT,
51+ Zp 83— Zp
b= ( xy?, oyt stwi, stwan, i, t1, 0,0) | b= (—, 8w o + iia + ,0)
b:=( 0, :vi’l, 31, 0, 71,v1,0,0) | p- =(— 0, 0)
d = (s1,31), d = (51,0) di=(sh,3h), d (s;,o)
fi=(ri,th, 2 2! —2%21°,0), hi=0 f:=(r3, t3,zy 1xé Yo ap%23°,0), hi=0
qCT? qCT3
5« 7, 83« 7y
b:=(— ,81w11+U1+ ,0) b:=(— ,Sgw12+u2+ ,0)
b :(—, 1, 0) b:=(— 0, 0)
d:=(s1,5), d:=(0,1) di= (s3.82), d:= (3.0)
f:= (0,3, 27 )" — x}%}ﬁ 0), h:=1 £:=(rd 63, 7 a2t — 27%22°,0), h:=0
qSK
fl = (ZHG[Q] C1,ulp, Zue[g] Cp,1Vp, C1,1, C2,1) §2 = (Z#e[z] C2,uUp, ZMG[Q] Cu,2Vpu, €1,2, C2,2)
hy = ZHE[Q] c1,puliy hy =0

Fig 14: Vectors in Hs.
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qCT;

qCTy
bi= (o1, oy, stuny, stus, wa, 11, 0,0) bim (— [shtwna|+[rfua |+ a21a1", 0)
b:=( 0, =1, 5, 0, ri,v,00) b= (., 0, 0)
d:= ), d = (51,0) 5,0)
fo= (i th,ay eyt —21°27°,0), h:=0 1923°.0), h:=0
qCT?
b:=(z] .,f’lm?’l, 0) | b 933’?11)1,2 +|rus |+ T? lmg’l, 0)
b:=( 0, 0, 3 0 0 v, 1, ) | b 0, 0)
d = (s,| 5131 ), d == (0,1) d: ,0)
f:= (0, ﬁ,x%’lmi’l — x%’ox?o,O), h:=1 f:= (r%,t%,x%’lxg’l — xl’oxg’O,O), h:=0
qSK
fl = (Zue 2] Oty Do) Gl Uy €115 €2,1) fg = (X ez C2nUus 2 i) Cri2Vus €12, €2,2)
hy :==|r? D ez Clantlu he =0
Fig15: Vectors in Hg.
qCT! aCT}
1,0 1,1 , ,

b= (zy°, z7", stwi,1, s1wa,1, u1, 1, 0, 0) b= (z° 2}, sdwia, sdwaa, us, 3, @, 0)

= 1,1 = 1 = , ~

b:=( 0, Ty, s, 0, ry,v1,0,0) b:=(zy° 0, 0, 55, T3, v2, 0, 0)

1 ~1 ~ ~
d:= (517@)»1;11121 (31710()) o d:= (s%,@), d:= (s%,O)
1,1, 1,1 1, 0,1, — 11,1 1,0,.1,0 _
fi=(riti, 2 2 —2217,0), h:i=0 f:=(rdt oy el —27°20°,0), h:=0
CT? 9

1 :1 ( 220 221 2w 1, SPweq, wi, 2 @ 0) S 2,0 21

b : 1 > 1 17 1 ,19 91 1 27 1 ) E — ( x27 71‘27 , S%’LU1,27 S§w2,27 Uz, t§7 @’ 0)

b:=(0, ’ 0, "1 UL @’ 0) b= ( .Tg’07 0, 0, g%a ’I“%, v2, 0, 0)

~ (2 3 2
d:= (s%,@), d:= d:= (32272@)71?2—1 (52»10()) v
1,1 1,1 1,0 1,0 f:=(r3,t5, 2y x5 —xy x5 ,0), h:=0

f:: (T%,t%,xl :Cl 7‘%1 xl 50)7 h:@ ( 202 2 1 2 )7

qSK

fl = (Zpe[z] Cl,uUp, Z,uE[Q] Cp,1Vp, €1,1,C2,1) 52 = (Zuep] C2,uUp, Zue[z] Cu,2Vps C1,2, C2,2)

h1 = hz =0

Fig 16: Vectors in Hyg.

Additional sampling for gMSK

\u’l,u’z — Z,,‘

qCT;

b= (—,| §jwa, + i + a2 200 + ad et — 220210 ‘ 0) ,0,0)
b 0, 0) . 0,33, 73, v2, 0, 0)

£i= (rf, th o} o} — 01"l [ad el — a3 %}, hi=0

qCT}

i Zy

b:=( fA,‘ 5%w2,1 + 1 + I%’sz’o + wé’lzf‘l - zé’ox%o ,0) b:=( — s Jégu;gg + 1o + zﬁ"mﬁ” + TilTél — Tén’téo ‘, 0)
bi=(—, 0, 0) | b:=([0]0,0,[0][0] v, [1] 0)
d:=(s3[5]), d:= G10) d: cd=(ol[1)

£i= (13,20 eyt — 2720 | ad! f:= (7 3, a1 st — 210220 | ey el — 2) %200 ), h ::

qSK .

f= (2 er) Clntins 2pue o) Cual Vs €11, C2,1) fz = (L uez) C2mthins 2 pepa) Cn2Vs €12, C2,2)

hy =0 ha =3, cpa CLplip

Fig17: Vectors in Hy;.
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Additional sampling for qMSK

il1,il2 — Zp
qCT% 1
STz, qCT,
Iy
21 1.1 55— 7
N e L
b =(f,1 10, 0) b:=(—,0,0)
1 2
d = (s1,81), d = (51,0) d:= (s3,5), d:= (53,0)
fi=(ri,t], 2y eyt — a0y ay eyt — 2y 0y Y) | p (ri, 3, xy eyt — 21 2d 0 el — 23%20), hi=0
h:=0
2
9Ty qaCT3
S < Zp ]
21,211 5y
= E Swa + i +| 7y 2y ; b:=(— 52w22+u2+0)
=(— 0 0 e
) _ ) b:= 7, 1, 0
di= (2,8), d = (3.0) ( )
£i= (2,12, gl lght — gl0g0 glig2l _ gL 0902 0y d = (s3,53), d:= (0,1)
h-::01: 1,71 % 1T 2 Ty 2 £:= (0, tQ,xilwgl @020 pLigLl _ jLosLoy b g
qSK -
= (Zue[Q] Clutps Zue[ﬂ Cu1Vu, C1,1,€2,1) f2:= (2%[21 €2, Zue[ 2] ©n,20u, €1,2, C2 2)
ha = hy = 3 ey CLuiin] Fera(ey oy’ — oy ey — (o ey —ay"2)"))
Fig 18: Vectors in Hys.
Additional sampling for gMSK
Uy, U2 < Zp
qCT}
w1 1 qCT2
51 < Zyp sl 7
b::(—,.é‘}wz,l-&-ih-‘rr? acl 0) S 7(1 0,0)
b::(—, 0, 0) E.7(7’070)
d:= (9%,9%) d:= (31,0) iy
£i=(rl, b 13311 21010 L1111 _Zl,Oxl,O) d := (s3,33), d:= (3,0)
h-::017 1%y 1L, T Ty 2 T £i= (rd,h, 2 gh? — g10gL0 gligll _ p10,10y p. g
CT}
o qCT)
S Zy 53« 7y
b—(—slwz1+u1+x21xfl,0) 2 2,1 21
0 (— 0 0) b—(—szwz2+ug+x x5, 0)
~ 7 3 ’ b = ( I} 15 0)
d:= (Sf:S%) d:= (Asjfvo) d = (82 52) a* (0 1)
£ (r2, 12 ghight — g1og10 | oL, 111 1_ 10,10 ) T e2h B A
qSK
El 1= (3 ueqg) CLuntip ez CulVus €11, C2,1) £ = (X ierz) €2t 2o ez Cui2Vns €125 C2,2)
hi:=0 hs = D ez Gty + a1 ZW W))

Fig19: Vectors in His.
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T
qCT, qCT,
R 1,0 1,1 _1 1 1 . 1,0
b:=(zy", z7, stwi,1, S1Wa1, U1, ti, @, 0) b:=(z3, zy, Sswi 2, SaW2,2, U2, t3, 0, 0)
L - 1,1 ~1 1 T 1,1 ~1
b:= ( 07 xry o, S1, 0? T1, V1, 0} 0) b:= ( 07 IQ’ ) 07 S2, T2, V2, 07 O)
(&l 3. (7 (el 3. (=l
d:= (s1,[0]), d:= (51,0 d:= (s3,[0)), d:= (3},0)
R TS E R 1,0,1,0 1,1 1,1 1,0,.1,0 o P S a BN ] 1,010 1,1, 1,1 1,010 _
fi=(ri,th,xp @y —ap wy xy wy —ay wy ), hi=0 | £i=(rg,tg,xy xy" — @y wy, my T, S wy), h:=0
2 qCTg
qCTy bo— (220
b= (220 221 42 2 2 (z37, Iz , S3wig, s3was, uz, 13,10),0)
= ( Ty, T, STw,1, STWwa,1, U, U, 5 0) b 0 E 0)
= 2,1 = 2 : @
be=( 0, a2, 0 F w00 o S2) i} v2, [0)
— (&2 2 ~2
d:=(s1,|0]), d:= (53,0 d:=(s3,[0)), d:= (5
2P
. 2 2, 1,1, 1,1 1,0,1,0 _1,1.1,1 1,0,.1,0 .
fi=(ri,tf,zy 2y —xy o),y ) —xy 2y ), hi=0 Py (NCR [N S S U 8 1,0,1,0 1,1_1,1 10,10y 5.
(2| ta, o0 @ — @ Ty, 3y @ — @ ), b=
qSK
fi = (ZMG[Z] C1 Muurz“ep] Cpu,1Vp, C1,1, C2 1) fr = (2“5[2] CQ,#”}MEHG[Q] CM,Q’U;L7CI,2702,2)

Fig 20: Vectors in Hyy.

oCT! oCT}

—, 10 1,1 .1 1 1 1,0 11 .1 1 1
E = (zy7, 277, sjwi,1, Sjwa,1, ul, t1, 0, 0) l~) = (x5, Ty, Sgwi,2, SaWa 2, Uz, Lz, 0, 0)
b::( 0, mil, 51, 0, 7ri,v1,0,0) b::( 0, x%l, 0, 5%, 73, v2,0,0)

f.= rl,tl,@,@ ), h:=0

qCT? qCT2

b:=( :rf’o, w% L 82w 1, Stwa,, u1, 13, 0,0) | b= ( mg"o, mg , 83w1,2, S3wa2, U2, 13, 0, 0)
b:=( 0, ', 0, 32, 13 v,0,0) | b:=( 0, 22!, 33, 0, 73, v2,0,0)
d:= (5%70)7 d:= (E?,O) d:= (5310)7 d:= (3370)
f:=(},13,[0][0]), h:=0 £:=(r3,8,[0][0), h:=0

qSK

B 1= (Sep it e avw[00[0) Bi= (e canmttn, Xy cnzvns[04[0]
h1:=0 he:i=0

Fig 21: Vectors in His.
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Go ~. H;. We can justify this indistinguishability by the (partially) function-hiding property of pFE
and gFE. For all 4,4,1,J € [2], we can see that (bf,fo% in Gy and that in H; are equal unless i = I
and j # J. Recall that (I/ ,T{ ) # 0 with overwhelming probability if ¢ = I and j # J, since L is chosen
from the exponentially large space, Z,. Hence, the indistinguishability of {b, B} between Gy and H is
implied by the partially function- hldmg property of pFE.

Similarly, for all 4,5 € [2], (f] fi> in Gy and that in H; are equal, which implies, for all Ji:J2 € 2],
226[2](@“ )+ h“ hi) in Go and that in Hy are equal. Thus, the indistinguishability of {f,f} between
Go and H; is 1mphed by the function-hiding property of gFE.

Hi ~. Ha. We can justify this indistinguishability by the SXDH assumption, which implies (G, [t],
[v1t]1) = (G, [t]1, [¥]1) where G « Gs6(1Y),t = {t]}i jeja V = {07 }ijer)  Zp,v1 4 Zp.

Hy; = H3. These hybrid games are information-theoretically equivalent. This can be confirmed by

/ 11 11 1,0, 1,0 /.
it - (i=1) i g
setting v; = ,J 11 ]1 1,0 Jo . where v;7 < Zy.
‘o —xa (i=2)

Hs ~. Hy. We can justify this indistinguishability by the SXDH assumption, and the indistinguisha-
bility can be shown similarly to that between H; and Hs.

Hy =. H5. We can justify this indistinguishability by the (partially) function-hiding property of pFE
and gFE, similarly to the case of Gy =, Hj.

Hs ~. Hg. We can justify this indistinguishability by the (partially) function-hiding property of pFE,
iFE, and gFE, similarly to the case of Go ~. H;. Note that here we also need to consider iFE since
{d,d} is also changed, but it is easy to see that, for all i,j,I,J € [2], (d},d{) in Hs and that in Hg
are equal.

He =. H7. We can justify this indistinguishability by the SXDH assumption, which implies (G, [s];,
[51s]1) ~c (G, [s]1, [8]1) and (G, [u]s, [rfu]1) ~c (G, [u]1, [i]1) where G <= Gpc(1Y),s = {s]}i jef2). 8 =
{S }1,36[2] < Zp, 81 < Z ,ua= {ui}ie[g], u= {ﬁi}ie[Q] < ZZ,T% {— Zp.

H; ~. Hg. We can justify this indistinguishability by the message-hiding property of miFE. First, we
prove that, for all j € [2], we have

2,0,.2,0 10, 10 2,0, 7,0 1,0, 5,0
cra(ay ey — @y ) +ep(@y ey — ) (5.1)
=c1a (a7 el —ay 1331 D tea(elteyt —ayted?).
Due to the game condition defined in Def. 2.3, the queries by the adversary satisfy

Z CioT f(z ),0 f(9) 0 _ Z ci,ex{(i)’lmg(e)’l (5.2)

1,0€[2] 1,0€[2]
Z ciygxf(l 7056{01(9)70 Z CioT g(% ):1 9(9) (5.3)

1,0€[2] i,0€[2)

2 =1 1 (=1
where f(i) = { ( ) g(i) = { EZ 2;. Note that Eq. (5.2) represents the restriction
j (i=
F@0,2d0) = fa?t ah ) and Eq. (5.3) represents the restriction f(z1%, z2%) = f(z1!, z3"). Bq. (5.2)
— Eq. (5.3) implies Eq. (5.1) by reflecting the fact that ¢ 1 = 0, which is defined in Def. 2.4.

Thanks to the message-hiding property of 2-slot miFE and Eq. (5.1), we have

{miPP, miCT}, miCTy? miCT5?, miSK} . {miPP, miCT{"", miCTy!, miCT5", miSK}
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where

miPP = (G, [U}l 1} [w1 2] )
miCTl’ﬂ = ([s%]l [slwl 1+ iy + 2y 2,6 QB xi Bxl ﬁ] )
mlCTJﬁ = ([52]1 [S%wl o+ Ug + 27 2,6 Jﬁ x%’ﬁx%ﬁ]l)

message vectors

miSK = ( E 1y, —C1,1W1,1, —C1,2W1,2, C1,1,C1,2)-
——

ne(2] key vector

Roughly speaking, [b]; in qCT?,qCT3,qCT3 is simulatable from miCTj[”B,miCTé’B, miCTg’B, respec-
tively, and [hy]; in qSK is simulatable from miSK, and the case of 8 = 0 corresponds to H; and g =1
corresponds to Hg.

Hg ~. Hg. We can justify this indistinguishability by the SXDH assumption similarly to the case of
H6 e H7.

Hg ~. Hip. We can justify this indistinguishability by the (partially) function-hiding property of pFE,
iFE, and gFE, similarly to the case of G5 =, Hg. At this point, all ciphertexts for slot 1 are changed
from encryption of 0-side to that of 1-side.

Hqio =~. Hy;. As stated above, Gy to Hyg are hybrid games for processing the ciphertexts for slot 1.
Next, we apply a similar procedure to slot 2. Hy; in the process for slot 2 corresponds to H; in the
process for slot 1. That is, Hig ~. Hi1 can be proven similarly to Gg ~. H7.

Hy1 =, Hi>. This indistinguishability can be prove similarly to the case of H;y . Hg, but we need an
additional tweak in this case. First, we prove that, for all j € [2], we have

oo o) e ) st
ceos(a} o} — ol ) + eaala} o} — al o) denaal e} —alal)

Due to the game condition defined in Def. 2.3, the queries by the adversary satisfy

Z ¢iox] f(3),0 f(0)0 Z cio (z)l f(a)l (5.5)

i,0€[2] ,0€(2]
Z Ci,eﬁ(%%%g@)” — Z c, exg(l) 1Ig(9) (5.6)
i,0€[2] i,0€[2]

1 (=1 1 (=1
where f(i) = (l ), g(i) = <Z ) . Note that Eq. (5.5) represents the restriction
2 (i=2) 1 (1=2)

flay? 250 = f(zp!, 23", and Eq. (5.6) represents the restriction f(z}?,25%) = f(z1!, 25"). Eq.(5.5)
— Eq. (5.6) implies Eq. (5.4) by reflecting the fact that ¢z 1 = 0, which is defined in Def. 2.4.

Thanks to the message-hiding property of 3-slot miFE and Eq. (5.4), we have

{miPP, miCT}", miCT2%, miCTy?, miCT4°, miSK}
~AmiPP, miCT, miCT>! miCTy!, miCTy!, miSK}
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where

miPP = (G, [w21]1, [w22]1, [wa,3]1)

miCT? = ([8]]1, [wa + iy + 23 2]” — 2y 2]7))
miCTy” = (], [3wz,z + iz + 257 ” %2y )
miCTy" = (53], [85was + iis + 277237 — 2172y P])

message vectors

miSK = ( E C2, Uy + C1 2U3, —C21W2 1, —C2 2W2 2, —C1 2W2 3,C2 1, C2 2, 01,2)-
N—————’

nE2] key vector

Roughly speakmg7 [b]; in qCT qCT qCT2 is simulatable from miCTl’ﬁ miCT?’ﬁ, miCTé’B, respec-
tively, and [hg]l in qSK is simulatable from miSK and mlCTS’ﬂ More precisely,

ho = Ki — C1K 4—012(C2+9U10 20— %0 ;0)

where miCTé’B = ([C4]1,[C2]1) and miSK = (K4, ...,K7). The case of 8 = 0 corresponds to Hy; and
B =1 corresponds to His.

Hio =~. Hi3. We can justify this indistinguishability by the function-hiding property of gFE. For all
i,j €2, (F,f ~> h]h _in Hiz and that in Hyz are equal (recall that ¢ 1 = 0), which implies, for all
J1,J2 € [2], Zze[z]“fj )+ h: hi) in Hy> and that in Hy3 are equal. Thus, the indistinguishability of
{f,f,h, h} between Hio and Hys is implied by the function-hiding property of gFE.

His =~. Hi4. This indistinguishability can be proven similarly to Hg ~. Hig.

Hyy =, Hi5. Due to the game condition defined in Def. 2.3, the queries by the adversary satisfy
Zz‘,ee[ < 9(33 13;; 1 gcl Oxé 0) = 0, which implies, for all ji,j2 € [2], Zie[Q](<f5i,E> + hzﬁz) in Hyy

and that in Hys are equal. Thus, the indistinguishability of {f ,?} between Hi, and Hi5 is implied by
the function-hiding property of gFE.

His ~. G;. It is easy to see that this indistinguishability is implied by the partially function-hiding
property of pFE, since, for all 4,4,I,.J € [2], (bg,b{> in Hy5 and that in G; are equal.

6 Quadratic Multi-Input Functional Encryption

We present our quadratic MIFE scheme for S"mQF x.c- We define the following functions that relate
indices in [n] x [m] with those in [mn]:

location function, lo : [n] X [m] — [mn], defined as lo(z,y) = (x — 1)m + y;
location set function, Is : [n] — 2[™" defined as Is(z) = {lo(z,1),...,lo(z,m)};
slot function, sl : [mn] — [n], defined as sl(z) = [z/m];

— entry function, en : [mn] — [m], defined as en(z) =z — m(sl(z) — 1).

Note that we have lo(sl(z),en(z)) = « for all x € [mn] Let Dy be a matrix distribution. Let pFE =
(pSetup, pEnc, pKeyGen, pDec) be an FE scheme for 3'“2n 2 (Mt 2kt (24k)m,G (Def. 3.2), iFE = (iSetup,
iEnc, iKeyGen, iDec) be an FE scheme for ?LP—&-I,G (Def.3.1), and gFE = (gSetup, gEnc, gKeyGen, gDec) be
an FE scheme for ?gﬂkﬂ'; nln.G (Def. 4.2). We construct our quadratic MIFE scheme qFE = (qSetup,
qEnc, gKeyGen, gDec) from pFE iFE, and gFE as follows.
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gSetup(1*): It outputs qPP, qMSK as follows:

A
G(—QBG(l )
k+1 717 T kxk
A1;~'~;An<_®ka {wi,j}i,je[mn] (—Zer s Ul,...,Umn%ZPX
k kxk i k
Ui,y W = Zp, Vi, Vi <= 207", Vs, Vi < 2

pPP, pMSK « pSetup(1?), iPP,iMSK « iSetup(1*), gPP,gMSK < gSetup(1*)
qPP := (G, pPP,iPP,gPP)
qMSK = (Ala . {Wi,j}i,je[mn]v {ﬁlv u;, Vi, vi}ie[mn]v pMSKa iMSK, gMSK)

qEnc(qMSK, i,x;): Let wg(i r) = (Wilo(isk)s - - - » Winmlo(i,x) )+ First, it samples vectors as follows:

S« Z*F St Zk L+ 7,

1:=e;, ®(1,L) € Z*", 1:= e/, ® (L, —1) € Z2"

byt = (2i,0) € Z72, bz i= (Wi o) Tnn © AiS), Wo(i)) € Z{mn Dk

bes =t Vign) €ZE, bus=bus:=0€Z", b.g:=0€Zm

b, = (bk1,...,bug)

Bm = (2ix,0) € Z,Qﬂ SN,Z = (€lo(i,k) fmn @S, rTme(i,n)) € Z,(;"mH)k

v = Vio(in) € ZE, b4 =bys:=0€Z b,g:=0¢cZ™

K= (En,l, e 7Bm,6)

d, := (a;.8,0) € ZE* d = (3,0) € ZE*!

fo=(rt) €22 foy = =f, =02, f:=(f,f1,...,f,), h:=0

o o

where z; ., is the x-th entry of x; and aZT is the 7-th row of A;. Then, it outputs qCT, as follows:

PCTio(i ) < PENC(PMSK, (1, [byc]1)), PSKo(; ) ¢~ PKeyGen(pMSK, (I, [by]2))
iCT; r < iEnc(iMSK, [d;]1), iSK; < iKeyGen(iMSK, [d],)

gCT; < gEnc(gMSK, i, ([f]1, [h]2))

qCT,; = ({pCT|O(i,fi)7 pSKIo(i,m)}HE[m]’ {iCTi - brehrn)» iSKi, gCT,).

qKeyGen(gMSK;, ¢): It outputs qSK as follows:

Ffv'm = Z CW,INJ#ul,, Z cu Vv, | € Zik
pEls(i) pE[mn]
veE[mn] vEls(i)
Fz‘,2,1 = =~i,2,n =0¢€ ZZLQ, f, = (E‘,h?i,zl; e 7572,71), hi =0
gSK « gKeyGen(gMSK, {[fi]2, [hil1 Ficin)
g0 = Z CuvWpy € Zl;Jrl
HEls(4),
vEls(9)

aSK := (c,gSK, {ai.0}i,0en))-

33



qDec(qCT4,...,qCT,,,qSK): It computes

[z1]T := H pDec(pCT,, pSK,, )

v Elmn]
[ZQ,i79]T = (iDec(iCTg,l, iSKi)7 ey iDeC(iCTch_H, ISKI))
[23]T := gDec(gCTy4,...,8CT,,, gSK)
[2]T = [21 — Z (22,i,0,0,0) — 23]T-
i,0€[n]

Then, it searches for z within the range of z < |m?n2CX?|.

Correctness. Let r(; x) = i, and Si,gi,ri,ti,li,i,bi,gi be random elements used to generate

qCT,;. Observe that (1;,1;) = 0 for all ¢, € [n], and thus pDec(pCT,, pSK;) = (bi,‘tNU). From the
correctness of pFE,iFE, gEF, we have

A= Y (@ + WAL Sa)Sa(n + Tag Untl + 80, Vi ¥,)

w,vE[mn]
Z <z2,i,970-i,9> = Z Z Cu,UWI7VASSO§i = Z Cﬂ,UWI7yAS|(I/)SS|(V)§S|(;L)
i,0€[n] i,0€[n] pels(i) v E[mn)
veEls(9)
z3 = Z Z cﬂyl,r;rﬁ#u,, + Z cw,tzTV,,V#
i€[n] \ pé€ls() peE[mn]
ve[mn] veEls(i)
= Z S (i Uptly + £4,) Vi V,.).
v €E[mn]
Hence, we have z =3 ¢ Cup@pu®o-

6.1 Multi-input IPFE Scheme for Security Analysis

Before going to security analysis of our quadratic MIFE scheme, we recall the multi-input IPFE
scheme (the MIFE scheme for M . denoted by miFE = (miSetup, miEnc, miKeyGen, miDec)) by

m,n,G’
Abdalla et al. [ACFT18, Sec.4.1] that satisfies the (adaptive) message-hiding security under the MDDH
assumption. Although the original scheme uses a pairing-free group for the construction, it is easy to
see that their scheme can be similarly built on pairing groups where the MDDH assumption holds. We

use the scheme built on the pairing groups in the security proof of our quadratic MIFE scheme. We
denote the advantage of A against miFE by Advﬂ'ﬁ,‘fh()\). The scheme is described as follows.

miSetup(1*): It outputs miPP, miMSK as follows:
G+ Sec(1Y), A1,..., Ay« Dy, Wi, oo W, = ZFD gy oy, - 20
miPP := (G, [A1]1, ..., [An]1, [W1A1]1, ..., [WRrAL]L), mIMSK := (Wq,...,W,,uy,...,up,).
miEnc(miMSK, i, x;): It outputs miCT; as follows:
S Z’;, miCT; := [c;]1 = ([As]1, [Wi A s + u; + x3]1).
miKeyGen(miMSK, y1,...,yx»): It outputs miSK as follows:

miSK := — Z(yi,ui>, miSK; == (—y] Wi, y;), miSK := (miSKo, {miSK;}sc(n))-

i€[n]

miDec(miCTy, ..., miCT,, miSK): It computes d where [d]: = [}, (,;{ci, miSK;) + miSKo];.
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Gp

{Z’Xl ’ 1 }ZE[”]]E[QCT <_‘A( )

qPP,qMSK < gSetup(1*)

qCT? « qEnc(qMSK, i, x7?)

ﬂ <_'AquyGen(qMSK )(qPP {qCT }7.6 Liel ‘ZCT])

HY

{Z7Xz ) X }ZE[n]JE[QCT <_‘A( )

qPP,qMSK < qgSetup(1*)

qCT} « qEnc](aMSK, 4, j, {x", 7' el velger])
B 4= ASKCn(@S) (qPP, {aCT] Yicinl.selacr)

Fig22: Security games for qFE.
6.2 Security Analysis of Our Full Quadratic MIFE Scheme

For security, we have the following theorem.

Theorem 6.1. If pFE is partially function-hiding, iFE and gFE are function-hiding, and Ggg outputs
bilinear groups where the Dyp-MDDH assumption holds with overwhelming probability, then qFE is
message-hiding.

Proof. We prove Theorem 6.1 via a series of hybrid games H7 for « € [n],n € [gct]. We show that
Go ~c Hl ~, -+ =~ HI ~, H} ~, -+ ~. HIT ~, Gy, where G for § € {0 1} is the orlglnal

security game. Each (hybrid) game is defined as described in Fig 22, where qEnc and quyGen work
as follows. In what follows, we use a bijective query location function ql : [n] x [qCT] [ngcT], defined

as ql(z,y) := (x — 1)geT + y-
qEnc(aMSK, 4, j, {x%,%, X'} i) velger)): It samples vectors as follows:

kxk z k
S« Z,"", s,;v,t « Z,, L+ Z,

1:=e;, ®(1,L) € Z2", Ti=e;, ®(L,~1) € "

b1 = (20| 20, |) € 22, brz = (Wi T @ AS), (s ) € ZG™ TV

i,k VK

bﬁ,3 = t3T\/'|o(i K) € Zk

1,1 1,0 e
xmxﬁl (E1KXL10 ifi=1
m
bm4 = - - €7
Jl 1,1 3,01,0 iy
TXT XX, ifi#.

b5 =0€Z" beg:=0€Z™ b, :=(bs1,...,bug)

i1 . oo
Byt e © i) | Al g) <dl(em) 22,
(@l,0)  if ql(i,5) > al(e, )
bre.2 = (Cio(in)/mn @ 5,1 Ulg(ip)) € Z{mn bk
0 ifi=1nj<n
b, s = ?&im) GZ’;, bia:=<{|€x/m ifi=uvAj>n gZZ””
0 ifi#1

b5 =0 € ZM, byg:=0€Z b, = (bui,...,b.e)
d, = (a;,8,0) € ZE*!, d:= (3,0) € Z’;“
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fi = (r,t) € Z2F

0 if 0>
fr0:= |0 @x" —x" @xy") 7| else it =i val(i,j) < al(tn) e zp”’
(xexyt —x0@xy”)T | else

f = (fl,fgﬁl, e ’f27”>7 h = 0

Then, it computes qCT{ in the same way as qEnc in 77?.

qKeyGen(qMSK, c): Let Cis(9) 1o(i,x) = (Clo(8,1),lo(i,x)» - - - » Clo(8,m),lo(i,x)) A0 Cis() is(i) = (Cis(6),lo(i,1)5 - - - »
Cis(9),lo(i,m))- 1t outputs qSK as follows:

fi1:= E cwjfjuuy7 E Cupw ViV EZZQ,’f
p€ls(s) pe[mn]
vE[mn] vEls(i)

2
fi2.0 == cCis(0)1500) | € Zp'

f = (5,175,2,1, e 7E,2,n)7 hi =0

gSK « gKeyGen(gMSK, {[f;]2, [ﬁi]l}ie[n])

— k+1
Tio = D CuaWuw €Ly

pEls(i),
vels(0)

aSK := (c,gSK, {ai,0}i,0en))-

Note that the framed parts are changed from qSetup, qEnc, or qKeyGen. Next, we prove the indistin-
guishability of each pair of hybrid games. Let P(A, G) be the probability that A outputs 1 in a security

game G with the security parameter being A, i.e., P(A, Gg) = Pfﬁf (N).

Lemma 6.1. Let HI™ = Go. For all PPT adversaries A and v € [n], there exist PPT adversaries
B1,Bo, B3 such that

P(A, HIST) — P(A HD)| <2AdVEE o (A) + 2AdvE E, (V)

+2(m+ m2n)Adv£§’MDDH(A) + 27920,

Lemma 6.2. For all PPT adversaries A,. € [n], and n € [2,qcT], there exists a PPT adversary
B1,...,Bs such that

[P(A,HI™T) = POA, HI| <2AdVETS 0, () + 2AdVEL 1 (M) + 2AdvET5,, (V)
+ AdVRETE L () + 2(mk + 2)Adv MPPH () 4 272
Lemma 6.3. For all PPT adversaries A, there exists a PPT adversary By, Bo such that
P(A,HIT) — P(A, Gy)| < Advi g (A) + AdvE] g (V).
Thanks to Lemmata 6.1 to 6.3, Theorem 6.1 holds. We present the proofs of these lemmata in Sec.6.3.
O

6.3 Proofs of Lemmata 6.1 to 6.3

~

Proof of Lemma 6.1. We introduce more hybrid games HLJ, ..., H, 5 to prove Lemma 6.1. We prove
that HY" ~. H,1 ~. --- ~ H,5 =~ H!. H, for ¢ € {1,...,5} is defined the same as H", except
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—_
qct

that gSetup, qEnc/<";, and qP(e_;/_G/en are replaced by q?eﬁp, qﬁm\byc, and q@n, respectively. For

—_~—

reference, we first describe qEnc?, and gEnc!.

—_~—

qEnc’“", (qMSK, i, 7, {XZ’O»XZ’l}ue[n],ue[qCT])z It samples vectors as follows:

S+ Zy* sr it ZF, L+ 7,
l:=e;;, ®(1,L) € Z2", 1:= e/ ® (L,—1) € 22"
b i= (2], 07) € Zo, b = (Wi 0 (Lnn © AiS), (i ) € ZY™ D

bf*i,?) = tT\flo(i},%) € Z,;

1,1.1,17 1,0.1,07 ...
LiwXe—1 =L X1 ifi=ut—1 m
b.4:= N T 7 T €7
) G 1,1 4,0_1,0 o p
x) X, —xpex,sy ifiFEe—1

b5 :=0€Z", bug:=0€Z™, b, :=(be1,...,bug)

5o Ot ifallg) S dll—Tiger) o
T @, 0) if gl g) > ale—Lger) Y

BK’2 = (el°(i7f”v)/7'm ®s, rTﬁlo(i,m)) € Z;ganrl)k

v3 = Viggin) EZE, bra=b,5:=0€Z" b, s:=0cZm

lo(4,k

o

K= (Bn,la ce 7bm,6>
d, = (a;,S,0) € ZEH, d:= (8,0) € Zk*!
fy == (r,t) € 22"
0 if0>.-1
fr0:=1¢ (x;' ® x;’l -x'® xfl)’o)T else ifi <1 € Z;”z
xMoxpt —x0@xy”)T  ese

f:= (f17f271, PPN 7f2,n)7 h:=0.

o

Then, it computes qCTg in the same way as qEnc in 77?.
— —

qEnc! (qMSK, i, j, {XZ’OaXZ’I}ue[n],ue[ch])‘ It is the same as qEnc]<} except the way of defining the
following vectors:

b xl{’;x}’ﬂ — ;,’Sx}’OT ifi=1
K4 = - -
xf:;x}’ﬂ — xgjgx}’OT ifi#y
i1 . .
(0,27,) ifql(d,j) <al(t —1,gcT)
b= 41 (0,a],) | ifal(i,5) = al(, 1)
0 . .
(27,0)  if ql(d,5) > ql(z, 1)
0 ifi=1nj=1
by = ifi=utAj>1
0 i
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0 if 0>

b ®xé’1 ><:3’0(X>xé’0)T elseif 0 =N <o

1
(2
xg’l ®Xé’1 X?’O ®Xé’0)—r elseif 0 =t Ai >0

T 0T 1 T e
(%7 ®xy" —x; Y% xe’O)T elseif i <

T

?

J)1 1,1 J,0 1,0NT .
(xI" @xy" —x7" ®@%,") else

Note that the framed parts are changed from qEnc!<",. Next, we describe qSetu P, qEncL > and quyGen.

q@p(l)‘): It works the same as qSetup except that gqMSK contains additional elements as follows:

Vi, Vs < ZEX™

Al; R Ana {Wi,j}i,je[mn]a {Uw u;, Vi, Vu}ze[mn]
pMSK,, iMSK, gMSK

gMSK :=

—_~—

qEnCL,l(qMSKa U5 Js {XZ’Ov XZ"l}ue[n],ue[ch])‘ Let VlS(L) = (Vlo(L,l) || HVIO(L m)) It is the same as qEanCT
except the way of defining the following vectors:

b, 4=t V'OlNV|S(L) s bm5 = bm4+ng }O

O,xZi if ql(i,5) < ql(t — 1, qcT)
IN),.GJ = { if ql(i,7) = ql(¢, 1)
331 00) if ql(i,5) > ql(e, 1)
En L= { ifi =1
’ vIO (irk) ifi#1
ifi=1vyj=1
by i= {em,, ifi=unj>1
ifi£.
By { €n/m]| it al(i,j) =ql(s,1)
0 if ql(z, j) # al(e, 1)
0 if 0>
[ (b1,4,..., m4)‘ else if 6 =
®x‘9 x; " @xy”)T elseif 0 =iV ql(i,5) < ql(t — 1,qcT)
Toxy' —x?oxy")T  else

qEIZQ(qMSK,i,j, {x10, x5} e velaer]): Tt is the same as qu\L’1 except the way of defining the
following vectors:

b4 = tT{[Io(i,n) -

s

o —

qE]C\Lg(qMSK,i,j7 {XZ }#e[n] velger]))? It is the same as qEnc, 5 except the way of defining the

following vectors:
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qﬁlc\LA(qMSK,i,j7 {XZ’O,X,l:’l}ue[n],ue[qg])i It is the same as qEnc, ; except the way of defining the
following vectors:

1,1 1,17 1,0_1,0" e
BRI SRR G o ifi=1

. i1 T i,0 T P ’
VI 4l xbt — 0% 10 ifi#.

i,k i,k

>4

v

Vo ¢ 20, by =

—

qﬁm\m(qMSK,i,j7 {XZ’O,XZ’l}#e[n],ye[qCT])i It is the same as qEnc, ; except the way of defining the
following vectors:

T o L1117 1,0.1.07 ¢ -
t " Viegim) Vis() [+ 2 xpt —apx) 0 ifi=1

KA i,k L

b,.;4 =

)

T > Gl 1,17 3.0,1,07 e '
t Viein) Vis) | 2i0.X07 — 27X, ifi#1

q@n(qMSK, c): It outputs qSK as follows:

fi1:= E curyUpuy, E AL

pels(i) pelmn)\ls(u)
ve[mn] vels(i)

E,z,o ‘= Cis(9),Is(i)
f; = (E,laE,Q,ly e 7E,2,7L), hi =0

gSK < gKeyGen(gMSK, {[fi]2, [hi]1}icin))

Oip = E Cup W

uels(i),
vels(9)
aSK := (¢, gSK, {&i,0}i,0e[n))-
Thanks to Lemma 6.4 to Lemma 6.8, Lemma 6.1 holds. ]

Lemma 6.4. For all PPT adversaries A and v € [n], there exist PPT adversaries Bq,Bo such that
[P(AHIT) — P(A H,1)| < AdvBE o (A) + AdvE g (V) + 2720,

Proof. Since L is uniformly chosen from the exponentially large space in encryption algorithms, i.e.,
Zy, collisions do not occur in {L}};cn] je[qer] With overwhelming probability. Therefore, (17, 17) =0 if
i#Torj=J, and <IZ,E> # 0 otherwise.

For all (i,7, k), (I,J,K) € [n] x [gct] X [m], observe that (b’

1,K

qct

B‘}K) in HI", are equal to that in
ﬁhl if 1 # I or j = J. Thus, due to the partially function-hiding property of pFE, this implies that
{pCT/ loi,r)? pSK? (i R)} generated in H", and those generated in H, ; are computationally indistin-

guishable. o R
Similarly, we can confirm that for all (i, 5, £) € [n] % [gcT] X [gsk], we have (£/,£f) + (h], hf) in HI,

177

are equal to that in ﬁL,l. Thus, thanks to the function-hiding property of gFE, {gCTg ,8SK*} generated
in H’, and those generated in H, ; are computationally indistinguishable. Hence, A’s views in H’
and ﬁL’l are computationally indistinguishable. ]

Lemma 6.5. For all PPT adversaries A and ¢ € [n], there exists a PPT adversary B against m-fold
Upnnk x-MDDH such that |P(A,H, 1) — P(A, H,2)| < Adviy rmerMPBH

Proof. B works as follows.
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1. B takes an instance of the m-fold U,k x-MDDH, (G, [M]1, [Ks]1). Recall that they are distributed
as M «+ Z;’m}”k, Ky=MZc szern where Z <+ Z’;Xm7 and K; « Z;nnka.

2. B computes qPP,gMSK in the same way as q?eap except that B (implicitly) defines that V; :=
M;,V; := Ky ; for i € [mn] and Vg, := Z for i € [m], where M; and Kp; are the matrices
consisting of the (i — 1)k + 1 to ¢k-th rows of M and Kg, respectlvely

3. B computes qCT? for i € [n],j € [gct] in the same way as qEnchl except that B defines that
b] o =t Kﬂ olizn) and gives qPP, {qCT7} to A.

4. B simulates quyGen using qMSK, which is possible without [V|S( )2
5. B outputs A’s output as it is.

Observe that bj pd = t V.O(Z K)V|S( y if B =0 and bJ od = t V|o(1 xy if B = 1. This concludes the
proof. Note that m-fold Umnk ~-MDDH is reduced to Dk MDDH with the security loss of m. O

Lemma 6.6. For all PPT adversaries A and ¢ € [n], there exists a PPT adversary B against m*n-fold
Unger 5-MDDH such that |P(A, o) — P(A,H,5)| < Adyir " rer s MPPH )

Proof. B works as follows.

1. B takes an instance of the m2n-fold U, x-MDDH, (G,[M];, [Kgl1). Recall that they are dis-
tributed as M « Z297*k Ko = MZ € Z29*"" " where Z « ZE*™" " and K « Z19cT<m"n,

2. B computes qPP,qMSK <« qﬁp except that B implicitly defines that V; := Z; for i € [mn]
where Z; is the matrix consisting of the (¢ — 1)m + 1 to ém-th columns of Z.

3. B computes qCTg for ¢ € [n],7 € [gcr] in the same way as qﬁZQ except that B defines that
bg,n,4 = Kgqi(i,5),lo(i,r) tg = m;(i’j), and i}g’,{ = k—r’ql( i ) lo(iy) where kg, , € Zzljxm is the
(i, v)-th block of K by dividing K into ngct x mn blocks, and my,, is the p-th row of M. Then,
B gives qPP, {qCT?} to A.

4. B simulates q@n using qMSK.

5. B outputs A’s output as it is.

Observe that b] i = t V.o(l x) if B =0 and bl o = v 1f [ = 1. This concludes the proof. Note
that m2?n-fold Upger,x--MDDH is reduced to D,-MDDH Wlth the security loss of m?n. O

Lemma 6.7. For all PPT adversaries A. we have P(A, /H\L,3) = P(A, ﬁL,4)-

Proof. By implicitly defining that

1,1

.. j —l—xZ
Vi = 7
« Ty

where v x < Zy', we can see that A’s views in both hybrids are identical. This is since \'}Z—’K — Ly
and v <— Z,' are identically distributed. a

bl 0L 1,0 g
PR e SAb A
XD

K
11,1 J051,0  sp s
WX —agex i

Lemma 6.8. For all PPT adversaries A and ¢ € [n], there exist PPT adversaries By, Ba, B3 such
that |P(A, H,.4) — P(A,H,5)| < Advirc o (A) + Advi e (A) + (m + m?n)Advy MPPH(N) + 27200

Lemma 6.8 can be proven similarly to Lemmata 6.4 to 6.6. Note that here we use the fact that
Cis(u),1s(i) = 0 if ¢ < ¢ as defined in Def. 2.4, which implies

(Cs(yistiy: X, @ %1 — %0 @x10) = (i) 10y X @ x0T = x)0 @ x0)

for all (i,5) € [n] X [gcT] if i < ¢
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Proof of Lemma 6.2. We introduce more hybrid games ﬁzl, RN
R ﬁ?o ~e HYI. ﬁ:’( for ¢ € {1,...,5} is defined the same as H7~! except that

that H) ™' ~. H] | ~ -

—_~—

~

,H]5 to prove Lemma 6.2. We prove

qSetup, qEnc?fl, and q@n are replaced by qgeap7 qEncZC, and quyGenZ’,<7 respectively. They are

defined as follows.

q?eﬁp(lk): It works the same as qSetup except that gMSK contains additional elements as follows:

~ k .. ) ~ k
{Us,; Yicimn] jeim) < Zgs {Wi}icimn) < Zy, ¥],8] < 2y

ViSK Ay, A AW Y emmn)y 106 Wi, Vi, Vi, | {6 iem)» Wi [Fiepmn]
qMSK :=

, pMSK, iMSK, gMSK

qEnCZ],l(qMSKa i, 7, {xz,07 Xzﬂl}ue[n],ue[qm]): Let Wl—sr(L),Io(i,n) = (Wlo(b7l),|0(i,ﬁ)7 s 7W|O(L,m)7|0(i,ﬁ)) and UlS(L) =
(ﬁ|o(L,1)H e ||ﬁ|o(hm)). It is the same as qEnc’ ' except the way of defining the following vectors:
0 ifi=uAj#n
T T T
Wls(b),lo(i,n)T(Im ® AiS§Z) + ulo(i,n)yls(L) (I, @) iz unj=
b= 4| b0 gt )
WII(L)_,lo(i,n)T(Im ®' Als/sz) + ug(i,m)yh(b) (I @ 17) ey
+alex!C talagt -l
bn,G = ul-g(i’,{)Uls(L)
(0,27, if ql(i,j) < ql(s,m)
b= q/(0,0)| ifql(z,j) = ql(z, n)
(«].0) i al(i. ) > al(e,m)
@ ifi=tAj=n
b2 = (e|o(i’,i)/mn ®S, @) ifi=utANj#n

(elo(i,n)/mn ®§a rTfjlo(i,m)) if ¢ 7£ 2

0
5, Lo

ifi=tAnj<n-1
ifi=utAj=n

€x/m ifi=uvAj>n
0 ifi#.
~ ew/m| ifal(i,j) =aql(z,1
By ali, j) = al(s, 1)
0 if ql(é, ) # al(s, 1)
0 ifi=uAj=n
b6 =4 |€xm @ | ifi=tAj#7
0 if i # 0
~ 0,1)| ifql(s,5) =l
d. = (a;,S,| a; S8/ )7d:{£’) ?q(z-,j') e, )
’ (5,0)  ifql(é,5) # al(,n)

if ql(i,5) = ql(t,m)
if ql(d,7) # ql(e,n)
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qEnc) 5 (qMSK, i, j, {10, X'} el velaer])? Let U := (Ti1, ..., Uy m). It is the same as qEnc)'; except
the way of defining the following vectors:

§+ 7}
0 ifi=uvANj#n
Wit toi ) (I @ Als]) + Ui py (I @ 1) i nj =
b.s:=1{ + xgjgx’]’OT + a:g”;x}’ﬂ - xi’gx}’o
Wis)ioi,r) (Im @ Als])+ Uy (i) (I @ 1) it
+al)xp? +alixlt —al k)
b6 = ﬁg(i’n)

d, = (aZTS, aZT).

o — o —

qEnc;;(qMSK;, 1, 4, {XZ’O,xz’l}#e[n],ye[qcﬂ): It is the same as qEnc/, except the way of defining the
following vectors:

0 ifi=uNj#
WE(L)Jo(i,R) (L, ® Ay8) + ﬁl—cz(i,n) i A=
b.s:=q + x{:ﬁx?’OT + xiﬁx}’ﬂ - x;’gx}’oT
W) toiy (T © Ai8) + il o 74
+al )0 el — k0
—

—

qEnc;,(qMSK;, 1, j, {XZ’O,XZ’l}#e[n],ye[qCT])Z It is the same as qEnc/; except the way of defining the
following vectors:

0 ifi=uNj#n
W;—(L),Io(i,n) (Im ® Azs) + UZ
b,{75 = + x?:éxy’lT
Wis(1),lo(i,k) (Im ® Azs) + ll;r
+ l'g:;xzz’lT if 4 7& L

o —

qEnc) s (qMSK, i, j, {x/70, x!'} el welqer]): Tt s the same as qEnc}; (not qEnc/,) except the way of
defining the following vectors:

0 ifi=unj£n
Wikt to(in) (T © A S5 ]) +| 05 Uisty (T @ 17) iz onj—n
b. 5 = -&-sr:jf’lx"’lT
—=
WlI(L),lo(i,m) (L, ® Ai) +| Wi,y Uts(r) Im @ 17) it
ol
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qK@Zl(qMSK, c): It outputs qSK as follows (the framed part is changed from qkze;}\/gen):

fi1:= g cuyUpuy, E Cuw ViV

u€ls() n€[mn]
vE[mn] vEls(i)

fi 2.0 == Cis0).15(4)

’fi = (E,l; fi,2,17 s 7E,2,n)

Z CW,I':’TfJMuV ifi=1u
h; == 1EIs(7)
v ve[mn]

0 ifi £
gSK < gKeyGen(gMSK, {[f:]2, [i]1 }icp)

;6 = § Cu,vWyu,v

n€ls(i),
vEls(0)

aSK := (¢, gSK, {7 0 }i,6¢[n))-

qKeyGen/,(qMSK;, c): Tt is the same as qKeyGen;'; except that it defines

T~ ap -
= Zﬂ€[|5(i)] Cup ) | Wpen(ny | i1 =1
i = ve[mn

0 i i

—

quyGenZg(qMSK,c): Let i) = (iij1,...,1m). It is the same as quyGenZ2 except that it defines

~ > El(i)cﬂjuy’n() ifi=.

vE[mn] .
0 ifi#.
quyGenZ4(qMSK7c, {XZ’OaXZ’l}ue[n},ue[qCT])= Let @ = (@i 1,...,%;m). It is the same as quyGen:’,3
except that it defines

Y Cuwlivenu)

neEls(i)
% _ vE[mn] i,
T DD (e X @x 0 = xpf @t = (@t —xgt exg) '

pEL—1]

0 ifi#.
qKeyGen!' 5 (aMSK, ¢, {x1:0, X} el velger)): Let @ = (iig1, ..., i m). It is the same as qKeyGen],
except that it defines
T

Z cur] Uyu,

HEISs(7)
,}vl veE[mn] ifi=1
i = .

+ Z (c.s(H)Js(i),x?’O ® x};o — x}70 ® x};o — (XZ”1 ® X};l — x}’l ® xi’1)>

peE[—1]
0 it 4
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Lemma 6.9. For all PPT adversaries A, ¢ € [n], and n € [2,qcT], there exist PPT adversaries
By, B, By such that |P(A,HI 1) — P(A,HT,)| < AdvB T o (A) + AdviRE (M) + AdvE g (A) + 27920,

Proof. Since L is uniformly chosen from the exponentially large space in encryption algorithms, i.e.,
Zy, collisions do not occur in {L?}ie(n] je[ger) With overwhelming probability. Therefore, (17,17) = 0 if
i#1orj=J, and (lg,i{) = 0 otherwise.

For all (i, j, k), (I,J,K) € [n] x [gcr] % [m], observe that (b’ E{K> in H7~! are equal to that in

i,K)

qcT

ﬁ?,l if i # I or j = J. Thus, due to the partially function-hiding property of pFE, this implies that

{pCTZ lo(i,)? pSKg o K)} generated in H7~! and those generated in ﬁ?l are computationally indistin-
guishable.

Similarly, we can also confirm that for all (i,7,7) € [n] X [gcT] X [k] and (I,J) € [n] X [gcT], wWe
have (df _, d/) in H7~! are equal to that in H},. Thus, thanks to the function-hiding property of iFE,
{iCTiT, iSK{ } generated in H7~! and those generated in ﬁ71 are computationally indistinguishable.

We can also confirm that for all (¢, 7,¢) € [n] X [gcT] X [gsk], we have <fij,'fv‘f> + <hfjlf> in H?~! are
equal to that in HZl. Thus, thanks to the function-hiding property of gFE, {gCTg,gSKZ} generated in
H7=1 and those generated in ﬁ?l are computationally indistinguishable. Hence, A’s views in H?~! and

ﬁzl are computationally indistinguishable. ad

Lemma 6.10. For all PPT adversaries A, v € [n], andn € [2,qcT], there exist PPT adversaries By, Ba
against mk-fold U k-MDDH and Ugnger -MDDH, respectively, such that |P(A,H] ) —P(A,H/,)| <

Adv%@f—um,k—MDDH()\) + AdngnqCT,k—MDDH(A)'

Proof. We can prove the lemma with two steps. In the first step, INJMul, for (p,v) € Is(t) x [mn] is
changed to U, en(,) via mn-fold WU,k x-MDDH. Observe that this change corresponds to the change

from ug(i,H)Ub(L) to ﬁl(iﬁ). B, works as follows.

1. By takes an instance of the mk-fold U,y ,~-MDDH, (G, [M];, [Kg]1). Recall that they are dis-
tributed as M « Zmm<k Ko = MZ € Zm*™F where Z + ZEX™F and Ky + Zmnx<mk,

2. By computes qPP,qMSK in the same way as q@p except that By (implicitly) defines that u; :=
m ;= kL for i € [mn] and Uy, := Z for i € [m], where m; and kg ; are the i-th rows of M
and K, respectively.

—

3. By computes qCT{ for i € [n],j € [gcT] in the same way as qEnc],; except that B, replaces
K)INLS(L) in b5, by with k] ) and gives qPP, {qCT?} to A.

B,lo(i,k
—_—

4. B, simulates the key generation oracle in the same way as quyGenZ1 except that B replaces ﬁuuu

T
uIo(i7

in h; with k;wen(u) where kg’i’j for (i,7) € [mn] x [m] is the vector consisting of the (j — 1)k + 1

to jk-th entries of kgz Note that since h; become an exponent of gp, this simulation is possible.
5. Bq outputs A’s output as it is.

In the second step, Ss} is changed to § via Upnger xs~-MDDH. By works as follows.

1. By takes an instance of the Ugnger x-MDDH, (G, [M]1, [kg]1). Recall that they are distributed as
M Z’;”qCTXk, ko =Mz € Z’;”‘KT where z < Z’;, and k; + Z’;"‘KT.

2. By computes gPP, gMSK «+ q@p except that Bo implicitly defines s7 := z.

3. B, computes qCTg for i € [n],j € [gcT] in the same way as qEnc;; except that By defines Sg =
Mai(i,5)+ s{ := ki qi(i,j) and replaces Sg'svf’ in b, 5 and d, with kg q(; j), where M, for pu € [ngcT] is
the matrix consisting of the (i — 1)k + 1 to ik-th rows of M, and kg , is the matrix consisting of
the (u — 1)k + 1 to pk-th entries of kg. Then, Bo gives qPP, {qCT7} to A.
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4. B, simulates the key generation oracle in the same way as quyGenZz.
5. By outputs A’s output as it is.

This concludes the proof. Note that mn-fold U,k x,-MDDH is reduced to Dj-MDDH with the
security loss of mk, and Ugngee,,x.~-MDDH is tightly reduced to Dj-MDDH. a

Lemma 6.11. For all PPT adversaries A, ¢ € [n], and n € [2,qct], there exists a PPT adversary B

against Uz, - MDDH such that |P(A, H7,) — P(A, F7,)[ < Advy™ 00T (3).

Proof. B works as follows.

1. B takes an instance of the U,,2, ,-MDDH, (G, [M]i, [kg]1). Recall that they are distributed as
M  Z7°"*k kg = Mz € Z*"" where z < ZE, and ky < ZJ"".

2. B computes qPP,qgMSK + q?e-ap except that B (implicitly) defines that u; ; := mg_l)mﬂ, r) =
2,5 = k1 (i—1)m+; for (,7) € [mn] x [m], where m,, is the p-th row of M, and kg, is the u-th
entry of kg.

3. B computes qCT{ for i € [n],j € [gcT] in the same way as qEnc;’, except that B replaces a7

(TN 7l

for p x v € [mn] x [m] with kg (,—1)m4,. Then, B gives qPP, {qCT/} to A.
4. B simulates the key generation oracle in the same way as quyGenZ2 except that B replaces

T/\ .
r] Uy, for pf x v € [mn] x [m] with kg (—1)msv-
5. B outputs A’s output as it is.

Observe that the encryption and key generation algorithms corresponds to qEncZ2 and quyGenZQ,
respectively, if 5 = 0, and qEncZ3 and quyGenZ37 respectively, if 8 = 1. This concludes the proof.
Note that U2, x-MDDH is tightly reduced to Dj-MDDH. O

Lemma 6.12. For all PPT adversaries A, v € [n], and 1 € [2,qcT], there exists a PPT adversary B
against miFE in Sec. 6.1 such that |P(A,H] 3) — P(A,H,)| < Advg'}fh()\).

Proof. First, we prove that the following equality holds: for all (¢,n) € [n] X [¢cT], 15 - - Jn € [qcT])™,
and ¢ € [gsk], we have

14 ji,0 ,0 ji,0 1,0 14 ,0 0 1,0 1,0
Z <C|S(L)7|5(1')’Xg @x" - X" ®X, >JF<CIS(L)7|5(L)3X27 @x" —x," ®@%,")
i€[n]\¢
L ,0 1,0 ,0 1,0
+ Z <C|S(i),|5(L)’X7 e *X} K x; >
]

i€t—1 (62)

= Z <CIZS(L),|S(i)’Xzi,1 ext —xI"t @x) + <C£(L),|5(L)aX7"1 @x —xtex )
e
+ Z <Cfs(¢),|s(gax?’1 ex;t —x"ex;h).
1€[t—1]

Due to the game condition in Def. 2.3, for all (¢,n) € [n] X [gcT), Jit1s---sdn € [geT]™ ¢, and
¢ € [gsk], we have

(6),0 F(2),0 0),1 "(4),1
Z <Cﬁ(¢),|s(e)7xg( 0@ x[D0) = Z <cll;(i),ls(0)7xg( Mo x[Oh (6.3)
i,0€[n] i,0€[n]
9),0 i),0 9),1 i),1
Z <C|es(i),|s(9)’xg( ) ® Xi]( ) > = Z <C|€s(i),|s(€)’xg( : ® X'Lg( ) > (64)
i,0€[n] i,0€[n]
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where

1 ifi<uy 1 ifi<e
f@)y=<n ifi=u, gi)=K1 ifi=0.

Then, Eq. (6.3) — Eq. (6.4) results in Eq. (6.2) by reflecting the fact that Cll;(i),ls(O) =0ifi > 6,
which is defined in Def. 2.4.

We set the functionality of miFE as 3'“7'\7"1';?”%71, and let n’ = n + ¢ — 1. B against miFE works as
follows.

1. B obtains miPP = (G, [A1]1,. .., [An]1, [~W1A1]1, .oy [WprAy]1) where they are distributed as
— 2
A+ Dy, W, « 7' (D) g implicitly defines w; ; := Vv;lr(j) (en(j)—1)m-ten(i) f0r 1 € 15(¢),j € [mn]

where w,, , is the v-th row of W;u and generates qPP and other elements in gMSK the same as
gSetup. S
2. When A outputs the challenge ciphertexts, {1, xi’o7 x{’l

Yieml,jelaer)> B defines

xIP @ xmh —xIP @xbf ifie[n)\t

;(zﬁ = x’j*ﬂ ® x:’vﬁ — x}*ﬁ ® x}’ﬁ ifi=1
x1P @xtP —xWBoxif ifien+1,n0

and outputs {i,ig’o,ig’l}ie[n/me[q& . as challenge vectors for the message-hiding game for miFE
where
, 1 i=[]Vien+1,n]
qdcT,i — . .
gct 1 € [n]\¢
Then, B obtains {miCT }iepujefq, | Where miCT? = ([7/]1,[67]1) = ([Agl]1, WA + i, +
x7)1).

3. B generates qCT{ the same as qEncZ3 except that it defines

0 ifi=1Aj#n
(bis-- o bms) = ¢ (6 +x" @xP)T i=cnj=1
(O] +xM@xp)T i

dT = (a;,rTS7 ’Y'Lj,‘l')

4. When A queries the key generation oracle on ¢, B queries the key generation oracle for miFE
on (C1,...,Cnr) = (Cis(u),Is(1); - - - » Cls(1),Is(n) > Cis(1),s(2) - - - » Cls(1—1),1s(2)) and obtains miSK = (miSK,
{miSK;}iepn) = (i (€is i), {—E;'—Wi}ie[n/]) (here we omit ¢; in miSK; for convenience). Since
we have Eq. (6.2), B’s queii_es\ follow the security game condition for miFE. Then, B generates a

secret key the same as quyGenZ3 except that it defines

EL = m|SK0 — Z ((61, (Sll — i;’()) + <m|SK1,721>)
i€[n+1,n']

0,9 := miSKgp.
5. B outputs A’s output as it is.

Observe that the encryption and key generation algorithms corresponds to qEncZg and quyGenZ3,

respectively, if # = 0 in the security game for miFE, and qEncZ4 and quyGen?A, respectively, if 5 = 1.
This concludes the proof. a
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Lemma 6.13. For all PPT adversaries A, ¢ € [n], and n € [2,qcT]|, there exist PPT adversaries

B1,Ba, By against mk-fold Uy i-MDDH, Upnger x-MDDH, and Uy,2, ,-MDDH, respectively, such

that |P(A, A2 ,) — P(A,AZ,)| < Advipt s MPOR (6 o A er - MEPH ) 4 agy s PPy,
Lemma 6.13 can be proven similarly to Lemmata 6.10 and 6.11.

Lemma 6.14. For all PPT adversaries A, ¢ € [n], and n € [2,qcT], there exist PPT adversaries

By, B, By such that |P(A,H] ;) — P(A,HI)| < Advii " o (M) + AdVES ¢ (A) + AdvE g (M) + 27209,

Lemma 6.14 can be proven similarly to Lemma 6.9.

—_~—

Proof of Lemma 6.3. For reference, we describe qEnci™ and frame the parts that are different from
gEnc.

qEncicT (qMSK, i, 4, {XZ’O,XZ’I}#E[nLVE[qCT]): It samples vectors as follows:
kxk = k
S« Z,"", s,x,t < Z,, L7,

1:=e;, ®(1,L) € 22", Ti=e;, ®(L,~1) € v/

b'{’l = (xj’o xj’l) = ZZ27’ b“12 = (Wl—lc:(i,n)(Imn ® AiS),ll|o(i7ﬁ)) S Zz()anrl)k

,K VLK

b,€73 = tTV|O(Z‘,,€) € ZI;

1,1.1,17 1,0_1,07 ..
X —x..X ifi=n
bK4.:

i,ke—1 i,k Me—1 czm
1. 1,17 §,0.1,07 .o P
Drixt — it x ifi#n

xi,n t—1 i,k e—1

b5 =0€Z" beg:=0€Z™ b, :=(bg1,...,bug)

b1 = (0,27}) | € Z2

?YL,K

bn,Z = (elo(i,n)/mn ®§7 rTfjlo(i,n)) € Z:(Dmn+1)k

T ko = = k
58 7= Vig(i) € Ly bra =bps =0 L} byg:=0€eZ™

o

K= (En,lv s abﬁ,ﬁ)
d. = (a;.8,0) € ZE*, d = (3,0) € ZK*!
fy == (r,t) € Z2F

o

o1 1,1 1,0 1,00 T m?
fr0:=(x;" ®@%xy —%x;7 ®@%,) |€EZ,

f:= (f17f2717...,f27n)7 h:=0.

Then, it computes qCTg in the same way as qEnc in 77?.

For all (4,7,k),(I,J,K) € [n] x [gct] % [m], observe that <bg,mg'1],K> in H%T are equal to that in Gj.
Thus, due to the partially function-hiding property of pFE, this implies that {pCTZ lo(i ) pSKz |o(m)}
generated in HIT and those generated in G; are computationally indistinguishable.

Next, we confirm that, for all £ € [gsk], we have

4 1,1 1,1 1,0 1,0
E (Cls(i) 150y X9 @ X, —X5" ®@%;7) = 0.
1,0€[n]

This is implied by the game condition defined in Def. 2.3. Thus, for all (j1, ..., jn,¥) € [gcT]™ % [gsk],
we have Zie[n](<ffi,ff> + (hJ7 h%)) in HIT are equal to that in G;. Thus, thanks to the function-

10
hiding property of gFE, {gCTg , 85 KZ} generated in HI™ and those generated in G; are computationally
indistinguishable. Hence, A’s views in H¥T and G; are computationally indistinguishable. O
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A  Public-Key Quadratic MIFE from IPFE

A.1 Definitions

Definition A.1 (Public-Key Multi-Input Functional Encryption). Let F be a function family
such that, for all f € &, f: Xy x --- x X;;, = Z. An public-key MIFE scheme for F, MIFE, consists of
four algorithms.

Setup(1?): It takes a security parameter 1* and outputs a public parameter PP and a master secret
key MSK. The other three algorithms implicitly takes PP as input.
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Enc(i, z;): It takes MSK, an index ¢ € [n], and z; € X; and outputs a ciphertext CT;.

KeyGen(MSK, f): It takes MSK, and f € F, and outputs a secret key SK.

Dec(CTy,...,CT,,SK): It takes CTy,...,CT,, and SK, and outputs a decryption value d € Z or a
symbol 1.

When n = 1, we call it just a functional encryption (FE) scheme and omit the second argument of
Enc.

Correctness. MIFE is correct if it satisfies the following condition. For all A € N, (x1,...,2,) €
Xy x - x Xy, feTF, we have

PP, MSK < Setup(1*)
_ CT; « Enc(i, x;)
Proyd=fey,....om) | gk, KeyGen(MSK, f)
d := Dec(CTy,...,,CT,,SK)

Security. We define two indistinguishability-based security definitions for MIFE. For a stateful PPT
adversary A and A € N, let

PP, MSK < Setup(1*),

MIFE, B /yy . =
P A ad (A) :=Pr [5/ =1 B’ AOcr(8.) KeyGen(MSK.) (pp, {CT! }16

n],j€lqcr, l])

Oct(B, ) takes (i,29,x}) and outputs Enc(i, z; 5. Let gcT,; and gsk be a number of queries to Oct (5, )

with the form of (z * *) and KeyGen, respectlvely Let S := {i € [n] | gcT.i > 0}. We say that A is
admissible if for all T = (iy,...,1 ) C S, (G4, ---50n) = [P\, (Giys---+Ji) € lacT,in] X -+ X [geTi,],
0 € [gsk)s (Tipyys---sTi,) € xw -+ x X;, , A’s queries satisfy
‘i 70 v7‘r 70 11 -7/ 71
fe(<'fz?11 7"'7xgtt ’xit+1""’xin>) f£(< ]1 ---a”fit 7$it+17"'7xin>)
where (x;,,...,x;,) denotes a permutation such that z; is moved to the i-th entry. MIFE is adap-

tively secure if, for all admissible PPT adversaries A, the following advantage of A is negligible in A:
AdVjie (V) = [Phie " (N) = Pig (V)]

Definition A.2 (Bounded-Norm Inner Products over Z). A function family 57 x ¢ for bounded-
norm inner products consist of functions f : X™ — Z where X = {i | i € Z, |i| < X }. Each f € ngTS,X,C
is specified by ¢ € Z™ s.t. ||c||oo < C. Then, f specified by c is defined as f(x) := {c, x).

A.2 Construction

Let iFE = (iSetup7 iEnc, iKeyGen, iDec) and iFE' = (iSetup’,iEnc’,iKeyGen’,iDec’) be an FE scheme for

ff:f;z x,c and FP x.c- For convenience, we introduce notations for computlng matrix multiplication via

IPFE. For V = (vy]| -+ ||vin), we denote (iSKj,...,iSK,,) by |SK where iSK; « iKeyGen(iMSK, v;)
and t}gprocedure by |S_K> + iKeyGen(iMSK, V). Similarly, for iCT for x, we denote decryption of iCT
with iSK by iDec(iCT,iSK) = (iDec(iCT,iSKy),...,iDec(iCT,iSK;)). The public-key quadratic MIFE
scheme qFE = (qSetup, qEnc, gKeyGen, qDec) for ?mgnfx,c can be constructed as follows.

qSetup(1*): It outputs qPP, gMSK as follows:
(iPP;,iMSK;) < iSetup(1*), (iPP; ;,iMSK; ;) « iSetup’(1")
qPP := ({iPP;}icin), {iPP} ; }ijemlizi), AMSK := ({iIMSK;}icin), {iIMSK] ; }ijein izs)
qEnc(i,x; € Z™): It outputs qCT, as follows:
iCT; «+ iEnc(iPP;, x; ® x;), iCTg)j +— iEncd (|PP”7 x;)
qCT, := (iCT, {iCT ;Y e (i)
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qKeyGen(gMSK, ¢ € Z(m")2): Let C = ( ) € ZMmX™" he a matrix such that x' Cx =

Cn,l "‘. Cn,n
(c,x ® x). Let ¢; be a vector such that x;C; ;x; = (¢;,X; ® x;). It outputs qSK as follows:

—

iSK; « iKeyGen(iMSK;, c;), iSK] ; « iKeyGen'(iMSK] ;,C; ; + C;,)
. =

qSK = (07 {lSKi}iE[n]v {ISK;,j}i,jE[n],iij)

qDec(qCTy,,...,qCT,,,qSK): Let (C; ; + C]»T)Z»)Jr € Q be the Moore-Penrose inverse of C; ; + Czi. It
outputs z as follows:

—
zi,; 1= iDec'(iPP; ;,iCT; ;,iSK} ;)(C;; + C; ;) TiDec (iPP/ ,,iCT} is_r%;ﬂf
z = ZZZ"- Z 2,5

i1€[n] i,5€[n]

1<j
Correctness. Due to the correctness of iFE and iFE’, we have
zi = x; Ciix;
zij =% (Cij +CJ)(Ci; +C/)*(Cij + Cj)x; = x] (Cij + CJ,)x;

Hence, we have z = x' Cx = (¢, x ® x) where x = (x1,...,%,) "

A.3 Security
Theorem A.1. IfiFE and iFE' are adaptively secure, then qFE is also adaptively secure.

Proof (sketch). We can reduce the indistinguishability of qFE to that of iFE and iFE’. The admissi-
bility of A guarantees that

AT . . .
Ji,0 ¢ L 3i0 _ Jdisl 0 Jisl
x;'7 Gy x =% G xg”

5,07 T i, 17~ B
x}’ (Cf,e +Cy ) =x]"" (Cig+ Cg,i)

for all 4,0 € [n] s.t. i # 6, j; € [gcT 4], € € [gsk]- These conditions are exactly consistent with the query
conditions in the reduction to iFE and iFE'.
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