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Abstract. For Key Encapsulation Mechanism (KEM) deployed in a multi-user setting, an
adversary may corrupt some users to learn their secret keys, and obtain some encapsulated
keys due to careless key managements of users. To resist such attacks, we formalize Enhanced
security against Chosen Plaintext/Ciphertext Attack (ECPA/ECCA), which ask the pseu-
dorandomness of unrevealed encapsulated keys under uncorrupted users. This enhanced
security for KEM serves well for the security of a class of Authenticated Key Exchange
protocols built from KEM.

In this paper, we study the achievability of tight ECPA and ECCA security for KEM
in the multi-user setting, and present an impossibility result and an optimal security loss
factor that can be obtained. The existing meta-reduction technique due to Bader et al.
(EUROCRYPT 2016) rules out some KEMs, but many well-known KEMs, e.g., Cramer-
Shoup KEM (SIAM J. Comput. 2003), Kurosawa-Desmedt KEM (CRYPTO 2004), run out.
To solve this problem, we develop a new technique tool named rank of KEM and a new
secret key partitioning strategy for meta-reduction. With this new tool and new strategy,
we prove that KEM schemes with polynomially-bounded ranks have no tight ECPA and
ECCA security from non-interactive complexity assumptions, and the security loss is at least
linear in the number n of users. This impossibility result covers lots of well-known KEMs,
including the Cramer-Shoup KEM, Kurosawa-Desmedt KEM and many others. Moreover,
we show that the linear security loss is optimal by presenting concrete KEMs with security
loss ©(n). This is justified by a non-trivial security reduction with linear loss factor from
ECPA/ECCA security to the traditional multi-challenge CPA/CCA security.

1 Introduction

The security of a cryptographic primitive is generally formalized by setting up a reasonable security
model and defining a proper security notion. The security model formalizes resources obtained by
an adversary A and also the attacks implemented by A in the real-life settings. For a primitive I7
(or a computational problem P), its security model is described by an experiment (game) Exp,; in
which the environment (challenger) and an adversary interact with each other. The environment
(challenger) in Expj; provides the resources with which A implements attacks, then environment
detects whether A wins. Here A wins in Exp;; means that the aim of its attacks is achieved.
Without any resources for help, there also exists a threshold winning probability threg,,,, for any
adversary. Then A’s attacking advantage is given by € 4 := | Pr[.A wins]—threg,p | We call (t4, €.4)-
A successfully attacks IT if A’s running time is t 4 and advantage is € 4. Parameters t 4 and €4
are measured by security parameter A. If for all probabilistic polynomial-time (PPT) adversaries,
their advantages are all negligible in the security parameter A, then IT is (asymptotically) secure.

Security Reduction and Tightness. The security proof of primitive II generally proceeds
with a reduction algorithm R, which transforms a ({4, € 4)-adversary A against IT to an algorithm
(tr,er)-R* against a computational problem P (or another cryptographic primitive). Generally,
we only consider simple black-box reduction [2], where R has oracle access to A by choosing the
inputs for A, running the adversary sequentially and observing its outputs (but not the codes or
internal states of A). Note that the working effort for A to win the security game is measured by
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the work factor t4/e4 [3], which captures the expected running time of A to break the security.
The quotient of R’s working factor and A’s working factor is defined as the security loss factor
lr, ie., br = 57% . ii If /r is a polynomial in the security parameter A, then the security of
1T is successfully reduced to the hardness of P. This implies that II is secure as long as P is
computationally hard. On the other hand, a large loss factor ¢z will lead to a gap between IT’s
security level and P’s hardness. To fill the gap, IT has to choose a large security parameter to make
P hard enough, and this might make IT less efficient. Therefore, the smaller the security loss ¢
is, the better the security reduction. If ¢z is a constant, the reduction is called a tight one. If {5
is an a priori fixed polynomial in A, then the reduction is called almost tight (or linear-preserving
according to [32]). Such reductions (tight or almost tight) are desirable, since the loss factor is
independent of adversarial behavior.

In cryptography, most of long-standing hard problem assumptions are non-interactive ones
including the Decision Diffie-Hellman (DDH) assumption, the Factoring assumption, the Learning
with Error (LWE) assumption, the existence of one-way function assumption, etc. If the security of
a primitive can be (almost) tightly reduced to a Non-Interactive Complexity Assumption (NICA)
[2], we call the primitive has (almost) tight security.

(Almost) tight security proofs for cryptographic schemes are always preferable. But the first
question to be answered is whether (almost) tight reductions exist for the schemes.

KEM and Its Traditional Security. Key Encapsulation Mechanism (KEM) KEM = (Gen, Encap,
Decap) is an important public-key primitive. Its key generation algorithm Gen is able to generate
a pair of public key pk and secret key sk. With the public key pk, the encapsulation algorithm
Encap can output an encapsulation ¢ and an encapsulated key K. With the secret key sk, the
decapsulation algorithm Decap can recover the encapsulated key K from c¢. KEM found wide
applications in theoretic community and real world. For example, public-key encryption (PKE)
schemes can always be constructed in a KEM + DEM (Data Encapsulation Mechanism) style
[10], which include the well-known ElGamal scheme [12], Cramer-Shoup (CS) scheme [8, 9, 10],
Kurosawa-Desmedt (KD) scheme [27], etc. Meanwhile, KEM usually serves as an essential building
block in key exchange protocols. For example, the Diffie-Hellman key exchange protocol [11] can be
regarded as exchanging pk = g%, ¢ = ¢° and establishing K = ¢, with (pk = g%, sk = a) + Gen
and (¢ = g®, K = g%) « Encap(pk). In [1, 30, 23, 17], the authenticated key exchange (AKE)
protocols are built from KEM and signature schemes. Due to the importance of KEM, NIST
included KEM in their calling list for standards of post-quantum algorithms.

Traditionally, the security of KEM is defined in a single-user setting. In the single-user and
multi-challenge Chosen-Plaintext Attack (mCPA) security model, the adversary sees the public
key pk of KEM, and the environment invokes Encap multiple times to obtain (¢;, K;) < Encap(pk).
The mCPA security of KEM asks the pseudorandomness of {K;} given pk and {¢;} to adversaries.
Multi-challenge Chosen-Ciphertext Attack (mCCA) security of KEM can be similarly defined,
except that the adversary additionally has access to a decapsulation oracle which provides decap-
sulation services for any ¢ other than {c¢;}.

Multi-User Security for KEM. We note that the traditional mCPA (mCCA) security notion
in the single user setting does not cover the attacks in our real-life deployment of KEM. In the era
of Internet, cryptographic schemes should presume to be deployed in multi-user systems. Moreover,
in reality, we can never rule out the possibility that the secret keys of some users are stolen by
hackers, or leaked to adversaries due to careless key management.

As for KEM, the practical attacks, including corruption of users’ secret keys and revealing of
some encapsulated keys, have to be considered in the security model. Concretely, in a system of
n users with (pk;, sk;) < Gen, 1 < i < n, the adversary may corrupt a subset I of users of its
choice and obtain their secret keys {sk;};cr. For any uncorrupted user j ¢ I, the adversary is able
to see all the encapsulations {c;:}i1<t<q under pk; from a public channel, where (c; ¢, Kj+)
Encap(pk;), 1 <t < Q. The adversary may reveal some encapsulated keys {K; , }rcr for a subset
R C {1,...,@Q}. The security of KEM asks pseudorandomness of the unrevealed keys { K ;}¢7 ¢ r-

Such a security notion also meets the security requirement for KEM used as a building block
in many applications. For example, in the KEM+DEM framework for constructing PKE [10], if
an adversary sees a pair of plaintext & ciphertext of PKE, then the involved encapsulated key
of KEM might be uniquely determined by the adversary [12] or partially leaked to the adversary
[10, 27]. Another example is AKE schemes built from KEM, where KEM’s public/secret keys
serve as (part of) AKE’s long-term public/secret keys and KEM’s encapsulated keys are used to



derive AKE’s session keys [6, 23]. The security model of AKE (like the CK [5], CK+ [26], eCK
[28] models) allows corruption of long-term secret keys and revealing of session keys, which in turn
requires the underlying KEM supporting corruptions and key reveals.

In conclusion, the proper security for KEM in the multi-user setting should allow adversaries
to implement corruptions & key reveals and ask the pseudorandomness of the unrevealed encap-
sulated keys under public keys of uncorrupted users. We name such notion Enhanced security, in-
cluding Enhanced CPA (ECPA) security and Enhanced CCA (ECCA) security. Obviously, ECPA
(resp., ECCA) security is stronger and more desirable than the traditional mCPA (resp., mCCA)
security. There are two natural questions to be answered:

(1) Do the well-known KEM schemes have tight ECPA security (or ECCA security)? For example,
the ElGamal-KEM [12], CS-KEM [8, 9, 10] and KD-KEM [27] are among the most efficient
KEMs. The GHKW-KEM [14] and HLLG-KEM [18] are core building blocks in achieving
(almost) tightly mCCA security for PKE. The Naor-Yung paradigm [34] is a generic approach
to CCA-secure PKE, which further results in Naor-Yung type CCA-secure KEM (NY-KEM)
by encrypting a uniformly random encapsulated key. We would like to investigate whether
they achieve tight ECPA (or ECCA) security.

(2) How to identify those KEMs incapable of achieving tight ECPA or tight ECCA security?

Impossibility Results on Security Tightness of KEM. It is highly desirable to identify
those KEMs for which it is impossible to reduce the ECPA (ECCA) security to any non-interactive
complexity assumption (NICA) tightly.

In [2], Bader et al. made use of meta-reduction [7] to prove impossibility of tight security for
some KEMs, namely, (almost) tight security reduction from multi-user mCPA (mCCA) security
to NICA does not exist for a class of KEM schemes. These KEM schemes are characterized by the
properties of “secret key checkability” and “secret key uniqueness/re-randomizability”. “Secret
key checkability” means that there exists an efficient algorithm checking whether (pk, sk) is a
valid public/secret key pair output by Gen; “Secret key uniqueness” means that there is at most
one valid secret key sk for each pk; “secret key re-randomizability” means that given a valid pair
(pk, sk), there exists an efficient algorithm randomly choosing another secret key sk’ from the set
of secret keys that validly match pk.

Clearly, ECPA (resp., ECCA) security tightly implies multi-user mCPA (resp., mCCA) se-
curity, so all KEM schemes that satisfy “secret key checkability” and “secret key uniqueness/re-
randomizability” do not have (almost) tight enhanced security. Recall that the ElGamal KEM
[12] has public key pk = g* and secret key a, which obviously satisfies “secret key checkability”
and “secret key uniqueness”. This rules out the (almost) tight ECPA security of ElGamal KEM.

However, lots of other KEM schemes, including the CS-KEM [8, 9, 10] and KD-KEM [27], have
neither “secret key uniqueness” nor “secret key re-randomizability”. For example, for the CCA-
secure CS-KEM |8, 9, 10], its public key pk contains h = gj'¢g5? where (21, 22) € (Z,)? is part of
secret key sk. For a fixed pk = (h,...), the set of valid secret keys is {(21,25,...) | h = gf;ggé}.
There are at least p valid secret keys, hence “secret key uniqueness” does not hold. Any two secret
keys with distinct (z1,22) and (2], 25) can determine the value of log, go = (21 — 2)(25 — z2) "
mod p, hence solving the discrete logarithm problem. So the CS-KEM does not satisfy the property
of “secret key re-randomizability”, unless the discrete logarithm problem is easy to solve. Therefore,
determining whether tightness impossibility holds for such KEM schemes needs new techniques.

Our Contribution. We work on impossibility of tight reduction on KEM, and show that for
certain KEM schemes, there exists no (almost) tight security reduction from the ECPA (ECCA)
security to non-interactive complexity assumptions (NICA). We also present the optimal tight-
ness bound of security loss factor and identify those KEM schemes that can achieve the optimal
tightness bound. Our contribution is detailed as follows.

— We develop a useful tool named rank of KEM to identify a class of KEM schemes for which
impossibility of (almost) tight reduction holds. More precisely, we proved that as long as the
rank of a KEM scheme is polynomially bounded (in the security parameter ), the incurred
security loss factor of KEM is £2(n) when the enhanced security of KEM is reduced to any
NICA. Here n denotes the number of users.

— We compute the ranks or provide upper bounds of ranks for the well-known KEM schemes in-
cluding the ElGamal-KEM [12], CS-KEM [8, 9, 10], KD-KEM [27], GHKW-KEM [14], HLLG-



KEM [18], and many instantiations of NY-KEM [34]. Their polynomially-bounded ranks in-
dicate that these KEMs suffer from a security loss factor 2(n).

— On the other hand, we proved that any tightly mCPA (resp., mCCA) secure KEM is able
to achieve ECPA (resp., ECCA) security with loss factor O(n). As a result, the ElGamal-
KEM [12], CS-KEM [8, 9, 10] and KD-KEM [27] all have ECPA security with security loss
factor ©(n) when reduced to the DDH assumption. Similarly, the HLLG-KEM [18] has ECCA
security with security loss factor ©(n) based on the matrix DDH (MDDH) assumption [13]
(which corresponds to the standard DDH, k-Linear assumptions under different parameters).
This suggests that the optimal security loss factor for ECPA (ECCA) is ©(n) and achievable.

We highlight that our impossibility result is the first that does not impose any requirement on
the (pk, sk) relation (like checkability [2, 19], uniqueness, or re-randomizability [7, 25, 21, 2, 31]),
nor limited to deterministic primitives [32].

1.1 Technique Overview

The Meta-Reduction Paradigm. Our impossibility result about KEM is built upon a line of
research on using “meta-reductions” [4, 7, 25, 21, 2, 35, 32]. To the best of our knowledge, up to
now all known black-box separations using the meta-reduction paradigm only apply to primitives
that either embody some form of uniqueness or re-randomizability [7, 2] or are deterministic ones
like pseudorandom function (PRF) or message authentication code (MAC) with deterministic
tagging [32].

The high-level idea of the meta-reduction paradigm for a primitive works as follows. Let R be
any reduction algorithm from the security of the primitive to any NICA. Firstly, we construct a
hypothetical (inefficient) adversary A* that breaks the security of the primitive with advantage
€4+ > 1—a. Here v means the failure probability of A*. Let .4 be the advantage with which RA"
breaks the NICA via black-box access to A*. Secondly, we construct an efficient meta-reduction
algorithm B, which “emulates” A* while running R. Suppose that B emulates R perfectly except
with probability at most d, then B’s advantage e against NICA satisfies |eg—eg.ax | < 6. Obviously,
the running time ¢z .4~ is lower-bounded by ¢ 4+. Consequently, the loss factor of reduction R is

L ax 1_
> EA* RA > « .
tr 2 €par  tar = esto

By the NICA assumption, € is negligibly small for any efficient 5. So
672 = “Q(l_Ta)’ (1)

which suggests that the failure probability « of A* and the failure probability é of B are the key
factors for the lower bound of loss factor fx.

Let us take [2] and [32] as examples, both of which rule out (almost) tight (i.e., linear-
preserving) reductions for the multi-user security of some primitives. Let n denote the number of
users.

— In [32], @ = 1/poly(A) for some polynomial poly. If MAC is deterministic, then § = 1/y/n.!
Therefore, the security reduction for such MACs loses a factor of 2(y/n).

Note that the construction of A* and meta-reduction B in [32] are tailored for deterministic
primitives like PRF, deterministic MAC, deterministic signature, etc.

— In [2], « = 0. If KEM satisfies the properties of “secret key checkability” and “secret key
uniqueness/re-randomizability”, then 6 = 1/n. Therefore, the security reduction for such
KEMs loses a factor of 2(n).

Note that in [2] the secret keys are partitioned according to an efficient algorithm SKCheck(-, -)
which checks the relation between pk and sk. For each pk, let SKCp,;; be the set of all secret
keys corresponding to pk, i.e, SKp := {sk’ | SKCheck(pk, sk’) = 1}. “Secret key uniqueness”
means that there is unique sk in SKpy. “Secret key re-randomizability” requires that there is
another efficient algorithm for sampling sk’ from SK,; uniformly at random, given a pair of
(pk, sk). The construction of A* and B in [2] works so that § = 1/n when (pk, sk) relation has

! Their results apply to more general reductions supporting rewinding and concurrency, based on
bounded-round interactive complexity assumptions.



checkability and uniqueness/re-randomizability. Such a condition is satisfied by the ElGamal-
KEM [12], but lots of other KEMs run out, including the CS-KEM [8, 9, 10], KD-KEM [27],
GHKW-KEM [14], HLLG-KEM [18], etc. Therefore, we have to resort to new techniques to
identity whether these KEMs have (almost) tight ECPA (ECCA) security or not.

New Partitioning Technique: Decapsulation Equivalence of Secret Keys. In this paper,
we take full advantage of the resources provided to adversary in the ECPA (ECCA) game, and
provide a novel technique of partitioning secret keys. We do not impose any requirement on the
(pk, sk) relation (like checkability, uniqueness, or re-randomizability), and the secret keys are no
longer partitioned according to public keys like [2] does. Our new strategy is partitioning secret
keys according to their functionality when they are used to decapsulate a set of ciphertexts X'.

We define a decapsulation equivalence relation on the secret key space S w.r.t. a subset of
ciphertexts X C CT. Any two secret keys sk, sk’ € SK are decapsulation-equivalent w.r.t. X if
they result in the same decapsulated key for each ciphertext in X. In formula,

sk~ysk! <= Vce X, Decap(sk,c) = Decap(sk’,c).
Then the equivalence relation parameterized by ciphertext set X" is
EquivSK(X) := {(sk, sk’) € SK? | Ve € X, Decap(sk, ¢) = Decap(sk’, c)}.
Our Meta-Reduction. With the new partitioning of secret keys, we are able to present our
new meta reduction. Here we give a high-level overview of the hypothetical adversary A* and

meta-reduction algorithm B in our meta-reduction. Define [n] := {1,2,--- ,n} and [n\ i] =
{1,2,--- ,n}\ {i}. A* works as follows.

Hypothetical A*

e STEP 1 (SETUP): A* receives public keys {pki,- - , pk,} of n users, which
are generated by (pk;, sk;) < Gen.

e STEP 2 (ENCAPSULATION): A* issues () encapsulation queries per user,
and obtains n@ encapsulations {c;;}icinje[q), Where (cij, Kij) <
Encap(pk;).

e STEP 3 (KEY REVEAL): A* reveals () — 1 encapsulated keys per user ran-
domly, and obtains n(Q — 1) encapsulated keys {K; ;}icn) je[Q\j,], Where
J1,y72,+ »jn s [Q] are the indices of unrevealed keys.

e STEP 4 (CORRUPTION & CHECK): A* corrupts all users except one, and
obtains n — 1 secret keys {sk;}icn\i+, Where i* <—s [n] is the index of the
uncorrupted user.

Then A* checks whether the decapsulation relation Decap(sk;,c; ;) =
K ; holds for each i € [n\ ¢*] and j € [@Q) j;], and aborts if the check fails.

e STEP 5 (CHALLENGE & OUTPUT): A* obtains a challenge K* w.r.t. ¢;« j...,
which is either the real key K;- ;.. encapsulated in ¢;- ;,. or a random key.
By brute-force search, A* picks a random sk* from the set

{sk € SK | Decap(sk, ci ;) = Ki- j, Vj € [Q\ ji-]}- (2)

Finally, A* outputs 1 if and only if K* = Decap(sk*, ¢;» ;,.) holds.

Note that by the perfect correctness of KEM, the real secret key sk;« of user i* also belongs to
the above set shown in (2), so the real secret key sk;« and the sk* chosen by A* have the same
decapsulation functionality when they are used to decapsulate the set of ciphertexts {ci- j }ic(0\j,-]-
Consequently, by the equivalence relation we defined, we have

(sk™, ski~) € EquivSK({ci= 1, -+, ci».0} \ {ci j.. })-

Observe that A* will have advantage 1 if EQuivSK({c;« 1, -+, ¢i= o }\{¢i* j.. }) € EquivSK({c;~ ;.. }),
i.e., all the secret keys that have the same decapsulation results on the () — 1 ciphertexts also result



in the same decapsulation result on one more ciphertext c;- ;... Define

a:= max ( Pr [EquivSK({c1, - ,co} \{¢;}) Z EquivSK({q})]) . (3)
1,62, ,6Q \J 8 [Q]
Then A* has advantage €4« > 1 — a.

Now we construct a meta-reduction B that emulates A* efficiently while running R as the
challenger. Note that all steps of A* are efficient except step 5. So B can emulate steps 1-4 of A*
honestly. Then B adds a rewinding step 4.5 which rewinds the corruption procedure n — 1 times.
With the help of information obtained from the rewindings, B derives a secret key to emulate A*
with an efficient step 5’, which is different from the step 5 of A*. A high-level overview of B is as
follows.

Meta-Reduction B

e STEPS 1-4: Bruns R as the challenger and emulates A* honestly. Suppose
that in step 4, the index of the uncorrupted user is i*.

e STEP 4.5 (REWINDING): B rewinds the corruption procedure n — 1 times.
In the ¢-th rewind (¢ € [n \ i*]), B corrupts all users except user ¢ and
obtains the corrupted secret keys {sk;gb)}ie[n\b] from R, where Skil(b) denotes
the corrupted secret key of user ¢ obtained in the ¢-th rewind.

e STEP 5’ (CHALLENGE & OUTPUT): B runs R to obtain the challenge K*,
but has a different strategy for the output bit.

More precisely, B checks whether it ever obtained a corrupted skl(i) of
user ¢* in one of the n — 1 rewindings, such that

Decap(sk”), ¢i- ;) = Ki- j, for Vj € [Q\ ji-]. (4)

If B finds such a sk:l(i), then B uses skgi) to test whether K* =

(L), ¢i* j,» ), and returns 1 to R if and only if the equation holds.

i*

Decap(sk

In step 5, as long as there exists a rewinding in which R responds with a corrupted secret key
skfﬁ) such that (4) holds, then B will not abort. Since ¢* is randomly chosen from [n], by a similar
argument as [2, 19], we can bound the the probability that B aborts by 1/n. If (4) holds, then the
skfi) obtained by B also belongs to the set defined in (2), from which A chooses its sk*, thus

(sk, sk*) € EquivSK({ci=1,- - ci=.0} \ {civ j. }).

In this case, B will perfectly emulate A* as long as EquivSK({c;- 1, - ,ci= o} \ {ci=j,.}) C
EquivSK({¢;~ ;.. }), which happens with probability at least 1 — a according to the definition
of a in (3). Taking into account the probability that B aborts, we know that B perfectly emulates
A* for R except with probability at most « + 1/n. Therefore,

<s=a+1/n. (5)

|€B — ERA*

By plugging (5) into (1), we obtain a lower bound of the security loss factor in our meta-
reduction:

tr = 02(55%) = (5%,

where « is defined in (3).

Observe that as long as o = O(1/n), the loss factor is £g = £2(n), at least linear in the number
n of users. Next, we identify a class of KEMs with « = O(1/n) with a new technique tool called
rank of KEM.

New Technique Tool: Rank of KEM. We define the rank of a KEM scheme KEM, de-
noted by Rankkgm, as the cardinality of the largest independent subset X’ C CT such that
EquivSK(X”) = EquivSK(CT). Here we explain the intuitions behind this new notion and the
meaning of independent set.



— EquivSK(X’) = EquivSK(CT) indicates that, all the secret keys that have the same decapsula-
tion functionality on X’ also have the same decapsulation functionality on the whole ciphertext
space CT . Intuitively, this means that X’ “determines” the decapsulation functionality of se-
cret keys on the whole ciphertext space CT.

— We require X’ to be an independent set in the sense that every ciphertext ¢ in X’ contributes
to EquivSK(X”), i.e., EquivSK(X’ \ {c}) # EquivSK(X").

Intuitively, the relation between X’ and CT is analogous to the relation between a basis and a
linear space, and the rank of KEM is analogous to the size of (the largest) basis (i.e., the dimension
of linear space).

However, we note that in general the decapsulation algorithm Decap of KEM is not a linear
function, especially for CCA-secure KEMs. So the rank of KEM is different from the dimension of
CT even if CT is indeed a linear space. Moreover, we highlight that our notion of rank for KEM is
more general and purely defined based on the equivalence relation “EquivSK” on secret keys, and
we in fact do not require any algebraic structure from C7T.

Bounding the Security Loss with KEM’s Rank. The notion of rank for KEM is a useful
tool for analyzing the failure probability o defined in (3) in our meta-reduction. Let us name a
ciphertext ¢ a bad one in X if EquivSK(X \ {c}) € EquivSK({c}). We prove an important core
lemma (see Lemma 3 in Subsect. 4.3). The core lemma shows that the number of bad ciphertexts
in any ciphertext subset X is upper bounded by Rankkgm. As a result, we have

. grx [EquivSK(X \ {c}) Z EquivSK({c})] < %. (6)
Combining (6) and (3), we have
o RankKEM
S0

Note that @ is the number of encapsulation queries made by A* for each user. As long as Rankkgym is
bounded by an a priori fixed polynomial (in the security paramter A), we can always choose @ such
that o < Rankkem/Q < 1/n. Then the security loss factor is fr = 2(152) = Q(;%ﬁn) = (n).

Consequently, with our new technique tool, rank of KEM, we identify a class of KEMs for which
impossibility of (almost) tight reduction holds. Namely, any KEM with polynomially-bounded rank
has no (almost) tight (i.e., linear-preserving) reduction from its ECPA (ECCA) security to any
NICA.

A careful computation of ranks for many well-known KEM schemes (including the ElGamal-
KEM [12], CS-KEM [8, 9, 10], KD-KEM [27], GHKW-KEM [14], HLLG-KEM [18] and many
instantiations of NY-KEM [34]) shows that our impossibility result applies to these KEM schemes.
See Subsect. 5.2 and Appendix A for more details.

1.2 Application of Our Impossibility Result in AKE

Authenticated Key Exchange (AKE) is one of the most widely deployed protocols on Internet and
it allows two parties to establish a session key over public channels. Most of AKE constructions
make use of KEM explicitly or implicitly, for instance, the well-known Signed Diffie-Hellman
Protocol, modular AKE constructions in [1, 37, 30, 23, 17]. Therefore, the security of AKE is
closely related to the security of KEM. Defining a proper security for KEM can directly serve the
security proof of AKE.

The well-known security notions of AKE are defined with the CK model [5], eCK model [28] ,
or CK+ model [26], all of which consider both passive attacks and active attacks in the multi-user
setting. Passive attacks allow the adversary to see the messages over public channel, while active
attacks not only allow the adversary to modify, drop, replay, or inject messages on the public
channel, but also allow the adversary to corrupt user’s long-term secret key in AKE and reveal
session keys of some AKE protocol instances. The security of AKE requires the pseudorandomness
of session keys between two users, if the session keys are not revealed and the two users’ long-term
secret keys are not corrupted.

Let us consider the case that the public and secret keys (pkkem, skkem) of KEM serve as part
of a user’s long-term public key pkake = (pkkewm, - - - ) and secret key skake = (skkem, - -+ ) of AKE.
Furthermore, the session key of AKE is derived from the encapsulated key of KEM. As a result, the



corruption of skake requires the security of the underlying KEM to support corruption of skkgm,
and the reveal of session keys in AKE asks the underlying KEM to support reveal of encapsulated
keys. Therefore, the ECPA (ECCA) security of KEM is exactly the right security notion needed by
AKE in this case. Combined with our impossibility result, any KEM with polynomially-bounded
rank cannot be tightly secure, hence such construction of AKE cannot be tightly secure as well.

Therefore, we have the following rules for constructing tightly secure AKE: either (i) the secret
key of KEM does not appear in the long-term secret key of AKE, like [1, 30, 17]; or (ii) the tight
security proof of AKE relies on the Random Oracle model, like [16, 23, 36]; or (iii)) AKE avoids
the usage of KEM with polynomially-bounded rank. Up to now, most of the well-known efficient
KEM schemes with tight mCPA-security in the multi-user setting have polynomially-bounded
rank. Hence rule (iii) eliminates the possibility of constructing tightly AKE with aforementioned
KEMs if KEM’s secret keys are used as AKE’s long-term keys.

1.3 Related Works

Meta-reduction paradigm was proposed in [4] and used to show black-box impossibility results.
Later, Coron [7] made use of meta-reductions to prove the impossibility of tight reductions for
certain digital signature schemes and showed the lower bounds on security loss. This technique
was further extended in [25, 2, 31].

Hofheinz et al. [21] showed that any black-box security proof for a signature scheme with re-
randomizable signatures must have a reduction loss of at least (), the number of signature queries
from the adversary.

Lewko and Waters [29] used the technique in [21] to identify certain conditions for hierarchical
identity-based encryption (HIBE) under which HIBE has an exponential loss.

Bader et al. [2] developed a new meta-reduction technique to obtain a bundle of impossibil-
ity results. Their results rule out tight reductions from non-interactive complexity assumptions
(NICA) for certain class of public-key encryption (PKE), KEM and digital signatures with multi-
user security allowing secret key corruptions. This class of public-key primitives is characterized
by secret key’s checkable relation with public key and property of secret key uniqueness or re-
randomizibility.

Jager et al. [24] considered symmetric encryption schemes in multi-user setting in which adver-
saries can adaptively corrupt encryption keys. They ruled out linear-preserving black-box reduc-
tions from adaptive multi-user security to single-user security for any authenticated encryption
scheme with a strong “key uniqueness” property.

Very recently, Morgan et al. [32] studied black-box reductions to “standard” assumptions for
message authentication code (MAC). Their black-box reduction is a general one which allows
reduction algorithm to concurrently run or rewind adversary, and the complexity assumption is
extended from NICA to any interactive assumption with pre-defined bounded number of interac-
tions. They showed that linear-preserving security reduction does not exist for adaptive multi-user
secure deterministic stateless MACs. Their results also hold for PRFs and deterministic stateless
signatures. However, the meta-reduction paradigm in [32] only applies to deterministic primitives.

2 Preliminaries

2.1 Notations

Let A € N denote the security parameter throughout the paper. Let () denote the empty set.
If x is defined by y or the value of y is assigned to x, we write z := y. For n € N, define
[n] :={1,2,...,n}, and for i € [n], define [n\i] := [n]\ {i}. For a set {x1,...,z,} and i € [n], define
{z1,..yxn \ 2} = {x1,...,zn} \ {z:}. For a set X, denote by #X the cardinality of X. Denote
by x <—s X the procedure of sampling = from set A uniformly at random. If D is distribution,
x <s D means that z is sampled according to D. All our algorithms are probabilistic unless stated
otherwise. We use y s A(z) to define the random variable y obtained by executing algorithm .4
on input z. We use y € A(z) to indicate that y lies in the support of A(z). If A is deterministic
we write y < A(z). We also use y < A(z;7) to make explicit the random coins r used in the
probabilistic computation. Denote by ¢4 the running time of A.



2.2 Key Encapsulation Mechanisms

Definition 1 (KEM). A key encapsulation mechanism (KEM) scheme KEM = (Setup, Gen, Encap,
Decap) consists of four algorithms:

— Setup: The setup algorithm outputs public parameters pp, which determine public key & secret
key spaces PK x SKC, an encapsulation key space IC, and a ciphertext space CT .

— Gen(pp): Taking pp as input, the key generation algorithm outputs a pair of public key and
secret key (pk, sk) € PK x SK.

— Encap(pk): Taking pk as input, the encapsulation algorithm outputs a pair of ciphertext ¢ € CT
and encapsulated key K € K.

— Decap(sk,c): Taking as input sk and c, the deterministic decapsulation algorithm outputs
KeKku{l}.

Correctness require that for all pp € Setup, (pk, sk) € Gen(pp), (¢, K) € Encap(pk), it holds that
Decap(sk,c) = K.

We recall the traditional IND-CPA/CCA security notions for KEMs in the single-user and multi-
challenge setting, denoted by IND-mCPA /IND-mCCA for short.

Definition 2 (IND-mCPA /IND-mCCA Security). We say that an adversary A (ta,€ea)-
breaks the IND-mCPA (resp., IND-mCCA) security of KEM, if it runs in time t 4, and Advigg,_\;rq’a(A) =
2| Pr[Expre ™ (A) = 1]—1| > e (resp., Advigm(A) := 2| Pr[Expigi <@ (A) = 1] 1| > ea),
where the experiments are defined in Fig. 1.

Explitn ™ (A), ExpRf () : Omol):
(¢, K) s Encap(pk)

EncList := EncList U {c}
Ko =K; K1 <s K
Return (¢, Kp)

pp <—s Setup

(pk, sk) <—s Gen(pp)

EncList := () /Records the encapsulation queries
b +s {0,1} / challenge bit

b s AT ez Gl (pp, pk) Opec(c) :

If ¢ ¢ EncList: Return K’ «+ Decap(sk,c’)

/ f— . . .
If o’ = b: Return 1; Else: Return 0 Else: Return L

Fig. 1. The IND-mCPA security experiment Expjenr®(A) and the IND-mCCA security experiment

Expigr(A) of KEM, where in the latter the adversary has also access to a decapsulation oracle Opgc(-).

2.3 Non-Interactive Assumptions
We recall the definition of non-interactive complexity assumptions (NICA).

Definition 3 (NICA [2]). A non-interactive complezity assumption (NICA) N = (T,V,U)
consists of three algorithms. The instance generation algorithm T outputs a problem instance x
and a witness w. U is a PPT algorithm, which takes x as input and outputs a candidate solution
s. The verification algorithm V takes as input (x,w) and a candidate solution s. If V(z,w,s) =1,
then we say that s is a correct solution to the challenge x.

We say that an adversary B (tg, €p)-breaks an NICA N = (T,V,U), if it runs in time tg, and
Advy?(B) := | Pr[Expi®(B) = 1] — Pr[Expy™(U) = 1]| > e, where the experiment Expy™(Z)
(Z € {B,U}) runs (x,w) < T, executes s s Z(x), and outputs V(x,w,s).

Intuitively, U is an algorithm which implements a suitable “trivial” attack strategy for N, and
Pr[Expy~(U) = 1] is the winning probability of trivial attacks.



3 Enhanced Security Notions for KEMs

In this section, we introduce Enhanced CPA/CCA security notions for KEM in the Multi-User
and Multl—Challenge (MUMC) setting, called MUMC-ECPA/ MUMC-ECCA, which allow user
corruptions and encapsulated key reveals.

Definition 4 (MUMC-ECPA /ECCA Security). We say that an adversary A (ta,€ea,n, Qec, Qt)-
breaks the MUMC-ECPA (resp., MUMC-ECCA) secum’ty of KEM, if it runs in time ty4, and
AdvRemmoe.a.(A) = 2 | PrExpgemn o0 (A) = 1] — 3| > ea (resp.. AdVRERSSS? o, (A) =

2 | Pr[ExpRemon .. (A) = 1] — 3| > €ea), where the experiments are defined in Fig. 2 and the
scalar 2 is added so that the advantages are between 0 and 1.

Ogxe(): /At most Q. times in total

EX mumc-ecpa A , EX mumc-ecca A .
pKEM,n,QC,Qt( ) pKEM,n,Qe,Qt( ) (¢, K) <s Encap(pk:)

pp s Setup EncList := EncList U {(¢, ¢, K)}
For i € [n]: (pki, ski) < Gen(pp) Return ¢ /Only c is returned
EncList := () //Records the encapsulation queries
RevList := 0 //Records the reveal queries | Obec (i,c')
CorrList := 0 //Records the corruption queries If (i,¢,-) ¢ EncList:
TestList := //Records the test queries Return K’ < Decap(sk:, ')
B <s {0,1} //Single challenge bit Else: Return L
PKList := {pk:}ic) o
ov (i, €):

B s AOEN )5 Obe(-) 10115\'('y')yocom(-),OTgn(w')(pp7 PKList) R;\f((; C)7 1) € EncList for some K
If B/ = B: Return 1; Else: Return 0 A (i,c) ¢ TestList:

RevList := RevList U {(¢,c)}
Oresr(, €): /At most Q; times in total Return K

If (i,¢, K) € EncList for some K A (i,c) ¢ RevList U TestList Else: Return L
A i ¢ CorrList:

TestList := TestList U {(i,¢)} Ocorr(4):

Ko:=K; K1 s K If (¢,-) ¢ TestList:

Return Kz CorrList := CorrList U {3}
Else: Return L Return sk;

Else: Return L

Fig. 2. The MUMC-ECPA security experiment Expgey ¢, o, (A) and the MUMC-ECCA security exper-
iment Expien.0,.0, (A) of KEM, where in the latter the adversary has also access to a decapsulation
oracle Opge(+, ). In both experiments, A is allowed to query Ogpxe at most Qe times and query OTgsr at

most Q¢ times.

In the MUMC-ECPA and MUMC-ECCA security experiments defined in Fig. 2, the adversary
A is allowed to make several kinds of oracle queries.

— Encapsulation query. Through Ogyc(i) query, A obtains an encapsulation ¢ under pk;.
We note that the corresponding encapsulated key K is not given out along with ¢ through
Ogxc, different from the IND-mCPA/mCCA experiment (cf. Fig. 1). In contrast, the key K
encapsulated in ¢ can be later revealed by Key Reveal query or tested by Test query.

— Key Reveal query. Upon a Key Reveal query Oggy(4,¢), if ¢ is an output of Ogyc(i), the
key K encapsulated in c is returned to A.

— SBG-style Test query. Upon a Test query Orgsr(4,¢), if ¢ is an output of Opye(i), the
real key Ky = K encapsulated in ¢ or a random key K is returned to A, depending on the
challenge bit 3. We note that this is defined in the Single-Bit-Guess (SBG) style [6, 23], which
is desirable due to its well composability with symmetric cryptographic primitives like DEM.
Such an SBG-style security of KEM also serves well as a building block for the SBG-style
security of more sophisticated primitives or protocols like AKE.

— Decapsulation query. A decapsulation oracle Opg.(,¢’) is provided in the MUMC-ECCA
security experiment to decapsulate ciphertexts ¢’ that are not returned by Opyc(4).

— Corruption query. Via Ocorg(i) query, A can corrupt a user and obtain its secret key sk;.
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Finally, we stress that some trivial attacks are forbidden. For example, (1) A is not allowed to
both corrupt some user and test encapsulated keys of this user; (2) A is not allowed to reveal an
encapsulated key and test the same key; (3) A is not allowed to test an encapsulated key twice
due to the SBG-style definition we adopt.

The MUMC-ECPA (MUMC-ECCA) security is more reasonable than the mCPA (mCCA)
notion (cf. Definition 2), since it captures the practical attacks, like corrupting users’ secret keys,
revealing users’ encapsulated keys, in the multi-user and multi-challenge setting.

We also define the enhanced security notions in the Multi-User and Single-Challenge (MUSC)
setting, called MUSC-ECPA/MUSC-ECCA, which allow at most one Orggr query in total.

Definition 5 (MUSC-ECPA /ECCA Security). We say that an adversary A (ta,€e4,n,Q.)-
breaks the MUSC-ECPA (resp., MUSC-ECCA) security of KEM, if it (t4,€a,n, Qe, 1)-breaks the
MUMC-ECPA (resp., MUMC-ECCA) security, and we denote the corresponding advantage func-
tion by Advitem o, (A) (resp., Adven 6. (A))-

4 Decap-Equivalence of Secret Keys & Rank of KEMs

In this section, we study the equivalence of secret keys for KEM schemes when decapsulating a
set of ciphertexts, and define a new notion called rank for KEMs. This will be our main technique
tool in the establishment of the impossibility result later in Sect. 5.

“Two-Step” Decapsulation. Generally, the decapsulation algorithm Decap(sk,c) of KEM
schemes can be decomposed into two parts according to their functionality: an (optional) verifi-
cation part Decapwfy(sk, ¢) checking the well-formedness of ciphertext, and a key-derivation part
Decapyy(sk,c) deriving a decapsulated key K € K from the ciphertext. If Decap, (sk,c) = 1,
then K <« Decapyqy(sk,c) is invoked and Decap(sk,c) will output K. If Decap, (sk,c) = 0, then
Decap(sk, ¢) will output a fixed symbol like | indicating the mal-formedness of c.
We note that some KEM schemes (like CPA-secure KEMs) do not have Decap,,s, and Decap(sk;, c)

= Decap,4(sk, c). Nevertheless, Decap,4(sk,c) contributes the core of Decap(sk,c) in all KEM
schemes. Clearly, if Decap(sk,c) = K € K, it must hold that Decap,4(sk,c) = K.

4.1 Decap-Equivalence of Secret Keys

For KEM schemes, we study the decapsulation equivalence of secret keys when they are used
to decapsulate a set X of ciphertexts. Since Decap,q is the essential part of the decapsulation
algorithm, the decapsulation equivalence is defined with Decap,q4, as shown below.

Definition 6 (X-Decap-Equivalence of Secret Keys). Let KEM be a KEM scheme with
ciphertext space CT and secret key space SK. We define a relation EquivSK(X) on SK, parame-
terized by a set of ciphertexts X C CT, as follows:

EquivSK(X) := {(sk, sk’) € SK? | Ve € X, Decap,4(sk, ¢) = Decapyy(sk’, c)}.
We also define EquivSK(0) := SK? for the empty set ().

Clearly, EquivSK(X') defines an equivalence relation on SK. We show useful properties of EquivSK
in the following lemma.

Lemma 1 (Properties of EquivSK). For all X, CCT,
(1) EquivSK(X U Y) = EquivSK(X) N EquivSK(Y).
(2) X CY = EquivSK(X) D EquivSK(}).
Proof. Note that (2) follows from (1) directly. It suffices to prove (1). By Definition 6, for any
(sk,sk') € SK?,
(sk,sk’) € EquivSK(X U Y)

<= Ve € X UY,Decap,y(sk, c) = Decap,y(sk’, c)

<= Ve € X, Decap,y(sk,c) = Decap,y(sk’,c) A Ve € Y, Decap,y(sk,c) = Decapyy(sk’, c)

< (sk,sk’) € EquivSK(X) A (sk,sk’) € EquivSK())

< (sk,sk') € EquivSK(X) N EquivSK(). O
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We also define independence of a set X C CT as follows. If ¢ € X but EquivSK(X' \ {c}) =
EquivSK(X'), then the element ¢, compared to X'\ {c}, does not contribute to EquivSK(X). In this
case we call ¢ a dependent element in X. Otherwise, if EquivSK(&X \ {c}) 2 EquivSK(X), we call
c an independent element in X. For set X, we call X an independent set, if every ¢ € X is an
independent element in X. Below we present the formal definition.

Definition 7 (Independent Set for Decap-Equivalence). Let X C CT be a set of cipher-
texts. X is called an independent set, if for all c € X, it holds that

EquivSK(X \ {¢}) 2 EquivSK(X).

In particular, we define the empty set § as an independent set.

4.2 Rank of KEMs

For set X, there may exist many independent subsets X’ such that X’ C X and EquivSK(X') =
EquivSK(X'). We define the rank of X as the cardinality of the largest subset.

Definition 8 (Rank of Set & Rank of KEM for Decap-Equivalence). Let X CCT be a
set of ciphertexts. The rank of X is defined as

Rank(X) := max{#X’| X’ C X A EquivSK(X’) = EquivSK(X) A X’ is independent }.

In particular, the rank of KEM scheme KEM is defined as Rankkem := Rank(CT), where CT
is the ciphertext space of KEM.

Obviously, we have Rank(X) < #X and Rankkem = Rank(CT) < #CT.

Here, we demonstrate that Rank is well-defined. Namely, there always exists an independent
subset X’ C X such that EquivSK(X”) = EquivSK(X). We find such an X’ by iteration. In the
first step, we set X’ := X. Clearly, EquivSK(X') = EquivSK(X). If X’ is independent, then we are
done. Otherwise X’ is not independent, then 3¢ € X’ such that EquivSK(X’\ {c¢}) = EquivSK(X").
So, we remove ¢ from X', i.e., X' < X'\ {c}. Then EquivSK(X’) = EquivSK(X) still holds, while
#X' is reduced by 1. If X’ is independent, then we are done. Otherwise, we repeat the above
procedures until #X’ = 0. Since X is a finite set, we can always stop with an independent X’
after finite steps, possibly with X’ = () (which is also independent by definition). Therefore, we
can always find an X’ such that EquivSK(X’) = EquivSK(X) and X’ is independent.

We show useful properties of Rank in the following lemma.
Lemma 2 (Properties of Rank). For all X, CCT,

(1) X C Y = Rank(X) < Rank(}).
(2) X CY and Y is an independent set = X is an independent set.
(3) If X is an independent set, then Rank(X) = #X.

Proof. To show (1), it suffices to prove Rank(X) < Rank(X U {c}) for a single element ¢ € Y \ X,
then (1) follows by induction. Suppose X” is the largest independent subset such that X’ C X and
EquivSK(X”) = EquivSK(X). By definition, Rank(X) = #X’. We consider two cases.

— In the case EquivSK(X) = EquivSK(X U {c}), X’ is also an independent subset such that
X' C X U{c} and EquivSK(X’) = EquivSK(X U {c}), so Rank(X U {c}) > #X".

— In the case EquivSK(X') 2 EquivSK(X U {c}), &’ U {c} is an independent subset such that
X' U{c} € X U{c} and EquivSK(X” U {c}) = EquivSK(X”) N EquivSK(c) = EquivSK(X) N
EquivSK(c) = EquivSK(X U {c}), so Rank(X U {c}) > #(X' U {c}) = #X' + 1.

In either case, we have Rank(X) = #X’ < Rank(X U {c}). This proves (1).

Next, we prove (2). Since Y is an independent set, by definition, for every ¢ € Y, EquivSK(Y'\
{c}) 2 EquivSK(})). Observe that EquivSK(Y) = EquivSK(Y \ {c}) N EquivSK(c), so it implies
that EquivSK(Y \ {¢}) € EquivSK(c). Then for every ¢ € X, since X C Y, by Lemma 1, it holds
EquivSK(Y \ {c}) € EquivSK(X \ {c}). Combining EquivSK(Y \ {c}) C EquivSK(X \ {c}) with
EquivSK(Y \ {c}) Z EquivSK(c), we get that EquivSK(X \ {c}) € EquivSK(c), and consequently,

12



EquivSK(X \ {c}) 2 EquivSK(X) = EquivSK(X \ {c}) N EquivSK(c). Therefore, X is also an inde-
pendent set.

For (3), when X is an independent set, X itself is the largest independent subset of X’ such
that EquivSK(X) = EquivSK(X), so Rank(X) = #X. O

Lastly, we stress that we do not require any algebraic structure from the secret key space S
or the ciphertext space CT. The notions (like independent set, set rank and rank of KEMs) are
purely defined based on the equivalence relation “EquivSK” on secret keys.

4.3 Core Lemma

In this subsection, we develop a core lemma, which is crucial in the establishment of the impossi-
bility result later in Sect. 5.

For the ease of notation, by EquivSK(cy, ..., ¢g) we denote EquivSK({c1, ..., cg}), and by EquivSK
(c1,...,¢q \ ¢;) we denote EquivSK({c1, ...,cq} \ {c}).

Lemma 3 (Core Lemma). Let KEM be a KEM scheme with ciphertext space CT. For any
ciphertexts ci,...,cq € CT with Q € N,

#{ i €[Q] | EquivSK(c1, ...,cq \ ¢;) € EquivSK(c;) } < Rankkgwm- (7)

Proof. Denote by BadIndex the set in the left-hand side of (7) and denote by d the rank of KEM
(i.e., RankKEM = d)

If @ < d, the lemma trivially holds. Now, we consider the case @@ > d + 1. Suppose towards a
contradiction that #Badlndex > d 4 1, which means that Badlndex contains at least d + 1 distinct
indices, say i1, ..., %q+1-

We claim that {c;,...,ci,,, } is an independent set. To prove this claim, it suffices to show
EquivSK(ci,, ...y Ciypy \ €i) 2 EquivSK(cy,, ..., iy, ) for any 4 € {i1,...,iq41}. Since {iy,...,5a41} C
BadIndex, we have

EquivSK(cy, ...,cq \ ¢) € EquivSK(c;) (8)

for each i € {i1,...,iq41}. We also have EquivSK(cy,...,cq \ ¢;) € EquivSK(c;,, ..., ¢,y \ ¢i) by
Lemma 1, then by combining it with (8), we get that

EquivSK(ci, , .s iy \ i) € EquivSK(c;). (9)
(9) in turn implies that

EquivSK(ci,, ...y Ciyyy \ i) 2 EquivSK(c;,, ..., ciyy, \ i) N EquivSK(c;)
= EquivSK(c;, , ..o, Cigyy)-

This shows the independence of set {c;,,...,¢i ., }-

Since {c;,,...,Ci,,,} is an independent subset of C7, by Lemma 2, we have Rankkgm =
Rank(CT) > Rank({c;,,...,¢i,,,}) = d+ 1, which contradicts with Rankkem = d. So it must
hold that #BadIndex < d and Lemma 3 follows. O

5 Impossibility of Tight Enhanced Security for KEMs

In this section, we present an impossibility result on the tight enhanced security for a class of
KEMs whose ranks are polynomially bounded. In Subsect. 5.1, we give the main theorem of our
impossibility result. Then in Subsect. 5.2, we compute ranks for some well-known KEM schemes,
and apply our impossibility result to these KEMs. The applications indicate that for these KEMs
there exists no (almost) tight (i.e., linear-preserving) black-box reduction from their enhanced
security to any non-interactive complexity assumption.
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5.1 Impossibility of Tight Enhanced Security for KEMs

As in [2, 19], we will only consider simple reductions, since most reductions in cryptography are
simple ones. We recall the definition of simple reduction.

Definition 9 (Simple Reduction [2, 19, 32]). We call an algorithm R a (tr,er,€a,n, Qc)-
reduction from breaking an NICA N = (T,U,V) to breaking the MUSC-ECPA security of KEM,
if R turns an adversary A that (t 4, €4, n, Qe)-breaks the MUSC-ECPA security of KEM (cf. Def-
inition 5) into an algorithm B that (tr,er)-breaks N (cf. Definition 3).

We call R simple, if R has only black-box access to A and executes A only once (and in
particular without rewinding).

The security loss of R is defined by {r = % . thA. If {r is a small constant, R is called a
R

fully tight reduction; if {r is an a priori fized polynomial in the security parameter \, R is called
an almost tight reduction or a linear preserving reduction.

In the following theorem, we show the impossibility of tight MUSC-ECPA security which is
defined in the multi-user and single-challenge setting.

Theorem 1 (Impossibility of Tight MUSC-ECPA Security). Let N = (T,U, V) be a non-
interactive complexity assumption, and let KEM be an MUSC-ECPA secure KEM scheme with
rank Rankgem = d. Then any simple (tr, er, €a, n, Qe )-reduction R from breaking N to breaking
the MUSC-ECPA security of KEM has to lose a factor that is at least linear in the number n of
users, assuming N is hard and Q. > 3dn(n +1).

Proof of Theorem 1. We prove the impossibility result by meta-reduction. Following the meta-
reduction routine [21, 29, 2], we first describe a hypothetical and inefficient adversary A*, then we
show how to construct an algorithm B simulating A* efficiently while running the reduction R.

THE HYPOTHETICAL ADVERSARY A* . Let @ := Q./n. The hypothetical adversary A* attacks
the MUSC-ECPA security of KEM (cf. Definition 5) as follows.

— Setup. A* receives (pp, PKList) with PKList = {pk;}ic[n)-
A* will execute the following procedures, and in particular make the queries therein, in
order.
— Preparation. For each user i € [n],
(1) A* makes Opne(?) query @ times: in the j-th query (j € [Q]), it receives ¢; ; from Opye(i);
(2) A* picks an index j; <—s [@] uniformly at random, and for each j € [@ \ j;], it queries
ORav (4, ¢i ;) and receives Kj ;.
— Corruption. A* picks a user index i* < [n] uniformly at random, and for each i € [n \ i*],
it queries Ocorr (i) and receives sk;.
— Check. For each i € [n\ i*], A* checks whether Decap,y(sk;,c; ;) = K, ; holds for all
Jj €@\ ji]- It aborts immediately if one of these checks fails.
— Test. A* queries Orgsr(i*, ¢+ ;.. ) and receives a challenge K*.

— Output.
(1) (Inefficient step) A* picks a secret key sk* uniformly at random from the set {sk | Vj € [@\
Ji], Decapyqy(sk, ¢;= ;) = K= j}, which is an equivalence class of EquivSK(¢;« 1, , ¢+ o \
Cix i )

(2) Using the above sk*, A* computes K := Decap,y(sk*, ¢+ ;,.). If K = K*, it outputs
B’ = 1; otherwise it outputs 8’ = 0.

Note that A* makes nQ(= Q) Ogrnc queries in total and makes at most one Orggr query.

ANALYSIS OF A*’S ADVANTAGE. Let sk;+ denote the secret key of user ¢* chosen by the experiment.
By the perfect correctness of KEM, it holds that Decapyy(ski«,c;- ;) = Decap(sks=, ¢+ j) = K« j
for each j € [@ \ ji+]. Consequently,

Decapyy(ski-, ¢i» ;) = Ki-; = Decapqy(sk™, ci- ;)
for each j € [@Q )\ ji+], where sk* is the secret key chosen by A*. It implies that

(ski*,sk*) € EqUiVSK(Ci*J, G Q \ Ci* i )
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Let bad denote the event that EquivSK(c 1, -+ ,¢i» @ \ €ix j,. ) € EquivSK(¢;- j,. ). By Lemma 3
(Core Lemma) and the uniformity of j;« over [Q], we have Pr[bad] < d/Q = nd/Q.. Let 8 denote
the single challenge bit in the experiment.

e In the case § = 0, the K* output by Oggr is the real key encapsulated in c¢; j,.. By the
perfect correctness of KEM, it holds that Decap,y(sk«, ¢+ j,. ) = Decap(sk;=, ¢;» j,.) = K*. If
bad does not occur,

(sk;», sk™) € EquivSK(c;= 1, -+ , ¢i=.@ \ €= 5, ) € EquivSK(c;» j,.),

thus K = Decap,y(sk*, c;+ j,.) = Decapyy(ski-,ci- j..) = K*. It implies Pr[p’ =1 | g =
0 A —bad] =1, and consequently,

Pr[' =1 |8 =0] > Pr[-bad] - Pr[8'=1| 3=0 A —bad]
= Pr[—bad] -1 =1—Prlbad] > 1 — nd/Q..

e In the case § = 1, the K* output by Orggr is a random key uniformly chosen from K, so
K = K* holds with probability exactly 1/#/. It implies Pr[8’ =1 | 8 = 1] = 1/#K.

Overall, the advantage of A* in the MUSC-ECPA security experiment is

ea =2 [PrF =]~ §| =Py =1 | p=0] - Pe[y' =1| 5 =1] 0

> 1 —TLd/Qe - 1/#’C
THE META-REDUCTION B. Next, we construct an efficient algorithm B, which runs reduction
R as a subroutine and attempts to break the NICA N. B will play the role of the hypothetical
adversary A* to interact with R. For the sake of efficiently emulating A*, B will rewind R to
learn more information from the its responses. More precisely, given an instance x of N, where
(z,w) < T, B works as follows.

— Setup. B runs R(z) to obtain (pp, PKList) where PKList = {pk; }ic[n]- B initializes two arrays
of n entries, SK[-] and SK*[-], by 0.
B plays the role of adversary, executes the following procedures and makes the queries to
R in order.
— Preparation. For each user i € [n],
(1) B makes Opyc(i) query @ times: in the j-th Opye(i) query (j € [Q]), it receives ¢; ; from
(2) B picks an index j; s [Q] uniformly at random, and for each j € [@ \ j;], it queries
Orgv (7, ¢; ;) and receives K; ; from R.
Let the state after this preparation step be stpyrep.
B picks a user index i* <—s [n] uniformly at random.
— Rewinding. Next, B will rewind R n times, all starting from state stprep. In the ¢-th rewind
(v € [n]), B proceeds as follows:
(1) B rewinds R to the state stprep. For each i € [n\ ¢], B queries Ocorg (i) and receives sklw
from R.
(2) For each i € [n\ ¢], B checks whether or not Decapkd(skgb),ci,j) = K, ; holds for all

J €@\ ji], and if so, it sets SKi] := ska). If « = ¢*, B additionally sets SK*[i] := skl(l)

(3) Let the state at the moment be stfgﬁind. If « < n, B goes to the next rewind (i.e., t < ¢+1).

— Check. For each i € [n\ i*], B checks whether or not SK*[i] # 0 (i.e., Decapkd(skgm7 cij) =
K; ; holds for all j € [@ )\ j;]). It aborts immediately if one of these check fails, and sets a flag
checkfail; := true. i

— Test. B rewinds R back to the state Stfrévx}ind'
challenge K* from R.

— Output.

(1) B checks whether or not SK[i*] # 0 (i.e., SK[i*] = skgi*) for some * # i*, s.t. Decapkd(sk‘gi*)7
i j) = K j for all j € [@\ ji+]). It aborts if the check fails, and sets a flag checkfaily :=
true.

(2) Using SK[i*], B computes K := Decap,y(SK[i*], ¢;» ;.. ). If K = K*, it outputs ' =1 to
R; otherwise it outputs 8’ =0 to R.

B queries Orpsr(i*, ¢+ j,. ) and receives a
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Finally, B receives a solution s from R, and outputs s to its own challenger.

B’S RUNNING TIME. B essentially runs R one complete run plus (n—1) incomplete runs. Moreover
it executes Decapyy at most n(n — 1)(Q — 1) 4+ 1 times. Thus the total running time of B is

tp<n-tg + TL2Q : tDecap =n-tr +nQ. - tDecap7

where {pecap denotes the running time of the Decap algorithm of KEM.

ANALYSIS OF B’S ADVANTAGE. Denote by bad the event that EquivSK(ci« 1, , ¢+ .0 \ i+ jin )
EquivSK(c;- ;.. ). We first show that in the case of checkfail; VV (—checkfail, A —bad), B simulates
the hypothetical adversary A* perfectly.

-

o If checkfail; occurs, B aborts, and .A* would also abort in the check step since Decap,g4 (skl(l ), Cij)
# K; ; for some ¢ € [n\ i*] and some j € [Q \ 7,]. .

o If =checkfail; A—checkfailo A—=bad, B obtains a secret key SK[i*] such that Decap,y(SK[i*], ¢;= ;)
= K- ; for each j € [Q \ j;+]. Since A*’s sk* also satisfies Decapyy(sk*, ¢;- ;) = K;« ; for each
J € 1@\ ji+], it implies that

(SK[Z*], Sk*) S EquiVSK(Ci*,l, G Q \ Ci* jix )
Since bad does not occur,
(SK[i*], sk™) € EquivSK(cix 1, -+, ¢i=.0 \ Cix j,. ) € EquivSK(cs= j,. ).

Consequently, the K = Decap,y(SK[i*],¢;- j,.) computed by B is identical to the K =
Decap,y(sk*, ¢;« j,. ) computed by A*, so the simulation is perfect.

Therefore, B simulates A* perfectly for R when checkfail; V (—checkfaily A —bad), and by the
difference lemma, we have

< Pr[—checkfail; A (checkfaily V bad)]
< Pr[—checkfail; A checkfailz] + Pr[bad].

|6[5 — ERA*

By Lemma 3 (Core Lemma) and the uniformity of j;» over [Q], we have Pr[bad] < d/Q =
dn/Q.. Next we bound the probability Pr[—checkfail; A checkfaily]. Note that checkfaily can only
occur if the event E : 3i € [n], SK[i] = () occurs. As ¢* is chosen uniformly at random from [n]
and the view of R before the Test query is independent of i*, we have ¢ € [n\ ¢*] with probability
1—1/n. In this case checkfail; occurs and thus Pr[checkfail;| E] > 1—1/n. Now since checkfaily = FE
it holds that Pr[—checkfail; A checkfaily] < Pr[—checkfail; A E] = Pr[—checkfail;| E] - Pr[E] <
Pr[—checkfail; | E] = 1 —Pr[checkfail;| E] < 1/n. Overall, it holds that |eg —ega+| < 1/n+dn/Q.,
thus,

erar <eg+1/n+dn/Q.. (11)

BOUNDING THE SECURITY LOSS. Assuming that no adversary B is able to (t{y,€n)-break the
NICA N with ty =15 < n-tg 4+ nQe¢ - tpecap, we must have e < ex. By combining (10) and (11),
the security loss of reduction R is

€A tpar 1—dn/Q. —1/#K < 1—dn/Q.—1/#K
€par  tax — e+ 1/n+dn/Q. T en+1/n+dn/Q.
>n-(1—ney —dn(n+1)/Q. — 1/#K),

where the last inequality holds by inspection, namely, n-(1—ney—dn(n+1)/Q.—1/#K)-(en+1/n+
dn/Qe) = 1—dn/Q.—1/#K—(ney +n%d/Q.) (ney +dn(n+1)/Q.+1/#K) < 1—dn/Q.—1/#K.
Thus, any reduction R from breaking N to breaking the MUSC-ECPA security of KEM loses at
least a factor of

lr >

t=n-(1—ney —dn(n+1)/Q. — 1/#K),
where n denotes the number of users, ey represents the hardness of NICA N, d is the rank of
KEM, Q. is the number of Ogy¢ queries allowed in the MUSC-ECPA experiment, and #K denotes
the size of the encapsulated key space K.
Assuming that N is hard and Q. > 3dn(n + 1), we compute the security loss factor ¢ in two
cases as examples. In the first case, we only make very weak assumptions, and in the second case,
we make mild but still far more realistic assumptions.
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e Weak case (in the concrete setting). In the case that ey < 1/(12n), Q. > 3dn(n + 1)
and #K > 2, we have £ > n/12.

e Mild case (in the asymptotic setting). In the case that ex < 1/(Mn), Qe > Adn(n+ 1)
and #K > A, where ) is the security parameter, we have £ = n(1 — 3/)\) = n(1 — o(1)) = n.

In either case, the security loss £ is at least linear in n. This completes the proof of Theorem 1. B

Observe that MUSC-ECPA is tightly implied by all of the MUSC-ECCA (multi-user and single-
challenge ECCA), MUMC-ECPA (multi-user and multi-challenge ECPA) and MUMC-ECCA
(multi-user and multi-challenge ECCA) securities. Hence the impossibility of tight MUSC-ECPA
security shown in Theorem 1 directly yields the impossibility of tight MUSC-ECCA, tight MUMC-
ECPA and tight MUMC-ECCA, as well. We conclude these in the following corollary.

Corollary 1 (Impossibility of Tight MUSC-ECCA, MUMC-ECPA & MUMC-ECCA).
Let N = (T,U,V) be a non-interactive complexity assumption, and let KEM be an MUSC-ECCA
(resp., MUMC-ECPA, MUMC-ECCA) secure KEM with rank Rankkem = d. Then any simple
(tr,€Rr, €4, M, Qe)-reduction R from breaking N to breaking the MUSC-ECCA (resp., MUMC-ECPA,
MUMC-ECCA) security of KEM has to lose a factor that is at least linear in the number n of
users, assuming N is hard and Q. > 3dn(n + 1).

Remark 1. Following [2], our impossibility results can be naturally generalized to reductions that
may execute the adversary algorithm several times sequentially.

5.2 Applications of Our Impossibility Result to Well-Known KEMs

In the last two decades, many PKE schemes [12, 34, 8, 9, 10, 27, 14, 15, 18] (to name a few)
were proposed, explicitly or implicitly, in the KEM + DEM paradigm [10] and their securities
are proved in the standard model. All the KEMs inherent in these PKEs have their own charm.
For example, the ElGamal-KEM [12], CS-KEM 8, 9, 10] and KD-KEM [27] are among the most
efficient KEMs. The GHKW-KEM [14] and HLLG-KEM [18] are core building blocks in achieving
(almost) tightly IND-mCCA security for PKE. The NY-KEM [34] is a generic approach to CCA-
secure PKE/KEM from CPA-secure PKE, which in turn can be built upon CPA-secure KEM.
Note that these KEMs (except the ElGamal-KEM) have neither secret key uniqueness nor re-
randomizibility, so the impossibility results in existing works [2] do not apply to them.

Next, we will compute the ranks for these KEMs and apply our impossibility result on them.
The computation results show that the ranks of these KEM are either small constants or upper
bounded by small polynomials in A.

— The CPA-secure ElGamal-KEM [12] has rank 1 (cf. Appendix A).

— The CCA-secure CS-KEM in [8] has rank 1 (cf. Appendix A) and another version in [9, 10]
has rank 2 (see next).

— The CCCA (constrained CCA) secure KD-KEM [27] has rank at most 4 (cf. Appendix A).

— The PCA (plaintext check attacks) secure GHKW-KEM used in the tightly IND-mCCA secure
GHKW-PKE [14] has rank at most 6kA, with k& the parameter of the MDDH assumptions
[13] (e.g., MDDH corresponds to the DDH assumption when k& = 1 and includes k-Linear
assumptions for a general k > 2) (cf. Appendix A).

— The tightly mCCA-secure HLLG-KEM [18] has rank at most 2k, with &k the parameter of the
MDDH assumptions (cf. Appendix A).

— The CCA-secure NY-KEM [34] has polynomially-bounded rank, as long as the underlying
CPA-secure KEM does (cf. Appendix A). Thus many concrete instantiations of NY-KEM
have polynomially-bounded rank, e.g., the NY-KEMs whose underlying CPA-secure KEMs
are instantiated with the KEMs shown above (such as ElGamal).

Our impossibility result works well on these KEMs. Their polynomially-bounded ranks indicate
that the MUSC-ECPA (or even MUSC-ECCA, MUMC-ECPA, MUMC-ECCA) security of these
KEM schemes suffer from a security loss factor {2(n) with n the number of users, when reducing
to non-interactive complexity assumptions.

Here we only show how to compute rank for the CS-KEM [9, 10], and put the rank computations
of other KEMs in Appendix A.
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Rank Computation for Cramer-Shoup’s CCA-secure KEM [9, 10]. Let us first recall
the construction of the CS-KEM in [9, 10].

Let (G,p, g1, 92) be a group of prime order p and with random generators g1, ¢g>. Let H be a
hash function from G? to Z,.

X1 T2

— The public key is pk := (g1, 92,¢,d, h) where ¢ := ¢g{'g5%, d := g¥'¢%* and h := ¢{'g3* for
uniformly chosen z1, 2, y1, Y2, 21, 22 <=s Z,,, and the secret key is sk := (z1, 2, y1, Y2, 21, 22).

— Encap(pk) samples r <—s Z, uniformly, computes u; = g7, u2 = g5, a := H(u1,ug), v :=
c"d™, K :=h", and outputs ¢ := (uq, ug, v) and K.
— Decap(sk, ¢ = (u1,uy,v)) outputs K := ui'u? if u{* 9% . 4321¥2% = 4 holds, where o :=

H(uq,us), and outputs L otherwise.

The secret key space is SK = ZG the ciphertext space is CT = G3, and the key-derivation
part Decapyy(sk, ¢) outputs K := uflu?.

We show that the CS-KEM in [9, 10] has rank 2. For a ciphertext ¢ = (uj,us,v) € CT,
we can always write w; = g¢7' and ug = g;? with r1,ro € Z,. We compute EquivSK(c): for
any sk = (331,$2,y1,y2,251,22) sk’ = (xllvxéay/layévzivzé) € SICv (SkaSk/) € EqUiVSK(C) —
Decap,q4(sk,c) = Decapyy(sk’,c) <= uj'ui® = uj'uy® <= r1-21+7ra-20 =712, + 7925 So,
EquivSK(c) = {(sk = (-+- ,21,22),8k = (-+- ,21,25)) | r1 21 +ro-20 =11 2] + 72 25},

Consequently, we have the following facts.

(1) EquivSK(CT) = N.ccr EquivSK(c) = {(sk = (--- , 21, 22), k" = (--- , 21, 23)) | /\y-lhezp 1
z14rerzm=r1-21+ro-2h ={(sk=(,21,22),8k = (- ,21,2%)) | 21 = 2] Nz = 2}}.
SR S ORI @ _ 17 @ _
(2) For any two ciphertexts ¢V = (uj”’ = g' ,uy’ = g;* ,0W),e® = (v = g" |uy
@
a’ ,v(Q)), if (r§1), (1)) € ZQ is linearly independent of (r§ ),752)), e.g., (7“51), rél)) = ( ,0) and

1.1
(7“52),7"52)) = (0,1), the matrix (T%Q) 7’%2)> is invertible, thus
LT

EquivSK (™M, ¢®) = EquivsSK () N EquivSK(¢?)

M +7(> 2271“51) zl—i-rél) 25 }
/
2

={(sk=(-,21,22),8k =(---,2}, 2} "1
{( ( 1,22) ( 1 2))’ A 7"%2) z1+r(> 22_7‘(2) 2 +7'(2)

, o RUNCANN ROINCAN
=qk=(",21,2),8k = (---,2,2)) (2) (2) ( 2) (2) (2) ( ;)
={(sk= (- ,21,22), 8k = (-++,21,25)) | 21 = 2] A 2o = 25} = EquivSK(CT).
Clearly, we have both EquivSK(c(?), ¢(?)) € EquivSK(c™") and EquivSK(c(!), ¢(?)) C EquivSK(c(?
thus {¢), ¢?} is an independent set.

e
(3) Fo(r)any three ciphertexts c(li ): (uy M = 91 (1) =g v(l)),c(2) = (u§2) = 91 qu) =
3
g2 ,v®), ¥ = (u(?’) a1t u(23) 9’ U(B)), since the linear space Z2 has dimension

2, the three vectors (r %1) él)), (ry (2) (2)), ( f”,rég)) in Z2 must be linearly dependent. Say
(7"53),7“53)) = (a- 7{1 +5b- 7"52) a- 7‘21) +b- r2 ) for some coefficients a,b € Z,. Then we have
EquivSK(c™), ¢)) C EquivSK(c(®)), as shown below.

For any (sk = (--- ,21,22), sk = (- , 2}, 25)) € EquivSK (¢, ¢()), it holds 7‘5 -2 —|—7‘(1)

(1) (1) (2) (2 ) (2) (2)

zo=1y -zl +ry czhand r” -z 4y cza =1 21+ 15 - 2h, thus

T§3) zlJrr() 22:(a~r +b~r§ )~zl+(a'rgl)+b~rg2))~22

:a~(r§)oz Jrr(l)-z) ((2) z+r(2)~22)
=a-(r (1) 4 Jrr(l) 25)+0b- ( 2 +r(2) 25)
= (a- r§)+b-r§))~zl+( 7’( )er ()) 22_7’%3) zi+r§3)~z§,
so (sk, sk’) € EquivSK(c®).

The fact that EquivSK(c(!), ¢®)) C EquivSK(c®)) implies EquivSK(c(M), ¢(?), ¢(3)) = EquivSK (e,

) N EquivSK(c®)) = EquivSK(cW), ¢?). Therefore, {cV), c(? ¢} is not independent for
any three ciphertexts ¢V, ¢(?) G

Overall, the largest independent subset X C CT such that EquivSK(X) = EquivSK(CT) has two
ciphertexts. So, the CS-KEM in [9, 10] has rank 2.
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6 Enhancedly Secure KEM with Optimal Tightness

In this section, we present KEMs with enhanced security, where the security reduction has a loss
factor ©(n) with n the number of users. Combining with the impossibility result shown in Sect.
5, the enhanced security of these KEMs are optimal regarding tightness.

More precisely, we will prove that, any IND-mCPA/mCCA secure KEM is itself MUMC-
ECPA/ECCA secure, with security reduction losing a factor of O(n). Therefore, to obtain MUMC-
ECPA/ECCA secure KEMs with optimal security reduction (i.e., security loss = ©(n)), it suffices
to construct tightly IND-mCPA/mCCA secure KEMs (i.e., the security loss = ©(1)). Luckily,
there were already a handful of such KEMs.

— The ElGamal public-key encryption (PKE) [12] is tightly IND-mCPA secure based on the
DDH assumption with security loss ©(1) [33].

— In 2012, Hofheinz and Jager [20] presented the first tightly IND-mCCA secure PKE based on
(matrix) DDH assumptions [13], with security loss ©(1).

— Recent works [14, 15, 18] proposed efficient IND-mCCA secure PKE schemes based on (matrix)
DDH assumptions [13], with security loss O(X).

Note that PKE can be used as KEM naturally by encrypting a random key K. These yield (al-
most) tightly IND-mCPA/mCCA secure KEMs with security loss ©(1) (resp., O()\)). Combining
with our new result, the KEMs derived from [12, 20, 14, 15, 18] achieve MUMC-ECPA/ECCA
security based on the standard (matrix) DDH assumptions with security loss ©(n) [12, 20] (resp.,
O(An) [14, 15, 18]), thus the tightness of their MUMC-ECPA/ECCA security is optimal (resp.,
almost optimal).

The Non-Triviality of Our Reduction. We stress that our reduction from MUMC-ECPA /ECCA
security to IND-mCPA /mCCA security is non-trivial. A straightforward reduction works as fol-
lows. An IND-mCPA/mCCA adversary B simulates the MUMC-ECPA /ECCA experiment for A
by guessing the set of corrupted users, generating the public keys and secret keys of the corrupted
users itself, and embedding the public keys in the IND-mCPA/mCCA experiment into (one of)
the uncorrupted users.

Note that guessing the set of corrupted users will incur two problems in the security reduction.

— Firstly, it will incur an exponential loss factor, since there are 2™ possibilities of corrupted
users in total, which is exponentially large when n > A.

— Moreover, it is hard for B to answer key reveal queries w.r.t. uncorrupted users for A, since
the IND-mCPA /mCCA experiment does not provide a key reveal oracle Oggy.

We addressed the above two problems and provide a new reduction which loses only a linear
factor O(n). Our reduction goes with n hybrids. In the n-th hybrid (n € [n]), we change the
encapsulated keys in Orpgr w.r.t. user 1 from real keys Ky to random keys K.

— One user at a time. To avoid an exponential loss factor, our reduction focuses on only
a single user at a time. In the n-th hybrid, our reduction embeds the public key in the
IND-mCPA /mCCA experiment into the public key of user 7. There are two cases. If A never
corrupts user 7, B can simulate the MUMC-ECPA /ECCA experiment perfectly for A. So the
change of Orggr for user 7 is unnoticeable to A by the IND-mCPA/mCCA security. If A asks
to corrupt user 7, B aborts immediately. Note that in the latter case, A is not allowed to query
Orgsr for user n when user 7 is (going to be) corrupted. So the change of Opggr for user 7 is
conceptual.

— Key reveal with random keys. To handle key reveal queries for user 7, we borrow the
ideas from [30]. If A never corrupts user 7, B can output a random key for key reveal queries
since A never sees the secret key of user n. If A asks to corrupt user 7, B can also output
a random key for key reveal queries before the corruption and aborts immediately when the
corruption happens.

With only n hybrids, we change all encapsulated keys in Orggr to random. This shows the indistin-
guishability of § =0 and 8 = 1 in the MUMC-ECPA/ECCA experiment. Overall, our reduction
only loses a linear factor O(n) from MUMC- ECPA/ECCA to the IND-mCPA/mCCA security.
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Theorem 2 (IND-mCPA/mCCA “Y) MUMC-ECPA /ECCA for KEM). Let KEM be

an IND-mCPA (resp., IND-mCCA) secure KEM scheme. Then KEM is MUMC-ECPA (resp.,
MUMC-ECCA) secure.

Concretely, for any adversary A that (t 4, €4,m, Qe, Qt)-breaks the MUMC-ECPA (resp., MUMC-
ECCA) security of KEM and makes at most Qotal times of queries in total, there exists an algo-
rithm B that (tg, €g)-breaks the IND-mCPA (resp., IND-mCCA) security of KEM, with

tg <ta+ (n+ Qotal) " tkem  and  eg > €4/(2n),
where tkem 18 a parameter depending only on the algorithms of KEM and is independent of t 4.

Proof of Theorem 2. We prove the theorem only for the CCA case, and the CPA case follows
similarly by simply ignoring the decapsulation queries. We will define a sequence of games Gy-G,,,
and show adjacent games indistinguishable.

mumc-ecca

Game Gy, 1 € [0,n]: This game is identical to Expggm .o o, (A) (cf. Fig. 2), except that, when
answering Orggr (4, ¢), the challenger outputs the real key Ky for users ¢ > 7 and outputs a random
key K for users i < 7. Clearly, Go = Expgemn 0.0, (A) where = 0 and G,, = EXpemon 0.0, (A)
where 5 = 1.

By definition, Advigem s, 0.0, (A) = \Pr[Exp?ER},cfcéa 0,(A) =1 -1/2| = |Pr[p' =1| 3=
0] —Pr[g' =1| B =1]| = |Pr[Gy = 1] — Pr[G,, = 1]| < Zne[n] | Pr[G,—1 = 1] — Pr[G,, = 1]|. We
prove the following lemma.
Lemma 4 (G,_1 — G,). For anyn € [n], there exist algorithms B, Bs against the IND-mCCA
security, s.t. tp, ~ tg, < ta+(n+Qiotal)tkem, and | Pr[G,_1 = 1]—Pr[G, = 1]| < Advigem=(By)+
AdVRET P (Bs).

Proof of Lemma 4. Note that the only difference between G,_; and G, lies in the Orgsr (7, c)
oracle for user n: in G,_1, Oresr(n, ¢) outputs the real key Ko; in G, Orgsr (7, ¢) outputs a random
key Kl.

Let corr,, denote the event that A corrupts user 7, i.e., A ever queries Ocorr(n) When (n,-) ¢
TestList and obtains sk,. In the case that corr, occurs, 1 is appended to CorrlList, thus A is not
allowed to query Orgsr(7,¢), and G,—; and G, are identical. Consequently,

| Pr[G,_1 = 1] — Pr[G,, = 1]| = | Pr[G,,—1 = 1 A —corr,| — Pr[G,, = 1 A —corr,]|. (12)
To bound (12), we introduce an intermediate game G between G,_; and G, and analyze

| Pr[G,—1 = 1 A —corr,] — Pr[G77 = 1 A —corr,]| and | Pr[G n=1A ﬁcorrn} Pr[G,, = 1 A —corr,]|
separately.

Game 6,7, n € [0,n]: This game is identical to G,;, except that, when answering Orgy (7, ¢) for the
user 7, if (n,¢, K) € EncList and (7, c) ¢ TestList, the challenger outputs a random key R s K
(instead of the real key K in (n,c, K) € EnclList).

We have the following two claims, with proofs appeared in Appendix B.

Claim 1. |Pr[G,_1 = 1 A —corr,] — Pr[@,7 = 1 A —corr,)]| < Advigea < (By).
Claim 2. | Pr[G, = 1 A —corr,] — Pr[G, = 1 A =corr,]| < Advitginee(B,).
Taking (12), Claim 1 and Claim 2 together, we have
| Pr(Gy—1 = 1] — Pr[G, = 1]| < Advie “* (B1) + Advign “ (B2).
This yields Lemma 4. t

Finally, we get Advien 0.0, (A) = | Pr[Go = 1] — Pr[G,, = 1]|

< D IPr(Gy1 = 1] = Pr(G, = 1]| < n - AdVRET® (B1) + - AdVRET" (B2).
neln]
By unifying B; and Bs into a single algorithm B attacking the IND-mCCA security, where B

behaves according to By with probability 1/2 and according to By with probability 1/2, we have
AdVRESES? 0, (A) < 2n - AdVET?(B). |
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A Computing Ranks for Well-Known KEM Schemes: More Instances

We show the KEM schemes (implicitly) used in many well-known PKE schemes [12, 8, 27, 14, 18,
34] and elaborate how to compute their ranks.

Before presenting the computations, we show a simple but useful lemma which gives an upper
bound on the rank of KEM schemes.

Lemma 5 (Upper Bound on the Rank of KEM). Let KEM be a KEM scheme with cipher-
text space CT. Let d € N. Suppose that every set X containing exactly d + 1 ciphertexts is not
independent. Then we have Rankkgm < d.

Proof. According to the definition of Rankkgpm, there exists an independent ciphertext subset X’
such that #X = Rankkem and EquivSK(X') = EquivSK(CT). Suppose towards a contradiction
that Rankkem > d, then #X > d + 1. By Lemma 2, any (d + 1)-sized subset X’ of X is also
independent. This contradicts to the condition that every ciphertext set of size d + 1 is not
independent. Therefore, it must hold that Rankkem < d. O

Example 1 (ElGamal’s CPA-secure KEM). The ElGamal public-key encryption (PKE) [12]
is tightly IND-mCPA secure based on the DDH assumption with security loss O(1) [33].

We recall the KEM deriving from the ElGamal PKE [12] as follows. Let (G, p,g) be a (mul-
tiplicative) group of prime order p and with random generator g. The public key is pk := (g, h)
where h := ¢° for a uniformly chosen s <—s Z,, and the secret key is sk := s. The encapsulation al-
gorithm Encap(pk) samples r <—s Z, uniformly, and outputs (¢ := g", K := h"). The decapsulation
algorithm Decap(sk, c¢) outputs K := (c)**.

The secret key space is SK = Z,,, the ciphertext space is CT = G, and in decapsulation the
essential key deriving part Decap,q is Decap itself.

Next we show that the ElGamal-KEM has rank 1. For a ciphertext ¢ € CT = G, we com-
pute EquivSK(c): for any (sk,sk’) € (SK)?, (sk,sk’) € EquivSK(c) <= Decap,y(sk,c) =
Decapyy(sk’,¢) <= (c)** = (¢)**". There are two cases:

—Ifc=1¢€G, (sk,sk') € EquivSK(c) <= 1% = 15" «= 1 = 1, which always holds, so
EquivSK(c) = (Z,)?, the full relation on SK.

—If ¢ € G\ {1}, (sk,sk') € EquivSK(c) <= (¢)** = (¢)** = sk = sk’, so EquivSK(c) =
{(sk,sk) | sk € Z,}, the identity relation on SK.

Consequently, we have the following two facts.

(1) For any two ciphertexts ¢!, ¢(®?) € CT, it must hold that EquivSK(c")) C EquivSK(c®)
or EquivSK(c™) D EquivSK(c?)), thus EquivSK(cM), ¢?)) = EquivSK(c(M)) N EquivSK(c?)) is
EquivSK(c™M) or EquivSK(c(?), which implies that {cM, ¢®)} is not independent.

(2) EquivSK(CT) = N.cc7 EquivSK(c) = {(sk, sk) | sk € Zj}.

Therefore, the largest independent subset X C CT such that EquivSK(X) = EquivSK(CT) is
singleton set X = {c} with ¢ € G\ {1}. So, Rankkem = 1.

Example 2 (Cramer-Shoup’s CCA-secure KEM). Cramer and Shoup [8] proposed an ef-
ficient IND-CCA secure PKE (CS-PKE) based on the DDH assumption. We recall the KEM
deriving from the CS-PKE as follows. Let (G,p,g1,g2) be a group of prime order p and with
random generators gi, go. Let H be a hash function from G? to Z,,.

— The public key is pk := (g1, g2, ¢, d, h) where ¢ := g7 5%, d := g¥* g5* and h := g} for uniformly

chosen x1,z2,Y1, Y2, 2 s Zp, and the secret key is sk := (x1, T2, 91, Y2, 2)-

— Encap(pk) samples r s Z, uniformly, computes uy = g], ug = g5, o = H(uy,uz), v :=
c"d™, K := h", and outputs ¢ := (u1,uz2,v) and K.
— Decap(sk = (x1,22,y1,Y2,2),¢ = (u1,us,v)) outputs K := (u)* if uJ' T - ud?T¥2* = o

holds, where o := H(u1,u2), and outputs L otherwise.

The secret key space is SK = Zg, the ciphertext space is CT = G?, and the key-derivation part
Decap,4(sk, c) simply outputs K := (u1)?. We note that the Decap,4(sk,c) is identical to the
decapsulation algorithm of ElGamal-KEM. Thus, by a similar analysis, the CS-KEM has rank 1
as well.
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Example 3 (Kurosawa-Desmedt’s CCCA-secure KEM). Kurosawa and Desmedt [27] pro-
posed the most efficient IND-CCA secure PKE (KD-PKE) based on the DDH assumption by far.
At the heart of their PKE is a more efficient KEM scheme which was later shown to be IND-CCCA
(constrained CCA) secure, a security notion weaker than IND-CCA but stronger than IND-CPA,
in [22].

We recall the KD-KEM as follows. Let (G,p, g1,92) be a group of prime order p and with
random generators g1, go. Let H be a hash function from G? to Z,.

X1 T2

— The public key is pk := (g1, g2, ¢, d) where ¢ := ¢g{'g5? and d := ¢{"¢3* for uniformly chosen
x1,%2,Y1,Y2 <s Ly, and the secret key is sk := (x1, 2,1, Y2)-
— Encap(pk) samples 7 <—s Z,, uniformly, computes uq := g}, ug = g5, o := H(ug,uz), K :=
c"d"™, and outputs ¢ := (uj,us) and K.
m1+y1a.u§2+yza

— Decap(sk = (1,2, Y1, Yy2), ¢ = (u1, uz)) outputs K := u;j , where o := H (uq,uz).

The secret key space is SIKC = Zf,, the ciphertext space is CT = G2, and the key-derivation part
Decap,q is Decap itself.

Firstly, we compute EquivSK(c) for any ciphertext ¢ = (u1,us) € CT. We can always write
up = g1* and ug = ¢ with rq,r € Z,, the discrete logarithms of ui,us w.rt. g;. Let o :=
H(uy,uz). Then for any sk = (x1,z2,y1,y2), sk’ = (2}, 25, v}, v5) € SK,

(sk,sk’) € EquivSK(c) <= Decap,q4(sk, c) = Decap,q(sk’, c)

ity e shtyha
. :

T1ty1a
Ug

= u] u

T2t+yzo
2 =u

= r- (T ye) +ro - (T2 +yea) =711 (2] HYia) + 1o - (25 + yha)

= (r1,re,rio,m2Q) - ($1,$2,y17y2)T = (r1,r2, M1, 20) - (xﬁaxlzayivyé)T-

SO7 EqUIVSK(C) = {(Sk = (371, T2,Y1, y2)a Sk/ = (.’17/1, ZLJZJ yi7 y/2)) | (rli Tro,r1C, 7’2(1) . (mly T2,Y1, y2)T =
(T17 r2,Ma, T2a> : (mlla x/2a yi? yé)T}
Next, we show that any subset consisting any five ciphertexts {c(!), - ,0(5)} is not an inde-
. 4 RONS @ ‘ o . )
pendent set. Let c¢(¥) = (u(ll) =g ,uéz) =g,> ) and o = H(ugz),uéz)) for ¢ € [5]. Since the
linear space Z; has dimension 4, the five vectors {(7“9,7“5”,rgl)a(i),rg)a(i))}iem in Zf) must be
linearly dependent. Say (r§5),ré5),r§5)a(5),ré5)a(5)) = Z?=1 al) o (rij),rgj),rgj)a(j),rgj)a(j)) for

some coefficients a(?), .. a® € Z,, where “o” denotes scalar multiplication. Then we prove that
EquivSK(c™, - - -, ¢®) C EquivSK(c!®)) as follows: for any (sk = (1,2, y1,y2), sk’ = (x4, zb, 3/}, yb))
€ EquivSK(c, -+ @) = ﬂ?:l EquivSK(c9)), it holds (r%j),réj), rgj)a(j), réj)a(j))(xl, T2, Y1, Y2) |
= (r%j),réj),rgj)a(j),rgj)a(j)) (2, @by, yh) T for all j € [4], thus

(7”§5)> rég))a 7”55)0[(5), 7”55)0((5)) . (l‘la T2,Y1, y2)—r

a® o (rD 1P 1D oD D@ . (21, 29,51, 92)T

[
B

.
I
—

a® o (1D 1P 1D o@D b D@y . (2 2 ot )T

I
B

1

J
= (7, 1 Pa® D a®y (gt )T

so (sk, sk’) € EquivSK(c(®). The fact that EquivSK(c™M), - -, ¢®) C EquivSK(¢®)) implies EquivSK
(W, e®)) = EquivSK (e, -+ ¢®) N EquivSK(c®) = EquivSK(c(, ..., ¢®). Therefore,
{cM ... ¢®} is not independent for any five ciphertexts.

Finally, by Lemma 5, the KD-KEM has rank at most 4.

Example 4 (Gay-Hofheinz-Kiltz-Wee’s PCA-secure KEM). In 2016, Gay, Hofheinz, Kiltz
and Wee [14] proposed the first (almost) tightly IND-mCCA secure PKE (GHKW-PKE) based
on the matrix DDH (MDDH) assumptions [13] and without pairing. At the heart of their PKE is
a KEM scheme which is (almost) tightly PCA-secure (plaintext check attacks), a security strictly
weaker than IND-CCA but stronger than IND-CPA.

We recall the GHKW-KEM as follows. Let (G,p,g) be a group of prime order p and with
random generators g. We use the implicit representation of elements in G according to [13].
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For a € Z,, define [a] := g* € G. More generally, for a matrix A = (a;;) € Z;*™, define
[A] := (¢g*) € G"*™. Obviously, given [a],[b] € G and a scalar x € Z,, one can efficiently
compute [az] € G and [a 4 b] € G. Similarly, for A € Z7"*", B € Z7**, given A, B or [A],B or
A, [B], one can efficiently compute [AB] € G™*!. Let k € N denote the parameter of MDDH
assumption. E.g, k = 1 corresponds to the DDH assumption. Let H be a hash function from G*
to {0, 1}

— The public key is pk := ([M], ([MTkj,B])lsjgwe{m}) where M «s Z35*F and k; 5 s Z3*,
and the secret key is sk := (k; 5)1<j<x sef0,1}-

— Encap(pk) samples r <—s ZF uniformly, computes [y] := [Mr] € G, 7 := H([y]) € {0,1}*
with ¥ the first k entries of y, K := [rT M Z?:l k; ] with 7; the j-th bit of 7, and outputs
c:=[y] and K.

— Decap(sk, ¢ = [y]) computes 7 := H([y]) € {0,1}*, and outputs K := [y E;‘Zl kjr]

The secret key space is SKC = (ng)”‘, the ciphertext space is CT = G®F, and the key-derivation
part Decapyy is Decap itself.

Firstly, we compute EquivSK(c) for any ciphertext ¢ = [y] € CT. Let 7 := H([y]) € {0,1}*.
Then for any sk = (kj 5)1<j<x sef0,1}, 5k = (k;ﬁ)lgjg)\,ﬁe{o,l} € SK, (sk, sk’) € EquivSK(c) «—
Decap,q4(sk,c) = Decap,y(sk’,c) < y' Z;‘Zl ki, =y’ Z;zl k' .. For the ease of notations,

we let

V;r = ((1 - Tl)yTa leT7 (1 - TQ)yTu TQyTa T (1 - T)\)y—r7 T)\yT) € Z;l)XGk)\

be a row vector determined by ¢ = [y] € CT, and let
Us = (k1T,07k1T,1,k2T,07k;,17 et ak;\r,OakI,l)T € ng)\

be a column vector determined by sk € SK. Note that with such notations, we have y " Z;zl kjr =
v ug. So, EquivSK(c) = {(sk,sk) | vl ug = vl ug}.

Next, we show that any subset consisting 6k\ + 1 ciphertexts {c(i)}1§i§6k>\+1 is not an inde-
pendent set. Let v}i) € Z},Xﬁk’\ be the row vector determined by ¢(®) for 1 < i < 6kA+1. Since the

linear space Zzl)xm”\ has dimension 6k\, the 6kX + 1 row vectors {Vli)}lgig6k/\+1 in Z;XGM‘ must

be linearly dependent. Say VZ(GM+1) = qu)i

al) o v;, for some coefficients al .. a6 ¢
Z,, where “o” denotes scalar multiplication. Then we prove that EquivSK(c(l),~~ ,C(Gk)‘)) -
EquivSK(c(6*2+1)) as follows: for any (sk, sk’) € EquivSK(c(), ... c(6FN)) = ﬂ?g EquivSK(cW)), it

holds v use = v uge for all 1 < j < 6kA, thus

6k 6k
T j T j T T
Vi (6kr+1) Usk = E a9 o V. Usk = E a0 Vo) Usk! = V (6xa+1) Usk/,
Jj=1 Jj=1

so (sk, sk') € EquivSK(c(®*A+1). The fact that EquivSK(c(!), -- - ¢(63)) C EquivSK(c(®*A D) im-
plies EquivSK (¢, ... | ¢(6kN) c(6R-A+1)) — EquivSK (¢, - | c(60)) N EquivSK(c(6FA+1)) = EquivSK
(W, ... 6N Therefore, {c), ... (652 c(6FA+DY 45 not independent for any 6k + 1 cipher-
texts.

Finally, by Lemma 5, the GHKW-KEM has rank at most 6kA\.

Example 5 (Han-Liu-Lyu-Gu’s CCA-secure KEM). Han, Liu, Lyu and Gu [18] presented
an (almost) tightly leakage-resilient mCCA secure PKE (HLLG-PKE) based on the matrix DDH
(MDDH) assumptions [13] over pairing-friendly groups. Their PKE contains a KEM scheme which
is also (almost) tightly leakage-resilient mCCA secure.

We recall the HLLG-KEM over symmetric pairing group as follows. Let (G, Gr,p, g, 97, ¢e) be
a description of symmetric pairing group, where G, G are groups of prime order p, e : G x G —
Gr is a non-degenerated bilinear pairing, and g, gr are generators of G,Gr respectively with
gr = e(g,9). We use the implicit representations [-] and [-]r to denote elements in G and G
respectively, according to [13]. Let k € N denote the parameter of MDDH assumption. Let H be
a hash function from G?* to G.

— The public key is pk := ([A], kTA],[ATKA]7, [RA]) where A s Z205K Kk s 728, K«
ngxzk‘, K s Zf,xz’“, and the secret key is sk := (k,ﬁ,f{).
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— Encap(pk) samples r <—s Z& uniformly, computes [y] := [Ar] € G?*, [r] := H([y]) € G,
[7]7 := [rTATKAr + (1,7)KAr|7, K := [k Ar], and outputs ¢ := ([y], [r]) and K.

— Decap(sk, ¢ = ([y], [7]r)) computes [r] := H([y]) € G, outputs K := [k "y] if [x]7 := [y " Ky +
(1,7)Ky]r holds, and output L otherwise.

The secret key space is SK = Z2F x Z2F*2F 5 72%%k the ciphertext space is CT = G** x Gp, and
the key-derivation part Decap,y simply outputs K := [k'y].

Firstly, we compute EquivSK(c) for any ciphertext ¢ = ([y],[r]r) € CT. For any sk =
(k,K,K), sk’ = (k',K',K') € SK, (sk,sk') € EquivSK(c) <= Decap,y(sk,c) = Decap.y(sk’, c)
< k'y =k'Ty. So, EquivSK(c) = {(sk = (k,---),sk' = (K/,---)) | kTy =K' Ty}

Next, we show that any subset consisting 2k+1 ciphertexts {c(*) H<i<ok+1 is not an independent
set. Let ¢ = ([y®], [x(V]7) for 1 <i < 2k + 1. Since the linear space Z2F has dimension 2k, the
2k+1 vectors {y}1<icop i1 in Z2F must be linearly dependent. Say y (kD) — sz a oy for
some coefficients a(V), - .-, a(?) ¢ Z,,, where “o” denotes scalar multiplication. Then we prove that
EquivSK(c™M), - .- ¢(?k)) C EquivSK(c(?#+1)) as follows: for any (sk = (k,---),sk’ = (K',---)) €
EquivSK(c™), - -+, c?R)) = ﬂfil EquivSK(c9)), it holds kTy) = k'TyW) for all 1 < j < 2k, thus

2k
kTy(2k+1) _ Z (4) o kT Z (@) k/T k/Ty(2k+1),
j=1

so (sk, sk’) € EquivSK(c®*+1). The fact that EquivSK(c™,--- | c¢®)) C EquivSK(c(*+1)) implies
EquivSK(c™D), - -+, ¢®R) c(2k+1)) = EquivSK(c™M), - -+, %)) N EquivSK (c(?*+1) = EquivSK (¢, - - -,
¢(2k)). Therefore, {¢), -, (8 k+1D1 i5 not independent for any 2k + 1 ciphertexts.

Finally, by Lemma 5, the HLLG-KEM has rank at most 2k.

Example 6 (Naor-Yung’s CCA-secure KEM). The celebrated Naor-Yung [34] paradigm
is one of the principal techniques to construct CCA-secure PKE/KEM. Here we recall the Naor-
Yung paradigm in the setting of KEM, which transforms a CPA-secure KEM and a non-interactive
zero-knowledge proof/argument (NIZK) scheme to a CCA-secure KEM that we call NY-KEM.

We recall the NY-KEM as follows. Let KEMcpa = (Setup,,, Gencpa, Encap,,,, Decap,,) be a
CPA-secure KEM with secret key space SKcp,, ciphertext space C7Tcp, and encapsulated key
space {0,1}*, and let NIZK be a suitable NIZK scheme with proof space II.

— The public key is pk := (pkcpa,0, Pkcpa,1) and the secret key is sk := skcpa,0, Where (pkcpa,0, Skcpa,0)
and (pkepa,1, Skcpa,1) are two public/secret key pairs of the underlying KEMcp,.

— Encap(pk) samples K <s {0,1}* uniformly, invokes (ccpa,0, Kcpa,0) <= Encap y, (pkcpa,0) and
(Cepa,1s Kepa,1) s Encapp, (phcpa 1), computes Ko := K © Kepao and Ky := K @ Kpa 1, gen-
erates a NIZK proof m € II, and outputs ¢ := (Cepa,0, Ko, Ccpa,1, K1, m) and K. Here & denotes
the bitwise XOR operation.

— Decap(sk, ¢ = (Cepa,0, K0, Cepa,1;, K1, 7)) invokes Kcpa o < Decapcpa(skcpaﬁo, Cepa,0), outputs K :=
Kepa,o @ Ko if the NIZK proof 7 is valid, and output L otherwise.

The secret key space is SKC = SKpa, the ciphertext space is CT = CT ¢pa X {0, 1}* XCT ¢pa x {0, 1}* x
I1, and the key-derivation part Decap,y simply outputs K := Decap,p, (skcpa,0; Cepa,0) © Ko-

We compute EquivSK(c) for any ciphertext ¢ = (cepa,0, Ko, Cepa,1, K1, 7) € CT. For any sk =
Skepa,0, Sk' = skipa o € SK, (sk,sk’) € EquivSK(c) <= Decapyy(sk,c) = Decapyy(sk’,c) =
Decapcpa(Skcpa,U7ccpa,O) ® Ko = Decapcpa(8k2p3707 Ccpa,O) ® Ky == Decapcpa(Skcpa,Oa Ccpa,()) =
Decap p, (5kipa 0: Cepa,0) <= (Skcpa,0, 5kipa0) € EQUIVSK . (Cepa,0), where EquivSK,,, denotes the
decapsulation equivalence relation of KEMc,,. So,

EQUIVSK(C) = EqUiVScha (Ccpa,O)~

This shows that the relation EquivSK of NY-KEM is essentially the same as the relation
EquivSK_,, of KEMcpa, by simply mapping a ciphertext ¢ = (cepa,0, Ko, Cepa,1; K1, ™) of NY-KEM
to a ciphertext ccpa,0 of KEMcpa. Thus the CCA-secure NY-KEM and the underlying KEMcp, have
essentially the same meaning of set independence, set rank, and consequently, the same rank.

Therefore, the CCA-secure NY-KEM has polynomially-bounded rank, as long as the underlying
CPA-KEM scheme KEM,, does. This suggests that many concrete instantiations of NY-KEM
have polynomially-bounded rank, e.g., the NY-KEMs whose underlying CPA-secure KEMs are
instantiated with the KEMs shown above (such as ElGamal).

26



B Omitted Proofs

B.1 Proof of Claim 1

The only difference between G,_; and 6,7 lies in the Orggr(n, ¢) oracle and Ogrgy (7, ¢) for the user
n: in G,_1, Orgsr(n, ¢) outputs the real key Ky and Oggy(7, ¢) outputs the real key K in (~3n,
Orgsr(n, ¢) outputs a random key K7 and Oggy (7, ¢) outputs a random key R.

We construct By against the IND-mCCA security of KEM by invoking A. Let b denote the
challenge bit chosen by Bj’s challenger. B; has access to two oracles Opye() and Opge(-) (cf.
Fig. 1). Given (ppxem, Pk) as input, By generates (pk;, sk;) <—s Gen(ppgem) for all i € [n\ 7], sets
pky, = pk, and sends (ppkgm, PKList := {pk;}ic[n)) to A. By initializes a flag corr,, := false. Then
B, answers the oracle queries Ogne(+), Oprc(+s ), Orev(*s ), Ocorr(+); O1esr (-, -) made by A in the
following way.

For oracle queries Opxe (), Oppc(i, '), Orev (2, ¢), Ocorr (i), OTrsr (i, ¢) where i # n, By prepares
the responses exactly the same as G,_; and én using (pk;, sk;), and returns the answers to A. In
particular, for Orggr(i, ¢) query where @ # n, By outputs Ky if ¢ > n and outputs K; if i < .

Below we show how B; answers the oracle queries for ¢« = 7.

— For query Ogxe(n), B1 queries its own oracle Ogye(), obtains (¢, K3), appends (n, ¢, Kp) to
EncLiNSt, and returns ¢ to A. Clearly, B; simulates oracle Ogxc(1) in Expgen 0. .0, (thus G,
and G,,) perfectly for A.

— For query Opgo(n, '), By returns L to A if (n,c/,-) € EncList. Otherwise, By queries its own
oracle Opgc(c’), obtains K, and returns K’ to A. Clearly, By simulates oracle Opgc(n, ') in
EXpREM 10,0, (thus G, 1 and 6,7) perfectly for A.

— For query Ogrgy (7, ¢), if (n, ¢, K) € EncList for some K = K} and (7, ¢) ¢ TestList, B; appends
(n,¢) to RevList, and returns K} to A. Otherwise, B; returns L to A.

Note that, in the case b = 0, K, = K is the real key encapsulated in ¢, thus By simulates
oracle Ogrgy (7, ¢) in G,_1 perfectly for A; in the case b = 1, K}, = K; is a random key uniformly
chosen from K, thus B; simulates oracle Orgy (7, ¢) in én perfectly for A.

— For query Ocor(n), if (1,-) € TestList, By returns L to A. Otherwise, B; sets corr, := true,
terminates the interaction with A, and aborts the game.

— For query Orgsr(, ¢), if (1, ¢, K) € EncList for some K = K} and (1, ¢) ¢ RevList U TestList
and n ¢ CorrList, By appends (7, ¢) to TestList, and returns Kj to A. Otherwise, By returns L
to A.

Note that, in the case b = 0, K, = K is the real key encapsulated in ¢, thus B; simulates oracle
Oresr(n, ¢) in G,_q perfectly for A; in the case b = 1, K}, = K; is a random key uniformly

chosen from K, thus B; simulates oracle Orggr(n, ¢) in én perfectly for A.

Finally, By receives a guessing bit from A. By outputs 1 to its own challenger if and only if A
outputs 1 and —corr,. Clearly, tg, <t4 + (n+ Qiotal) - tKEM-
For the game simulated by By,

o In the case b =0, B; simulates G, perfectly for A unless corr, occurs.
o In the case b =1, B; simulates G,, perfectly for .4 unless corr, occurs.

Therefore, we have
AdVigg i (By) = 2| Pr[By = b] — 1/2| = | Pr[B; = 1|b = 0] — Pr[B; = 1[b = 1]|
= |PrlA=1 A —corr, | b=10] —Pr[A=1 A —corr, | b=1]|
= | Pr[G,—1 = 1 A —corr,] — Pr[(NS77 =1 A —corry]|.

This completes the proof of Claim 1.

B.2 Proof of Claim 2

The only difference between (~377 and G, lies in the Oggy(n, ¢) for the user 7: in (~3n, Orev(n, €)
outputs a random key R; in G, Orev(7, ¢) outputs the real key K. We note that, the Orpgsr (7, ¢)

oracle outputs a random key K3 in both én and G,,.
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We construct By against the IND-mCCA security of KEM by invoking A. Bs behaves almost
the same as the By constructed in the proof of Claim 1, except that when answering Oty (7, ¢)
query made by A, By always responds with a random key uniformly chosen from K.

More precisely, By works as follows. Let b denote the challenge bit chosen by Bs’s challenger. B;
has access to two oracles Opyc() and Opgo(-) (cf. Fig. 1). Given (ppxem, Pk) as input, By generates
(pki, sk;) s Gen(ppggwm) for all i € [n\ 7], sets pk,, := pk, and sends (ppggm, PKList := {pki}ic[n))
to A. B, initializes a flag corr, := false. Then B, answers the oracle queries Opne(-), Oppc(-, ),
Oriv(, ), Ocorr(+), Ortesr(+, ) made by A in the following way.

For oracle queries Ogxe (i), Opgc(t, ¢), Orev (i, ¢), Ocorr (i), Oresr (i, ¢) where ¢ # 7, Ba prepares
the responses exactly the same as G,—; and én using (pk;, sk;), and returns the answers to A. In
particular, for Orgsr (i, ¢) query where i # 7, B2 outputs Ky if i > n and outputs K; if i < 7.

Below we show how Bs answers the oracle queries for ¢ = 7.

— For query Ogyc(n), Bz queries its own oracle Opyo(), obtains (¢, K3), appends (1, ¢, Kp) to
EncList, and returns ¢ to A. Clearly, By simulates oracle Orxc(n) in EXpREm 0. 0, (thus én
and G,,) perfectly for A.

— For query Opga(n, '), By returns L to A if (n,c/,-) € EncList. Otherwise, By queries its own
oracle Opgc(c’), obtains K’, and returns K’ to A. Clearly, By simulates oracle Opgc(n, ¢) in
EXPREM 1. 0., (thus én and G,,) perfectly for A.

— For query Oggv(n, ¢), if (1, ¢, K) € Enclist for some K = K}, and (), c) ¢ TestList, By appends
(n,¢) to RevList, and returns K} to A. Otherwise, Bs returns L to A.

Note that, in the case b = 0, K, = Ky is the real key encapsulated in ¢, thus By simulates
oracle Oggy(7, ¢) in G,, perfectly for A; in the case b =1, Kj, = K is a random key uniformly
chosen from K, thus By simulates oracle Orgy (7, ¢) in 6,7 perfectly for A.

— For query Ocors(n), if (1,-) € TestList, By returns L to A. Otherwise, Ba sets corr, := true,
terminates the interaction with A, and aborts the game.

— For query Orgsr(n, ¢), if (n,¢, K) € EncList for some K = K, and (n,c) ¢ RevList U TestList
and n ¢ CorrList, By appends (7, ¢) to TestList, picks R <s K randomly, and returns R to .A.
Otherwise, B> returns L to A.

Note that, R is a random key uniformly chosen from K, thus Bs simulates oracle Orgsr(n), €)

both in 677 and G,, perfectly for A.

Finally, By receives a guessing bit from A. By outputs 1 to its own challenger if and only if A
outputs 1 and —corr,. Clearly, tg, < t4 + (n + Qiotal) - tKEM-
For the game simulated by Bs,

o In the case b = 0, By simulates G,, perfectly for A unless corr,, occurs.
o In the case b = 1, By simulates G,, perfectly for A unless corr,, occurs.

Therefore, we have

AdVitE“? (Ba) = 2| Pr[By = b] — 1/2| = | Pr[Bo = 1|b = 0] — Pr[By = 1[b = 1]|
= |PrlA=1 A —corr, | b=10] —Pr[A=1 A —corr, | b=1]|
= | Pr[G, =1 A —corr,] — Pr[an =1 A —corry]|.

This completes the proof of Claim 2.
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