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Abstract. Pairing computations on elliptic curves with odd prime degrees are
rarely studied as low efficiency. Recently, Clarisse, Duquesne and Sanders pro-
posed two new curves with odd prime embedding degrees: BWI13-P310 and
BW19-P286, which are suitable for some special cryptographic schemes. In this
paper, we propose efficient methods to compute the optimal ate pairing on this
types of curves, instantiated by the BWI3-P310 curve. We first extend the tech-
nique of lazy reduction into the finite field arithmetic. Then, we present a new
method to execute Miller’s algorithm. Compared with the standard Miller iter-
ation formulas, the new ones provide a more efficient software implementation
of pairing computations. At last, we also give a fast formula to perform the final
exponentiation. Our implementation results indicate that it can be computed effi-
ciently, while it is slower than that over the BLS-446 curve at the same security
level.

Keywords: Pairing Computations, Odd Prime Embedding Degree, Miller Itera-
tion

1 Introduction

Pairings on elliptic curves are a powerful tool in cryptography because of their
widespread applications in cryptographic schemes such as Identity-Based Encryption
(IBE) [1], Short Signatures [2], Direct Anonymous Attestation (DAA) [3], and En-
hanced Privacy ID (EPID) [4]. The book [5] provides a good reference of pairing-based
cryptography. A pairing is a bilinear and non-degenerated map e : G; X G, — Gr,
where G; and G, are two subgroups of order r of an elliptic curve, and Gr is a sub-
group of order r of F,«, where k is the embedding degree of the elliptic curve with
respect to r. In order to shorten the length of Miller loop, several variants of Tate pairing
are proposed, such as ate [6, 7], ate; [8], R-ate [9, 10] and optimal [11] pairings. For
efficiency, most implementations of pairing computations are over elliptic curves with
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embedding degrees k = 23/, However, the special structure of [« also results in some
potential security risks. The security of pairing-based protocols is based on the hardness
of discrete logarithm problems in Gy, G, and F«, respectively. Due to the Pollard’s
rho [12] algorithm, the security level in G; and Gy, is log, |r|/2. To compute the discrete
logarithm in F« with p medium or large [13], the state-of-the-art attacks are variants
of NFS. Gordon [14] and Schirokauer [15] first used NFS to attack the DLP in prime
fields. Schirokauer [16] adapted the NFS and proposed a new variant, later known as
TNFS, to compute the discrete logarithm in [F,« with k& > 1 based on a tower exten-
sion. This can be applied to determine the key sizes of pairing based cryptosystems.
Joux et al. [17] later applied the NFS (known as JLSV) to finite fields for any large
or medium characteristic p. In 2016, Kim and Barbulescu [13] introduced exTNFS to
DLP in F,« with kK a composite number mainly by modifying the polynomial selection
in TNFS. This implies that for a non-prime number k, NFS has better complexity for
p medium size. Furthermore, in paring-based construction, the prime p always has a
special form of P(u)/v with some polynomial P(x) € Z[x] and some integers u, v. Kim
and Barbulescu [13] proposed a variant of exTNFS, named SexTNFS, to target DLP in
F,« when p has the special form, which greatly reduces the asymptotic complexity even
compared to exTNFS. This implies that pairing-based cryptosystems associated with a
composite number k require larger key sizes compared to those ones with k prime.

Hence, the curves with prime embedding degree may be preferred for the special
schemes, such as EPID and DAA, which require an amount of exponentiations in Gj.
Clarisse et al. [18] studied pairing friendly curves with fast exponentiation in G; and
recommended two curves: BW13-P310 and BW19-P286. To our knowledge, the software
implementation of pairings on the two curves have never been studied. In this paper,
we investigate efficient pairing computation on the curves with odd prime embedding
degrees. An instantiation using BWI3-P310 curve is discussed in detail. We summarize
our contributions as follows:

— We first investigate the finite field arithmetic in F ,15. The technique of lazy reduc-
tion is extended to the multiplication, squaring and inversion in FF,i5. An efficient
inversion operation is also presented.

— We introduce a modified Miller function, which is suitable for pairing computations
with odd prime embedding degrees. On this basis, new iterative formulas are given
to speed up the computation in the Miller loop.

— We examine the efficiency of pairing computation in Jacobian and homogeneous
coordinates. The results show that the former one is more efficient than the latter.

— Finally, we optimize the computation of the final exponentiation. We implement
the optimal ate pairing over the BWI13-P310 curve on a 64-bit PC platform. Our
implementation results show that it can be computed efficiently, although it is not
as efficient as that over the BLS-446 curve.

Outline of this paper: Section 2 gives a brief overview of the optimal ate pairing
and the explicit formula of that over the BWI3-P310 curve. In Section 3, we describe
the finite field arithmetic optimized by the technique of lazy reduction. Sections 4 and
5 study the modified Miller double-and-add and the modified Miller quadruple-and-
add, respectively. In Section 6, we introduce an efficient method to implement the final
exponentiation of the BWI3-P310 curve. Section 7 summarizes operation counts and
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implementation results of the optimal ate pairing computation on the curve. We draw
conclusions in Section 8.

2 Preliminaries

2.1 Optimal ate pairing

Let IF,, be a prime field of characteristic p and E an elliptic curve defined over F,.
Denote by O the infinity point of E. We use #E (F,) to denote the order of E(F,). Then
#E(F,) = p + 1 —t, where ¢ is the trace of the Frobenius endomorphism 7, : (x,y) —
(xP,y?). Consider a large prime r such that r[#E(F,). Then the embedding degree k
is the smallest positive integer such that r|pX — 1. The number k also ensures E[r] C
E(F,k). Let Gy = {P € E[r]|n,(P) = P} and G, = {P € E[r]|r,,(P) = [p]P}. Let
m be an integer such that r ¥ m and the coefficients of 1 = mr in basis p are as small
as possible. Define the Miller function f,, ¢ to be the normalized rational function with
divisor

div(fu,0) = u(Q) = ([u]Q) - (u - 1)(0),

i=0
expression of the optimal ate pairing is defined as [11]:

! . ! .
where Q is a rational point of E. Write 4 = }, ¢;p' and s; = ) c¢jp’. The general
j=i

Aopt - G, x Gy — Gr,

(p*-1
r

(Q,P)— ﬁfpi (P).ﬁg[Sm]Q,[Cmi]Q(P)
S & Visiie(P)

where €[5, 10.[c; p']0 18 the straight line passing through the points [s;41]Q and [cip']0,
and v[4,]o is the vertical line passing through the points [s;]Q and [—s;]Q. The target
coefficients ¢; can be captured from the short vectors of the following lattice L.

r 0 0---0
—p 1 0 ---0

L=

2.2 BWI13-P310 curve

The improvement of NFS results in a larger field size for pairing friendly curves
at 128-bit security level. New security estimation of pairing friendly curves are given
in [19,20]. If we restrict the embedding degree k < 19 and the computer word-size
w = 64, the curve from Construction 6.6 in [21] with k = 13 is the sole survivor such
that the prime p can be represented by 5 words. The order r(u), the prime p () and the
Frobenius trace 7(u) of the curve are given by

r(u) = Org(u),

p(u) = %(u + D)2 —uB +1) —u?,
t(u) =—u"+u+l.
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By using the function ShortestVectors in MAGMA [22], we obtain a short vector of
lattice L as C = [uz, -u,1,0,0,0,0,0,0]. The seed u is selected as u = —0x80b and the
corresponding elliptic curve is given as

E:y*=x’-b, (1

where b = 17. As the curve is actually constructed by using the Brezing-Weng method
with embedding degree k = 13, and the bit length of the prime p is 310, it is named
as BWI3-P310 in [18]. In the following, we denote x = —u = 0x80b. Then the optimal
pairing is expressed as

13_1
dopt = (frr Lo @ nixio)” V"

According to [5, Lemma 3.5], we find that
fxz,Q ’ ff,Q = ;C’+Qp - fx.[x]0-
Therefore, the optimal pairing can be equivalently written as

13_
dopt = (5 frxio Gy niixio)”

which gives a short Miller loop.

2.3 Pairing computation

Pairing computation consists of the Miller loop, which mainly computes f, o (P)

by using Miller’s Algorithm (Algorithm 1), and the final exponentiation, which raises
k

the result of the Miller loop to the power of d = 2 =L Miller iteration is based on the

-
following relations:

fio=1,
llu)o,
Sur1,0 = fu0 - L] 2.
V{u+1]Q
Clu10,1u10
Fou, =f2 CuleN e
T e T Ty 0

When the embedding degree k is composite, the computation of the final exponentiation
is usually relatively easy [23-25]. When k is prime, the exponent d could be factorized
asd=(p-1)-n,where g = M’ and @, denotes the k-th cyclotomic polynomial.
Raising an element f* € F,« to the power p — 1 is easy via one p-Frobenius map, one
inversion and one multiplication in F,«. However, raising [ to the power 7 is relatively
costly. Generally, the exponent 7 can be expressed as 7=Ag + A1 p ... Ax_1 p*~2. Note
that a fixed non-degenerate power of a pairing is still a pairing. Therefore, we can
equivalently compute 7, where ’ = m - j for some m with r 4 m and the coefficients
of n’ in basis p are as small as possible. More details are shown in [26]. In Section 6,
we will investigate the final exponentiation on the BW13-P310 curve in detail.
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Algorithm 1: MiLLERLOOP(x, Q, P)

1 Input:P € G, Q € Gy, x = Z[L:lggzxj x;2!
2 Output: fy o(P)
:T—Q,f«1
2: fori = |logy x| — 1 downto 0 do
3 fe Lo or
4 if x; = 1 then
5 fef f;QT((’;,)) T<T+Q
6: end if
7
8
9
0
1

if x; = —1 then

lr_o(P
fef- VTT’_S((P)),T&T—Q

end if
: end for
: return f

3 Finite Field Operations in [¥ 13

For any embedding degree k, the extension field F ,« can be seen as Fj, [w]/(f (w)),
where f(w) is a k-th irreducible polynomial over F,. The irreducible polynomial
f(w) is usually chosen as a binomial in order to implement finite field arithmetic
efficiently. From [27, Theorem 3.75], f (w) can be chosen as a binomial if p = 1 mod k.
Fortunately, the prime selected for the BW13-P310 curve meets this requirement. Hence,
the extension field F,1s can be constructed as F,,i3 = F), [w]/{w"3 = &) for some & € Fp.
For the prime p selected, the parameter £ can be chosen as & = 2. In the section, we
mainly discuss the finite field arithmetic operations in F 15, including multiplication,
squaring, inversion and Frobenius operations. We skip the discussion of the arithmetic
of addition/subtraction in F i3 since it is relatively simple and straightforward. All
notations used in the following field operations are presented in Table 1.

3.1 Lazy reduction

Lazy reduction technique was first introduced in pairing computations by [28] to
speed up the multiplication in F,>. Aranha er al. [23] extended the method to the whole
pairing computations in tower-friendly fields. By using the technique the computation of
axb mod p ® cxd mod p is replaced by that of (axb+cXxd) mod p forany a,b € F,.
Hence one modular reduction can be saved. It should be noted that a X b mod p and
¢ x d mod p are single-precision numbers (occupying 5 words for the selected p), and
a X b and ¢ X d are double-precision numbers (occupying 10 words for the selected p).
The shortcoming of the technique is that one single-precision addition is replaced by one

double-precision addition. Let N = w - [M]. As the upper bound of Montgomery

w
reduction is 2"V - p, it should be careful when using the technique of lazy reduction. In
this section, we apply the technique to the arithmetic in F 3.
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3.2 Multiplication

For any a = Y12 a;0" and b = Y2  b;w', the computation of a - b is given in
Algorithm 2 by using Karatsuba multiplication [29]. The corresponding sub-algorithms

i o )
of MulLevel-i(a, b) fori € {2,3,4,6,7} are used to compute >, ajw! X ), bjw’, which
j=0 j=0

are presented in Appendix A. Now we explain every step of the algorithm. At Lines 1-4,
the two elements « and b are written as a = Ag + Ajw® and b = By + B;w®. Then, we
have

axb=a+(y-a-pB)w’+pw'?,

where @, § and y are given at Lines 5 — 9. Lines 10 — 15 compute y — a — B. It is easy
to check that y; — (a; + 8;) > 0 fori € {0, ..., 12}. Thus, the above double precision
subtractions do not require carry checks. Lines 16 — 26 compute a X b. As ¢ is small,
the values of u; € (0,2 - p) for i € {0,...,12}. Hence, the above double precision
additions also do not require carry checks. Lines 27 — 29 compute @ - b = a X b mod p.
The algorithm of squaring in F 1 is similar. Here we do not discuss it in detail as it is
tedious. The operation counts of multiplication and squaring in F 13 are summarized in
Table 4.

Algorithm 2: Multiplication in F 15

12 ) 12 .
1 Input: a = ) a;0',b = 3 biw',

i=0 i=0
12 .
2 Output: c=a-b= ) cjwt e IFpm

5 =

1 Ap— 3 aiwl 0 14y <y - B
i=0 15: yi2 = v1i2 - B2
6 . 16: fori =0to 5 do

2: Al « D ajewt

! Eo i+o® 170w — Bis1 +7is7

5 . 18:  uj «—&-u;

3t By « g]obiw’ 19:  wj — a;+u;
lg A 20: end for

4: Bl « Y biewt 21: fori =6to 10 do
i= . R . .

5: @ « MulLevel6(Ag, By) §§ u, < af +Yi-6

6: B — MulLevel7(A,, B)) AR

) 24: end for
7. Yb «— AO +441 25 +§: ﬁ
DUy — .
8: T1 — B()+Bl 26: u“ (_75 +,8 12
9: y « MulLevel7(Ty,T}) M2 Y6 TR0

10: fori =0 to 10 do 27: for i =0to 12 do
28: ¢ « u; mod p

Il: yi—vi—a
29: end for
122 yi—vyi—-Bi 12 .
13: end for 30: returnc = ) c;ot
i=0
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3.3 Frobenius map and inversion operation

Table 1. Notation of arithmetic operations in F pi3

Notation

Definition

R O & X | + ‘\\=1§1 ~ S~ w 51;5\:~7Qh§

Multiplication in F),

Squaring in Fp,

Addition in F),

Inversion in F),

Modular reduction in Fp,

Multiplication in F, without reduction
Squaring in Fj, without reduction
Multiplication in F pl3

Squaring in F,is

Addition in F P13

Inversion in F P13

Inversion in G,

Modular reduction in F 13

Multiplication in F pl3 without reduction
Squaring in F pl3 without reduction
Frobenius in F 15

Exponentiation by x in F pl3

addition without carry checks

subtraction without carry checks
multiplication without modular reduction
addition with modular reduction or carry checks
subtraction with modular reduction or carry checks
multiplication modular reduction

Leta =

) 12 o 12 i
a = () aw)? = (@£ ),
i=0 i=0

J
T

7

ajw' € FPIS, where each a; € F),. Since p = 1 mod 13, it follows that

The values of fi b can be precomputed for each i € {1,2,...12}. Thus, one pi - Frobe-
nius operation in F 13 costs 12m. Generally, the inversion of a € F 13 can be computed
by using the following formula:

12

-1 _ -1 i
a = Norm]FpB/]FP(a) . l_[ a',
i=1

2
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12

where Normg 5z, (a) = [Ia" € Fp,. A direct computation of an inversion in F 15 by
i=0

using Equation (2) requires 1271+ 13m +i+ 12 f. Now we give another efficient method
12

to compute it. Define b = [] a'. Then we find that

i=1
b=((a"a” -gl’3)P3+1)P6+1_ 3)
Since a - b € IFp, it follows that
axb=agXby+&-(ay Xbyp+ayXby+---+apXb).
Hence,

b
-1 _ )
(aoxb0+§~(a1 ><b12+~-+a12><b])) modp

The total cost is reduced to 44 + 13m + 13m,, +i + 5f + 26a + 1r. The cyclotomic
subgroup Go,, is a subgroup of F 15 such that

G, ={ac Fp13|a®”(”) =1}

12
Compared with the inversion in F pi3,an inversion in G, , is more efficient as al= 14",

i=1
which requires 477 and 5 f as calculated in (3).

4 Modified Miller double-and-add

In the standard implementation of Miller’s algorithm, the Miller loop consists of
two parts: doubling ( DBL) step and addition (ADD) step . In this section, we give a fast
formula by combining one doubling and addition steps into a single step. We name the
stage as doubling-addition (DBLADD) step. Generally, the rational function f3,,.41,0
can be obtained from f,,, o as follows

Lim10,im10 - f12zm10,0 @
V2m)Q " V[2m+1]1Q

2
Jame1,0 = 0

When the embedding degree is odd prime, the trick of denominator elimination is not
applicable any more. Hence, one doubling-addition step requires four line evaluations
in (4). Define the modified Miller function g, o to be a normalized rational function
such that

div(gm,0) =m(Q) + ([-m]Q) — (m + 1)(0). (5)

It follows that
91,0 =X — X, (6)
B0 = g e, @)

[-m]Q.[-m]Q
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{im0,0
VimlQ

Im+1,0 = Im,Q * (8)

We also observe that

div(gu,p) — div(fu,0) = div(vug).

Thus g,,,0 = fu,0Vuo up toF),. This gives us another way to compute f,, o.Inparticular,
we first compute g, o starting from g; o by using the iteration relations given in (7)-(8).
Then, we recover f, o from g, o by Jup = 9u,0/Vuo- In order to obtain gom.1,o from
Jm,0. it requires to find a rational function with divisor div(gom+1,0) — div( gfn, Q). From
(5), we immediately have

div(gam+1,0) — div(grzn,Q)
=(Q) + ([-2m - 1]Q) - 2([-m]Q)
=div(€j2m)0,0) — div(l[-m)0.[-m]Q)

Hence,

¢
Pom+1,0 = gi,,Qf[zﬂ- (&)
[-m]Q.[-m]Q
Compared with the formula in (4), it is intuitively plausible that the new formula in (9)
would be more efficient, since only two line evaluations are required. In the following, we
apply the optimization to the curve arithmetic in Jacobian and homogeneous coordinates.
For any integers i and j, we denote by N; o, N{[;10,[jj0 and Nv[;)o the numerators
of gi.o(P), {li1o.1j10(P) and v[;jo(P), and by D; o the denominator of g; o (P),
respectively.

4.1 Jacobian coordinates

For any point R € E, let xg and ygr be the x- and y- coordinates of R in affine
coordinates. Fast algorithm of elliptic curve scalar multiplication is crucial for pairing
computation. Hence, the point T in the subgroup G, is generally stored in projective
coordinates to avoid the field inversion. For this curve shape, Jacobian coordinates offer
the most efficient group operations [30]. In particular, let T = (X7, Y7, Zr) be in Jaco-
bian coordinates. Using the formulas proposed in [31], the point 2T = (Xo7, Yor, Zor)
is given by :

9
Xor = ZX# - 2Xr - Y2,

3
Yor =3 7 (Xr Y7 = Xor) = Y7,
Zor = Y7 - Zr.

To compute the above, we use the following sequence of operations:

to=X7,t1 =102, t0 = to+ 11,11 = 13, 1r = Y}, 13 = X1 - 1o,
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Xor =11 = 213,11 =13 — Xor, up =10 X t1,u; =t X 1y,
Yor = (uo—u1) mod p, Zor =Yr - Zr,
which requires 2 + #i1,, + 35 + §,, + 7 + 7d. It should be noted that the cost of division

by two is equivalent to that of addition, and the computation of ug — u; requires 2a. If
T + Q, then the point T+ Q = (Xr+0, Yr+0, Zr+0) in Jacobian coordinates is given by

ariQ =Yg - Z3 - Yr,
Bro =xg - Z7 — Xr,
X140 = @7, = 2X1 - Br.o ~ Brio:
Yrio =ar+o - (X1 'ﬁ%+Q -Xrio) -7 ',3%+Q,
Zr+0 = Z1 - Br+g.
We use the following sequence of operations to compute the point addition in 6/ +
2mi, + 35+ 7+ 8d as
to=Zrt1 =to-Zr,t1 =11 - yo,t1 =t — Yr,
h=013=10x0 - Xr,ta = 13,15 =13 - 14,
Iy=1ty — 15,14 =14 - X7, X710 = 12 — 214,
ty = t4 — X740, U0 = 11 X tg,uy = Y7 X5,
Y7o = (uo—uy) mod p, Zr,o = Zr - t3.

doubling step According to the new iteration formula in (7), we require to compute
{_r _1 (P) and vor (P) at doubling step. Logically, we first compute 27" using one point
doubling as proposed above. Note that {_7 _r can be written as two different formulas,
that is,

3x2

y= —Z—T(X—XT) -yr,
yr

3x%
y=—=—(xp—xo1)+ 11"
2yr
In our experience, it is more efficient to select the latter one at the step, since it shares
more common intermediate values with v, (P). Specifically, the line functions {_r _r
and v,7 evaluated at P = (xp, yp) in Jacobian coordinates can be expressed as

_ Y Zap +3X7 - (xp - Z3p = Xor) = Yor
K—T,—T (P) - 3 )
ZZT
xXp - Z2 - X2T
var (P) = -
Z2T

Then, the values of N»,, ¢ and Dy, o are given by

Nom,o = N,Z,,,Q «Zor - Nvor,
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Domg =D}, o Nl 1.

Note that %X% has been given in the point doubling step. Hence, the values of Ny, o
and D»,,, o can be computed by using the following sequence of operations:
to = ZzzT,ll =ty - Zor,to = xp - to, o = to — Xor,

2
uo =yp Xt1,t12 = Zor - 10,13=N,, 5, Nom,0 =12 - 13,
2
uy = 5 X Xto, 1o = (1o +u1) mod p, to = to — Yor,
2
11 =D, 5. Dom,o =101,

which comes at a cost of 4/ + i1, + 35 + 13m + 13m,, + 7 + 44. In total, the number of
operations required at the doubling step is 67 + 271, + 65+ 5, + 13m + 13m,, + 27 + 114.

addition step We first compute 7" + Q by using one point addition. Then the two line
functions {7 o and vz evaluated at P = (xp, yp) in Jacobian coordinates are given by:

Br+o - (yp-Z3 —Yr)—ario(xp - Z2—Xr)
Zrio - 72

’

tr o(P)=

xp-Z2 - Xr

vr(P) = 72
T

’

where a7, B1+0, Z% and Z% have been given in the point addition step. From (8), the
values of Ny,41,0 and D,.1 o are given by

Nm+1’Q = Nm’Q . NgT,Qs
Dyui1,0 = Dm0 - Z1+0 - Nvr.
To compute Ny,11,0 and D41, 0, we use the following sequence of operations:
to =yp 'Z% -Yr,t1 =xp 'Z% = Xr,uo = Br+g X to,

up = aryo X t1,to = (uo —u1) mod p,t; =t - Zr1g,
Nm+1,0 = Nm,0 * 10, Dint1,0 = Dm,o - 115

which comes at a cost of 3 + 211, + 26m + 7 + 4a. Hence, the number of operations
required at the addition step is 97 + 441, + 35 + 26m + 27 + 124.

doubling-addition step The point 27 + Q in Jacobian coordinates can be obtained by
performing one point doubling and one point addition. Consequently, the line functions
b1, and {_r _7 evaluated at P = (xp, yp) are given by

61 =Bar+o - (yp - Z3p — Yor),

2
62 =xp - Zyr — Xor,
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01— arr+Q - 02
br,o(P) = —+Q3,
Bor+o - Zyp
51+ 3X2 - Borsg - 02
7 (P) = 3 ,
ﬁ2T+Q ° ZZT

where %X%, axr+0, Por+0- Z3 and Z3,. have been given in point doubling or addition
steps. The numerator and denominator of {_7 _r (P) are multiplied by S>r.o simulta-
neously. By this way, one modular reduction in F 15 can be saved as lazy reduction can
be used when computing the numerator of {_r _7 (P). From (9), the values of Noy11,0
and Dy,,41,0 are given by

Nomi1,0 = N,z,,,Q - Nbr 0,
D2m+1,Q:D%n,Q “Nl_r 1.

We use the following sequence of operations to compute Noj.1,0 and Do41,0:

3 2
to =yp - Zyr —Yor,uo = to XBor+o,t0 = xp - Z5p,
to =ty — Xor,u1 =ty X aar1Q,t1 = (up — u1) mod p,
3.0
’Q’N2m+l,Q=tl't2,t1=§XT'ﬂ2T+Q’ul=tOXt2’
2
to = (uo +ur) mod p,ty = Dy, 5, Dome1,0 =10 - 11,

2‘221\]2

m

which comes at a cost of 3 + 3, + 25 + 26m + 27 + 6d. Thus, the total number of
operations required at the doubling-addition step is 1172+ 6771, + 85 + 5, +26m +47 +21ad.

4.2 Homogeneous coordinates

Homogeneous coordinates offer another efficient way to implement elliptic curve
scalar multiplication. Compared with Jacobian coordinates, Azarderakhsh et al. [31]
examine that homogeneous coordinates are the preferred choice for the optimal ate
pairing implementation over BN curves. In particular, let T = (X7, Yy, Zy) € E(F p13)
in homogeneous coordinates. Then the point 27 = (Xo7, Yaor, Zor) in homogeneous
coordinates is given as follows:

Xr - Y
Xop = % - (Y2+9b72),
Y2 —9b72
Yor = (%)2—27192Z;,
Zor =2V} - Zr.

We use the following sequence of operations to compute the point doubling in 371 + 35+
285, +7 +22d as

_Xr-Yr
2

fo Lt =Y7, =77, 13 =3bly, 14 =313,
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2
ts =t +14,Xor =to-ts5,t5 = (Y7 +Z7)" —t; — 12,

2
Yor = (up — 3u;) mod p,

4
Zor =1y - 15,10 = JUo = fo X 1o, Uy =13 X 13,

where b is the curve parameter. If T # Q, the point T + Q = (X740, Yr+0, Z1+0) in
homogeneous coordinates is given by

ar+o =Yr —yo - Zr,

Br+o = Xr —x0 - Zr,

Xr+0 = ﬁT+Q(ﬁ%+Q +Zr 'Q%JrQ - 2Xt 'B%J,Q),
Yrs0=ars0(3Xr Bf 0 —Brio—Zr 07 ,0)~Yr - B0
Zr0 = Zr  Brop-

We compute the point 7 + Q using the following sequence of operations:

to=Yr —yo - Zr, t1=tg, tp=Xr —xo-Zr, t3=t§,
ta=tr-t3, ts=t;-Zy+1ts, te=Xr-t3, t7=2,
ts=1t5—17, Xryg =115, t7=15—15, up =1y X1y,
u =Yr X l‘4,YT+Q = (Lt() - ul) mod p,ZT+Q =7Zr - l4.

The total cost of point addition in homogeneous coordinates is 7/ + 21, + 25 + 7 + 8d.

doubling step Unlike the case of the doubling step in Jacobian coordinates, it is
appropriate to select the formula of {_r _r as

3x%
y=-5—-xr)-yr.
2yr
This is mainly due to the curve equation (1) can be used to speed up line evaluation in
this situation. Indeed, the value of X3./Zr can be replaced by Y + bZ2. in homogeneous
coordinates. As a result, the tangent line {_y _r and vertical line vor evaluated at
P = (xp,yp) are given by

ZYTZT yp +3X72~ cXp —Y72— —3bZ72~

tr7(P)= Yz ,

xp - Zor — Xor
b

vor (P) = Zor

where 2Yr ZT,YT2 and 3bZ% have been given in point doubling step. Therefore, the
values of Ny, ¢ and Dy, o are given by

Nom,o = Ni’Q - Nvor,
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Domo =D}, o Y7 Nl 1.
We compute Ny, o and Dy, o by using the following sequence of operations in 37 +
35+ 13m+26m, +7+7d as

2
1o =xp - Zor — Xor,ty = Npyy 5. Nom,0 =10 - 11,

uo =yp X2YrZy,ty = SX%,ul =xp Xfo,

to = (uo +uy) mod p,tg = tg — Y7 — 3bZ3,
2 2

to=to Y11 =D, o, Domo =10 11.

Hence, the number of operations required in the doubling step is 6/ + 65 + 25, + 13m +
26m,, + 27 + 29d.

addition step The point 7 + Q can be obtained by using one point addition step. The
two line functions {7 ¢ and vz evaluated at P = (xp, yp) are given by:

Bro - yp - Zr—Yr)—ario - (xp - Zr—Xr)

¢ P) =
r.o(?) Br+o - Zr

xp-ZT —XT
vr(P) = T,

where a7,¢ and 7o have been given in the point addition step. As a result, the values
of Nps1,0 and D,,41, o are given by

Nm+1,0 = Nm,o - Nl7 0,
Dyi1,0 = Do - Br+o - Nvr.

The following sequence of operations can be used to compute the values N,,,1,0 and
Dpt,0:

to=Yp Zr —Yr, ti =xp-Zr — Xr, uo = to X Br+Q,
ur=t; X ar+0, to=(uo—u1)mod p, Nyi1,0=t0Nm.0,
t1=t1 - Dy,0, Dins1,0=Br+0 * 11,

which comes at a cost of 371 + 211, + 26m + 7 + 4d. Hence, the total number of operations
required at the addition step is 10/ + 471, + 25 + 26m + 27 + 124.

doubling-addition step We obtain the point 27 + Q by using one point doubling and
one point addition. The line functions {_r _r and {7 o evaluated at P = (xp, yp) are
given by

Bor+o - (Yp — Yo) — aor40 - (xp — XQ)
Bor+o

bl

tr,o(P) =
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ZYTZT “yp +3X72~ cXp —Y72— —3bZ72~

tr 7(P)= Yz ,

where arr10, Bor+0,2Yr Z7, Y% and 3bZ% have been given in the point doubling or
addition steps. Thus, the values of Ny41,0 and Do,y o are given by

N2m+1,Q=N,2n,Q <2Yr Zy - Nbor 0,
D2m+1,Q=D3,L,Q “Bor+o  Nlor 1.

To compute Noui1,0 and Doye1,0, We use the following sequence of operations:

uo = Bor+o X (Yyp — yo), u1 = azr+g X (xp — xg),
to=(uo—u1) mod p,to=to - 2Y7 Z7, N2m+1,Q=t0'N,%1,Q»
t0=3X%,u0=2YTZT Xyp,uj =tgXxp,ty=(up+u;)modp,
to=to—Y7 —3bZ},to=10 - for+0> Dam+1,0 =t0~Din.

Hence, it costs 4m + 21, + 35 + 26m,, + 27 + 104. In total, the number of operations
required at the doubling-addition step is 14 + 41, + 85 + 25, + 26m,, + 47 + 40d.

4.3 Comparison of operation counts

In Table 2, we draw a comparison of the operation counts of every stage in the
modified Miller double-and-add between Jacobian and homogeneous coordinates. The
operation counts using the method proposed in [19] is also listed. We ignore addition and
the optimization by the technique of lazy reduction. The results show that homogeneous
coordinates are the best choice, since it offers the fastest formula at doubling step.
Moreover, one doubling-addition step requires less computation than the sum of one
doubling and one addition steps in both homogeneous and Jacobian coordinates. In
particular, if we assume that /2 = 0.85 and /7 =~ 66m (see Table 4), one doubling-
addition step is about 8.9% and 17.4% faster than the sum of one doubling and one
addition steps in homogeneous and Jacobian coordinates, respectively.

Table 2. Operation counts for the iteration of Miller double-and-add in different way( ignoring
addition and the optimization of lazy reduction)

Coordinates DBL ADD DBLADD
Jacobian [19] 9+ 75 +39m 14w + 35+ 13m  23/m + 105 + 52m
Jacobian 8 +75+26m 13w +35+26m 175 + 95 + 26m
(this work)

Homogeneous

. 6+ 85+39m 14m + 25 +26m 18m + 105 + 26m
(this work)
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5 Modified Miller quadruple-and-add

Inspired by the idea proposed in [32], we combine two modified doubling steps into
one modified quadrupling (QPL) step. In the classic Miller’s algorithm, the modified
Miller function g4,,,0 can be obtained from g,, o by using two consecutive doubling
steps, that is,

4 V%szQ *V[4m]Q
94m,Q = gm,Q ) (10)
f[—m]Q,[—m]Q “Li-2m)0,[-2m]0

The difference between the div(gam,o) and div( gfn Q) are given by

div(gam.0) — div(gy, o)
=([-4m]Q) - 4([-m]Q) +3(0)
=dil)(€[2m]Q’[2m]Q) - div(f%—m]Q,[—m]Q)'

Hence,

¢
Gim.0 = G0 3T an
[-m]Q,[-m]Q
As compared to (10), the number of line functions required in Miller function update is
reduced to two in (11). The above optimization is analogous to the trick of denominator
elimination for pairing computation with even embedding degree, as both of them
eliminate vertical line valuation.

5.1 Jacobian coordinates

quadrupling step The point 47 = (X47,Y4r, Z4r) in Jacobian coordinates can be
obtained by computing two consecutive point doublings. Then, the tangent lines {>7 o1
and {_r _r evaluated at P are given by

61 =yp - Zur - Zay,
02 =xp ~Z§T - Xor,

3y2 2
01 =5 Xy 62 =V

bor o1 (P) = ,
Zar 'ZzzT
81 +3X2 Yor - 6,-Y2,
lr —r(P)= 5 ,
Zar - Ly

where 3X2, 3X2 and Y7, have been given in point doubling steps. Analogous to the
doubling-addition step, the numerator and denominator of {_r _r (P) are multiplied by
Y>7 simultaneously. According to (11), the values of Ny, o and Dy, o are given by

Nam.o = Ny, o - Zar - Z37 - Nbor o1
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4 2
D4m,Q = Dm’Q ' (NK—T,—T) .
We use the following sequence of operations to compute N4y, 0 and Dy, o
2
to=Zyr,ti=xp - to — Xor, to="to - Z4T, uo=yp X1,

3 2 2
upy = EXZT X1, = (uo—ul) mod )25 =t2—Y2T,

3
2 2 2
l‘3=to'l‘2,t0=Nm’Q,N4m,Q=t0't3,to= 5 T -Yor,

I/l2=l‘0><l‘1,t0=(u0+u2) mod p,t():l‘()—YzzT,l‘] :Dfn,Q’

2
=ty 11, Dam,p =17,

which comes at a cost of 57 + 271, + 55 + 13m + 13m,, + 27 + 7d. As a consequence, the
total number of operations required at the quadrupling step is 9 + 471, + 115 + 25§, +
13m + 13m,, + 47 + 214d.

quadrupling-addition step Define quadrupling-addition (QPLADD) to be the step
that obtaining g4,+1,0 from g,, o. There are two feasible schemes that need to be
considered for performing the step. At the first scheme, this step can be decomposed
as one quadrupling and one addition steps. According to the above analysis, the total
number of operation counts required in this scheme is 187 + 81, + 145 + 25, + 39m +
13m,, + 67 + 334. At the second scheme, this step can be decomposed as one doubling
and one doubling-addition steps. The total number of operation counts required in this
scheme is 1771+ 81, + 145+ 25, + 39m + 13m,, + 67 + 324. We select the second scheme
to execute quadrupling-addition step since it saves 71 + d compared to the first one.

quadrupling-doubling step Define quadrupling-doubling (QPLDBL) to be the step
that obtaining gs42,0 from g, o. At the step, the only scheme is to perform one
doubling-addition step and one doubling step. Hence, the total number required in this
step is equal to that in quadrupling-addition step.

5.2 Homogeneous coordinates

quadrupling step In homogeneous coordinates, the two tangent lines {7 oy and {_1 1
evaluated at P are given by

2Yor Zor -yp—3X3, -xp+Y3+3bZ3,

bor o1 (P)= Wor Zor ,
2YrZr -yp +3X3 -xp — Y2 —3bZ2
lr,r(P)= ¥z ,

where 2Yy Zy , 2Yor Zor, Y2, Y22T s 3bZ% and 3bZ§T have been given in the point doubling

steps. According to Formula (11), we have

Nam,o =Ny o - (2¥rZr)* - Nbor o7,
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Dym,o = D;,Q ~(Nl_g _1)* - 2Yar Zor .
We use the following sequence of operations to compute N4y, 0 and Dy, o

to = 3X5p, uo = 2Yar Zor X yp,u1 =19 X xp,

to = (u() - ul) mod p, to =1 +Y22T +3bZ§T,
tl=N22m’Q,t1=t1~2YTZT,N4m,Q=t0~t%,t0=3X2,
uo=2YrZyr Xyp,u; =tgXxp, to=(up+u;) mod p,
to = to—Ys—3bZ: 1) = Dfn’Q,tlz t - to, 1 =13,

Dam,0 =11 - 2Yor Zor,

which comes at a cost of 47 + 65 + 52m,, + 27 + 124. As a consequence, the number
of operations required in modified Miller function update at the quadrupling step is
10/ + 125 + 45, + 52m,, + 47 + 564d.

quadrupling-addition step At the quadrupling-addition step, the results show the cost
of the two proposed schemes are identical, that is, 20/ +417,, +145+45,+52m,,+67+694.
So does the quadrupling-doubling step.

5.3 Comparison and optimal strategy

In table 3, we list the operation counts of every stage in the modified Miller quadruple-
and-add. The results show that the costs of one quadrupling step are almost identical
in the two projective coordinates. However, Jacobian coordinates is preferred for both
quadrupling-addition and quadrupling-doubling steps. Hence, we conclude that Jaco-
bian coordinates are the faster choice. In the following, we only implement pairing
computation in Jacobian coordinates. Moreover, as compared to the data in Table 2, one
quadrupling step is about 15.0% faster than two consecutive doubling steps in Jaco-
bian coordinates. In conclusion, the optimal strategy to implement Miller’s algorithm
in modified Miller quadruple-and-add is as follows: (1) two consecutive doubling steps
are combined into one quadrupling step; (2) one doubling and one addition steps are
combined into one doubling-addition step.

Table 3. Operation counts for the iteration of Miller quadruple-and-add in different coordinates
systems( ignoring addition and the optimization of lazy reduction)

Coordinates QPL QPLADD QPLDBL

Jacobian 13 + 135 +26m 25 + 165 + 52m 25 + 165 + 52m
Homogeneous 10 + 165 + 52m 24 + 185 + 52m 241 + 185 + 52m
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6 Final Exponentiation

By using the method proposed in Section 2.2, the exponent d = (p'> — 1)/r can be
equivalently expressed as
11
d=(p=1)-) 1P,
i=0

where the coefficients #; fori € {0, 1, - -, 11} are given by

to=—x'0-2x15 - 3x14 —2x13 — x12 £ 3x2 4 3x + 3,

£ = —x2T 2526 _9x25 _ 24 _ (16 _ (15 _ 9 14y
2x13 +2x]2+4x2+x+4,

ty= xzs b2t 23 16 _ 15 _ 14
x04ax? +x+1,

13=x25 4 x4y x B _x16 _ 15 _ 14 gy 11 (10
O +dax+x+1,

+2x12 — x4

fg = —x242x2 )22 21 _y16 415 _ 1411y
2610 4 2x% 4+ 4x? 4 x + 1,

t5=x22 4 x2 4 x20 510 _ XI5 )14 0x9 — x84 &7
4% +x+1,

to=x22 + x4 x20— 16 x15_ — 48— x7T — xO
+H4x% +x+1,

f7 =2l = 2x20_ 019 418 _ (16 _ (15 _ 148
+2x7 + 200+ 4x2+ x+ 1,

tg=x1 4+ x184 x17— 10 _ 15 14 4 240 _ 55 4 x*
A2 +x+ 1,
tg = x19 B N A L P

X+ +x+1,

t10 = —x!8 = 2x17 —3x16 _ 2515 _ 14 _ x5 4 2x*4
23 +4x2+x+ 1,

1381 =xt+ 203 #3420 + 1.

Denote Nf and Df by the numerator and denominator of f2 o - ff 0 “lr200),7(1x10)>
respectively. We first compute f = (Nf/Df)P~!, which totally costs 37 +i + 2f. Then,
we raise f to the power Z t; - p'. It seems costly as the relations among ¢#; are chaotic.

By using the following 1emma we fortunately find some relations among ¢;.

Lemma 1. Let k be a prime number, f any of an element in G, and d)k(p ) = Z ti-p.

Then we have
k-2 ) k-2 . _
3 ti-pt % (ti+c)-pi+c-pk-

f i=0 = f i=0

1

for any c € Z.
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k-1 | k-1 .
. xp . X cp'
Proof. Since f € Gg,, we have fi=!' = 1.Forany ¢ € Z, itis easy to see fi-! =1.
It implies that
kiz( w . kiz . ki] . kiz .
ti+c)-pitc-pks t;-p° -pt t-pt
fi=0 b = fi=0 P .fi:OCP = fi=0 p'
O
Define c = App = x0 +xP +x¥ —4x2 —x—land A; =t; +c fori € {1,2,---, 11}.
Then, it follows that
Ao = I e B, LR R i S T
Aio = —x18 = 2x17 — 2516 — 15 _ 55 4 254 4+ 243,
A=xt0+ x4 x4 4 3% + 203 = x% +x,
App=c=x"0+xB 4 x!% 442 —x -1,
A=A X +3, =211 -x°, 3 =12 - 1%,
Ay =210-x% A5 =211 -x8 A6 =12 - x5,
A7=A10-x°, Ag=A11-x°, dg=2A1p-x°.
11 . 12 _
From Lemma 1, the exponent ), ¢; - p* can be replaced by }’ A; - p*, which is rewritten
i=0 i=0
as 1 L
12 2 3
DA pi=d0+3p+ () Awowi - ) - (DA plOH).
i=0 i=0 i=0
. 12 .
In order to raise f to the power of Y A; - p’, we first compute v; = f% and vy =
i=0

fhiotdn-prdi-p? by using the following formula:

D=1 pegi. BB, 94— G, 95— Gy
di— f-gi,do < g1 g3,d3 — dy - g5, ds — g3 - gu,
hi e (gs-d)*, hy = hY, hy b3, hy b3,
hs < hy,ri < hy-hy,roe hy - hs-gs,r3<h3 -d,

2

2

ry e rydy, v — —, v —dirf v v bl
ri

2 U
vy =1y gy, 03— vy dy oy — —.

U3

Notice that the above inversion is in the cyclotomic subgroup G 4,,. Finally, the following
exponentiation is performed to accomplish the final exponentiation:

Uy V5 Uy —uy U3 —u; , (12)

wg o)l ) o () (13)
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7 Operation Counts and Implementation Results

7.1 Operation counts

At the modified Miller loop, we require to compute Nf and Df, which means
that two modified Miller iterations are executed. Denote Nj(resp. N,) and D(resp.
D») to the numerator and denominator of f, o (P)(resp. fx [x]o(P)), respectively. The
binary representation the loop parameter x is 100010110000. At the first modified Miller
iteration, we compute N and D by executing 3 quadrupling, 2 doubling and 3 doubling-
addition steps, and 2:1 + § + 13m + d to recover f o(P) from g, o(P). The values of
N, and D; can be obtained by the same way, besides that we require to transform the
point [x]Q from Jacobian coordinates into affine coordinates at the beginning of the
second modified Miller loop, which comes a cost of 7 + 377 + §. In order to compute
Cr2(0),x([x]0) (P), one requires to compute 7%(Q) and 7 ([x]Q) firstly, which costs 4 f.
Denote [x]Q = (x1,y1) and 7([x]Q) = (x2, y») in affine coordinates. Then,

Cr2(0),x(1x10) (P)
_p=y) - (o -x1) = (g —y1) - (xp —x1)
X2 — X1 ’

Denote h by the numerator of €2 (), »([x]0) (P)- The computation of / can also use the
technique of lazy reduction, which requires 2, + 17 + 4 f + 64. In total, we have
Nf = (N1 - D7)P*™ - Ny - b, (14)
Df =Ds - (x2 —x1). (15)
As proposed in [19], raising N - Dl’l to power of x only requires 4+, since the squares
can be shared with the computation of N,. Hence, it costs 7 + 871 + f in (14)-(15). We
delay the computation of Nf/Df into the final exponentiation.
In conclusion, the total number of operations required in the Miller loop using
Jacobian coordinates is
ML =6(9m + 4r, + 115 + 25, + 13m + 13m,, + 47 + 214)
+4(6m + 2, + 65 + 5, + 13m + 13m,, + 27 + 114)
+6(11m + 611, + 85 + §, + 26m + 47 + 214d)
22+ 5+ 13m+ad) + ([ +3m+3)
+(2, + 1F+4f +6d) + ([ + 8 + f)
=2i + 15977 + 70s1,, + 1415 + 225, + 312m + 130m,,
+ 577 +304a+5f
=2i+518m+15798m,,+10758s,+4747r+195187a.
In the final exponentiation, computing f = (Nf/Df)P~! requires i + 37 + 2 f. Raising
f to the powers g and A9+ 411 - p + 12 - p2 totally cost 16/ + 45 + 2i. + 18e + 4 f.

The last step of the final exponentiation as shown in (12)-(13) requires 671+ 5+9¢ +5 f.
Hence, the total number of operations required in the final exponentiation is

FE = (1 +3m+2f) + (16771 + 45 + 20 + 18e + 4f)
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+ (6 +5+9e+5f)
=i+20. +25m+55+27e+11f

=1i+325m +7801m, + 199325, + 193048a + 5461r.

7.2 Implementation results

Table 5. Comparison of implementations averaged over 10* trials between the BWI3-P310 curve

According to algorithms proposed in Section 3, we first implement finite field by
using the C programming language. The codes are complied with the GCC compiler
using -03 optimization level. Lower-level prime field operations are based on Version
0.5.0 of RELIC library [33]. Timing benchmarks are taken on a 64-bit Intel Core i7-
8550U @1.8GHz processor running Ubuntu 18.04.1. We present the corresponding

Table 4. Operation counts averaged over 10* trials for finite field arithmetic

F pi3 Arithmetic Operation Counts in F,, ~ Clock Cycles
Addition 13a 566
Multiplication 66m, +502a + 13r 8788
Squaring 66s, +443a + 13r 3842
Inversion 27Tmy +73m+i+2034a+53r 39875
Inversionin Gg,,  264m, +60m +2008a +52r 34211
Exponentiation by x 198m,,+726s,,+6379a+182r 92619
Frobenius 12m 1904

and theBLS12-446 curve

operation counts and timing benchmarks in Table 4. On this basis, we then implement
the optimal ate pairing on the BW/3-P310 curve. Comparison of timing benchmarks
between the BW13-P310 and the BLS12-446 curve are given in Table 5. The result shows
that the implementations of pairings on the BWI3-P310 curve is about 2 times slower

Curve Phase Clock Cycles
Miller loop 1215923

BLS12-446 [33] Final exponentiation 1227885
Optimal ate pairing 2443808
Miller loop 3597243

BWI13-P310 Final exponentiation 2779631
Optimal ate pairing 6376874

than that on the BLS12-446 curve.
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8 Conclusions

In this paper, we studied pairing computation on pairing friendly curves with odd
prime embedding degrees, instantiated by using the BWI3-P310 curve on a 64-bit PC
processor. The curve can reach 128-bit security level under the attack of SexTNFS. We
proposed a modified Miller function and gave a new strategy to implement Miller’s
algorithm. Based on that, we drew a comparison between Jacobian and homogeneous
coordinates.

In addition, we also presented an efficient method to execute final exponentiation.
Even though pairing computation on the BWI13-P310 curve is slower than that on the
BLS12-446 curve, it is still meaningful since the size of prime field of the curve is
smaller. As proposed by Clarisse, Duquesne and Sanders [18], the curve can be used in
the schemes that requires an amount of exponentiation in G, such as EPID and DAA.
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Sub-Algorithm

Algorithm 3: MulLevel2(a,b) cost=3m, + 6a

1 Input: a =ap+ajw, b =bg+bjw
2 Output: u =a x b

ug < ag X bo, uy < ay; X by Uy «— up —uj
to «— ag+bg, 11 «— ay +b; return
Uy «— to Xty,Up < up — ug u=u0+u1w+u2w2

Algorithm 4: MulLevel3(a,b) cost=6m,+20a

2 R 2 .
1 Input: a = Y q;0',b = 3 biot
i=

0 i=0

2 Output: u =a x b

1: ug <« ag X by 12: uz «— uz —up
2: up «— aj X by 13: Uz < U3 — Uy
3: ug —ayxXby 14: tg «—ag+ay
4: tg —ag+ai 15: t; « bo+ by
5: t; < bg+ by 16: i «—tg X 1
6: up «—tg Xt 17: @ «— i —ug
T: uy «—uy —ug 18: d — i —uy
8 up —uyp—up 19: up «— up +1ii
9ty —aj+ap 20: return

. 4 .
10: t; « b1+ by U=y ujot
11: usz < o X1 i=0
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F. Author et al.

Algorithm 5: MulLevel4(a, b)

cost=9m,,+38a

3 . 3 .
1 Input: a = Y, q;0',b = Y biot

i=0 i=0

2 Output: u =axb

—_ —

TR DN R RN

Ag «—apg+ajw

Al «— ar +azw

BO — bo + blw

By « by + b3w

a «— MulLevel2(Ag, By)
B «— MulLevel2(A1, By)
To «— Apg+ A

T1 «— B() + Bl

v < MulLevel2(Ty, Ty)

: fori=0to2do

Yi < Yi—a

12:
13:
14:
15:
16:
17:
18:
19:
20:

21:

Yi < vi—Bi

end for
u0<—a0,

up «<— a1

uy <~ az+7yo
Uz < vi

ug — Po+7v2
us (_ﬁls

ug < B

return u = ), u;w"

i=0

Algorithm 6: MulLevel6(a, b)

cost=18m,,+94a

5 . 5 .
1 Input: a = Y a;0',b= Y bijo

i=0 i=0

2 Output: u =a x b

e A A S o e

[ —
N o—= O O

2
2

Ag «— ag+ajw+ arw
Al — a3 +aqw +asw
By <« by +b1w+b2w2

B « b3 +b4w+b5w2

a «— MulLevel3(Ag, By)

B «— MulLevel3(A;, By)

T() (—A0+A1,T1 «— BO+BI

: ¥y < MulLevel3(Ty, T})
: fori=0to4 do

up ;i + i

Vi< Yi U

: end for

13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:

24:

up < o,
u1<—a1
up < ay,
uz «— a3z +7yp
Uy < a4 +7v]
us <= y2
ug — Po+7v3
uy — P +v4
ug < po
ug — f33

uyp < Pa
10

return u = ), u;w'

i=0
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Algorithm 7: MulLevel7(a, b) cost=24m,+138a

6 . 6
1 Input: a = Y aq;0',b = Y biot

i=0 i=0

2 Output: u =a xb

e AR S

Ag < ag +a1w+a2w2

Al a3z +a4w+a5w2+a6w
B() — bo + blw + bz(x)z

B <—173+b4w+b5¢u2+l)6o_»3
a «— MulLevel3(Ag, By)

B «— MulLevel4(Ay, By)

3

Ty — Ag+A1 Ty « By+ By
1y «— MulLevel4(Ty, Ty)
: fori=0to4do

up ;i + i
Yi Vit Ui

: end for
Y5 < vs—Bs
" Y6 < Y6 — Bs

15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:

27:

up — o

Uy «— a1, Uy «— @)
uz <— a3z +7yo

Uy — a4+

ug — Po+7v3

uy — P +7v4

ug < pr+7vs

ug — B3 +7vs

us < yp, ug < P
ug «— B3, u10 < B4
uip < Bs

ui2 < PBe
12 )
return u = Y, u;w'
i=0




