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Abstract. This letter addresses some security issues of an identity-
based provable data possession protocol with compressed cloud storage
(published in IEEE TIFS, doi:10.1109/TIFS.2022. 3159152). Some seri-
ous flaws are identified and an attack to the protocol is designed. This
attack is able to recover the ephemeral secret keys from two encrypted
blocks with high probability to reveal the original plaintext file com-
pletely. Moreover, an adversary can impersonate a data owner to out-
source any file to the cloud in a malicious way. The main ingredients of
the attack is some classical number theoretic results.
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1 Introduction

With growing demand for computing resources, storing a user’s data in the cloud
has become a popular choice. Since in this case data owners lose control of their
data and the cloud is not completely trusted, it is important for users to audit
the integrity of their data outsourced on cloud. There are two techniques to
enable the cloud to produce proof of outsourced data: proof of retrievability
(POR) proposed by Juels and Kaliski[1] and provable data possession (PDP) by
Ateniese et al.[2]. In [2], the authors utilized RSA-based homomorphic tags to
verify the data integrity with a probabilistic algorithm. After that, many research
work[3–5] discussed how to lower computational complexity to improve security
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and dynamic operations for public auditing of outsourced data. On the other
hand, several previous schemes in [6–8] focused on users’ public key generation
without the help of public key infrastructure by constructing identity-based PDP
schemes to facilitate certificate management.

Recently, Yang et al. proposed an identity-based PDP scheme, called IBPDP-
CCS, to support compressed cloud storage[9]. The design of their protocol only
relies on the basic algebraic operations and the costs of storage, communication,
and computation are lowered. Specially, a data owner only needs to upload the
encrypted blocks and a tag to the cloud without including his original file. In
[9], it was claimed that IBPDP-CCS provides data privacy and unforgeability.

In this letter, some serious security flaws of the identity-based provable data
possession protocol IBPDP-CCS are identified. More specifically, we demonstrate
that in IBPDP-CCS, an attacker is able to use a piece of public information in
the file tag to derive an ephemeral secret value by using two encrypted blocks
with high probability. With this, other ephemeral private key values can be
obtained as well. In particular, the original plaintext file is revealed completely
and impersonating a data owner is possible. The attack is based on some classical
result in number theory.

2 A Review of IBPDP-CCS

In this section, we briefly review the underlying identity-based PDP protocol
proposed by Yang et al. [9]. This schemes achieves compressed cloud storage
and contains four entities: data owner, cloud, third-party auditor (TPA), and
key generation center (KGC). KGC generates the system parameters and the
secret key for a user. Data owners store the encrypted blocks of a file and the
file tag into the cloud. In data auditing, TPA transfers a challenge message to
cloud for the audit on behalf of the users. Upon receiving the challenge, the
cloud produces the proof as response to TPA. TPA validates the response and
returns the result to data owner. During data recovery, the owner can decrypt
the given encrypted file.

The IBPDP-CCS scheme consists of seven algorithms: Setup, Extract,
Outsource, Challenge, ProofGen, Verify, Recover. We will explain these
seven procedures here. For other related information, the readers are referred to
[9] for more details.

1. Setup(λ)→ (MSK,PK). With the security parameter λ, KGC determines a
large prime p, generates a random number q with q being much smaller than
p, and two random elements g, σ ∈ Zp. A hash function H : {0, 1}∗ → Zp is
fixed. The master secret key MSK of the KGC is σ, and the public key is
PK = {p, q, g, gσ, H}.

2. Extract(ID)→ SKID. In this algorithm, KGC outputs the secret key SKID

for a user whose identity is ID and the user validate it.
– From a user identity ID, KGC selects a random number ζ ∈ Zp and

compute a′ = ζ + σH(ID) mod (p− 1). KGC transmits SKID = a′ to
the user, together with gζ .
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– After receiving a′ and gζ , the user determines ga
′
= gζ · gσH(ID) mod p

to judge the correctness of his secret key.
3. Outsource(F, SKID, PK) → (T, τ). The user encrypts all blocks of the file
F and generates the file tag.
– The data owner randomly chooses a′′ ∈ Zp, b, c, r, l ∈ Zq and computes
a = a′ + a′′, and â = a/r. Note ql� â.

– The user divides the file into {x1, x2, · · · , xm} and generates the en-
crypted block yi by computing yi = a(xi + bH(name||i)) + cxi, where
xi ∈ Zl, name is the identifier of the file F .

– Define T = {y1, y2, · · · , ym} as a set of all encrypted blocks. The owner
generates the file tag τ = name||l||m||â||ga||gc||gabc||spk||SSig(name||l||m
||â||ga||gc||gabc, ssk), where SSig is an identity-based secure digital sig-
nature whose public key and secret key are spk and ssk respectively.

4. Challenge(·) → chal. TPA produces a challenge chal when he wants to
perform data audit.
– TPA first checks the validity of the file tag τ with public key of ID-based

signature. If invalid, TPA terminates the audit; otherwise, TPA extracts
the values m, l, â, ga, gc, gabc from the tag τ .

– TPA chooses the random indices of the challenged block {i1, i2, · · · , in}
from [1, · · · ,m] and random numbers {e1, e2, · · · , en} such that

∑n
j=1 ejql

< â.
– TPA sends to cloud the challenge sequence as chal = {i1, i2, · · · , in; e1, e2,
· · · , en}.

5. ProofGen(T )→ Γ . The cloud generates a proof by computing Γ =
∑n
j=1 eijyij

as response to TPA.
6. Verify(chal, Γ, τ)→ v. On receiving Γ , TPA verifies the equation

gcfloor(Γ/â)·â
?
= ga(Γ−floor(Γ/â)·â) · gabc

∑n
j=1 ejH(ij) mod p

If yes, TPA returns v = 1; otherwise, v = 0.
7. Recover(yi) → xi. From yi, the user can recover the original data block xi

by calculating xi = (yi − floor(yi/â) · â)/c.

Remark: We would like to make some remarks on the definition and process
of IBPDP-CCS. First we note that in [9], the authors’ usage of â = a/r seems to
be that of floor as they also used the division / to result the mod operation 4.
However, the operator floor was defined and used in many places. The second
remark is about the decryption formulas xi = (yi − floor(yi/â) · â)/c, i =
1, 2, · · · ,m in [9]. We believe that some conditions need to be specified in order
to make these equalities hold. In our rest discussion, we shall not need to involve
those conditions. The decryption formulas are sufficient for us to perform analysis
on IBPDP-CCS.

4 If ‘/’ were for rational division, the secret a would be easily derived from the public
piece â.
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3 Security Analysis of IBPDP-CCS

In this section, we present an analysis of the IBPDP-CCS scheme. We have
identify some flaws in the design of this scheme, including some serious ones that
compromise the security. With achieving compressed cloud storage in mind, a
data owner only transmits encrypted values to cloud without the original file to
support integrity auditing by TPA and decryption by the data owner. However,
we are able to describe an attack to IBPDP-CCS in which an adversary can
decrypt all encrypted blocks of files. To be more precise, an attacker is able to
recover the ephemeral private key the data owner used to perform decryption.
The main ingredients of the attack are some basic number theoretic primitives
such as computing the greatest common divisor (GCD) and a classical result of
Dirichlet [10] which states

Theorem 1 If α and β are two random integers, the probability that gcd(α, β) =
1 is 6

π2 ≈ 0.608

As usual, an adversary is assumed to have the ability of eavesdropping the
information from a communication channel. Therefore, the encrypted blocks and
the file tag are available to the adversary in our attack.

Now let us describe the attack in details. With the set of encrypted blocks
T = {y1, y2, · · · , ym} and a file tag τ , the adversary performs the following steps.

– Step 1. The adversary selects two random blocks yi, yj , and extracts the
value â from the file tag τ .

– Step 2. From yi, yj and â, the adversary computes
αi = yi − floor(yi/â) · â
αj = yj − floor(yj/â) · â

– Step 3. The adversary calculates c′ = gcd(αi, αj) using the Euclidean algo-
rithm and then calculates x′k =

(
yk− floor(yk/â) · â

)
/c′ for k = 1, 2, · · · ,m.

– Step 4. The adversary checks whether the file {x′1, x′2, · · · , x′m} is meaningful.
If yes, then the private key c′ is valid. Otherwise, go to Step 1.

A proof of the correctness of the above procedure goes as follows. According
to the design and requirements of the IBPDP-CCS protocol, the equality yi =
floor(yi/â) · â+ cxi holds for each 1 ≤ i ≤ m. So

gcd(αi, αj) = c gcd(xi, xj).

It can be assumed that the integers xi (converted from the actual file blocks)
exhibit some randomness. Thus with bigger probability gcd(xi, xj) = 1 holds
true by Theorem 1.

Remark: In fact, one can do better than the described protocol. Computing
c′i,j = gcd(αi, αj) for all 1 ≤ i, j ≤ m, i 6= j, then with overwhelming probably
c = min1≤i,j≤m,i 6=j c

′
i,j . The worst situation is that all gcd(xi, xj) > 1, then

min1≤i,j≤m,i 6=j c
′
i,j is still likely to be a small multiple of c.

We would like to further remark that, once an adversary obtains the valid
value c, he can recover the other private key a, b using the similar technique as
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above. More specifically, from the equation yi = a(xi + bH(name||i)) + cxi, an
adversary has known the values of yi and cxi = yi−floor(yi/â). Then, for a pair
(yi, yj), he generates gcd(yi−cxi, yj−cxj) which is probably the values of a from
the aforementioned analysis. Then b is recovered using a, c, xi, yi, H(name||i).
Therefore, an adversary can impersonate the owner to outsource any file which
has same file tag τ in a malicious manner.

4 Conclusion

This letter presents an analysis of the PDP protocol IBPDP-CCS [9]. Some
serious security flaws are identified and an attack to IBPDP-CCS is described.
An attacker is able to recover all encrypted blocks with high probability without
knowing the secret key of the owner. Furthermore, an adversary can impersonate
the data owner to outsource files to the cloud.
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