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1 | INTRODUCTION

Authenticated encryption (AE) is a symmetric-key crypto-
graphic function that provides simultaneously confidentiality
and message integrity. Popular AE schemes, such as GCM [1]
and OCB [2-4], are nonce-based AE (NAE), where a nonce is
a value that never repeats at encryptions. In principle, the
nonce uniqueness is maintained, say by using a counter.
However, the nonce may repeat in practice due to various
reasons. The problem of repeating nonce is typically called
nonce-misuse and has been recognised as a real threat shown
by many practical attacks, such as [5, 0].

Nonce-misuse attacks against NAE can be devastating.
Most notably, GCM reveals its authentication key even with a
single nonce-misuse [7], which implies universal forgery at-
tacks. Although these attacks do not invalidate the original
security proofs assuming a nonce-respecting adversary, they are
extensively studied for various NAE algorithms due to their

practical relevance [8-11].
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The problem of nonce-misuse has been formally studied
by Rogaway and Shrimpton [12]. They defined Misuse-resistant
AE (MRAE), which ensures the maximum security against
nonce-misuse, called nonce-misuse resistance (NMR). In
essence, MRAE ensures that a repeat of nonce in encryption
queries does not reveal anything as long as the entire input
tuple of (nonce, associated data (AD), plaintext) is unique.
Authenticity is also maintained even if a nonce is repeated.
This is very strong protection; however, inherently requires
off-line, two-pass computation.

Reflecting the increasing need for protection for resource-
constrained devices, NIST is conducting a lightweight cryp-
tography (LWC) project aiming at standardising lightweight
AE schemes from 2018, After two selection rounds, NIST
announced 10 finalists in March 2022. To make lightweight AE
schemes, it is natural to focus on NAE. In fact, NIST did not
explicitly require any form of security against nonce reuse/
misuse, just mentioning that any security property maintained
even when nonce repeats could be advertised as a feature. As a
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result, a large fraction of the initial submissions to NIST LWC
are NAEs, and among the 10 finalists, only one finalist
(Romulus [13, 14]) includes an MRAE (Romulus-M, a sec-
ondary member). Considering the aforementioned potential
risk of nonce-misuse, investigating the effect of nonce-misuse
on the finalists is practically relevant. Although there is some
progtess, still nonce-misuse analysis is scarce as pointed out by
[15], in particular within a formal provable security framework
(see Related Work below for a detailed discussion).

In this paper, we study two NIST LWC finalists, Romulus-
N (the primary member of Romulus) and GIFT- COFB [16].
They are NAEs and not MRAEs. Instead, we focus on a
relaxed secutity notion against nonce-misuse, called Nornce-
Misuse ResiLience (NMRL)?, introduced by Ashur et al. at
CRYPTO 2017 [11]. They defined privacy (NMRL-PRIV) and
authenticity (NMRL-AUTH) notions. Intuitively, NMRL no-
tions tell if a repeat of a nonce N can affect messages using
nonces different from N. See [11] (also Section 2) for the
definitions and its relevance, security of popular schemes etc.
For example, GCM and OCB (of the first version) meet
neither NMRL-PRIV nor NMRL-AUTH [11]. For example,
Vanhoef and Piessen [17] mentioned the importance of resil-
ience against nonce-misuse as mitigation of their attack against
WPA2 and suggested CCM and MRAEs as alternatives to
GCM. NIST also mentioned Ashur et al. in their status report
[18].

Besides being finalists, our motivation to study Romulus-N
and GIFT-COFB is based on the fact that they share structural
similarity (namely, COFB [19]). Their serial structure has also
some similarity to Sponges but it lacks ‘capacity’ part; thus,
most of the output blocks of a primitive are given to the ad-
versary. NMRL security analysis of such structure has not been
done before, and we cannot reuse any results on Sponges or
other finalists. Regarding the original proofs of Romulus-N
and GIFT-COFB, some of them could be reused; however,
we need dedicated analysis for the major remaining parts (see
below).

We first show that Romulus-N and GIFT-COFB are not
misuse resistant (Sect. 4). Under the NMR setting, the privacy
notion (NMR-PRIV) is impossible to meet for their online
computations, and the authenticity notion (NMR-AUTH) is
broken with few queries with a repeated nonce, which we call
the chain transition attack.

A natural question here is theit NMRL security. We answer
this positively by showing that Romulus-N and GIFT-COFB
have NMRL-PRIV and NMRL-AUTH security. In particular,
Romulus-N has perfect NMRL-PRIV security and 7/2-bit
NMRL-AUTH security with graceful degradation with respect
to the maximum number of a nonce repeat (i.c., if nonce does
not repeat too much it achieves almost ideal, about 7-bit
authenticity) for # = 128. This means that Romulus-N main-
tains a strong resilience against nonce-misuse. This result is
particularly relevant since Romulus-N is a primary member of
Romulus and shows the completeness of Romulus as a family

“This acronym is to avoid confusion with nonce-misuse resistance.

of AEs having different levels of protection against nonce-
misuse. For Romulus-N, while NMRL-PRIV security proof
is obvious thanks to the explicit domain separation via tweak,
our NMRL-AUTH proof together with graceful degradation
requires a detailed analysis.

For GIFT- COFB, the original security bound is (n/
2 —log n)-bit for both privacy and authenticity. We showed 7/
4-bit NMRL-PRIV and NMRL-AUTH security for 7 = 128.
These bounds are quantitatively weak, however still not
pointless in some use cases. Say, if nonce repeat is fairly
infrequent and can be detected within a short period, the
administrator can take action, for example, by resetting the
devices, before the damage gets too large. In contrast, when
nonce repeat occurs for GCM, the adversary immediately
mounts a universal forgery with probability one.

We stress that our proofs for GIFT-COFB are quite
different from the original proofs for nonce-respecting ad-
versary, which crucially depend on the fact that nonces in the
encryption queries are unique. Moreover, the short input mask
of n/2 bits prohibits a modular analysis via tweakable block
cipher (TBC) such as the proofs of OCB [3, 4] to achieve the
desired bound. We found that, for NMRL analysis, such a
modular analysis indeed works from the nature of the attack.
After an abstraction by the TBC, NMRL-PRIV proof is im-
mediate, while NMRL-AUTH proof is largely similar to the
proof of Romulus-N but the difference in the usage of tweak
requires a dedicated analysis (indeed, this difference enables the
full n-bit NMRL-AUTH security for the TBC-abstracted
version). We also would like to remark that our NMRL
proofs provide alternative nonce-respecting security proofs for
GIFT- COFB as a byproduct. The bounds are weak, only 7/4
bits, but its modular structure makes the proof more intuitive.
The resulting analysis reveals that the case analysis is indeed
subtle to avoid attacks (even in the nonce respecting scenario),
which has not been explicitly shown in the specification doc-
uments. We think this is a part of our contributions: our proof
eventually helps understanding the design and implies the
soundness of the construction (i.e. if 7 is large enough it im-
plements a secure NAE with sufficient NMRL security). The
original proofs are rather complex [20], and ours complement
them by showing a more detailed analysis of the domain
separation, supporting its correctness.

Related Work. Two NIST LWC finalists, Ascon [21] and
ISAP [22], have been shown to have nonce-misuse resilient
privacy and misuse resistant authenticity [23, 24]. NMRL se-
curity has been shown for a 2nd-round candidate Spook [25].
Elephant showed the NMR authenticity [26, 27].

2 | PRELIMINARIES

Let {0,1}* be the set of all finite bit strings, including the
empty string & For X € {0,1}*, let | X| denote its bit length.
Here, |&]| = 0. For integer 7 > 0, let {0,1}" be the set of
n-bit strings, and let {0,1}%" = Uieio... 21 {0,1}", where
(0,1} = {e}. Let [n] = {1, ... n} and [ [#] ] = {0, 1, ...,
n — 1}. If X is uniformly distributed over a set X, we write
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X <$—X . For two bit strings X and Y, X || Y is their concate-
nation. We also write this as XY if it is clear from the context.
Let 0° (19) be the string of i zero bits (i one bits), and for
instance, we write 10’ for 1 || 0". We write msb;(X) (respec-
tively, 18Db;(X)) to denote the 7 most (respectively, least) sig-
nificant bits of X. For X € {0,1}* let | X|,, = max{1, [|X]/
nl}. Let (X[1],...,X[x]) <X be the parsing of X into n-bit
blocks. Here X[1] || X[2] || ... || X [x] = X and x = | X]|,.
When X = ¢, we have X[1]<X and X[1] = & Let X << i
denote the left rotation shift of X by 7 bits.

Following (3], by wtiting 24 for a € {0,1}’, we mean a GF
(2°) multiplication by the polynomial x, also called a doubling,
Similarly, 32 means a multiplication by x + 1, that is, 32 = 22
@ a. They are used by GIFT-COFB with s = 64 [20].

(Tweakable) Block Cipher. A TBC is a keyed function
E: K x Ty x M= M, where K is the key space, Ty is
the tweak space, and M = {0,1}" is the message space, such
that for any (K, To,) € K X Ty, E(K, Tw, ) is a permutation
over M. We interchangeably write E(K, Ty, M) or Ex (T, M)

~ T, . . . . ~ Ty -1
ot Ex (M). The decryption routine is written as (E X ) (),

where if CZE? (M) holds for some (K, T,, M) we have
7\l
M= (E;;w) (C). When Tyy is a singleton, it is essentially a
block cipher and is simply written as £ : K x M - M.
Random Primitives. Let X, ) and T, be non-empty finite
sets. Let Func(X, ) be the set of all functions from X to Y,
and let Perm(X) be the set of all permutations over X.
Moreover, let Perm(7 4, X) be the set of all functions
[Ty x X = X such that for any T € T, f (T, ) is a per-
mutation over X. A uniform random permutation (URP) over
X,P: X — X, is a random permutation with uniform distri-
bution over Perm(X). An n-bit URP is a URP over {0,1}". A
tweakable URP (TURP) with a tweak space 7, and a message
space X, P:7, x X — X, is a random tweakable permuta-
tion with uniform distribution over Perm(7 ., X). The

~_\T
decryption is written as P7! (%) for URP and (P 1) (%) for
TURP given tweak 7.

Definition 1 A nonce-based authenticated encryption (NAE) is
a tuple T1 = (€, D). For key space K, nonce space N, message
space M and associated data (AD) space A, the encryption
algorithm & takes a key K € IC and a tuple (N, A, M) of a
nonce NN, an AD A€ A, and a plaintext M € M as
input, and returns a ciphertext CEM and a tag T€T.
Typically, T ={0,1} for a fixed, small ©. The decryption
algorithm D takes K € K and the tuple (N, A, C, T) as input
and returns M € M or the reject symbol L. The corresponding
encryption and decryption oracles are written as Ex and Dk.

An NAE scheme usually assumes each nonce in encryption
queries to be distinct. However, our security definitions
consider the case that nonces may be reused (misused) in
encryption queries.

21 | Security definitions

Let A be an adversary that queties an oracle O and outputs a
bit x € {0, 1}. We write AZ = 1 to denote the event that x = 1.
It is a probabilistic event whose randomness comes from those
of A and O. Queries of A may be adaptive unless otherwise
specified. If there are multiple oracles Oy, Oy, ..., AC1O
means that A can quety any oracle in an arbitrary order unless
otherwise specified.

Definition2 For a TBC E:KxTyx M—>M, its
Tweakable Pseudorandom Permutation (TPRP)-advantage
against A is defined as

)

Ad tEF"P(A) =

Pr [AEK N 1] - Pr[Aﬁ N 1}

where P : Ty, x M — M is a TURP and A may query any
(T,M)e T, x M. The PRP advantage of a block cipher
E:KxM->M (AdviP(A)) is similarly defined by

assuming T o, is a singleton.

We write (g, t)-(I)PRP adversary to mean an adversary
using g queries and ¢ time against the (tweakable) block cipher.

2.1.1 | Security notions for Authenticated
encryption.

Let IT = (€, D) be an NAE scheme (Def. 1). We define $oracle
that takes any valid input (N, A, M) for Ex and returns a
random string of |Ex(N, A, M)| bits, and L oracle that takes
any valid input (N, A, C, T) for Dk and returns L.

Definition 3 (PRIV and AUTH). The (nonce-respecting) pri-
vacy and authenticity notions for I1 are as follows [28].

AdVPV(A) : = Pr[AfK = 1} —pr[AY = 1],
Adv(A,) : = [Pr [AiK*DK N 1] —Pr [Ai“ = 1} ‘

The adversary in the both notions are nonce-respecting, that is,
the left oracle Oy takes a distinct nonce for each query. For
AUTH notion, if (C, T) is returned by the left oracle
O\(N,A, M), then A, cannotr query the right oracle
O,(N,A,C, T).

We use the term effective blocks to mean the number of
actual primitive calls invoked in a query.

2.1.2 | Misuse resistance

The security notions in the sense of NMR are obtained by
modifying the above notions. In particular, the privacy notion

85UB017 SUOWILLIOD A1) 8]qel (dde 8y Ag peusenob aJe Ss(oile O ‘8sn Jo sejni o Akeid8UljUO /8|1 UO (SUONIPUD-PUE-SWLB) W00 A8 |1 Ale.d 1 jpuluoy/:Sdny) SUORIPUOD pue swie | 8y} 8es *[£202/20/2T] Uo AriqiTauliuo A8|Im BulyDsueIyp0D Aq OTTZT 28 !/6Y0T 0T/I0p/L0d 48| Im AIq Ul |UO Yo Jessa B //:SdNy Wol) pepeojumod ‘0 ‘L T/8TS.T



¢

INOUE ET AL.

(NMR-PRLV, Advnnmr_priv(A1)) is obtained by allowing A; to
arbitratily reuse nonce in encryption queties, but A; must make
the entite query (N, A, M) distinct. The authenticity notion
(NMR-AUTH, Adv[™™"(A,)) is obtained similarly by
allowing A, to arbitrarily reuse nonce in encryption queties,
and there is no restriction on nonces in decryption, as in the
original AUTH notion. Two-pass, off-line schemes, such as
STV, [12] fulfill these notions and are called Misuse-resistant
AE (MRAE). See [12] for more details.

2.1.3 | Misuse resilience

Nonce-Misuse Resilience (NMRL) [11] is a relaxation of
NMR. Specifically, the privacy and authenticity notions under
NMRL divide encryption queries into challenge and non-
challenge ones and only require the adversary to be nonce-
respecting among the former type of queries. The nonce-
misuse in non-challenge queries should not break the chal-
lenge ciphertexts (for privacy) or enable forgery with the
challenge nonce (for authenticity). The definitions of [11] are
as follows, where $ and L oracles as defined eatlier.

Definition 4 (NMRL-PRIV). The nonce-misuse resilience
privacy advantage against A is defined as follows.

AdV P (A) = [Pr[AT K 1] - Pr[ASEE 1]

A may re-use nonces with its right oracle Oy, but it may not
re-use nonces with its left oracle Oy, nor may it use a nonce
already queried to Oy for an Oy-query and vice versa.

Definition 5 (NMRL-AUTH). The nonce-misuse resilience
authenticity advantage against A is defined as follows.

AdvMu(A) - = [Pr[AFOPE = 1] — Pr[AFOL 5 1]
where (i) nonces in Oy may repeat, and (ii) after O1(N, A, M)
returns (C, T), O2(N,A,C,T) cannot be queried, and (iii)
each nonce appeared in Oy must appear at Oy at most once,
irrespective of the order of queries.

We remark that efficient single-pass AE schemes anyway
cannot achieve full misuse resistance. Therefore, NMRL
somehow reflects ‘best possible’ security for such schemes
against nonce-reuse. This may increase the lifetime of keys. For
example, when using 128-bit random nonces, the fraction of
collided nonces remain small even if the number of encrypted
messages goes beyond 2. Therefore, if a large proposition of
encrypted messages quickly become obsolescent, then key
update may be deferred (since the small proposition of critical
messages remains secure w.h.p.).

Meanwhile, NMRL reflects a sort of forward security:
even if nonce is repeated, the future nonces are secure (as
long as they do not repeat). For example, consider some
plant sensors sending messages. Then, a repeat of nonces

would harm messages encrypted with that nonce, but the
damage would be mitigated by replay protection or generally
a stateful decryptor. In contrast, if GCM is used that does
not ensure NMRL (auth), then the damage cannot be
mitigated.

Remark. At EUROCRYPT 2019, Dutta et al. [29] intro-
duced the faulty nonce model. Roughly speaking, this model
adds an additional parameter quantifying maximum repetition
of nonce to the ordinary NMR definition, and this enables
fine-grained understanding of the effects of nonce-reuse. The
model of nonce-misuse resilience is weaker, since it only en-
sures security at fresh nonces. On the other hand, misuse
resistance is not achievable by single-pass AEs even in the
faulty nonce model.

3 | BRIEF DESCRIPTIONS OF
ROMULUS-N AND GIFT-COFB
3.1 | Romulus-N

Romulus-Nis the primary member of Romulus [13, 14]. It is
based on Skinny-128-384+(the 40-round variant of SKINNY
[30] TBC having 128-bit block and 384-bit tweakey). The
specification of Romulus-N is given in Figure 1. As shown in
Figure 1, Romulus-N uses an 7 X 7 binary matrix G defined

as an n/8 X n/8 diagonal matrix of 8 X 8 binary sub-
matrices:

G 0 0 .. 0

0 G 0 0
G=| : :

0 ... 0 G 0

0 ... 0 0 G

whete 0 hete represents the 8 X 8 zero mattix, and G is an
8 X 8 binary matrix, defined as

_ O O OO o o oo
=N eBeolBolBeoleRal
ool =
ecleBeoBoRel ==
el eleoBeol ==l
SO OO, O O OO
OO =, OO O oo
_ =0 O OO OO OO

Let G? for i = 0, 8, 16, ..., n be the matrix equal to G
except the (¢ 4+ 1)-st to nth rows, which ate set to all zero”. For
our security proof, we just need the property that G is sound:

Definition 6 A matrix G is sound, if: (1) G is regular (full-
rank), and (2) G¥ @ I is regular for all i = 8, 16, ..., n, where
I denotes the identity matrix.

3, . .. . .
This definition comes from that Romulusis defined on byte strings.
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Algorithm Romulus-N[Ex]-£(N, A, M)

1 H « HashN[Ex](A)

2 if |Afa]| < n then wa < 26 else 24
3 S« BT (H)

4 return Encrypt[EK](N7 S, M)

Algorithm p(S, M)

1 C+«+ MoG(S)
28« SeM
3 return (9, 0C)

Algorithm HashN[Ex](A)

1 H<+0"

2 (A1],...,Ala]) & A

3 Ala] + pad,, (Ala])

4 for i=1to |a/2]

5 (H,T])(—p(H,A[2i—1])
6 H« E’;?[Qi],&?i—l)(H)
7

8

9

10

end for

if a mod 2 =0 then V <+ 0" else Alq]
(H,n) « p(H,V)

return H

Algorithm Encrypt[Ex](N, S, M)

1 (M[1],...,M[m]) <& M

2 if |M[m]| < n then wy «+ 21 else 20
3fori=1tom—1
4 (S,Cli) « p(S, M[i])
5 S« EQM(9)
6 end for

7 M'[m] + pad, (M[m])

8 (S,C'm]) « p(S, M'Im])

9 Clm] < lsbjrs(my (C'[m])

10 8 « B (8)

11 (n,T) < p(S,0™)

12 C« C]] ... || Clm —1]| C[m)]
13 return (C,T)

Algorithm Romulus-N[Ex]-D(N, A, C,T)

1 H + HashN[Ex](A)

2 if |Ala]| < n then wa < 26 else 24
3 8« BT (H)

4 return Decrypt[EK](N, S, C)

Algorithm p~'(S,C)

1 M« CaG(S)
28« SeoM
3 return (S, M)

Algorithm Decrypt[Ex](N, S, C)

1 (C[],...,Cm]) & ¢

2 if |C[m]| < n then wc <+ 21 else 20
3fori=1tom—1
1 (8, M) « p~\(S, i)

5 S« EXN(S)

6 end for

78 (01| msb, oy (G(S)))
8 C'lm] « pad, (C[m]) & S

9 (8, M'm]) « p(S,C"lm))

10 M[m] < Isb|cim) (M'[m])

11 8« Ee™(s)

12 (n,T7) < p(S,0™)

13 M« M[1]]| ... || M[m — 1]|| M[m]
14 if T* =T then return M else L

FIGURE 1 The algorithms of Romulus-N [13]. Lines of [if (statement) then X « x else x'] are shorthand for [if (statement) then X « x else X « x'].
The dummy variable 7 is always discarded. Let 7 be a multiple of 8. For X € {0,1}” of length multiple of 8, we define pad,(X) : =¢X if | X| = n, and
pad,(X) : =¢X || 07" ¥1=8 || Leng(X) if 0 < | X| < n, where 1eng(X) denotes the one-byte encoding of the byte-length of X. Note that pad,(e) = 0”. For

integer 7, 7 denotes the LFSR encoding expression of i.

The paper [14, Theorem 1] showed the perfect (nonce-
respecting) PRIV bound and 7-bit AUTH bound for Romulus-
N. Despite being the primary member, no nonce-misuse se-
curity analysis has not been shown for Romulus-N in the
literature.

32 | GIFT-COFB

GIFT-COFB [16] is a block cipher-based AE that combines a
variant of COFB mode [19] and the lightweight 128-bit block
cipher GIFT [31]. GIFT-COFB is a rate-one scheme that has a
quite small footprint. The specification is shown in Figure 2 in
the Appendix. See also Figure 3 for illustration. The padding
padc : {0,1}* - {0,1}" is padc(x) =x if x # € and |x|
mod 7 = 0, and padc(x) = x || 107~ (Kl med 2)=1 o therwise.
Note that padc(e) = 10""". The G in Figure 2 is an 7 X n
binary matrix different from G of Romulus-N. It is defined as

Go-X:=(X[2,X[1] < 1) for X[1,X222x, X €

{0,1}". Here, n = 128.
While not explicit in Figure 2, the block process can be
represented by the following functions. Let {0,1}¥" =

Uiem {0, 1}

Definition 7 Let pg, : {0,1}" x {0,1}" — {0,1}" such that
pe, (Y M)=Ge-Y@®M. We define pg,py:{0,1}" x
{0,135 = {0,1}" x {0,1}*" as

Pc(YvM) = (pcl(YvpadC(M))vab\M\(Y) ®M)7
P(Y,C) 1= (pe, (Y, pade(msbic(Y) @ C)),msbic(Y) & C).

The p, is used for encryption and pj is used for decryption.
Note that when (X,M)=pL(Y,C), then X =(Gc @) -
Y @ C, whete [ is the 7 x 7 identity matrix. We note that the
matrix G¢ @ [ has rank 7 — 1.
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Algorithm GIFT-COFB-Ex (N, A, M)

1 Y[0] - Ex(N), L < msb,2(Y[0])

2 (A[1),..., Ala]) <= padc(A)

3 if M # ¢ then

4 (M[1],..., M[m]) <> padc(M)
5fori=1toa—1

6 L<<2-L

7T X[« AlileG-Y[i-1]® L|jo"/?
8 Y[l] < EK(X[Z])

9 if [Almodn=0and A#ethen L« 3-L
10 else L+ 3%- L

11 if M =ethen L+ 3L

12 X[a] + Ald]® G- Y[a—1]& L|j0"/?
13 Yla] + Ex(X|a])

—
'S

fori=1tom—-1

15 L++2-L

16 Cli]« Mli|®Y[i+a—1]

17 Xli+a)« Mil®G-Y[i+a—1]@®L|0"?
18 Y[l“ra] <—E1<(X[i+a])

19 if M # e then

20 if |[M| mod n =0then L+ 3-L

21 else L+ 3°-L

22 Clm]+ Mm]@Y[a+m—1]

23 X[a+m] < Mm]®G Y[a+m—1]a L|j0"/?
24 Y]a+m] «+ Ex(X[a+m)])

25  C <« msby(C[1]]]...[|C[m])

26 T < msb,(Y[a+m)])

27 else C « ¢, T + msb,(Y[a])

28 return (C,T)

Algorithm GIFT-COFB-Dk (N, A, C, T)

Y[0] <= Ex(N), L < msby,»(Y[0])
(A[1],. .., Ala]) < padc(A)
if C' # ¢ then
(C1),...,C[c]) & pade(C)
fori=1toa—1
L<+2-L
X[i] < Al ® G -Y[i — 1] @ L|jo"/?
Y(il < Ex(X[i)
if [Almodn=0and A#¢cthen L+« 3L
10 else L + 3% L
11 if C =c then L+ 3*- L
12 X[a] + Ald] ® G -Y[a—1] @ L|0"/?
13 Yla] + Ex(X][a])
14 fori=1toc—1
15 L+2-L
16 M|« Y[i+a—1]&C[i]
17 Xli+a)« M @G Y[i+a—1]®L[0"/?
18 Y[i+a) « Ex(X[i+a])
19 if C # ¢ then
20 if |C] mod n = 0 then

00~ O Uk W =

=)

21 L<+3-L

22 Mlc] <+ Yl]a+c—1]& C[c]

23  else

24 L+ 3% L, ¢« |Clmodn

25 M]d] ¢+ msby (Y[a+c—1]& Cld)[10"¢ !

26 Xla+d <+ M[da®G Yia+c—1a L|jo"/?
27 Y[a+c] + Ex(X[a+])

28 M < msbjc|(M[1]||...||M]d])

29 T« msb (Ya+c])

30 else M < &, T' + msb,(Y][a])

31 if 7" = T then return M, else return L

FIGURE 2 The algorithms of GIFT-COFB [16] with minor notation modifications. padc(x) = x if x is not empty and |x| mod 7 = 0, and

pade(x) = x || 107~ (# mod )=l otherwise. Note that pade(e) = 107"

FIGURE 3 Example of GIFT-COFB enctyption for n-bit associated data (AD) and 27-bit plaintext. Dashed boxes denote the tweakable block cipher
(TBC) instantiated by E, which is identical to the TBC defined at Definition 8 (gXE“®[Ek]). See also Figure 4.

The designers [20] showed the security bound for the com-
bined nonce-respecting PRIV and AUTH notions, which is
about (/2 — log n)-bit security”. Security property against
nonce-misusing adversary has not been shown.

4 | NONCE-MISUSE RESISTANCE OF
ROMULUS-N AND GIFT-COFB

Both Romulus-N and GIFT- COFB do not have NMR-PRIV
and NMR-AUTH. The lack of NMR-PRIV is clear from their
online computation. To break NMR-AUTH of Romulus-N, we
just need two encryptions of repeating nonce and one
decryption query, which we call ‘chain transition’ (CT) attack.
The attack is described by the following algorithm. Note that
in the description, we follow the formalism of Definition 5 and

Reflecting Inoue et al. [36], the bound was revised, maintaining the original bit security.

view the adversary as interacting with a pair of oracles
(01, O,) that is either (€, Dk) or (Ek, L).
Algorithm ‘Chain transition’ (CT) attack on Romulus-N

- (Cil[Co, T) < O(N, 4, M || M)

(CUICS, T") « O1(N, A, M} ||M3)

LG MG (M8 C) e (G eNMe C)

. Query O,(N,A,C||C},T"), and outputs 1 iff the

response is not L.

NSO N

Here, M;, M, C. for i = 1, 2, and C”, are all 7 bits. To

understand the attack idea, let § = Eg’w ) (Hash NEx (A)),

X1, C) =p@6, My, Y3 :EI(<NY4AT) (X1), Xz, Cy) = p(Y1, M),

v, = B8 (3), (X0, 1) = p(Ya, 0 (X, C) = (.00},
jod N.4.T " ’ jod N,’II)M.Z
v =B (x)), (0 =p(v)m), v =EN)
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INOUE ET AL.

(X/2)> (Xg, T’) = p(Y/z, O”) be the (intermediate) values
appeared duting Romulus-N encrypting (N, A, M;||M,) and
(Z\[,A/‘L]l/[/1 HM’Z) By these and by the definition of p, the 7-bit
states X5, Y2, X5, Y7, can be completely recovered, that is,

Y1=G'MeC),
%=Y@M=MeG' (M C),
V=G (MeC),

Xy =Y @M=M, &G (M,®C,).

By these, the dectyption of (N, Cy[|C}, T") will compute
S BT (HashNEr(4)), X, My < pS, G,

Y, <—EI(<N’4’]>(X1), and then (X’Z’,M'Z') :p(Yl, C'Z') It now
holds

X=Y180C,dGY)=(G'I)(MeC,) dM®
G'(M,®C,)® (G'@®I)(MC,)=X,. By these, it

necessarily proceeds with Y, = EIEN’wM’Z) (X)), (X5, T%) = p(Ys,
0", and finally finds 7% = 7" and returns M||M, # L. This
deviates from the ideal world response, and the attack advan-
tage against Definition 5 is 1.

Almost the same attack can break NMR-AUTH of GIFT-
COFB. This arises the natural question: do they maintain any
security property when nonce is misused? From the next sec-
tions, we answer positively by showing concrete security in the
sense of nonce-misuse resilience.

5 | NONCE-MISUSE RESILIENCE OF
ROMULUS-N

We establish misuse resilience security for Romulus-N in this
section.

Theorem 1 Let A; be a privacy adversary against Romulus-N
using q. encryption queries with a total number of effective
blocks oyriy, each nonce reused ar most p times and time
complexity t4,. Let Ay be an authenticity adversary using q.
encryption and qg decryption queries with a total number of
effective blocks 64yt for encryption and decryption queries,
each nonce reused ar most p times, and time complexity ty,.
Further assuming pq, < 2”/6. Then

nmrl—priv t
AdVRomuIFL)Js—N[E] (Al) = Advi:" prp(Bl)7

4pge 044 | 2q
A,) < Adv:"PP(B .
(Az) < Adv;PP(B,) + ot ot o

nmrl—auth
AdVRomqus»N [E}

hold for some (6priv,t4 + O(0priv))-TPRP adversary By,
and for some (Gautn, 8 + O(Gautn))-TPRP adversary B,.

Here, 7 € [n] is the tag length. NIST submission document
[13] specifies 7 = 7, thus untruncated.

5.1 | Proof intuition

For the analysis, we focus on the idealised Romulus-Noracles
& [IS] and D[IS] that are obtained from the real encryption
and decryption oracles of Romulus-N via replacing the TBC
Ex with a TURP P. This (standard approach) introduces the
gaps Adv;PP(B;) and Adv;*™(B;) into the bounds as
indicated by Theorem 1.

Then, the NMRL-PRIV proof just follows the nonce-
respecting setting [14], and the bound remains optimal
thanks to the uniqueness of the challenge nonces. For NMRL-
AUTH, the bounds match intuitions from our attack: for every
(N, 4, M),
(N,A",M")) with ws = wy and a = &, the distinguisher may
have the equality HashN[P] (4) = HashN[P] (4') once observing

P11 (Hash [P] (4) = P (Hash[P)(47) from e

pair of nonce-reusing encryption queries

P
ciphertexts, the probability of which should be O (ug./2").
Such collisions ‘leak’ useful information about the TBC l5,
which turns out helpful for forgery. Therefore, (intuitively) the
proof should argue that such collisions/equalities ate the ‘only’
that can be obtained by reusing nonces. For rigorously char-
acterisation, we employ the H-coefficient technique (see Ap-
pendix A for its general idea), one of the standard techniques
for symmetric provable security. In a nutshell, we show that the

derived intermediate values §; = P(M’W’m) (HashN [|5] (4i)),
i =1, ..., g, are pseudorandom modulo the collisions. This
will establish the intuition rigorously.

In the subsequent two subsections, we analyse NMRL-
PRIV and NMRL-AUTH bounds for the aforementioned
idealised Romulus-N, respectively.

5.2 | Proof for NMRL-PRIV bound of
theorem 1

Proof for the optimal privacy security bound just follows the
nonce-respecting setting [14]: each block in {Ci, ..., C,,
Ti,..., T3} produced by the idealised challenge encryption
oracle E[IS] is generated from the output of P given to G
taking tweak unique to each block, since each nonce used by
the challenge encryption oracle £ [Is] is unique. As G is sound
(Definition 6), if Y'is independent and random, so is G(Y). The

soundness of G also ensures the uniformity of the last
ciphertext block C [m] and the tag T.

5.3 | Proof for NMRL-AUTH bound of
theorem 1

To apply the H-coefficient method, we fix a distinguisher D
interacting either with the real world (5 [IS] , D [IS] ) or the ideal
world (5 [ls} , J_). We summarise the transcript of adversarial
queries and tesponses in two lists Qf and Op. The former list
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QE = ((M?Alyﬂ/lla Cl; Ti)a (RS} (]ng?Aqm%m qu Ttljg))

summarises the queties to the encryption oracle, where the ith
tuple indicates encrypting (N;, A;, M) yielding (C;,T;) €
{0, 1}|M‘" x {0,1}". Let 4; and m; be the number of AD and
plaintext blocks in the ith encryption query (N;, 4;, S;, M;, C;,
T)), and let wy, be the corresponding w4 value. The latter list

Qp = ((N“Al’ Ci, T1,b1), s (qu7A%’ Cawr ququ))v

where the ith tuple indicates decrypting (N;, A;, C;, T;) yielding
b; € {0,1}* U {L}. Note that if Qp is attainable (i.e., can be
generated in the ideal world with non-zero probability), it has
to be b; = L for all 7.

At the end of the interaction, we reveal certain interme-
diate values to D:

® In the real wotld, for every encrypton quety (N;, A; M;, C;,

. . 5 (Niwa,
T), we reveal the intermediate value S; « P( i)

(HashN [IS] (Ai)) at line 3 (see Figure 1) and append it to
the list QE.

® In the ideal wotld, for every pair (N;, A;) that appears in
encryption queries, we associate a uniformly distributed 7-
bit string S; and append it to the list Qf.

We thus obtain an extended list
QE = ((MvAlv Slvjwh C17 T1)7 ceey (Z\[quqm Sqm%m Cqm 7213))7

and define the adversarial transcript of queries and responses
as Q = (Qf, Qp).

Following the standard approach to applying the H-
coefficient technique, below we first define bad transcripts
and derive the probability of obtaining bad transcripts in the
ideal world. Then, we establish the desired ratio in Equation (9)
to complete the analysis.

5.3.1 | Bad transcripts

An attainable transcript Q is bad, if there exist two distinct
tuples (Z\]ivAhShA/[ia Cia 7—;)7 (MaAjvsjajwjv C]a 7;) € QE such
that Nl' = ]Vj’ Ai ;é A‘, (al-,wAl.) = (a/-,wA]), though Si = S]'.
Such transcripts are bad, since they indicate collisions on
HashN [P] and leak non-trivial information about P.

For each (i, j) such that N; = N; and A; # Aj, the strings §;
and S]- are uniform and independent in the ideal world, and the
probability to have §; = S; is 1/2". For each (N;, A;, S;, M;, C;,
T}), the number of choices of (N;, A;, S, M;, C;, T)) with
N; = N; is at most p by assumption. Therefore,

Pr[Tq4 is bad] < ae'ld

e
o’

5.3.2 | Ratio for good transcripts

For this part, consider an arbitrary attainable transcript
Q = (Qf, Qp). For any i, let H;=HashN[P](4,). In the
ideal wotld, each pair (N;, A;) is associated with a uniformly
distributed 7-bit string S,. Let @ be the number of distinct paits
(Ni; A,) in QE. Then,

Pr[Ty = Q]
=Pr[Si,i=1,...,4]
X Pr[Encrypt[Is} (N, S, M) = (C;, T)|Si,i =1, ...,qe}

x Pt[Tiq = QplQf]

Nty e
=1

1 ~
:ZW X Pr[Encrypt[P} (M?SZJM) = (Ci7 Z)'Slvl: 1 ---7%}-

The equality Pt[7Tig = Op|Qg] =1 holds because if Qp is
attainable then all the responses by, ..., by, in Qp are L and
because the ideal world right oracle L always returns L.

On the other hand, in the real world, we have

Pr[T;e = Q]
— Pt [ﬁ)(m"’”’*”“_‘) (HashN [P] (Al-)> =Sii=1,..q

x Pr[Encrypt[P](N;, S, M) = (Ci, T)ISi,i = 1, ... ge]
x Pr[Te = Qp| Q).

Thus,
Pr[y—;e = Q]
Pr[Tq = Q]

= 2% x Pr [ﬁ(M’%“_”)(HashN[ﬁ] (4) =Si,i=1, ...,qe]

x Pt[Tre = Opl|Qf].
(1)

533 | Pr[IS(M’wA“Z)(HashN[IS}(Ai)):Si,

i=1,...,q]

We follow the approach of [32]. Given P, we define a ‘bad
predicate’ BadH on P: BadH (IS) holds if there exist (N;, A;, S;,
M;, C; Tl), (M,A]',S]',M,C]',Y}) € Of such that N; = N,
A; # Aj, (ai,an) = (aj,a4), though F; = HashN[P](4;) =
HashN([P] (4;) = H.
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n [14] (Case 3-2, page 78),5 it was proved that

Prs [ = HIN = N A 4 # 45 A (a1,a0) = (,04)] < El

2n

for any (i, j). Therefore,

) 3 3ug,
PrlBadH(P)| < > 3 =<2

(Ni»/‘lissiaMianY;')(I\[j,/lj,Sj,]I/Ij,ij]'-):]\[j:Nl

It is easy to see that, conditioned on —|BadH(I5),

As petr our assumption, the number of distinct pairs (N,
A) in the encryption queties is a. This also provides the
number of ¢ such that p; < 1. By this, Equation (1) is
simplified to

> 20 % (1 - Pr[BadH(IS)D X (;)w X Pr[Tie = Qp| Qf]

H, = H & § = § holds for any (i, j) with ><1_%> PelT. — .
N=NA fj‘l?é /\(ﬂi,wj):(athj).Byrhis, - 2 ) PrlTre = Qol Q]
Pr[IS(Ni"wA“M) (H)=S:i=1,....q
> Pr [IS(N””" ’“Z)(Hi):Si,izl,...,qe/\—'BadH(ﬁ)}
> (1-Pr[BadH(P)])
N Wy ,dl) o ~ (M‘WA/‘Z]) . =
xHPr (Hy) = S|P (H)=S.j=1,....i—1 A~BadH(P)
P
Now: 5.3.4 | Analysing Op

- If (N“ wy,, ;) # (M, wy;, a;) for all j € [i — 1], then clearly
pi=1/2%
- If (N;, Ay) = (N, A) for some j € [t — 1], then p; = 1;
- Finally, if (Ni,wAl,a_i) — (M,wAj,a—j) (though A; # A) for
some j € |1 — 1], then:
© H; # H; conditioned on ﬁBadH(ls);
© §; # §; conditioned on =(B-1);
© The number of ; € [t — 1] such that
N, wa;,a;) = ( N, wa;,@)) is at most p by our assump-
tion on nonce reuse.

Thus, conditioned on IS(M’W’E) (H/) =S8,j=1,...,1—1,

~ (Nwa.@) (H) , . o . :
P( P temains uniformly distributed in a set of size at

least 2” — p, and the set includes the ‘target’ S;. By these, 1/
2" < p; £1/2" — p) in this case.

"Morte clearly, their Case 3-2 considers the probability to have Is(N’wA 'a)(HashN [IS} (A)=
|5<N/'wA’ ) (HashN [IS} (A")) for an encryption query (N, A, M, C, T) and a decryption
query (N, A', C, T') such that N= N, C= C, A # A’ though (@, w4) = (@, w). This
equals the probability to have the hash collision HashN [ﬂ (A) = HashN [Is] (A4"), and
the probability 3/2” can be extracted from [14].

It remains to bound Pr[T,e = Qp|Qf]. For this, we use

Pr[Te = Qpl Q] =1 - Pr[D[P] (N, &, Ci, ) # L
for some (N;, A;, C;, T;, b;) € Opl| QF]
> 1—gy X max Pr [D[IS} (N, A;, C;, Ty) # J.IQE] .

i€[qu]
(2)

To analyse max;e|g,Pr ['D[P] (N;, A;,C;, T;) # J_|QE], we
consider an arbitrary decryption query (N, A, C,T) (omitting
the subscript) and follow the analysis in [14]. Our analysis
deviates from [14] in that our condition that encryption queries
yield the extended transcript Qf has a non-negligible impact
on the randomness |5, and this will be reflected in the subse-
quent Case 3. Concretely, let 4’ and m' be AD and ciphertext
block lengths of the single decryption query (N, A, C, T), and
let wy and we be the corresponding constants. Let T* be the
true tag value for (N, A, C), that is,

Pr [D[ﬁ] (N,A,C,T) # J_|QE] — Pry [T* = T| Q.
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Following Iwata et al. [14], [pages 76-79], we consider
three cases.

Case 1 N# N, for all i € [g.].

The analysis just follows Case 1 of [14, page 76]. Briefly,
during D[IS] (N,A,C,T), the final ‘tag generation’ TBC-call
(line 11 in Figure 1) will use a unique tweak (N7 wg, m’) that
is different from all the tweaks used in the g, encryption

queties. This means the produced true tag T* is uniformly
distributed, and Prs[T* = T|Qg] = 1/2".

Case 2 N = N; for some i € [g], though C # C;
Let H;=HashN[P](4;), H=HashN[P](4), s=

IS(N’WA’LI )<H). We are able to follow the analysis of Case 2 of [14,

page 76]. The cote idea is that, to have T = T* for the true tag
T* for (N, A, C), it has to be either H; #H and H;, H satisfy
certain  ‘non-trivial’ relations, or the two processes
Encrypt [IS] (N, Si,M;) and Decrypt[ls] (N,8,C) made
distinct calls to P with outputs satisfy certain ‘non-trivial’ re-
lations. But in both cases, distinct calls to P give rise to two
random 7-bit intermediate values, and the probability to have
such relations is O (1/2°). More precisely, it holds
Pry [T* = T|Qg] = 2/27 +2/2".

Case 3 N = N; for some i € [g,], and C = C;.

This means A # A;. For simplicity, we omit the index 7 and
abbreviate N;, A;, S;, M;, ... as N, A, S, M, ... and so on. We
define X [] and Y [j] as the jth P input and output in the
message encryption of this encryption query. Since the number
of blocks in M is m, we have j € {1, ..., m}. Moreover, when

j<m, Y] is to encrypt M [j + 1], and X [m] is given to P with
tweak (N, wy,7) to create Y [m] which further yields the tag

T. Recall that § = P™"“” (HashN[P] (A)). Similarly, define

X[]} and Y[]} as the jth P input and output in the message
encryption of the decryption query (N,A,C,T), and let

S = IS(NWA;) (HashN [|5] (A)). Note that C=C as we

assumed, which means

Thus,

Pt[T* = T|Qf]

< Pe[T* = T|X[m] # X[m] A Q] + Pr[X[m] = X[m]| Q]

< % + Pr[X[m] = X[m]| QF]

IA

2

Following Case 3 in [14, page 78], we further distinguish
two subcases.

- Subcase 3.1: (a,w4) # (4, w,). Then, S is random and in-
dependent of § as tweaks are different. This means
Pt[S = S|Qg| = 1/2". This is the same as Case 3-1 in [14,
page 78].

- Subcase 3.2: (a,wy) = (4',ws). This is the same as Case
3-2 in [14, page 78]. In this subcase, the event S=78 is
equivalent with / = H. The event H = H only depends on
P with tweak 7., of the form (%, 8, %), which is in-
dependent of P with T, € {(*, 24, %), (%, 26, %), (%,
4, %), (k, 20, %), (%, 21, %)} used for encryption. Iwata
et al. [14, page 79] proved that when an (‘unextended’)
encryption query transcript O has no nonce tepetition, it
holds*

PrpS [H = H|QE] < ?

When OQf has no nonce repetition, all the ciphertexts
Ci,...,C,, and tags Tq,..., Ty, are uniform and independent
strings, and actually ng_information on the partial tweakable
random permutation P with tweak T,, of the form (%, 8, %)
can be gained from Qf. In other words, Iwata et al. actually
proved

: 3)

PI‘}S(*,&*) [H = H] <

R[w

In our case, the situation deviates: conditioned on a good
transcript

Qr = (N A1, 1,6, Gy i), oy (No g S My Cn ),
it holds §; # S; for any pair of indices (7, /) with N; = Ny, A; #
Ay and (d]‘, wA]> = (a]v, wA,-/)' This means P satisfies
HashN{[P] (4,) # HashN[P] (4;) for any pair (j, ) such that
N;= Ny, A; # Ay and (ﬂ/, wA]) = (ﬂjr, wA/)’ that is, the bad
predicate BadH(lS) is not fulfilled. Thus,

Prs[H = HIQg] = Pryes [H = | = BadH(P) |.
This affects the concrete bound. Though, we have

Pr o [H = H] = Pr_ju [H = 1 A BadH (P)

+ Pryjus [H = H A =BadH(P) .

meaning that

“This can be derived from [14], Equation (10) and the subsequent bound p, < 2/2° + 3/
2",
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| 1

Pr o [H = H A <BadH (P)]

Pr_wsw |H = H| ~ BadH(P) | = .
Pl ®) Prjesn [<BadH (P)
P

_ 3pqe
< PIIIS(*.S.*) [H = H]/(l - 2—n> .

Under the condition that pg, < 27/6 and using Equa-
tion (3), we finally obtain

~ 6
Pr s [H = E| = BadH(P) | < o
Injecting the above results into Equation (2) finally yields
694 _ 244

— > — 14 _
Pt[Tre = Op|Qr] > 1 TS

and

PrlTe=0Q _ (. 3pq 644244
Pr[m=91><l zn)x<1 > 2,)

3uge 64 | 2qu
1— (= 14
( on + on + 2t ’

\%

and thus the final bound.

6 | NONCE-MISUSE RESILIENCE OF
GIFT-COFB

We establish misuse resilience security for GIFT-COFB.

Ex(M @ (2L 0"?) @ Go(Ex(N))),
C={ Ex(M® (3L 0"?) ® Gc(Ex(N))),

Ex(M® (2'FL || 0"?))

Theorem 2 Let Ay be a privacy adversary against GIFI-
COFB using q, encryption queries with a total number of
effective blocks 6pyiy, and time complexity t4,, and let A, be
an authenticity adversary using q, encryption and q, decryp-
tion queries with a total number of effective blocks for
encryption and decryption queries 6, and time complexity
L4, Let € o denote the maximum number of effective blocks
in one query of A,. Then

5 6§>riv

nmrl—priv
Adv W’

GIFT-cor(eg (A1) <AdvEP(Bi) +

_ 562 4 dfmax
AN (Ae) < AdvyP(By) 4 2zt 4 Im

hold  for some (6priv,ta, + O(opriv))-PRP  adversary
Bi, and for some (Gautn,ta, + O(Gautn))-PRP adversary
B,.

6.1 | Proof overview of Theorem 2

Our proofs have two steps. At the first step, we introduce
a TBC called gXE®®[Ex] based on Ex. This definition is
not explicitly shown in the specification document; how-
ever, we present an equivalent representation to
GIFT — COFB[Ek] using gXE“®[Ex]. We show
gXE®[Ex] has n/4-bit TPRP sccurity. In the second step,
we analyse the NMRL-PRIV/-AUTH advantage for the
idealised variant of GIFT-COFB that uses a TURP instead
of gXE®P[Ek]. We also note that it secems infeasible to
reuse the original proof [20] for our purpose as its non-
modular approach. This requires us to take a different
approach.

The underlying TBC. Let n = 128, M ={0,1}",
T = (0,1} x B, where B= (I x J)UH, T =[2"" +1],
J =1[5], H = {0, %, %2, %3,%4} be the tweak space. For
any valid tweak (N, B) for B€Z x J, we assume B & {(0, 0),
0, 1}.

Definition 8 Let gXE“®[Ex] : T<™ x M — M be a TBC

based on an n-bit block cipher E : K x M — M, where T
and M are as defined above. For plaintext M € M and tweak

T = (N,B) € T™, the ciphertext C = gXE® [Ex](T, M) is
such that

ZJ[B:*()GH
ifB=w eH,ic 4],
ifB=(ij)eT x J

where L =msb,s(Ex(N)) and G¢ are as defined at 3.2.

Definition 8 is a variant of generalised XE/XEX mode

[3]. The TPRP advantage of gXE“P[E] is proved as follows,
using [33, Theorem 4.1].

Theorem 3 For any adversary A using q encryption queries,

2

. 5
AV s P](A) < 23/2,
where P is an n-bit URP.

We devote to prove Theorem 3 in the remaining of this
subsection. We observe that Definition 8 is a variant of
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generalised XE/XEX mode [3]. To prove its secutity, we rely
on the following theorem, which is obtained by simplifying
[33, Theorem 4.1]. The scheme in [33] is as follows’. Let
gXE[Ek] : Ty x M —> M, where T, ={0,1}" x B for a
finite set B, be a generalised XE mode such that, for
plaintext M € {0,1}" and tweak T = (N,B) €T, the
ciphertext C is

C=Ex(M®S),

where V' = Exg(N) and S = F(B, V) for some (deterministic)
functions F : B x {0,1}" - {0,1}".

Definition 9 /33] Let F : B x {0,1}" = {0,1}". F is said to
Pt[F(B,V)® F(B,V) =],

max max
B#B,5€{0,1}"

max Pr[F(B,V)@® F(B,V') = 5]} <e
B,B 5€{0,1}"

max Pr[F(B,V)=46| <y,
B,se{0,1}"

PeF(B,V)® V =8| <
gD f[F(B,V) & | <¢

hold, where the probability is defined by V and V' (if
exists), independently and wuniformly distributed  over

{0,1}".

Theorem 4 If Fis (¢, y, &)-uniform and P is an n-bit URP, we
have

Pi[F(B, V) ® F(B, V) =5

Pe[BL|| 0" @ FL| 0" =5] <

=4 Pr[Ge(V) @ BL|| 0"* @ 2'FL || 0" =] < L

Pr [2‘}% @2V L| 0" = 5} <

1
tprp 2
Adv i (A)<gq (26‘ +y+<E+ T 1) .

Jor adversary A using q encryption queries.

"The paper [33] defines a generalised XEX mode with ‘optional encryption’, a form of
even more generalised TBC. Our presentation here is reduced to what we just need.

= on/2

= on/2

Theorem 4 is a simplified version of [33, Theorem 4.1]
obtained by removing the decryption oracle and the ‘optional
encryption” oracle®,

The TBC gXE“®[Ex] of Def. 8 is an instantiation of
gXE[Ek] using F defined as follows, using L = msb, (V).

F(B,V)

Go(V) @ 2L || 0"?
=4 Ge(V)@3'L| 0>
213/ || 07/

ifB:*UEH
ifB=%; € H, fori € [4]
ifB=(i,j) eI x J.

(4)

Lemma 1 The F of (4) is (1/2"/2, 1/2"2,1/2"/%)-uniform.

ProofLet L =msb,/»(V) and L = 1sb,,(V). When BE€ H,
let f € {2, 3, 3%, 3°, 3"} be the associated cocfficient of L.
From the definition of G¢ in GIFT-COFB, we observe that
H(V):=Go(V)@®BL| 0"? is equal to a pair of 64 bits,
(ﬂL ® L,L << 1). Note that, when V'is uniform H(V) is also
uniform because L << 1 is uniform, and that SL @ L is also
uniform given L. From this fact and the injectivity of 2’3/
mapping for 7 = 128 shown by Rogaway [3], for ¥, we have

Pe[F(B, V) = §]

Pt[Go(V) @ L | 0"/% =5 s% ifBeH

Pr[2FL || 0"* =] <

<5 ifB=(i,))ET x T

For ¢, let B # B and we have

ifB,B eH

5 ifBEM,B =(i])

ifB=(1,7),B = (7,]),

where f and 8 are associated coefficients of B and B’ when
they are in H. The first case of Equation (5) follows from the
uniformity of the first 7/2-bit part, given L and § # . The
second case follows from the uniformity of G¢(V). The third

“Since we only need a TPRP rather than a (CCA-secure) TSPRP, the conditions for F can
be slightly relaxed, in particular for &. As this relaxation does not affect us (i.e. £ is also
small for our case), we keep the original condition.
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case follows from the result of [3].

For £, when BEH,
PIF(B,V)®V =06=P[(LOLSL,(L<<1)DL) =45

:Pf[((ﬂ@l)LGBZ,(L<<<1)®Z) :5} S#

from the uniformity L (while (8 @ 1)L and L << 1 may agree
on most of the bits). When B= (7,j) €Z x J,

PF(B, V)@ V=0 =Pe[(2Y @ 1)L, T) =6] <5,

from the uniformity L and independence from L. Thus, we
have e =y =& = 1/2™2, This proves Lemma 1.Combining
Lemma 1 and Theorem 4, we obtain Theorem 3.

6.2 | Proof for NMRL-PRIV bound of
Theorem 2

We observe that GIFT — COFB[Ek] can be seen as a mode of
TBC gXE®P[Ek], which we call idealised GIFT- COFB(GC)
shown in Figure 4 in the Appendix. As iGC[gXECOfb[PH is
equivalent to GIFT — COFBIP] for URP P, and from Theo-

rem 3, we have

Algorithm iGC[Ex]-Ex (N, A, M)

1 (A[l],...,Ala]) < padc(A)

2 if M # ¢ then

3 (M[1],...,M[m]) & M

4 if a =1 then

5 if |A] mod n = 0 and A # ¢ then
6 if M # ¢ then j+ 1

7

8

else j < 3
else
9 if M # ¢ then j < 2
10 else j <4

11 Y[1] « Ex((N,x;), A[1])

12 if a # 1 then

13 Y[1] « Ex((N,*0), A[l])

14 fori=2toa—1

15 S[i) = pe, (Y[i — 1], Afi])

16 Y[i] < Ex((N,(i,0)), S[i])

17 if [Al mod n =0 and M # ¢ then j « 1
18 if |[A| mod n # 0 and M # ¢ then j + 2
19 if [Al mod n=0and M =¢ then j «+ 3
20 if |[A] mod n#0 and M = ¢ then j + 4
21 Sla] < pe, (Ya — 1], Ala])

22 Yla] < Ex((N,(a—1,j)),Sa])

23 fori=1tom—1

24 (S[i+a],C[i]) < pe(Y[i + a — 1], M[i])

25  Y[i+a] < Ex((N,(i+a—1,7)),S[i+a])
26 if M # ¢ then

27 if [M| mod n =0then j <+ j+1

28 elsej<«j+2

29  (Sla+m],C[m]) < pc(Y|a+m — 1], M[m])
30 Ya+m] + Ex((N,(a+m—273)),Sla+m])
31 C 4 Cli)|--|Clm]

32 T <+ msb,(Y[a+m])

33 else C < ¢, T < msb,(Y]a])

34 return (C,T)

|—priv t |—priv
AdVgTFVT_PCrOFB[P](A) SAdVgl;Emfb[P](B)+Ad"?@ng[ﬁ,fr (A) (6)
50‘2 . . 50'2 .
priv nmrl—priv < priv
< AV (A <=2

for an adversary B using opriv queties. The last inequality
follows from the same reason as Romulus-N: all the ciphertext
blocks and the tags are generated by P taking distinct tweak
values.

6.3 | Proof for NMRL-AUTH bound of
Theorem 2

Similar to Equation (6), we have

AV (A) < AV

i (B) + AdVE 8

[P]
(7)

563 utn
< TAWp

]nmrl—auth

(A)

for an adversary B using 6autn queties.

Algorithm iGC[Ex]-Dx (N, A, C,T)

1 (A[1],..., Ala]) < padc(A)

2 if C # ¢ then

3 (Cl),...,Cl) & ¢

4 if a =1 then

5 if |A] mod n = 0 and A # ¢ then
6 if C #¢ then j+«+ 1

7

8

else j < 3
else
9 if C # ¢ then j < 2
10 else j < 4

11 Y[1] « Ex((N,x;), A[1])

12 if a # | then

13 Y[1] < Ex((N, o), A[1])

14 fori=2toa—-1

15 Sli] < pe, (Yi — 1], Afi])

16 Y[i] < Ex((N, (4,0)), S[i))

17 if |[Al mod n=0and C # ¢ then j « 1
18 if |A| mod n # 0 and C # ¢ then j + 2
19  if |[Al mod n=0and C =¢ then j « 3
20 if |[Al mod n# 0and C =¢ then j + 4
21 Sfa] = pe, (Y[a — 1], Ala])

22 Yla] < Ex((N,(a—1,5)),S[a])

23 fori=1toc—1

24 (S[i+a), M[i]) — pe(Y[i+a—1],Cl])
25 Y[i+a] < Ex((N,(i+a—1,7)),S[+a])
26 if C # ¢ then

27 if |C| mod n=0then j < j+1

28 elsej<+j+2

29 (Sla+d, M[e]) < pe(Y[a+c—1],Cle])
30 Y[a+c < Ex((N,(a+c—2,7)),Sa+d])
31 M« M[]||...||M][q]

32 T+ msb.(Y[a+c])

33 else M <+ ¢, T' + msb,(Y|a])

34 if T" = T then return M, else return L

FIGURE 4 Algorithms of iGC[Ex], an abstraction of GIFT- COFB using a TBC.

85UB017 SUOWILLIOD A1) 8]qel (dde 8y Ag peusenob aJe Ss(oile O ‘8sn Jo sejni o Akeid8UljUO /8|1 UO (SUONIPUD-PUE-SWLB) W00 A8 |1 Ale.d 1 jpuluoy/:Sdny) SUORIPUOD pue swie | 8y} 8es *[£202/20/2T] Uo AriqiTauliuo A8|Im BulyDsueIyp0D Aq OTTZT 28 !/6Y0T 0T/I0p/L0d 48| Im AIq Ul |UO Yo Jessa B //:SdNy Wol) pepeojumod ‘0 ‘L T/8TS.T



14|

INOUE ET AL.

We evaluate AdViGC[la]nmrl—auth . The tweak values used by

(A)
iGC [|5] always contain the nonce. This significantly simplifies
the security analysis.

Analysis for g; = 1. We first study the case g; = 1, given
Qr ={(N,,4;,M;,C,,T;),i € [qe}}. The NMRL-AUTH
advantage is pf : =qPr[T = T*|Qf|, where T* is the true tag
for the decryption query Qp = (N, A, C, T)”. If N # N for all
i € |g.), we simply observe pf =1/2". Thus, we assume that
N = N, holds for some (unique by definition) i € [g,]. In this case,
other tuples of encryption transcript in Qf are completely in-
dependent of T* because all P calls in iGC [IS] take a nonce. This
implies that we just need to think about the interactions between
the Qp and ith encryption quety and eventually makes the
analysis identical to the case of nonce-respecting AUTH ad-
versary against iGC [|5] . Due to the difference in the tweak usage
for block counting and in the feedback function, we cannot
follow the analysis of Romulus-N. We provide a case analysis
below, which is similar (but somewhat more complex because of
complex domain separation) to the proof for the idealised
Remus — N, called TRemus — N [14].

We will use the following lemma.

Lemma 2 Let (Y, X, M, C) be a tuple of fixed values such that
po(Y, M) = (X, C) (where M,C € {0,1}*", |M| = | C|). Let
Y be a random variable uniform over {0,1}" \{Y?}. For fixed
c € {0,1}*", let X = pg, (Y, padc(msby (Y) & C)).

Then, Pry[X=X]|<1/2"2 holds for any fixed

ce{0,1}".

Proof For i € [n], let kg, be the 7 X 7 matrix such that
Lusv, - Z=msb;(Z) || 0" for Z € {0,1}". Let |C| =5 and
assume that the rank of Gg @ Lyep, is k. Let Y; denote its ith
bit. We have

Pr[X = X] = Pt[Ge(Y) @ padc(msby(Y) @ C) = X]
=Pr[Ge(Y) @ Lisn,(Y) @ (C[|10"7") = X]

< max Pr[(Ge @ Ligp,)(Y) =4

sef{o,1}"

The rank tells that the above probability is Pr [Yi1 = 5’1, e
Y; = 8] for some iy, ..., i € [n] and &, € {0,1}, 7 € [K]. Since
Y has uniformity 1/2" — 1) (ie. maxyeqoPr[Y =y <
1/(2" — 1)), this probability is at most

ok 9
<=,
on— 1 7 Dk

We confirmed that the rank of Gg¢ @ Insp, is 7 for all
s € [n — 1], and that is, 7 — 1 when s = 7 as mentioned eatlier,
using a program. So, we let & = 7 — 1 and derive 2/2"7' = 1/
272 This completes the proof.

9. PR . . .
Formally, this is not a decryption transcript as it lacks the oracle response b.

Remark. The original proof [20] uses a similar bound on the
collision probability of X and X; however, because that bound
is used when the underlying primitive is a random function
rather than a random permutation (i.e. after PRP-PRF
switching), Y has uniformity 1/2”7, that is, completely
random and independent of Y.

Classification of Tweak Sequences. For each encryption or
decryption query, iGC[P] will generate a sequence of tweak

values. If a quety requires ¢ calls of P, the tweaks sequence is

in (Tg;fb)f and is uniquely determined by the tuple (4, C) for
encryption or (4, C) for decryption. Let LI: {0,1}* — {e, c, p}
be a length-indicator function such that LI(X) = e (for empty)
if X = & LI(X) =c (for complete) if X # € and |X]| is a
multiple of 7, and LI(X) = p (for partial) otherwise. For a tuple
(N, A, M, C, T), we can define 9 classes depending on LI(A)
and LI(C). Note that each class may have subcases, and the
final tweak of any subcase is either BEH or B= (i,j) €
Z x J for some constant j € {2, 3, 4} specific to this class,
because this j is a function of (LI(4), LI(C)).

The following lists the 9 classes of tweak sequences for an
encryption query. We omit N as it is always contained. In the
descriptions of subcases of a class, let 2 = |A|,, m = |C]|,.
The same classification also applies to a decryption query
Qp=(N,A,C,T), using A and C instead of A and C, and
using 4’ = |A],, and m’ = |C|,, instead of @ and m.

Class 1: (LI(A),LI(C)) = (e, )
11 (%)
Class 2: (LI(A4),LI(C)) = (e, c)
2-1m = 1: (%, (0, 3))
2:2m > 2 (% (1,2), ..., (m—1,2), (m — 1, 3))
Class 3: (LI(A4),LI(C)) = (e, p)
3-1m = 1: (%, (0, 4)
32m > 2 (%, (1,2), ..., m — 1,2), (m — 1, 4)
Class 4: (LI(A4),LI(C)) = (c,e)
41a=1: (%)
424> 2 (%0, 2, 0), ..., @a—1,0), @ — 1, 3))
Class 5: (LI(A),LI(C)) = (c,c¢)
5-1a=1,m=1: (%, (0,2)
5-2a4=1,m>2: (%, (1,1),.... (m—1,1), (m — 1, 2))
5-34>2m=1: (%, 2,0), ... @—1,0), (@—1, 1),
@-1,2)
5-44>2,m>2 (0, 2,0), ..., (a—1,0), (@—1,1),
@l),.,@a+m=21,@a+m-—2,2)
Class 6: (LI(A4),LI(C)) = (c,p)
6-1a=1m=1: (%, (0, 3)
6-2a=1,m>2: (%, (1,1),.... (m—1,1), (m — 1, 3))
6-3a>2,m=1: (%, 20),..,@—10,@a—1,1),
(ﬂ -1 3))
6-4a>2,m>2 (%, 20), ... @—1,0), @—1,1),
@1),..,@a+m-=2,1,@+m-—2,3)
Class 7: (LI(A4),LI(C)) = (p,e)
7-1a = 1: (*)
724> 2 (f0, 2, 0), ..., @ = 1,0), @ — 1, 4)
Class 8: (LI(A4),LI(C)) = (p,c)
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81la=1m=1: (%, (0, 3)
82a=1,m2>2:(*,(1,2),...,(m—-1,2),(m—1,3))
83422 m=1:(*%,2,0),...,@a—1,0),@@—-1,2),
(@-1,3)
84a4>2m2>2:(*%,(20),...,@—-10),@a-1,2),
@,2),...,a+m—=2,2),@a@+m-—2,3)

Class 9: (LI(A4),LI(C)) = (p,p)
9-1a=1,m=1:(*%, (0, 4)
9-2a=1,m2>2:(*,(1,2),...,(m—1,2),(m—1,4))
9-3a>2,m=1:(*%,(2,0),...,@—1,0),@@—-1,2),
(@—1,4)
9-4a>2m>2: (%, 2,0),...,a—-1,0),@—-1,2),
@,2,..,a+m—=2,2),@+m-—24)

We pick Qe = (N, A, M, C, T) and Qp = (N, A,C,T),
where N=N but (N,A,C,T)# (N,A,C,T), among these
classes, and show a bound for pf. Let us write Case (7, j) to
denote the case when Qf is in Class iand Qp is in Class j, for
i,j € [9]. Let S (StDW) denote the tweak sequence of Qg
(Qp). For example, if Q is in Class 9 (9-1), S§' = (%2, (0,4)).
Recall that the actual tweak sequence is (N, *;) and (N, (0, 4)).

Case (i, 7) for 2 € [9]. Case (1, 1) does not exist. For z € {2,
..., 9}, the analysis is effectively the same; therefore, we take
Case (8, 8) for example. For two non-empty bit sequences
X #X, where |X|, =X[,, let A(X,X) € HXM be the index
of the first difference: when i =A(X,X), X[i] #X[z] and
X[j] = X[j] for allj € [{ — 1], where X [{] denotes the ith block.
We use £ to denote the number of maximum P calls in a query.
We further divide Case (8, 8) into the following subcases:

- Subcase (1): 2 = &' and m = m'. We have S} = S}y We
either have A # A or A = A and C # C. In the first case, let
i=A(A, A). Let (X, Y) be the input-output pair of the ith P
call for Qg. Define (X,Y) similatly for Qp. $By the defini-
tion of 7 and pg, X # X holds, and it means Y<{0,1}"\{Y}
(as P takes an identical tweak). From Lemma 2, the colli-
sion probability between the next P block inputs is at most
1/2772, This means that Qp will create a chain of random
inputs to P, and the encryption of the last chain value yields
T%. As we have ¢ P calls, taking the union bound,
pf < £/2"72 holds. For the second case (A = A and C # C),
the analysis is mostly identical; due to the definition of pg,
the first ciphertext difference will create a difference in the P
input, which will create a random chain with each collision
probability 1/2772 Thus, pf < #/2"7% holds too.

- Subcase (2): 2 < a'. When a > 2 (respectively, a = 1), (a, 0)
(resp. (*¢)) appears only in Spy, hence the corresponding P
output is completely random. This will create a random
chain for the successive P inputs and makes pf < £/2"72.

- Subcase (3): 2 > 4'. When 4’ > 2 (respectively, ' = 1), the
tweak value (@' — 1, 2) (resp. (*2)) appears only in Siy, hence
pf < £/2"2 holds in the same manner to the above case.

- Subcase (4): a = a', m # m'. The last value of S}y is unique,
hence pf < 1/2" holds.

Hence, pf <#/2"72 holds for Case(8, 8). As mentioned
catlier, other Case(z, 7) for all 7 # 8 are similatly proved with
the same bound.

Case (1, ) for i # j. For most of the cases, the analysis is
simple as there is a unique value that appears only in SBN. From
the same analysis as above, it makes pf < #/2772

Still, there are two categoties of Case (7, j) that need a
different analysis. The first category consists of Case (1, 7),
Case (7, 1), Case (2, 8), Case (8, 2), Case (3, 9), and Case (9,
3). The second category consists of Case (6, 4), Case (8, 4),
and Case (9, 7).

The first category allows Spy =Sy. But all the cases
included in this category have either A is empty and A is partial
(or vice versa), while the first tweak value may or may not be
identical. Thanks to the property of padc, this means that the
first (tweak, block) input tuples to P are always different, and
its output in Qp will create a random chain to the last P input,
from the same reason as in Case (i, 7), irtespective of the
lengths of queries. So pf < #/2"~% holds for this category.

The second category is somewhat special because S}y’ can
be a subset ofSE;W. We take Case (6, 4), for example, when 2 > 2,
m = 1 (Class6 — 3) and 4’ > 2 and C is empty (Class4 — 2). If 2
# 4/, the last value in ng, namely (@ — 1, 3), is new, so
Sy ¢ Si and pf < 1/2". However, when a = &, Sy C SY
holds as Siy = SF\{(a —1,1)}. Let (X, Yy), (X3, Y1), and
Xz, Yo = T) be the 1/O pairs of the last three P for Q.
Similarly, let (X, Yo), (X1, Y1 = T) be the last two I/O paits of
P for Qp. If X1 = X; holds, it leads to a forgery. Qf reveals Y7,
X>, and T. However, X is completely random, given Qf, as the
corresponding tweak (z — 1, 1) in S§" are used only once in Qf
(together with N). As Y is a permutation of X, given A [4], this
makes Y, random too. If 2 =4’ and A(A, A) = aorjust A = A,
we have Yy = Y, and the randomness of Y}, ensures

PriX, = Xi] = Pr(Go(¥) @ Ale] = %] <
irrespective of the choice of Ala]. Unless X; =X, T* is
random, which means pf <2/2". If 2 = 4’ and A(4,A) <a,
there is a pair of distinct inputs to P taking the same tweak,
which creates a random chain. As before, we have
pf < £/2"72. Other cases in the second category follow simi-

latly. Summarising the entire case analysis, Advi”G"gl[g]a“th (A) <

/2" when g4 = 1. The bound for general g, > 1 is obtained
by multiplying g

nmrl—auth qdf
AdViGc[ﬁ] T(A) < on—2 (8)

for adversary A using g, decryption queties and maximum
input block length (for both encryption and decryption) 7.
From Def. 8 and Figure 4, £ < £ . holds for any query. From
this and Equations (7) and (8), we conclude the proof.
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7 | CONCLUSION

We have shown that the two finalists of NIST Lightweight
Cryptography project, Romulus-N and GIFT-COFB, have
nonce-misuse resilience privacy and authenticity, while origi-
nally defined as nonce-based AE schemes. We also show that
they do not have stronger, misuse resistant security. Hence, our
results are qualitatively tight with respect to the security guar-
antee under nonce misuse. Such security features would provide
an additional defense for these schemes in practical use cases.
For GIFT-COFB, an open question is to find matching attacks
resolving the tightness of nonce-misuse resilience bounds. In
addition, studying nonce-misuse resilience/resistance of othet
finalists, both from the attack and provable security perspec-
tives, would be an interesting topic for future work.
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APPENDIX

The H-coefficient technique

We use Patarin's H-coefficient technique [34] to prove security
for the involved new TBCs. We provide a quick overview of its
main ingredients here. Our presentation borrows heavily from
that of [35]. Fix a distinguisher D that makes at most g queties
to its oracles. As in the secutity definition presented above, D's
aim is to distinguish between two worlds: a ‘real world’ and an
‘ideal wotld’. Assume wlog that D is deterministic. The
execution of D defines a transcript that includes the sequence
of queties and answers received from its oracles; D's output is a
deterministic function of its transctipt. Thus, if Tfe, Tig denote
the probability distributions on transcripts induced by the real
and ideal wortlds, respectively, then D's distinguishing advan-
tage is upper bounded by the statistical distance

1
A(Te, Ta) : =5 ) _|PelTee =7] = Pe[Tg = 1],

where the sum is taken over all possible transcripts 7.

Let ® denote the set of attainable transcripts, that is,
transcripts that can be generated by D in the ideal world with
non-zero probability. We look for a partition of ® into two sets
Ogo0q and Oy,q of ‘good’ and ‘bad’ transcripts, respectively,
along with a constant €; € [0, 1) such that

Pr[Te =1

] — €
By =d > " ©)

It is then possible to show (see [35] for details) that
A(Tee, Tia) < €1 + Pi[Tig € Opad]

is an upper bound on the distinguishet's advantage. One
should think of €¢; and Pt[Tj4 € Op,q] as ‘small’, so ‘good’
transcripts have nearly the same probability of appearing in the
real world and the ideal world, whereas ‘bad’ transcripts have a
low probability of occurring in the ideal world.
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