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Abstract

Various message authentication codes (MACs), including HMAC-Streebog and
Streebog-K, are based on the keyless hash function Streebog. Under the assumption
that the compression function of Streebog is resistant to the related key attacks, the
security proofs of these algorithms were recently presented at CTCrypt 2022.

We carefully detail the resources of the adversary in the related key settings,
revisit the proof, and obtain tight security bounds. Let n be the bit length of the
hash function state. If the amount of processed data is less than about 2"~ * blocks,
then for HMAC-Streebog-512 and Streebog-K, the only effective method of forgery
(or distinguishing) is guessing the k-bit secret key or the tag if it is shorter than
the key. So, we can speak about “k-bit security” without specifying the amount
of material, if the key length is no longer than half of a state. The bound for
HMAC-Streebog-256 is worse and equal to 23 blocks.
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1 Introduction

Russian hash function Streebog [1] is based on a modified Merkle-
Damgard (MD) approach [6, 7|. The latter, as is well known, includes:
padding the message M and splitting it into b-bit blocks; iteratively applying
the compression function g to the message block and the n-bit previous state;
the initial state is the predefined constant; the last state is the result of hash-
ing. Streebog uses n = b = 512, and its compression function is 12-rounds
AES-like block cipher in Miyaguchi-Preneel mode. The output length can be
either 7 = 512 or 256 bits.

Streebog has two features that differentiate it from the “plain” MD cas-
cade:

— before processing the ¢-th block, the state is summed modulo 2 with
the number of already hashed bits;



— the last call of the compression function is used to “mix” the checksum
(modulo 2") of all message blocks.

These features play an important role, especially when Streebog is used as
the core for a keyed cryptoalgorithm, for example, a message authentication
code (MAC) or a pseudorandom function (PRF).

Perhaps the most widespread and well-known way to construct a keyed
transformation from a keyless hash function H is HMAC |[§]

HMAC(EK, M) = H (K @ opad)||H(K @ ipad||M))

where K is obtained by padding the secret key K with zero bits, opad and
1pad are different nonzero constants. Streebog can also be used in HMAC
[2, 3], but security proofs [8, 12, 11, 14, 17| were proposed for HMAC with
the “plain” MD hash function and therefore cannot be directly applied for
HMAC-Streebog. The proof of the latter’s security was initially given in [16]
and later detailed in [32] by the reduction to the properties of g and not to
the hash function itself.

On the other hand, the features of Streebog give a rise to a more efficient
keyed mode, namely Streebog-K (“Keyed Streebog”) [32]

Streebog-K(K, M) = H(K||M),

where H is Streebog itself. Due to one hashing instead of two, the computation
speed increases up to two times compared to HMAC.

The checksum used in Streebog leads to many so-called related keys in-
side both HMAC-Streebog and Streebog-K even when these cryptoalgorithms
themselves are used in the single-key setting. The input of the last call of
g is the secret key K summed with the message’s blocks that are directly
controlled by the adversary. As far as we know, by now there are no at-
tacks for the compression function in the related-key setting that would be
better than generic ones. Non-trivial results [23] were proposed only for the
round-reduced version of g.

Despite this, generic related-key attacks have the great impact on the
security bounds. Guessing any one of the ¢ related keys (and therefore all of
them due to known relations) can be ¢ times faster than guessing a single
secret key. However, if different related keys are used to process different
inputs, then the adversary should choose a specific key when guessing, not
any one. This simple observation fortunately holds (sometimes partially) for
MACs based on Streebog.

We start by introducing the notation (section 2), and then provide high-
level description of Streebog and the analyzed MACs (section 3).
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Next, in section 4 we develop the PRF-RK A threat model, which in-
cludes the above-mentioned observation by detailing the adversary’s re-
sources. We discuss the properties of g in the introduced model and give
the corresponding heuristic estimates.

Only one observation is not enough to obtain a result, in section 5 we
present a new security proof using the example of Streebog-K. Assuming
“oood” properties of g the obtained security bounds can be described quite
simply: up to about 2"7* processed blocks, the only effective method of
forgery (or distinguishing) is guessing the k-bit secret key or the tag if it is
shorter than the key. For a k-bit key, in any case, it should be assumed that
the amount of data does not exceed 2¥. Hence, if k < 5, then Streebog-K can
be considered as “k-bit secure” without specifying the amount of material.

The attacks described in the sixth section demonstrate that the obtained
estimates cannot be further improved (with the possible exception of a small
multiplicative constant). In other words, each term in the upper bounds
corresponds to a certain attack that has almost the same probability (the
lower bound).

In the seventh section, similar results are given for HMAC-Streebog. Note
that if the 256-bit version of Streebog is used in HMAC, then the bound is
significantly worse (22 %),

2 Notations

We use the following notations throughout the paper:

n = 512 — block size in bits; £ < 512 — key size in bits; @ — bitwise
XOR operation; H, H - addition and subtraction modulo 2" = 2°'2:
|| = concatenation of binary strings;

V"™ — the set of all n-bit strings with naturally defined operations “”
and “H";

sumg(M) = my Bmo B ... B m; — the checksum (modulo 2") of [ blocks
from the padded message M|[10...0 = mq||mal|...||my;

Func(X,Y) — the set of all mappings from the set X to the set Y;

X & X - uniform and random selection of element X from the set X.

The adversary is modeled by an interactive probabilistic algorithm that
has access to other algorithms (oracles). We denote by AdV:Ang (A) a quanti-
tative characterization (advantage) of the capabilities of the adversary A in
realizing a certain threat, defined by the model T'M, for the cryptographic
scheme Alg. The resources of A are measured in terms of time (¢) and query
(q) complexities. The size of A description (its source code) is limited by
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some small value. The query complexity ¢ is measured in the number of
adaptively chosen input/output pairs. Without loss of generality, we assume
that A always uses exactly ¢ unique queries (with no redundant or repeating
queries). The result of computations of A after interacting with oracle O is
some binary value , which is denoted as A° = z.

The maximum of the advantage among all resource constrained adver-
saries is denoted by

Advap (t,q) = A(t/’q/g}/a;; q/gq)Advifg (A).
Some threat models, which would be addressed later, imply different types of
resources, like the number of queries to different oracles, the length of these
queries, etc. The advantage for such models is defined in similar way.

The cryptoalgorithm Alg is informally called secure in the threat model
TM (T M-secure) if Advifg (t,q) < €, where ¢ is some small value determined
by the requirements for the strength of the cryptosystem and the resources
t and q are comparable to those available to the adversary in practice.

To demonstrate the practical sense of the obtained results, we substitute
heuristic estimates based on assumptions into derived security bounds. The
resulting estimates are denoted by symbol “< 7 meaning “less or equal if the
assumptions are true’.

Next, we prove anew (see also [32]) that HMAC-Streebog and Streebog-K
are secure presudorandom functions (PRF).

Definition. The advantage of A in the model PRF (PRF-CMA — in-
distinguishability from a random function under chosen message attack) for
the keyed cryptoalgorithm F: K x X — Y 1is

AdVER(A) = Pr (K & KA 1) =Pr (R & Fune(X, Y); A% = 1)),

where K, X, Y are spaces of the keys, messages, and outputs respectively.
The resources of A are t computations and q queries to the oracle, | the
mazimum length of the queries (in n-bit blocks) if elements from X have
variable length.

By “k-bit security” we informally mean that the probability of realizing a
certain threat (or the distinguishing advantage) with the time complexity ¢ is
about ¢/2%. All our statements about “k-bit security” are, first of all, true for
the distinguishers in the PRF model, and, therefore, the same statements
is true for more dangerous threats, including forgeries [9] and key recovery
attacks.



3 Streebog and MACs

Streebog hashes the message M as follows. The text is padded with bit
string 10...0. At least one bit is always added, even if the message bit
length L < 2" is already divisible by n. The string M’ = M]|[10...0 is
divided into (I 4+ 1) blocks of n = 512 bits M’ = mg||m4]|...||m;. The
compression function is sequentially applied to the previous state, the block
and the counter

hi—|—1 = g(hiamiai)7 1= Oa "'al7 hO = ]V;' € Vn)

where IV} is a predefined constant which is different in both versions of the
hash function, 7 € {256,512}, the n-bit counter i = (i - n) represents the
number of already hashed bits.

Two more transformations are performed at the finalizing stage: the bit
length L and the checksum Y = sumg(M) = moH ... EHBm; are “mixed” with
the state

hl+2 = g(hl+1, L, O), H = g(hprg, E, O)

If 256-bit hash function is used, the output H is truncated to 256 bit. Here
and further, the integers at the input of g are implicitly converted into n-bit
vectors.

The compression function is based on a 12-rounds AES-like block cipher
E in Miyaguchi-Preneel mode

g(hi,mi, i) = E(h; ®1,m;) & h; & m; = hiy1.

In [19], the equivalent representation was proposed (see also details in
[32]). The counter i ceases to be a parameter of the compression function.
The latter is simplified to g(h,m) = E(h,m) & h & m (and further in the
text, this is what is meant by g). After processing the i-th block, the state is
summed modulo 2 with the constant A; =i @ (iHB1),7=0,...,1 -1, but

after the [-th block, another constant is used, namely A; =1, and A; # Zi,
Vi =0,...,2" — 1. Thus, both versions of Streebog can be expressed as

H. (M) = msb; (g(g(- - (g(g(IVy,me) ® Ng,my) @A) ... & Ay, L), E)) ,

where msb, : V" — V7 is the 7 most significant bits. Next, we omit the
index 7 if any of its values are suitable.

Various keyed cryptoalgorithms use Streebog in a black-box way, without
making any changes to the Streebog itself, but only preparing the input for
it. These algorithms are usually used as message authentication codes (MAC)
and key derivation functions (KDF).



Here we list the formulas of the analyzed algorithms based on Streebog
|2, 32|, and also mention their features,

HMAC-Streebog(K, M) = H ((K @ opad)||H(K @ ipad||M)) ,
Streebog-K(K, M) = H(K||M).

The secret key K € V* is padded with (n — k) zero bits if necessary
K = (K]|[0...0). Two different n-bit constants ipad # opad are used in
HMAC-Streebog.

The key length for HMAC-Streebog, according to [2], is 256 < k < 512
bits, and the same restriction is proposed in [32| for Streebog-K. Further, for
generality, we assume that £ < n.

HMAC-Streebog and Streebog-K can use both versions of H (with 256-bit
and 512-bit output). Due to the double hashing in the first one, this leads to
a significant impact on the security bounds.

Next, we describe our results using the example of Streebog-K, the last
section and Appendix B are devoted to HMAC-Streebog.

For the sake of consistency with the previously introduced notation, let
K = mg and M = my||...||m; (fig. 1). By the cascade transformation Csc we
mean further

Csc(Kese, M) = g(. .. g(g(Kcse ® Ao, my) DAL, ms) ... ®A,L L), Kese €V,

assuming that the input M of arbitrary bit length is padded by 10...0, and
the length L increases by n because of the key.

N e e

IV—i g ?w?mﬁ@*g ’ﬁ?’gy’g*H

Figure 1: The equivalent representation of Streebog-K. The checksum is X = K B¢, and
o = sumg(M). The result of cascade is Y = Csc(Kcse, M).



4 Related key settings

For all the considered cryptoalgorithms, security is reduced to the prop-
erties of the compression function g under the various related key attacks
(RKA). We capture all the required properties in the following definition.

Definition. The advantage of A in the model PREF-RK Ag for the keyed
cryptoalgorithm F : K X X — Y 1s

AdVIFDRF-RKAea(A) — Pr (K E R AFre () 1) B
— Pr (K & K; R; <E Func(X,Y)) Vi € K;ARK®~(') N 1) |

where K, X, Y are spaces of the keys, messages, and outputs respectively.
The subset K C K and the w-ary operation “®” are the parameters of
the model. The query from A consists of the input x € X and the relation
k € K“~L. The response is the value y = Frg.(x) (resp. y = Rgex(x)). The
resources of A are t computations and q queries to the oracle. The content of
queries is limited by the number of relations (r) and by the number different
relations (d) queried with the same x (d < r < q).

We omit d in the notations if d < r, and also omit r if r < q.

Note, if “®” is the unary identity operation, then PRF-RK Ag is essen-
tially the same as the usual PRF model.

Through the paper we instantiate the PRF-RK Ag model using binary
operations “@” and “H” over V". The HMAC-Streebog analysis also required
the introduction of a ternary operation, denoted by “H o @” (so, the key K
under the relation k = (¢, 0) is (K@ ¢)Ho). Further in the text, “®” denotes
any of these three operations.

The main novelty introduced in the above definition is the parameter
d. We show its importance for the generic attacks against arbitrary PRF
F:K x X — Y. Let, for example, ® =B and K = K = V*.

In the absence of restrictions (d = r = q), the adversary can query
a single x under the different relations (z, k1),...,(x, K,) and obtain yi,....y,,
y; = Frme, (). Next, the adversary repeats ¢ times: guess the key K; compute
y = Fz(z); find g among the stored (yi, ..., y,). If K is equal to any of the
related keys used (K B kq,..., K B k), let this be K 8 r;, then certainly
§ = y;. Hence, the attacker obtains K = K B r; and computes the key
K = K Bk using the known relation x;. The success probability is upper
bounded by t-¢q-27*. False positives § € (y1, ..., y,) do not affect the essence
and are ignored here.

Now let d =1 and r < ¢. In this case, the queries are (x1, K1),...,(2y, Kq).
Regardless of the relations, all inputs are different, z; # z;, 1 <i < j <g.
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Therefore, before the guessing attempt, the adversary can choose only one
key (i.e. under one relation) that he will try to find. In other words, he can
compute § = Fz(z;) and check § = y;, hoping that K = KHk,. Matches with
other keys K Hk;, j # i, cannot be verified because of z; # x;. Therefore, in
such conditions, the success probability is about ¢ - 27* and does not depend
on the total number of queries.

Thus, assuming the absence of specific vulnerabilities, the best distin-
guishing method is key guessing, and the advantage is bounded by
t-d < t-r < t-q
ok — 2k — ok~
Note that the presented estimates are heuristic in nature. However, these
inequalities are easy to prove if F is considered as a family of 2* random
functions (i.e. in the so-called random oracle model). The same considerations
make it possible to ignore attacks based on “free” precomputations [15].

To the best of our knowledge, there are no attacks on the Streebog com-
pression function that would be better than the generic ones. The round-
reduced versions of g were considered in the secret-key [21, 22| and the
related-key settings [23|. The situation is similar with the keyless settings
(preimages and various collisions) [24, 25, 26, 27, 28, 29, 30, 31|, that is also
an indirect argument in favor of good cryptographic properties under the
related key attacks.

Therefore, we use

AQVERFAS 1 g 1)

PRF-RK A t-d
Adng ®(t7Q77nu d) ,"f-j ?7 <1>
as an heuristic estimate for g7.(-) = g(-, K), k <n, K = {K : K € VF},
K = V", instead of t - ¢ - 27 used in [32].
If the secret key of g is the n-bit state h of the hash function,
g.(-) = g(h,-), then the bound [32] remains the same

2t qlg—1)
on + 2n+1 ' <2>

AdV?QF_RKA65 (t,q,mr <2) 5

Recall that, for all the cryptoalgorithms under consideration, g” is used with
no more than two related keys (d < r < 2). The relation is defined by
O; = A;@A;,i=1,...1 The second term in (2) arises due to the birthday-
paradox distinguisher (see also [22]).

We emphasize that some new effective attacks on full-round g can po-
tentially affect the heuristic estimates and, consequently, the claims about
“k-bit security”. We are convinced that the construction of such methods is
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extremely difficult, but anyway the theorems presented below hold. Their
statements are essentially about the high-level design of the Streebog-based
cryptoalgorithms, and not the hash function itself.

5 Revision of PRF-security for Streebog-K

The PRF-security bound of Streebog-K (denoted here for compactness as
KH) presented in [32] as

AvaRF(t, q,1) SAdvngF'M(‘LlEg (t',qd,r=q¢,d=q¢)+

2
q-+q
on+1 7’ <3)

+q-1U- AdngF'RKA@(t’, q,r =2)+

where t' =t +O(q 1), ¢ =q+ 1, ' =1+ 1.
Recall that the i-th message M; is transformed as follows

KHx (M;) = g, (Csc(gi(1V), M),

and Kcee = g%([V), the result of the cascade Y; = Csc(Kcsc, M;), the rela-
tion is determined by o; = sumg(M;), 1 <i < g, (see fig. 1).

By “collision” in this section we mean the coincidence of any pair of el-
ements in the sequence IV,Y],Y5,...,Y,, and denote it as C, the opposite
event is denoted by C.

The term Advgvm?'mmE is the most significant when k& < n, and is the
only term that depends on the key length k. With d = ¢/, the PRF-RK Ag
model allows the inputs (z,0) for g¥ to have any form, because of this,
the estimate increases by t - ¢/ - 27%. Whereas in fact, until there has been a
“collision”, the values of = in all queries to g¥ are different (d = 1). Otherwise
(“collision” has occurred), the attacker has already achieved his goal, the
probability of this is taken into account in the third term of the bound.

The formalization of the above considerations is expressed by the follow-
ing theorem.

Theorem (PRF-security of Streebog-K). The advantage of the

adversary i the PRF model attacking Streebog-K is bounded by

2
< Adv PRFRKAEH( ’q d_l)—l—AdVéDsle( 7Q7l/>+q2n——|—;1q’ <4)

wheret' =t +0(q-1), ¢ =q+1,I' =1+ 1.
Proof.



Let’s consider @(MZ) = fm,, (Csc(fzmo(IV), M;)), the first and the last
calls of gV are replaced in KH by a /family of 2" random functions f indexed by
;. If the “collision” does not occur, then the cascade key Kcse = feg({V)
is not observed by the attacker and is truly random. Moreover, under the
same conditions, KH is indistinguishable from a random function R, due to
the fact that regardless of oy, all values IV, Y], ..., Y, requested from f are not
repeated.

The “collision” that occurred as a result of the adversary’s interaction with
KH is denoted as AXH() = (b, C). What we mean by this is that b € {0, 1}
is the immediate result returned by the adversary, and the “collision” is an
implicit side result. Note that anyone who knows K¢e. can easily determine
whether there was the “collision” or not. We omit b in the notation if its value
can be any, Pr(AXH0) = C) = Pr(AXH0) = (1, C)) + Pr(AK"0) = (0, C)).

By the definition of the PRF model,

AdvEFF(A) = Pr(AKH0 = 1) — Pr(ARY = 1),
Using the formula of total probability, we get
Pr(AH0 = 1) = Pr(AKH0 = (1, Q) + Pr(A4AKH0) = (1,T)).
As we explained above,
Pr(ARV = 1) = Pr(AKHO = (1,T)).

By grouping the terms and using the triangle inequality, we obtain

Advigy" (A) =

(1,0))) = Pr(A0) = (1,0)) <
(1,C))) + Pr(AM0) = (1,0)) <
(1,C))) + Pr(AM0) = ) <
(1,0)))
)

=€ + €coll T DPeoli-

Let’s use both € and €. at the same time. In other words, we utilize
in the single algorithm B;: the ability of A to distinguish between KH and
KH when there are no collisions (term €); the advantage €. arising from the
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difference in the probability of collisions. We assume that € > 0 and €.,;; > 0,
otherwise, we can invert the corresponding result.

B; attacks g¥ in the PRF-RK Ag model. Initially, By queries the cas-
cade key Kcse = O(IV,0) from the oracle O € {g”,f}. When processing
each query M; from A, the algorithm B; computes Y; = Csc(Kcsc, M;)
and o; = sumg(M;). The value of Y; is written in memory. Next, B
checks the “collision” condition. If ¥; € {IV,Y;,...,Y;_1} then B; returns
1 (due to €.,y > 0, the “collision” is interpreted as an interaction with
KH) and turns off A (further interaction does not make sense). Otherwise
(Y; ¢ {1V, Y1,...,Yi_1}), By makes query (Y, 0;) to the oracle and transmits
the response to A. If the “collision” conditions have never been met after ¢
queries, then the result of B; is the result of A.

The computation resources of By is ' = ¢+ O(q-1), no more than (g+1)
queries are made to the oracle, the number of the related keys r < g+ 1, no
value is requested from the oracle twice, d = 1.

Until the “collision” occurs, By, interacting with g¥ or f, perfectly simu-
lates for A oracles KH or KH respectively. The distinguishing advantage of
B is equal to

Adv I As () :Pr(Bf%E'(') = 1) - Pr(BF) = 1) =
— (Pr(AMO) = (1,0)) + Pr(A™0) = ©)) -

- (Pr(AKH<'> = (1,0)) + Pr(A0) = O)) = € + eoon.

All that remains is to limit the value of p.; = Pr(AKH(') = C). We
construct the algorithm B; that can effectively distinguish Csc from a random
function R. By passes the request M; from A to its own oracle O € {Csc, R},
receives the response Y; and stores this value in memory. When processing
each query, By checks if the “collision” occurred. If it did, By returns 1 and
turns off A. Otherwise, By generates a random value (simulates f) and returns
it to A. If there is no “collision” after ¢ queries, then the result of By is 0.
The advantage of By is lower bounded by

AdVERF (By) =Pr(By ") = 1) — Pr(BYY = 1) >
> Pr(ARHO = ) — (q'(q— D,

(g —1
where 2% is the probability of IV € {Y¥7,...,Y,}, and % corresponds

to the collision among ¢ values Y7, ..., Y, returned from the random oracle
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R(-). Therefore,

@ +q

Pr(AK"0 = ) < AdvEEF(B,) + T

By appends a block containing L to the messages from A, so that because of
the extra block we have I' =1+ 1. O
The PRF-security of the cascade Csc is proved in [32] as a separate lemma

AVEL (¢ q. 1) < g1 - Advg A (1 g, 2). (5)

Direct substitution of the heuristic estimate (2) into (5) leads to an inaccurate
result, due to the fact that (2) depends quadratically on g.
Hence, a more general bound, also stated in [32], is convenient for us here

gb

AAVERF(A) < 37N AdvE A (B,

=1 j=1

where B, ; corresponds to some inner node of the special tree formed by
queries. The root of the tree is Kcs, the nodes are the intermediate secret
states, the results (Y7,...,Y;) are stored in leaves. Each edge of the tree is
labeled with the the block from the messages.

So, this tree has at least [ and at most (14 ¢- (I — 1)) < ¢l nodes (the
multiplier in (5)). The lower bound is exact when all messages differ only in
the last [-th block. The opposite is achieved when all messages are different
in the first block. The adversary B; ; makes 1 < ¢; ; < ¢ queries to the oracle,
and g; ; also corresponds to the number of the edges from the node. So if g;
increases by one, then the number of leaves also becomes one more, but there
are no more leaves in total than ¢. Thus, we have inequality

ZZ(%] —1) <gq,

and the PRF-security of the cascade is estimated as Adves’ (¢, q,1')
¢ 2.t qii-(qi;—1) 2.t .q-l q°
< 7’7] Z’]
SSY (Gre i) 2N )
i=1 j=1

By using the result (4) of the theorem and the estimates (1), (6), we
finally obtain

t 2t gl ¢F4q
~t, I'=1+1 7
gt ot T : +1, (7)
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and make a claim about “k-bit security”. If the key length § < k& < n and
the amount of the processed blocks ¢ - I < 2" %=1 then the most significant
term is 2% the probability of successfully guessing the key. Obviously, the data
constraint ¢ - | < 2% is always assumed. Hence, for a key of shorter length
k < 5, again, the most significant term is the first one.

The statement above concerns distinguishing attacks, but the same holds
if the adversary’s goal is to forge. The probability of at least one successful
forgery in v attempts is bounded by [9, Proposition 7.3] (SUF — Strong
UnForgeablility)

v

Ut
27’

AdvREE (t, q, 1, v) < AdvEEE (Y g+ v, 1) +
So, if the output length is sufficiently large (7 > k), then the statement
about “k-bit security” is also true in this case. For small 7 < k, we make a
reservation that another attack strategy is tag guessing.

We emphasize that exceeding the border of 2"~* blocks may be quite
acceptable. The probability of a forgery in one attempt is greater than “ideal”
277, but in most practical cases it is negligible, even if the number of the
processed blocks far exceeds 2" 7*.

Note for completeness that the bound similar to (7) can be obtained by
using results of [14, 17| for the HMAC with the “plain” MD hash function, say
HMAC-SHA-512 [4]. However, SHA-512( K||-), unlike Streebog, is completely
insecure as PRF.

The “sponge™based hash functions (for example, SHA-3 [5]) can be used
with the key in the prefix as a secure PRF. The security bound for the keyed
sponge [10, Theorem 1] is also close to (7) if we consider the sponge “capacity”
c as the state size n.

6 Attacks and tightness of the upper bounds

The attacks and the proofs are “the two sides of the same coin” [18]|. The
proofs give us the upper bounds of the insecurity (it can’t be worse than
that), the attacks provide the lower bounds (the attacker can definitely act
with such an advantage or probability of success).

In this section we show that for Streebog-K “as a high-level design” both
bounds are close. Therefore, (7) cannot be improved by more than a small
multiplicative factor, so we can consider it tight enough.

On the contrary, we find it somewhat paradoxical that Streebog-K “as
a real MAC with a real compression function g’ may be even more secure.
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Further, it can be refuted by some kind of sophisticated attack showing that
(7) is tight for this case as well. Another way to refine the estimates seems
to be random oracle model, which in simple words means an unconditional
belief that g is a family of random functions.

The first term in (7) obviously corresponds to the straightforward key
guessing. We should consequently also note that 4 computations of g are
required to verify one key. Hence, the probability of success (correct guessing
using ¢ computations) is 4 times less than the upper bound ¢ - 27%.

The third term in (7) is almost achievable with the birthday-paradox
attack.  The adversary: queries tags H; for the messages M; = m;||m},
m; Bm] = const, 1 < i < g; looks for a collision (H; = H;); makes one
additional query M;||P, P € V" and obtains the tag H,1; finally makes
a forgery M;||P with tag H,.;. The probability of a collision is about
g% - 2~ (1) which is approximately half the upper estimate.

The reason for the above-mentioned “paradox” is the second term
t-q-1-27" arising from the imperfection of the cascade. If we consider time-
and data-balanced attacks (¢ &~ ¢ - 1), then the bound depends quadratically
on the amount of data ¢ - {? - 27". From this point of view, the best known
attack is [ times worse. The probability of the birthday-paradox attack equal
to & ¢?-1-27" if long I-block messages are used [20, 32]. We also don’t know
the matching attack for “real” Streebog-K if the computational power of the
adversary is greater (¢t > q-1).

The attack for the “plain” MD cascade (i.e. without counters and A;) with
tight distinguishing advantage t-q-[-27" can be easily constructed by using
the properties of the random mapping graph, but in HMAC and Streebog-K
the output of the cascade is not directly observed due to the key-dependent
finalization. Counters also make attacks more difficult.

To demonstrate the accuracy of the upper estimates, we use a rather
artificial trick proposed in [13, 14] for HMAC with the “plain” cascade. We
construct a weak compression function w so that the cascade degrades as well
as with g, but with w it would be easily exploited in an attack (see details
in Appendix A).

Proposition. For any arbitrary compression function g and any re-

sources (t,q) of the adversary there ezists “weak” function w,
Advvljgz F-REA 3'AdV§VRF'RKAE, Advvljf“ F-hEAs o 3-Adv?ﬂlm{fxea = 3-¢".
If w is used in Streebog-K instead of g, then there is an attack with distin-
guishing advantage of about %e” -q- L.

So we can imply €& &~ t - 27" and obtain the matching attack for the
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second term in (7).

It is interesting to note that w by construction depends on €, and hence
on the resources of the adversary. All this only emphasizes the artificiality of
the approach.

Nevertheless, one way or another, each of the three terms in (7) cor-
responds to an attack with approximately the same advantage. Hence, the
proved security bound is tight.

7 HMAC-Streebog

The results obtained were presented using the example of Streebog-K,
but the main ideas are applicable to other cryptoalgorithms. Here we briefly
present our results for HMAC-Streebog, the proofs are given in Appendix B.

The relation between the keys is defined in HMAC-Streebog by “@®” and
“H” simultaneously. When processing a message, up to 4 related keys are
used, two of them are new for each message (2-¢ in total), the two remaining
ones (K @ ipad and K @ opad) don’t change. The value of IV is queried at
least twice under the different related keys (g ina ,(IV) and g opa V),
hence, in the PRF-RK Ag.s, model, we are bounded by d = 2.

HMAC uses two hash function calls and consequently two cascades. When
analyzing the “collision” event, we look at the outputs of two transformations
at once, so two terms Advlg_ffF arise.

The “k-bit security” statement holds for HMAC-Streebog-512, in fact, as
well as for Streebog-K. Whereas for the 256-bit version (7 = %), the “inner”
collision occurs after the first call of the hash function with the probability
~ ¢*>- 27271 that strongly affects the estimate. Thus, we can speak about
“L-bit security” of HMAC-Streebog-256 only if ¢ - | < 227F.

Theorem (PRF-security of HMAC-Streebog). The advantage of the
adversary in the PRF model attacking HMAC-Streebog is bounded by

PRF-RK Am,
Advﬁl@li‘C—Streebog (ta q, l) SAdng o (t/, q/, q/, d= 2)—|—

+Adve (g, 1) + Adveld (¢, g, 1) + q2n . ;H,

wheret' =t +0(q-1), 7 € {256,512}, ¢ =2-q+2,I'=1+1,1 €{2,3}.
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8 Conclusion

The security of Streebog-based MACs (including HMAC-Streebog and
Streebog-K) as PRF and MAC in the single-key setting is reduced to the
security of the compression function in the related key settings (PRF-RK A).
We observed that, if the adversary does not query the same input under the
different related keys, then the advantage is many times lower than in the
general case. An appropriate refinement for the formal model was proposed,
and then we re-proved the PRF-security of the mentioned MACs based on
Streebog. The resulting security bounds are tight and cannot be significantly
improved.

In fact, up to 2"~* processed blocks, the only effective way of forgery (or
distinguishing) is guessing the k-bit key or tag, n = 512 is the bit length of
the hash function state. For HMAC-Streebog-256, this bound is worse and
is equal to 227%. If the amount of data is much larger than 2"7%, then the
probability of forgery remains insignificant for most practical cases, we just
cannot talk about the “ideality”.

The new estimates are especially important in practice for the Streebog-
based MACs using relatively short keys (for example, 128 bit), and for some
lightweight Streebog-like solutions.

The security proofs themselves use only the “standard model” without
any heuristics. All statements about “k-bit security” are consequences that
are obtained under the assumption of “good” properties of the compression
function. The latter are confirmed by numerous negative results of cryptanal-
ysis.

As always, we warn that the estimates do not take into account, say,
side-channel attacks and other threats not included in the formal model. All
the presented results are about adaptively chosen messages attacks in the
single-key setting.
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A Attack on the “weakened” cascade

Let for some arbitrary compression function g
Adv (L g,q,1) = €7,

Adv A (1 g,2) = &,

As a special illustrative case, we can consider €V =¢-27% & =2.¢.27",
and we also recall that t > ¢ - [.

We “spoil” two keys P, P’ € V" in g¥ and € - 2" keys in g~. Let W C V"
be the set of “weak” keys, |W| ~ € - 2". For any weak key W € W and any
constant A; = i@ (iH1),i =7 -n, we require that (W & A;) € W. Each
A,; belongs to the set

A={2"=-1)'n, 1 <u<(n—1logy(n))}=1{1,3,7,15,...}.

We begin with an empty W, choose an arbitrary W ¢ W, add elements
from the following set to W:

Wiu{Weae A, Ac AlUu{WaAaA; AJA € A}

continue until there are less than € - 2" elements in W. At each iteration,
no more than n? elements are added to W. Therefore, the cardinality of W
can differ from €~ - 2" only by this insignificant value.

The “weakened” version of the compression function is defined as

W, r € W and y € {P, P'},

WSE? - .
(z9) g(xr,y), otherwise,
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where Wy € W is some fixed element. Thus, in total we redefine 2 - |[W]|
values.

If the adversary does not interact with “weak” keys, then g¥ and w"
(also as g” and w”) are indistinguishable. In the first case (wi(-) = w(-, K),
K € V¥), the interaction is carried out with ¢ related-keys. The probability
that there are P or P’ among them does not exceed a negligible 224;?. Only
two related keys are used in wy(-) = w(h,-), h € V", the probability of
their belonging to the set of weak ones is estimated as 2-€”. Thus, due to the
appearance of weak keys, the distinguishing advantage in both cases increases
slightly

2.

PRF-RKA q

Adv, B%tﬁbq,l)fgev%-—§z-f;3-€v,
A dVPRF-RKA@ ( "

w>

,2) <42 =3-¢€.

In distinguishing attack on “weakened” Streebog-K (instantiated with w
instead of g), ¢ pairs of queries (M;, M) to the oracle O € {Streebog-K, R}

are made
1 -2

| ||P||P,
2P| P,

M, =
M =m

Am;

2)

|
2)

|

SN S/~
NN D~

miY|[m?|..
1
W@ ||m)

and the tags obtained are H; = O(M;), H = O(M]), 1 < i < . The blocks

mgj) are randomly chosen from {P, P}, 1 < j <[ — 2. Note, that M; # M/
but the first (I — 2) blocks, the lengths, and the checksums are equal.

In the case O = Streebog-K, we assume, as usual, that after processing
the j-th block, the secret state looks random, but if the state falls into the
set W, then it remain as such until the end of the cascade. The longer the
message being processed, the more likely it is that a weak key will occur
during processing. We recall, that for all W € W the following holds

wW,m =W, e W, Wyo A, €W,
w(W, P) =w(W,P) =W, € W.

Hence, the probability of the collision H; = H! for one pair (M;, M) is about
~ |- €, and for § attempts we have ~ £ - - €. The collision event is used as
a distinguishing feature.

If the attacker interacts with a random function R, then the probability
of at least one collision among £ independent attempts is upper bounded by
5. We emphasize that the collision is considered only between messages in
the same pair, and not among all possible pairs, and therefore the probability
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increases linearly, not quadratically. Hence, the distinguishing advantage is

about (%-l-eb—i) ~d-l-€

The resulting lower bound and the upper bound (g-[-3¢”) differ by about
6 times, this is negligible. Thus, the described extremely synthetic example
shows, that the second term in (7) is also tight.

The same is true for “weakened” HMAC-Streebog.

B HMAC-Streebog

Theorem (PRF-security of HMAC-Streebog). The advantage of the
adversary in the PRF model attacking HMAC-Streebog is bounded by

PRF-RK Am,
AdV{{inc streebog (t: ¢; 1) <Adv, =0t q q' d=2)+

FAE (0. ) + AdVGI (0. 0) + T 4+ S

where t' =t +O(q-1), 7 € {256,512}, ¢ =2-q+2,I'=1+1, 1 € {2,3}.
Proof.
Recall that HMAC-Streebog (for compactness, we denote it here as
HMAC) is represented as

HMAC(K, M) = H ((K & opad)||H(K & ipad||M)),

where ipad, opad € V", ipad # opad, K = (K|[0...0) € V" K € V%
Streebog-512 or Streebog-256 can be used as H (see also figures 2 and 3).

Let the values in the first (resp. the second) call of the hash function be
indicated by the superscript “I” (resp. “O”)

K! :F@ipad, K© zf@opad,
Késc = gg{f(lv)v KCOSC = g;{o(IV),

H'=H(K"||M), H?=H(K|H),

V! = Csc(KL. ., M), YO = Csc(KE_, H),

ol = sumg(M), 0¥ = sumg(HT).

Just as in the case of Streebog-K, we define “idealized” function

e~ —

HMAC(M) = ficomyo (- Frresar (Csclfrermo(1V), M) )

where the first and the last calls of g¥ in both hash functions are replaced
by a family of 2" random functions f indexed by (¢,0) € V™ x V™. Related
keys can be represented as (K @ ¢) B o, and ¢ € {ipad, opad}.
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The “collision” (C) here is treated as a coincidence among (2g+ 1) values

vy, Ly vyl

As before, if there is no “collision” (C), then HMAC is indistinguishable
from a random function R(-),

—_~—

Pr(ARY) = 1) = Pr(A"™AD) = (1,0)),
and we obtain Adviih-(A) =
— (Pr(AHMAC(') = (1,Q)) + Pr(AMMACH) (1,6))) — Pr(A"MACO) = (1,T)) <
< (Pr(AMMA0) 5 (1,T)) — Pr(A™AC) = (1,T)) ) +
+ (Pr(AMACO) =€) — Pr(AMAC) = €)) + Pr(AT™ACO) 5 €) =
=€ + €coll T Peoll-

Algorithm B; attacks g¥ in the PRF-RK Ag.q model, its actions are also
similar to the previous case. Initially, B; queries the cascade keys

K¢ = O(1V, (ipad,0)) and K& = O(IV, (opad, 0)),

from the oracle O € {g",f}.
When processing each query M; from A, the algorithm B; computes

V! = Csc(KL ., M;) and of =sumgz(DM).

The value of Y/ is written in memory. Next, By checks the “collision” condi-
tion. If Y € {1V, YL, Y,?....YL Y2} then By returns 1 and turns off A.
Otherwise, By makes query (Y, (ipad, ol)) to the oracle, receives HI, com-
putes Y0 = Csc(KE_, H!) and 09 = sumg(H]), saves Y,¥ in memory. The
“collision” is checked again, if Y, € {IV,Y{,Y,?...,Y/}, then B; returns 1
and turns off A. Otherwise, B; makes query (Y, (opad, c?)) and transmits
the response to A.

If the “collision” conditions have never been met after ¢ queries, then the
result of By is the result of A. No more than (2¢ 4 2) queries are made to the
oracle, only the IV value is requested from the oracle twice under different
keys, d = 2.

The distinguishing advantage of By is equal to

()

Adv RS (5, — pr(B1F= ) o 1) - Pr(BI Y S 1) = et e

gV
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We utilize p.; in the algorithm By to distinguish between a pair
of cascades (Csc(K{_,"),Csc(KE.,-)) and a pair of random functions

—_—

(RI(:),RO(+)). Recall that in HMAC, keys K{_ and KZ_ are random and
independent.

Algorithm By on the i-th query M; from A: makes query M; to the first
oracle (Csc(K{,-) or RI(+)); obtains Y;’; checks “collision”. If so, then, By
turns off A and returns 1. Otherwise, Bs generates random HY (simulation of
f), makes query H! to the second oracle (Csc(KE._,+) or RY(+)), and obtains
Y2 (or finds this value in memory if H} was previously requested). If the
“collision” occurs, then By turns off A and returns 1. Otherwise, By passes
the randomly generated H? to A.

If there is no “collision” after ¢ queries, then the result of By is 0.

e~ —

Interaction with cascades makes it possible to perfectly simulate HMAC
for A, as long as there is no “collision”, hence

PI.(BSSC(KCIISU')’CSC(K(?SC") = 1) — PY(AHMAC(.) = C)

The probability of “collision” in the case when By interacts with (R(-), R9(-))
is estimated as

2
R!(-).RO(. q (2¢+1) - (2q)
Pr(B2 DD = 1) < T+1 + on+1 4

where the first term takes into account the collision among HY,...H qI . Thus,
€Coc = Pr(BSSC(K{:SC,')7CSC(K€SC,') = 1) . Pr(BEI(')vRO(') = 1) Z

— 2 2 2
ZPr(AHMAC(.)ic)_(q 4 +Q>’

2T+1 on

g 2 2
. ¢ | 20 +q
Peott = Pr(A™AN) = C) < ecee + (27+1 + on ) ‘

In turn, the advantage ecsc may simply be bounded by the “hybrid argument”
€cse < AdvERF(BL) + AdvERF (BY).

The algorithms B and BY make ¢ queries each. Queries from the first algo-

rithm are no longer than I’ = (I + 1) block. If 7 = 256 (resp. 7 = 512) then

BY makes 2-block (resp. 3-block) queries. O

By using the heuristic estimates (1), (6), we obtain
PRF
AdViMAC Streebog (t @ 1)

~

2°t/ 2-t/' -l/ 2 2-t’- -l/ 2 22_|_ 2
- +< q q)+< q- 1l <z>+q q. a

~ 9k on on+1 on on+1 on QT+l =
t/ t’-q-l” 3q2+q q2
< ok—1 + on—1 - on oT+1’ <8)
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where I' =14+ 1,1 € {2,3}, " =1+ 4.

Hence, for the case 7 = n, estimate (8) is close to the same (7) for
Streebog-K.

However, for the 256-bit version (7 = %), the most significant may be the
last 7-dependent term. In this case, we can speak about “k-bit security” only
if gl < 2" %=1 and ¢ < 227%. We don’t know the matching forgery attack for
this case, but the distinguishing is trivial. For ¢ = 227!, the probability of a
collision among the outputs of a random function is about half as low as the
corresponding probability for HMAC-Streebog-256.

K! Mjj10..0 L K'mo!

e e I I

Csc
IV —> > > > > > =
g \+/ g x+/ g i~ g ol
A0 Kl
y,
\ 4
K© H! 10..0 1024 K°m H'm 10..0
IV L_: Kgsc \/T\ » | \ff\ L \m L_) k_: 0
A0 A1 Zz

Figure 2: HMAC-Streebog-512 with equivalent representation. The message M consists of
L < 512 bits.
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Figure 3: HMAC-Streebog-256 with equivalent representation. The message M consists of
L < 512 bits.
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