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Abstract

We prove that two variants of the Fujisaki-Okamoto (FO) transformations are selective opening
secure (SO) against chosen-ciphertext attacks in the quantum random oracle model (QROM), as-
suming that the underlying public-key encryption scheme is one-way secure against chosen-plaintext
attacks (OW-CPA). The two variants we consider are FO* (Hofheinz, Hévelmanns, and Kiltz, TCC
2017) and Ua (Jiang et al., CRYPTO 2018). This is the first correct proof in the QROM.

The previous work of Sato and Shikata (IMACC 2019) showed the SO security of FO* in
the QROM. However, we identify a subtle gap in their work. To close this gap, we propose a new
framework that allows us to adaptively reprogram a QRO with respect to multiple queries that are
computationally hard to predict. This is a property that can be easily achieved by the classical ROM,
but is very hard to achieve in the QROM. Hence, our framework brings the QROM closer to the
classical ROM.

Under our new framework, we construct the first tightly SO secure PKE in the QROM using
lossy encryption. Our final application is proving FO* and UZ are bi-selective opening (Bi-SO)
secure in the QROM. This is a stronger SO security notion, where an adversary can additionally
corrupt some users’ secret keys.

Keywords: Selective opening security, quantum random oracle model, Fujisaki-Okamoto trans-
formation, tight security

1 Introduction

Public-key encryption (PKE) schemes are a central topic in cryptography. Their widely accepted security
notion is indstinguishability against chosen-ciphertext attacks (IND-CCA), which states that confiden-
tiality holds even if an adversary A can adaptively decrypt ciphertexts of its choice, except the challenge
ciphertext. This is a security notion in the single-user, single-challenge setting, namely, only one user’s
public key and one challenge ciphertext are exposed to an adversary.

Its multi-user, multi-challenge counterpart is an arguably more realistic setting. Selective opening
(SO) security [BHY09, BHK12] is a notion in a multi-challenge setting, where an adversary is given
multiple challenge ciphertexts under a single public key and aims at learning some information about
the encrypted messages. On top of that, the adversary can open a subset of the challenge ciphertexts
and reveal the corresponding messages and randomness used to generate those ciphertexts. SO security
guarantees the confidentiality of the remaining unopened challenge ciphertexts. The recent notion, Bi-SO
security [LYHW?21], can be viewed as a stronger variant of the SO security in a multi-user setting, where
the adversary is additionally given multiple users’ public keys and it can corrupt some of their secret
keys.

*Partially supported by the Research Council of Norway under Project No. 324235
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The aforementioned opening capability is motivated by the fact that cryptographic information is
technically hard and expensive to erase in practice and an adversary may break into an encrypter’s
computer and learn the used randomness. In some applications, such as secure multi-party computation,
it is even required to reveal the messages and randomness to make a user’s computation publicly verifiable.

Technically speaking, it is challenging to construct a SO secure PKE. At a first glance, one may
think that IND-CCA security implies SO security, since each ciphertext is generated using independent
randomness. However, this is not true in general. We refer [HR14] for an overview and useful further
reading. We highlight that, from a provable-security point of view, to answer an opening query, a security
reduction should be able to ‘explain’ how it generates a challenge ciphertext by returning the randomness,
but in many cases the reduction do not even know the randomness itself. Hybrid arguments are one of
the examples, namely, the reduction cannot explain a ciphertext where a challenge is embedded. This
is also the inherent reason why the recent updated proof of Sato and Shikata [SS22| is incorrect. In
the recent years, a great amount of effort has been put into defining the right notion of SO security
[BHY09, BHK12, HR14] and construct efficient SO-secure public-key encryption schemes [FHKW10,
HLOV11, Hofl12, HJIKS15, HP16, LYHW21].

NOTIONS OF SELECTIVE OPENING SECURITY. Currently, there are two types of notions have been
studied in the literature, the indistinguishability-based (IND-based) ones (weak-IND-SO and full-IND-
SO) [BHY09, BHK12] and the simulation-based (SIM-based) one (SIM-SO) [BHY09]. They are not
polynomial-time equivalent to each other. In this paper we only consider the SIM-based one. Informally,
SIM-SO security states that for every SO adversary its output can be efficiently simulated by a simulator
that sees only the opened messages. Unlike its IND-based counterpart, SIM-SO does not require the
message distribution chosen by the adversary to be efficiently resamplable, conditioned on the opened
messages (cf. [BHY09]). Previous work showed that SIM-SO-CCA and full-IND-SO-CCA notions are
the strongest SO security [BHK12, BDWY12, HR14]. However, only SIM-SO-CCA has been realized so
far [FHKW10, HLOV11, Hof12, HJKS15, HP16]. It is similar for Bi-SO security, and only SIM-based
notion is considered so far [LYHW21]. For simplicity, we will not write ‘SIM’ in the following.

OUR GOAL: SELECTIVE OPENING SECURITY IN THE QROM. SO secure PKE schemes are constructed
in idealized models [HJKS15, HP16] and in the standard model [BHY09, FHKW10, HLOV11, Hof12].
Constructions in idealized models are more efficient and hence more relevant to practice. In particular,
this paper considers schemes in the random oracle model (ROM).

The increasingly threat that quantum computers can break most widely deployed public-key cryp-
tosystems has driven research in the direction of building post-quantum secure public-key primitives,
including PKE schemes and key encapsulation mechanisms (KEMs). Currently, the National Insti-
tute of Standards and Technology (NIST) in the US has come to a conclusion for the post-quantum
standards. Kyber [SABT20], NTRU [CDH"20], and Saber [DKR"20] were three finalists in the last
round for the KEM/PKE category. They all use variants of the Fujisak-Okamoto (FO) transformation
[FO99a, FO99b, FO13, HHK17]. It is interesting to consider whether these FO transformations are
secure in the SO setting.

The FO transformation turns a relatively weak PKE (e.g. a One-Way CPA secure one) into an
IND-CCA secure one. Recently, the FO transformation and its variants have been widely analyzed in
both the classical ROM and the quantum (accessible) ROM (QROM) [TU16, HHK17, SXY18, JZC*18,
KSS™20], but mostly with a focus on establishing IND-CCA security. An exception is the work of Heuer
et al.[HJKS15] which studied the SO security of the FO transformation in the ROM.

For post-quantum security, proofs in the QROM are more desirable than those in the (classical)
ROM, since it models quantum adversaries in a more realistic manner. In this setting, a quantum
adversary interacts with a classical network, where “online” primitives (such as encryption) are classical,
and computes “offline” primitives (such as hashing) on its own in superposition.

The work of Sato and Shikata [SS19] proved the SO security of the FO transformation in the QROM.
To the best of our knowledge, this is the only work considers SO security in the QROM. However,
we identified a subtle gap in their security proof'. Even worse, this gap cannot be closed, even if we
relax the notion to the weaker, non-adaptive SO security as in [LLHG18], where an adversary is not
allowed to adaptively open a challenge ciphertext, but commits all its opening indices after seeing the
challenge ciphertexts. From a technical point of view, closing the gap in [SS19] requires new proof

1The authors confirmed this to us.



techniques in the QROM that allow a security reduction to adaptively reprogram multiple RO-queries
in one security game without changing the view of an adversary, where the reprogrammed points are
computationally hidden. This is a property not achievable by existing well-known techniques, such as
[Unr14b, Unrlda, KSST20, GHHM?21]. We provide more discussion about it in Section 1.2.

1.1 Owur Contributions

We revise the selective opening security in the QROM and prove that two “implicit rejection” variants of
the FO transformation (namely, FO* [JZC*18] and U/ [HHK17]) are SO-CCA secure if the underlying
PKE is one-way CPA (OW-CPA) secure in the QROM. Here we consider PKE schemes, namely, com-
bining KEM FO* (or UZ) with one-time pad and a message authentication code (MAC). The one with
FO* is the same scheme considered in [SS19], but ours is the first correct proof in the QROM. Since the
proofs for FO* and UZ are similar, we leave the one for UZ in Supp. Mat. H, and there we only prove
the Bi-SO-CCA for UZ, since it implies SO-CCA security.

Our core technical contribution is a computational adaptive reprogramming framework in the QROM
that enables a security reduction to adaptively and simultaneously reprogram polynomially many RO-
queries which are computationally hidden from a quantum adversary. This is a property cannot be
provided by previous techniques in the QROM, such as the (adaptive) one-way to hiding (O2H) lemma
[Unrl4b, Unrl4a], the semi-classical O2H lemma [AHU19], and the measure-rewind-measure O2H lemma
[KSS20]. Our framework brings the QROM closer to the classical ROM, and it generalizes and improves
the adaptive reprogramming framework by Grilo et al.[GHHM21].

TIGHT SO SECURITY FROM L0SSY ENCRYPTION IN THE QROM. Our second contribution is a tightly
SO-CCA secure PKE from lossy encryption [BHY09, HJR16]. This is the first tight scheme in the
QROM. A recent work of Pan, Wagner, and Zeng has constructed the first tightly multi-user (without
corruptions), multi-challenge IND-CCA in the QROM [PWZ23], but it did not get extended to the
(stronger) SO setting. Another related work is also due to Pan and Zeng [PZ22], where a compact and
tightly SO-CCA secure PKE is proposed in the classical random oracle model. However, it is unclear if
it can be transformed to the QROM. Our result on tight SO security is established in the QROM, and
it improves both aforementioned work.

B1-SO SECURITY OF FO TRANSFORMATIONS. As another application of our framework, we prove that
the aforementioned variants of FO transformation, namely, FO* and UZ, are furthermore Bi-SO-CCA
secure [LYHW21] in the QROM, assuming OW-CPA security of the underlying PKE scheme. This
notion is stronger than the SO-CCA security, since it additionally allows secret key corruption for the
adversaries. The only known Bi-SO-CCA secure construction is in the classical ROM. Our work is the

first one in the QROM.

ImpAcTS ON THE NIST FINALISTS. The NIST finalists Kyber and Saber use tweaked verions of trans-
formation FO* , and NTRU uses U%. Hence, analysis of these FO transformations is more fundamental
than directly analyzing these concrete schemes. Although our results strongly indicate that the NIST
finalists are SO-CCA secure and Bi-SO-CCA in the QROM, we leave the formal proof of it as a future
direction, and we are optimistic that our approaches can be extended naturally in achieving it.

1.2 Technical Details

We provide some details about our technical contribution, computational adaptive reprogramming frame-
work.

OUR _STARTING POINT. The work of Heuer et al.[HJKS15] is the first one proving that practical PKEs via
the OAEP and FO transformation are SO-CCA secure in the (classical) ROM. Their work considered the
original FO transformation [FO13]. Motivated by Heuer et al.’s work, we can show that the combination
of FO* and one-time pad is SO-CPA secure in the classical ROM by adaptively reprogramming the
ROs. Here we describe some key idea. Note that our final goal is SO-CCA, but for the simplicity of our
discussion here, we only consider SO-CPA.

A ciphertext of message m in the FO* transformation, (e, d), is defined as follow:

e := Enco(pk,7;G(r)) for r <& M
d:=H(r,e)®m (1)



where Encg is the randomized encryption algorithm of a OW-CPA secure PKE with message space M’,
G(r) is the explicit randomness used in Encg, and G, H are two hash functions with suitable domains
and ranges. Public and secret keys of FO* is the same as those of the OW-CPA secure PKE, and the
decryption is defined in the straightforward way. We refer Figure 6 for the full description.

EFFICIENT OPENABILITY IN THE ROM. To show the SO-CPA security, we require “efficient openability”
of ciphertexts [BHY09, FHKW10]. This property states that one can generate some ciphertexts and later
they can be efficiently opened to arbitrary messages by using some trapdoor (in the standard model) or
reprogramming ROs (in the ROM) in a suitable way. In the classical ROM, our ciphertexts (defined by
Equation (1)) have efficient openability. More precisely, a security reduction R can choose random 77,
R}, and df and return the challenge ciphertexts (Enco(pk, r}; R}), d})i1<i<, to the SO-CPA adversary A.
For these challenge ciphertexts, the reduction R can open a ciphertext (Enco(pk,r}; RY),d}) to arbitrary
message m; by reprogramming G(rf) := Rf and H(r},ef) := df & m,;. Moreover, R will embed the
OW-CPA challenge to one of the unopened ciphertexts. Here, ] are only computationally hidden from
the adversary.

For the SO-CPA security, the aforementioned reprogramming is required to be adaptive, since an
adversary can submit an opening query adaptively. Moreover, a SO-CPA adversary can submit multiple
opening queries in one security game or hybrid. Therefore, our reprogramming strategy should be able
to reprogram multiple RO-queries in one security game. We call this last requirement as multi-point
reprogramming. We stress that hybrid arguments are already not useful for SO security. This is because
a standard hybrid argument will embed a OW-CPA challenge into the SO-CPA ciphertexts one-by-one.
After it is embedded to the i-th ciphertext, G(r}) cannot be reprogrammed to R}, since R} is unknown
to the reduction R. Thus, the opening query cannot be correctly answered.

EXISTING APPROACHES IN THE QROM. Reprogramming a quantum (accessible) RO is highly non-
trivial, since a query in superposition can be viewed as a query that might contain all possible input
values at once. To correctly reprogram a value to a particular QRO query, it needs to measure and extract
classical preimages of a quantum query, which will cause a change in the adversary’s view. Although
many works have been done to provide reprogrammability in the QROM [Unrl4a, Unrl4b, AHU19,
KSS*20, GHHM21], reprogramming in the QROM is still much more challenging than in the ROM.

For the SO security, the situation is more complicated. Essentially, existing approaches (such as
[Unrlda, Unrldb, AHU19, KSST20, GHHM21]) cannot easily achieve the requirements for SO security
in the QROM. We use the semi-classical O2H lemma [AHU19] as an example to elaborate on this. Fix a
random set S C X. Let H, H' : X — ) be two different ROs such that, for all z € X'\ S, H(x) = H'(x)
(denoted by H\ S = H'\ S). The semi-classical O2H lemma states that a quantum adversary A cannot
tell the difference between H and H' by giving only quantum access to them, unless A finds an element
from S. Here set S needs to be defined before defining H and H'.

In the work of Sato and Shikata [SS19], their security proofs viewed S as the set containing all the
randomness used in the opened ciphertexts (cf. the step between Game; and Games in [SS19, Section
3.1] and the one between Game; and Gameg in [SS19, Section 3.2]). Essentially, S is equivalent to the set
of opening indices which are adaptively decided by the adversary A. However, to use the semi-classical
O2H lemma, S must be fixed at the beginning of the security game, even before generating the public key.
Therefore, this technical gap in their proofs cannot be closed, and it will be the case, even if we consider
the weaker, non-adaptive variant of SO security as in [LLHG18], namely, an adversary cannot adaptively
open challenge ciphertexts, but commits to opening indices after receiving the challenge ciphertexts.

The recent measure-rewind-measure O2H lemma [KSS™20] has a similar flavor as the semi-classical
O2H lemma, and it does not allow to define S adaptively. The adaptive O2H lemma [Unrl4a] allow us
to reprogram a single query adaptively. However, we require adaptive reprogramming multiple queries
for SO security, since if we only reprogram wrt one opening query, an adversary can distinguish the
simulation by opening multiple ciphertexts.

OUR APPROACH. To solve the technical difficulties, we propose the computational adaptive reprogram-
ming framework. It is more general than the algorithmic O2H lemma [Unrl4a] and the adaptive re-
programming framework [GHHM21] in the sense that our framework allows a reduction to reprogram
polynomial many RO queries in the QROM. Different to the work of Grilo et al., our reprogrammed
points can be only computationally hidden from the adversary.

In a nutshell, our framework considers two security games, NONADA and ADA. The RO H’ in



NONADA will never be reprogrammed, but the RO H in ADA will be adaptively reprogrammed for
multiple times according to the adversary’s behavior. We require H'\ S = H \ S, but S can be modified
adaptively by a security reduction. Intuitively, an adversary A can distinguish NONADA and ADA if it
queries x € S. This event can be detected easily in the classical setting, but is problematic in the quantum
setting. Our high-level approach is to bound the probability of this event by randomly measuring A.
Details are given in Section 3. We stress that our approach is not a “hybrid argument” extension of
the existing techniques. In fact, as pointed out by Bellare, Hofheinz, and Yilek [BHY09], it is unknown
if a simple hybrid argument is useful in proving SO security. Very unfortunately, the latest revision?
of [SS19] is a concrete example for why it does not work. The proof of their Lemma 1 is essentially a
hybrid argument. A counterexample is simply: Imagine an adversary opens each index with probability
1/2, then their OPEN oracle will abort with overwhelming probability and thus their hybrid argument.

MoRE COMPARISON WITH RELATED WORK. Recently, Grilo et al. proposed the adaptive reprogram-
ming framework [GHHM?21] and used it to give a QROM proof for Fiat-Shamir’s signatures. The main
difference between our work and Grilo et al.’s work is that their framework requires the reprogram-
ming points to have high statistical entropy, while our framework requires the reprogramming points
are computationally hard to find (which cover the case of statistical entropy). When proving the SO
security of the FO transformation, their framework cannot be used since the reprogramming points are
computationally hidden by OW-CPA security of some underlying PKEs.

We also compare our framework to the measure-and-reprogram framework of Don, Fehr, and Majenz
[DFM20] and the lifting theorem in [YZ21] that are used to prove security of the Fiat-Shamir (F'S)
signature in the QROM. In a nutshell, the difference between our frameworks is similar to that between
the security proofs of the FO encryption and FS signature in the classical setting. More precisely, in the
proof of FO encryption, we argue that it is infeasible for an adversary to learn the reprogramming points
and thus we can reprogram the random oracle without changing the adversary’s view. However, in the
proof of F'S signature, an adversary can learn the reprogramming points, since they are the hash values of
signing messages and some (public) commitments of the ¥ protocol. Hence, the measure-and-reprogram
framework is conceptually different to us and cannot be used in proving SO or Bi-SO security in the
QROM. The lifting theorem (cf. [YZ21, Theorem 4.2]) has a similar flavor as the measure-and-reprogram
framework.

Finally, we are aware of a recent revision of the Sato-Shikata work [SS22], but it uses a hybrid

argument and, as explained earlier, hybrid arguments are not useful even in the classical ROM. As a
simple counter-example, in the proof of their Theorem 1, imagine an adversary that opens each ciphertext
with probability 1/2 (or some non-negligible probability). Then their Hybrid @) aborts with probability
1/a.
FururRE WORK. We leave exploring more applications of our computational adaptive reprogramming
framework as a future direction, since reprogramming a (quantum) random oracle on multiple computa-
tionally hidden points is an interesting technique and we are optimistic that it may yields new applica-
tions. Moreover, we are optimistic that our approach can work for the simulatable DEM framework of
SO secure PKEs. We leave a formal treatment of it as another future direction.

2 Preliminaries

Let n be an integer. [n] denotes the set {1,...,n}. Let X and ) be two finite sets and f : X — Y be a
function. f(X):={f(x)|z € X}. x <& X denotes sampling a uniform element z from X at random. If S
is a subset of X, then X\S denotes the set {x € X|x ¢ S}. Let A be an algorithm. If A is probabilistic,
then y < A(x) means that the variable y is assigned to the output of A on input z. If A is deterministic,
then we write y := A(x). We write A to indicate that A has classical access to oracle ©. We write
T(Ap) = T(A,) if the running times of 4y and A; are polynomially close to each other. All (quantum)
algorithms are (quantum) probabilistic polynomial time, unless we state it.

GAMES. We use code-based games [BR06] to define and prove security. We implicitly assume that
Boolean flags are initialized to false, numerical types are initialized to 0, sets are initialized to (), while
strings are initialized to the empty string e. Pr[GA = 1] denotes the probability that the final output

2https://eprint.iacr.org/archive/2022/617/20230108:160413
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G# of game G running an adversary A is 1. Let Ev be an (classical and well-defined) event. We write
Pr[Ev : G] to denote the probability that Ev occurs during the game G.

2.1 Public-Key Encryption

A Public Key Encryption (PKE) scheme PKE consists of three algorithms (KG, Enc, Dec) and a message
space M that is assumed to be efficiently recognizable. The three algorithms work as follows:
e The key generation algorithm KG, on input the security parameter X\, outputs a public and secret
key pair (pk,sk). pk also defines a finite randomness space R := R(pk) and a ciphertext space
C = C(pk). For sake of simplicity, in this paper, we ignore the input A and simply write the
process as (pk,sk) + KG.
e The encryption algorithm Enc, on input pk and a message m € M, outputs a ciphertext c € C. We
also write ¢ := Enc(pk, m;r) to indicate the randomness r € R explicitly.
o The (deterministic) decryption algorithm Dec, on input sk and a ciphertext ¢, outputs a message
m’ € M or a rejection symbol L ¢ M.

Definition 2.1 (PKE Correctness). A PKE scheme PKE := (KG, Enc, Dec) with message space M is
(1 — 0)-correct if
E | max Pr[Dec(sk, ¢) # m : ¢ + Enc(pk,m)]| <4,

meM
where the expectation is taken over (pk,sk) < KG and randomness of Enc. PKE has perfect correctness
if 6 =0.
Definition 2.2 (Collision Probability of Key Generation). Let
npke ‘= max [Pr [pky = pky @ (pkg, sko) < KG, (pky,ski) «+ KG]]

be the collision probability of KG of PKE. The maximum is taken over all pkg, pk;. In this paper, we
assume that for any OW-CPA-secure PKE, npke = negl(\)

We focus on two security notions for PKE: onewayness under chosen-plaintext attacks (OW-CPA) and
selective-opening security under chosen-ciphertext-attacks (SO-CCA). Let PKE := (KG, Enc, Dec) be a
PKE scheme with message space M and ciphertext space C.

Definition 2.3 (OW-CPA). For an adversary A, its advantage against OW-CPA security of PKE is
defined as
AdVRREPA(A) = Pr[m’ = m* : (pk,sk)  KG,m™ & M,
c* « Enc(pk,m*),m’' < A(pk,c*)].

PKE is OW-CPA secure if for all PPT adversaries A, Advoge " (A) = negl(\).

We also use MAC schemes that have one-time strong existential unforgeability under chosen message
attack (otSUF-CMA) as building block. Let MAC := (Tag, Vrfy) be an one-time MAC scheme with key
space K™¢. The otSUF-CMA security game is given in Figure 1.

Definition 2.4 (otSUF-CMA). For a forger F, its advantage against otSUF-CMA security of MAC is
defined as

AdVERE™ MA(F) = Pr[otSUF-CMATc = 1]

MAC is otSUF-CMA secure if for all F, Adviee™ “MA(F) = negl()).

One-time MAC schemes can be constructed by using pair-wise independent hash function family, and
they are otSUF-CMA secure against unbounded adversaries. Here TAG cannot be queried with quantum
superposition.

(ADAPTIVE) SELECTIVE OPENING SECURITY. Selective Opening (SO) security preserves confidentiality
even if an adversary opens the randomnesses of some ciphertexts. We use simulation-based approach




GAME otSUF-CMAY oc TaG(m) J Only one query

01 b:=0, K™ & [ree 07 T < Tag(K™°,m)

02 (m*,7) « FPOVEY() g (mo, 7o) i= (m, 7)

03 if (m™,7) # (mo, 70) 09 return 7

04 and Vrfy(K™, m*, %) =1

05 bi=1 Veey(m, 7)

06 return b 10 return Vrfy(K™°, m, 1)

Figure 1: Security games one-time MAC schemes

to define SO security as in [HJKS15]. We consider the SO security against Chosen-Plaintext Attacks
(SO-CPA) and Chosen-Ciphertext Attacks (SO-CCA), respectively.

We note that a non-adaptive variant of SO security has been used in [LLHG18], where an adversary
must declare the opening index set I after receiving the challenge ciphertexts, while our SO security is
adaptive in the sense that OPEN can be asked adaptively. Intuitively, our adaptive security is harder to
achieve, since an adversary can change its opening queries after seeing the answers of previous ones.

GAME REAL-SO-ATKAe GAME IDEAL-SO-ATKS, ¢
0t (pk,sk) + KG 12 Mg+ S

02 Mg + AP (pk) 13 for i € [p] :

03 for i € [p] : 14 mli] :=m; +— M,

04  mli]:=m; + M, 15 m"[i] := |my]

05 1 &R 16 out + SO (m")

06 c[é] := Enc(pk, ms; ;) 17 return Rel(M,, m, I, out)

07 out + AOTPNDEC(¢)

08 return Rel(Mg, m, I, out)
DEec(c) Jfor c ¢ c

OPEN(i) /i € (1] 15 if ATK = “CCA”
09 I:=TU{i} 19 m := Dec(sk,c)
10 return (ms,7;) J/ REAL-SO-ATKpke 20 return m

11 return m; // IDEAL-SO-ATKpke 21 return L

Figure 2: The SO security games for PKE schemes.

Definition 2.5 (SO security). Let PKE be a PKE scheme with message space M and randomness space

R and A be an adversary against PKE. For security parameter A\, p := p(A) > 0 is a polynomially

bounded function. Let Rel be a relation. We consider two games defined in Figure 2, where A is run in

REAL-SO-ATKpke and a SO simulator S in IDEAL-SO-ATKpke. M, is a distribution over M chosen by

A, and A is not allowed to issue OPEN queries before it outputs M, and receives challenge ciphertexts c.

Messages sampled from M, may be dependent on each other. DEC is not available in SO-CPA security.
We define the SO-ATK (ATK = ‘CPA’ or ‘CCA’) advantage function

AdVERE (A, S, 11, Rel)
- ‘Pr [REAL-SO-ATK;‘KE = 1} —Pr [IDEAL-SO-ATKSKE = 1}

)

PKE is SO-ATK secure if, for every adversary A and every PPT relation Rel, there exists a simulator S
such that Advpg < (A, S, i, Rel) < negl()\).

(ADAPTIVE) BI-SELECTIVE-OPENING SECURITY. In this paper, we also consider a stronger SO security
definition: Bi-SO-ATK [LYHW21]. This security definition considers a multi-user setting and allows
the adversary to corrupt some users (namely, obtains their secret keys) adaptively. The Bi-SO-ATK
definition in [LYHW21] is non-adaptive, that is, the SO adversary is required to tell the game simulator
which users it wants to corrupted and which challenge ciphertexts it wants to open at once. In this paper,
we enhance the security definition to be adaptive. The adversary can adaptively issues OPEN queries
and CORRUPT queries in any order. The enhanced definition is also simulation-based. If A corrupts a




GAME REAL-Bi-SO-ATKpke

o1 for j € [p]: (pk;,sk;) < KG
02 Ma = AP (pky, ...pk,)

03 for j € [p]:

04 for i€ [y

05 mj,i] :=m;,; + M,

06 Tji (i Rl

07 clj, ] := Enc(pk, mj,:;75,:)

08 out + AOPEN,CORRUPT,DEC(C)

GAME IDEAL-Bi-SO-ATKpke

17 Mg < S

18 for j € [p]:

19 fori € [y]

20 mj,i] :=mj,; < M,
21 m’[j,4] := |m|

22 out «— SOPEN,CORRUPT(st7m//)
23 return Rel(M,, m, J, I, out)

09 return Rel(Mg,, m, J, I, out) Dec(j )

24 if ATK = “CCA”
OPEN(j, @) /for j € [p],i € [u] o5 if 3i € [y] s.b. ¢ = clj,q]
10 I:=TU{(j,)} 26 m:= 1
11 return (my;,7;,:) J REAL-Bi-SO-CPApce 27  else m := Dec(sk;, c)
12 return my; // IDEAL-Bi-SO-CPApye 28 returnm

29 return L
CorrupPT(j) / for j € [p]

13 J:=JU{j}, m;:=0

14 for i € [p] : m;[i] := mlj, i
15 return (skj,m;) / REAL-Bi-SO-CPApke
16 return m;j // IDEAL-Bi-SO-CPApe

Figure 3: The Bi-SO-ATK security game for PKE schemes

user j, then the messages of challenge ciphertexts that encrypted by j are also revealed (see Items 15
and 16).

Definition 2.6 (Bi-SO security). Let PKE be a PKE scheme and A be a Bi-SO adversary against PKE.
For security parameter A, let p:= u(A) and p := p(\) that are both polynomially bounded. Let Rel be a
relation. We consider two games defined in Figure 3, where A is run in REAL-Bi-SO-ATKpkg and a Bi-SO
simulator S in IDEAL-Bi-SO-ATKpke. M, is a distribution over M chosen by A, and A is not allowed
to issue OPEN or CORRUPT queries before it outputs M, and receives challenge ciphertexts c. Messages
sampled from M, may be dependent on each other. DEC is not available in Bi-SO-CPA security.

We define the Bi-SO-ATK (ATK = ‘CPA’ or ‘CCA’) advantage function

AdvEiz® AT (A, S, p, 1, Rel)
- ‘Pr [REAL-Bi-so-ATK,g“KE = 1} ~Pr {IDEAL-Bi-SO-ATK‘SKE = 1} ‘ .

PKE is adaptive Bi-SO-ATK secure if, for any adversary A and PPT relation Rel, there exists a simulator
S such that AVEREOATE(A, S, p, 1, A) = negl(\).

SECURITY IN THE QUANTUM RANDOM ORACLE MODEL. The (Bi-)SO security of PKE schemes contain-
ing hash functions can be analyzed in the quantum random oracle model (cf. Section 2.2). If we model
a hash function H as quantum random oracle, then the adversary A has quantum access to H during
the SO security games (e.g., Figure 7).

2.2 Quantum computation

We refer to [NC16] for detailed background about quantum mechanism. Here we only recall some
necessary notations and lemmas.

Pure quantum states can be described by qubits. For a A-bit-string z, |z) € €2 denotes the (pure)
quantum state of x encoded in the standard computational basis. Quantum register is used to store
multiple qubits. In this paper, we assume that any polynomially long object = can be encoded as a
(unique) bit string, and if we “store” z in a quantum register X, |z) is the quantum state of this register.
A A-qubits quantum superposition state |¢) can be written as ) ¢ (o 132 Qa|®) Where - o 1ya | |? = 1.

By performing measurement on a quantum state, we obtain classical information about the state,
and the state collapses after measurement. Let |z) be an quantum state, 2’ <— Measure(|z)) denote the



process that |z) is measured and the measurement outcome is 2’. We assume that all measurement are
performed with respect to the standard computational basis.

Let O : X — Y be an random oracle with sets X', ). We implicitly assume that the elements in X
and ) are expressed as bit strings. In quantum random oracle model (QROM)[BDF*11], the oracle O
are described as the unitary transformation Up : |z)]y) — |2,y @ O(x)), and the adversary can query
random oracles on quantum states. For an quantum adversary A, the notation A!©) indicates that A
has quantum access to the Un. Without loss of generality, we directly write O to denote the unitary Ue.

In this paper, we say an event is classical if it can be determined by only using classical algorithm
(namely, without using any quantum mechanism).

Lemma 2.7 gives a probabilistic bound for adversary (has a quantum access to oracles) to distinguish
h(s,-) and h’, where s is secret, h and b’ are QRO and have the same image set. When the image is
large enough, the adversary cannot distinguish these two oracles.

Lemma 2.7 (Lemma 2.2 in [SXY18]). Let k be an integer. Let h : X' x X — Y and b/ : X — Y be
two independent random oracles. If an unbounded time quantum adversary A that queries h at most gy
times, then we have

Pr [1 — ARG ()] 8 X’} —Pr [1 “ A'h>v|h'>()} ’ < 21/ /X

3 Computational adaptive reprogramming in the QROM

We propose a computational adaptive reprogramming framework in the QROM. In Supp. Mat. A, we
will review Unruh’s adaptive O2H lemma [Unrl4a] and discuss why our lemma (namely, Lemma 3.1)
cannot be proved by using hybrid arguments of Unruh’s adaptive O2H lemma.

Let A be an adversary that has quantum access to H : X — ) and takes ing as input and terminates by
outputting out,,. During its execution, A outputs some out; and then takes in; ;1 as input (0 < i <n-—1).
We view A as a (n+ 1)-stage adversary, (A, ..., A,), where A; takes in; as input and outputs out;. Here

ing, outg, iny, ..., in,, and out, can be arbitrary classical information. In this paper, we consider post-
quantum setting where adversaries have quantum access to hash functions. The classical information
ing, outg, iny, ..., in,, out,, capture the interaction between A and the security game simulator, and they

will be specified in a concrete use of our framework.

We write A = (Ao, ..., A,) to divide A into n+ 1 stages for better analysis. By writing out; < A4;(in;)
we mean that at stage i A receives input in; and outputs out; at the end of the stage. The index
indicates the stage number of A. So, all A4; are the same adversary A in different stages, and they
share the quantum registers of A. The same notation (of dividing A into different stages) is also used in
Unrub’s adaptive O2H lemma [Unrl4al.

Games NONADA and ADA (as in Figure 4) are used to define our framework. .4 has quantum access
to H which is either H or H;. In NONADA, H will never get reprogrammed, while in ADA different stages
of A will have access to different ROs H;. That is, A; queries H;, and according to A;’s output out; H;
will be reprogrammed and become H;;1 (cf. Items 07, 17 and 18). To formalize this, we define three
algorithms INIT, Fs, and Reprog in Figure 4 as:

o The initialization algorithm INIT outputs ((s,ing),H,Hp) (cf. Items 01 and 11), where s is some
parameter that used in a security reduction, ing is the initial input to 4, and H and Hy are two
random oracles. Here the tuple ((s,ing), H, Hp) may have an arbitrary joint distribution.

» Fg takes out; as input and computes (in;y1,inj, ), where in;;; is the input to A;1; and ingJr1
is the information for reprogramming H,. Here inj, is used to capture the fact that # can be
reprogrammed according to A;’s behavior, and the algorithm Reprog (described below) will take it
as input. To make our lemma general and useful for a wider class of applications, we only require
that Fs does not have access to random oracles.

o Reprog is defined to reprogram H in ADA (cf. Item 17). Reprog takes in; and H;_; as input. It
returns a random oracle H; which is from reprogramming H;_;. The concrete reprogramming
operation of Reprog depends on the concrete use of our framework. Here we only require Reprog to
be deterministic.

Let S; be a set such that H\ S; = H;\ .S; (namely, for all z € X, if z € S;, then H(z) # H;(z)). A can

only distinguish ADA and NONADA, if it queries a = € S; (where i € {0,...,n}). Since A’s QRO queries



GAME NoNADA% GAME Apa*

0t ((s,ino),H,Ho) + INIT 11 ((s,ing),H,Ho) « INIT

02 H:=H 12 H:=Ho

03 outg + ALH>(inO) 13 outg ALH>(in0)

04 T[0] := outo 14 T'[0] := outg

05 for i =1 to n: 15 for i =1 to n:

06  (in;,in}) < Fs(out;_1) 16 (in;,in}) < Fs(out;—1)
07 | H:=H 17 H; := Reprog(in}, Hi—1)

0s  out; + A (in,)
09 I'[i] :=out;
10 return I

18 H := H;

19  out; Alw(im)
20 I'[i] := out;

21 return I’

Figure 4: Games NONADA and ADA used in Lemma 3.1. The main difference between two games is
highlighted with gray box. In both games, A is divided into n + 1 stages, namely, (Ag, ..., .4,). The
input and output of A in each stage are classical information because we consider post-quantum settings.
The list I" stores A’s outputs in each stage. Fg is a deterministic algorithm that provides inputs for each
stage of A. Reprog is a deterministic algorithm that reprograms QROs. For a concise presentation, we
assume that A; takes A;_1’s final state as its initial state. In our framework, Hy can be different to H.

B (ing): /M is defined as in ADA
01 t* & g5

02 for j =0toi—1:

03 out;j + AL.H>(inj)

04  Output out; to ADA

05  Receive inj41 from ADA

06 Run ALM (in;) until it issues t*-th quantum query to H
07 Let |¢) be the t*-th quantum query to H

08 z' < Measure(|p))

09 return 2’

Figure 5: Algorithm B; (used in Lemma 3.1) plays Game ADA (where i € [n]). B; proceeds identically
with (Ai,...,A;), except that B; measures the t*-th QRO query issued by A; and then outputs the
measurement outcome.

are superposition states, we need to define extractor B; as in Figure 5 to bound the difference between
NoNADA and ADA. This follows the works in [Unrl4a, SXY18, KSS™20].
Lemma 3.1 formalizes our framework. Its proof is postponed in Supp. Mat. C.

Lemma 3.1 Let A be an adversary that can be divided into (n+1) stages as in Figure 4 and has quantum
access to random oracle H (= H in NONADA or H; in ADA). Let Ev be a classical event that may be
raised by A in NONADA or ADA. Suppose that A queries H at most q; times in its i-th stage and at
most q := qo + - - - qn, times in total during the game. Then for all algorithms INIT, Fs, and Reprog (as
described earlier), there exists adversaries B; for i € {0,...,n} (shown in Figure 5) such that

’Pr [Ev : NONADAA] — Pr [Ev : ADAA] ‘

n k
<332, Pr /[0 BY st o' € S, - ApaB], ()

k=0 i=0

where S; is a set such that H\S; = H;\S;. Such an S; is defined by the operations in Reprog. Pr [Ev : NONADAA]
and Pr [Ev : ADAA] are the probabilities that A triggers Ev in NONADA and in ADA, respectively.

Discussions oN LEMMA 3.1. In ADA, reprogramming the RO is captured by algorithm Repro,. How the
reprogramming is done will be specified in a concrete use of Lemma 3.1. This is to make our framework
general. The difference between NONADA and ADA is that between H and H; caused by Repro,.
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Concretely, in i-th stage, Reprog will define a set S; such that H\ S; = H; \ S;. For any k € {0,...,n},
it A queries H with an x € Uyg<;<x Sk before the end of its k-th stage, then A can distinguish NONADA
and ADA. To bound this in the quantum setting, our approach is to randomly measure A’s queries to H,
which is captured by B; (in Figure 5). The advantage of A distinguishing NONADA and ADA is bounded
by the probability that B;’s output falls into .5;.

MORE DISCUSSIONS ON F AND Repro IN FIGURE 4. When defining our framework, we do not make any
requirement on the efficiencies of Fs and Repro,. However, when we use this framework to construct
(efficient) reduction, Fs and Reprog are required to be efficient (namely, running in quantum probabilistic
polynomial time) and the description of QRO is polynomially bounded [BDFT11, Zhal2, KL.S18]. For
instance, we can use a 2¢g-independent hash function [Zhal2] and the list of reprogramming points (which
are inputs to the hash and polynomial-bounded) to describe this QRO.

Winy OUR FRAMEWORK COVERS THE WORK OF GRILO ET AL.. By specifying Fs and Reprog, we can
describe Grilo et al.’s framework using our framework. In Grilo et al.’s framework [GHHM21], the i-th
output of A is a distribution out; := p;. Fs can be defined as, on input p;, it samples a reprogramming
point (z;,2}) from p; and an independently random y; and outputs (in;41 := (24, 2}),in}, 1 = (x4, 2}, y:))>.
Reprog can be defined as, on input inj ; := (;,},y;), it reprograms the QRO H := H[(z;, ) — yi
and returns the reprogrammed QRO. Their framework implicitly requires that the probability bound for
A to learn x;, z; (before seeing them) is information-theoretic. Namely, p; should have enough entropy.
Some important advantage of our framework, compared with Grilo et al.’s [GHHM21], are as follows:

e Grilo et al.’s framework requires the reprogramming points have high entropy and it is hard to find
them even for unbounded adversary, while our framework does not have such restrictions. If A is
a PPT adversary, our framework provides efficient extractors 5;’s to bound the difference of A in
NONADA and ADA. In our proofs, we need to instantiate INIT,Fs, and Reprog efficiently. This
B; can be used to do a reduction in breaking some computational hard problem, for instance, the
OW-CPA security. However, the Grilo et al.framework cannot be used to do any efficient reduction.

e Our framework allows NONADA and ADA to start from different QROs, while the Grilo et al.framework
starts from the same QRO. Starting from different QROs allows us to consider more complicated
cases of adaptive reprogramming. All security proofs in this paper are examples for this, and for
SO and Bi-SO security we require this.

e Our framework also supports delayed analysis. In some complicated proofs, the difference between
non-reprogramming and reprogramming games cannot be immediately bounded, and we may need
extra game sequences to postpone such a bound. Our framework supports delayed analysis, since
we can use extra game sequences to bound the winning probability of B; (i.e. B; outputs = € S;).
In particular, our tightly-secure SO-CCA PKE scheme in Section 5 requires delayed analysis.

4 Selective Opening Security of Fujisaki-Okamoto’s PKE in the
QROM

We prove the selective-opening (SO) security of two Fujisaki-Okamoto(FO)-style PKE schemes in the
QROM. As a warm-up, our first scheme is SO secure against chosen-plaintext attacks (SO-CPA), and the
scheme follows the idea of hybrid encryption. It offers a simple example about how to use our framework.
Our second scheme is SO secure against chosen-ciphertext attacks (SO-CCA). It is the same scheme as
in [SS19, Section 3.2], but our proof is showing adaptive SO-CCA security, while the original proof in
[SS19] has a subtle gap and the gap still exists even if we consider the non-adaptive security notion (cf.
discussion in Introduction).

In both schemes, let PKE := (KGop, Ency, Decg) be a (1 — §)-correct PKE scheme with message space
M, ciphertext space C’, and randomness space R’. Let G : M’ — R’ be a hash function.

4.1 Selective Opening Security against Chosen-Plaintext Attacks

Let H : R’ x C' = M be a hash function. Our first PKE scheme wPKE = (wKG, wEnc, wDec) (where ‘w’
stands for weak) with message space M and is defined as in Figure 6. Theorem 4.1 states that wPKE is
adaptive SO-CPA secure when modeling G and H as QROs.

3The randomness for sampling can be included in s, since it is captured by the game simulator.
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wKG wEnc(pk,m € M) wDec(sk, (e, d))

01 (pk,sk) + KGo 03 r & M’ 08 7’ := Deco(sk, e)
02 return (pk,sk) 04 e:= Enco(pk,r;G(r)) 09 K := H(r' e)
05 K := H(r,e) 10om:=K&d
06 d:=K&m 11 return m

07 return (e, d)

Figure 6: A SO-CPA secure PKE scheme wPKE = (wKG, wEnc, wDec)

Game Gy-Gj3 OPEN(%)
01 (pk,sk) + KGg 17 T=Tudi
= TU{i}
02 Ma = AT (pk) 18 return (mq,r;)

03 for i € [y]

04 mli] =mi — Mg, &R H(r,e)

05 Ri:=G(rs) 19 if Ji € Ist. (re)=(ri,e;) [ Ga-G
.T. 5 - iy €1 273

06 R &R 1G2Gs 55 return K; / G2

07 e; = Enco(pk, 7i; R:) 21 return d; ®m; / Gs

08 K;:= H(ri,e;) /G155 return h(r,e)

09 K; &M / G2

10 di=K ®om / Gi-G,  G(r)

11 di.& M\{di,...;di-1} [ Gs o554 34 clst.r=mr; /] G2-G3

12 eli] = (ei di) 24 return R; [ Ga-G3

13 if Ji#jst. Ky =K; 25 return g(r)

14  abort / G1-Go

15 out + AOTENIGXH) ()
16 return Rel(Mgq, m, I, out)

Figure 7: Games G(-Gj for proving Theorem 4.1.

Theorem 4.1 If PKE is OW-CPA secure, then wPKE in Figure 6 is adaptive SO-CPA secure (Def-
inition 2.5). Concretely, for security parameter A and p = u(\) (polynomially bounded), for any

SO-CPA adversary A and relation Rel, there exist a simulator S and an adversary B°" such that
T(S) =~ T(A) = T(B°") and

2 2
- _ 2
AQVEGEPA (A, S, 1, Rel) < 2(nop + 1)20y/ 20AdvQIE A (Bow) 4 Ly K 2
M| MR
where p, qg,qm, and nop are the mazximum numbers of A’s challenge ciphertexts, A’s queries to G, H,
and OPEN, respectively. ¢ = qa + qg -

Proof. Let h: R’ xC' - M and g : M’ — R’ be two internal quantum-accessible random oracles that
are used to respond queries to H and G, respectively. Following the convention in [KLS18, SXY18], in
our proof we simulate H and G using two internal quantum-accessible random oracles h : R’ x ¢’ — M
and g : M’ — R/, respectively.

Our proof consists a sequence of games defined in Figure 7. We will use our framework in Section 3
to finish the proof. To fit into the syntax of our framework, we combine G and H as one random oracle
G x H such that G x H(r',r,e) := (G(r'),H(r,e)). If A only queries G(r'), we view it as querying
G x H(r',r,e) for some dummy (r,e) and ignoring H(r,e) in the response. A can query G x H at most
q = qu + qc times. This was also used in [JZCT18]. G, is equivalent to REAL-SO-CPAypkEg, thus

Pr |REAL-SO-CPAZ ¢ = 1} =Pr[Gf = 1]
Game G;: If in the challenge ciphertexts there exist K; and K; for ¢ # j such that K; = K, then

we abort the game. Such K; and K collide only if r; and r; collide or H(r;,e;) and H(rj,e;) collide
with different r; and r;. By birthday bounds, and we have

[Pr[G¢t = 1] - Pr[Gf =1]| < '+
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Game G/-G} Fs(out)

0t ((s,ing), H,Ho) < INIT 14 parse i := out
02 Initialize A;,0 with 15 parse (My,m,r,R,c) :=s
the final state of Ap in INIT 16 [:=TU{i}
03 H:=H J G 17 7= r[i],m; := mli], (e;,d;) = cli]
04 H :=Hop J Gy 18 in:= (my,r;), in' = (Mg, 7i,e4,d;)
05 outg Alffg)(ino) 19 return (in,in’)
e " . € 1)
08 (il’]i7 in:;) = Fs(out1‘71) 20 parse (m,n €, d) =in’
09  H; := Reprog(inj,H,—1) J G5y 21 G':=G[r — R
10  H:=H; /Gy 22 H = H|[(r,e) = d®m)]

// Namely, we set H(r;,e;) 1= K;

11 out; A‘lﬂi)(ini) :
’ / and denote the new oracle as H

12 T[i] :== out;

/ U
13 return Rel(Mg,, m, I, T'[noe)) 23 return G x H
INIT
24 I:=10)

25 (pk,sk) «+ KGg

26 M, « A" (pk)

27 Let g’ and h’ be internal QROs.

28 for i € [ul:

29 mli] :=m; ¢+ Mg, rli] i=r; & M’

30 R; = g(Ti), R[Z] = R;

31 e; := Enco(pk, ri; Rs)

32 K;:=h(ri,e), di = K; ®m; / By G, all K;’s are different.
33 C[Z] = (ei,di)

34 s:=(Mqy,m,r,R,c), inp :=c

35 So 1= {ri}icqu) X {(rs; €) bieiul

36 G:=9g,H:=h

gxh(z), (z¢So)

g x h'(x), (else)
//Namely, (Go X Ho)\So = (G X H)\So

37 Let Go x Ho be a QRO such that Go X Ho(z) := {

38 return ((s,ino), (G x H), (Go X Hp))

Figure 8: Constructions of INIT, Fs, and Reprog and games G} and G). G’ := G[r; — R;] (similarly,
H' := H[(ri,e;) — K;]) means that we set G'(r;) := R; and G'(r) := G(r) for r # r;. Oracles
g, : M — R/, and h,h' : R' x C' — M are four independent internal quantum-accessible random
oracles.

Game G,: R; and K; in the challenge ciphertexts are chosen randomly, instead of using G and H.
If A queries OPEN(7), then we reprogram G and H such that G(r;) := R; and H(r;,e;) := K.

In the following, we use Lemma 3.1 to bound the difference between G; and Gs. In Go, A’s OPEN
queries will make QRO G x H reprogrammed, while in G1, QRO G x H does not get reprogrammed.
So, we can view G; and G, as concrete cases of NONADA and ADA, respectively. For simplicity, we
denote A := (Ag, (A1,0,-.-s A1,no,)), Where Ay is the initial stage of A and cannot query OPEN, and
(A10, ..., A1 ng,) is the stage that A receives the challenge ciphertexts ¢ and can query OPEN. Let
Ay = (A1, ..., A1 ng, ). Ai’s initial state is the final state of Ay. Ay is defined with respect to OPEN
queries:

o Before any OPEN query (i.e., at the 0-th stage), A; o takes ing := ¢ as input and outputs the first

opening index outg := (i1).

o At k-th stage (1 < k < nop —1), A; i, receives ing = (my, ,7;,) as the result of the (k —1)-th OPEN

query and finishes the stage by outputting the (k + 1)-th opening index outy := (ix4+1)

o Finally, at the nop stage, A n,, receives in,,, = (mj, .7, ) and terminates by outputting

outy,,, = out (the final output of SO adversary).

To formally show why G, and G, are concrete cases of NONADA and ADA, respectively, in Figure 8,
we define INIT, Fg, Repro,, G} and G). Games G} and G} are only defined to show how our proof
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follows the syntax of our framework. They have the same forms as NONADA and ADA.

Now we argue that G; and G, are concrete cases of NONADA and ADA, respectively. Namely, G,
and Gy in Figure 7 are equivalent to G} and G/, in Figure 8, respectively. Firstly, algorithm INIT in
Figure 8 run the codes from Item 01 to Item 12 in Figure 7. Since in Ag’s view, Gy is the same as Go
(it does not see any challenge ciphertexts), the distribution of M, and m in G; is the same as the one
in Gy, and thus the output of INIT and the final state of Ay in INIT in G are the same as those in G5.
Secondly, Fs simulates the OPEN oracle and Reprog simulates the reprogramming operations on G' and
H. In G}, G and H will not be reprogrammed, but in G4, G and H will be reprogrammed, according
to A’s output. This is the same as in Go.

Moreover, when running A, j, our Reprog defines a set

S = A{(r,(",€) | Fi € [u\Ik s.t. 7 =r or (1',€) = (ri,e5)} (3)

where Iy, := {iy, ..., i} is the opening index set I in A;’s k-th stage. Answers of G x H on S are only
different in G, (i.e., NONADA) and G, (i.e., ADA). For k = 0, Sy is defined at line 35 and I = ).

Now we consider the probability that Rel(M,, m, I, out) = 1. I and out are determined by A;. M,
is output by Ap, and m is determined by M,. Since in Ag’s view, G is the same as Go (since it does
not see challenge ciphertexts), thus the distribution of M, and m in G, is the same as the one in Gs.
Therefore, the probability difference between the classical event that Rel(M,, m,I,out) =1 in G; and
the similar event in G, is determined by the probability difference between the event that A; outputs
a particular (I,out) (i.e., I in Figure 8) in G and the similar event in Gy. Therefore, we have

|Pr[G{' = 1] - Pr[G3' = 1]| < |Pr [G’lf‘l = 1} —_Pr {Géfu N 1} ‘ n 2uq )

VIR

This bound includes a term \;%, since Ap also has quantum access to |G x H), and this term is the

probability that the first stage (i.e., A1) of Ay learns r; before seeing challenge ciphertexts. Such
probability is only information-theoretic.

We now use Lemma 3.1 to bound Equation (4). Since G is a NONADA game and G/, is an ADA
game, by Lemma 3.1, there exist adversaries B; (0 < i < nop), which take ing = c as its input and output
x € Sy, where the set S; is defined in (3), such that

PriGit = 1] - Prlast 1] < 3 Zk: 2qz-\/Pr o Bst zes Gf (5)

k=0 1i=0

Here B; proceeds the same as (A;,...,.41,;) except that it randomly measures a QRO query issued by
Ay ;. Moreover, since Aj o’s initial state is the final state of Ag, B; starts with state of Ag (cf. Ttem 07).

Based on B;, we construct an adversary BV (in Figure 9) to breaks OW-CPA security of PKE. By
the construction of BY™, if A; does not open t*, and r or 7’ equals the solution of e*, then BY™ wins. So
the winning probability for B{" to breaks the OW-CPA challenge is:

AdvOULCPA (gowy — lp—noe 1

Prixz + B; s.t. x € 5],
PKE 2 4 p—non [ ]

and thus we have
Pr [m — Bist.xel;: G’QBY‘] < 2uAdvERE “PA(BYY) (6)

Let B be the adversary that has highest advantage against PKE among {B{"}ic(o,...n}- Then
equation (6) can be written as:

Pr {x +— B;st.xeS;: G’QB"} < 2uAdvORE PA(BY), for Vi € ] (7)

By combining Equations (4) to (7), we have

Pr [Gf = 1] = Pr [GF = 1]] < 2(n0r + 1)2qy/ 26AdE A (Bow) + 14

VIR
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B (pk*, e*) / (pk™, e") is a OW-CPA challenge of PKE

01 I:=9

02 ((s,ino), (G x H),(Go X Hy)) < INIT  J INIT is defined in Figure 8 and
// it uses pk™ instead of KGog

03 parse (Mgy,m,r,R,c) :=s

04 parse c :=ing

05 t* & [u], (e, dix) == c[t*]

06 c[t*] := ((e" ,di), ing :=c¢ // embed the challenge

07 Initialize B; with Ag’s final state in INIT.

08 if ¢ = 0: goto line 18

09 outy + BI9*H0) (ing)

10 if outg = t*: abort

11 (iny,in}) := Fs(outo) /| Fs is defined in Figure 8

12 (G1 x Hy) := Reprog(ini, (Go x Hp)) /| Reprog is defined in Figure 8

i3forj=1toi—1:

14 outj + BlGjXHﬂ(inj)

15 if out; = t*: abort

16 (injy1,injy,) := Fs(outy)

17 (Gj+1 X H]‘+1) = Repros(in;-H, (G] X H]))

18 (rh, (rh, €") « B9 (n,) // perform measurement

19 b& {0,1}, 7" =1} // randomly choose a solution

20 return r*

Figure 9: The constructions of OW-CPA adversaries BY for i € {0,...,nop}. BY™ simulates G (which
is a concrete case of ADA in Figure 4) for B; to break PKE. F and Repro are defined as in Figure 8.

Game Gj;: We change the generation of K; and d;. Now we firstly sample d; uniformly at random,
and replace all K; as d; & m;. This change is conceptual since in G, all K; are independently and
uniformly random. In G, we excluded any collision of K;, so, in Gy, it is equivalent to sample d; in a
collision-free way. Therefore, we have

Pr [Gf‘ = 1] = Pr [G{;‘ = 1]
CONSTRUCTION OF SO SIMULATOR. We construct a SO simulator S that is simulating G4 for A and

interacts with the IDEAL—SO—CPAiPKE game. The simulation process is shown in Figure 10. Obviously,
S can perfectly simulates G4. So, we have

Pr[G#' = 1] = Pr[IDEAL-SO-CPAS b = 1]
In conclusion, for any SO-CPA adversary A, there exists efficient simulator S such that

| Pr[REAL-SO-CPA/bke = 1] — Pr[IDEAL-SO-CPASpe = 1]
2 2
- 2
< 2(nop + 1)2q\/ 2uAdVCPA(Bowy 4 £ B 2P

MM IR

4.2 Selective Opening Security against Chosen-Ciphertext Attacks

Let MAC = (Tag, Vrfy) be a MAC scheme with key space K™ and let H : R’ xC" — M x K™ be a hash
function, where C is the ciphertext space of PKE. The second PKE scheme sPKE = (sKG, sEnc, sDec)
(Figure 11) is a combination of a modular Fujisaki-Okamoto’s transformation FO* [PKE, G, H] [JZC 18,
HHK17], one-time pad, and the one-time MAC scheme MAC. It has similar structure with the scheme
in [HJKS15, SS19].

This scheme is adaptive SO-CCA secure when modeling G and H as QROs, as stated in Theorem 4.2.
The main difference between the proof of Theorem 4.2 and the one of Theorem 4.1 is that the simulator
needs to simulate the decryption oracle for the adversary. We use the encrypt-then-hash technique
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SO’ OPEN(%)

01 Chooses QROs g,k at random 13 I := T U {i}

02 I=40 14 Queries OPEN’ on i and receives m;
03 (pk,sk) < wKG 15 return (mg, ;)
04 M, + A(pk)
H
05 Outputs M, and receives m’”’ Hre)
06 for i € [ 16 if i € I s.t. (r,e) = (ri,e;)
07 r EM R ER 17 return d; ® m;
08 e; = Enco(pk,r:; R:) 18 return h(r,e)
09 di‘<i M\{dl, ey difl} G(’I‘)
10 cfi] := (e, ds) —
11 out < AOPENJGXH>(C) 19ifdelst.r=r;
12 return out 20  return R;

21 return g(r)

Figure 10: The simulator S of the proof of Theorem 4.1.

sKG sEnc(pk, m € M) sDec((sk, k), (e, d, 7))
01 (pk,sk) < KGo 06 7 & M’ 12 7' := Deco(sk, €)
02 k& M 07 e:= Enco(pk,r; G(r)) 13 ifr' =1
03 pk’ := pk 08 (K, K"™°) := H(r,e) 14 or e # Enco(pk,7’; G(1'))
04 sk’ := (sk, k) 09 d:=K®&m 15 (K,K™°) := H(k,e)
05 return (pk’,sk’) 10 7 := Tag(K™",d) 16 else (K, K™°) := H(r',e)
11 return (e, d, 1) 17 if Vrfy(K™°,7) =1
18 m:=K&d
19 else m:= 1
20 return m

Figure 11: A SO-CCA secure PKE scheme sPKE = (sKG, sEnc, sDec)

(widely used in CCA proof of PKE [JZCT18, KSST20, SXY18]) to simulate decryption oracle without
using the secret key and add a MAC verification in the decryption so that the adversary cannot forge
valid MAC codes for any unopened cipheretext. The proof of Theorem 4.2 is given in Supp. Mat. F.

Theorem 4.2 If PKE is OW-CPA secure and d-correct, and MAC is otSUF-CMA secure, then the
PKE scheme sPKE in Figure 11 is adaptive SO-CCA secure (Definition 2.5). Concretely, for security
parameter X\ and integer p := p(X) (polynomially bounded) for any SO-CCA adversary A and relation
Rel, there exist a simulator S and adversaries B and F such that T(S) ~ T(A) ~ T(B°") ~ T(F)
and

Advisie (A, S, i, Rel)

< SAVESSMAE) 4 6(nor + 1)%qy 2uAdvERPA(Bov) + pAdVISEFMA(F)

2qy Y 5 6uq finpyc (2+p)g
+ T8 4 16(p + pee + g+ 1)20 + o+ + +
21{: (lu DEC q ) |M| ‘K:macl /|R/| |CI‘ — NDge |M/|

where u, qa,qH,Nnop, and Npgc are the maximum numbers of A’s challenge ciphertexts, A’s queries to
G, H, OPEN, and DEC, respectively. ¢ = qc + qm -

5 Tight SO-CCA Security from Lossy Encryption

In this section, we show that if the underlying PKE is a lossy encryption [BHY09, HJR16], then the
construction in Figure 11 is tightly SO-CCA secure. We recall the notion of lossy encryption from
[HIR16].

Definition 5.1 (Lossy Encryption [HJR16]). Let PKE; := (KGy,Ency,Dec;) be a PKE scheme with
message space M’ and randomness space R’. PKE; is lossy if it has the following properties:
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e PKE; is correct according to Definition 2.1.

e Key indistinguishability: We say PKE; has key indistinguishability if there is an algorithm LKG;
such that, for any adversary B, the advantage function

Advpe® (B) := | Pr[B(pk,) = 1] — Pr [B(Ipk,) = 1] |
is negligible, where (pky,sk;) < KG; and (Ipky,Isky) < LKG;.

o Lossiness: Let (Ipkq, Isky) < LKG; and m, m’ be arbitrary messages in M’, the statistical distance
between Ency (Ipky, m) and Ency(Ipk,, m’) is negligible.

o Weak Openability: Let (Ipkq,lIsky) < KGy, m and m’ be arbitrary messages, and r be arbitrary
randomness. For ciphertext ¢ := Ency(Ipk;,m;r), there exists an algorithm open; such that
openy (Iskq, Ipky, ¢, 7,m’) outputs r’ where ¢ = Ency(Ipky,m’;7') and ¢’ is distributed uniformly.
open; can be inefficient.

The lossiness definition can be extended to a multi-challenge version using a hybrid argument. Since
it is only a statistical property, the hybrid argument will not affect tightness of the computational
advantage.

Definition 5.2 (Multi-Challenge Lossiness). Let (Ipky,lsk;) < LKGy, u be the number of challenge,
and mqy,mf,...,my, m;L be arbitrary messages in M’. Multi-challenge Lossiness requires that statistical
distance between {Ency (Ipky,m;)}ief,) and {Ency(Ipky, m})}icp,) is negligible. We write the distance as

Gm-ind—enc
PKE1

5.1 Construction

Let PKE; = (KGy,Ency,Decy) be a lossy encryption with message space M’, randomness space R/,
ciphertext space C’, and an opening algorithm open;. Let MAC = (Tag, Vrfy) be a MAC scheme with
key space K™¢, and G: M’ — R',H : R x C' = M x K™ be two hash functions. Our PKE scheme
sPKE = (sKG,sEnc,sDec) is defined in Figure 12, which has the same structure with the scheme in
Figure 11.

sKG sEnc(pk = pky,m € M) sDec((sk1, k), (e, d, 7))
01 (pky,sky) < KGy 06 r <& M’ 12 v’ := Decy(sky, €)
02 k<& M 07 e := Ency(pky,m; G(r)) 113 if ' =1
03 pk := pk, 08 (K, K™<) := H(r,e) or e # Ency(pkq, s G(r'))
04 sk := (sky, k) wd=K&m 12 (K,K"™c<):= H(k,e)
05 return (pk, sk) 10 7 < Tag(K™=<, (e,d)) 15 else (K, K™°):= H(r',e)
11 return (e, d, ) 16 if Vrfy(K™<, (e,d),7) =1
17 m:=Ka&d
18 else m = L
19 return m

Figure 12: A PKE scheme sPKE = (sKG, sEnc, sDec) based on lossy encryption PKE;.

Theorem 5.3 shows that sPKE is tightly SO-CCA secure when modeling G and H as QROs. Al-
though there is a loss p to the ot SUF-CMA security of the underlying MAC, if one can use a perfectly
otSUF-CMA secure MAC (e.g., the efficient one implicitly in [KPW15]), it will not affect the security
loss of sPKE and thus sPKE is tight.

Theorem 5.3 If PKE; is a lossy encryption scheme and (1—0)-correct, and MAC is otSUF-CMA secure,
then the PKE scheme sPKE in Figure 12 is adaptive SO-CCA secure (Definition 2.5). Concretely, for
security parameter A and integer p = p(\) (which is polynomially bounded) for any SO-CCA adversary
A and relation Rel, there exist a simulator S and an adversary F with T(S) ~ T(A), T(F) =~ T(A),
and

Adviske (A, S, i, Rel)
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< Advpie (A) + BuAdviiad MA(F)

+ 6(nopr + 1)%q eg‘gg‘j'enc + |le| +16(p + nppe + ¢+ 1)%5
(2+upq | 6ug N e [inDEc I

+

+= +

+ + +
VIMT IR MR (R = npge| [ M]

where 1, qG,qH,nop, and Npgc are the maximum numbers of A’s challenge ciphertexts, A’s queries to
G, H, OPEN, and DEC, respectively. ¢ = qa + qx -

The proof of Theorem 5.3 is given in Supp. Mat. D. Roughly, we firstly use the encrypt-then-
hash technique [JZC118, KSST20, SXY18] to change security games so that the simulator can simulate
decryption oracle without using secret key. Then, we switch the public key of PKE; to the lossy mode. By
the key indistinguishability of PKE;, the adversary cannot detect such modification, and the simulation
of decryption oracle still works. However, we cannot use the lossiness of PKE; now, since there are
several correlations between challenge ciphertexts and the QROs. Therefore, at the end of the proof,
we use our adaptive reprogramming framework in Section 3 and delayed analysis to derelate QROs and
challenge ciphertexts, and argue that the adversary cannot learn any information of unopened challenge
ciphertexts.

INSTANTIATION FROM LWE. The Regev encryption scheme as defined in [GPV08] is essentially a lossy
encryption, and we can use it to instantiate our generic construction in Figure 12. For completeness, we
describe the lossy encryption in Supp. Mat. E. Our resulting SO-CCA secure PKE is unfortunately only
almost tight, since the LWE-based lossy encryption loses a factor depending on the security parameter.

6 Bi-SO security in the QROM

In this section, we show that two PKE schemes are Bi-SO-CCA secure in the QROM. The first scheme
is based on a modular FO transformation FO* [JZC 18, HHK17] (Section 6.1). The second scheme is
based on another modular FO transformation UZ [HHK17] (Section 6.2).

6.1 Bi-SO Security of FO*

We show that a multi-user version of sPKE (Figure 11) is Bi-SO-CCA-secure in the QROM. Using the
same building blocks PKE = (KGg, Ency, Decy) and MAC as sPKE, we propose sPKEy,; (in Figure 13). This
scheme can be viewed as a combination of a modular FO transformation FO* [PKE, G, H] in [JZCT18,
HHK17], one-time pad, and the a MAC scheme MAC. Moreover, in sPKEy;, each user includes its public
key as an input to the hash functions G, H, H'.

Theorem 6.1 shows that sPKEy; is Bi-SO-CCA secure when modeling G and H as QROs. The proof
of Theorem 6.1 is more complicated than the proofs of Theorem 4.2, since we also need to simulate
CORRUPT oracle. But the proof idea is similar: we change the games so that the game simulator can
use the encrypt-then-hash technique to simulate DEC (as we did in the proof of Theorem 4.2). To use
our framework, we divide A; with respect to CORRUPT and DEC, since the operations of CORRUPT also
reprograms G X H. The proof of Theorem 6.1 is given in Supp. Mat. G.

Theorem 6.1 If PKE is OW-CPA secure, then the PKE scheme sPKEy in Figure 13 is adaptive
Bi-SO-CCA secure (Definition 2.6). Concretely, for any Bi-SO-CCA adversary A and relation Rel,
there exist a simulator S and adversaries B°Y and F such that T(S) ~ T(A) ~ T(B°") ~ T(F) and

Advapie, (A, S.p, i, Rel)

< 6(nco + nor + 1)2q\/ 2puAdvae N (BoY) + puAdviiad M (F) + pike,
punpee  pPpt+p? pPu? pPp? o pPud

+ 3p AdVOtSUF—CMA ]_- _|_ + + + +
I MAC ( ) IC'] — npec |M/| R M| | KCmac|
6 2(nco +1)? T+ 2pqys +
P + 16]9(# + npec +q + gy + 1)26 + ( co ) \/p(IT PiH Prq

+

VIR | M|
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sKGyi sEncyi(pk, m € M) sDecyi((pk, sk, k), (e, d, 7))

01 (pk,sk) +~ KGo 06 r <& M’ 12 7’ := Deco(sk, e)

02 k& M 07 e := Enco(pk,r; G(pk,r)) 13 if r' = L

03 pk’ := pk 08 (K,K™°):= H(pk,r,e) 14 or e # Enco(pk,r’; G(pk, 7))

04 sk’ := (pk,sk,k) 09 d:=K ®&m 15 (K, K™ := H'(pk, k,e)

05 return (pk’,sk’) 10 7 < Tag(K™°,d) 16 else (K, K™°) := H(pk,7’,¢€)
11 return (e, d, 7) 17 if Vrfy(K™¢, 1) =1

18 m:=Kod
19 else m := L
20 return m

Figure 13: A Bi-SO-CCA secure PKE scheme sPKEy; = (sKG, sEnc, sDec)

where p, 14, 9G,9H,qH’, MO, NCo, aNd Npgc are the number of user in the games, the maximal number
of challenge ciphertexts per users, A’s queries to G, H, H' OPEN, CORRUPT, and DEC, respectively.

q=4qc +4qH-

6.2 Bi-SO security of U

Let PKE = (KGy, Encg, Decp) be a deterministic PKE scheme with public space PK’, plaintext space M’,
ciphertext space C’, and plaintext distribution Das. Lett MAC be a one-time MAC as in sPKEy;. Let
H,H' : PK' x C' = M x K™ be two hash functions. We define sPKE]! as in Figure 14. sPKE}} can be
viewed as a combination of UZ [HHK17], one-time pad and one-time MAC. Similar to sPKEy;, each user
includes its public key into the input of hash functions.

sKGy; sEncg; (pk,m € M) sDecg; ((pk, sk, k), (e, d, 7))
01 (pk,sk) <~ KGo 06 7 <+ Dy 12 7" = Deco(sk, €)
02 k<& M 07 e := Enco(pk,r) 13ifr =1
03 pk’ := pk 08 (K,K"™°):= H(pk,r) 14 (K,K™°):= H'(pk,k,e)
04 sk’ := (pk,sk,k) 09 d: =K ®&m 15 else (K, K™°) := H(pk,r")
05 return (pk’,sk’) 10 7 + Tag(K™°,d) 16 if Vrfy(K™°,7) =1
11 return (e, d, 7) 17 m=Ka&d
18 elsem =1
19 return m

Figure 14: A Bi-SO-CCA secure PKE scheme sPKE[; = (sKGy;, sEncy;, sDecy})

Here we consider a variant of OW-CPA security: D -OW-CPA security, namely, OW-CPA security
with challenge messages chosen following Dy . The definition of Dy -OW-CPA is given in Definition H.1.
Moreover, we require that PKE is rigid correct [BP18], namely, for all (pk,sk) generated from KGy,
ciphertext e, and plaintext r, (e = Enco(pk,r)) if and only if (Decy(sk, e) = r). Theorem 6.2 shows that
sPKEy}; is Bi-SO-CCA secure when modeling G and H as QROs. The proof of Theorem 6.2 is similar to
Theorem 6.1, and is given in Supp. Mat. H.

Theorem 6.2 Let PKE be a deterministic PKE with perfect correctness and rigidity. If PKE is Dy -
OW-CPA secure, then the PKE scheme sPKEL in Figure 14 is adaptive Bi-SO-CCA secure (Defini-
tion 2.6). Concretely, for any Bi-SO-CCA adversary A and relation Rel, there exist a simulator S and
adversaries B°" and F such that T(S) ~ T(A) =~ T(B°") ~ T(F) and

Advepe,“" (A, S, p. j1, Rel)

< 6(nco + now + 1)%q\/ 20uAdVIRESR, (Bov) + puAdviiRd™ A (F)

- 6pug punpee  pPpt+p? pPu?
3 Ad otSUF-CMA f
+ PHAAVMAC ( ) + 9D 1 |C’| — NDrc |M/| + ‘M|
N N p*u? 2(nco + 1)2\/Pquar + 2pqur + puq
PTIKGy |K:mac| |M/|
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where p, 14, q,qH’sMOp, NCo, aNd Npgc are the maximum numbers of user in the games and A’s chal-
lenge ciphertexts per users, A’s queries to H, H', OPEN, CORRUPT, and DEC, respectively. ep,,, is the
minimum entropy of Day .
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Supporting Material
A Review of Adaptive One-way-to-hiding

Let HF := {{0,1}* — {0,1}"} be a set containing all functions that have {0,1}* as domain and {0, 1}"
as codomain. Let A = (Ap, A1) be an adversary that has quantum access to a QRO H and queries it at
most ¢o + ¢1 times. Unruh’s adaptive OW2H lemma [Unrl4a, Lemma 15] can be described as follows:
let

Pl =Pr[t) =1:H & HF,m« AF(),z < {0, 1310 « Al (z, H(z||m))]
PA = Pr[b’ =1:HEHF,m«— A,z & {0,1},
B & {0,1}",V « Al(x, B)]

EHF,m — A,z & {0,1},
EH0,1)",5 < lao @'’ & C™ (G, B)|

where qg, ¢1 are the numbers of time Ay, A; queries H respectively. C' is an algorithm that has quantum
access to H and on input (j, B, x), runs A} (z, B) until its j-th query, measures the QRO query in the
computational basis, output the measurement outcome. Then

’P64_P1A| <2q1\/Pc + qo27/*2

The bound given in this adaptive OW2H lemma includes two parts: the first part is roughly the
search bound of quantum adversaries to find a uniformly random z given H(z||m) (i.e., go2~"/?*2), and
the second part is the advantage of A; to distinguish two QROs: H (y|jm)—p and H, where H,|jm)— B is
the same as H except that H (,(|m)— 5(z||m) = B. Note that this advantage is described by the extracting
algorithm C'.

Unruh’s adaptive OW2H lemma cannot be used to prove the bound of our reprogramming framework
Figure 4 via hybrid arguments. This is because:

e The initial oracles of ADA and NONADA in our framework are not necessarily the same. In this
case, our framework considers a stronger QROM adaptive reprogramming setting than the adaptive
OW2H (and the adaptive reprogramming framework in [GHHM21]).

e Even if the initial oracles are the same, in our framework, sets S; may not independent to each
other, and thus each intermediate hybrid games in the hybrid argument may not independent.
This makes it hard to modify the adaptive OW2H lemma to fit in our framework and use hybrid
argument. More details will be given in Remark C.1.

B More Background about Quantum Computation

TRACE DISTANCE. Trace distance (TD) is used to measure how “close” two quantum states are, infor-
mally, the distance between the distributions of their measurement outcome. For pure states |z1), |x2),
TD[|z1), |z2)] = TD[|z1)(x1], |22)(22]]. Following [NC16], if {c;}; (e.g., the distribution of some random
variable a that Prla = i] = ;) and {a}}; are two distributions with the same index set, then we write
TD[{a;}i, {c’;}:] as the Ly-distance of the two distributions:

TO [{oids, {oi} = 5 3 lov — o

7

Here introduces some lemmas used in the proof of Lemma 3.1. For pure states, Lemma B.1 shows
that the euclidean distance of two pure states bound their trace distance.

Lemma B.1 (Lemmas 3 and 4 in [AHUI19]). If |¢o) and |¢1) are two pure quantum states, then
TD[[¢0), [¢1)] < [lldo) — [¢1)]]
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We are interested in the trace distance of two pure states that obtains from an algorithm A interacts
with different QROs, where these QROs have the same output distribution except on some specific points.
Lemma B.2 and Lemma B.3 give bounds of such trace distances.

Lemma B.2 Let |¢) be a quantum state with registers X,Y (storing elements of sets X and Y) and S
be a subset of X. Let ' and f be two functions with the same preimage set X and image set Y such
that for all z € X\S, f(x) = f'(x). Let Uy : |z, y) — |z,y & f(x)) and Uy : |z, y) — |2,y ® f'(z)) be the
unitary transformations corresponding to f and f', respectively. Then we have

TD [Usle), Uplo)] < 2[[Ps|o) |

where Pg is a projector that projects the the content of X -register of |p) into the subspace spanned by S,
i.e., Ps =3, qlt)(t].

Lemma B.2. For any state |z) (in the same space as |p)), we have Uy(I — Pg)|z) = Up(I — Pg)|z)
by conditions of Lemma B.2. This is because (I — Ps) projects the input state onto the orthogonal
complement of the subspace spanned by S. Moreover, (Uy —Uy/) are norm-2 operator since both Uy and
Uy are unitary. Therefore, by Lemma B.1,

TD [Usle), Upl@)] < 1Usl) = Uplo)l = Uy = Up ) Psle)|l < 2[[[)
O

Lemma B.3 Let |¢o) be a quantum state with registers X,Y (storing elements of sets X and ) and
S be a subset of X. Let f' and f be two functions with the same preimage set X and image set Y such
that for all x € X\S, f(x) = f'(z). Let Uy : |z,y) = |2,y ® f(z)) and Uy : |z,y) — |,y ® f'(z)) be the
unitary transformations corresponding to f and f', respectively. We consider two quantum states:

|¢> = TquTq_lUf...TlUfT0|(p0>

|’¢> = T'quffjjq_lljfl...leva/fT()I()00>7

where Ty, ..., Ty are unitaries. Then we have

qg—1
TD[¢), [¥)] < Y 2/ PsTiUyr .. TiUs To|po) |
=0

where Pg is a projector that projects the the content of X -register of |¢o) into the subspace spanned by
S, i.e., Ps =3, .4lt)(t].

Lemma B.3. This proof is similar to the proof of Unruh’s OW2H lemma in [Unrldal. Let |¢;) =
TiUf...TlUfTolgO0> and |’l/}l> = TiUf/...TlUf/Tol(p0> for 0 S ) S q— 1, and let ‘w0> = T0|Lp0> = |¢0> ‘We
have |¢;) = T;Us|¢;—1) and |¢;) := T;Uyp |1hi—1) for 1 <i < g, and

TD [|$iv1), [Yiv1)] = TD [T;Uy|¢i), TiUy |90i)]

= TD [Uy|¢i), Usr[thi)] (Unitary preserves TD)
<(x) TD[Ugl¢i), Us|ti)] + TD [Ug|ti), Ups [4i)]

where (*) is by triangle inequality. Therefore, we have

TD[|@), [¥)] = TD [I¢g), [14)] = TD [$0), [¢0)] (= 0)

< 2Ps|yi)ll = > 2| PsTiUp . Ty Us T o) |

=0 =0

24



MIXED STATES AND DENSITY OPERATORS. Mixed quantum states will be described using density oper-
ators. If a quantum system is in state |z;) with probability p;, then the density operator of this system
can be written as ), p;|z;)(x;|. Let ¥ and ® be two density operators, the trace distance between W
and @ is written as TD[¥, ®]. For an quantum adversary A, it can be modeled as a sequence of unitary
transformations U, Up, ..., U, Up [BDFT11, Unrl4b], where U is the transition unitary of A (we can also
model it as Uy, Uo, ...,U1,Up, which does not influence our results in this paper). We directly write O
to denote the unitary Up.

C Proof of Lemma 3.1

Before proving Lemma 3.1, we introduce some variables and notations. Following [Unrlda, Unrl4b,
KSS™20], we assume that A consists of three quantum registers A, X, and Y without loss of generality,
where A is used to store A’s internal state, and X and Y are used to store quantum random oracle
queries.

o I'i(i € {1,..,n}): T; = (outo, ...,out;_1), where out; is the output of A; for 0 < j < i — 1. That is,
I'; stores all outputs of A’s first i-th stages (i.e., (Ag, ..., 4i—1)). We define T',, 11 := T (the final
output of games NONADA and ADA) and I’y := 0.

e U: the state transition unitary operation of A.

o Ui, (or simply U;): the unitary transformation that models the operations of A when A receives
in; in its i-th stage. Without loss of generality, we can assume that Fg is deterministic (since if F
is not deterministic, we can include all randomness in s). So, in; is determined by out; for fixed
parameter s. This means that, if we fixed A’s output list T'; of its previous 4 stages (from 0 to
i — 1), then in; and U; are determined.

o H,H,H;: the unitary operations of quantum oracle access to QRO H. Specifically, H : |a,z,y) —
la,z,y ® H(x)). In NONADA, H = H and H is independent of I';. While in ADA, H = H; in A’s
i-th stage (i.e., the QRO that A; queries is H; in ADA) and H, is dependent to I';. These unitary
transformations do not influence registers A and X.

o |©o),|Psing.T;)s [¥sing.r;) (1 < i <mn). Let |po) be the initial state of A before receiving ing. For
fixed environment parameter s, initial input ing, and previous outputs I'; of A, the final state of
A; (A’s i-th stage) in NONADA is |¢s in, 1), annd the final state of A; in ADA is |t)g iny.1;). By the
notations introduced above, |¢g in,.r;) and |9siny.r;) can be written as:

|ps.ino.1;) = (UH)T U (UH) =1 U; _1...(UH) ™ Up | o)
|Vs,ing,T:) = (UH) ¥ U;(UH;21) %2 U;—1...(UHgp)®° Us o) -

Similarly, we define the final state of Ay in NONADA (resp., in ADA) as | s iny.1o) := (UH)%®Uplpo)
(resp., [¥s,ing,1) = (UHo)®Us|po)). Without loss of generality, we define |¢g ing.r_1) = [¥sing,T_1) =
|po) to deal with boundary cases.

Here we do not write up the measurement operations of A’s outputs in the state, this is because
in our framework, we require that A’s outputs are classical information.

We also define several probabilities that will be used in the proof:

o Bs.ing: We define Bs in, := Pr[(s,ing) = (s',in{) : (8',in(, H,H") <— INIT] as the probability that INIT
outputs a specific (s, ing).

o Qsing (I's) and af 4, (T) (1 <@ < n+1): agin, (I';) is the probability that .A’s output list in NONADA
is T'; right after its first ¢ stages (i.e., (Ao, ...,.4;—1)). Similarly, o . (T;) is the probability that

s,ing

A’s output list in ADA is I'; right after its first i stages. To deal with boundary cases, without loss
of generality, we define s in, (I'o) = @l ;. (o) = 1.

s,ing
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* Qsjin,,r; (out;) and ag ;. p (out;) (0 < i < n): for fixed (s,ing) and I';, & in,,r; (out;) is the prob-
ability that A; outputs out; in NONADA conditioned on (s,ing) and T';. Slmllarly, A iny.T, (OUL)
is the probability that A; outputb out; in ADA conditioned on (s,ing) and T;. We also define
Qs ino,T; (OUL;, ..., out;) (resp., ag ;o . (out;, ...,out;)) as the probability that, conditioned on (s, ing)
and I';, A; outputs out;, A; 1 outputs out;y; ..., and A; outputs out; in NONADA (resp., in ADA).

Lemma 3.1. Let ®,, be the density operator (cf. Supp. Mat. B) of A’s final state (which is also the final
state of A,, so here we add the index n) in NoNADA™ and ¥,, be the density operator of A’s final state
in Apa™. By the notation introduced before, these operators can written as:

Z 5s,in0as,in0(Fn)‘¢S,in0,Fn><¢s,ino,Fn| (8)
s,ing,I'y,
Z Bs,inoa/s,ing )W}S ing,I" ><¢s ing,I" n| (9)
s,ing,I'y,

Similarly, we can define ®4(0 < k < n) be the density operator of Aj’s final state in NoNADA? and
U}, be the density operator of Aj’s final state in ADA™.

Z 5S,ingas,ino(Fk)‘¢s,ing,rk><¢S,ing,Fk‘ (10)
s,ing, 'k

Z 5S,inoa/s,ino(Fk)|1/Js,in0,Fk><1/Js,in0,Fk‘ (11>
s,ino,l"k

Since the event Ev is a classical event, the probability that Ev happens in NONADAA equals to the
probability that a binary measurement on the final state of A outputs 1 (indicating the event occurs).
Similarly, Pr [Ev : ADAA} equals to the probability that such measurement outcome is 1. We still can
use trace distance to bound the probability difference. By (8) and (9),

[Pr [Ev: NoNADA"] — Pr [Ev: ApA™]| = TD [@,, W,

= TD|: Z ﬁs ing s, |n0( n)|¢s ing,I" ><¢S |n0,Fn|

s,ing, 'y
Z ﬁs,inoa/s,ino n)[¥s,ing, T ) (¥s,ing,T ‘}
s,ing, 'y
<TD [{ﬁs,inoas,ino (Fn)}s,ing,l“n> {Bs ing 06; Jing (Fn)}s ino,Fn]
+ D Bsing@hing (Tn)TD [I6sn0,1 ) [ ino. 1) (12)
s,ing,I'),

where (12) comes from the strong convexity of trace distance [NC16, Theorem 9.3]. Here we give a

brief explanation of Equation (12). The quantity on the left of “4” measures the distance between

A’s distributions of I',,(= (outo, ...,out,—1)) in NONADA and ADA. The quantity on the right of “+”
measures the probability difference between A’s “behaviors” in NONADA and ADA if A has the same
distribution of I';, in these two games.

The LHS trace distance bound the probability difference between .A4’s output distributions of (outy, ..., out,—1),

and these outputs are determined when A completed its first n stages (i.e., (Ao, ..., 4n—1)). Therefore,

this trace distance can be bounded by the trace distance between the final states of A,_; in NONADA

and ADA. That is,

TD [{ﬂs,ingas,ing (Fn)}s,ing,Fn; {Bs,inoa/sﬂno (Fn)}s,ino,FﬂJ S TD [(I)n—l, \Iln—l] 5
and so we have

TD [(I)m \Ijn] <TD [(I)ﬂfla \I]nfl] + Z 5S,inoaé,ino )TD [|¢s ing,I" 7L> |"/}s ing,I" n>] .

s,ing,I'n

26



We can get similar inequalities for 1 <k <n. For k = 0, we have TD [®q, o] < 3°_ i Bs.ing TD [|ds,ing.T'o) s [¥s,ing T )]
By a simple induction, we have

TD [(I)nv \Ijn] < Z Z ﬂSJnoO‘/s,ino (Fk)TD [|¢S,ino7rk>7 W}s,ino,rkﬂ . (13)

k=0s,ing, '

To bound (13), we firstly fix k and focus on this quantity

Z Bs,inoa,s,ino (Fk)TD [|¢s,ino,Fk>a W)S,ino,Fk” ) (14)

s,ing, 'k

which can be bounded via applying Lemma B.3 (k 4 1) times, since here |¢giny,r,) and |9s iy, ) have
the same distribution of I'y. We firstly fix s,ing and T, and look at TD [|¢s.ing,1% )5 [¥s,ing, T -
TD [|¢s,ing, 14 ) [¥sing, 1)
= TD [(UH)* Ug|®s ino.00_1)> (UHK) ™ Uk |ts ing,00 1 )]
< TD [(UH)®* Uk s ing, 01 ) s (UH)* U |ths ing, 01 )]
+ TD [(UH) ™ U |thsing, 11 ) (UHR) U |¥s ing, 1, )|

qr—1

< TD [|¢s,ino,Fk—1>7 |ws,in0,Fk—1>] + Z QHPSk (UHk)jUk|ws,ino,Fk_1>”7
7=0

where the last inequality comes from Lemma B.3 (our framework assumed that Hy\S, = H\Sj for some

set Si). By induction, we have similar inequalities for 1 <4 < k, and thus

D [|¢s,in07f‘k>v |ws,ino7f‘k>} < D [|¢s,ino,Fo>’ |ws,ino,Fo>]

k qk—l

+3 > 2 Ps (UH) Uilsing,ri)-

i=1 j=0

TD [|¢s,ing. I ) [¥s,ing, T )] can be also bounded by using Lemma B.3, since |¢s. iny,1,) = (UH)?Up|po) and
[¥s.ing.T) = (UHo)%®Up|o). Therefore,

k qi—1

TD [|¢s,ino,Fk>a |ws,ino,Fk Z Z HPS UH Ui|ws,ino,l‘7:_1>”' (15)

i=0 j=0

Now we have

Z Bs,ino a/s,ino (I'x)TD [|¢s,ino,Fk>a |ws,ino,Fk>]

s,ino, 'k
k qi—1
Z ﬂsyinoaé,ing (Fk) Z Z QHPsm(UHi)j Ui|ws,ino,Fi_1>||
s,ing, 'k i=0 j=0
gi—1

_Z Z 58"10 smo Fk Z2HPS UH ]Uw)smoﬂ 1>||

1=0 s,ing, Ik

k qlfl
=S[00 BeinaOhing () D 201Ps, (UHY Uiltsing.r, )
=0 s,ing,I'; 7=0

(3 o/smo’r(outz,...,outk,l))(zl)]

out;,...,outp_1

k q;i—1
Z Z Bs ing Xs |n0 ) Z 2||P5i(UHi)jUi"l/}s,ino,FFJH)
i=0 s,ing,I'; 7=0
k
Z (> Zﬂs.no w\PS UH)IUilsing 1) )?)
s,ing,I'; =0
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k q,;fl
1 )
<220 D0 D BoinsOng (To) P (UH Uil )P (16)
i=0 s,ing, I 5=0 v

where (16) comes from Jensen’s inequality for concave functions. Now consider the adversary B; in
Figure 5. B; firstly chooses a uniformly random t* < [¢;]. Then it simulates ADA for A and performs
projective measurement on A’s t* RO-query in A’s i-th stage in computational basis. For fix t*,s,ing,
the pure state of A right before the measurement is (UHi)t*_lUi|ws,ino,Fi,1> ,and I';, and the probability
that the measurement outcome falls into S; is || Ps, (UH)! = Us|ts ing.r,_, ) ||%5 SO

qi—1
1 .
Z Z ﬂs,inoaé,ing (F7)7”Psz (UHi)]Ui|7/}S,ino,Fz_1>”2
s,ing,I; j=0 di
=Pr[2/ « Bl s.t. 2’ € S; : ApAPi]. (17)

Combining (13), (16), and (17), we get

TD [(I)na \I/n] < Z Z ﬁs,inoa;ino (Fk)TD [|¢S,in0,Fk>7 |¢s,in0,Fk>]

k=0s,ing, I
n
= Z Z ﬂs,inoa/s,ino (T'x)TD [|¢s,ino,Fk>a |7;/}s,ino,Fk>]
k=0 s,ing, 'y
n k
< 222% Pr \/[a:’ +—Bltst 2 e€S;: ADABi].
k=0 i=0

O

Remark C.1 We note that using Unruh’s adaptive OW2H Lemma (cf. Supp. Mat. A and [Unrl4a]) and
a simple hybrid argument is not sufficient to prove our reprogramming framework. The main reason is
that the intermediate hybrids cannot be simulated using Unruh’s adaptive OW2H Lemma.

Consider a Hybrid ¢ € {0, ...,n} where (Ao, ..., A;) are interacting with the same QRO as in NONADA
(namely, H that has never been reprogrammed), and (A;41, ..., A,) are interacting with the same QRO
as in ADA (namely, A; interacts with H; for ¢ +1 < j < n and H; gets reprogrammed). To bound
the difference between Hybrids ¢ and ¢ + 1, we could consider using a “single-point” reprogramming
framework, such as the adaptive OW2H Lemma [Unrl4a]. However, it is unclear how the reduction can
simulate H;yo,...,H, such that H\S; = H;\S; for i + 2 < j < n, since the reduction may not know
Sit2, .y 9n. The reduction does not always know these sets that can be arbitrary. For instance, it can
be the case that S;yo C S;y1. Now, knowing S;to, the reduction already breaks the adaptive OW2H
lemma without using A.

The framework in [GHHM21] can be proven by hybrid argument because the proof of their lemma
knows Sy, ..., Sy, (which are equivalent to £o according to their notion).

D Proof of Theorem 5.3

Theorem 5.8. Let h : M’ x C' — M x K™ and g : M’ — R’ be internal quantum-accessible ROs
which are used to respond the queries to H and G, respectively. Similar to the proof of Theorem 4.1,
to match the syntax of our framework, we combine G and H as one random oracle G x H where
G x H(r',r,e) == (G(r"),H(r,e)). A can query G x H at most ¢ = gy + q¢ times.

During the proof, we implicitly assume that A will not query DEC on (e,d, 7) with (e,d) = (e;,d;)
before seeing the challenge ciphertexts c. Since r;’s are independent of A’s view before it sees ¢, the

probability that A queries DEC on such ciphertexts is | Cﬁfgr[;(“ + TL/(\IA’I’ where the second term is the

bound to search G(r;) and H(r;) given quantum access to G x H. Moreover, we also assume that
there is no collision among outputs of 7;’s, R;’s, K;’s, and K}*’s. This introduce collision bounds

2 2 2
% + & + |’/f7| + “gT‘ For simplicity, we just add these probability into our final bound, and do not
consider it in the game sequences.
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Games G(-Gj DEc(c = (e,d,7)): for c ¢ ¢
o1 (pky, (ski, k)) < sKG, pk := pk, 17 1’ := Decy (sk, €) /] Go-Gs
02 M, + APPGIGXH) (pk) 18 if ' = L
03 for i € [u] or e # Enci(pk,7; G(r")) ) Gy-Ggy
04 mlfi] :=m; + M, 19 (K, K™°) := h(k,e) yaen
05 1 &M 20 (K, K™c) := h/(e) / G1-Gg
06 R;:=G(ry) 21 else (K, K™°) := h(r',e) /] Go-Gy
o7 e; := Ency(pk,7;; R;) 22 else (K, K™°) := hy(e) /| Gs
08 (Ki’K;uac) :H(n—,ei) 23 (K7Kmac) = hl(e) //G4
09 di=K;®m; 24 if Vrfy(K™e< 7) =1
10 7= Tag(K™,d;) 25 m:=Kdd
11 cli] = (e;,di, 1) 26 else m := L
12 out < AOTPNDPECIGXH) () 27 return m
13 return Rel(M,, m, I, out) OPEN(i)
H(re) 28 [:=1U {i}
14 if e = Enci(pk, 7, G(r)) ) Gg-Gg 29 return (m;,r;)
15 return hq(e) /] G3-Gjg
16 return h(r,e) Gr)
30 return g(r) J Go-G1, Gg
31 return ¢'(r) J Go-Gy

Figure 15: Games G(-Gy for the proof of Theorem 5.3.

In games Gy-G5 (shown in Figure 15), we use the encrypt-than-hash technique so that the decryption
oracle can be simulated without secret key. Since PKE; may not be perfectly-correct, we need games G,
and Gj to deal with the correctness of PKE when using the encrypt-than-hash technique.

In games Gg4-Gg (shown in Figure 16), we firstly switch the public key to a lossy key. Then, we use
the framework in Lemma 3.1 to de-relate R; from QROs G and H. Finally, by using multi-challenge
lossiness of PKE;, we bound the probability that A learns r; before opening c[i].

Game G,: This game is equivalent to REAL-SO-CCAZ g, s0

Pr[REAL-SO-CCAZ ke = 1] = Pr[Gg' = 1]

Game G;: The DEC oracle computes (K, K™) = h/(e) rather than h(k,e) if ¥’ = L or e #
Ency (pky, 5 g(r')), where b : M’ x ¢’ — M x K™ is an internal quantum-accessible random oracles
independent of h and g. By Lemma 2.7, we have

|Pr[G' = 1] — Pr[GT* = 1] < 2q1//| M|

Game G,: We restrict the range of G to be the “good” randomness space defined by (pk, sk). Namely,
we define the set

cood (PK1,5k1,7) := {r" € R' | Decy(ski, Ency(pky,7;7")) =7}

and let ¢’ : M’ — R’ be a quantum-accessible random oracle such that ¢’(r) is sampled uniformly from
Rigood (PK1; ki, 7). If PKE is (1 — d)-correct (see Definition 2.1), then
Pr[G{! = 1] — Pr[G3' = 1]| < 8(u + noee +gc + am +1)°6.

The proof is given in Supp. Mat. D.1.
Game Gj;: We set H(r,e) = hy(e) if e = Ency (pky, r; G(r)), where hy : ' — M x K™ is an internal
quantum-accessible random oracle independent of h and i’. Since the randomness generated by G (i.e., g')

is always a “good” randomness, Ency(pky,-; G(+)) is an injective function and thus hy(Ency(pky,-; G(+)))
can be also viewed as an random oracle. Therefore, we have Pr[Gy' = 1] = Pr[G4' = 1].
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Game G : We “merge” hy and b/, namely, DEC always computes (K, K™¢) := hy(e) regardless of
whether e = Ency(pk,7’; G(r')). Since h; and h’ are internal QROs and cannot be queried by A, the
only way for A to learn information from hy is to query H or DEC on honestly-generated e, and the only
way to learn information from A’ is to query DEC on invalid e. e is invalid means that Decy(skq,e) = r
but r = L or Ency(pky,r; G(r)) # e. However, since in this game the randomness in Ency(pky,-;-) is
generated by ¢’ (always “good” randomnesses that will not lead to invalid ciphertexts), the internal
queries to h and queries to h’ are disjoint, and thus we can merge h; and h’ as one oracle, and use the
same oracle to respond invalid queries to DEC. In A’s view, the responds of DEC and H in G; and G,
still have the same distribution, and thus Pr[G4' = 1] = Pr[G4' = 1].

Game Gj: The oracle G is simulated using ¢ instead of ¢’. Similar to the difference between G,
and G, we have
‘Pr[Gf =1] - Plr[(}g—:l = 1]! <8(u+qo +qu +1)%.

Note that in this game, DEC does not query G. Now the game simulator does not need sk; to simulate
DEc.

Games G5-Gg DEec(c = (e,d,7)): for c ¢ ¢

01 (pkyq, (ski,k)) « sKG, pk := pk, 20 (K, K™°) := hy(e)

02 (Ipky,lsky) < LKGy,pk :=1Ipky [/ Gg-Gg 2t if Fieu]\Ist. e=e [ G;-Gg
03 Mg + APPOIGXH) (pk) 22 return L /| G-Gg
04 for i € [u] 23 if i eI st. e=eg; / Gg
05 mli] :==m; + M, 24 (K, K™°) := (K;, K'°) / Gg
06 1= M 25 if Vrfy(K™° 1) =1

07 R;:=G(ry) JGs-G, 26 m:=Kdd

8 R; &R JGg 27 elsem:= 1

09 e; = Ency(pk,7i; R;) 28 return m

10 (K“ K;nac) = H(T’i, ei) // G--G

11 dz = Kz D m; // G:-G: M

12 d; &M ) Gg 20 if Ji€ st (re)=(rie) [ Gy
13 Kmac & fomac J Gg 30 return (d; ©m;, Kf*°) / Gg
14 ;= Tag(KM™, d;) 31 if e = Ency(pk,7;G(r)) ) G3-Gg
15 cfi] == (e;,di, ) 32 return hy(e) /| G3-Gg
16 out < AOPEN,DEC,|GXH) (c) 33 return h(r,e)

17 return Rel(M,, m, I, out) a(r)

OPEN(i) 3w if Jielst. r=r /| Gg
18 [:=TU{i} 35 return R; / Gg
19 return (mg, ;) 36 return g(r)

Figure 16: Games G;-Gg for the proof of Theorem 5.3.

Game Gg: The public key is switched to lossy mode by (Ipky, Isk1) <= LKG; (see Item 02). Note that
this game can be simulated without using sk;. By the key indistinguishability of PKE;, we have

[Pr(Gg' = 1] = Pr[Gg! = 1]| < AdViE (A)

Game G;: The decryption oracle always returns L if the adversary queries a ciphertext (e, d, 7) that
e is the PKE; part of some unopened challenge ciphertexts, i.e., e = ¢; for an ¢ € [u] \ I. This game is
necessary for simulating the decryption oracle without secret key when constructing a reduction from
lossiness of PKE;.

Let Bad be the event that A queries DEC on a ciphertext (e,d, ) that e = ¢; for an i € [u] and
Vrfy(KP°,d, ) = 1. That is, A forges valid MAC codes of some unopened ciphertext. Let Bad;(:= Bad :
G;-“) be the event that Bad happens in G;“ (j > 7). If Bad; does not occur, then the winning probabilities
of Ain G4 and in G are the same. This is because if e = e; for some i but Vrfy(K°,d,7) = 0, then
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by Item 26, the DEC oracle will still rejects the ciphertexts. Thus
|Pr[G¢' = 1] — Pr[G#' = 1]| < Pr[Bady].

Now we cannot bound Pr[Bad;] by constructing an MAC adversary, since in G,, unopened MAC keys
K7?¢ are related to H. We introduce the next game Gg to bound it.

Game Gg: the game simulator generates challenge ciphertexts independent of G and H (see Items 08,
12 and 13). To keep A’s view consistent, when A issues OPEN queries, we reprogram G and H (cf.
Ttems 34 to 35 and Ttems 29 to 30).

We use our framework (Lemma 3.1) to bound |Pr[G# = 1] — Pr[Gg' = 1]|. Firstly, we view A as
(Ao, A1) = (Ao, (A1,0, -, A1 ng, ), Where nop is the number of OPEN queries. Essentially, A; is divided
into (nop + 1) stages wrt OPEN queries:

o Before any OPEN query (i.e., at the 0-th stage), Aj o takes ing := (st,c) as input and outputs the
first opening index outg := (i1).

» Forje {1,..,nopr—1}, Ay j receives in; = (m;,,r;,;) and ends the stage by outputting the (j+1)-th
opening index out; 1= 4;41.

o Finally, Ay n,, receives in,,, = (m;, 7, ) and terminates by outputting outn,, := out (i.e, the
final output of A; in Item 16).

For simplicity, we do not consider the .4, part, since the output distribution of 4¢ in G is the same
as in Gg. We only assume that A; takes Ag’s final state as its initial state.

In Figure 17, we define INIT, Fg, and Reprog such that G, is a NONADA game and Gg is a ADA. In
Gg, when A queries OPEN(%), the game simulator adds the index ¢ into I. By the codes in Items 34 to 35
and Items 29 to 30, modifying I actually reprograms G and H. So, the OPEN oracle can be viewed as
a combination of Fg and Reprog in our framework in Figure 4. Therefore, G-, and Gg can be viewed as
concrete cases of NONADA and ADA, respectively.

For k € {0, ...,nop}, let Gk, H, be the QROs that interacts with A; 5, in Gg, and let G', H' be the
QROs that interacts with A; in G, (the QROs in G, do not change). Let I be the list (iy,...,i)
which is the opening index list I when the game is interacting with A; ;. By the definition of G, and
Gy in Figure 16, we always have G(r;) = R; (resp., H(e;,r;) = (K;, K'°)) for all i € [u] in G,. But
in Gg, we have G(r;) = R; (resp., H(e;, ;) = (K;, K'™°)) only if ¢ € I;. That is, in Gg, G(r;) # R;
and H(e;,r;) # (K, Ki*°) before A queries OPEN(i). Moreover, for all r ¢ {r;};c[, and e ¢ {e;}ic[)s
G’(r) has the same distribution with Gy (r) and H'(e,r) has the same distribution with Hy(e;,r;) for all
k €{0,...,nop}. Therefore, answers of Gy, x Hj, differs with answers of G’ x H' in the following set

Sp={r|Fieu\Ixst.r=r} x{(r,e) ]| Tieu\Ilst (e)=(ri,e)}
={(r,(r';e")) | Fi € [u] \ I s.t. r=r; or (r',€) = (ri,e;)}. (18)
Similar to the argument in the proof of Theorem 4.1, by using Lemma 3.1, there exist adver-

saries {Bk}ke(o,....no,} Such that the probability difference between the event that Gg output 1 (i.e.,
Rel(Mg, m, I,out) =1 in Gg) and similar event in Gy is bounded by

|Pr[G#' = 1|-Bad;] — Pr[Gg' = 1|-Bads]]|

nor

k
: 2pq
< 2qi\/Pr (r,(r',€e)) + BlGXH) st (r,(r',e)) €S; - Ggl + ,
2 Pr] |+

where By, plays Gg (and also simulates Gg for A), randomly measures A, ’s QRO queries, and outputs
the measurement outcome. A detailed description of By will be given in Figure 22. Similarly, since Bad
(defined in Gy) is classical event, by Lemma 3.1 again, we also have

|Pr [Bad] — Pr [Bads]| = |Pr [Bad : G#'] — Pr [Bad : G|

nor k
: 2pq
< 2q7;\/Pr (r,(r';e")) + BlGXH) s.t. (r,(r',e) €S, - Gg’ + .
kzzoiz:; [ } VIR
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INIT

01 (Ipky,lsky) < LKG;
02 pk := Ipk;
03 Let G and H be QROs that

run as Items 31 to 33 and Item 36 (using pk, g, h, h1) in Gg, respectively.
04 Mg A!)GXH>‘DEC(pk) / DEC is simulated as in G7 and Gs
05 for i € [u]:
06 mlfi] :=my; < Mg, r[i] i=r; & M
07 R;:=G(r;), Rli] := R;
08 e; = Enci(pk,mi; R;)
09 (Ki,K;-nac) = H(ri,ei)
10 d; = K; ®m;
11 Ti ‘= Tag(K;nac,di)
12 cfi] == (ei, ds,11), K®[] := K}>°
13 s:= (Mg, m,r,R, ¢, K™), ing :=c
14 So = {Ti}ie[p] X {(riyei)}ie[p,]

Gx H(z), (x¢5)
15 Let Go X Ho be a QRO such that Go x Ho(z) :==4¢ , ,
{g x h'(x), (else)

16 return ((s,ino), G X H,Go x Ho)

Fs(out) Repro,(in’, G x H)

17 parse i := out 25 parse (r,m,e,d, K™°) :=in’
18 (Mg, m,r,R,c, K™°) :=s 26 G := G[r — R]

19 I:==TU{i} 27 H := H[(r,e) — (d ® m, K™°)]
20 r; :=r[i], R; := R[i], m; := m][i] 28 return G X H

21 (e, ds, 73) = cli], KI* := K™°[4]
22 in = (ry, m;)

23 in’ i= (15, ma, €4, diy K7°°)

24 return (in,in’)

Figure 17: Construction of INIT, INIT, F, and Reprog used in the proof of Theorem 5.3. g,¢’, h, hi, b’
are internal quantum-accessible random oracles. Here the adversary also has classical access to DEC.
Since DEC will not make G x H reprogrammed, allowing the adversary to query DEC does not change
the bound of Lemma 3.1.

2pugq
Vi
the probability that the first stage (i.e., Ay ) of Ay learns r; before opening challenge ciphertexts. Such
probability is only information-theoretic.
In Gg, K¢ are independent of challenge ciphertexts ¢ (before A queries OPEN(7)), so we can upper
bound Pr [Badg] by the otSUF-CMA security of otSUF-CMA, as stated in Lemma D.1.

These bounds include a term , since Ag also has quantum access to |G x H), and this term is

Lemma D.1 With the notations and assumptions from the proof of Theorem 5.3, there exists an adver-
sary F (cf. Figure 21) such that

Pr [Bad : G§'] < pAdviiad “MA(F)

We also bound the winning probability of By in Lemma D.2. This probability captures the “prob-
ability” that A learns r; where c[i] is not opened. Intuitively, since the public key in Gg is lossy, by
the lossiness of PKE;, ciphertexts that encrypted by lossy key statistically hide the information of their
plaintexts. The concrete bound is given in Lemma D.2.

Lemma D.2 With the notations and assumptions from the proof of Theorem 5.3, for any k € {0, ...,nop},
we have

Pr[(r, () = B st (07 ) € Sy GE] < e+

For readability, we postpone the proofs of Lemma D.1 and Lemma D.2 to Supp. Mat. D.2 and
continue the proof of Theorem 5.3. With Lemmata D.1 and D.2, we have

|Pr [G§4 = 1] —Pr [Gé‘l = 1”
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otSUF-CMA Hq
F

|M] (F)

+ pAdvyac
VIR

Now we can construct a simulator S that simulates Gg for A and interacts with the IDEAL-SO-CCA py¢
game. Its simulation process is given in Figure 18. If A outputs out, then S also outputs out except that
Badg happens. We have

< 4(nop + 1)%q egki{:f'enc +

Pr[IDEAL-SO-CCAS e = 1] < Pr[Gg' = 1] + pAdviiae M (F)

SO’ Dec(c = (e,d,7)): forc ¢ c

01 Chooses QROs g, h, h1 at random 18 (K, K™°) := hq(e)

02 I=0 19 if Fi e [u]\Ist. e=e;
03 k & M, (Ipky, Isk1) < LKG; 20 return L

04 pk := Ipk, 21 if dielst. e=e;

05 My ADEQ,\GXH)(pk) 29 (K, Kmac) = (Ki,K;nac)
06 Outputs M, and receives m"’ 23 if Vrfy(K™°, 1) =1

07 for i € [y 24 m:=K&d

08 rmEM R ER 25 else m:= L

09 e; := Enci(pk,7i; R;) 26 return m

10 di & M, KPP & Krmee )

11 7 = Tag(K™, d;) OPEN(2)

12 c[i] := (es,di, Ti) 27 I:=T1TU{i}

13 out < ACTPNDEGIGXH) (¢) 28 Queries OPEN’(7) and gets m;
14 return out 29 return (mg,r;)

G(r) H(T, 6)

15if elst. r=r; 30 if Ji e I s.t. (r,e) = (ri,e;)
16  return R; 31 return (d; @ ms, K7*°)
17 return g(r) 32 if e = Enci(pk, r; G(1))

33  return hi(e)
34 return h(r,e)

Figure 18: Simulator S in the proof of Theorem 4.2. § interacts with IDEAL-SO-CCApke and has access
to OPEN.

By combining all the probability bounds, we have
Adviske (A, S, 1, Rel)
= | Pr[REAL-SO-CCAZye = 1] — Pr[IDEAL-SO-CCAG e = 1]|
< AdvEReS (A) + BpAdviiad MA(F)

2 m-ind-enc Hq 2
+ 6(nop + 1)7q, | €pE " + M +16(p + npee + ¢ +1)70
2+ 6 2 2 2 : ’
L @tua MO W MMDe
M VIR  IMI R KRR [T = npee| (M

D.1 Bounding G; and G, in Theorem 5.3

In the proof of Theorem 5.3, we defined a set
Rigood (Pky,ski,7) == {r" € R" | Decy(ski, Ency (pky,7;7")) = 7}
Rgad(pklaSklar) =R \R/ (pklvskhr)

good

which contains all “good” randomness with respect to the key pair (pkj, sky ), namely, if a randomness r’ €
R’good(pkl, sky,7) is sampled in encrypting a message 7, then the resulting ciphertext will be decrypted
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correctly. Based on this, we define a set that contains “bad” randomness:
,R’i)ad (pk17 Sk17 T’) = R/\R/good(pkla Skla T)'
Based on these two sets, we further define

(5(pk175k1) = maX{|RLad(pklvSklvr)‘/lR/” and 0= E [(5(pk1, Skl)]7
remM’ pky ,sk1
where the former captures the maximal probability of decryption error with respect to a fixed key pair
(pkq,sky), and the expectation of the latter is taken over (pky,sk;) < KG;. By Definition 2.1, 4 is the
error term in the correctness definition of PKE;.
We use the following lemma from [HKSU20, Theorem 2] to bound the probability difference between
G, and Gy in Theorem 5.3.

Lemma D.3 (GDPB [HKSU20]). Let X be a finite set, and let A € [0,1]. Then, for any unbounded and
quantum algorithm A issuing at most q quantum queries,

Pr[GDPB3, = 1] — Pr[GDPBY; = 1]| < 8(q + 1)),

where games GDPB;\A’b are defined in Figure 19.

Game GDPBY',

01 (Ag)zex + A

02 if dz € X s.t. Az > \: return 0
03 ifb=0

04  Define F:=0

05 else for z € X

06  F(z) «+ Bx,

07 b + A°

08 return b’

Figure 19: Game GDPB;\%7 used in Lemma D.3.

The following proof is similar to the one in [PWZ23, Theorem 4.4]. We construct an unbounded
adversary B in Figure 20 that plays GDPBspk, sk,),» Where (pky,ski) < KGy. Samp is a sampling process
and f is a random function used to generate randomness Samp. B can construct such Samp and f since
it is unbounded.

If B is playing GDPB;(pk, sky),0, then F(r) always outputs 0, and thus G(r) always outputs “good”
randomness. This corresponds to Go; Otherwise, F(r) outputs 1 with probability |R{,4(pky,ski,7)|/|R’|
and thus G(r) outputs “bad” randomness with such probability. This means that the G(r) outputs
are uniformly distributed over R’ and thus it behaves as in G;. Considering the expectation over
(pky,sky) < KGy, we have

‘Pr[Gf =1] - Pr[(—}é4 = 1”

— B B
= sk [|PrGDPBE i, )1 = 1] = PHIGDPBE iy = 1][]

=8 1)2 E 8(pk,, sk
(¢+1) (pkl,skl)e»«;l[ (pky,ski)]
= 8(/~L + Npre + 96 + 9 + 1)26,

since B issues at most p + npgc + ¢¢ + g quantum queries to F.

D.2 Proofs of Lemmata D.1 and D.2

Lemma D.1. In Figure 21, we construct a forger F that simulates Gg for 4 and forges a valid message-
tag of otSUF-CMA. By Definition 2.4, F has access to oracles TAG (at most one query) and VRFY. F
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B G(r)

0t Picks a random function f o8 if F(r) =0

02 (pky, (ski,k)) < sKG 09 return Samp(Ry,eq(pky,ski,7); f(r))
03 for Vr € M’ 10 else

04 Ar := |Rpaa(pky,ski,m)|/|R| 11 return Samp(Ri,q(pky,ski, r); f(r))

// We have A, < 0(pky,ski)
05 Output (Ar)rer to the GDPB game.
06 Simulates G, (in Figure 15) for A...
07 return Rel(M,, m, I, out)

Figure 20: Adversary B in bounding G; and Gg in Theorem 5.3. B plays GDPBs, so it has quantum
access to an oracle F (defined in Figure 19). B simulates G using Samp and f. Other oracles are the
same as in G; of Figure 15.

Forger JF TAG VRFY DEc(c = (e,d,7)): for c ¢ ¢
01 Chooses QROs g, h, h; at random 17 (K, K™¢°) := hq(e)

02 l=0 18 if Fie[u|\Ist. e=e;
03 Bad := false, i* ¢ [y] 19 if VRFY((e,d),7) =1
oam*:=1,7%:=1 20 Bad := true

05 (Ipkq,Isky) < LKGq, pk := Ipk; 21 m* = (e,d), 7" =71
06 M, + AIG*H)DEC(pl) 22 return |

o7 for i € [u] 23 if Vrfy(K™< 1) =1

08 mlfi] :=m; <~ M, 22 m:==K®d

09 rmEM R ER 25 else m 1= L

10 e; := Ency(pk,r;; R;) 26 return m

o dy & M, KGR & K OPEN(7)

12 if i=4% 7 = TAG(ei*,di*) E——

13 else 7; := Tag(K™° ¢;,d;) 27 if i =" : abort

14 cli] = (es, diy7;) 28 I:=TU{i}

15 out «— AOPEN,DEC,\GxH) (c) 29 return (miﬂ"i)

16 return (m*,7*)

Figure 21: The forger F in the proof of Lemma D.1. Tt has access to the oracles {TAG, VRFY} provided
by game otSUF-CMApmac. Oracles G and H are the same as in Gg in the proof of Theorem 5.3.

chooses i* <& [u] and generates 7;+ by querying TAG oracle on d;-. Note that now K¢ is not the actual

key of 1;+. F aborts the game if A opens ¢;«. If A triggers event Bad, then F records the message-tag
pair (see Items 19 to 21). When A terminates, F outputs the recorded message-tag pair.

The probability that A does not open ¢;« is (pt—nop)/p. If the event Badg occurs, then the probability
that the ciphertext (e, d, 7) (that raises this event) satisfies e = e;« is 1/(u — nop). So, we have Pr[Badg] =
pAdviad A (F)

O

Lemma D.2. In Gg of the proof of Theorem 5.3, the adversary A = (Ao, A1) is divided into (Ao, (A1,0, ..., A1,no,))
with respect to OPEN queries. We ignore Ajg, since its queries do not require reprogramming of the QROs.
We assume that 4;’s initial state is 4¢’s final state. By our framework in Lemma 3.1, By (k € {0, ...,nop})
is an adversary that runs A4, o,...A; ; and randomly measures A; ;’s QRO query. The construction of
By, in this proof is shown in Figure 22.

By our framework in Lemma 3.1, By interacts with an ADA game. As shown in the proof of Theo-
rem 5.3, Gg can be viewed as an ADA game, and the OPEN oracle is the Fg function, since queries to
OPEN will make QROs reprogrammed.

Since By, finally output the measurement outcome of one of A; ;’'s QRO query, we slightly modify
Gy to fit into Bg. Figure 23 shows the modified game G§. Game Gj is the same as Gg except that GJ
runs By and outputs B’s output. That is,

Pr [(r, (r',€')) + B,LGXH> st. (r,(r',€e)) e Sy : Gf’“
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B;)PEN,DEcy‘GXH> (c),k €]0,...,nop]
01 t* <% [qx]
02 ing :=c¢

03 forj*Otok 1:

04 outj =1 ¢ AlGXH> Dre (inj) /| A1,; wants to open cipertext c[i]
05 (mi, rz) = OPEN(out ) // Queries OPEN(4) and ...
06 injpq = (my,r;) // ... gets the message and randomness of c;

07 Runs A'GXH DEL(lnk) until it issues t*-th quantum query to G x H
08 Let |p) be the t*-th quantum query to G x H

09 (r, (1", €")) < Measure(|¢))

10 return (r, (r',¢’))

Figure 22: The constructions of By (0 < k < nop) in the proof of Lemma D.2. If A, ; queries G x H or
DEc, By, just forwards these queries to its game simulator and and then forwards the response to A; ;.
Since (A1,0, ..., Al ne,) is obtained by dividing A; into (noe + 1) stages with respect to A1’s queries to
OPEN, A, ; terminates with outputting the j-th opening index i;.

=Pr |G = (r,(,€)) st. (r,(,€)) € 5,

where Sy, is defined in Equation (18). Recall that (r, (r/;¢e’)) € Sk means that r = r; or (r';¢') = (r;, ¢;)
where i € [p]\ I, (i-e., By does not open c[i]). To bound the probability that By outputs (r, (r’,€’)) € Sk,
we consider the games Gg and G in Figure 23.

Games G§ and G§, for By(k € [0, ...,nop)) DEc(c = (e,d,7)): for c ¢ ¢
1 (pky, (ski, k))  SKG, pk := pk, o (K, K™) = hy(e)
02 (Ipky,Isky) < LKGy, pk := Ipk; 20 if i€ [p]\Ist. e=¢;
03 Mg  AWHHIDEC () 21 return L
04 for 1€ [/’[’] 22 if HZ S I st e= €;
05 mlfi] :=m; + M, 23 (K, K™) = (K;, K*)
06 1 &M 24 if Vrfy(K™e, 1) =1
07 R, &R J Gy 25 m:=K&d
08 e; = Encl(pk,ri; Rz) // G/S 26 else m := L
09 1l MR, ER /Gy 27 returnm
10 e := Ency(pk, ;s R;) /Gy H(r,e)
11 R; < openy (Iskq, Ipky, e;, RS, 7;) /Gy ————
12 d; & M, KPac & Kmac 28 if F1 € I s.t. (7’, 6) = (ri,ei)
15 1= Tag(K™C, e;, d;) 20 return (d; @ m;, K7°)
12 cfi] = (e;,d;, 75) 30 if e = Ency(pk,r; G(r))
- (T, (T/, e,)) - B}?PEN,DEC,‘GXH) (St, C) 31 return hl(e)
16 return (r, (1, ¢')) 32 return h(r,e)
OPEN(7) G(r)
7 = TU{i} 33if dJielst. r=r;
18 return (m;,r;) 34 return R
35 return g(r)

Figure 23: Games G4-G{ and constructions of By (k € {0, ...,nop}) for the proof of Lemma D.2.

Game Gj: We change the generation of challenge ciphertexts. To generate e;, we independently
sample a PKE; message r; and randomness R}, encrypt r; using R}, and get e,. Then we use the opening
algorithm open; to claim the ciphertext e; to the PKE; message r; with randomness R;. Similar to G,
we still use r; and R; to reprogram G and H. r and R} are just used to generate e;. By the property
of open;, R; has the same distribution with Rj. Since the public key in G§ and Gy is lossy, by the
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multi-challenge lossiness of PKE; (Definition 5.2), we have
‘Pr {Ggg’“ = (r,(r',€)) s.t. (r,(r',€)) € Sk}
—Pr[GP = (1, (7, ¢) st () € 5y | < et

Moreover, in G, r; and R; are uniformly random and independent of By’s view before B opens cli].
By using a union bound over all QRO queries, we get

1B, /AN AN qu
Pr[G9 = (r,(r",¢")) s.t. (r,(r,e))eSk]g‘M/‘.

Therefore, we have

Pr[(r, () « B st (7)) € 8+ G| < eyt + ik

as stated in Lemma D.2. O

E Lossy Encryption from LWE

We construct a lossy encryption scheme from the (Decisional) Learning With Errors (LWE) assumption.
Essentially, our lossy encryption is the same as the Regev scheme [Reg05] except that our encryption
algorithm uses short Gaussian errors instead of binary. The same has been done in [GPVO08]. The
purpose of doing so is to achieve weak openability (cf. Definition 5.1) as required by our tight generic
construction in Section 5.

Before giving the construction, we first recall the Learning With Errors (LWE) assumption and some
relevant lemmas.

Definition E.1 (LWE Assumption). Let n be a positive integer, g := ¢(n) be a modulus, x be a discrete
distribution over Z,. We say that the LWE,, ,,, 4., assumption holds, if for every PPT algorithm B, the
following advantage is negligible in n:

AdvVErmax(B) := | Pr[B(A,b) = 1| A & Z™ b & 77
~Pr[B(A,ATs +e)=1|A & Ly, s <& Ly, e« X"

Lemma E.2 (Theorem 5.1 in [MP12]). There is an efficient randomized algorithm (B, R) < GenTrap(1™,1™,q)
that, given any integers n > 1,q > 2, and sufficiently large m = O(nlogq), outputs a parity-check matriz
B € Zy*™ and a trapdoor R such that the distribution of B is negl(n)-far from uniform.
Moreover, for anyy € Z;j and large enough s = O(y/nlogq), the randomized algorithm SampleD(R, B, y, s)
. . . . . . . . J_ .
samples from a distribution within negl(n) statistical distance of DA§(B)7S.W(\/@), where Ay (B) is de-

fined as the set {z € Z™|Bz = y}.

For integer ¢ and real number o € R, we define ¥, be the distribution on R/Z of a normal variable
with mean 0 and standard deviation a/v/27. Let x : Z, — R* be the discrete distribution over Z, of
the random variable |¢- Xy_,] mod ¢, where random variable Xy has distribution ¥, and |-] rounds
a real number to its nearest integer.

Let b € {0,1} and v € Z;. We define Encode,(b) := | - b], where |-] rounds a real number to its
nearest integer, and define Decode, (v) such that if v is closer to 0 than to ([4| mod g), then Decodey(v)
outputs 0, and otherwise output 1. For a vector v, Encode,(v) means that applying Encode, to v
coordinate-wise, and the same for Decode,.

Let integer m > 2n -logq and Dzm ,. be the discrete Gaussian distribution over Z™ with a parameter
r. Our lossy encryption LWEPKE; with message space M’ := {0,1}* is described in Figure 24. It has
randomness space R’ := Dzm , and ciphertext space C' := Lq % Zg. In its lossy mode, it requires the
G-trapdoor technique [MP12] to achieve weak openability, and we recall the useful lemma as follow.
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KG, Enci(pk,m e {0,1})  LKG,
01 A& ngm 08 parse (A,P) =: pky 17 (B,R) — GenTrap(l", lm,q)
02 X 4= xtxm 09 € + Dgm s [AT[PT]T:=B
03 S& ZZXZ 10 t := Encodey(m) € Zf; 19 Ipk, := (A, P)
e P:=STA+X 11 u:=AecZy 20 Isk; :=R
05 sky :=8S 12v:=Pe+tc Zf; 21 return (Ipky, Isky)
06 pky = (A, P) 13 return (u,v) open; (R, (A,P),(u,v),e,m’)
07 return (pk,,sk) Decy (sky = S, (u, v)) 22 v/ := v — Encode, (m’)
1t :=v—-STueZ 23 B:=[AT | PT|T € zintOxm
15 m’ := Decode,(t') 20 c:=[ul [VT]T ezZptt
16 return m’ 25 return SampleD(R, B, ¢, s)

Figure 24: A LWE-based lossy encryption scheme LWEPKE; = (KGy, Ency, Decy).

Theorem E.3 Let ) be a security parameter. If we use the following parameter setting n = poly(A), £ =

O(n), prime q € [%4,714], m = O(nlog(q)), r = O(y/mlog(n)), a = m, then the PKE scheme

LWEPKE; in Figure 24 is a lossy encryption. Specifically, LWEPKE; is (1 — negl(n))-correct, ETVVIE?DIZE =
negl(n), and for any adversary A, we have

Advieske, (A) < £ Adv"YEn 0 (B) + negl(n)

Proof. CORRECTNESS. This is very similar to [GPV08]. By the parameters in Theorem E.3 and the
following lemma, the scheme PKE; is (1 — negl(n))-correct.

Lemma E.4 ([GPV0S, Lemma 8.2]) If ¢ > 5rm and a < 1/(ry/m - w(y/logn)), then Decy in Figure 2/
decrypts correctly with overwhelming probability.

KEY INDISTINGUISHABILITY. We use the LWE,, ;,, 4., assumption £ times to show that P generated by
KG; is indistinguishable from a random matrix in ngm. Hence, our real key pk; is pseudorandom.
Moreover, by Lemma E.2; our lossy key Ipk; generated using GenTrap is negl(n)-far from uniform. Hence,
we have

Adv‘;_"\,‘\i,'E'ﬁ(E1 (A) < £ Adv"WEmax(B) 4 negl(n),

P

close to uniform. If B is uniform, by the leftover hash lemma in [AP08, Section 2.2.1], the distribution

of Be is statistically close to the uniform distribution over Z2*). Hence, elyetets = negl(n).

LossINESS. Let (A, P) be generated by LKG;. Again, by Lemma E.2, B = <A> € Z((Z"M)XM is negl(n)-

(WEAK) OPENABILITY. The openability of our scheme LWEPKE; is stronger than the weak openability
required as in Definition 5.1, namely, our opening algorithm does not need to use the original encryption
randomness e. By the lossiness, any ciphertext is a valid ciphertext of m’. According to open; in

0 u
: !/ .8 3 3 / /
Figure 24, €’ <~ SampleD(R, B, c, s) will satisfy Be’ + (Encodeq( ,)> = (v> and € € Dgm ,. O

F Proof of Theorem 4.2

The proof of Theorem 4.2 is similar to Theorem 5.3. The main difference is that in Theorem 4.2 we
need to construct a reduction from OW-CPA security. This reduction is also similar to the OW-CPA
reduction in the proof of Theorem 4.1.

Theorem 4.2. Let h : M’ x ' — M x K™ and g : M’ — R’ be internal quantum-accessible ROs
which are used to respond the queries to H and G, respectively. Similar to the proof of Theorem 4.1,
to fit into the syntax of our framework, we combine G and H as one random oracle G x H such that
G x H(r',r,e) .= (G(r"), H(r,e)). A can query G x H at most ¢ = gi + q¢ times.
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During the proof, we implicitly assume that .4y will not query DEC on (e, d, 7) with (e,d) = (e;,d;)
before seeing the challenge ciphertexts c. Since r;’s are independent of A’s view before it sees c, the

probability that A queries DEC on such ciphertexts is | C’,‘fz‘g‘m‘ IM/I\I/VI’ where the second term is the

bound to search G(r;) and H(r;) given quantum access to G x H. Moreover, we also assume that
there is no collision among outputs of r;’s, R;’s, K;’s, and K}*’s. This introduce collision bounds
% + 7“;, + % + % For simplicity, we just add these probability into our final bound, and do not
consider it in the game sequences.

Game Gy-G, DEc(c = (e,d,7)): forc ¢ ¢

01 (pk, (sk, k)) + sKG 22 1’ := Deco(sk, e) / Go-G3

02 Mg < APPSIGXHD (pk) 23 if r' = L

03 for i € [u] or e # Enco(pk,7’; G(r")) [ Go-G3

04 mlfi] :=m; « M, 24 (K,K™°) :=h(k,e) / Go

05 1 &M 25 (K,K™°) :=h/(e) / G1-G

06 R;:=G(r;) / Go-Gg 26 else (K, K™°) := h(r',e) /) Go-G

07 R, &R /G, 27 else (K, K™°) := hi(e) J G3

08 e := Enco(pk,i; Ri) 28 (K, K™°) := hi(e) /] G4-Gy

09 (K, Ki®*°) = H(ri,ei) [ Go-Gg 29 if Fi € [u]\I s.t. e=¢; /| Gg-G~

10 di:=K, ®m; / Go-Gg 30 return L / Gs-G~

11 di &M JGr 31ifdielst e=e¢ /G,

12 Ko & mee /Gy 32 (K, K™°):=(K;, KI*) J G

13 7= Tag(K7*°, d;) 33 if Vrfy(K™°, 1) =1

14 cfi] :== (es,ds,71) 3 m:=K&d

15 out + AOTENDEGIGXH) (¢) 35 else m 1= |

16 return Rel(M,, m, I, out) 36 return m

Oracle H(r,e) OPEN(%)

17 if i e I st. (rye) = (ri,e5) [ Gy 37 I:=1U{i}

18 return (d; ® m;, Ki*°) /Gy 38 return (mg,7;)

19 if e = Enco(pk,r; G(r)) /) G3-Gg

20  return hq(e) / G3-Gg Oracle G(r)

21 return h(r7 e) 39ifdielst. r=r; // G,
40 return R; / Gr
41 return g(r) J Go-G1, G5-G~
42 return g¢'(r) J Ga-Gy

Figure 25: Games G(-G for the proof of Theorem 4.2.

Game Gy, is equivalent to REAL-SO-CCAZke, SO
Pr[REAL-SO-CCAZye = 1] = Pr[G{' = 1]

Game G;: The DEC oracle computes (K, K™) = h/(e) rather than h(k,e) if ¥’ = L or e #
Enco(pk,7’;g(r")). By Lemma 2.7, we have

|Pr[G' = 1] — Pr[GT* = 1]| < 2qi//|M|

Game G,: We restrict the range of G to be the “good” randomness space wrt (pk, sk). Specifically,
let Ri,oq(Pk, sk, 7) be the set {r’ € R’ | Deco(sk, Enco(pk,7;7')) = r} and ¢’ : M’ — R’ be a quantum-

accessible random oracle such that g'(r) is sampled uniformly from R, 4(pk,sk,7). If PKE is (1 — 4)-

correct (see Definition 2.1), then by a similar argument in Supp. Mat. D.1, we have
’Pr[(}{4 = 1] - Pr[Gs' = 1| < 8(p+ npee + qa + qu + 1)%6.

Game G;: We set H(r,e) = hy(e) if e = Enco(pk,r; G(r)), where hy : C — M x K™ is an internal
quantum-accessible random oracle. Since the randomness generated by G (i.e., ¢') is always a “good”
randomness, Enco(pk, -; G(+)) is an injective function and thus hy(Enco(pk, -; G(+))) can be also viewed as
an random oracle. Therefore, we have Pr[Gs' = 1] = Pr[G4' = 1].
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Game G,: We “merge” h; and /', namely, DEC always computes (K, K™°) := hy(e) regardless of the
validity of e. Similar to the argument in the proof of Theorem 5.3, we have Pr[G3' = 1] = Pr[Gj' = 1].

Game G;: The oracle G is simulated using g instead of ¢’. Similar to the difference between G,
and G,, we have
[Pr(G{ = 1] = Pr[Gg' = 1]| < 8(u + npec + g + qu +1)°6.

Game Gg: The decryption oracle always returns L if the adversary queries a ciphertext (e, d, 7) that
e is the PKE part of some unopened challenge ciphertexts, i.e., 3i € [u]\I, e = e;. This game is necessary
for simulating the decryption oracle without secret key when constructing OW-CPA reduction.

Let Bad; be the event that A queries DEC on a ciphertext (e,d,7) that 3 st. e = e; and
Vrfy(K7P2¢,d,7) = 1 in G;(j > 6). That is, A forges valid MAC codes of some unopened ciphertext.
If Badg does not occur, then the winning probabilities of A in G5 and in Gg are the same. This is
because if Ji s.t. e = e; but Vrfy(K™, d,7) = 0, then by lines 19 and 31, the DEC oracle will still rejects
the ciphertexts. Thus |Pr[Gg' = 1] — Pr[G¢' = 1]| < Pr[Badg].

Note that now we cannot bound Pr[Badg] by constructing an MAC adversary, since in G, unopened
MAC keys K7 are related to H. In the next game Gy, the randomness R;, the MAC keys, and sym-
metric keys will be generated independent of G and H at first, and if A opens a challenge ciphertext, we
reprogram G and H to make the simulation consistent.

Game G: the game simulator generates challenge ciphertexts independent of G, H, and then adap-
tively reprograms G and H to make the simulation consistent when the adversary issues OPEN queries.
The OPEN queries in G7 will make the QRO reprogrammed, while the QRO in Gg always remains
the same. So, we can view Gg and Gg as concrete cases of NONADA and ADA, respectively. We focus on
A; since Ag will not make the QRO reprogrammed. Similar to the proof of Theorem 5.3 in Section 5, we
view A as (Ao, A1) = (Ao, (A1,0, -, A1 ne,)) and Ay is divided into (nop + 1) stages wrt OPEN queries:

o Before any OPEN query (i.e., at the 0-th stage), Aj o takes ing := (st,c) as input and outputs the
first opening index outg := (i1).

» Forje {1,..,nopr—1}, Ay j receives in; = (m;,,r;,;) and ends the stage by outputting the (j+1)-th
opening index out; = 7;41.

o Finally, Ay, receives in,,, = (m;, 7, ) and terminates by outputting out,,, := out.

We do not consider the Ay part and only assume that A; takes Ag’s final state as its initial state.

In Figure 26, we define INIT, Fg, and Reprog. If we instantiate NONADA using INIT, Fg, and Reprog,
then the instantiated game is equivalent to the part of Gg that interacts with A;. Similarly, it we
instantiate ADA using INIT, Fg, and Reprog, then the instantiated game is equivalent to the part of Gy
that interacts with A;. Moreover, at A’s k-th stage, our Fg defines a set

Sk = {(r,(r',€")) | Fi € [u\Ix s.t. 7 =7; or (. €)= (ri,e5)} (19)

where Ij, := {i1,...,4x} is the opening index set I in A;’s k-th stage (i.e., A;y). Answers of G x H in
G (i.e., NONADA) and G, (i.e., ADA) are only different on S;. For k = 0, Sy is defined at Item 13
and Iy = (). Similar to the argument in the proof of Theorem 4.1, by using Lemma 3.1, the probability
difference between the event that Gg output 1 (i.e., Rel(M,, m, I, out) = 1 in Gg) and similar event in
G~ is bounded by

|Pr[G' = 1|-Badg] — Pr[G#' = 1|-Bad]|

nop k

: 219
< 2q¢\/Pr (r,(r';e")) + BlGXH) s.t. (r,(r',e) €S, : G?l + ,

where Ev here is the event that A; outputs a particular opening index set I and final output out, and

INIT, Fg, and Reprog are defined in Figure 26. It includes a term \/2%, since Ag also has quantum
access to |G x H), and this term is the probability that the first stage (i.e., A; o) of Ay learns r; before
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INIT

0t (pk,sk) < KGo
02 Let G and H be QROs that

run as Items 41 to 42 and Items 19 to 21 (using pk, g, h, h1) in G, respec-
tively.
03 Mg + A!)GXH%DEC(pk) // DEC is simulated as in G7
04 for ¢ € [pu]:
05 mlfi] :=my; + Mg, r[i] :==r; & M
06  R;:=G(r;), Rli]:=R;
o7 e; = EnCo(pk, mi, RZ)
08 (Ki,K;-"aC) = H(ri,ei)
09 d; = K; ®my;
10 7= Tag(Ki*°, d;)
11 C[Z] = (ei,di,Ti),KmaC[i] = K;nac
12 s:= (Mg, m,r,R, ¢, K™), ing :=c
13 So i={ri}icqu x {(ri; €:) bieju)
14 Let Go % Ho(l‘) = {Cf X }q,-(x% (x ¢ SO)

g x h'(x), (else)

15 return ((s,ing), G x H,Go x Hy)

Fs(out) Repro(in’, G x H)

16 parse i := out 24 parse (r,m,e,d, K™°) :=in’
17 (Mg, m,r,R,c, K™°) :=s 25 G := G[r — R]

18 I:=TU{i} 26 H := H[(r,e) — (d ®m, K™°)]
19 r; :=r[i], R; :== R[], m; := m][i] 27 return G x H

20 (e, di, ) == c[i], K7¢ := K™°[q]
21 in = (ry,my)

22 in’ = (m,mi,ei,di,K;"ac)

23 return (in,in’)

Figure 26: Construction of INIT, INIT, Fg, and Reprog used in the proof of Theorem 4.2. g¢,¢’, h, hi, '
are internal quantum-accessible random oracles. Here the adversary also has classical access to DEC.
Since DEC will not make G x H reprogrammed and will not leak information about Sy, allowing the
adversary to query DEC does not change the bound of Lemma 3.1.

opening challenge ciphertexts. Moreover, similar to the argument in bounding G7 and Gg in the proof
of Theorem 5.3, we have

|Pr [Badg] — Pr [Bad;]| = |Pr [Bad : G¢'| — Pr [Bad : G#']|

nor k
: 219
< E E 2qi\/Pr (r,(r',€e")) eBlGXH) s.t. (r,(r',e) €S, : G?l + .
k=0 =0 [ } VIR

Based on Bi(1 < k < noe), we can construct an OW-CPA adversary By (in Figure 27) against
PKE that has the same structure with the adversaries in Figure 9, except that By needs to simulate
the decryption oracle. Since in G, the decryption oracle can be simulated without secret key, By can
simulates G for By perfectly if Bad; does not occur. Therefore, similar to the argument in Theorem 4.1,
there exists an OW-CPA adversary B°* such that

|Pr[G¢' = 1|-Badg] — Pr[G#' = 1|-Bady]|

2uq
VIR

G also enable us to construct an otSUF-CMA reduction to bound Pr[Badr]. Let F be an otSUF-CMA
adversary that simulates G, for A. F here has similar structure with the one in Figure 21. It firstly
chooses t* <& [u] uniformly and sets K¢ := 1. To generates 74, F queries its TAG oracle on d;- and
sets the responding tag as 7y«. F aborts the game if A opens ¢;«. When A; queries the DEC oracle on

< 2(nop + 1))/ 2uAdEPA(Bov) + Pr[Bads] + (20)
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B (pk™, ") / (pk*,e*) is a OW-CPA challenge of PKE

0t ((s,ing), (G x H),(Gg x Hy)) < INIT /) INIT is defined in Figure 26,
/) where pk := pk*

02 parse (M,,m,r,R,c, K™) :=s,¢c:=ing

03 t* (i [[L], (615* 5 dt* y Tt*) = C[t*]

04 c[t*] := (€ ,dw=,T=), ing :=c¢ // embed the challenge
05 if k£ = 0: goto line 15

06 outg + BLGOXH‘])’DKC(ino) / DEC is simulated as in Gg in Figure 25
07 if outg = t*: abort

08 (in1,in}) := Fs(outo, (Go x Hp)) // Fs is defined in Figure 26
09 (G1 x Hi) := Reprog(int, (Go x Hyp)) /| Repro, is defined in Figure 26

10 forj=1tok—1:

11 outj + BLGJXHﬂ’DEC(inj)

12 if out; =t*: abort

13 (injt1,inj ) == Fs(out;, (G; x H;))

14 (Gj1 x Hjp1) := Reprog(inf 1, (G5 x Hj))

15 (rp, (r1,€")) « B,LG’“XH’“)’DEC(ink) /| perform measurement
16 b <% {0,1},r* := 1}, // randomly choose a solution
17 return r*

Figure 27: The constructions of OW-CPA adversaries By" in the proof of Theorem 4.2.

input (e, d, 7) that e = ex« and VRFY(d, 7) = 1, F outputs (d, 7). If A; finally outputs out but the event
Bad; does not occur, then F aborts.

If the event Bad; occurs, then the probability that the ciphertext (e,d,7) (that raises this event)
satisfies e = e« is #_#n The probability that 4; does not open ¢« is % so we have,

Pr[Bady| = puAdviiac VA (F)
and thus we have

| Pr[G¢! = 1] — Pr[G# = 1]

- _ 4 _
< Ao + 1)/ 2UADGITABow) + pAdvEISLMAF) 1 Ly S ()

VIR

Now we can construct a simulator S that is simulating G-, for A and interacts with the IDEAL-SO-CCAS g
game. Its simulation process is given in Figure 28, which is similar to the one in Figure 10, and the
simulation of DEC is the same as G, (without using sk), so we have

| Pr[G#* = 1] — Pr[IDEAL-SO-CCAS e = 1] < pAdviiae™ “MA(F)
In conclusion, for any SO-CCA adversary A, there exists an efficient simulator S such that

Advsee A (A, S, 1, Rel)
= | Pr[REAL-SO-CCAZ g (A) = 1] — Pr[IDEAL-SO-CCASe(S) = 1]

< SV MACE) 4 6(n0n + 120y 21AdVEIEPA(B) + AV A ()

29n 2 I 6uq MMDec 2+ 1ma
+ — 4+ 16(p + npre + 9 + qu +1)%0 + + +
NG ( DEC H ) | KCmac| \/W IC"| — npee | M|
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SOreN Dec(c = (e,d,7)): forc ¢ c
01 Chooses QROs g, h, h1 at random 17 (K, K™°) := hi(e)

02 I =0, (pk, (sk, k)) < sKG 18 if Fi € [p]\I s.t. e=¢;
03 M, « APPOIGXH) (k) 19  return L

04 Outputs M, and receives m"’ 20if I elst. e=e;

05 for i € [y 21 (K, K™°) := (K;, KI*°)
06 rEM R ER 22 if Vrfy(K™°, 7) =1

07 e; := Enco(pk, ri; R:) 23 m:=K&d

08 di &M 24 else m:= 1

09 KPe & e 25 return m

10 T; = Tag(K;“ac, dl) .

11 cli] = (e, di, i) OPEN(Z)

12 out ¢ AOTPNPECIGXH) (¢) 26 I:=TU{i}

13 return out 27 Queries its OPEN oracle on

28 Receives m; and records
M 29 return (m;,r;)

Sk onc 1
16 return g(r) 30 if €I st (rye) = (14, €5)
31 return (d; ® ms, Ki*°)
32 if e = Enco(pk, r; G(1))
33  return hi(e)
34 return h(r,e)

Figure 28: Simulator S in the proof of Theorem 4.2.

G Bi-SO Security Proof of FO*
G.1 Proof of Theorem 6.1

Similar to the proof of Theorem 4.2, we combine G and H as one random oracle G x H such that
G x H(pk',pk,7’,7,€) := (G(pk',7"), H(pk,T,€)). .A can query G x H at most ¢ = qy + q¢ times.

Let g, gpky s -+ Gpk,, 1os Ppkey s -5 Pk Jh, h;k yeees pk , pk -
The subscripts pk; are just notations to dlstmgulsh these QROS These internal QROs are used to
respond G, H, H'.

In this games transition, we also consider the case that Ay queries DEC on (j,e,d,7) such that
(e,d) = (ej,i,d;,;) before seeing the challenge ciphertexts c. The probability that A queries DEC on

\ : Lo _PUMDEC pug T e o Tt
such ciphertexts is Cnoe T e’ For simplicity, we just add this probability into our final bound.

Moreover, we also assume that there is no collision among outputs of kji, mj4’s, Rji’s, Kj;’s, and K75s.

. k! ok, be internal quantum random oracles.

This introduce collision bounds £ zl’j\?,rlp + e 1 —|— R MI + £ fich ,Cm‘ + prkeG,- For simplicity, we just add these
probability into our final bound, and do not consider it in the game sequences.

Similar to the proofs of Theorem 4.1 and Theorem 5.3, we use the encrypt-than-hash technique so
that the decryption oracle can be simulated without secret key. However, in the Bi-SO setting, we cannot
use this technique directly since the adversary can learn user’s secret key by querying CORRUPT and
then use the implicit rejection key k to determine if the game simulator uses the same internal QRO
to simulate DEC for both valid and invalid ciphertext. To deal with it, we need to use our QROM
reprogramming framework in Lemma 3.1.

The games sequence is given in Figure 29. We have

Pr[G#' = 1] = Pr[REAL-Bi-SO-CCAG e = 1]

Game G,: If A queries DEC(J, (e,d, 7)) where e is invalid or cannot pass the re-encryption check,
then the oracle computes (K, K™°) as h, (e) instead of H'(pk;,kj,e) (see Item 48). Moreover, to
J

make the simulation consistent, if A queries H'(pk;, k;,e) where pk; is corrupted and e is an invalid
ciphertext or cannot pass the re-encryption check, then H'(pk, k, €) returns h, (e) instead of h'(pk, k, €)

(see Items 26 to 30). The latter modification can be seen as we reprogram H'[(pk;, k;,e) — ﬁ;kj (e)] for
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G,-Gy G(pk, )

01 for j € [p]: (pk;, (skj,k;)) + sKGy; 33 if 3j € [p] s.t. pk = pk; / G,-G,
02 My +— A\GXHMH')YDEC(pkh . Pkp) 34  return g[’)k(r) / Go-G,
03 for j € [p]: 35 if 3(j,1) € J' UT s.t.
04  for i € [u] pk = pk; and r =1, /G,
05 mlj,i] :=mj; < Mg 36 return R; /G,
06 r[j, i) =1 & M 37 return g(pk,r)
07 R[j,i] :== R;; = G(pk;,7j: G,-G

[J. .] 7t $ (,p 32 7ii) / GoGe OPEN(j, 1)
08 R[j,1] := R; i <R )Gy ——2 2
09 €44 = Enco(pkj,rj,i; Rjﬂ') 38 1:=1U {(J7 Z)}
10 (Kji, K3%) = H(pk;,mjie5,0) [ Go-Gy 39 return (mj,7j)
1 dl, ] = dj,i = Kji @ my,i 1'Go-G7 corrurt(j)
12 Kmac & jcmac /Gy —

It $ 40 J:=JU{j}, m; =0
13 dji=dj & M G 41 forie [y
14 Kmec[j, i] := Kmac S

7,1 42 m; [Z] =My

15 75,1 = Tag(K75, dji) a3 J=J'U(5,49) /) Gz
16 clf, i] := (ej,i, dj,is 75,4) 44 return (skj, m;)

17 Out(;A‘GXH),‘H/>,COR,R,UPT,OPEN,DEC(C)

18 return Rel(Mgq, m, J, I, out) Dec(j, (e, d, 7))

45 7’ := Decq(skj, €) J Go-G
H(pk,r,e) 46 if ' = L ’ o
19 if 3(j,i) € J' UT s.t. /G, or e # Enco(pk,r’; G(pk;, 7)) 1 Go-Gj
20 pk =pk; and (r,e) = (75,4, €5,4) /Gy AT (K K™ = H'(pk;, kj,e) 1 Gg
21 return (d;; ® mj;, K;T'f‘ic) /G, 48 (K K™):= h;kj (e) 1 G1-G3
22 if 3j € [p] s.t. pk; = pk / G4-G, 49 else [ Go-Gy
23 if e = Enco(pk,7; G(pk,T)) 1 G3-G, 50  (K,K™):= H(pk;,1’,e) / Go-G,
24 return hp(e) [ G3-G, 51 (K, K™°):= bk, (€) / Gg
25 return h(pk,r, e) 52 (K, K™) := hp, (€) / G,-G,
H'(pk, k, e) 53 if 3 S-tl; (J',il)( € [p]dX L\ U T) ;; 86_27
P 54  s.t. pk=pk; and e =¢;; -
26 if 3/] € J s.t. pk = pkj Nk = k] //Gl_G’? 55 return L J J5% // GE-G:
o= Deco(skj; €) 1G1-G7 56 £ 3(j,i) € J' UT s.t. /G,
28 ifr'=_1 ) , 1G1-G7 5y pk =pk; and e = ¢;; /Gy
29 or e # En/co(pkj,r 1G(pk;, 7)) [ G-Gy g (K, K™%) := (d; ; ®m; i,K;r_laic) /G
30 return hpk(e) / G,-G, 59 if Vefy(K™e, ) = 1 )
31 return hy(e) 1Gy+Gr 50 m=Kaod
32 return h/(pk, k,e) 61 else m = |

62 return m

Figure 29: Games G(-Gg in the proof of Theorem 6.1

some e if A corrupts the user j.

We can use Lemma 2.7 to bound the difference caused by the first modification. Since there are p
users in the security games, so we need to apply Lemma 2.7 here p times.

The probability difference due to the second modification can be bounded by using our QROM
reprogramming framework. To use Lemma 3.1, we can split A into nce + 1 stages with respect to its
CORRUPT queries. In G, the QRO H’ does not change during the game, while in G, corrupting user
will make H' reprogrammed.

We can define algorithms INIT,Fg, and Reprog in a natural way such that G, is a NONADA game
and G, is a ADA game and construct an adversary By to bound the probability that A “queries” k;
where user j is uncorrupted. Since for all j, k; are chosen at independently uniformly random, thus the
probability that By find k; for any j ¢ J is fﬁj{,/‘, where g is the number of time that A queries H'.
For simplicity, we ignore the details. By Lemma 2.7 and Lemma 3.1, we have

2(nco + 1)2/Paa’ + 2pqu
M|

|Pr(Ggl = 1] - Pr[Gf' = 1]| <

Game G,: We restrict the range of G(pkj7 -) to be the “good” randomness space ngood C R/ respect

to (pk;,sk;). Specifically, let R .4(pk;,sk;, ) be the set {r’ € R’ | Deco(sk;, Enco(pk;, ;7)) = 7} and
Bad(Pk;,sk;,7) be the set R'\R'good(pkj,skj,r). Let g;k_ : M’ — R’ be a quantum-accessible random

oracle such that gy, (r) is sampled uniformly from R¢,,4(pk;, sk;, 7). We can use a similar idea of [PWZ23,
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Theorem 4.4] to extend the proof in Supp. Mat. D.1 to the multi-user setting by hybrid argument. For
simplicity, here we only present the probability bound. If PKE is d-correct (see Definition 2.1), then

|Pr[Gf' = 1] — Pr[G3' = 1]| < 8p(i + npse + q¢ + qu + qur + 1)°0.

Game Gj: We set H(pk;, 7, e) = hpk, (e) if e = Enco(pk;, 7; G(pk;, 7)) (see Items 22 to 24). Since the

randomness generated by G (i.e., g, ) is always a “good” randomness, the map Enco(pk;, s G(pk;, ")) is
J
injective and thus the map hpk, (Enco(pk;, -; G(pk;,-))) can be also viewed as an random oracle. Therefore,
we have
Pr[Gy' = 1] = Pr[G3 = 1].

/
pkj ’
to the argument in the proof of Theorem 4.2, the indirect queries from A to hpkj and to h;k‘ in Gy

Game G,: We “merge” hpkj and A namely, in this game we use hpkj to replace h;k‘. Similar
J

(regardless of whether user j is corrupted) are disjoint, and so we can use the same internal QRO to
respond these queries. We have
Pr[Gi = 1] =Pr[G = 1].

Game Gj: In this game, the oracle G(pk,-) is simulated using gy« instead of g;k. Similar to the
difference between G, and G, we have

|Pr[Gy' = 1] — Pr[GZ' = 1]| < 8p(u + npee + g6 + qr + g + 1)%0.

Game Gg: In this game, the decryption oracle always returns L if the adversary queries a ciphertext
(e,d, T) that e is the PKE part of some unopened ciphertexts, i.e., 3(j,4) € [p] x [p]\(J' U TI) such that
€=¢€j;-

Let Bady be the event that A queries DEC on a ciphertext (e, d,7) that 3(j,4) € [p] x [u]\(J U I)
st. e = e;; and Vrfy(K75°,d, 7) = 1 in Gg(k > 6). That is, A forges valid MAC codes of some un-
opened ciphertext. Similar to the arguments in the proof of Theorem 4.2, if Bady, does not occur, then the
winning probabilities of A in G5 and in G are the same. Thus |[Pr[Gz' = 1] — Pr[G¢' = 1]| < Pr[Badg].

Game G;: The game simulator generates challenge ciphertexts independent of G, H. If A corrupted
the user j (which means that all ¢;; for ¢ € [u] are opened), or opened ¢;;, then G and H will be
reprogrammed such that G(pk;,r;:) = R;; and H(pk;,7;,¢€;:) = d;; © m;;, and the responds of DEC
are modified to make the simulation consistent. See Items 19 to 21 and Items 56 to 58.

In G, there are two types of query (OPEN and CORRUPT) from A will make G and H be repro-
grammed. In Figure 30 we define INIT, Fg, and Reprog such that G4 is a NONADA game and G, is an
ADA game in Figure 4. The queries to H' and DEC do not influence the distribution of G x H.

We firstly view A = (A, A1), where Ay is A in the stage cannot issues OPEN or CORRUPT queries and
A1 is A in the stage that can issues OPEN and CORRUPT queries. Suppose that 4 corrupts at most nco
users and opens at most nop challenge ciphertexts. A; can be further divided into (nop +nco +1) stages
wrt OPEN queries or CORRUPT queries: Before any OPEN or CORRUPT query (i.e., at the 0-th stage),
A; takes ing := ¢ as input and outputs outy, where outg can be an opening index (j1,41) (corresponding
to issue OPEN query) or a corrupting index j; (corresponding to issue OPEN query); and after that, at
k-th stage (1 < k <nopp + nco — 1), A; receives ing and ends the stage by outputting outy, where inj is
the secret key of a user or the message-randomness pair of a opened ciphertext, and out is an opening
index or a corrupting index. Finally, at the (nco + nop)-th stage, A; receives in,, and terminates by
outputting out.

Moreover, at A;’s k-th stage, our Reprog defines a set

S 1= {((PK;s30): (PR s 0,0))] o) € [p] X [\ (Jf U Te)
or (7, ) € [p] x [W\(f U Tk) }, (21)
where J}, I}, are the lists J', I respectively just after A issues the k-th query to OPEN or CORRUPT.
Let g be the number of query to G x H issued by A; at its k-th stage. By Lemma 3.1, there exists
By for k € {0, ...,nop + nco} such that:

|Pr[G¢ = 1]-Badg] — Pr[G#' = 1]-Bady] |
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INIT

01 I:=0,J:=0,J :=0

02 for j € [p]: (pk;, (skj, k;)) < sKGui, pk[j] := pk;

03 Chooses QROs g, b, B/, hpk s -y Bk, Goky s Gk, G5 B

04 Simulates G, H, and H' as G and DEC as Gy in Figure 29
05 Mg A oy pk,,)

06 for j € [p]:

07 for i € [u]

08 m[], Z] =My Ma, I‘[j7 Z] =Ty <i MI, R[], Z] = Rjﬂ; = G(pk]-,’l‘jﬂ;)
09 eji = Enco(pk;, mji; Ryi), (G, K55) = H(rji,€5,4)
10 dji = Kji ® myj,:, K™[j,1] := Kj¥

11 C[j, Z} = (6j77;,dj77;,7'j7i)

12 8:= (Mg, pk,m,r,R,c, K™°), inp :=c¢

13 8§ := {(pk;,754)|(5, 1) € [p] x [}

14 55" i = {(pkyr,rjr v, €50.0)|(57,') € [p] X [}

15 o := 5§ x S&
G x H(x), S
16 Tet Go x Ho(a) i { & < H @) (@ ¢ 50)
g xh'(z), (else)
17 return ((s,ing), G x H,Go x Hy)

Fs(out)
18 (Ma7 pk7 m,r, R7 c, Kmac) =S8
19 if out is an integer (denoted as j): // CORRUPT query

20 pk; == pk[j], m; :=0)

21 for ¢ € [p] : m;[i] := m;; = ml[j,1]

22 in:= (skj,m;),in’ :=j

23 else // OPEN query
24 (4,1) :=out,rj; := r[j,i],m;, := m[j,1|

25 in:= (rj;,mj,),in" = (j,1)

26 return (in,in’)

Repro (G x H,in’)

27 (Mg, pk,m,r, R, c, K™°) :=s

28 if in’ is an integer (denoted as j): // CORRUPT query
20 J:=JU{j}, pk; == pk[j],

30 for i€ [y

31 J' = J U (j4,1), 5 = r[j,i], Ry := R[j,4],G = G[(pk;,7j,:) — Ryl

32 (5,6, dj,i,7j,0) i= e[g,i], myi == mlj, i), K55 == K™, 1]
33 H = HI(pk;, 75, ¢€5,i) = (dj,s @ my,i, K57
34 else // OPEN query

35 (4,4) :==in

36 I:=TU{(j4,7)}, pk; == pk[j], (&),:,dj,i, Tj:) = c[], 1]

37 rja =l ], Ry o= R[j i mya = mlj, i, K55 = K™, 1]

38 G = G[(pkj,’l“jyi) — Rjﬂ'], H := H[(pkj,Tjﬂi, 6]'11') — (dj,i ® mji, K;“ic)}
39 return G x H

Figure 30: Constructions of INIT, Fs, and Reprog in the proof of Theorem 6.1. We assume that all pk;’s
s kj’s, dji’s, KG5%'s are different. I,.J,J’ are publicly accessible.
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nco+nor k , ; 2puq
S Sl T ] e

)
k=0 =0 \% ‘Rl|

where sets Sy, is defined as Equation (21). Based on By, we can construct adversaries BV against the
OW-CPA security of PKE. See Figure 31. By the construction of By", as long as A does not corrupt j*,
oV can always simulate DEC and Gg

B (pk*,e*) J (pk*,e*) is a OW-challenge of PKE. By" simulates Gs for By,
01 J* & [pl,i" < [1]

02 ((s,ino), (G x H),(Go x Hp)) < INIT / using pk,. := pk™ in Figure 30
03 parse (Mg, pk,m,r, R, c, K"™°) :=s,c:=ing

04 (5= i*, dj=,iv, Ty=,iv ) := c[j",4"]

05 c[j*, "] := (€7, dj= ix, Tj=,i), ing 1= ¢ // embed the challenge
06 if k = 0: goto line 15
07 outp < BLGOXH‘))’IH >’DEU(ing) / out; has the form j or (j,1)

08 if outg = 5" or outy = (j*,"): abort

09 (in1,in1) := Fs(outo), (G1 x Hi) := Repro,(Go x Ho,in’)
10 fort=1tok—1:

11 out; < B,LGtXHt%lH >’DF'C(int)

12 if out; = j* or outy = (j*,¢"): abort

13 (ing1,ini4 1) == Fs(oute)

14 (Gig1 X Hyg1) := Reprog(Gy x Hy,ingyq)

15 (rh, (rl, €')) = BLEE* el 1H ) PEC

16 b<& {0,1},r" =1} // randomly choose a solution
17 return 7*

Figure 31: The detailed constructions of OW-CPA adversaries BY,0 < k < nco + noe.

By the construction of ByY, if A; does not corrupt user j* and does not open ¢, ;+, and r or r’ equals
the solutions of e*, then B" wins. So the winning probability for B;" to breaks the OW-CPA challenge
is:

_ 1 N Dec
AdvOVLCPA(Bov) = 5 Pr [x — BIHNHNDRC g e 5y s GE
DU
and thus we have

|Pr[Gg' = 1|-Badg] — Pr[G#' = 1|-Bad/]|
nco+nor k

_ 2
< 33 200/ 20uAdVREPA(BY) + Pr[Bady] + il
k=0 =0

VIR

Let B°" be the adversary that has highest advantage against PKE among {By" }rc(o,....ncot+nor} -

[Pr (G = 11-Badg] — Pr [G#' = 1]-Bady] |

_ 2
< 2(nco + nos + 1)QQ\/2puAdvngECPA(Bow) + Pr[Bad] + —2£L (22)

VIR

Now we can construct an otSUF-CMA reduction to bound Pr[Bad;]. Let F be an otSUF-CMA
adversary that simulates G, for A. Tt firstly chooses j* <* [p],7* < [u] uniformly and sets K72%. := L.
To generates 7;« ;«, J queries its TAG oracle on d;- ;« and sets the responding tag as 7 ;«. JF aborts
the game if A opens c¢;- ;« or corrupts j*. When A; queries the DEC oracle on input (pk;,e,d, ) that
e = ej- ;+ and VRFY(d,7) = 1, F outputs (d, 7). If A; finally outputs out but the event Bad; does not

occur, then F aborts. Similar to the argument in the proof of Theorem 6.1, we have
Pr[Bad;] = puAdviaes “MA(F)

Since the events Badg and Bad; are well defined classical event, it can be detected by the game
simulator when responding the DEC queries. By Lemma 3.1 and the bound of | Pr[G§' = 1] — Pr[G<' =
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SOPEN’,CORRUPT’ G(pk 7")
o1 for j € [p] (pkj, (Skj,kj)) < sKGp; o7 if El(], Z) cJ UIT st.

02 My ADEcv‘GXHMH,)(pkl, oy PK,) pk = pk; and r =1

03 Outputs M, and receives m" 28 return R;

04 for j € [p]: 29 return g(pk,r)

05  for i € [u] o

06 I‘[j, Z] =Ty EM OPEN(]’ Z)

07 R[j,i] == Rj: < R’ 30 T:=TU{(j,i)}

08 ej.i = Enco(pk;, 75,5 Rj,i) 31 Queries OPEN’(j,4) and gets m;,;
09 d[j,i] :=dj; & M 32 return (m;;,7;;)

10 K™e[j, 1] := K55 <& K ]

11 Tji = Tag(K;‘f‘f, dj’i) CORRUPT(J)

12 C[j, Z] = (ej,i,djyi,rj,i) 33 JJ:=JU {j}

13 out — AOPPNCORRUPTDEC, [GXH),[H) () 34 Queries CORRUPT’ (5) and gets m;
14 return out 35 for i € [y]

36 J=JUu (.]77*)7 Mj,i *= 1My [Z]
37 return (sk;, m;)

DEc(j, (e, d, 7))

H(pk,r,e)

15 if 3(j,4) € J U T s.t.
16 pk = pk; and (r,e) = (rj,,¢€;,)

17 return (dj; ® my,i, Kj7) 38 (K, K™°) := hpk, (e)

18 if 35 € [p] s.t. pk; = pk 39 if Jis.t. (4,4) € [p] x [p\(J UI)
19 if e = Enco(pk,r; G(pk, 1)) 40 s.t. pk=pk; and e = ¢;;

20 return hy(e) 41 return L

21 return h(pk,r,e) 42 if 3(j,1) € J U s.t.

, 43 pk=pk, and e =¢;;
M 44 (K, Kmag) = (dﬂ @mjyl-,K;'-‘ic)
22 if 3j € J s.t. pk = pk, Ak =k 15 if Vrfy(K™, 1) = 1
23 7’ := Deco(skj,e) 46 m:=Kod
24 if v = L or e # Enco(pk;,’; G(pk,,7")) 47 else m := L
25 return hy(e) 48 return m

26 return h'(pk, k, e)

Figure 32: The simulator of the proof of Theorem 6.1

1]|, there exists adversaries B°" and F such that

Pr[Bads] — Pr[Bad7]’

_ _ 2
< 2(nco + nor + 1)2q\/ 2puAdvILE A (BoY) + puAdvRiids A (F) + 2

VIR

and thus we have

Pr(G = 1] - Pr[Gf = 1]]

< 4(nco + nor + 1)2q\/2p,uAdvngE_CPA(B°W) + puAdvial MA(F)
4ppq

VIR

+ puAdviiac M(F) +

Now we can construct a simulator S that interacts with the IDEAL—SO—CCA;SPKEbi game and simulates
G, for A. S’s construction is shown in Figure 32, and it perfectly simulates G for A except that Bad;

happens, and thus
| Pr[G#' = 1] — Pr[IDEAL-SO-CCASg, = 1]| < puAdvpag A(F).
Therefore,

AdvERE-“A (A, S, p, 11, Rel)
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< | Pr[REAL-SO-CCAZye, = 1] — Pr[IDEAL-SO-CCAG e, = 1]|

< 6(nco + now + 1)2qy/ 2puAdvOEPA(Bo) + puAdviESSMA(F) + pig,

2.2 2 2.2 2.2 2.2
- PHUNDEC popT+p pp pp P i
+ 3 AdVOtSUF CMA f + + + +

PH MAC ( ) ‘Cl| — NDkc |M/| R/ ‘Ml |K:mac|

6 2(nco + 1)? T4 g 4+
UL 360+ nipee + g + qu +1)%0 + (nco +1)°/Pau’ + 2pqu + puq

VIR M|
H Bi-SO Security Proof of U

+

In NTRU KEM [CDH™"20], its randomness space is the message space of the underlying deterministic
PKE, and its encapsulation samples randomness according some specific distribution Das.. Hence, we
consider Dp-OW-CPA security, namely, OW-CPA security with challenge messages chosen following
Dt We require that Dy itself has high minimum entropy. Otherwise, D -OW-CPA security can be
broken trivially.

Definition H.1 (D-OW-CPA). Let PKE be a deterministic PKE with message space M, and let Dy
be some distribution over M. For an adversary A4, its advantage against D -OW-CPA security of PKE
is defined as

AdVEKE B, (A) i= Pr|m/ = m" : (pk,sk) <= KG,m" < D,
c* < Enc(pk,m*),m’ + A(pk,c*)]

PKE is D -OW-CPA secure if for all adversaries A Advore - (A) = negl()\).

Theorem 6.2. The proof idea is the same as the idea of Theorem 6.1 and the proof has almost the same
structure with the proof of Theorem 6.1, except that now PKE is deterministic and has perfect correctness
and rigidity [BP18].

Similar to the proof of Theorem 6.1, in this proof, we let h, hpk, , ..., fipk b/, h;kl, s h;kp be internal
QROs. The subscripts pk; are just notations to distinguish these QROs. These internal QROs are used
to respond H and H’'.

In this games transition, we consider the case that 4y queries DEC on (j,e,d, T) such that (e,d) =
(ej,i,d;,;) before seeing the challenge ciphertexts c. The probability that Ay queries DEC on such cipher-

D i Prg Lo . . s
texts is o T /] For simplicity, we just add this probability into our final bound. Moreover,

we also assume that there is no collision among outputs of k;, r;’s, K;’s, and K}*%’s. This introduce
2, 2 2 2 2 2, 2

P lxjv[ -i-lp + 1" A‘/;‘ + % + pnkeg,. For simplicity, we just add these probability into our
final bound. The games sequence is given in Figure 33. We have

collision bounds

Pr[G# = 1] = Pr[REAL-Bi-SO-CCAZ e = 1]

Game G;: If A queries DEC(J, (e,d, 7)) where e is invalid or cannot pass the re-encryption check,
then the oracle computes (K, K™°) as hy, (e) instead of H'(pk;,k;,e) . Moreover, to make the simu-
J

lation consistent, if A queries H’ (pkj, kj,e) where pk; is corrupted and e is an invalid ciphertext, then
H'(pk, k, e) returns h;k(e) instead of h'(pk, k,e). The latter modification can be seen as we reprogram

H'[(pk;, kj,e) — B;k;(e)] for some e if A corrupts the user j. Similar to the argument in the proof of
Theorem 6.1 in Supp. Mat. G.1, by using Lemma 2.7 and Lemma 3.1, we have

2(nco + 1)2\/Paa’ + 2pqn
M|

’Pr[(}é4 =1] - Pr[(}i4 = lH <

Game G,: We set H(pk;,7) = hpk,(Enco(pk;,r)). Since PKE is rigid correct, the map Enco(pk;, -)
is injective and thus Ay, (Enco(pk;,-)) can be also viewed as an random oracle. Therefore, we have

Pr[G{' = 1] = Pr[Gy' = 1].
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Gy-Gs OPEN(j, 1)
o1 for j € [p]: (pk;, (Sk/j,kj)) + sKGp; 30 = TU{(j,)}
02 (Ma, St) — AEH%‘H >’DEC(pk17 ceey pkp) 31 return (mj,rj)
03 for j € [p]: _
02 forie [y CORRUPT(j)
05 mj,i] :==m;; < M, 32 J:=JU{j}
06 r[j,i] :=rj: < Dy 33 for i € [u] / Gs
07 €ji = Enco(pkj, Tj,z‘) 34 J =J U (], Z) // Gs
08 (K, K5%) == H(pk;,75,) / Go-G; 35 return sk;
09 (K., KG5) = b (€5.4) [ Gao-Gy .
10 d[y, ] ::J i 1= K;Z O m;j /] Go-Gy DEc(j, (e, d, 7))
11 K;PZ-C & fomac // Gs 36 1 = Deco (Skj, 6) //GO-G2
12 d[j,i] :=dj; & M JGs 37ifr =1 /| Go-Gy
13 K™°[j,4] = K} 38 (K,K™):= H'(pk,, kj,e€) J Go
14 Tji = Tag(K;{af, d]"i) 39 (K, Kmac) = h;kj (6) //Gl-GQ
15 clj, 1] == (ej,i, djy i, 750) 40 else /) Go-Gy
16 out A|1H>7‘H/>,CORRUP'I‘,DF}C,OPF}N(St’ C) 41 (K, Kmac) — H(pkj,r') //GO'Gl
17 return Rel(Mq, m, J, I, out) 42 (K,K™°):= hpk; (e) /] Ga
Hipker 2 U K) = GG
HAPK,T) a4 if Ji s.t. (4,7) € [p] x [W\(J ' UI) ) G4-G5
18 if 3(j,4) € J'UT s.t. JGs 45 st pk=pk; and e =ej; /) G4-Gs
19 pk=pk; and r =7;; /Gs 46 return L /J G4-Gg
20 return (d;; ® myq, KI¥) JGs a7 if Jie J UIT s.t. J Gs
21 if 35 € [p] s.t. pk = pk; / G2-Gs 48 pk =pk; and e = ¢;; / Gs
22 return hp(Enco(pk, 7)) ) Go-Gs 49 (K, K™°) := (dj: ® my:, Kj5) / Gs
23 return h(pk,r) 50 if Vrfy(K™, 1) =1

51 m:=K®d
M 52 else m := L
24 if 35 € J s.t. pk = pk; Ak =k / G1-G5 53 return m
25 7' := Deco(sk;,e) / G1-Gs
26 ifr'=1 / G1-Gs
27 return hy, (e) / G1-Go
28 return hy(e) / G3-Gj
29 return h’'(pk, k, e)

Figure 33: Games G(-Gg in the proof of Theorem 6.2

Game Gj3: We “merge” hpkj and h;k_ , namely, we use hpkj to replace h;k_. This modification does
J J
not change A’s view since all indirect queries from A to hpy, and to hy, in G, (regardless of whether
- J
user j is corrupted) are disjoint. We have

Pr[Gy' = 1] = Pr[G3 = 1].

Game G: In this game, the decryption oracle always returns L if the adversary queries a ciphertext
(e,d, ) that e is the PKE part of some unopened ciphertexts, i.e., 3(j,7) € [p] x [p]\(J' UI), e =e;;.

Let Badj, be the event that A queries DEC on a ciphertext (e,d, ) that 3(j,4) € [p] x [p]\(J' UI)
st. e = e;; and Vrfy(K75°,d,7) = 1 in Gg(k > 4). Similar to the arguments in the proof of Theo-
rem 4.2, if Bady, does not occur, then the winning probabilities of A in G4 and in G, are the same. Thus
|Pr[Gg' = 1] — Pr[G4' = 1]| < Pr[Bady].

Game Gj : the game simulator generates challenge ciphertexts independent of H. If A corrupted
the user j (which means that all ¢;; for ¢ € [i] are opened), or opened ¢; ;, then H will be reprogrammed
such that H(pk;,7;:) = (dj; ®my;,, K5°), and the responds of DEC are modified to make the simulation
consistent.

Similar to the proof of Theorem 6.1, there are two types of query (OPEN and CORRUPT) from A will
make H be reprogrammed. Lemma 3.1 still can be used here. One can define algorithms INIT, Fg, and
Reprog such that G, is a NONADA game and Gj is an ADA game. Since such algorithms have almost
the same structure with those in the proof of Theorem 6.1 (the main difference is that here we do not
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SOPEN’,CORRUPT’ OPEN(j, Z)
o1 for j € [p]: (pk;, (S,k]',kj)) + sKGg! o5 = TU{(j,i)}
02 Mg + APECIHDIH M (Pkys oo pk,) 26 Queries OPEN’(4,4) and gets m; ;
03 Outputs M, and receives m” 27 return (mj, ;)
04 for j € [pl: .
05 for i € [u] CORRUPT(j)
06 r[j,i] :=rji < Dav 28 J = JU{j}
07 ej,i = Enco(pk;,7j,:) 29 Queries CORRUPT'(j) and gets m;
08 d[j,i] :=dj; & M 30 for i € [y]
09 K"™[j,1] := K7 & K 31 J' = J U (4,4), mj, = myli]
10 7 = Tag(K75y, dj.i) 32 return (sk;, m;)
11 clj,i] := 6‘i,d'i,7"7;
19 out <_[]:4(])PEN,C(orzrymp'r,]f)m,\]111)),|H’>(c) M
13 return out 33 (K, K™) = hp, (e)
34 if Ji st (4,4) € [p] x [w]\(J ' UI)

M 35 st pk=pk; Ae=¢j;
14 if 3(j,4) € J UT s.t. 36  return L
15 pk=pk;and r =r;; 37 if e e JUIT s.t.
16 return (d;; ® m;i, K55) 38  pk=pk; Ae=e¢ej;
17 if d5 € [p] s.t. pk = pkj 39 (K, K™) :=(dj @mj,i,K;l;C)
18 return hp(Enco(pk,r)) 40 if Vrfy(K™°, 1) =1
19 return h(pk,r) 41 m:=Kod

, 42 else m:= L
M 43 return m
20 if 3j € J s.t. pk=pk; Ak =k;
21 7’ := Deco(skj,e)
22 ifr'=1
23 return hp(e)
24 return b/ (pk, k, e)

Figure 34: The simulator of the proof of Theorem 6.2

need the QRO G), for sake of simplicity, we ignore the details here, and only give a final bound.

|Pr G4 = 1]-Badu] — Pr [G#' = 1]-Bads]|

noot+nor k

_ |Gx HY,|H'),DEC B 2ppg
< ,;J Z%qu\/Pr [a:’ «— B; st. 2’ €8 G| + e

Here ep,,, is the minimal entropy of the distribution Das. As we did in the proof of Theorem 6.1, here
we can also construct B°Y and F such that

[Pr[Gi = 1]~ Pr(Gg = 1]

- 4
< DAV ) +

2P v

+ 4(nco + nop + I)Qq\/ 2puAdv8¥"E‘§fﬁ (BoY) + puAdvSRdFCMA ()

Now we can construct a simulator S that interacts with the IDEAL—SO—CCAprEg, game and simulates
G; for A. S’s construction is shown in Figure 32, and it perfectly simulates Gy for A, and thus

| Pr[Gg' = 1] — Pr[IDEAL-SO-CCAGyep = 1| < ppAdviiad “A(F). Therefore,
Advepien (A, S, p, i, A)
< | Pr[REAL-SO-CCAZygy = 1] — Pr[IDEAL-SO-CCAGyen = 1]]

PUNDEC p2#2+p2 +p2u2 i p2u2 + pie, + 6puq
~ ¢ =npge M| M| [Kmae| ISRV

o1



N 2(nco + 1)2/Par” + 2pqu + ppg

A + 3ppAdviiad MA(F)

+ 6(nco + nor + 1)2q\/2puAdv8&"E'§fﬁ/ (BoY) + ppAdvaisUF-CVA 1)
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