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Abstract. At EUROCRYPT 2017, Grassi et al. proposed the multiple-
of-8 property for 5-round AES, where the number n of right pairs is a
multiple of 8. At ToSC 2019, Boura et al. generalized the multiple-of
property for a general SPN block cipher and applied it to block cipher
SKINNY.

In this paper, we present that n is not only a multiple but also a fixed
value for SKINNY. Unlike the previous proof of generalization of multiple-
of property using equivalence class, we investigate the propagation of
the set to compute the exact number n. We experimentally verified that
presented property holds. We extend this property one round more us-
ing the lack of the whitening key on the SKINNY and use this property
to construct 6-round distinguisher on SKINNY-64 and SKINNY-128. The
probability of success of both distinguisher is almost 1 and the total com-
plexities are 2'® and 232 respectively. We verified that this property only
holds for SKINNY, not for AES and MIDORI, and provide the conditions
under which it exists for AES-like ciphers.

Keywords: Multiple-of Property - Structural-Differential Property - SKINNY
- AES-like cipher.

1 Introduction

SKINNY is a lightweight tweakable block cipher presented at CRYPTO 2016 [1].
It has flexible block, tweak size and has a structure which internal state is rep-
resented as a 4 X 4 square array of cells. It provides good performance on both
hardware and software implementations. It can also benefit from very efficient
threshold implementations for side-channel protection.

The multiple-of property states that the number n of right pairs is multiple
of a natural number other than 1 and was presented first for 5-round AES [8].
Boura et al. [4] generalized the multiple-of property for general SPN(Substitution
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Table 1. Comparisons of Distinguishers on 6-Round SKINNY-64 and SKINNY-128

Cryptanalysis | Block Size Distinguished Total Probability of Success Source
Rounds Complexity of the Distinguisher
64-Dbit 5 220 0.75 (4]

Multiple-of 128-bit 210 0.75
1 16 [

property 64 bl.t 5 232 0.875 Section 3
128-bit 2 0.875

Fixed-value 64-Dbit 6 216 0.99 Section 5
property 128-bit 252 0.99

Permutation Network) block cipher and applied to various SPN block ciphers.
Their work also showed that the multiple-of property holds for 5-round SKINNY.

In this paper, we present that the number n of right pairs in the multiple-of
property is not only a multiple but also a fixed value for SKINNY. In particular, n
is significantly different from the expected value for random permutation. Unlike
the previous proof of generalization of multiple-of property, we investigate the
propagation of the set to compute the exact n. Furthermore, we experimentally
verified that proposed property holds.

We extend this property by one round, utilizing the absence of the whiten-
ing key on the SKINNY. Then, we construct 6-round distinguishers based on this
property. The distinguisher on 6-round SKINNY-128 distinguishes from random
permutation with 232 total complexity and a probability of success of this distin-
guisher of almost 1, and the distinguisher on 6-round SKINNY-64 distinguishes
from random permutation with 26 total complexity and a probability of success
of this distinguisher of almost 1. Our results are summarized in Table 1.

We present that this property holds for SKINNY but not for AES and MIDORI.
We also investigate the propagation of the set to compute the exact n for AES
and MIDORI. We generalize this property for AES-like SPN block cipher which
use matrix multiplication. In conclusion, we show that this property is related
to the branch number of the MixColumns matrix.

The rest of the paper is organized as follows. A description of the SKINNY and
basic definitions on the multiple-of property are recalled in Section 2. Section 3
defines subspaces and the subspace trail for SKINNY. Section 4 then present that
the number of right pairs in the multiple-of property is not only a multiple but
also a fixed value for SKINNY. Section 5 constructs distinguishers on 6 rounds of
SKINNY. Section 6 shows that the property hold only for SKINNY but not for AES
and MIDORI, and generalize this property for AES-like SPN block cipher which
use matrix multiplication. Lastly, the conclusion is given in Section 7.
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Fig. 1. The SKINNY round function applies five different transformations: SubCells(SC),
AddConstants(AC), AddRoundTweakey(ART), ShiftRows(SR), and MixColumns(MC)

2 Preliminaries

2.1 Symbols and Notations

We denote the size of S-box by d. Let K = F¢. We define K' as the set of all
l-vectors over K for [ > 0. We define K”™** as the set of all m x k-matrices over
K for m,k > 0. If | = m x k, we consider that K and K™** are equivalent. We
call the element of the array a cell.

A subspace of K! is a subset V C K' satisfying: non-emptiness, closure under
addition and closure under scalar multiplication. We denote the canonical basis
of K™*F with 1 in the i-th row, j-th column and 0 in all other cells by e;,; for
i €{0,....,m—1} and j € {0,....,k — 1}. We denote the linear space formed by
all linear combinations with coefficients in K of the vectors vy, ...,va € K by
< Vo, ..., Vn >. A coset of V C K! is a set of the foom V@ a={vda|veV}
where a € K!, i.e., affine subspace of K!.

2.2 SKINNY

SKINNY was proposed at CRYPTO 2016 [2]. SKINNY is denoted by SKINNY-64
for 64-bit block size and by SKINNY-128 for 128-bit block size, respectively. It is
convenient to represent a state vector of SKINNY as a 4 x 4 array whose each cell
is a nibble (in SKINNY-64) or a byte (in SKINNY-128).

The round function of SKINNY is consisted of five operations in the following
order: SubCells, AddConstants, AddRoundTweakey, ShiftRows and MixColumns
(see Figure 1).

SubCells(SC). A d-bit invertible S-box is applied to every cell of the cipher in-
ternal state(d = 4 for SKINNY-64 and d = 8 for SKINNY-128).
AddConstants(AC). Round constants are bitwise exclusive-ored to first, second
and third cells of the first column of the cipher internal state.
AddRoundTweakey(ART). The first and second rows of all tweakey arrays are ex-
tracted and bitwise exclusive-ored to first and second rows of the cipher internal
state.

ShiftRows(SR). Second, third, and fourth rows are rotated by 1, 2 and 3 positions
to the right, respectively.
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MixColumns(MC). Each column of internal state is multiplied by the following
binary matrix M:

1011

1000

0110

1010

The number of rounds depends on the block size n, and the tweakey size
ng. When ny, = 64, it uses 32 rounds for n; = nyp, 36 rounds for n, = 2n; and
40 rounds for n; = 3n;, and when n, = 128, it uses 40 rounds for n; = ny, 48
rounds for n; = 2n; and 56 rounds for n; = 3ny.

Since the property proposed in this paper are independent of the key schedule,
the description of the key schedule is omitted.

2.3 Subspace Trail

The notion of the subspace trail cryptanalysis was proposed by Grassi et al. at
ToSC 2016 [7] as a generalization of invariant subsapce [9] [10] and was applied
to AES [5] and PRINCE [3] in [7] and [6] respectively.
Definition 1 (Subspace trail [7]). Let F : K' — K be any map. Two
linear subspaces U,V C K! form a subspace trail if

VacK ,dbeK : FUda)C V@b,

F
which is denoted by U = V. We call exact subspace trail if
VacK,IbecK' : (Upa)=VaPb.

F F
For example, we have trivial subspace trails {0} = {0} and U = K. In this
paper, we only consider exact subspace trails.

2.4 Multiple-of Property for SKINNY

The notion of the multiple-of property was proposed by Grassi et al. at EU-
ROCRYPT 2017 [8] as an efficient method for constructing key independent
distinguishers, and was subsequently generalized for a general SPN block ci-
pher [4]. In this study, we focus on the multiple-of property for a general SPN
block cipher.

Let U and W be subspaces of K! and R be the round function of the block
cipher. R® means 5-round encryption function for block cipher. For any 5-round
SPN block cipher, the multiple-of property is defined as follows.

Definition 2 (Multiple-of property). Let a € K!. We define
n=#{{p°p'} | Vp°,p' cUda, R’ @ R (p') € W}.

If n is a multiple of a natural number other than 1, then the 5-round SPN cipher
1s called to have the multiple-of property. We denote a right pair as an unordered
pair that satisfies this property.
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For example, the multiple-of-8 property exists for the 5-round AES [8]. An
example of multiple-of property for SKINNY is given follow [4].
Ezample 1 ( [4]). Let R be the round function of SKINNY. There exist two 2-
R R
round subspace trails, U; = V; = W, for i € {0, 1} where

Up=<eq,1,€1,2,€1,3,€371,€33 >,

Vo =R(Uy),
Wo =R(Vp)
and
U, =<eg,3,€1,0,€1,2,€1,3,€2,1,€2,3,€3,0,€3,1,€3,2,€33 >,
Vi = R(Uy),
Wy = R(V4).
Then

#{{°,p'} | ", p' €Upda, R°(p®) @ R*(p') € Wi} =0 mod 4.

Example 1 is satisfied with both SKINNY-64 and SKINNY-128 respectively.
This can be used to construct 5-round distinguisher on SKINNY. The distin-
guisher on 5-round SKINNY-64 distinguishes from random permutation with 22°
chosen plaintexts and probability of success of this distinguisher (1—272) = 0.75,
whereas the distinguisher on 5-round SKINNY-128 distinguishes from random
permutation with 24° chosen plaintexts and probability of success of this distin-
guisher (1 —272) = 0.75.

3 Subspace trail of SKINNY

In this Section, we define subspaces of K**4 for SKINNY. Moreover, we propose
subspace trail for SKINNY to compute the exact number n of right pairs.

Definition 3. For i € {0,...,3}, with indices computed modulo 4, the column
spaces C;, the diagonal spaces D;, the inverse-diagonal spaces 1D; and are mized
spaces M; are defined as

(Ci =< €0,i,€1,i,€2i,€3i >,

D; =SR(C;) =< eq,€1,i+1,€2,i+2,€3,i+3 >,

ID; =SR'(C;) =< epi,€1,i-1,€2,i-2,€3i-3 >,

M; =MC(D,).

For example, if xg, x1, 22,73 € K,

xOOOO 330000 xOOOO l‘00$2l‘3
21000 02,00 00 0 0000

eC € Do, € Dy, € M.
25000 10 0290 10 0290 O g 21 22 0 0

1'3000 000.’L‘3 01’300 :L‘()O.’)SQO
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Do
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SR MC

o |
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Fig. 2. 2-round Subspace Trail of SKINNY
If 1 €{0,1,2,3},

Cr =@ Ci,b; = PD;, I = PHID;, M; = P M.

i€l i€l icl i€l

We propose the exact subspace trail for SKINNY by using the subspaces of
Definition 3.

Lemma 1. Let I C {0,1,2,3} and R be the round function of SKINNY. Then

R R
ID; = Cr = My
is exact subspace trail for SKINNY.

For example, a case of I = {0} can see in Figure 2. Lemma 1 is satisfied with
both SKINNY-64 and SKINNY-128, simultaneously. We propose the new example
of the multiple-of property for SKINNY that is different from Example 1 by using
Definition 3.

Ezample 2. Let I C {0,1,2,3}, J C {0,1,2,3}, [I| = 1, 1 < |J| < 3 and
a € K**4. Let R be the round function of SKINNY. Then we can have

#{{po,pl} | vpl, pt € ID; @ a, Rs(po) D RS(pl) eM;} =0 mod 8.

Example 2 is also satisfied with both SKINNY-64 and SKINNY-128, simulta-
neously. This can be used to construct 5-round distinguisher. The distinguisher
on 5-round SKINNY-64 distinguishes from random permutation with 2'6 chosen
plaintexts and probability of success of this distinguisher (1 —273) = 0.875,
whereas the distinguisher on 5-round SKINNY-128 distinguishes from random
permutation with 232 chosen plaintexts and probability of success of this dis-
tinguisher (1 — 273) = 0.875. So Example 2 can distinguish between SKINNY
and random permutation with a higher probability of success and fewer chosen
plaintexts than Example 1.
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4 The Exact Computation of the multiple-of property for
5-round SKINNY

4.1 The Exact Computation of the multiple-of property for 5-round
SKINNY-128

In this section, we provide the exact computation of the number of right pairs.
The computations are given in Theorem 1 and Theorem 2.

Theorem 1. Let I C {0,1,2,3}, J C{0,1,2,3}, |[I| =1, |J| = 3 and a € K**4.
Let R be the round function of SKINNY-128. We define

n=#{{p"p'} | Vp°,p' € IDr @ a, R(p°) & R(p') € M, }.
Then n = (216 —1). 23! orn = (28 —1).23L,

By Lemma 1, every element of a coset of ID; corresponds to every element
of a coset of M after 2 rounds. This statement holds also in the similar way in
the reverse direction: every element of M ; corresponds to every element of 1D
before 2 rounds. Thus it is sufficient to prove Lemma 2 in order to prove the
Theorem 1.

Lemma 2. Let I C {0,1,2,3}, J C {0,1,2,3}, |[I| =1, |J| = 3 and a € K**4.
Let R be the round function of SKINNY-128. We define

n=#{{p°,p'} | Vp°,p' € M; @ a, R(p°) @ R(p*) € ID,}.
Then n = (216 —1) .23 orn = (28 —1).23L,

Proof. We consider only the case of I = {0}. The other cases of I can be proved
i the similar way.

Since Mj @ a = MC(D; @ b) for b = MC (a), considering all elements of
M; @ a is equivalent to considering all elements of Dy & b. We define X, Y, Z
and W as the set that has all 28 possible 8-bit elements. We define ¢' as constant
element for i > 0. Then, Dy © b, composed of 23 elements, can be represented
by

X C4 C7 clO
Y Bctt
2 cd 7
AW

After MC operation, M; ® a = MC(D; @& b) can be represented by

X 613 Cl? YA 021 W e 625

X Cl4 18 22 26
M YadZa®

X cl6 020 A 024 C28
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Let Sy be a S-box of SKINNY-128. For i > 0, we define X*, Y, Z* and W?*
as the set which depends on X, Y, Z and W, respectively. For example, X' =
Ss(X @ c'?). After SC operation, SC(M; @ a) can be represented by

Xl 630 Zl Wl
X2 631 C33 034
C29 Yl ZQ C35
X3 632 73 C36

Because AC adds round constants to only first, second and third cells of first
column and ART adds round tweakey to only first and second rows, after AC and
ART operation, ART o ACo SC(M; @ a) can be represented by

Xl fan) C37 040 Zl o) C42 Wl o) C43

X2 fan) C38 C41 643 645
639 Yl ZQ 035
X3 032 Z3 636

After SR operation, SRo ART o ACo SC(M; @ a) can be represented by
Xla T A0 Zlg A2 g o3

C45 X2 o) 638 C41 c43
Z2 CB5 639 Yl
032 ZS CSG XS

So after MC operation, RIM; @ a) = MCo SRo ART o ACo SC(M; @ a) can be
represented as

X1€BZ2EBC46 Z3@C50 21@054X3EBY1@W1€BC58

Xl ® C47 c51 Zl o) C55 Wl o) C59
Z2 o) C48 X2 D 052 056 Yl o) 660
Xl o) Z2 fan) 049 C53 Zl ) 657 Yl o) 061

It is one round SKINNY encryption of M & a.

The remainder of the proof is to count the number n of right pairs for each
case of J. We consider only the cases of J = {1,2,3} and J = {0,1,2}. The
other cases of J can be proved in the similar way.

Let J¢ = {0,1,2,3} — J. For R(p°) @ R(p*) € ID;, J¢ inverse diagonals of
R(p°) ® R(p') is zero. To be this, J¢ inverse diagonals of R(p®) and R(p') must
be the same.

Case 1 :J=1{1,2,3}.
J¢ inverse diagonals of R(M; @ a) is represented by

(Xl e Z2 D C4G,W1 D 059,656,653).

Let v}, 21 € X1, 22,23 € Z2 and w},wl € WL. For p°,p' € M; @ a, J¢ inverse
diagonals of R(p®) and R(p') can be represented by

1,0 .20 A6 1 . 59 56 53
(g @ 25 D % wy ™, ™)
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and

1,025 46 1 0 59 56 53
(x1 @ 27 ® % wy @, ¢, ).

For J¢ inverse diagonal of R(p°) and R(p') to be the same, it must be

1 2 1 2
xo@ZO :I1@217

1_ 1
wy =wy.

Let mg,21 € X, 20,21 € Z and wo,w; € W. For i € {0,1}, since z} = Sg(x; ®
c1?), 22 = Sg(z; ® ¢*?) and w} = Sg(w; ® ¢*°), we have

Ss(xo ® 013) @ Sg(z0 ® 623) =Sg(z1 ® 613) ® Sg(z1 @ 023)7
Sg(wo (&) 025) :Sg(wo D 025).

Since Sg is invertible, we have

Sg(:l?o D 013) D 53(2:0 (5] 023) :58(371 (&) 013) (&) 58(21 D 023),

wop =wW1.

1)

For any element (x¢,%0, 20, wo) of set (X,Y,Z, W), there are exactly 216 — 1
other elements (x1,y1, 21, w1) that satisfy (1). There are 232 possible values for
(z0, Yo, 20, wo) and except for reordering, the mnumber of right pairs is always
(216 _ 1) . 231'
Case 2 : J={0,1,2}.

Case 2 can also be proved by the similar way with Case 1. J¢ inverse diagonals
of RM; @ a) is represented by

(X3 @Yl o Wl 69058721 D 655,X2 ®C52,X1 ey Z2 @049)'

For positive integer ¢ and j, let xz € X7, yf €Y, zf € 7 and wf € Wi. For
p°,pt € M; @ a, J¢ inverse diagonals of R(p°) and R(p') can be represented by

3 1 1 58 _1 55 .2 52 .1 2 49
(x5 @ Yo Dwy & ™, 25 ® ™, 25D, 15D 25 D)

and

3 .1 1. 58 10 55 2,0 52 1 0 .2 o A9
(T] Dy Qwy ©c™®, 21 B, 27,01 D2y D).

For J¢ inverse diagonals of R(p°) and R(p') to be the same, it must be

Ty ® Yo ®wy =27 D yy O wy,

1_.1
20 —R1s
2 _ 2
Lo =27,

1 2 _ 1 2
Ty D25 =v1 D 27.
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Forie{0,1}, letx; € X, y; €Y, z; € Z and w; € W. Since

z; =Sg(x; ® c'?),
x? =Sg(x; @ '),
23 =Sg(x; ® c'9),
yr =Ss(y; ® "),
2t =Sg(z ® ),
22 =Ss(2; ® ),
w} =Sg(w; & c*),

we have

Ss(zo ® ') @ Ss(yo ® ") B Ss(wo B ) ( )
Ss(z0 @ ') ( )
Ss(zo ® ) =Sg(x1 @ '),

Ss(zo @ ') @ Sg(20 ® ) =Ss( )

Since Sg is invertible, we have

o =T1,
20 =X1, (2)
Ss(yo @ ') @ Sg(wo @ ¢*®) =Ss(y1 ® ') @ Ss(wy ® ).

For any element (o0, %0, 20, wo) of set (X,Y,Z, W), there are exactly 2% — 1
other elements (x1,y1,21,w1) that satisfy (2). There are 232 possible values for
(0, Yo, 20, wo) and except for reordering, the number of right pairs is always
(25 — 1) 231

In all cases, as a result, n = (216 — 1) - 23 orn = (28 — 1) - 23%. Values of n
depends on I and J are summarized in Table 2.

Since Lemma 2 is proved, this finally proves the Theorem 1. Theorem 1 is
for the case |J| = 3, whereas Theorem 2 is for the case |J| = 2.

Theorem 2. Let I C {0,1,2,3}, J C {0,1,2,3}, |I| =1, |J| =2 and a € K**%.
Let R be the round function of SKINNY-128. We define

n=#{p’p'} | W’,p' €ID; ®a,R(p°) & R(p') € My}
Thenn = (28 —1)-23 orn = 0.

Theorem 2 can be proved in a similar way with the proof of Theorem 1. All
results of the cases of I and J are summarized in Table 3.
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Table 2. The number n of right pairs for given I, J with |I| = 1, |J| = 3 for SKINNY-128

Ji J Je n
{o} {1,2,3} {o} (2" —1)- 2%
{0} {0,2,3} {1} (2% —1).2%
{0} {0,1,3} {2} (216 —1).2%
{o} {0,1,2} {3} (2°-1)-2*
{1} {1,2,3} {0} (28 —1). 2%
{1} {0,2,3} {1} (216 —1).2%
{1} {0,1,3} {2} (2% —1) - 2%
{1} {0,1,2} {3} (2'°—1)-2%
{2} {1,2,3} {o} (2'° —1)- 2%
{2} {0,2,3} {1} (2% —1).2%
{2} {0,1,3} {2} (216 —1). 2%
{2} {0,1,2} {3} (2% —1).23%
{3} {1,2,3} {o} (2°-1)-2*
{3} {0,2,3} {1} (2% —1)-2%
{3} {0,1,3} {2} (2° —1)-2%
{3} {0,1,2} {3} (2'°—1)-2%

4.2 The Exact Computation of the multiple-of property for 5-round
SKINNY-64

The case for SKINNY-64 can be derived similarly to the case for SKINNY-128.
It can be proved in the similar way as Theorem 1, only that the size of set is
different from SKINNY-128 and hence the value of n changes accordingly. The
exact computations for SKINNY-64 that we present in this section are Theorem
3 and Theorem 4.

Theorem 3 and Theorem 4 can be proved in the similar way as Theorem 1,
so we omit their proofs. All results of their cases of I and J are summarized in
Table 4 and Table 5. Theorem 3 is for the case |J| = 3 in SKINNY-64, whereas
Theorem 4 is for the case |J| = 2 in SKINNY-64.

Theorem 3. Let I C {0,1,2,3}, J C {0,1,2,3}, |[I| =1, |J| = 3 and a € K**4.
Let R denote the round function of SKINNY-64. We define

n=#{{p",p'} | ¥",p' € IDr & a, R (") & R°(p') € My}
Thenn = (28 —1)-21% orn = (24 —1). 2%,
Theorem 4. Let I C {0,1,2,3}, J C{0,1,2,3}, |I| =1, |J| =2 and a € K**4.
Let R denote the round function of SKINNY-64. We define

n=#{{p"p'} | vp°p' € ID; @ a, R(p°) ® R(p') € My}.
Thenn = (2* —1) -2 orn=0.
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Table 3. The number n of right pairs for given I, J with |I| = 1, |J| = 2 for SKINNY-128

I J J¢ n
{0} {2,3} {0,1} 0
{0} {1, 3} {0,2} 0
{0} {1,2} {0,3} 0
{0} {o,3} {1,2} (2° —1)-2%
{0} {0,2} {1,3} 0
{0} {0,1} {2,3} 0
{1} {2,3} {0,1} 0
{1} {1,3} {0,2} 0
{1} {1,2} {0,3} 0
{1} {0,3} {1,2} 0
{1} {0,2} {1,3} 0
{1} {0,1} {2,3} (2% —1)-2%
{2} {2,3} {0,1} 0
{2} {1,3} {0,2} 0
{2} {1,2} {0,3} (2° —1)-2%
{2} {0,3} {1,2} 0
{2} {0,2} {1,3} 0
{2} {0,1} {2,3} 0
{3} {2,3} {0,1} (2% —1).2%
{3} {1, 3} {0,2} 0
{3} {1,2} {0,3} 0
{3} {0, 3} {1,2} 0
{3} {0,2} {1,3} 0
{3} {0,1} {2,3} 0
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Table 4. The number n of right pairs for given I, J with |I| = 1, |J| = 3 for SKINNY-64

Ji J Je n
{0} {1,2,3} {0} (28 —1).21
{0} {0,2,3} {1} (2* —1).21
{0} {0,1,3} {2} (28 —1)-21
{o} {0,1,2} {3} (2'—1)-2"
{1} {1,2,3} {0} (2t —1)-2'
{1} {0,2,3} {1} (28 —1)-2'
{1} {0,1,3} {2} (2% —1)-2'
{1} {0,1,2} {3} (2°—1)-2"
{2} {1,2,3} {o} (2°—1)-2"
{2} {0,2,3} {1} (2* —1).2'
{2} {0,1,3} {2} (28 —1).21
{2} {0,1,2} {3} (2% —1)-2!
{3} {1,2,3} {o} (2'—1)-2"
{3} {0,2,3} {1} (2°—1)-2"
{3} {0,1,3} {2} (21 —1)-2"
{3} {0,1,2} {3} (2°—1)-2"

5 Distinguishers for 6-round SKINNY

5.1 One round extension of the property

As is well known, SKINNY does not have the whitening key. Then we can extend
the property we presented by one round. This can be achieved by changing the
order of operations in the SKINNY round function and using equivalent key.

The round function of SKINNY R can be represented as MCoSRoARToACoSC.
For a round tweakey rtk and a round constant rc, let the equivalent round
tweakey be MCoSR(rtk) and the equivalent constant be MCoSR(r¢). Let EQART
be the equivalent round tweakey addition operation and EqAC be the equivalent
constant addition operation. Then, The round function R of SKINNY also can be
represented as EQART o EQAC o MC o SR o SC.

The 6-round SKINNY can be derived as follows

RS =(EqART o EqAC o MC o SR 0 SC)®
=(EqART 0 EqQAC o MC 0 SR 0 SC)
o EqART 0 EQACo MCo SR o SC.

Here, (EQART o EGAC o MC 0 SR 0 SC)5 0 EqART o EqAC satisfies the fixed-value
property we presented for input subspace IID; and output subspace M; where
I,J c {0,1,2,3}. For a given subspace IDy, the inverse of MC o SR o SC can
be computed because there is no secret information, so RS has the fixed-value

property.



14 Shin et al.

Table 5. The number n of right pairs for given I, J with |I| = 1, |J| = 2 for SKINNY-64

I J J¢ n
{0} {2,3} {0,1} 0
{0} {1, 3} {0,2} 0
{0} {1,2} {0,3} 0
{0} {0,3} {1,2} (2'—1)-2'
{0} {0,2} {1,3} 0
{0} {0,1} {2,3} 0
{1} {2,3} {0,1} 0
{1} {1,3} {0,2} 0
{1} {1,2} {0,3} 0
{1} {0,3} {1,2} 0
{1} {0,2} {1,3} 0
{1} {0,1} {2,3} (2% —1)-2'
{2} {2,3} {0,1} 0
{2} {1,3} {0,2} 0
{2} {1,2} {0,3} (21 —1)-2"
{2} {0,3} {1,2} 0
{2} {0,2} {1,3} 0
{2} {0,1} {2,3} 0
{3} {2,3} {0,1} (2* —1)-21
{3} {1, 3} {0,2} 0
{3} {1,2} {0,3} 0
{3} {0, 3} {1,2} 0
{3} {0,2} {1,3} 0
{3} {0,1} {2,3} 0
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Thus, the fixed-value property for 5-round SKINNY can be extended to 6
rounds, and it holds for both SKINNY-64 and SKINNY-128, regardless of block
size.

5.2 Distinguishers for 6-round SKINNY-128

By combining Theorem 1 and Theorem 2 with one round extension each, we can
construct distinguishers for 6-round SKINNY-128. We can choose 232 plaintexts
that are active on one inverse diagonal and constant on the other inverse diag-
onal after one round. Since the matrix M of MC is binary matrix, plaintexts
are easy to choose. Then, for 232 ciphertexts after 6-round SKINNY encryption
corresponding to 232 chosen plaintexts, the number of pairs whose difference is
an element of M is (216 —1).23! or (28 —1)-23! when |J| = 3, and (28 —1)-23!
or 0 when |J| = 2.

Since My = MC(Dy), an easy way to check that the difference of a pair of
ciphertexts is an element of M; is to check that the difference of the values of
applying the MC™? operation to each ciphertext is an element of D ;.

For the random permutation, the expected value of n is 23! when |J| = 3 and
271 when |J| = 2. To construct a distinguisher with high probability of success,
we choose a J such that n is (216 —1)-23! when |J| = 3 and n is (28 —1)-23! when
|J| = 2. Then we can construct a distinguisher that distinguishes SKINNY-128
from the random permutation with a probability of success of almost 1. This
distinguisher can distinguish SKINNY-128 from the random permutation with
more better probability of success than Example 1 and Example 2 which use the
multiple-of property.
Time Complexity. First, since 232 one round SKINNY-128 round functions are
used to form the plaintext structure, this process requires a time complexity of
1.932 ~ 92294 G_round SKINNY-128 encryption. Second, encrypting 232 plaintexts
requires 232 6-round SKINNY-128 encryption. Third, we need to find the number
of right pairs, which was presented in [8]. This process requires 233-¢ table look-
up complexity, which is equivalent to 227 6-round SKINNY-128 encryption(using
the approximation 16 table look-ups ~ one round SKINNY-128 encryption). So
the overall time complexity is 232 6-round SKINNY-128 encryption.
Data Complexity. To do this, we need 232 chosen plaintexts.
Memory Complexity. First, to create the plaintext structure, we need memory
to store 232 128-bit texts. Second, since we need to store 232 ciphertexts to count
the number of right pairs, we need as much memory as 232 128-bit texts. Since
the two events do not occur simultaneously, the overall memory complexity is
232 128-bit texts.

So the overall complexity in time, data, and memory is 232.

5.3 Distinguishers for 6-round SKINNY-64

For SKINNY-64, the distinguisher can be constructed in a similar way as for
SKINNY-128. By combining Theorem 3 and Theorem 4 with one round exten-
sion each, we can construct distinguishers for SKINNY-64. We can choose 2'6
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plaintexts that are active on one inverse diagonal and constant on the other
inverse diagonal after one round. Since the matrix M of MC is binary matrix,
plaintexts are easy to choose. Then, for 2'6 ciphertexts after 6 rounds of SKINNY
encryption corresponding to 2'6 chosen plaintexts, the number of pairs whose
difference is an element of M is (28 — 1) -2 or (2* — 1) - 2'5 when |J| = 3,
and (2% —1) -2 or 0 when |J]| = 2. As in the case of SKINNY-128, we can easily
check that the difference of a pair of ciphertexts is an element of M ;.

For the random permutation, the expected value of n is 215 when |J| = 3 and
27! when |J| = 2. To construct a distinguisher with high probability of success,
we choose a J such that n is (28 —1)-21° when |J| = 3 and n is (2* —1)-2'® when
|J| = 2. Then we can construct a distinguisher that distinguishes SKINNY-64
from the random permutation with a probability of success of almost 1.

As in the case of SKINNY-128, this distinguisher can distinguish SKINNY-64

from the random permutation with better probability of success than Example
1 and Example 2 which use the multiple-of property.
Complexity. The complexity of the distinguisher for SKINNY-64 can be calcu-
lated similarly to the case of the distinguisher for SKINNY-128. This results in
a time complexity of 2'6 6-round SKINNY-64 encryptions, a data complexity of
216 chosen plaintexts, and a memory complexity of 2'6 64-bit texts. So, as in the
case of the distinguisher for SKINNY-128, the overall complexity in time, data,
and memory is 2'6.

6 Discussion

AES and MIDORI have a similar structure (AES-like) to SKINNY and satisfies the
multiple-of property for 5 rounds. Thus we tried to take a similar approach to
the proof of Lemma 2 in the case of AES and MIDORI. An important part of the
proof of Lemma 2 is how the set is represented as a 4 x 4 array after one round
encryption of a mixed space. If equations for the difference of a pair to be an
element of the subspace have a fixed number of solutions, then the proposed
property is satisfied.

So, for the case of AES and MIDORI, we check how the set is represented as
a 4 x 4 array after one round encryption in mixed space. We then check that
whether or not the number of solutions of equations for the difference of a pair
to be an element of the subspace is fixed. In the process, we check under what
conditions the number of solutions is determined for general SPN block cipher.

6.1 AES

Let Rpgs be the round function of AES and M4 be the mixed space for AES.
Then Rpes(MJE @ a) is the set represented as a 4 x 4 array after one round
encryption of AES in mixed space. All cells of Rygs (M4 @ a) are represented by

aX QbY" @ cZ @ dW™ @
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for j €{0,1,2,3,4},4; > 0and a,b,¢,d € {1,2,3}. Then the number of solutions
of equations for the difference of a pair to be an element of the subspace can
not be determined. In the case of AES, right pairs exist probabilistically, so it is
impossible for n to be a constant. And we confirmed this experimentally.

6.2 MIDORI

Let Ryr be the round function of MIDORI and M”}I be the mixed space for MIDORI.
Then Ryr (MY @ a) is the set represented as a 4 x 4 array after one round MIDORI
encryption for mixed space. Ry (M @ a) can be represented as

YlEBZl@WlEBClXl@ZQEBW2@C5X2€BY2@Zg@CQXS@YS@WS@CB

YigZle? X'eW?a b Y2 Z3 @0 X3aW3g
YiegW!ec® X'eZ?2q X2q 73 @t Y3 W3 @l
ZIEBWl@C4 ZQEBWQ@C8 XQEBY2EBCI2 X3EBY3@016

In the case of MIDORI, it is important to determining the cells that need to be
solved simultaneously through the new subspace introduced by ShuffleCell. Then,
as in the case of AES, the number of solutions of equations for the difference of
a pair to be an element of the subspace can not be determined in the case
of MIDORI. Right pairs exist probabilistically, so it is impossible for n to be a
constant. And we confirmed this experimentally.

6.3 Relation to branch number

We verified that the property only holds for SKINNY, but not for AES and MIDORI.
The important thing is that the array representation does not determine how
many solutions of the equations are derived for the difference of a pair to be an
element of the subspace. As each cell is combined into more sets, the more likely
it is that the number of solutions is undetermined. It is related to the branch
number of MixColumns. The branch number of SKINNY MC is 2, AES MixColumns
is b because it uses an MDS matrix, and MIDORI MixColumns is 4. If the branch
number is greater than or equal to 3, the property that n is a fixed value does
not occur because every cell is represented as a combination of several sets.

7 Conclusion

In this paper, for the multiple-of property for SKINNY presented in [4], we provide
the exact computation of n and show that n is always the same value for certain
subspace indices. We also show that n is a much larger value than when it is a
random permutation. We prove this by investigating the propagation of the set.
It is not only proved theoretically, but also confirmed experimentally. We use
the lack of the whitening key on the SKINNY to extend the property one round
more. Using this property, we construct 6-round distinguishers for SKINNY and it
is able to distinguish with more better probability of success than the previous
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distinguisher which uses multiple-of property. We also show that the property
does not hold for AES and MIDORI, but only for SKINNY, and it is related to the
branch number.
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