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Abstract

Adaptor signatures can be viewed as a generalized form of standard
digital signature schemes by linking message authentication to the disclo-
sure of a secret value. As a recent cryptographic primitive, they have be-
come essential for blockchain applications, including cryptocurrencies, by
reducing on-chain costs, improving fungibility, and enabling off-chain pay-
ments in payment-channel networks, payment-channel hubs, and atomic
swaps. However, existing adaptor signature constructions are vulnerable
to quantum attacks due to Shor’s algorithm. In this work, we introduce
SQIAsignHD, a new quantum-resistant adaptor signature scheme based on
isogenies of supersingular elliptic curves, using SQIsignHD - as the under-
lying signature scheme - and exploiting the idea of the artificial orientation
on the supersingular isogeny Diffie-Hellman key exchange protocol, SIDH,
to define the underlying hard relation. We, furthermore, provide a formal
security proof for our proposed scheme.
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1 Introduction

Blockchain technology, introduced anonymously in 2009 [1], revolutionized dig-
ital payments by enabling decentralized financial transactions recorded in a
distributed ledger. Each transaction is validated by network nodes through a
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consensus protocol, forming the backbone of cryptocurrencies such as Bitcoin
and Ethereum. However, executing transactions on-chain incurs fees based on
storage and computational costs, making frequent transactions expensive. To
address this, off-chain solutions were explored to reduce on-chain fees while pre-
serving security. In this context, Andrew Poelstra introduced the concept of
scriptless scripts [2], which was later formalized as adaptor signatures by [3]
and [4], providing a more efficient mechanism for conditional payments without
relying on complex on-chain scripts.

1.1 Adaptor Signature

An adaptor signature is a novel cryptographic primitive that builds upon the
concept of a standard digital signature. It has emerged as a key tool for
blockchain applications, such as cryptocurrencies, to reduce on-chain costs, im-
prove fungibility, and support off-chain payment methods in payment-channel
networks (PCNs), payment-channel hubs (PCHs), and atomic swaps. Adaptor
signatures also play a crucial role in Anonymous Multihop Locks (AMHLs),
enabling secure and private conditional transfers by embedding a secret within
the signature. This feature ensures that transactions in AMHLSs remain atomic
and conditional on the revelation of the secret [5].

Technically, an adaptor signature conceals secret randomness by embedding
it within the signature during the signing process. This randomness is revealed
once the signature is created. Specifically, the typical procedure involves con-
structing a pre-signature in the first phase, converting it into a full signature
using secret randomness in the second phase, and finally extracting the secret
randomness from the signature using cryptographic processing. Furthermore,
the signature produced by an adaptor signature can be verified using the veri-
fication algorithm of the underlying signature scheme.

An adaptor signature also possesses features that ensure its security. A signer
with a secret key can create a pre-signature for any message, which can then be
converted into a full signature if and only if the user possesses a valid witness
to the statement. Furthermore, anyone with access to both the pre-signature
and the corresponding full signature can extract the witness and reveal the hard
relation.

1.2 Related Work and Our Contribution

Several works have explored adaptor signatures and their applications. Au-
mayr et al. [3] provide a formalization of adaptor signatures, applying them to
ECDSA and Schnorr-based schemes. Malavolta et al. [5] analyze secure and
privacy-preserving PCNs, identifying a new attack that affects major PCNs,
such as the Lightning Network. They also define Anonymous Multihop Locks
(AMHLs) and demonstrate how they can be constructed for PCNs using linear
homomorphic one-way functions. Moreno-Sanchez et al. [6] show an instance
of adaptor signatures applied to Monero’s linkable ring signature scheme to
improve scalability and address other issues. Tairi et al. [7] introduce the
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PCHs protocol, with a provably secure instantiation based on adaptor signa-
tures. However, these constructions are vulnerable to quantum adversaries due
to Shor’s algorithm [8].

The security of blockchain technologies largely depends on digital signature
schemes built on Elliptic Curve Cryptography (ECC) to authenticate trans-
actions. ECC’s security relies on the intractability of the discrete logarithm
problem, which is secure against classical computers. However, Shor’s algo-
rithm enables quantum computers to efficiently compute discrete logarithms in
polynomial time. Additionally, due to Grover’s algorithm [9], quantum attack-
ers could potentially replace valid blocks with falsified ones, making blockchains
susceptible to quantum attacks. In the case of Bitcoin, for instance, this could
allow attackers to double-spend or steal assets from other users. As a result,
post-quantum cryptography has gained increasing attention and has become a
critical area of research. To secure cryptosystems against quantum adversaries,
the underlying hard problems must remain intractable in the quantum setting.

In the realm of post-quantum cryptography, the first post-quantum adaptor
signature, LAS [10], was established using lattice-based assumptions such as
Module-LWE and Module-SIS, with a simplified form of Dilithium [11] as the
underlying signature scheme. Applications using LAS require zero-knowledge
proofs to ensure the extracted witness satisfies the desired norm and the hard
relation. However, the most efficient proof variant is 53KB [12], leading to
significant off-chain communication costs. Moreover, LAS, when used in spe-
cific applications like PCNs, can leak non-trivial information, compromising the
overall privacy of the architecture.

Another attempt at designing an adaptor signature, named SQI-AS, was
introduced in [13], using SQISign [14] as the underlying signature. The authors
rely on SIDH [15] to apply the corresponding hard relation in their design.
However, due to devastating attacks [16, 17, 18] on SIDH, SQI-AS lost its se-
curity. This vulnerability arises because SQI-AS’s adapting algorithm benefits
from SIDH-like operations, requiring the publication of torsion point images as
auxiliary information during the pre-signature phase. This SIDH-based informa-
tion is critical for breaking SIDH security and exposing the secret key isogeny.
Furthermore, SQI-AS suffers from structural flaws in its design and security
proof. Specifically, the shifting of the signature with secret randomness does
not occur correctly. In an adaptor signature, any two of the trio (witness, pre-
signature, and signature) must generate the others; however, in SQI-AS, there
is no mechanism to generate the pre-signature from the witness and signature.
As a result, generating the pre-signature from the full signature and witness,
which is necessary for the simulator S of NIZK to simulate oracle queries using
the signing oracle Sig>Q'S€" and the random oracle H5Q'5&" for adversary A,
becomes inapplicable. Furthermore, in SQI-AS, the generated signature is not
directly verifiable using the standard verification procedure of the underlying
signature scheme.

The only secure isogeny-based adaptor signature scheme in the literature is
TAS [19], which uses CSI-FiSh [20] as the underlying signature and relies on the
security of the CSIDH key exchange protocol [21]. However, IAS’s efficiency
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is limited by the parameter sizes of CSI-FiSh. Specifically, CSI-FiSh operates
with a maximum of CSIDH-512 parameters since knowledge of the class group
structure is required to efficiently compute the class group action on random
group elements. CSIDH-512 is relatively slow and vulnerable to quantum subex-
ponential attacks. Recent quantum algorithms [22, 23] have demonstrated that
the parameters of CSIDH-512 do not provide the required quantum security,
leading to ongoing debates about their adequacy. A new isogeny-based group
action, named SCALLOP and proposed by De Feo et al. [24], addresses the scal-
ing problem with CSI-FiSh. SCALLOP simplifies the computation of the class
group structure but requires more computations to execute the group action,
making it slower than CSI-FiSh.

Contribution. In light of these challenges, this work introduces a new post-
quantum adaptor signature based on SQIsignHD [25], the most compact post-
quantum digital signature available. Compared to other isogeny-based signature
schemes, SQIsignHD is generally faster and more flexible in its parameter sets.
Therefore, unlike IAS, which is restricted to CSIDH-512 parameters and is sus-
ceptible to quantum subexponential attacks, our scheme scales well to higher
security levels. The signature in our construction is approximately 1.26 KB in
size for a A = 128 security level.

The main technical challenges in constructing isogeny-based adaptor signa-
tures stem from the fact that not all post-quantum digital signatures, partic-
ularly SQIsignHD, satisfy certain homomorphic properties. As shown by [26],
signature schemes derived from identification (ID) schemes with homomorphic
features can be generically transformed into adaptor signature schemes. To ad-
dress this, we carefully apply the concept of “shifting the signature by secret
randomness” using several techniques, allowing SQIsignHD to meet this require-
ment. We also leverage recent advances in SIDH attacks to recover the secret
witness during the extraction phase of our construction.

1.3 Organization of the Paper

Section 2 provides the necessary preliminaries for the main sections, Sections 3
and 4. These preliminaries are divided into two parts: the mathematical prereq-
uisites for our construction and the cryptographic background required for the
next sections. Section 3 introduces the new adaptor signature SQIAsignHD and
examines it in detail. Section 4 analyzes the security of SQIAsignHD, providing
a formal proof of its security in the random oracle model.

2 Preliminaries

Notation. A negligible function negl : N — R is a function that, for every
k € N, admits O(n~*) as its upper bound, i.e., there exists ny € N such that for
every n > ng, it holds that negl(n) < 1/n*. We denote the uniform sampling of

the variable x from the set X by x & x. Moreover, we denote a probabilistic
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polynomial-time (PPT) algorithm A on input y, producing output z, by x &
A(y). If the algorithm A is deterministic polynomial-time (DPT), it is denoted
by x := A(y).

2.1 Elliptic Curves and Isogenies

Elliptic Curves. Let k := [F, be a finite field where ¢ = p™ for some prime
p and positive integer n, with char(k) = p # 2,3. An elliptic curve E, over a
field k, is a smooth projective curve of genus 1, defined over k, with a distin-
guished k-rational point oo := [0 : 1: 0]. Every elliptic curve over field k can be
uniquely represented (up to k-isomorphism) by its j-invariant. For a positive in-
teger 1, the [-torsion subgroup of E is defined as E[l] := {P € E(k) | [l]P = co}.
An elliptic curve F is said to be supersingular if it has no nontrivial p-torsion
points over F, i.e., E[p] = {oo}. If E is supersingular, then char(k) = p divides
E(F,)|—q- 1.

Isogenies. An isogeny ¢ : E1 — Fs is a surjective morphism that maps the
point at infinity of F; to the point at infinity of Fs. Two elliptic curves Fj
and FEy are isogenous over Iy if there exists an isogeny between them over [Fy.
Furthermore, Tate’s theorem [27] says that Eq and Es are isogenous over F,
if and only if |Eq(Fy)| = |E2(F,)|. The degree of isogeny ¢ is the degree of
the field extension [k(E1) : ¢*(k(Es3))], where k(E;) is the function field of F;,
i = 1,2, and ¢* is the pullback of ¢ defined as ¢* : k(E3) — k(Ep), with
©*(f) == fop for f € k(E3). The isogeny ¢ is called separable in case the
field extension is separable. If ged(deg(yp),char(k)) = 1, then ¢ is necessarily
separable. Since p(cog,) = oog,, it follows that ¢ : Ey(k) — Ea(k) is a
group homomorphism. If ¢ is separable, then |ker(¢)| = deg(y). Therefore,
isogenies can be characterized by their kernel. In particular, there is a one-to-
one correspondence between separable isogenies (up to isomorphism of the target
curve) and finite subgroups of E;(k). Isogenies can be constructed from their
kernels using Vélu’s formulas [28]. Such an isogeny takes the form E — E/G,
where G is a finite subgroup of E, and the kernel of the constructed isogeny.
Since the degree of a composition of isogenies equals the product of their degrees,
for any isogeny ¢ of degree I = [[;_, l;, ¢ can be factored as a composition of
l;-isogenies, where 1 < ¢ < n and the integers [; need not be coprime.

If the I;’s are pairwise coprime, then reordering the [;’s produces a different
set of isogenies due to the non-commutative structure of isogenies of supersin-
gular elliptic curves under composition. Suppose that I3 and l5 are two coprime
integers and ¢ is an lils-isogeny. Then, ¢ can be decomposed in two ways:
® = 13 0 (o1 = 11 0 s, as shown in Figure 1. In this case, ¥ (respectively 1)
is called the push-forward of 1 (respectively o) through o (respectively ¢1),
denoted by 11 = [pa].p1 (respectively o = [p1].p2). It can be shown that
ker(v1) = @a(ker(p1)), and ker(i2) = ¢1(ker(ps)). Furthermore, ¢; (respec-
tively o) is called the pull-back of 11 (respectively 12) through o (respectively
¢1), denoted by 1 = [pa]*11 (respectively @a = [p1]*12).

For a given isogeny « : Fy — F5 of degree d, its (unique) dual is an isogeny
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Figure 1: Commutative Isogeny Diagram.

& : By — Ey of degree d such that o o & = [d] : B3 — F3, and Goa =
[d] : E1 — Fj. An isogeny from an elliptic curve E to itself is called an
endomorphism. Notable examples of endomorphisms include the multiplication-
by-integer-m map [m] : P — m - P, and the Frobenius map = : (x,y) — (29, y9)
of an elliptic curve defined over E/F,. The set of all endomorphisms on FE,
denoted by End(E), forms a ring under addition and composition, known as the
endomorphism ring of E. Every supersingular elliptic curve in characteristic p
is isomorphic to a supersingular elliptic curve defined over F, .. This implies
that each supersingular elliptic curve has an isomorphic representative defined
over F,2. For a prime ¢ # p, the supersingular /-isogeny graph is the graph
whose vertices represent the supersingular j-invariants in Fy2, and whose edges
correspond to the ¢-isogenies between them. These graphs are connected [29],
essentially undirected (since each f-isogeny has a dual), (¢ + 1)-regular (since
there are exactly £ + 1 outgoing edges from each j-invariant), and Ramanujan
[30].

2.2 Endomorphism Rings and Quaternion Orders

Quaternion Algebras. Let a,b € Q*. A quaternion algebra 1B over Q is a four-
dimensional central simple Q-algebra defined as B := (“@b) =Q+Qi+Qj+Qk,
where 1,1, 7, k form a basis satisfying i> = a, j2 = b, and k = ij = —ji. Let
[ be a prime. The quaternion algebra B; := B ®g Q; is obtained by extending
the scalars of B from Q to Q;, where Q; is the set of l-adic numbers (i.e., the
fraction field of l-adic integers Z; which is the localization of Z away from prime
1). Also, we can define By, := B ®g R. A quaternion algebra B is said to be
ramified at [ (including I = o) if B; is a division algebra. We are only interested
in By o which is a quaternion algebra ramified at p and co. A fractional ideal
I of B is a Z-lattice of rank four, expressible as I = Zoy + Zag + Zas + Zay,
for some Q-basis {a1, as, az, as} of B.

Quaternionic Orders. An order is a fractional ideal that is also a subring of
B. An order O is mazimal if it is not strictly contained in any other order. Let
FE be an elliptic curve defined over a field of characteristic p with no non-trivial
p-torsion points, namely supersingular. The endomorphism algebra of such an
elliptic curve is isomorphic to a quaternion algebra ramified at p and oo, and
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its endomorphism ring is isomorphic to a maximal order of the corresponding
quaternion algebra, i.e., End’(E) := End(E) ®z Q = B, o, and End(E) = O C
Bp, . Conversely, for any maximal order in B, o, there exists a supersingular
elliptic curve over a field of characteristic p such that whose endomorphism
ring is isomorphic to this maximal order. This correspondence, known as the
Deuring correspondence [31], establishes a connection between supersingular
elliptic curves and maximal orders in quaternion algebras. Specifically, given
a fixed maximal order O = End(FE), there exists an equivalence between the
category of supersingular elliptic curves (under isogenies) and the category of
left fractional O-ideals (under homomorphisms of O-modules). Constructing
a supersingular elliptic curve with a given maximal order as its endomorphism
ring (one direction of the Deuring correspondence) is computationally feasible in
polynomial time over carefully chosen base fields [32]. This procedure is known
as the constructive Deuring correspondence [33]. Let O C By oo = End’(E)
be a maximal order, and let I be an integral left O-ideal. The set of I-torsion
points of E is defined as E[I] := {P € E : a(P) = 0, for all « € I}, which
corresponds to the kernel of I. For such an ideal I, the associated isogeny
pr: E— Er:= % is defined with kernel E[I].

2.3 Artificial Orientation

Artificial orientation, introduced in [34], provides a method for securely com-
puting SIDH-like operations to counteract current SIDH attacks. Let A and B
be smooth, square-free, and relatively prime integers, and let p be a prime of the
form p = ABf—1, where f is a small cofactor. Let E be a supersingular elliptic
curve defined over Fp2. An artificial A-orientation of E is a pair % = (G, G2),
where G, G2 are cyclic subgroups of E[A4] satisfying |G1| = |G2] = A and
G1 NGy ={oc}. A curve E equipped with 2 is called an artificially A-oriented
curve, denoted (F,2(). For an artificially A-oriented curve (E,2l), a range of
isogenies can be constructed with kernels derived from 24 = (G1,G3). Specif-
ically, an isogeny ¢ is termed an 2A-isogeny if its kernel can be expressed as
ker(¢) = Hy @ Hs, where H; C G and Hs C G3. Such an isogeny can be
decomposed into two isogenies of relatively prime degrees as ¢ = ¢ o ¢1, where
ker(qbl) == H1 g Gl and ker(¢2) = (z)]_(Hg) g ¢1(G2)

However, as noted in [34], for a non-trivial ™A-isogeny ¢ : E — E’, the
artificial A-orientation of E cannot be carried onto E’ due to the possibility
that ¢(G1) or ¢(G2) in E'[A] has an order smaller than A. To address this, the
degree of the isogeny must be relatively prime to A. The following definition
formalizes this notion:

Definition 2.1. For two artificially A-oriented curves (E, ) and (E', '), and
an integer B relatively prime to the A, the pairs is said to be B-isogenous if
there exists a B-isogeny ¢ : E — E' such that

A = (G1,G3) = $(G1,G2) = ¢(A).

With fixed generators (P;) = G and (P2) = Gs, the subgroups G} and G



8 Farzin Renan and Péter Kutas

E—°% L F
wll lwz
o B,

Figure 2: Parallel Isogenies

are represented as [a]¢(Py) and [5]¢(Pe), respectively, for o, 5 € Z/AZ. Al-
though artificial orientations do not generate a commutative group action as
in standard orientations [35], they provide sufficient structure for computing
parallel isogenies. Concretely, given A-oriented curves (E,2l) and (E’,2"), con-
nected by a B-isogeny ¢ : E — E’, where 2 = (G1,G2) and A’ = (G}, GY),
the isogenies ¢1 : E — E; and 95 : E' — F5 are parallel, as depicted in Figure
2. Here, E1 = E/{[A1]G1 + [A2)G2) and Ey = E'/{[A1]G] + [A2]GY), with
ker(t2) = ¢(ker()1)). The codomain curves E; and Fy are B-isogenous, con-
nected by the isogeny ¢’ with ker(¢’) = 11 (ker(¢)). The isogenies 11 and 1), are
thus characterized by the multiplicative decomposition A = A;A;. The prop-
erties of artificial orientation are leveraged in the pre-signature and adaptation
phases of our scheme.

2.4 Computational Hardness Assumptions

The following computational hardness assumptions, which are derived from the
generic problem of finding an isogeny between two isogenous elliptic curves
defined over a field k, are presumed to be computationally infeasible. These
assumptions underpin the security of our scheme and are employed throughout
its construction.

Problem 2.2 (Supersingular Smooth Endomorphism Problem [14]). Given a
prime p and o supersingular elliptic curve E/F 2, find a (non-trivial) cyclic
endomorphism of E of smooth degree.

Problem 2.3 (SSIP-A [34]). Let (E,B) be an artificially B-oriented curve, and
let A be an integer coprime to B. Let ¢ : E — E’ be a cyclic isogeny of degree
A and let B = ¢(B). Given (E,B) and (E',B’) and the degree A, compute ¢.

Problem 2.4 (SSIP-B [34]). Let (E,B) be an artificially B-oriented curve,
and let A be an integer coprime to B. Let ¢ : E — E’ be a cyclic B-isogeny of
degree B, with A < B. Let P, Q be a basis of E[A]. Given (E,B), the points
P,Q, and the curve E' with the points ¥ (P) and ¥(Q), compute .

2.5 Adaptor Signature Scheme
We begin by recalling the definition of a cryptographically hard relation:

Definition 2.5 (Hard Relation). Let R CW x S be a set of witness/statement
pairs (w,s). The language of R is defined as: Lg :={s|Iw s.t. (w,s) € R}. The
relation R is said to be a hard relation if the following conditions are satisfied:



SQIAsignHD: SQIsignHD Adaptor Signature 9

- There exists a PPT algorithm GenR(1%) taking the security parameter \
as input, and outputs a witness/statement pair (w,s) € R.

- The relation’s validation is decidable in polynomial time.

- For any PPT adversary A, a negligible function negl exists such that:

(w,s) « GenR(1%)

Pr| (w*s)eR w* — A(s)

< Negl(A).

Non-interactive Proof System. Let (w,s) € R be cryptographically a hard
relation, and H be a random oracle. A non-interactive proof system is a pair of
PPT oracle algorithms (P, V), where:

- 7w/ L P (w,s): A prover P takes a pair (w,s) € R as input and outputs a
proof 7, of the statement s with witness w. If (w,s) ¢ R, P*(w,s) =L.

- 0/1 « V*(s,m,): A verifier V takes a pair (s,m,) and outputs whether the
proof m,, for s is valid.

This system satisfies the following conditions:

i. Completeness: If (w,s) € R and m,, + P*(w,s), then there exists a negli-
gible function negl such that Pr[V* = 1] > 1 — negl()).

ii. Zero-knowledge (NIZK): For a PPT algorithm S, any (w,s), and a PPT
algorithm D, the following distributions are computationally indistinguish-
able:

- 7w & PM(w,s) if (w,s) € Rand 7, <L otherwise. Output D*(w,s, T, ).
- 7w < S(s,1)if (w,s) € Rand 1, <+ S(s,0) otherwise. Output D*(w,s, m,,).

iii. Online-extractability: For a PPT algorithm &, and any algorithm A, let
(s, mw) < AM()) be the sequence of queries of A to H, and H, be the H’s
answers. Let w <— E(s, Ty, Ha). Then it holds that

Pr[(w,s) € RAVH(s, m,) = 1] < negl()).

Digital Signature Scheme. We recall the definition of a digital signature
scheme and the properties that a signature scheme must satisfy in order to be
considered secure.

Definition 2.6 (Digitial Signature Scheme). A digital signature is a triple
Y = (KeyGen, Sig, Ver) consisting of three polynomial-time algorithms:

- (sk, pk) < KeyGen(1*) : a PPT algorithm that takes security parameter \
as input, outputs a secret/public key pair (sk, pk).

- 0 « Sig(sk,m) : a PPT algorithm that takes a secret key sk and a message
m € {0,1}* as input, outputs a signature o for the message m.
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- 0/1 + Ver(pk,m, o) : a DPT algorithm that takes a public key pk, a mes-
sage m € {0,1}*, and signature o as input, outputs a bit b € {0,1}.

A signature scheme is correct if, for any security parameter A € N, any key
pair (sk, pk) <+ KeyGen(1*), and for any message m € {0,1}*, the following
holds:

Pr [Ver(pk,m,Sig(sk,m)) =1 (sk, pk) < KeyGen(l)‘)] =1.

There are several security requirements for a signature scheme, one of the
most common being existential unforgeability under chosen message attacks
(EUF-CMA). This property ensures that forging a verifiable signature on a mes-
sage m without knowledge of the secret key sk is infeasible, even if the PPT
adversary has access to many valid signatures on messages of its choice but
message m. The formal definition of this property is as follows:

Definition 2.7 (EUF-CMA Security). A signature scheme ¥ is EUF-CMA secure
if for every PPT adversary A, there exists a negligible function negl such that

Pr{SigForge 4 5 (\) = 1] < negl(}),

where the experiment SigForge 4 5 is defined as follows:

SigForge 4 y (M) Og(m)
1: 9«0 1: o + Sig(sk,m)
2: (sk,pk) < KeyGen(1") 2: Q:=QuU{m}
3: (m,0) A%s (pk) 3: return o
4: return (m € Q A Ver(pk,m, o))

A stronger definition is strong existential unforgeability under chosen mes-
sage attacks (SUF-CMA), which ensures the difficulty of transforming a valid
signature on a message m into another valid signature on m. The formal defi-
nition is as follows:

Definition 2.8 (SUF-CMA Security). A signature scheme X is SUF-CMA secure
if for every PPT adversary A, there exists a negligible function negl such that

Pr{StrongSigForge 4 +(\) = 1] < negl()),

where the experiment StrongSigForge 4 5 is defined as follows:

StrongSigForge 4 5 ()) Og(m)
10 Q<+ 0 1: o <« Sig(sk,m)
2: (sk, pk) < KeyGen(1") 2: Q:=QU{m,o}
3: (m,o) AOS(pk) 3: returno
4: return ((m,o) ¢ Q A Ver(pk,m,0))
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Adaptor Signature Scheme. An adaptor signature is a cryptographic prim-
itive that extends an ordinary digital signature. It hides secret randomness
within the signature, which is only revealed once the signature is generated.
The process begins with the generation of a pre-signature, which is then adapted
into a full signature by applying secret randomness. In the final step, this secret
randomness is extracted through cryptographic procedures. The signature pro-
duced is verifiable using the verification algorithm of the underlying signature
scheme. An adaptor signature also has specific security properties. For any
statement s € Lg, a signer with secret key sk can produce a pre-signature ¢ on
any message m. This pre-signature can be adapted into a full signature o if and
only if the user has a witness w to the statement s. Additionally, anyone with
access to the pre-signature &, (full) signature o, and statement s can extract
the witness w, thus revealing the hard relation.

The formal definition of an adaptor signature scheme and its properties are
given as follows:

Definition 2.9 (Adaptor Signature Scheme). An adaptor signature scheme
with respect to a hard relation R and a signature scheme ¥ = (KeyGen, Sig, Ver)
is a quadruple Egr x = (PreSig, PreVer, Adapt, Ext) defined as:

- 0 + PreSig(sk,m,s) : a PPT algorithm that takes a secret key sk, a mes-
sage m € {0,1}*, and a statement s € Lgr, outputs a pre-signature &.

- 0/1 < PreVer(pk,m,s,5) : a DPT algorithm that takes a public key pk, a
message m € {0,1}*, a statement s € L, and a pre-signature &, produces
a bitb e {0,1}.

- 0 + Adapt(6,w) : a DPT algorithm that takes a valid pre-signature &, and
a witness w, generates a signature o.

- w/ 1« Ext(o,5,s) : a DPT algorithm that takes a pre-signature &, a cor-
responding signature o, and a statement s € Lr, produces a witness w to
the statement s, or L.

In an adaptor signature scheme, Zg 5, the algorithm GenR generates wit-
ness/statement pairs (w,s) based on the underlying hard relation R. As men-
tioned earlier, several properties ensure the security of an adaptor signature
scheme. The first property is pre-signature correctness, which guarantees that
an honestly generated pre-signature can be adapted into a valid signature.

Definition 2.10 (Pre-signature Correctness). An adaptor signature scheme
ERr;x satisfies pre-signature correctness if for any A € N, any message m €
{0,1}*, and any witness/statement pair (w,s), the following holds:

(sk, pk) < KeyGen(1*)
& < PreSig(sk,m,s)
o := Adapt(&,w)
w’ := Ext(o, 7, s)

PreVer(pk,m,s,5) =1
Pr Ver(pk,m,o) =1
(w';s) €R
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The second property of an adaptor signature is pre-signature adaptability. It
states that any valid (though not necessarily honestly generated) pre-signature
for a statement s can be adapted into a valid signature using a witness w such
that (w,s) € R.

Definition 2.11 (Pre-signature Adaptability). An adaptor signature scheme
ERr,x satisfies pre-signature adaptability if for any A\ € N, message m € {0,1}*,
witness/statement pair (w,s) € R, key pair (sk,pk) < KeyGen(1*), and pre-
signature & < {0,1}* such that PreVer(pk,m,s, &) = 1, the following holds:

PrVer(pk,m,Adapt(¢,w)) = 1] = 1.

Another key property is existential unforgeability under chosen message at-
tack (aEUF-CMA). This property states that even with access to a pre-signature
on a message m with respect to a random statement s € Lg, it is computation-
ally infeasible for an adversary to forge a valid signature o for m.

Definition 2.12 (aEUF-CMA Security). An adaptor signature scheme Zrx is
aEUF-CMA secure if for any PPT adversary A, there exists a negligible function
negl such that

PrlaSigForge 4 =, . (A) = 1] < negl(\),

where the experiment aSigForge 4 = . s defined as follows:
aSigForgeAER’z()\) Og(m)
1: Q=10 1: o <« Sig(sk,m)
2: (sk, pk) < KeyGen(1™) 2: Q:=Q9QU{m}
3. m— A087op5 (pk) 3: return o
. A
4 (W, S) < GenR(l ) Ops(m, S)
5: & < PreSig(sk,m,s) - -
05.0p5 (~ 1: & < PreSig(sk,m,s)
6: o<+ A (6,s) 21 Q= QU{m}
return m ¢ Q A Ver(pk, m, o) 3. return &

The fourth and last property is called witness extractability. This property
guarantees that once a pre-signature is adapted into a (full) signature, it must
not be the case that the witness for the original statement used to generate the
pre-signature cannot be extracted.

Definition 2.13 (Witness Extractability). An adaptor signature scheme =g x is
witness extractable if for any PPT adversary A, there exists a negligible function
negl such that the following holds:

Pr{aWitExt 4 =, ; (A) = 1] < negl()),

where the experiment aWitExt 4 =, ; s defined as follows:
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aWitEXt_AERI ()\) Os(m)
1: Q=0 1: o < Sig(sk,m)
2: (sk,pk) < KeyGen(1") 2: Q:=QU{m}
3: (m,s) « Aosvops(pk) 3: return o
4: & < PreSig(sk,m,s
. Aosvo(ps("’) : Ops(m,s)
7 a:_ . 7 1: & < PreSig(sk,m,s)
6: w*:=Ext(o,5,s) s Q= QUm)
7: return (m & QA (w",s) € RA Ver(pk,m, o)) 3‘ t ~
: return &

In light of the above properties of the adaptor signature scheme, the following
definition is established:

Definition 2.14 (Secure Adaptor Signature Scheme). An adaptor signature
scheme Er x is secure if it is aEUF-CMA secure, pre-signature adaptable, and
witness extractable.

2.6 SQlIsignHD

SQIsignHD [25] is a post-quantum digital signature scheme derived from SQISign
[14], incorporating recent advancements stemming from attacks [16, 17, 18] on
SIDH. These advancements enable efficient representation of isogenies of arbi-
trary degrees. In comparison to SQISign, SQIsignHD provides improved scal-
ability for higher security levels, greater simplicity and efficiency, and smaller
signature sizes. The protocol is outlined as follows:

Let D, = [[}", £ be a smooth integer and x(Dy) = [[o €5 " (¢; + 1).
Also, let ¢p_(E, h) be an arbitrary function that maps an integer h € [1, u(D,,)]
to a non-backtracking isogeny of degree D, starting at £. Consider a hash
function H : {0,1}* — [1, u(D,)] which is cryptographically secure.

Setup. Choose a prime p and supersingular elliptic curve Ey/F,> with known
endomorphism ring Oy = End(Ey), where Ejy has smooth torsion defined
over a small extension of IF,,> of degree 1 or 2.

KeyGen. Generate a random secret isogeny 7 : £y — E4 of fixed smooth degree
D,. The secret/public key pair is (sk, pk) := (7, E4).

Sign. Generate a random (secret) commitment isogeny ¢ : Ey — FEj. For
signing a message m, build the isogeny ¢p_(Ea,h) = ¢ : Ea — Es,
where h = H(j(E1),m). From the knowledge of the secret key 7, and
isogenies , 1, construct an efficient representation R = (o(Py),0(P2),q)
given by the image of torsion points by a response isogeny o : F; — Ej
and return the pair X := (F1, R) as a signature.

Verify. Upon receiving a signature ¥ = (FEj, R) associated with the message
m and public key E4, the verifier recovers h = H(j(E;),m) and then
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computes ¢ = ®(E4,h) : E4 — FEs. Finally, the verifier checks that
R represents correctly an isogeny o : F1 — FE5 by computing a higher
dimensional isogeny, as described in SQIsignHD.

The public parameters for SQIsignHD are easy to generate. Specifically, the
underlying prime is of the form p = c¢f 07" — 1, where ¢ and ¢ are distinct
primes (in practice, £ = 2 and ¢ = 3), ¢ € N* is a small cofactor, and ¢/ ~
07" ~ p'/2. This ensures sufficient accessible torsion for isogeny computations.
This flexibility allows replacing ¢/ and ¢'1" with a collection of small primes,
as discussed in Section 3.1, providing a suitable setting for applying artificial
orientation in our construction.

The signature, as shown in the protocol, is the data (Eq,0(Py),0(Ps),q),
with ¢ ~ p'/2, 0 : By — FEy a g-isogeny, and (P, Py) a basis of E1[¢/]. This
data is based on the following definition:

Definition 2.15 ([25]). Suppose that A is an algorithm and ¢ : E — E' is an
F,-rational isogeny. Then, an efficient representation of isogeny ¢ (with respect
to A) is some data D € {0,1}* such that:

1. D has polynomial size in log(deg(y)) and log(q).

2. Oninput D and P € E(F ), A returns o(P) in polynomial time in klog(q)
and log(deg(p)).

3 New Adaptor Signature Construction

In this section, we present a new post-quantum adaptor signature scheme built
upon SQIsignHD [25] as the underlying signature scheme. To incorporate the
associated hard relation, we utilize the hybrid variant of binSIDH, denoted as
binSIDH™® | introduced in Section 5 of [34]. This variant combines oriented and
non-oriented approaches, wherein one party computes binSIDH-like isogenies
while the other performs SIDH-like isogenies.

Currently, the only secure post-quantum isogeny-based adaptor signature
scheme is IAS, proposed in [19], which is built upon CSI-FiSh [20]. However,
IAS faces efficiency limitations due to the parameter sizes required by CSI-FiSh.
Specifically, CSI-FiSh operates at most on the CSIDH-512 parameters, as effi-
cient computation of the class group action on uniformly random group elements
necessitates prior knowledge of the class group structure. In the following, we
provide a detailed description of our proposed post-quantum adaptor signature
scheme and present the corresponding protocol in Algorithm 1.

3.1 Public Parameters

To deploy our protocol, we first establish a set of initial public parameters. These
parameters are inspired by those employed in binSIDH"? and SQIsignHD. The
setup of our scheme is defined as follows.
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We select a prime p of the form p = ABCf —1, where A =2% B = Hle l;,
and C' = 3¢ are pairwise relatively prime integers. Here, f is a small cofactor,
£;’s represent distinct small primes, and the sizes of A, B, and C' are chosen such
that A ~ C ~ p'/* and B =~ p'/2. Let Ey/F,: denote a supersingular elliptic
curve with a known endomorphism ring End(Ey) = Oy C By s, and assume
|Eo(Fp2)| = (p+1)% We define B = (G1,G2) as an artificial B-orientation on
Ey, and fix a basis (P, Q) = Ey[C]. Additionally, we employ a cryptographically
secure hash function H : {0,1}* — [1,u(D,)], analogous to the one used in
SQIsignHD.

3.2 Key Generation & Hard Relation

The key generation procedure follows the standard process in SQIsignHD. Specif-
ically, a random secret isogeny 7 : Ey — E, is generated, and the secret/public
key pair is defined as (sk, pk) := (1, E.).

To define the hard relation in our scheme, we set the witness/statement pairs
as follows:

w E() — Ew = E0/<P+ [Q}Q%
Rg = (w, L, = (Ey,w(B), 7)) | where (P,Q) = Ey[C],a € Z/CZ.
(Eo,B) is artificially B-oriented.

)

where w denotes the secret witness isogeny with the artificially B-oriented curve
(Eo,B) as its domain, while (E,,, w(B)) constitutes the statement, consisting
of the target elliptic curve E,, and the image of the artificial B-orientation
B = (G1,G2) under the isogeny w. Additionally, m,, denotes a zero-knowledge
proof that (w, (Ey,w(B))) is a valid instance of the hard relation Ry.

3.3 Pre-signature

The pre-signing algorithm shares similarities with the signing procedure de-
scribed in the SQIsignHD protocol but introduces notable differences, particu-
larly in generating the commitment isogeny (and the corresponding curve) and
incorporating additional elements required during the adaptation phase.

Unlike SQIsignHD, our scheme’s pre-signature phase involves two (secret)
commitment isogenies. The first serves a role similar to the commitment isogeny
in SQIsignHD, while the second, generated in conjunction with the statement
curve, lays the foundation for the adaptation phase. We now examine these
components in detail.

Commitment %. The first commitment isogeny, 1, is a B-oriented isogeny
Y : Ey — Ey, generated by uniformly sampling a vector b from {1,2}* to
compute

ker(@ = <G11;1 ) G%g’ LR Gi,,)a

where G := (G1,G%,...,GY) and G := (G}, G%,...,GY), with |G| = |G| =
¢, for 1<i<t.
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Furthermore, using the isogeny v, we compute the images of the publicly
given points P and @ under ). These images are denoted as S := (¢¥(P), ¥(Q)).

Commitment 4’. After parsing I,, as (Ey,w(B),T,) and verifying that 1 =
NIZK.V(Ey, Ty ), the second commitment isogeny, ', is derived by pushing
forward the first commitment isogeny, 1, through the witness w : Ey — E,
using the component w(B) of the public statement. Here, w(B) represents the
image of the artificially B-orientation B under the witness isogeny w. Formally,
this is defined as ¢’ := [w].«y : By — Fy.

As a result, we obtain the second commitment curve, E7, whose j-invariant
is used to compute the challenge isogeny. Finally, we compute a zero-knowledge
proof, my, to demonstrate that F; is the codomain of the isogeny parallel to .

Now, the challenge and pre-signature isogenies are constructed as follows:

Challenge ¢. To generate the challenge isogeny, the j-invariant of the second
commitment curve F; is combined with a message m to produce an isogeny
starting at the public key FE.. Specifically, for h := H(j(E1), m), the challenge
isogeny is defined as ¢ := ®(E,,h) : E; — Es.

Pre-signature 6. To complete the pre-signing phase for a message m, given
knowledge of the endomorphism ring End(Ey) = Oy and the isogenies 7, ¢,
and 1, an efficient representation R := (6(R1),5(R2),deg(d)) is constructed.
This representation is derived from the images of a canonically determined basis
(R1, Rg) of Ey[A] under the pre-signature isogeny ¢ : Ey — Es.

Thus, the pre-signature tuple is defined as ¥ := (Er, 7y, By, S, R5), and
the pre-signing algorithm is formally expressed as

Y PreSig(sk, m,s) = PreSig(r,m, I,).

3.4 Pre-verification

The pre-verification process begins by parsing S = (¢(P),¥(Q)) and checking
the equality of the Weil pairings: ec(¢(P),¥(Q)) = ec(P, Q). Next, using the
statement curve E,,, extracted from I, = (FEy,, w(B), 7y, ), and the commitment
curve Ey, the proof my is verified by ensuring that: 1 = NIZK.V((Ey,, E1), ),
which confirms that the isogeny v’ is an isogeny from the statement curve E,, to
the curve Eq, parallel to the isogeny 9 : Eg — E,. Subsequently, the challenge
isogeny ¢ = ®(E,,h) : E. — E is recovered, where h = H(j(E), m). Finally,
using the canonical basis (Rq, Re) = Ey[A], it is verified that the representation
Rs = (6(R1),(R2),deg(d)) correctly represents an isogeny & : Ey — Eg by
computing a higher-dimensional isogeny, as outlined in SQIsignHD. If any of
these conditions are not met, the process aborts. The pre-verification algorithm
is thus defined as follows:

0/1 < PreVer(pk,m,s, i) = PreVer (E;,m, Iy, (E1, 7y, Ey, S, Rs)) .
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E; ——— B

Figure 3: SQIAsignHD Protocol

3.5 Adaptation

To adapt the pre-signature into a (full) signature, the parallel isogeny w’ to
the witness isogeny w is first computed using the additional information S =
(¥(P),¥(Q)). This ensures that the resulting second commitment curve, Ey,
coincides with the codomain of the w’, i.e., w’' := [¢].w : By — F7, as depicted
in Figure 3.

Next, an efficient representation of the (full) signature isogeny o := & o w’ :
FE; — Ej5 is constructed by employing the algorithm A, as described in Definition
2.15. The steps are as follows:

1. Determine a canonical basis (Py, Qo) := E1[AC].
2. Compute w'(Py) and w'(Qq), where w’ : E; — Ey is the dual of w’.
3. Evaluate A(Rs,w'(Py)) =: 0(Py) and A(Rs, w' (Qo)) =: 0(Qo).

4. Construct the efficient representation of the isogeny o : £1 — FEs:
Ro = (0(P),0(Qo), deg(0)).

The signature is defined as ¥ := (F1,R,). Accordingly, the adaptation algo-
rithm is specified as follows:

Y := (E1,Ro) + Adapt(X,w) = Adapt((E1, 7y, Ey, S, Rs), w).

3.6 Extraction

In the final phase of our scheme, the goal is to extract the secret witness isogeny
w using the publicly known pre-signature Y and signature ¥. This is achieved
through two computational approaches: one involves computing the discrete
logarithm (of modulus a sufficiently smooth integer), denoted by Apip, and the
other is an attack for key recovery of an isogeny satisfying n? > 4d via the
SIDH attack [16], denoted by Asipn, where d is the degree of the isogeny and
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n is the order of the given torsion points information. Additionally, we utilize
the algorithm A, as defined in Definition 2.15. The extraction process proceeds
with the following steps:

1. Determine a canonical basis (P, Q1) = E1[N] such that 4C < N2
2. Set P :=A(R,, P1), Q' :=A(Rs,Q1), where P, Q' € FE5[N].

3. Define X := w/(P;) and Y := w/(Q1) as unknowns, for which we seek to
determine their values. Then, X and Y can be written as

X =la]Py +[blQy, Y = [c]Py + [d]Qy,
for some unknown values a, b, ¢,d € Z/NZ, where (P, Qy) = Ey[N].
4. From the action of the isogeny ¢ on X and Y, we have
5(X) = ([a]Py + [b]Qy) = [alo(Py) + [b]6(Qy),
o(Y) =[Py + [dIQy) = [o(Py) + [d]o(Qy),
which gives the following system of equations:
[al6 (Py) + [D]5(Qy) = P,
(€] (Py) + [d]6(Qy) = Q'
where P’ and )’ were obtained in step 2.

5. Set initial values for a and ¢ (we let @ = ¢ = 1). Using the Discrete
Logarithm (DL) algorithm, Ap p, the values of b and d can be determined.
This allows us to determine the action of w’ on P; and @, 1e., X and Y,
respectively.

6. Apply the SIDH attack, Asipn, to find the kernel of the isogeny w’. Then,
compute the dual of w’, which is the isogeny v’ : E, — Ei.

7. Uncover the secret witness o € Z/CZ by expressing the ker(w’) in terms
of the already given torsion basis S = (¥(P),¥(Q)) on Ey[C], that is,
ker(w') = (Y(P) + [a]¥(Q)). This is sufficient to recover the witness
isogeny via ker(w) = (P + [a]Q), where P and @ are public.

Thus, the extraction algorithm is defined as follows:

w/ L Ext(E,5,s) = Ext((El,Rg), (Er, 7y, By, S, R,;),Iw).
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Algorithm 1 SQIAsignHD : Adaptor Signature SRy s<qugmo

1: Public Parameters. A prime p = ABCf—1, where A = 2% B = Hle l;,
and C = 3¢ are pairwise coprime integers, f is some (small) cofactor, ¢;’s
are distinct small primes, A ~ C =~ p'/*, and B =~ p'/2. A supersingular
elliptic curve Eo/F,2 with known End(Ey) = Oy C Bj «, and |Ey(Fp2)| =
(p+1)2. An artificial B-orientation 8 = (G, G2) on Ep, and a torsion basis
(P, Q) = Ey[C]. A secure hash function H: {0,1}* — [1, u(Dy,)].

2: Procedure PreSig(sk, m,s)

3: Parse I, as (Ey, w(B), my).

4: Verify that 1 = NIZK.V(E,, 7).

5: Compute a secret isogeny 9 : Eg — Ey.

6: Compute the image of P, @ under v, and set S := ((P),¥(Q)).

7: Compute the push-forward ¢’ := [w]¢ : E,, — Ey via w(B).

8: Compute the zero-knowledge 7, showing that F is honestly generated.
9: Compute ¢ := ®(E.,h) : E; — Es, where h := H(j(E1), m).

10: Compute Rs := (6(R1),6(R2),q) where ¢ : Eyy — Es of degree §.

11: Return ¥ := (Er, 7y, By, S, Rs)

12: Procedure PreVer(pk,m;s, )

13: Parse ¥ as (Ev,myr, By, S, Rs).

14: Parse S as (¢(P),¥(Q)).

15: Parse I, as (Fy, w(B), Ty)-

16: Check that ec(¥(P),¥(Q)) = ec(P, Q).

17 Verify that 1 = NIZKN/((Ey, By), 7).

18: Recompute h = H(j(E4), m) and recover ¢ := ®(E;,h): B, — Ej.

19: Check that Rs correctly represent & : £y — Eo.

20: Return 0/1.

21: Procedure Adapt(¥,w)

22: Compute push-forward w’ := [¢],w : By — Ey via S.

23: Determine a canonical basis (P, Qo) := E1[AC].

24: Compute o(Pp) := A(Rs,w'(Fy)), and 0(Qo) := A(Rs,w' (Qo)).
25: Set R, := (0(FPo),0(Qo), q) where o : E; — FEs, and ¢ := deg(o).
26: Return X := (E1,R,)

27: Procedure Ext(X, X,s)
28: Parse ¥ as (E1,Rs).

29: Recover v’ : By — Ey via ApLp and Asipy, and compute ker(w’).

30: Represent ker(w’) in terms of the already given basis S = (¢(P), ¥ (Q)).
31: Extract the witness o € Z/CZ for which ker(w') = (¢(P) + [a]¥(Q)).
32: Return L /w

3.7 Parameter Setting

We follow the parameterization strategy established in SQIsignHD and binSIDH,
including its hybrid variant binSIDHM™?, to select the underlying prime p in the
form p = ABCf — 1, where A =2% B = Hf £;, and C = 3¢. The parameters

are carefully chosen to satisfy A ~ C =~ pT/14 and B ~ p/2. Here, the ¢,’s
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represent distinct small primes greater than 3, and f is a small cofactor.

Signature Size. To achieve 128-bit post-quantum security, the parame-
ter configuration inspired by binSIDH sets B as the product of the first 134
primes greater than 3, i.e., ¢t = 134. Under this selection, the prime p has an
approximate bit length of |p| ~ 2128. Moving forward, we examine the de-
tailed structure of the signature. A signature is represented as ¥ = (F1,R,),
where E; denotes a supersingular elliptic curve defined over Fp2, and R, =
(0(Py),0(Qo),deg(c)) encodes the image of a canonical torsion basis (Py, Qo)
of E1[AC] under the isogeny o, along with the degree of the isogeny. The size
of the components of the signature is outlined as follows:

e Representation of E;: The elliptic curve F; is uniquely determined by
its j-invariant. For j(E;) = a +ib € F )2, storing j(E}) requires approxi-
mately 2log,(p) bits.

e Isogeny degree: The degree of the signature isogeny o satisfies deg(o) =
deg(5) - deg(w) = p/*. Therefore, approximately 3 log,(p) bits are re-
quired to store the degree.

e Isogeny action on torsion basis: The images of the torsion points
(Py, Qo) under o are given by

0(Py) =a1Q1+01Q2 and 0(Qo) = a2Q1 + b2Q2,

where (Q1,Q2) = E3[AC] is a canonical basis of the torsion subgroup, and
a;,b; € ZJACZ for i = 1,2. Storing these four coefficients requires a total
of 41log,(AC) = 2log,(p) bits.

Summing the contributions, the total signature size amounts to

3 19 .
2logy(p) + 1 logy(p) + 2logy(p) = T logy (p) bits.

In our setting, this evaluates to approximately 1.26 KB. To support higher secu-
rity levels, such as A € {192,256}, one may adopt the parameter scaling strategy
suggested by [34], where the number of small primes used in the construction of
B is increased proportionally. In particular, it is reasonable to set t = A, thereby
ensuring that the calculation is made while maintaining a balance among the
parameters similar to the 128-bit configuration.

Remark 3.1. The pre-signature Y incorporates a zero-knowledge proof for the
commitment isogeny. Although the pre-signature is inherently ephemeral, the
size of the zero-knowledge proof remains an important consideration, primarily
influenced by the underlying isogeny structure. For artificially oriented curves,
the construction adapts the zero-knowledge proof for masked public keys from
[36] to accommodate independently scaled points. While this adaptation pre-
serves the desired security properties, its efficiency—particularly in terms of
proof size and computational cost—remains an area for improvement. Inves-
tigating more compact encoding methods or alternative proof techniques may
enhance the overall practicality and scalability of the scheme.



SQIAsignHD: SQIsignHD Adaptor Signature 21

4 Security Proof

In this section, we analyze and formally prove the security of the proposed
adaptor signature scheme, denoted as Zry wsqugp, @5 introduced in Algorithm
1. We demonstrate that Zry sequmo Satisfies the properties of pre-signature
correctness, pre-signature adaptability, aEUF-CMA, and witness extractability.
Verifying these properties is sufficient to prove Theorem 4.11.

Lemma 4.1. The adaptor signature =g as presented in Algorithm 1,

18 pre-signature correct.

2 » Z5QlsignHD ?

Proof. First, let (w,s) := (w, I, = (Ew,w(B),Ty)) & GenR(1*) represent a
fixed witness/statement pair for the defined hard relation Ry. Here, w de-
notes an isogeny from FEy to the target elliptic curve E,, w(B) represents
the image of the B-orientation 28 under the witness isogeny w, and m, is a
zero-knowledge proof for the pair (w, (Ey, (2))). Additionally, let (sk, pk) :=

(r,E;) & KeyGen(1*) be a fixed secret/public key pair.

Assume that, for a message m € {0, 1}*, the pre-signature Y = (Er, 7y, By, S, Rs)
is generated via the PreSig algorithm, ie., ¥ <« PreSig(t,m, I,,). In this
case, the verification algorithm yields 1 <« PreVer(ET,m,Iw,i). This holds
because: (1) Rz is a correct efficient representation of an isogeny & from
Ey to E, constructed using knowledge of End(Ep) and the isogenies 7, 1,
and ¢; and (2) the isogeny ¢ : E;, — FEs depends on the message m and
the j-invariant of the (second) commitment curve Ej. The curve Fj is ob-
tained by pushing forward the commitment isogeny 1 through the witness
isogeny w, i.e., [w]s : E, — FEj. By the correctness of NIZK, we have
1 = NIZK.V(E1, my ). Furthermore, for S = (¢(P),¥(Q)), the equality of the
Weil pairings ec(¥(P),9(Q)) = ec(P,Q)® holds.

Next, consider the (full) signature ¥ = (F;,R,) produced by the adaptation
algorithm, i.e., X «+ Adapt(i,w). The verification algorithm Ver of YsqisignHD
returns 1 < Ver(E,, m, Adapt(Z,w)), since R, is an efficient representation of
the signature isogeny

—

=60 pl,w=3gow : Ey — By,

where F is derived by pushing forward the witness isogeny w through 1 using
S, and FEs is the codomain of isogeny ¢ induced by j(F) and the message m.

Using the pre-signature ¥ = (Ey,myr, Ey, S, Rs) and the signature ¥ = (Eq, R, ),
we can exploit the discrete logarithm algorithm Ap p and the SIDH attack
Asipn to extract the isogeny w' : Ey — E1 = Ey/(¥(P) + [o](Q)), as de-
scribed in Section 3.6. The secret value « then suffices to construct the witness
isogeny w : Fy — E, = Ey/(P + [a]Q). Consequently, w <+ Ext(Z)i,Iw)
can be successfully executed to recover the secret witness isogeny w. There-
fore, the adaptor signature Zry yoq.mo Satisfies the pre-signature correctness
property. L]
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Lemma 4.2. The adaptor signature =g as depicted in Algorithm 1,

18 pre-signature adaptable.

2 s Z5QlsignHD ?

Proof. Let us define a fixed witness/statement pair (w,s) := (w, ) € Ry, a
fixed public key pk = E,, a pre-signature Y, and a message m € {0,1}*, as in
Lemma 4.1.

We aim to prove that any verifiably valid (though not necessarily honestly gen-
erated) pre-signature Y = (Eq, myr, By, S, Rs) that passes the PreVer procedure
can be adapted into a valid (full) signature X.

Assuming PreVer(E,,m, I, i) = 1, it follows from the pre-verification proce-
dure that NIZK.V(E;,my ) = 1, the equality ec(1(P),9(Q)) = ec(P, Q) of
Weil pairings holds, and R4 represents an isogeny from Ey to E, where Es
is the target curve of ¢, derived from (the hash of) the message m and the
j-invariant of commitment curve F;. By the correctness property established
in Lemma 4.1, and given the presence of the witness w corresponding to the
statement I,,, the adaptation algorithm Adapt necessarily produces a full sig-
nature X by first computing the push-forward v’ = [¢],w : Ey — Ej using
S = (¢v(P),¥(Q)), and then computing the composition ¢ = g o’ : E; — FEs
to produce the efficient representation R,. Consequently, the verification al-
gorithm Ver of ¥squsignip necessarily accepts the signature ¥ = (Eq,R,), ie.,

1 + Ver(E,, m, Adapt(Z, w)). O

Lemma 4.3. Assuming that the SQIsignHD signature scheme XsqQisignHD 5
SUF-CMA-secure, that Ry is a hard relation, and that Problem 2.3 and Problem
2.4 are computationally hard, then the SQIAsignHD adaptor signature scheme
as given in Algorithm 1, is aEUF-CMA-secure.

=
—Ra1,Z5QlsignHD 7

Proof. We begin our proof by reducing the unforgeability of the SQIAsignHD
adaptor signature scheme to the strong unforgeability of the SQIsignHD sig-
nature scheme. Specifically, we consider an adversary A who plays a series
of games, starting with the aSigForge game as defined in Definition 2.12. We
then construct a simulator & who plays the strong unforgeability experiment
StrongSigForge, as defined in Definition 2.8 for the SQIsignHD signature scheme.
The simulator S leverages A’s forgery in aSigForge to win its own experiment. In
this setting, S has access to both the signing oracle Sig>®'58"MD and the random
oracle H3Qsi8"HD which it uses to simulate oracle queries for A: specifically, the
random oracle H, the signing queries Og, and the pre-signing queries O,s.

The primary challenges in simulating oracles arise when handling O,g queries.
Since S can only obtain full signatures from its signing oracle, it requires a
method to transform these full signatures into pre-signatures suitable for A.
This transformation process presents two main difficulties: (1) S must learn
the witness w corresponding to the statement I, for which the pre-signature is
to be generated, and (2) S must simulate the zero-knowledge proof my associ-
ated with a secret parallel isogeny 1’ of the commitment isogeny ), ensuring
consistency in the randomness within the pre-signature.

More specifically, upon receiving a O,g query from A, which includes a mes-
sage m and an instance I, = (Fy,, w(B), Ty ), the simulator S queries its signing
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oracle Sig>Q'sienHD 6 obtain a full signature on m. Furthermore, the simulator
must learn a witness w such that (w,l,) € Ry in order to convert the full
signature into a pre-signature for A. To this end, we utilize the extractability
property of the zero-knowledge proof m,,, which allows us to extract w and, in
turn, transform the full signature into a valid pre-signature. Additionally, since
a valid pre-signature includes a zero-knowledge proof 7/, the simulator must
simulate this proof without knowledge of the corresponding secret. To achieve
this, we rely on the zero-knowledge property, which enables the simulation of a
proof for a statement without requiring access to the associated witness.

Gameg. This game corresponds to the aSigForge experiment, as per Definition
2.12, where the adversary A has access to a random oracle H in the random
oracle model, as well as many previously produced valid pre-signatures and
signatures through the pre-signing oracle O, and the signing oracle Og, re-
spectively, for messages of its choice, except for a message m. The adversary
then attempts to forge a verifiable signature ¥* on m. Since we are working
within the random oracle model, we explicitly write the random oracle code H
via H3Qsie"HD - Thys, it follows that

Pr{Gameg = 1] = Pr[aSigForge 4

»=Rgy,T5QlsignHD

Gameg H(zx)
1: Q:=10 1: if H[z] =1
2: H:=[1] g Hiz] + HSleignHD(w)
3: (7, E,) < KeyGen(1) 3: return Hz]
41 m A0SO () Ops(m, I,)
5: (w,I,) < GenR(1") 1: % « PreSig(r,m, I,,)
6: X < PreSig(r,m, L) 2: Q:=9U{m}
70 ¥ AMO5O%s(E )  3: returnX
8: b:=Ver(E;,m,X") Og (m)
9: returnm & QAb 1: ¥« Sig(r,m)
2: Q:=0QU{m}
3: return X
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Game; H(x)

1: Q:=10 1: if H[z] =1

2: H:=[1] 9 Hiz] « H5QsHD ()
3: (1,B,) + KeyGen(1%) 3: return Hx]

4 m"— A0 O () Ops(m, I,)

5: (w,I,) + GenR(1%) 1: ¥ « PreSig(r,m, IL,)
6: X <« PreSig(r,m", I,) 2: Q:=QuU{m}

7: ¥ AMO59s($ 1) 3: returnX

s: if Adapt(¥,w)=X* Og(m)

9 abort 1: X<« Sig(r,m)

10: b:=Ver(E;,m", L") 21 Q:=QU{m}

11: returnm” € QAb 3: return X

Game;. This game is analogous to Gameg, with the only difference being that if
the valid signature ~*, forged by the adversary A, matches the result of adapting
the pre-signature into a signature using the corresponding witness w, then the
game aborts.

Claim 4.4. If Bad; is the event that Gamey aborts, then we claim that for a
negligible function negl in A, Pr[Bad;] < negl(}).

Proof. We prove this claim by reducing it to the hardness of the relation Ry.
To do this, we construct a simulator S that breaks the hardness of Ry under the
assumption that it has access to an adversary A that causes Game; to abort with
non-negligible probability. The simulator receives a challenge s* := I’ ., upon
which it generates a secret /public key pair (7, E,) + KeyGen(1*) to simulate A’s
queries to the oracles H, Ops and Og. The simulation of the oracles proceeds
as described in Game;.

Upon receiving the challenge message m* from A, S computes a pre-signature
Y « PreSig(r,m*, I*.) and returns the pair (¥,I%.) to the adversary, who
forges a signature using the returned pair. Assuming that Bad; occurred (i.e.,
Adapt(%,w) = X*). Since the ERy, Tsquigo 1 Pre-signature correct by Lemma
4.1, the simulator can extract w* via Ext(X*,%,I%.) to obtain a valid wit-
ness/statement pair such that (w*, I’:.) € Ryg. In this way, S breaks the security
of the relation Ryy.

We note that the view of A is indistinguishable from its view in Gamey,
since the challenge I7;. is an instance of the hard relation Ry and follows the
same distribution as the public output of GenR. Therefore, the probability
that S breaks the hardness of Ry is equal to the probability that the event Bad;
occurring, which is non-negligible by assumption. This contradicts the hardness
of Ry. O
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Since Game; and Gamey are equivalent except when the event Bad; occurs,
it follows that

Pr[Game; = 1] < Pr[Gameg = 1] + negl(A).

Game,. This game is similar to the previous game, with the only difference
being a modification in the pre-signing oracle O,g. Specifically, in this game,
we apply the extractor algorithm &, taking the statement (E,,, w(8)), the proof
Tw, and the list of random oracle queries H as input to extract a witness w.
The game aborts if (w, (Ey, w(B),7w)) € Ry.

Claim 4.5. If Bad, is the event that Game, aborts during an Ops execution,
then it holds that Pr[Bad,] < negl(\), for a negligible function negl in .

Proof. By the online extractor property of the NIZK, for a witness w extracted
from a proof m,, of the statement (E,,, w(B)) such that NIZK.V(Ey,, w(B), m,) =
1, it follows that (w, I,,) € Ry, except with negligible probability in the security
parameter . O

Therefore, since games Game, and Game; are equivalent except in case event
Bad, happens, it follows that

Pr{Game; = 1] < Pr[Game; = 1] + negl()).

Game, H(x)

1: Q:=10 1: if Hlz] =1

2: H:=[1] g Hlz] « H5QsHD ()

3: (1,E;) + KeyGen(lA) 3: return Hlz|

4. m e AH,OSvOPS (E-r) OpS(m,Iw)

50 (w, lw) ¢ GenR(l)‘) 1: Parse I, as (Ew,w(B), mw)

6: X ¢ PreSig(t,m", I, 2: wi= (B, w(B), T, H)
7i Y5 AMOsOs(£ 1) 3¢ if (w,1w) € R
8: if Adapt(¥,w)=1x" 4:  abort

9: abort 5: Y PreSig(T,m7 Iw)
10: b:=Ver(E.,m*, L") 6: Q:=QuU{m}
11: return m” € QAD 7: return ¥

Os(m)

1: X« Sig(r,m)
2: Q:=0QU{m}

3: return X
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Games H(z)
1: Q:=10 1: if Hlz] =1
2: H:= [J_} 9 H[LK} « HSQIsignHD(x)

3: (1, E;) < KeyGen(1%) 3: return Hz]
4omt e A0SO 0,6(m, T,)

5: (w,I,) < GenR(1%) 1: Parse I, as (Fuw, w(B), mw)

6: X <« PreSig(r,m", I,) 2: w:=E(Bw,w(B), mw, H)

7i T AMOsOs(z 1) 3: if (w,lw) € Ra

s: if Adapt(£,w) =x* 4  abort

9: abort 5: X < Sig(T,m)

10: bi=Ver(E,,m",x*) 61 ParseXas(E,R,)

11: returnm® ¢ QAb 7: Extract (Ej,R3) by Asipn s.t.

O (m) 8: o =& ow* with deg(w*) = C
9: Extract a from

i % Sig(r,m) 10:  ker(w) = (P + []Q)

2: Q:=Q9uU{m}

11: Find (P*, Q") = E[C] for which
3: return X

12 ker(w*) = (P* + [o]Q")

13: Set S*:=(P*,Q")

14: 7wy S((Bw, E1), 1)

15: Q:=9QU{m}

16: return ¥ := (Er, 7y, By, 8™, R3)

Gamez. This game extends the modifications to the pre-signing oracle Op,g
introduced in the previous game. Specifically, it begins by generating a valid
full signature ¥ = (E1, R,) through the execution of the Sig algorithm. Using
the Agipy algorithm, the isogeny o, represented by R,, is decomposed into
o = gow*, where w* is a C-isogeny from F; to a curve E7,, and ¢ is an isogeny
from E;, to E,. Subsequently, the efficient representation Rs corresponding to
the isogeny & is computed.

Now, in order to construct a C-torsion basis (P*, Q) for Ej[C] for which
ker(w*) = (P* + [@]Q*), where « is the secret obtained from the extracted
witness w : Ey = Ep/(P + [a]Q), and w* is the dual of &*, let ker(w*) = R.
First, we select a point R’ that is linearly independent of R to form a C-torsion
basis for £y, i.e., (R, R') = E}[C]. Now, we seek values z1,y1, 22, and ya such
that

(riR+y R+ a(zaR+yR) =R

This condition implies:
1 +areg=1 and y; +ays, =0.

Finding a single solution for (x1,x2), (y1,y2) € (Z/CZ) x (Z/CZ), where
(zi,y:) # (0,0) for i = 1,2, is sufficient to determine the pair S* = (P*, Q*) by
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setting:
P*:=z;R+y;R and Q" :=x2R+ yR'.

Finally, before forming the pre-signature, the S simulates a proof mj, for the
statement F; without any knowledge of the corresponding secret isogeny '
The pre-signature is then defined as ¥ := (Er,my, By, S, Ry). We see that
this game is indistinguishable from the previous one, and it follows that

Pr{Games = 1] < Pr[Game; = 1] + negl(A).

Gameg H(x)
1: Q: =10 1: if H[z] =1
2: H:=[1] 9 Hiz) « HSQIsignHD(x)
3: (7, E;) + KeyGen(1%) 3: return H[x]
4 m* e A0S (B, Ops(m, 1)
50 (w,lw) ¢ GenR(1%) 1: Parse I, as (Ew, w(B), Tw)
6: X < Sig(T,m") w = E(Bu, w(B), T, H)
7: Parse ¥ as (E1,Ro) if (w,1.) & Ra
8: Extract (Ej,R3) by Asipn s.t. abort
9: o =6 ow* with deg(w™) =C

10 : Extract o from

11: ker(w) = (P + [o]Q)

12: Find (P*, Q") = E;[C] for which
13 : ker(w*) = (P* + [o]Q™)

2

3

4

5: X « Sig(r,m)
6: Parse T as (F1,Ro)

7: Extract(Ey, R) by Asipn s.t.

8 o =dow" with deg(w*) =C
9

Extract « from

1: NN 10: ker(w) = (P + [a]Q)

155wy <= S((Bw, E1), 1) 11: Find (P*, Q") = E}[C] for which
16: X:=(Ey,m), B}, 5% RE) 12:  ker(w*) = (P* + [a]Q")

17: T« A™9s:%s(3 I,) 13: Set S*:= (P*,Q)

18: if Adapt(¥,w) = £ 14: = S((Buw, E1),1)

19 abort 15: Q:=QU{m}

20: b:=Ver(E;,m", L) 16: return ¥ := (Ei,m,, Ej,S* R)
21: returnm* € QADb Os(m)

1: X« Sig(r,m)
2: Q:=9U{m}

3: return X

Gamey. In this game, upon receiving the challenge message m™* from A, the game
itself generates a signature ¥ by running the Sig algorithm and converting the
resulting signature into a valid pre-signature, as in the previous game during
the Op,5 execution. Consequently, the same indistinguishability argument as in
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the previous game also holds. Therefore, it follows that
Pr[Gamey = 1] < Pr[Games = 1] + negl(}).

After establishing that the transition from the original aSigForge game (Gamey)
to Gamey is indistinguishable, it remains to demonstrate the existence of a simu-
lator that perfectly emulates Gamey and leverages A to succeed in the StrongSig-
Forge game. Below, we provide a concise description of how the simulator re-
sponds to Oracle queries.

Simulation of Oracle Queries:

Signing queries. If the adversary A queries the signing oracle Og on input
m, S sends m to its oracle Sig®@*®"HD and forwards its response to A.

Random Oracle queries. Based on A querying the oracle H on input z, in
case H[z] =1, then S queries H58"MD (1) otherwise the simulator outputs
Pre-Signing queries. If A queries the pre-signing oracle O,g on input (m, I, ):

1. The simulator extracts the witness isogeny w using the extractability prop-
erty of NIZK. It then forwards the message m to the oracle Sig>®'sie"HD
and parses the generated signature X as (F1, Ry ).

2. The simulator S constructs a pre-signature isogeny representation Rs,
and torsion basis S* = (P*,Q*) by decomposing o into ¢ o &* using the
algorithm Agpy, and the o which is obtained from the extracted witness
w: Fy — Ep/{P + [a]Q) via the online extractor property, respectively.

3. Finally, S simulates a zero-knowledge proof mj,, for the statement Ej.
The simulator outputs ¥ = (El,wqj},, Ey, S* RL).

Challenge phase:

1. When A outputs the message m* as the challenge message, S generates
(w, I,) + GenR(1*), forwards m* to the oracle Sig®¥“€"P and parses
the generated signature ¥ as (Ey,R,).

2. S generates the required pre-signature Y in the same manner as it does
during Opg queries.

3. When A outputs a forgery ¥*, the simulator outputs (m*,L*) as its own
forgery.

We highlight that the primary difference between the simulation and Gamey is
syntactical. Specifically, rather than generating the secret/public keys and exe-
cuting the algorithms Sig and H, the simulator S utilizes its oracles Sig>®'&"HD
and H>'e"HD Tt remains to demonstrate that the forgery produced by A can
be used by the simulator to win the StrongSigForge game.

Claim 4.6. (m*,X*) constitutes a valid forgery in the StrongSigForge game.
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Proof. To prove this claim, we must show that the pair (m*, X*) has not been
previously output by the oracle Sig>®'58"HP  Note that the adversary A has not
made a query on the challenge message m* to either Og or O,s. Therefore,
SigSQlsienHD i5 only queried on m* during the challenge phase. As demonstrated
in the game Game;, the adversary produces a forgery X*, which matches the
signature ¥ output by Sig>®s8"HD during the challenge phase with only neg-
ligible probability. Consequently, the oracle Sig>Q's€"D has never output L*
on the query m* before, establishing that (m*,¥*) is a valid forgery for the

StrongSigForge game. O
SsigSQISTgnHD7H5QISignHD (ET) H(‘T)
1: Q:=40 1: if H[z] =1
2: H:= [J_} 9 - H[.T] «— HSQIsignHD(m)
3: (1, E;) + KeyGen(1%) 3: return Hz]
4: m" AHKOS’OPS (ET) O;Ds(m’ Iw)
5: (w,l,) + GenR(1%) 1: Parse Iy as (Bw, w(B), Tw)

6: ¥« Sig>E™M0 (m*) 2: w:i=E(Bw,w(B), 7w, H)
7: Parse ¥ as (E1,Ro) 3: if (w,Iv) € Ra
8: Extract(E,, R) by Asipn s.t. 4: abort
9: o=cdon" with deg(w*)=C 5: X < Sig(r,m)
10: Extract o from 6: Parse X as (F1,Ro)
11 : ker(w) = (P + [o]Q) 7: Extract(E,, R3) by Asipn s.t.
12: Find (P*, Q) = E}[C] for which 8: o =5ow" with deg(d”) =C
13 : ker(w™) = (P" + [a]Q") 9: Extract o from
14: Set S :=(P*,Q") 10 : ker(w) = (P [ 1Q)
15: my < S((Bw, E1),1) 11: Find (P*,Q") = E}[C] for which
16: % := (B, B, S* RE) 12 ker(w”) = (P* + [2]Q")
13: Set S*:=(P*,Q")

17: TF ¢ A5 s (¥ 1)
18: return (m",X")
Os(m)

1: X« Sig
2: Q:=0QuU{m}

3: return X

14: Ty S((EWEl), 1)
15: Q:=QU{m}
16: return ¥ := (BEv, 7y, By, 8™, RE)

SQlsignHD (m)

From the game Gamey to the game Gamey, we have that
Pr[Gameg = 1] < Pr[Games = 1] + negl()).

Due to a perfect simulation of Gamey, provided by the simulator S, it follows
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that

AdeigForge _ Pr[Gameo = 1}
< Pr[Gamey = 1] + negl())
< AdvgTEEROEE L negl ().

By assumption, as SQIsignHD is secure in ROM with #5Qs&"HD programmed as
arandom oracle, it implies that our adaptor signature, Zry sequgmp+ 1S REUF-CMA
secure in ROM. This completes the proof of Lemma 4.3. O

Lemma 4.7. Assuming that the SQIsignHD signature scheme ¥sqQisignHD 5
SUF-CMA-secure, that Ry is a hard relation, and that Problem 2.3 and Problem
2.4 are computationally hard, then the SQIAsignHD adaptor signature scheme

ERu, Ssquigns @5 given in Algorithm 1, is witness extractable.

Proof. We begin by outlining the primary intuition behind the proof of witness
extractability. The proof of this lemma closely follows the proof of Lemma
4.3. Specifically, we prove this lemma by reducing the witness extractability
of ZRy Tsqugin 10 the strong unforgeability of the SQIsignHD signature scheme,
Ysqisigntp. To do so, let A be a PPT adversary that wins the aWitExt game.
We then construct another PPT adversary, S, so that it wins the StrongSigForge
game.

Analogous to the proof of Lemma 4.3, the primary challenge lies in simulating
the pre-signing queries. Consequently, the simulation process is carried out
exactly as in the proof of Lemma 4.3.

The key distinction in this case, however, is that in the aWitExt game, the
adversary A outputs the statement I, for the relation Ry along with the chal-
lenge message m*. This implies that the pair (w, I,,) is not predetermined by
the game. As a result, S cannot convert a valid signature into a pre-signature
since it does not have access to the witness w. However, w can be extracted
from the zero-knowledge proof embedded in I,,. Once w is extracted, then S
can simulate the pre-signing queries as in Lemma 4.3. We, now, begin with
designing a series of games required for the proof.

Gameg. This game corresponds to the original aWitExt game, as per Definition
2.13, where the adversary A must produce a valid signature ¥ for a message
m of its choice, given a pre-signature Y and a witness/statement pair (w, I,,),
while having access to the oracles H, Opg and Og. The adversary A succeeds if
(Ext(i, Y. Iy), Iw) & Ry. Since we are in the random oracle model, we explicitly
write the random oracle code H. It then trivially follows that:

Pr[Gamey = 1] = Pr[aWitExt 4 = N =1).

»=Rg(,Z5QlsignHD
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3: E.) + KeyGen(1%)
5. Y PreSig(r,m", L,)
6: X" AMO5Os(x)
70w i=Ext(L, X 1)
8: by :=Ver(E.,m",T")
9: by:i=m"¢€Q

(w*, I,) € Ry
11: return by A by A bs

10: bz :=

Gameg H(z)
1: Q:=0 1: if H[z] =1
2: H: [J_] 2 H[CC] « HSQIsignHD(I)

(7,
4 (M L) « AO9OPS (B O,5(m, 1)

3: return Hz]

1: X« PreSig(r,m, I.,)

2: Q:=0QuU{m}
3: return ¥
OS (m)

1: X <« Sig(r,m)
2: Q:=09uU{m}

3: return X

Game;. This game is the same as Gameg, except that some changes are applied
to the pre-signing oracle O,5. More specifically, during the O,s queries, this
game extracts a witness w by executing the online extractor algorithm &£ on
the inputs: the statement (E,,w(B)), the proof m,, and the list of random
oracle queries H. The game aborts if the extracted witness w does not satisfy

(’LU7Iw) € Ry.
Game; H(x)
1: Q:=10 1: if H[z] =1
2: H:=[1] g Hiz] + HSQIsignHD(x)
3: (1,B,) «+ KeyGen(1) 3: return Hx]

5: ¥« PreSig(T,m", L,)
6: XF ¢ AMOs:Ops(Y)

70w i=Ext(L, X", 1)

8: by :=Ver(E,,m", L")
9: by:=m*¢€Q

10: by := (w", I,) € Ry
11: return by A bs A bs
05 (m)

1: X« Sig(r,m)

2: Q:=9uU{m}

3: return X

4: (m*,Iw) — AH’O&OPS (E;) Ops(m,lw)

1:
2:
3

Parse I, as (Ew, w(B), Tw)
w = E(Ew,w(B), mw, H)
if (w, I,) € Ry

abort
Y « PreSig(T,m, I.,)
Q:=9U{m}

return ¥

Claim 4.8. If Bad; is the event that Game; aborts while the execution of Opg,

then it holds that Pr{Bad;] < negl()).
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Proof. By the online extractor property of NIZK, if a witness w is extracted from
a proof m,, for the statement (E,,, w(9B)) such that NIZK.V((E,,, w(B)), 7yw) = 1,
it follows that (w, I,,) € Ry, except with negligible probability. O

It follows that Game; and Gameg are equivalent, except when the event Bady
occurs. Thus, we have:

Pr[Gamey = 1] < Pr[Game; = 1] + negl(A).

Game; H(x)

1: Q:=10 1: if H[z] =1

2: H:=[1] 9 Hlz] « H5QsHD ()

3: (7, E;) < KeyGen(1%) 3: return H[z]

a: (m, L)+ A0S (B O,5(m, 1)

5: %« PreSig(r,m", I.,) 1: Parse I, as (Ew, w(B), mw)

6: X" AMO5Os(3) 2: w = E(Buw, w(B), Tw, H)
70w = Ext(E, I, L) 3: if (w, ) € Ra

8: by:=Ver(E,,m",X") 4: abort

9: ba:i=m"¢Q 5: X < Sig(r,m)

10: by := (v, 1,) &R 6: Parse X as (E1,Ro)

11: return b; A bz A bs 7: Extract (Ej,R5) by Asipn s.t.
Og (m) 8: o =06 ow" with deg(w*) = C

9: Extract a from

1: X« Sig(r,m)
2: Q:=QuU{m}

3: return

10 : ker(w) = (P + [o]Q)

11: Find (P*, Q) = E}[C] for which
12 ker(w*) = (P* + [a]Q™)

13: Set §*:=(P*,Q")

14: 7y S((Bw, E1), 1)

15: Q:=9U{m}

16: return ¥ := (Ev, 7y, By, 8™, RE)

Game;. This game extends the modifications to the pre-signing oracle O,s from
the previous game. It generates a valid signature ¥ = (E;, R, ) using the Sig
algorithm and decomposes the isogeny ¢ into ¢ = & o w* using Agpy. Here,
w* is a C-isogeny from Ej to a curve Ej, and ¢ is an isogeny from Ej to Es.
Thereby, the efficient representation Rz for ¢ is computed.

To construct a C-torsion basis (P*, Q") = Ej[C] for which ker(w*) = (P* +
[]Q*) with o derived from the witness w, a basis (R, R') = E}[C] is formed
by selecting a point R’ linearly independent of R = ker(w*). The coefficients
*1,Y1,T2,y2 are determined, where (x1,z2), (y1,¥2) € (Z/CZ) x (Z/CZ) and
(zi,y:) # (0,0) for i = 1,2, to satisfy:
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(.’L‘lR + lel) + Oé(.’l?gR + yzR') = R.

These coefficients define the C-torsion basis for Ej, by setting P* = x1R+y1 R
and Q* = zoR + 1 R'.

Finally, the simulator S generates a proof 7, for Ey without knowledge of
the isogeny v, that is computationally indistinguishable from an honest proof,
and the pre-signature is constructed as ¥ = (E177T;Z,,EZ, S*,R%). The game
remains indistinguishable from the previous one, ensuring;:

Pr{Game; = 1] < Pr[Game; = 1] + negl(A).

Games H(z)

1: Q:=10 1: if H[z] =L

2: H:=[1] g Hz] HSQIsignHD(x)

3: (1,E.) < KeyGen(1%) 3: return Hz]

a: (m*Iy) AOs:0ps (E-) Ops(m, Iw)

5 Parse Ly a5 (B w(B).70) . Darse Ly s (Buyw(8),m0)

6: w:=E(Ew,w(B),mw, H) 20 wi= E(Ew,w(B), mw, H)

7. if (w,Iw) € Ry 3: if (w,1,) &Ry

8: abort 4 abort

9: ¥ « PreSig(r,m", L,) 5: X « Sig(r,m)
10: T AOsOrs(3) 6: Parse ¥ as (E1,Rs)
11: w" = Ext(L, ", L) 7: Extract (Ej,R5) by Asipn s.t.
12: by = Ver(E,,m*, L") 8: o=0cow" with deg(w”) =C
13: by:=m*¢Q 9: Extract o from
14: by:=(w",I,) &Ra 10:  ker(w) = (P +[0]Q)
15: return by Abz Abs 11: Find (P, Q") = Ey[C] for which
Og (m) 12 ker*( ) ={P" + [o]Q")

1: X <« Sig(r,m) o Sit 5= Q)

14: Ty %S((Ew,El), 1)
20 Q= QU {m) 15: Q:=QuU{m}
3: return X ~
16: return ¥ := (Ey,my, Ey, S, Rs)

Games. In this game, for the challenge phase, we apply the identical modifica-
tions implemented in Game;’s Opg oracle. In the challenge phase, a witness w is
extracted by the online extractor algorithm & taking the statement (E,,, w(8)),
the proof 7, and the list of random oracle queries H as inputs. In case for the
extracted witness w, the relation (w,Iw) € Ry is not satisfied, then the game
aborts.

Claim 4.9. If Bad, is the event that Games aborts during the challenge phase,
then it follows Pr[Bady] < negl()).
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Proof. The arguments presented in the proof of Claim 4.8 apply similarly to

prove this claim.

O

Hence, Games and Game; are equivalent except for the case that the event

Bad; happens. Thus, we have

Pr[Game; = 1] < Pr[Games = 1] + negl()).

25: return b; Abs A bs

Gamey H(x)

1: Q:=0 1: if H[z] =1

2: H:=[l] 2. Hiz] « H>EHP(g)

3: (1, E;) < KeyGen(1%) 3: return H[z]

4: (m",I,) « AM:0s:Ops (Er) Ops(m, Iw)

5: Parse [y as (Ew, w(B), mw) 1: Parse I, as (Ew,w(B), mw)

6: w:i=E(EBw,w(B),mw, H) 2: w:=E(Bw,w(B), mw, H)

7 if (w, w) & Ra 3: if (w,l,) & Ra

8: abort 4- abort

9: X« Sig(r,m) 5: X « Sig(r,m)

10: Parse T as (E1,Ro) 6: Parse X as (E1,Ro)

11: Extract (B, R3) by Asiow st 7. Extract (E,R%) by Asipn s.t.
12 o =G ow" with deg(®*) =C . o =6o0w* with deg(w®) =C
13 : Extract a from o: Extract a from

14: ker(w) = (P + [0]Q) 10:  ker(w) = (P + [0]Q)

15: Find (P*,Q") = E;[C] for which ;. pinq (P*,Q") = E}[C] for which
16 : ker(w”) = (P* + [0]Q") 12 ker(w )= (P" + [o]Q")

17: Set §*:= (P*,Q") 13: Set S*:=(P",Q")

18: my = S((Bw, E1),1) 1a: w <—S((Ew,E1), 1)

19: Y= (Er1,my, By, 8™, RE) 15: Q:=QuU{m}
20: ¥ AOs:Os (%) 16: return ¥ := (B1, 7y, By, 5", RE)
21: w* = Ext(X, X%, 1) Os(m)
22: by :=Ver(E,,m", L") 1: ¥« Sig(r,m)
23: bo:=m" ¢ Q 2 Q:=QuU{m}
24 byi= (W', L) & Ra 3: return ¥

Gamey. In this game, the challenge phase employs similar modifications imple-

mented in Game, for the O, oracle. Specifically, the game begins by generating

a valid full signature ¥ using the Sig algorithm and subsequently converts ¥
into a pre-signature with the help of the extracted witness w and Agppy. Ad-
ditionally, the game computes the zero-knowledge proof in the same manner

as described in Game,.

Consequently, the same arguments apply here as well.
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Thus, this game is indistinguishable from the previous one, and it follows that

Pr{Game; = 1] < Pr[Games = 1] + negl()).

Having established that the transformation of the original aWitExt game into
Gamey is indistinguishable, it remains to demonstrate the existence of a simula-
tor that perfectly simulates Game, while leveraging the adversary A to win the
StrongSigForge game. Below, we provide a concise description of the simulator’s

implementation.
SSigSQISTg"HD,'HSQISig"HD (ET) H(l‘)
1: Q:=0 1: if H[z] =1
2: H:=[1] 2: Hiz] « H3VsEHD (1)
3: (1, B:) < KeyGen(1%) 3: return Hiz]
4: (m* 1) « A5 Os (B, Ops(m, L)
5: Parse I, as (Ew, w(B),mw) 1: Parse I, as (Ey,w(B), 7w)
6: w:=E(EBw,w(B),mw, H) 2: w:i=&(Bw,w(B), 7w, H)
7: if (w,Iw) € Ra 3: if (w,In) € Ra
8: abort 4: abort
9: Y « SigSleignHD(m) 5: Y SigSleignHD(m)
10: Parse X as (E1,Ro) 6: Parse X as (E1,R,)
11: Extract (Ey, R5) by Asiph s.t. 7: Extract (Ey,R3) by Asipn s.t.
12 o=cow" with deg(®")=C g o =dow" with deg(w*) =C
13 : Extract o from 9: Extract o from
14 : ker(w) = (P + [¢]Q) 10 : ker(w) = (P [ 1Q)
15: Find (P", Q") = Ey[C] for which 11: Find (P*,Q*) = E}[C] for which
16 : ker(w™) = (P" + [a]Q") 12: ker(w™) = (P* + [a]Q")
17: Set S := (P*,Q") 13: Set S*:=(P",Q")
18: g  S((Bw, E1),1) 14: my <+ S((Bw, E1),1)
19: Y= (Er, 7y, By, 5™, R3) 15: Q:=9U{m}
20: T* ¢ A998 (%) 16: return ¥ := (E1, 7, E;,S*, RS)
21: return (m*,X") Og (m)
1: X« SigSQ'Sig"HD(m)
2: Q:=QuU{m}
3: return X

Simulation of Oracle Queries:

Signing queries. If the adversary A queries the signing oracle Og with input

m, the simulator S forwards m to its oracle Sig

response back to A.

SQlsignHD 211 d4 then sends the
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Random Oracle queries. If A queries the oracle H with input z, and if
H[z] =1, the simulator S queries H5Q'€"HD (). Otherwise, it returns H/z].
Pre-Signing queries. When A submits a query (m,I,) to the pre-signing
oracle Oys,

1. The simulator uses the extractability property of NIZK to extract the
witness isogeny w. It then sends the message m to the oracle Sig>@'si&nHD
and parses the resulting signature X as (E1, R, ).

2. The simulator S constructs the pre-signature isogeny representation Rz
and the torsion basis S* = (P*,Q*) by decomposing ¢ into & o w* using
the algorithm Aspy, and by extracting the value « from the witness w :
Ey — Ey/{P + [a]Q) obtained from the online extractor property.

3. The simulator S generates a zero-knowledge proof 77, for the statement
E. It then outputs the pre-signature ¥ = (Bn,my, By, S RE).

Challenge phase:

1. When A outputs the challenge message (m*, I, ), the simulator S ex-
tracts w using the extractability property of NIZK, sends m™ to the oracle
Sig>sieHD 5 1d parses the generated signature as ¥ = (Ey, Ry).

2. S constructs the required pre-signature Y in the same way it does for Op5
queries.

3. When A produces a forgery L*, the simulator returns (m*, £*) as its own
forgery.

The key distinction between the simulation and Game, is syntactical. Instead
of generating the secret/public keys and executing the algorithms Sig and H,
the simulator S relies on its oracles Sig>®'€"™P and #SQUsienHd [t remains to
show that the forgery produced by A can be used by the simulator to win the
StrongSigForge game.

Claim 4.10. (m*,X*) constitutes a valid forgery in the StrongSigForge game.

Proof. Tt suffices to demonstrate that the pair (m*,X*) has not been previ-
ously output by the oracle Sig°®¥¥€"™MP " Note that neither O,5 nor Og has
received a query from adversary A on the challenge message m*. Consequently,
Sig>Q1e™D ig queried on m* only during the challenge phase. If adversary A
produces a forgery £* that matches the signature ¥ generated by Sig>®sienHP
during the challenge phase, the extracted w would satisfy the relation with the
corresponding statement [,,. Therefore, SigSQISignHD has never previously output
Y* on query m*. Thus, (m*, X*) constitutes a valid forgery in the StrongSigForge
game. O

From Gamey to Gamey, we have

Pr{Gameg = 1] < Pr[Games = 1] + negl(A).
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Since S perfectly simulates Gamey, it follows that we obtain:

Adv3VTEE = Pr[Gamey = 1]
< Pr[Gamey = 1] + negl()\)
< AdvgtrongSigForge + negl()\).

Since SQIsignHD is secure in the random oracle model with #5Q'se"HD modeled
as a random oracle, it follows that the adaptor signature scheme Zry Toquigmin
achieves witness extractability in the random oracle model. This completes the
proof of Lemma 4.7. O]

Theorem 4.11. If the SQIsignHD signature scheme, XsqisignHp, %5 SUF-CMA-
secure, Ry is a hard relation, Problem 2.3 and Problem 2.4 are computationally
hard, then the SQIAsignHD adaptor signature scheme, ZEgy, introduced
in Algorithm 1, is secure in the random oracle model.

2 5QsignHD 7

Proof. By Lemmas 4.1, 4.2, 4.3, and 4.7, we have demonstrated that the adap-
tor signature scheme ZRry wqmp Satisfies the properties of pre-signature correct-
ness, pre-signature adaptability, aEUF-CMA security, and witness extractability.
The verification of these properties completes the proof of Theorem 4.11. O

Conclusion

Adaptor signatures, an extension of standard digital signatures, are a vital cryp-
tographic primitive for blockchain applications, helping to reduce costs, enhance
fungibility, and support off-chain payments within payment-channel networks
and hubs. In the present work, we have introduced SQIAsignHD, a new adaptor
signature construction with quantum-resistant security based on isogenies of su-
persingular elliptic curves. Thereby, it provides security and privacy concepts
relevant to off-chain applications. In SQIAsignHD, we use SQIsignHD as the
underlying signature scheme and make use of the idea of artificial orientation,
on the supersingular isogeny Diffie-Hellman key exchange protocol (SIDH), to
apply the hard relation. We also exploit the SIDH attacks as a generic algorithm
in recovering the secret witness isogeny in the extraction phase of our scheme.
The signature in SQIAsignHD is approximately 1.26 KB in size for A = 128 secu-
rity level. In contrast to the only isogeny-based adaptor signature construction,
TAS, which operates on a maximum of the CSIDH-512 parameters, our scheme
scales well to high-security levels. Thus, compared to IAS, SQIAsignHD signifi-
cantly improves the security level and signature size. Providing a concrete and
optimized implementation of SQIAsignHD is left for future work.
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