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Abstract—Privacy is a major concern in large-scale
digital applications, such as cloud-computing, machine
learning services, and access control. Users want to
protect not only their plain data but also their associated
attributes (e.g., age, location, etc). Functional encryption
(FE) is a cryptographic tool that allows fine-grained
access control over encrypted data. However, existing
FE fall short as they are either inefficient and far from
reality or they leak sensitive user-specific information.
We propose SACfe, a novel attribute-based FE
scheme that provides secure, fine-grained access control
and hides both the user’s attributes and the func-
tion applied to the data, while preserving the data’s
confidentiality. Moreover, it enables users to encrypt
unbounded-length messages along with an arbitrary
number of hidden attributes into ciphertexts. We design
SACfe, a protocol for performing linear computation on
encrypted data while enforcing access control based on
inner product predicates. We show how SACfe can be
used for online biometric authentication for privacy-
preserving access control. As an additional contribu-
tion, we introduce an attribute-based linear FE for un-
bounded length of messages and functions where access
control is realized by monotone span programs. We
implement our protocols using the CiFEr cryptographic
library and show its efficiency for practical settings.

1. Introduction

Functional Encryption (FE) is a cryptographic
primitive that allows fine-grained access control over
encrypted data. Unlike the traditional all-or-nothing
encryption, FE allows to recover specific functions
of the input messages with secret keys associated

This work was done while Tapas Pal was a postdoc at NTT Social
Informatics Laboratories, Japan.

Subhranil Dutta
Indian Institute of Technology Kharagpur
Kharagpur, India
subhranildutta @iitkgp.ac.in

Sayantan Mukherjee
Indian Institute of Technology Jammu
Jammu, India
csayantan.mukherjee @ gmail.com

Frank Hartmann
University of St. Gallen
St. Gallen, Switzerland

frank.hartmann@unisg.ch

Tapas Pal
Karlsruhe Institute of Technology,
Karlsruhe, Germany
tapas.pal @kit.edu

to these functions. Specifically, an FE scheme that
allows to evaluate a set of functions JF on its input
messages, issues secret keys SK; corresponding to
specific functions f € F. If CT,, denotes a ciphertext
that encrypts a message m, then decrypting CT,,, with
a secret key SK reveals f(m). The security of an FE
scheme ensures that no information apart from f(m)
is revealed from SKy, CT,, about the message m.

Functional Encryption for Inner Products. Al-
though there have been significant efforts [17], [21]
on constructing FE schemes for general functional-
ities, they rely on complex tools, assumptions, and
hence, are far from reality. As a result, there is more
focus on constructing FE schemes for specific func-
tionalities like linear or quadratic functions [3], [7],
[8], [38]. In this paper, we focus on linear functions,
more specifically inner product functional encryption
(IPFE). In an IPFE scheme, the ciphertext CTy and
the secret key SK,, are computed for message and
key vectors x, y respectively and decryption of CTx
with SKy recovers the inner product (x,y). The
linear functionality, although simple, already captures
a wide range of applications in the domain of cloud
computing [3], [33], [36], machine learning [11], [27],
[39] and federated learning [11], [39], [40]. However,
the main limitation of an IPFE system is that each
secret key inherently leaks new information about
the plain message. Specifically, if an IPFE scheme
encrypts messages of length n then releasing n secret
keys corresponding to vectors forming a basis of
the message space enables complete recovery of the
plaintext.

Access Control over IPFE. To address the inherent
leakage of IPFE, Abdalla et al. [4] proposed a novel
approach that embeds access policies in the secret
keys and user attributes in the ciphertext while also
facilitating the computation of weighted sums on



the data. They named the primitive attribute-based
IPFE or AB-IPFE which provides access control by
attribute-based encryption (ABE) [19] and performs
linear computation on the encrypted data akin to
IPFE. More formally, a secret key is now additionally
associated with an access policy P and an input
message is encrypted under user-specific attributes
att. The recovery of (x,y) now depends on whether
the user’s attributes att satisfy the policy P, i.e., when
P(att) = 1. For example if the list of attributes are
att = {age, location, smoking}, an example of policy
P could be ‘(age > 18 AND location = Europe OR
Smoking = yes)’.

Previous works [4], [25], [32] have presented
various constructions of AB-IPFE, however these are
solely focused on hiding only the message vectors. In
contrast, several ABE and AB-IPFE schemes are built
[10], [15], [20], [23], [31] under the name of predicate
encryption or predicate based IPFE with a focus
on hiding attributes (or predicates) associated with
ciphertexts since attributes may reveal sensitive infor-
mation such as user’s identity, credit card information,
health-related contents. On the other hand, hiding the
function f or the weight vector y in an IPFE system
turns out to be crucial in several applications related
to biometric authentication, nearest neighbour search
on encrypted data and privacy-preserving machine
learning [9], [12], [24], [33]. In the context of privacy
preserving biometric authentication, f corresponds to
the reference biometric template of the client that
is collected at the time of registration and stored
in a remote server. At the time of authentication,
a live biometric template of the client is collected
and compared with the reference template. This is
usually done by a third party service provider and
giving the biometric templates in clear could lead to
identity theft. Therefore, we need to hide both the
reference and the live templates of the client from
the server. This is achieved by using a function-hiding
IPFE scheme.

Furthermore, in almost all applications of IPFE,
secret keys SKy, are sent to a public server to enable
the decryption of ciphertexts by the cloud and, in fact,
this has been one of the main motivations for using
IPFE in place of a more complex and less efficient
tool called Fully Homomorphic Encryption (FHE)
[18], particularly in tasks such as training machine
learning models [27], [33], [39] or privacy-preserving
biometric authentication [24]. A crucial difference
between FHE and FE lies in their decryption process:
FHE requires the (master) secret key for decryption,
whereas FE can generate decryption keys tailored
to reveal specific plaintext information. In privacy-
preserving biometric authentication, the use of FHE
presents challenges because the server requires the
secret key to decrypt the authentication decision. This
is because the result of the evaluation of a function
on encrypted data is also encrypted in FHE. On

the contrary, functional encryption, particularly IPFE,
can send a functional decryption key to the server,
allowing it to learn computation results without need-
ing the master secret key for decryption. However,
there’s a concern that any information encoded into
the weight vector y, such as the activation function of
neural networks [33] or a live biometric template of
users [24], may be revealed to the server. Therefore,
it is crucial to preserve the privacy of user-specific
information along with plain data.

Unfortunately, existing AB-IPFEs which could
provide access control or better security than IPFE
cannot be used in the above-mentioned applications
since they are not designed to simultaneously hide
user-specific attributes and functions i.e., the weight
vectors y. This motivates the following question. Can
we ensure secure access control by protecting user-
specific information (i.e., attributes and functions) in
FE?

Our Contributions. We present SACfe a protocol
that guarantees secure access control by hiding (a)
user-specific attributes associated with the ciphertext
and (b) function embedded into the secret key of
an FE system. In particular, when a server receives
ciphertext CTx .+ and secret key SKy, p (see Figure 1
where EK denotes the encryption key) the maximum
information it can extract about the message x, func-
tion y and attributes att is the inner product value
(x,y) and P(att). More precisely, when employing
SACfe in the context of privacy-preserving attribute-
based biometric authentication, the message x denotes
the fresh biometric template, the attributes att could
include att = {age, location, paid subscription}, while
the reference template is associated with the vector y.
SACfe allows us to compute the distance between the
fresh and stored template i.e., (x,y), while hiding x,
y, the attributes of the users as long as the policy P is
satisfied i.e., P(att) = 1. This is done without setting
any limits on the length of x, y and the number of
associated attributes.

More precisely, in this paper, we construct SACfe
a protocol for inner product policies. We represent
the predicate P and attributes att as vectors v and w
respectively and the attributes are said to satisfy the
predicate if (w,v) = 0. It is called the zero-predicate.
We note that such an inner product predicate delivers
a wide variety of access control corresponding to
equality tests, disjunctions or conjunctions of equality
tests, polynomials, CNF/DNF formulae, or threshold
predicates [23], [26].

Additionally, the scheme supports unbounded
(i.e., unlimited) length vectors for accommodating
more data representing predicates, attributes, func-
tions and messages. By unbounded vectors we mean
that the sizes of those vectors are not fixed during the
system setup and the lengths of the vectors are known
only when they appear at the time of encryption or
key generation. The unboundedness property yields
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Figure 1. The general framework of SACfe

a more efficient system delivering constant size pub-
lic keys, input-specific (both message and attribute
vectors) ciphertext size and function-specific (both
function and predicate vectors) secret key size. It not
only enables a user to encrypt an arbitrary length
message vector but also a variable length attributes
can be associated with the ciphertext. We achieve full-
hiding indistinguishability based security with semi-
adaptive attributes under the standard and well-known
Symmetric eXternel Diffie-Hellman (SXDH) assump-
tion.

As an additional contribution, we present an un-
bounded AB-IPFE scheme supporting more expres-
sive access policies realized by monotone span pro-
grams [22]. The secret key size remains constant
with respect to the embedded function size. However,
we emphasize that in our second contribution i.e.,
the unbounded AB-IPFE scheme it only hides the
message vectors, but not the attributes and functions.
Finally, we have implemented both our schemes in
C using the CiFEr cryptographic library [27] and
analyse their performance in different conditions in
Section 6.

Applications: Secure & privacy-preserving Access
Control in Biometric Authentication. Let us con-
sider the scenario of a service provider that may
aim to replace password-based authentication with
a biometric authentication (BA) system to eliminate
password sharing and enforce access control based
on a user’s attributes. This could include services
such as purchasing online products (e.g., alcohol), ac-
cess streaming services (e.g. Netflix content), access
newspaper articles. It is very relevant to the recent
announcement' made by the giant streaming platform
NETFLIX which is consistently putting some efforts
to stop password sharing. Unlike passwords, which
can be shared/changed if compromised, biometrics
are unique and permanent, making the breach of a
biometric database potentially more severe. In a BA

1. https://about.netflix.com/en/news/update-on-sharing-may-us

system, a live template of the user is compared against
a reference template stored in the server and suc-
cessful authentication is determined by a close match
between the two templates. In such applications, we
want to authenticate a user based on her biometrics
in a privacy-preserving way, while also checking that
a policy of attributes is satisfied; For instance, a
possible scenario is that we want to enable online
alcohol purchase for users who meet the following
criteria: they are at least 18 years old, they have a
paid subscription, they are located in Europe, and they
have no medical history of alcoholism.

However, biometric data as well as associated
attributes is highly privacy-sensitive, as it may reveal
sensitive information such as ethnic origin or health
conditions and therefore, should remain private. We
propose SACfe as a tool for implementing a BA sys-
tem which preserves the privacy of a user’s attributes
and biometric information. This scheme offers an
efficient and secure way to compute the distance be-
tween the reference and the live biometric templates
- without revealing the actual biometric information.
In addition to secure authentication, SACfe enables
content regulation based on specific attributes. In such
a BA system, during the enrollment or registration
phase, reference templates of users’ biometric data
(such as face, iris-scan, or fingerprint), are collected
from the user’s device, encrypted under the user’s
attributes (such as age, geographical location, IP ad-
dress, subscription plan) using SACfe and stored in
a database. During the authentication process, a live
biometric template is captured from the user’s device,
and a SACfe secret key corresponding to the live
biometric template and a certain policy is provided
to the user. Since the objective of this application is
to regulate content based on user attributes, the policy
can be defined as P: age > 18 and country located
in Europe. The user now sends the secret key to the
cloud server. The server can successfully compare
the already stored encrypted reference template with
the live template if the user’s attributes satisfy the
policy embedded into the secret key. Note that, the
server can only compute the (Hamming) distance
between the templates while remain oblivious about
the biometric templates since SACfe guarantees that
both the templates are encrypted in the ciphertext
and secret key respectively. Moreover, SACfe ensures
that the user’s attributes are hidden from the server
which only knows whether the policy is satisfied by
the attributes or not. Furthermore, the unboundedness
property of SACfe protocol allows the platform to
accommodate various biometric types for different
users and incorporate additional attributes for future
access control, ensuring the system’s scalability and
adaptability as the platform grows.

Related Works. The first IPFE schemes for un-
bounded length vectors are proposed simultaneously
and independently by Tomida and Takashima [37],



TABLE 1. COMPARISON WITH EXISTING AB-IPFE

Work égrff:;] Privacy Data Size
[4] MSP Msg bund
[28] MSP Msg bund
[15] Z-IP Att, Msg Unbd

N-IP Att, Msg Unbd

Z-IP | Att, Func, Msg Unbd
Ours

MSP Msg Unbd

e Z-IP,N-IP, MSP: zero inner product, non-zero inner prod-
uct, monotone span program.

o Att, Func, Msg: attribute, function, message.

e bund,unbd: bounded, unbounded.

and Dufour-Sans and Pointcheval [16]. The IPFEs
[16], [37] do not offer access control features like our
SACfe or unbounded AB-IPFE. An advanced variant
of IPFE with access control is built by Datta et al.
[14] which can handle unbounded length data, but it
neither hides the full attribute nor the function. Re-
cently, Dowerah et al. [15] constructed an unbounded
ZP-IPFE scheme relying on the SXDH assumption,
which hides attributes of the ciphertext, but secret
keys reveal the embedded function vectors. Therefore,
our SACfe ensures stronger security than [15] under
the same assumption and concurrently, it provides
better efficiency metrics than [15] as can be seen in
Table 3 and 4.

There are other variants of AB-IPFE explored
in the multi-users settings such as multi-client [5],
[28] and multi-authority [6], [13]. However, all these
works neither hide the users’ attributes nor user-
specific functions. Tomida [35] presented a partially
hiding unbounded quadratic FE scheme where only
a part of the function is hidden. Recently, Shi and
Vanjani [34] proposed a function hiding multi-client
IPFE without any access control. A comparison of
our scheme with existing AB-IPFEs is provided in
Table 1.

2. Technical Overview

2.1. SACfe: UZP-IPFE with Full-hiding Se-
curity

Our first contribution in this work is an un-
bounded inner-product IPFE with full-hiding security.
Given a ciphertext computed on two vectors (x =
(Ti)ie(mi)> W = (Wi)icim,]) and a key generated for
two vectors (y = (¥i)ier,,V = (vi)ier,) Where all
the vectors w, v, x,y are unbounded vectors defined
by their index sets [m;], [m2], Iy, I, respectively, this
primitive computes (x,y) if R(w,v) =1 (given by
(w,v) = 0 in this case) and the index sets satisfy
a certain relation. Our construction achieves full-
hiding security in the so-called permissive setting [37]
which means that the index sets satisfy a permissive
relation. In other words, the index sets of the vectors

y and v are contained in the index sets of x and
w respectively. Before we describe the full-hiding
security model, we recall the permissive setting of
the vectors:

e XEC LM W e LM

o ¥y = (Wiier, € Z),v = (v)icr, € ZIN.

o Permissive relation R,: ((x,y), (w,v)) € R, if
and only if Iy C [my] and I, C [mg]. Then,
<X7 y> = Ziely Lilis <Wa V> = Zie[v Wivi.

Our work, for the first time in the literature,
considers unbounded ZP-IPFE (UZP-IPFE) with full-
hiding security (i.e. attribute-hiding and function-
hiding simultaneously). The channel of access con-
trol is kept secret from the server by hiding at-
tribute w in the ciphertext and hiding y in the se-
cret keys simultaneously. As discussed above, full-
hiding and unboundedness properties make ZP-IPFE
significantly more relevant in practice. We, therefore,
introduce FH-IND (Full-Hiding Indistinguishability)
security which allows all efficient adversaries to pose
challenges to both the encryption and key generation
oracles in an interleaved manner. That being said,
we mention that the FH-IND security in this paper
is non-adaptive in nature on the challenge attribute
vector w. In particular, the FH-IND adversary in
this paper, commits to a sequence of challenge at-
tributes {(Wﬁo),wf}))}“ just after the setup phase.
The adversary is allowed to adaptively select many
functions of the form ((yg))7 Vo), ( 21), vy)) as a part
of key generation challenge and can also choose many
pair of challenge messages of the form (XELO),XE}))
adaptively for encryption. Moreover, the adversary is
allowed to choose any arbitrary length vectors for
key generation and encryption oracles, but the vectors
appearing in the same pair must have the same index
sets. It is non-trivial and challenging to handle such
queries since we aim to achieve the unboundedness
property along with full security. As the challenger
returns a secret key on (y§b),w) and a ciphertext
on (xflb),wﬁtb)), the adversary has to guess b chosen
uniformly at random by the challenger. To restrict the
adversary from trivially winning the security game,
if the queried vectors are 11)7ermissive then they must

satisfy (XI(J,O),YEO)> = <XI(L 7}’?)) whenever it holds

that (w,(?),w) = (wﬁl),v@ =0.

Construction Overview. The starting point of our
construction is the function-hiding unbounded (non-
attribute-based) IPFE of [37], which we call TT-
IPFE. TT-IPFE encodes a message vector x =
(£1,..-,%m,) into ([c}]1)icm,) and a key vector

y = (yj)jer, into ([k}]2)jer, as
[ei]r = [(2:,0,0,0)B;]1, [k;]2 = [(y;,0, 75, 0)B;]2

where B;, B; are the orthonormal bases of GL4(Z,)
and B; encodes the it component x;, B; encodes the

j*" component y;.



A naive combination of two independent copies
of TT-IPFE— one strain encodes x to ([c;]1)ic(my]
and y by sk, = ([[k}]]g)Jg whereas the sec-
ond strain encodes W to ([c?]1)icm,) and v by
sky = (Hk?]]g)jejv— is insecure mainly due to
natural mix-and-match attacks. In particular, given
secret keys SKy , = (sKy, Sky), SK, u = (K5, SKu)
for ((y.1y). (v.1,)) and ((z1,), (u, L)) respec-
tively, one can easily compute a legitimate secret key
SK,v = (Skg,sky) corresponding to the function
((z,I,), (v, Iy)). The mixing of secret key compo-
nents would lead to an attack that breaks the security
of SACfe. To combine the two strains securely, a
secret share of zero is carefully distributed to bind the
secret key components [[k;]]g and Hk?]]g. Although the
construction idea of our SACfe is adopted from [15],
the proof technique is quite complicated as we aim
to achieve full-hiding security. We give further details
below about how we achieved full-hiding security.
Our SACfe encodes the key and ciphertext vectors
as follows:

[ei] = [[(1:,;,0,04,0)137;]]1, k]2 = [[(111‘70’%0)13?]]2
[ = [(6w), o, 0)B;]1, [K3]2 = [(wv;,7;,0)B, ]

where {{v;}i, {7;},} forms a secret share of zero and
the bases are sampled via a pseudorandom function
depending on the indices ¢ and j of the vectors.
Another type of mix-and-match attack would arise
if we used the same basis palr (B, B*) across all ¢}

and k! (or (B, B’ ) across all ¢ and k ). In that case,
the adversary can pair the crphertext component [ci]a

with the unmatchmg key component [k} ], where
i" #i (or [c ]]1 with the unmatching key component
[[kf ]2 Where j' # 7). This would reveal unwanted
information about the message or the function. To
prevent the computation of such pairing operation
between the ciphertext and key components, we uti-
lize a pseudorandom function (with two independent
keys) to sample independent and pseudorandom bases
(B;, B}) associated with index 4 (or (Bj,Bj) asso-
ciated with index 7).

The decryption algorithm works as follows. First,
itrecovers [wé(w, v)+a ;. 7;]r from {CJ, ]}j
If the zero-predicate relation is satisfied then this
yields [}~ 7;]r. Secondly, the other inner prod-
uct is computed as [(x,y) + a} ,c; vi]r from
{c} Kk} } Now, if the key generator sets . L Vit
> jer, vi = 0, that is {v;,7;} forms a secret shares

of 0, then we can recover [(x,y)]r by combining the
outputs.

Full-hiding Security. We briefly outline the proof
here Suppose (XL), ELO)) and (x,(}),wfi)) are the

th challenge message-attribute vector pairs. The ad-
Versary can ask mainly the following three types of
secret keys for the /" key-predicate pairs (yéo)7 vy)

or (3", ve):

) )
2) (x,y,"), (Wi, ve) € Ry, but R(wi),vy) #
1 and R(W,(}),Vg) # 1.
3) (xi),y("), (wi, ve) € R, and R(wiy),v) =
R, vy =1 and (0, y®) = (0 y ().

Why Dowerah et al. [15] Technique does not work?
The main difference between the proof techniques of
ours and Dowerah et al. [15] is the fact that in our
case the adversary %ueries many challenge functional
vectors y p ) and y ;> whereas there was no challenge
on such functional Vectors in case of [15]. Therefore,
a direct application of [15] will not suffice for our
purpose of hiding information encoded into the func-
tional vectors associated with secret keys. To replace
v with y(" in ([k}]2)jer, while keeping v the
same in ([[k?]]g) jer, and at the same time changing
xfto) with XE})
than in [15].

require more delicate hybrid approach

Our Ideas. At a very high level, we develop an
amalgamation of the proof techniques of TT-IPFE
and [15]. To achieve the requirement of full-hiding
security of SACfe, we design the following sequence

of hybrids. During the argument, we first change the

encoding (yé L),O,'ygi,O)B* to (yé Z),yélz)7’}/[ Z,O)B*

following TT- IPFE After this, we change the ci-
phertext from ( 0, ,,0)B;, (6, w'® au,O)Bj

w’ Hs3?

0 (O,xﬁz,au,o) i (Op wl(}; a,,0)B;. This step is
crucially handled by integrating the proof tech-
niques of TT-IPFE and [15]. More specifically,
we use techniques from TT-IPFE to change the

message-encoding component from (x © 0,a,,0)B;

Lpisis
to (O,xiz,au,O)Bi and the proof ideas of [15]

to change the attribute-encoding component from

(0p wu;,au,())ﬁj to (6le(tl’;-7au,0)]§j. It is impor-
tant to note that since at this stage, the function-
(0) (1) is inde-

encoding component (Y, .Y, Ve,i,0)B;
pendent of the challenge bit, we can freely change

the attribute vector from wLO; to wff; in parallel
with the switching of xlao) with 2. ) We also utilize

the additional subspaces to encode secret shares of a
uniform value into the components of non-permissive
secret keys to restrict the adversary from extracting
useful information about the challenge bit.

Next, we swap function and message challenges
together. That 1is, the function-encoding and
message-encodin, components are  changed
from (yéoi), y}li . Ye,i,0)Bj, (07fo ), a,,0)B; to

0, 5% 705, 0)BE, (2,0, ., 0)B; respectively.

Finally, the function-encoding component is altered
to (yé}i),o,wJ,O)Bf . Although the core technical
idea discussed above provides a very high-level
intuition on how the full-hiding security of SACfe
is achieved, there are several subtle challenges. We
present a complete and formal security analysis in



Section 4.2.

2.2. Our Strict UAB-IPFE

Our second contribution is an UAB-IPFE in the
strict setting where decryption is successful if the
index sets of the key and message vectors are equal.
The UAB-IPFE is inspired by the recently proposed
bounded AB-IPFE of Nguyen et al. [28]. We extend
their framework to handle unbounded length data
without compromising efficiency of their scheme. Our
UAB-IPFE is built in the public-key setting with
constant size public keys and succinct secret keys that
offers a more expressive access control realized by
LSSS. Previously, the only UAB-IPFE with succinct
secret keys is known to handle (non-zero) inner prod-
uct policies [15].

Bounded AB-IPFE of [28]. We start by recalling
the bounded AB-IPFE scheme of Nguyen et al. [28].
Their scheme is based on the framework of DPVS
[30]. To embed an access structure A into the secret
key, a set of random secret shares (a;);cList-Att(a) Of
ag < Z, is sampled via LSSS based on A where
List-Att(A) denotes the list of attributes appearing in
the access structure. On the other hand, an attribute
set S is embedded in the ciphertext component in a
way that the secret a is recovered during decryption
if there exists A C S such that A C List-Att(A). This
functionality is implemented using the secret key and
ciphertext components

[kac,jl2 = [(7;(4, 1), za; ) F*]2;
[cac il = [(o;(1, —34), ¥)F]1

where (F, F*) are the bases of DPVS, 7}, 2, 0;, 9 are
random integers. For the authorized set of attributes
S, ie., A C S, we can now use the reconstruction
coefficients {c;};jea satisfying > .. 4 cja; = ao to
compute [z1pag]r by pairing the vectors [kac ;]2 and
[cac,j]1-

Next, the remaining components of secret key and
ciphertext related to the key and message vectors
respectively are generated based on the ALS-style
[7] encoding techniques using a master secret key
(U = (u;)i, S = (8;)i)- The key and message vectors
y, x are encoded as follows:

[[kfe]]Q = [[(<U7 y>’ <S’ y>7 ZaO)H*]]Q
[ere]1 = [(w, pw, )H]x
[ti]i = [w(ui + ps;i) +xilh

where (H, H™) are the bases of DPVS and w is the
encryption randomness. In order to compute [¢;]q
at the time of encryption the master public key of
the system must contain {[u; + ps;]1}; where p <
Z, is kept secret. Now, the pairing between [Kte]2
and [ce]r yields the masking term [w - ((U,y) +
w(S,y)) + z¢ap]r and hence decryption follows.

Towards Unboundedness. As we can see from the
above bounded AB-IPFE, the master key components
U, S and {[u;+ps:]1}icin) are generated in setup de-
pending on the vector length n. Our first observation
is that if we provide U and S in the exponent of G;
along with [u]; as a part of the master public key
then any one can compute {[u; + f15];}icp,) during
encryption. Our second observation is that the master
secret key components u; and s;, once sampled, are
fixed for each index i throughout the scheme.

Based on these observations, it seems that we
can generate u;, s; on the fly deterministically using
hash functions. More precisely, for each index ¢, the
hash functions H;, Ho generate Hq(i) = [u;]2 and
H2(i) = [s:]2 on the fly. Therefore, the master keys
in the transformed scheme does not depend on n as
only p plays the role of master secret key and [u];
is sufficient to generate the public key component
[wi + ps;]r deterministically with the help of a hash-
and-pairing mechanism at the time of encryption. The
IPFE-related parts of secret key ki and ciphertext
Cie, t; are now computed as follows:

(@) = [ui]2

[kiel2 = [(D_ wiyi, ) siyi, za0)H']2; Z;(i) = [si]2

[cte]r = [(w, pw, v)H]1;
[t:]r = [zi]r - e(gr, wH1(3)) - e([u]1, wH2(2)) Vi € Ix

If the index sets Iy, Iy are equal then [, vi[t:]r =
[ y)+w )iy, wivitiw e, sii]r. Therefore,
the decryption follows similar to the bounded scheme.
We now briefly sketch the selective message-hiding
security of the above UAB-IPFE. Before going to the
discussion, we would like to point out that additional
hidden spaces may be required to add in order to
achieve our security goal.

Overview of Security. We first recall that for all
secret key queries (y,,A,) where the challenge at-
tribute set S satisfies the policies Ay, it must hold

(x©y,) = (xM y,). At a very high level, our
security argument follows two steps — in the first step,
we randomize (cf, ky fe) by introducing an additional
term 7} ,(Ax,y,) where Ax = x(© — x(1)_in the
second ‘step, we apply the DBDH assumption and
program the random oracle model 1, Ho depending
on the decryption criteria to hide the challenge bit
from the adversary’s view. For the first step we use
a masking strategy similar to Nguyen et al. [28]. The
main idea is to introduce additional hidden subspaces
to the vectors (using SXDH assumption) as follows:

[kesels = [0 wigesy | siyess zae0,74.0(A%, y) H]2;

i€ly, i€ly,
[[Cfel]l = [[(UJ., Hw, 7% T)Hl]l

Note that, if decryption is not successful then we al-
ways have 0, = (Ax,y,) # 0 for all such secret keys.
It ensures that the secret component ag 0tz is masked
with 7"270765 which prevents the adversary to gain any
unnecessary information about the message vector.
Then before going to the second step, we relocate



the master secret key component p from ciphertext
to secret key via a simple basis transformation. The
updated IPFE-realted vector takes the form

[kesel2 = [((U, ¥0), 1S, ¥¢) + r4.00¢, 20,0, 75 00 )H ] 2;
[[Cfe]]l = H(w7w7 w7 T)Hﬂl'

We observe that the implicit IPFE encryption mecha-
nism of the transformed scheme in the current hybrid
coincides with the UIPFE of Dufour Sans et al. [16].
Consequently, we can now use the DBDH assumption
and program the hash functions following the ideas
of Dufour Sans et al. [16] and Datta et al. [13] to hide
the challenge bit. Although the overall techniques
of the security analysis are inspired from [13], [16],
[29] there are crucial technical challenges which we
overcome during the security analysis.

3. Preliminaries

Notations. For some prime p, Z,, denotes a finite
field of order p and for n € N, the set GL,(Z,)
denotes all n x n invertible matrices with entries
from Z,. We indicate by a < S the process of
random sampling of an element a from the finite set
S. We consider a bold uppercase letter to represent
a matrix, e.g., A, a bold lowercase letter to indicate
a vector, e.g., x and I denotes the index set of the
vector x. For example, if x = (z1,x3,x5) then we
write I, = {1,3,8}. Consider g, is a generator of
the cyclic group G,. If x = (z1,22,...,2,) is an
n-tuple vector then [x], = (¢7*,¢"2,...,9""). For
a,u € Z,, we represent afu], = g**. For a matrix
A = (a;j) € GL,(Z,), we define [A], = g where
exponentiation is carried out component-wise and a;
represents ¢-th row vector of A. For n € N, we choose
random dual orthonormal bases (B,B* = (B~!)T)
[15] as B + GL,(Z,) and [B],[B* = (B™") ]2
are dual orthonormal bases of vector spaces V =

T, V* = GY respectively and E be extended bilin-
ear map defined as E([xB]i, [yB*]2) = [{x,y)]r.
A function negl : N — [0,1] is said to be negligible
if for every ¢ € N there exists a A\, € N such that
negl(\) < 5 for all A > A..

3.1. Bilinear Group

A bilinear group G = (p, Gy, Ga, G, g1, g2, ¢)
consists of a prime p, two multiplicative source
groups G1,Go and a target group G with the order
|G1| = [Gz| = |Gr| = p where g1,g> are the
generators of the group G; and Go respectively. Let
us consider a bilinear map e : Gy X Gy — Gp. It
satisfies the following:

— bilinearity: e(g¢,g5) = e(g1,92)® for all g; €
G1,92 € Gg, a,b€ Z, and
— non-degeneracy: e(g1,g2) is a generator of Gr.
A bilinear group generator gBG_Gen(l’\) takes the
security parameter A and outputs a bilinear group
G = (p,G1,Go,Gr,q1,92,¢) with a A-bit prime
integer p.

3.2. Pseudo-Random Function

A pseudo-random function (PRF) family F =
{Fk}kex, with a keyspace Ky, a domain X and
a range ), is a function family that consists of
functions F'x : Xy — V). Let Rand) be the set of
random functions with domain X\ and co-domain Y.
Then for all PPT adversaries .4, the following holds:

AdVIEF(1%) = [Pr[A" O (X) = 1] = PrlARMO () = 1]
< negl(})
with K < K, and Rand(-) <~ Rand,.

3.3. Complexity Assumptions

Assumption 1 (Symmetric External Diffie-Hellman
(SXDH) Assumption). For 1 € {1,2}, we define
the distribution (D, [tg],) on a bilinear group G =
(p,G1,G2,Gr, 91, 92, €) < GG Gen(1) as

D = (G, [d]., [u].) for a,u + Z,
[ts]. = [au+ Bf], for 8 € {0,1} and f < Z,.

We say that the SXDH assumption holds in G if for
all PPT adversaries A, if there exists a negligible
function negl(-) satisfying the following:

AdvPH () = |Pr[A(D, [to].) = 1]

— PrA(D, [1],) = 1]| < negl(\)

Assumption 2 (Decisional Bilinear Diffie-Hellman
(DBDH) Assumption). Consider a bilinear group
G = (pv Gl; GQv GT7 g1, 92, e) — gBG.Gen(lA)-
The DBDH assumption holds in G if for all
PPT adversaries A4, there exists a non-negligible
function negl(-) such that

AdVOEP(\) = ‘Pr[A(G, [aly, [b]1, [al2, [e]2; [abe] ) = 1]

- PI‘[.A(G, IIa]]lv [[1)]]1, [[aﬂ% IIC]]% [[d]]T) = 1}
< negl())
where a,b,c,d < Z,,.

3.4. Access Structures and Linear Secret
Sharing Schemes

Definition 1 (Access Structure [28]). Let Att =
{atty,...,att,} be a finite set of attributes. An
access structure over Att is a collection A of non-
empty subsets of {Att}, i.e., A C 2{A%H\ (¢}, A
set contained in A is called authorized, otherwise
it is called unauthorized. An access structure A
is monotone if S; C So C A and S; € A imply
S, € A. Given a set of attributes S C Att, we
write A(S) =1 if and only if there exists A C S
such that A is authorized. Note that, List-Att(A)
is the list of attributes appearing in the access
structure A.

We are interested in linear secret sharing schemes
(LSSS) defined below.

Definition 2 (Linear Secret Sharing Schemes [28]).
Let K be a field, d, f € N, and Att be a finite



universe of attributes. A Linear Secret Sharing
Scheme LSSS over K for an access structure A
over Att is specified by a share-generating matrix
A € K%/ such that for any I C [d], there exists
a vector ¢ € K? with support I and c- A =
(1,0,...,0) if and only if {att; | i € I} € A.

To share a secret s, pick uniformly random val-
ues vg,...,vq < K and generate a vector of n
shares as s := (s,vs,...,04) - A such that the
share for attribute att; is the i-th coordinate s; of
s. Only an authorized set {att; | i € I} € A can
recover ¢ to reconstruct s by computing c - s' =
c-(A-(s,v2,...,v9)") = s. For any unauthorized
set, reconstructing the secret will result in a closely
random value.

3.5. SACfe: Secure Access Control in FE

We present the syntax of our SACfe protocol.
First, we define an unbounded AB-IPFE (UAB-IPFE)
with general access structure and then we discuss
the property it should satisfy for a SACfe. We use
notations similar to the work of [15], [28]. The
functionality class is Fi, x AC-K. The evaluation
functions F;, is the class of inner product functions
given by Fiy, = {Fyecy, : X\ — Z,}, where
{X}x and {),} denote the message space and key
space respectively. The access control is represented
by a relation R, : AC-K x AC-CT — {0,1} for
some sets AC-K and AC-CT. For any two vectors
X = (¥i)icr,, Y = (¥i)ier, With associated index sets
I and Iy, we define a permissive relation R, such
that

(x,y¥) € R, if and only if I, C I

and, in this case, the inner product is defined as
(x,y) = Ziely x;y;. On the other hand, a strict
relation R between the vectors x, y is defined as

(x,y) € R if and only if Iy, = I, = I(say)

and, in this case, the inner product is given by
(X,¥) = > _;cr iyi- Let us consider a toy example. If
x = (zi)ier, and 'y = (yi)ier, with Ix = {1,2,3,4}
and I, = {1,3,4}, then it is easy to verify that
(x,y) € Ry, since I, C I, and the inner product
value is (x,y) = z1y1 + z3y3 + z4ys. However, we
see that (x,y) & R, since Ix # Iy.

We define our UAB-IPFE protocol for the func-
tion class Fi, and access control relation R,.. Here, a
ciphertext is associated with (x, ac-ct) € X, x AC-CT
and a secret key is associated with (y,ac-k) € Y x
AC-K. In the permissive (or strict) setting, decryption
outputs the inner product between x and y if and
only if Rac(ac-ct,ac-k) = 1 and (x,y) € R, (or
((x,¥) € Rs)). The permissive setting is more ex-
pressive and appealing as it allows computation over
a large encrypted database (e.g., x) using a secret key
associated with a variable length functions (e.g., y)

as long as the function size remains smaller than the
size of the actual database.

Definition 3 (UAB-IPFE for (Fi,,Rac)). A UAB-
IPFE scheme for (Fi,, Rac) consists of the fol-
lowing algorithms:

e Setup(1*) — (PP,EK,MSK): It takes the
security parameter A\ as input and outputs pub-
lic parameters PP, an encryption key EK and a
master secret key MSK. The pubic parameters PP
is an implicit input to the rest of the algorithms.
e Enc(EK,x,ac-ct) — CT, scct: It takes as
input ac-ct € AC-CT, the encryption key EK, a
message vector x = (x;);cr, € X and outputs a
ciphertext CTy ac_ct-

o KeyGen(MSK,y,ac-k) — SK y.ac-k Given
ac-k € AC-K, the master secret key MSK and a
key vector y = (y;)icr, € Y, it outputs a secret

[ ] DeC(SKy ac- k7 CTX ,ac- Ct) — d/ J_ It ta_keS the
secret key SK y.ac-k and the ciphertext CTy jc-ct
and outputs e1ther a decrypted value d or a spec1al
symbol L indicating failure.

Correctness. For all A € N, x € X\, y € ),
ac-k € AC-K, ac-ct € AC-CT and (x,y) € R,
(or Rs) satisfying R,.(ac-ct,ac-k) = 1, the above

scheme is correct if the following condition holds:

(PP, EK,MSK) « Setup(1*)
x.y) : CT, ac-ct < Enc(EK, x, ac-ct) 7
YITSK ek + KeyGen(MSK, y, ack)|
d < Dec(SK

Pr|d=
y,aC-k7 CTx,aC-Ct)

Security. We define two security notions 1) full-
hiding indistinguishability (FH-IND) based security
with semi-adaptive attributes — in this model, the
adversary is allowed to query challenges to both the
encryption and the key generation oracles, however,
the adversary needs to submit the challenge attributes
before submitting queries to the key generation or-
acle; 2) selective message-hiding indistinguishability
(MH-IND) based security which restricts the adver-
sary to submit the challenge message pairs and the
attribute at the start of the experiment.

Definition 4 (FH-IND security). An UAB-IPFE
scheme £ = (Setup, Enc,KeyGen,Dec) for
(Fip, Rac) is said to satisfy FH-IND security if
for any security parameter A\, any PPT adversary
A, there exists a negligible function negl such that
the following holds

AdVEENP () = ‘Pr [ExptgHA'NgD()\) - 1]

—Pr [ExptiHA”\“gD(A = 1} ’ < negl(X)
where  the  experiment Expt;ﬁ'!\'gD N

is defined for 8 € {0,1} as follows:



Exptg'u!\'gD N

1) (PP,EK,MSK) < Setup(1?*).

2) {(ac—ctgo),ac—ctgl))}ieQCT — A(1*,PP).
3) 6/<_AOKeyGenﬂ(MSK,A,-),OEnc5(EK,-,-,-)(PP).

4) Outputs: 3’

The oracle OKeyGens(MSK, )
input a key vector pair (y(o),y(l)) e )}
with  the same index set I, and
acck € AC-K and outputs the secret key
SKy) ack ¢ KeyGen(MSK, y(®) ac-k). The
oracle OEncg(MSK, -, -) takes as input a message
vector pair (x\¥ x" i) € AZ x [Qer]
such that |[I,o| = |Lw| = m; and
(ac-ctgo),ac—ctgl)) € AC-CT? and outputs
CTx(_/a) ac-ct® — EnC(EK, Xl(ﬂ), ac-ctl(ﬁ)).
Let QCT,CSSK be the total
ciphertext and secret key queries
then for all ¢ € [Qgr] and ¢ €
we have <x(;),y§0)> = <(17y1,)> when
Rac(ac- ct() ac-kg) = Rac(ac- ctg )7ac ke) =1
with (7,3, (x5 D) € R, (or R).

Definition 5 (MH-IND Security). A UAB-IPFE
scheme & = (Setup,Enc,KeyGen,Dec) for
(Fip, Rac) is said to satisfy MH-IND security if
for any security parameter A\, any PPT adversary
A, there exists a negligible function negl such that
the following holds

takes as

number of
of A,
[Qsk],

AN () = ( Pr [Exptgﬂj'QD(A) - 1]
—Pr [Expt?A:'gD()\) = 1} ‘ < negl(X)

Expty e (V)
{0,1} as follows:

where the  experiment
is defined for 8 €

Exptly e (V)
D (x@,xM ac-ct) + A(1*) s.t Iy = L.

2) (PP,EK, MSK) < Setup(1*).
3) ﬂ/<_AOKeyGen(MSK,-,-),OEan(EK,-,~)(PP).

4) Outputs: 5’

In this experiment, OKeyGen(MSK;,-,-) is an
oracle that takes as input (y € Yy, ac-k € AC-K)
with associated index set I, of y and outputs the
secret key SKy,ac—k + KeyGen(MSK,y, ac-k).

The oracle OEncg(EK, -, ), queried
only once, takes as input a message
vector pair (x(@ xM) € A2 such that
[Iuo)| = |Ih4aow| = myp and outputs
CTx<5>,ac-ct — EnC(EK, X(B), ac—ct).
For all queried (y,ac-k) pair satisfying

1 and (xP)y) € R,
(x(M,y).
Remark 1 (SACfe). For our concrete constructions,

the encryption key is either a private key, i.e.,
EK = MSK, or a public key, i.e., EK = PP.

Rac(ac-ct,ac-k) =
(or Rs), we have (x(0)y) =

We call a FH-IND secure UAB-IPFE scheme a
SACfe. We emphasize that function-hiding secu-
rity in IPFE can only be achieved in the setting
of EK = MSK due to the linear functionality
as discussed in previous works [9], [12], [24].
In Section 4, we present a SACfe scheme (with
EK = MSK) where AC-K and AC-CT repre-
sents sets of vectors over Z, and the relation
Rac(u € AC-CT,v € AC-K) holds if and only
if (u,v) =0and (u,v) € R,.

In our second construction of (strict) UAB-IPFE
of Section 5, AC-K and AC-CT represent an LSSS
access structure and a set of related attributes
respectively, and the relation R,.(A € AC-K,S €
AC-CT) holds if and only if A(S) =

4. SACfe: Function Hiding UZP-IPFE

This section presents our SACfe protocol which
is a private key function-hiding UZP-IPFE scheme in
the permissive setting based on the DPVS framework
of [30].

4.1. Construction

Let F1 := {Fr}xrek,, Fo :={F }Ke,C be two
PRF families with a key space ICy consisting “of func-
tions Fr : Z — GL4(Zp) and Fj; : Z — GL3(Zp)
respectively. As all pairing—based IPFE in the litera—
ture, our required inner product values come from a
polynomial range so that at the end of the decryption
phase, we can efficiently perform an exhaustive search
to obtain the value. We present our UZP-IPFE scheme
in Figure 2.

Correctness. The decryption succeeds if (x,y),
(w,v) € R, and (w,Vv) = 0 as shown below

[T B(1es 1) = [ ) +a 3 %l

icly i€ly
[T 2(Ie1. 1)) = [s(w.v) +a - ]
h=[xy)+wiw,v) +a(d v+ > F)lr
i€ly j€ly
= [(x,3) + wb(w, v)]r. M

Using (w,v) = 0, it can be seen that the correctness
follows from Eq. (1).

4.2. Security

Theorem 1. Assuming the SXDH assumption holds
over the bilinear group G, our UZP-IPFE scheme
achieves FH-IND security as per Def. 4.

Proof of Theorem 1. Suppose A is a PPT adversary
against FH-IND security of our UZP-IPFE scheme.
We construct an algorithm B for breaking the SXDH
assumption that uses A as a subroutine. We prove



Setup(1*) — (PP, MSK):
— Generate a bilinear group G
(p,G1,G2,Gr, g1, g2.€) < Gge.Gen(1)
and a pair of PRF keys K, K < ICy

— Output PP = G,MSK = (K, K)
Enc(MSK,x = (x 1)2€[m1] e Z™mw =
(Wi)icims) € ZM2) —

— Compute Fk (i) = Bi Vi € [my] and

Fi(j) = B; Vj € [mo]
— Sample 0, « < Z, and compute

[[C,H]l = [[(xi,07a,0)13i]]1 Vi € [ml],
[c5]: = [(6w;, , 0)B;]1 Vj € [mo]

— Output CTy w = ({[[CHI}Z'E["n]v {[[Cﬂl}jdmz])
KeyGen(MSK, y (yi)ier, € ZHlv
(vi)ier, € ZI1) — 8Ky y:

— Compute Fi (i) = B; Vi € Iy and Fz(j) =

Bj VJ el,.

— Sample w < Zp, Vi, 7; < Zp for all ¢ € I,
J €Iy such that 7, c; vi+ 32,67, % =0
and compute

k; =

2

— Output SKy v = ({[k;]2}icr,, {[K}]2}jer - Iy, 1)
Dec(SKy v,CTxw) — d/ L:
- If (x,y) ¢ Ry, or (w,v) ¢ R,, output L else
compute

n=T1 T1&(1e 1i1) 2(1e2 1419
icly jel,

loge(gl’@) h

(yi,O,%,O)Bz‘ Vi € Iy,
(wvjﬁj,O)Bj Vjel,

— Output d =

Figure 2. Our SACfe: UZP-IPFE

Theorem 1 by a series of games. For each game
transition, we calculate the difference of probabilities
that A outputs 1 in the corresponding games. In
every game, the challenger chooses a random element
m} < [M1,max), as a guess of m] at the beginning of
the games. As we consider the semi-adaptive model
here, we set m3 = 12 max Where mi max, M2, max
as the maximum length of the challenge message
and attribute vectors (i.e., x and w) respectively
and consider Smax,tmax to be the maximum indices
of the queried key and predicate vectors (i.e., y
and v) respectively to the key generation oracle.
Here E, denotes the event that A outputs 1 in Game ¢.

Game 0: This game is the same as the real security
game where the challenge ciphertext CT) s the

encryption of (xfco), w,(co)) as described in Def. 4 i.e.,

k,x,w

10

[eb ) = (2,0, 05, 0)Bi]ly Vi € [m] )],
[3 ;11 = [(6xw”), ar, 0)B;]1 V) € [m3 ]

with oy, + Z, and Fx(i) = B, Fz(j) = B;. The
(-th secret key SKy, v, for y&o), vy is replied as

[k} 2 = [(57,0,7¢.:, 0)B] 2 Vi € I,
[[kzj]b = [[(vaf,jv'w,jyo)ﬁj]b vjel,
where o, 70, we < Zp satisfying . . v+

, .

Zjef‘,,Z Ve, = 0.

Game 0': Game (' is the same as Game 0, except we
use B; « GL4(Z,), B; < GL3(Z,) to generate ci-
phertext and secret key components. Note that, Game
1-0-3 = Game 0'.

Game (1-p-1): For u € [Qgk], same as Game 1-
(¢ — 1)-3 except for the following components

II i 1,]]2 = [[(yu 50,7, 77)Bﬂ]2 Vi € Iy“,
[[kuyj]]Q = [[(wﬂvﬂ,jv'y#»j’)Bj]b Vi € Iv“

where 7) <— Z,. Note that Game 1-0-3 = Game 0.
Game (1-u-2): For p € [Qgk], same as Game 1-p-1
except for the following components
1
[k,.il2 =
[[ki,jHQ = [(WpVpgs Vpugs M) Bjl2 Vi€ Iy,

Game (1-4-3): For 1 € [Qsk], same as Game 1-4-2
except for the following components

[ 2 = [y y) i [0) BT Vie Iy,
[[kﬂ,j]]Z = [[(wuvu,jv'yu,j’@)Bjk Vj€ly,.

Game 2: Same as Game 1-Qgk-3 except for the
following components

(0)

=[5 o)

yy,z

Vs Mipi)Bi ]2 Vi € Iy

[} J2 = e i) e [5ea )BTz Vi€ I,
[[k?,j]]Q = [[(wéw,j/w,j,)ﬁj]]z Vjel,,

where sg;,te ; < Zy Zlelyz 54L+delv te,; = 0.
Game (3-v-1): For v € [Qct|, same as Game 3-
(v — 1)-3 except for the following components

[}l = [(25), 0,00, [@, )Bily Vi€ m],),
[c2,]: =

(6,0, 0, [ G0 )B,11 Vi € [m3)]

where o, &, < Z,. Note that Game 3-0-3 = Game
2.

Game (3-v-2): For v € [Qct], same as Game 3-v-1
except for the following components

fev,d = [(

[ ;11 = [( 6w

(1)

0,2, |,au, au)Bi]]l Vi e [miu]a

1)

v,j

al/aalj)ﬁj]]l v] € [m;,u]'




Game (3-v-3): For v € [Qcr], same as Game 3-v-2
except for the following components

[t di = 10,2, a,,[0)B]: Vi € [m],],
[3]: =

[(6,wS), a, [0)B;]1 V) € [m3,).

Game 4: Same as Game 3-Qgt-3 except for the k-th
ciphertext and ¢-th secret key component as follows

[(
[z .12 = [(

Game 5: Same as Game 4 except for the k-th cipher-
text and ¢-th secret key components as follows

[er. 1 = 93212,0 o, 0)Bi]1 Vi€ [m] ],

1,0

yl i ’yz i Yo 3577))Bﬂ]2 Vi e IYe

[k di = [(@(), 0,01, 0)Bi]ly Vi€ [m],],
nci,jﬂl = [(0kw}), e, 0)) By i Vi € [m3 ]

[[ = yeza@ ’7[1,@2 VZGIye,
[[kzj]b = [[(wzve,jﬁe,j,@) ﬁ; la Vjel,

where FK(Z) = BZaFf((]) = Bj.

We prove the indistinguishability arguments of
the above games in Appendix A. For each game
transition, we prove that the difference between prob-
abilities that the adversary A outputs 1 in both games
is negligible. Combining the arguments, the above
Theorem follows.

S. Strict UAB-IPFE

In this section, we construct a strict public key
UAB-IPFE scheme using the DPVS framework.

5.1. Construction

Our UAB-IPFE = (Setup, Enc, KeyGen, Dec)
scheme can be described in terms of the following al-
gorithms. Let two full-domain hash functions H1, Hs
into Gg. As with all pairing-based IPFE in the litera-
ture, our required inner product values come from a
polynomial range so that at the end of the decryption
phase, we can efficiently perform an exhaustive search
to obtain the value. We present our UAB-IPFE in
Figure 3.

Correctness: If (A(S) = 0) V ((x,y) ¢ Rs), it
outputs L, otherwise it computes
H E([cac,jl1, ¢jlkac,j]2) = [Yzaolr (@)
E([[Cfej]]elfl[[kfe]b) = [aozy —w Y yilui + psi)lr (3)
T] vl = 13 (e — cons — womsn)le @)

i€ly i€ly
From Equ. (4),(3) and (2), it outputs [(x,y)]r.
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Setup(1*) — (PP, MSK):
— Generate a bilinear group G

(p,G1,G2,Gr, g1,92,€) + Grg.cen(17).
— Sample z,p <+ Zp, F < GLs(Z,), H +
GL4(Z,) and output

PP = ({[f:]1}i=1, [y + pholy, [hs], [u]1)
MSK ({f }1 la{h;F ?:172)

Enc(PP,x = (2:)ics, € Z*,S) = CT,s:
— Compute H; (i|Ix) = [wi]2, Ha(illx) = [si]2 Vi € Ix
— Sample ¢,w,0; < Z, ¥V j € S and compute
[cac. ;11 = [(o5(1, —4),%,0,0,0,0,0) F]1
[ee]r = [(w, pw, ¥, 0)H]y
[tidr = [2idr - e (g1, wluds) - e([uly, wsila) ™
— Output CTy s = ({[cac ;1 }jes: [erelr, {[til T }ier,)
KeyGen(MSK,y = (yi)ier, € Z,'fy‘,A) —
yoA:
— Sample ag < Z,, use the secret sharing

scheme based on A to create the shares
(aj)jeListan(a) of ag as defined in Section

— Compute H1(i|ly)
[si]2 for all i € I
— Sample 7; < Z, for all j € List-Att(A) and
compute
[[kaCA,j]]? = H(ﬂ—j (J, 1), a,z,0,0,0,0, 0) F*]]Q

kiel2 = [(— Z Yills, — Z YiSi, a0z, 0)H ]2
icly iely,
— Output SKy 4 = ({[kac,;j]2}jeListAt(a), [Kie]2)
Dec(SKy 4,CTyxs) = d/ L:
- If (x,y) ¢ Rs VA(S) =0, output L
— Else, there exists A C S and A € A, then
find the reconstruction vector ¢ = (c¢;); of
the LSSS for A and compute the following

h = H yi[t E([cte], [[kfe]]Q)

i€ly

= [[’ui]]g, and Hz(luy) =

1 E(lcac11, ¢lkac ;12)

JEA

loge(glygz) h

Finally, output d =

Figure 3. Our UAB-IPFE

5.2. Security

Theorem 2. Assuming the SXDH, DBDH assump-
tions hold over the bilinear group G, then our
UAB-IPFE scheme achieves MH-IND security in
the random oracle model as per Def. 5.

Proof of Theorem 2. Suppose A is a PPT adversary
against MH-IND security of our UAB-IPFE scheme.
We construct an algorithm B for breaking the SXDH
and DBDH assumptions that uses .4 as a subroutine.



We prove Theorem 2 by a series of games. For
each game transition, we calculate the difference of
probabilities that A outputs 1 in the corresponding
games. We represent E, as the event that A outputs
1 in Game ¢.

Game 0: This game is the same as the real security
game as presented in Def. 5 where the challenge
ciphertext and the ¢-th secret key components are
given below:

leac,i11 = [(0;(1,=4),%,0,0,0,0,0)F];
[ere]i = [(w, pw, 4, 0)H]:
[P = [ 17 - e(gr,wluil) ™ ey, wlsil2)
keac,;]2 = [me,;(4,1), ae,j2,0,0,0,0,0)F*],
[kefelo = [(= Y wesueis— D yeises acoz,0)H

i€ly, icly,
Here, ag o < Zyp, (as;)jcListat(a) < Nago(A).

Game 1: Same as Game 0 except for the following
secret key component whenever Iy = Iy,

[ere]r = [(w, pew, ¥, [T )H]

[ketolo = (= Y weiuei— Y l/é,iSI,'haé,Oza)H*ﬂQ

i€ly, i€ly,

where 00 = (AX,y,), 7,10 & Zp, Ax =
x(® — x(). Others secret keys for I # I, remain
unaltered. 4
Indistinguishability follows between Game 0 and
Game 1 from the SXDH assumption.

Game 2: Same as Game 1 except for the following
components

[ere]r = [(w,[w] ¥, 7)
[[kéfe 2—[[ Z Ye,iUe, i,

i€ly,

—H Zier,Z Ye,iSe,i |

ar,0%,75000)H ]2

Game 3: Same as Game 2 except for the following
components

kel = [(—

Z Ye,ile iy

i€ly,

3 . VA/
—p Zielyé Ye,iSe,i + 7000 |,

ae,0%,7,000)H' ]2

Game 4: Same as Game 3 except for the following
ciphertext component

"]

r=[z"]r "am(i)[[d]]T ‘ “e(g1, | wlug]2 ‘)71
e([ulu[wlsi]z )~

[( _Zielw yé,iu;z,qz h| —H Zielw W,iséﬂ: )
ap02,7y000)H* ]2 if I = Iy,

[[( - Zie]w ?JZ,iUZ,i b Zielyz yhs}z

ap0z, 0)H" ]y if I # Iy,

[kese]2 =

)

where d < Z,,. Here the random oracles H, H2 are
programmed for ¢ € I as follows:

Hl(lu) [[U‘ZL]]Q _amz H Am (7) nl[pm
rkE[n—1]

Hz(lljx) = [[32,1‘}]2 a’m( IIC H )\"L (i), hIIph
K€E[n—1]

where o, \;; € Zp,a,c < Zp and p, +— 7Z, with
m : Iy — [n] such that |Ii| = n. Otherwise for i ¢
Ix, but i € Iy,, oracles output [uy ]2, [s} ;]2 + Ga.

We show that the adversary’s advantage in this
game is negligible relying on the DBDH assumption.
We provide detailed analysis of the indistinguishabil-
ity between each consecutive games in Appendix B.

6. Implementations and Evaluations

We report the ciphertext and secret key sizes
of our schemes in Table 3 which also provides the
comparison with the recent work of [15]. It shows
that the ciphertext and secret key sizes are much
smaller in SACfe compared to [15] and these im-
provements are achieved with the additional property
of function hiding. We implemented both schemes
using the CiFEr cryptographic library [27]. This li-
brary uses the GNU GMP library [2] to represent
arbitrary big numbers. For the pairing CiFEr uses
the Apache Milagro Cryptographic Library (AMCL)
[1] configured with the BN254 curve. All bench-
marks were conducted on a MacBook M1 with 16
GB of RAM. The heap consumption was evaluated
using the tool valgrind. The code of the implementa-
tion is available at https://anonymous.4open.science/
r/ipfe-impl-FFEF/README.md.

UZP-IPFE. We evaluated the performance of the
UZP-IPFE scheme in terms of execution time and
memory consumption for various values of my, while
keeping mo constant at 1000, which means we used
1000 attributes. Figure 4 shows the execution times
for encryption, key generation, and decryption. We
observe that encryption was faster than key gen-
eration, which is expected because key generation
requires sampling 7; and 7; such that their sum is
zero. Decryption was the slowest operation, likely due
to the pairing computations involved. Compared to
the scheme in [15], our UZP-IPFE scheme achieved
faster execution times, as shown in Figure 5. The
ciphertext and FE key sizes increased linearly with
my, as shown in Table 4. This is consistent with our
analysis, since each additional element in x adds one
element in G to the ciphertext, and each additional
element in y adds one element in G2 to the FE key.
Table 4 also shows that our UZP-IPFE scheme used
less memory than the scheme in [15].

UAB-IPFE. We implemented the UAB-IPFE scheme
using monotone access programs and linear secret
sharing scheme to define the access structure. The


https://anonymous.4open.science/r/ipfe-impl-FFEF/README.md
https://anonymous.4open.science/r/ipfe-impl-FFEF/README.md

TABLE 3. COMPARISON WITH EXISTING UAB-IPFE

Work Scheme |CT| |SK] Function Hiding Assumption

[15] UZP-IPFE T(m1 + m2)|G1| T(n1 + n2)|Ga| X SXDH

Ours | SACfe: UZP-IPFE (4m1 + 3m2)|G1] (4n1 + 3n2)|Ga| v’ SXDH
UAB-IPFE m1|Gr|+ (8|S| +4)|G1| | (8|List-Att(A)| + 4)|G2] X SXDH, DBDH

— mj1, ma: the lengths of the message and attribute vectors associated with the ciphertext.

— n1,n2: the lengths of the vectors associated with the secret key.

— |CT], |SK]: the size of the ciphertext and the secret key, respectively.
— |List-Att(A)|, |S|: number of attributes associated with secret key and ciphertext respectively.
— SXDH, bi-k-Lin, DBDH: symmetric external Diffie-Hellman (or 1-Lin), bilateral k-Lin, decisional bilinear Diffie-Hellman.

TABLE 4. UZP-IPFE: SIZE OF THE CIPHER TEXT AND FE KEY FOR DIFFERENT SIZES OF m.

mi 1 5 10 50 102 5- 102 103 5-10° 10*
[15] Cipher text  919.9 kB 923.9 kB 928.5 kB 976.8 kB 1,020.6 kB 1,377.3 kB 1,8453 kB  5,589.3 kB 10,169.3 kB
FE key 1,809.3 kB 1,809.5kB  1,908.7kB  1,956.1 kB 2,1029 kB 2,877.3 kB  3,8453 kB 11,3893 kB  20,969.3 kB
Ours Cipher text  448.6 kB 451.0 kB 454.0 kB 477.6 kB 507.2 kB 744.0 kB 1,040.0 kB 3,408.0 kB 6,368.0 kB
" FE key 937.6 kB 942.5 kB 948.6 kB 997.5 kB 1,058.7kB 15483 kB  2,160.3 kB  7,056.3 kB 13,176.3 kB
TABLE 5. UAB-IPFE: SIZE OF THE CIPHER TEXT AND FE KEY FOR DIFFERENT SIZES OF m.
mi 1 5 10 50 102 5102 103 5-10° 10*
Cipher text 8.5 kB 11.0kB 141kB 389kB 69.7kB 3172kB 6252kB 310.1 kB 618.5 kB
FE key 11.4 kB 11.5 kB 11.6 kB 12.4 kB 13.3 kB 19.5 27.7 35.8 44.2
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Figure 4. UZP-IPFE: Execution time of Enc, KeyGen, Dec for
different sizes of m1.
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Figure 5. UZP-IPFE [15]: Execution time of Enc, KeyGen, Dec
for different sizes of m1.
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Figure 6. UAB-IPFE: Execution time of Enc, KeyGen, Dec for
different sizes of m;.

access policy can be specified with attributes that are
connected by OR and AND clauses. We evaluated
the performance of the scheme in terms of execution
time and memory consumption for different values
of my, while keeping the access policy fixed with six
attributes. Figure 6 shows the execution times for en-
cryption, decryption, and key generation. Encryption
is the most costly operation, while decryption is the
least. Table 5 shows the sizes of the ciphertext and
the FE key for different values of m;. The ciphertext
size increases with mq, as each additional element
in x adds one more group element in G to the
ciphertext. The FE key size should be constant in
this experiment, as it only depends on the number
of attributes and not on the size of the vector y.
However, our measurement was not accurate enough



to confirm this. The measured values are given in
Table 5.
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Appendix A.
Security Analysis of Our SACfe

In this section, we provide the details of the in-

distinguishability argument of the consecutive hybrid
of Theorem 1.

Lemma 1. [Pr[Eq] — Pr[Eo/]| < AdVERT (A) 42790,
Proof 1. Follows from the security of PRF function.



Lemma 2. |Pr[E; (,_1)3] — Pr[Er 1] < Advg P (\).

Proof 2. We now construct a reduction algorithm B
from the SXDH challenges using A as a sub-
routine. B gets the challenge instances from the
adversary A for « = 2, i.e., (G, [a]2, [u]2, [ts]2)-
Now we consider two matrices W < GL4(Z,,
W « GLs(Z, ) and construct the matrices

(B“B*) (B B, ;) as follows:

1, I

B; = 0 1 |W;Bf= a 1| W7,
i 1 —a 1 0
1 1

Bij=| 0 1|W;B/=| a 1|W,
| 1 —a 1 0

Now depending on the u € [Qsk], we can simu-

late the ¢-th secret key (where ¢ # ;1) component

[[k},i]]g corresponding to the vectors y, as follows:
720,72, 0)Bi e

k.1, =
[[ eﬂ]]Q {H(yl i
[k ;]2 = {[[(wwé}ﬁg,j,O)fB;]]z if 0+ u

where 7y ; < Z,, and Zlel 722+ZJ61 w,j =
0. For ¢ = p, the secret key components [[ nil2s
[[ki ;]2 are generated as:

0) , (1)

H(yfzayeza’wz; )B:(]]Q lf€<u

if 0>’

(0)

[k,..J2 = [(4,7:0,0,0)B; +7,,:(0,0, t5,u)W;]a
= ﬂ(yg,)gaO,U’Y;L,iaﬁf’Yu,i)Bﬂb (5)

K2 2 = [(@nv.3, 0,0)B; + 7,050, tg, )W, ]2
= [(Wuve,gs Wngs BFi)B; ]2 ©6)

where 7,.,7¢,; < Zp such that Ziely“ Vusi +

> jer, Juwj = 0. The challenge ciphertext com-
Vi
ponents [c; ;]1 simulate as follows:

0
(),

[[Ck z]]
Hck ]]]
where ay, <— Z,. The adversarial view is the same

as Game 1-u-1 if § = 1 and Game 1-(u — 1)-3
for 8 = 0. Thus the claim follows.

|I 0 af, )Blﬂlv
[(8rwy”), o, 0)By]

Lemma 3. |Pr[Ey 1] — Pr[Ey ]| < 2790

Proof 3. We now construct the matrix (D;,D}) as

follows:
1 1
ey 1
1 ﬂ @ * *
D; = i | Bis Dy = 1 B;
1 (1)
e}
_ i
1 MVpi 1
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Therefore, for all k£ € [Qcr], ¢ € [Qsk], the chal-
lenge ciphertext component [[c,lm]]l is simulated
as follows:

c,1€7» = (z,(cog,O,ak,O)Bz = (xéoz),() ag,0)D;

where o, < Z,,. For all £ € [Qgk], the secret key
component [[kz ;]2 is simulated as follows:

kj,; = (yg,i 7/5’zyeﬂ- Ye.i Benyei)B)
0 ) 1 )
= (yé,i), (Be + ﬁe)yg(g,i)7 Ye,is Benye,i)

where 7.;,%,; < Z, such that Zzel Ve +
Zjel‘,[ Ye,; = 0. Now, we set
By = 0 ifé>p E_ 0 ifl#pu
TN i< 71 ife=p

Therefore, both the Game 1-p-2 and Game 1-p-3
are identically distributed.

Lemma 4. |Pr[Ey,, o] — Pr[Ey,.3]| < AdvgPH () 42720,

Proof 4. Follows similarly as Lemma 2 using SXDH
instance over Go.

Pr[E,]| < AdvePH() + 2720

Proof 5. Follows similarly as Lemma 2 using SXDH
instance over Go.

Lemma 5. |Pr[Eq.qq 3] —

Lemma 6. |Pr[Es (, 1)5] — Pr[Es, ]| < AdvgPH () + 2720

Proof 6. To achieve the indistinguishibility, the tech-
nique of Lemma 2 needs to apply over the cipher-
text components c,lm-, CZ. i Thus, we consider the
SXDH instance over the group Gy .

I-LES ) Pr[Es.,.2]| <

Lemma
2m1 maxAdV

SXD +92- QM)

Proof 7. Chooses m/ ,, < [M1max] as a guess of
mj , at the initial phase and consider intermediate
games between Game 3-v-1 to Game 3-v-2.

Game 3-v-1-1 (v € [Qc7]): Same as Game 3-v-1,
except that the game will abort if m7 , # m] .

Game 3-v-1-2 (v € [Qct]): Same as Game 3-v-1-
1 except for the following components whenever

(max(Iy,) > m},) A (min(ly,) < m},) and

(max(Iy,) > m3,) A (min(ly,) < m3,) are

satisfied

(0)

K= Wi 721/1 Ye,ir 80,:) B i<my,
0,0 0 .
’ y(l)vygw% L7)Bz< 'L>’ITZI1YV

~ %
WZWJKY(ZJJM)B J Sm;,y

k; .

6= { W[Ugj7’)/[]7)Bj .] > m;,u
with a < Z,,.

Game 3-v-1-3 (v € [Qcr]): Same as Game 3-v-1-2
except for the following components

©) (1) )B;‘ Vie Iy,

1
k@z - (yezayzlv')%u
)Bj vy e I,

(
(
(
(

k;

5 = (@eve s, Ae | T




where /S\z’i,%\z’j — L.
Game 3-v-1-4 (v € [Qgr]): Same as Game 3-v-1-3
except for the following components

0 =~ o~ = .
[21y = [( 8w +&d | ow,3)Bjly Vi € [m3, ]
2 (Weve 5, Ve,5,| te,j — Ejweve,; )]§] max(ly,) < m3,
£ = ~ ~ ~ ~*
(weve i, Ve,g5| tej — Ejweve,; VB, max(ly,) >m3,

whenever ¢-th quried predicate vector vy satisfy
min(ly,) < m3 , with §; < Z,.

Game 3-v-1-5 (v € [Qgr]): Same as Game 3-v-1-
4 except for the following components whenever
(max(ly,) < m},) A (max(ly,) < mj,) such

that (w(uo),v@ # 0, (w,(,1)7w> #0

~ ~ )
ki ;= (Weveg, 3| teg )B; Vi€ L,

where ty ; < Zj,.

Game 3-v-1-6 (v € [Qct]): Same as Game 3-v-1-5
except for the following components

ev1n = [(
[} ;1 =14,

Game 3-v-1-7 (v € [Qgt]): Same as Game 3-v-1-6
except for the following components

0,2

VZ

7al/7al/)Bi]]1 VZ € [mll,VL

wil) + &, | oy, 3,)B,]1 Vi € [m3 ]

51 = 16,

K; ;= {

whenever (-th queried predicate vector v, satisfy
min(ly,) <m3 , for £ € [Qsk] and &; < Z,,.

Game 3-v-1-8 (v € [Qct]): Same as Game 3-v-1-7
except for the following components

+§jay,au,ozu)B]]]1 Vj € [m3,]

~ %

)B; max(ly,) <m

N ¥

(Weve g, Ve j»| te,j — Eweve,; v

~ %

(Wevej, Ve | tej — Gweve; ) B, max(ly,) > m3,

(0)

= )yt e [50:)BY Vi€ Ly,
kgj (U.)[Upj,’}’p#j,)ﬁ; vj eI,
[}y = [(0,25), 00, 8,)B;]s Vi € [}, ],
[e2,]: = I( (mi; 0, G,) By V) € [m3,]
Claim 1. Pr[E3,11] = Pr[Es.,1].

M1, max

Proof 8. Let M1 max, M2 max be the maximum length
of the challenge vector and challenge attribute
vector respectively. Note that Game 3-v-1 is sim-
ilar to Game 3-v-1-1 except that A’s output is L
if m} , # mj , where m} , is the guess of mj .
Now, we have
Pr(Ezpa1) = Z Pr[m , = i]-Pr[m], =i AEs,a|m], =]

1€[M1 max)
1

M1, max

: PT(E:s—u—l)~
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Claim 2. |PI’[E3,V_1_1] —
Proof 9. For i > m} , A j > mj3 ,, we construct the
matrices (D;,D}), (ﬁj,ﬁ;) as follows:

I I
Di—[g Bi,Dz‘—[B .
a a
~ 1 . I
DJ - |: 2 :| B‘ﬂ |: 2
a
For i > mj,,j > m3,, the secret key

[[ké’i]]z, [[k?hj]]g and k-th (k # v) ciphertext com-
ponents [c; ;]1, [cj ;]1 are generated as follows:

Pr[Es..1.0]| <2790

Bj;

D;

~ %

1

[k 11 = [(Brzy) z’ (1 - By zvakv 0)B;]:
= [(Brzy), (1 — Br)ay), ar, 0)Dily
[ 11 = [(Bedrwy) + (1 — Br)dkw ), ar, 0B,y
— [[(ﬂkékw(o) +(1- ﬁk)6k1u,(€1]),ak, )Nj]]l

kft (y[”y(}y’yensfz) (y[zvyél)a’)/(uaseJD*
k7, ;

= (wwz,j,w,j,l‘e,i)Bj = (wlvéﬁj»ﬁw,ﬁatl,i)D]‘

where wy,a < Z, and define 8, = 0if k < v
elsewhere [y 1. Observe that there is no
change for the distribution of thlrd entrles in the
both secret keys components k@ ; and ki j since
ZzGI ase; + del ve ate; = a(ZZGI S +

jel, tg i) = 0. Note that the 01phertext com-
ponent “does not change its distribution because
the basis technique approach is only applied for
i > mj,,j > mj,. Hence, Game 1-v-1-2 and
Game 1-v-1-1 are identically close unless a = 0.

Claim 3. | Pr[Es.,.1.5] — Pr[Es,.1.5)| < AdvSPH 4 220,

Proof 10. This proof basically sets s ; (resp. t;;) as
an affine function us,; + §'¢; (resp. ute; +t's ;)
for all ¢ > my, (resp. i > mj,,,). It then re-
places Jau]s with [f]2 by the SXDH assumption.
Due to its simple structure, we remove this proof
due to space limitations. We further note that this
proof is similar to that of [37, Claim 3].

Claim 4. | Pr[Es.,.1.3] — Pr[Es.,.1.4]| < 2790
Proof 11. We construct the matrix (Wj, W:) for all

j € I, as follows:
1 1 3
W, = 1 |[B, W,=| 1 ;
—& 1 1

where B; « Ms(Z,) and &; < Z,. The chal-

lenger B3 generates v-th challenge ciphertext com-

ponents corresponding to the message, attribute

vectors pair (x,,w,) as follows:

[ex ;1 = [((1 - ﬂk)dkw;(f; + 5k5kw;(€1]) ak, Bra)
=[((1- ﬂk)dkw)(c?; + 5k5kw;(€1]) + & Brdk,

Wl

B,

oy, BrOk)



Claim 5. ‘ PT[E3,9,1,4]

and B =931 jrpoy

0
Setﬁk‘{l it k<

Note that the challenge ciphertext component
[ci ;11 forall k € [Qcr] are generated as previous
Game 3-v-1-2. The above changes does not ef-
fect the ciphertext component [c;, ;] as the basis
(B,B*) remain unaltered. Now the second secret
key component [[k?}i]]g are generated by using the
basis (Wj,W;) in Game 3-1-v-3 as follows:
For j € Iy, : max(ly,) < mj,, we have

ifh>r - {o if k£ v

[k7 ;11 = [(weve s, Ve te.;)B; 12
— &jweve )W ]2

: max([l,,) > ms , we have
\Z4 2,V

= [(weve 5, Ve 5, te

Also for j € I,

- ~ ~ %
[k7 ;11 = [(weve s, Fe te) Byl

= [(weve g, Yegs teg — Eweve ;)W ]2
 Zp such that 3., seq +

ZjeI te; = 0 and tg] — Zp. Therefore
Game 3-v-1-3 andAGame 3-v-1-4 are identically
distributed unless &, ; = 0.

where

instance (G, [a]e, [u]2, [tg]2) of the SXDH
assumption to interpolate between Game 3-v-1-4
and Game 3-v-1-5 using A as a subroutine. The
algorithm B 1mp11c1tly define orthonormal dual

bases (B B, ;) by choosing D], ; < GL3(Zyp)
and setting
0 0 -1 a 0 -1
B,=|0 1 0|D;,, B;=|o 1 0]|D,
1 0 a 10 0

for all j € [mj,] and a is implicitly provided
through the SXDH instance. For <w](€0;,w> #
0, <W§€1J, v¢) # 0, B simulates the ¢-th secret key
component [k ]2 as follows:

[K7 ;12 = [weve Ve teg — & (we + u(w®, ve))vg ;)
B, + v (w®,vi)(ts, 0, —u)D, [
= [((we + uw O, ve)ve j, Fe o te — &
(we + u(w®,vi)ve; + Bfves (W, vi))B;]

with %g,j,tgd < Z, such that Zze] Yei +

Z]EI A/ﬂz =0and Zzel Se,j +Z]€I te] =
0 where VeiisSei — Lp. As (w© vy) ;é 0, we
can implicitly set wj = wy + u<W(O),Vg>,tg7j =
te; — &i(we +u(w®, ve)yve s + for i (w®, ve)
which are random elements in Z, for f 7é 0.
Therefore, the third component of [[kj]]g is a
random element for 8 = 1. Here, we use the fact
that ty ; + s¢; + &yei # 0 with high probability.
Hence, the adversarial view is the same as in

Pr[Es,1.5)| < AdvyPH(N) 4+ 27200,
Proof 12. We will show that B can utilize the
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Claim 6. |PI‘[E3,V_1_5] —

Game 3-v-1-5 for 8 = 1, otherwise, the view is
similar as in Game 3-v-1-4 if 5 = 0.

Now, the v/*" challenge ciphertext components are
constructed as follows:

[ = [(Gsw)
= [Owf)

+ (@,0,0)D;]1
]] Vj € [mZ l/]

) +G,E, 0, 0)B; +

+3a,6,a,,3d,)B

where §,,a,, f;» < Zy. Thus, the distribution
of the challenge ciphertext components in Game
3-v-1-4 is identical with the distribution of Game
3-v-1-5. Hence, B interpolates between Game
3-v-1-5 and Game 3-v-1-4 and the claim follows.

Pr[Es,.16]] <2790,

Proof 13. Let E, be the event that denotes mi, =

mj,, in Game ¢ where mj ,, is the guess of the
length m7 , of vt message vector. Since A’s
view are equlvalent for all previous ciphertext
query, we have Pr(Es,15) = Pr(Es,.16). Let
us define (D;, DY) for all 7 € [m] ], and &; for

all j € [mj3 ] as follows:
.(0)

1 1 — e
Qy
~ 1 ~ o~ folr) ~ %
D, = . B;D, = 1 = | B,
2(© R 1 0
@ & 01 1
5 Sulwy) — )
gj:€j7a7

where @,,0,,& <+ Z, and (x(O,w(),
(xM), w(l)) are challenge message and attribute
pairs. Note that, f' are 1ndependently random
elements in Z, unless 0, = 0. Then the chal-
lenge mphertext components [c; ;]1 and [c ;]u
are indistinguishable in Game 3-v-1-5 and Game
3-v-1-6 as shown below,

ekl = [(Brzl), (1 — Br)l), o, Brdn)Bils
= [((Br — ﬁk)wg, (1—-Bk+ Bk)x;(g% o,
a

KD Vie [m],)]
0 ifk<v - 0 ifk#v
t = = =

set fi {1 ith>o {1 if k=
[(drwi)), o, 0)B,]1 if k< v

[[Ci,jﬂl = [[(5,,10( ﬂ +§’a,, a,,q,)B jﬂl ifk=v
ﬂ(ékw,i?} oek,,o)iij]]1 if k> v
where @,,ap <« Z, for all k € [Qgr].

For all ¢ € [Qsk] we categorise adversary’s
queries to the /-th oracle secret key on
Yo = (Yei)ier,,,ve = (vej)jer,, and show
that in each cases the /-th secret key components
{[[kgli)]]g, [[k ]] } are indistinguishable in Game
3-v-1-5 and éame 3-v-1-6.

Case I when (w,, ,ve) # 0, (w,(,l),ve> # 0.



(i) If (max(Iy,) < mq ,)A(max(ly,) < m3 ), then

20
Yoilui

ay ay

[[k<2>]]2 = [(weve,j, Fej: te,5) Eﬂh

1
%512 = [0 vk s veis

where s“,tgj — Z, for all j € IVZ,Z € Iy,.
Observe that Zze[ (ylz 81 - y[l 11/2) = 0.

0
Thus, we can set ¢ ; %—M_g_s“
such that s“ is randomly distributed. Thus,

{[[k;?]]g, [k, j]] } are distributed properly.

If (max(Iy,) > my ,)A(max(ly,) < mj ), then

- !
Vi <mi,,

[k (1)]]2

Vi > m/17y7 szlz)]]Q = ":(ygza yl}_yzﬁ 7@,1'7:9\[,1') Bﬂ]2

Vi <ms,, k]2 = [(weve, e, o) Bila

1
ye,izu,i yl At 2%

—

(W06 vi.s0veis +50.0)B;

where §“,¥M — Z, for all j € Iv i € Iy,

Here we set sy —y““—i—sh
for i < m) , which are 1ndependently random
elements from Z,, as there are no condition on
(Yg.7), — i@ M) and 5, are independently
random elements in Zy,. Also, Sg,; are random

elements from i > mj ,, the fourth component

(0] 0
_ yez v,i

of k() is un1f0rm element from Z,. Thus,

{[[k(l)]]g, [k, j]]g} are distributed properly.

(0)

I

Case II when (w, ', v,) = (wl(,l),v@ =0
(iii) If (max(ly,) < mj ,)A(max(ly,) < mj, ), then
0 ,.0 1 1
YeiTui y[,i v, ~
[[kélv,)]h - H(yl irYe,ir Vs a\ - — +5€,i)Bz]]2
[[ké,zj)]]z = [(weveg, Feg teg — Eweve ;) Bl
= [(weve,j, Ve, tej — Eweve,
B 6l,wg(w,(jj>.wd —w%% )

a,
where Sp;,t0; + Zp for all j € Iy,,i € Iy,
s.t. ZZGI 3214‘2:]61{%,] = 0. Hence, we

0

Y v Y v,
sets“:%— e& L+ 5, for i <
/ v v (w<1). (0>)
ml,y and tgj = t/j — 5,&)[%’0@J for

J [m3,]. Observe that, Zzel (yz,i ?/,i -

1 0
yﬁz l/l) + Zzel ( ( ) U)( ))UZJ 0 Ob_
serve that sp ; and te; are randomly distributed

v,j
St Dier,, Sti T Djer,, tei 0. Thus,
{Hk(l)]]Q,H (2)]] } are dlstnbuted properly.

v b )B; ]2
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(iv) If (max(ly,) > m) ,)A(max(Iy,) < m3 ), then

1

- i
Vi < mi,,
0 .0 1
Yei%vi Ye,i%v

k(Y
fler. 1 a, @,
1) ~ *
Vi >m o ké i lo = (y;,i7yé,i7w,i7sz,i) B;],
Vi <mj,, [k = — &jwevej) Bl

= H(ygivyéivry&h +§Z77«)Bﬂ]2

( Weve g, Ye,5s e

= [(wevey, e, teg — Ejweve,
1 0
5uwé(w£,}w,j —w{vg;)

)B;]>

(e
where s“,t“ — Zyp for all j € IW,Z € Iy,.

Here, we set sg; — ye(; vl 4 Sy
for i < mj, which are 1ndependently random
elements from Z,, as there are no condition on
(yg 20 — y}lx}”) and S, are independently
random elements in Zy,. Also, 5 ; are random el-
ements from 7 > m ,, the fourth component of

_ yl’q v,i

k(l) is uniform element from Z,, for all i € Iy,
(1) _ (@
Considering ty ; = té,y O, Wy (wy, ]a L J)vm for

J € [m3,] so tg; are uniformly random. Thus,
{[[kg}i)}]g, [[kz ]2} are distributed properly.

Case III when max(Iy,) >m3 .
(v) If (max(ly,) < m} ,)A(max(Ly,) > m3 ), then

VZ S m’l,yv
(1) 0 1 yg,ia;g,i y(’l 1/1 3, B*
IIké,i ]]2 = [[(yz,iayé,i7fyl,iv — — ——— + 8y, 1) i]Z
v
Vi <m3,, [[kfj]]z = [[(wl?vﬁﬁjy:\?l,jy/{[] — &wpve j)BJ ]2
= [(weve,j, Fej, tej — Ewevej
5 @, .0
,,UJ[( V]U/J UJV]’U/]) ~.
- )B; ]2
a, J

Vi > m3,, (k)2 = [(weve s, Fes tes) Bjlo

where Sel,tej — Zy for all j € {v)ﬁ,z(e) Iy,.
1 0
Hence, we set t;; = tg] 1) wz(i')wd
for j € [my,,] which are independently random
elements from Z, as there are no condition on

(w,(jlj) wl(,oj) )v,;. Moreover, the third component
of k ; are independently random elements in

Ly, smce ty; for j > [m3 ] are 1ndependent of

te; for j < [m3,]. Thus, {[k]2, [k{*/]2} are
distributed properly.

If max(ly,) > m} , Amax(ly,) > mj,, then

Vi < m'lyu,
T2 = 19 vh s 700 Voitui _ Yiui | o o,
v
Vi >m,, Hkg,lg]]? = [(y?,ivy%,i77£,i»§4,i> B;].
Vi<ms,, [[kfj)]h = [(weve,s, o4t — Eweve;) Bl
= [(weve,j, e, tej — g;-wevz,j

0
R

e Bl

a,
Vi > mi . [z = [(weve,3e. tes) Bil



where sh,th — Ly for all j 6 IV i € Iy,.
0
Uzz vi o WC; v,i +322 for
v (w ) —w®)
z<m1uandtgj—tgj O, Wy U@)J
for j € [m3,]. Observe that, s ; for 1 < m) 9
and t, ; for j € [m3 ] are independently random
elements from Z, as there are no condition

1 0
on (ygix?/,i - yf}\leljz) and (w ) ( ))W,J

Hence, we set s ;

—w
wy, \J v,J
where §p; and t;; are independently random
elements in Zj,. Thus, the fourth component of
kfz)li) and the third component of kfj) are inde-
pendently random elements in Z,, since 5 ,, tA& j
for i > [my,],j > [m3 ] are independent of
s for i < [m/u/] and ty ; for j < [mgu] Thus,
{Hké}i)]]g, [[kfj) ]2} are distributed properly.
Therefore, Game 3-v-1-5 and Game 3-v-1-6
are indistinguishable except a negligible prob-
ability ic, |Pr(Espig) — Pr(Esvis)|
Pr(Esp-1- 5) - Pr(Es,15|E3.15) — Pr(Esui6) -
Pr(Es.-1.6|E3.0-16) < 22N, Here we utilize the
fact that A’s view is identical before vth cipher-
text query (i.e. Pr(Es,.1.5) = Pr(Es,.16)). This
establishes the claim.

Claim 7. ‘PI‘[Eg,V.l,G] — PI’[Eg.V.1_7” < AdVgXDH(A) + 279()‘).

Proof 14. Follows from Claims 5, 4, 3 and 2.
Lemma 8. |Pr[Es., ] — Pr[Es,s]| < AdvyPH(\) + 2790
Proof 15. The proof is similar to Lemma 6.

Lemma 9. |Pr[E; q,, 3] — Pr[E4]| < 2790,

By a simple basis transformation, this Lemma holds.
Lemma 10. |Pr[E4]—Pr[E;]| < Advg™ (\)+2-20).

Proof 16. The proof is similar to Lemma 1.

This completes the proof of Theorem 1.

Appendix B.
Security Analysis of Our UAB-IPFE

To prove the above Theorem 2, we use the fol-
lowing Lemma from [28].

Lemma 11 (Masking Lemma). [28] Let A be an
LSSS-realizable over a set of attributes Att C
Zy. We denote by List-Att(A) the list of at-
tributes appearing in A and by P the car-
dinality of List-Att(A). Let S C Att be a
set of attributes with (H, H") < Gog.cen(Z})
and (F,F*) <« QOB.Gen(Zf,). The vectors
([h1]1, [£1]1, [£2]1, [f3]1) are public, while all
other vectors are secret. Suppose we have two
random labeling (a;);epist-Att(a) < Aqo(A) and
(a;.)jeList_Att(A) Ay (A) for ag, ay < Z,. Then

20

Masking Lemma is to guess the bit 3, given the
following distribution

D = (G < Ggc.Gen(N), ([[hl]]h [[flﬂh [[f2]]1, [[fg]h),
[hi]o. [£1]2, [£3]2. [£3]2)
k = (m;(4,1),0:2,0,0,8 - ajyz/v;,0,0)F
Vj € List-Att(A)
= (0j(1,-5),4,0,0,8 - Tv;2,0,0)F Vj € S
root = (aoz, B - agyz)H"
Croot = (4, 8- T2)H

Us = ({112, [T} (conlz: [ervenlt) )

where x,y € Zy, 04,2,7,7;,0j,T,% < Zp. For
any PPT adversary A, 3 a PPT adversary B for
the SXDH assumption such that

AdvME(N) = | Pr[A(D, Uy) = 1] — Pr[A(D,Uy) = 1]]
< P (6P +3) +2) - AdvrPH ().

In the following, we prove that the adversary’s ad-
vantage for all the consecutive games is negligible
in the security parameter A which completes the
proof of the Theorem 2.

Lemma 12. I-LEO —Pr[E4]] < 2Qsk- (P(6P+3)+

2) - AdvEX

Proof 17. This proof follows from AB-IPFE of
Nguyen et al. [28] using Masking Lemma 11 for
x =1 and y = (Ax,y,) to achieve the selective
security. We consider a sequence of games
indexed by ¢ € [Qgk] corresponding to Qgk
many functional key queries. We consider Game
0-¢ be the first semi-functional secret key form
of Game 1 and denotes Game 0 = Game 0-0

..Game 0-Qgx = Game 1. Consequently, for
¢ € [Qgk], the Game 0-(¢ — 1) is understood as
predecessor of Game 0-/ in the Game sequence
{Game 0-0, Game 0-1,...,Game 0-Qgk}. The
sequence of games from Game 0-(¢—1) to Game
0-¢ is depicted in following.

Game 0-(¢ — 1)-0: As previously mentioned, Game
0-(¢ — 1)-0 is the same as Game 0-(£ — 1) where
the challenge ciphertext and secret keys compo-
nents are as follows:

[cac,j]1 = [(0(1,—5),%,0,0,0,0,0)F];
[ete]1 = [(w, pw, b, 0)H]x
[£71r = [{7 7 — e(g1,wluil2) — e([uly, wlsi]2)
Ikeac ]2 = [me,;(4,1),ac; - 2,0,0,0,0,0)F*],
[kesele = [(= > weites— Y yeisei,acoz 0)H

i€ly, i€ly,

with ago < Zyp, (aej)jclistat(a) < Nago(A).

Game 0-(¢ —1)-1: Game 0-(¢ —1)-1 is identical
with Game 0-(¢ — 1)-0 except that the following
changes in the challenge ciphertext and secret
keys components as follows:



lcac,j]1 = [(o(1, )¢0070 0)F]1
[ere]n = [(w, pew, 9, [T )H]

[
[

[ke.acs]2 = [me; (G, 1), ar; - zoo,o 0)F*]»
[(—

[kerelo = [(= D weivei— Y, Yeiseiraeo,

icly, icly,

]

where 7,z;,a) o, a) ; < Z, with Ax = x(©—
xM),

Game 0-(¢ — 1)-2: This Game 0-(¢ — 1)-2 is similar
to Game 0-(¢ —1)-1 except that the following
secret key component as follows:

Iketele = [(— E Ye,iUg, i, — E Ye,iS0,i, AL,07,

i€ly, i€ly,

(apo +77,0)0¢ PH ]2

where 7, < Zp.

Game 0-(¢ —1)-3: Game 0-(¢ — 1)-3 is the same
as Game 0-(¢ —1)-2 except that the challenge
ciphertext and the secret key components are gen-
erated as follows:

[[Cac,jﬂl = [[(O—j(lv ])711)7030;@7030)]?]]1
[[kf acj]]2 = ﬂﬂﬁj(j, 1) afj 4 0707@,070)F*]]2
Hké fel2 Z Ye,ileiy —

1€ly, i€ly,

7‘2,0@ JH" ]2

where 79 ; < Zj. In the following, we show that
the intermediate game transition between Game
0-(¢ —1)-0 to Game 0-(£ — 1)-3 relying on the
hardness of SXDH assumption G.

Game 0-(¢ — 1)-0 ~ Game 0-(¢{ —1)-1: In this
Game the functional key is still capable to
decrypt the challenge ciphertext if the key policy
is satisfied. By applying the Masking Lemma 11
as described in that context, we get

|AdV(.(r—1)-1(A) — AdV_r—1)-0(N)] <
[P (6P +3) + 2] - Adve e (A)

Game 0-(/ — 1)-1 ~ Game 0-(¢ — 1)-2: In this
game, we randomize a;, in the secret key
component kg by uniform value 7,9 < Z,.
Here, we categorize two cases based on the inner
product value (Ax,y,) zero or non-zero.

o For (Ax,y,) # 0: From the security definition,
we have A(S) = 0, i.e., there is no way to find a
reconstruction vector ¢ = (¢;); for an authorized
set A C S. More precisely, there are not enough
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5 Yr,iSei, 40,07,

ay ;{A%,y,)/z; from the (-th functional key to
recover

CjCLZ’j . ,

Z - (Ax,y,)Tzj = Tay o (AX,y,)

jeAa
Thus, (aj ;); is a random labeling of a; , using
LSSS of the access structure A and 7, z; < Z,.
Therefore, for all (aj;); are randomized 1nto
ay 4 :/z; and become independent unlformly ran-
dom values. In this case, masking aj , by 7,
are perfectly indistinguishable under A’s view.
For (Ax,y,) = 0: Changing a; , to aj, + 1,
does not affect the view of .A. The given keys are
successful decrypting the challenge ciphertext in
both games which we discuss in the following.

e(ﬂcmﬂl»ﬂkljeﬂz)
=[w Z Ye,ie; — pw Z YeiSes + Yagoz+

icly, icly,
T(ap o+ 10.0) (A%, y) 7
=[-w Z Ye,ille,; — Jw Z Ye,iSe,i + agoz]r

i€ly, icly,

e([cacil1, Y cilkeac ;12)

JEA

=[vz) a, +ZTZJ
JEA JeEA
= [¢zae0)r
where A C S and (c¢;); is obtained from
the LSSS. In total changing aj,(Ax,y,) to
(apo + 100){AX,y,) is perfectly indistinguish-
able under adversarial view. Thus, we have

AdVo-(£71)-1()\) = AdVo-(zf1)-2()\)

AX Yolr

Game 0-(¢ — 1)-2 ~ Game 0-(¢{ — 1)-3: Similar to

the game transformation of Game 0-(¢ — 1)-1 to
Game 0-(¢ —1)-0, the game follows the same
transformation strategy. Therefore,

|AdVo.(p—1)-3(A) = AdVg(r—1)2(A)] <

(P (6P +3) +2) - Advg % (V)
We perform the above sequence of games for
each /-th functional key. At the end, we arrive

at Game 0-Q = Game 1. Thus the difference
between Game 0 and Game 1 is:

|Adv; (\) — Advo(N)| < 2Qsk - (P(6P + 3) +2) - Advg et (M)

Lemma 13. | Pr[E;] — Pr[E;][ <
Proof 18. Let us choose a matrix J < GL4(Z,) and

set the random dual orthonormal bases (H, H")
such that



of Axt = {z, : (Ax,z,) = 0}. Based on these
z;’s, B picks n — 1 random scalars (p;)ic[n—1]
and (Ax, 71,22, ...,2%,-1) is basis of Z;. Thus,
any canonical vectors e; can be represented
as e, = o; - Ax + Zne[nq] ik - 2z, Where
Qi Mg € Zy for all ¢ € [n],k € [n — 1]. Now,
the challenger B can simulate the adversarial
view as follows:

where 1 < Z,. In the following, we simulate
the (-th secret key component [ky ]2 and the
challenge ciphertext component [cte]1. Now

Hcfeﬂl = H(w pew, P, )H]]l = ﬂ(w,w,¢,T)Jﬂ1
[kerels = 0= > weiwei— Y eiseiaroz,
icly, icly,

720(8%, y) ) H ]

- E yz,iue,i,*ME Ye,iSe,i, A0,0%2,

Public key simulation. Using the challenge DBDH
i€ly, i€ly, instances, we set the master public key as

70(A%,y,)) I ]2 MPK = ({[£:]: }2_,. [ + aho]y, [hs]y. [a],).

From the 'above, it is clear that 'the ciphertext and Random Oracle Calls: On input i € I , if i ¢ Iy,
{-th functional secret keys are simulated the same . ¢
(ie., Ix # Iy,) returns two random group ele-

as Game 1 except for p = 0, i.e., except for the .
ity L. -~ <1 ments of G using both the random oracle H; and
probability ;. Thus, JAdv1(A) — Advz(A)] < 5 Ho and set these as [u;]2 and [s;]2 respectively.

On input ¢ € I, B responses as

H )‘m(l )

Lemma 14. |Pr[Es] — Pr[E2]| < negl(X)

Proof 19. Let B < GL4(Z,) and set the matrix

H1(i[Ix) = i

1 1 KE[“ 1]
1 -1 . 1 L Ma(ilh) = amlez - ( J] Am.closl2)
H= . B, H" = . B wefnm]
1 1 1

where p,, < Z, for k € [n —1].

where B* = (B™")T. For I, = Iy,, then using
the basis (B, B™), the secret key component and
ciphertext component kg fe, Cfe are simulated as

Ciphertext simulation: The challenger 55 uniformly
chooses 8 < {0,1} and generates the challenge

follows: ciphertext corresponding to the challenge message
vector x® = (2\”);c;. from the given DBDH
[keselz = [(— > weittes, =1 Y Yrises, aroz, instances as follows-
i€ly, i€ly,
70,0(A%,y,))H [cac;]1 = [(o;(1, —4),%,0,0,0,0,0)F],
- Z Ye,ileis —H Z Yeisei +100(A%,y,), [ere]s = [(b,b, ¢, 7)H]
icly, ierlg <A >)B*ﬂ [[tz(wﬂ _ [[ (5)]]T . am(i)e([[bﬂh [[a]]2)_l
ae,02,Tp0\BX, Yy 2 1 -1
’ m(i s 1Pk (i d
feel = [(w., %, 7)H], ( [Z @)L o) ey ([41r)
= [(w,w, ¥, 7 —w)B]y
= [(w,w, v, 7")B]y [Zl] Am(o), “pk> (B, [a])™
KREN
where implicitly set 7/ = 7 — w. Decryption keys simulation: The
adversary A can query /{-th secret keys

Lemma 15. | Pr[E,] — Pr[Es]| < AdvPPH())

Proof 20. To show the game transitions between
Game 2 and Game 3, we construct an ad-
versary B that break the DBDH assumption.

SKy,a = ({[keac,i]2}jeListata), [ketel2)
corresponding to (y, = (ye.i)ier,,,A). Make
those calls to the random oracles Hi, Hso
that haven’t been made for inputs i € I,

Let B obtains the DBDH challenge instance
(G, [a]1, [6]1, [alz, [c]2, [d]r) where a,b,c <
Z, and d is either abc or d < Z,. Let the
challenge index set |Ix| = n and consider a set
{w = (w;); : i € Ix,w; € Z,} with the vector
space Zy where m : I, — [n] maps the challenge
indices to those in Zj.

Now, we apply the proof techniques
of Abdalla et al. [3], [16], using the
information of Ax = x© — x(  the

challenger B generates a basis (Zx)xe[n—1]
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For I, # Iy, or A(S) = 0, the challenger
simply returns the secret keys components

({Tke.ac.j]2} jeListatca), {[kese]2}) as

[keac ;]2 = [7e,;(4,1), ae; - 2,0,0,0,0,0)F*],
[keselz = [(= D writth—a Y yeisia

i€ly, i€ly,

ag0z,0)H ]2

For (Ix = Iy,) A (A(S) = 0), we simualte the



secret key components as follows:

Tkeel2 = [(—ade — Z Am(i),xPrYis T 000 —
Kk€[n—1]

a Z Am(i)ﬁprﬂyh ag 0%, O)H*]]Q
KE[n—1]

where we implicitly set ), = 7, — ac, ie.,

uniformly random in Z,,. Otherwise for I, = Iy,
and A(S) = 1, we can express the key vector

Yo = (?Jz,i)iely,Z as (yé,i)ielw =4 (X(O) -
xM) + 3,11y & - 2, where ¥« Z, and
g < Z, for all € [n — 1]. Here the coefficient
¥ of x(©) — x() in the decomposition of y, for
which a key has been queried is zero, i.e.,

(x@ —xM y,) =9 (x@ — x50 _ x(1)

= ¥ =0 (as (Ax,y,) =0, =0)

Then the challenger simply returns the secret keys
components {[ke,;[2}jetistan(a) and {[ke ]2} as

keac ;]2 = [7e,;(4,1), a5 - 2,0,0,0,0,0)F*],

[kete]2 = [( ( Z EL( Z Amﬂn))

L€[n—1] KE[n—1]
( Z 5L( Z AL,NpK))aaaf,OZ;r£706€)H*]]2
L€[n—1] KE[n—1]

The simulation of the secret keys are correctly
computed unless the adversary is not admissible.
At the end of the simulation if A correctly guesses
the challenge bit 3, (the tuple is a proper BDH
tuple) B guesses that d = abc otherwise, it guesses
that d is uniformly random. According to the
DBDH assumption, A is unable to differentiate
between the these scenarios, and as a result, the
adversary A does not possess any information on
the challenge bit .

This completes the proof of Theorem 2.
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