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Abstract. In this paper, we formulate a special class of systems of linear
equations over finite fields that appears naturally in the provable security
analysis of several MAC and PRF modes of operation. We derive lower
bounds on the number of solutions for such systems adhering to some
predefined restrictions, and apply these lower bounds to derive tight
PRF security for several constructions. We show security up to 3n/4
queries for the single-keyed variant of the Double-block Hash-then-Sum
(DBHtS) construction, called 1k-DBHtS, under appropriate assumptions
on the underlying hash function. We show that the single-key variants
of PMAC+ and LightMAC+, called 1k-PMAC+ and 1k-LightMAC+ achieve the
required hash function properties, and thus, achieve 3n/4-bit security.
Additionally, we show that the sum of r independent copies of the Even-
Mansour cipher is a secure PRF up to 27" queries.
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1 Introduction

For some k > 2, let y,..., M denote k¥ mutually independent and uniform
random permutations of {0,1}", and consider the function F: {0,1}" - {0,1}"
defined by the mapping

F(z)=M(z)e N (z)®...0MNg(x)

It is well-known [20,23] that F — the well-known sum of k& permutations — is
statistically indistinguishable from a length-preserving uniform random function,
provided the permutations are secret and the number of queried points ¢ < 2"~
Over the years, several proof techniques [4,32,23,17,21,15,20] have been used to
prove this result, with various degrees of success. In particular, Patarin’s mirror
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theory [36,37], has been the main tool to study the underlying combinatorial
problem.

Suppose k =2 and the adversary makes ¢ queries to the oracle at hand. Let
Y =Ny (), Yy := Na(x;), and )\; denote the oracle output for any 1 <i<q. A
typical mirror theory based proof studies the system of equations {(YieY)=\}
and aims to count all solutions (yi,y5 : i € [¢]), such that y; # y7 for all i # j. In
a more general setting, one can study a system of bivariate equations endowed
with a partition of the set of variables such that any two variables in the same
partition must be assigned distinct values. We call this structure a constrained
system. It is not difficult to see that for random outputs, the expected number
of solutions is (2™), x (2"),/2"?, where (2"),. Dutta et al. and Cogliati and
Patarin studied [21,15] the problem specific to the sum of permutations and
showed a lower bound close to the expectation, while ¢ < 2"/24 and the solution
space is {0,1}?", and as a result a good bound on the advantage. Although this
approach works when the permutations are secret, it does not apply directly
when the adversary has oracle access to the permutations.

This is, for instance, the case with the sum of Even-Mansour or SOEM con-
struction [12] defined by the mapping

F(z):=Mi(zo Ky) @My (z o K>),

where (K71, K>3) denotes the key. Since the adversary can now make primitive
queries, certain solutions are forbidden for fresh permutation inputs for any con-
struction query. More specifically, if P; and Py denote the set of primitive query
outputs then, for any construction query with fresh inputs to 1y and ls, a valid
solution must lie outside (P; x {0,1}™)u ({0,1}" x P3). As it turns out, existing
mirror theory approaches cannot be extended directly in this general setting. In
fact, the best lower bounds [19,12,29] show that the number of solutions are just
(1-0(g?/2%™))-close to the expectation, provided g < 22/3.

A similar situation also arises in the secret permutations regime. For in-
stance, all single-keyed attempts at DbHtS-based MACs, like 1k-PMAC+ [19] and
n1kf9 [38] are shown to be secure up to 223 queries. The main bottleneck: a
(possibly) suboptimal lower bound for the number of solutions for the under-
lying constrained system. Several previous works [19,14,29] mention this as the
primary hurdle in improving the security bound for a class of single-keyed con-
structions. This motivates us to study the aforementioned combinatorial problem
in its full generality.

1.1 Related Works

Single-keyed DbHtS. Most common message authentication code (MAC) and
pseudorandom function (PRF) constructions are based on block ciphers. Promi-
nent examples include CBC-MAC [5], PMAC [7], OMAC [26], LightMAC [33] etc. At a
high level, these constructions come under the umbrella of UHF-then-PRF de-
signs, where first a message is compressed to a short string by a universal' hash

1 A keyed function is called universal, if it is collision-resistant under a uniformly
chosen key.
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function (UHF) and then a block cipher is applied on this string to generate
the tag. As a consequence, a collision on the hash output implies a collision on
the construction output, and vice-versa. In general, this gives a birthday bound
distinguishing attack, which is a problem when the MAC is instantiated with
small block ciphers, like PRESENT [9], LED [24], and GIFT -64 [3].

To go beyond birthday bound, one possible way to improve upon the UHF-
then-PRF design is to double the hash output size, which then renders the
aforementioned collision attack ineffective. One can obviously use a bigger block
cipher to encrypt the hash output. A more prudent and popular approach is
to apply the sum-of-permutations transformation, i.e., each block is encrypted
separately and the resulting pair are XORed to generate the output. Datta et
al. [18] formalized this, naming the design diblock hash-then-sum or DBHtS. They
proved that several constructions, like PolyMAC [8,6,40], SUM-ECBC [41], PMAC+
[42], 3kf9 [43], LightMAC+ [35] etc. follow the DBHtS design paradigm and achieve
2n/3-bit security. In [31], Leurent et al. presented a 3n/4-bit attack against
DBHtS schemes, and later, Kim et al. [30] proved 3n/4-bit security of the above
constructions, closing the gap. Independently, Jha and Nandi also proved [28]
a 3n/4-bit security for the general DBHtS construction with independent hash
functions.

While the DBHtS paradigm is quite popular as it can be very efficient, pro-
vided the underlying hash is efficient and parallelizable, it requires multiple block
cipher keys. Indeed, three keys are required: one each for the two block ciphers
and an independent key for the hash function. On the other hand, having a
single key variant of DBHtS is quite desirable from a practical point of view.
Datta et al. proposed [19] a single-key variant for PMAC+, called the 1k-PMAC+,
and show that this construction is 2n/3-bit secure. In a similar vein, Shen and
Sibleyras proposed a single-keyed variant of 3kf9, called n1kf9, and showed a
similar security bound. However, there is no matching attack, and in fact, these
constructions are believed to have a similar security bound as their original
three-key counterparts.

Sum of Fven-Mansour. All the constructions discussed so far are block-cipher
based. In recent years, however, several new constructions have instead employed
cryptographic permutations or to use the theory parlance, a public? random per-
mutation. SipHash [2] and keyed sponge [1,34] are probably the first two such con-
structions achieving birthday bound security. In [12], Chen et al. first proposed to
use a public random permutation to construct beyond-the-birthday bound PRFs.
In particular, they proposed the sum of Even-Mansour or SOEM? construction.
The basic idea is to instantiate the block ciphers in the sum of permutations con-
struction with public permutation based block cipher EM™(K,m) = M(K@&m) ®K.
Chen et al. showed that the sum of two independent Even-Mansour construc-
tions, SDEM%lynz(Kl, Ko,m) = EMT1(Ky,m) @ EM'2(Ky,m) is a 2n/3-bit secure
PRF. In fact, they showed that the independence of the permutation and keys is
a necessary condition as any weaker assumption would degrade the security to a
birthday-bound. In [39], Sibleyras et al. demonstrated that while independence is

2 The adversary is allowed black-box access to the permutation.
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essential, the post-adding of keys is redundant. Indeed, a similar security bound
is achievable with a more efficient design called the keyed sum of permutations,
KSoPn,.n, (K1, Ka,m) = My (K; ® m) @ My (K, @ m). In this paper, we use SOEM?
to refer to this slightly modified construction. Since the initial SOEM? proposal,
several follow up works [10,22,11,39] came up with new variants relaxing certain
conditions, although still within the 2n/3-bit security range.

1.2 Ouwur Contributions

Table 1. Summary of Results. ¢, s, and n denote the the message length in n-bit
blocks, the counter size in bits, and the block size of the primitive, respectively. The
security bounds denote an upper bound on the number of queries (ignoring any length
factors).

Construction #Keys #Calls Security bound Tightness
DBHtS [18] 3 o+ 0(2%"*) [30] v [31]
PMAC+ [42] 3 £+2 0(2%™%) [30] v [31]
3k£9 [43] 3 £+2 0(2%"/%) [30] v [31]
LightMAC+ [35] 3 0(1+52)+2 0(2%™*) [30] v [31]
1k-PMAC+ [19] 1 £0+2 0(22"/3) [19] -
n1kf9 [38] 1 042 0(22"/3) [38] -
SOEM? [12,39] 2 2 O(22/?) [12,39) v [12,39]
1k-DBHtS 1 2% o254 v
1k-PMAC+ 1 e(1+-25)+2 o234y v
1k-LightMAC+ 1 (14 5225 ) + 2 o2/ v
SOEM” r r O(2rm/r+1y v

Our Contributions are twofold:
1. In section 3, we formalize a general constrained system over any arbitrary
finite field. This of course includes the omnipotent extensions of binary field.
In section 4, we derive a lower bound on the number of solutions for a large
class of constrained systems that encompasses all the known instances in
literature.
2. As an application, we prove tight security bounds for several class of con-
structions:

o Tight bounds for single-keyed DbHtS: In section 5, we define the single-
key variant of DBHtS, called 1k-DBHtS, and prove that it achieves security
up to 24 queries (and the total number of blocks) as long as the hash
function satisfies some properties introduced in section 2.1. This solves
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the open problem posed by Datta et al. in [19]. In section 6, we study
two instances of 1k-DBHtS, namely, the single-keyed variant of 1k-PMAC+
and 1k-LightMAC+. In particular, we show that the corresponding hash
functions, called TPHash and TLightHash achieve the desired proper-
ties, and thus, 1k-PMAC+ and 1k-LightMAC+ achieve security up to 23n/4
queries. Our security bounds are tight in the number of queries as the
Leurent-Nandi-Sibleyras attack [31] on DBHtS also applies to 1k-DBHtS.
o Tight Security of Sum of Even-Mansour: Insection 7, for r > 2, we define
the sum of r Even-Mansour ciphers — an extension of the Sibleyras-
Todo [39] variant of the sum of two Even-Mansour construction [12]
by Chen et al. We show that this construction achieves security up to
271" queries, which can be shown to be tight by a simple key recovery
argument [12,39]. This directly generalizes the previous results, both in
terms of design and security.
Table 1 summarizes our results and gives a brief comparison with relevant
existing results.

2 Preliminaries

For any prime power N, Fy denotes the finite field of order N. With a slight
abuse of notation, we use @ and - to denote the addition and multiplication
operations in any finite field, and © to denote the subtraction operation. For
m,n € N*, F? and FP*™ denote the m-dimensional vector space and the set of
all (m x n)-matrices over Fy, respectively. For any v € FR;, H(v) denotes the
number of non-zero coordinates in v.

For any n € N*| we identify Fon with {0,1}", the set of all n-bit strings. We
write {0,1}* := U2, {0,1}". For any k <n e N*, (n)p:==n(n-1)...(n-k+1)
denotes the falling factorial, and (n)o =1 by convention.

Sum CAPTURE: For some k > 2, let o € F%; and A, By, Bs, ..., By ¢ Fy such
that H(a) = k. Define
k
SCQ(A,B)::{beBlx...ka:@ai~bieA}, (1)
i=1
pa(A; B) = [SCa (A, B, (2)
where B = (B;,,...,B;,) denotes an arbitrary ordering of the constituent sets.

For o = (1,1,...,1), pa(A,Biy, Biy, ..., Biy) = pa(A,Bj,, By, ..., Bj,) for any
two permutations (i1 4y ... ig) and (j1 jo ... jr) of [k]. We drop the mask from

notation whenever v = (1,1,...,1).
For any k > 2 and p > 0, we define
= B 3
pa(Ap) = max oA B), (3)
|Bi|<p

The following lemma is a restatement of [27, Theorem 2|, which in turn is a
simple generalization of a similar result proved for the k = 2 case in [16].
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Lemma 1. For all but (4/N)-fraction of (multi)sets A€ Fn such that |A| = q
and any o € FX, with H () > 2, we have

k
,ua(Aap) < (qjl\)/v + 2pk71 \ hl(N)q) .

SOME USEFUL RESULTS: Let A= (Aq,..., ;) denote a sequence of Fan-valued
random variables. Define

A=max[{ie[q]: A = d}

v=max|{(i,j) i #je[q], hi @A, = d})

Proposition 1. For any with replacement sampled X, E (A) < 6n[q/2™].

Proof. First, assume ¢ < 2™. For any positive integer k < ¢, we have

g\ L _on o (a\ 1 . d" L afae )
Prid=ky< 3, (k:)WS2 X(k)WSQ gy <2 (W) ’

zelFon

where we use k! > (k/e)® for the last inequality. Then
k k
E(A) < (k-1)+qPr(A>k)<(k-1) +q2"(%) < 22"(%) .

For g < 2", the result then follows by setting k = 6n. For ¢ > 2", divide the ¢
sample into [¢/2"] blocks, each of size at most 2". The result then follows by
exploiting the linearity of expectation. ]

Proposition 2. For any without replacement sampled X, E (V) < 6n[q¢?/2"].
Proof. First, assume ¢? < 2". For any positive integer k < 277!, we have

2 2 2k 2 \k
q 2 n q 2 n+l 4 n+l [ €€
Pr(vak)< 2, (k)ﬁg X(k)ﬁS2 e <% k)

%
zeF7,

The result now follows by arguing as in the previous Proposition. o

Let ~ denote an equivalence relation on [¢] such that ¢ ~ j if X; = A;. Let
P={P1,...,P.} denote the corresponding partition. Let NI C [¢] denote the set
of indices corresponding to non-singleton blocks. Let v; = [P;| for all i € [¢], and
Vmax = max{y; : i € [c]}.

The following two propositions are a simple restatement of two results
from [28].

Proposition 3 (Lemma 4.3 in [28]). Suppose X satisfies the condition, for
distinct 1,7 € [q], Pr(\; = ;) <e. Then, we have

E(Z V?)S2q2€.

2€eNI
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Proposition 4 (Corollary 4.1 in [28]). Suppose A satisfies the condition, for
distinct 1,7 € [q], Pr(X\; = \;) <e. Then,

Pr (¢max > a) <

Proposition 5. For any real-valued random variable X, we have

E (X - EX))) < VT (0.
Proof. We have
E(x-E X)) = VE (X -E(X)|)’
<VE(X-E(X))?) =V (%),

where the inequality also follows from Jensen’s inequality among others. |

2.1 Hash Functions

A (K, {0,1}*,)-keyed function H is the function family {Hg : {0,1}* - Y} kekc.

We often call H a diblock hash function, if we can write ) as Z2 for some Z.
For any diblock hash function H, we write (H (m), Hz(m)) = (21, 22), where
21,29 € Z, whenever Hyx(m) =y = (21, 22).

Permutation-based Hash Functions. A (K,{0,1}*,Y)-hash function is said to
be permutation-based if X ¢ P (n)" for some r € N. For any such hash function
H, the block function, Bg : P (n) x {0,1}* - N, is defined by the mapping;:

(7TT7 m) = B(WT,m)v

where 7" = (71,...,7) and B(xr ) denotes the minimum number of invoca-
tions® of m needed to compute H, (m).

In this paper, we fix r = 1, and make the following two plausible assumptions

on By:
1. By is functionally independent of the permutation, whence we drop the
permutation from the parameters.
2. there exists a constant ¢ € R* such that for any m € {0,1}*, Sg(m) :=
c[|m|/n]. We refer to such an H a rate-c™! hash function.
Note that, 1 follows from 2. We state it explicitly for brevity.

We remark that the underlying hash functions in almost all the popular
constructions, including LightMAC, PMAC, LightMAC+, PMAC+, 3kf9 etc. are rate-1,
and SUM-ECBC is rate-27!. Thus, the above assumption is indeed plausible, and
¢ < 2 in most applications.

3 Note that, there exists a circuit for H such that on every input, H makes (possibly)
a large but bounded number of black-box calls to 7#". Thus, B~ m is well-defined for
any 7' and m.
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Coverfree Hash Functions. For any (K, {0,1}*,)?)-diblock hash function
H,any r > 3, s > 2, and any m := (mq,...,my) € ({O,l}*)q, we define the
following events

COLL1,(m): 3*i,j € [q] such that Hy (m;) = Hy (m;);
COLL2,(m): 3*i,j € [q] such that Hg(m;) = HZ (m;);
AP1%(m): 3*iy,...,%, € [q] such that
Hy (mi,) = Hy (ma, ), Hg (mi,) = Hg (ma, ), ..., Hg (mi, ;) = Hg (mg,);
AP2};(m): 3*iy,...,%, € [q] such that
H (my,) = Hi (mi, ), Hy (miy) = Hy (my, ), ... Hi (mi, ;) = H¢ (mg, );
MC13(m): 3%4y,...,4, € [¢] such that

Hy (mi,) = Hy (ma,) = -+ = Hg (m3,);
MC23;(m): 3%4y,...,45 € [¢] such that
HKQ(mll) = HKQ(mw) == HKQ(mZ;)a

COLLgy(m): 3*4,j € [q] such that Hx(m;) = Hx(m;).

where the randomness is induced by K « K.

Definition 1. For some €,6 : N3 — [0,1] and ez, e3 : N* - [0,1], a
(IC,{0,1}*,Y)-diblock hash function H is said to be an (€1, é€a,€3,0)-Coverfree
Hash or CfH if and only if for any p = (q,¢,0) € N>, any m = (mq,...,m,) €
({0,1}), containing at most o blocks, any r >3, and any s > 2, it satisfies

Pr(COLLL,(m)) <e(p), Pr(APLy(m))<exp,r),  Pr(MCly(m)) <es(p,s),
Pr(COLL2y(m)) <e(p), Pr(AP2y(m)) <exp,r),  Pr(MC2y(m)) <es(p,s),
and Pr (COLLg,(m)) <é(p).

Double-block Hash-then-Sum. Let H be a (K,{0,1}*,{0,1}?")-

diblock hash function. The DiBlock Hash-then-Sum counstruction is a (K x
P (n)2 ,{0,1}*,{0,1}™)-keyed function DBHtSy defined by the mapping:

(K,m1,ma,m) = m1(Hg (m)) ® ma(Hi(m)) (4)
Several beyond-the-birthday bound MAC constructions, including SUM-
ECBC [41], PMAC+ [42], LightMAC+ [35] etc. follow this paradigm.
2.2 Security Definitions

In this paper, we assume that the distinguisher is non-trivial, i.e. it never makes
a duplicate query, and it never makes a query for which the response is already
known due to some previous query. Let A (¢, ¢, o,t) be the class of all non-trivial
distinguishers limited to g oracle queries of each of length up to ¢ blocks and
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a total of o blocks, and ¢ computations. Any A € A(q,¥,0,t) is referred as a
(q,¢,0,t)-adversary.

In our analyses, especially security proofs, it will be convenient to work in the
information-theoretic setting. Accordingly, we always skip the boilerplate hybrid
steps and often assume that the adversary is computationally unbounded, i.e.,
t = oo, and deterministic. A computational equivalent of all our security proofs
can be easily obtained by a simple hybrid argument.

The advantage of any adversary A in distinguishing some oracle O; from
another oracle Oy is defined as

Boy0, (A) = [Pr (4% = 1) Pr (A% - 1).

PRF SeEcURrITY: The PRF advantage of distinguisher A against a (IC, X, Y)-
keyed function F instantiated with a key K « IC is defined as

AdvtY (A) = Apr (A). (5)

In this paper, we also consider the security model where the distinguisher is given
oracle access to the internal primitives of the construction. More specifically, sup-
pose F is constructed on top of k£ uniform random permutations = (My,..., M)
of {0,1}", denoted F[M]. Then, the PRF advantage of A is defined as

Ath?Eﬁl] (A) = AErny,ne)r,ne (A), (6)

where the superscript + denotes a bidirectional access to I1.

2.3 The Expectation Method

Let A be a computationally unbounded and deterministic distinguisher that tries
to distinguish between two oracles Oy and O via black box interaction with one
of them. We denote the query-response tuple of A’s interaction with its oracle
by a transcript w. This may also include any additional information the oracle
chooses to reveal to the distinguisher at the end of the query-response phase
of the game. We denote by B8, (res. Biq) the random transcript variable when
A interacts with O; (res. Op). The probability of realizing a given transcript w
in the security game with an oracle O is known as the interpolation probability
of w with respect to O. Since A is deterministic, this probability depends only
on the oracle O and the transcript w. A transcript w is said to be attainable if
Pr(8;q =w) > 0.

Lemma 2 (Fine-grained Expectation Method). Let {2 be the set of all
transcripts. For some enaq = 0 and eratio : {2 > R, suppose there is a set {.q € 12
satisfying the following conditions:

e Pr(Biq € 2had) < €bad,

e Eratio 15 non-negative on f2go0d = 2\ 25004,
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Pr (B, = w)
Pr (Bid = o.))
Then for any distinguisher A trying to distinguish between O1 and Oy, we have
the following bound on its distinguishing advantage:

e for any w € {25004, w is attainable and > 1 - eratio(w).

Aol;oo (A) < €pad + Eﬁlid (1good€ratio) 3
where 1g00a denotes the indicator variable corresponding to 2500d-

The expectation method due to Hoang and Tessaro [25] is a simple corollary of
the above result, when €,,ti0 iS non-negative over the entire transcript space.

Corollary 1 (Expectation Method). Suppose there is a non-negative func-
tion Eratio : 2 = [0, 00) satisfying the following conditions:
e Pr(Biq € 2paq) < €bad;
Pr (0. =
e For any w ¢ paq, w 15 attainable and M > 1 - epatio(w).
Pr(Biq = w)
Then for any distinguisher A trying to distinguish between O1 and Oy, we have
the following bound on its distinguishing advantage:

Aol;oo (A) < €bad + E@id (Eratio) .

3 Constrained Systems

SYSTEM OF LINEAR EQUATIONS: Fix some ¢,7 < N. Any system of ¢ linear
equations in r variables, Ax = A, over Fy can be compactly represented by the
augmented matrix A|X, where A e F4" and A e F%.

System-graph and Components: It would be often convenient to look at a graph-
theoretic representation of the system A|A. Formally, to any system A\, we
associate an undirected, labeled, bipartite graph G(A|A) = (row(A4|A), col(A),E)
where row(A|A) and col(A) denote the two disjoint sets of vertices, and

E = {({AialNi; Aej}, Aij) = (i,7) € [q] x [r], Aij 0™}

denotes the edge-set. Each edge e = ({Aie|\i, Aej}, Aij) € € is often written in
Aij

a more illustrative notation as A;e|\; A, or simply i~ —— j| whenever
convenient, where the superscripts — and | are used to differentiate row and
column index, respectively. We call G(A|\) a system-graph.

In this context, we say that two rows A;.|\; and A;e|\;s are adjacent, denoted
Aja|Ai ~ Ajre]Air, if and only if there exists an A,; € col(A) such that i~ Gl—
i’~.* The relation ~ on row(A|\) is reflexive and symmetric, but not transitive.

We say that two rows A;, and A, are connected, denoted Ajo|\; ~~ Aja|Aj,
if and only if they are connected in G(A|A). ~~ is an equivalence relation on

4 Any two rows of a matrix are said to be disjoint, if they do not share a common
column index with non-zero entry, and non-disjoint otherwise.
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row(A|N), effectively partitioning row(A|A) = A1|Aju---UA|A.. For each compo-
nent A;|\; of A|\, let A; denote the column-reduced form of A;, which is obtained
by simply dropping all the zero columns from A;. Then, it is easy to see that the
induced subgraph G[A;|\;, col(A4;)] is a component G(A|X), and a system-graph
in its own right. As a consequence, with a slight abuse of notations, we also write
A;il\; to denote the ¢; x (r + 1) submatrix (also referred as a component) of A|A

corresponding to the equivalence class A;[A; = {Aj,e[Aj;,. .., A5, o, }, Te
Aj1°|/\j1
Az|>\1 = y
qu/g.|)\jqi

where ¥, ¢; = q. Let 7; := |col(4;)| and ¥, r; = 7. For any i € [c], we say that A;|\;
is isolated if g; = 1. By extension, A|A is said to be isolated if A;|A; is isolated
for all i € [c].

Note that, both ~ and ~~ are independent of A. Accordingly, we often view
them as relations on row(A).

Definition 2 (Canonical Component Form). Let Aj|A\;U...uA:| A be the
partitioning of row(A|X) with respect to ~~. The component form (CF) of A|A
with respect to an arbitrary ordering (A, |Aiy, - .-, Ai|Ni.) is defined as the block
matric .
Ay, 0 - 0 A

CR(A) = | @ A O A
0 0 - A; A,
A|A can have several component forms. Unless stated otherwise, we always as-
sume that the system A|X is in some component form, for if not, it can be placed
in CF by a swapping of rows and columns.

Definition 3 (Acyclic System). Any system A|X is said to be cyclic if and
only if the corresponding system-graph G(A|X) is cyclic, and acyclic otherwise.

The following proposition is a trivial consequence of the acyclic nature of the
system-graph.

Proposition 6. Any acyclic system has full row-rank.

See Example 1 for a short explanation on the notations and definitions in-
troduced thus far.

Ezample 1. Consider the following system of 6 equations in 15 variables over
FNZ

apaya3 0 00O O OO 0O O 0O 0 0 0 |XN
00 0agas6¢ 0 00O 0O O O O 0 O [A
AX = az 0 0 0 OO0 0 agag 0O 0 0O O 0O O |As
00 0 0ailp0a;; 00 0 0 a2 0 0 0 |M\
0 0 13 0O 0 0 0 0O Q14 (15 0 0 0 0 )\5
00 0 0 0O 0 0 OO0 O 0 0 Q16 (17 (18 /\6
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for non-zero ag,...,a15 € Fy. The corresponding system-graph is illustrated in
Figure 1.

Al-‘Al A2.|)\2 A3o|)\3 A4-|)\4 A5-‘A5 A60|)\6

Aei Aez Aez Aas Aes Aws Aer Aes Aeg Ae10 Ae1l Ae12 Ae13 Aeia Aets

Fig. 1. The system-graph corresponding to the system in Example 1. The edge labels
are omitted for readability.

Here,
o AzeA3 ~ At A1 ~ Ase| s giving A1[A; = {A1e| A1, Ase| A3, Ase| A5},
L] A2.|>\2 ~ A4.|)\4 giving A2|>\2 = {A2.|/\2,A4.|)\4}, and
L] A6-|)\6 ~ A6-|>\6 giving A3|>\3 = {A6l|)\6}7

resulting in the following component form:

agas a3 00 00O O OO O 0 0 01N
— ar 0 0 agsag 0 0 0 0 0 0 0O 0O 0 0 |3
%lzogil_oomgooamamoooo0000A5
002Z>\2_0000000a4a5a600000>\2
3143 0000000004100&110(12000/\4

00 0 00 O 0O 0 0 0 O 0 16 (17 (g )\6

The resulting system CF(A|A) is acyclic and same as A|X up to a relabeling of
variables and constants. Furthermore, one of the components As|A3 is isolated,
although the overall system itself is non-isolated.

Solutions to a System of Equations: Let n(A|X) denote the number of solutions
to the system A|X. Throughout we assume that the system is consistent, i.e.,
rank(A|A) = rank(A), otherwise n(AJ|X) = 0.
The component form of a system gives a very simple product rule for the
number of solutions: .
n(AX) = HU(Zz‘P\i)’ (7)
i=1
which stems from the simple observation that any two components are com-
pletely disjoint, i.e., involve distinct variables.

Definition 4 (Constrained System). For any positive integers q,r,t such
that q,t < r, a (q,r,t)-constrained system S = (A|X; P) over Fy is the system
A|X of q equations in v variables, over Fy, endowed with an equivalence relation
P on col(A) resulting in the partition col(A) =Py u...uPy.

The dimension and rank of S, denoted dim(S) and rank(S), are simply the
dimension and rank of A, respectively.
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For what follows, we fix a (q,r,t)-constrained system S = (A|X; P), where A|A
is in a component form. Whenever convenient, we drop P from the notation.

Since S is effectively a system of equations, all the notations and notions are
analogously extended unless stated otherwise, except for a minor change in the
definition of the system-graph G(S) associated with S which is now endowed with
an implicit coloring of the vertices col(A) that has a one to one correspondence
with P. More precisely, for any 7 € [t], any two columns A,;, A, € P; share the
same implicit color.

The ordered sequence (S; < -+ < S.) denotes the component form of S, de-
noted CF(S), where each S; is the (g;,7;,t;)-constrained system (A;|\;; P()),
with P(Y) ¢ P being the equivalence relation on the set col(4;) ¢ [r], that parti-
tions col(A;) into £; subsets P{”, ..., PE:).

S is said to be:
e a clique iff for all j,j" € col(A), (j,5") € P. o
o a partite iff for all A;q e row(A), and for all j, 5’ € col(Ase), (4,5") ¢ P.

Since P() ¢ P, for brevity we continue to use P instead of P for all i. Wlog
we also assume that S is in component form or simply CF.

See Example 2 for an explanation on the notations and definitions related to
constrained systems.

Ezample 2. Recall Example 1, and endow the system A|A with an implicit equiv-
alence relation P (as evident from the updated system-graph illustrated in Fig-
ure 2), resulting in the partition col(A) = Py uPyLP3, where P; = {j e [15]:j =1
(mod 3)} for all ¢ € [3].

Ate|A1 Aze|A2 Aselds Ase|As Ase|As Age|Aes

A-l A-2 A-S A-4 A-S A-6 Ao7 Ao8 A-9 AolO Aoll A012 AolS A014 Aol5

Fig. 2. The system-graph corresponding to the constrained system in Example 2. Yet
again the edge labels are omitted for readability.

For the (6,15, 3)-constrained system S = (A|X; P), we have
o dim(S) =6 x 15, rank(S) = 6,
. CF(S) = (Sl < SQ < Sg‘)7 where Sz = (Zz|)\z, P),
e Sj is isolated, but S is not, and
e S is acyclic and partite.

4 Solutions to a Constrained System

Definition 5 (Solution to a Constrained System). For a family of sets
R={Ri SFN}ieqs1, any y = (Y1, ..., y,) € By is said to be an R-solution for S if
and only if the following conditions are satisfied:
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1. y satisfies the system A|A,
2. for any i€ [t], and any j € P;, y; ¢ Ry,
3. for anyie[t], and any j+j' € P;, y; #y;r.

In words, all elements in Rq, ..., R; are forbidden. In this context, R; are referred
as forbidden sets. Furthermore any two distinct P-related variables® must have
distinct values.

Let (S|R) denote the R-solution space of S and n(S|R) := |(S|R)|, the
number of R-solutions of S. The central problem that we study in this work is
to find a good lower bound on 7n(S|R) under some assumptions on 4, A and R.

Fix a (q,r,t)-constrained system S = (A|A; P) and a family of sets R =
{Ri}iery)- Fix a component form (S; < ... <S,.) for S. For any (4,7) € [c] x [t],

let rgj) i=|col(4;) N P;|, and define r@) =3¢, rgj).

We will often use the following basic property which is easily verifiable using
Definition 5.

Fact 1 For any (q,r,t)-system S and any R’ = (RY,...,R;), where R, € R; for
all i€ [t], n(S|R) <n(S|R').

Without loss of generality, we assume |R;| = s; < s for some s < N, or else,
(S|R) = @. Then, under the assumption that X is uniform at random, one would
expect that the number of R-solutions for S is approximately

o (N = 80),0

E(S|R) := T

(8)
Of course, the assumption and the expression are both quite speculative at a
first glance. However, as we show later, n(S|R) is very close to E(S|R) for a
large class of constrained systems. Indeed, for certain binary matrices A and
R = & case, Cogliati et al. prove [13] exactly this result. We aim to prove it in a
more general setting where R may not be empty.

While tackling the problem in its full generality is an interesting and tech-
nically challenging endeavor, it might not captivate the general cryptography
community. Instead, we focus on a specific class of constrained systems that
includes, among other things, known instances in symmetric cryptography, par-
ticularly those discussed in this paper.

Definition 6 (Weight). The weight of any A e FY" is defined as
H(A) := min{H(v) : v e rowsp*(4)},

where rowsp™ (A) = {a1 416 ® - ® agAge : V(a1,...,aq) *# 0} and H(v) denotes
the number of non-zero coordinates in v.

5 The equivalence relation P on col(A) can be equivalently defined over the set of
variables {z1,...,2,}.
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We have the following fact that relates the weight of a matrix (and its compo-
nents) with its row rank.

Proposition 7. Suppose A e F§" has H(A) = k> 0. Then,

(1) A has full row rank.

(2) for everyr' >r—k+1 and 1 <iy <--- <ip <7, the matriz A" = (A, |-+ Aei )
has full row rank, where As; denotes the i-th column of A viewed as a q-
dimensional vector.

(8) r-k+12q.

Proof. (1) follows from the definition. For (2), suppose to the contrary that
A’ does not have full rank. Then, we must have 0 € rowsp*(A’). Specifically,
one can find (ay,...,ay) # 0 € F3, such that a; A}, ® - & agA;, = 0. Then,
v =01A10 @ ® agAge € rowsp'(A), and H(v) < r -7’ < k- 1. Thus, H(A) < k,
which is a contradiction. Finally, (3) follows from (2). |

Looking ahead momentarily the higher the weight of a system, the closer our
bound to E(S|R), and point (2) and (3) of Proposition 7 play a crucial role
towards establishing this fact. The following definition and subsequent results
provide an easy-to-check condition for determining the weight of a matrix.

Definition 7 (Regularity). Any A e FY" is said to be k-regular if and only if
H(Ajl) =k, for all i€ [q].

Note that, the above definition can be equivalently formulated as row(AJ\) is
regular® in G(AJX). The following propositions show that acyclic and highly
regular systems have high weight.

Proposition 8. For any k > 2, any k-regular and acyclic A e FY" has H(A) = k.

Proof. The result is trivial for ¢ = 1. Assume for contradiction that H(A) < k for
some ¢ > 2. Then, for some 2 <[ < ¢, there exists a sequence of rows A;,a,..., Aje
and a sequence of non-zero field elements aq,...,a;, such that v =a14;,.®...®
a;A;e has H(v) < k. Since, A is acyclic, one can always find two distinct rows
A e and A;,. such that there exists at most one A; ¢ € {A;j 0,..., Ajje} N Ai e
and one A;,e € {Aije,..., Ajje} N Ajye such that A; ¢ ~ A; ¢ and A;e ~ A; e,
respectively. For if not, then due to the finiteness of [, the matrix

Ailo

A’L'lo
is cyclic which contradicts the acyclic nature of A. Then, using the k-regularity
of A, at least k-1 > 1 non-zero columns in each of 4;,, and A;,. have a single

non-zero entry. Therefore, these columns contribute non-zero coordinates to v.
Thus, H(v) > 2k — 2 which is at least k for k > 2. |

5 A vertex set is said to be regular if all the constituent vertices have the same degree.
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Proposition 9. For any ¢ > 2 and any k > 3, let A € FY" be acyclic and k-
regular. Then, for any 1 <iy <...<i, <r, the matric A" = AN {Aeiy, ..., Aeif,}
has: o
rank(A') = g-1 if {il,.:.,ik} = col(Aj.) for some j € [q],
q otherwise.

Proof. First consider the case: {i1,...,ix} = col(A;.) for some j € [¢], i.e., all
the non-zero columns of A;, are deleted, and hence A;, can be dropped without
affecting the rank of A’. Thus, rank(A’) < ¢—1. Furthermore, since the system is
acyclic and A is k-regular, A" must be acyclic and at least (k—1)-regular. Then,
using Proposition 8, we have H(A") > kK — 1 > 2, and thus using Proposition 7,
rank(A") =¢-1.

Now suppose {i1,...,i;} # col(A;.) for all j € [¢]. Thus, A’ has g non-zero
rows. Assume towards a contradiction that rank(A’) < g. Then one can find a

sequence of distinct rows AJI,,AQQ,, Al e rOW(A' ) and a sequence of non-
zero coefficients a1, as,...,a; such that v = alAh. .® alA]l, =0. Let
Ajl‘
A” — AjQ-
Ajz'

We claim that the number of columns in A” with a single non-zero entry in each
of these columns is at least 2k — 2. Indeed, in the worst case, all the rows are
connected to each other. So after a relabeling of rows one can find a sequence
Aji ~A; o ™ e ™ AJ o for some I’ < I. Since A" is acyclic and k-regular, AJI.
and A /0 contrlbute at least k£ — 1 columns each with a single non-zero entry.
Now, even if one deletes k columns from A”, there are still at least k-2 > 1
columns that contribute non-zero entries in any linear combination, including
v=a14;,®...®qA),. Therefore, v # 0, contradicting rank(A’) < ¢. o

Column-Uniform System: Any k-regular system S = (A[A; P) is said to be
column-uniform system, if there exists a unique sequence (or set) of non-zero
coefficients ag = (a1,...,qr : ;) such that:
1. for each column j, there exists a unique ;) := oy for some [ € [k], such that
for all row i of A the following condition holds:

Q(j) if Az’j #0,
Aij = .
0 otherwise.

2. for all 7 € [¢], the i-th equation in S is of the form ajz;, ® -+ & agz;, = A,
where {j1,...,7k} = col(Ajs).
3. for k> 2, if ji, jo € Py then a(;,) = a(jy,)-
While the above definition looks quite artificial, it is remarkably satisfied by
most of the known instances of constrained systems in symmetric-key literature,
including, for instance, the sum of k permutations and DBHtS.
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In this paper, we focus on lower bounding n(S|R) for column-uniform, acyclic
and k-regular (or k-CAR) system S = (A|X; P).
Additional Notations and Conventions: Without loss of generality assume a
component form (S; < ... < S.), such that all the isolated components appear
before the non-isolated ones. Let NI(S) denote the set of indices of all the non-
isolated components, & = max{r; : i € [¢]}, Ag := maxy|{i € [¢] : \; = d}|, and
for any i € [c], let:

e S.; denote the system (S; <...<S;),

e 1y, denote the solution of the sub-system S;,

o P and F define families of set indexed by j € [t] such that

Pi(ys) ={yr €y :keP;} and  Fj(yg) =R uPi(yy)-

Let [P (y<)| =) and |F;(y)| = £ = 55+,
Extending the notation for ¢ = 0, let ., denote any empty sequence, and thus,
Pi(y<o) =2 and F;j(yo) = R;. In addition, for the sake of convenience, we also

assume that 0 € R; for all j € [t]. Note that, 7“2) and hence f S(i ) are independent
of the actual elements in P;(y.;) and F;(y.;), respectively. In particular, we

have rg) < g, as each equation can have at most one variable in P;, and thus,
2) <sj+q<s+gq.

4.1 The Case of CAR Partite System

For any t-CAR and partite (¢-CARP) (g, r,t)-system S, we have the obviou§7
bijective map ao; — P;. With this in mind, we define three families of sets R,

P and F indexed by j € [t] such that
72]» =Ry
Pi(yei) ={aj-yn ey ke Py}
ﬁj(ygi) = 72]‘ U 753('!/9)
It is obvious that |R;| = s, [P;(y.;)| = rg) and |F;(yg;)| = s(i)

Theorem 1 (Partite Bound). Let t > 2, and R be a family of sets. For any
(q,7,t)-constrained system S which is t-CARP and satisfies &(s+q) < N /2, we
have n(S|R) > (1 -e)E(S|R), where

t t t
e 2pas (A, R) . 2qAs . 6q(s+q) . Z 2ri(s+q)
Nt-1 Nt-1 Nt hTiS) Nt

+ 5Odd(Q7T737t)) )

where

2qi(s+q)"}
24853 for odd t,
€oad(q,7,8,t) = {0 N ﬁor even t

" This is made obvious by a (possible) relabeling of coefficient indices.
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A proof of this result is derived in two stages. First, in Lemma 4, we derive an
initial bound that would be useful when the local® error terms can be shown to
be sufficiently small in expectation for a random constrained system. We then
go on to derive a bound on the global error term which completes the proof of
the aforementioned theorem.

Consider the i-th component S; = (A;|A; ; P). Since S is in CF, col(A;) = {regi—1)+
L,...,7<(i-1) +t}, where r¢(;_1y =1 +...+7;_1. For brevity, we ignore the r<¢;_1)
shift in indexing.

Now, towards a proof of Theorem 1, observe that

nS«lR) = 3 n(Sil Flycin)), 9)

Y<(i-1)

For a fixed y(;_1), the set of R-solutions to S; is given by
SilF)={y =1, yr) e?(1) X X?m) Ay = A},

where, for all j € [r;], F(;) = Fu(y=""!) for a unique k € [t]. Let f(;) = |F(;, and
thus f(;) = fs(fi)_l) for a unique k € [t]. Let Ag :={y e Fyy : A;y = A;}. Moreover,
for each j € [r;], we define

Ay = Ag(ER" x Fjy x Fy?).
Then, we have

(Si|]:):-’4®\( U A{j})-

jecol(A;)

For any non-empty J < col(4;), let Ay := njesAgjy. Using the principal of

inclusion-exclusion, we have
( U A{j})‘
Jgelri]

= 2 ()Y (10)

Je<[ri]

n(Si|F) = Agl -

Now, |[Ag| = N"i"% follows from elementary linear algebra; In fact, by virtue
of S being an acyclic and t-regular system, Proposition 8 and 7 allows for an
analogous argument to prevail for any A7 with |J| < t—1. In particular, for any
J =Al,..., 71}, and any yz7 = (Yuy,- -, Yy,) € Frayy X -0 % F(i5)» We obtain
an equation in exactly r; — |J| > r; —t + 1 > ¢; variables, which has exactly
N7i7171-¢ golutions. There are exactly fen = fay - "f(lm) such y7. Thus, we

have |[A7| = fo) Nt for all 7 c [t].

8 The adjective “local” here corresponds to individual components.
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CRUDE BOUND: Digressing a little, from (10) and the above discussion, we have
NTi~% _ Tz‘(S + q)NT‘i—Qi—l < U(Si | _7-") < N7

for any acyclic system S where we use the fact f(;) < (s +q) for all j € [r;]. This
along with (9) gives the following crude bound.

Fact 2 For any acyclic (q,r,t)-system and any R = (R1,...,R¢), we have
N7t (N =7i(s+q))n(Sci-1) |R) <n(S<i | R) < N Un(Scs1y |R)  (11)

Now coming back to (10) for a proof of Theorem 1, we study the right hand side
separately for isolated and non-isolated components, starting with an isolated
component.

Lemma 3. Suppose S; is isolated. Then, for any y<(;-1) € (S<(i-1)|R), we have

(J)
n(S:|F) > Mo (¥ HEN (1+(—1)t 3—1 (/ias(&,f) i <(i- 1))),

N N N

where f (Z 1) f<((13 " fft)

Proof. Since S; is t-regular, partite and isolated, r; = ¢t and ¢; = 1. Then, recall
from (10) and the subsequent discussion

n(Si|F)= Y D)4

J<[t]
= 3 (DY N 4 (1) g, (N, F)
7
1 —
=5 | 2 OV N+ fey = Fan +(_1)tN:u'0t§()‘ia~7:))
e

- % jljl(N— fiy) + (-1)'N (,llag()\i7_7-') _ f<J[Vt])))

: () ' féio
= 37 | LIV = F200) + GO f s O ) = =5

] 1(N f<((l 1)) t N f (7 1)
> 1+(—1) (Az,f)
N J 1(N f<((7, 1)) N

[T (N - 150) 1
> = (”( UYNH(u%(Ai,f)— Sl |

where the second equality is due to (2), the fifth equality is from a simple re-

labeling, and the last inequality follows from the fact that f (zz) S < (s+¢q) and

t(s+q) <&(s+q) < NJ2. o
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Now, on to a lower bound on n(Sg; | R) for isolated S,.

Lemma 4. Suppose S; is isolated. Then, we have

n(S<i|R) >

-1 (N - fg(zi)_n) (1 2pas(AisR) 245 6(s+q)

N Nt-1 Nt-1 Nt )n(SS(i—l) IR).

Proof. From (9) and Lemma 3, we have

n(S«i|R) = 3 1(Sil F(y<iny))

Y<(i-1)
) (th
H;:l(N_fS(i_l)) : 2 fs(i—l)
zyz = L+ (1) g [ o X F) - ==
<(i-1)
Mo (N - 79) ) 242 2
> ¥ L (S IR) - j\(ft Ln(Sein | R) - ﬁyz Hes (Xir )
<(i-1)
T, (V- f(ji)_l ) 2f(g]—)l) 2
> - <(i-1) U(Ss(i—l) |R) — j\ft U(Ss(i—l) |R) = y Z Nas()m]'—)
<(i-1)
(13)

Claim. We claim

2(s+q)t
S L T LGRS

Y<(i-1)

Proof. We have
> bas A, F)= > > (N, Pr, Rpgpz)

Y<(i-1) Y1) ZE[t]

= > Y uXi,Pr,Rppz)

Ze[t] Y<(i-1)

where P7 = 75j1 X.. .x’ﬁjm and 7@[1‘/]\1 = ’IAQ;cl X.. .kam, for every Z = {j1,...,Jm}
and [t]NT = {k1,...,kn }. For brevity we simply write Z = [m]. Consider the
following two cases:

e Case A: 7 =g. In this case the definition straightaway gives

> (A Rg) = fhas (i, R) xn(Sei-1y | R).

Y<(i-1)
We remark that for ¢ = 1 this is the only possible case.

e Case B: 7 # g c [t]. Fix some (ai_ms1,---,a¢) € ﬁ[t]\l and define ag :=
At-m+1 ® ... ® ay, with ag = 0 whenever 7 = [t]. Fix some (yi,,...,u1, ) €
Py x...xP,,. Then, we have

Z M(Aiaylu L 7ylm7at—m+17 e 7at) = Z IU/(A'L (S] a/®7yl17 v aylm) (14>
Y<(i-1) Y<(i-1)
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Thus, we want to count the number of solutions for S¢(;_1) that additionally
satisfies the equation aq, -, & ... @y, T, = A © ag.

Let S, 1) =S¢-1) U{ou, -, ®... @ v, - @1, = Ai ©ae} be the constrained
system S.(;_1) extended with the additional equation oy, -, ®...®y,, -, =

A; © ag. Then, by definition, we have
Z M(Al S] Gg, yh PR 7ylm) = U(Sls(z—l) |R)

Y<(i-1)

Let A’S(i_l) denote the corresponding coefficient matrix. We can have two

cases based on the rank of A
e Case B1: A’

<(i-1)
and let S¢(;_1).; denote the constrained system that excludes S;. Then,
using the fact that A’S(i_l) is full rank, we have

! .
<(i-1)°
has full row rank. Suppose I, € colzj for some j < (i-1)

n(Su-1yIR) < N2 x N(S<(i-1)<; I R);

and further, using the crude bound (11), we have n(S¢;_1) |R) > (N*™! -
t(s+q)N'2) x n(Sc(i-1)~; | R) holds as Sc(;_1) is acyclic and t-regular.
Thus,

, 2
n(Se-1yIR) < N’O(Ss(i—l) IR),

where we use the fact that ¢(s+¢) < N/2. There are at most (;;) choices

for Z and for each such choice there are at most ¢"s'™™ choices for
(I1y- oy lm, Gt=ms1, - - -y @), which finally gives
A 2(s+q)t
Y > wXi, P, Rpgaz) < %n(gs(i—l)”z)-

Ze[t] Y<(izn)

e Case B2: Als(zq)
if the additional equation is defined by the equations in Sc(;_1). Since
Sc(i-1) is isolated, this case is only possible if the additional equation is
redundant, i.e., Z = [t], {l1,...,l;} = col(A;) for some j < (i - 1), and
Aj = A;. Since there is only one choice for Z, and at most Ag choices for
J, the number of solutions in this case is bounded by Asn(S¢(;-1)|R).

does not have full row rank. This case is only possible

The claim then follows by combining the bounds in all cases, and the lemma
follows by substituting the claimed bound in (13). |

Now on to non-isolated components.

Lemma 5. Suppose S; is non-isolated. Then, we have

2ri(s+q)*

1 NG

j e
o (V= £ ) (
qi

S; | F) >
n(Si|F) 2 I

- 5odd(qara Sat)) )

where

2g:(s+q)"™" f
e —  for odd t
€odd 7T,S,t = Nt ’
oda(d ) {O for even t.
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Proof. Recall from (10) that

0S| F)= > (~1)VAL
Je[ri]

First consider the even ¢ case, where using Bonferroni’s inequality, we have

n(SilF) 2 Y (1A

JC[“]
|T|<t-1
> Z (- 1)|J|f( )Nm—lj\—qi
JC[“]
|T|<t-1
J =T ri—t
th DN W= 50 JanN
[rs J'<[ri]
S 7=t

(

T (N - f(;)) _2ri(s+q)
Nt ’

'.:l

(15)

where the last inequality follows from the fact that f(;) < (s +¢) for any j and
ri(s+q) <&(s+q) < NJ2.
As for the odd t case, using Bonferroni’s inequality, we have

n(WilF)> 3 (-D)YAg]

J<[ri]
|T|<t
> Z (_1)\J|ijm—|~7|—qi Z 1A
Je[ri] Je[ri]
|T|<t |T]=t
1 . .
ZN‘Ii Z (_1)‘j|fJN7' |71 _ e Z |A 7]
J<[ri] J<[ri]
|T|<t |T|=t
1 i .
2= [I(N=fi))-N% > |Agl
Jj=1 Je[r:]
|T|=t
T2, (N = fi3y) 2
1- 16
B Nai N7Ti~qi jgz[m]vl‘ﬂ (16)

|T|=t
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Claim. We claim

Z |-A,j7| < Qi(s + q)tleTrtfqurl " Tf(s + q)tNri—tfqi'
Je<[ri]
|7 |=t

Proof. Let J ={l1,...,l:} and suppose S} denote the updated system after the
removal of these ¢ columns from S;. Using Proposition 9, we have two cases:
o Case A: J = col(Aj,) for some Aj, € row(4;). From Proposition 9 we know
that rank(S}) = ¢; - 1. Thus, we have

Y Ml <ails gy N

]:Col(zj.)
Ajecrow(A;)

o Case B: J # col(4;,) for all Aj € row(A;). From Proposition 9 we know that
rank(S}) = ¢;. Thus, we have

S Mglsrir g,
._7¢col(zj.)

This proves the claim. ]
The result follows by substituting the claimed bound in (16) by realizing that
O]

T t
I_Il(N -f) = p(N ~ fEa)" =
j= =1

Since the bound in Lemma 5 is independent of y.(;_q), we have the following
corollary.

Corollary 2. Suppose S; is non-isolated. Then, we have

1(S<i|R) 2

j r@
H§‘=1(N_fs(zi)_1)) ¢ L 2rt(s+q)t
N B Nt

- €0dd (i> 745 5, t)) n(S<(i-1) I R),

where

2gi(s+q)"" f
oA — for odd t
€odd Q7r7s7t = Nt ’
oda ) {0 for even t.

Theorem 1 now follows from the appropriate recursive application of
Lemma 4 and Corollary 2 for all 4 from ¢ down to 1, carefully accumulating
the bound for non-isolated components.

A Better Bound for 2-Regular Systems. For the special case of 2-regular
systems, we provide a finer version of Lemma 4, and hence, a finer version of
Theorem 1. Let

sz = 1’{1130)(|{($1,332) € (7%,1 X 7%,2) X1 DI = d}|
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Lemma 6. Suppose S; is 2-CARP. Then, we have

(V- £5) )

S<i|R) >
152 |R) <

(I-¢) U(Ss(i—l) I'R),
where

IR1 x Ra|
N

12 As+ V4 3
2 L 126+9)(As+ V)  24(s +q)
N? N3

as Aia -
~ |# s(Ai, R)

A proof of this lemma is provided in Appendix A.

Corollary 3. Suppose S is 2-CARP. Then, we have n(S|R) > (1-e)E(S|R),
where
2 2

e<— Y —
N snr(sy N

|R1 x Ra
N

12 A 5 3 2
. q(s+q)( S+V’R)+24Q(S+q) L2s+4) T 2

Mas(’\ia R) - N2 N3 N2 Jr

JENI(S)

4.2 The Case of CAR Clique System

Towards a variation of Theorem 1, suppose S is column-uniform, acyclic, k-
regular (k-CARC) for some k > 2, and clique. Thus, ¢ =1 in this case.
A system S is said to be trivial if and only if there exists v € rowsp*(A) such
that
H(v)=2 and (v|0)€rowsp (A4|N),

and non-trivial otherwise. For all trivial systems, n(S|R) = 0 can be trivially 0
for certain fields, such as the characteristic 2 fields with binary matrices. Accord-
ingly, we assume that the system is non-trivial. Beyond this obvious limitation,
the case of clique systems is quite similar to the partite case.

Indeed we reuse the same notations and arguments to a large extent. First,
we redefine

_(N-5),

E(S|R) := NT
Next, suppose S denote an arbitrary partite version of S. Set Ry = -- = Ry,
51 = ... = 5, and reuse the definitions of Ay and Ay, for any j € col(A;).

Furthermore, for each j; # ja € col(A;), let

EleJz = {y:(ylv"',yri)E]Fgl\? : Aiy:)‘i/\yjl :yj2}'
Then, for any i € [¢], we have
(Si|7)=Az\((UA{j})U( U EleJz))?
J=1 j1<jaecol(A;)

More importantly,

n(Si|F) = |Ag| -

U  EQjj

j1<jaecol(A;)

U Ay
J=1
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= U(gz |~7:) - U EQj1,j2

j1<jQEC01(Zl)

> (8| 7) - () )

where the inequality follows from the fact that [EQ;, j,| < N"7'"% as H(A) >
k > 2. This gives the following clique counterparts for the results derived in the
partite case.

Lemma 7. Suppose S; is isolated and non-trivial. Then, for any y<i-1y €
(S<(i-1y | R), we have

(N = fe(i- )k 2 ffl_ k2
n<si|f>zN<”(1+<—1>’“Nk_l (uasui,f)— (N”)—N).

Lemma 8. Suppose S; is isolated and non-trivial. Then, we have

(N_fs(i—l))k 1-
N

W(Sgi|R) 2

2ies(Ai, R) 245 6(s+kq)* K2
NE-1 T ONE1 Nk "N

Lemma 9. Suppose S; is non-isolated and non-trivial. Then, we have

(N - f<(i71))7"i 2T]-€(8 + kq)k T-2
] — 1- : ~ <o s 1y - )
n(Si| F) 2 Na N Coaa(g7,8) = 5

where

€odd(q,T,8) = { NI for odd k,

0 for even k.

Corollary 4. Suppose S; is non-isolated and non-trivial. Then, we have

(N = fei-ny)™ (1_ 2r¥ (s + kq)* 2

i
U(SSZ|R) 2 Nai Nk —50dd(q,r,s) - N)U(S<(i—l) ‘R)a

where

2gi(s+kq)*™!
Eoad(q,m,8) = { NI for odd k,

0 for even k.

Theorem 2 (Clique Bound). Let k > 2 and R be a family of sets. For any
(q,7,1)-constrained system S which is non-trivial, k-CARC and which satisfies
&s(q+8) < NJ2, we have n(S|R) > (1 -e)E(S|R), where

k 2 k k , k-1 2
< 2pas (N, R) +2qu+6q(s +kq) +2qk: . Z (27“1- (s+kq) . qi(s +kq) LT )

=T Nk-L Nk-1 Nk N Nk Nk-1 N
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A Better Bound for 2-Regular Systems. As in the case of partite systems,
we provide a refined bound for 2-regular systems. Let

Vg i= 12384{1)1,%‘2 E7A2:x1 ® 19 = d}|
Lemma 10. Suppose S; is 2-CARC. Then, we have

(V- £5) )

n(S<i|R) 2 N (1-€)n(S<i-1y I R),
where
2 IR?| 12(s+2q)(As+Vgp) 24(s+2¢)% 4
ESN /,LQS()\“R)—T + N2 + N3 +N

Corollary 5. Suppose S is 2-CARC. Then, we have n(S|R) > (1-¢)E(S|R),

where

R2
Mag(AivR) - u

4q 2
e<1.2 >
N N s

N 12q(s +2¢q)(As+ V) . 24q(s +2q)3 +( 2(s +2q)?

N N2 N3 N2

5 Single-keyed Double-block Hash-then-Sum

Let 7 be a permutation of {0,1}"™. We define three injective functions g, w1, s :
{0,132 - {0,1}™ as follows:

mo(+) =7w(00])  m():=m(01])  ma():=m(10])

For 0 < j <2, we define Z; (n) := {m; : m € P(n)}.

Definition 8 (Single-keyed Permutation-based DBHtS). For some permu-
tation 7 of {0,1}" and a permutation-based rate-c™' diblock hash function
H : Iy (n) x {0,1}* - {0,1}"72 x {0,1}"2, we define the single-keyed DBHtS,
denoted 1k-DBHtS, g construction by the mapping:

m = 71 (Hz, (m)) @ o (Hz, (m)). (17)
The construction is illustrated in Fig. 3.

We drop the parameters m and H whenever they are clear from the context.
We reemphasize here that the mg,m,m9 are all domain-separated versions of the
same permutation 7.

The following theorem shows that 1k-DBHtS is a secure PRF up to @ < 23"/
assuming appropriate bounds for the hash function. We remark that it might
be possible to improve some of the constants slightly. However, the bound is
asymptotically tight in terms of number of queries due to an attack by Leurent
et al. [31] on the general DBHtS construction.

1

N

)

>

JENI(S)

2
i
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T1
> T
Y1
Y2
»| T2
x2

Fig. 3. The 1k-DBHtS, g construction.

Theorem 3. Let c,q,l,0 >0 satisfying ¢,{ <o and & = co + 2q < 2"73. Suppose
H : Ty (n) x {0,1}* - {0,1}?"* is a ratec™* (e1,€2,€3,8)-CFH. Then, for p =
(q,¢,0) and p' = (2,£,20), the PRF advantage of any p-distinguisher A against
1k-DBHtSn f satisfies

rf
Athri)k—DBHtSn,H (A) <er+e,
where
+2 + 3
€1 = 2e2(p,4) +5(p) + el(p;n 23 | o, (p,27)47).
2=2 ’ 2 ’ — _3

- 16g°7"e1(p') | 8a°ei(p') | “ 120g5°  Gq_

22n n 924 923n om

Proof. Without loss of generality assume that A is deterministic. Let
o« Mi:= (M ..., MZ_)7 denote the i-th query of the distinguisher, containing
£; < £ blocks. '
o T?, denote the i-th response of the oracle.
In addition, the oracle releases additional information to the distinguisher, once
the distinguisher is done querying the oracle, but before it outputs its decision
bit.
In the real world, the oracle releases:
o X':=(Xi,X%) = Hp,(M"), the (2n-2)-bit internal hash output, or finalization
input corresponding to the i-th query.
o Yii= (YL YE) = (M (XY),Ma(XY)), the 2n-bit finalization output correspond-
ing to the i-th query.
e R, the set of all image points sampled during the computation of Hp,(M?)
for all i € [¢]. Since H is a rate-c™! hash function, |R| = co for M.
Thus, the full real world transcript can be described as

Gre = ((MlaTlaxzaYy ‘e [q])7R)

In the ideal world, the oracle first samples a dummy random permutation M’
and then computes X’ := Hng(Mi) for all i € [q]. In other words, X' is generated
faithfully for all ¢ € [¢]. Note that, R can be derived here as well, as the ideal
oracle is faithfully generating the hash outputs.
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SAMPLING Y IN THE IDEAL WORLD: The sampling mechanism for Y? is on the
other hand a bit more sophisticated. The goal is to sample Y*’s in such a way
(Xi=X] <= Y] =Y]), (X5 =X) <= Y5 =Y3),

is satisfied for all ¢ # j € [¢]. We refer to this predicate as the permutation
compatibility or PC condition. '

For any i € [¢], let ()1 :=min{j <i : X =XJ} and (i)2 :==min{j <i : X} =
XJ}. Let r = |{(i)1, (i)2 : i€ [q]}|- Consider the 2-regular and binary, (g,7,1)-
constrained system S := {Ygi)1 ® Yéi)z =Tl :ie[q]}.

Any R-solution for S satisfies the PC condition, apart from fully defining Y.
As long as the system is acyclic and non-trivial, we can use the results developed
in the previous section. Keeping this in mind, we now define some bad predicates
on the partial transcript (M, T¢,X":i € [q]),R):

Ay 3,5,k Le[q], X3 =X AXE = XEAXE=XL.

Aot 3%,5€[q], L=XIAT T/ = 0",

As: 3k >2"2/(co+2q),i1,...,ix € [q], Xzf :le =... :X?“.

By: 30,4,k l€[q], Xh =X AXT = XFAXE = XL,

By: 3%i,7 € [q], X=X, AT @ T = 0"

Bs: 3%k >2"2/(co+2q),i1,...,ix €[q], Xi =XP=. . =X

C: 3*ie[q], Ti =0

D: 3%i,j € [q], Xi = X{ A X =X,

E: 3%i,j,k ¢ [q], XE=XIAX, =XEAT @ T9 @ TF=0".

Define Cyclic := A; vB; v D, Trivial := A, vByvCAE, and Giant := A3 v Bgs. It is not
difficult to see that as long as Cyclic, Trivial, and Giant are false, S is acyclic and
non-trivial, and satisfies xs(co +2q) < 2" for (co +2¢) < 234, For notational
convenience, let s = co.

Sampling Y: Onwards we describe the sampling of Y conditioned on the fact
that =(Cyclicv Trivial v Giant) holds. Let CF(S) = (S1 <... <S,) such that all the
isolated components appear before the non-isolated ones. Let NI(S) denote the
set of all non-isoltaed components. We define Y « (S|R). This concludes the
sampling in the ideal world, and finally the ideal world transcript is given by

Biq := ((MlaTlaxzaYl i€ [q])’R)
where the PC condition is satisfied as long as —(Cyclic v Trivial v Giant) holds;
otherwise the transcript is defined arbitrarily.

(BAD) TRANSCRIPT DEFINITION AND ANALYSIS: The set of transcripts (2
is the set of all tuples w = ((m*, ¢, 2", y" i € [q]),R), where m"® € {0,1}*'7 th e
{0,137, 2" € {0,1}?"72, y* € {0,1}*" and R < ({0,1}")“, where o0 = .7, [|m‘|/n].
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A transcript w is said to be bad, i.e., w € 2p.q if and only if it satisfies
Cyclic v Trivial v Giant, and good otherwise.

Lemma 11. Suppose H is an (€1, €2, €3,0)-coverfree hash function. Then

2 2n—2
Pr(@ideﬁbad) S262(p,4)+5(p)+ i+ 61(p)+62(p’3) +263 P, .
2n co +2q

Proof. Let s’ =2""2/(co +2q). We have

Pr (Big € 2paq) = Pr(Cyclic v Trivial v Giant)
< Pr(Cyclic) + Pr (Trivial) + Pr (Giant)
<Pr(A;)+Pr(B;)+Pr(D)+Pr(Az) + Pr(By) + Pr(C) + Pr(E) + Pr (As3) + Pr(B3)
. Pr (COLL1,(M))
27’L

< Pr(AP13,(M)) + Pr (AP2};(M)) + Pr (COLL (M)

L Pr(COLL2, (M) g  Pr(AP1;(M))
27L 271 27L

q+2e1(p) +e2(p,3)
2T'L

+Pr(MC13(M)) + Pr(MC2j; (M)

<2e(p,4) +0 + +2e3(p, s),

where the the first three (in)equalities follow from the definition and a trivial
application of union bound, the fourth inequality just maps the bad predicates
to corresponding coverfree hash events, and finally the fifth inequality follows
from the coverfree bound of H. ]

GoOD TRANSCRIPT ANALYSIS: Fix a good transcript w € £25004. We will recycle
notations from the sampling phase.

In the real world, I is sampled exactly s+ times (JR| = s and [{(i)1, (i) : i€
[¢]}| = 7). Thus, we have

1
(2™) sar
In the ideal world, first T is sampled uniformly from a set of size 24, followed

by R which is sampled faithfully via 1. Finally, Y is sampled uniformly from
(S|R). Using Corollary 5, we have

Pr (0 =w) = (18)

1 1 1
Pr(Big =w)=— x X
2ma - (2)s  n(SIR)
1 1 1
=— 19
3" @), * (- DEGIR) )
where
4q 2 . 2] 12¢(s+2¢)(As+V5) 24 2¢9)% [2(s+2¢)®> 1
ccda, 2 5o gy IRE a(5+29)(As + V)  249(s+29)° (2(s+29)° 1
2n 2n i¢NI(S) 2n 2271 2371 22n 2n




30 B. Cogliati, J. Ethan, A. Jha, M. Nandi and A. Saha

Then, on dividing (18) by (19), we have

Pr (B,e = w)
—— > (1- 20
Pro 2079 (20)
To apply Corollary 1, we have to compute the following expectations
2 ; IR[?
p=El - 3 |w(TD,R)- ‘)
(2 i¢NI(S) N
2
_ (2(s+2q) N 1)E( > Tz_)
22n an . J
JENI(S)
§:=E(As)
v:=E(Vr)

Using Proposition 1 and 2 and s+ 2¢ < 2", we have § < 6n and ~ < Tng?/2".

Let ~1 (res. ~2) be equivalence relations on [¢], such that i ~1 j (res. i ~2 j)
if and only if X{ = X] (res. X} = X3). Let C{,...,C}, and C},...,C}, denote the
non-singleton equivalence classes of [¢] with respect to ~; and ~y, respectively.
For i € [t;] and j € [t2], let mc!”) = |C}| and mc!®) = |c2|.

2(s+2¢)? 1 )
:((;n(])“LW)E(VZ Ti’)

i/eNI(S)

(20520 ) (Sfoe?)« § (o)

16q (s +2q9)%€1(2,4,20) 8q €1(2,¢,20)

21
22n on ( )
Using Proposition 5, we have
2 A IR|?
52 3 o \)
(2 " i¢NI(S) N
) 2
2 g o]
2" seni(s) N
2 - 2 i 52
o >V ((TO,R)) + o > BT, R)) - N (22
i#NI(S) I#NI(S)
We claim:
32 35
B (urO.R) - 5 27 23

VY (1(TO,R)) 2n/2 23n/2 (24)

A proof of this claim is given in Appendix B. Theorem 3 then follows from
Lemma 11 and (21)-(24). o
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6 Instantiations of Cover-free Hash functions

For a diblock hash function H : Zg (n) x {0,1}* - {0,1}" x {0,1}" we can con-
struct the truncated diblock hash TH : Zy (n) x {0,1}* — {0,1}"2 x {0,1}"2
as TH(x) = (Trunc(H,(z)), Trunc(Hz(x))), where Trunc : {0,1}" —» {0,1}"2
truncates the first two bits of its n-bit input.

Now let us define the functions PHash : Zy (n) x {0,1}* - {0,1}" x {0,1}"
and LightHash:Zy(n) x {0,1}* - {0,1}" x {0,1}", as follows:

PHashp, [LightHash;

Tnput: m = m[1]|-[m[k] € ({0, 1} 2)F [nput: m = m[1]]--|m[k] € ({0, 1}" *)"

Ag < Trunc(Mp(0)) for i € [k],

Ay < Trunc(Mo(1)) Z[i] < Mo((i)s-2|m[i])

for i e [k], 2[1] « Z[1] @ Z[2] ® - & Z[k]
Wi] «~m[i]®2° - Ag ® 2% - Ay z[2] < 2" Z[1] @ 28 2. Z[2] @ Z[K]
Z[i] « No(W[i]) return z := (z[1]]|z[2])

z[1] « Z[1] ® Z[2]--- ® Z[ k]

z[2] < Z[1]@2- Z[2]) @ 2" - Z[k]

return z := (z[1]]z[2])

Two instances of CfHs will be the truncated versions of the above hash func-
tions, TPHash and TLightHash, respectively.
6.1 Affine bad events.

For a diblock hash function H, any @ = (z1,...,24) € (X),, and ¢,c1,c2,c3 €
{0,1}?, we define:

COLLS(x): 3%4,j € [q] such that Hg(z;) ® Hg () = (10”72, c2]0"72)
COLL1G(x): 3%i,5 € [q] such that Hy(x;) ® Hy (z;) = [ 0" 2
COLL2%(x): 3%i,5 € [q] such that Hy (x;) ® Hi () = [ 0" 2

AP15%(x): 3%4,j,k,1 € [q] such that
Hyc(2:) ® Hyc () = 1| 0" A H () ® Hic () = c2[ 0"
AHj(zr) ® Hie (27) = 3|02
AP25> % (x): 34,4, k,1 € [q] such that
H2- () @ H2 (25) = 1|07 A L (25) © H (1) = 2|07

A H?((a:k) @ H[Q((a:l) =c3 HO""2.



32 B. Cogliati, J. Ethan, A. Jha, M. Nandi and A. Saha

AP2%% () :

3* 4,4,k € [¢q] such that

Hi(x:) ® Hi () = 1| 072 A Hic(27) @ Hic () = 20"

One can readily check that

COLL1yy(z)= \/ COLLIS ()

ce{0,1}2
Vo APLSe (g)

(c1,¢2,¢3)

€({0,1}%)?
COLLyy(z) =  \/

(c1,e2)

€({0,1}*)*

AP13,(x) =

COLL ()

6.2 TPHash

Y[1] Y[2]
S

.
]

0" >

D
>

COLL2;(x)= \/ COLL2Y(x)
ce{0,1}2
AP2iy(x) = \/ AP (z)
(c1,c2,c3)
€({0,13%)®
APLl ()= \/ AP13 % (x)
(c1,¢2)
€({0,1}*)?
(25)
m[{]
. v
2¢. D>
22Z.D1_>$ _
X[/]
A
Mo M.
Y
Y[¢] &—> 1
g ,
NS l "
22_1_’L A

Fig. 4. 1k-PMAC+

Our bad event analysis heavily depends on the one presented in [30]. We
tailor their bounds according to our needs while highlighting the main aspects
of similarity and departure between their results and ours.

Similar to the PMAC+ analysis in [30] we define analogous auxiliary events as
follows: Let the i-th message be m® = m*[1]|---|m[£;] € ({0,1}"72)% i € [¢]. For

i#j€[q], let £=min{l;,¢;} and ¢’ =

set for which m‘[k] # m/[k] as

max{/;,¢;}, then we can define the index

Lij={ke[l]:m'[k] #m? [k]}u[l+1.0]
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We define the following random variables: Dy := Trunc(My(0)), D; :=
Trunc(Mo(1)), and W* = W*[1][--[W*[£;], where W*[k] = m'[k]®2%-Do@2%.D;.
We further define the random index sets where W? and W7 collide as follows:

Teot = {(4,5) € ([q])2 : 3*k, k" such that W'[k] = W/ [k']}
Jeol = {(4,5) € ([¢])2 : min{I;;} < ¢; and Ik such that W' [min{I;;}] = W’ [k]}

Then the auxiliary events are:

AUX1 : DOZO\/D1:O

Auxo : Fi€[q],3*k, k" such that Wi[k] = W[E'].

Auxz : i€ [q],k € [¢;] such that Wi[k] € {0,1,M5'(0)}.
Auxy : |Icoll > ¢, where ¢’ = q/2"/4.

Auxs : |Jeol| > 0" where o = £q.

and let Aux = V;¢[5] Aux;.

Lemma 12. For m = (m®:i¢€[q]) and c,cy,co,c3 € {0,1}2,

ere Alq?

Pr (COLLP;I;;;hnO (m) AN —\AUX) < 2?
2 ’ 2 ’2 2 4
20 +4q 2+2\/§q +8qq +96q +8q

22n on ? 23n/2 22n 22n 23

Pr (APl;}IfSZh’Ifj (m) A ﬂAux) <

Proof Sketch: First we note that, the following pairs of events, the left defined in
[30] and the right defined in this paper, are equivalent in the single-key scenario:

Bad; = COLLpign, (1), Bad, = AP19:20  (m)

PHashnO
Analogous to Eq. (10) and (11) of [30], we can write, for any c € {0,1}2,

PHashf; (m') ® PHashh0 (m?)=c|0"? = A;-Z[1]@-®A;-Z[t] = ¢|0"?
PHash}, (m') ® PHashf) (m’) = c[0"? < B;y-Z[1]® & B;-Z[t] = c[0"?

where, for (i) € ([qD2r (W[1]... W]} = {WI1],...,Wie]} 0
{W7[1],...,W7[¢;]}, and for k € [t], Z[k] := Mo(W[k]).

Thus, borrowing from the analysis of [30], each of the events in the statement
of this lemma can be written as an event that a system of equations AZ = ¢
holds, where Z is a vector with k-th component Z[k], and ¢ depends on the
indices ¢, ¢y, cg,c3 of the corresponding event. If ¢ ¢ C(A), then this system of
equations will hold with 0 probability. If ¢ € C(A) then the probability that this
system of equations holds, depends on the rank of A and not on ¢. So we have
that

Pr (COLL?;;‘;';HO (m) A ﬁAux) <Pr (COLLS;;S}]”O (m) A —|Aux) = Pr(Bad; A —Aux)
0

Pr (AP1522 (m) A ~Aux) < Pr (APIGZS,  (m) A-Aux) = Pr (Bad A ~Aux)

Thus we can use the bounds on the corresponding bad events from [30] to get
our result. O
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The probability analysis of the events Angﬁﬁ{ﬁj (m) and APlgé’acsino (m)
are similar to the analysis of the events APl;ﬁﬁl’ﬁj(m) and COLL;II{;C;}]HO (m),

respectively.

Lemma 13. For (<272 m#m' e ({0,173, and ce {0,1}2, we have

2
Pr (PHa.shﬁO (m)e PHa,shﬁ0 (m')=c|0"?) < g

26
Pr (PHashy (m) ® PHashf (m') = c[0"7?) < o

Proof. Let m e ({0,1}"72)% and m/ € ({0,1}"2)%". Note that the claim is trivial
¢ =1 and we ignore this case.
Let ¢ be the maximum block-index where m and m’ are distinct, precisely,

e Ay
T\ max{j<:m[j]=m'[j]}, if =0

Consider the random variables:

Do = trunc(M(0)), Dy = trunc(l(1)),
W[i] =m[i]®2'-Dy ® 2% - Dy, Z[4i] = Mo (W[i]), ie[l]
W'[i] =m/[i]®2"- Dy ® 2% - Dy, Z'[i] = No(W'[4]), ie[l]

Let us define the following events:

E1 IDO =0
E: .\[/g](W[j] =0vW[jl=1)v ,\[él](W'[j] =0vWj]=1)
Es: V (Wil =W[iD)v V (W[i] =W[5])

j;[f] jele']

Note that Pr(c- Trunc(M(a)) =b) = 4/2" for any a € {0,1}" and b,c € {0,1}"2
with ¢ # 0. Hence, for any ay,...,a, € {0,1}" and b,cy,...,c. € {0,1}""? with
cr # 0, we have

Pr(c; - Trunc(M(ay)) @ - ® ¢, - Trunc(M(a,)) = b)
= Y Pr(Trunc(MN(a,)) =b")Pr(N(a;) = b; Vie[r-1])

bseensbyy
{0,1}"
all distinct

4
< —-
2n —r+1
where b; = trunc(b}) and b’ = ¢t - (b®c; - by ® - ® cp_1 - by_1). Similarly for any
ai,...,a, € {0,1}" and b,cy,...,c, € {0,1}""? with at least one ¢; # 0, we have
1

Pr(c;-MN(a1) @ @®c.-N(a,)=b) < el

(26)
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This implies Pr(E;) = Pr (trunc(M(0)) =0) = 4/2", Pr(Ex| ES) < 4¢-4/2", and
Pr(Es| E{ AES) < (2¢-1)-4/2™.

Now the event PHashf; (m) @ PHashp (m') = ¢[0"?, is equivalent to Z[1] ®
e Zl]eZ'[1]e @ Z'[¢'] =c|0" 2. Of course, if any two Z-random variables
are identically equal then they cancel out. However, conditional on E{ A ES A ES
we have Z[i] # Z[j],Z'[§'] for any j € [m]~{i},j € [m'] and Z[i] + 0,11(0), M(1).
Hence from Eq. (26), we have

Pr (PHashf, (m) @ PHashfy (m') = c[0"?| E A ES A ES)

< ! < ! <2/2"
m—(m-1)-m'-2 " 2" -2/

assuming £ < 2772,
Since for any two events A and B, we have Pr(A) = Pr(AAB) + Pr(AAB°)
and Pr(AAB) <Pr(A) and Pr(AAB) < Pr(A| B), we have

Pr (PHashf; (m) @ PHashpy (m') = ¢[0"7?)
<Pr(E;) + Pr(Es| ES) + Pr(E;| ES A ES)
+ Pr(PHashf, (m) @ PHashpy (m') = ¢| 0" | E{ A E§ A ES)
4 164 8-4 2 20/
+—+ +— < —
PALEEVAL 2n AL

Same argument shows that Pr (PHash%0 (m)eo PHaSh%0 (m') =c|0""%) < 26¢/2".

Corollary 6.

. 134> . 134>
Pr (COLLIyp0p,, () < o Pr (COLL25 01, (M) < o
s 52(q? s 52(q?
Pr (MClTPHashno (m)) < $2.on Pr (MCQTPHashno (m)) < <2 .on
The Corollary 6 follows from Lemma 13 and Proposition 4.
Finally, we bound the auxilliary events
Lemma 14. We have
3lq 2 q
Pr (Aux;y v Auxg) < gn_g ' on Pr (Auxz) < e
62 2 Y 2
Pr (Auxy) < d Pr (Auxs) < a
ql . 2n 0" . 2n

Combining these bounds we have

(P +80)q 12¢? Lq?
2n+1 q/ .9n AL

Pr (Aux) <

Combining Eq. (25), Lemma 12, Corollary 6 and Lemma 14 we have the
following result:
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Lemma 15. TPHashp, is a (€1, €2,€3,9)-CfH where

26&]2 ].6&]2 52&]2 16£q2
R (p8) =55 €s(p:5) = §2.on’ 3(p) = 3,
2% 4q 2 2242 /2 5 4
o(pdy =g (20 4 2 2V 8dq 96g 8"
22n on  9n 23n/2 922n 92n 93n
6.3 TLightHash.
(Ds—2[m[1]  (2)s-2|m[2] (O)sos|m[l] ———
l l l ,,
Mo Mo Mo n,
Y
1 212) 7[4) S
Y "_I A
0" —® & . 4
' n,
25—1—>T 2[—2_,T 20_’T _
0”1 > ) . D

Fig. 5. 1k-LightMAC+

As before, we let the i-th message be m® = m*[1]]--|m®[£;] € ({0,1}"7%)% i e
[¢]. Note that, m'[k] # m? [k] <= Z'[k] # Z?[k] for any k € [max{¢;, {;}], where
Z[k] := No({k)s_2|mi[k]). Moreover, Z'[k] # Zj[k'] for any k # k', i,7 € [q]. Let
us fix (4,7) € ([q])2, define {Z[1],...,Z[t]} :={Z'[k] : k e [(;]} u{Z7[k] : k € [¢;]}
and partition [t]:= I;; U T; U T,5, where
T[K'], k" € [max{¢;, (;}]}
Ik, k" € [max{€;, ¢;}]}

(K], K" € [max{¢;, £;}]}

N

I = {k e [t]: Z[k] = Z'[K'] #
I- = {ke[t]: Z[k] = Z'[K'] =
I-:={ke[t]:Z[k]=Z[K] =+

N N

Then we have

LightHash,l-lu(mi) ® LightHashhO (m?) = ¢|0" 2

— A -Z[1]®-e A -Z[t] = c|0"?
LightHash}, (m') ® LightHashy (m’) = [0

— B -Z[1]@-® B,-Z[t] = ¢|0"?

where

o Ap=1forke I; uls, Ay =0, otherwise.
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e By, =27 for some 3, if k € I;ul;, otherwise By, = 27 @ 27 for some (3, 7.
Due to this similarity with PHash, the argument given in Lemma 12 also holds
here, giving us

Pr (COLLEIiéi%cHashno (m)) <Pr (COLLE}L{;htHashnO (m))
Pr(APL S, () < Pr(AP1G 0, ()
Pr (AP (m)) < Pr (AP s, (M)

LightHashno LightHashno
Lemma 16. Assume ¢ <2"[4. Then in the ideal world,

2 2
0,0 )
Pr (COI‘I‘L7;_L;1ht1~[a,.s:h|-|0 (m)) < 227
Proof. We fix (4,7) € ([q])2 as above, thus fixing {Z[1],...,Z[t]} and partition-
ing [t] =1I; ;U I; 0Tz We can make the following observations about the index
sets: ‘ 4

» I;; UI; # @ since otherwise m" and m’ will not be distinct.

o I ULyl > 2 because otherwise Light.HashﬁO (m") * LightHash], (mj)
If we consider the system of linear equations representing the
events LightHavshh0 (m') = LightHashp (m’/) and LightHashf (m') =
LightHashf, (m/), respectively:

Aq- Z[l] @ d A Z[t] =0"
B -Z[1]® o B, -Z[t] = 0"

then the above observations about the index sets imply that there are two distinct
indices k, k' € I; Ul such that Ay = Ay =1 and By, = 2%, By = 27 for distinct
[ and ~y. This implies that the above system of linear equations has rank 2, and
hence will be satisfied with probability (27):-2/(2"): = 1/(2" -t+2)(2" -t +1) <
(2" - 20 +2)(2" - 20 + 1) < 4/2*" for £ < 2" /4. Since there are g(q —1)/2 tuples
(i,7) € ([q])2, we have our result.

Lemma 17. Assume that ¢ < 2™/8. Then in the ideal world, one has,

4 2 2
0,0,0 q q 2 96¢q
Pr (APlLightHashno (m)) < 3.9m + 5. 93n/2 + on + o2n

Proof. Let us fix (¢,7,7,8) € ([¢])4- We want to find the probability of the event
E(i,5,7,8): (LightHash,l,O(mi) = LightHash,l-IO (mj))
A (LightHash}, (m”) = LightHashy (m"))
A (LightHashll10 (m") = LightHashh0 (m*))

Let {Z[1],...,Z[t]} = {Z[k] : k e [6;,]} u{Z/[k] : k € [(;]} u{Z"[k] : k € [£.]} U
{Z°[k] : k € [£s]}. Also let us partition [¢] in three ways as [t] = I;;UT suT;UT;; =
I;T uljzu I;F UTLjr =Tps UL s U Irs U Iy where

T;; o= {k: Z[k] = Z'[K'] + Z[K'], K € [max{¢;, €5, 0,, s }]}
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I-:={k:Z[k]=Z/[K'] # Z'[K'], K € [max{l;, £;,0,,0s}]}
K =Z7[K'], K € [max{l;, £;,0,,05}]}
K,Z[k]) # Z7[K'], k" € [max{€;, £;,6,,05}]}

and the rest of the index sets are defined analogously.
Then the above event can be represented by the following system of equations

Ay Z[1) @@ Ay - Z[t] = 0"
By-Z[l]l®--@®B-Z[t] =0"
Ci-Z[1]le-—- e Cy-Z[t] =0"

where

o« Ap=11ifke I; ul;, and Ay = 0 otherwise.

e By, =27 for some S if ke I;, u Iz By = 28 @27 for some 3,7 if k € Iz, and

By, = 0 otherwise.

e Cp=1ifkeIzsul,; and Cy =0 otherwise.
As observed in the proof of Lemma 16, |T;; uI;5| > 2 and [Izs U I3 > 2. Let us
call the coefficient matrix of the above system of equations M%) its first
row as A7) second row as B(7™5) and third row as C(»7"%) Let us write
([¢])4 as union of three index sets, ([¢])4 = J1 U Jo U J3, where J; are defined as
follows:

J1:={(i,j,r,s) : tank (M B373) ) = 3}
Iy = {(i, g,y 8) : AT = QLI
Jo :={(i,4,7r,8): BUIm9) = o) ABI75) @ 0003 for ¢, ¢y # 0}

For (i,j,r,s) € J1, the probability of the Z-variables satisfying the system of
equations is (27);_3/(2"); < 8/23" for £ < 2"/8, since t < 4¢. Thus we have

4

Prl \/ E(i,j,r,s)]< d (27)

Sy
(4,3,m,8)€d1 3-2°n

Now let us define the equivalence relation over ([¢])2 as (i,5) ~ (r,s)
if T;; 0I5 = Tpo U La If (i,5) ~ (r,s), then AGI7) = CUIm9) - which
implies LightHashl (m') = LightHashp (m’/) <= LightHashp (m”) =
LightHashf; (m®). Suppose the above relations partitions ([¢])2 into ¢ equiva-
lence classes ([¢])2 = Cy U1 Ce. For a =1,...,¢, consider the events E, that
LightHashp (') = LightHashf, (m’) for every (i,j) € Cy. Thus from Eq. (26)
we have that

1
PrlE,] < —
2 — 20+ 1

since |I;; U ;5| < 2¢ for all (i, ) € Cy. Now we have

\/ \/ E(imjaras)

a€fc] (i,5),(r,s)eCa

Prl \V E(i,j,ns)] =Pr

(i,5,7r,8)€J2
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Ea)

where the last inequality follows from Eq. (26) and the facts that AG379) and
B(3:75) are linearly independent, and that |I;T UIjzu ij| < 2¢ for all (j,1) € C,.
Note that 1/(2" —2¢+ 1) < 2/2" for £ < 2™/8. Subject to the condition that
Yo 1]Cal = (%), the sum ¥5_; min{|Col?/(2(2" - 2¢ + 1)), 1} is maximized when
c= [(g)/Z"/QJ +1, |Cy| =272 for a e [c—1] and |C,| = (D)= (c- 1)2"/2 | in which

case we have ) )
a2 C 2
Z — -min [Cal ,1t < g + —.
— 2" n 2.23n/2  9n

< iPrl \V E(i,j,r,s)]

(4,4),(r,8)eCq

Mo
a®)

r[Ea]~Pr( \/  LightHash{ (m’) = LightHashf (m")

a1 (1), ()<Ca
c 1 . |Ca|2

<~ min]——el
E;Qn—2£+1 H“n{an—2£+1)

Thus we have
. 7 2
Pr V  EG,4,ms)|< 5032t om (28)

(4,5,7,8)€d1

Finally we consider (%,j,7,s) € J3. In this case Bims) = ) AGT7s) |
¢2C37%)  This linear dependence implies the following:
e ¢;=2% and ¢ = 27 for some 3, 7.
. (I;j U Ii}) A(IpsUIz) = Iz U Ij;.g Also By, k € I;, are all distinct, and
similarly, By, k € I;7 are all distinct
* (I;;ul;;)N(I7sUIy5) = I5;. From the definition of the index sets, this reduces
t0 I,5nI5, = I If for ke I5., Z[k] = Z/[k'] = Z'[K'], then By, = 2% 4267,
Since 29 +2° = 2¢ + 24 implies either (a,b) = (¢, d) or (a,b) = (d,c), and since
in this case for every k € I5;, By, = 20 +27, we have |I-;| = 1.
Thus the following assumptions made in proof of Lemma 4 of [30] holds true:
o B(375) does not contain the same entry more than twice.
o BU3m5) contains at least two different non-zero entries.
o Each of A(37%) and C(»37%) contains at least three ones.
The rest of the analysis is exactly the one presented in the proof of Lemma 4 of
[30], except the ignorable fact that the coefficient of Z7[k] is 24 (instead of
2 as in the [30]), which however makes no changes in the argument presented.
Thus following the proof of Lemma 4 of [30], we have

o 244 964>
P < < 29
rl Vv (%$T”ﬂ] (20— 40+ 1)(2n —40+2) = 220 (29)

(4,3,7m,5)€J3

for £ <2"/8.
Combining Eqgs. (27), (28) and (29) we have our result.

9 For two sets A, B, we denote their symmetric difference as AA B := (AN B)u(B\ A)
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The probability analysis of the events AP2/1:2:%  (m) and
0

LightHashp

C1,C2 . 3 €1,C2,C3
APlLightHashno (m) are similar to the analysis of the events AP]‘LightHashnO (m)

and COLLEli’giiHashno (m), respectively, and we get the same probability bounds.

The exact same arguments given to prove Lemma 13 can be used to prove
the following statement, keeping in mind that we do not need to consider the
events E; and Es, described in the proof of Lemma 13, for LightHash:

Lemma 18. For £<2" 2 m#m’ e ({0,1}"2)<¢, and c € {0,1}2, we have

8¢
Pr (LightHashlno (m) e L7lghtHa,sh1|-|0 (m') = c|0"?) < on
8¢
Pr (L'z;ghtHashlz-,O (m)e LightHash,z-,O (m') = c0"?) < on
Corollary 7.
40q? 4q*
Pr (COLLliightHashnO (m)) < on Pr (COLLQEightHashno (m)) < on
16442 164>
Pr (MclTLightHashno (m)) < $2.on Pr (MC2TLightHashnU (m)) < <2 .on
Thus we get our desired result:
Lemma 19. TLightHashy is a (€1, €2,¢€3,0)-CfH, where
80q> 80q> 16442 8¢>
e1(p) = on e2(p,3) = 92n e3(p;s) = $2.on’ 6(p) = 92n
4 2 2
B q q 2 96q
62(pa4)_8'(3_23n+2_23n/2+2n+ 22n)

6.4 Instantiating 1k-DBHtS
For any 7 € P (n), we define
1k_PMAC+ﬂ— = 1k_DBHtS7T,TPHaSh 1k—L1ghtMAC+7T = 1k_DBHtS‘n’,TLightHash

Using Lemma 15 and 19 in Theorem 3 we have:

Corollary 8. Let c,q,¢,0 > 0 satisfying ¢.£ <o and T = o +2¢ < 273, Then,
for p=(q,¢,0) and p’' = (2,£,2¢), the PRF advantage of any p-distinguisher A
against 1k-PMAC+n satisfies

39¢ 64q 16€q2+q2(32€24»26064—1536)+q63-+2080£q262 128¢3

96qc

prf
AdVEpupcry (A) < o T omn/at o 22n 23n *on/a
Corollary 9. Let ¢,q,¢,0 > 0 satisfying q,.£ < o and & = o + 2q < 2"73. Then,
for p=1(q,¢,0) and p’' = (2,¢,2¢), the PRF advantage of any p-distinguisher A
against 1k-LightMAC+p satisfies

39¢ 1560¢%> 80¢%¢ 126q5° 16004252 16qo
prf q q q q q q
Athlk—LightMAC+n (A) < on + 92n 92n 23n + 23n + 93n/2"

23n/2
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7 PRF Security of Sum of r Even-Mansour

For any r > 2, let (m1,...,m) « P (n)" be a tuple of r permutations of {0,1}"
and let (K1,...,K,) € ({0,1}™)" be a r-tuple of n-bit strings.
One-round Even-Mansour construction is a keyed permutation of {0,1}" de-
fined by the mapping
rr—m(ze Ky) e Ky,

where K3 denotes the key.

m

o

y y Y
<— K, O<— K> S<+— K,

Z1 x2 VL Lr VL

t

T

Fig. 6. The m-S0EM" construction instantiated with key K = (Kq,..., K,).

The r-sum of Even-Mansour construction, 7-SOEM" is a length-preserving
keyed function of {0,1}" defined by the mapping

T
m— @Pmi(me K;),
i=1
where K = (K3,..., K, ) denotes the key. See Figure 6 for a pictorial illustration.
Notice that we skipped the post-permutation key masking. This is motivated by
a similar simplification [39] by Sibleyras and Todo who studied the r = 2 case.
Thus, we study the same problem for any arbitrary r > 2.

Theorem 4. Fiz some r > 2, g +p < 271771982(") gnd M = (Ny,...,MN,) «
P (n)". For any (q,p)-distinguisher A we have

r—2 10 9 2 r—1 T
(A)<i+ 16nq(2p)"2 V/1q(2p +2q) L 10g(2p+29)"

prf
Advt - 9n on(r-1) on(r-1) onr

M-SOEM”

Proof. For the purpose of this proof let Fk(-) = M-S0EMi(+), and let T « {0,1}".
A’s goal is to distinguish between the real oracle (Fg,*) and the ideal oracle
(T, M*), where Fk and T are referred as the construction oracle and * is referred
as the primitive oracle.

Fix a (g, p)-distinguisher A. Let
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e (Mi,T?) denote the i-th query-response tuple corresponding to the construc-
tion oracle. Let M:= {M? : ie[q]} and T:= {T? : ie[q]}.

. (U;,V;) denote the i-th query-response tuple corresponding to the permu-
tation ;. Unless stated otherwise, we assume that all these queries are
in the forward direction. Let U; := {U% :i e [p]}, V; = {V! :ie [p]},
U:= (Ula-~-7Ur)7 and V := (Vl,...7VT).

. (X;-, Y;) denote the input-output tuple to the j-th permutation, for all j € [r],
within the i-th construction query in the real world, i.e., Xj— =M'e K;. Let
XPi= (X5 je[r]) and Y'i= (Y] ¢ j e [r]). Let X = {X' : i € [¢]} and
Y :={Y":i€e[q]}.

We study a modified game where the real oracle releases (X,Y) to A once the
query-response phase is over, but before A outputs. This obviously does not
decrease A’s advantage.

Ideal World Transcript Extension: Naturally, in the ideal world, the sampling
is extended to generate this additional information. We have

SC(T7V) = {(Tiavilvvg{zv'-wvvjk) eTxV: @Vik = Tl}
k=1
u(T,V) =|SC(T, V)|

Further due to the increasing nature of u(T,-), u(T,V) < u(T,p+q). We define
the predicate

R R e ]

The subsequent two-step sampling mechanism for (X,Y) in the ideal world is
defined under the condition that -LSC(T,p + ¢) holds:
1. In the first step, a dummy key tuple is sampled uniformly at random, i.e.,
K « ({0,1}™)", which determines X; = M* @ K;. Consider the following
predicates:

KG(M,U,K): Jie€[q], j1,---,Jr € [p] such that (Vk e[r], Xi = U?j)
SC(M, T,U,V,K) : 3(4,51,42,---,7r) € SC(T,V), k € [r], such that
(Xi = UJ*) and (VA # k, X}, = UZ')

Going forward we assume that -(KG(M, U,K)vSC(M, T, U, V,K)) holds. For

each i € [q]: _ _

(a) if there exists j € [p] and k € [r], such that X}, = Uy, then define Y}, = V7;

(b) let Z; = {j € [r] : X} ¢ U;} to be the set of permutation indices with fresh
input for the i-th construction query.

(c) let ~ be a relation on [¢] defined as: 41 ~ iy <= Z;, =T;,. Clearly, ~ is

an equivalence relation. Let QE;; u... QES% UQyU...uQ(, denote the

corresponding partitioning of [¢], where Q%; ={ieq):Z;={j}}. Let
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19) = 45" 40 = ey af” and [Qqiy| = - Then qo + Ticey s = g- Also,
note that, ¢ < Z;T;Ql (;) <or.
(d) forall je[r] andie QE%;, define Y; = @le['r]\lei @ T and

YO = (Vi@ YieT : jelrlic Q).
This concludes the first step. We encourage the readers to verify that at the
end of this step Y} is undefined for exactly the indices in Z; and |Z;| > 2.
Furthermore, due to =(KG(MU, K) vSC(M, T, U, V,K)), the partially defined
(X,Y) is permutation-consistent.
Constrained system formulation: For each i € [c], let Ty = {j1,---,ju}
denote the set of permutation indices with fresh input for the i-th equivalence
class Q;). Let r; = g;t;.
Then, for each i € [¢], we obtain a (g;,r;,;)-constrained system S(*):

- @v-T @ vl
Fedw elrN T J€Qq)
which is binary, acyclic, partite, isolate and t;-regular.
2. In the second step, we sample a solution for each of the ¢ constrained systems.
First fix any arbitrary ordering of S, ... S(¢). Now, for the i-th system:
e let RY) | =V 0{YE s ke QUL U{YE : ke Quyu...uQq )}, for all

(0)
jelr], and let [RY) )| =1 < (p+0),
o let Rs(i—l) = (RS&_I) VA [T]) and ﬁs(i—l) = (RS&_D VS «7(1')),

o lot TO = (TF ke Q) and TW = (TF@jepag, Y7 = k€ Quy)-
Then, [TO,|T| < g;. ,
o let YO :{_Y§ : k_eQA(i),jej(i)}. Then, [Y®| = r;.
We sample Y « (S®) | R<(i-1)), where using Theorem 1, we have

Hjeja) (2" - ’"23-1))%

n(s® |ﬁs(i—l)) > S (1 _ g(i)) (30)
o 2u(TD Roiiy)  2¢;A«) 6 (p+q)t
(7) s Iv<(i-1) qi Asi) qgi(p+q
s on(ti-1) * on(ti-1) + ont; (31)

Since the solution for each system is sampled in a consistent manner given a
consistent solution for the previous system, the cumulative sampling is also
permutation-compatible. This completes the second step.
At this stage the full transcript in the ideal world, i.e., 8ig = (M, T,U,V,K,Y) is
fully determined.

Some Notations on Transcripts: For any wo € {re,id}, and B8y, =
(M, T,U,V,K,Y), let:
o 8% denote the restriction of By, to the key K,
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o 857 denote the restriction of By, to the construction query-response tuple
(M, T),

o BPI'™ denote the restriction of By, to the key (U, V),

o 8 denote the restriction of By, to the construction-specific primitive query-
response (X,Y).

BAD TRANSCRIPT DEFINITION AND ANALYSIS: A transcript w =
(M, T,U,V,K,Y) € 2is said to be bad if and only if LSC(T, p+q)vKG(M,U, K)v
SC(M,T,U,V,K) holds.

Lemma 20.

L 2vma(p + q)"! L 2alp+a)

4
Pr (E‘]id € Qbad) < 27 on(r-1) nr

Proof. We have

Pr (Biq € 2pad) = Pr (LSC(T,p+ ) v KG(M, U, K) v SC(M, T, U, V, K))
<Pr(LSC(T,p+q)) + Pr(KG(M,U,K)) + Pr(SC(M, T,U,V,K)| -LSC(T,p+¢q))

LA L et 2pra) /g
<—+——+ + ,
on - 9nr onr on(r-1)

where the first term on the right hand side corresponds to Pr(LSC(T,p+q))
and follows from Lemma 1, the second term corresponds to Pr(KG(M,U,K))
and follows from the uniformity of K. The last two terms correspond to
Pr(SC(M,T,U,V,K)| -LSC(T,p+q)). To argue this, first notice that given
-LSC(T,p+ q), we have

+ T
n(T,V) < q(p27nq) +2(p+q)t/ng.

For each choice of k € [r], the predicate V&' # k, X}, = Uf;’i' is satisfied with at
most 27"~ probability. Now, we get the desired terms using union bound. O

GoOD TRANSCRIPT ANALYSIS: Let w = (M,T,U,V, K,Y) be a good transcript.
Since the transcript is good, =(LSC(T,p+q) VKG(M,U,K)vSC(M,T,U,V,K))
holds.

Before moving forward, recall the notations introduced while discussing the
sampling in the ideal world. We assume analogous notations for any arbitrary
transcript.

We also ignore the probability computation of obvious events, such as: the
message tuple being realized.

Real World: 1In the real world, we have

Pr (8 =w) = Pr (65 = K,82™ = (U, V), 0" = (X,Y),85" = (M, T))

’ = re ) - re

=Pr (@i‘eey — K) < Pr (B?;irrl _ (U, V)) < Pr (Bint _ (ij) | ekey Bprim)

re ~ re ’-re
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1
= X

x Pr (8 = (X,Y)| ek, exrim),
where the first term on the right hand side follows from the uniformity of K, the
second term follows from the uniformity of M= (My,...,M,).

As for the last term, consider the partition imposed by ~ in an arbitrary

order, and also the associated notations introduced earlier. Then, conditioned
on (Bkey BPrim) | we have

r 1
Pr 1nt (X Y) E]lr(ey’ Bprlm %
G ks )= U —P) G iefe] (27 —rij(l) 1y)a:
J'eT )y

Indeed, the first product term corresponds to the query indices with exactly
(4)
. . (0) . . .o .
ond product correspond to the query indices with at least two fresh primitive
inputs, computed using a simple application of chain rule over the partitions

Q1),--+>Q(e)- By combining everything, we have

one fresh primitive input, i.e. the ones in Q.7 for some j € [r], and the sec-

1 1
Pr (B =w) = — x _ (32)
e el T

J'ed iy
Ideal World: In the ideal world, we have

Pr (8 =w) = Pr (8" = K.8%"™ = (U, V), 83 = (X,Y).8{" = (M. T))
= Pr (Bl = K ) x Pr (855" = (M, 1)) x Pr (85™ = (U, V)

x Pr(eif = (X.Y)] e, 8™, e

1 1 int ke, rim ~con
= onr X ong (2n)r x Pr(eg" = (X,Y)] ey, 85, e )
1 1 1 ) NS
= - X — X - X Pr(Y :Y(Z) R i-1
1 1 1 1

= — X — X X N —
2nm - 2ma - (2m)7 ig] N(SM [ Rei-1y)

where the first three terms are obvious. The fourth term corresponds to the
indices in Q;) for all i € [c]. Further, using (30), we have

1 1 1 2ne
Pr(BidZM)ZWXTX < H - )
2 2na (2 )p ie[c] (]- - 5(1)) (2n - T<](i71))ql‘
j'elr] B

1 1 1 1
- x X X H - D , (33)
2nr 2 (20 e (1-e®) (20 =) )
3'elr] h

)
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where the equality follows from the fact that g = go ¥je[c) Gi-
The Ratio: On dividing (32) by (33), we have

Pr (Bre = LLJ) (%)
Pr (8 =w) > 1;[] (1-eW) (34)

>1- Ze(i)

i€c]
2(TD R 2¢; Asii : b
>1- ( 8 n(tv_;(Z v, i];(f(l)) +6ql(pn:q) - (35)
i€[c] 2 4 2 i 2nti
Eratio (W)

Now, we have

2T, Rei-ny) 2E (g:) E (450
E (Lgooderatio) = ), E(lgood(@id) zn(ti—f)(Z Sk %* 2

i€[c] i€c] i€c]

(36)

6E (¢:) (p+q)"

27Lt1j

< Z E(lgood(@id) on(t;-1)

i€[c]

on(r-1) onr
(37)

where the first equality follows from linearity of expectation and the fact that
E(xR) < E(R) for any non-negative random variable R and indicator random
variable y. The second/third term in the second inequality follows from E (g;) <
qp 7t 20D < g(p + @)t 2n )t > 2, ¢ < 27, Additionally, due to the
uniformity of T and ¢ < 2", E (Ag)) < 4n. Now, for the first term, when ¢; = r,
we have

2#(/T\(i),7/€_ i-1)) 2u(T,V)
E(lgood(@id) 2n(r71<)( ) < on(r-1)

2 (Tp+aq)

gn(r-1)
2 4 /ng(p+q)T!
L) A a(p+q) @)
onr on(r-1)

where the last inequality follows from 1,004(8ia) = 1. For, t; < r, let J;) =
{jla" 'ajti}a [T] N \7(2) = {]{a 'ajr,{—ti}7 and
KSCey = { (T, VEL . Vi 2, ) e SC(T,V ROy L X1, =yl
(i) - » Vi j;—ti7 N[O ) [r]\j(i)a <(-1)/ - jl' Jl’

Then, [KSC ;| = ,u(:l:(i),ﬁg(i_l)), and thus

2u(TW, Re(in)) 2
E(lgood(@id) 2n(ti—1)L < 2n(ti_1)E(1good(8id)|’CSC(i)|)

2M(T(i),ﬁs(i—l))) . 16nq(2p)"2 . 6q(2(p+q))"
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2 w(T,p+q)
S onD) X on(rt)
L 2(p+q)”  A/mapra) !
- onr on(r-1)

(39)

where the second inequality follows from the uniformity of K, and the last in-
equality follows from 1g004(Biq) = 1. Using (38) and (39) in (37), we have

16ng(2p)"*  8vma2(p+ )" 8a(2(p+q))"
on(r-1) on(r-1) onr

E (1good€ratio) < (40)

Finally, using the fine-grained variant of the Expectation method (see
Lemma 2) along with Lemma 20 and (40), we have
4 16ng(2p)"* 10/ng(2p+29)""  10q(2p+29)"

prf =
Athn_SUEMT (.A) < on + on(r—1) on(r-1) anr ’

which completes the proof. ]

References

1. Andreeva, E., Daemen, J., Mennink, B., Assche, G.V.: Security of keyed sponge
constructions using a modular proof approach. In: Leander, G. (ed.) Fast Soft-
ware Encryption - FSE 2015, Revised Selected Papers. Lecture Notes in Com-
puter Science, vol. 9054, pp. 364-384. Springer (2015). https://doi.org/10.1007/
978-3-662-48116-5_18

2. Aumasson, J., Bernstein, D.J.: Siphash: A fast short-input PRF. In: Galbraith,
S.D., Nandi, M. (eds.) Progress in Cryptology - INDOCRYPT 2012. Proceedings.
Lecture Notes in Computer Science, vol. 7668, pp. 489-508. Springer (2012). https:
//doi.org/10.1007/978-3-642-34931-7_28

3. Banik, S., Pandey, S.K., Peyrin, T., Sasaki, Y., Sim, S.M., Todo, Y.: GIFT: A
small present - towards reaching the limit of lightweight encryption. In: Fischer,
W., Homma, N. (eds.) Cryptographic Hardware and Embedded Systems - CHES
2017, Proceedings. Lecture Notes in Computer Science, vol. 10529, pp. 321-345.
Springer (2017). https://doi.org/10.1007/978-3-319-66787-4_16

4. Bellare, M., Impagliazzo, R.: A tool for obtaining tighter security analyses of pseu-
dorandom function based constructions, with applications to PRP to PRF conver-
sion. IACR Cryptol. ePrint Arch. p. 24 (1999)

5. Bellare, M., Kilian, J., Rogaway, P.: The security of the cipher block chaining
message authentication code. J. Comput. Syst. Sci. 61(3), 362-399 (2000). https:
//doi.org/10.1006/JCSS.1999.1694

6. Bierbrauer, J., Johansson, T., Kabatianskii, G., Smeets, B.J.M.: On families of
hash functions via geometric codes and concatenation. In: Stinson, D.R. (ed.)
Advances in Cryptology - CRYPTO 1993, Proceedings. Lecture Notes in Com-
puter Science, vol. 773, pp. 331-342. Springer (1993). https://doi.org/10.1007/
3-540-48329-2_28

7. Black, J., Rogaway, P.: A block-cipher mode of operation for parallelizable message
authentication. In: Knudsen, L.R. (ed.) Advances in Cryptology - EUROCRYPT
2002, Proceedings. Lecture Notes in Computer Science, vol. 2332, pp. 384-397.
Springer (2002). https://doi.org/10.1007/3-540-46035-7_25


https://doi.org/10.1007/978-3-662-48116-5\_18
https://doi.org/10.1007/978-3-662-48116-5_18
https://doi.org/10.1007/978-3-662-48116-5\_18
https://doi.org/10.1007/978-3-662-48116-5_18
https://doi.org/10.1007/978-3-642-34931-7\_28
https://doi.org/10.1007/978-3-642-34931-7_28
https://doi.org/10.1007/978-3-642-34931-7\_28
https://doi.org/10.1007/978-3-642-34931-7_28
https://doi.org/10.1007/978-3-319-66787-4\_16
https://doi.org/10.1007/978-3-319-66787-4_16
https://doi.org/10.1006/JCSS.1999.1694
https://doi.org/10.1006/JCSS.1999.1694
https://doi.org/10.1006/JCSS.1999.1694
https://doi.org/10.1006/JCSS.1999.1694
https://doi.org/10.1007/3-540-48329-2\_28
https://doi.org/10.1007/3-540-48329-2_28
https://doi.org/10.1007/3-540-48329-2\_28
https://doi.org/10.1007/3-540-48329-2_28
https://doi.org/10.1007/3-540-46035-7\_25
https://doi.org/10.1007/3-540-46035-7_25

48

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

B. Cogliati, J. Ethan, A. Jha, M. Nandi and A. Saha

den Boer, B.: A simple and key-economical unconditional authentication scheme.
J. Comput. Secur. 2, 65-72 (1993)

Bogdanov, A., Knudsen, L.R., Leander, G., Paar, C., Poschmann, A., Robshaw,
M.J.B., Seurin, Y., Vikkelsoe, C.: PRESENT: an ultra-lightweight block cipher.
In: Paillier, P., Verbauwhede, I. (eds.) Cryptographic Hardware and Embedded
Systems - CHES 2007, Proceedings. Lecture Notes in Computer Science, vol. 4727,
pp. 450-466. Springer (2007). https://doi.org/10.1007/978-3-540-74735-2_31
Chakraborti, A., Nandi, M., Talnikar, S., Yasuda, K.: On the composition of single-
keyed tweakable even-mansour for achieving BBB security. IACR Trans. Symmet-
ric Cryptol. 2020(2), 1-39 (2020). https://doi.org/10.13154/T0OSC.V2020.12.
1-39

Chen, Y.L., Dutta, A., Nandi, M.: Multi-user BBB security of public permutations
based MAC. Cryptogr. Commun. 14(5), 1145-1177 (2022). https://doi.org/10.
1007/512095-022-00571-W

Chen, Y.L., Lambooij, E., Mennink, B.: How to build pseudorandom functions
from public random permutations. In: Boldyreva, A., Micciancio, D. (eds.) Ad-
vances in Cryptology - CRYPTO 2019, Proceedings, Part I. Lecture Notes in
Computer Science, vol. 11692, pp. 266-293. Springer (2019). https://doi.org/
10.1007/978-3-030-26948-7_10

Cogliati, B., Dutta, A., Nandi, M., Patarin, J., Saha, A.: Proof of mirror theory
for a wide range of $\xi _{\max }$. In: Hazay, C., Stam, M. (eds.) Advances in
Cryptology - EUROCRYPT 2023, Proceedings, Part IV. Lecture Notes in Com-
puter Science, vol. 14007, pp. 470-501. Springer (2023). https://doi.org/10.
1007/978-3-031-30634-1_16

Cogliati, B., Jha, A., Nandi, M.: How to build optimally secure prfs using block
ciphers. In: Moriai, S., Wang, H. (eds.) Advances in Cryptology - ASTACRYPT
2020, Proceedings, Part I. Lecture Notes in Computer Science, vol. 12491, pp.
754-784. Springer (2020). https://doi.org/10.1007/978-3-030-64837-4_25
Cogliati, B., Patarin, J.: Mirror theory: A simple proof of the pi+pj theorem with
xi_max=2. IACR Cryptol. ePrint Arch. p. 734 (2020), https://eprint.iacr.
org/2020/734

Cogliati, B., Seurin, Y.: Analysis of the single-permutation encrypted davies-meyer
construction. Des. Codes Cryptogr. 86(12), 2703-2723 (2018). https://doi.org/
10.1007/S10623-018-0470-9

Dai, W., Hoang, V.T., Tessaro, S.: Information-theoretic indistinguishability via
the chi-squared method. In: Katz, J., Shacham, H. (eds.) Advances in Cryp-
tology - CRYPTO 2017, Proceedings, Part III. Lecture Notes in Computer
Science, vol. 10403, pp. 497-523. Springer (2017). https://doi.org/10.1007/
978-3-319-63697-9_17

Datta, N., Dutta, A., Nandi, M., Paul, G.: Double-block hash-then-sum: A
paradigm for constructing BBB secure PRF. IACR Trans. Symmetric Cryptol.
2018(3), 36-92 (2018). https://doi.org/10.13154/T0OSC.V2018.13.36-92
Datta, N., Dutta, A., Nandi, M., Paul, G., Zhang, L.: Single key variant of
pmac_ plus. IJACR Trans. Symmetric Cryptol. 2017(4), 268-305 (2017). https:
//doi.org/10.13154/T0SC.V2017.I4.268-305

Dinur, I.: Tight indistinguishability bounds for the XOR of independent random
permutations by fourier analysis. In: Joye, M., Leander, G. (eds.) Advances in
Cryptology - EUROCRYPT 2024, Proceedings, Part I. Lecture Notes in Com-
puter Science, vol. 14651, pp. 33—62. Springer (2024). https://doi.org/10.1007/
978-3-031-58716-0_2


https://doi.org/10.1007/978-3-540-74735-2\_31
https://doi.org/10.1007/978-3-540-74735-2_31
https://doi.org/10.13154/TOSC.V2020.I2.1-39
https://doi.org/10.13154/TOSC.V2020.I2.1-39
https://doi.org/10.13154/TOSC.V2020.I2.1-39
https://doi.org/10.13154/TOSC.V2020.I2.1-39
https://doi.org/10.1007/S12095-022-00571-W
https://doi.org/10.1007/S12095-022-00571-W
https://doi.org/10.1007/S12095-022-00571-W
https://doi.org/10.1007/S12095-022-00571-W
https://doi.org/10.1007/978-3-030-26948-7\_10
https://doi.org/10.1007/978-3-030-26948-7_10
https://doi.org/10.1007/978-3-030-26948-7\_10
https://doi.org/10.1007/978-3-030-26948-7_10
https://doi.org/10.1007/978-3-031-30634-1\_16
https://doi.org/10.1007/978-3-031-30634-1_16
https://doi.org/10.1007/978-3-031-30634-1\_16
https://doi.org/10.1007/978-3-031-30634-1_16
https://doi.org/10.1007/978-3-030-64837-4\_25
https://doi.org/10.1007/978-3-030-64837-4_25
https://eprint.iacr.org/2020/734
https://eprint.iacr.org/2020/734
https://doi.org/10.1007/S10623-018-0470-9
https://doi.org/10.1007/S10623-018-0470-9
https://doi.org/10.1007/S10623-018-0470-9
https://doi.org/10.1007/S10623-018-0470-9
https://doi.org/10.1007/978-3-319-63697-9\_17
https://doi.org/10.1007/978-3-319-63697-9_17
https://doi.org/10.1007/978-3-319-63697-9\_17
https://doi.org/10.1007/978-3-319-63697-9_17
https://doi.org/10.13154/TOSC.V2018.I3.36-92
https://doi.org/10.13154/TOSC.V2018.I3.36-92
https://doi.org/10.13154/TOSC.V2017.I4.268-305
https://doi.org/10.13154/TOSC.V2017.I4.268-305
https://doi.org/10.13154/TOSC.V2017.I4.268-305
https://doi.org/10.13154/TOSC.V2017.I4.268-305
https://doi.org/10.1007/978-3-031-58716-0\_2
https://doi.org/10.1007/978-3-031-58716-0_2
https://doi.org/10.1007/978-3-031-58716-0\_2
https://doi.org/10.1007/978-3-031-58716-0_2

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

Restricted Solutions to Constrained Systems and their Applications 49

Dutta, A., Nandi, M., Saha, A.: Proof of mirror theory for {émax = 2. IEEE
Trans. Inf. Theory 68(9), 6218-6232 (2022). https://doi.org/10.1109/TIT.
2022.3171178

Dutta, A., Nandi, M., Talnikar, S.: Permutation based EDM: an inverse free BBB
secure PRF. TACR Trans. Symmetric Cryptol. 2021(2), 31-70 (2021). https://
doi.org/10.46586/T0SC.V2021.12.31-70

Eberhard, S.: More on additive triples of bijections. CoRR abs/1704.02407
(2017), http://arxiv.org/abs/1704.02407

Guo, J., Peyrin, T., Poschmann, A., Robshaw, M.J.B.: The LED block cipher. In:
Preneel, B., Takagi, T. (eds.) Cryptographic Hardware and Embedded Systems
- CHES 2011. Proceedings. Lecture Notes in Computer Science, vol. 6917, pp.
326-341. Springer (2011). https://doi.org/10.1007/978-3-642-23951-9_22
Hoang, V.T., Tessaro, S.: Key-alternating ciphers and key-length extension: Ex-
act bounds and multi-user security. In: Robshaw, M., Katz, J. (eds.) Advances
in Cryptology - CRYPTO 2016, Proceedings, Part I. Lecture Notes in Com-
puter Science, vol. 9814, pp. 3-32. Springer (2016). https://doi.org/10.1007/
978-3-662-53018-4_1

Iwata, T., Kurosawa, K.: OMAC: one-key CBC MAC. In: Johansson, T. (ed.)
Fast Software Encryption - FSE 2003, Revised Papers. Lecture Notes in Com-
puter Science, vol. 2887, pp. 129-153. Springer (2003). https://doi.org/10.1007/
978-3-540-39887-5_11

Jha, A.: A note on the generalized sum-capture problem for rings. Online: https:
//ashwin-jha.github.io/papers/gsc.pdf (2024)

Jha, A., Nandi, M.: Tight security of cascaded LRW2. J. Cryptol. 33(3), 1272-1317
(2020). https://doi.org/10.1007/S00145-020-09347-Y, https://doi.org/10.
1007/s00145-020-09347~-y

Jha, A., Nandi, M.: A survey on applications of h-technique: Revisiting security
analysis of PRP and PRF. Entropy 24(4), 462 (2022). https://doi.org/10.3390/
E24040462

Kim, S., Lee, B., Lee, J.: Tight security bounds for double-block hash-then-sum
macs. In: Advances in Cryptology - EUROCRYPT 2020, Proceedings, Part 1. pp.
435-465 (2020). https://doi.org/10.1007/978-3-030-45721-1_16

Leurent, G., Nandi, M., Sibleyras, F.: Generic attacks against beyond-birthday-
bound macs. In: Shacham, H., Boldyreva, A. (eds.) Advances in Cryptol-
ogy - CRYPTO 2018. Proceedings, Part I. Lecture Notes in Computer Sci-
ence, vol. 10991, pp. 306-336. Springer (2018). https://doi.org/10.1007/
978-3-319-96884-1_11

Lucks, S.: The sum of prps is a secure PRF. In: Preneel, B. (ed.) Advances
in Cryptology - EUROCRYPT 2000, Proceeding. Lecture Notes in Computer
Science, vol. 1807, pp. 470-484. Springer (2000). https://doi.org/10.1007/
3-540-45539-6_34

Luykx, A., Preneel, B., Tischhauser, E., Yasuda, K.: A MAC mode for lightweight
block ciphers. In: Peyrin, T. (ed.) Fast Software Encryption - FSE 2016, Revised
Selected Papers. Lecture Notes in Computer Science, vol. 9783, pp. 43-59. Springer
(2016).https://doi.org/lo.1007/978—3—662—52993—5_3

Mennink, B., Reyhanitabar, R., Vizar, D.: Security of full-state keyed sponge and
duplex: Applications to authenticated encryption. In: Iwata, T., Cheon, J.H. (eds.)
Advances in Cryptology - ASTACRYPT 2015, Proceedings, Part II. Lecture Notes
in Computer Science, vol. 9453, pp. 465-489. Springer (2015). https://doi.org/
10.1007/978-3-662-48800-3_19


https://doi.org/10.1109/TIT.2022.3171178
https://doi.org/10.1109/TIT.2022.3171178
https://doi.org/10.1109/TIT.2022.3171178
https://doi.org/10.1109/TIT.2022.3171178
https://doi.org/10.46586/TOSC.V2021.I2.31-70
https://doi.org/10.46586/TOSC.V2021.I2.31-70
https://doi.org/10.46586/TOSC.V2021.I2.31-70
https://doi.org/10.46586/TOSC.V2021.I2.31-70
http://arxiv.org/abs/1704.02407
https://doi.org/10.1007/978-3-642-23951-9\_22
https://doi.org/10.1007/978-3-642-23951-9_22
https://doi.org/10.1007/978-3-662-53018-4\_1
https://doi.org/10.1007/978-3-662-53018-4_1
https://doi.org/10.1007/978-3-662-53018-4\_1
https://doi.org/10.1007/978-3-662-53018-4_1
https://doi.org/10.1007/978-3-540-39887-5\_11
https://doi.org/10.1007/978-3-540-39887-5_11
https://doi.org/10.1007/978-3-540-39887-5\_11
https://doi.org/10.1007/978-3-540-39887-5_11
https://ashwin-jha.github.io/papers/gsc.pdf
https://ashwin-jha.github.io/papers/gsc.pdf
https://doi.org/10.1007/S00145-020-09347-Y
https://doi.org/10.1007/S00145-020-09347-Y
https://doi.org/10.1007/s00145-020-09347-y
https://doi.org/10.1007/s00145-020-09347-y
https://doi.org/10.3390/E24040462
https://doi.org/10.3390/E24040462
https://doi.org/10.3390/E24040462
https://doi.org/10.3390/E24040462
https://doi.org/10.1007/978-3-030-45721-1\_16
https://doi.org/10.1007/978-3-030-45721-1_16
https://doi.org/10.1007/978-3-319-96884-1\_11
https://doi.org/10.1007/978-3-319-96884-1_11
https://doi.org/10.1007/978-3-319-96884-1\_11
https://doi.org/10.1007/978-3-319-96884-1_11
https://doi.org/10.1007/3-540-45539-6\_34
https://doi.org/10.1007/3-540-45539-6_34
https://doi.org/10.1007/3-540-45539-6\_34
https://doi.org/10.1007/3-540-45539-6_34
https://doi.org/10.1007/978-3-662-52993-5\_3
https://doi.org/10.1007/978-3-662-52993-5_3
https://doi.org/10.1007/978-3-662-48800-3\_19
https://doi.org/10.1007/978-3-662-48800-3_19
https://doi.org/10.1007/978-3-662-48800-3\_19
https://doi.org/10.1007/978-3-662-48800-3_19

50

35.

36.

37.

38.

39.

40.

41.

42.

43.

B. Cogliati, J. Ethan, A. Jha, M. Nandi and A. Saha

Naito, Y.: Blockcipher-based macs: Beyond the birthday bound without message
length. In: Advances in Cryptology - ASIACRYPT 2017, Proceedings, Part III.
pp. 446-470 (2017). https://doi.org/10.1007/978-3-319-70700-6_16

Patarin, J.: Introduction to mirror theory: Analysis of systems of linear equalities
and linear non equalities for cryptography. IACR Cryptol. ePrint Arch. p. 287
(2010), http://eprint.iacr.org/2010/287

Patarin, J.: Mirror theory and cryptography. Appl. Algebra Eng. Commun. Com-
put. 28(4), 321-338 (2017). https://doi.org/10.1007/S00200-017-0326-Y
Shen, Y., Sibleyras, F.: Key-reduced variants of 3kf9 with beyond-birthday-bound
security. In: Agrawal, S., Lin, D. (eds.) Advances in Cryptology - ASTACRYPT
2022, Proceedings, Part II. Lecture Notes in Computer Science, vol. 13792, pp.
525-554. Springer (2022). https://doi.org/10.1007/978-3-031-22966-4_18
Sibleyras, F., Todo, Y.: Keyed sum of permutations: A simpler rp-based PRF.
In: Rosulek, M. (ed.) Topics in Cryptology - CT-RSA 2023, Proceedings. Lecture
Notes in Computer Science, vol. 13871, pp. 573-593. Springer (2023). https://
doi.org/10.1007/978-3-031-30872-7_22

Taylor, R.: An integrity check value algorithm for stream ciphers. In: Stinson,
D.R. (ed.) Advances in Cryptology - CRYPTO 1993. Proceedings. Lecture Notes
in Computer Science, vol. 773, pp. 40-48. Springer (1993). https://doi.org/10.
1007/3-540-48329-2_4

Yasuda, K.: The sum of CBC macs is a secure PRF. In: Pieprzyk, J. (ed.)
Topics in Cryptology - CT-RSA 2010. Proceedings. Lecture Notes in Computer
Science, vol. 5985, pp. 366-381. Springer (2010). https://doi.org/10.1007/
978-3-642-11925-5_25

Yasuda, K.: A new variant of PMAC: beyond the birthday bound. In: Rogaway,
P. (ed.) Advances in Cryptology - CRYPTO 2011. Proceedings. Lecture Notes in
Computer Science, vol. 6841, pp. 596-609. Springer (2011). https://doi.org/10.
1007/978-3-642-22792-9_34

Zhang, L., Wu, W., Sui, H., Wang, P.: 3kf9: Enhancing 3gpp-mac beyond the birth-
day bound. In: Wang, X., Sako, K. (eds.) Advances in Cryptology - ASTACRYPT
2012. Proceedings. Lecture Notes in Computer Science, vol. 7658, pp. 296-312.
Springer (2012). https://doi.org/10.1007/978-3-642-34961-4_19

A Proof of Lemma 6

From (9), Lemma 3 and ¢ = 2, we have

n(S<i|R) = Z n(Si|}—(ys(i—l)))

Y<(i-1)

oWV -0 (0 2 At
> - 1+ — )\i, = 7
> ) ~ o |G - =5

8152

M2 (N -£9) )
> Z = =(-1) 1+3
N N

M(Amﬁhﬁz)—(i_il)

(M(Ai77é177%2) -~ " 1(Ai, R, Pa) —

S92 ~ ~
Aia ) -
N + (A, P1, Pa)

Sl(i—1)+
N

N

(i-1)°

)


https://doi.org/10.1007/978-3-319-70700-6\_16
https://doi.org/10.1007/978-3-319-70700-6_16
http://eprint.iacr.org/2010/287
https://doi.org/10.1007/S00200-017-0326-Y
https://doi.org/10.1007/S00200-017-0326-Y
https://doi.org/10.1007/978-3-031-22966-4\_18
https://doi.org/10.1007/978-3-031-22966-4_18
https://doi.org/10.1007/978-3-031-30872-7\_22
https://doi.org/10.1007/978-3-031-30872-7_22
https://doi.org/10.1007/978-3-031-30872-7\_22
https://doi.org/10.1007/978-3-031-30872-7_22
https://doi.org/10.1007/3-540-48329-2\_4
https://doi.org/10.1007/3-540-48329-2_4
https://doi.org/10.1007/3-540-48329-2\_4
https://doi.org/10.1007/3-540-48329-2_4
https://doi.org/10.1007/978-3-642-11925-5\_25
https://doi.org/10.1007/978-3-642-11925-5_25
https://doi.org/10.1007/978-3-642-11925-5\_25
https://doi.org/10.1007/978-3-642-11925-5_25
https://doi.org/10.1007/978-3-642-22792-9\_34
https://doi.org/10.1007/978-3-642-22792-9_34
https://doi.org/10.1007/978-3-642-22792-9\_34
https://doi.org/10.1007/978-3-642-22792-9_34
https://doi.org/10.1007/978-3-642-34961-4\_19
https://doi.org/10.1007/978-3-642-34961-4_19

Restricted Solutions to Constrained Systems and their Applications 51

1(N f ) $18
1L ~ <Y (n(Sg(i_mR)— o (i R1, R2) = = 0(Scio) | R)
2 [s1(i-1) A
- n(S<i-y IR) = > N(AmRbPz))
N ( N ' Y<(i-1)
e(Ai,R1,P2)
2 [(i-1)s9
- — | —n(Sci-ny IR) = > u( “7’1,722))
N ( N Y<(i-1)
E(qu,ﬁl,ﬁQ)
2 [(i-1)? L
-~ NCENIAREDY H()‘i7P17P2)))
N ( N Y<(i-1)
E(Aiﬂsl,ﬁz)
(41)

Claim. We claim

e(Ni, R1, P2) < (W(ﬂs +Vp)+ 4(S+q)q2) n(S<(i-1) | R)

(A5 + V) + 4(‘”‘1) HSeiny | R)

Proof. Let m,lc, mi denote the variables corresponding to the k-th equations. Anal-
ogously, for k < (i — 1), we write yé,yi to denote the solution assigned to the
variables corresponding to the k-th equation. Let

My = {(x,j)E’R1 x[i-1]: )\ji)\i,)\ieal'xgéﬁ% AjeAi@al‘l’¢7é1}
My = {(j,a:)e [i-1]xRa: Xj# XA, Xj©as ¢ Ry, Aj@)\i@&z'x¢7§,2}
My ={(,5") € [i =117 = X5, A # A}
Then, it is easy to see that
(i—Ag)(s1-2Vp) < My <isy
(i— Ag)(s2 —=2Vp) < [My| < isy
(i— Ag)(i— As — 1) < M3 < i
We prove the first and third inequality. As for the second inequality, it can be

argued in a similar fashion as the first one.
First consider
e, R1,P2) € =—0(Sci-y IR) = X0 m(Ai, R1, P2)

Y<(i-1)

s1(i—1)
N
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s1(i—-1
S%U(SS(HHR)— > 2 marxaz-yi)
Ye(i-1) (z,5)eMa
s1(z—-1
:%U(Ss(m)m)— > 2w armas-y))
(z,5)eM1 Yc(iot)

Thus, we have to count the number of solutions y(,_;) that additionally satisfies
1T ® Qg y? = A; for all valid (z,7). Let Sc(;-1).y;} denote the system that
excludes S;. Then, the second summand on the right hand side can be rewritten
as

Z Z ,U/(Ai,Oél'x,OéQ'y?) = Z n(SS(lfl)\{j}|R,(‘r7.j))7
(z,5)eM1 Y<i-1) (z,5)eMq

where Rl(xa]) = (Rll(mvj)vRé(xvj))v Rll(xvj) = R U {%ﬁml-x}’ and
RL(z,j) =Ra U {’\eai‘:‘””} Using Fact 1, it is obvious that

N(S<(i-1)~y IR (2,75)) £ 1(Sei-1)~ 53 I R),

since (Sgii-1)v 51 | R'(2,7)) € (S<ii-1y 53 I R)-
Now, a solution in (Sg(i,l)\{j} |R) is not in (Sg(i,l)\{j} |R!(x, 7)) if and only
if there exists a k € [i — 1]\ {j} such that y; = %ﬁmm or yi = Mii‘;lx

Using Fact 2, such solutions are at most 21(Sc(;—1)«(;x} | R) for each k, where
Sc(i-1)<{j,k} denote the system excluding S; and Sy. Thus, we have

N(Sci-1ngy IR (2,3)) 2 n(Scqi-nyn i3 IR) =2 Y, n(Scqi-1ngjk} | R)
ke[i—l]\{j}

5 N(S<i-1)~g53 I R)
wes oy N - 25— 2(i- 1)
S n(S<(i-1y | R) L 2i
TN N-2s—2(i-1))

2n(Sci-1) 3 IR) -2

where the second and third inequalities follow from Fact 2, and s; + so < 2s.
Finally, using 2(s +i—1) < 2", we have

N s1(z—1 M 43
e(Ai, R1,P2) < %U(Ss(i&) |'R) - % (1 - N) N(S<ii-1)|R)
S+ 4(s + 2
(Tt O sy iR), )

and similarly,

A + 4(s+q)q?
(PR < (2 2w )+ LT sy 1R
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Now, consider

(i~ 1)
N

i-1)2
S%n(gs(i—l)”z)_ Z Z M()\i>a1'yyl"a2'y32")

Ye(i-1) (J,5)eMs3
(i-1)°

N

e\, P1,P2) <

n(Sci-n|R) = . (i, Pr, P)

Y<(i-1)

n(Sci-n|R) - >, > /L()\i,al'y;,az'y?')
(7,9")eM3 Y<(i-1)

We want to count the number of solutions y.;_;y that additionally satisfies
Qg - yj1 & an ~yj2-, = A; for all valid (j,7"). Let Sc(;_1)u(j-j-} denote the system
Sc(i-1) Ui{aa :L'Jl ®ay- ac?, = A;}. Then, we can rewrite the second summand on
the right hand side as

Z Z pw(Ais an 'yjl‘, Qg - %2') = Z n(Ss(ifl)u{jfj’} |R).
(5,5")eM3 Y<(i-1) (J.3")eMs

Let Sc(i—1).(;7} denote the system after excluding S; u {a; w]l ® ay -:I:?, =N}
Then, it is obvious that

N(S<(i-1yuj-in IR) < n(Scii—iy~gyry IR)

Now, a solution in (Sc(;—1yu(j-j-3 |R) is not in (S¢(;-1)< gy [R) if and only if

. . . i ys A O )
there exists a k € [i — 1]~ {4’} such that y} = e;; Y ’eaifamy]. Such

solutions are at most 21(S¢(i—1)~{;7,k} | R) for each k, where S¢(;_1)<(; »y denote
the system excluding S;» and S;. Thus, we have

or yj =

n(Ss(i—l)u{j—j’} |R) 2 n(Ss(i—l)\{j’} |R) -2 Z n(Ss(i—l)\{j’,k} |R)
ke[i-1]N{5"}

n(Ss(i—l)\{j’} |R)
2n(Sc-napy IR) =2 ), .
< ! weli gy N =25 -2(i-1)

>77(S§(i—1)|R) L 2i
- N N-2s-2(i-1))’

where the second and third inequalities follow from Fact 2, and s; + so < 2s.
Finally, we have

i—1)2 M 4i
P P2) < (6 1R) - B (1= )8 1 R)
20 As 4¢3
< ( N S+ NZ n(S<(i-1) I R) (44)

Lemma 6 now follows by combining (41) with (42)-(44). m



54 B. Cogliati, J. Ethan, A. Jha, M. Nandi and A. Saha

B Residual Calculations

We aim to show:

) 2
‘]E(M(T(Z),R)) - ;7 < ;’—5 (45)
; \/55 452
VV (u(TO,R)) < ooz + 33T (46)

First consider |]E (u(T(i),R)) - ;—:
E (u(T®,R)). Let T = {i1,...,is} be an arbitrary indexing of R.

For all j, 7" € Z, let 1, denote the indicator random variable corresponding
to the event A; @B, = T®) where A;,B; € R. Then, we have

. We need both lower and upper bounds on

s(s-1)

E(u(TO.R))= 3 Pr(l;,;)= TR

j#j'eT

(47)

since for any pair of (j,j"), Pr(1;,/) =1/(2" —1) and there are at most s(s—1)
such pairs. (45) now follows easily.

Now, consider the second claim. We have to compute the variance of (T®),R).
First, using the above formulation, we have

V(u(TO,R)) :V( > 13‘4")
J,3'€L
= Z V(ljvj')+ Z V(ljhjzvljmh)
J:J'€T J1,52,43,Ja€T
{d1,92}#{Js,da}

<O E@Lg)+ 2 V(T L)
J,3'€T J1,92,33,ja€T
{1.92}#{js.Ja}

<E (M(T(i)’R)) + Z v (1j1,j2 ) 1j3,j4) (48)

J1:32,33,54€L
{91,923 #{Js,54}

All that remains is to bound the covariances for every choice of (j1,j2) # (j3,74)-
First, we have

v (1j1,j27 1]’37]'4) =Pbr (1j17j271j3,j4) - Pr (1j17j2) Pr (1j37j4)
It is easy to see that Pr(1;, ;,,1;, ;,) <1/(2" - 1)(2" - 3), and thus

1 1 16s*
V(1 .. 1. .)<gt - < .
Z ( J1,J2 J37J4)—S ((211_1)(271_3) (2n_1)2)_ 23n

J1:32,33,5a€L
{31.923#{Js.ja}

(49)

(46) now follows by taking square root on both sides of (48) after appropriate
substitutions from (47) and (49).
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