Lightweight Dynamic Linear Components for
Symmetric Cryptography

S. M. Dehnavi, M. R. Mirzaee Shamsabad

1 Kharazmi University, Iran,dehnavism@ipm.ir
2 Shahid Beheshti University, Iran,m_mirzaee@sbu.ac.ir

Abstract. In this paper, using the concept of equivalence of mappings we characterize
all of the one-XOR matrices which are used in hardware applications and propose a
family of lightweight linear mappings for software-oriented applications in symmetric
cryptography. Then, we investigate interleaved linear mappings and based upon this
study, we present generalized dynamic primitive LFSRs along with dynamic linear
components for construction of diffusion layers.

From the mathematical viewpoint, this paper presents involutive sparse binary ma-
trices as well as sparse binary matrices with sparse inverses. Another interesting
result of our investigation is that, by our characterization of one-XOR matrices, the
search space for finding a k such that 2™ + 2* + 1 is a primitive trinomial could be
reduced.
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1 Introduction

Linear mappings have many applications in symmetric cryptography. For example, LFSRs
are linear mappings which are used extensively in stream ciphers to provide a sequence
with a desirably long period and good statistical properties [6, 18]. As another example,
the diffusion layers of many symmetric ciphers such as block ciphers, stream ciphers, hash
functions and authenticated encryption schemes use linear mappings of desired branch
numbers [2, 7, 9, 10]. These linear diffusion layers usually apply some component linear
mappings: the lighter are these component mappings, the lighter would be the diffusion
layer.

The component linear mappings of lightweight symmetric ciphers should be implemented
in the target platforms (hardware and/or software) with a low implementation cost [17,
14, 9, 10]. Some papers study the concept of optimizing the implementation of MDS
matrices from various aspects [1, 12, 11, 13]. In [1] the authors investigate lightweight
multiplication in Fon. They study the mappings z — ax in the field Fon» and present
such elements with the lightest implementation in hardware: one-XOR or two-XOR com-
ponent matrices. In [12], the study of one-XOR and two-XOR matrices for the use in
symmetric cryptography is continued and a conjecture from [1] is proved. The paper [11]
continues these examinations and proves another conjecture from [1]. In this paper, we
investigate this topic from another viewpoint and somehow more generally: our results
are independent of the field Fan, n > 1. Based on the concept of equivalence of matrices,
we characterize all the one-XOR matrices for hardware applications.

Then, after investigating a family of software-oriented lightweight linear mappings for the
use in symmetric cryptography, we examine interleaved linear mappings and based on this
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2 Lightweight Components for Symmetric Cryptography

concept, we propose lightweight and/or dynamic linear mappings for the use in software
implementations. Most notably, based upon a previous representation of the ring of bi-
nary matrices [16], we present a variety of linear components with provable properties for
construction of software-oriented diffusion layers.

As for another application, we present generalized dynamic primitive LFSRs along with
dynamic component mappings for hardware and/or software applications. The dynamic
components could be used in the design of lightweight diffusion layers such as MDS dif-
fusion layers. These kind of component mappings could make symmetric ciphers more
resistant against cryptanalysis [15, 4].

As a mathematical result, the current paper presents sparse involutive matrices as well as
sparse matrices wirth a sparse inverse. Another interesting result of this paper is that, by
our characterization of one-XOR matrices, the search space for finding a k such that the
trinomial 2" 4+ ¥ + 1 is primitive, could be reduced.

2 Preliminary Notations and Definitions

In this paper, we use the usual notation Z,, = {0,1,...,n — 1}. The inverse of a per-
mutation P is denoted by P~!. The 7-times composition of the function P with itself is
denoted by P". We denote by M,,(F2) the set (ring) of all n x n bibary matrices.

The operation of XOR is denoted by + and the AND operation as well as the composition
of permutations are denoted by juxtaposition of symbols. The finite field with 2 elements
is denoted by Fy and the n-dimensional linear space over Fo by F5. The right cyclic shift
or rotation = > i is denoted by z’. We denote the zero vector by 0, the all-one vector
by 1 and every identity matrix by I.

Let X € F'¥ be a vector over FJ*; i.e. X = (Xg_1,---,Xp), where X; € F*, 0 < i < k.
The weight of X with respect to m-bit words is denoted by w,,(X) and is defined as

wi(X)={i: 0<i<k, X;#0}|.
The matrix A € M,,(F3), n = mk, could also be represented as follows
A= [Aijlixk, Aij € Mm(F2), 1<4,j <k, (1)
The (differential) branch number of A with respect to m-bit words is defined as

T(A) = i m(X m(AXT
By'(A) Xe%lgl{l{o}{w (X)) + Wi ( )}

where X7 is the transpose of X and the linear branch number of A with respect to m-bit
words as

B"(A)= min {w,(X)+w, (AT X1

)= | min | {wn(X) 4w (ATXT))

For a linear mapping A € M,,(F2), we denote the order of A i.e. the least integer m such
that A™ = I, by O(A) and the number of fixed points of A, i.e. the number of X € F5
such that AX = X, by F(A).
Let n be a natural number and p be a permutation of Z,. The permutation p induces a
permutation P on F3 with

P(mn717 e ,1’0) = (mp(n—l)7' o ’mp(m)’

Hereafter, we call such a mapping P a coordinate permuting permutation on Fy and denote
the set of all such permutations by P(F5). Further, we call p the base permutation of P.
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Let A be a finite set and P be a permutation of A. It is well-known that P could be
decomposed into disjoint cycles D;, 1 < i < z, for some z. In this case, we write

P=DDy...D,,

where D; = (d;q1,...,diyt;), 1 < i < z, such that P(d;,) = djry1, for 1 < r < t; and
P(d;;) = d;.1. In the case that z = 1 we call P a single cycle or say that P is a single-cycle
permutation.

Let P and @ be permutations on A and

P=D\D,...D.,
Q=D,D,...D.,,

with |D;| =¢;, 1 < i < z, and |D3| = t} 1 < j < 7. Now, suppose that we have z = 2’
and (possibly permuting D;’s) we have ¢; = t}, 1 < i < z. In this case, P and @ have the
same cyclic structure: we write P = Q.

Let P and H be permutations of a finite set A. We denote the permutation HPH ! by
Py. Tt is well-known that P = Py. This notation shall be used extensively in the sequel.
Let j be a non-negative integer. We define e; = (zp—1,...,2;,...,20) with

1 i=j,
€T; =
0 i4#j.

We also define I7"* on F} as follows

Ij’k(ajn_l,...,xo) = (Xppy_qye ey Trg)s
where
t t#jk,
=gk t=7
i =k

In [16], an equivalent representation for the set of all n x n binary matrices M,,(F2) is
given. We denote by fR,, the ring presented in [16] which is isomorphic to the ring of all
n X n binary matrices. Suppose that p is a single-cycle permutation on Z,,. In the same
manner as done in [16], we see that another ring isomorphic to the ring of all n x n binary
matrices could be defined with the aid of p which we denote by 9RP. The addition and
multiplication in fR¥ shall be demonstrated through the following example. Note that we

show the effect of p on x by xP, and we have P b = mpt, t =147 mod n.
Example 1. Suppose that
2
ry = az® +ba? + ¢,
ro = daP + e.
Then, in RP, we have
2
r+re=az? +(b+d)z”? + (c+e),

and
riry = ad® 2°° + (ae‘02 + bal‘“)xp2 + (be? + cd)z® + ce.

This means that if we define fi(z) = aP?(x) + bP(x) + cx and fo(x) = dP(x) + ex, such
that p is the base permutation of P, then we have

£i(f2(2)) = ad® P3(z) + (ae® + bd®)P%(z) + (be® + cd) P(x) + (ce)x.

Here, for example we have a?” := P2(a).
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In the case of hardware applications, the lightest linear matrices are obviously one-
XOR matrices; i.e. matrices that could be implemented by only one XOR in hardware.
One can check that all the one-XOR n x n binary matrices could be represented as follows

f(z) = P(z) + ;1" (2).

We use this representation extensively in the sequel.
In the case of software-oriented applications, the lightest ones or one category of the
lightest ones (which satisfy good cryptographic propeties) are of the form

f(@) = (2> i) @ (cAx),

which is equivalent to the element 2’ + ¢ in the ring %,,. We also use this representation,
hereafter.

Let L be a linear mapping defined on F5. We call L a primitive mapping, if the consecutive
outputs of L (refrain from 0) construct a single cycle of length 2™ — 1. The companion
matrices of primitive LFSR’s are well-known examples of primitive linear mappings.

3 Lightweight and/or dynamic linear components

In this section, based on the idea of equivalence of mappings we investigate hardware-
oriented as well as software-oriented lightweight linear mappings. These lightweight map-
pings could be used as components in (lightweight) symmetric ciphers. Also, after exam-
ining interleaved linear mappings, dynamic components for the use in symmetric ciphers
are presented.

3.1 Algebra of lightweight mappings

In this subsection, we lay a mathematical foundation for the next two subsections. Firstly,
we give a lemma concerning the invertibility of linear mappings.

Lemma 1. Let P € P(F}) with the base permutation p € Z,, and let ¢ € FY. Consider
the function f(x) = P(z)+cx on Fy. Let p = D1Dsy...D,, with

Di:(Di,lv"'7Di,ti)a 1SZ§Z,

and
), 1<i<z.

ci=(cp, 11 Cp

it;
In fact, c;’s are bitwise nonregular segments of ¢, corresponding to cyclic decomposition
of p. In this case, f is invertible iff for each 1 < i < z, we have ¢; # 1.

Proof. Without loss of generality, we prove the theorem for a permutation D with the
single-cycle base permutation 9, |[9| = ¢. Since f is linear, we must prove that if D(z)+cz =
0, then z = 0. We have
Ty F CoTo = 0,
T,y tar = 0,

(2)

Ty T C—1T—1 = 0.

At first, suppose that ¢ = 1. In this case x = 1 is a non-zero solution of the system of

Equation 2, or equivalently, z = 1 is a solution of f(x) = 0. This means that f is not

invertible. Conversely, suppose that at least one coordinate in ¢, say ¢, 1 < r < t, is zero:

¢r = 0. So, we have z = 0. It follows that z , =0,z =0, and so on. Since 0
r 2(2) () 2(3) (1)

is a single cycle, we deduce that x = 0. O
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Let P and @ be permutations on Fy. It is obvious that f(z) = P(x) + cQ(x) on F} is
invertible iff the function g(x) = f(Q~1(x)) is invertible. So, we have the next corollary.

Corollary 1. Suppose that P,Q € P(F%) with corresponding base permutations p,q € Zn,
and let ¢ € F3. Consider the function f(x) = P(z) + cQ(x) on Fy. Let

pq ' =D1D,...D.,
where D;’s, 1 <i < z, are disjoint cycles in cyclic decopmposition of pq~*. Let
D;=(Di1,...,Diy,), 1<i<z,
and
c;, = (CDM,...,cDMi)7 1<i<z.

Then, f is invertible iff for each 1 <1i < z, we have c; # 1.

In the following lemma, we give a sufficient condition for invertibility of a special kind
of lightweight mappings which have a lightweight inverse. We also give the direct form of
their inverses.

Lemma 2. Suppose that P,Q € P(FY) with base permutations p,q and let ¢ € Fy. Con-
sider the function f(x) = P(x) + cQ(z) on F%. Suppose that R = QP~! with base
permutation t. If cc® = 0, then f is invertible and its inverse is

Flz) =P Ya)+ PQP ().
Note that, as stated in Section 2, ¢* stands for R(c).

Proof. Simply, we see that
f(F N @) = P(P (@) + > PTIQPT (@)

+Q(P @)+ PTIQP ! ()
=z + cR(x) + cR(z) + cc* R*(2)
=z 4+ cc*R%*(z) = =,
because cc' = 0. O
Remark 1. In Lemma 2, put P = I. Then, we have a sparse involutive linear mapping
f(z) = 2+ cQ(z), provided that cc® = 0. It is not hard to see that the number of ones in

the binary matrix representing f is less than 2n and each matrix in this family of matrices
could be implemented with at most n — 1 XORs.

Remark 2. We know that the inverse of a sparse matrix is not sparse in general. An
interesting result of Lemma 2 is providing a large family of invertible sparse matrices with
sparse inverses. It is straightforward to see that the number of ones in the the binary
matrix representing f as well as its inverse is less than 2n and they could be implemented
with at most n — 1 XORs.

The proof of next theorem is not hard.

Theorem 1. Fiz P,Q € P(F%) with corresponding base permutations p and q and let
c € F3. Consider the function f(x) = P(z)+cQ(x) onFy. Let pq=t = D1Ds ... D, with

Di:(Di,la--~7Di,ti)7 1§Z§Z

Then, there are exactly

many ¢ € Fy such that f is invertible.
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Based upon the previous lemma, we have the following corollary.

Corollary 2. Consider the function f(x) = z* + cx on FY, where ° = x >> i, as stated
in the notations. Then, f is invertible if c¢' = 0. In this case we have

fﬁl(l') —_ l’ii + Cfil,fm'.

Note that the indices are computed modulo n, in the previous corollary. Also, in the
next corollary, j — ¢ and 25 — 2¢ are computed modulo n.

Corollary 3. Consider the function f(x) = x* + cx/ on F,. Then f is invertible if
cc? ™" = 0. In this case, we have

f_l(CC) _ Q?j_i 4 Cj—iij—Qi.
Similar to the method provided in [3], the next theorem could be proved.

Theorem 2. Fiz 1 <1i,j < 2! such that i — j is odd. Then, the function f(x) = x' + ca’
on IF% with ¢ € Fé is invertible for exactly Faty11 + Fat_1 number of ¢’s. Here, F; denotes
the i-th Fibonacci number: F} = F, =1 and

Fi=F_1+F., 1>2

Now, we show the applicability of the concept of equivalence, for construction of map-
pings useful in symmetric cryptography.

Theorem 3. Let L, M € M, (F3). Note that we identfy these matrices with their cor-
responding linear mappings on FY. Let L = M and suppose that L" + I is invertible for
some r. Then, M" + I is also invertible.

Proof. Suppose that M" + I is not invertible. So we have M"(z)+x = 0 for some nonzero
x € F3. It follows that M"(x) = x, which means that z is on a cycle of length ¢ such that
t is a divisor of r. Since L = M, so L has also a cycle of length t. Suppose that y # 0 is
on this cycle. It follows that L(y) =y, or L"(y) = y. We deduce that L"(y) +y = 0 for
a nonzero y. Therefore, L" + I is not invertible, which is a contradiction. O

Corollary 4. Let L and M be two linear mappings on Fy with L = M. Suppose that
for any r;, 1 < i <mn, the linear mapping L™ + I is invertible. In this case, for every r;,
1 < i < n, the linear mapping M + I would also be invertible.

Remark 3. In Table 1 of [14], some mappings presented with the property that L 41
are invertible for 0 <4 < 14. Now, suppose that L is a fixed matrix of this table. Then,
any matrix M = L also satisfies the presented property, i.e. M2 + I is invertible. Now,
we can see that, based on the concepts presented up to now, there are a lot of lightweight
matrices which are equivalent to L. This provides more flexibility and a vast variety of
matrices for the designers of (lightweight) symmetric ciphers

The proof of next corollary is straightforward.

Corollary 5. Let L and M be two linear mappings on Fy with L = M. Suppose that L
s primitive. Then, M 1is also primitive.

Remark 4. Similar to the case of the Remark 3, Corollary 5 presents a variety of primitive
linear mappings through the concept of equivalence.

The following lemma illustrates the crucial application of the concept of equivalence
in symmetric cryptography.
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Lemma 3. Consider the function f(x) = P(z) + cQ(x) with P,Q € P(Fy) and ¢ € F}.
Let H € P(F}) with base permutation . Then we have

fu(x) = Pu(z) + "Qu(x).
Proof. Since P, and H are linear, we have
fu(z) = HfH Y (2) = HPH ' (2) + cQH *(x))

= HPH *(z) 4+ H(c)HQH () = Py + "Qu(x).
O

Lemma 3 shows that for a given mapping of the presented form, there are many
equivalent linear mappings with the same cyclic structure. The important point in the
previous lemma is the fact that w(c) = w(H(c)), which means that f and fy have the
same implementation cost in hardware applications.

Corollary 6. Let f(z) = x'+ca? and g(x) = 2°+c"27 be defined on F3. Here, 1 <r < n,
is arbitrary. Then, f and g are equivalent.

In almost all applications in symmetric cryptography, the component linear mappings
are such that they must not have any fixed points. The next theorem gives a useful
criterion for the lightweight linear mappings without any fixed points.

Theorem 4. Let P € P(F%) with the base permutation p. Define f(z) = P(x)+e;I7*(x)
with j # p(k). The function g(z) = f(x) + x is invertible, iff p is a single-cycle.

Proof. Firstly we prove that, if p is not a single cycle, then g is not invertible. Since g is
linear, it suffices to prove that g(z) = 0 has a non-zero solution, which is equivalent to
the fact that f has a non-zero fixed-point. Suppose that

D; = (dipa,...,dij), 1<1<z,

with z > 1, are the cycles of p. Let k € D, and h € Ds, 1 < r;s < z. If r = s, then
xr = (.’Enfl, .. .,(E()) with
1 i€ D, =Dy,
T; = .
0 i¢ D, =D,

is a non-zero solution for g(z) = 0.

Now suppose that r # s. The vector = (z,_1,...,2g) With
1 ieD,,
Ty = .
0 7€ Dy,

is a non-zero solution for g(z) = 0.
Conversely, suppose that p is a single cycle. Since g is linear, it suffices to prove that
g(x) = 0 has no non-zero solution. Consider g(z) = 0. We have

Tpeiy +2; =0 i # s
xp(j)+xj+xk:0 = 7.

Since p is single-cycle, from the above equations we get g = z; = -+ = x,,_1 and since
we have xy,(;) + x; + z, = 0, they can not be all one. O
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3.2 Hardware Applications

In this subsection we investigate one-XOR matrices. In the next lemma, we give the
inverse of one-XOR mappings, in general. The interesting point is that, these inverses are
also one-XOR mappings.

Lemma 4. The function f(z) = P(x)+ ;1% (x) on F} is invertible iff k # P(j) and its
inverse is as follows
. —1
f @) = Pl (@) + ey 1P 0,

Proof. Let
f(:rn_l’ AR 71:0) = (yn—17 A 7y0)’
and
S Wn-1,- - 50) = (Zn—1,- -, 20).
We have
Yt = {xp(t) t# j.’
roy TR E=,
and
JON ) P i # P(j),
Yit Vo, =P3)
Now if i # P(j), then
YT Ypo1gy T Tty T T
and if ¢ = P(j), then
Zi=Yit Yoy = Tpp TTT T, 00, = Ti
O
Now, we characterize all the equivalent one-XOR matrices.
Lemma 5. Define f(z) = P(z) 4 e;I"7(x) on F} and let H € P(F%). Then
fr(x) = Pr(z) + e, ) I7DHE (),
Proof. The mapping e;P(x) is zero at all coordinates but the j-th, which is Ty So,
to find e, ;) HI"/ H™*(x) with 2 = H(j), we have
(HIPPHY)HH())) = HIPPHH(H(j))
= HIW(j) = H(k).
O

Remark 5. Let P € P(Fy) with the base permutation p. We define L,(0) = 0 and for
r >0, s:= Ly(r) iff r = p*(0). We know that P is equivalent to f(z) = z'; i.e. there is
an H such that HPH ! = x'. Here, we present the base permutation h for such an H:

b:Zp = L,

h(r) = Ly(r).
Now, let P € P(F%) with the single-cycle base permutation p. Consider

f(x) = P(z) + e 17" (2)
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with j # p(k). We have fy(z) = Pg(x) + eH(j)IH(j)*H(k)(z), or with the presented
notations, 4
fule) =z +e, 1O E(g),

Now consider H'(x) = 2XP»+! and K = HH'. Then
fK(x) _ (El + eniljn—LLp(kH‘Lp(]‘).
In the next example, we illustrate the presented concept.

Example 2. Let
f:F3 — F3,

f(@7,26, 5, T4, T3, T2, 71, T0) = (T3, T1, T4, T2, Te + Te, T7, T0, Ts).
By our notations, we have f(r) = P(z) + e3I>°, where
P(x7,x6, x5, T4, X3, T2,21) = (T3, %1, Ta, Lo, T, L7, To, T5),
with the single-cycle base permutation
p:Zs — Ls,
p(0) =5, p(1) =0,p(2) =7, p(3) =6,p(4) =2, p(5) =4, p(6) =1, p(7) = 3.
Now, we have
Ly(0) =0, Ly(1) =7, Lpy(2) =3, Lp(3) =5, Lpy(4) =2, Ly(5) =1, Ly(6) =6, Lp(7) = 4.
Notations as above, f is equivalent to
g(z) = 2! + e 173,
because Ly(3) + L,(6) =3 mod 8.

It is worth noting that, using the previous study and the criteria given in [16] for
non-primitivity of trinomials, the search space for checking the primitivity (imprimitivity)
of trinomials, could be reduced.

Before we end this section, we give some interesting algebraic facts.

Remark 6. Note that, with notations presented in Section 2,
a) In the ring RP we have

n—1 n—1 n—2

(P +e)t=aP P 2h

provided that cc® = 0.
b) In the ring R,, we have

provided that cc! = 0.
¢) In the ring R¥ we have

(zP + ejxpk)fl =2 4e xP

Here, k — 2 is computed modulo n.
d) In the ring R,, we have

(x+ejaf) P =a" e ab 2

J—

Here, kK — 2 and 57 — 1 are computed modulo n.



10 Lightweight Components for Symmetric Cryptography

3.3 Software Applications

In this subsection, firstly we investigate a family of software-orientd lightweight linear
mappings. Then, we study interleaved linear mappings and their cryptographic applica-
tions.

3.3.1 A Family of Lightweight Mappings

In the case of software-oriented lightweight linear mappings, we present a very useful
theorem concerning the lightest linear ones.

Theorem 5. Consider the mapping f(x) = x' + cx on F%. Let ¢ be such that for some

i, we have ¢;_1 + ¢; =0, where ¢ = (¢p—1,...,¢0). Suppose that ¢ is such that
{Cj j 7é Zal - 17
Cj =9 __ . . .
Cj j=1—1,4.

Put g(z) = ' + cx. Then, we have f = g.

Proof. Put u(x) = x + ¢;I*"!(z) and R(z) = u(f(u(x))). We show that g = R. Now,
since u is an involution we have also g(z) = u(f(u~!(z))), which means that f = g. To
show that R(x) = u(f(u(x))), firstly define Z(z) = f(u(x)) and suppose that z; is the
j-th output bit of Z(x). We have

CjTj + Tjt1 J#Fii—1,
Zj=qTi2+c1xTi1+tc1x; j=1—1,
Ti—1 + Gy Jj=1.

Now, put T'(z) = u(f(x)) and suppose that t; is the j-th output bit of T'(x). Then,

CjJ?j+£Ej+1 ]#Z,Z*l,
tj=qTi—2+C_1Ti—1+ci1x; j=1—1,
Ti_1 + C;x; j=1.

According to the formula for the j-th output bits of Z and 1" and supposing that r; is the
j-th output bit of R, we have

ijj+xj+1 ]#’L,Z—l,
Tp = Tico + Goixi—1 + (cio1 + )T j=i—1,
Ti—1 + Cix; Jj=1.

So, if ¢;_1 =0 and ¢; = 1, we have

Cjxj + Xjq1 jFE i —1,
Tj = Ti—2 +Ti_1 Jj=1—1,
Ti—1 Jj=1i,

and if ¢;_1 = 1 and ¢; = 0, we have

CiTj +l‘j+1 j 7& i,i — 1,
’I‘j: Ti—2 j:i—].,
Tio1+ @ Jj=1,

which shows that R = g. This ends the proof. O
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Suppose that u,v € F§, u # 1, v # 1 and w(u) = w(v). It is not hard to see that
u can be transformed into v by interchanging the adjacent zeros and ones. Now, using
Theorem 5 we have the next corollary.

Corollary 7. Let c,c € Fy with w(c) = w(c). Define f(z) =2 + cz and g(x) = z' + cx.
Then, we have f = g.

The next two examples show a useful application of Theorem 5 and Corollary 7.

Example 3. Suppose that f(z) = ! + cz satisfies the conditions of invertibility of
gi(x) = fri(x) + z, 1 < i < t, for some t. Now, using Corollary 7 and Corollary 4, we
could design a dynamic (randomized) component with a suitable software implementation.
Let m be arbitrary. Then, the linear mapping h,,(x) = z! + ¢™(x) is equivalent to f. So,
for each m, 1 < m < n, the mapping h,, also satisfies the conditions of invertibility of
hyi + .

Example 4. Suppose that f(z) = o' + cz is a primitive linear mapping. Again, using
Corollary 7 and Corollary 4, we could design a dynamic (generalized) LFSR with a suitable
software implementation. Let m be arbitrary. Then, the linear mapping h,,(z) = ' +
c¢™(x) is equivalent to f. So, for each m, 1 < m < n, the mapping h,, is also a primitive
linear mapping.

3.3.2 Interleaved Mappings

In this subsection, we present a strong tool for construction of parallel (bitsliced) imple-
mention of linear mappings for symmetric cryptography. We use the notations presented
in [16] extensively, in the sequel.

o -1 ; . . .
Definition 1. Let Ly = Z?:o afxl, 1 < k < m, be m linear mappings on F5 with
-1 .
af = (a¥,_1,...,a¥;). Then we define AJ, Ly over F§'™ as Y\ apa® with
(al al’, al al,) t=mm
ap = rn—1r %00y Y =1 Yr0 ’
) 0 ow.

Example 5. Suppose that A, B € iz with

A = (a3, 0, a3)2” + (a3, a3, ag)a’ + (a3, af, ap),

Then, AA B € fRg is equal to
(a3, 03, az, by, ag, by)a* + (af, b3, a1, by, af, b)a? + (ag, b3, ag, by, ap, bp).-

Remark 7. As the previous example illustrates, one can check that, the action of A" ; Ly
on F3*" is the parallel action of the mappings L;, 1 < ¢ < m, regularly interleaved
(or bit-sliced) together. More precisely, the output bits in the coordinates (i — 1)n + j,
1 <i < m, are the output bits corresponding to the action of the linear mapping L; on
the corresponding coordinates of the input. Note that, we could equivalently suppose that
L acts on (x1,...,%s), through independent action of L; on x;, 1 < i < m. We use this
notation in the proof of the following theorem.

Theorem 6. Notations as above, let n = st. Consider Aj* | Ly. Then, we have

a) B/™(L) = min}", B}(L;).
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b) By"(L) = miniZ, By(L;).
c) O(L) =lem(O(Ly),...,O(Ly)).

d) F(L) =T[4, F(Li).

Proof. a) We know that each L;, 1 <4 < m, acts on s many ¢-bit words and A" | Ly acts
on s number of mt-bit words. Now, according to Remark 7, we know that A}’ ;Lj acts
independently on sn number of ¢-bit words, through L;’s, 1 < i < m. We firstly prove
that

m
B™ (L) < min Bj(Ls). (3)
Let L, be such that b = Bf(L,) = min!”, Bf(L;). Suppose that there are p nonzero input
and ¢ nonzero output s-bit words for L, such that p + ¢ = b. Now, consider the input
words of L such that the corresponding sub-words of L are the mentioned p 4+ ¢ words
and all the other sub-words are zero. In this case, we have p nonzero input and ¢ nonzero
output sm-bit words for L, which proves (3).

Conversely, we prove that
m

B™ (L) = min Bj(Ls). (4)
Suppose that d = B{"™(L) < min", Bf(L;). So, there are p nonzero input and ¢ nonzero
output sm-bit words for L with p + ¢ = d, which means that there is at least one of the
L;’s, say L., such that it has p nonzero input and ¢ nonzero output s-bit words. It follows
that Bf(L,) < min}", Bf(L;). This contradict (4).
b) Similar to the proof of Case a.
c) Note that, if f be a permutation such that its cycles in the cyclic decomposition are of
distinct lengths h;, 1 < i < e, for some e, then

O(f) =lem(hy, ..., he).

Firstly, we prove that O(L) > lem(O(L1),...,O(L.,)). Suppose that an L;, 1 < i <
m, has a cycle of length [. According to Remark 7, considering all the inputs of the
other L;’s, h # i, we observe that L has a cycle of length [. It follows that O(L) >
lem(O(Ly),...,0(Ly,)), because, for 1 <1i < m, we have O(L;) = lem(ly,...,1,), where
L;’s, 1 < i <w, are the distinct cycle lengths of L;.

Now, we prove that Lem(O(L1),--O(Lm)) — [ For simplicity, we suppose that L acts on
x;’s, 1 <1i < m. Again, by Remark 7 we see that each L; acts independently on z;. Now,

since for each i, we have LO(L i) — = I, we deduce that

Llcm(O(Ll),nwO(Lm)) =7

which ends the proof.

d) Again, we suppose that L acts on x;’s, 1 < i < m. By Remark 7 we see that each
L; acts independently on z;. On one hand, considering a fixed-point of L;, for some
1 < < m, shows that F(L) > [[;", F(L;). On the other hand, if z = (z1,...,2,,) is a
fixed-point of L, then for each 7, z; should be a fixed-point of L;. So, F(L) < [[:~, F(L;).
This ends the proof. O

Example 6. Let L = Zl 0 a;z*, be a linear mapping on F% with a; = (@in—1,-..,0:0)-

Then, we have
mn—1

m _ t
k:lL - E -,
t=0
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which is defined over over F5*™* and

3

= (ar,n—la--~7a'r,Oa-~-7a'r,n—17~-~7a'r,O) t=rm,
;=
0 ow.

Corollary 8. Notations as above, consider Aj* L. Then, we have
a) BF™(AJL L) = B}(L).
b) Bi™(AfL L) = B (L).
c) O(A}L,L)=0(L).
d) F(ARL L) = (F(L)™.
Similar to the case of equivalent mappings, we have the following facts.

Theorem 7. Let L;, 1 < i < m, bem linear mappings on F5 such that for each 1 <1 <'m,
L7 + I is invertible. Put L = A}* ;L. Then, L" 4 i is invertible.

Proof. Suppose that L" + I is not invertible. So we have L"(x) + x = 0 for some nonzero
x € F™. It follows that L"(x) = x, which means that x is on a cycle of length ¢ such
that ¢ is a divisor of r. We deduce that for each 1 < i < m, there is an z; € Fy such that
LT (x;) = x;. This contradicts the fact that LT + I is invertible. O

Corollary 9. Let L;, 1 < i < m, be m linear mappings on Fy such that for each 1 <
i < m, and every j, 1 < j < s, the linear mapping L? + I is invertible. Let L = AJ* L.
Then, for every j, 1 < j < s, the linear mapping L™ + I is invertible.

Now, we give two examples illustrating the usage of the concept of interleaving.

Example 7. Let fi(z) = 2'4c;z, 1 <i < m, be defined on F}. Here, ¢; = (¢in—1,-.-,¢i0)-
Then, f = A", f; on F5'" is

f(z) =a™ +Cux,

where

C= (Cm,n—la e Cln—1y-+-+3Cm,0y- -+, Cl,O)-

Remark 8. Note that, the above example provides a method for construction of dynamic
(randomized) linear components with little extra cost in software implementations: as
studied in [16], these dynamic components could make symmetric ciphers more resistant
against various kinds of cryptanalysis.

Example 8. Let f(z) =>"", 2%, 1 <i <m. Then,
AR f =D am,
i=1

Remark 9. Another proof of Theorem 3.5 in [5] could be given by the concepts studied in
this paper.
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4 Conclusion

In this paper, we present the concept of equivalence of mappings and based on this stusy,
we characterize all of one-XOR matrices which are used in hardware applications. Also,
we present a family of lightweight linear mappings for software-oriented applications in
symmetric cryptography. Then, we investigate interleaved linear mappings and based
upon this concept, we presente generalized dynamic primitive LFSRs along with dynamic
linear components for construction of diffusion layers.

As a mathematical result, we presente invoutive sparse binary matrices as well as sparse
binary matrices with sparse inverses. Another interesting result of this study is that, with
the aid of our characterization of one-XOR matrices, the search space for finding a k such
that " 4+ 2% + 1 is primitive, could be reduced
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