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Abstract. This paper studies the provable security of the deterministic
random bit generator (DRBG) utilized in Linux 6.4.8, marking the first
analysis of Linux-DRBG from a provable security perspective since its
substantial structural changes in Linux 4 and Linux 5.17. Specifically,
we prove its security up to O(min{Q%,Q%}) queries in the seedless ro-
bustness model, where n is the output size of the internal primitives and
A is the min-entropy of the entropy source. Our result implies 128-bit
security given n = 256 and A\ = 256 for Linux-DRBG. We also present
two distinguishing attacks using 0(2%) and 0(2%) queries, respectively,
proving the tightness of our security bound.
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1 Introduction

DETERMINISTIC RANDOM BIT GENERATOR. Producing random numbers plays
a crucial role in cryptography, serving for the generation of secret keys, IVs and
nonces (for encryption modes), and passwords (for identification protocols), to
name a few. In practice, random bits are often generated using a determinis-
tic random bit generator (DRBG), which refers to an algorithm that generates
random bits using a seed value obtained from a physical source with a sufficient
amount of entropy. The term “deterministic” means that there is no inherent
randomness in the algorithm itself. DRBGs find applications in various environ-
ments such as simulation, encryption, etc.

ProOVABLE SECURITY OF DRBG. The randomness of the bits produced by a
DRBG has typically been evaluated by statistical criteria. On the other hand,
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Fig. 1: Overall structure of Linux-DRBG. refresh, and refreshs are entropy ab-
sorbing functions, next and next_user are random bit generating functions.

there have been attempts to prove the security of DRBGs through the prov-
able security method in cryptography [II9IGIT5I2T24] as many constructions
are based on cryptographic primitives such as block ciphers and hash functions.
As part of this effort, Dodis et al. [I1] proposed a security model for DRBGs,
demonstrated that a random bit generator used in the Linux operating sys-
tem is not secure under the proposed model, and suggested its modification.
In this paper, the security notions for DRBGs are distinguished as robustness,
forward security, backward security, and resilience. The security model incorpo-
rates a hardware random bit generator used to generate seeds in DRBGs and
a virtual system distribution sampler to model the hardware random bit gen-
erator and adversarial manipulation on it. Based on this model, the robustness
of the sponge structure has been proved [12], and subsequently, the robustness
of HMAC-DRBG and HASH-DRBG, both recommended by NIST.SP.800-90A,
was proved [22]. Recently, CTR-DRBG, also recommended by NIST.SP.800-90A,
has been proved [16].

SEEDLESS ROBUSTNESS MODEL. Dodis et al. [9] pointed out a limitation of the
existing model, which assumes and exploits randomness called a seed, unknown
to adversaries and kept secret. The assumption is not realistic in a practical sce-
nario, and a DRBG in such a model cannot be considered deterministic since the
seed implies the existence of randomness in addition to entropy. They proposed
a seedless robustness model and demonstrated that CTR-DRBG is not secure
under the new model. They also proposed new DRBGs that are secure under
the seedless robustness model.

RESEARCH ON LINUX-DRBG. Linux is one of the widely-used computer op-
erating systems developed as open-source software through collaborative efforts
within the community. Linux utilizes DRBGs to generate random bits. The incor-
poration of DRBGs in Linux dates back to version 1.3.30 in 1994, and since then,
modifications and enhancements have been ongoing. Barak et al. [2] suggested
the robustness model and discussed the robustness of Linux-DRBG, and Gutter-
man et al. [I4] introduced an attack on Linux 2.6.10 DRBG, and Linux has fixed
the DRBG in following versions. Goichon et al. studied on entropy propagation
in Linux- DRBG [13] in 2012. Dodis et al. [II] mentioned above, modified the
robustness model, demonstrating that Linux-DRBG is not robust exploiting its
entropy estimating process with timer randomness. This vulnerability has been
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fixed in subsequent versions of Linux by modifying the Linux-DRBG to collect
and estimate entropy from a variety of entropy sources. The Linux-DRBG has
been significantly modified in Linux versions 4.0 and 5.17@ However, the security
of the updated Linux-DRBG has not yet been proven.

THE STRUCTURE OF LINUX-DRBG. The overall structure of the Linux-DRBG
in version 6.4.8 of Linux is shown in Figure[l] Linux-DRBG collects and estimates
entropy from a variety of entropy sources such as hardware, timers, interrupts,
and bootloaders.

It then updates the base state with collected entropy, through entropy accu-
mulating functions like procedure refresh, and refresh;.

When a user runs random bit generating functions such as nexty and next,,
the state utilizes one of the CPU core’s states (CPU state) to update and then
generate random bits. During this process, the base state is also re-updated.

Linux-DRBG utilizes two cryptographic primitives: for the entropy accumu-
lating functions, refresh, and refresh¢, it uses the hash function BLAKE2s, and
for the random bit generating functions, nexty and next,, it employs the stream
cipher ChaCha20. The internal structures of BLAKE2s and ChaCha20 have been
modeled by Luykx et al.[I7] and Degabriele et al.[I0], respectively.

1.1 Owur Contribution

Since the significant structural changes in Linux 4 and Linux 5.17, there has
been no research on the provable security of Linux-DRBG. For the first time (to
the best of our knowledge), we formally model the Linux-DRBG in Linux 6.4.8
and prove its security in the seedless robustness model.

According to the source code of Linux 6.4.8, Linux-DRBG has two entropy
accumulating functions, refresh, and refresh¢, and two random bit generating
functions, next, and next,. We abstracted Linux-DRBG into the 4 functions
and adjusted its structure that does not fit into the existing seedless robustness
model. The process of analyzing the source code to abstract Linux-DRBG is
detailed in Section [

We prove that Linux-DRBG is secure up to O(min{2"/2,2*/2}) where n is
the output size of the internal primitives and A is the min-entropy of the entropy
source. Since n = 256 and A = 256 in Linux-DRBG, our security bound implies
the 128-bit security of Linux-DRBG in the seedless robustness model. We also
present two distinguishing attacks using O(2% ) and 0(2%) queries, respectively,
proving the tightness of our security bound.

Dodis et.al. used the reducing technique(called game hopping) to prove ro-
bustness by splitting the security into r individual recovering security and pre-
serving security, where r is the number of random bit generating query [I1]. Sub-
sequent papers proving the robustness of DRBGs, except for cases like the direct
proof of CTR-DRBG’s robustness in 2020 [16], have predominantly utilized this

4 The modified Linux-DRBG was primarily designed and developed by Jason
A. Donenfeld. See https://github.com/torvalds/linux/blob/master/drivers/
char/random.c
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approach [12J22]. This methodology is also applied in the seedless robustness
model [9]. However, applying this method directly to Linux-DRBG would only
yield n/3-bit security. In this paper, as shown in Lemma [3] we have adopted a
different game hopping technique to split Linux-DRBG’s robustness. Through
this methodology, we could prove that Linux-DRBG is secure up to 0(2"/ 2)
adversarial queries. We believe that this proof method could be beneficial in
proving the robustness of other DRBGs.

2 Preliminaries

We write 0" to denote the n-bit string of all zeros. Given a non-empty finite set
X, x <—¢ X denotes that x is chosen uniformly at random from X. For a set X,
|X| denotes the number of elements in X. The set of all permutations of {0,1}"
is denoted Perm(n). For a keyed function F' : K x X — Y with key space K
and non-empty sets X' and Y, we will write F(-) to denote F(K,-) for K € K.
Let S = {a1,...,as}. Then, we write S @ x to denote {a; ® z,...,as ® x}. Let
x = (4, B,C) be a list. We write x.append(D) to append an element to the x.
Thus, after appending, x = (A, B, C, D). We denote | as a bitwise OR operation.
For a (binary) string z, |z| denotes the length of xz. The empty string is
denoted e, where || = 0. For an ¢-bit string , and m and n such that 0 < m <
n < ¢ —1, z[m : n] denotes an (n —m + 1)-bit string from the m-th bit to the
n-th bit of x, and z[m :] denotes an (¢ — m + 1)-bit string from the m-th bit to
the last bit of . When M = M || -- - || My, where |M;| =tfor 1 <i<w-—1and
0 < |My| < t, we write (My,..., My) <~ M. For an integer 0 < i < 2%, (1)s
denotes s-bit representation of i. For a real number ¢, [t] is the smallest integer
that is the same as or bigger than ¢. For X € {0,1}", we define msb,,(X) (resp.
Isb,, (X)) as m most significant bits of X (resp. m least significant bits of X).
For a tuple Sa = (X,Y, Z), we can access X inside Sy as S4.X.

RANDOM PERMUTATION. A random permutation is a bijective mapping from a
finite set to itself, selected uniformly at random from all possible permutations
of the set. We treat 20 rounds of a ChaCha20 cipher as a random permutation
7 which is selected from Perm(2n) [3I10].

BLock CIPHERS. A block cipher, modeled as an ideal cipher, is a keyed function
E : {0,1}* x {0,1}™ — {0,1}" where for a fixed key K € {0,1}*, Ex(-) is a
random permutation that is uniformly chosen from Perm(n). For the rest of the
paper, we let IT(k,n) denote the set of all n-bit block ciphers using k-bit keys.
If a security proof supposes a block cipher is picked uniformly random from
II1(k,n) at the beginning of the query and allows the adversary to make queries
to the block cipher, we call the proof is modeled under an ideal cipher model.

DRBG. From [1112009], a DRBG(Deterministic Random Bit Generator) is a
triple of algorithms G = (setup, refresh, next) where:

— setup : an algorithm that outputs an initial state S.
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— refresh : an entropy accumulating algorithm that, given a state S and an
input I, outputs a new state S’.

— next : a random bit generating algorithm that, given a state S, outputs a
new state S’ and random bits R.

However, Linux-DRBG does not fully fit in the above DRBG model, it has
two refresh functions and two next functions. These functions are described in
Algorithm [4] and we explained the reason that we modeled Linux-DRBG in this
format in Section [Fl

DiSTINGUISHING GAME. Throughout this paper, we prove the robustness of
Linux-DRBG by showing that Linux-DRBG and its subalgorithms are indis-
tinguishable from an ideal DRBG with a distinguishing game. Generally, let
Go and Gy be algorithms and A be an adversary to distinguish them. Then the
distinguish game is composed as below.

1. b <5 {0,1}, then G, make interfaces that A can access and get response.
The interfaces are called oracles.

2. Under the prescribed rule, A makes queries to the oracle and gets responses.

3. After querying phase, A outputs &'. If ¥’ = b, A wins.

Let the distinguishing game between Gy and Gy be dist. Then the distinguish-
ing advantage of A against dist, Advgst(A) is defined as below.

Advgist(A) = [Pr[l + Alb= 0] — Pr[l < Al]b = 1]|
= |Pr[0 + Al|b = 0] — Pr[0 + AJ]b =1]].

H-COEFFICIENT TECHNIQUE. At the end of the distinguishing game, an adver-
sary obtains a certain transcript, containing all the information obtained during
the attack. A transcript is called attainable if the probability of obtaining it in
the ideal world is non-zero.

Lemma 1 (Patarin’s H-coefficient technique). Let T be the set of all
attainable transcripts. Suppose that T is partitioned as T = Tgood U Toad for two
subsets Tgood and Tpad, where

Pid [T € Tbad] < €1
for some €1 > 0, and there exists e > 0 such that

Pre [7]
id [7]

>1—e

o

for any T € Tgood.- Then for any distinguisher A, one has

Advgi(A) < €1 + €.
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MiIN ENTROPY. Let the prediction probability of a random variable X be

Pred(X) := max Pr[X = z].
Then for another random variable Y, Pred(X|y) := max, Pr[X = z|Y = y].
Then conditional probability of X over Y is

Pred(XY) := E(Pred(Xly)).
And (average-case) conditional min-entropy is

Hoo(X]Y) = —log(Pred(X1Y)).

3 Seedless Robustness Model

The seedless robustness model [9] is a modification of the “seeded” robustness
model [11], designed to relax the unrealistic assumption of the original model,
namely, the existence of a random seed that should be kept secret to an adversary
and independent of the entropy source.

SEEDLESS ROBUSTNESS ORACLE. Let
G = (setup[P], refresh[P], next[P])

be a DRBG based on an ideal primitive P (such as a random oracle, an ideal
cipher, or a random permutation), where P is chosen uniformly at random from
the set of all possible primitives, denoted P. Then the seedless robustness oracles
are defined as described in Algorithm where ¢ denotes the entropy accumu-
lated in the DRBG and ) is a fixed parameter (denoting the minimum required
for the accumulated entropy).

SEEDLESS ADVERSARY. In seedless robustness model [9], an adversary A consists
of two algorithms A; and As. The relationship between A; and A, is as follows:

— Aj is allowed to make queries only to the entropy accumulating oracle REF,
while A, is allowed to make queries to all the other oracles except REF,

— A;j knows all the queries made by Ay and the corresponding responses, while
As observes only the responses to the queries made by A; without knowing
the queries themselves.

Aj is modeled in a way that the adversary can influence entropy accumulation
but cannot ascertain specific values of entropy inputs. In the “seeded” robustness
model [II], the distribution sampler D provides entropy inputs. However, as
argued in [9], the security proof using D is based on an unrealistic assumption
that D is independent of the underlying primitive of the DRBG (In Linux-DRBG,
E, and 7). Instead, they replaced the distribution sampler with .4; that only
accumulates entropy in the DRBG.

To model the quality of the entropy source, we define legitimacy for A. Let Z;
be the random variable for i-th input .A; makes, and 7; be the random variable
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Algorithm 1 Oracles for Seedless Robustness Game
Procedure INIT()

1: b+g{0,1}
2: P<gP,c+0
3: S + setup[P]()
4: return P
Procedure REF(1,~) Procedure ROR(len)
1: S < refresh[P|(S,I); c < c+ 7 1: yo <g {0, 1}len
2: return v 2: (S,y1) < next[P](S,len)
3: if ¢ < A then
4: c + 0; return y;
5: return y,
Procedure GET(); Procedure SET(S*)
1: ¢+ 0; return S 1: S+ S*c¢c«+0
Procedure P(x) Procedure P~!(z) //If exists
1: return P(x) 1: return P~1(x)

for all input-output list of robustness game, excluding I;, the i-th entropy input.
Then A is v*-legitimate if

for every i. Against a v*-legitimate adversary A, the seedless robust game is
defined as follows.

Seedless Robustness Game.

1. INIT is executed.

2. A; makes queries to REF, while A, makes queries to ROR, GET, SET, P
and P! (if available) in an interleaved manner.

Ay outputs b’ € {0,1}.

4. If ¥’ = b, then A wins, and A loses otherwise.

©w

The game begins with the procedure INIT, which chooses a random bit b and
a random primitive P. It then runs setup to make the initial state. The other
parts of the game are oracles offered to an adversary A:

— REF : state S is updated by calling refresh with input I of entropy at least
s

— ROR : state S is updated by calling next, and then yy and y; are prepared:
if ¢ < A, then it returns y; regardless of b, while if ¢ > A, then y; is returned
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— GET : returns the state S of the DRBG.
— SET(S*) : sets the state S of the DRBG to S*.

— P returns the result of a primitive query. If the primitive allows inverse
query(i.e., block cipher), the oracle should also provide P~!.

Now we can distinguish two worlds Gy and G; from the seedless robust games
according to the bit b € {0,1}, and for any DRBG G, the seedless robustness
security of G against A is defined as follows.

AdvY, (A) Y Advag(A).

rob

4 Modeling the Linux DRBG

In this section, we model the Linux DRBG to fit into the Seedless Robustness
security model. In this paper, we studied the Linux version 6.4.8El We mainly
analyzed a random.c file in Linux 6.4.8, a collection of functions related to
the Linux DRBG. The Linux DRBG uses the hash function BLAKE2s and the
stream cipher ChaCha20 as internal primitives. We first describe the modeling
of the two internal primitives and then explain the overall structure of the Linux
DRBG.

4.1 Underlying primitives and their modeling

Algorithm 2 A Procedure in the BLAKE2s

COMP : {0, 1}*/* x {0,1}" x {0,1}* — {0,1}"
Procedure COMP[E](t, h,I)

len « |I|

rem < len — 2n([len/2n] — 1)

(I1,.... 1) &1

IZ — 02n—rem || Ié

hl «~— h

fori<1tof{—1do

Y < B/[E](hg, t+ len, Ig)

return y

® https://github.com/torvalds/linux/blob/master/drivers/char /random.c
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Fig. 2: BLAKE2s and ChaCha20 internal structure

4.1.1 BLAKE2s The Linux DRBG uses the BLAKE2s hash function to ac-
cumulate entropy [I]. Due to the known structure of the BLAKE2s primitive E,
it cannot be modeled as an ideal cipher [BI7/I7]. In this section, we first introduce

an appropriate model for E, the mappable weak block cipher, and then describe
the structure of BLAKE2s based on the model.
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WEAK Brock CrIpHER. Consider a partition {0,1}" = WU ({0, 1}"\W). Define
the set of weakly ideal ciphers IT,,(k,n,K,V) with a weak key set K as the
collection of all E € II(k,n) that satisfies the following properties: For every
KeK, WeW,and X € {0,1}"\W

EK(W) ew,
EK(X) € {O, 1}”\W

Similar to the ideal cipher model, if a security proof assumes a weak block cipher
is picked uniformly random from I7,,(k,n, K, W) at the beginning of the query,
we call the proof is under weakly ideal cipher model.

MAPPABLE WEAK BLOCK CIPHER. To model BLAKEZ2s, we extend the defi-
nition of a weak block cipher to a mappable weak block cipher. An example of
a mappable block cipher, along with the reasoning behind its definition, is pro-
vided in the following subsection. Define a set of mappable weak block ciphers
I (k,n, KW, f,Wy) with a function f, a set Wy, and IT,,(k,n, K, W) as the
collection of all weak block cipher E € IT,,(k, n, KC, W) that satisfies the following
property: For every W € W,

fw) e Wr.

Similar to the weakly ideal cipher model, if a security proof supposes a mappable
weak block cipher is picked uniformly random from IT,,,(k,n, IC, W, f,W;) at
the beginning of the query, we call the proof is under mappable weakly ideal
cipher model.

THE MODELING OF THE PRIMITIVE E. We model E as a mappable weak block
cipher. For the BLAKEZ2s, a weak key set IC, a weak input set W, Wsym, and
sum : W — Waum are defined as follows:

W = {aeaebfbfcgegdhdh € {0,1Y*" | a,b, ¢, d, e, f,g,h € {0,1}"/3},
K = {kkkkkkkkkkkkkkkk € {0,1}2" | k € {0,1}/%)
Waum = {wzwzyzyz € {0,13" | w,z,y, z € {0,1}"/8},
sum(W) = msb,, (W) @ Isb,,(W).

Consequently, BLAKE2s’ primitive E belongs to 1., (21, 2n, K, W, sum, Waum),
and we prove the security of Linux-DRBG under the mappable weakly ideal
cipher model for IT,,,, (2n, 2n, K, W, sum, Weym)-

To model the properties of E [7], at least the weakly ideal cipher model
is required. To prove the security of Linux-DRBG, we need to distinguish the
output of E from a random number. Due to the initialization vector (IV) of
BLAKE2s, it is impossible for E to receive an input that corresponds to V. Since
the compression function of BLAKE2s sums halves of E’s output, we need to
determine whether the random number falls within Ws,m, not W. Consequently,
to use Wsym, we define and employ the mappable weakly ideal cipher model.



Provable Security of Linux-DRBG in the Seedless Robustness Model 11

THE MODELING OF THE COMPRESSION FUNCTION. For z € {0,1}?", let TRSum(x) =
x[0: n —1] @ z[n :]. Then the 1 round of compression function of the BLAKE2s
is defined as follows:

BIE|(h,t,1) < TRSum(E(I, k|| (02| ¢t || 0"/*) & IV)) & h,
B'[E](h,t,I) « TRSum(E(L h || (02 ||t || 0"/® || 1V/®) @ IV)) & h

where E € I,,(2n,2n, K, W, sum, Wqm), b is a n-bit value, t is a n/4-bit
counter, I is an 2n-bit input, and IV = IV; || --- || IVs is n-bit fixed string
where IV, € {0,1}"/8 forall 1 <k <8andIV; #1V;forall<i#j<8.
BIE](h,t,I) and B'[E](h,t,I) are described in Figure [2|(a). Here, B is used
when [ is not the final input block, and B’ is used when I is the final input
block. We represent the Linux DRBG function blake2s_compress as COMP in
Algorithm P and Figure P}(b).

AVOIDING THE WEAK STATE. In BLAKE2s, the I'V is a 256-bit string consisting
of a tuple of 32-bit values derived from the square roots of distinct primes starting
from 2 and ending at 19. Note that the square roots of primes are all different.
Hence, in actual usage, the weak input w € W of BLAKE2s cannot be accessed
due to the distinct elements of IV. Therefore, we assume that the IV = IVy||---||
IVy is n-bit fixed string where IV}, € {0,1}"/8 for all 1 < k < 8 and IV; # IV
forall 1 <i#j <8

Algorithm 3 A Procedure in the ChaCha20

CB: {0,1}" x {0,1}"/2 x {0,1}* — {0,1}*
Procedure CB[n](K,CNT,len)
out <€
while len > 0 do
B« n(Z|| K || ONT) 45 (2 || K || CNT)
CNT «+ CNT +1
out < out || B
len < len — 2n

return out

4.1.2 ChaCha20 The Linux DRBG produces pseudorandom outputs using
ChaCha20. The stream cipher ChaCha20 is known to be faster than AES when
hardware support for AES is not available. The ChaCha20 uses a fixed constant
Z, expressed as the hexadecimal representation of “expand 32-byte k”.

THE RANDOM PERMUTATION MODEL. The 20 rounds of the ChaCha20 can be
modeled as a random permutation m <—¢ Perm(2n) [I0]. Using the random per-
mutation 7 and a fixed constant Z, we model a function chacha_block as CB in
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the Algorithm [3]and Figure Pl(c). The computation of CB on one 2n bits block
is expressed as follows:

out <~ m(Z || K || CNT) +,,s (Z | K || CNT)

where, Z is the fixed n/2-bit constant, K is an n-bit key, and CNT is an n/2-bit
counter, and +,, /g represents word-by-word modulo 27/8 addition.

4.2 The Overall Structure of the Linux DRBG

We divide the Linux DRBG into three parts: Initialization, Entropy Accumu-
lation, and Random Bit Generation. The Linux DRBG is initialized when the
Linux kernel boots. Then, the Linux DRBG starts to accumulate entropy from
various hardware sources. When accumulated entropy is larger than 256-bit, a
character device file /dev/random, a system call getrandom, and a kernel inter-
face get_random bytes of the Linux DRBG can produce random bits. In this
subsection, we describe the three parts of the Linux DRBG. We also describe how
we model each part in the Seedless Robustness model which will be described in
the Algorithm [4] and Figure [3] later.

4.2.1 Initialization When the Linux kernel boots, the Linux DRBG initial-
izes a state input_pool of the BLAKE2s. Also, the Linux DRBG initializes
states base_crng and crng of the ChaCha20. Then the Linux DRBG calls a
function random_init_early that accumulates entropy in the input_pool with-
out accessing the timer in Linux. Finally, when the timer becomes available, the
Linux DRBG calls a function random_init which accumulates entropy in the
input_pool using the timer in Linux.

THE MODELING OF THE INITIALIZATION. We model the three states input_pool,
base_crng, and crng in a single state S. Using the state S, we model the ini-
tialization as a function setup() in the Algorithm 4] Note that the Linux DRBG
accumulates some entropy in the initialization. But we exclude entropy accumu-
lation in the setup. Then, we model an attacker to call entropy accumulation
functions with high entropy after entropy-draining events including setup.

4.2.2 Entropy Accumulation The Linux DRBG accumulates entropy from
various hardware entropy sources. The Linux DRBG calls functions to access
hardware entropy sources. The functions related to entropy accumulation and
estimation are listed as follows:

— add_hwgenerator_randomness,

add_bootloader_randomness,

add_interrupt_randomness,
— add_timer_randomness.
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When the Linux DRBG calls the functions, they return a string that contains
entropy which is called “entropy input”. Note that these functions also return an
estimation of the entropy within their entropy inputs. The Linux DRBG credits
the estimation using a function credit_init_bits, enabling it to track how much
entropy has been accumulated in the state of the DRBG. An analysis of Linux
kernel version 5.18.1 by the German Federal Office for Information Security (BST)
shows that the Linux entropy sources and their entropy estimations satisfy their
security criteria [I8]. Hence, we assume that all entropy sources and estimations
are functioning correctly.

ENTROPY ACCUMULATING FUNCTIONS. The Linux DRBG utilizes the function
mix_pool_bytes to use the BLAKE2s for accumulating entropy into its state.
Also, the Linux DRBG uses a function crng_reseed to convert the BLAKE2s’
state into a key for a random bit generation. Entropy accumulation works as
follows:

1. The Linux DRBG obtains an entropy input from the entropy sources.

2. The Linux DRBG passes the entropy input to the hash function BLAKE2s.

3. mix_pool_bytes: BLAKE2s compresses the entropy input to its element h
of its state.

4. crng reseed: If the Linux DRBG needs to generate random bits, then the
BLAKE2s uses h to derive keys for the random bit generation.

THE MODELING OF THE ENTROPY ACCUMULATION. We put constants h, ¢, and
key kpext Oof the BLAKE2s in the DRBG state S. Also, we put ChaCha20 key
kpase in the state S. In the Algorithm [4] the two entropy accumulating functions
mix_pool_bytes and crng _reseed are modeled as refresh, and refreshs. We depict
the two functions in the Figure [3](a) and (b). In the Figure [3(a), the refresh,
uses an entropy input I to update h. In the Figure (b), the refreshs uses h
and an entropy input I to generate ke for later BLAKE2s calls and kpase for
random bit generation.

4.2.3 Random Bit Generation The Linux DRBG uses either a function
get_random_bytes or a function get_random_bytes_user to utilize the ChaCha20
for generating random bits. Note that Linux uses two types of the ChaCha20 for
a multi-core system. A base_crng obtains the key kpase from the BLAKEZ2s and
produces ckey-py. A crng, within each CPU, generates random bits utilizing
the CPU with a key ckey,pr;. Random Bit Generation works as follows:

1. The Linux DRBG obtains the ChaCha20 key kpase from the BLAKE2s and
initializes the base_crng using the kpage-
2. The Linux DRBG assigns a CPU the random bit generation task.
3. (a) If a flag G_flagp is set, Linux generates the CPU-specific key ckeyopyr
from the base_crng.
(b) Otherwise, Linux updates ckey p; by running crng with the old ckey - p;
without accessing kpase-
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4. Using the crng in the CPU, the Linux DRBG uses either the get_random bytes
or the get_random_bytes_user to generate random bits.

TWwO TYPES OF RANDOM BIT GENERATORS. In the Linux DRBG, there are two
types of random bit generation:

1. A first type generator produces random bits only if sufficient entropy is
accumulated. The /dev/random is a representative example of the type.

2. A second type generator produces random bits at any time. The /dev/urandom
is a representative example of the type.

The only difference between /dev/random and /dev/urandom is the fact that/dev/random
prohibits premature next and /dev/urandom allows it. There already exists the

study that any DRBG that allows premature next is insecure in the seedless

model [§]. Therefore in this paper, we only consider the first type. The charac-

ter device file /dev/random, the system call getrandom, and the kernel inter-

face get_random bytes are the first type generators. The /dev/random and the
getrandom use the function get_random bytes_user to generate random bits.

The get_random bytes kernel interface uses the function get_random bytes to
generate random bits. These generators can produce random bits only if accu-
mulated entropy is more than 256-bit.

THE MODELING OF THE RANDOM BIT GENERATION. We put keys kpase, ckeyy,

.., ckey~, and flags G_flagy, ..., G_flagy in the state S where C' is the num-
ber of the CPUs. In the Algorithm [ two random bit generation functions
get_random bytes and get_random_bytes_user are modeled as nexty amd next,.
We depict the two functions in the Figure[3|(c) and (d).

4.3 Syntax of Linux DRBG in Robustness Model

From the previous subsection, we establish the state of the Linux DRBG. Build-
ing upon this state, we present the syntax of Linux DRBG, which constitutes
our model of the operation of Linux DRBG.

4.3.1 Internal State We define the internal state of the Linux DRBG S as
follows:

S = (h; t7 I‘nexh I(basez CkeY17 Ty Ckeyc’> G,flagh Tty G,flagc)

where C' is the number of available CPUs. A description of each element in the
state S is as follows:

— h € {0,1}": a value that is updated by the compression function of the
BLAKEZ2s,

— t €{0,1}"/*: a counter of the BLAKE2s,

— knext € {0,1}": a key of the BLAKEZ2s,

— kpase € {0,1}": a key of the ChaCha20 that is used to produce CPU-specific
keys ckeyy, ..., ckey.,
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Fig.3: Components of Linux-DRBG. States are defined in Section and B,

CB and COMP are defined in Section
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Algorithm 4 Syntax of the Linux DRBG

,_.
e

setup:e > S
Procedure setup()
S.h < const; S.t + 0

: return S

refresh, : S x ({0,1}*")* - S
Procedure refresh,[E](S, I)
if Skpext # € then
I+ 0" Sknext || I
S Knext < €
(I,....I) &1
for i <+ 1to ¢ do
S.h < B(S.h,St+1i-2n,1;)
St St+ |1
return S

nexty : S x {0,1}* x {0,1}1°8(¢) —
S x{0,1}*
Procedure nexty[](S, len, nepy)
if S.G,flagncpu =1 then
tmp < CB[7](S.Kpase, 0, 2n)
S.kbase || S.ckey,, . < tmp
S.Gflag,,, <0

k < S.ckey, .
tmp + CB[W](S.ckeymw ,0,2n)
S.ckey,,  , |lout < tmp

B« CBJn](k,1,len — n)

out < (out || B)[0 : len — 1]
return (S, out)

H
@

refreshs : S x {0,1}* x {0,1}" —» S
Procedure refresh¢[E](S, I, I p.,)
if S.kkpext # € then

I+~ 0" Sknext | I

k < COMPI[E](S.t,S.h,I)

Lopy = 0" || K || Zepu [| 0571

S.knext <~ COMP[E](0, const, I.py||
0)

S.-kpase < COMP[E](0, const, Iepy|
1)

S.h < const; S.t < 2n

S.GAflag; <+ 1; S.Gflagy < 1; -+
S.GAlagy + 1

return S

next, : S x {0,1}* x {0, 1}1°s(©)
S x{0,1}*
Procedure next,[7](S, len, nepy)
if 5.Gflag, , =1 then
tmp < CB[7](S.Kpase, 0, 21n)
S Kpase || S.ckeyncm <~ tmp
S.Gflag,,_, + 0

tmp < CB[r](S.ckey,, .0,2n)
S.ckey, . | k< tmp 4
if len § n then

return (S, k[0 : len — 1])
out < (CB[r](k,1,1len))[0 : len — 1]
return (5, out)

ckey, € {0,1}": a key of the ChaCha20 that is used to produce random bits

in the i-th CPU,

G_flag; € {0,1}: a flag that indicates whether ckey, needs to be updated by

using kpase Or not.

We define a set of states as

S =1{0,1}" x {0,1}"/* x {0,1}" x {0,1}" x ({0,1}")¢ x ({0,1})°.
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MODELING THE BLAKE2S STATE. The compression function of BLAKE2s up-
dates S.h € {0,1}", and S.t € {0,1}"/* serves as an input to BLAKE2s, accu-
mulating the bit length of the input compressed. In Linux, BLAKE2s maintains
a buffer and finalization flag in its state. The value to be compressed is stored
in the buffer, and when Linux DRBG reseeds, it initializes BLAKE2s’ state
and places a key in the buffer. We eliminated the buffer from S and stored the
BLAKE2s key in S.knext- By saving S.knpext, we can simulate BLAKE2s without
the buffer. For the finalization flag in Linux, we explicitly incorporate it into the
COMP in the Algorithm

MODELING THE CHACHA20 STATE. The final output of the BLAKE2s serves as

the key for the ChaCha20, denoted as S.kpase € {0,1}". To leverage a multi-core
system, each CPU has its ChaCha20 states. Their keys are stored in ckeyy, ..., ckey, €
{0,1}", where C represents the maximum available CPU number. When Linux
DRBG is asked to produce pseudorandom outputs, it determines whether the

i-th CPU ChaCha20’s key needs to be updated by using S.kpase or not based on
G-flag;,...,Gflag~ € {0,1}. If G_flag, = 1, then it needs to be updated using
S.kpase. Otherwise, it is updated using old S.ckey;.

4.3.2 Linux DRBG Syntax We align the Linux DRBG with the syntax of
the PRNG used in the robustness model [ITJ9]. The syntax of the Linux DRBG
is detailed in Algorithm [4] Additionally, we illustrate the operations of each
function in Figure

— setup(): This algorithm produces an initial Linux DRBG state S.

— refresh,[E](S, I): Given a mappable weakly ideal cipher E, the state S and
a variable length entropy input I, refresh, compresses the entropy input I
and store it to S.h.

— refresh¢[E](S, I, Iopy,): Given a mappable weakly ideal cipher E, the state
S, a variable length entropy input I, and a fixed n-bit input Iy, refresh¢
compresses I and I, to generate two keys S.knext and S.kpsse. Note that
refreshs uses fixed constant const for compression. The const is defined as
follows:

const < IV
const[0: n/8 — 1] « const[0:n/8 —1] & (07| 1|07 || 1 ]| 0™/~ |n << 8|n).

where the IV is the fixed constant from the BLAKE2s, and | is the bit-wise
OR operation. S.kpex is used in later calls to refresh, or refreshs. S.kpace is
used to generate random bits through nexty or next,. The refreshs also sets
flags S.G flag,, ..., S.G flag,.

— nexty[7](S, len, nepy): Given a random permutation 7, the state S, a required
output length len, and a CPU number n.y,,, nexty generates len-bit random
bits using S.ckeyncpu in the nepy-th CPU. If a S.G,ﬂagncpu is set, then nexty
updates S.ckeyncpu by using S.kpase- Otherwise, nexty updates S.ckeyncpu by
its old S.ckey,, .
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— next, [7](S, len, nepy): This algorithm works similar to the nexty. The nexty
directly uses S.ckeyncp“ to produce random bits. But the next, first produces
a temporary key k, then it produces random bits using the k.

5 Robustness Proof

5.1 Linux-DRBG Robustness Game

Algorithm 5 Oracles for Linux-DRBG Seedless Robustness Game

Procedure INIT()

1: b5 {0,1},c«0
2:
3: S « setup()
4: return (E,7)

Procedure REF,[E](1,7)
1: S « refresh, [E](S,I); c+c+
2: return vy

Procedure RORy[7](len, nepy)
1: (S, y1) < nexty[7](S, len, nepy)
2: if ¢ < X or ready = 0 then
3: ¢ < 0; ready < 0; return y;
4: yo < {0, 1}en
5: return y,

Procedure GET();
1: ¢ < 0; ready < 0; return S

Procedure E(k,x)
1: return E(k, z)

Procedure 7(x)
1: return 7(x)

E g I1nw(2n, 20, K, W, sum, Waum), T <—g Perm(2n)

Procedure REF¢[E|(I,, Icpu)
S « refresh¢[E](S, I, I.py)
cc+vy
if ¢ > )\ then

ready < 1
else

c+0
return vy

Procedure ROR[7|(len, nepy)
(S,y1) < next,[7](S, len, nepy)
if ¢ < X or ready = 0 then

¢ < 0; ready < 0; return 3
Yo < {0,1}len
return y,

Procedure SET(S*)

0 S« 5% ¢« 0;ready < 0

Procedure E~1(k,y)
return E~1(k,y)

Procedure 77 1(y)
return 7~ 1(y)
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DIFFERENCE FROM THE GENERAL DRBG MODEL. From procedures in Algo-
rithm [d] we can define robustness oracles for Linux-DRBG in Algorithm [5] Note
that there are several differences from oracles in Algotihm [I] as follows.

The refresh oracle is divided into REF, and REF; since Linux-DRBG accu-
mulates the entropy gradually.

If REF; is invoked without sufficient entropy, it sets ¢ to 0. Therefore, it is
essential to supply sufficient entropy in a single REF¢ call. This assumption
is substantiated by the observation that, after system boot, Linux-DRBG
invokes crng reseed (equivalent to REFy) only if sufficient entropy is ac-
cumulated in its state. Also, after sufficient entropy is accumulated, Linux
invokes crng_reseed every 60 seconds. After a sufficient amount of time has
passed since the Linux system booted, it can be considered that 60 seconds
is sufficient for accumulating enough entropy. Considering this behavior of
Linux, even when a Seedless adversary attempts to leak the state of the
DRBG, Linux DRBG can be assumed to accumulate sufficient entropy with
a single invocation of REF;. Therefore, REF; can be modeled always to
receive inputs with sufficient entropy.

There are two ROR oracles, RORyx and ROR,,.

The ROR oracles do not work correctly if ready = 0, which means at least
one REF; call after entropy drain(will be defined in this section) is required.
RORjy and ROR,, requires the number of CPU to generate random bits, and
the process varies whether S.G,flagncpu is 0 or 1.

Since Linux-DRBG uses two cryptographic primitives, the mappable weakly
ideal cipher F and the random permutation 7, and they allow inverse query,
there exist four primitive query oracles for Linux-DRBG. E. E~1, 7, 7!
are that.

With the above definition, the procedure for Linux-DRBG Robust Game is

described as follows.

Linux-DRBG Robustness Game.

1.
2.

Oracle runs INIT() procedure.

Adversary A, queries RORy, ROR,, GET, SET, E, E~!, 7 and 7. A;
queries REF, and REF¢. All query orders are free and can be done multiple
times.

Ay outputs V' € {0,1}, if ¥’ = b, A wins.

ENTROPY DRAIN. We define entropy drains, which are events that make the
DRBG lose its entropy by giving some information to the adversary. The follow-
ing events are called entropy drains:

Exactly after INIT,
Calling oracles to GET or SET,
Calling an oracle RORy, or ROR,, when ¢ < X or ready = 0.
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For convenient notation, we denote an entropy drain as ED from now on.

CANONICAL ADVERSARY: An adversary A is called canonical if it follow the
conditions below:

1. As queries RORy or ROR, only when ¢ > A and ready = 1.

2. Ay queries RORyg or ROR,, only when the last construction query made by
.Al is REFf.

3. A; does not query REF, consecutively.

4. Between the last entropy drain and the first RORy or ROR,, query thereafter,
As does not query GET and SET in situations where ¢ > 0.

5. Between the last entropy drain and the first RORy or ROR,, query thereafter,
Aji does not query REF,.

We claim that we can assume the Linux-DRBG Robustness adversary A is canon-
ical. This assumption comes from the fact that the only difference between b = 0
and b = 1 is in RORy or ROR,, when ¢ > X\ and ready = 1, and REF, only
accumulate entropy, and REF; is required to transfer the accumulated entropy
to S.Kpase, the state used in RORy or ROR,,. Therefore, for any adversary A that
violates the above condition, one can construct canonical adversary A’ using A
holding or simulating queries made by A appropriately. The strategy of A’ is
like below.

— If A violates condition 1 or 4, A’ can easily simulate the query with primitive
queries, because in that case the ideal world and real world behaviors are
same.

— If A violates one of condition 2,3,5, A’ just simply store REF, queries after
the last REF; query. Then when A queries GET or REF¢, A’ can concatenate
the queries into a REF, or REF;.

Therefore it is reasonable to assume the Linux-DRBG Robustness adversary A
is canonical.

5.2 Robustness Proof

The robustness advantage of the Linux DRBG is upper bounded in Theorem[I] In
the statement of Theorem[I] REF (resp. ROR) calls mean REF; and REF, (resp.
RORy and ROR,,) calls.

Theorem 1. Let A be a \-legitimate robustness game adversary that makes p
primitive query, g1 REF query, g ROR query, {1 mazimum number of entropy
input block in a single REF call, {5 mazimum number of output block in a single
ROR call, o1 total number of entropy input blocks in every REF | and oy total
number of output blocks in every ROR. Let Adv,op(p,q1,q2,41,42,01,02,X) be
the advantage upper bound of all possible adversaries A. If p+3q1 + 201 < 2771,
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the following inequality holds.

Advrob(p7 q1, q27£1)£270170‘2a )‘)

42q1 | 8qolo(p+2q2 + Lo +02) | 8qi(p+3q1 + 01)
— 20.5n 22n + 2>\

i 2p(p + 8q2 + 27q1 + 201) + 2q1(72q1 + 201 + 3107 + 2) + 4g2(8q2 + 402 + 1) + 40?

2n

4201  803(p+402)  8o1(p+401)
<
— 920.5n 22n 2
N 2p* + 201 (29p + 1070 + 2) + 4o2(4p + 1202 + 1)
2n '

Let Sp (resp. S1) be a system of ideal (resp. real) world robustness oracles.
In the INIT in Algorithm [5} if b = 0 (resp. b = 1), then the system of oracles is
So (resp. S1). Note that the only differences between Sy and S are the return
values of oracles RORy and ROR,,. If in Sy (resp. S1), they return yq (resp. y1)
when ¢ > A and ready = 1.

METHODOLOGY OF THE PROOF. Our proof involves dividing the robustness dis-
tinguish game into subgames, proving the security of each, and then combining
them. The subgames consist of the M-EXT game, which describes the distin-
guish game for REF calls, the pREF, game, the pREF; game, and the distinguish
games for ROR calls, which include the bRORy game, bROR,, cRORy game,
and cROR,, game. In the text, we first define the hybrid world .S}, for convenience
of proof, ensuring that the state updates uniformly randomly when accumulated
entropy ¢ > A [16]. Subsequently, we define each subgame and its adversarial ad-
vantages, then claim Lemma [3] through game hopping with intermediate worlds
that can apply each subgame, and prove the security of each subgame to prove
Theorem [1] ultimately.

Among the subgames, the M-EXT game allows multiple M-EXT calls, dif-
fering from other subgames and previous proof methods that divided robustness
into recovering security and preserving security [TIIT2I9)23]. Using the traditional
method of splitting into several games with a single M-EXT call would result in
each game’s advantage having a p? /2" term, and when gathering these, a p?q; /2"
term would emerge, and we only could prove O(2"/?3) security for Linux-DRBG.
In contrast, the M-EXT game, by allowing multiple M-EXT calls, eliminates the
need to gather security bound, leading to O(2"/?) security as shown in (, and
ultimately, we could prove that Linux-DRBG is secure up to O(min(2"/2,2*/2))
adversarial queries. We believe this technique could be applied to other DRBGs
as well, potentially helping to raise their security upper bounds.

We denote A 4(Sp, S1) for a seedless robustness distinguishing advantage of
So and Sy for an adversary A satisfying conditions in Theorem [I] Let Sj, be a
system of hybrid words that contains oracle REF,*, REF;*, ROR* and ROR,*
in Algorithm [6] instead of REF,, REFf, RORy and ROR,, in Algorithm [5} That
means, when ¢ > \, Sy outputs bit outputs randomly but updates its state with
Linux-DRBG algotirhm, and S; outputs bit outputs and updates its state with
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Algorithm 6 Oracles for the hybrid world

Procedure REF,"(I,7) Procedure REF;" (1,7, Iopy)
1: ¢+ ¢+~ //Update c first. 1: ¢ « ¢+ //Update c first.
2: if ¢ < X then 2: if ¢ < X then
3: S < refresh,[E](S, I) 3: S « refresh¢[E](S, I, I py)
4: else 4: else
5: S.h +g {0,1}" 5: Knext <3 {0,1}"
6: St <+ St+len 6: S Kpase ¢ {0,1}"
7: return vy T S.h  const
8: S.it+ 2n
9: ready < 1
10: S.G_flag; < 1; S.Gflagy, «+ 1;
<3 S.Gflagp 1
11: return vy
Procedure RORy™[7](len, nepy) Procedure ROR,,*[r](len, nepy,)
1: if ¢ < X or ready = 0 then 1: if ¢ < X or ready = 0 then
2: (S, y) < nexty[7](S, len, nepy) 2: (S,y) < nexty[7](S, len, nepy)
3: c < 0; ready < 0 3: ¢+ 0; ready < 0
4: else 4: else
5: if S.Gflag, , =1 then 5: if 5.Gflag,, , =1 then
6: S.Kpase 3 {0, 1}" 6: S.Kpase <3 {O, 1}”
7 S.Gflag, , <0 T S.GAflag, , <0
8: S.ckey,, . | y <5 {0, 1}ntlen 8: S.ckey,,, . | y <5 {0, 1}ntlen
9: return y 9: return y

Linux-DRBG algotirhm, S} outputs bit outputs and updates its state randomly.
Then, by the triangle inequality, the following holds:

AA(S(),Sl) g AA<SO7Sh)+AA(Sh351)' (1)

With , the following lemma holds.

Lemma 2. In a distinguishing game, b € {0, 1} is uniformly randomly chosen to
select one of two worlds. For A4(Sh,So), if b =0 then Sy, is selected. Otherwise,
So is selected. For Ay (Sk,S1), if b = 0 then Sy is selected. Otherwise, Sy is
selected. Then for any robustness adversary A, there exists A’ that satisfies the
following.

AA(Sh, So) < A (Sh, S1)-

Proof. We can construct a distinguishing adversary A’ between Sj, and S; using
an Sp and S, distinguishing adversary A as a subalgorithm. A" passes oracle
queries of A to its oracles and just returns results to A except when A queries
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RORy or ROR,, and conditions ¢ > A and ready = 1 hold. If A queries RORy
or ROR, and conditions ¢ > A and ready = 1 hold, then A’ randomly picks a
bitstring and returns it to A. If b = 0, then A’ perfectly simulates S, to A, and
if b = 1, then A’ perfectly simulates Sy to A. Finally, A’ outputs &', which is the
final output of A.

Hence, the following holds:
A4(So,51) < 2A4/(Sh, S1)-

Therefore, we only need to upper bound A 4/ (Sp, S1).

5.2.1 Games for Robustness Proof. To upper bound A 4/ (S}, S1), we sub-
stitute oracles used in S7 to oracles used in S;, using the game hopping technique.
We employ subgames for each substitution. The subgames are M-EXT game,
pREF, game, pREF; game, bRORy game, bROR,, game, cRORy game, cROR,
game. The former 3 sub games are necessary to substitute REF, or REF ¢ with
REF; or REF}, the latter 4 sub games are necessary to substitute RORy or
ROR, with RORy or ROR,*. One can see how the following subgames are used
to prove Theorem [I] via Lemma

With oracles in Algorithm [7} M-EXT game, pREF, game, pREF; game pro-
cesses are defined like below.

M-EXT game.

1. Oracle runs INIT() procedure.
2. Adversary A, queries £, E~! and A; queries

M-EXT[E](inc, ha, I, I ¢p,) multiple times, and gets the output.
3. Adversary outputs b’ € {0, 1}, if ¥’ = b, adversary wins.

pREF, game.

1. Oracle runs INIT() procedure.

2. Adversary A, queries E, E~! multiple time and A; queries pREF,[E](I)
once, and get returned value. Note that the order of queries is not specified.

3. Adversary outputs b’ € {0,1}, if ¥’ = b, adversary wins.

pREF; game.

1. Oracle runs INIT() procedure.

2. Adversary A; queries FE,E~! multiple time and A; queries
pREF¢[E](I,I p,) once, and get returned value. Note that the order
of queries is not specified.

3. Adversary outputs b’ € {0,1}, if ¥ = b, adversary wins.
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Algorithm 7 Oracles for refresh sub Games

Procedure INIT()
1: b <—g {0, ].}
2: E g I, (20, 2n, IC, W, sum, Weum)
3: k+g{0,1}" //No usage in M-EXT game

Procedure M-EXT[E](inc, h1, 1,1 cpy)

1: if b =0 then
2: s+ {0,1}2"
3: else
4k + COMPIE|(inc, hy,I)
5: Lepu = 0" || K || Zepu [| 0571
6: sg, < COMP[E](0, const, Iy, || 0)
7 sg < COMPIE](0, const, Iop, || 1)
8: s+ s sr
9: return (inc, hq,s)
Procedure pREF,[E](]) Procedure pREF{[E|(I, 1 cpy)
1: if b =0 then 1: if b =0 then
2: h<+g{0,1}" 2: s+¢g{0,1}*"
3: else 3: else
4: Ip < 0™ Kk 4: y<k
5: (I1,...,1p) (21] 5: y < COMP[E](0, const, 0" ||y ||
6: h < const I)
7: for i < 0 to £ do 6: Lepu < 0™ [y || Lepu [| 071
8: h < B[E|(h,(i+1)-2n,1) T ) sy <= COMP[E](0, const, Lpy ||
9: return h 8: sr <= COMP[E](0, const, Iopy ||
1)
9: s« sl sr

10: return s

And define some values like below.

— AdvyiexT(p, ¢, 0, A) : The advantage upper bound against any A-legitimate
adversary A that makes at most p queries to E or E~1, ¢ queries to M-EXT,
and the total length of entropy input [ is less than 2no bits.

— Advyrer, (p, £) : The advantage upper bound against any adversary A that
makes at most p queries to £ or E~!, entropy input I'’s length for pREF,
is less than 2nf bits.

— Advyrer, (p, £) : The advantage upper bound against any adversary A that
makes at most p queries to E or E~!, r entropy input blocks to pREF;, and
the input block I and I .p,’s length is less than 2n¢ bits.
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Algorithm 8 Oracles for Base ROR subgames

Procedure INIT()
kbase <3 {07 1}n

2: b+« {0,1}

— =
= O

m g Perm(2n)

Procedure bRORy[r](len)

if b =0 then
Yo < {0’1}len+2n
return yg

else
kbaseHc—key «— CB[W](kbasm 0, 2”)
k < c_key
c_key || y1 < CB[n](c-key, 0,2n)
B + CBIn|(k,1,len — n)
i<y || B
y1 < 1[0 : len — 1]
return Ky, || c_key || y1

©

10:
11:

Procedure bROR, [7](len)
if b =0 then
Yo < {0’1}len+2n
return yg
else
I‘baseHkaey A CB[ﬂ-](kbasea 0, 2”)
c_key || k < CB[r](c_key,0,2n)
if len < n then
return kpase || c_key || k[0 :
len — 1]
y1 < CBx](k,1,len)
y1 < y1[0 : len — 1]
return Kpaee || c_key || y1

Algorithm 9 Oracles for CPU ROR subgames

Procedure INIT()
c_key <5 {0,1}"

2: b+« {0,1}

—_
e

7 g Perm(2n)

Procedure cRORy[r](len)
if b =0 then
Yo <3 {0,1}len+2n
return yo
else
k < c_key
ckey || y1 < CBJw](c_key, 0,2n)
B + CBIn|(k,1,len — n)
y1 <y || B
y1 < y1[0 : len — 1]
return kpae || c_key || y1

%

10:

Procedure cROR,[7](len)
if b =0 then
Yo g {071}len+2n
return yg
else
c_key || k < CB[r](c_key, 0, 2n)
if len < n then
return kpase || c_key || k[0 :
len — 1]
y1 < CBJn](k,1,len)
y1 < 1[0 : len — 1]
return Kpaee || c_key || y1

With oracles in Algorithm[8|and in Algorithm[9] we can define bRORy game,
bROR, and cRORy game, cROR,, game processes like below.
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bRORy game.(z € {k,u})

1. Oracle runs INIT() procedure.

2. Adversary As queries 7, 7~ multiple time and queries bROR[7](len) once,
and get returned value. Note that the order of queries is not specified.

3. Adversary outputs b’ € {0,1}, if ¥ = b, adversary wins.

cRORy game.(z € {k,u})

1. Oracle runs INIT() procedure.

2. Adversary A queries m, w7~ multiple time and queries cROR[7](len) once,
and get returned value. Note that the order of queries is not specified.

3. Adversary outputs b’ € {0,1}, if ¥ = b, adversary wins.

And for all O € {bRORy, bROR,, cRORy, cROR,}, let Advp(p,£) be the
advantage upper bound against any adversary A that makes at most p queries
to m or w1, inputs 2n¢ to O.

After hopping every game, we obtain the upper bound of A4(Sy,S1). The
result is presented in the Lemma [3]

Lemma 3. For any \-legitimate robustness adversary A satisfying conditions
in Theorem/[], the following holds.

A (S0, S51) <2A4(Sy, S1)

< 2AdvmexT(P+ 301 +01,¢1,01,A)

+2¢1 (Advprer, (p + 3¢1 + 01, 01) + Advprer, (p + 31 + 01, 41))
+2q2 (AdvproR, (P + 292 + 02, f2) + AdVcroRr, (P + 2¢2 + 02, (2))
+ 2¢2 (AdvproR, (P + 292 + 02, 02) + AdVeroR, (P + 2¢2 + 02, (2)) .

The proof of Lemma [3]is deferred to Section [5.3] Now, it remains to calculate
the advantage of the subgames introduced in Lemma [3] This is summarized in
Lemma [
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Lemma 4. Ifp+0 <2 ! and p+ ¢ < 2771, the following inequalities hold:

9pg+4qo +0?  9¢  p*  dpg

AdvyexT(p,g,0,A) < on 50 5m + o + o (2)
Advyrpr, (p,0) < 52 + 2% + e (3)
AdvrEF, (P, ) < fo + K;Q + 20?5,1, (4)
Adviron, (0) < 2 @fp , (5)
Adveron, () < £+ EE. (6)
Advygor, (p, ) < ! ;3]) 622;@, (7)
Adv gror, (p,f) < ;f 522;@' (8)

The proof of Lemma [4] is deferred to Section

5.3 Proof of Lemma [3]

To upper bound A 4(Sy, S1), we substitute oracles used in S7 to oracles used in
Sy, using the game hopping technique. To substitute the first REF¢ query after
ED, we define a system R. Define R as a system based on S;. The only difference
between R and S; is that the first REF; query after ED is REF¢™ in R. By the
triangle inequality, the following holds:

A_A(Sh,Sl) SAA(Sh,R)-i-AA(R,Sl). (9)
To upper bound A 4(S,S1) in @, we first upper bound A4 (R, S1) in Lemma
Lemma 5. Ay (R, S1) < Advyiexr(p+ 3q1 +01,7,01, A).

Proof. M-EXT game adversary A" = (A], A}) can be constructed using R and
Sy distinguishing adversary A = (A1, As) by answering queries of A as follows.
First A’ get access to oracles for F and E~! from M-EXT game, and then
prepares for simulation as follows:

— ¢+ 0, ready < 0, m g Perm(2n), S « setup().
Then, A’ handles queries of A as follows:

— REF{[E](I,7, Iepy): If this query is the first REF; query after ED, then A}
first checks S.kpext 7 €. If S-knext 7 €, then A} sets I as follows:

I+ 0" S-knext || L.

After considering S.Knext, A} queries (S.t,S.h, I, I p,) to the M-EXT. Then
Al gets its return value (inc, h1,s = sp, || sg). Then, A" updates



28 Woohyuk Chung, Hwigyeom Kim, Jooyoung Lee, and Yeongmin Lee

® SKnext < S, S.h < const, S.t <+ 2n, S.kpase < SR,

o S.Gflag, + 1, S.Gflagy < 1, ---, S.G_flag + 1.

Y, gives estimated entropy 7 to Ay. Finally, A’ sets ¢ - ¢+ v and sets
ready < 1. Note that A} does not give more information to Aj than A;
gives to As. Therefore, if A; is legitimate then A} is legitimate.

— E and E71: A’ queries to the E and E~! oracles of the M-EXT game. Then
returns the value to A.

— Other queries: A’ properly simulates the queries. Note that A’ needs to query
E or E~! at most 3¢q; + o1 times to simulate REF, and REF; itself.

Finally, A" outputs the final output of A. If a random coin b of the M-EXT game
is 0, then A’ simulates R to A. Otherwise A’ simulates S; to A.

To upper bound A4(Sk, R) in @D, we define a system T; for i = 0,...,q;.
The system Tj is equal to R. The system T;,1 is defined based on T;. The only
difference between T; and T;1; is that T;;q uses REF¢™ instead of (i + 1)-th
REF¢ query. Then the following holds by the triangle inequality:

q1—1
A.A(S}HR) < Z AA(ﬂvTi+1)+AA(Sh7T(11)' (10)
i=0
To derive an upper bound of A 4(Sp, R) in , we first upper bound A4 (T;, Tj+1)
for i =0,...,¢1 — 1 in Lemmal6]

Lemma 6. For alli=0,...,q1 — 1, the following holds:
ATy, Tiv1) < Advprer, (p + 31 + 01, 41).

Proof. We construct pREF¢ adversary A’ as follows. First A’ get access to oracles
for E and E~! from pREF; game, and then prepares for simulation as follows:

— ¢+ 0, ready + 0, m <—g Perm(2n), S + setup().
Then, A’ handles queries of A as follows:

— REF{[E|(I,7, Iepy): If this query is the (i +1)-th REFy, then Aj first checks
S.knext # €. If S-kpext # €, then A] sets I as follows:

I+ 0" Sknext || I.

After considering S.Knext, A} queries (I, Icp,) to the pREF. Then Aj gets
its return value s = s, || sg. Then, A" updates
® SKnext < 81, S.h < const, S.t < 2n, S.kpase < SR,
o 5.Gflag, + 1, S.Gflagy < 1, ---, S.Gflag~ + 1.
Al gives estimated entropy 7 to As. Finally, A’ sets ¢ < ¢+ 7.
— E and E7': A’ queries to the E and E~! oracles of the pREF; game. Then
returns the value to A.
— Other queries: A’ properly simulates the queries. Note that A’ needs to query
E or E~! at most 3q; + o; times to simulate REF, and REF; itself.
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Finally, A’ outputs the final output of A. If a random coin b of the pREF; game
is 0, then A’ simulates T;41 to A. Otherwise A’ simulates T; to A. Hence, the
following holds:

AA(T;, Tig1) < Advprer, (p+ 31 + 01, 41).

To upper bound A4 (S, T,) in , we define a system W, fori =0,...,q;.
The system Wy is equal to T;.. The system W;; is defined based on W;. The only
difference between W; and W, is that W, 11 uses REF,” instead of (i 4+ 1)-th
REF, query. Then the following holds by the triangle inequality:

r—1

AA(Sh, T;) < Z Aa(Wi, Wis1) + Aa(Sp, Wr). (11)
i=0

To derive an upper bound of A 4(Sp,T;) in , we upper bound A4 (W;, Wiy1)
for i =0,...,¢1 — 1 in Lemmal7}

Lemma 7. For alli=0,...,q1 — 1, the following holds:
Au(Wi, Wiy1) < Advprer, (p + 31 + 01, 41).

Proof. We construct pREF, adversary A’ as follows. First A’ gets access to
oracles for F and E~! from pREF, game, and then prepares for simulation as
follows:

— ¢+ 0, ready + 0, m <—g Perm(2n), S + setup().
Then, A’ handles queries of A as follows:

— REF,L[E](I,7): If this query is the (i + 1)-th REF, then A} first checks
S.Kknext # €. If S-kpext # €, then A sets I as follows:

I+ 0" Sknext || I.

After considering S.kpext, A} queries I to the pREF,. Then A} gets its return
value h. A’ calculates £ which is block length of I as the following:

2n

(Iy,....I;) &~ 1.

Then, A’ updates
o Sh+ h, St+ St+ ({+2) 2n.
A, gives estimated entropy v to As. Finally, A’ sets ¢ < ¢+ 7.
— E and E~!: A’ queries to the E and E~! oracles of the pREF, game. Then
returns the value to A.
— Other queries: A’ properly simulates the queries. Note that A’ needs to query
E or E~! at most 3¢q; + o1 times to simulate REF, and REF; itself.

Finally, A’ outputs the final output of A. If a random coin b of the pREF, game
is 0, then A’ simulates W, to A. Otherwise A’ simulates W; to A. Hence, the
following holds:

AA(Wi, Wit1) < Advprer, (p+ 3¢1 + 01, 41)
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Now we need to derive an upper bound of A 4(W,., Sy) in . Note that the
differences between the two systems are usage of ROR or ROR™. To substitute
ROR to ROR*, we define a system Hf fori =0,...,q2. Let HOC = W,.. Because
Linux DRBG uses a multi-core system, we need to define worlds as follows:

— HP" :if i-th ROR is ROR[x](len, nep,) with S.GAflag,,,, =1, then it runs
ROR*[7](len, nepy). Otherwise, it works like HE ;.

B . if i-th ROR is RORy[7](len, nepy,) with 5.GAflag,, ,, =1, then it runs
ROR,,*[7](len, nepy ). Otherwise, it works like HP™.
— HE™ :if i-th ROR is RORy[7](len, nepy) with S.Gflag,,, =0, then it runs
RORy*[7](len, nepy). Otherwise, it works like HP.

¢ ¢ if i-th ROR is RORy[7](len, nepy) with S.G flag,, =0, then it runs
ROR,*[7](len, nepy ). Otherwise, it works like HE™.

Then the following holds by the triangle inequality:

q—
A(Sn, W, Z (H HE). (12)

i=0
Note that HqC Sh.
To bound A4(HE, HS, ), we use the triangle inequality as follows:
AL(HE H ) < Aa(HE HER) + Aa(HES HE )
+AAHE HES) + Aa(HES HE ).
First, we upper bound A4(HE, Hﬁ_’i)
Lemma 8. Fori=0,...,q2 — 1, the following holds:

A4(HE HEY) < Adviror, (p + 2¢2 + 02, 02).

Proof. HE and HPB" have different behaviors only when the (i + 1)-th ROR
is RORk[7](len, nepy) with S.Gflag, =~ = 1. So we assume (i + 1)-th ROR is
RORk[r](len, nepy,) with S.G flagn = 1. We can construct bRORy game ad-

versary A’ using HE and HE il dlstlngmshlng adversary A as follows. First, A’
get access to oracleb for 7 and 7~! from bRORy game, and then prepares for
simulation as follows:

— ¢+ 0, ready « 0, E +g IT,,(2n,2n, K, W), S + setup().
then A’ handles queries of A as follows:

— (i + 1)-th RORx[n](len, nepy): A’ queries len to bRORk game and gets its
return value y. A’ partitions y as follows.

Kpase|[c-key||y" « y.

A’ updates the state S as S.kpase < Kpase and
S.ckeyy,,, < c-key. Then give y* to A.
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— 7 and 7~ ': A’ queries to the m and 7~ ! oracles of the bBRORy game. Then
returns the value to A.

— Other queries: A’ simulates the query to A. Note that A’ needs to query =
or 7! at most 2¢gs + o5 times to simulate RORy and ROR,, itself.

Finally, A’ outputs the final output of A. If a random coin b of bRORy game is
0, then A’ simulates HZ"; to A. Otherwise, A’ simulates HC to A.

Now we upper bound A 4(HEZ", HE).
Lemma 9. A4 (HP" HP) < Adviror, (p + 2¢2 + 02, £2).
Proof. HP and HP™ have different behaviors only when the i-th ROR is
RORu[m](len, nepu) with S.Gflag, =~ = 1. So we assume i-th ROR is the case.
Then this lemma can be proved similarly to the Lemma [8] The only difference
is for i-th ROR,, call, A’ queries to bROR,, instead of bROR.

Now we upper bound A4 (HZ, HE™).
Lemma 10. AA(HZB, Hzcn) S AchRORk(p + ZQQ + OQ,EQ).

Proof. HP and HE™ have different behaviors only when i-th ROR call is
ROR[7](len, nepy) with S.Gflag, .~ = 0. So we assume i-th ROR call is the

case. We can construct cRORy game adversary A’ using HiB and HE™ distin-
guishing adversary A as follows. First, A’ get access to oracles for 7 and 71
from cRORy game, and then prepares for simulation as follows:

— ¢+ 0,ready « 0, E g I1,,(2n,2n, L, W), S «+ setup().
then A’ handles queries of A as follows:
— i-th RORk[7|(len, nepy): A’ queries len to cRORy and gets its return value
y. A’ partitions y as follows.

c_key||ly* + y.

A’ updates the state S as S.ckey,, . < ckey. Then give y* to A.

— mand 7! A’ queries to the m and w1 oracles of the cRORy game. Then
returns the value to A.

— Other queries: A’ simulates the query to A. Note that A’ needs to query «
or 71 at most 2¢s + o9 times to simulate RORy and ROR,, itself.

Finally, A’ outputs the final output of A. If a random coin b of cRORy game is
0, then A" simulates HE™ to A. Otherwise, A’ simulates HP to A.

Finally, we upper bound A4(HE™, HE).
Lemma 11. A4 (HE", HE) < Adveror, (p + 2¢2 + 09, £2).

Proof. HE™ and HE have different behavior only when i-th ROR call is
RORy[7](len, nepu) with S.Gflag,, = 0. So we assume that i-th ROR call is
the case. This lemma can be proved similarly to the Lemma

With Lemma ol [7 Bl Ol and we can conclude the proof of

Lemma B
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5.4 Proof of Lemma [4]

5.4.1 Proof of Instead of proving the security of the whole pREF; game,
we first prove prf security of COMP function given the initial state S.kpex has
sufficient entropy, named COMP prf (CPRF) game described in Algorithm

Algorithm 10 Oracles for CPRF Game

Procedure INITY()
1: b<g {0,1}
¢ B g ILnw(2n, 2n, K, W, sum, Waym)
3k s {0, 1}n

N

Procedure CPRF[E]|(I)
: if b =0 then
z +¢ {0,1}"
else
z <~ COMP[E](0, const,0™ || k || I)

: return z

BANE > o

With oracles in Algorithm CPRF game process is defined like below.

CPRF game.

1. Oracle runs INIT() procedure.

2. Adversary A queries E, E~! multiple time and A; queries CPRF[E]([)
once, and get returned value. Note that the order of queries is not specified.

3. Adversary outputs b’ € {0,1}, if ¥ = b, adversary wins.

In the CPRF game, we can bound the adversary’s advantage using the fol-
lowing lemma.

Lemma 12. Let Advceprr(p,£) be the advantage upper bound against any ad-
versary A that makes at most p queries to E or E~1, entropy input I’s length
for CPRF is less than 2nl. If p+ £ < 2"~ and |Weum| < 2957, the following
inequality holds.

Ad )< —+ — :
veprr(pl) < o + on + 5051

Proof. Assume that As can obtain input I for CPRF query and k at the end of
the game. Note that additional information never degrades adversarial advan-
tage. Then the transcript 7 is defined as follows.

— The CPRF call input (I1,..., Is,len) where
len =1I|,

2n
(Il,...,Ig,hIé) — I,
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and I, = 02"="™ || I, where
rem = len — 2n([len/2n] — 1).

— The CPRF call output z.

— Query results for block cipher E, (k,x,y) and their set, subtranscript 7.
— Additionally returned k.

For the notational convenience, let 7, be (Io, I1,..., I, z) where Iy = 0™ || k.
Then, a transcript is the form of

T= (Tpv TQ)'

And let p; be the number of queries in 7, such that (-,- || (02 || (i + 1) - 2n ||
0"/*) @ IV,.) for 0 < i < £ — 1, p; be the number of queries in 7, such that
(-, - | (0™2 || 2n +len || 07/8 || 1™/8) @ IV, ), and T be the size of strong space for
E. Note that T > 22™ — 2™. We define a bad event like below.

— bad; : (In,const || (0"/2 || 2n || 0"/4) @ IV, ") € 7.
— bads : £ =0 and const ® z € Wsym.

Then, we can get the probability that a bad event happens in the ideal world.

Po
Pid [badl] S 27)

1
Pid [badQ] < 505n°

For any good transcript 7 = (7, 7,), we have

Pre [(7p: 74)]

Pid [(7p: 74)]

_ Pr[EFT]Pr[EF T, | EF 1)
n Pr[E t 7, Pr[2]

_ PrlEFT1, | EF 1

N 1/2n

For 0 < i </, we recursively define a random variable H; as
Hii1 = B[E](h;,2(i + 1)n, I;)
where Hy = const. We define the following events.

— FRESH; : (- Hy || (02| (i +1)-2n| 0™ @ IV, ) g1, for 1 <i<l—1.
— FRESH, : (-, Hy || (02 || len +2n || 0/3 | 1V®) @ IV, ") & 7,
— FREE, : H, & 2 ¢ Wesum-
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Then, we have two following inequalities.

i—1

pi27l

N Wi 27
sum
Pr _|FREE[ | EFF Tp AN ji\l FRESHJ S m7

)4
Pr | B'[E](H,, 2n + len,Ip) = z | EF 7, A | /\ FRESH; | A FREE,
j=0
2" —p—1{
— 2271

We can make a lower bound for good transcript probability with these two
inequalities.

Pre [(7p, Tq)]

Pid (7, 74)]

_ Pr[EFT, | EF 1)
- 1/2n

L
> 2" . Pr | FREE, A /\ FRESH,;

j=1

ErT,

L
Et 1, AFREE, A | /\ FRESH;

Jj=1

-Pr|EF 71,

-1 i—1
>2"- | [[Pr FRESHi‘EI—Tp/\ /\ FRESH;

i=1 j=1

£—1
EF 1A (/\ FRESHJ-N

i=1

J4
Et 7y A (/\ FRESHJ-> A FREEE]

=1

-1 n n n
> (1-% pi2 1 _ P2+ [Waum| 2 L Pt
T—p—(—-1 T—p—{(—-1 AL

=1

3p —2py + ¢ 2
>1- ( on + 20.5n) (13)

-Pr [FREEZ A FRESH,

-Pr | B'[E](Hg,2n + len, I;) = z

From bad probability and good probability, we can conclude the proof.
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And because |I.p,| = n, we can show below inequality with triangle inequal-
ity.
Advprer, (p,£) < Adveprr(p, £) + 2Adveprr(p, 1).
With this inequality and Lemma we can prove ([4)).

5.4.2 Proof of @ Instead of proving the security of the whole M-EXT game,
we first prove prf security of COMP function given the input to COMP has suf-
ficient entropy, named multi-entropy (M-ENT) game described in Algorithm

Algorithm 11 Oracles for Multi-Entropy Security Game

Procedure INITY()
1: bes {0,1}
2: E g Imw(2n,2n, K, W, sum, Weum)

Procedure M-ENT|[E](inc, h1,T)
: if b =0 then
y < {0,1}"
else
y < COMP[E](inc, h1,I)

: return (inc, hi,y)

AN IRl A o

With oracles in Algorithm M-ENT game process is defined like below.

M-ENT game.

1. Oracle runs INIT() procedure.
2. Adversary A, queries £, E~! and A; queries

M-ENT[E](inc, hy,I,len) multiple time, and get returned value.
3. Adversary outputs b’ € {0,1}, if ¥ = b, adversary wins.

The adversarial advantage for the M-ENT game is defined as follows.

— AdvyenT (D, t, 0, A) : The advantage upper bound against any A-legitimate
adversary A that makes at most p queries to E or E~1, t queries to M-ENT,
and the total length of entropy input I is less than 2no.

In the M-ENT game, we can bound the adversarial advantage using the
following lemma.

Lemma 13. If p+ o < 2"71, the following inequality holds:

2 2
p° 4+ 3pqg+ 2q0 + o 3q pq
AdVM-ENT(p7 q,0, )‘) S on + 20.5n + 27)\
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Proof. Assume that Ay can obtain inputs (inc, hy, I) for all M-ENT queries at
the end of the game. Note that additional information never degrades adversarial
advantage. Then the transcript 7 is defined as follows.

— The M-ENT call results, Q; = (inc, h{, I{, e ,Igj ,len’ y7) where ¢ is y-th
M-ENT call output and
len) = |Ij| ,

7 J 15 2n ;
(... 0 . 10) &~ 1,

and ] = 02"=rem || [ where
J J

rem = len? — 2n([len? /2n] — 1).

and /; is the block length for j-th entropy input I7. We denote 7, = (Q1, . . ., Qq)-
— query result for block cipher E, (k,z,y) and their set, subtranscript 7,.

The transcript is form of 7 = (7,, 7). Let p, be the number of queries in 7,
s.t. (- || (0™2 || w || 07/%) @ IV, ). Tt is obvious that Zi:?)lpu < p. Let T be the
size of strong space for E. Note that 7 > 22" — 2", For each Q;, define Z; like
below.

— The maximum number that satisfies (If, h | (02 | inct +i-2n | 04 @

IV, yl) € 7 for all 1 <i < £}, where h],; = TRSum(y/) ® h].

—If £f = ¢; — 1 and (Igj_,h;j I (07/2 | inc? + lend || OM/3 [ 1"/3) @ IV,-) € T,
where héj = TRSum(yzj_l) © hy_y, we let £ = (.

Then we define bad events for M-ENT game like below.

— bad; : there exist two distinct (k,z || -, y), (K',2’ || -,y’) € 7p such that z &
TRSum(y) = 2’ ® TRSum(y’). .

— bad) : forall 1 <i < ¢; —1, (I],h || (0"? || inc/ +i-2n| 0V D IV,y!) € T,
and (Igj,hii | (07/2 || ine? + len? || 0%/3 || 1/®) @ IV,-) € 7, where hl,, =
TRSum(y!) @ k! for 1 <4 < £; — 1. Namely, O=1l;.

— bads : there exists some j that satisfies £; — 5;- =1 and hf,:j Dy € Waum.

Then we can bound bad; probability like below.
on 2
T-1

2
pid [bad] < %

e

To bound pig |bad A ﬁbadl} , define a potential chain as the tuple (inc?, hl,--- b}, )
for some ¢, which satisfies for all 1 < i < £ —1, (- h || 0"/2 || inc/ + i - 2n ||
0"/4 yl) € 7, and (-, h) || 07/2 || inc? + (£ — 1)2n + 7 || 0"/8 || 1"/8,.) € 7,, where
hl = TRSum(y!)@h] for 1 <i < ¢;—1and 1 <t/ < 2n. Then assuming bad;
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doesn’t happen, which means there is no collision in 7, we can bound the num-
ber of potential chains as at most p. Therefore by the legitimacy of A, for any
7; = (7p, 74 \ Q;) that satisfies 7, doesn’t make bad; event and Z7, the random
variable about I7, we have

Pid {badéhj} < p-Pred(Z|7;).
Let I'; be the set of all possible 7; and gI; be the set of all possible 7; =

(1p, 7 \ @;) that satisfies 7, doesn’t make bad; event. Then with inequality
above, we can get below inequality.

Pid [badé A _‘badl} = Y pialr] - pia [badé /\ﬁbad1|7j}

TjGFj
= Z Pid [7;] - Pid [bad%hj}
TjegFj
< > pialrlp- Pred(Z|ry)
Ti€9Ly
i p
<p-Pred(Z7|T;) < ox
where 7; is random variable about 7.
And it is trivial that
q |Wsum| q
Pribad;] < — = = 55

Therefore we can bound bad event probability.

q
pia [bad] = pia [bad; v | \/ bad] | v bads
j=1

IN

a
pa [badi] + > pig [bad} A —bady | + pig [bads]
j=1
P pa, q
Son T ox T guen
For good transcript 7 = (7, 7,), we have

Pre [(7p: Tq)]
Pid [(7p, q)]

PrEF1)Pr(EF 14| EF 1)
- Pr[Et 7] Priyt, -,y
B PrEt 1, | Et 1))
N 1/2am
=2"Pr[EF7,| EF 7).
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For 1 < j < gq, ¢; <i < {, and any vf € {0,1}?", let V; be a tuple of
intermediate values (’Ul}’1+17 L p v?,ﬁl, ... 7027) that satisfies

y' = TRSum(v},) & hy,,

where hi , = TRSum(v}) & hf, with hy, ;= TRSum(y;, ) & hj,, for 1 <t < j.
For each Vj, we define a set Tg that contains:
— For1<t<jand ¥, <i<t —1,the tuple (It,ht | (02 || inct +i-2n ||
0"/4) @ IV, ).
— For 1 <t < j, the tuple (I} ,h} || (0"/2 ||inc! 4 lent || 0"/3 || 17/8) @ IV, v} ).

For the rest of the proof, we assume T;; as a pseudo-transcript, which means

E & 7} means for all (k,z,y) € 7, Ex(z) =y.
And let F]f be the set of all possible Tg that satisfies the following condition:

— For any g € {0,1}"/* and every distinct (k, k|| (0"/2 | g | 0) & IV, y), (K, 1/ ||
(02| g|l0) @ IV,y') € T, U], h® TRSum(y) # k' ® TRSum(y/').

By the definition of I'}, we can acknowledge that for any Tg elj, B+ TpUTg also
means E & (7,,Q1, - ,Q;). Let EF I'] be the event that there exists 7 € I
that satisfies £ F 7 with some abuse of notation. Then with I'} = ), we have

Pr(Et-1,| EF 7))
2Pr[EI—F¢;|EI—Tp]

> ﬁPr[E}—FﬂEI—Tp/\E}—F]’-_l].
j=1
For 1 <j <gq, E; < i < {;, we recursively define a random variable H, f as
H], | = B[E|(H],ind +1i-2n,I}).
Where H. Z; = hj;. With any 7)~! € I’ 1, define following events.

— FRESH! : (-, H} || (02 || incd +i-2n || 0M4) &IV, ") & 7, Ui~ for £} +1 <
i<l —1.

= FRES_H;J_  ( H] || (02 || inc? + lend || 07/% || 0"/8) & IV, ) & 7, UTI L.
- FREEJEJ_ : ng @y & Waum-
Then we have three below inequalities.
- Forfg»—i—lgigﬁj,
i—1

j i1 j (pinchri +.] - 1)211
Pr |-FRESH | EFr,ur)~ ' A [ A FRESH] || < T p—oFl

t=t)+1
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£i—1

J i—1 J |Wsum| 2"
Pr ﬁFREEeJ | EFF Tp U’Tg AN /\ FRESHt § m
t:4+1
¢
Pr | B'[E|(H] ,ind +len’ I} ) = s; | EF 7, U] " A\FREE, A [ /\ FRESH
t=£+1
MM—p—-o
— 22n
Similarly to , we have
PrEFT]|E-T, AEFT)7!]
2p + 2ql; + 2 - 2057
Z(1<p+qj+ +p+0>>¢m¢
27L 27L
for all 75*1 S FJ’», then it also means
Pr[EI—FﬂEI—Tp/\EI—FJ’ 1]
2p + 2qf; + 2 - 205"
z<1<p+ q;f +p;f>>~uw. (15)

With 7 we can bound good transcript probability. With that bound and ,
we can conclude the proof.

Pre (T, 74)]
Pid [(7p, 7q)]

| \/

Pr[EFIEF T, AEFIT_]

q
q
2p+2ql; +2-2°5"  p+o
>2 -1/2"
— 1_1((( o))

3p —|—2qa+a 2q
>1_< +20.5n)'

We can show the below inequality with triangle inequality.

AdvyiexT(p, ¢, 0) < Advm-enTt (D, ¢, 0) + 2¢Adveprr(p, o).

With this inequality and because M-EXT security means the indistinguisha-
bility of 'base key’ and ’'crng key’, we can trivially prove with M-ENT and
prf security of BLAKE2s with Lemma [12] and Lemma
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5.4.3 Proof of Assume that Ay can obtain input I for pREF, query
and k at the end of the game. Note that additional information never degrades
adversarial advantage. Then the transcript 7 is defined as follows.

— The pREF, call input (I,..., Is,len) where
len =|I|,
(In,..., Ip_y, 1)) &% 1,

— The pREF, call output h.
— Query results for block cipher E, (k,x,y) and their set, subtranscript 7.
— Additionally returned k.

For the notational convenience, let 7, be (lo, I1,...,Is, h) where Iy = 0" || k.
Then, a transcript is the form of

T = (Tp, Tq)-

And let p; be the number of queries in 7, such that (-,- || (0"/2 || (i + 1) - 2n ||
0"/*) @ IV,-) for 0 < i < £, and T be the size of strong space for E. Note that
T > 227 — 2" We define a bad event like below.

— bad; : (Io, const || (0%/2 || 2n || OV*) @ IV, ) € 7,
— bads : / =0 and const ® h € Wsum-

Then, we can get the probability that a bad event happen in the ideal world.

pid [bad] = 5%7
|Wsum| 1
Pid [bad2] = on = 20.5n’
Do 1
pid [bad] < on T 508n-

For any good transcript 7 = (7, 74), we have

Pre [(TP’ Tq)]

Pid [(7p, 7q)]

_ PrEFT)Pr[EF T, | EF 7))
N Pr[E + 7] Pr[h]

_ Pr[EbFT, | Bl 7]

N 1/2n

For 0 < i </, we recursively define a random variable H; as

where Hy = const. We define the following events.
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— FRESH; : (-, H; || (0"2 || (i +1)-2n || OV*) @ IV,) & 1, for 1 <i < {.
— FREE, : H, & z ¢ Wesum-

Then, we have two following inequalities.

i—1

pi2"
Pr |-FRESH; | E + 7, A FRESH, | | < — 2%
r SHi [ E ji\l S N I ey
i -1
[Wsum| 2™
Pr |-FREE, | E + FRESH; | | < ——umiZ__
r | BTN /:\1 Sl <7, e

4
Pr | B[E](he,2n + len, Ip) = h | E+ 7, A | /\ FRESH; | A FREE,
7=0
2" —p—1{
- 22n

We can make a lower bound for good transcript probability with these two
inequalities.

Pre [(7p, Tq)]

pid [(7p: 74)]

_ Pr[EFT, | EF 7]

B 1/2n

4
> 2" Pr |FREE,; A /\ FRESH;

j=1

ErT,

4
E+ 7, NFREE, A | /\ FRESH;

‘Pr|EFT,
j=1
-1 1—1
>2" [ []Pr FRESH;‘E Frp A | /\ FRESH
i=1 j=1
-1
-Pr [FREEe A FRESH,|E F 7, A (/\ FRESHJ-)]
=1
4
-Pr | B[E](Hy, 2n + len, I;) = z|E 7, A (/\ FRESHJ-> A FREE@]
=1
= on 27 4 [Waum| 27 +0
> 1_2 Di (1_p€ sum )(1_p >
T —p—l-1 T—p—(0—1 on
3p—2pg + 4 2

From bad probability and good probability, we can conclude the proof.
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5.4.4 Proof of Define a transcript 7 as

" ¢
T = (kbase 7{(Xi7yvi)}i:1 >{(xj7yj)}§:1)
where elements of the 7 is defined as follows:

— kpase : the random key picked in the security game, the key is given to the
attacker when the attacker finishes querying,
- {(Xi,Yi)}lez for every i =1,...,4,
e In real world, Y; = X +,,/8 7(X;)
e In ideal world, Y; +g {0,1}2",
where X1 = Z||kpase " ||0, and X; has Z||Y1[n :]||(:—2) format fori = 2,...,£.
Yi[n :] is given to the attacker when the attacker finishes querying,
— ({5 9y) Yy for every j = 1,...,p g = m(z:).
Now we define bad cases:

— bad; & kbase* =Y [’I’L ]

bad, & Ji # j € [f] s.t. Y; —n/8 X; = Y} —n/8 Xj.
bad; & E'j S [p] S.t. xj[n/Z : 3n/2 — 1] = kbase*~
— bady & 3j € [p] s.t. z3[n/2:3n/2 - 1] =Yi[n .
— bads & Ji € [(] and j € [p] s.t. Y; = X; 45,5 5.

Note that we only consider the ideal world when analyzing bad cases. For bad,
both keys are uniformly randomly picked from {0, 1}". Hence

1
Pr [badl] S 27

For bady, Y; and Y are uniform randomly picked from {0, 1}?" and they are
independent with X; and X;. Hence

2\ 1 72

For bads and bady, as kpase™ and Yij[n :| is chosen uniform randomly from

{0) 1}n’
p
Pr [bad;] < o
p
Pr [bad4] < 27

For bads, in ideal world, Y; is chosen uniform randomly from {0, 1}*" indepen-
dent with X;.

0
Pr [bads] < 27’;.

Therefore we have

p  24+lp
Prfbad) < -+ — .
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For good case,

1
Pre [T] _ (22)o4p >1
Pid [7] (2%,”)”1’ -

Therefore, by H-Coefficient technique,

1+2p 2+1p

AdvpRrOoR, (P, ) < on 53

5.5 Proof of @

Define a transcript 7 as

T = (c,key*, {(X5, Yz‘)}le ) {(”Tj’yj)}?ﬂ ’T)

where elements of the 7 is defined as follows:

43

— c_key™: the random key picked in the security game, the key is given to the

attacker when the attacker finishes querying,

- {(Xi,Yi)}le: for every i =1,...,¢

e In real world, Y; = X; +,, /s 7(X;)
e In ideal world, Y; «g {0,1}?"
where
X1 =7 ckey" ||,

and X; has Z || c_key™ || (i — 1) format for i = 2,...,¢,
- {(xj,yj)}gzlz for every j =1,...,py; = 7(z;).
Now we define bad cases:

—bady & Ji£j € [(] . Vi —pss Xi = Y — s X
— bady & 3j € [p] s.t. xj[n/2:3n/2 — 1] = c_key™.
— badz & Ji € [(] and j € [p] s.t. Y = X; 45,5 ).

For bad;, Y; and Yj are uniform randomly picked from {0, 1}?" and they are

independent with X; and X;. Hence

2

Pr [bad;] < —

22n°

For bads, as c_key” is chosen uniform randomly from {0, 1}",

Pr [bads] < 2%.

For bads, in ideal world, Y; is chosen uniform randomly from {0, 1}*" indepen-

dent with X;.
Cp

22n°

Pr[bads] <
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Therefore we have

p  L2+ilp
Pr[bad] < — )
I‘[ a ] - 9on + 2277,
For good case,
1
Pre [7] _ (22”)ze+p > 1.
pall ()™
Therefore, by H-Coefficient technique,
p  24+idp
AdVCRORk (p7 f) S 27 + 22n .

5.6 Proof of @

Define a transcript 7 as

* 4
7= (Koase" {00 YO}y s L) V)
where elements of the 7 is defined as follows:

— kpase : the random key picked in the security game, the key is given to the
attacker when the attacker finishes querying,
— {(Xi,Yi)}lez for every i =1,....,¢
e In real world, Y; = X +,,/8 7(X;)
e In ideal world, Y; <—g {0,1}?"
where X1 = Z || kpase” || 0, Xo = Z|| Y1[n :] || 0, and X; has Z || Ya[n :]|| (i —2)
format for ¢ = 3,...,¢. Yi[n :] and Y3[n :] are given to the attacker when the
attacker finishes querying,
— {(zj,y)}j_y: for every j=1,....p y; = m(z).
Now we define bad cases:

— bad; & kbase* =Y [n ]

— bady & i 7&] S [[] s.t. Y; —n/8 X, = Y} —n/8 Xj.

— bads & dj € [p} s.t. !Ej[n/Q : 3n/2 — 1] = kbase*~
bad, < 3j € [p] s.t. zj[n/2:3n/2 -1 =Yi[n].

bads < 3j € [p] s.t. zj[n/2:3n/2 —1] =Ys[n:].

— badg < Ji € [(] and j € [p] s.t. Y = X; 45,5 5.

Note that we only consider the ideal world when analyzing bad cases. For bad,
both keys are uniformly randomly picked from {0, 1}". Hence

1
Pr[badi] < —.
271
For bady, Y; and Y; are uniform randomly picked from {0,1}?" and they are
independent with X; and X;. Hence

0 1 72
Pr [badg] S <2) 2771 S 22”.
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For badj, bady and bads, as kpase™, Y1[n :] and Ya[n :] is chosen uniform ran-

domly from {0,1}",

Pr [bads] < 2%,
Pr [bady] < 2%,
Pr [bads] < 2%.

For badg, in ideal world, Y; is chosen uniform randomly from {0, 1}*" indepen-

dent with Xz .

p

Pr [badG] S 227

Therefore we have )
14+3p ¢ +4¢p
Pr [bad] < om + o

For good case,
1
Pre [T] _ (2®)eyp

= > 1.
Pid [7—] (22%)2+p =

Therefore, by H-Coefficient technique,

1+3 P+
P D

Advpror, (p,f) < on 22n

5.7 Proof of

Define a transcript 7 as

r= (c,key*, {(X3, Y0 Yimy (25, yj)}g;l)

where elements of the 7 is defined as follows:

— c_key™: the random key picked in the security game, the key is given to the

attacker when the attacker finishes querying,
— {(Xi,Yi)}lez for every i =1,....,¢
e In real world, Y; = X; +,, /5 7(X;)
e In ideal world, Y; «g {0,1}*"
where

X, = Z | ckey” |0,

and X; has Z || Yi[n :]|| (¢ = 1) format for i = 2,...,£. Yi[n :] is given to the

attacker when the attacker finishes querying,
— {(xj,yj)}§:1: for every j =1,...,p y; = 7(x;).



46 Woohyuk Chung, Hwigyeom Kim, Jooyoung Lee, and Yeongmin Lee

Now we define bad cases:

—bady & Fi£je st Y; —n/8 X;=Y; —n/8 X;.
— bady < 3j € [p] s.t. xj[n/2:3n/2 — 1] = c_key™.
bads < 3j € [p] s.t. zj[n/2:3n/2 —1] =Yi[n:].
— bady & Ji € [f] and j € [p} st. Y, = X; +n/8 Yj-

For badi, Y; and Y; are uniform randomly picked from {0,1}?" and they are
independent with X; and X;. Hence

For bad, and bads, as c_key™ and Y;[n :] are chosen uniform randomly from
{0’ 1}n7

Pr [badg] <

Pr [badg] <

NS ‘\%\@

For bady, in ideal world, Y; is chosen uniform randomly from {0, 1}?" indepen-
dent with X;.

p
Pr [bad4] S 227
Therefore we have 2oy
2p +fp
Pr [bad] < on + o
For good case,
1
Pre [7] _ (22")?@ > 1.
palr] (1)
Therefore, by H-Coefficient technique,
2p P+
AdVCRORu (pv f) < 275 + 92n P

6 Tight attack for Linux-DRBG.

In this section, we briefly explain attacks to demonstrate the tightness of our
proof. We will present two attacks: the first attack can be executed when A < n
with O(2"/?) complexity, and the second attack has O(2"/?) complexity.

ATTACK 1: When A < n, a A-legitimate adversary A can win the robustness
game with high probability with the following method.
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1. Make A; to pick entropy inputs uniformly random from set 7 where |T| =
22, regardless of query result. Note that A is still A-legitimate.

2. For any S* € S, and distinct I --- , I, € T, Ay simulates
S; + refresh¢[E](S*, I;,0™) by repeatedly querying E and calculate p S;
values.

3. For any positive integer ¢, A simulates nexty[n](S;,3n,1) by repeatedly
querying m and calculates p output random bits. Then save the outputs in
X.

4. As queries SET(S*) and A; picks I and queries REF¢[E](I, A,0™), then Ay
makes RORy[7](3n,1) to get random bits. Repeat this procedure ¢ times
and save the values in ).

5. X NY =0, Ay outputs 0. Else, Ay outputs 1.

To make an intersection, in the real world, it is sufficient to make the collision
between entropy input and simulated entropy input. However, in the ideal world,
the output bits are generated uniformly randomly. Therefore we have

pq

P\ _pg (pg)?

Therefore, if p = ¢ = 2*/2, the advantage of A is sufficiently non-negligible.

ATTACK 2: A A-legitimate adversary A can win a robustness game with high
probability with the following method.

1. A picks key K <3 {0,1}" and A simulates nextk[7](S,3n, 1) as if S.ckey; =
K and 5.G_flag; = 0 by repeatedly querying 7. Then save the outputs in X
Repeat this procedure p times.

2. A; generates I with min-entropy A, then queries
REF¢[E](I, A,0™) and A3 queries RORk[7](3n, 1) and save the outputs in ).
Repeat this procedure until || becomes q.

3. If xNY =0, Aoutputs 0. Else, A outputs 1.

To make an intersection, in the real world, it is sufficient to make the collision
on S.ckey,. However, in the ideal world, the output bits are generated uniformly
randomly. Therefore we have

pq
Pr[l%A“):O]:Qﬁ

a\* _pq (pg)?
Pr[leA|b:1]:1*(1*§) 2?722n+1'

Therefore, if p = ¢ = 2"/2, the advantage of A is sufficiently non-negligible.
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