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Abstract. In this paper, we introduce the notion of relaxed lattice-
based programmable hash function (rPHF), which is a novel variant of
lattice-based programmable hash functions (PHFs). Lattice-based PHFs,
together with preimage trapdoor functions (TDFs), have been widely
utilized (implicitly or explicitly) in the construction of adaptively se-
cure identity-based encryption (IBE) schemes. The preimage length and
the output length of the underlying PHF and TDF together determine
the user secret key and ciphertext lengths of the IBE schemes. How-
ever, the current lattice-based PHF definition imposes the restriction
that the preimage length of TDF in the IBE schemes cannot be too
short, hindering the utilization of size-efficient NTRU TDF. To overcome
this hurdle, rPHF relaxes the hash key distribution requirement in the
definition of PHF from statistical indistinguishability to computational
indistinguishability. This relaxation eliminates limitations on the preim-
age length of underlying TDFs in IBE, enabling the construction of IBEs
from NTRU TDFs.

We introduce two instantiations of rPHF: the first produces a hash output
length of 2 ring elements, with a hash key size linear to the input length,
and the second yields an output length of 14 ring elements, with a hash
key size proportional to the square root of the input length. Building
upon these rPHF instantiations, we propose two adaptively secure lattice-
based IBE schemes with ciphertext lengths of 5 and 17 ring elements and
user secret key lengths of 4 and 16 ring elements, respectively. The length
of the IBE master public key is roughly equivalent to the size of the hash
key of the underlying rPHF. In comparison to existing IBE constructions,
our proposed schemes achieve a significant reduction (over an order of
magnitude) in ciphertext and secret key sizes. Notably, state-of-the-art
constructions from ideal lattices exhibit secret key and ciphertext sizes
over 100 ring elements, making our proposed schemes highly efficient.
Moreover, the master public key sizes of our IBEs remain comparable.

Keywords: lattice-based cryptography, programmable hash function, identity-
based encryption



1 Introduction

In 2008, Hofheinz and Kiltz introduced the concept of programmable hash func-
tion (PHF) [12] with the aim of capturing the partitioning technique essential
for security proofs in the standard model. A PHF refers to a keyed hash function
that exhibits two behaviours based on how hash keys are generated. Specifically,
there are two distinct algorithms for generating these hash keys: the normal key
generation algorithm and the trapdoor key generation algorithm. Both algo-
rithms produce statistically indistinguishable hash keys. Hash keys generated
using the trapdoor mode contain secret trapdoor information, allowing the se-
cret partitioning of the hash input into two separate sets. In contrast, in the
normal mode, hash keys have no such trapdoor information. In one set, we pos-
sess the knowledge to solve a challenging problem, while in the other set, such
knowledge is absent.

The original PHF introduced in [12] and its subsequent works rely on “DL
groups”, which are vulnerable to attacks from quantum computers. To address
this vulnerability, Zhang et al. [28] proposed the concept of lattice-based PHF.
This notion can be seen as the instantiation of traditional PHF on lattices, a
promising candidate for post-quantum cryptography. Lattice-based PHFs serve
as fundamental components for adaptively secure lattice-based short signature
and identity-based encryption (IBE) schemes.

1.1 Lattice-Based PHF and Adaptively Secure IBEs

In this section, we briefly review the constructions of adaptively secure IBEs em-
ploying lattice-based PHFs. For ease of explanation, we consider the construction
from standard lattices. Let H be a lattice-based PHF, where K represents the
hash key. Hx maps an input string to a matrix. The hash key K can be generated
in two modes: the normal mode and the trapdoor mode.

In the normal mode, a PHF hash key K comprises matrices Hy, Hy, ..., Hy €
Zf;xm chosen uniformly at random, where k can be linear, square-root, or log-
arithmic with respect to the input string length ¢, depending on the specific
construction. The PHF will map a input X € {0,1}* to a matrix Hx such that
Hx (X) = Hx € Zy*™. For concreteness, the lattice-based PHF defines Hx (X)
as Ho + >, (—=1)Xl . H,.

In contrast, the trapdoor mode generates hash key K’ in the form of H; =
A -R;+8S, G, where A € Zg‘xm, and G € Zy*™ are pre-defined matrices,
and {R;,S;} are the trapdoor. The trapdoor information allows us to establish
the relationship between the hash output of any input X through the equation:
Hi(X) = Hx = A-Rx + Sx* G, where Rx € Z7'*™ and Sx € ZI*" are two
matrices that can be computed from the trapdoor.

For a lattice-based PHF, it partitions the hash inputs into two categories
based on whether Sx = 0 or not. The category Sx = 0 allows the ability to use
adversaries to solve specific hard problems in security proofs. Specifically, if a
PHF is (u,v)-programmable, then given any inputs Xi,---, X, and Y7,--- .Y,



such that X; # Y; for all 4, j, the probability:
Pr[Sx, =-+=8Sx, =0 A Sy, #0,---,Sy, # 0] > 1/poly.

Lattice-based PHFs, when combined with “preimage sampleable” trapdoor
functions (TDFs) [11], form the foundation for constructing lattice-based adap-
tively secure IBEs in the standard model. In such IBE schemes, each user id
is associated with a matrix [A|H4]. Matrix A € ngm/ is the public key for a
lattice-based TDF fa. A is equipped with a trapdoor that facilitates the sampling
of a short vector t such that fa(t) = At = w mod g for any w. Hyg € Zy*™
represents the hash output of a rPHF Hx (id) with hash key K in normal mode.
Extracting the secret key for a user id involves utilizing the trapdoor of A to
generate a short vector skiq € Z;”/"’m such that [A|Hg] - skiy = u mod ¢, where
u is another vector included in the master public key. To encrypt a message for
id, one utilizes [A|Hiq] and u as the public key of the Dual Regev PKE [11].

The main challenge of achieving adaptive security in the security proof is
to make the simulator respond to key extraction queries without knowing A’s
trapdoor. To tackle this challenge, the hash key K in the security proof is gen-
erated in the trapdoor mode, incorporating with matrix A and another matrix
G. This G is the public key for TDF fg and possesses its own trapdoor. When
confronted with a key extraction query for a specific identity id, the simulator
can relate Hiy = H g (id) to A and G in the form of Hiy = A- R4+ S;4- G. When
Siq # 0, the simulator can leverage the trapdoor of G to sample skjq , effectively
responding to the key extraction query.

The space complexity of the IBE scheme is intricately tied to the properties of
both the underlying TDF and rPHF. Specifically, in the IBE scheme, the lengths
of the secret key and ciphertext are determined by the dimensions of the lattice
associated with [A|Hiq] (m’+m), where m’ is the preimage length of fa, and m
is the hash output length of rPHF. Thus, in the pursuit of designing size-efficient
IBE schemes, the selection of TDF with short public keys is paramount. One of
the most promising candidates is the NTRU TDF. NTRU stands out by offering
a TDF with a preimage length of only 2 ring elements (equivalent to length 2n),
which is significantly shorter than its counterparts in standard and ideal lattices.
By utilizing the NTRU TDF as the A and G components, it is hopeful to reduce
the ciphertext to a few ring elements.

This idea, however, is difficult to realize. The security proof relies on the
fact that the hash keys of rPHF generated from normal and trapdoor modes
are statistically indistinguishable. Existing approaches utilize the leftover hash
lemma to argue that A-R,; is close to uniform, thereby making the trapdoor
mode hash key H; = A-R;+S; -G also close to uniform. Unfortunately, utilizing
leftover hash lemma has requirements on the dimension of A € ZZ‘X’”/, and the
entropy of R;, which renders the resulting IBE has secret key and ciphertext
length of O(nlogq), even though more size efficient NTRU TDF exists.

In light of this challenge, our paper aims to revisit the notion of lattice-
based PHF and remove the dimension restriction. By addressing this limitation,
we seek to pave the way for more efficient IBE schemes based on the proposed
lattice-based rPHF.



1.2 Technical Overview

In our approach, we address the challenge inherent in the use of the leftover
hash lemma. To overcome this, we first relax the requirement that the hash keys
in the definition of »PHF in normal and trapdoor modes to be computationally
close. This relaxaion gives rise to our rPHF. We detail how to create rPHF from
computational assumptions. For clarity, let’s consider our rPHF from standard
lattices (although in our actual construction, we employ the more efficient NTRU
lattices).

Similar to lattice-based PHFs, hash keys for rPHFs consist of a collection
of matrices {Hg, Hy,--- ,H,} sampled uniformly at random from ngm. How-
ever, unlike original PHFs, in the trapdoor mode, each hash key matrix H;
is constructed as H; = A-R,; + E; + S;- G, where matrices A € ZZX” and
G € Zy*™ are user specified, R;, E; € Zj*™ are sampled from small error
distribution. By adopting this approach, we move from statistical arguments to
computational ones. Specifically, we leverage the LWE (Ring LWE) assump-
tions to make the hash keys generated in normal mode to be computationally
indistinguishable from those generated in trapdoor mode. Moreover, we achieve
a reduction in the dimension of A from n x m’ (where m’ = O(nlogq)) to
n X n. In the trapdoor mode, each input X can be associated with the hash
output Hix (X) = ARy + E; + Sy - G. The remaining part is to deal with the
additional subtleties introduced from the error terms.

Replacing the lattice-based PHF used in the IBEs (e.g., [1, 28]) with our rPHF
already allows for improvements in space complexity. The significance of our
relaxation lies in the ability to remove the dimension limit. This key relaxation
allows us to seamlessly combine the very efficient TDF from the NTRU lattice,
and we will briefly outline it below.

NTRU lattice associated with modulus ¢ and h € R, is defined as Ay, =
{(u,v) € R3|u +vs*h =0 mod ¢}, where h = g- f~! and g, f are ring elements
with small coefficients. With g, f, we are able to sample short (s1,s2) such that
s1 +h s = u mod ¢ for a given u. By utilizing this NTRU TDF to instantiate
our rPHF, we can construct new IBE schemes featuring exceptionally short key
and ciphertext sizes.

In this approach, each identity id corresponds to a vector fig = [1, h, hi4] where
hy € Rg is the rPHF hash output for id. In the IBE scheme, the NTRU trapdoor
within h allows for the extraction of the secret key s satisfying fig-sT = u mod ¢
for u € R4 in the master public key. With fig and u € R as the user public key, a
message m can be encrypted. In the security proof, h will be sampled uniformly
at random from its range. The simulator generates trapdoor mode hash key
h, = h-r; + e; + s;-g, using this sampled h and a vector g € Rg equipped
with a trapdoor. Each id is associated with a hash output hjy in the form of
hiy = h-rig + eiq + sig- g When s;q # 0, we are able to construct an algorithm
that extracts secret keys s for [1,h, h-rig + €jg + sig- g] with the trapdoor within
g. During the challenge phase, if s; = 0, the simulator leverages the adversary’s
response to solve the decisional RLWE problem.



1.3 Contributions

In this paper, our primary focus is on the development of adaptively secure
lattice-based IBE with a core objective: enhancing their efficiency. Our goal
centres on designing schemes with notably compact ciphertext sizes, aiming to
reduce them to a minimal constant number of ring elements. Specifically, we
obtain the following results.

— We first introduce and formalize the notion of the relaxed lattice-based pro-
grammable hash function (rPHF). Based on this, we provide two instantia-
tions of rPHF.

e Type-I-rPHF features a compact hash output comprising only 2 ring
elements, with the hash key length being linear concerning the input
size.

e Type-II-rPHF is designed to balance hash key length and hash output
size. Building upon the approach proposed in [14], this instantiation
achieves a hash key length proportional to the square root of the input
length. Consequently, the hash output size increases to a larger constant
value in terms of ring elements.

— Based on our rPHF, we propose novel adaptively secure lattice-based IBE
schemes using the NTRU TDF.

e Type-I Instantiation IBE: Based on the Type-I rPHF, this scheme fea-
tures a remarkably short ciphertext length of only 5 ring elements, with
user secret key length of 4 ring elements and master public key length lin-
ear to the identity length. It sets a new standard for minimal ciphertext
size among previously proposed adaptively secure IBE schemes.

e Type-II Instantiation IBE: This scheme offers a ciphertext length of ap-
proximately 17 ring elements and a user secret key length of 16 ring
elements. The length of the master public key is proportional to the
square root of the identity length.

A detailed comparison between our IBE schemes and prior works is presented
in Table 1.

— Additionally, we propose a short signature scheme secure against universal
forgery under chosen-message attack (UF-CMA) based on our rPHF in Sec-
tion 5. The resulting two schemes have signature sizes of 4 ring elements and
14 ring elements, respectively. To the best of our knowledge, existing lattice
signatures in the standard model typically have a shortest signature size of
O(log ¢) ring elements (O(nlogq) Z, elements) [10,2, 6,18, 28].

1.4 Related Work

IBE, initially introduced by Shamir [22] in 1984, is a public key encryption
scheme that allows the use of arbitrary strings as public keys, such as user’s email
address or telephone number. Boneh and Franklin [5] defined a security model



Table 1. Comparison of Lattice IBE in Standard Model®

Ciphertext mpk LWE .
Schemes Length? Length param 1/« Lattice
ABBI10 [1]+Boy10 [6]  O(nlog?q) O(n*¢-1og? q) O(n°®)  Standard
KY16 [14]: Type I O(nlog?q) O(n(é Jlog?q)  OM**1®)  Ideal

(32d+48)nloggq O(@in log q) O(n?*25)  Ideal

KY16 [14]: Type IT° X )
113nloggq 113+ 112¢2nlogqg  O(n%9) Ideal

ZCZ16 [28] O(nlog? q) O(n?logtlog?q) O(Q?* n®%) Standard

Yam17 (Fuan) [27] O(nlog?q)  O(n2log®llog?q) O(n'')  Standard

JKN21 [13] O(nlog? q) O(n?log (log? q) O(n%)  Standard

This paper (Type-I) 5nlogq (5+4f)nlogq O(n*>™) NTRU

This paper (Type-II) 17nlogq (17 + 2807 ynlogqg O(n'®?) NTRU

L ¢ is the length of identity. @ is the total number of query in the security proof.

2 User secret key length is ¢l — nlog g where ¢l is the ciphertext length.

3 The length given here is different from the original paper according to our analysis.
The parameter given in the paper does not satisfy their security proof. Specifically,
according to their proof, in [14] Type II, m should satisfy m > 2log, ¢. Thus, for

qg=n%"3 p= n%, m > 16d + 24 should hold. The ciphertext length is 2m + 1
ring elements. d is a flexible small constant equal to 2 or 3. The second row is the
parameter when d = 2.



for identity-based encryption and proposed the first efficient and secure IBE
based on Bilinear Diffie-Hellman (BDH) problem secure in the random oracle
model. Since then, IBE has been a vibrant area of research in cryptography.
In subsequent works, there have been pairing-based IBE schemes shown to be
secure without random oracle, either in a weaker selective-ID model [7, 3] or in
fully secure adaptive-ID model [4, 24, 25].

An important research direction of IBE is the design of schemes based on
lattice-based cryptography, a promising candidate of post-quantum cryptogra-
phy. Gentry et al. [11] first proposed a lattice-based IBE scheme in the random
oracle model. Subsequently, lattice-based schemes secure in the standard model
were introduced [8, 1, 26, 14, 27]. Cash et al. [8] leverage the admissible hash func-
tions and assign a matrix to each bit of identity in their construction, resulting in
a large user public key formed by concatenating these matrices. To enhance the
efficiency, Agrawal et al. [1] processes identities as a chunk using a map function
that maps an identity to a matrix, resulting in a lattice with dimension similar to
IBE schemes in the random oracle model. To build such a map, it requires O(¢)
basic matrices in the public parameters where ¢ is the identity length. Later,
by altering the mapping approaches for identities, constructions with shorter
public parameter sizes were proposed [26,14,28,27,13]. Despite these efforts,
the typical ciphertext lengths of these adaptively secure IBEs are often bound
by O(log ¢) ring elements or O(nlog q) elements in Z,. In this paper, we aim to
construct adaptively secure IBEs with a significantly reduced ciphertext length,
restricted to just a small constant number of ring elements, using the NTRU
lattice.

Current lattice-based IBEs from NTRU [9,17] are both from the random
oracle model. It is worth noting that building an adaptively secure NTRU IBE
scheme from the standard model is not a mere adaptation of existing counter-
parts from standard lattice or ideal lattice to the NTRU lattice. This is due
to the fact that the leftover hash lemma, which is employed in previous works
to maintain the indistinguishability of IBE master public keys in the construc-
tion and security proofs, is not applicable to the NTRU preimage sampleable
function.

2 Preliminaries

Elements in Z, are represented by integers in [—2,2). For a ring R we define
R4 to be the quotient ring Z,[x]/(«™ + 1) with n being a power of 2 and ¢ being

a prime.

Vector and Matriz in R: We use Ry to denote the set of ring elements that have
an inverse in R,. Row vectors in Z;" are denoted by italic lower-case bold letters
(e.g. ). Elements in R, are denoted by lower-case letters (e.g. x). Row vectors
with entries from R, are denoted by lower-case bold letters (e.g. x). Matrices
are denoted by upper-case bold letters (e.g. X). We denote [x]; as the j-th entry
of vector  and [X]; as the j-th column of matrix X. We use ¢ : RE — Z}"



to denote the transformation from a vector of ring elements to the vector of its
coefficient embedding and [¢(a)]; to denote the coefficient of term z7 in a. We
use [a,b|r,x to represent a polynomial in R with all of its coefficients in the
interval [a, b] and degree no larger than k — 1.

For two row vectors v, u (two matrices A, B), we use [v,u], [A|B] (resp.
[v;u], [A;B]) to denote the horizontal (resp. vertical) concatenation of them.

Norms: ||v||; is the ¢; norm of vector v and ||v|| is the ¢3 norm of v. For v =

(Vi,-+ , V), we define |[v|| = /Y1, [[vi||>. For a matrix V, we define s1(V)
as the spectral norm and || V]| as the Gram-Schmidt norm.

Distributions: For distribution D, x <— D means sampling = according to distri-
bution D. Given two distributions D; and Dy, Dy ~ Dy means that these two
distributions are computationally indistinguishable. The continuous normal dis-
tribution over R™ centered at v with standard deviation o is defined as p,, () =

—Jz—v|?

(ﬁ)e 202 . For simplicity, when v is the zero vector, we use p,(x). We also

use po.y(a) to denote the Gaussian distribution of a = Z;:Ol a; X" € R where
the entry of coeflicient vector ¢(a) € R™ is sampled from py 4.

The discrete normal distribution over Z™ centered at v € Z™ with standard
deviation o is defined as Dzn 4 () = p’: “;”((Zﬁ)). We use Dg , to denote sampling
the coefficient of a ring element as the distribution Dyn s

Lemma 1. Let b be a positive integer and R € R;Xt be a matriz with coefficient
independently sampled from D,. Then, with overwhelming probability we have

Pr[si(R) < av/n - (Vs + vVt +w(y/logn))]

Let b be a positive integer and R € Rg” be a matriz chosen uniformly at random
from [—b,b]5°". Then, there exists a universal constant C(~ 1/v/27) such that

Prsi(R) < C-Bvn- (Vs + Vit +w(y/logn))]

2.1 Lattices and Hardness Assumptions

A lattice in m-dimension Euclidean space R™ is a discrete set

=1

of all integral combinations of n linear independent vectors by, ---, b, in R™
(n < m). We call matrix B = [by;--- ; b,] € R™*™ a basis of lattice A. Using
matrix notation, a lattice can be defined as A(B) = {«B|z € Z"}.

The discrete Gaussian distribution of a lattice A, parameter ¢ and center v

is defined as Dy ¢o(x) = 5”’5%-




Definition 1 Let m > n > 1 and g > 2. For arbitrary matriz A € Zg‘xm and
vector w € Zy define m-dimensional full-rank integer lattices and its shift:

AH(A)={z€Z’:Az" =0 mod g},
AL(A)={z ¢ Zy' : AzT = u mod g}.

Lemma 2 ([19], Lemma 4.4). For any n-dimensional lattice A, vector ¢ € R™,
and reals 0 < e < 1, s > n(n), we have

1+e¢
P > <
INDf,S,C[”ﬁ” sy/n] < T

-27

Lemma 3 ([14], Lemma 20). Let e € Z" and let < Dzn o4, for some ag >
w(yv/n). Then the quantity |e- x| treated as an integer in [0, q—1| satisfies|e- 27| <
lel|ag- w(+/Togn) with all but negligible probability in n.

Learning With Error Problem Learning with error (LWE) problem was
introduced by Regev [21] in 2005. It is a classic hard problem on lattices, that
solving it is at least as hard as solving standard problems on lattices in the worst
case. The Ring LWE (RLWE) problem [15] is a more compact variant of LWE
and its provable hardness assumes the intractability of worst-case ideal lattice
problems.

Definition 2 (Ring-LWE,, ., RLWE, ,, Assumption) Given ring-LWE dis-
tribution A, with a secret s € Ry, a; uniform in Ry, the “error polynomials”
e; sampled from the error distribution x, for £ = poly(n), it holds that

{(a5, 0 s+ &) Yiep~{ (@i, w) Yic,

where u; is uniformly sampled from R.

The search Ring-LWE assumption states that no PPT adversary can recover
s from a polynomial number of samples {(a;,a;- s+ €;) }ic[q with a non-negligible
probability.

Definition 3 (Average-Case Decision Ring-LWE dRLWE,, ;) Given m in-
dependent samples (a;, u;) € Ry xRy, where every sample is distributed according
to either:(i) As y for a uniformly random s € Ry (fized for all samples), or (i)
the uniformly random, distinguish which is the case (with non-negligible advan-

tage).

Theorem 1 ([16], Theorem 2.22) Let a = a(n) > 0, and let ¢ = q(n) > 2,
¢ =1 mod 2n be a poly(n)-bounded prime such that aq > w(+/logn). Then there
s a polynomial-time quantum reduction from O(\/n/a)—approximate SIVP (or
SVP) on ideal lattices to the problem of solving dRLWE,, 4 ¢ given only £ samples,
where & = ag- (nl/log(nf))i.



Theorem 2 ([14], Theorem 1) Let o = a(n) > 0, and let ¢ = q(n) > 2,
q =3 mod 8 be a poly(n)-bounded prime such that there is another prime p = 1
mod 2n. Let aq > n%ﬁw(log% n). Then there is a polynomial-time quantum
reduction from O(y/n/a)-approzimate SIVP (or SVP) on ideal lattices to the
problem of solving dRLWE,, ; ¢ given only ¢ samples, where £ = agq.

Lemma 4 (Noise Rerandomization [14]). Let q,¢,m be positive integers
and r be a positive real satisfying r > max{w(y/logm),w(y/logl)}. Let b € Z'
be arbitrary and x chosen from Dzm , . Then for any V € 77> and positive
real o > $1(V), there exists a PPT algorithm ReRand(V, b+ x,r, o) that outputs
b' = bV + & where @ is distributed statistically close to Dye g,

2.2 NTRU Lattices

Definition 4 (NTRU lattices) Let f,g € R, and h = g- f~1 mod ¢, the
NTRU lattice associated to h and q is

Apg={(0,v) € RZJu+v-h=0 mod g} (1)

An,q is a full-rank lattice in Z*" generated by the rows of { Iy, 0] ’

—rot,, (h) I,
where rot,, (h) is an anticirculant matrix defined as follow:

Definition 5 An N-dimensional anticirculant matriz of f is the following Toeplitz
matrizc:

fo ho foofum o(f)
—fn1 oo S Sn2 o(z- 1)
roty(f) = |~ fr2 =fn-1 fo o fas| = | Sa®)

)

_.fl —fz —f3 fo ¢($"._1'f)

where f; represents the coefficient of term % in f.
When it is clear from the context, we will drop the subscript n, and just
write rot(f). For vector of ring elements f € T\’,f;, rot(f) € Z;’X”E.

Lemma 5. Letf,g € R, we have rot(f4+g) = rot(f)+rot(g), rot(f- g) = rot(f)- rot(g),
¢(f-g) = ¢(f)- rot(g), and [¢(f-g)]; = ¢(f)- [rot(g)];-

Definition 6 (NTRU Assumption) Let h = g =1 over Ry where g,f < x
are short. The pair (f,g) is called a trapdoor of the NTRU,, 4 instance h. It

holds that h ~ u where u ﬁ Ry

Definition 7 (Decisional NTRU Problem (dNTRU, 4,)[20]) Given a sam-
ple a; € Ry, where it is distributed according to either:(i) NTRUy, 4., or (i) the
uniformly random, distinguish which is the case (with over negligible advantage).

10



2.3 Trapdoors and Sampling Algorithm
We first recall the notion of gadget vector g, which was defined in [18].

Theorem 3 ([18], Theorem 4.1 and [14], Lemma 5) For any integers q >
2,b>2,n>1,d=[log,q]|, there exists a primitive vector g, € RZ such that

— the lattice A*(gy) has a known basis T, € R with | Ty| < Vb2 + 1 and
ITy| < max{vs? +1, (b - 1)Vk};

— there exists a deterministic polynomial time algorithm g;l which takes a
vector u € 'Rg as input and outputs R € [0, b]dRXd and gy R =1 mod gq.

Lemma 6 (NTRU GenBasis[9]). There exists an efficient algorithm GenBasis
which on input the security parameter 1*, outputs an NTRU lattice Ap.q along

with a short basis B. The Gram-Schmidt norm of the basis B is |B|| ~ y/%¢.

Theorem 4 ([11]) For any lattice basis B € Z™"*", any target vector ¢ € Z"
and o > ||Bllw(v/logn), there exists an algorithm SampleD(B,o,¢c) — t € Z,
where t is within negligible statistical distance of Dy(B),o.c-

Then, for an NTRU lattice Ay, , = {(u,v) € ’R§|u+v- h =0 mod g} equipped
with a short basis B, given u € Ry we can sample s1,82 <= Dj1(qp),0, by com-
puting (s1,s2) < (u,0) — SampleD(B, o, (1, 0)).

2.4 Algorithm SampleLeft and SampleRight

Now we introduce algorithms SampleLeft and SampleRight which will be lever-
aged in our construction and security proof.

SampleLeft algorithm: Let n be a power of 2, ¢ > 2 be a prime. We define the
sample left algorithm as follows:

SampleLeft(h, g, By, u,0) — s: On input h = [1,h] € Rg, g€ Rg, By, a basis for
h,u € R, and ¢ > ||By|jw(v/Togn), this algorithm samples s’ < Dra , and com-
putes u’ = u—g-s'T. Then, it generates (s1,s2) + (u’,0)—SampleD(By,, o, (1, 0))

and outputs s = [s1, S2,s’]. The distribution of s is close to DA[JI; Lo
gl’

SampleRight algorithm Let n be a power of 2, ¢ > 2 be a prime. Let p be a
vector in Rg, B, be a basis of A;- (p), h=[1,h],r,ee Rg. This algorithm aims
at output a vector s € Ri*d satisfies the distribution DR§+d , such that

[I,h,h-r+e+p]-sT=u modgqg (2)

We define the sample right algorithm for NTRU lattice as follows:
SampleRight(h, p,r,e,By,u,0) — s: This algorithm will first generate a basis
T e Zl(12+d)"x(2+d)n for A[Lh o] Where p' =h-r+ e+ p. Then T can be used to
sample s that satisfies eq. (2)
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For i =1,...,dn, let b; be the ith row of B, € ZZ"Xd", set

| 4 |rot(e) T _ (2+d)n
= [ [ ] o

It is easy to see that rot([1,h,h-r + e+ p])-t] =0 mod ¢.

Let U € R2*? be an arbitrary matrix such that [1,h, p/]- [I, U]T = 0 mod ¢
where I is the identity matrix. Then construct a matrix

rot(e)

Thair = [rot(I2) — rot(UT)T- [rot(r)

:
} ,rot(UT)T) € 72 2+,

Then rot([1,h,h-r 4+ e + p]): (Thar)T =0 mod ¢q. For i =dn+1,---,(2 + d)n,
let t; be the ith row of Thas.

Lemma 7 ([1],Lemma 18.). The vectors T = {t1; -+ ;to4q)n} are linearly

independent in ZEf*d)” and satisfies

i< 1,0 (s ()] ) +1)

Thus, with T as a basis for A[Jfl pr)s for o = | T||- w(v/Togn), this algorithm can

use T to sample s such that [1,h,h-r + e + p]-sT =u mod ¢. The distribution

of s is close to DA[JB
P

/]70"

2.5 Identity-Based Encryption

Syntax An identity-based encryption (IBE) consists of four algorithms, namely,
KeySetup, Extraction, Encryption, Decryption defined as follows:

— KeySetup(1*) — (mpk, msk): On input the security parameter 1*, KeySetup
algorithm generates master public key and master secret key pair (mpk, msk).

— Extraction(msk, id, mpk) — skig: The extraction algorithm takes as input the
master public key mpk, master secret key msk and an identity id € ZD, and
outputs a secret key skiq.

— Encryption(mpk,id,m) — ¢: On input a master public key mpk, an identity
id € ZD, and a message m, Encryption algorithm outputs a ciphertext c.

— Decryption(mpk, id, skiq, ¢) — m:The decryption algorithm takes as input the
master public key mpk, a private key skiq, and a ciphertext c. It outputs a
message m.

Correctness. The correctness of an IBE is defined as: for all security parameter
1*, all id € ZD, it holds that

Pr[Decryption(mpk, skiq, Encryption(mpk, id,m)) = m] = 1 — negl(\),

where (mpk, msk) < KeySetup(1*), skiq <— Extraction(msk, id, mpk).

12



IND-CPA security The adaptive IND-CPA security for an IBE scheme is
defined by the following game between adversary A and challenger C.

— Setup. Challenger C runs KeySetup(1*) — (mpk, msk) and sends mpk to
adversary A.

— Key Extraction Query Adversary A sends an user 1D id to challenge C, C
returns skiq <— Extraction(msk, id, mpk).

— Challenge. Adversary A chooses an identity id*,two messages mg and m; on
which it wishes to be challenged. If id* has been queried in key extraction
query, C abort and outputs L. Otherwise, C tosses a coin coin & {0,1} and
sends C* < Encryption(mpk, id*, mcoin) to A.

— Key Eaxtraction Query. Adversary A can continue to make key extraction
query on identity id # id*.

— Output. A output a coin coin™.

A wins the game if coin™ = coin. The advantage of A is:
1
Adv s = Pr[A wins IND-CPA game] — 7

Definition 8 (IND-CPA) An IBE scheme is adaptive IND-CPA secure if for

any polynomial-time adversary A, AdvffE is megligible.

3 Relaxed Programmable Hash Function rPHF

In this section, we begin by introducing the definition of our rPHF. Then, we
present two distinct instantiations: Type-I rPHF and Type-II rPHF. These in-
stantiations are designed to cater to different requirements and offer flexibility
in the construction of other cryptography primitives.

A (u,v,B,7,0)-rPHF function H consists of four algorithms, namely, H.Gen,
‘H.Eval, H.TrapGen, H.TrapEval, described below.

— H.Gen(1*): this algorithm takes security parameter 1* as input and, outputs
a normal mode hash key K.

— H.Eval(K,X) — Z : On input a key K and X € X, this algorithm outputs a
hash output Z € Zj*™.

— H.TrapGen(1*, A,B) — (K,td): on input user specified uniformly random
matrix A € Z;*™, and a (public) trapdoor matrix B € Z7*™, this PPT
algorithm outputs a key K together with a trapdoor td.

— H.TrapEval(td, K, X) — (Rx, Ex, Sx): On input a key K along with its trap-
door td, and X € X, this deterministic algorithm returns R, € Z;nxm’
E, € Zp*™, and Sy € Z7"*™ such that s1(Ry;Ey) < 8 hold with over-
whelming probability.

‘H.TrapGen and H.TrapEval are sometimes referred to as the trapdoor key
generation and trapdoor evaluation algorithm.

13



Correctness. For all (K, td) < H.TrapGen(1*, A,B), all X € X and (R4, E, Sy) +
H.TrapEval(td, K, X), we have H.Eval(K,X) = AR, + E + SB.

Computational Close Keys. For all (K’,td) + H.TrapGen(1*, A, B) and K <
#H.Gen(1*, A, B), given any PPT adversary A, we have

| Pr[A(A,K') = 0] — Pr[A(A,K) = 0]| < .

Well-distributed hidden matrices. For all (K td) < H.TrapGen(1*, A, B), any
input Xy, , Xy, Y1, -+, Y, € X such that X; #Y; for any ¢, j, we have

Pr[Sx, =+ =8x, =0ASy,, -+ ,Sy, €7Z] >,
(Ry,, Ex,, Sx,) < H.TrapEval(td, K, X;),
(Ry,,Ey.,Sy,) «+ H.TrapEval(td, K, Y;),

where Z is the set of all the invertible matrices. If v is negligible and ¢ is
noticeable, we say H is a (u, v, 8)-rPHF.

3.1 Type-I rPHF from RLWE assumption

Let the hash input space be {0, 1}* for some £ € N. We first present Type-I rPHF,
which features O(¢) size hash key and constant size hash output. The output
size can be as small as 2 ring elements. This instantiation has a bound on the v
that v < Z.

Definition 9 The rPHF H =(H.Gen, H.Eval, H.TrapGen, H.TrapEval) with key
space K € (Rg)”l is defined as follows:

— H.Gen(1*) — K: on input the security parameter 1*, uniformly random
sample d(¢ + 1) ring elements

©) (d—1) $
=0,y ey & K

Return K = {h;}icpr41)-
— H.Eval(K,X) = z : on input X = {zq,---,2,} € {0,1}* and the key K =

) (d—1)
{h; ,---,h;  }tig[es1), compute

14
© (-1 IO (-1
z=(hy , -+, Dy )*Z(*l)l'(hi ;oeshy )

=1

— H.TrapGen(1*,a,g) — (K’,td) : given uniform random ring element a & Ry
and trapdoor vector g = (g(o) R g(d_l)), for each h;, this algorithm chooses
r; < Dra g, € < Dra g, 8; < Z4, and then computes

hi = (h;mf o 7h;d71)) =ar; +ei + Sig.

Set K' = {h;}icpes1), td = ({ri, eiti_g,s = {s:}i)-

14



— H.TrapEval(td, K', X) — (ry, ey, sx) : given trapdoor td = ({r;,e;}{_,,s =
{si}fzo), hash key K" = {h;}icip11), and X = {xy, -+, 24} € {0,1}¢, this
algorithm computes

¢ ¢ ¢
ry =To + Z(*l)m" “Tj,€x =€p + Z(,l)w - €,8¢ = So + Z(fl)mi - 8.
i=1 i=1 i=1

Looking ahead, we are going to use this Type-I rPHF to construct lattice-
based IBE schemes with short secret keys and ciphertexts. In the constructions
and security proofs, we will use d = 2 and g = [1, g] where g represents an NTRU
lattice with a short basis.

Computational Close keys. The distribution of hash keys K’ = {(him, e 7hidil)) ‘o
generated from H.TrapGen(1*,a,g) is computationally indistinguishable from
K < H.Gen(1?) according to Lemma 8.

Well-distributed hidden matrices. For all (K,td) < H.TrapGen(1*,a,g), any
input X;,Yy,--,Y, € {0,1} such that X; # Y; for any i, we have

Prlsx, =0Asy,, - ,sy, €I] >~

where v > %(1 — %) We require v < £ in the security proof. We omit the detailed
proof here due to page limitation. The proof is similar to the security proof for
adaptively secure IBE in [1].

Lemma 8. For n be a power of 2, q be a prime such that ¢ = 1 mod 2n,

1 @ @ $ g
B=mnilogn, ;" ,e; < Drp and a & R, we have distributions

[ )

© © (d-1)  (d-1) (d-1) 1
a,{a'r, +e +sig ,oo0,ar; +e; + 8+ 8 i—0 ) 5

(0) (d-1) 4
(a, th; by i:O)

computationally close.

Proof. We prove the lemma through a sequence of games between a challenger
C and adversary A

— Gamey: Challenger C first flips a coin & {0,1}. If coin = 0, C sends (a,{(ﬁim, ceey
hid_l)) ¢ ) to A where ﬂ:) = h- rij) + eij) + si-giﬂ ; Otherwise, C sends
(a, {(h;o), e 7}12(171)) ?:0) to A. A outputs a bit coin™ € {0,1}.

We use W; to describe the event that coin® = coin happens in Game;. The
advantage of A in Gamey is | Pr[Wo] — 3| = .

~(0)
— Game;: C performs almost the same as in Game;, except that hy now is

sampled uniformly random from R,. We now argue that the |Pr[W;] —
Pr[W3]| = negl(n).
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O
On receiving a problem instance of dRLWE {a’,u’}, C sets a = a’, hy =
u’'+50-2(%) while other steps remain the same as in Game; . If {a’,u’} is a valid
RLWE sample, then this game is identical to Gameg. If u’ & Rg, this game
is identical to Game;. Therefore, we have advi""WEnas — | Pr[W;] — Pr[W1]|.
pkc

-
— Gamey: C performs almost the same as in Gameg, except that h, is now sam-

pled uniformly random from R,. We have | Pr[W;] — Pr[Wy]| = adv®RMWEr.as
due to the hardness of dRLWE,, ; 3. The proof is identical to the proof in

Game;
_(0) _(d=1)
— Gamegp41): So on so forth, in Gamegysy1y, C samples {h; ,---,h; f:o
_(0) _(d-1)
all uniformly random from R,,. Distributions (h,{(h; ,---,h; )}‘_,) and
(h,{(h;m, cee h;dil)) f_) are now identical and we have |Pr[Wy( 1)) —
Pr[Wa(ey1) 1] = adv®®WEnas,

From the above, we have

) G
PillWaes ~ 5] =[Pl = 4 3 (Prli] = Pafvica)
1

:d(g + 1) adVdRLWEn,qqﬁ + VO — neg'(n)

3.2 Type-II rPHF from RLWE assumption
Based on [14], we present our Type-II rPHF with hash key length O(v/7).

Definition 10 The Type-11 rPHF H =(H.Gen, H.Eval, H.TrapGen, H.TrapEval)
with key space IC € (Rg)QXk, where k = /1, is defined as follows:

The hash input space is {0, 1}* for some ¢ € N. S is an injective map that maps
X € {0,1}* to a subset S(X) of [1,k]?, where k = [¢2]. This injective map can
be done by regarding X as the indicator vector of a subset of [1, k]2

— H.Gen(1*) — K: on input the security parameter 1*, uniformly random
sample d(1 + 2 x k) ring elements, where k = /7.

(0) (d—1) (0) (d—1) $
(ho = (h(] ;o hg )7 {hi,j = (hi,jv T ﬂhi,j )}(i,j)e[Q]X[k]) < K.

Return K = (ho, {hi,j}(i,j)€[2]X[k])'

— H.Eval(K,X) = z : on input X = {x1,---,2,} € {0,1}* and the key K =
(ho., {hi,j} i j)ep1x 1), compute

z=ho+ D hu g '(hey) €RG
(J1,J2)€S(X)
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Notation g, ! is defined as for any u € Rg, g, !(u) deterministically outputs

a short matrix R € R%*¢ such that g;- R = u where R € [-b, bl

— H.TrapGen(1*,a,g;) — (K’,td) : given a uniform random ring element a &
R4 and the gadget vector g, = (g(m7 e ,g(dfl)) € RZ, for hg and h; ;, this al-
gorithm chooses ro,r; j <~ Dga g, €0, €;j < Dra g, S0 & [—£(kn)?, —1R 206—1)+15

Si & [1,n])r,x, and then computes

hyg =a-rg+ ey + 50 - 8, h@j =a-r;;te;+S;; S (Z,]) S [2] X [k]
Set K' = (ho, {hi;}j)e@xx)), td = (ro,eo, {rij, €} erixm:s = (o,
{865} Gaerixim)-

— H.TrapEval(td, K, X) — (ry,ex,sx) : given trapdoor td, hash key K' =
(ho, {hi’j}(i7j)€[2]><[k]), and X = {zy,--- , 2} € {0,1}*, this algorithm com-
putes

Ix =To + Z r1 g Ry, 815, 12,5,
(41,42)€S(X)

ex =€ + Z €1,51° Rj2 + 81,5, €255,
(41,32)€S(X)
and, sy = sg + Z S1,51° 82,52 -

(41,52)€S(X)
where Rjz = gb_l(h27jz) € [7ba b];i{(d'

The above ry, ey, and s, are computed from:

ho+ Y hyy, g t(hayy)
(41,52)€S(X)

—ho+ Y (arij fer, +51,,8) 8 (aray, e, 52 8)
(J1,J2)€S(X)

=hg+ > (ariy t+er) g, (hag,) +s1, (a e, + €2, +52,5,80)
(J1,J2)€S(X)

=hg + E a(rij, Ry, +515,°125,) + (e1j, Ry, +51,5,-€2,5,) + 51,5, 82,5, - 8-
(j1,42)€S(X)

!/ .. . - . [— .. . .. . -
For ||s1j,[l1 <k, v/ =11, -Rj, +81,-T2,, € = e j,-Rj, +51j,- €2, further
more, we have

s1([r's€']) < s1([rv e ) s1(Ry,) + s1(s1,50)- s1([ra s €2,5,]) = 0 bnd + 0- 5
where ¥ is the s; norm of [ry j,;e; ;] and [r2 j,;€25,].

Computational Close keys. The distribution of hash keys generated from H.TrapGen
(1*,a,g) is computationally indistinguishable from K < .Gen(1%). We omit
the proof here and the proof is similar to Lemma 8.
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Well-distributed hidden matrices. For all (K,td) < H.TrapGen(1*,a,g), any
input X;,Yy,---,Y, € {0,1} such that X; # Y; for any i, we have

PI“[SX1 =0ASsy,, " ,sY, EI] >4
where ¢ is noticeable.

Lemma 9 ([14], Lemma 3). Let ¢ be a prime such that ¢ = 3 mod 8 and
n be a power of 2. Then, ™ + 1 splits as ™ + 1 = t1(x)-ta(x) mod ¢ for two
irreducible polynomials t1(z) = 2% +ux® —1 and ta(z) = 2% —ux® — 1 in Z,[x]
where u? = —2 mod q. Furthermore, all y € Ry satisfying ||¢(y)||2 < \/q are
invertible.

With the above lemma and Lemma 9 from [14], which argues that the prob-
ability sy, corresponding to the hash query Y; being invertible and the sx for
the hash input X being zero is non-negligible, we can bound the probability &
when ¢ =3 mod 8 a prime and n be a power of 2 as

1 4v 1

— (1l - —) <0< ——.
(€H2n2)2n+1 ( TLK) — 6 — (£H2n2)2n+1

For ¢ being noticeable, we require that v > "TN. Thus, the above rPHF possess
the well distributed hidden matrices property.

4 NTRU IBE from rPHF

In this section, we present the construction of our lattice-based IBE scheme based
on rPHF along with the security proof. The construction can be instantiated
by either our Type-I or Type-II rPHF. For each instantiation, we provide the
parameter set necessary to achieve the desired security properties.

KeySetup(1*) — (mpk, msk): On input the security parameter 1*, this algorithm
runs as follow:

— Generate (h, By,) < GenBasis(1*).
— Generate hash key K « H.Gen(1%)

— Sample a ring element u & Ry
— Output the master public key mpk and master secret key msk: mpk =
(h, K), msk = By,.

Extraction(msk, id, mpk) — skig: On input a master public key mpk=(h, K, u),
a master secret key msk = By, € Z2"*2" and an identity id € {0,1}*, this
algorithm runs as following:

(0) (d—1)

— Run HEVal(K7|d) — h|d = [hld P 7hld ].
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— Sample (s = [So, -+ ,84+1]) < SampleLeft([1, h], hig, By, u, o) such that
[1, h, hid]' ST =1Uu
— Output skig < s € RIT2.

Encryption(mpk, id, m) — C: this algorithm takes a message m € {0,1}", a mas-
ter public key mpk = (h, K, u), and an identity id € {0,1}¢ as input and does:

— Run #H.Eval(K,id) — hyy = [h:c‘:)?.” ’hi(;ifl)];

Choose a uniformly random ring element t & Raqs

. . 3
— Choose a uniformly random ring element v <= R;;

Choose noises e < DRZ“,M and e; <~ D, .a';

Let fig = [1,h, hig]. Output C + {c, ¢, } where

c—vilgt+ecy+ (vvu)t+e; —ﬁ—ngJ

Decryption(C, skig)— m: On input user secret key skig = s € RZ"’Q, and ciphertext
C={ce R cp}, do

— Compute w < ¢, — c-sT;

— Let m = L%J;

— Output m.

4.1 Correctness and Parameter Selection

In this section, we provide two sets of parameters: one for the IBE scheme based
on our Type-I rPHF, and another for the IBE scheme based on Type-II »PHF.

From our Type-I rPHF, the resulting IBE has mpk size of £ vectors, ciphertext
size of 5 ring ellements, user secret key size of 4 ring elements. The IBE scheme
from Type-II rPHF strikes a balance between the ciphertext length and mpk
length, with a ciphertext length of 17 ring elements, user secret key size of 16
ring elements, and mpk length of O(v//).

IBE from Type-I rPHF: We pick the following parameters:

q=*n*w(log’n), o= fg-n%w(log% n),

o =niw(login), a= ¢ nw(y/logn)
Also for Type-I rPHF, we require that in the security proof the total number of
identity extraction query @) issued by adversary should satisfy that @ < q.

— n, ¢: n is a power of 2 and ¢ is a prime and satisfies ¢ =1 mod 2n.
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— o’: According to Definition 1, set o/ = n%w(logi n) where three dRLWE,, 4
samples is given in the security proof.

— f3: According to Theorem 13, we set 3 = niw(logi n).

— a: We set o = 2s1([I2|Rig+])’ with

s1([I2|Rig+]) < (B- £+ 8)v/n- (2V2 + w(+/logn))

1

V2r

— 0: 0 should be sufficiently large so SampleLeft and SampleRight work. Thus,
we set o > s1([Rig+])||B||w(v/1og n) where

for some constant § =~ according to Lemma 1.

s1([Ria-]) < B- 0/ (2V2 + w(v/logn), [B] ~ /L=,

— FError term: By Lemma 10, the error term ¢’ = e5 — e-sT in Decryption
algorithm has the bound

[b(es — e-sT)];| < £2n3-w(logn)\/q + 1.5nF w(log n).
Lemma 10. |¢(e)- [rot(sT)];| < EQn%-w(log% n)\/q -
Proof. By Lemma 3, we have
¢(e)- [rot(sT)]; < [rot(sT)]llaw(y/log n)
And by Lemma 2 and 6, we have

- €

lrot(sT], < B fn- (2v2 + w(logm)) | =

Thus we have |¢(e)- [rot(sT)];| < £*n?- w(logn)\/q.

Lemma 11 (Correctness). Assume that error term is less than q/5 holds with
overwhelming probability. Then the above scheme has negligible decryption error.

Thus, to guarantee the correctness, we have

?n* w(logn)/q + 1.5n%w(log% n) < %

IBE from Type-IT rPHF: We pick the following parameters:
q=0n'%wlog?n), o= n’wllogn),

o' =n2w(login), a=d?n=wlogin)

For Type-II rPHF, we require that in the security proof the total number of
identity extraction query (@ issued by adversary should satisfy that @ < *- for
a constant k.
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— n, ¢: n is a power of 2 and ¢ is a prime and satisfies ¢ =3 mod 8.
— d: d =log;, q and here we set b = n.
o and B: o, = n%w(log% n) according to Theorem 2.

— 51(Rig): According to Lemma 1, s[e; ;15 ;] = n? - (vV2+Vd +w(y/logn))we
have s1(Rig) ~ n?Vd(- (bnd + kn).

a: We set a = 251 ([I2|Rig=])a’ with s1([Iz|Rig+]) < n2Vdl- (bnd + kn) + 1.

o: o should be sufficiently large so SampleLeft and SampleRight work. Thus,
we set ¢ > s1([Rid])|| Tgl|lw(v/1ogn) and o > ||B|jw(y/logn), thus we must
have

o> %-w(\/logn) and o > n2Vdl\/b? + 1(bnd + kn)-w(y/logn).

For our parameter set, we have o > /- w(+/log n) satisfies both SampleLeft
and SampleRight requirement.

— Error term: The error term ¢ = e; — e-sT in Decryption algorithm has the
bound

|6(e)- [rot(sT)];| < ||[rot(sT)];[law(y/log n) = d*¢n’\/q-w(log n)
l[p(es — e-sT)];| < d*n®\/q-w(logn) + n%w(log% n).
To guarantee the correctness, we should have

d*m®,/q-w(logn) + n%w(log% n) <

(SRS}

4.2 Security Proof
Theorem 5 The NTRU IBE scheme presented above is IND-CPA adaptively

secure in the standard model assuming the underlying rPHF is (1,Q, 8, 0,0) —
rPHF, NTRU assumption holds, and dRLWE,, ; o s hard.

Proof. The proof proceeds in a sequence of games as follows:

Gameg : This game is identical to the original security game. At the end of the
game, A outputs coin®. The challenger C sets coin’ = coin®. We have

1
Pr[coin™ = coin] — 3| =€

1
Pr[XO} — 2’ =

1
Pr[coin’ = coin] — 2’ =
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Game; : In Game;, Challenger C performs exactly the same as in Gameg, ex-
cept that C executes an abort event that is independent of the adversaries view.
At the beginning of the game, C runs H.TrapGen(1*,h,g;) — (K’,td). Due to
NTRU assumption, h is indistinguishable with an uniformly random ring ele-
ments. C will keep td to itself. For identity id, C sets a function F,(id) =y,
where (r;,e;,y,) < H.TrapEval(td,K’,id). For a sequence of identities ID =
(id*,idy, - -+ ,idg) where id" represents the challenge identity and idy, - - - .idg are
the identities queried by A key extraction queries, we define

7(ID) = Pr[F(id") = 0 A Fy(idy) € T A+ A Fy(idg) €7,

where the probability is taken over y sampled in H.TrapGen. For ID = (id*,idy, - - -

such that id* # id; fori = 1,--- , Q, we define Yy and Ymax as the lower and up-

per bound of v(ID) taken over all such ID and thus we have v(ID) € [Ymin, Ymax]-
We have Game; running as follows:

— Setup. Challenger C runs KeySetup(1*) — (mpk, msk) and sends mpk to
adversary A.

— Key FEztraction Query. and Challenge. phases are exactly identical as in
Gameyg.

— Output. In the final guess phase, A output a coin coin* € {0,1}. The chal-
lenger C now does the following:
Abort Check. C checks that whether the following condition holds:

7(y,1D) = (F,(id*) = 0 A F,(idy) € TA--- A F,(idg) € T) (3)

Where id* is the challenge identity and id; is the identity for the ith key

extraction query. If condition (3) does not hold, the C sets coin’ & {0,1}.
Otherwise, C performs identically as in Gamey and sets coin’ = coin*.

Artificial Abort. The artificial abort proceeds the same as in [24]. The simu-
lator samples enough times the probability v(ID) by choosing random y and
evaluating 7(y, 1D’) to compute an estimate 4'(ID). Then if 7/ (ID) > 4in the

simulator will abort with probability ANS,)(% and take a random guess

coin’ & {0,1}. Otherwise, the simulator will not abort.

We use W; to describe the event that coin’ = coin in Game;. According to Lemma
12, we have

1 3
Pr[X1] — =| > ~Ymin- €0-
r[X] 2‘ =37 €0
Since we are using (1, Q, 8, o, §)rPHF, we have vy, = 6.

Game; : In Gamey, we modify the way we generating the hash key K in mpk.
During the setup phase Gameg, C returns mpk = (K’, h) where K’ is the output
of H.TrapGen algorithm. The rest of Games is identical to Game;.

From the computational close key property, we have the distributions of K’
and K negl(n)-close. Therefore, we have |Pr[X;] — Pr[Xs]| = negl(n).
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Games: In this game, we change how h are chosen in Game,. In Games, C gener-

ates h ﬁ R4. NTRU assumption guarantees that the distribution of h in Game,
and Games is indistinguishable. Same as in Game 1 and 2, C has the trapdoor
td for hash key K’. We use T, to represent the basis of gadget vector gy.

Instead of using the trapdoor for [1,h], C now uses T, to answer the key
extraction queries. To respond a key extraction query for id = (by,--- ,bg) €
{0,1}*, C first constructs:

fiq = [1,h, hi] € RZT?
where hijg = #H.Eval(K’,id) = h-riq + ejg + F(id)- g.
Then, C needs to find short s € R§+d such that fig-s7T = u.
©) (d—1)
R e e
R?]Xd, gp € RZ, we have hig = [1,h, h-rig + ejg + Fy,(id) - g] .
The challenger C now does the following:
1. If F,(id) ¢ Z, abort the game and set coin’ & {0,1} as in Games;
2. Set s < SampleRight(h, F,(id) - g, Tid, €id, Ty, u,0) € Rg*d;
3. Send skjq + s to A.

Since T, is a basis for g,. According the property of algorithm SampleRight
with ¢ > s1(Riq)||T4|lw(v/logn), the generated s has distribution negl(n)-close
to DL (gy),0» Which is the same as in Gamey. Thus, we have Pr[Xs] = Pr[Xj].

Gamey: In this game, C changes the way to generate challenge ciphertext. In the
challenge phase of Gamey, for identity id* and a message m, C samples v & Rq

. . $
with an inverse, t < Rq, and e <= Dgz o/, €y, < D . C then computes

(0) (d—1)
e. cee Q.
c=[v,v-hl-t+eec R’ Ryg= l g e | e R2X
Tig " Tig

ReRand (rOtn([IQ‘Rid*Dv ¢(c), o, %) —c

and ¢ = ¢(c) € Z((12+d)n. C sets the challenge ciphertext ¢* as

ct = (c’,cm = (v-u)-t+ep,+ Lngcoin) :

We claim that this change alters the view of A only negligibly. Observe that

p(c) = ¢([v,v-hl]-t) + d(e)
where ¢(e) is distributed according to Dzzn . After applying the ReRand algo-

rithm, according to Lemma 4, the output ¢ € Zg2+d)" is
¢ =¢ ([v,v-h]-t) - rot, ([I2|Rig+]) + ¢(e’)
=¢([v,v-h,v- hi(;)i , Ve hf;i] t) + ¢(e’)
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where € € R2? is distributed according to DE " Since for the challenge
identity, id*, we have F,(id") = 0 and hig- = ejg~ + h-rig~ for (rig-, €ida=, Yia=) <
H.TrapEval(td, K’,id"). Thus we have the distribution of c* is statistically close
to that in Games and |Pr[X3] — Pr[X4]| = negl(n).

Games: In this game, challenger C changes the way to generate challenge cipher-
text. In the challenge phase of Games, C picks c, & Ry, ¢ & Rg, e < D2
and runs ReRand (rot, ([I2|Ria-]), ¢(c), @/, 3% ) — ¢(c*) , where ¢ = ¢ + e,
Rig = [eig=; Tig+]. C sets the challenge ciphertext ¢* as ¢* = (c*, ¢, ) . As we show

in Lemma 13, if dRLWE,, 4. is hard, we have |Pr[X4] — Pr[X;]| = negl(n).

Analysis. Combining Game; to Games, we obtain that

4
+ Z z+1 Pr[Xi])

i=

PI‘ X1

l\.')\)—l

1
PI[X5] - 2‘

4
1 1
> PI‘[Xl] — 2‘ — E |PI‘[X¢+1} — PI‘[XLH > 55 €0 — negl(n)
i=1

Since in Games, the challenge ciphertext ¢* is independent from the value of
coin. We have |Pr[Xs] — | = negl(n). Therefore, we have e = negl(n).
Lemma 12. For any PPT adversary A, we have

1 3
Pr[XO] - 2’ Z'Ymin' €0-

1 3
Pr[Xl] - ‘ 4r)/mm

Proof. The probability of event X; (coin’ = coin) happens in Game; is analyze
as following

PI‘[Xl]
[abort A coin” = coin] + Pr[abort A coin” = coin]

[coin” = coin|abort] Pr[abort] + Pr[abort A coin’ = coin]

Pr[abort] + Pr[abort A coin® = coin|

l\D\»—l
l\')\»—l

Pr[abort]) + Pr[abort A coin® = coin]

- 1. -
+ — Prfabort A coin™ = coin] — 5 Prlabort A coin™ # coin]

=Pr
=Pr
1
T2
11
272
—5 + 3 Prlabortlcoin” = coin] Pr{coin” = coin] -
-+z rt|coin™ = coin n* = coin] — —-
=515 Pr[abort|coi coin] Prcoi coi 5
Pr[abort|coin® # coin] Pr[coin* # coin]

SR e

=3 + 3 Pr[abort|coin® = com](i +e€0)—

%Pr[abort\coin* + coin](% —€0) (4)

24



The analysis of the artificial abort is the same as in [24] and from it we have
—_ o o1 —_— ., 1 3
Pr[abort|coin® = com](i + €9) — Prlabort|coin™ # com](i —€) > 5 Ymin" €0 (5)
Thus, combining (4) and (5) we have |Pr[X1] — 3| > 34min- €0
Lemma 13. With the RLIWE,, ;o assumption, we have |Pr[X4] — Pr[X5]| =
negl(n).
Proof. Assume there is an adversary A who has non-negligible advantage in
distinguishing Game4 and Games. C then can use A solve dRLWE,, ; ..
C receives the dRLWE problem instances {(a;,u;)}3_;€(R, x Ry)?. If ap is
not invertible, C reject. This is reasonable since when g = 2(n), the probability
for a uniform element of R, being invertible is non-negligible [23].

Without loss of generality, we assume that u; = u} + €} for €} < Dg . C
then runs the game as follow.

— Setup. Challenger C sets
u:=aj'-ag,h:= afl-ag,fl :=[1,h]

where a;* is the inverse of a;. It also generates K’ = (hy, {hi j}ag)e <)
as described in Games. C returns mpk = (h, K’, u).

— Key Extraction Query. this phases are exactly identical as in Game, including
aborting the game.

— Challenge. Adversary A chooses an identity id* on which it wishes to be
challenged. C samples coin & {0,1} and computes F,(id*). If F,(id*) # 0,

C aborts and sets coin’ < {0,1}. Otherwise, C sets the challenge ciphertext
C* as follow

ReRand (rot,, (Lo [Ria-), ¢([ur, 2]}, ', 5 )

i
¢(C*) e Z((]Z—Q—d)n
cr = (C*,Cm =us + Lngcoin> .
Here v will be implicitly setted as aj. C returns C* to A.

— OQutput. In the final guess phase, A output a coin coin™ € {0,1}. The chal-
lenger C sets coin’ = coin. C outputs 1 if coin’ = coin. Otherwise, output
0.

If {a;,u;};¢[3) are valid RLWE samples such that u; = a;-s + e; for some s € R,
C perfect simulates the view of A4 in Gamey. If u; are sampled uniformly random
from R, C perfect simulates the view of A in Games. Thus we have

dRLWE
IPr[X,] — Pr[X;]| = advl

n,q,a’
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5 Short Signature from rPHF

In this section, we are going to present the construction of our signature scheme
based on our rPHF H =( H.Gen, H.Eval, H.TrapGen, H.TrapEval) proposed in
Section 3.2.

Keygen(1%) — (vk,sk) : On input the security parameter 1%, this algorithm runs
as follow:

— Generate (h,By,) + GenBasis(1%);

— Generate K < H.Gen(1%)

— Choose u & Ry;

— Output the verification key vk and signing key msk,

vk = (h,K,u) , sk =By,

In the KeySetup algorithm, By, is a short basis of Ay 4. It allows us to sample
(s1,82), where s; + h-so =t mod ¢ for a given t.

Sign(M, vk, sk) — o : Given message M € {0, 1}*, verification key vk = (h, K, u),
and signing key sk = By, this algorithm runs as follow

— Run H.Eval(K, M) — z € RY;

— Let h = [1, h], sample a short vector s <— SampleLeft(h, z, By, u, 0);

— Return signature s.

Verify(s, M,vk) — 0/1 : Given signature s € R3+d, message M, and verification
key vk = (h, K, u), this algorithm then checks for h = [1,h], H.Eval(K, M) —
z € RY, whether [h,z]-sT = u and [|s|| < ¢ holds or not. If it holds, output 1;
otherwise, output 0.

Correctness and Parameter Selection for Type-I rPHF

— n, ¢: nis a power of 2, ¢ is a prime and satisfies ¢ =1 mod 2n.

— f3: According to Theorem 1, we set 8 = niw(log% n).

p = ovin.

o: should be sufficiently large to allow SampleLeft and SampleRight work.
Thus, According to Lemma 1, 7, we set o > s1(R)- ||B||- w(y/logn) for B

(0) (1)
the NTRU basis, s1(R) < £- 8v/n- (2v2+w(y/Iogn)), where R = [i{g) igz .
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Correctness and Parameter Selection for Type-II »PHF
— n, ¢: n is a power of 2, ¢ is a prime and satisfies ¢ =2 3 mod 8.
— [B: According to Theorem 2, we set 8 = n%w(log% n).

— b: We set b =n and thus we have d = log, ¢

— p=0(d+ 2)n.

— o: should be sufficiently large to allow SampleLeft and SampleRight work.

Thus, According to Lemma 1,6,7, we set o > /%% -w(y/logn), and o >

m

51(R)- | Ty||-w(v/Togn) for s1(R) ~ n2Vdl- (bnd + kn), where R = [im] .

We set s1(R)|| T, |- w(vIogn) ~ n*Vdl- (bnd + kn)- Vb2 + 1 ~ 4 and get

g~ ?n'%. For ¢ = n, we have d = 12.

5.1 Security Proof

Theorem 6 The signature scheme presented above is existentially unforgeable
in the standard model assuming the underlying rPHF is (1,Q, a, o,d) — rPHF,
NTRU assumption holds, and dRLWE,, 4 g problem are hard.

Proof. If there exists an adversary A who can break the existentially unforge-
ability of our signature scheme, we then can construct a simulator & who breaks
the NTRU problem.

Key Generation. Given instance (h,u) € Ry X R, simulator sets h = [1,h]. S
then generates (K, td) < H.TrapGen(1*,h, g3). According the property of rPHF,
trapdoor mode key K will be computationally indistinguishable with normal
mode hash key.

Signing Oracle. On given a message M, simulator S computes (rp,, €m, Ym)
H.TrapGen(td, K, m). If y,,, = 0, abort. Otherwise, run SampleRight(h, ¥, g, T'1n,
em, Tg,u,0) —s € R

Forge. Finally, adversary A will output a message signature pair (My,sy) as
forgery where M, has not been queried to signing oracle. Simulator & runs
H.TrapGen(td, K, M¢) = (Tmsr€mssYm;). If ym,; # 0, S aborts. Otherwise, S
obtains s,,, € R3+d which satisfies

[Lhherm, + el st = (6)
For s,,, = [s1,52,8'], S then has
(s1 4T, 8'T) +h(s24+1p,-8T) =u.

S obtains t = [s1 + 1y, -8’7, 89 415, - 8'T] as the solution to the NTRU problem
(h,u) with probability at least d. According to the property of our rPHF, we
have Hr;jl)fH, ||e£;)fH < ay/n. Thus, we have [|sy + Iy, 87|, [[s2 + Ty, - 87| <

oyv/n(l + dna).
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