Dynamic zk-SNARKSs

Weijie Wang!, Charalampos Papamanthou'?, Shravan Srinivasan?, and Dimitrios Papadopoulos??

! Yale University
2 Lagrange Labs
3 Hong Kong University of Science and Technology

Abstract. In this work, we introduce the notion of dynamic zk-SNARKs. A dynamic zk-SNARK is
a zk-SNARK that has an additional update algorithm. The update algorithm takes as input a valid
source statement-witness pair (x, w) € R along with a verifying proof 7, and a valid target statement-
witness pair (x’, w’) € R. It outputs a verifying proof 7’ for (x', w’) in sublinear time (for (x,w) and
(x’,w') with small Hamming distance) potentially with the help of a data structure. To the best of
our knowledge, none of the commonly-used zk-SNARKs are dynamic—a single update in (x,w) can
be handled only by recomputing the proof, which requires at least linear time. After formally defining
dynamic zk-SNARKS, we present three constructions.

The first one, Dynarec, is based on recursive zk-SNARKSs, has O(logn) update time and is folklore, in
the sense that it shares similarities (and limitations such as small number of compositions and heuristic
security) with existing tree-based Incremental Verifiable Computation (IVC) schemes.

Our second contribution is Dynaverse, a dynamic zk-SNARK based on a new dynamic permutation
argument that we propose—Dynamo. Dynaverse has O(y/nlogn) update time and proofs of O(1) size.
The security of Dynaverse rests upon the ¢-DLOG assumption in the Algebraic Group Model (AGM)—
the same assumption used to prove security of the celebrated Groth16 zk-SNARK.

Our final construction, Dynalog, further advances Dynaverse via a data structure of exponentially-
increasing levels and maintainable vector commitments to finally achieve polylogarithmic update time
and proofs of O(logn) size, again under ¢-DLOG in the AGM (With a single level of SNARK compo-
sition, therefore not affecting security, Dynalog’s proofs can be further compressed down to O(1).)

As a central application of dynamic zk-SNARKS, we build a compiler from any dynamic zk-SNARK to
bounded-step and recursion-free IVC, a model introduced by Tyagi et al. in 2022. Interestingly, when
this transformation is instantiated with a slight modification of Dynaverse, we derive the first bounded-
step and recursion-free IVC with sublinear space, removing the need for maintaining a linear-time server
for retrieving proofs. We also detail additional applications of dynamic zk-SNARKSs such as dynamic
state proofs and keyless authentication.

Our preliminary evaluation shows that Dynaverse outperforms baseline PLONK proof recomputation
by up to approximately 500x as well as heuristically-secure and asymptotically-superior Dynarec by up
to one order of magnitude.

1 Introduction

Data structures are fundamental tools in computer science, enabling us to efficiently update the
result of a computation whenever data inputs change. In this paper we put forth the problem of
“data structures for zk-SNARKSs” and accordingly introduce the notion of dynamic zk-SNARKs—
SNARKSs with efficiently-updatable proofs.

Consider for example the following “commit-and-prove” map-reduce application appearing in
zk-coprocessors (e.g., [2]), where a dynamic zk-SNARK is useful: A prover Merkle-commits to a set
of elements 1, ..., z, outputting a commitment d. Then the prover provides a proof « for the public
statement (d, ent), where cnt is the number of elements z; satisfying a fixed predicate (e.g., signature
verification under a public key). Now, whenever any element x; of the Merkle tree changes (e.g.,
during a database update), a dynamic zk-SNARK would provide a way to update 7 to 7’ efficiently
without requiring proof recomputation—just as the Merkle commitment can be efficiently updated



Table 1. Asymptotic comparison of Grothl6 [21] (static zk-SNARK), Dynarec, Dynaverse, Dynalog and Dynalog+.
Dynalog+ further compresses the proof using a single level of Grothl6 composition, therefore maintaining the same
security assumptions. k is the number of updates between source and target statements and with n the number of
multiplication and addition gates.

scheme keygen| prove | update |verify|proof|prover key|verifier key security

g P U V| |« Ipk| VK|
Grothl6 [21]| n |nlogn| nlogn 1 1 n 1 q-DLOG (AGM)
Dynarec n |nlogn| klogn 1 1 n 1 heuristic
Dynaverse n |nlogn|ky/nlogn| 1 1 n 1 ¢-DLOG (AGM)
Dynalog nlogn|nlog?n| klog®n |logn|logn| nlogn logn |¢-DLOG (AGM)
Dynalog+ |nlogn|nlog?n| klog®n | 1 1 nlogn 1 ¢-DLOG (AGM)

without recomputation. Of course, appending a Merkle proof for the changed element to the existing
SNARK proof and re-computing the predicate on the verified, updated Merkle element would not
work, since the SNARK proof after ¢ updates would be proportional to t—in this work we aim to
have succinct dynamic proofs (We detail more applications of dynamic zk-SNARKSs in Sections 1.6
and 7.)

We begin this line of work by first formally defining dynamic zk-SNARKs—see Definition 2.
Naturally, a dynamic zk-SNARK for a relation R is a SNARK (G, P, V) with an additional update
algorithm U: Algorithm U, run by the prover, takes as input a valid source statement-witness pair
(x,w) € R along with a verifying proof 7 and a valid target statement-witness pair (x’, w’) € R. It
outputs a verifying proof 7’ for (x’, w') without running P from scratch, potentially with the help
of a data structure aux. In particular, we are only interested in an algorithm U/ whose running time
for a single change in (x, w) is sublinear. To the best of our knowledge, none of the commonly-used
zk-SNARKs, such as Grothl6 [21], PLONK [20], Bulletproofs [10] and Orion [40], are dynamic: A
single update in (x, w) can be handled only by recomputing the proof, which requires at least linear
time. Most of the times, this is due to Fiat-Shamir, that outputs randomness crucially depending on
all circuit wires, or the use of polynomial division, which is sensitive to the changes on the dividend
polynomial encoding wire values.

1.1 Dynarec: A dynamic zk-SNARK from recursion

While dynamic zk-SNARKSs have not been formally defined before in their generality, there
have been some constructions of dynamic proof systems for specific types of computation (but
not for general-purpose computation), crucially relying on recursive zk-SNARKs [6]. For example,
Incremental Verifiable Computation (IVC) [38] uses recursive zk-SNARKSs to support dynamic chain
computations, and Reckle trees [31] use recursive zk-SNARKSs to support dynamic batch proofs in
vector commitments.

Our first “warm-up” contribution is Dynarec, a folklore generalization of the aforementioned ap-
proaches to general-purpose computation—see Section 3.1. Dynarec is a dynamic zk-SNARK based
on recursion. While Dynarec has excellent asymptotic complexities (O(logn) update time), it suffers
from standard efficiency and security issues shared by all approaches performing recursive compo-
sition of SNARKSs: In particular, recursive zk-SNARKS are not particularly practical, and the ones
the seem to be (e.g., Plonky2 [36] or folding schemes that can implement recursive relations like
Nova [24]) have verifiers that must call a random oracle which must then be encoded in the proven



relation, leading to only heuristic security proofs (unless unconventional random oracle models are
to be considered [17]). In addition, in order to recurse logn times (which is needed for Dynarec),
an assumption on the size of the underlying extractor is required (to avoid exponential blowup of
the final extractor), in particular that the extractor size is at most a constant times the prover
size |7] (In general, recursing beyond log n requires much stronger assumptions.) These security and
efficiency limitations motivate our next constructions, Dynaverse and Dynalog, summarized below.

1.2 Dynaverse: A dynamic zk-SNARK from KZG

Our second and central contribution, Dynaverse, is a dynamic zk-SNARK that is not using
recursive SNARKs and is based solely on KZG commitments [22]. It has O(y/nlogn) update time
(see Table 1 for comparison). Dynaverse’s technical highlights are summarized in the following.

From Plonkish arithmetization [20], recall that the wire assignment of a circuit C with n addition
gates, n multiplication gates, ng public inputs and wire-consistency permutation o (of size N =
6n + ng) can be described with six n-sized vectors z1, z9, z3, 24, 25, z¢ and one ny-sized vector z7
such that: (i) z; and z4 store the left inputs of addition and multiplication gates respectively; (ii) zo
and z5 store the right inputs of addition and multiplication gates respectively; (iii) z3 and zg store
the outputs of addition and multiplication gates respectively; (iv) z7 stores the public inputs. Also
recall that z = [z1 zy 23 24 25 26 27] is a satisfying assignment of C if and only if

— z[i] = z[o[i]], for all i = 1,...,6n + ng (copy constraint).
— zli|+z[n+i =2z[2n+1i], foralli =1,...,n (add gate constraint).
— z[3n+1i]-z[dn +i] = z[5n + i, for all i = 1,...,n (mult gate constraint).

At a very high level, most known zk-SNARKs (e.g., [20]) commit to z and provide a proof =
that z satisfies all three relations above. Our task is to find a way to do that so that 7 is efficiently
updatable whenever some z wires change.

First step: Dynamo, a dynamic permutation SNARK. The most crucial piece of our construc-
tion is Dynamo, a dynamic permutation SNARK (or permutation argument, as is commonly known)
that we build with O(1) proof size and O(1) update time—see Section 4. In particular, Dynamo
allows a prover to commit to z using KZG [22] and provide a proof that the copy constraint is
satisfied for a given . Dynamo’s proof can be updated, whenever say, the z values of a k-size cycle
in o change, in O(k) time. To the best of our knowledge, this is the first permutation SNARK
with such an updatability property, and it could potentially have other applications. To construct
Dynamo, the prover KZG-commits to z with a standard univariate Lagrange polynomial, i.e.,

)
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where [2(X)] is the KZG commitment of polynomial z(X). The permutation o is KZG-committed
to with another carefully-constructed bivariate polynomial

[U<Xa Y)] =

Zuuyw—w“ﬂ,
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which is held by the verifier. Our main observation is that the polynomial
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is identically 0 if and only z satisfies the copy constraint. Dynamo provides a proof for exactly
that, on input commitment [z(X)] (from prover) and [o(X,Y)] (from verifier). Importantly, the
Dynamo proof consists of 15 group elements (see Table 2), all of which can be expressed as linear
combinations of z and other fixed polynomials (see Theorem 1). Therefore all group elements are
efficiently updatable with a single group operation.

Second step: Dynamically enforcing gate constraints. To complete the construction of
Dynaverse, what is left to do is provide a proof 7 that the commitment z also satisfies the gate
constraints, in a way that 7 is also updatable—see Section 5. The most challenging part of this step
is to deal with multiplication constraints: To prove multiplication constraints, we use a standard
approach from PLONK [20], namely a zero test on {1,...,n} for the polynomial

T(X)=23n+X) - z(4n+ X) — 2(5n + X),

which is done by returning a commitment to the quotient polynomial A(X) = 7(X)/[[;(X —
i). Unfortunately the commitment [A(X)] is not efficiently updatable: A single change in z will
completely change the quotient polynomial and therefore the update would take at least linear time
(We note here that the same idea applied to addition constraints yields a quotient polynomial that
is efficiently updatable, due to the linearity of addition!)

Addressing the expensive division problem: Bucketization. A natural way to address the
expensive division problem is to “bucketize” the first 6 - n entries of vector z into 6 - m buckets of
size m, where m = \/n. Let z;; be the m-sized bucket that starts at position (i —1)n+(j —1)m+1
of z fort =1,...,6 and j = 1,...,m. Now the prover will commit to 6 - m buckets outputting
6 - m commitments [2;;(X)]. Due to this bucketization, we can prove multiplication constraints by
providing m commitments of smaller quotient polynomials [A4;(X)] (instead of a single commitment
of one large A(X)), with the effect that any update can be handled in m = \/n time since whenever a
wire changes, we only need to update the quotient commitment [A;(X)] of the bucket that contains
it. Therefore the update time of this approach becomes O(y/n) and the proof size also becomes
O(y/n). Thankfully though, by using a proof system for pairing equations [9], we reduce the proof
size and verification time to O(logn).

Wrapping up: Adjusting the permutation SNARK. We finally note that due to bucketization,
we cannot apply Dynamo for copy constraints any more: Dynamo was meant to be applied to the
whole vector z. Instead, what we do is apply a slight generalization of Dynamo to each bucket z;;,
called Dynamix—see Section 4.1. Dynamix provides proofs that the local values of z;; are consistent
with the permutation o. Figure 17 in Appendix I illustrates how Dynaverse performs bucketization
and utilizes quotient and Dynamix proofs.

1.3 Dynalog: A dynamic zk-SNARK with polylog update time

In Section 6, we build on the Dynaverse construction to further reduce the update time to
polylogarithmic while having a proof size of logn. The main idea is to use a data structure with
exponentially-increasing levels to store the deltas of the updates and periodically build this data



structure. To achieve that we require the use of maintainable vector commitments, e.g., [34]. All
details of the construction can be found in Section 6. We finally note that one can further de-
crease the proof size and verification time to O(1), by using one level of recursion, therefore not
compromising security further. We call this adjusted construction Dynalog+.

1.4 From dynamic zk-SNARKSs to recursion-free IVC

As a central application of dynamic zk-SNARKSs, we propose a compiler from dynamic zk-
SNARKsS to a version of IVC [6] that is recursion-free and has sublinear time per iteration, showing
for the first time that non-trivial, fully-secure IVC is possible—see Section 7. Recall that in IVC,
there is an initial input zy and a function F of size n, and the goal of the prover is to provide a proof
for the public statement (i, 29, 2;), meaning that z; is the output of F on zyp a number of ¢ times,
i.e., there exist z;_1,...,21 and w;_1,...,wq such that

zi = F(zi—1,wi—1), zi-1 = F(zi—2, wi—2), ..., 21 = F(20,wo),

where the w;’s denote non-deterministic inputs. An important feature in IVC is that if one is given
a proof m; for the statement (i, 2o, 2;), one should be able to use that proof to derive a proof for
(i 4+ 1, 20, zi+1). Technically this is implemented by producing a proof ;41 for a recursive SNARK
circuit that verifies (i, 2o, z;) through 7; and simply outputs z;;+1 = F(z;). While space-efficient (the
SNARK circuit used is independent of the number of iterations), the security of the above IVC
construction faces two challenges, as we discussed before: First, it cannot be proven beyond log A
iterations due to extractor blowup [7| (For example, the security definition of IVC in [23] is stated
only for a constant number of iterations.) Second, when efficient recursive zk-SNARKSs are used [36],
one needs to encode the random oracle in the SNARK circuit, leading to an additional heuristic
security argument. In conclusion, concretely-efficient IVC implemented with recursion faces severe
security limitations.

Removing recursion at the expense of fixing the number N of IVC iterations: A naive
O(N?) approach. Our proposal is to remove recursion from IVC by considering a different model,
one which requires the number N of IVC iterations to be fixed ahead of time. While this seems to
be a departure from the original IVC model, it is really not: The original IVC model restricts the
number of iterations it can perform to constant or logarithmic due to the aforementioned extractor
blowup problem [7], while our model allows this bound to be increased to any polynomial. In this
setting, consider the following naive approach to implement IVC.

— There is an initial setup phase where N different SNARK circuits C1,...,Cy are initialized,
where circuit C; contains ¢ applications of F (hence it has size O(7)) starting with z¢ and proves
the statement (i, zo, z;), without using recursion. Clearly setting up the public parameters for
all N circuits would require time 1+ ...+ N = O(N?).

— Once these parameters have been setup, the prover can produce the proof m; by running a proof
for the SNARK circuit C;. Crucially, in the proof 7;, it appends all witnesses wy, ..., w;, so that
to ensure that m;11 can be computed from m;—a foundational requirement of IVC.

Clearly, the above approach has severe efficiency and privacy limitations. First, the amount of
computation and communication required is O(N?) and the work per iteration is linear. Additionally,
including the witnesses as part of 7; is not zero-knowledge. We observe that both limitations above
can be addressed with dynamic zk-SNARKs.
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Fig. 1. Circuit Fy for recursion-free IVC using dynamic zk-SNARKs. We do not include non-deterministic input

for simplicity. When proceeding from step 2 (1100) to step 3 (1110), only O(1) wires change, indicated with orange
above.

Our approach: Efficient recursion-free IVC from dynamic zk-SNARKSs. Our idea to ad-
dress the above inefficiency is to use a dynamic zk-SNARK (e.g., Dynaverse) on a special circuit Fyy
of size IV that has the following properties.

— On input a counter ¢, initial value zg and final value z; it checks whether z; is the i-th application
of F on z.

— Every neighboring public statements (i, 2g, z;) (with corresponding witness w;) and (i+1, 2o, 2i+1)
(with corresponding witness w; 1) differ only in O(1) wires. Note that this requires special care.
For example, we had to pass the counter i in unary (we show how this does not affect the verifier
efficiency in Section 7) and we had to sum N elements on a binary tree, instead on a line—see
Figure 1.

The general description of the circuit can be found in Figure 9. Given the circuit Fl, it is now
natural to build recursion-free IVC using a dynamic zk-SNARK (G, P,U,V) on Fy in the following
way.

1. In the setup phase, one can compute the public parameters of Fiy by running G. Also we compute
an initial proof my for the public statement (2,0, z9) using algorithm P. Note that my can be
computed ahead of time and can be used as a starting point, irrespective of the future inputs z;.

2. On input 71, one can compute the proof m; using ¢ from the dynamic SNARK. Because

neighboring statements differ by only O(1) number of wires, computing 7 takes time almost
equal to the SNARK update time.

If we use Dynaverse, this construction provides a recursion-free IVC with O(\/N ) step computation
and communication time (as opposed to O(N) of the naive approach), and O(log V) proof size. We
also note here, that due to the way Dynaverse prover works, if a single proof every v/N iterations is to
be produced (as opposed to every single iteration), then our a recursion-free IVC has O(1) amortized
step computation and communication time. Clearly, if a recursion-free dynamic zk-SNARK with
better update time is constructed in the future, it could serve as drop-in replacement for the IVC
construction, leading to better complexities. The detailed construction is described in Section 7.



1.5 Evaluation

In Section 8 we present an initial prototype implementation of Dynarec (using the Plonky?2
recursive SNARK [36]) and Dynaverse. Our main findings are:

1. (Dynaverse update v. recomputing with PLONK [20]) Updating a Dynaverse proof is up to
approximately 500x faster (n = 224) than recomputing a PLONK proof from scratch. This is to
be expected, given the asymptotics. However, Dynaverse verification time and proof size are more
larger but reasonable, up to 0.293s for verification and 768 KiB for proof size when n = 224

2. (Dynaverse v. Dynarec.) Although Dynarec is superior asymptotically, we have found that its
prover is 30x to 55x slower than Dynaverse, while also being heuristically-secure, as opposed
to Dynaverse, whose security is based on KZG commitments. We expect using more practical
implementations of recursion, such as folding schemes with Nova [24], to narrow this gap.

1.6 Other applications of dynamic zk-SNARKSs

In this section, we detail other applications of dynamic zk-SNARKSs mainly from the blockchain
domain.

Updating block proofs. In Ethereum, consider computing a SNARK proof p; for the following
query on block i: What is the number of accounts in block ¢ that have balances greater than 507
The answer changes for block 7 + 1. With dynamic SNARKSs, the proof p;;1 can be computed in
time proportional to the number of changing balances, which is small (bounded by the size of the
block) compared to the total number of ETH accounts (in the millions). This is the motivation
behind the Merkle example presented in the introduction. This technology is currently explored by
several early-stage companies for verifiably querying on-chain data, including Axiom, Space and
Time, Lagrange.

Digest translation. Ethereum data are stored with a Keccak-based authenticated data struc-
ture—Merkle Patricia Trie (MPT). Computing SNARK proofs directly on MPTs is notoriously
slow, due to Keccak’s SNARK unfriendliness. Therefore one can build another MPT using Posei-
don, a SNARK-friendly hash, for this purpose. In this case, a proof of digest translation is required,
to ensure that the two digests are computed on the same data, yet with different hash functions.
This proof will have to be maintained from block to block, and just as before (low entropy from
block to block), one can use dynamic SNARKSs to do that efficiently. This technology is currently
implemented, using Reckle trees [31], in Lagrange’s prover network [1].

zkLogin systems. In zkLogin systems [4], users can log into web services without explicitly send-
ing their credentials. This is achieved by providing a zero-knowledge proof for a specific state-
ment/witness pair (x,w). In particular in the recent zkLogin system [4], the public statement is
x = (pkop, id, addr,T,vk,) and the witness is w = (token,r1,72). Whenever a client tries to re-
connect to the web service, pk,, and id remain the same, and thus a dynamic zk-SNARK could
alleviate the cost of recomputing the proof.

Verifiable inference of dynamic models. Consider a situation where an ML service provider
has generated a proof m to prove that the inference result for input x is correct with respect to
a committed model m. If the model is updated to m’, the service provider can use dynamic zk-
snarks to update m to prove the inference result on x under the updated model m’. We remark
that updating the proofs is particularly relevant for models like decision trees [41]|, where only a
portion of the model changes on retraining, as opposed to deep neural networks, where most weights
undergo significant changes.



1.7 Other related work

Authenticated data structures and dynamic vector commitments. Dynamic proof systems
have appeared before in the literature but with limited expressiveness. For example, authenticated
data structures [35] and updatable vector commitments [13,34] are dynamic proof systems for sim-
ple data structure queries, such as membership, range search and vector queries. Other examples
include certain constructions for batch-membership proofs, e.g., [11], as well as functional vector
commitments supporting linear functions, e.g., [12].

Malleable proofs and homomorphic proofs. Another related line of work is that of malleable
proofs [15]. The goal of a malleable proof system is to compute a proof p’ for a statement z’, on
input a proof p for a related statement z, without knowing the witness w’ for x. Due to this,
the extractability property is weaker, i.e., not guaranteed to extract a witness for derived proofs.
Regarding homomorphic proofs 3], given only the proofs p1, ..., p, for the outputs of circuits y; =
Ci(x1), ..., yn = Cp(xy), the goal is to compute a proof p’ for a circuit C” over the y; values, without
requiring x;’s. Unfortunately, it is not possible to capture arbitrary updates on the original data in
this model.

Finally, we note that in neither malleable nor homomorphic proofs do the definitions explicitly
capture the performance requirement that updates are faster than proof recomputation. In fact, all
proposed schemes have linear-size proofs, i.e., they are not succinct.

2 Preliminaries

Roots of unity and vectors. For m power of two, we denote with w the m-th root of unity in a field
F, ie., w™ = 1. We also use 2 to denote the set of m-th roots of unity, i.e., 2 = {w,...,w™}. The
Lagrange polynomial is L;(X) = w*(X™—1)/m(X —w’) such that L;(w’) = 1 and L;(w’) = 0 (i # 7).
[n] is the set {1,...,n} and [n1, no] is the set {n1,n1+1,...,n2—1,na}. For vector z = [ay, ..., an),
z[i : j] is the sub-vector [a;, ... a;].

Bilinear groups. Let ppy, := (p, G, Gr, ¢, g) < Gpi(1") denote the pairing parameters. In particular
G is a group of prime order p, g is a generator of G and pairing function e : G x G — Gr is such that
Vu,w € G and a,b € Zy, it is e(u?, w?) = e(u,w)®. We note here that our actual implementation
is using asymmetric pairings for efficiency, but we use symmetric pairings in our presentation for
notational convenience.

KZG commitments. Let (p,G,Gr,e,g) < Gu(1}) be bilinear pairing parameters and let se-
cret & € F be chosen at random. A trusted party outputs the elements g, g%, ...,¢g*" for some
polynomially-large ¢. For univariate polynomial f(X) over variable X, the KZG commitment [22]
of fis g/(®, which we write as [f(X)]. The celebrated KZG commitment [22] allows a prover to
commit to a polynomial f(X) via [f(X)] and run a zero-check, i.e., prove that the committed poly-
nomial satisfies f(x;) = 0 for a set of points z1, ..., z;. To do that, the prover computes the quotient
polynomial ¢(X) = f(X)/][;cq (X — ;) and outputs the commitment [¢(X)] as a proof. To verify,
the verifier uses the bilinear map to check that

Our protocols rely heavily on the KZG zero-check.



KZG variable check. We will be using KZG commitments on bivariate polynomials f(X,Y) as
well, in which case the trusted setup outputs {g®#'}; j—o....4, for random o and 3, or {[X*Y7]}; ;=0 _4-
Variable check is a useful tool to ensure a polynomial does not contain a specific variable. In partic-
ular, when a prover commits to polynomial f(X), we want to ensure that variable Y is not present.
To do that, we ask the prover to provide a KZG commitment to f(X)-Y? as well, and we use the
pairing to check whether

e([f(X)], [Y]) = e([f(X) - Y], 9).

Clearly, if Y was present in f(X), the prover would not have been able to compute [f(X)-Y 9] since
the commitment [Y97!] is not output as part of the setup.

Indexed relations and permutation relation. We use 1 to denote an indexed relation, i.e., the
description of the circuit checking a public statement x and a witness w. We slightly abuse notation
and write (x, w) € 1 iff running 1 on (x, w) returns 1, so 1 is both the description of the computation
and the set of valid tuples in the language. For example, the indexed relation ip = [n, o], where o
is a permutation of size n over domain F, contains those w such that w[i] = w[o[i]] for all i (Note
x=10.)

Plonkish arithmetization. Per Plonkish arithmetization [16,20], an index ic = [n,ng, o] is an
indexed relation for a fan-in 2 arithmetic circuit C over F with ng input gates (ng < n), n addition
gates and n multiplication gates (padding can handle the general case), where:

— Gate 1 to n are addition gates, gate n + 1 to 2n are multiplication gates, and gates 2n + 1 to
2n + ng are input gates (holding the public statement).

— 0 € [6n + no)®" ™ is a permutation vector describing the wire connections. For every addition
gate i (1 < i < n),its left input, right input and output are labeled by ¢, n+i, 2n+i respectively.
Similarly, for every multiplication gate i (n + 1 <4 < 2n) its left input, right input and output
are labeled by 2n+1i, 3n+14, 4n+1i respectively. Input wires are labeled from 6n + 1 to 6n + ng.
For example, if addition gate ¢’s right input is connected to input wire j, then we may have
ol6n + jl =n+i.

For any fixed index i¢ = [n, ng, o] describing a circuit C, an instance of public inputs x € F" and a
witness w € FO" let z = [w;x] € FO"*"0_ We have (x,w) € i¢ if and only if the following hold: (a)
(0,2) € ip = [6n+ng, o]. (b) Vi € [n], z[i] +z[n+ 1] = z[2n +i] and z[3n + 1] - z[4n + ] = z[5n + 1].
Extractors. Following [21] we write (a;b) < (A||€4)(z) to indicate that adversary A and extractor
£ are given the same input x and output a and b respectively. We write £4 to indicate that £ also
takes as input A’s state, including any random coins.

zk-SNARKSs. We now present the definition of circuit-specific zk-SNARKs [21]. For zk-SNARKs
with universal setup, algorithm G below is separated into two algorithms, a universal generation
G(1*,]i]) — pp and an indexer Z(pp, i) — (pk, vk). To avoid complexity in our presentation, all our
constructions are presented as circuit-specific, but we show how to turn them into universal. In both
circuit-specific and universal zk-SNARKs, algorithm G must be trusted.

Definition 1 (zk-SNARKS). A zero-knowledge succinct non-interactive argument of knowledge
(zk-SNARK) for an indezed relation 1 is a tuple of PPT algorithms S = (G, P, V) with the following
interface:

— G(1M 1) — (pk,vk) : Outputs prover key pk and verifier key vk.
— P(pk,x,w) — (m,aux) : Given proving key pk, instance x, and witness w, outputs proof m.



— V(vk,x,7) = 0/1 : Given verification key vk, instance x, and a proof w, outputs accept or reject.
A 2k-SNARK 'S should have polylog-sized proofs and satisfy the following properties.

— Completeness: Let G(1*,1) — (pk,vk). We say that S satisfies completeness if for any i, for any
(x,w) €1, if 7 < P(pk,x,w), then V (vk,x,m) — 1.

— Knowledge Soundness: We say that S satisfies knowledge soundness if for any PPT adversary A
and for any 1 there exists a PPT extractor €4 such that

G(1A 1) = (pk, vk); ((x, m); w)  (A[|€4) (P, vk)
Pr :
V(vk,x,7) = 1A (x,w) ¢ 1

1s negligible.
— Zero Knowledge: Fix any 1 and (x,w) € 1. Let D be the distribution of ™ as oulput by the
experiment below.
1. G(1M 1) — (pk, vk).
2. 7+ P(pk,x, w).
We say that S satisfies zero-knowledge if there exists a PPT simulator S such that the distribution
D of @ output by the following experiment is computationally-indistinguishable from D.
1. (pk,vk) + S(1*, 1).
2. 7+ S(pk,vk,x).
The zero-knowledge definition naturally extends to statistical/perfect zero-knowledge.

Algebraic group model and ¢-DLOG assumption. For our security analysis, we will use the
algebraic group model from [19]. In our protocols, by an algebraic adversary A we refer to a PPT
algorithm which satisfies the following: Given lists of initial group elements L € G", whenever A
outputs a group element g € G, it also outputs a vector g € F” such that g =[] jem] L[j]g[j]. Finally,
as in [19,20], our security also rests on the ¢-DLOG assumption, which we present in the following.

Assumption 1 (¢-DLOG) Fiz integer q. For any PPT adversary A, given ppy +— Gp(1*) and
(9,97,...,97") where T & F, the probability of A outputting T is negl(\).

We also present two standard lemmata with respect to the algebraic group model (polynomial
check and variable check) in a more general form that will be useful for our proofs—see Appendix E.

3 Dynamic zk-SNARKSs definition and a construction based on recursion

In this section we present the formal definition of dynamic zk-SNARKs and Dynarec—a heuristically-
secure dynamic zk-SNARKSs construction. Our dynamic zk-SNARKs definition (Definition 1) is an
extension of the original zk-SNARKSs definition in two ways, as we explain below.

First we require an updatability property, stating that there should be an update algorithm U/,
such that, on input a valid instance (x, w) along with its proof 7, a “data structure” aux and another
valid instance (x’, w’) that has “small” Hamming distance k from (x, w), it should be able to output
the updated proof 7’ (along with the updated data structure aux’) in time strictly less than T'(P),
where P is the prove algorithm of the SNARK. Note the requirement for “small” Hamming distance
is necessary: If, say, a linear number of positions change from (x, w) to (x/, w’), it will be impossible
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to update the proof in sublinear time: If such an algorithm existed, it would have to ignore some of
the updates.

Second, we must slightly modify the definition for zero-knowledge. Now the simulator is asked to
simulate not a single proof, but a series of honestly-generated proofs that are produced by running
the update algorithm.

Definition 2 (Dynamic zk-SNARKS). A dynamic zero-knowledge succinct non-interactive ar-
gument of knowledge (dynamic zk-SNARK) for an indezed relation 1 is a tuple of PPT algorithms
DS = (G, P,U,V) with the following interface:

— g(l)‘, i) — (pk, upk, vk) : Given 1" and an indexed relation 1, outputs a proving key pk, an update
key upk and a verification key vk.

— P(pk,x,w) — (m,aux) : Given proving key pk, instance x, and witness w, outputs a proof = and
an extra auziliary information aux.

— U(upk,x’, w', x, w, 7, aux) — (7', aux’) : Given update key upk, new instance x', new witness w’,
the previous proof m for instance x and witness w and auziliary information aux, outputs a new
proof @ for x' and w', and new auxiliary information aux’.

— V(vk,x, ) = 0/1 : Given verification key vk, instance x, and a proof w, outputs accept or reject.

A dynamic zk-SNARK DS should have polylog-sized proofs and satisfy the following properties.

— Updatability: We say that DS satisfies updatability if there is a function f(|x|+|w|) = o(|z|+|w])
such that algorithm U(upk,x’', w',x, w,m,aux) runs in time O(k - f(|x| + |w|)), where k is the
Hamming distance of vectors x||w and x'||w’.*

— Completeness: Let (pk,upk,vk) < G(1*,1). We say that DS satisfies completeness if for any
i, for any (xo,wo) € 1,...,(x¢, wy) € 1, if (mo,auxg) < P(pk,x0,wo) and, (mi11,aux;11)
U(Upk,Xprl,WiJrl,Xi,Wi, m,auxi), fori=0,...,—1, then ¥V (Vk,xg,ﬂ‘g) — 1.

— Knowledge Soundness: We say that DS satisfies knowledge soundness if for any PPT adversary
A and for any 1 there exists a PPT extractor E4 such that

(pk, upk, vk) = G(1*,1); (3¢, 7); w)  (Al|€.4) (pk, upk, vk)
Pr :
V(vk,x,m) = 1A (x,w) ¢ 1

s negligible.

— Zero Knowledge: Fiz any i and (xo,wo) € 1,...,(x¢, wy) € 1 for some polynomially bounded £.
Let D be the distribution of (mo,...,m) as output by the experiment below.
1. (pk, upk, vk) < G(1*, 1).
2. (71'0, auxo) — P(pk, X, Wo).
8. (miy1,auxi1) < U(upk, =41, Wip1, X;, Wy, T3, aux;), fori=0,...,0—1.
We say that DS satisfies zero-knowledge if there exists a PPT simulator S8 such that the distri-
bution D of (7o, - .., 7)) output by the following experiment is computationally-indistinguishable
from D.
1. (t, pk, upk,vk) < S(1*,1).

4 Note that for k = o (T(P)/f(|x| + |w|)), where T(P) is the prover’s runtime, this is o(T(P)), as desired. Besides,

for simplicity of notation, we write x’', w’, x, w as explicit inputs of U but, in practice, it suffices to receive the old
and new instance/witness elements at the & modified positions.
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2. (77'0, e ,ﬁ'z) — S(t, pk, upk,Vk,Xo7 R ,Xg).
This definition also extends to statistical / perfect zero-knowledge.

Remark. There could be an alternative definition for zero knowledge which requires that the output
of U is indistinguishable from the output of P. This is a stronger notion but our definition above
is still meaningful, e.g., in some blockchain applications it is public knowledge that updates take
place. In fact, our constructions also satisfy this indistinguishability definition.

3.1 Dynarec: Dynamic zk-SNARKSs from recursive zk-SNARKSs

We now provide a dynamic zk-SNARK scheme that satisfies our definition and uses a recur-
sive SNARK as a black box. Our construction is similar to Mangrove [27|, that builds a highly
parallelizable SNARK from Proof-Carrying-Data (PCD), with necessary modifications to make it
updatable (See end of section for a detailed comparison.) As we mentioned, Dynarec is a folklore
construction—we give a high-level description here and the full construction is provided in Figure 13
in Appendix B.

At a high level, our protocol for 1 = [n,ng, o] works as follows. Consider a binary tree with n
leaves, where each leaf 4 is a small circuit C; verifying the integrity of one addition gate and one
multiplication gate, and each internal node is a small circuit D verifying the proofs of its children
(This is where a recursive SNARK is needed.) In particular, for every leaf i, its circuit checks if the
gate constraints hold for the i-the addition and multiplication gates. In order to ensure that each
leaf circuit i verifies the correct indices from z, we hard-code the 6 indices o(jn+1) for j € [0, 5] in it,
i.e., our construction has a circuit-specific setup phase.® Likewise, for internal nodes, we hard-code
the specific (vkr,vkg) keys corresponding to its children node circuits.

The above check guarantees that the input values in each circuit satisfy the gate constraints.
We also need to ensure that collectively the values of z that the prover used satisfy the copy con-
straints, which may need to span checking across different circuits C;. For this, we use an incremental
multiplicative hash function [18] to calculate the product

H T H(m;j, jn + 1) (1)

Jco (mj,o(jn+1))

for each circuit, where H is a random oracle. Subsequently, each internal circuit D first recursively
verifies the two proofs of its children nodes, and then it calculates the product of their hash values.
It is easy to see that at the root of the recursion tree the produced hash hyoot satisfies

' H(e[i], 6n +14)
hroot Zel[_n[()] H(X[l], U[Gn + ’L]) 1 (2)

if the input values satisfy the copy constraints. The leaf circuit C; is shown in Figure 11 in Appendix B
and the internal circuit D is shown in Figure 12 in Appendix B. Note that, to preserve zero-knowledge
and avoid revealing the partial product term h; - h,, the root node takes as public statement the
product over the hash values of the public inputs and checks the multiplication result is 1.

5 It is possible to avoid this by committing to the permutation cycles and corresponding indices in a separate step

and then providing them as input to a “generic” leaf circuit, together with their proofs of opening, as in [27]. Our
current design choice allows us to simplify the presentation.
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Updates of values are handled in a straightforward manner. Each change to an input circuit
value corresponds to changes to a set of wire values. For each wire j that is updated, all proofs for
the respective leaf circuits that are affected and their ancestor nodes must be recomputed, together
with their h; values, leading to O(logn) time. Our final protocol is in Figure 13 in Appendix B.

Similarities of Dynarec with Mangrove [27]. A similar approach was used in [27] to build scal-
able and parallelizable zk-SNARKSs. As in our protocol, they also use an incremental hash function
to parallelize checking the copy constraints. For efficiency purposes, they instantiate their H as a
universal hash function with its parameters being chosen after the witness has been committed,
e.g., via a Merkle tree. (This step can then be made non-interactive via the Fiat-Shamir heuristic.)
Subsequently, all circuits C; need to verify the provided w entries with respect to the Merkle root.
Considering our goal of building dynamic zk-SNARKSs, committing to the witness vector w intro-
duces an important issue to updatability. Each change to w changes the Merkle tree root, hence,
all n circuits C; have to be re-computed, making updates as costly as running the original prover.
Instead, our adopted approach avoids this, at the cost of embedding costly hash computations in
each leaf circuit.

4 Dynamo: A new dynamic permutation SNARK

Our first step towards building a general dynamic zk-SNARK (i.e., for i¢) without using recursive
zk-SNARKSs is to build a recursion-free dynamic permutation argument for ip = [m, o]. Indeed, in
this section we present Dynamo, a new zero-knowledge dynamic permutation argument for ip =
[m, o]. Dynamo has optimal asymptotic complexities: Its proof size is O(1) and its update complexity
is O(k), where k is the Hamming distance between two valid neighboring witness vectors z and 7/,
i.e., two vectors z and z’ satisfying z[i| = z[o[i]] and 2'[i] = 2'[o]i]] for i = 1,...,m, for fixed o.

To the best of our knowledge, Dynamo is the first permutation argument that is dynamic—all
other permutation arguments (e.g., the one used in PLONK [20]) require at least linear time to
handle a small update in the witness. The reason for that is mostly due to Fiat-Shamir, where the
randomness used depends on all the entries of the witness, yielding proofs that cannot be efficiently
updated.

Our starting point: Permutation polynomial. Given a permutation ¢ of size m and a vector
z of size m, one can define a permutation polynomial s(Y) over a finite field F as

(V)= 3 (2li] - zloli]) - Y.

i€[m]
Note that s(Y'), by a simple change of variable, can also be written as
s(V) = Y alil- (Y =y 1T) = 37 ali - vl
i€[m] i€[m]

where, for ease of notation, we write



It is easy to see that (0,z) € ip = [m, o] if and only if s(Y) = 0 for all Y. We build our permutation
argument on this idea: In particular, we have a prover commit to vector z and provide a proof that,
for given o, s(Y) is the zero polynomial.

Computing the proof. To compute the proof, the prover will commit to two polynomials, z(X)
and bivariate v(X,Y’), using Lagrange interpolation and KZG commitments. In particular z(X)
encodes the z elements (z(w®) = z[i] for all i = 1,...,m), i.e.,

2(X) =) Li(X) -2l (3)
1€[m]

and v(X,Y) encodes z[i] - y[i] (v(w!,Y) = z[i]y[i] for all i = 1,...,m), i.e.,

v(X,Y) = " Li(X) - zli] - y[i]. (4)
1€[m)|

The input of the verifier is an honestly-computed commitment to a bivariate polynomial u(X,Y")
that encodes the permutation ¢ in a natural manner, i.e.,

w(X,Y) = Y Li(X)-yli]. ()

i€[m]

Now to prove that the commitments to the polynomials z(X), v(X,Y") and u(X,Y) satisfy s(Y) =0

the prover must provide two additional proofs (in addition to the commitment of z and v) as we

detail in the following.

Zero-check. First the prover must prove that for all i = 1,...,m it is v(w!,Y) = u(w’,Y) - 2(w?).

This is a standard zero-check (as in PLONK [20]) for the polynomial v(X,Y) — u(X,Y) - 2(X) on

the set (£2,Y), where 2 = {w,...,w™}. The proof for that is a KZG commitment to the quotient

polynomial

X,Y)—u(X,Y)  z2(X)
Xm—1 '

a(x,v) = 2 (©)

Sum-check. Finally, the prover will have to provide a proof that

Z v(w',Y)=0.

i€[m]

Here we cannot use existing techniques from PLONK [20] since, as we mentioned, we must avoid
Fiat-Shamir. The main idea is to have the prover commit to a “prefix polynomial” p(X,Y’) such
that its evaluation at (w’,Y’) equals the sum of the first 7 terms of the above sum, i.e.,

p(X,Y) =Y Li(X) ) v(w,Y). (7)

i€[m)| J=1

Now it is enough to have the prover prove that (i) p(w,Y) = v(w,Y) (first term equality); (ii)
p(w™,Y) =0 (sum-check correctness); (iii) and the following “prefix recursion”

p(WhY) =p 1Y) + v Y) foralli=2,...,m. (8)
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The first two relations are straightforward to prove using a standard KZG evaluation proof: For (i),
the proof is a KZG commitment to the quotient polynomial
X —w

BXY) =

and for (ii), the proof is a KZG commitment to the quotient polynomial

p(X,Y)
X -1

VX, Y) = (10)

Computing a proof for prefix recursion is more involved, and we describe it next.

A proof system for prefix recursion. For Eq. (8) prefix recursion, the prover provides commit-
ments to polynomials p(X,Y’) and

HX,Y)=p(X -w 1Y) (11)

as well as v(X,Y) and must also provide a proof that these commitments satisfy Equation 8.
Note that as long as #(X,Y) = p(X - w™1,Y), prefix recursion is reduced to a simple zero-check
of p(X,Y) —t(X,Y) —v(X,Y) on the set {(w?,Y),...,(w™,Y)}. However it is easy to see that
p(X,Y) —t(X,Y) —v(X,Y) is identically 0, and therefore there is no need to provide a quotient
polynomial—but the verifier will still need to check that this is the case.

So the fundamental problem remaining to solve is to design a proof system for “polynomial
displacement”: Given two commitments to polynomials p(X,Y) and ¢(X,Y) how can we prove that
HX,Y)=p(X - w1 Y)?

A proof system for polynomial displacement. Using ideas from PLONK [20] we can solve
polynomial displacement with Fiat-Shamir: For random r, KZG-evaluate p(X,Y) at (a-7,Y) and
t(X,Y) at (r,Y), and check whether the evaluations are the same. Since we cannot use Fiat-
Shamir, we follow a different approach. We will use an additional variable W. The prover, along
with commitments to p(X,Y) and ¢(X,Y), it provides a commitment to another polynomial

gWY) =p(W,Y). (12)

To check that the two commitments p(X,Y) and g(W,Y) refer to the same polynomial, the prover

provides a commitment to the quotient polynomial

X, Y) —g(W,Y)
X-Ww ’

S(X,W,Y) = i (13)

The final check is to ensure that the evaluation of g(W,Y) at point X -w™! is equal to ¢(X,Y’). This
is easy to do by providing a commitment to the following

Q(W Y) - t(va)

E(‘X7W7Y): W_XOJ_]'

(14)

Final variable check. The final thing that the prover must do is variable checks for the polyno-
mials z(X), v(X,Y), p(X,Y), t(X,Y) and g(W,Y) as described in Appendix E. Let Z(X,W,Y),
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Table 2. The 15 polynomial commitments contained in the Dynamo proof.

2(X) | e(XY) | p(X,Y) | HX)Y) | g(WY)
Eq. (3) Eq. (4) Eq. (7) Eq. (11) | Eq. (12)

Variable Checks|Z (X, W,Y)|V (X, W,Y)|P(X,W,Y)|T(X,W,Y)|G(X,W,Y)

a(X,Y) | BXY) | y(X,Y) [5(X, W Y) e(X, W)Y)
Eq. (6) Eq. (9) Eq. (10) | Eq. (13) | Eq. (14)

Commitments

Quotients

V(X,W)Y), P(X,W)Y), T(X,W,Y) and G(X,W,Y’) be the polynomials committed for that pur-
pose. For example, Z(X,W,Y) = 2(X) - Y™ W™. The other commitments are computed similarly.
Summary. The final Dynamo proof for ip = [m, o] consists of 15 group elements that are KZG com-
mitments of 5 committed polynomials, 5 variable checks and 5 committed quotient polynomials—see
Table 2.

Computing and updating the proof. There are closed formulas for all polynomials of Table 2.
In particular, we have the following theorem, whose proof can be found in Appendix F.

Theorem 1. Let F ={z,v,p,t,9,2Z,V,P,T,G,a,B,7,0,e} be the set of polynomials from Table 2.
Every polynomial f € F from can be expressed as

i1€[m]

where {f1,..., fm} is a fized set of m polynomials.

We note here that Theorem 1 allows us not only to easily compute the Dynamo proof (e.g.,
without any division) but also to update the proof in constant time whenever a value z[i] changes.

Final protocol. Our complete circuit-specific Dynamo protocol is shown in Figure 2. We summarize
our protocol in the following theorem.

Theorem 2 (Dynamo). The protocol of Figure 2 is a dynamic SNARK (per Definition 2) for
ip = [m, o] assuming ¢-DLOG (see Assumption 1) in the AGM model. Its complexities are as
follows.

1. G runs in O(m) time, outputs pk and upk of O(m) size and vk of O(1) size;
2. P runs in O(m) time and outputs a proof m of O(1) size;

3. U runs in O(k) time, where k is the Hamming distance of w and w';

4.V runs in O(1) time.

Proof. Completeness and updatability follow naturally from the construction. For knowledge sound-
ness, we define the following extractor € 4(pk, vk):

1. Run the algebraic adversary (x,m) + A(pk, vk).

2. Parse [z] from 7. Note that since A is algebraic, it should also outputs vectors to show how
[z] can be computed from pk. Thus £4 can reconstruct z(X) such that [z] = [Z(X)]. Abort if
degyz > 0 or degy,z > 0.

3. Output w € F™ where w[i] = Z(w?), Vi € [m)].
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~ G(1Y, [m, o) — (pk, upk, vk) :
- PPy Goi(1%);
- Let F ={z,v,p,t,9,Z,V, P, T,G,, 3,7, 0,c} be the set of polynomials from Theorem 1.

Pick random a, b, ¢ from F for variables X, Y and W respectively.
- Set pk = upk to contain the following KZG commitments, defined in Theorem 1, and
computed using a, b and ¢ directly

{Ual, - Umlbper-
~ Set vk = {[u(X, Y)], [X], [W], [X™], Y W™], [W™]} (u is from Eq. (5)).

— P(pk,x,w) — (7, aux):
- Parse x as () and w as z[1],...,z[m].
- Following Theorem 1, output |F| = 15 KZG commitments as 7 and aux, i.e., for all f € F

output '
11 =TT tr.

i€[m]

— U(upk,x’, w', x, w, 7, aux) — (7', aux’):
- Parse w as z and w’ as a new valid witness z’. Parse 7 and aux as {[f]} rer.
- Let J be the set of locations that z and z’ differ and let {d;};ec; be the corresponding
deltas. Output as 7" and aux’ the new KZG commitments {[f]} ez where

=14 T]%

jeJ

— V(vk,x, ) = 0/1:
- Parse vk and 7 as output by G and P respectively.
- Output 1 if and only if all the following relations hold:
e([v],9) - e([—u], [2]) = e([a], [X™ — 1]).
e([pl, 9) - e([=v], 9) = e([B], [X — w]).
e([pl, 9) = e([y), [X = 1]).
[p] - [=t] - [-v] = 1g.

e([p] - [=gl,9) = e([0], [X = W]).

e(lg] - [~t],9) = e([e], W — X - w™1]).
e([z], [Y™W™]]) = e([Z], 9)-

e(fo], W™]) = e([V], 9)

e([p], W™)) = e([P], 9)

e([t], (W™]]) = e([T], 9)

e(lgl, [X™]]) = e([G], 9)

Fig. 2. The Dynamo SNARK.

Since verification accepts, all checks in the V algorithm of Figure 2 pass. Parse m = {[f]}er.
Since A is algebraic, it should also output vectors to show how [f] can be computed from pk, and
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then we can reconstruct {f(X,W,Y)} ferF such that [f] = [f(X,W,Y)]. From the zero-checks and
variable checks, we have the following equations.

U(X,Y) —u(X,Y)z(X) = a(X, Y, W)(X™ - 1) (15a)
PX,Y) —3(X,Y) = B(X,Y,W)(X —w) (15b)
pXY) = (X Y, W)X -1) (15¢)
PX,Y)—tX,Y)-0(X,Y)=0 (15d)
PX,Y) —GW,Y) = 5(X, W, Y)(X = W) (15e)
W, Y) —t(X,Y) =X, W, Y)(W — X -w™ 1) (15f)

From Egs. (15e) and (15f), we have

ﬁ(wiv Y) = g(wiv Y)

. - 16
GwLY) =tw"Y) (16)
By combining Eq. (16) with Egs. (15b) to (15d), we have
Pw,Y) = 0(w,Y)
P Y) =pw 1Y) + 9w, Y), i € [2,m] (17)

From Eq. (15a), we have u(w?, Y)Z(w’) = 9(w?, Y). Therefore,

PLY) =D 0 Y)= > uw YV)Iw)= > yliFw) =0,

1€[m] 1€[m)| 1€[m)

which means the output w of £4 should be a valid witness. The complexities of P,U,)V follow
naturally from the protocol. For the runtime of G, since this algorithm knows a, b and ¢, it can
compute everything in linear time. O

Universal protocol. We note that our protocol can be turned into a universal protocol, introducing
an 7 algorithm. Unfortunately, in the universal version of our protocol the time complexity of both
G and 7 is 5(m2) (This is not an issue for our final protocol, since we apply the permutation
argument in buckets.) The proof of the following lemma can be found in Appendix F.

Lemma 1 (Universal Dynamo). There exists a universal version of Dynamo whose (i) G algorithm
runs in O(m?) time and outputs public parameters of O(m?) size; (ii) T algorithm runs in O(m?)

time and outputs pk of O(m) size and vk of O(1) size. All other complezities are the same.

Finally note, that by following the ideas from [20,33|, we can use random masks for the polynomi-
als and add zero-knowledge to Dynamo. The proof of the lemma below can be found in Appendix F.

Lemma 2 (Zero-knowledge Dynamo). There is a zero-knowledge version of Dynamo with the
same complezxities.
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4.1 Dynamix: A generalization of Dynamo

As we will see in the next section, our final dynamic zk-SNARK protocol will have to apply
the permutation argument on /N subvectors of z (each one containing m = v/N values of z) and
therefore we will be using a slight generalization of Dynamo which we call Dynamix (We need this
generalization because the overall permutation condition holds for the whole vector z and not for
subvectors of z.) Recall that Dynamo provided a way for a prover to convince a verifier that, for a
given o it knows a vector z such that

S afi]-(vi-yo ) =o.

1€[m]

With Dynamix, we make two changes to the above relation. First, we allow the exponents of Y to
take arbitrary values s; € [N] and t; € [N] for some N that potentially is not equal to m. Second, we
require that instead of 0, the sum equals another polynomial A(Y'), whose commitment the prover
will provide. We therefore define the Dynamix relation as ip = [m, N,s,t] (where s = [s]ic|m],
t = [tilicjm) and s, t; € [N]) to contain (), (z, h)) such that

D zli] - (Y -Y) =h(Y). (18)

1€[m]
We can trivially extend Dynamo to Dynamix in the following fashion.

1. Instead of using y[i] = Y —Y? ') in KZG commitments [v] (Eq. (4)) and [u] (Eq. (5)), we use
yli] = Y* — Yt

2. Since the right-hand side of the sum-check equation changes from 0 to h(Y), the prover must
commit to an additional polynomial h(Y") as defined in Equation 18. Note that along with [h(Y)],
the prover provides a commitment [H(Y')] for variable check.

3. Since the right-hand side of the sum-check equation changes from 0 to h(Y'), the quotient
polynomial v(X,Y") (Eq. (10)) is now computed as y(X,Y) = (p(X,Y) — h(Y))/(X —1).

4. Note that the polynomial p(X,Y) — ¢(X,Y) — v(X,Y) is not identically 0 anymore. We will
therefore need a zero-check on {(w?,Y),...,(w™,Y)}. In particular, the prover will have to
commit to (p(X,Y) —t(X,Y) —v(X,Y))/((X™—1)(X —w)~!), which after careful calculation,
this is equal to —w - h(Y") /m—therefore this part does not require a new commitment since the
prover has already committed to h(Y).

5. The third pairing equation in V becomes e([p] - [—h], g) = e([y], [X — 1]].

All in all, the Dynamix proof contains 17 group elements, 2 more than the Dynamo one. We provide
the detailed Dynamix protocol in Figure 16 in the Appendix. Zero-knowledge and universality follow
exactly in the same way as in Dynamo.

Theorem 3 (Dynamix). The protocol of Figure 16 is a dynamic SNARK (per Definition 2) for
ip = [m, N, s, t| assuming ¢-DLOG (see Assumption 1) in the AGM model. Its complezities are as
follows.

1. G runs in O
2. P runs in O
8. U runs in O
4.V runs in O

—~

min{mlog N, N}) time and outputs pk and upk of O(m) size and vk of O(1) size;
m) time and outputs a proof m of O(1) size;

k) time, where k is the Hamming distance of w and w’;

1) time.

—~~
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Proof. The proof is almost the same as the proof of Theorem 2. The main difference is the runtime
of G: In G, we need to calculate {b%, bti}ie[m] where s;, t; are bounded by N. We can either compute
{0} jerny in O(N) time, or compute each b%,b% in O(log N) time through a fast exponentiation
trick for every i € [m). 0

Lemma 3 (Universal Dynamix). There exists a universal version of Dynamix whose (i) G algo-
rithm runs in O(m - min{mlog N, N}) time and outputs public parameters of O(m?) size; (ii) T
algorithm runs in O(m?) time and outputs pk and upk of O(m) size and vk of O(1) size. All other
complexities are the same.

The proof of Lemma 3 is a based on the proofs of Lemma 1 and Theorem 3. Finally, by the
same zk-masking techniques as in Dynamo, we have the following.

Lemma 4 (Zero-knowledge Dynamix). There is a zero-knowledge version of Dynamix with the
same complexities.

5 Dynaverse: A dynamic zk-SNARK without recursion

In this section, we present Dynaverse, a general-purpose dynamic zk-SNARK (i.e., for 1 =
[n,ng, 0]) without recursion. Dynaverse is using the Dynamix SNARK from Section 4.1. Dynaverse
is a circuit-specific dynamic zk-SNARK that has O(n) setup time, O(k - y/nlogn) update time
(where k is the Hamming distance between the statements) and O(logn) proof size. The universal
version of Dynaverse has O(n+/n) universal setup time and O(n) circuit-setup time. We note here
that Dynaverse’s update algorithm is trivially parallelizable.

Background and problem with PLONK approach. Recall that for any fixed index i =
[n,ng, o] describing a circuit C, an instance of public inputs x € F", and a witness w € F®", we set
z = [w; x| € FO"+70, We have (x,w) € ic if and only if the following hold:

— Copy constraint: (0,z) € ip = [6n + ng, 7).
— Gate constraint: Vi € [n], z[i] + z[n +i] = z[2n + i],2[3n + i] - z[4n + i] = z[5n + 1].

Let us focus on updatability of gate constraints and will come back to copy constraints later.
Dynaverse will be using a similar technique with PLONK [20]. Recall that in PLONK, instead of
committing to one large vector z, the prover commits to six vectors of size n (Subvector z7 is of size
ng and contains the public statement.) In particular one can write z as

(z1 z2 23 24 75 Z6 Z7),

where z; holds the left inputs of all addition gates, zo holds the right inputs of all addition gates, z3
holds the outputs of all addition gates, z4 holds the left inputs of all multiplication gates, z5 holds
the right inputs of all multiplication gates, and zg holds the outputs of all multiplication gates.
Let z(X) (for t = 1,...,6) be the Lagrange polynomials that the prover uses to commit to those
subvectors (We use ¢ to denote the n-th root of unity used in those Lagrange polynomials.)

Clearly, to prove that the committed polynomials z;(X) satisfy the gate constraints we need to
prove that

21(X) 4+ 22(X) = z3(X) for all X = ¢,...,¢",

24(X) - 25(X) = z6(X) forall X =, ..., "
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Note that the addition constraint is easy to check due to the fact that [z;(X)]’s are additively
homomorphic and therefore all the verifier has to do is to check whether [z3(X)] = [21(X)] - [z2(X)].
Similarly, the prover can update the commitments in constant time when a value changes.

However, the same does not hold for the multiplication constraint. In particular note that check-
ing the multiplication constraint requires a zero-check for the polynomial z4(X) - z5(X) — 26(X) on
the set @ = {¢p, ..., "} which can be done via a commitment to the quotient polynomial

Z4(X) : Z5(X) — Z(;(X) ‘

AX) = X — 1

However, as opposed to the addition constraint, if a single entry of say, z4, changes, the quotient
polynomial A(X) changes completely and must be recomputed from scratch. Unfortunately, this
takes at least linear time.

Our main technique: Enforcing gate constraints on subvectors. To address the linear up-
date time of the multiplication gate constraints update, we follow a natural approach. We divide
each vector z; into the m = /n succesive subvectors z, ..., Zu, of m values each. The prover
will therefore provide m polynomial commitments for each vector z; (note that for these commit-
ments we are using m-th roots of unity), for a total of 6 - m commitments, i.e., the commitments
[201(X)], .-+, [2em(X)] for t = 1,...,6. First, notice that the addition constraint is handled exactly
as before.

For the multiplication constraint, the prover must now provide m commitments to the following
quotient polynomials

22i(X) - 251(X) — 26i(X)

Ai(X) = xm 1

fori=1,...,m. (19)

Wrapping up: Enforcing copy constraints across subvectors. Note now that the final thing
that the prover must do is to convince the verifier that

[z1(X)], ..., [zem(X)] for t =1,...,6

are consistent with o and [z7(X)]—the commitment of the public input computed by the verifier.
To do that, we will do 6 - m invocations of the Dynamix protocol from Section 4.1, one for each one
of the 6 - m subvectors. In particular, for vector z;; that covers the m-sized range [z,y| from the
original z vector (in particular z = (t —1)-n+ (i —1)m+1and y =z +m — 1), set

si=[rx+1...yland ty =[c N (z) o (z+1)...0 (y)]. (20)

Then the prover will output the proof that is output by a Dynamix for [m, N, s, ts;].

Final proof and verification. The final proof consists of 6-m Dynamix proofs and m commitments
to the quotient polynomials from Equation 19. To verify the final proof the verifier first verifies the
Dynamix proofs and the quotient polynomials A;. Then the verifier computes a commitment to the
h polynomial corresponding to the public statement, i.e.,

6n-+ngo ' .
he(Y)= > 2lij(Y'+v° )
1=6n+1
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— G17, [, n0, o) —> (p, upk, ) :

- PPpl < gbl(lA)-

- Set m = y/n and N = 6n + ng.
Pick random a, b, ¢ from F for variables X, Y and W respectively.
-Fort=1,...,6,fori=1,...,m, call

/

a,b,c,ppy, (1>\a [ma Na Sti, tt’L]) — (pktiv upktia thi) )

where s;; and ty; are defined in Equation 20.
Set pk = {pky;}+i, upk = {upky; }ei and vk = {vky}e ;.

— P(pk,x,w) — (m, aux):

- Parse x as z7 and w as {241, ..., Zm }i=1,..6-
-Fort=1,...,6,fori=1,...,m call P'(pky;,0,2y) — (7, auxs;).
- Fori=1,...,m, compute the commitments [A4;(X)] as in Equation 19.

- Proof m contains {m;}+; and {[A;(X)]}:, and aux contains {aux¢; }.

— U(upk,x’, w', x, w, 7, aux) — (7’, aux’):

- Parse (x,w) as z and (x', w’) as a new valid witness z’.
Let C be the set of tuples (¢,4) that correspond to updated subvectors z;.
For every (t,i) € C call

U' (upky;, 0,245, 0, 245, Ti, auxy;) — (g, auxg;) .

Let I = {i: (t,i) € C At >4}
For every i € I recompute [A}(X)] as in Equation 19.
Output the updated proofs {},} and the updated commitments [A}(X)] as the updated
proof 7’ and {aux},} as aux’.
- V(vk,x,7m) = 0/1:
- Extract from 7 the commitments [z;(X)] for t =1,...,6 and i = 1,...,m;
Check the addition constraints, i.e., that for all ¢ = 1,...,m it is

(214 (X)] - [22:(X)] = [23:(X)] .

Check the multiplication constraints, i.e., that, for all ¢ = 1,...,m it is

e([z4i(X)], [25:(X)]) - e([=26i(X)], 9) = e([Ai(X)], [X™ —1]).

Check the Dynamix proofs, i.e., forallt=1,...,6 and i =1,...,m it is
V' (vkei, 0, i) — 1.

Parse x as z[6n + 1...6n + ngl. Set hy(Y) = 2?237?421 z[i](Yi+ Y '), Check whether
[hx(Y)] ‘H?:1 [T [hi(Y)] = 1g, where [h;(Y)] is extracted from the Dynamix proof 7y;.

Fig. 3. Dynaverse SNARK using Dynamix SNARK (G’,P’,)’) as a black box.
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and checks whether
m
)] - [T T TPV = 1,
t=11i=1
where [hy;] is the commitment to the polynomial A corresponding to the Dynamix proof for the z;
vector. Fig. 17 in Appendix I provides a pictorial description of Dynaverse. Our complete protocol

is shown in Figure 3.

Theorem 4 (Dynaverse). The protocol of Figure 3 is a dynamic SNARK (per Definition 2) for
ic = [n,no,0| assuming ¢-DLOG (see Assumption 1) in the AGM model. Its complexities are as
follows.

1. G runs in O(n 4+ ng) time, outputs pk of O(n) size, vk of O(y/n + ng) size;
2. P runs in O(nlogn) time and outputs a proof m of O(y/n) size;

3. U runs in O(ky/nlogn) time, where k is the Hamming distance of w, w';
4.V runs in O(ng + y/n) time.

Proof. Completeness and updatability follow naturally from the construction. For knowledge sound-
ness, we can build an extractor by calling the extractor of Dynamix to extract the witness which
satisfies the copy constraints. The verification algorithm can also ensure that this extracted wit-
ness also satisfies the gate constraints. The complexities of Pl and V follow naturally from the
protocol. For the runtime of G, although the runtime of G in Dynamix is O(min{mlog N, N}),
we can directly compute {b/ }jein) and let each G’ reuse these values. Hence, the runtime of G is
O(N 4+ m?) = O(n + ng). 0

Lemma 5 (Universal Dynaverse). There is a universal version of Dynaverse whose (i) G algorithm
runs in O(ny/n) time and outputs public parameters of O(ny/n) size; (ii) T algorithm runs in
O(ny/n) time and outputs pk of O(n) size and vk of O(\/n+ng) size. All other complexities are the
same.

Lemma 6 (Zero-knowledge Dynaverse). There is a zero-knowledge version of Dynaverse with
the same complexities.

The proof for zero-knowledge is presented in Appendix F.

Concretely reducing the Dynaverse proof size. One of the main drawback of Dynaverse is that
the constant in the O(y/n) update time/proof size is too large. More specifically, we have 6,/ sub-
vectors, and for copy constraints we need to run Dynamix for each sub-vector. One Dynamix proof
contains 17 groups elements and for one update we need to update all of them. Overall, a Dynaverse
proof contains 17 X 64/n = 102/n groups elements. However, for gate constraints, we only need /n
groups elements—[A;]. To concretely improve the proof size we run Dynamix on O(1) length-O(n)
sub-vectors while still remaining O(y/nlogn) update time for gate constraints. For that, we face
the following problems.

1. For the universal setup of Dynamix, the runtime of G and Z and the size of pp output by Z will
go to O(n?).

2. We need to deal with the inconsistency between [z] for Dynamix of length O(n) and [z] for gate
constraints of length O(y/n).
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For the first problem, there is no simple way to avoid that so we decide to consider only circuit-
specific setup for this optimization, and then the runtime of G for Dynamix is O(n). For the second
problem, we need to introduce a natural trick to show the consistency. See Figure 18 in Appendix I.
First, we split z into [Zi]z‘e[lﬁ} of 6 n-sized vectors. For z1,zs, 23, we are dealing with add gates, i.e.,

z1[i] + z2[i] = z3[i], Vi € [n].

Therefore for z1, zo, z3 we do not further partition to achieve sublinear time.

In order to achieve sublinear update time for z4,zs5,2z¢ (multiplication gates), we follow the
idea in the original Dynaverse to partition them into sub-vectors of length /n. However, we still
want to apply the protocol for copy constraints on the whole vectors z4, z5, zg, so we use two-layer
interpolations (same as the technique introduced in [39]): In particular, Vi € {4,5,6}, let m = /n,

A(X1X2) = ) Y LX) Li(Xo)z[(j — Lym + K],
jE[m] k€[m]

2i5(X2) = > Le(X2)z[(j — ym + K],
ke[m]

then the consistency between them can be shown by the following check:
2i(X1, X2) = qij (X1, X2)(X1 — w?) + 2;(X2) .

Here, we use two variables X1, X5 to avoid super-linear key size increment [39]. Now, we can finally
apply a variant of Dynamix with bi-variate polynomials z;( X7, X2) (and we also need to modify all
other polynomials to fit into this bi-variate setting) to z4, zs5, z¢ to achieve constant update time on
copy constraints, while maintaining O(y/n) update time on gate constraints with small constants.
After this optimization, the new proof size will be 4y/n + O(1) group elements, which is over 20x
smaller than original Dynaverse. Note this optimization will not improve the asymptotic complexities
for Dynaverse (except that the size of vk will be improved from O(y/n + ng) to O(ng)) because the

update algorithm and proof size are still lower-bounded by O(y/n) for gate constraints.

Asymptotically reducing the Dynaverse proof size. Biinz et al. |9] introduced IPA proofs for
pairings, a way to delegate a pairing equation with n terms and have it proved with a proof of
log n size—see Appendix D. By using this technique, the Dynaverse proof size and verification time
can be reduced to O(logn). To do that, recall that a Dynaverse verifier must compute the following
equation for every ¢ € [6m]: e([pi],9) = e([vi],g) - e([Bi], [X — w]). If V picks r & IF, then it only
needs to check the following combination:

I etwdg )= T elwil.g™ ) ] eBl [X -l ), (21)

1€[6m)] 1€[6m)] 1€[6m)]

Next, P can compute three products Eq, Eo, E5 in Eq. (21) and provide proofs mipa 1, Tipa 2, TIPA 3
for each product so that V just needs to check the IPA proofs and whether £y = E5 - F3. Such
methods can be applied to all O(y/n) similar equations that V needs to verify. Therefore, finally we
can get a variant of Dynaverse with O(logn) proof size and verification time. Alternatively, we can
consider using Groth16 [21] to directly compress the O(y/n)-size proof to constant size.
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Lemma 7 (Succinct Dynaverse). There exist variants of Dynaverse whose proof size and ver-
ification time are O(logn) using [9], or O(1) using Grothl16 [21]. All other complexities are the
same.

6 Dynalog: Dynamic zk-SNARK with polylog update time

In this section, we introduce a new dynamic zk-SNARK with polylog update time and proof
size. To simplify the presentation, we still use the Plonkish arithmetization (Section 2) but with
only multiplication gates (it is trivial to extend it to general circuits with addition gates). More
specifically, for any i¢c = [n, ng, o] describing a circuit C, public input x € F™, and witness w € F3",
let z = [w;x] = [21; 2r; 20; x| € F3"T0_ We have (x, w) € i¢ if and only if (), 2) € ip = [3n+nog, 0]
and Vi € [n], zL[i] - zr[i] = zoli].

Recall that the main difficulty we face in previous sections to construct dynamic zk-SNARKSs
is gate constraints. Now we start to make use of a hierarchical data structure to enable efficient
updates for multiplication gates. This data structure has also been adopted in various applications
such as oblivious RAMs [29,28] and locally updatable codes [14].

Hierarchical data structure. We maintain log n+ 1 buffers buf(o), ceey buf where each buffer
buf(® has 2¢ slots. The value for each slot is either empty or of form (i,0r,0r, d0), representing the
difference value to update i-th gate. For any update to some value(s) in z, we will regard it as
updates in terms of some gate(s). For instance, if, for gate j, the left input is increased by a and the
output is increased by b, while the right input remains the same as before, then we say the update
to gate j is (j,a,0,b). The data structure works as follows.

logn)

— In the beginning, all buffers except the last one buf(1°8™) are full of empty slots, while buf(logn)

is filled with the initial z, i.e., (¢, zL[i], zr[i], zo[7]), Vi € [n].

— Whenever there is an update to some gate, start from buf(®) and look for the first empty buffer,
say it is buf®). Collect all the non-empty slots from buf©@, ... buf*=1 together with the new
update, put all of them into bufy, and then empty buf(o), ey buf*~1), Note that when combining
the slots from buf®, ... buf®*=1 there might be multiple slots for the same gate. We can just
combine them into one slot by adding their values so that there is at most one slot for each gate
in buf®). Denote S as the set of all gate indices that appear in buf®.

— When all buffers are full, combine all the slots and get the latest z. Empty buf ©) .. pufllogn—1)
and fill buf°8™) with values from the latest z.

Based on this data structure, to show for gate constraints it is not sufficient to examine buf @
itself, since it contains only the difference value for each gate. What we should check is, for each
gate in buf(i), at the moment we apply the update, its “real” wires (inputs and output) satisfy the
multiplication relation. To achieve this, we have the following key observation:

For any two non-empty buffers buf(i), buf) where i < 7, all the updates in buf® come after
those in buf¥).

logn)

This observation allows us to check only buf(i), ..., buf ( to obtain the “real” wires for gates in

buf(®).
Dynamic proving. Now we can explain in a high level how the proof system works based on the
data structure above.
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— Copy constraints. We directly use a variant of Dynamix, DynamixHyper, and maintain a log-size
Tperm, Which can be updated in O(logn) time per update.

— Gate constraints. Whenever there is a new update, we compute a non-empty buffer buf® and
empty buf@ . ..., buf~1). Moreover, we attach a new proof Tré?te showing that all the gates from
buf(® still satisfy the multiplication relation.

The details of TI'(i)

gate and Tperm are illustrated in the following subsections.

6.1 Relations for gate constraints

To show that all the gates from buf® satisfy the multiplication relation, first we need a natural
way to combine the buffers and get the “real” values on the wires. We choose homomorphic vector
commitments based on KZG to achieve this because it is easy to tweak it to fit DynamixHyper later.

More specifically, from each buffer buf® we construct three size-n vectors 6%), 5%), 68) such that
for every update (j,a,b,c) € buf®, we have

8V = a, 690 =b, 69[j] =c.

For all other locations in 5%), 6(1) (5(0), we just put 0 there. Committing to these three vectors, we

get commitments C’g), Cg), C(OZ). Due to homomorphism, the following three commitments are in

fact the commitments to the latest z;,zg, zo combining buf®, ..., buf(log ™).
logn ) logn ' logn ‘
cr=J[cY. cr=T] ¢y co=T]cy - (22)
j=i j=i j=i

Based on {( c) C(J) g))}je[i,logn], now we can show the gate consistency for buf(® in the
following steps:

1. There is a set S including the indices of all the updated gates from buf(® @) More formally, the
vectors 02), Cg), Cg) commit to are all 0 outside S@.

2. Compute Cp,Cgr,Co as from Eq. (22). Open C,Cg,Co at S and all the gates satisfy mul-
tiplication relation.

Both steps require obtaining some opening proofs efficiently. In this case, tree-structure KZG-
based vector commitments such as AMT [37] and Hyperproofs [34] are helpful. Here we pick Hyper-
proofs in our protocol (see the interface in Appendix G). From now on, we will use indices of form
i = (i1,...,%0gn) as in Hyperproofs. Values in zy,zg,zo can be accessed through subscriptions
(e.g., z1i) or evaluations (e.g., zr(i)).

For Step 1 and each one of Cf,, Cr, Co, we build a tree based on S and show that all the sub-
trees outside S are empty. See Fig. 4 for an example. Consider the MLE polynomials we defined
in Appendix G, what we need to do is to show that up to O(]S®|logn) MLEs of the form z; ;,
are identical to 0. Based on the final trick in Appendix G, for each z;, ; we show that Eq. (28)
holds and in fact all required proofs are included in the proofs for the locations in S .

For Step 2, we enumerate all the gates in S and open Cr, CR, Co at each gate to verify. Note
that we maintain a MLT for each commitment in {(C}’ G) C’I({J), )}je lilogn) and Hyperproofs are
also homomorphic, so the proofs for Cr,Cr,Co can be Computed from the nodes in those MLTs.
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Fig. 4. A tree of MLEs with size 8 (red part is the proofs from MLT). When S = {1,6} (blue part), we only need
to show that four sub-trees zoo1, 201, 2100, 211 are all identical to 0 (yellow part). All the proofs for yellow part have
already been included in the proofs for blue part, e.g., the proof for “zo1 = 0”7 is {[z1 — 20], [201 — 200} from the proof
for Z000-

We define a circuit Cé?te (see Fig. 5) to describe all the computation above. This circuit has size
(|S ]10g n) in terms of pairings/group operations. We will black-box use another proof system,

such as Groth16 [21] to prove it and get the proof ﬂ'éa)te.

6.2 DynamixHyper: A variant of Dynamix for copy constraints

Similar to our starting point in Section 4, given a permutation o of size m = 2! and a vector z
of size m = 2!, to show (,z) € ip = [m, 0], i.e., z[i] = z[o[i]] for all i € [m], we would like to show
the following s(Y") is the zero polynomial:

s(¥) =" zli] - (Yi _ YU’WQ .

i1€[m]

However, we cannot directly use Dynamo from Section 4 since we need to make sure our commit-
ment to z is consistent with what we did in Section 6.1. With Hyperproofs, now the commitment
to z is of form [z] and z is a MLE to z:

2Xy,. LX) = ) 5-Si(X,. LX),
ie{0,1}¢

For i € {0,1}!, define num(i) = 1 —i—Zj 1472179 such that i .. .4 is the binary form of num(i) — 1.
Consider the new permutation polynomial

Z 2 - (Ynum (i _ Yoo Lnum(i) ) Z % Yi,

ie{0,1} ie{0,1}!
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- Public Input: ¢, Gt . c5" for A € {L, R, 0}
- Witness: S, {ﬂ'g?i}ies(i), {maiticso, {2a,i}ieg@ for A e {L,R,0}
- Computation:
1. For each A € {L, R, O}, check that opening C’g) outside S gets all Os:
For all i € S®)

(a) Parse ﬂg?i = (Wg?iyl, e Trg?i,logn)‘ .
(b) For all k € [logn], if there is no i’ € S® such that i’ starts with (g, ..., ix_1,1 — i),
then check
. . k_l .
e(CY),9) = e(rDs o (X — (1= i) [T e 15 = i)
j=1

2. For Ae {L,R,0}, let Ca = Hyfz" 9 check opening Cx at S® gets {2 };eq0:
For all i € SO,

(a) Parse TAG = (TFA,i,h S WA,i,logn)'
(b) Check that
logn

e(Ca/g2t 9) = ] e(mais X5 —ij])
j=1

3. Check that ‘
ZLi" ZRi = R0.is Vi e S(Z) .

4. Return true.

Fig. 5. ¢’ : circuit to check gate consistency for buffer buf®.

gate*

where, for ease of notation, we write

yi = Ynum(i) N Yafl[num(i)} )

Now we can follow the idea as before: we have a prover commit to vector z, i.e., [z], and provide a
proof that, for given o, s(Y) is the zero polynomial.

Computing the proof. The prover commits to z(Xy,...,X;) and v(Xy,...,X;,Y), where z en-
codes the vector z and v encodes z; - y; (v(i,Y) = 2 - yi for all i € {0,1})), i.e.,

v(X1, . XL Y) = ) ey Si(X, ., X
ie{0,1}!

The verifier holds an honestly-computed commitment to u(Xy,...,X;,Y) that encodes o, i.e.,

u(Xl,...,Xl,Y): Z yi-Si(Xl,...,Xl).
ie{0,1}!

Now to prove that s(Y) = 0 the prover must also provide the following two additional proofs.
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Zero-check. First the prover shows that for all i € {0,1}!, it is v(i,Y) = u(i,Y) - 2(i). This can
also be done by computing «o;(X1,...,X;,Y) for i € [I] to show that

v—u- Z—Za@ (1 —X;).

i€|l]

Sum-check. Finally, the prover has to prove that
> w(i,Y)=0.
ie{0,1}!

The idea from Section 4 using a “prefix polynomial” does not work directly here since we are
evaluating v on the hypercube now. Inspired by the celebrated sum-check protocol [25]|, we define
the following intermediate polynomials instead:

pi(X1,. X Y) = ) Su(Xn,..., XG) > W@ iY) |, foralliel—1]. (23)
i’e{0,1}* i7e{0,1}—

Now it is enough to have the prover prove that

(1) pl*l(Xla s 7X1717Y> = U<X17 s 7Xl*1707Y) + U(Xla s 7Xl717 17Y)
(i) pic1 (X1, Xim1,Y) = pi(Xy, ., X1, 0,Y) +pi(Xq, .., X1, LLY), Vi€ [2,1— 1] (24)
(iii) p1(0,Y) +p1(1,Y) =0.

To show these relations, we additionally define the following polynomials for j € {0,1}:

Uj(Xl, e ,Xl_l,Y) = U(Xl, e ,Xl_l,j, Y)

. . (25)
pi,j(Xla - ,Xifl,Y) = pi(Xh ey Xl',l,], Y), Vi € U — ]_]
and the prover computes as proofs the commitments to the following quotient polynomials:
X1, X,Y)—vi(Xq,..., X1, Y
6j(X1,...,Xl_1,Y):/U( 1, 5 Ny ) U](' 1, sy A]—15 )
pi(X1, .., X3, Y) = pij(Xy,..., Xi1,Y)

Vig = X, - , Vie[l—1].

Variable check. The prover must also do variable checks for all the polynomials above. We just
ignore this part for simplicity in this section since the technique is exact the same as what we did
in Section 4, but the variable check is still required in the final protocol and its security proofs.

Generalization to Dynamix(Hyper). Note that in the beginning of this section, we let z =
[z1;2R; 20; x| € F3"T10 where z1, 2R, zo € F". Similar to the way we use Dynamix in Section 4, we
need to tweak the proof system above to show that for each A € {L, R,O}, (0, (za,hna)) € ip =
[n, N,s,t] (where s,t € [N]"), i.e., when letting k =0if A=L, k=1ifA=R, k=2if A= 0,

Z zai- (Y —Y") = ha(Y) where s; = num(i) + kn, t; = o [si] . (27)
ie{0,1}!
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The only two extra things we need to do here is (i) The prover must also commit to ha and the
last relation in Eq. (24) should be changed to p1(0,Y) +p1(1,Y) = ha(Y). (ii) y; and u should be
modified to be consistent with Y — Y.

Summary. The final proof for (0, (z,h)) € ip = [n, N, s, t] consists of 6/ + 2 group elements that
are KZG commitments of {hv Z, {ai}ie[l]a v, Vo, V1, BO) /Bla {plu pi,Ov pi,la ’Yi70) fyi,l}ie[l—l]} phlS necessary
variable checks.

Computing and updating the proof. The following theorem is adapted from Theorem 1 to

enable efficient proof computing and updating. Its proof uses the similar approach as for Theorem 1
so we omit it here.

Theorem 5. Let f = {h7 Z, {ai}ie[l]a v, Vg, V1, /807 517 {piapi,07pi,17fyi,07 Pyi,l}ie[lfl]} be the set Ofp0ly_
nomials defined as above. Every polynomial f € F from can be expressed as

f=>Y. fia,

ie{0,1}!
where { fiticro1y 15 a fived set of 2! polynomials.

We provide the detailed protocol of DynamixHyper in Fig. 6 (variable checks omitted) and sum-
marize our protocol in the following theorem (its proof is similar to Theorems 2 and 3 and thus
omitted).

Theorem 6 (DynamixHyper). The protocol of Figure 16 is a dynamic SNARK (per Definition 2)
for ip = [n, N,s,t| where N = O(n) assuming g-DLOG (see Assumption 1) in the AGM model. Its
complezxities are as follows.

1. G runs in O
2. P runs in O
8. U runs in O
4.V runs in O

—

nlogn) time and outputs pk and upk of O(nlogn) size and vk of O(logn) size;
nlogn) time and outputs a proof m of O(logn) size;

klogn) time, where k is the Hamming distance of w and w';

logn) time.

~ o~ o~

6.3 Put everything together

We now wrap up all the previous sub-sections and show our complete protocol in Figs. 7 and 8
(to simplify the presentation, we only consider the circuit with multiplication gates and ignore the
variable checks in DynamixHyper).

Theorem 7 (Dynalog). The protocol of Figure 8 is a dynamic SNARK (per Definition 2) for
ic = [n,ng, o] assuming ¢-DLOG (see Assumption 1) in the AGM model if S is a secure SNARK
protocol. Moreover, if we instantiate S with Groth16 [21], then the only assumption we need is
q-DLOG in the AGM model. Its complezxities are as follows (with Groth16).

1. G runs in O(nlogn) time, outputs pk of O(nlogn) size, vk of O(logn) size;

2. P runs in O(nlog®n) time and outputs a proof = of O(logn) size;

3. U runs in amortized O(klog®n) time, where k is the Hamming distance of w, w';
4.V runs in O(ng + logn) time.
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— G(1*, [n, N, s, t]) — (pk, upk, vk) :
- Set [ = logn.
- PPy ¢ Goi(1Y).
- Let F = {h, 2, {ai}icp, v, v0, v1, Bo, B1, {Pi» Pi,0» Pi,15Vi,0, Vi1 Fie[i—1); be the set of polyno-
mials from Theorem 5.

- Pick random ayq, ..., q;, b from F for variables X1,..., X; and Y respectively.
- Set pk = upk to contain the following KZG commitments, defined in Theorem 5, and
computed using a1, ...,a; and b directly

{lfil} pericqoay -

- Set
vk = {[u], {[Xi], [Xi(1 = X)]}iep }
where u is U(Xl, cee ,XZ,Y) = Zie{o,l}l Si(Xl, ce ,Xl) : (Ysi - Yti).

— P(pk,x,w) — (7, aux):
- Parse x as () and w as {zi}icqo1y-
- Output |F| = 6] + 2 KZG commitments as 7 and aux, i.e., for all f € F output

1="II [~

ie{0,1}

— U(upk,x’, w', x, w, m,aux) — (7', aux’):
- Parse w as z and w’ as a new valid witness 2’. Parse 7 and aux as {[f]}er.
- Let J be the set of locations that z and z' differ and let {0;};cs be the corresponding
deltas. Output as 7’ and aux’ the new KZG commitments {[f']} e 7 where

=1 T

jeJ

— V(vk,x,m) — 0/1:
- Parse vk and 7 as output by G and P respectively.
- Output 1 if and only if all the following relations hold:

e([v], g) - e([=ul, [2]) = [Liepy e(la], [Xi(1 = X3)]).

[p1-1] = [vo] - [v].

[pi—1] = [pio] - [pia] for all i € [2,1 —1].

[p1,0] - [p1,1] = [h].

e([v], 9) - e([~vj], 9) = e([B], [X; — j]) for j € {0,1}.

e([pil; 9) - e([=pijl, 9) = e([yi ], [Xi — j]) for i € [I = 1], j € {0, 1}.

Fig. 6. DynamixHyper.
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Sub-routine NewBuffer(?
( )0

Inplﬂ:: pkga)te? PPvc; i, S(l)v 5£)a 65?7 68)7 (CA yTTA Z(Aj))jé[i—‘rl,l},AE{L,R,O}

é?tea (CX) ) WZ) ) Ae{L,R,0}

Computation:

Output: 7

 For A€ {L,R.0}. compute Cf) +~ VC.Com(ppyc.8%). 7y  VC.OpenAll(ppyc, 8%).

1

2. Let x = (C));¢(i.ac R0y and w = {SO}.

3. For each i € SO and A € {L, R, O}, extract ﬂ'g?i from Wg) and put it into w.

4. For each i e S® and A € {L, R, O}, compute the following and put them into w:
— ZAQ = Zé:, Z(Aj,)i ;
— TAG = Hé:l W(Aj?i where W(Aj?i is extracted from W(Aj).

5. Compute ﬂé?te — S.P(pkga)te,x,w).
6. Outhlt Tré;)tev (Cg)7ﬂg))A€{L,R,O}'

Fig. 7. Sub-routine for NewBuffer®

Proof. Completeness and updatability follow naturally from the construction. For the extractor for
knowledge soundness, we directly use the extractor for DynamixHyper to extract zr,zg,zo from
Tperm,Ls Tperm,R» Tperm,0 and output w = [z1;zg;2z0]|. Let z = [w;x]. It is natural to see that
such z satisfy the copy constraints from the security proof of DynamixHyper. Now we argue that
w = [z1;ZR; Zo| also satisfies the gate constraints.

Parse m = (Tperm,L, Tperm,R> Tperm, 0+ (C’g),C’g),Cg),wé?te)je[o’”). Since the adversary is alge-

braic, we can reconstruct {Z(Aj)}je[o,l},Ae{L,R,O} such that [z(Aj)] = C(Aj). Based on line 2 of V, the
extracted witness [z1;zR; zo| has the following MLEs:

zL, = Z z(Lj), ZR = Z zg), z0 = Z z(oj).

J€[0,]] J€[0,] J€[0,]

Now we consider all the multiplication gates. For gate with index i € {0,1}!, suppose it first
appears in SO, i.e., for all j € [0, — 1], i ¢ SU). Then for any j € [0,i — 1], either we have buf(?)
is empty (Z(AJ) = 0), or we have a proof wgg)te showing that as an index outside SU), C(Aj) opens to 0
at i, i.e., Z(Aj)(i) = 0 for every A € {L, R, O}. Therefore we have

aai@) =Y Hi=Y Da), ae{L R 0}.

Jj€lo,] FE[i]
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- Set [ =logn and N = 3n + ng.
- Include the following in pp:

PPpi — gbl(l)\)a PPvc A VC‘GenPPu(l)\’n)a (pkéi)te’\/kg'a)te) — S'g(lkvcé?te)’ \V/’L € [Ov l] .

Pick random ay, ..., a;, b from F for variables Xy,..., X; and Y respectively.
For A € {L, R, O}, call

D‘gal,...,al,b,ppu (1)\7 [n7 N7 SA, tA]) — (pkA7 upkA7 VkA) )

where sa and ta are defined in Eq. (27).
Set pk = {pp, Pk, Pk, Pko}, upk = {pp, upky,, upkg, upkp} and vk = {pp, vk, vkgr,vko}.

— P(pk,x,w) — (7, aux):
- Parse w as [z1,2zR, 20|
- For each A € {L, R, O}, call D.P(pkn,0,zA) = (Tperm,a,auxa).
- Call NeWBufFer(l)(pkggte, ppvcs l, [n], 21, 2R, 20) — (Féi)te, (Cg),ﬂg))Ae{L,Rp}).

- Output 7 = (Tperm,Ls Tperm, R Tperm,O C’g), C]({l), C’g), Wéla)te) and put all other data in aux.

— U(upk,x’, w', x, w, m,aux) — (7', aux’):

- Parse w as (z1,2R, zo| and w' as [2],z},, zp)].

- For each A € {L, R, O} call D.U(upkn, 0,2/, 0,2A, Tperm, A, 3UXA) = (Tpem 4> 3UX4) -

- For each update to a gate (j,a,b,c):

If there is some empty buffer,
« Start from buf(®) and find the first empty buffer buf(®.
x Put (7, a, b, ¢) and all non-empty slots from buf(o), cee buf=1 into buf(i), and combine
those slots for the same gate. Clear buf®) and all its data structure, Vk € [0,i — 1].

* Derive S(i),ég),ég),ég) from buf®. Collect all the necessary inputs from aux, call

NewBuffer”, and gets Wéi)te, (CX)JX))M{L,R,O}-

Otherwise (all buffers are full), call NewBuffer(l)(pkga)te,ppVC,l,[n},z’L,z’R,z’O) —

(Wéla)te, (C’g), W(Al))Ae{L,R,O})y and clear buf(o), e buf (=1,

- Output " = (T, erm 1> Tperm.R* Tperm,O (Cg), g),Cg),ﬂé?te)je[o,l]) and update all other
data in aux’.

- V(vk,x,7m) = 0/1:
- For each i € [0,1], pick x® from {C(Aj)} and check S.V(vké?te,x(i), Wéi)te) — 1.
- For each A € {L, R, O} extract [z4] from mperm,a and check that [za] = ];cpy C(Aj).
- For each A € {L, R, O} check that D.V(vka, 0, Tperm ) — 1.
- Parse x as z[3n + 1...3n + ng). Set hy (V) = S5m0 2[i](Y + Yo @), Check whether

[hx(Y)] - [he(Y)] - [he(Y)] - [ho(Y)] = 1, Wherei:[iGLnAJr(%Y)] is extracted from mperm A-

Fig. 8. Dynalog using DynamixHyper D (Fig. 6), a secure SNARK S, and a vector commitment scheme VC (instantiated
with Hyperproofs, see Appendix G and [34]).
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Moreover, wéi)te shows that for any j € S@, the values from opening Hé:z C(Aj)

multiplication relation, i.e.,

at j satisfy the

S0 Y o)=Y 56,

Jel] Jeli] jelil]
which is also true for i € S®). Finally, we have
zp(i) - zr(i) = 20(i),

which means the gate constraints are also satisfied for the extracted witness.

Our security proof is based on the security proofs of DynamixHyper (¢-DLOG (see Assumption 1)
in the AGM), Hyperproofs (¢-SDH, Assumption 2) and the SNARK used for S. Since ¢-DLOG is
harder than ¢-SDH (any algorithm that solves ¢-DLOG can easily solve ¢-SDH), and Fuchsbauer et
al. [19] show that Groth16 [21] is secure under ¢-DLOG in the AGM, we only need ¢-DLOG in the
AGM as the assumption for our protocol if S is instantiated with Grothl16. o
3

gate

Each C%)._ has O(2% - logn) circuit size. When using Groth16, the prover time to compute

) gate
is O(2"-log? n) and the proof size is O(1). Therefore, in our final protocol, the proof size is O(logn)
(combined with Dynamix proofs) and the amortized update time is O(log®n) (each buf®) will be
recomputed after every O(2%) updates).

O

De-amortization for O(log® n) update time in the worse case. Finally, we would like to remark
that the update algorithm in Fig. 8 can be de-amortized to achieve O(log3 n) update time in the
| . e
into 2' steps. The data structures for buffers buf(o), cee buf(—1) will be kept until the computation

worse case. At a high level, this can be done through decomposition of the prove algorithm for C

for Fé?te finishes.

Dynalog+: O(1) proof size and verification time. We finally note that one can further decrease
the proof size and verification time to O(1), by using one level of recursion with Groth16 [21],
therefore not compromising security further. We call this adjusted construction Dynalog+.

7 Recursion-free Incremental Verifiable Computation

We now present our recursion-free IVC scheme. Recall the main difference from other IVC
schemes is that our construction must know the number of iterations NV it can support. The definition
of IVC adjusted to include N from [23] is given in the Appendix (see Definition 3). Our main idea is
the following: We represent the IVC computation with an N-sized circuit Fy (see Figure 9) whose
public input is (4, 20, z;)—the same with the public input of an IVC scheme. However, the circuit is
constructed so that when the public statement changes from (i—1, 29, z;—1) to (i+1, z0, F(zi—1, wi—1))
only a logarithmic number of wires change. We will use a dynamic zk-SNARK DS, as in Definition 2,
to build an IVC scheme | as in Definition 3. Recall the dynamic zk-SNARK API:

— DS.G(1*,1) — (pk, upk, vk);
— DS.P(pk,x,w) — (7, aux);
— DS.U(upk,x', w', x, w, 7, aux) — (7, aux’);
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— DS.V(vk,x,7) — 0/1.

The algorithms of the final IVC scheme are provided in Figure 10.

Dealing with linear-size public statement. Due to the fact the the counter ¢ must be passed
in unary (to ensure a few wires change between neighboring statement), the public statement has
linear size. We can deal with this in the following way: Instead of exposing all N bits of the counter
as a public statement, we can expose an easily-updatable hash of the sequence (e.g., Muhash [5]).
The hash then will have to be computed using a binary tree inside Fiy.

Ensuring the transferred state is sublinear and zero-knowledge. Our IVC scheme appends
to the dynamic SNARK proof the state aux that is required for the dynamic SNARK to perform the
next update. We note that this state, for the case of the sequential updates of Fly is sublinear (This is
not the case in general, for example, when arbitrary updates must be supported.) In particular, recall
that Dynaverse, for proving multiplication constraints, bucketizes the witness in y/n-sized buckets.
Because updates in IVC are monotonically increasing, only the bucket needs to be appended as
state, which keeps the transferred state sublinear. In Appendix H, we also show how to keep the
state zero-knowledge. We now have the following Theorem (See Appendix F for proofs.)

Theorem 8 (Recursion-free IVC from dynamic zk-SNARKS). The protocol of Figure 10 is
a recursion-free IVC scheme (per Definition 3) for N iterations of function F, assuming a dynamic
2k-SNARK DS with algorithms (G, P,U,V) (per Definition 2). Its complexities are as follows.

1. G runs in time |DS.G|+ |DS.P| where DS.G runs on an NP relation i defined by the N -|F|-sized
circuit Fy from Figure 1. It outputs pk of size |DS.pk| + |DS.upk| and vk of size and |DS.vk|;

2. P runs in |DS.U| time and outputs a proof m of |DS.w| + |DS.aux| size;

3.V runs in |DS.V| time.

We note for the above compiler to output a zero-knowledge IVC, the used dynamic zk-SNARK
must be zero-knowledge even when it outputs its state aux as part of the proof, which is the case
for Dynaverse. We now have the following.

Lemma 8 (Recursion-free IVC from Dynaverse). There ezists a recursion-free IVC scheme
(per Definition 3) for N iterations of function F, assuming q-DLOG (see Assumption 1) in the
AGM. Its complexities are as follows, where M = N|F|.

1. G runs in time O(M log M) and outputs O(M)-size pk and O(V M)-size vk;
2. P runs in O(~/M log M) time and outputs a proof = of O(v'M) size;
3.V runs in O(v'M) time.

We note here that the IVC proof above can further be compressed to O(log M) if needed, using
GIPA, as in Dynaverse.

8 Evaluation
In this section, we evaluate the performance of our constructions. Specifically, we compare the

performance of Dynarec and Dynaverse against a PLONK-based [20] implementation that needs to
recompute the proof from scratch whenever there is an update.
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- Public Inputs: @ = [by,...,bn], 2i, 20

- Witness: wq, z1, w1, ..., 2N—-1, WN_1, 2N, WF
- Computation:

Check z; = F(b; - 20, b1 - wo);

Check z9 = F(bg . Zl,bQ . wl);

Check zy = F(by - 2nv—1,bn - wN_1);
Check z; = SUMTREE[(bl D bz) T2l (bN—l ® bN) - ZN_1,bN ZN];

Return true.

Fig. 9. Circuit Fiy iterating F N times and then selecting the right output. Counter i is given in unary. The circuit
might also take additional witnesses for F denoted wF. SUMTREE(z1,...,2n) adds z1,...,zn using a binary tree,
i.e., in log N parallel time.

— G(1MF,N) — (pk, vk).
1. Let F be the N-sized circuit wrt to F' from Figure 9;
2. Let 1 = (x,w) be the NP relation of Fy, ie., x = (i = [b1,...,bNn],2i,20) and w =
(wo, 21, Wlyeesy ZN—-1,WN—-1,2ZN, wF);

3. Run DS.G(1*,1) — (DS.pk, DS.upk, DS.vk);
4. Set x = ([0...0],0,29), w = (0,(F(0,0),0)...,(F(0,0),0),F(0,0),wF);
5. Run DS.P(DS.pk,x, w) — (IIp, auxp);
6. Output DS.pk, DS.upk and (I1y, auxg) as pk and DS.vk as vk.
- P(Z, 20, Ti—1,2i—1, Wi—1, 25, pk) — ;.
1. Parse pk as DS.pk, DS.upk and (I, auxg);
2. Let m;—1 = (Il;—1,aux;—1) be a valid proof for x = ([b1,...,bn],2i—1,20), where
[b1,...,bn] is the unary representation of i — 1. Let also
W = (W0, 21, Wiy« -+, ZN—1, WN—1, 2N, WF)

be the corresponding witness (For i = 1, m;_1 = (IIp,auxp) and can be retrieved from
pk.)

3. Consider the statement x" = ([b1,...,bi—1,1,bi41,...,bN], 2i, 20) which differs only in
the counter’s bit ¢ from x as well as in z; and z;_1, in that z; = F(z;_1, w;);

4. Let w’ be the same as w with the only difference being z; = F(z;_1,w;—1) and w; are
now set, as opposed to F(0,0) and 0 respectively. Also note, due to z; being computed
with SUMTREE, only a logarithmic number of additional circuit wires change.

5. Run DS.U(DS.upk, x", w’, x, w, IT;,_1,aux;—1) — (I;, aux;);

6. Output m; as (I1;, aux;).

- V(Vk, (i, Zis Zo),?TZ‘) — 0/1 :
1. Parse vk as DS.vk and 7; as (I1;, aux;);
2. Output DSV(DSVk7 (7 Ziy Z()), HL)

Fig. 10. Constructing an IVC scheme from a dynamic zk-SNARK.
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Table 3. Comparison of one random update between Dynaverse, Dynarec, and PLONK-based baseline.

PLONK (baseline) Dynarec Dynaverse
L1 Update Verify Proof Update Verify Proof Update Verify Proof
=logyn

T () (ms) (KiB) (s) (ms) (KiB) (s) (ms) (KiB)

18 1.24 3.82 0.07 95 96

20 4.92 4.53 0.08 125 192

<5 0.64 <6 129.8
22 19.38 4.63 0.12 179 384
24 80.12 5.09 0.16 293 768

The implementation details are as follows: (1) Our Dynaverse implementation® is written in
Rust using the BLS12-318 elliptic curve. (2) Our Dynarec implementation is written in Rust using
Plonky2 [36]. Plonky2 [36] is a recursive proof system based on the Goldilocks field, which is faster
than the BLS12-318 elliptic curve used in Dynaverse. However, this difference in fields negatively
presents Dynaverse’s performance. Despite this disadvantage, we demonstrate that Dynaverse out-
performs Dynarec and the baseline in this section. (3) Our baseline implementation for measuring
the cost of recomputing proofs from scratch whenever the witness is updated is written in Golang
and uses the PLONK proof system. This baseline implementation uses the state-of-the-art gnark
library [8] and the BLS12-318 elliptic curve with KZG commitments [22].

Recall that Dynarec requires incremental multiset hashing. However, incremental multiset hash-
ing requires the hash function output to be several thousand bits long [26]. To overcome this limita-
tion, we adopt the elliptic curve-based incremental multiset hashing approach proposed by Maitin-
Shepard et al. [26]. Specifically, we use the EcGFp5 curve [32], based on the GF(p®) extension of
the Goldilocks field, and apply the Poseidon hash within our circuits.

Hardware. We executed our experiments on an AWS EC2 c7i.48xlarge instance with Intel Xeon
Scalable CPU with 3.2 GHz, 192 cores and 384 GB of RAM. All the experiments are parallelized
and use as many threads as allowed by the multi-threading library.

Comparison with a baseline. In our experiments, we generate a random circuit of size n (see
Plonkish arithmetization in Section 2), run G and P to produce the initial proof, and then modify
a randomly selected witness location to update the proof. In our PLONK baseline, we ensure the
number of gates matches that of our construction.

We present the prover and verifier time, and proof size in Table 3. We observe that the update
time of Dynaverse is 17 — 488x faster than the PLONK [20] baseline for circuit sizes between 218
to 224, This is because asymptotically update time of Dynaverse is at least y/n times faster than
recomputing from scratch using PLONK. However, Dynaverse verification time and proof size are
more expensive but still reasonable—up to 0.293 seconds for verification and 768 KiB for proof size
when n = 2%,

Although, asymptotically, Dynarec is better than Dynaverse, concretely, the update time of
Dynarec is 30x to 55x smaller. This is because of small constants and the inefficiency of SNARK re-
cursion. However, Dynarec has comparable or better verification time and proof size when compared
to Dynaverse. Regardless of its concrete performance, Dynarec is only heuristically secure.

5 https://anonymous.4open.science/r/dsnark-CC7E
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IVC Definition

Definition 3 (IVC). An incremental verifiable computation scheme (IVC) scheme is a tuple of
PPT algorithms | = (G, P, V) with the following interface:

— G(1M F,N) — (pk,vk). On input security parameter, the function F and the number of iterations

N, it outputs a prover key pk and verification key vk.
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— P(pk, i, 20, Ti—1, 2i—1, Wi—1, 2;) — ;. On input a counter i, initial input zo, a proof mi_1 and
value z;_1, auxiliary input w;_1 and value z; and the prover key pk, it outputs a new proof ;.

— V(vk, (i, 2i, 20),m) — 0/1 : On input verification key vk, counter i, output z;, initial input 2
and proof m;, outputs accept or reject.

A IVC scheme | should satisfy the following properties.

— Completeness: Let N be polynomially-bounded and let G(1*,F,N) — (pk,vk) for some func-
tion F. We say that | satisfies completeness if for all i < N, for all zy,z1,...,2; and for all
wo, Wi, . .., wi—1 such that F(zp,wo) = 21, ..., F(zi—1,wi—1) = z; it is:

For all1 < j <1, if we have P(pk, j, 20, Tj—1, 2j—1, Wj—1, 2j) — m;, then V(vk, (4, 25, 20), mj) — 1.

— Knowledge Soundness: We say that | satisfies knowledge soundness if for all for all N, for all
1 < N, for all PPT adversary A and for all functions F there exists a PPT extractor £4 such
that

G(1*F.N) = (pk, vk);

Py (((4, 235 20), ), 20, WO, - - -, Zi—1, Wi—1, %) < (A||€4)(pk, vk)

V(vk, (1, 2, 20),m) = 1 A3j € [1,4] : zj # F(zj—1,wj—1)
1s negligible.
— Zero Knowledge: Fiz N, any iteration numberi < N, any F and some valid tuple (i, 2o, Wo, - . ., Zi—1, Wi—1, ;) -
Let D be the distribution of m as output by the experiment below.
1. G(1M F,N) — (pk,vk);
2. For j =1 toi output P(j, 20, Tj—1,2j—1, Wj—1, 2j, pk) —= 7.
We say that | satisfies zero-knowledge if there exists a PPT simulator S such that the distribution
D of @j output by the following experiment is computationally-indistinguishable from D.
1. (pk,vk) < S(1,F, N).
2. (7}17 s 77}1) A S(pka Vka (7'7 20, ZZ))
The zero-knowledge definition naturally extends to statistical/perfect zero-knowledge.

Just like in SNARKSs, for IVC with universal setup, algorithm G below is separated into two al-
gorithms, a universal generation G(1*, |F|, N) — pp and an indexer Z(pp,F) — (pk,vk). To avoid
complexity in our presentation, all our constructions are presented as specific to F, but we show
how to turn them into universal. In both circuit-specific and universal IVC, G must be trusted.

B Details of Dynarec
C Auxiliary lemmas

Lemma 9. Suppose f(X1,...,Xs) € F<4[Xq,..., X4 is a non-zero s-variate polynomial over vari-
able X1q,...,Xs such that every variable has degree at most d (total degree at most sd). Pick

T1, .., Ts & F. Then the univariate polynomial g(X) := f(mX,...,rsX) is zero polynomial with
probability at most d/|F|.

Proof. Group the terms of f(Xi,...,Xs) by the same total degree into the following form:

fXa LX) =) > iy i X X

1=0 (i1,...,is)1i1+...+is=l
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- Public Input: h;
- Witness: (m;)c(o,5]
- Computation:

1. Check mg + m1 = mao, mg - my = ms.
2. Check hi =[]0 % Note that the values of o(jn + i) are hard-coded into

Ci.
3. Return true.

Fig. 11. Dynarec’s leaf circuit C;.

- Public Input: h
- Witness: 7y, g, hr, hgr

- Computation:
1. Check S.V(vkr, hr,mr) and S.V(vkg, hr, 7r). Note that specific vk;, and vkg keys are

hard-coded for each D.
2. if D is the root node, check h - hy, - hg = 1. Else, check hy - hg = h.

3. Return true.

Fig. 12. Dynarec’s internal circuit D with hard-coded vk, vkg .

Then we have

sd
9(X) = f(mX,...,rsX) :ZXI Z Qiy,oig T T8
=0 (il,...,is):il—l—.‘.—‘ri‘g:l

Since f(Xi,...,Xs) is non-zero, we assume ay _; # 0 and let I’ =i} + ... + . Consider the
following multivariate polynomial:

i .
h(Xl,...,XS) = E ai17_._7i5X11...X;S.
(il,..‘,is):il—l-...—l-is:l’

The number of roots (a1, ...,as) € F¥ of h(X1,...,Xs) is at most |F|*~! - d = d|F|*~!, thus

diF|>=t d

$
Pr[h(n,...,rs):O‘rl,...,rs<—IF']_ = .
|F|* ||

Finally, we have
Pr [ g(X) is zero polynomial ‘ T1,...,Ts Er }

<Pr Z Qi .., isr?...r?zo rl,...,rsiF
(il,...,is):i1+...+is:l'

$ d

:Pr[h(rl,...,rs):() ‘ rl,...,rs<—F} SW.
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~ G(1,[n,no,0]) = (pk,upk, vK) :
- For each leaf node i = 1,...,n, run

(pke,, vke,) < S.G(14,C;) .
- For each internal node D, run
(pkp, vkp) « S.G(1*, D).

- Set pk = upk = ({(pkciﬂ\/kci)}ie[n}v {(ka7VkD)}D)'
- Set vk = (Vkroot, ko = {[0(6n + 7)] }ic[no])-

— P(pk,x,w) — (, aux):

- Fori=1,...,n, compute h; as in Equation 1.
Compute hp,p, as in Equation 2.
For all leaves i = 1,...,n, m¢, = S.P(pke,, hi, (W[in +i])jc(0,5)-
For all internal nodes D, np < S.P(pkp, hr - hr, (7L, 7R, hr, hR)).
- For the root, moot < S.P(ka, hpub, (T('L, TR, hr, hR))
Output 7 = Troot. Include all proofs and hp,p, in aux.

— U(upk,x’, w', x, w, m,aux) — (7', aux’):
- Determine the set of affected values due to the update from wi|x to w’|[x’.
- Update corresponding h;, and m¢,, mp from leaf to root.
- Update related terms in 7 and aux to 7’ and aux’.

— V(vk,x,7m) = 0/1:

- Compute hpyp as in Equation 2.
- Check S.V(vkroot, Ppub, Troot )-

Fig. 13. Dynarec from a recursive zk-SNARK (G, P, V).

O

The following lemma is Lemma 1 from [33] that is helpful to prove the zero-knowledge property.
We refer to [33] to see its formal proof.

Lemma 10 ([33]). Let S CF and Zs(X) := [[,c5(X — a). Fiz a polynomial f € F[X] and any
distinct values x1,...,x, € F\ S. Then the following distribution is uniform in F¥:

1. Choose a random polynomial p + F(Skfl)[X] of degree k — 1 and define

F(X) = f(X) + Zs(X)p(X).
2. Output (f(x1),..., f(xy)) € FF.

D Inner Product Arguments

Biinz et al. [9] give a non-interactive IPA which allows a prover to show that for » € F (r
could be 1¥) and Ey, Ep, E, € G, they know (A,B) € G* x GJ* such that E4, Ep are pairing
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commitments to A, B, and E, is the inner pairing product with respect to r = [r2(i_1)]i€[m]:

E, = (A"B) = [] eal”™ ", B[i)).

i€[m]

More specifically, it is an argument for the following relation:

x = (¢° € G1,h™ € Ga,r €T, 0 ECLEE Gy
Es Ep, B, € Gr),
A Zi—l) 7) . o, &F
Pa = w=(r=[r ]ie[m]’Aele : AEjs=(Ava)
m 2(i—1)
B e GQ y VA = [hﬂ ]ie[m}7 N FEpg = <VB,B>
2(i—1)
\ vB = [g° ]ze[m])) A E. = (A",B) )

We give an abstraction for their non-interactive argument for Rig,:

— Gipa(1*,m) — (pk,vk) : Outputs pk = ([gai]iG[O,Qm—Q}a [hﬁi]z‘e[ogm—m) and vk = (¢°, h*).
— Pipa(pk, xipa, wipa) — 7 : Outputs a proof 7 that (xipa, wipa) € Ripa-
— Vipa(vk, xipa, ) — 0/1 : Verifies the proof 7 that (xjpa, wipa) € RiEa-

Pipa takes O(m) time, Vipa takes O(logm) time (using the optimization in Section 5 of [9]), and
the proof size is |r| = O(logm).

E Algebraic Group Model

Pairings for polynomial check. In our protocols, we may need to check the following is a zero
polynomial

Z fri(Xa, .., Xo) - foi(Xq,..., Xs) =0 (Polynomial check)
i€t]
for polynomials f1 ;, f2; (¢ € [t]) over variables X7, ..., X;. Instead of sending the whole polynomials

to the verifier, the prover computes

[fl,i(Xl, ey Xs)], [f?,i(Xl, ceey Xs)],Vi S [t]

so that the verifier checks if

H e([fri(X1, ..., Xo)], [foi(X1,..., Xy)]) =1 (Pairing check)
€[]

The following lemma states that it suffices to use pairing checks instead of polynomial checks.

Lemma 11. For any PPT algebraic adversary A, given ppy < Gp (1) and L = {ghi(@1-29)1, qs
the initial list (hi(X1,...,Xs) are some pre-defined public polynomials), the following probability is
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negligible under q-DLOG assumption:
Cl,i = [fl,i(Xh - ,XS)], Vi e [t],l S {1, 2}

AY fri(Xe, .o Xe) - fou(Xa, .0, Xs) #0
Pr i€lt] :

A H e(Ch4,Ca;) =1

i€]t]

{Cl,i}ie[t],l€{1:2}
<« A(ppbh L)

Proof. Suppose A is an adversary as described in the lemma statement. Here, we construct another
adversary A* for ¢-DLOG assumption:

A*(ppbla (gagTa e agTq)) :
1. Pick r1,...,7s ﬁ F. Let aq :=mi7, ..., as :=rs7. Compute

L= {ghi(cu,...,as) _ ghi(m,...,m)}h

and sends ppy, and L to A.

2. Receive {Clvi}ie[t],le{l,z} from A. Note that since A is algebraic, A should also outputs vectors
to show how each group element in (C1,Ca;)icp can be computed from L. Thus A* can
reconstruct f;;(X1y,..., Xs) such that

Cl,i: [fl,i(le"'va)]a Vi € [t]7le {1a2}
3. If the following holds:

Zfl,i(Xh o X)) foi( X, X)) FOA

i€(t]

I e(fra(Xa, . X)), [foi(Xa, . X)) =1,

1€[t]

then A* knows that Eie[t] fri(X1, ..o, Xs) - f2.4(Xq, ..., Xs) is a non-zero polynomial which
evaluates 0 on (ov,...,as). According to Lemma 9, g(X) = > ey fra(mX,...,rX) -
f2,i(r1X,...,7sX) is a zero polynomial with probability at most d/|F| (d the maximum de-
gree of any variable in } ;e f1i(X1,..., Xs) - fo,i(Xa, ..., X)), which is negligible. Factor
g(X) and output the root 7.

Therefore, if A can success with non-negligible probability, then A* can also break ¢-DLOG
with non-negligible probability. O

Variable check. Suppose for pp = {ghi(al’“"as)}h, di,...,ds are the maximum degree of X1,..., X,
among h;(X1,...,Xs), i.e.,

d; = maxdegy hi(X1,...,Xs), forie[s]

If we want to check that a polynomial f(X1,...,X;) is only over variables X9, X3, ..., X without
X1, ie., degy, f(X1,...,Xs) = 0, then the prover can computes [f(X1,..., X,)] and [f(Xq, ... ,XS)Xfl}
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so that the verifier can check if
e([f(X1,. .., X, [XE]) = e([f(X1, ..., Xs) XN, 9) (Variable check)
Similarly, we can check the following to ensure f has no variable X7, X3:
e([f(X1, o, X)L, [XP X)) = e([f(Xa, ..., Xo) X{X5?), 9)

The following lemma states that it suffices to use variable checks to ensure some f is not a polynomial
over some variable(s).

Lemma 12. For any PPT algebraic adversary A, given ppy < Gpi(1*) and L = {glhi(al""’as)}h as
the initial list (hi(X1,...,Xs) are pre-defined public polynomials) where dy, . .., ds are the mazimum
degree of Xi,...,Xs among hi(X1,...,Xs), the following probability is negligible under ¢-DLOG
assumption:

C=[f(X1,...,X.),C" = [f'(X1,...,X,)]

Pr| Adegy, f(Xi,...,Xs) >0 :(C,C" + A(ppy, L)
Ae([C, [Xi1]2) = e(C, g2)

Similar results apply for other variable(s).

Proof. We only consider the case for [ = 1 and variable X;. Suppose A is an adversary as described
in the lemma statement. Here, we construct another adversary A* for ¢-DLOG assumption:

A*(ppblv (glagI7 e 7qu)7 (.927957 cee 795(1)) :
1. Pick r1,...,7s ﬁ F. Let aq :=m7, ..., as :=rs7. Compute
hyi(at,...,as) hy (P17, rsT)
L e { L = ? }
I 91 1e{1,2},h
and sends ppy, and L to A.

2. Receive (C,C") from A. Note that since A is algebraic, A should also outputs vectors to show
how (C, C") can be computed from L. Thus A* can reconstruct f(Xy,..., Xs), f/(X1,..., Xs)
such that

C= [f(Xla o 7XS)]7 C' = [f,(Xla s 7XS)]‘

Note that degy, f(X1,...,X,) < di, degy, f'(X1,...,X,) < di.
3. If the following holds:
degle(Xb i 'aXs) >0
A 6([f(X1, cee ,Xs)], [X{ll]) = 6([f/(X1, s 7XS)]ag) )

then A* knows that f(Xq,..., Xs) -Xfll — (X1, ..., Xy) is a non-zero polynomial which eval-
uates 0 on (a1, ...,as). According to Lemma 9, the polynomial g(X) := f(ri1 X,...,rsX) -
(rX)4 — f'(r1X,...,7sX) is a zero polynomial with probability at most d/|F| (d the max-
imum degree of any variable in f(Xy,...,Xs) - X{h — f'(Xy,...,Xs)), which is negligible.
Factor ¢g(X) and output the root 7.
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Therefore, if A can success with non-negligible probability, then A* can also break ¢-DLOG
with non-negligible probability. O

F Other proofs

F.1 Proof of Theorem 1.
Proof. All the above f; can be directly calculated from the definition of f. In particular,

— zi(X) = Li(X);

— 0(X,Y) = y[i|Ly(X);

= pi(X,Y) =y[i] 307, Li(X);

— 1(X,Y) =yl 0 Ly(X w0 h);

— gi(W,Y) = yli] Y50, Lj(W);

— Zi(X,W,Y) = Y WM. L(X);

— Vi(X, W,Y) =Wwm. y[z’]L,-(X),

~ B(X,W,Y) = W y[i] S Li(X);

— T(X, W) = Wyl S (X - w L)
— GX,W,Y) = X y[i] S L (W)

_ ai(X, Y) Li(X)(g’([:r]l:ilt(X:Y));

— Bi(XY) = yli] - ZE

(X Y) = yli] - ZE ),

— G(X,WY) = yli] - S, (T,

— (X, WY) = yli] - o, L ()

F.2 Proof of Lemma 1

We present the universal protocol in Fig. 14. We only need to show the complexity of G and Z
here (all other parts are the same as the proof of the circuit-specific version). For the runtime of
G, since this algorithm exactly knows the secrets a, b, ¢, it can computes everything from scratch in
O(m?) time. For the runtime of Z, let us take a look at every f € F:

— [2], [vi], [pi], [g:]. Directly extracted/computed from pp in O(m?) time.

= [t(X,Y)] = [y[i] 200, Li(X - w™H)]. Similar to [p;]. Note that

W((X - w lym = 1) with(X™ - 1)

Li(X w_l) B m(X -wl—w)  m(X —witl) = Lj+1(X).
— [Zi], [Vi], [Bi], [T3], [G] are similar to [z;], [vi], [pi], [t], [9:]-
— [ai(X,Y)] = [Li(X)(g'([ﬂ:l{(X’Y))]. Expand this polynomial,
Li(X)(y[i] — u(X,Y))
Xm—1
_ 5 VUL L (0) w00 - Dyl
m(wl —w?) m(X —w?)

j€lm\i
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- G(1*m) = (pp) :
- PPy Gbi(17);
- Pick random a, b, ¢ from F for variables X, Y and W respectively. Let ¢/ = ¢-w™!.
- Set pp = ppy, and all the following:

{la'], [0 igpm)  {[a'V], [a'c™], W], [V T} jepm)
{[Li(a)V], [Li(a)¥ ™), b Li(e)), [a™b Li(c)]}iepm jefo.m)
LZ(CL) —1 Ll(a) - Ll(C) LZ(CL) — Li(c')
V——"—, |V ——, |V ———F

=l I e

a—wt a—c a—c

— Z(pp; [m, o]) = (pk, upk, vk) :
- Let F={z,v,p,t,9,2Z,V,P,T,G,«, 3,7, 0,¢} be the set of polynomials from Theorem 1.
- Set pk = upk to contain the following, computed using pp

{[f1]7 cee [fm]}fe}‘-
- Set vk = {[u(X,Y)], [X], [W], [X™], [Y™W™], [W™]} (uis from Eq. (5)).

Fig. 14. The universal Dynamo SNARK. P, U, V are the same as Fig. 2.

which can be computed from [Y7 %

] and [Y7L;(X)] in O(m?) time.
5 LX)
X

- %(X,Y) =yl - ———. Note that when i € [m — 1],

Li(X)  w'(X™-1) _ Li(X) — WLy (X)

X—-1 mX-w)X-1) wi—1 ’

then [v;] can be computed from [Y7L;(X)] in O(m?) time.

— B(X,Y) = yli] - 2= ) Siilar to ).

— (X, W)Y) =yl - >, w Compute from [YJW] in O(m?) time.

(W) —Ls (X w1
— (X, W,Y) = yli] - S, L)

. Similar to [;].

F.3 Proof of Lemma 2

We introduce how to add zero-knowledge for Dynamo here. Following the idea of [20,33], we can
use random mask polynomials. More specifically, we introduce masks for z,v,p,t, g:

X)) = 2(X) 4 p. - (X 1),
vRX,Y) = 0(X,Y) +py - (XM —1),

PRXY) =p(X,Y) + (0P X2+ plVX 4 p0) - (X = 1),
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PXY) =X, Y) + (pP (X ™) + ) (Xw ™) + p0) - (X7 = 1),
zk o 2 2 1 0 m
G*WY) = g(W,Y) + (pPW2 + pOW + p0) . (™ — 1),

where the randomness Dzs Pus p}(,Q), ,0;1), pg)) & T should be picked at the beginning of P? and 1.
Based on 2%, v?, p?K 1% g7 we can naturally derive corresponding Z7%, VK, P# T7 G? for

variable checks. However, for new quotient polynomials a¥, 57, K, 67K e2K we need to carefully

calculate their forms. Replace z, v, p, t, g in Egs. (6), (9), (10), (13) and (14) with 22 vk p?k 2k g7k

we have

V)= a(X V) +po - peu(XY)s

—5Zk<X,Y>=5< V) + (09X 4+ pVX 4 ) — py) - XL
Y) =X, Y) + (0 X2+ i X 4 pl) - XL

D) W) ()

- 52:(X WY ) oX, WY)O e +
m+ m+ m m
pé)<%—l)+pé)xx B
M2 _ (X1 )m+2) (W2 — (X w—1)2
(X, W,Y) = (X, W,Y) + pi) WX O ) WE(Xe 7).

m—+1 w m—+1 m__ w*l m
(1)(W W—(ﬁw—l) - 1) pé )WW—(§0J—1) :

Now we can use
zk zk _ zk , zk 4zk zk zk zk zk zk zk _zk pzk _zk g¢zk _zk
f :{Z ’U 7p 7t 7g 7Z ’V 7P 7T 7G ’a 75 ”y ’5 78 }

instead for Dynamo to achieve zero knowledge. We omit the redundant illustration for minor changes
in the keys (basically we need O(1) number of new prover keys to help update the group elements
in F7¢) and the detailed protocol of zero-knowledge Dynamo.

We only show here a simulator for Zero-knowledge property:

S(1*, 1) — (¢, pk, upk, vk) :
Follow every step of G(1*,[m, o]), and output (¢t = (a, b, c), pk, upk, vk).
S(t, pk, upk, vk, xq, ..., x;) = (70, ..., 7) :
For every i € [0,1],
(a) For every f € {z,v,p,t,g}, pick 7¢ & F and let [}\Z?] = [7¢]. Also compute the variable-
check polynomials for f from (a, b, c).
(b) For every f € {a,f,7,9,e}, compute [ﬁ] as following:

o = [l 5 = [ 228 A= | ]

m 1 a—w a—1

- 23] P 23]

a—cC c—a

(¢) Output all the group elements computed above in ;.

Now we argue S correctly simulates a prover. Recall that (2 = {wi}ie[m}

For fixed polynomial z(X) and a value a, if a ¢ {2 and p, & F, then according to Lemma 10,
2%%(a) = z(a) + p.(a™ — 1) is also uniform in F.
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For fixed polynomial v(X,b) and a value a, if a ¢ {2 and p, Sr , then according to Lemma 10,
v?*(a,b) = v(a,b) + p,(a™ — 1) is also uniform in F.

For fixed polynomial p(X,b) and value a,c,w 'a, if a,c,w™'a ¢ 2 and p1(,2), 1(31),,0;0) & F, then
according to Lemma 10 and the following calculation,

p™(a,b) = p(a,b) + (pPa* + pMa + pV)(a™ — 1)
g*(c,b) = p(e,b) + (PP + pMe + pO) (™ — 1)
t*(a,b) = p(w™a,b) + (P (w'a)? + plM (wra) + pV) (w'a)™ — 1)

(p**(a,b), g?*(c, b), t*(a, b)) is also uniform.
Above all, as long as a,c,w'a ¢ §2 (which is of overwhelming probability),

(=%(a), v™(a, b),p™(a, ), g™ (e, b), t*(a, b))

is uniform in F? and thus S can perfectly simulate [ka]fe{z,v,p,g,t}- Based on the codes of the prover
and the simulator, [ka}fe{ZVVZP7G,T7a7ﬁ,,y7575} are exactly determined by [ka]fe{z,v,p,g,t}~ Therefore, S
can successfully simulate a prover.

F.4 Proof of Lemma 6

We briefly introduce how to add zero knowledge to Dynaverse here. The intuition is also to add
mask polynomials, following the next two steps:

1. Similar to the way we add zero knowledge to Dynamo, we add mask polynomials to F in Dynamix.
However, we cannot put [h] in 7; because it could leak some information about w. We should
remove all [h], [H] in the proof and fix the equations with h with the following trick. Note that
we can compute Y as

o pil‘((Xv Y) - htz(Y)

zk
KX,Y)=
Vi (X, Y) X -1 ’

then we have

Yoo (V)= Y pHXY)-(X-1) Y XY

te[1,6],i€[m] te[1,6],i€[m] te[1,6],i€[m]
Replace all the [y4] in the proof with one group element [y?K] where
’ka(Xa Y) = Z ’y;k(X, Y) .

te[1,6],i€[m]

Then for [hy (V)] - TT1°_, T [he (V)] < 1g, V can verify the following instead

?
6([hx]7g) . H 6( %’H?g) : 6([—’)/Zk], [X - 1]) = 1GT ’
i€[m],te[1,6]
[Y?] can be simulated from [hy] and [pék J
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m

And for e([p]- [—t]-[-v], 9) L e([=4L), [(();n:;l))]), a new quotient polynomial should be computed
as follows (and can be easily simulated):

P(X,Y) —t(X,Y) — v(X,Y)
(X™ = 1)(X —w)™!

2. We also need to add masks for z;; for t € {4, 5,6} and A; should also be modified due to changes
in Eq. (19).
F.5 Proof of Theorem 8
The completeness and soundness follow directly from those of the dynamic zk-SNARK DS. The
complexities also follow from the complexities of DS.
F.6 Proof of Lemma 8

The proof is similar to the proof of Theorem 8. We want to mention that although there are
O(log M) wires changed for the SUMTREE, they are basically all from addition gates. The wires
changed from multiplication gates are all from the computation F.
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G Vector Commitments and Hyperproofs [34]

Srinivasan et al. [34] present Hyperproofs, a vector commitment that is efficiently maintainable
and aggregatable built on PST [30]. First we present some definitions for vector commitments.

Definition 4 (VC scheme). A Vector Commitment (VC) scheme is a set of the following PPT
algorithms.

— Gen(l’\7 n) — pp : Given security parameter A and vector size n, it outputs public parameters pp.
— Com(pp,z) — (C,aux) : Given vector z, it outputs commitment C along with auziliary informa-

tion aux.

— Open(pp, i,z,aux) — m; : Given index i, vector z and auziliary information aux, it outputs a
proof m;.

— OpenAll(pp,z) — (71,...,m,) : Given vector z, it outputs all proofs my,...,m,.

— Agg(pp, I, (7, zi)icr) — 71 : Given proof-value pairs {(m;, z;)Yicr, for I C [n], it outputs an
aggregate proof my.

— Verify(pp, C, I,{zi}icr,m1) — 0/1 : Given commitment C, values {z;}icr, for I C [n], and (ag-
gregate) proof 7, it outputs either 0 or 1.

— UpdCom(pp,i,0,C) — C' : Given index i, value §, commitment C, it outputs C" reflecting
position i changing by d.

— UpdAll(pp, i, 0, {m;},aux) — ({m}},aux’) : Given indexz i, difference d, proofs {m;} ;e and auwil-
iary information aux, it outputs updated proofs {7T3 }je[n] and updated auziliary information aux’,
to reflect position i changing by 9.

Definition 5 (VC correctness). A VC scheme is correct if for all X\ € N and n = poly(X),
for all pp < Gen(1*,n), for all vectors =z, for all i € [n], if (C,aux) = Com(pp,z) and m; =
Open(pp, i, z,aux) (or m; is derived from OpenAll), then, for any polynomial number of updates (j,0)
resulting in a new vector ', if C' and w, are obtained via calls to UpdCom and UpdAll (with aux
replaced by aux’) respectively, then

1. Pr[1 « Verify(pp,C', i, 2}, 7})] = 1;

27y TNy

2. For all I C [n] it is

Pr[1 « Verify(pp, C', I, (2})icr, Agg(pp, I, (7}, 2})ic1))] = 1.

Definition 6 (VC soundness). For all PPT adversaries A,

pp + Gen(1*,n),
(C, 1,7, (2)icr, (2})jes 71, 1) + A(1*, pp) :
Pr 1 < Verifyo, (C, I, (zi)icr, 1) A < negl(\)
1« Verifyp,(C, J, (27)jes, 7)) A
Jk € INJ such that z, # 2,

Hyperproofs. We refer to [34] for the details of Hyperproofs. Here we only briefly present the
necessary part (without aggregation) for this paper.

Multilinear extension (MLE) of a vector. For a vector z of length n = 2!, we define the following
multilinear extension polynomials [34,42] for itself and its sub-vectors:
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2 -
/ I
[201 - Zoo] [211 - Zm]

PN PN

[2001 - Zooo] [2011 - 2010] [2101 - Zmo] [2111 - 2110]

/ \ / / \ / \
Zooo = 2[1] 2010 = 2[3] Z100 = 2[5] Zi10 = 2[7]

201 — 2[2] Zon = z[4] Z101 — 2[6] 2 — z[8]

Fig. 15. A multilinear tree (MLT) of size 8. The proof for z; consists all nodes along z;’s path to the root (e.g., for
2100, ([21 — 20], [#211 — Z10), [2101 — Z100]))-
— For any i € [n], suppose i .. .1 is the binary form of i — 1, i.e., i =1+ 2221 ij - 2177, Define
Zil---iz = Z[Z] .
— Forany 1 <k <!l and iy,...,i; € {0,1}, define
Ziy iy (X1 - Xp) = (1= Xpp1) - iy 0 (X2, -5 X0) 4+ X1 - 2oy it (X2, .-, X))

— Define
2(X1,.0, Xp) = (1= X1) - 20(Xe, .., X)) + X1 - 21(Xo, .., X))
Expand z(X7,...,X;) in details, we have

2(Xy,..., X)) = Z Ziy iy Sini (X1, .0, X0),
il,...,ile{o,l}

where

!
Sioi(Xn, - X)) = [[ (5% + (1 =i (1= X5)) .
j=1

In fact z;,. 4, is a MLE of the following sub-vector:

k
z[s:s—i—Ql_k—l},wheres:1+2ij-2l_j.
j=1

For instance, for n = 8, z¢ is the MLE for z[1 : 4] and 219 is for z[5 : 6].

To simplify notations, in Hyperproofs we may use indices of form i = (i1,...,4;) € {0,1}! and
access the values of the vector by subscriptions z; or evaluating z(1i).
Multilinear trees (MLT). Hyperproofs use MLTs to maintain the proofs for all positions. See Fig. 15
for an example of a MLT with n = 8 and | = 3. The commitment to the whole vector is C' = [z].
The proof for z; at position i consists of all the nodes in MLT from the root to z;. Denote the proof
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for z; as my = (mi1,...,mip), where
Tri,j - [Z’L'l...ijfll - Zi1...ij,10] .

To verify the proof for zj, the verifier checks the following:
l
e(Clg™,g) = H e(mij, [X; —ij]) .

We omit the detailed full protocol for Hyperproofs and only show their main theorem here.

Assumption 2 (¢-Strong Diffie-Hellman (¢-SDH)) Let 7 € Z}. Given as input a (¢ + 1)-
tuple (9,97, ...,g7") € GI*L, for any adversary A, spm, we have the following for any a € Zy\{—7}:

_1
PI'[AQ_SDH(Q,QT, s agTq) - (amgTJra )] < negl(/\)

Theorem 9 (Hyperproofs [34]). The individual log n-sized proofs are correct and sound as per
Assumption 2.

Proof for an empty sub-tree. Now we consider a simple trick based on the original Hyperproofs
to prove that some z;, 4, is identical to 0, which is equivalent to show the following

Vi 1s-..,1 € {0,1}, 2 r=0.

Q1. zkzk+1 Zl
Consider the MLT in such case. Since for any i, ;,...,4; € {0,1} we have z;, kil ] = 0, the sub-
tree with root [2i,. 4,1 — %i,...i,0] is full of empty nodes Furthermore, all the leaf nodes z;, kil y g o]
share the same path from the root to the node [z, i1 — 2i,...i,0], S0 they also share exact the same

verification equation:
k
C/g g H le...’ij,11 - Zi1...ij,10]7 [Xj - Z]]) . (28)
This equation is all we need to prove that z;, ;, is identical to 0.

H Ensuring the IVC transferred state is zero-knowledge

Recall that in the update algorithm of Dynaverse (cf. Fig. 3), the only place we need the whole
witnesses for one bucket is where we compute quotient polynomials A%(X) from Eq. (19). This is
because we need to compute the polynomial multiplication and division from scratch every time. Now
we consider another approach to update [A4;(X)] without revealing all the coefficients or evaluations
of A;(X). Whenever we compute or update the proof, we also maintain the following in the state
(we only care about and compute the quotients and ignore the remainders here, same thing for
other quotients below):

[242-(X) : Lj(X)} 7 |:Z5i(X) - Li(X)

Xm 1 Xm 1 } fori,j=1,...,m,
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and we need to pre-compute [l;;(X)] for i, 5 € [m] where

Li(X) - Lj(X)

lij(X) = —m—7

When we have an update for z4;(X) or z5;(X), we can update both [A4;(X)] and the state in
O(m) time. For example, if z4;(X) is updated as

23i(X) = 24i(X) + Lj(X) - 6,

then we have
25i(X) - Lj(X)d

Xm—1 ’
and we can update [A;(X)] with the help of the previous state. Also, we can update the whole state
with the help of [l;;(X)]. All the group elements in the state can be zero-knowledge through simple
masks.

We emphasize that we only need to maintain one state of O(m) size since updates in IVC are
monotonically increasing.

A(X) = 4(X) +

I Details for Dynamix and Dynaverse
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- G(1*, [m, N, s, t]) — (pk, upk, vk) :
- PPyl Gol(17).
- Let F ={z,u,p,t,9,h, Z,V,P,T,G,H,cx, B,7,0,e} be the set of polynomials from The-
orem 1, including h and H from Equation 18.
- Pick random a, b, ¢ from F for variables X, Y and W respectively.
- Set pk = upk to contain the following KZG commitments, defined in Theorem 1, and
computed using a, b and ¢ directly

{[fl]v R [fm]}fef-

- Set
vk = {[u], [X], W], [X™], [(X™ = 1)(X — )", Y YW, (W, (XY

where u is u(X,Y) = > Li(X) - (Y —Yt),

i€[m]
— P(pk,x,w) — (,aux):

- Parse x as () and w as z[1],...,z[m].

- Output |F| = 17 KZG commitments as 7 and aux, i.e., for all f € F output

A= T 1.

1€[m]

— U(upk,x’, w', x, w, 7, aux) — (7', aux’):
- Parse w as z and w’ as a new valid witness z’. Parse 7 and aux as {[f]} rer.
- Let J be the set of locations that z and 2z’ differ and let {d;};ec; be the corresponding
deltas. Output as 7’ and aux’ the new KZG commitments {[f’]} jcr where

=101 T -

jeJ

- V(vk,x,7) = 0/1:
- Parse vk and 7 as output by G and P respectively.
- Output 1 if and only if all the following relations hold:

e([v], 9) - e([—ul, [2]) = e([a], [X"" —1]).
e([p), 9) - e([=v], 9) = e([A], [X — w]).
e([p] - [=h],9) = e([], [X — 1))
e([p] - [=t] - [-v], 9) = e([~wh/m], [(X™ — 1) - (X —w)71])
e([p] - =91, 9) = e([d], [X — W)

e(lg] - [~t].9) = e([e], [V — X -w™H))
e([z], Y¥W™) = e([Z], 9)

e([v], W™]) = e([V], 9).

e([p], W™]) = e([P],9)

e([t), [W™)]) = e([T1, 9)

e(lg], [X™]]) = e([G], 9)

e([h], [X™W™)]) = e([H], 9)

Fig. 16. The Dyhamix SNARK.




left add right add out add
Z, z, Z,
><)]

(A
T e 8

Fig.17. The Dynaverse dynamic SNARK. The initial 6n-sized witness [z ...zg] is split into subvectors z;; of size
m = y/n, which are KZG-committed to [z;;]. For each [z;;], we provide a Dynamix proof with respect to the permutation
o. For every [z;;] participating in multiplications (i = 4,5,6) we provide commitments to the quotient polynomials

Ai(X).
left add right add out add
L)
— n —_—

{[A09] (X)

[A(X)]

ﬁﬁﬁﬁﬁﬁﬁﬁﬁ
[2,] [2,] [z2] i

Tikax

Fig. 18. The optimized Dynaverse dynamic SNARK. The addition wires are committed with three commitments [21],
[22] and [z3] of n-sized vectors. The multiplication wires are committed in two ways, i.e., first with three commitments
[24], [25] and [z6] of n-sized vectors and then with 3m commitments of m-sized vectors, as before. Overall we reduce
the number of Dynamix proofs to six, we maintain the quotients polynomials, and we provide additional subvector
proofs, denoted with “C”, to ensure consistency between [z;] and [z;;] for i = 4,5, 6.
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