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Abstract. In this paper, we construct the first asymptotically efficien-
t two-round m-out-of-n and multi-signature protocols from lattices in
the quantum random oracle model (QROM), using the Fiat-Shamir with
Aborts (FSwA) paradigm. Our protocols can be viewed as the improve-
ment of the two-round protocols by Damgéard et al. (JoC 2022). A notable
feature of our protocols, compared to other counterparts in the classical
random oracle model, is that each party performs an independent abort
and still outputs a signature in exactly two rounds, making our schemes
significantly more scalable.

From a technical perspective, the simulation of QROM and the efficient
reduction from breaking underlying assumption to forging signatures are
the essential challenges to achieving efficient QROM security for the pre-
viously related works. In order to conquer the former one, we adopt the
quantum-accessible pseudorandom function (QPRF) to simulate QROM.
Particularly, we show that there exists a QPRF, which is not only both
invertible and programmable, but also its output space is separable, even
against a quantum adversary. For the latter challenge, we tweak and ap-
ply the online extractability by Unruh (Eurocrypt 2015).

1 Introduction

Due to the applications in the decentralized scenarios, distributed signing proto-
cols have recently received wide attentions. Threshold signature [20] and multi-
signature [35] are two similar classes of distributed signing protocols.

In a nutshell, a t-out-of-n threshold signature involves a distributed key gen-
eration process, where each user obtains a share, say sk;, of the single signing
key sk, effectively distributing signing power among n participants, such that a
message can only be signed if ¢ or more participants agree to do so. The special
case of n-out-of-n signature is achieved by setting ¢ = n, which is also called as
decentralized signature (DS).

On the other hand, a multi-signature (MS) allows a group of n users, each
holding signing key pairs (sk;, pk;), to collectively sign the same message and



obtain a single signature. It differs from threshold signature in several ways: (i)
there is no distributed key generation, as each participant generates their own
key pairs; (ii) the group of participants is dynamically formed from certain sets;
(iii) as a result, the verification process does not rely on a fixed public key, but
rather on the list or aggregation of public keys of the participants.

State-of-the-art of Thershold/Multi signature. Numerous recent studies
have focused on Schnorr-type schemes, such as the threshold version of ECDSA
[14,22,58,59], threshold Schnorr [39,41], and multi-signing of Schnorr [3, 6,48,
50,53]. However, Schnorr-type constructions are vulnerable to quantum attacks,
it is crucial to investigate the threshold and multi-signature of post-quantum
alternatives. Significant attention has been directed towards lattice-based digital
signatures, particularly variants of Dilithium [27, 28], which has been chosen as
a standard by NIST [52].

Dilithium is based on the “Fiat-Shamir with Aborts” (FSwA) technique of
Lyubashevsky [44], which employs rejection sampling to guarantee security. How-
ever, unlike Schnorr, thresholding Dilithium presents greater challenges due to
the adoption of the “Aborts” and small Gaussian distributions. Several schemes
with other technique routes have been proposed, but they either rely on costly
primitives, such as fully homomorphic encryption in [2,11,33], or fail to achieve
comparable efficiency and full security based on standard assumptions [30].

Damgard, Orlandi, Takahashi, and Tibouchi [18] address the challenge by
using homomorphic trapdoor commitment schemes as a building block. They
proposed threshold signatures (specifically, n-out-of-n) and multi-signatures in
both two-round and three-round, denoted as DSs/MSy and DS3/MS;, respec-
tively. Notably, DSo and MSs are the first lattice-based two-round schemes.

Subsequently, MulSig-L by Boschini et al. [13] and DualMS by Chen [15] im-
proved upon DSy/MS,. Compared with DSy/MS,, MulSig-L does not rely on
additional lattice-based trapdoor commitments and benefits from preprocess-
ing in the first round. DualMS further enhances the construction by utilizing
a trapdoor-free “dual signing simulation” technique, resulting in smaller public
keys, signatures, and reduces communication.

Common problems in lattice-based setting. All these two-round FSwA
paradigm protocols with polynomial modulus can only been proven to be secure
in the classical random oracle model (ROM), through using the currently known
techniques. Additionally, all the protocols must be restarted until all partici-
pants pass the rejection sampling step (i.e., without abort) simultaneously. This
will lead to an exponential increase (in the number of participants) in expected
communication, computation, and rounds, which makes them “non-scalability” .
QUANTUM ROM. For post-quantum cryptographic constructions in the ROM, we
need to further consider that the quantum adversary might conduct arbitrary

4 Of course, we can trivially make all these existing two-round schemes “scalability”,
through directly using the noise flooding technique, instead of rejection sampling
technique. But, the corresponding cost is super-polynomial modulus, which will re-
sults in bad efficiency. Thus, we just focus on FSwA paradigm constructions with
polynomial modulus in this paper.



superposition queries to ROM, which is further called QROM and first proposed
by Boneh et al. in [10]. Currently, for DS and MS, only three-round schemes
DS; and multi-signature in [30] achieve security in the QROM by utilizing the
technique of lossy identification [38]. The QROM security for all known existing
two-round schemes, DS, /MSs, MulSig-L, and DualMS, remains an open problem.

INDEPENDENT ABORT. Another drawback is that, due to the requirement of
abort, the final round of these schemes will not output the final signature until
non-abort happens to all of the participants. Thus, the probability of successfully
outputting a signature decreases with an exponential in the number n of parties.
Specifically, assuming the non-abort probability of each party is 1/M, the success
probability will be reduced to 1/M™ when n parties are involved. In this case,
the expected communication round will increase to M™ from 2. While parallel
executions can be applied to reduce the round, it still results in an increase in
the expected communication and computation overheads. Particularly, the whole
protocol need to be parallel run about 7 = A\/(log %) times, in order to ensure
the parties output a signature with overwhelming probability. In this case, the
final communication and computation overheads of each party will expand about
T times, contrasted to the originally theoretical ones.

One might consider to reduce 1/M™ to 1/M again, by setting the standard
deviation ¢’ of the discrete Gaussian distribution to be n-o, where o denotes the
original standard deviation for the non-distributed signature. However, just as
pointed out in [18], this method will increase the size of each signature share, and
affect the parameters of the underlying hard problem in the security reduction.
Besides, this makes the choice of concrete parameters, especially the the standard
deviation ¢’, inflexible with the number of involved parties scales. In summary,
current schemes are not “scalable”, when deploying with polynomial modulus.

1.1 Owur Goals

Therefore, the motivation of this paper is to design two round n-out-of-n and
multi-signatures for Dilithium, which benefit from QROM security, round effi-
ciency, and polynomial modulus properties.

— QROM security: The security of these protocols are proved in the QROM.

— Round-efficiency: We focus on efficient protocols with ezxact two-round. In
this case, the communication complexity of each party will remain to be
unchanged, even when the participant number increases. As a result, our
schemes will be much more scalable, compared with other related works.

— Polynomial modulus: The final protocols can be instantiated with polynomial
modulus, which will have much better asymptotical efficiency.

This work aims to solve these challenges with the following particular goals.

(Main Goal 1 (for Security)) Design FSwA-style two-round n-out-of-
n and multi-signatures from lattices in the QROM.



(Main Goal 2 (for Efficiency)) Design efficient FSwA-style two-round
n-out-of-n signatures and multi-signatures, in which each party’s com-
munication overhead remains to be independent of the number of parties,
in the case of broadcast channel.

1.2 Owur Contributions

This work aims at the two main goals and makes the following three major
contributions.

Contribution 1. We construct the first two-round n-out-of-n signature from
lattices in the QROM, which can be viewed as the significant improvements of
two-round protocol by Damgard et al. in [18]. For the security proof of our
new construction, we leverage the online extractability technology by Unruh
in [57] and our newly modified QPRF (which is introduced as the independent
technique contribution in the following Contribution 3). Besides, our new con-
struction has much lower security loss, as we use online extractability instead of
usual rewinding method. Particularly, we improve the adversary’s advantage for
forging a signature from 8(5&,{35) or @(5,{,{545) to O(emsis), where emgsis denotes
the hardness of the underlying MSIS assumption.

Besides, our new m-out-of-n signature is the first lattice-based FSwA-style
construction with both exact two-round and polynomial modulus. All previ-
ously known FSwA-style distributed protocols parameterized with polynomial
modulus output a signature only with certain probability. The advantage of our
exact two-round protocol is that each party’s communication and computation
overhead will be almost unchanged, even with the increasing of the participant
number in the protocols. Thus, our constructions are more scalable than all other
related constructions. From the perspective of technique, such exact two-round
is obtained through embedding the protocol challenge in cut-and-choose way,
rather than every participant directly choosing small ring elements as indepen-
dent challenges.

Contribution 2. We construct the first two-round FSwA-style multi-signature
from lattices in the QROM, which has the same properties (i.e., exact two-round,
lower security loss, and polynomial modulus) as the above mentioned n-out-of-n
signature. However, compared with n-out-of-n signature, there is an additional
obstacle in the security proof. In order to conquer it, we prove the security in
the key-verification model, rather than the plain public key model. In the key-
verification model, we use a multi-proof straight-line extractable non-interactive
zero knowledge proof of knowledge (NIZKPoK) as an additional building block.
Although such NIZKPoK will induce many more overheads, it gives another nice
property, key aggregation.

Contribution 3. As a technical contribution, we make essential modifications
on the direct QPRF construction in [60], which was originally proposed by Baner-
jee et. al.’s in [7], such that it becomes to be an invertible variant. Besides, we



show that the invertible QPRF is programable simultaneously against efficient
quantum adversary conducting superposition queries.

With such QPRF, we can prove the security of our two-round protocols in
the QROM. Particularly, we can efficiently simulate the adversary’s view even
without the real secret key, and then establish the efficient reduction from the
underlying assumptions to the security of our constructions. We believe such a
new QPRF should be of independent interest.

Overall, we list the detailed comparisons with the most related works in Table
1.

QROM Round Scalable Reduc.- Assumptions
Appro.
[30] v 3 X Lossy MLWE,rMLWE
DSs [18]+ [30] v 3 X Lossy MLWE
DS- [18] X 2 X Rewinding MLWE,MSIS
MS; [18] X 2 X Rewinding MLWE,MSIS
[13] X 2 X Rewinding MLWE,MSIS
[15] X 2 X Rewinding MLWE,MSIS
Online-
Our DS, v 2 v Extractability MLWE,MSIS
Online-
Our MS» v 2 v Extractability MLWE,MSIS

Table 1. Comparison with previous FSwA-based distributed and multi-signatures.
The column “Reduc. Appro.” indicates the security reduction approach.

Moreover, after an integrated evaluation, we conclude that the asymptoti-
cal communication overhead of our protocols is comparable with that of [18],
especially when a large number of participants are involved. More details are de-
ferred to Section 5.3. Besides, our constructions have the nice property of highly
parallelization. For any P up to the security parameter ), each participant can
allocate O(A\/P) of its computations to each of P processors.

2 Technical Overview

In this section, we present an overview of our techniques. In fact, our intuition
is quite simple: analyze the essential obstacles to proving the existing two-round
signatures to be secure in the QROM, then overcome them to achieve the desired
security relying on the MLWE, MSIS and DSPR assumptions.

2.1 Recall the existing protocol in [18].

To present our techniques in a natural way, we first recall Damgard et al.’s elegant
two-round distributed n-out-of-n protocol, called DSs, in [18].> The protocols

® Here, we are just interested in two-round protocols, even our techniques can also
apply to their three-round setting. Besides, such m-out-of-n construction can be
easily extended to the setting of multi-signature.



in [18] are based on Dilithium signature scheme [27, 28], and thus work over
cyclotomic rings R = Z[X]/(f(X)) and R, = Z4[X]/(f(X)), where N is a power
of 2, and f(X) = XV 41 is the 2N-th cyclotomic polynomial. For simplicity,
here we just consider the case of 2 parties, which can be naturally generalized to
the case of n-party setting. Particularly, we assume each party P; has a secret
vector s; € R“* and a matrix A; € R’;XZ, where j € {1,2}, s; consists of
small coefficients, and A; is randomly sampled from R’;”. Then, P, and P,
interactively generate the finally joint public verification key pk := (A,t) =
([A1 + Az, 1], [A1 + Ao, I] - (s1 + s2)), through using the simple random oracle
commitments as in left hand side of Figure 1.

KeyGen of DS; executed by P»(pp) DS, executed by Ps(s2, pk := (A, t), 11)
Sample Az & RE*) compute gz + Hi(Az,2)
2z, Y2 ﬁ D“‘k;wz — Ayz mod g
JL ck « Ha(u, pk)
Az
s
A, comgz  Commite (w2, r2)
H
Check a1 ; H1(A17 1) comg
If YES, compute A = A; + A com
and set A = [A,I] € RF*(“TR)
$ ~
Sample s2 +— S§+k, compute t2 := A - S2, ¢ < Ho(comi + coma, p, pk)
g < Ha(t2,2) 2z < cS2 + Y2
é; If RejSamp (csz + z2) = 0;
g (z2r2) < (L 1)
PA Z2,T2
t_2> z1,71
t—1> If z1 = 1 Vzo = _1: restart
Check 9/1 ; H2(t1, 1) OutpL.lt (com1 +comg, 21 + 21,71 + 7“2)
If YES, set t =t1 + to as a signature

Fig. 1. Simple description of DS, Protocol in [18]. Here, we just describe the behaviors
of P, for saving space, due to the fact that the computations and communications of
P are symmetrically equivalent to these of Ps.

The signature phase of DSy is described as in the right hand side of Figure
1. Particularly, DSy utilizes as a building block a homomorphic (equivocation)-
trapdoor commitment scheme, which is the core tool to enable the full securi-
ty proof from lattices. In the first round, given message p, secret key s; and
the joint public key pk := (AJ), the party P; first samples small vector y;,
and computes com; < Commity(wj;rs), where ck <+ Hs(p, pk), w; = ij
mod ¢ and 7y is the randomness sampled from the corresponding set. Then, af-
ter exchanging their commitments com; and comy, the party P; computes the
challenge ¢ < H(com; + coma, p, pk), through using the linearly homomorphic
property of trapdoor commitment. Moreover, P; computes the response vector
z; = c-8;+y; and conducts the rejection sampling algorithm to decide whether



output z; or not. If all parties output successfully, then they exchange the pairs
(2j,75)jeq1,2y- The final signature is the addition of individual signature shares,
i.e., Sig = (com; + comg, 21 + 29,71 + 2).

Security analysis of DS,. In order to establish the security reduction for DSs,
there are the following important items need to be considered:

1. For the key generation, the simulator utilizes the invertible (or called pre-
image extractable in certain previous papers) and programable properties of
classical ROM (H; and Hs) to answer the adversary’s key query and embed
the MSIS challenge into the public key of DSs.

2. For the signature queries, the simulator employs a homomorphic trapdoor-
equivocation commitment scheme to enable the successful simulation of sig-
natures, and thus achieves the full security proof in the ROM.

3. For the reduction from solving hard problems to forging signature, the sim-
ulator needs to simulate Hs such that its output space is separable, i.e., the
output space of H3 can be divided into two parts: the normal commitment key
ck and the trapdoor commitment key tck. Particularly, the indistinguisha-
bility of ck and tck allows the adversary to use ck for the challenge message
w*, but use tck for all the signature generation queries, with a non-negligible
probability. Then, assuming the binding property of the commitment scheme
with normal key ck, the simulator can solve an underlying MSIS problem,
through using rewinding technique.

2.2 Enhancing the security of DS into the QROM

Based on the above analyses, we know that there are two main parts for the
security proof of DSs: the efficient simulations of random oracles and the efficient
reduction through rewinding. Thus, a straight way to extend the security of DS,
into the QROM is that: we need to ensure all the above techniques have the
corresponding counterparts for the quantum adversary and the QROM setting.
Below, we analyze the above security items one by one. Among this process, we
will also insert our considerations on how to obtain much better efficiency.

Simulation of QROM. Clearly, we need to consider how to simulate QROM
efficiently, such that not only it can be both invertible and programmable, but
also its output space is separable, following the proof strategy of [18]. Up until
now, there are two types of simulation approaches for QROM: stateless simulation
(e.g. quantum-secure pseudorandom functions [10,60] and 2Q-wise independent
functions [23,61]), and stateful simulation (e.g. the compressed oracle [25,42,62]).
Among them, the compressed oracle is the most powerful simulation tech-
nique, which can import almost all classical ROM security proof into the QROM
setting. Particularly, the compressed oracle can be roughly viewed as the on-
the-fly simulation of QROM), which supports both inversion and reprogram-
ming [24, 25, 42], without previously bounding the adversary’s queries times.
However, it seems that we can not apply the compressed oracle to directly
achieve the desired separable property, due to the inconsistency between the
commitment key space Scx of ck,tck and the output of compressed oracle.



Particularly, the output of compressed oracle is inherently uniform over
{0,1}™.5 But, in the known instantiations of trapdoor commitment scheme as
in Section A.7, the commitment keys ck, tck indeed have the particular format,
such that they are just uniform over the key space Sc, a subspace of {0,1}".
To make matters even more complicated, when Hs outputs a tck, the simulator
also need the corresponding trapdoor td to generate the simulated signature.
But, the adversary can only obtain tck from Hs. If using compressed oracle to
simulate Hs, tck and td should be stored as superpositions over different regis-
ters, and thus it might need complex strategies to deal with the above different
requirements between simulator and the adversary.

In contrast, a stateless simulation method, say QPRF, might be compatible
with the separable property, as it is possible to use two different but related
functions to deal with the consistency of tck and td. But, for QPRF, it is still
not clear how to make it to be both invertible and programmable. Besides, we
also need to consider how to limit the output of QPRF into the key space Sc.

Notice also that, the technical details of the compressed oracle [62] and even
its further simplified exposition in [16] are relatively complicated. One always
needs additional investigations on the related backgrounds. So, as the main tech-
nic challenge in this paper, we want to ask

Is there much simpler and stateless simulation approach for QROM,
which is not only both invertible and programmable, but also its output s-
pace is separable, just through using the simple and classical lattice-based
concepts and techniques?

In this paper, our answer is positive. Particularly, our choice is QPRF [60].
[60]. We illustrate the high-level idea for using QPRF in the security proof in Fig-
ure 2. Of course, we require the concrete instantiation of QPRF is both invertible
and programmable, even against quantum adversaries, which are significantly
non-trivial. As far as we know, it seems that this is the first time to consider
how to program and invert QPRF simultaneously in the literature, even the in-
vertible property for PRF has been defined previously in [12,34]. We believe such
QPREF is of independent interest, and can be used on other applications, such as

PIR [34].
or]e precisely, we choose to use the following direct construction of QPRF

in [7,60]: for a key k := ({ai}icim)s {si}icqg) € K and input @ := (21,...,27) €
{0,1}¢, let

q

2
QPRF(z) = QPRF (o) (s} (@1, ..., 20) = [(a1,...,am) - [[s77| (1)
=1

P

5 In the compressed oracle simulation of QROM H : {0,1}™ — {0,1}", if the adver-
sary query |z,y) but a tuple (z,-) is not found in the compressed database D (D
is initialized to be an empty database), then the simulator will create a uniform
superposition \/% 2 ane{o,1}n |0w) in new registers (this corresponds to choose ax
uniformly at random from {0,1}"). Then the simulator adds (z,,) into D, and
responds the query with |z,y ® ag).
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Fig. 2. Nllustration of the high-level idea of using QPRF. Clearly, such QPRF is only
used in the ideal security proof. In the real constructions, it will be replaced with a
good hash function, such as SHA-256. And thus, the instantiation of QPRF will not
affect the practical efficiency of our QDS or QMS,.

where p,q,m, £ are integers such that ¢ > p, a; is chosen from a ring Rq =

Zg[X]/(XN + 1), and s; is chosen from a small distribution x over R.” For
certain parameter settings, such QPRF can be proven to be secure, just as in
Theorem 4.3. Below, we sketch how to prove the properties of (1).

INVERSION. For the invertible property of QPRF, it is essentially non-trivial.
This is because the pseudorandomness of QPRF implicitly implies the one-way
property, and it should be impossible to invert the input from certain QPRF
output value. But, the situation might be quite different, when the simulator
just uses it to simulate QROM. Here the simulator holds the secret key for
QPREF, and the adversary can only get outputs through querying the simulator.
Even with such new application scenario in our security proof, all existing known
QPREFs, including the above (1), still do not satisfy our requirement of inversion.

As one of our significant technical contribution, we tweak the direct QPRF in
[60], through (i) embedding a MP trapdoor [49] in the vector a' = (ay,...,am);
(ii) choosing the specific ring structure such that the small ring element are
invertible over Rq. Notice that, such a modification will not affect the security of
the direct QPRF, as the ring-based learning with errors (RLWE) assumption still
holds. Moreover, we can invert such QPRF, i.e., get  from y' = QPRF(z) €
RT = (Zp[X]/(XN +1))™, in the following way: (i) with the MP trapdoor in a ',
we can first get 59 = Hle 7% from y T, through using the inversion algorithm for
the ring-based learning with round (RLWR) problem; (ii) in order to determine
1 = 0 or 1, we directly compute §; = 31_1 - §9. Notice that if z; = 1, then
51 = Hsz s7t, whose norm should be upper bounded by certain value B with
overwhelming probability. Otherwise, §; = s;* - Hf:2 s7%, whose norm will be
larger than B with overwhelming probability, according to the decisional small
polynomial rate (DSPR) assumption [43]. The detailed inversion algorithm and
the related proof are given in Algorithm 1 and Theorem 4.7, respectively.

" Here, we use the bar notation to distinguish the notations of QPRF from those
of the protocols DS, MS, QDS, QMS. Particularly, the parameter setting of QPRF
is independent of those of protocols in this paper. And thus, the modulus of our
protocols is still considered to be polynomial, regardless of the modulus of QPRF.



REPROGRAMMING. In order to prove the reprogramable property for QPRF,
we resort to the existing adaptive programming result and technique for random
function in [32,57]. The high level technique route can be described as follows:

QPRF.(-) 2 [RF()~RF' () | ¥ QPRF(.). )

Here, we use the box to indicate the existing result about the adaptive program-
ming for random functions in [32,57]. RF(:) denotes a random function. RF'(-)
and QPRF}(-) denote the programmed functions at certain points. Below, we
just need to consider how to prove the steps (¢) and (é¢) in the above (2).

At the first glance, it seems that the standard security of QPRF, i.e., oracle
indistinguishability in [60], is sufficient. However, there is still a tiny mismatch-
ing! This is because for the box part in the above (2), the adversary not only
accesses RF as an oracle, but also takes as input certain pairs (x, RF(z)), where
x has sufficient entropy. As a result, it is necessary to introduce a “seemingly”
strong definition, oracle-and-input indistinguishability, for QPRF as in Definition
3.7. Furthermore, as a justification of such strong security notion, we show that
it can be derived from standard oracle indistinguishability in Lemma 3.8.

THE SEPARABLE PROPERTY. In order to simulate the signature successfully
even without secret key, we need to rely on the separable property of Hg, i.e., its
output separates the normal commitment key ck from the trapdoor commitment
key tck. For an instantiation of QPRF, its output space is determinate. And thus,
we can not directly match the output of QPRF with the spaces of valid ck and

tck. In order to conquer this challenge, we first choose a specific key ks & K,
and then divide the output of QPRF into two parts: {0,1}%«1 and {0, 1}re2.
Particularly, we define

QPRst() : {O, 1}l§ N ({07 1}lm1 % {0’ 1}lm2)7

and compute
(7"&1, 7"(12) = QPRFk3 (N’a PP, pk)v

where p denotes the signing message, pp and pk are public parameter and the
generated public key by KeyGen. Then, if the number of 1 in ra; is larger than
certain value num, then we compute (tck,td) < Eqv-TCGen(cppgy,,7az), and
return tck. Otherwise, compute ck < Eqv-CGen(cppggy;raz), return ck. Here,
num is set to separate tck and ck with certain probability. cppg,, are public
parameter of trapdoor commitment scheme. Eqv-TCGen and Eqv-CGen are two
modes of trapdoor commitment scheme.

Moreover, as the above simulation of Hj is stateless and a fixed function, we
can easily define another fixed function Hj, which will be consistent with Hz and
return the corresponding trapdoor td for simulation purpose. More details are
presented in Figure 15.

Notice that the above partitioning argument inherently lead to a security
loss linear in the number of signing queries. In [53,54], Pan and Wagner have
successfully remove such reduction loss through using pseudorandom match-
ing/path technique. But, there are still other technical obstacles to instantiate
their elegant approaches in the lattice-based settings. We leave it as future work.
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FURTHERMORE EFFICIENCY CONSIDERATION. Up until now, we have suc-
cessfully obtained the desired QPRF in theory, which satisfies inversion, repro-
gramming and separation, simultaneously. However, after analyzing it deeply, we
find its drawback on the input length. Particularly, according to Theorem 4.3,
the parameters need to satisfy ¢ > O(£- (1v/2(N +£))* - Nv(1), and the security
of such QPRF is based on the RLWE; 1 ;5 , assumption. Thus, in order to ensure
its security, there should be an implicitly upper bound for the input length ¢,
say £ < 0(1\71/6). On the other hand, according to the KeyGen protocol in the
left hand side of Figure 1, the input length of random oracles Hq, Hy should be
(lkN -logq) and (kN -loggq), respectively. If directly using the same QPRF to
simulate H; and Hs, we need to ensure (kN -logq < O(N'/), through setting
sufficiently large N. But, such a large N will significantly affect the computation
efficiency of the used QPRF, which further affect reduction loss. So, we want to
ask if we can design more efficient KeyGen protocol, such that we can reduce the
input length of the random oracle Hy. The answer is affirmative.

In order to compress the input length of Hy, our general idea is to introduce
another random oracle H|. And each participant’s random matrix A, is generat-

ed as A, + H/(sy), where s, & {0,1}' is a random seed with u € {1,2}. In this
case, the participants just need to interactively send the H;(s,) and s, rather
than Hy(A,) and A,. Clearly, s, is significantly shorter than A,. Thus, the
most significant benefit of the above usage of Hj is that the new key generation
protocol is more efficient in practice. Besides, in the security proof, we just need
to invert H; and reprogram Hf, rather than both inversion and reprogramming.
Particularly, our modified protocol is described in Figure 3.

Modified KeyGen Protocol of QDS,

Sample s2 & {0, 1}Z57 compute g2 < Hi(s2,2)

Bl

»
s

,

?

Check g1 = Hi(s1,1)
If YES, compute A, = Hi(s.), A = A1 + Ao, and set A= [AT] € RI;X(“_}C)
Sample s & Sé“ﬁ compute £y := A - s, gb <+ Ha(ta,2)

l:“ l&* Ts\ ls\

Check g} = Ha(t1,1), If YES, set t = t1 + t»

Fig. 3. Simple description of our modified KeyGen protocol for QDS, Protocol. Similar
to Figure 1, we just describe the behaviors of P, for saving space.
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With such KeyGen protocol, we can set N, such that kN - logq < O(NY/9).
Moreover, if with k = 1, then we just need to set N -logq < O(N'/), which will
significantly reduce the value of N, and thus improve reduction efficiency.

For security reduction of DS,;. One of essential obstacles for proving the
QROM security of two round n-out-of n distributed signatures is the application
of rewinding techniques, just as pointed out by [13, 18]. This is because the
operation of measuring the state of the quantum adversary A before rewinding
will essentially disturb the state of .A. And thus, the rewinding will return to an
undefined earlier state [57].

Notice that in order to conquer this dilemma on quantum rewinding, Liu and
Zhandry have proposed the collapsing technique [42], which can generally derive
the QROM security of the existing lattice-based FSwA-style signatures, such as
Dilithium-G signature scheme [27,28]. However, we can not apply this collapsing
technique [42] to the settings of distributed signatures and multi-signatures. This
is because we do not know how to define the compatible lossy/separable functions
just as in [42]. Furthermore, the measure-and-reprogram technique has been
proposed to prove the QROM security of Fiat-Shamir signature [23] and directly
evaluate the QROM security of Dilithium [36]. But such elegant technique can
not be applied to the QROM security of the distributed signature.

Another widely used approach of obtaining lattice-based distributed signa-
tures in the QROM is the lossy ID technique [1, 18,30, 38], which can obtain
much tighter security proof. One implicit but crux point in this lossy ID tech-
nique is that there should be statistical security in the simulated experiment,
i.e., the probability of forging a valid signature should be negligible, even for
computationally unbounded adversary.

Recall that the homomorphic trapdoor-equivocation commitment scheme
used in the DSy protocol just inherently satisfies computational binding, and
do not satisfy the essential requirement of lossy technique. Thus, it seems that
we need new security proof techniques for proving the security of two-round
distributed signature protocol in the QROM.

2.3 New idea: Online extractability allowing security proof in the
QROM.

Online extractability is another reasonable candidate direction to achieve secu-
rity in the QROM. We notice an existing online extractability technique by Pino
and Katsumata in [19,37].8 Particularly, they proposed a semi-generic transfor-
mation, which compiles lattice-based X-protocol into QROM-secure NIZKPoK. It
seems that such an online extractability method can be adapted to the settings of
distributed signature. However, their online extractability technique relies heav-
ily on a primitive called extractable linear homomorphic commitment. And it
seems that the extractable property of such commitment scheme is inherently not
compatible with the equivocation property required for DSy in Figure 1. Thus,
it is still not clear how to directly apply this online extractability technique to
our desired settings.

8 In their paper, such a property is named as straight-line extractability.
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Let us recall the online extractability in [19,37] again, whose intuitive is to
efficiently find more than one valid response z with respect to different challenges
such as ¢ and ¢, from just one valid z. So, inspired by Pino and Katsumata’s
technique, one crucial observation is that the party P, can directly generate more
than one response 2z, ; with respect to the same vector wy = A - y5, where each
different 25 ; is computed with different challenge c3 ;. Le., 22 ; = Y2 +c2; - S2
and zo j/ = Y2 + c2 5 - S2. Based on this, given one forged signature, if we can
find two valid responses for two different challenges, we can extract the witness
through using the special soundness extractor of the underlying X-protocol.

Of course, in order to avoid the trivial extractability from normal valid sig-
nature, we need to first hide all different responses by certain hash function, i.e.,
just send out hs ; = H(z2, ;) rather than sending all 25 ; in clear.” Then, we can
use the idea of cut-and-choose to decide which 25 ; will be disclosed. Notice that
if the value j is randomly chosen, we can easily prove its soundness. More im-
portantly, such a new cut-and-choose proof idea provide a chance to allow each
participant conducting rejection sampling independently, which is the essential
idea to make our protocols to be exact two-round and scalable.

In fact, the above analysis is matched with the essential idea of Unruh in [57].
Notice that in [24], Don et al. further propose a much better technique to improve
the framework of [57]. However, such an improvement can not apply to our
distributed signatures.

One more subtlety. Even almost all security targets for two-round protocols
have been achieved, there is still one subtlety: the hash function used to hide
the responses z;. Here, as we consider for the case of all parties cooperating to
sign message p, we require it satisfy the linear homomorphic property. Besides,
we also need such a hiding function to have binding and trapdoor-inversion
properties, for the reason of security proof. So, we replace the hash function
with a homomorphic trapdoor-inversion commitment scheme.

Putting all above ingredients together. We present our main two-round
protocol QDS in Figure 4. Below, we slightly analyze QDS,. Compared with
the sign protocol in the right hand side of Figure 1, there are several differences
deriving some extra efficiency advantages. First, we notice that the real challenge
for our QDS; is J output by the random oracle Hs. And the challenges {c;};e[m
outputted by Hg are just required to be different from each other, rather than
ensuring enough soundness for the underlying X-protocol. 1° In this case, the
parties in QDS, first run the rejection sampling algorithm, and then interactive-
ly send transcripts, in contrast to the reverse order in DS,. With this particular

9 The other one desired property of such a hash function H is collision resistance,
which details are deferred to the security proof in Section 5.2.

10 Here is another difference, that is c¢; does not depend on any 'w§-2) or com®. But
this will not affect our security, due to the following two reasons: (1) the output
distribution of rejection sampling algorithms is still simulateable; (2) for the under-
lying X-protocol, the adversary can not forge the valid responses with respect to two

different challenges c;, , ¢j,, with j1 # ja2.
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feature, the outcome of each party’s rejection sampling will not affect other par-
ties. And regardless of the number of parties in the system, the whole distributed
signature protocol will determinedly output the correct signature, after exactly
two round interactions. This makes our QDS; has the incomparable advantage
on the round complexity over other related two-round FSwA-style distributed
signature protocols.

QDS, executed by P»(sk := s2,pk := (A, t), )
i. ck < Hz(p, pk), ck” < Ha(u, pk)
il yo < DEYF aw, = A y2 mod q
iii. Sample 72 and compute comz + Eqv.Commite(w2;72)
iv. For j = 1 to m, conduct as follows:
A.  c; + Ho(p, 7, pk, ck, ck’)
B. z;=cj-s2+Y2
C. run Rej(zz,j, Cj - 82,0') — bz,]'
v.If b2; =0 for certain j € [m], then go to Step(ii)
vi. Sample r5 ; and compute coms,; <— Inv.Commite (22,5575, ;)

Comg,{ésrdnzj }j €[m]

vii. com = com; + comz, com,; = comj,; + coms_;
J < Hs(pk, p1,com, {c; }, {com;})

/
22,7:72:T2

’
21,5717 g

viii. Output Sig := (com,r = ry1 +r2,{com;},{zs = z1,0 + 225}, {r; =11 ; + 75 ;})
as a signature

Fig. 4. Our Two-Round n-out-of-n Distributed Signature Protocol

Second, in order to ensure the domain of J is large enough, we might need
to set the parameter m in Figure 4 to be at least equivalent to the security pa-
rameter A. This will clearly cause the significantly size expansion, which seems
to be unavoidable. Fortunately, we can first set a relative small value for m, and
then conduct the parallelization to the current protocol for enough times. In this
way, with the almost same size overhead, we can make our protocol to be highly
parallelizable. This means for any P up to the security parameter A, each par-
ticipant can allocate O(A/P) of its computations to each of P processors. In this
case, the overall computation time of our protocol will be reduced significantly.

Third, as we adopt the online extractability, instead of rewinding, to estab-
lish the reduction from the underlying MSIS problem to the unforgeability, our
protocol should have much lower security loss than others with rewinding. This
means that in theory, we can set much better parameters for the fixed security
level.

2.4 Two-round multi-signature in the QROM.

Similar to [18], we can also convert the above QDS, into a two-round multi-
signature protocol QMS, following [26], where our QMSs has the nice property
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of key aggregation. However, after applying all above mentioned techniques,
there is still one reduction gap from the fully secure multi-signature. Particularly,
through using the above online extractability technique, we can solve the MSIS
problem with respect to [A, Zz‘e| L t;,] from the forged signature Sig* output by
the adversary, where L is the set of participants in the current running of QMS,.
Without loss of generality, for multi-signature protocol, we suppose the j;-th
participant is honest and all others are corrupted together with the adversary. In
this case, we should use the reduction algorithm to solve the MSIS problem with
respect to [A,t;,], rather than [A, > iciz i) And it seems to be an inherent

obstacle for obtaining solutions of MSIS with respect to [A,t;,], from that of
[A7 Zie\L| t.ji]'

In order to conquer this dilemma, we try to enhance the multi-signature
protocol into the key-verification model, where we require each participant to
publish a multi-proof straight-line extractable NIZKPoK on his/her secret key
sk; with respect to the corresponding public key pk;. Then, through using the
extractability property of NIZKPoK, we can patch the above mentioned reduction
gap, and thus obtain a provably secure multi-signature protocol in the key-
verification model. In practice, one participant might want to ensure that the
public keys of all his parters are well-formed, before jointing into one multi-
party protocol. And thus, we believe such a key-verification model is reasonable,
even it implicitly implies slightly many more overheads. The formal and detailed
protocol of our two-round multi-signature is presented in Section D.

2.5 Other Related Work

Notice that MulSig-L in [13] and DualMS in [15] can be viewed as significant im-
provements over MSs in [18]. Thus, one might hope to apply our new techniques
to [13,15], which will derive more efficient two-round QMS,. But, it seems that
the double-forking technique used in [13,15] is inherently not compatible with
the online extractability in [57]. Of course, if we abandon the key-aggregation
property in [13,15], i.e., just use one-forking in the security proof, it is possible
to leverage our techniques in this paper to obtain QROM security. But, this still
need further analyses. We left it as future directions.

3 Preliminaries

Due to space limit, we defer the detailed descriptions on the notations, back-
grounds on discrete gaussian distribution, definitions on underlying assumptions
such as MSIS; MLWE, DSPR, and rejection sampling together with the signature
scheme Dilithium in Sections A.1, A.2, A.3, and A.4, respectively.

3.1 Quantum Computation and Quantum Random Oracle Model

In this Section, we recall several basic results on Quantum Computation and
Quantum Random Oracle Model.
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Fact 3.1 (Fact 1 in [60]) For any classical efficiently computable function f,
we can efficiently implement it by a quantum computer. Moreover, f can be
implemented as an oracle which can be queried on quantum superpositions.

Definition 3.2 (Quantum Random Oracle, QROM) Given sets X and Y,
let Fun(X,Y) be the set of all functions H : X — Y. The quantum random
oracle model (QROM) is a security model, in which any adversary A gets hash
values from the random oracle by querying the oracle on quantum superpositions.
Moreover, for a random hash function H € Fun(X,Y), we write A to denote
that A can query the random oracle H in superpositions.

There are several ways to simulate the QROM. Here, we recall techniques of
replacing the random oracle with quantum-secure pseudorandom function (called
QPREF, defined in Section 3.2)

Fact 3.3 ( [10,60]) For any sets X and Y, we can use quantum-secure pseu-
dorandom function to efficiently simulate quantum random oracle from X toY,
when considering efficient quantum adversary.

3.2 Quantum-Secure Pseudorandom Function

Definition 3.4 (PRF [60]) A pesudorandom function is a function PRF : KC x
X — Y, where K, X,) are the key-space, domain and range, respectively. Im-
plicitly, the settings of IC, X, depend on the security parameter \. Given any
pair (k,x) € K x X, there exists y € Y, which can be written as y = PRFy(z).

Definition 3.5 (Classical Security) A pseudorandom function PRF is clas-
sical security, if no efficient quantum adversary A making classical queries can
distinguish between a truly random function and the function PRFy for a ran-
dom k € K. More formally, for any efficient quantum adversary A, there exists

a negligible function € = €(\) such that ’ PrHiK[.APRFk(-) =1]— Proﬁyx [A°()

=1]| < &, where Y denotes the class of all functions from X to Y.

Notice that in Definition 3.5, we only allow A to conduct classical queries, even
A itself is a quantum algorithm. Below, we generalize the definition to allow A
to conduct quantum queries, i.e., directly query one superposition of all x € X
each time.

Definition 3.6 (Quantum Security) A pseudorandom function PRF is quan-
tum security, if no efficient quantum adversary A making quantum queries can
distinguish between a truly random function and the function PRFy for a random
k € K. More formally, for any efficient quantum adversary A, there exists a neg-

. . _ IPRFW) () — 1] [O)(.
ligible function e = ()\) such that Prk&K[A () =1] Pro&y?ﬁ (AP ()

=1]| <e.
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Such quantum secure pseudorandom functions are called Quantum Pseudo-
random Functions, or QPRF. In fact, the above security in Definitions 3.5 and
3.6 are called as Oracle-Indistinguishability, as in [60]. In this paper, we need to
use the following “seemingly” strong quantum security: Oracle-and-input indis-
tinguishability.

Definition 3.7 (Strong Quantum Security) A QPRF is strong quantum se-
curity, if no efficient quantum adversary A making quantum queries and taking
several random input-output pairs as input can distinguish between a truly ran-
dom function and the function PRFy for a random k € K. More formally, for
any efficient quantum adversary A, there exists a negligible function e = (\)
such that

br APRE (a5, PRFy () )iet) = 1]
(k,wl,..A,zn)(ilCXX"

(0,z1,..., mn)(iyxx)c‘n

Lemma 3.8 (Oracle-and-input Indistinguishability) If one PRF satisfies
the standard quantum security as in Definition 3.6, then such PRF also satisfies
the strong quantum security as in Definition 3.7.

Proof. In order to prove such lemma in a more clear way, we first notice the
following facts: Definitions 3.5, 3.6, and 3.7 can be depicted equivalently as the
corresponding interactive experiments between the adversary A and the chal-
lenger C. Taking Definition 3.7 as example, we denote its interactive experiment

as Expé‘,‘;’ﬁ'ﬁ(A), and a secure QPRF implies that for any efficient A, the proba-

bility Advgpag(A) := Pr {Expg,',“,;‘B (A) — 1] < % +negl(N).

Suppose Expg‘gRF(A) and Exp(SQ‘F','\éE(A) are the corresponding interactive

experiments for Definitions 3.6 and 3.7, respectively. It suffices to show that
if there is an efficient adversary A such that Exp%‘,‘;'\,'qE(A) — 1, then there is

another efficient adversary A such that ExpggRF(/l) — 1. Le., we need to prove
Pr [Expg-;gE(A) = 1} < Pr [ExpggRF(A) - 1} . (3)

For (3), we need to establish the following reduction: given an unknown
oracle, the algorithm A can invoke the algorithm A as a subroutine to distinguish
QPRF and O. And thus, we need to show that A could simulate the environment
of A and answer the queries of A.

Particularly, let A to be an algorithm making ¢ times quantum queries and
taking n additional inputs (z}, O(x]))ic[n) as input, where each x} is randomly
chosen from the domain X, and ¢,n are polynomial in A\. And let A to be an
algorithm directly making (¢ + n) times quantum queries.

As ¢ times quantum queries of A4 can be easily simulated through querying
the unknown oracle directly, we just need to consider how to provide n additional
inputs (27, 0(z}))iep to A. During all these additional n times superposition
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queries, A can make and query the particular superpositions Exje x |xj), such
that the function values of (O(x}))iefn) or (QPRF(2]))icn) can be measured
from the returned superpositions ijex |O(z,)) or ijex |QPRFy(z;)) with

overwhelming probability. For example, given a randomly chosen z} € X, A can
directly generate the pure state of x or a superposition with most of wight over
x, rather than an uniform position, such that the value of =} can be successfully
measured at least with overwhelming probability. And thus, for any {z}}ic[n
A can provide n additional inputs (2, O(x7))ien) or (z7, QPRF(2]))ic[n) to A.
O

3.3 Trapdoor Homomorphic Commitment Scheme

In this section, we recall the notion of trapdoor commitment scheme. Accord-
ing to the functionality of the trapdoor td, we can divide it into two different
paradigms: Eqv-Trapdoor Commitment Scheme (Eqv-TCOM) and Inv-Trapdoor
Commitment Scheme (Inv-TCOM). Particularly, for the case of Eqv-trapdoor,
td is used to equivocate a commitment to an arbitrary message. But, for the
case of Inv-trapdoor, td is used to invert a commitment to the underlying com-
mitted message. Of course, regardless of Eqv-case or Inv-case, the commitment
scheme always satisfies the hiding and binding properties. Below, we present the
syntaxes for Inv/Eqv-trapdoor commitment scheme.

Definition 3.9 (Eqv/Inv-Trapdoor Commitment Scheme [17]) A trap-
door commitment scheme Eqv/Inv-TCOM consists of seven algorithms (CSetup,
CGen, Commit, Open, TCGen, Eqv-TCommit, Eqv, Inv) as follows.

— CSetup(1*) — cpp: The setup algorithm takes the security parameter \ as
input, and outputs a public parameter cpp defining sets Sck, Smsgs Sry Scom,
and Sy and the distribution D(S,.) from which the randomness is sampled.

— CGen(cpp) — ck: The key generation algorithm takes cpp as input, and out-
puts a commitment key from S.

— Commitck(msg; Rand) — com: The commit algorithm takes as input a mes-
sage msg € Smsg and randomness Rand € S, and outputs commitment
com € Scom-

— Openc(com,Rand, msg) — b: The opening algorithm outputs b = 1 if the
input tuple is valid, and b = 0 otherwise.

— TCGen(cpp) — (tck,td): The trapdoor key generation algorithm takes cpp as
input, and outputs tck € Sex and the trapdoor td € Siq.

— Eqv-TCommityk(td) — com: The trapdoor committing algorithm takes tck, td
as input, and outputs a commitment com € Scom.

— Equick(td,com, msg) — Rand: The equivocation algorithm takes as input
(td, com, msg), outputs randomness Rand € S,., such that Openic(com, Rand,
msg) — 1.

— Inviek(td,com) — msg: The invert algorithm takes (td,com) as input, and
outputs the underlying message msg € Smsg of com.
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A usual commitment scheme COM is a special case of Eqv/Inv-TCOM: it only
consists of CSetup, CGen, Commit, and Open. Of course, a concrete Eqv-TCOM
scheme consists of seven algorithms: (CSetup, CGen, Commit, Open, TCGen, Eqv-
TCommit, Eqv). And, a concrete Inv-TCOM scheme consists of six algorithms:
(CSetup, CGen, Commit, Open, TCGen, Inv).

Due to space limitation, we defer the formal presentations of the correctness,
hiding, binding, key uniformness, and additive homomorphism to Section A.5,
and present the detailed instantiations in Section A.7.

3.4 n-out-of-n Signature and Multi-Signature

Definition 3.10 (Distributed Signature Protocol) A distributed signature
protocol QDS consists of the following algorithms.

— Setup(1*) — pp: The algorithm takes a security parameter \ as input, and
outputs public parameters pp.

— Genj(pp) — (skj, pk) for every j € [n]: The interactive key generation algo-
rithm that is run by party P;. Each P; runs the protocol on public parameters
pp as input. At the end of the protocol P; obtains a secret key share sk; and
public key pk.

— Sign;(sid, skj, pk, ) — Sig for every j € [n]: The interactive signing algorith-
m that is run by party P;. Fach P; runs the protocol on session ID sid, its
signing key share sk;, public key pk, and message to be signed p1 as input.
We also assume that the algorithm can use any state information obtained
during the key generation phase. At the end of the protocol P; obtains a
signature Sig as output.

— Ver(Sig, p, pk) — b : The verification algorithm that takes a signature, mes-
sage, and a single public key pk and outputs b = 1 if the signature is valid
and otherwise b = 0.

Definition 3.11 (Multi-signature Protocol) A multisignature protocol QMS
consists of the following algorithms.

— Setup(l’\) — pp : The set up algorithm that outputs a public parameter pp
on a security parameter \ as input.

— Gen(pp) — (sk, pk, 7): Given a public parameter pp as input, the non-interactive
key generation algorithm outputs a key pair (sk, pk), together with an NIZKPoK
proof of validity of the public key pk, denoted as .

— Sign(pp, sid, sk, pk, u, L) — Sig: The interactive signing algorithm that is run
by a party P holding a key pair (sk, pk) . Each P runs the protocol on session
ID sid, its signing key sk, public key pk, message to be signed u, and a set
of co-signers public keys L as input. At the end of the protocol P obtains a
signature Sig as output.

— Ver(pp, Sig, i, L) — b : The verification algorithm that takes pp, a signature,
message, and a set of public keys and outputs b = 1 if the signature is valid.
Otherwise b=0.
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— KVer(pp, pk,7) — b : The key verification algorithm that takes as input
pp, pk, and a proof w, and outputs b = 1 if pk is a valid public key. Oth-
erwise b=0.

Notice that in order to prove the security of our QMS against quantum access
adversary, we redefine the multi-signature protocol in a more stronger model,
i.e., the key-verification model as in [6,26]. Compared with the plain public key
model, this model additionally ask every participant to prove the knowledge of
secret key, i.e., publish a NIZKPoK of the used secret key. In this paper, we just
focus on how to design the multi-signature protocol itself, since there are existing
efficient multi-proof straight-line extractable NIZKPoK protocols for MSIS in the
QROM [19], which can be used in a black-box way.

Due to space limitation, we defer the formal security notions for n-out-of-n
signature and multi-signature to Section A.6.

4 Simulation of Quantum Random Oracle

In this section, we consider how to simulate QROM through using Quantum
secure PRF (QPRF), such that it can be programable and invertible. Particularly,
we notice that the direct QPRF construction in [60], which was first proposed
by Banerjee et. al. in [7], can be used to simulate QROM, according to [10,60].
Thus, the core target of this section is to show that for any efficient quantum
adversary conducting superposition queries, the above mentioned direct QPRF
construction can be reprogramable and invertible.

Below, we first recall a ring-based variant of concrete construction of QPRF
in [7,60]. Then we define a new “injective mode” for such a QPRF, which is
computationally close to the original “normal mode”, following from the RLWE
assumption. Moreover, for such “injective mode” QPRF, we present an efficient
algorithm, which could invert successfully with certain parameter setting. Final-
ly, with the same parameter settings, we show that such QPRF is reprogramable,
i.e., any efficient adversary can not distinguish whether the value QPRF(z) has
been redefined or not, when x has sufficient entropy. Besides, we add bar symbol
for the variables in this section, in order to indicate that the parameters are
locally defined and independent of other parts in this paper.

Construction 4.1 (Direct QPRF in [7,60]) Letp,q, d,m, Z\_f,_l7 be integers with
q>p,d=[logql|, andm = d+2. Let R = ZLX]/(XN—i—l) be a 2N -th cyclotomic
ring with N being power of 2 and R; = R/GR. Let x be a small distribution over
R. We define QPRF : K x {0,1}* — RL*™ as follows:

For a key k := ({ai}icm), {5i}iciy) € K and input x := (21, ..., 27) € {0, 1},
let QPRF(z) = QPRF,y (s} (71, .., 77) = {(al, ey Q) Hle sﬂ , where

_ P

a; < Ry, 5; < X.
Remark 4.2 Notice that if ¢ is chosen such that XN 41 splits into very few

irreducible factors modulus q, and x is concentrated on ‘small’ elements, then
each independent s; <— x is invertible over Rz, according to Corollary 1.2 in [{7].
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For the security of the above Construction 3.1, we have the following theorem.

Theorem 4.3 (Generalization of Theorem 6.1 in [60]) Let x = Dg - be a
small distribution over R, where all coeﬁ‘ici@nts of each polynomial are chosen
independently from Dz ;. Let § > p-£-( 7-/2(N +0)-w(y/log(N + £)))t- N«
Let QPRF be as in Construction 4.1. If the RLWEq,Lm,X holds, then Construction
4.1 is a secure QPRF.

Generally, the proof idea of this theorem is quite similar to that of Theorem 6.1
in [60], except with the replacement of matrices from D; “" with ring elements
from x = Dpg . In this case, we can still show the security of QPRF through using
RLWE. Here, due to space limitation, we defer the detailed proof to Section B.1.

4.1 Inversion of Construction 4.1

In this section, we show that if the vector a € R? is generated together with
the trapdoor T as in [49] and each s; < ¥ is invertible over R;, then QPRF in
Construction 4.1 can be inverted efficiently. Basically, this is due to the fact that
Construction 4.1 is corresponding to the ring learning with rounding (RLWR)
problem, which can be inverted efficiently with the related trapdoor.
Particularly, we have the following formal theorems on the RLWR.

Lemma 4.4 (Trapdoors for RLWR [4,49]) Forany N > 1,3 >2,d = [logq],
m=d+2,p>3-VmN- (V2N + VdN), there exist the following two efficient
algorithms (TrapGen, RLWRInvert).

TrapGen (17, g, m,d): A PPT algorithm which on input positive integers N,g,m,d,
first samples a vector (ay,as) € R?j and trapdoor T € SfXd, where Rq =
Z4[X]/(XN+1). Furthermore, the algorithm computes (as, ..., am) = (a1, a) T+
g', where g" = (1,2,.. 2371) In this case, a' = (ai,...,am)" is computa-
tionally close to umform over R , accordz'ng to the RLWE assumption. Clearly,

it holds a™ =g', where I ;€ R is an identity matriz.

-
Liva
RLWRInvert(T, a,b): An algorithm taking as input (a, T) output by TrapGen(17, q),
and some value b € RT" such that b™ = |a' - s]5 for some s € Ry, outputs s.

Due to space limitation, we defer the detailed proof to Section B.1.

Based on the above result in Lemma 4.4, we can define the following injective
mode for Construction 4.1, which is almost identical to Construction 4.1 except
that A is generated from the algorithm TrapGen.

Construction 4.5 (Injective mode of Construction 4.1) Letp,q, d,m,N,l
be integers with ¢ > p, d = [logq], and m = d+2. Let R = Z[X]/(X" +1) be a
2N -th cyclotomic ring with N being power of 2 and R; = R/qR. Let x = Dpg; be

a small distribution over R. We define QPRF : K x {0, 1}/ — Rlxm as follows:
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For a key k := ({ai}iem), {si}ici) € K and input x := (z1,...,27) € {0, 1},

let QPRF(z) = QPRF (1 (s} (21, ..., 77) = {(al, ey Q) Hle sf] ., where
P

the vector a € Rgl is generated through running the algorithm TrapGen(lN,q),
i.e., (a,T) < TrapGen(1V,q), and s; < x.

Clearly, for the adversary without the trapdoor matrix T, this injective mode
is computationally close to the original normal mode in Construction 4.1. Be-
sides, Theorem 4.3 should be still set up in the injective mode, for the adversary
without the trapdoor T.

Lemma 4.6 (Indistinguishability of Normal/Injective modes) For the ad-
versary A without the trapdoor T of the vector a, if the RLWEg 1 1,5, assump-
tion holds, then Constructions 4.1 and 4.5 are computational indistinguishability,
even A queries the functions in a superposition for any polynomial times.

Due to space limit, we defer the detailed proof to Section B.1.
Below, we describe the concrete invert algorithm for Inj-QPRF in the injective
mode.

Algorithm 1: Efficient algorithm Invert®®WRmet (T £0.1 {5,} {b;}) for in-
verting the function Inj-QPRF 4,3 15,1 (%1, ..., 27)

Input: An oracle Oruwrinvert for inverting |(a1,...,am) - 515, when p is large enough.

e PRFKey : vector a = (a1,..., am)' € RY*™ and {si}icqa;
e Trapdoor T € R**? for (a1,...,am);
e Vector b = {aT T, sfi—‘ﬁ for any z; < {0,1}.
Output: The vector z = (z1,...,z;7) € {0, l}g.
1. Get S < ORLWRInvert(Ty a, b)7 st. b= LaT ! S-|ﬁv where s € le;
2. Set 8 =s, if [|5]| > ¢ - (2N)%/?, return L;
3. Set 54 = &, for i = 1,..., (£ — 1), conduct the following steps:
(i) Compute s; ', set s; = s; * - s;_1, where the computation is conducted
over R;.
(ii) If ||s5]| < (FV2N)*~¢, set z; = 1; Otherwise set z; = 0;
4. Check if s7 | = sp, set x7 = 1; Otherwise set z7 = 0;
return « = (x1,...,27) .

Theorem 4.7 For some a € Rgl and integers p, 4, d, N, m such that § > p-£- (7

_ _ _ — - \{ _

V2(N 4 0)-w(y/log(N + £)))¢ - N« > (F~ \/2]\7) ,d=[logq|, and m = d+2
and p >3- VmN - (v 2N + \/JN), suppose the oracle ORLWRInvert i1 Algom'tl_zm
1 correctly invert LaT . s—|ﬁ for any s € Rg. Then, for any invertible s; € Rg,
l zi

Algorithm 1 correctly inverts Inj-QPRFg ¢4,y = {a—r oy s —‘ , assuming the
P

i
2

DSPR; &, assumption.

22



Due to space limitation, we defer the detailed proof to Section B.1.

4.2 Adaptive Programming for QPRF in Construction 4.1

In this section, we need to prove that when using the QPRF to simulate QROM,
we can conduct adaptive programming similar to the results in [32,56,57], which
is needed for the security proof of our two-round threshold signature in the
QROM. Particularly, we show that even when conducting quantum queries, an
efficient quantum adversary can not distinguish whether the value QPRF,(z) in

Construction 4.1 has been redefined or not, where = has sufficient entropy.
Overall, the result of this section can be viewed as a generalization of the

existing results in [32,57]. Particularly, in this section, we consider the oracle
algorithms A := (A;, A., As) essentially access QPRF(-), rather than the ran-
dom function as in [32,57]. Moreover, we just consider A := (A, A, A2) to be
computationally bound adversaries, as QPRF itself is a computational notion.

Theorem 4.8 (QPRF programming, adaptive) Let QPRF : L x X — Y be
a quantum secure pseudorandom function for certain sets IC, X, Y. For a random
key k & K, consider the following algorithms:
— The oracle algorithm Ay making at most q queries to QPRF.
— The classical algorithm A. may access the classical part of the final state
of Ay. Assume that for all initial states, the output of A. has the collision
entropy at least k.

— The oracle algorithm As may access the final states of Ay, and perform any
polynomial times queries to QPRF,.

Let

PY=Prlt) = 1: AR () 2 Ac(),0 = AW (2, QPRF, (2))]
Py =Pt =1: AW () 2 Ac(), B* £ ¥,QPRF,(z) = B*, b = AR (4 B*)]

Then 5 _
}Pj — Pi| < 5\/627 + 2eqprF, (4)

where eqprr s the probability for the efficient quantum adversary to distinguish
QPRF and random function.

Proof. For a random function H & (X = V), we first define two probabilities
P} and P? as follows:

Pl=Piy =1:HE (X 5 ), 40,2+ Ac(), ¥ = AN (2, H(2))).
and
PZ=Pr|t=1:HE (X >Y),A"0, 2« Ac(),B* &£ Y. H(x) =B,V = A" (2, B)|.

—K

According to Theorem 6 in [32], it holds ‘Pj‘ — ]5?4‘ <3/q27.
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Thus, in order to prove (4), it suffices to prove
’Pj - ﬁj‘ < eqerr and ‘Pj - Pj‘ < cqprr- (5)

Furthermore, we just need to focus on the left-hand side of (5), as the right-
hand side of (5) will be set up for the similar argument. Particularly, we could
establish the following reduction: suppose there is an efficient quantum adversary
D distinguishing P} and P} with probability ¢, then we can construct another
quantum adversary B breaking the stronger security of QPRF with probability
€. More precisely, according to Definition 3.7, suppose there is an oracle H*, the
goal of B is to distinguish H* = QPRF,(-) or H* & (X = V). Now, D just needs
to answer all B’s queries through further querying H*, and return the answer of
H* as his answer. Clearly, if H* = QPRF,(-), then D is interacting with the case
of P}; Otherwise, D is interacting with the case of P}.

Furthermore, combining with the stronger security of QPRF in Definition 3.7
and Lemma 3.8, we know that ¢ < eqprr for all efficient quantum algorithm
B, and thus the left-hand side of (5) is set up. So, the right-hand side of (5)
is set up too. Summing up all above analysis, for any efficient adversary A :=

(A1, Ac, As), (4) holds. 0

5 Two Round n-out-of-n Threshold Signature from
lattices in the QROM

In this section, we present our main construction: two-round n-out-of-n thresh-
old signature, which is provably secure based on MSIS and MLWE in the QROM.
Below, we first describe our protocol in Section 5.1, and then prove the correct-
ness and the security of strong unforgeability in Section 5.2. Finally, in Section
5.3, we analyze the efficiency and compare it with other related work.

5.1 Construction

Generally, our protocol can be viewed as enhancing the security of the exist-
ing protocol by Damgard et al. in [18] from classical ROM into the QROM,
through leveraging the online extractability technology by Unruh in [57] and
our modified QPRF in Construction 4.5. Similar to [18], we need to use as a
building block an additively homomorphic trapdoor-equivocation commitment
scheme Eqv-TCOM with uniform keys, where the trapdoor can be used to equiv-
ocate a random commitment to an arbitrary message, according to Definition
3.9. Besides, we also need to use as a building block another type of additive-
ly homomorphic trapdoor-inversion commitment scheme Inv-TCOM, where the
trapdoor can be used to invert the committed message from the commitment,
according to Definition 3.9. Notice that both of above mentioned commitmen-
t schemes can be efficiently instantiated by BDLOP commitment in [8] or its
variants, just as presented in Section A.7.

Particularly, our construction of two-round threshold n-out-of-n signature
QDS; = (Setup, (Geny)uefn), (Sign, )uem, Ver) is formally specified in Figures 5-
7. Here, as in Definition 3.10, all players have the same role, and hence we just
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Parameter Description

n Number of parties

N A power of two defining the degree of f(X)

Fx)y=x%41 The 2N-th cyclotomic polynomial

q Prime modulus

R =Z[X]/(f(X)) Cyclotomic ring

Ry = Z4[X/(F(X)) Ring

k The height of random matrices A

y4 The width of random matrices A

B = N+ k) The upper bound of Hz(“> Il

B, = +/nB The upper bound of Hzi,‘]i |, with zi5, = w1 ZEHJ),
v

C={c€R:|lc|]lc =1A]lc]]1 =K} Challenge space where |C| = (JX)Q*‘

M Message space

K The ¢;-norm of challenge ¢ € C

Sy ={z € R:||z|lec <n} Set of small secrets

m,t Iteration parameters for Sign protocol

T =kny/m-N{+ k) The upper bound of ||(ci,;8n) je[mll

[eY Parameter defining o and M, according to Lemma A.8

o=aT Standard deviation of the Gaussian distribution of y(n)

M = exp < 2(12;':) . é + ﬁ) The expected number of restarts until Rej output 1.

CPPEqus CPPiny Public parameters for commitment schemes, honestly

generated by Eqv-CSetup and Inv-CSetup
lo, 11,1 =k-€-N-logg,la,l5 =tlogm  Output bit lengths of random oracles
Ho, H1,H}, Ha, Hs
lg =log(m-t-|M]|)+k-N-loggq- (£+ 1) Input bit lengths of random oracles Ho, where Eqv-S¢

+ log |Eqv-Sck| + log |Inv-S| and Inv-Se are specified by cppg,, and cpp,,, respectively
17 Input bit lengths of random oracles Hq, H}

15 =k-N-logqg+logn Input bit lengths of random oracles Ha

I35 =13 =log|M|+k-N-logg-(£+1) Input bit lengths of random oracles Hs, Hy

l: =k-N-loggq-(£+1)+ log | M| Input bit lengths of random oracles Hs, where Eqv-Scom

+t log |Eqv-Scom| + mt log(2Nk|Inv-Scom|)  and Inv-Scom are specified by cppg,, and cppy,, respectively.

Table 2. Parameters of Our Two Round n-out-of-n Threshold Signature

Protocol QDS,.Gen,, (pp):
The protocol is parameterized by public parameters described in Table 2 and relies on the random
oracles: Hy : {0, 1} — {0, 1} H, : {0,131 — {0,1}'1, Hy : {0,1}13 — {0,1}2.
Matrix Generation
1. Sample a random seed s, € {0,1}'1
Hi(sn,n). Send out g,.
Upon receiving g, for all u € [n — 1], send out the seed s,,.
3. Upon receiving s, for all u € [n — 1]:
(a) If Hi(Su,u) # gu for some u, then send out L.
(b) Otherwise compute A, = Hj(sy,u) for all u € [n]. And set public random matrix A :=

1} —log ™, and generate a random oracle commitment g, <

N

[AlT] € REXUFR) where A i= 3, () Au-
Key Pair Generation
1. Sample a secret key shares s, & Sf]Jrk and compute a public key share t,, := As,,, respectively,

and generate a random oracle commitment g/, < Ha(t,,n). Send out g/,.
2. Upon receiving g/, for all u € [n — 1], send out t,,.
3. Upon receiving t,, for all w € [n —1]:
(a) If Ha(twu,u) # g,, for some w then send out L.
(b) Otherwise set a combined public key ¢ := Zue
If the protocol does not abort, P,, obtain (sky, pk) = (sn, (A t)) as local output.

Fig. 5. Gen Protocol of Our Two-Round n-out-of-n Threshold Signature Scheme

describe the n-th player’s behavior. In order to help the readers to understand
Figures 5-7 more easily, we go over the high-level ideas for each step as follows.

Parameter setup. According to Definition 3.10, the algorithm QDS,.Setup
should be invoked by a trusted party, and outputs a set of public parameters as
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in Table 2. Notice that most of our parameters follow from those of [18], except
with the following case:

— As we want to generalize the framework of Unruh in [57] into the threshold
setting, it is necessary to replace the random oracle for hashing the signa-
tures of Dilithium-G as an additively homomorphic trapdoor-inversion com-
mitment scheme. Thus, we need to run the algorithm Inv-TCOM.CSetup(1*)
to generate an additional public parameter cpp,,, for Inv-TCOM. Besides, for
the reason of security proof in Lemma C.2, we require Inv-TCOM satisfies
the binding property too. And, we can set suitable parameters such that the
binding of Inv-TCOM is statistical, which is necessary for security proof in
Lemma C.3.

Key generation. The key generation algorithm QDS,.Gen almost follows that
of [18], except that we introduce another random oracle H} as the randomness
generator. Particulary, in order to interactively generate a random matrix A €

RE*" in a secure way, the n-th participant employs the following random oracle

commitments: first choose his random seed s, & {0,1}%, then compute and
send out g, < Hi(sp,n). Then with s, for all u € [n], any one can generate the

random matrix A, < H{(sy,u). Due to the uniform and random distribution
of s, the input of H| has sufficient entropy, thus we can reprogram H} in the
security proof. Notice that in this case, the participants just need to send out
the seed s, € {0,1}%2, rather than A, € R’;XZ, in the public channel. Clearly,
this will significantly reduce the communication overhead of our construction.

Similarly, the n-th participant directly utilize Hy to generate random oracle
commitment g,.
Signature generation. One important point for the QDS,.Sign,, algorithm
in Figure 6 is the iterations at (1.a) of Signature generation. With these
steps, we can realize online extractability, according to [57]. And thus, we can
circumvent the essential obstacle, rewinding, for the security proof of signature
in the QROM.

The other one crucial point is the computation of ¢; 5, i.e., ¢; ; < Ho(4, j, i, pk,
ck,ck’). In fact, this step has at least two significance:

— For fixed ¢ and different j and j', ¢; ; # ¢; ;. This is necessary for success-
ful extractability through using the extractor Ext presented in Figure 12,
according to [57].

— The computation of ¢; ; does not rely on comgu) or wgu). And thus, for each

(¢,7) € [t] x [m], all participants will use the same challenge ¢; ; for the

related individual running of underlying underlying Dilithium-G signature

scheme. Clearly, only with such condition, {z; j, };cs in the final signature
can be verified successfully with respect to public key (A, t), according to

the step (2.c) of the algorithm QDS5.Ver in Figure 7.

Verification. Thanks to the linearity of the underlying Dilithium-G signature
scheme, and additive homomorphism of Eqv-TCOM and Inv-TCOM with respec-
t to both message and randomness, the verifier just need to verify the sum
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Protocol QDS,.Sign,, (std, skn, pk, u)
The protocol is parameterized by public parameters described in Table 2 and relies on the random
oracles Hg : {O,l}lé — C, Hjz : {O,l}l§ — Eqv-Sw, Hs {071}12 — Inv-S and Hj : {0,1}lg —
{o, l}l5 . The protocol assumes that QDS,.Gen,, (pp) has been previously invoked.
Inputs
11.) P,, receives a unique sessions ID sid, sk, = s,,pk = (A, t) and message u € M as input.
2. P, verifies that sid has not been used before (if it has been, the protocol is not executed).
3. P, locally computes per-message commitment keys ck < Hs(u, pk), ck’ «= Ha(u, pk).
Signature Generation P, works as follows:
Compute the first group messages as follows:
(a) for i =1 to t; conduct as follows:
(n)

i

< Di+k and compute wgn) = Xygn)‘

ii. Compute comgn) < Eqv—Commitck(wE")7

iii. for 7 = 1 to m; conduct as follows:
A. Derive challenges c¢; ; < Ho(3, j, i, pk, ck, ck’).

B. Compute signature shares zy;'.) =c¢i,jSn + ygn).

i. Sample y
(n)

i

T,E")) with r & Eqv-S;-.

) ciyomr) = {0,1}.
iv. If the above rejection sampling algorithm outputs 0 for certain j € [m], then go to
the Step i.
(n)
ivj
) o (n)
(¢) Send out ({com!™}, ey, {com™ Yicie) jerm))-
2. Upon receiving ({comgu)}ie[t], {cfdr’ngj‘j)}ie[t],je[m]) for all u € [n — 1], compute the signature
shares as follows:
(a) Set com; := Zue[n]comgu) and com; ; := Zue[n]cfc?rﬁgf}) for all i € [t],j € [m].
(b) Get challenges Ji||...||J¢ <= Hs(pk, p, {comi}icpeys {cisbiep),jetm], {€0Mi ;i Yier),jetm])-
() Send out ({2(") Yicq, {ri" bici, () Fiern)-
3. Upon receiving ({Zgﬁ])i}ie[t]»{Tgu)}ie[t]v{TQS;Z}ie[t]) for all w € [n] compute the combined
signature as follows:

C. Run the rejection sampling Rej(z

(n)

(b) Compute com;™’ <« Inv—Commitck/(ZEZ)7 rifj)) where rgu & Inv-S, for all i € [t],j € [m].

(a) For each u € [n — 1], compute J; and ¢;,; as before, and reconstruct wgu) = le(“J)z —
¢, ; tu, then validate the signature shares

12{). 1| < B, Eav-Openg, (com™, r{"), w (")) = 1

and

Inv-Open/ (cro\r/’n(u) 7 ZE”,)i) =1L

i,y Tigy0
for all ¢ € [t]. If the check fails for some u then send out L.
(b) Compute z;,7, := Zue[n]zg,u‘]). , Ty i= Zue[n]rgu) and r;"]’i = ZuE[n]r;f;j for all 7 € [t].
If the protocol does not abort, P,, obtains a signature:
Sig := ({com; }ice], {€OMi 5 Yiept],setms 1Zi,7; Yier) {7 bicle)s {T;,Ji}ie[t]) as local output.

Fig. 6. Sign Protocol of Our Two-Round n-out-of-n Threshold Signature Scheme

of signature shares, i.e., Y . _; Sig(“), where each signature share Sig(“) con-

sists of commitments ({comgu)}ie[t], {@r’nﬁ?}ie[t]’je[m]), underlying responses

{Z,(?J)i}ie[t] and randomness ({rgu)}iem, {réff}ie[t]).

5.2 Correctness and Security

Theorem 5.1 (Correctness) For public parameters as in Table 2, two-round
threshold n-out-of-n signature QDS = (Setup, (Geny,)yuen), (Sighy)ucin), Ver) in
Figures 5, 6, 7 satisfies the correctness. In other word, suppose the underlying
Dilithium scheme is correct, and the trapdoor commitment schemes Inv-TCOM
and Equ-TCOM are correct and additively homomorphic, then a valid generated
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signatures must be accepted by the verification algorithm, except with a negligible
probability.

Proof. Notice that the algorithm Ver in Figure 7 needs to conduct four checks.
Thus, below we will discuss them one by one.

1. Due to the collision resistance of random oracle, it will output different
values for different inputs, except with a negligible probability. Thus, for
cij + Ho(i, 4, u, pk, ck, ck’), all ¢; 1, ..., ¢; m are pairwise distinct except with
the probability m - negl()). Clearly, this is still negligible in A, when m is a
polynomial.

2. For y\") + DLF, 2" = ¢ s, + 4

3

(n)
i,j
know that the distribution of zZ(nJ) is statistically close to D , according
to Lemma A.8. Thus, we have ||z2(2)|| < o4/2-({+Ek)-N = B with over-
whelming probability, according to Lemma A.3. Furthermore, according to

and Rej(z

,CijSn,0) — 1, we
(0+k)
(e

Lemma A.4, we know that the distribution of z; ;, := Zue[n] zl(uj) is statisti-

cally close to DE‘Z\J/rﬁk). And thus, it holds [|z; s, || < ov/2-n- (£ +k)- N = By,
except with a negligible probability.
3. Due to the correctness of the underlying Dilithium-G scheme, we know that

Xzijf,)i = wf") + ¢; g, t, for each honest participant P, with u € [n]. Then,

it holds Az, j, = w; + ¢ s, t, according to w; = Zwl(“), z, = Zzl(“)’
and t = > t, from the Sign and Gen protocols in Figures 6 and 5. Then,
Verifier can reconstruct w; := Xzi7 J; — ¢i,5;t. And according to the ho-
momorphic property and correctness of the used Equ-TCOM, it holds Eqv-
Openg(com;, 7, Az; — ¢; j,t) = 1, except with a negligible probability.

4. According to the homomorphic property and correctness of the used Inv-
TCOM, for all honestly generated signatures, it holds Inv-Open,, (com; j,, T g
z;) = 1, except with a negligible probability.

Summing up all above analysis, the honestly generated signatures should be

accepted, except with at most a negligible probability. a
Below, we focus on the security of our QDSy construction. Just as analysis

in Remark A.14, we know that for QDS,, the SUF-CMA security implies the

UF-CMA security. Thus, in the following theorem, we just focus on the much

stronger one, SUF-CMA security.

Theorem 5.2 Suppose the trapdoor commitment schemes Inv-TCOM and Eqv-
TCOM are secure, additively homomorphic, have uniform keys and uniform
commitment. Particularly, the output of Eqv-TCommity(td) has sufficient min-
entropy ¥. And suppose there exists QPRF that can be programable and invertible
simultaneously. For any quantum polynomial-time adversary A that initiates a
single key generation protocol by querying OSPS2 with sid = 0, initiates Qq
signature generation protocols by querying O8P>2 with sid # 0, and makes Qy,
quantum superpositions queries to random oracle Ho, H1, H}, Ha, H3, Hy, Hs, the
protocol QDSy of Figures 5, 6, 7 is QDS-SUF-CMA secure under MSISy j; 041,3

and MLWE, 1. ¢, assumptions in the QROM, where 3 = 2,/B2 + k. Concretely,
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Algorithm QDS;.Ver(({com;}ic (i), {coms,; biepe) jeim), {Zitie), {ritier, {755, Yiew)s 1 PK)
Upon receiving a message u, signature ({com;};c), {Comi jtic(e),jeim]> {Zitiep
{ri}iem), {TE,Ji }iept]), and combined public key pk := (A, t) works as follows:
1. Generate commitment keys ck <«  Hs(p,pk), ck’ <«  Ha(p,pk), derive c¢;; <+
Ho (4,4, t, pk, ck,ck’)  for all i € [t], 4 € [m] and compute Jy|l|...||J¢ —
Hs (pk, 1, {comi}iereys {¢i,5 bier,semm)r {€0Mi s tick),jeim]) -
2. Perform the checks as follows:
(a) fori=1 tot do:
Check that c; 1, ..., ¢i,m pairwise distinct.
(b) for i =1 to t do:
Check that ||z;|| < By,.
(¢) fori=1tot do:
Reconstruct w; := Az; — ci,J; t, and check Eqv-Openg (com;, r;, w;) = 1.
(d) for i =1 tot do:
Check Inv-Open ./ (Ear’ni“]i,'r';",v ,zi) = 1.
If all checks succeed then return 1, otherwise, return 0.

Fig. 7. Ver Algorithm of Our Two-Round n-out-of-n Threshold Signature Scheme

using other parameters specified in Table 2, the advantage of A is bounded as
follows.

AdVSBS;SUF_CMA(A) < 2e1nj-qPRF + 52qPRF + €(Qn + Qs + 1) | (Qn + Qs)(etd + €xar)

3 .
+2(Qn + Qs) - eqprF + 5\/@37" + 2eqpre + 1+ Qs - (m — 1) - negl(M)

3
+t'Qs'€Rej+§\/Qh(2

—-q

Kl _ kN
7 4272 ) + 4(QPRF + EInj-QPRF)

QS(QS + 1) . 27t-19

+ Advmwe >

+2(Qp +1)27(leem)/2 L gl 4

q,k,€,m

+ AdVMSlsq,k,Hl,B}

Here, eqprr denotes the advantage for an efficient quantum adversary distin-
guishing QROM and QPRF in Construction 4.1. einj.qrrr denotes the advantage
distinguishing injective QPRF in Construction 4.5 from the direct Construction
4.1. &g (or er) is the statistical distances of true commitment key (or trapdoor
commitment key) for EQqu-TCOM (or Inv-TCOM) and the uniform. erej is the
statistical distances of the output distribution of rejection sampling algorithm
and the ideal distribution. €}, , is the advantages of breaking Inv-TCOM for any
efficient quantum adversary. Moreover, all these values are negligible according
to the related instantiations in this paper.

Below, we first sketch the proof idea, before presenting the formal proof.
According to Definition A.12, we need to prove that for any efficient adversary
A against QDS,, its advantage Advggg;UF'CMA(A) is negligible. In order to do
this, we conduct the following two steps:

— We first show that the party P, in the experiment Advggg;SUF'CMA(A) can
be simulated by a simulator B defined in Figure 11, together with its sub-
routines Figures 13 to 16. And B do not have any secret key, through using
a sequence of hybrid experiments. Particularly, in the key generation and

signature query phases, we use the QPRF to simulate the quantum random
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oracle, which satisfy the requirements of extraction and reprogrammability.
In the signature query phase, we use the trapdoor-equivocation commitment
scheme and the adaptive programming of Hs to simulate the signature.

— Then, we show that in such a simulated experiment, the signature is strong
unforgeability, through establishing a reduction from MSIS and the binding
properties of Inv-TCOM, following from the similar proof idea of [57]. Partic-
ularly, we first show that there is an efficient extractor Ext in Figure 12, such
that given a valid forged message-signature pair (u*, Sig*) ¢ MSset, Ext can
output a solution for MSIS problem, if the used Inv-TCOM scheme satisfies
the binding property. And then, we bound the probability of generating a
valid forged message-signature pair (u*,Sig") ¢ MSset by the union bound
of two events happen: Ext succeeds and Ext fails.

Due to space limitation, we defer the detailed proof of this theorem to Section
C.
5.3 Asymptotical Efficiency and Comparison with [18]

In this paper, we focus on constructing the first asymptotically efficient n-out-of-
n and multi-signature protocols in the QROM, rather than striving for concrete
efficiency. Thus, in this section, we just analyze the asymptotical efficiency of
our protocol in Section 5.1, and then compare it with [18].

In order to take advantage of our parallelizable property, we would like to
set m = 2 and ¢ = A, which will ensure the domain of (Jy,...,J;) is large
enough. Similar to the optimization in [18], we can replace (com;,r;, z; j,) with
(¢i,g;,7i, 2i.7). Even in our case, ¢; j, can be omitted, due to its computation
process. Thus, the final signature size for each party is about A - (|r;| + (£ + k) -
Nlog(120) + |r}| + 2|com; ;).

In order to ensure a relatively fair comparison, we should enhance the proto-
col in [18] as follows: (i) enlarge the standard deviation o about n times, when
dealing with all n parties. In this case, we can ensure the whole expected abort
time is about 1/M, rather than 1/M™. (ii) run 7 = A/(log 724;) parallel ex-
ecutions simultaneously. In this case, we can ensure that the parties output a
signature with overwhelming probability, after two round interactions. Thus, the
final signature size for each party is about A(|¢; ;| + |ri| + (€ + k) - N -log(12n0)).

Clearly, the main additional overheads of our construction are the size of |r}|+
2|c€r?1/w- |. However, further considering the reduction loss for the underlying MSIS
problem, the protocol in [18] need to use much larger parameters to compensate
such security loss. Overall, conditioned on our QROM security, we believe that
such slightly more overheads on signature size are completely acceptable.

6 Two Round Multi-Signature from lattices in the
QROM

We can construct a multi-signature scheme QMS, in the QROM through using

the similar processes for QDS, in Section 5, besides with an additional multi-

proof straight-line extractable NIZKPoK system in the QROM in the key gener-

ation algorithm. Such QMS, supports key aggregation and can be proven secure

30



relying on essentially the same idea as QDSs. The main difference from QDS; is
that, the protocol requires no interactive key generation at all, and instead for
each signing execution a party receives a set of public keys L together with a
message to be signed. Particularly, our construction of two-round multi-signature
QMS, = (Setup, Gen, Sign, Ver, KVer) is formally specified in Figures 17, 18, 19.
Due to space limit, we defer to Section D the detailed presentations of our multi-
signature construction together with the related security proof.
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A Supplementary for Preliminaries

Due to the space limitation in the main body, we present many more supple-
mentary materials for Preliminaries in Section 3

A.1 Notations

In this paper, Z and R denote the sets of integers and real numbers. For positive
integers m, g, let [n] denotes the set {1, ...,n} and Z, denotes the ring of integers
modulo g. We use A to denote the security parameter, which is the implicit input
for all algorithms presented in this paper. A function f(\) > 0 is negligible and
denoted by negl()) if for any ¢ > 0 and sufficiently large A, f(A) < 1/A°. A
probability is called to be overwhelming if it is 1 — negl(A). A column vector
is denoted by a bold lower case letter (e.g., ). A matrix is denoted by a bold
upper case letter (e.g., A), and its transposition is denoted by AT. Let R =
Z[z]/(xY + 1) be a cyclotomic ring, with N be a power of 2. The norm of an
element in R, = Z4[z]/(z™ +1) will be the norm of its unique representative with
coefficients in [—(¢—1)/2, (¢ —1)/2]. For positive 8 € R, we use Sg to denote the
set of all polynomials of infinity norm less than 3, i.e., Sg = {a € R| ||alcc < 8}.

We define a rounding function |-], : Zy — Z, for ¢ > p > 2 as [x]qmp =
|(p/q)Z]q—p, Where T € Z is any integer congruent to z mod g. Furthermore,
|-]q—p can be extended component-wise to vectors and matrices over Z,. Espe-
cially, for a ring element a € R represented as coefficient embedding, we first
view it as the vector consisting of all its coefficients, and then conduct rounding
function to such vector. In places where the context is clear about the modulus
g, we would omit ¢ in the notation as |-], for simplicity of presentation.

For a distribution or a set D, we write = & D to denote the operation of
sampling an uniformly random z according to D. We denote as Supp(D) the sup-
port of a distribution D. For two distributions D1, Ds, we let SD(D1, Dy) denote
their statistical distance. We write D1 2 D> to mean that they are statistical-
ly close, and D, ~ Dy to say that they are computationally indistinguishable.
The collision entropy of a random variable X is —log Pr[X = X'] where X’

is independent of X and has the same distribution. The min-entropy of X is
min, (—log Pr[X = z]).

Matrix norms. For a vector @, its Euclidean norm (also known as the ¢5 norm)

is defined as ||z| = (3, #2)'/2. For a matrix R, we denote its i-th column vector

as r;, and use R to denote its Gram-Schmidt orthogonalization. In addition,

— ||IR|| denotes the Euclidean norm of R, i.e., |R| = max; ||7;].
— s1(R) denotes the spectral norm of R, ie., s1(R) = sup| = [|Rz||, with
T cZm.

Besides, we have the following lemma for the bounding spectral norm.

Lemma A.1 ( [29]) Let X € R™ ™ be a subgaussian random matriz with pa-
rameter s. There exists a universal constant ¢ = 1/v/2m such that for any t > 0,
we have $1(X) < c-s-(y/m+ /n+1t) except with probability at most e"%
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A.2 Discrete Gaussian Distribution

For a ring R of degree N, we can define the discrete Gaussian distribution over
it in the following way.

Definition A.2 (Definition 4.2 in [45]) For any positive integer £, the dis-
crete Gaussian distribution over R centered2ar02und v € RY with standard devi-
ation o > 0 is given by D5 (z) = Z;;;_;HHZ/,?Z/%Q . When v = 0, we just write
DEN for simplicity. Particularly, we write Dz » to denote the discrete Gaussian

distribution over Z with standard deviation o.

We also need to use the following facts about the discrete Gaussian distribution.

Lemma A.3 (Lemma 4.4 in [45]) For any positive integer ¢ and any real
o >0, and a sample sampled from DN defined as above. Then for © < DLV,

1-t2

(N
it holds Pr |||x| >t - a\/éN] < (te 2 ) , where t is any constant value.

Lemma A.4 (Sum of Discrete Gaussian Samples) Let x; for i € [n] be
vectors sampled independently from D]'. Suppose o - /21 > V2 -w(logm), then
the distribution of ), x; is statistically close to D(T\/E'

A.3 Lattices Problems and Underlying Assumptions

Definition A.5 (MSIS [40]) The MSIS, .. problem (over an implicit ring
R) is defined as follows. Given an uniformly random matriz A € Rf;xm, output
vector z € R™ such that Az =0 and 0 < ||z|| < 8.

Definition A.6 (MLWE [40]) For an error distribution x over R, the decision
MLWE, ¢, problem (over an implicit ring R) is defined as follows. For s & X’
use Ags to denote the distribution of (a,(a,s) +e) € R, x Ry, where a & R}
and e & X- The goal is to distinguish m samples from either Aq ¢ or Z/I(Rf;, R,),

i.e., distinguish (A, A -s+e) from (A,u), where A & R;””,u & Ry, s + ¢,
and e < x™.

Moreover, the MLWE, ¢ .., problem defined above are the so-called “Hermite
Normal Form” version, as its secrete key and error are chosen from the identical
“small” distribution x. And such an “Hermite Normal Form” can be easily re-
duced to the standard MLWE via the approach in [5]. For standard MLWE and
the above defined MSIS, it is known to be at least as hard as certain standard
lattice problems over ideal lattice in the worst case [40]. It should be pointed out
that the ring learning with errors problem (RLWE) is the special case of MLWE
for ¢ = 1. Particularly, we denote the corresponding problem as RLWE, 1, -
More generally, for a small set Sz, we use RLWE, 1., 5, to denote that both
secret key and error are sampled uniformly at random from Sg.
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Definition A.7 (DSPR [43]) For an error distribution x over R, the decision-
al small polynomial ratio (DSPR) assumption DSPR, g says that the following
two distributions are indistinguishable:

— a polynomial h = g- f~ € Ry, where g, f < X.

— a polynomial u & R,.

A.4 Rejection Sampling and Dilithium-G

In this paper, we use the well-known Dilithium-G signature scheme the basis
for our distributed signature protocols. Thus, for completeness, we present the
non-optimized version of Dilithium-G signature scheme in Algorithms 2 to 4.

Algorithm 2: Key generation
Input: pp = (R, k,¢,n,B,s, M)
Output: (sk, pk)

1. A& R

2. A = [A|I] € RFx(t+F)

3. (s1.80) € S x Shis = (32).
4. t:= As

5. ski=s

6. pk:=(A,t)

return (sk, pk)

Algorithm 3: Signature generation
Input: sk, pk, s PP = (Rqa k, £, , B, s, M)
Output: valid signature pair (z, c)

$
L (y1,92) « Dy x Disy = (1))

Y2
w :Ky
¢ + Ho(w, i, pk)
z:=cs+y

With prob. min (1, D{PF(2))/(M - DEFE(2)) -
return (z, ¢)
Restart otherwise

oot N

Besides, we recall the rejection sampling algorithm as in Lemma A.8, which
is important for the security of the FSwA-style signature such as Dilithium-G.
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Algorithm 4: Signature verification

Input: pk,(z,c),u, pp = (Rg, k, {,n, B, s, M)
. If ||z|| € B and ¢ = Ho(Az — ct, j1, pk) :
return 1
. Otherwise:
return 0

Lemma A.8 (Rejection Sampling [45]) Let V be a subset of R™ in which all
elements have norms less than T, and p : V' — [0,1] be a probability distribution.
Let o = aT for a = O(v/)\) and

M:exp( 0+ 1-|-1>=O(1).

loge a @ 2a2

Now, sample v <i pandy ﬁ D™, set z = y+wv, and run b < Rej(z,v,0) defined
in Table 3. Then, the probability that b = 1 is at least lfﬁj_k. And conditioned

on b =1, the distribution of (v, z) is within statistical distance of erej = 27 of
the product distribution p x DI'.

01 u & [0,1)

— z.v v 2
02 If u > ﬁ . exp(W)
03 return 0 (i.e. abort)
04 Else

05 return 1 (i.e. non-abort)
Table 3. Standard rejection sampling algorithm in [45].

A.5 Supplementary for Trapdoor Homomorphic Commitment
Scheme in Section 3.3

In this section, we present the properties of trapdoor homomorphic commitment
scheme as follows.
Correctness. Eqv/Inv-TCOM (resp. COM) is correct if for any msg € Smeg

cpp + CSetup(1*); ck < CGen(cpp)

Pr | Open(com, Rand, msg) — 1: Rand 5l D(S,);
com <+ Commitc(msg; Rand)

=1.
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Hiding. Eqv/Inv-TCOM (resp. COM) is unconditionally (resp. computation-
ally) hiding if the following probability is negligible in A\ for any probabilistic
adversary (resp. probabilistic polynomial-time adversary) A = (A1, As).

cpp + CSetup(1*); ck < CGen(cpp)
(msgg, msg;) < Ai(ck, cpp) 1

b {0,1}; com + Commitc(msg,) 2
b+ Az(com)

€hide = |Pr [b=10":

Binding. Eqv/Inv-TCOM (resp. COM) is unconditionally (resp. computa-
tionally) binding if the following probability is negligible in A for any probabilis-
tic adversary (resp. probabilistic polynomial-time adversary) A.

msg # msg’ cpp + CSetup(1?)
€pind ‘= Pr | AOpen(com,Rand, msg) — 1 : ck + CGen(cpp)
AOpen,, (com,Rand’,msg’) — 1 (com, msg, Rand, msg’, Rand’) < A(ck)

In particular, unconditionally binding implies that the following probability
is also negligible in A, since otherwise unbounded adversaries can simply check
all possible values in Scom, Smsg and S, to find a tuple that breaks binding.

J(com, Rand, msg, Rand’, msg’) :
msg # msg’ : cpp + CSetup(1?*)
Open,, (com,Rand, msg) — 1 ck «+ CGen(cpp)
AOpen,, (com, Rand’, msg’) — 1

€ubind ‘= Pr

Secure Trapdoor. Eqv/Inv-TCOM has the secure trapdoors if Equv-TCOM
and Inv-TCOM each has a secure trapdoor.
Eqv-TCOM has a secure trapdoor if for any msg € Spe, the statistical dis-
tance eq between (ck, msg, com, Rand) and (tck, msg, com* Rand*) is negligible

in A, where cppg,, + CSetup(1*); ck < CGen(cppg,,); Rand & D(S,); com <«
Commit (msg; Rand) and (tck, td) <— TCGen(cppgy, ); com™ < Eqv-TCommitick (td);
Rand® + Eqv,.(td, com’, msg), com + Commit (msg; Rand).

Inv-TCOM has a secure trapdoor if for any msg € Sy, the statistical distance
€wqr between (ck’, msg,com’, Rand’) and (tck’, msg, com’*, Rand’*) is negligible in
A, where cppy,, + CSetup(1*), ck’ < CGen(cpp;y,), Rand’ <= D(S,); com’ <

Commitg (msg; Rand’). And (tck’, td") + TCGen(cppy, ), com™ < Commit,c (msg; Rand"™)

and Rand’™* <& D(S,).

Definition A.9 (Uniform Key) A commitment key is said to be uniform if
the output of CGen(cpp) follows the uniform distribution over the key space Sck.

Definition A.10 (Additive Homomorphism) A commitment scheme is said
to be additively homomorphic if for any msg, msg’ € Smeg
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cpp < CSetup(1*)
Open,, (com + com’,Rand + Rand’, : ck < CGen(cpp)
Pr msg + msg’) — 1 Rand < D(S,);Rand’ < D(S,)| =1
com + Commitc(msg; Rand)
com’ < Commitg(msg’; Rand’

Moreover, in the following detailed security proof for our constructions, we
additionally need the commitment of Eqv/Inv-TCOM satisfies statistic/computational
uniform property, which is much more stronger than the previously defined
hiding property. Particularly, for Inv-TCOM, we require that the distribution
of com’” < Commit (msg; Rand™) is computationally indistinguishable from
the uniform one. On the other hand, for Eqv-TCOM, we require that com* «+
Eqv-TCommity(td) has sufficient min-entropy, say, follows the uniform distri-
bution.

Definition A.11 (Uniform Commitment) For a Eqv-TCOM scheme, it is
said to be uniform commitment if com* < Eqv-TCommity(td) follows the uni-
form distribution over the commitment space Scom-

For a Inv-TCOM scheme, it is said to be computationally uniform commit-
ment if the distribution of com’ < Commity (msg; Rand™) is computationally
indistinguishable from the uniform distribution over the commitment space Scom-
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A.6 Supplementary for n-out-of-n Signature and Multi-Signature
in Section 3.4

Algorithm 6: EXPEQSI\)/I%F_CMA(,A)

. . (S)UF-CMA 1:
Algorithm 5: Expgpg (A) Mset < @ (or MSset < (), Kset + 0

1: Mset < 0 (or MSset <+ () 2 : pp « Setup(1*)

2 : pp + Setup(1*) 3 : {(ski, pk;) }icpy < Gen(pp)
3: (u*,Sig") « AOSDS("‘)(pp) 4: (,lhl/l;Sig*,L*) —

4: b« Ver(u*,Sig*, pk) A0 ({pk,}, pp)

Sreturn (b=1) A u* ¢ Mset 5:b+« Ver(u*,Sig*, L")
(or(p*,Sig*) ¢ MSset) 6:return

(b=1)Apke L* A (u", L") ¢ Mset
(or (u*,Sig*, L™) ¢ MSset)

Fig. 8. QDS-(S)UF-CMA and QMS-(S)UF-CMA experiments. Here, we use UF_and SUF
to distinguish the settings of unforgeability and strong unforgeability, respectively. Par-
ticularly, for the case of UF, in the left (resp. right) experiment, Mset is the set of
all inputs g such that (sid, u) was queried by A to its oracle as the first query with
identifier sid # 0 (resp.with any identifier sid). Note that pk in the left experiment
is the public verification key output by P, when it completes Gen,(pp). Besides, the
oracles O8P5 and OMS are described in Figure 9 and Figure 10. Furthermore, the
case of SUF can be described similarly, except that MSset is composed of not only the
queried messages but also the corresponding signatures.

Definition A.12 (QDS-(S)UF-CMA Security) A distributed signature pro-
tocol QDS is said to be QDS-(S)UF-CMA, i.e., distributed signature (strong)
unforgeability against chosen message attacks, secure, if for any quantum poly-
nomial time adversary A, its advantage

S-(S)UF-C S-(S)UF-C
Advggs (S)UF MA(A) = Pr Expggs (S)UF MA(A) — 1}

is negligible in \, where Expggg_(S)UF_CMA(A) is described in Figure 8.

Definition A.13 (QMS-(S)UF-CMA Security) A multisignature protocol QMS is
said to be QMS-(S)UF-CMA, i.e., multisignature (strong) unforgeability against
chosen message attacks, secure, if for any quantum polynomial time adversary

A, its advantage

Advgmg-(S)UF—CMA(A) — Pr Expgmg-(S)UF-CMA(A) 1

is negligible in X\, where Expgmg_(S)UF_CMA(A)) is described in Figure 8.
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Oracle O%(sid, m)

The oracle is initialized with public parameters pp generated by Setup algorithm. The variable flag
is initially set to false.

Key Generation. Upon receiving (0, m), if flag = true then return L. Otherwise do the following:

— If the oracle is queried with sid = O for the first time then it initializes a machine M running
the instructions of party P, in the distributed key generation protocol Gen, (pp). If P, sends
the first message in the key generation protocol, then this message is the oracle reply.

— If Mg has been already initialized then the oracle hands the machine Mg the next incoming
message m and returns My’s reply. If Mo concludes with local output (sky,pk), then set
flag =true.

Signature Generation. Upon receiving (sid, m) with sid # 0, if flag =false then return L. Oth-
erwise do the following:

— Initializes a machine M;q running the instructions of party P, in the distributed signing
protocol Sign,, (sid, sky,, pk, u), which will finally output a signature Sig,,. The machine M;q is
initialized with the key share and any state information stored by Mg at the end of the key
generation phase. The message i to be signed is included in Mset (or MSset). If P, sends the
first message in the signing protocol, then this message is the oracle reply.

— If Mg;q has been already initialized then the oracle hands the machine M ;4 the next incoming
message m and returns the next message sent by Mg;q. If Mg;q4 concludes with local output
Sig, then the output obtained by Mg;q is returned, (and append such Sig“, as the signature of
f in MSset).

Fig. 9. Honest party oracle for the distributed signing protocol

Oracle O™ (sid, m)
The oracle is initialized with public parameters pp generated by Setup algorithm.
Signature Generation Upon receiving (sid, m) do the following:

— If the oracle is queried with sid for the first time, then parse the incoming message m as (u, L).
If pk ¢ L, then it returns L. Otherwise it initializes a machine M;4 running the instructions
of party P in the multi-signature protocol Sign(sid, sk, pk, u, L), which will finally output a
signature Sig,, ;. The machine Mg;q is initialized with the key pair (sk,pk) and any state
information obtained during Gen(pp). The pair (u, L) is included in Mset (or MSset). If P sends
the first message in the signing protocol, then this message is the oracle reply.

— If Mg;q has been already initialized, then the oracle hands the machine M ;4 the next incoming
message m and returns the next message sent by Mg;q. If Mg;q concludes, then the output
obtained by M;q is returned, (and append such Sig,, ; as the signature of (u, L) in MSset).

Fig. 10. Honest party oracle for the multi-signature protocol
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Remark A.14 For QDS and QMS, the SUF-CMA security implies the UF-CMA
security. This is because for any (u*,Sig"), it always holds that u* ¢ Mset implies
(u*,Sig") ¢ MSset. In this paper, we will focus directly on the SUF-CMA for our
constructions.

A.7 Concreted Instantiations of Trapdoor Commitment Schemes

Two types of trapdoor commitment schemes can be instantiated using the com-
mitment schemes of [17] and [46], respectively. Below, we provide brief descrip-
tions of these two trapdoor commitment schemes.

Eqv-Commitment Scheme

The used Eqv-COM scheme can be instantiated using the commitment scheme in
Section 5.2 of [17]. Particularly, the commitment scheme includes the following
algorithms.

— CSetup(1*) takes a security parameter as input, and outputs cpp = (N, ¢, 3, s,
B, {,w).

— CGen(cpp) takes a commitment parameter as input, and samples d; 1 & Ry
(a uniform invertible element of R,) and a; ; & Ry for j = 2,...,0 4+ 2w,

as ; & R, for j =3,...0 4+ 2w. It then outputs:

as ck.
— Commite(z;7) takes x € R, and r & D2v as input, and outputs

. 0
f:Am+LJ€ﬁ.

To ensure perfect correctness, retry unless ||7|| < B.
— Openg (f,r,z) takes commitments, randomness and message as input, and
checks that

f=A-r+ m and ||r|| < B.

— TCGen(cpp) takes a commitment parameter as input, and samples A of the
form:
~ _ |Gi1a12a13 ... a1y
A= [ 0 1 as 3 ...ag’e]

where all the @; ; are uniform in R, except @1,; which is uniform in qu. It

also samples R & DY with discrete Gaussian entries. It then outputs A
as the trapdoor td and A = [A|G — AR] as the commitment key tck, where
G is given by:

12..2%7100... 0
G_[OO... 0 12..2v1!

:| c R2><2w.
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— Eqv-TCommity(td) simply returns a uniformly random commitment f &
RZ*!. There is no need to keep a state.

— Eqv, (R, f,z) uses the trapdoor discrete Gaussian sampling algorithm of
Micciancio-Peikert [ [49], Algorithm 3] (or faster variants such as the one

described in [31]) to sample r & DAL(A s) according to the discrete Gaussian

of parameter s supported on the lattice coset:
AL(A)={z € R : Az =u( mod q)} where u = f — [0 z]

Theorem A.15 (Theorem 3 of [17]) The trapdoor commitment scheme of above,
with the following choice of parameters:

5=0O(N) 5= O(N?3/%log® N) B = O(N?log® N)
L =w = [log, q| q= N2t (e > 0,q prime)

is a secure trapdoor commitment scheme assuming that the MSISy 1 ¢420—1,28
problem is hard.

Inv-Commitment Scheme

The used Inv-COM scheme can be instantiated using the commitment scheme in
Section 5.2 of [46]. Particularly, the commitment scheme includes the following
algorithms.

Construction A.16 (Inv-COM Scheme) The scheme consists of siz algorith-
m as follows.

— CSetup(1*): Taking a security parameter X as input, the algorithm conducts
the following steps:
1. Choose two integers N, q, where N is a power of 2, and q is a prime with
q=>5 mod §;
2. Setn,k,\ be integers satisfying k =n+ 2 + A;
3. Output cpp = (N, q,n, k, 5\)
— CGen(cpp): Given the public parameter cpp, the algorithm conducts the fol-
lowing steps:
1. For the ring R = Z[X]/(X™ 4+ 1), and let R, = Z[X]/(XN +1).
2. Sample A & RZILX’“, and sample B & RZX"C
3. Output ck := (A, B).

— Commity(z;7): Given the message vector x € Ry and randomness r & R];,
the algorithm conducts the following steps:
1. Compute

2. Output com.
To ensure perfect correctness, retry unless ||r|| < B'.
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— Openpk(com,x, r): Given the commitment com, message x, and randomness
r, the algorithm checks if

to A 0
com= |t | = {B} T+ x and ||r|| < B'.
tQ xZ - I_\/a]

— TCGen(cpp): Given the public parameter cpp, the algorithm conducts the
following steps:
1. For the ring R =Z[X]/(X™ 4+ 1), and let Ry = Zy[X]/(XN +1).
2. Sample A & Rng, 8; < St e; < S¥ for i € [2], where s;,e; are
vectors over R,.
3. Compute b; = AT - 5; + e;(modq). And set B = [by, by]".
4. Output tck := (A, B), td := (s1, 82).
— Inviek(com, td): On input the key tck, com = (tg,t1,t2) and td, the algorithm
conducts the following steps:
1. Compute uy = t1 — (o, 1) and us = to — (o, S2).
2. Compute Ay = up — uy - [\/q](mod|[/q]).

ug—As,

r_
3. Compute and output m' = Vol

Below, we present the security and correctness of Construction A.16.

Correctness. The correctness consists of two respects: a valid commitment can
be opened correctly, and a valid commitment generated with tck can be inverted
successfully through using sk := (s1, s2). As the former one is trivial, below we
just focus on the latter one. Suppose com = (tg,t1,%2) is a valid commitment,
then for the valid commitment key and secret key tck := (A, B = [by,by]"),
td := (81, 82), it holds

up =t — (to,s1) = (e1,r) +z (modq)
uy =ty — (to, 82) (6)
= (e2,7) + - [\/q] (modg)

In this case, we denote (e;,r) and (eq, ) as A; and A, respectively. Thus, we
have

uy = Ay + - [\/q] (modq) Q

Then after multiplying |,/q] into both sides of the first equation, we can get

{ul = A; + z (modgq)

{ul VAl = A1 A + 2 |/g) (modg) @®

uy = Ay +x - |/q] (modq)

Furthermore, we can get

k=wus—ur-[q] = A2 — Ay - |Vq](modg). 9)
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Notice that each coefficient of {(e1,r) = >, (e1,; - 75) is upper bounded by
k- N. Notice that if Ay, Ay are small enough such that [|A;|| < [\/q]/4, then
no reduction modulo ¢ takes place in the Equation (9).

In this case, Ay can be easily recovered by further modulo |,/g] for Equation
(9), i.e., Ay = k(mod |,/q]). Finally, we can obtain that

us — A
x:umodq.

Lval

Security of Construction A.16. Notice that according to the MLWE, ,, 1.1
assumption, b; is computational indistinguishability from uniform. Conditioned
on this case, the above encryption scheme can be viewed as a BDLOP commit-
ment scheme with parameter n,k, ¢, R, = Z,[X]/(X" + 1), and thus we have
the following theorem.

Theorem A.17 (Theorem 3 of [17]) The trapdoor commitment scheme of above
s a secure trapdoor commitment scheme satisfies binding and hiding properties,
following from MSISq7n7k,S\/§,a%,k,N and MLWEq,S\,k,p respectively. Here, v is the
parameter for rejection sampling as in Lemma A.8, k is the parameter for the
challenge set of NIZKPoK system as in Table 2, assuming that the MSIS problem

1s hard.

B Supplementary for QPRF in Section 4

Due to the space limitation in the main body, we present many more supple-
mentary materials for QPRF in Section 4.

B.1 Detailed Proof for theorems in Section 4.1

Theorem B.1 (Restatement of Theorem 4.3) Let x = Dp; be a smal-
l distribution over R, where all coefficients of each polynomial are chosen in-

dependently from Dy . Let ¢ > p- 0+ (T - \/2(N + {) - w(/log(N + )L Ne@)
Let QPRF be as in Construction 4.1. If the RALWEg 1 i holds, then Construction
4.1 is a secure QPRF.

Proof. Similar to the proof of Theorem 6.1 by Zhandry in [60], we first define a
class of functions G : K x [2] — RY*? as

l
Gik(z) = (a1, ..., am) - Hsf mod ¢,
i=1
where z := (21,...,77) € {0, 1}, Then, we define a related class of functions
G in the following recursive way.
— G is a function from from [2]° to RY*™ defined as follows: sample a' =

(a1,...,am) « R*™, and set GO (e) = aT.
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— G is a function from from [2]* to Réxm defined as follows: choose a random
GO~ sample s; « ¥, and for each 2’ := (zy,...,2;_,) € [2]°"!, sample
e, < x'*™. Then,

GO = (@'la)) = GOV (@') - s+ ep mod .

Furthermore, we define two truly random function U : [2] — Réxm and U’ :
[2]f — RY™.

With above definitions, the high-level proof route is that for any adversary
choosing query = € [2]%, it holds

QPRF, (1) := [Gi(2)]; ~ GO ()], % (U'(2)]; %0 U(z),  (10)

with overwhelming probability. B
According to the above definition on G¥)(x), we know that

T T Tz
G(xlwg):(((a ’311+1'1'ee)'822+x2'el)"')'82£+xf'er1<~-m271
2 e 3
T ; ; _
=a 'Hsfl+xl'e€'H5?+x2'ex1'Hsi‘v+"'I£'e$1"'3¢z,1
=1 =2 =3

£ 2
s Ty _
= Gi(z) + =1 - e - 1_[3Z +xo ey Hsi + T eryay s
i=2 i=3

where the above computations are conducted over Rq. Notice that according to
Lemma 2.3 in [7], for s; < x, and each error vector €;,....;,_, D}{Fﬁ’, it holds
the difference between the coefficient of each entry of Gy(x) and the correspond-
ing coefficient of G(z) is bounded by B = £- (7 - V2N - w(y/log N))!/V'N.

Then, in order to ensure the indistinguishability even with all QPRF queries
in [2]° by the quantum adversary, just as Zhandry’s argument in [60], we reset
B =10-( \2(N+7) -w/log(N +12)))/VN. With this value B, for each
y € Zg, we can define BAD(y) to be the event that |y + [-B,Bll; # |y]p-
Suppose, we can set § > p- £ - (7 - \/2(N + 1) - w(y/log(N + £)))* - Nv() such
that % -m - N = negl(\). Then, for all coefficients in the output of G (z),
the BAD happens with negligible probability. And thus, the step (i) in (10) will
hold.

And the computational indistinguishability of G (x) follows from the oracle-
LWE indistinguishability defined by Zhandry in [60], which further follows from
the underlying RLWEg 1 ., assumption, defined in Definition A.7. This also
implies that the step (ii) in (10) holds.

Finally, for the step (iii) in (10), it holds due to the fact that the event
BAD happens with negligible probability. Overall, (10) is set up, and thus the
statement of this theorem holds. a

Lemma B.2 (Restatement of Lemma 4.4) For any N > 1,¢ > 2, d =
[logql, m = d+2, p > 3-vVmN - (V2N + VdN), there exist the following
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two efficient algorithms (TrapGen, RLWRInvert). - B
TrapGen(1V,q,m,d): A PPT algorithm which on input positive integers N, q,m, d,

first samples a vector (ai,az) € Ré and trapdoor T & Slzx‘i, where Rz =
Z4g[X]/(XN+1). Furthermore, the algorithm computes (as, ..., am) = (a1, a2) T+
g', where g" = (1,2,...,297Y). In this case, a' = (a1,...,am)" is computa-

tionally close to uniform over R;ﬁ, according to the RLWE assumption. Clearly,

it holds a T - l:]:d’fd:| =g', where I € R(?XJ is an identity matriz.
RLWRInvert(T, a,b): An algorithm taking as input (a, T) output by TrapGen(17, q),
and some value b € R} such that b" = |a' - s]; for some s € Ry, outputs s.

Proof. Given RLWR samples (a',b" = |a' - s];), we first transform it into
RLWE samples (a”,a' - s +e"), and then invert such RLWE problem through
using the trapdoor for a. Thus, we will get the secret s for the original RLWR
samples. ) B

Particularly, given b € R, we compute [1-b] € R7*. More precisely, it holds

L =P =
e=L5-bl=15-1z-asll=1

p /
‘(=-a-s+e€e)=a-s+e,
5 (G )1

where €’ € (—1,2]V"™ and e € (—2%, Q%]N'ﬁ’. Then, we compute
éT:c-[_T]:s-gT+éT:s~gT+eT~[_T} (11)
Lixa Lixa
o [T . ,
For simplicity, we denote T/ = [I } And it holds s1(T') = /s1(T)2 + 1.
dxd

Thus we have ||é]| < s1(T’)- 2% VN - m. According to the property of primitive
vector g, we know that (11) will be successfully inverted if € € Py /o(q- B~ T),
where B is the basis for the lattice A3 (g "), satisfying ||BJ|| < v/5. This equiva-

lently implies that ||| < %. Thus, it suffices to set s1(T’) - 2% VN -m < 2\(7/5.

Combining s1(T) < (V2N + vVm - N) by Lemma A.1, it is sufficient to set
p>3-VmN - (V2N 4 VdN). 0

Lemma B.3 (Restatement of Lemma 4.6) For the adversary A without the
trapdoor T of the vector a, if the RLIWEg 11,5, assumption holds, then Con-
structions 4.1 and 4.5 are computational indistinguishability, even A queries the
functions in a superposition for any polynomial times.

Proof. Notice that for any i € [d], we know a;12 = (a1, a2) - tl’l: +2' mod q.

t2,7,

Furthermore, due to the RLWE; 1 1 s, assumption, we know that for uniform and
t1,
125
from uniform over Rq. As a result, Constructions 4.1 and 4.5 are computational
indistinguishability. ad

public ring elements a1, as, (a1, as2)- ) is computationally indistinguishable
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Theorem B.4 (Restatement of Theorem 4.7) For some a € R} and inte-
gers p, q, &,N,m such that §> -0+ (7 /2(N + £) - w(y/log(N + ) N >

¢ _ _ _ —
(F~v2N) ,d=Tlogq], andm = d+2 and p > 3-VmN-(V2N+VdN), suppose

the oracle OriwRinvert i1 Algorithm 1 correctly invert LaT . s]ﬁ for any s € Rq.

Then, for any invertible ring element s; € Ry, Algorithm 1 correctly inverts
Inj-QPRFg (5,3 = {aT . Hé sm—‘ _, assuming the DSPR; j , assumption.
2

=11

Proof. From the oracle OriwRinvert; We can get the correct ring element 3§

Hle 57" mod ¢ from the above Step 1, due to our parameter settings on 1, N,d,?,q
and p.
Then, in order to show the correctness of the following Steps 3 and 4, Par-

ticularly, as each s; <= Dp ; is invertible over Rq with overwhelming probability,

if the matrix s;_; = s; - 851" - ... - s;', then it is clearly that the norm of
si=s;t sl =8t 57" will be smaller than (7V2N )~ with overwhelm-

ing probability, according to Lemma A.3.
On the other hand, if the matrix s;_; does not consist of the i-th small ring
clement s;, i.e., sj_; = s; 4 ... s;‘?, then s, = s; 1.5/ | =s;"" Spt e sgz.

Without loss of generality, we assume z; 11 = 1. In this case, we know
S/ _ Si+1 .

. %t
7.

Si

According to the DSPR assumption, we know that S:i is computationally

indistinguishable from uniform over R,. And thus, s} is cofr{putationally indistin-
guishable from uniform, which implies that ||s}|| > (7V2N){~¢ with overwhelm-
ing probability, according to our parameter setting.

Summing up all above analyzes, we conclude that Algorithm 1 correctly

inverts Inj-QPRF, (5,1 = {aT . HZ Sm-l b ;
P

=11

C Supplementary for QDS, in Section 5

Due to the space limitation in the main body, we present many more supple-
mentary for QDS, in Section 5

Theorem C.1 (Restatement of Theorem 5.2) Suppose the trapdoor com-
mitment schemes Inv-TCOM and Eqv-TCOM are secure, additively homomor-
phic, have uniform keys and uniform commitment. Particularly, the output of
Eqv-TCommityk(td) has sufficient min-entropy 9. And suppose there exists QPRF
that can be programable and invertible simultaneously. For any quantum polynomial-
time adversary A that initiates a single key generation protocol by querying
OS2 with sid = 0, initiates Qs signature generation protocols by querying
OSDS? with sid # 0, and makes Qp quantum superpositions queries to ran-
dom oracle Ho,Hy1, H),Ha, Hs, Hy, Hs, the protocol QDSs of Figures 5, 6, 7 is
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QDS-SUF-CMA secure under MSISy 1 o11,8 and MLWE 1, o, assumptions in the
QROM, where f = 24/B2 + k. Concretely, using other parameters specified in
Table 2, the advantage of A is bounded as follows.

AdVSBS;SUF'CMA(A) < 2¢einj-qPRF + 9eqprF + e(Qn + Qs + 1) [ (Qn + Q) (etd + €rar)

3 —to
+2(Qn +Qs) - cqerr + 5V/Qu2F + 2eqere + £+ Qo (m— 1) - negl(\)

_gRIN kN

3 —q
+t'Qs'5Rej+§@(2 2 4272 ) + 4(QPRF + €Inj-QPRF)

QS(QS + 1) A 2—t'19
2

+ Advmuwe +2(Qp +1)27Hloe™/2 L tgp

a,k,t,m

+ AdVMSlsq,k,Hl,ﬁ}

Below, we first sketch the proof idea, before presenting the formal proof.
According to Definition A.12, we need to prove that for any efficient adversary
A against QDS,, its advantage Advggg;SUF'CMA(A) is negligible. In order to do

this, we conduct the following two steps:

— We first show that the party P, in the experiment Advggg;SUF'CMA(.A) can

be simulated by a simulator B defined in Figure 11, together with its sub-
routines Figures 13 to 16. And B do not have any secret key, through using
a sequence of hybrid experiments. Particularly, in the key generation and
signature query phases, we use the QPRF to simulate the quantum random
oracle, which satisfy the requirements of extraction and reprogrammability.
In the signature query phase, we use the trapdoor-equivocation commitment
scheme and the adaptive programming of Hs to simulate the signature.

— Then, we show that in such a simulated experiment, the signature is strong
unforgeability, through establishing a reduction from MSIS and the binding
properties of Inv-TCOM, following from the similar proof idea of [57]. Partic-
ularly, we first show that there is an efficient extractor Ext in Figure 12, such
that given a valid forged message-signature pair (u*,Sig") ¢ MSset, Ext can
output a solution for MSIS problem, if the used Inv-TCOM scheme satisfies
the binding property. And then, we bound the probability of generating a
valid forged message-signature pair (u*,Sig") ¢ MSset by the union bound
of two events happen: Ext succeeds and Ext fails.

Proof. We first begin with the real experiment denoted as Gy.

Gy This is the real experiment just as defined in Figure 8. Here B holds the real
random oracles Ho, Hy, H], Ha, Hs, Hy, Hs, and allows A to query all H; and
H} in superpositions. Besides, with the honestly generated secret key share
Sn, B answers A’s key generation and signature generation queries, just as
in Figures 9, which invokes Figures 5 and Figures 6. Let Pr[G;] denote a
probability that A wins the experiment G, i.e., outputs a valid forgery, at
the game G;.
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Algorithm B(A,t) The algorithm is initialized with a set MSset = @ and a flag BAD4 = false.
Here, MSset is used to store the queried messages together with the related signatures.

Honest party oracle simulation. Upon receiving a query of the form (sid, m) from A, reply
the query as described in SimO%P52 (sid, m)(Fig.13). If SimO52 (sid, m) halts with output L
then B also halts with output L.

Random oracle simulation. Upon receiving a query to the random oracles from A, reply the
query as described in Fig.15.

Forgery. The variable BAD, is initially set to 0. Upon receiving a forgery (u*,Sig*) =

* * Tk * * */ .

(1™, {com] }icps {comi_’j}ie[t“e[m], {z{ Yie)s {5 Vi {Ti,Ji}iG[t]) from A, it conducts:

1. If (u*,Sig™) € MSset then B halts with output L.

2. Make queries ck* <« Hz(u*,pk),ck’™ «+ Ha(p™, pk), ci ; < Ho(4, 4, 1", pk, ck*, ck’*) where
i € [t],j € [m] and Ju]|...[|Jr <= Hs(pk, {com} }ic(s), {c] ; }icle),jeim], {€0m] ;}icrs))-

3. If ||z]] > B, or Eqv-Openys(com;,r;, Az} — c:-‘“,it) #* 1 or
Inv—Openck/*(c’o‘r_ﬁf,‘,i,r;zi,z;‘) # 1, then B halts with output 1. Otherwise, B com-
putes Hj(p*, pk). If the output of H5(u*, pk) is not L, (i.e., Equ-TCGen was called), then
set flag BAD4 = 1 and B halts with output L.

4. Bhalts with output (1, {com; }icps], {€om; ; Yiepe] je(m): {2} Yier): {77 teep {T;TJi}z'e[t])-

Fig. 11. The algorithm simulating the view of A in Expggg’QSUF’CMA(A) experiment

Input :Ho, Ha, Ha, Hs, pk, 1, Sig = ({com: }icger, {€0mi i bic oy gepmis {Zibicrs {ridics {7, Yiew )
compute ck < Hz(u, pk), td’ < Ha(u,pk), ci,; + Ho(i,J, i, pk, ck ck’) for all i € [t],j € [m], and
Jull-- [Tt <= Hs(pk, g, {eomi}iepy), {eis}iem ]E[m] {Comw}ze e[m]) .

do

Furthermore, conduct the followings, for ¢ = 1 to ¢
for j = 1tom except Ji do

for each z] ; + Inv(com; j,td") do
if ||z}, ;11 < B A Eqv-Open (com;, 7, w; := Xz;yj —¢;,5t)

return ( s jCJ )
i,

Fig. 12. Extractor for Gg

Below, we explicit describe the Forgery phase in the experiment as follows, as
we will need to modify its certain steps in the following hybrid experiments.
Forgery. When A outputs a forgery Sig"™ = ({com; }icpy, {c’o\r/n;:j Yie.iem]
{2 Ve 477 Ve {775, Yiep) for p* at the end of experiment, B proceeds
as follows.
1. If (u*,Sig") € MSset then B halts with output L.
2. Compute ck™ < Hg(u*, pk), ck”™ < Hy(u*, pk), ci ; < Ho(i, 4, u*, pk, ck™,
ck™) where i € [t], j € [m] and J{||...||J; < Hs(pk, u*, {com} }icpy,
{ei bictsetm) {€omi; iew)-
3. If ||zF]| > By, or Eqv—Openck* (com?,rf Az} — (o) J*t) #1or
Inv-Open - (&)Tn;l? irye>2) # 1 then B halts with output L.

4. Bhalts with output (M , {comi }ie[t]7 {comm» i€lt],5€[m)> {Zi }ie[t]7 {Tf}ie[t],
{TQTJ; }z‘e[t])~
Thus, we have
Pr[Go] = Advgpe>'FMA(A).

G This experiment is identical to Gy, except that the random oracles Hp, Hy, H}, Ha, Hs
are simulated by QPRFs. Among them, Hy : {0, 1}l0 — C,Hj : {0, l}ll —
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Oracle OSDS(sid, m)

The simulator takes as input the public parameters pp output by the Setup algorithm. The variable
flag is initially set to be false.

Key Generation. Upon receiving (0, m), if flag = true then return L. Otherwise do the following:

— If the oracle is queried with sid = O for the first time then it initializes a machine M running
the instructions SimGen,, (pp, A, t) (Fig.14). If P,, sends the first message in the key generation
protocol, then this message is the oracle reply.

— If Mo has been already initialized then the oracle hands the machine M the next incoming
message m and returns Mg’s reply. If M fails with output L at any point, then the oracle stops
the simulation with output L. If Mg concludes SimGen,, (pp, A, t) with local output (¢,,pk),
then set flag =true.

Signature Generation. Upon receiving (sid, m) with sid # 0, if flag =false then return L. Oth-
erwise do the following:

— If the oracle is queried with sid for the first time then parse the incoming message m as pu.
It initializes a machine Mg;4 running the instructions of SimSign,, (sid, t,, pk, u)(Fig. 16). The
machine M ;4 is initialized with the key share and any state information stored by Mg . The
message u to be signed is included in MSset. If P,, sends the first message in the signing protocol,
then this message is the oracle reply.

— If Mg;q has been already initialized then the oracle hands the machine M ;4 the next incoming
message m and returns the next message sent by Mg;q. If Mg;q fails with output L at any
point then the oracle stops the simulation with output L. If Mg;4 concludes with local output
Sig, then the output obtained by M4 is returned, and append such Sig as the signature of p
in MSset.

Fig. 13. Honest party oracle simulator for QDS,

Protocol QDS,.SimGen,, (pp, A, t). The simulator is parameterized by public parameters described
in Table 2 and relies on the random oracles: H;y : {0, 1}1’1( — {0,1}"1 ,H, : {0, 1}LT — {0, 1}L/1 ,Ha :

{0, 1}’5 — {0,1}!2 . The variables BAD;, BAD, is initially set to false

atrix Generati _ .
Nll g‘ample S Tandom seed sn € {0, 1}l log n - generate and output a random oracle commitment

gn < Hi(sn,n).
2. Upon receiving g, for all u € [n — 1],
(a) Invoke Algorithm 1 on input (g1,...,gn—1) to obtain ((s1,1),..., (Sn—1,n — 1)).
(b) Compute A, = H(sy,u) for all u € [n — 1].
(c) Compute A, := A — S "Z1A,.
(d) Reprogram the random oracle H/ (s, n) = A,, and set public random matrix A := [A|I] €
RI;X(“"“), where A := 37 o, Au.
(e) Send out the seed s,.
3. Upon receiving s, for all u € [n — 1], if H1(sy, u) # gy for some u, then send out L.
Key Pair Generatlon
1. Sample g/, & {0, 1}12 and send out g/,.
2. Upon receiving g,, for all u € [n — 1] proceed as follows.
(a) Invoke Algorithm 1 on input (g1s---» gh_1) to obtain ((t1,1),..., (tn—1,n — 1)).
(b) Compute t, :=t — S "]
(¢) Reprogram the random oracle Ha(tn,n) = g/, and then send out t,,.

3. Upon receiving t,, for all v € [n — 1], if Ha(t,, u) # g,, for some u then send out L.
If neither the protocol does not output L, the simulator obtains public key share t,, and pk = (A, t)

as local output.

u€

Fig. 14. Key generation simulator for QDS,

{0, l}l/1 ,Hs : {0, 1}1;’ — {0,1}" are simulated as QPRFs in Construct 4.1.
According to Theorem 4.3, QPRFs and quantum random oracle are com-
putationally indistinguishable except with a negligible probability eqprr =

negl(A), for any efficient quantum adversary. Hy : {0,1}lI — {0,1}"* Hy :
{0,1} — {0,1}"* are simulated as Inj-QPRFs in Construct 4.5. According
to Lemma 4.6, Construct 4.1 and Construct 4.5 are computational indistin-
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Algorithm Random Oracle Simulation
Ho ()
1. Simulate Ho as QPRF,, : {0, 1}l6 — {0, 1}'0, where ko Sk
2. Return Ho(z)
T
1. Simulate Hi as Inj-QPRF,, : {0,1}'T — {0,1}"1, where k; Sk
2. Return Hy(z)
H} (=)
1. Simulate H} as QPRFk/1 : {0, 1}lf — {0, 1}1/1, where kj Sk
’
H22(I§{cturn Hi(x)
1. Simulate Hy as Inj-QPRF, : {0, 1}3 =5 {0,1}'2, where kg <> K
2. Return Ha(t,,u)
Hs (), Hy ()

1. Parse z as (u, pk)

2. Invoke QPRF,, (11, pk) : {0, 1}'5 — ({0, 1}!r%1 x {0,1}'me2) | where ks <% K and Lra, , Lyay are
the lengths of r1, ra, respectively.

3. Compute (rai,raz) = QPRFk3 (i, pk)

4. If the number of 1 in ra; is more than num, then compute (tck, td) < Eqv—TCGen(cpquv7 rasz),
return tck and td as Hz (p1, pk) and Hj (i1, pk), respectively. Here, num is set to make Pr[||ray |1 >
num| = w

5. Otherwise, compute ck « Eqv-CGen(cppgy,,72), return ck and L as Hs(u,pk) and H5 (1, pk),

respectively.
Ha(z), Hj (2)

1. Parse z as (u, pk)
2. Invoke QPRFy, (1, pk) : {0, l}lz — {0, 1}'", where kq & K and I, is the length of r.
3. Compute r = QPRFy (1, pk)
4. Then compute (tck’,td’) < Inv-TCGen(cppy,,, ), return tck’ and td” as Hs4(z) and H)(z), respec-
tively.
Hs ()
1. Simulate Hs as QPRF; : {0, 1}15 — {0,1}'5, where ks Sk
2. Return Hs(z)

Fig. 15. Quantum random oracle simulator and the related functions for QDS,

guishability, except with a negligible probability einj-qprr = negl(X), for any
efficient quantum adversary. Thus, we have

| Pr[G1] — Pr[Go]| < 52qpRF + 2€1nj-QPRF-

Gy This experiment is identical to G1, except with the simulation of Hz, H4 and
the related several differences in QDS.Sign,,.
When receiving a query (i, pk), B run tck’ <= Hy(, pk) and td’ < H/(u, pk)
as in Figure 15. Particularly, Hy first computes 7 < QPRFy, (1, pk), where
QPRFy, is a quantum secure pseudorandom function as Construct 4.1, then
invokes (tck’,td’) « Inv-TCGen(cpp,,,7), return tck’ and td’, respectively.
Recall that the core idea of running Hj is to make sure that for all sign
queries, Hz will return a trapdoor commitment key tck, i.e., tck < Hz(u, pk).
Then through using the related td <— H%(u, pk), B can equivocate commit-
ments com; < Eqv-TCommitik(td) to arbitrary plaintexts w; € R’qC later.
And for the forgery submitted by A, Hs will return the actual commitment
key ck, i.e., ck «— Hs(u, pk). Thus, we can simulate Hz as in Figure 15. Par-
ticularly, through using QPRF as follows: if receiving a query (u, pk), Hs first
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Protocol QDS,.SimSign,, (sid, ty, pk, 1)

The simulator is parameterized by public parameters described in Table 2 and relies on the random

oracles Hg : {0,1}l8 — C, Hs : {0,1}l§ — Eqv-Sw, Hyg : {0,1}l2 — Inv-Sekx and Hj : {O,l}lg —

{o, 1}l5. The simulator assumes that QDS,.SimGen,, (pp) has been previously invokes. If a party halts

with L at any point, then all SimSign,, (sid, t,, pk, u) executions are aborted. The variable BAD3 is

initially set to false.

Inputs
1. The simulator receives a unique sessions ID sid, t,,, pk = (A, t) and message p € M as input.
2. The simulator verifies that sid has not been used before (if it has been, the protocol is not

executed).

3. The simulator locally computes a per-message commitment key by querying a random oracle
tck” <= Ha(u, pk).

4. The simulator locally computes a per-message commitment key by querying a random ora-
cle tck <= Hs(u, pk). Compute QPRFy, (1, pk) = (rai,raz). If the number of 1 in ra; is less
than num, then set BAD3 = 1 and simulation fails with output L. Otherwise obtain trapdoor
(tck, td) « Eqv-TCGen(cppgy, raz).

Signature Generation P,, works as follows:

1. Compute the first group messages as follows:

(a) for i =1 to t; conduct as follows:
i. Sample (Jy||...|[J¢) & Zt , where J; € Z,.
ii. Compute comgn) + Eqv-TCommitec (td).
iii. for j = J;, conduct as follows:
A. Derive challenges ¢; ., < Ho(i, Ji, i, pk, tck, tck”).
B. Sample zyt,) ﬁ D§+k

C. Output zf"]) with probability 1/M.
s
D. If the above zén‘}, does not output, then go to the Step ii.
(n) _s(n)

. N —_(n) ’
iv. For j = J;, compute com; 5 g Tin;

. 7 $
s Inv-Commit, . (2 r>'/7) where Tlf"lbz — Inv-S,.

n)
s T

(b) Send out ({com™ }iepr), {eom;") Yicrn jerml):
2. Upon receiving ({comgu)}ie[t], {ﬁ/niz)}ie[t],je[m])for all w € [n — 1], compute the signature
shares as follows:
(a) Set com; := Zue[n]comgu) and com; ; := Zue[n]c’cﬁ/ngz) for all i € [t],j € [m].
(b) Reprograme Hs as Hs(pk, u, {com;}iepe, {¢ijbicp],jetm]> {€OMi,j Yiele,jeim]) =
(J1l]..-1|J¢). And derive randomness rgm <« Eqvy (td, comgn),wl(n) = Xzinji —Ci,J;tn).
() Send out ({2{") Yiery {r{™ Yicq, {5 Yicw)-

3. Upon receiving ({zi?}.}ie[th {Tgu)}ie[t], {T;E;?}z‘e[t]) for all u € [n], compute the combined

v. For all j € [t]\{J;}, sample cfo\r’ng & Slnv-com-

signature as follows:
(a) For each u € [n — 1], reconstruct wgu) = ngiu‘])i — ¢;,7;tu and validate the signature
shares

HzEuJ)Z || < B, Eqv—Opentck(comEu)7 riu), wgu)) =1

and
(u)

i,J;0 "

Inv-Open,,s (Com i) zEuJ)z) =L

i,J;0
for all i € [¢t]. If the check %ii)ls for some u then(us)end out L. 1) )
(b) Compute z;, 7, = Zue[n]zi“]i T =Yg and g o= Eue[n]ri“]i for all ¢ € [t].
If the protocol does not abort, P, obtains a signature g{comqy}ie[t], {comi j}iep],jetm)> {2i,7; Yie)
{Ti}ie[t]v {T;,Ji}ie[t]) as local output.

Fig. 16. Signature generation simulator for QDS,

computes (rai,raz) < QPRFy, (i, pk), where QPRF,, is a quantum secure
pseudorandom function as Construct 4.1, then

e If the number of 1 in ra; is more than num, then B invokes Eqv-TCGen
with cppgy, and ray as public parameter and randomness respectively,
to obtain (tck, td). Finally, B returns tck as the output of Hs(u, pk).
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Gs

e Otherwise, B invokes Eqv-CGen with cppg,, and ras as public parameter
and randomness respectively, to obtain ck. Finally, B returns ck as the
output of Hs(u, pk).

In the above process, B also runs the Hj as in Figure 15 to get td = H;(u, pk).
Here, we set the value num such that the probability that the number of 1
in ra; is more than num is w.

Based on the above simulation for Hs, Hy, G2 has the following concrete
differences with QDS.Sign,, in G1.

o With respect to Inputs 3: Given (p, pk), compute (a1, ras) < QPRFy, (1, pk).

If the number of 1 in ra; is less than num (i.e., Eqv-TCGen was not
called), then set the flag BAD3 = 1 and halts with output L. Otherwise
obtain the trapdoor (tck,td) < Eqv-TCGen(cppggy;Taz).

(

e With respect to Signature Generation 1.(a).ii: Generate comin) —

Eqv-TCommity(td) instead of committing to wgn), for i € [t]. Besides,
in this step, B does not sample the corresponding randomness rgn)

e With respect to Signature Generation 2.(b): After getting challenge
(n) (n)

Ji|| -+ ||Jn, B derives randomness r; ’ < Eqv,(td, com; ,'wg”))7 where

wgn) has been computed in the step of Signature Generation 1.(a).i.

Moreover, G has the following concrete differences with Forgery phase in
G. Particularly, when A outputs a successful forgery ({comi}je[t],
{comi ;i }ie i jeimp {Zitiep {Titiep {ri., ey #7) at the end of the exper-
iment, we modify the step 3 of Gy as follows.
Forgery 3. If ||z}|| > B, or Equ-Open,,. (com?, 7}, Az} — cigt) #1lor
Inv-Opengy« (Ccom; 5,77, 27) # 1 then B halts with output L. Further-
more, B computes H5(u*, pk). If the output of H;(u*, pk) is not L, (i.e.,
Eqv-TCGen was called), then set flag BAD4 = 1 and B halts with output
1.
Note that due to the way Hj is simulated, if B does not output (0, L), it is
now guaranteed that ck® is generated by Eqv-CGen instead of Eqv-TCGen.

Furthermore, according to the security of Inv/Eqv-TCOM, we have

Pr[Gy] 2> w9 (1-w) - Pr[G1] = (Qn+Qs)-(era e ) —2(Qn+Qs) -carrer,

where ey, £rg- are the statistical distances of true commitment and trapdoor
commitment for Equ-TCOM and Inv-TCOM, respectively.

In other word, it is only successful neither BAD3 nor BAD, is set above.
Note that by setting @ = (Qn + Qs)/(Qn + Qs + 1) since (1/(1+ 1/(Qn +
Q)@ tQs) > 1 /e for Q) + Qs > 0 we obtain

PI‘[Gl]
el e

This game is identical to Go except at the choice of the challenge Jy||...||.J;.
Particularly, instead of getting the challenge Ji||...||J; + Hs(:), B firstly

—(Qn + Qs) - (erd + &) — 2(Qn + Qs) - €QPRF-
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Gy

Gg

Gy

chooses Ji|...]|J: at random before choosing y™ D%k Then, after the

step of Signature Generation 2.(a), B programs the random oracle Hs at
the particular input x := (pk, i, {com; }ie 4, {ci,j bict),jem]s 1€OMaj Ficjeim])s
such that Hs(z) := Jy||...||J¢.

Notice that, according to the properties of Eqv-TCommit, it holds com!

in) A
Eqv-T Commit. (td) has sufficient min-entropy J, so does com; := Zue[n] com
This further implies the programmed point z has sufficient min-entropy.

Thus, according to Theorem 4.8, it holds

%

| Pr[Gs] — Pr[Ga)| < (4+ V2)y/Qn275 + 2eqprr.

This game is identical to Gg except at the following steps. Particularly, at
Signature Generation 1.(b), for j € [m]\J;, B directly chooses com™

n
i,J
uniformly from the corresponding commitment space of Inv-TCommit. For
. . ——(n) . ..

J = Ji, B still computes com; ; in the original way.

Thus, according to the pseudorandomness of Inv-TCommit, it holds
| Pr[G4] — Pr[Gs]| < Qs -t - (m — 1) - negl(X).

This game is identical to G4 except at the following steps. Particularly,
at Signature Generation 1.(a).iii, for j € [m]\J;, B directly omit the

computations of zZ(Z) )

Thus, as the {zfz)}je[m]\ s, have never been used in the following steps, it
holds it holds

For j = J;, B still computes zgz») in the original way.

Pr[Gs] = Pr[Gy].

This game is identical to Gy except at the following points.
Honest party oracle simulatuon. The B doesn’t honestly generate zl(",)
through using the secret key share sk, anymore, but instead sampling it

according to the rejection sampling algorithm as follows.

e Signature Generation 1.(a).i. B does nothing here.
) DY output it

i,Js

e Signature Generation 1.(a).iii. B. Samples z

with probability 1/M.
The above mentioned zi(?) sampled from D’t* and then output with prob-
ability 1/M, are statistically indistinguishable from the real ones, according

to the property of rejection sampling in Lemma A.8. Thus, we have
| Pr[Ge| — Pr[Gs]| =t - Qs - €rej-

Notice that up until now, i.e., in Gg, the signing queries are answered through
using the simulated algorithm SimSign,, in Figure 16, and it doesn’t rely on
the actual secret key s,, anymore.

This experiment is identical to Gg, except with the generation of A,,. Rather

than directly sampling s, & {0,1}2 and computing A,, < H(s,), B first

picks the random matrix A € R’;” and a random seed s, & {0,1}%,
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Gy

and send out a random oracle commitment g, & Hi(sn). Then, after re-
ceiving all other random oracle commitments g, € {0,1}*, B can extrac-
t the adversary’s corresponding committed seeds si,...,s,-1 € R’;XZ, and
compute A, = H/(s,) for all uw € [n — 1]. As H; has been simulated
by Inj-QPRFy, in Construction 4.5, according to Theorem 4.7, this extrac-
tion can be efficiently done through using Algorithm 1. Furthermore, B
computes A, = A — Y ") "A;. And for the cons1stency of the follow-
ing queries by A, we need to reprogram QPRF/ (H}) at (s,,n) such that
QPRFy; (sn, 1) := Ay (ie., Hi(sn,n) := A,). Note that the distribution of
A, are uniform, which follows that of A. The formal simulation strategy is
described in Matrix Generation part of Figure 14.

According to Theorem 4.8, B reprograms the random oracle H} to make
A, < Hj(sp,n) will not be noticed by .A. Because the distribution of s,, are
uniform, we have

[Pr[Gr] = PrlGe]l < (44 V2) /@2 + 2(eapre + cinyaprr):

This experiment is identical to G7 except that B simply picks the random
public key share ¢, & R’; during the key generation phase, rather than

computing t,, = As,, with s,, ﬁ Sf;"’k. As A follows the uniform distribution

over R’; %t if the adversary A can distinguish Gg and Gy then we can use
A as a distinguisher that breaks MLWE, j ;,, assumption; hence we have

‘PI‘[Gg] - PI‘[G7]| S AdVMLWE

q,k,e,n"
This experiment is identical to Gg, except With the generation of t,,. Rather

than sampling ¢, & Rk B first choose t & Rk and send out a random

gn & {0,1}2. Then, after receiving all others random oracle commitments
g, € {0,1}2, B can extract the adversary’s corresponding committed shares
ti,..,t,_1 € R(’;. As Hz has been simulated by Inj-QPRF,, in Construc-
tion 4.5, according to Theorem 4.7, this extraction can be efficiently done
through using Algorithm 1. Furthermore, B computes t, = t — Z;:ll t;.
And for the consistency of the following queries by A, we need to reprogram
Inj-QPRFy, (Hz) at (¢, n) such that Inj-QPRF, (¢,,n) := g},(i.e., Ha(t,, n) :=
gr,). Note that the distribution of ¢, are uniform, which follows that of ¢.
The formal simulation strategy is described in Key Pair Generation part
of Figure 14.

According to Theorem 4.8, B reprograms the random oracle Hy to make
gy, < Ha(t,,n) will not be noticed by A. Becausethe distribution of ¢, are
uniform, we have

|Pr[Go] — Pr[Gg]| < <4+ f) V@r2™ +2 (€QPRF + €1nj-QPRF)-

Up until now, notice that the key generation query is simulated according to

SimGen,, in Figure 14. This implies that B can be fully simulated without using
any secret key.
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Based on this, our next goal is to show that in Gg, the probability of A forg-
ing a valid message-signature pair (u*, Sig*) ¢ MSset is negligible in . In order
to do this, we need to establish an efficient reduction: if A outputs a valid forge
(u*,Sig"™) ¢ MSset, then B can solve some underlying hard problems. Particular-
ly, we need to embed a challenge commitment key ck <— Eqv-CGen(cpquV) and

an instance of MSIS,  ¢41,3, which is denoted as [A’|I] with A’ & R];X(Hl).
As in Gg the combined public key (A, ¢) is uniformly distributed in R’;Xé X R’;,
replacing it with MSIS, 1, ;11 s instance doesn’t change the view of the adversary
at all, where A’ := [A]t]. Moreover, according to the simulation of Hs, it is guar-
anteed that ck follows the uniform distribution over Eqv-Sc, which is perfectly
indistinguishable from honestly generated ck «— Eqv-CGen(cppgy, )-

Below, we follow the proof idea of [57] for proving the strong unforgeability
in Gy, i.e., Pr[Gg] < negl(A). Particularly, we first show that there is an effi-
cient extractor Ext in Figure 12, such that given a valid message-signature pair
(u*,Sig") ¢ MSset in Gg, Ext(pp, pk, u*,Sig") can output a solution for MSIS
problem with overwhelming probability, just as formalized in the following Lem-
ma C.2. And then, we bound the probability Pr[Gg] by the union bound of two
events happen: Ext succeeds and Ext fails.

Lemma C.2 There exists an extractor Ext presented in Figure 12, such that if
A could output a valid forge (u*,Sig*) ¢ MSset in Gg, then Ext(pp, pk, u*,Sig")
will output a solution for MSIS, i ¢+1,58 problem except with probability (2(Qs +
1)2=(loem)/2 L @ t.gf. + w -2747) where €}, , is the advantages of
breaking Inv-TCOM for any adversary, and ¥ is the min-entropy of the output of
Eqv-TCommity(td).

Proof. According to the basic structure of valid forge signature Sig*, for any
i € [t], if there exists one different index j # J; such that z;; satisfies: (1)
[2i ;]| < Bn; (2) Equ-Openg- (com?, 77, w; := Az; ; — ¢} ;t) = 1, then we know

17710

* * * L A % *
Eqv-Open,,- (com7, 77, w} := Az — ¢ ;1)

=Eqv-Open,,. (com;, 7, w; := Az; j — ¢; jt) = 1,

17710

where ck® < Hz(u*, pk), ck™ < Hy(u*, pk), ci; + Ho(i, j, u*, pk, ck”, ck’™) for all

i€ [t], 7 € [m], ||| JF < Hs(pk, p*, {com; Yicps, {cf ; Yierr jeim)s {COm; ; Yiern jem)):

and z; j = Invge- (com; ;, td") with td" < Inv-TCGen(cppy,,,7),” = QPRFy, (1*, pk).
We know that if the above equality holds, then we have Az} — ¢t =

Az j — ¢ t, from which we get
Zi = Zi
@amy{ - ) =0
Cij — Ciay

Recalling that (A’|I) = (A|t|I) is an instance of MSIS, k ¢41,3 problem, we have
found a valid solution if § = /(2B,)? + 4k, since ||z} — z; ;|| < 2B, and
0 <|lej j= =il < vix.
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Then, similar to Theorem 18 in [57], we first define the following two events:

— FEj: The valid forge signature in Gg is malleable. This means if

Sig" = (u", {com?}iem {Cfdﬁ“:,j}ie[t},je[m]» {rf}ie[t]v {(T;*J* ) Zz‘*,J; )}ie[t])

is a valid forge output by the adversary in Gg. Then, there exists another
signature

S?g = (p", {comf}iem, {Earnj,j}ie[t],je[mb {Tf}ie[t]7 {(f;*J* ) 2;,J; )}z‘e[t])

is valid too. But the differences between Sig™ and STg* are only on the pairs
(7, 7) and (7", 7).

— E5: The valid forge signature in Gg can be only verified successfully for
z;j = Inviges (com; j,td’), with j = J, where td" < H)(1*, pk). According to
the binding property of Equ-TCOM, this means the following two conditions
happen simultaneously:

Eqv-Openg- (com;, 7}, w; := Az} — ¢ j.t) =1,

17571 7

Eqv-Openg,- (comy, 7}, w; == Az; j — ¢j jt) # 1, for j # J}.

2751 (2

Intuitively, £ implies that the forged signature is computed from one of the
simulated signatures from MSset. E implies that for each com; with i € [¢],
there are exactly one position j € [m] such that z; ; can be verified as the
valid response. Clearly, if the above defined events E7, Fs do not happen and
binding property of Eqv-TCOM holds, then the above extraction by Ext should
be successful. Particularly, it holds

Pr[Ext succeeds] > 1 — Pr[E; U E»]
> 1 — (Pr[FE1] + Pr[E3)).

Thus, it suffices to show the upper bounds of Pr[E;] and Pr[Es] are negligible
in A\, ie, PrE] < Qs -t-¢epnq + w 27" and Pr[Ey] < 2(Qn + 1) -
2~ (tlogm)/2 i the following Lemmas C.3 and C.4. ]

Lemma C.3 (Non-malleability of valid signature in Gg) Suppose
Inv-TCOM is secure and €}, is the advantage of breaking its binding for any
adversary, and let Q4 be the number of signature queries conducted by A in Gg,

then
Qs(@Qs+1) o—td

PrE] < Qs -t hina + —

Proof (Sktech). For Gg, we define the event E; more formally as follows. Sup-
pose (u,Sig) = (u, {comi}ie[t]v {Coml}j }iE[t] JE[m]> {ri}ie[t]a {(Tg,(]i ) ZiyJ«;)}iG[t]) €
MSset to be one of simulated message-signature pairs output by B. Then, as a
malleable forgery, we assume that the adversary outputs a new valid message-
signature pair (u*,Sig") ¢ MSset such that QDS,.Ver(pk, u*,Sig*) = 1, with
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(1*,Sig™) = (1, {comi}ic, {€Omi s Yici jemyy (i tiew {07'5,0,5 21 5.) Yiep)- Tn oth-
er words, such a valid message-signature forgery (u*, Sig*) differs from the related
(u, Sig) € MSset only in the (', z)-components.

According to Gg, we know that Hs needs to be reprogrammed for each
signature generation query. Thus, for certain (u,Sig) € MSset, we use Hf to
denote the corresponding state of Hs just after B outputting this Sig for pu.
Similarly, we use HY to denote the final state of Hj, after B receiving the
forged message-signature pair (u*, Sig™) from the adversary A. This means when
verifying the validness of the forged signature, we will use HZ(-) to compute
Ji|]-.|| 5. But in order to verify the validness of the simulated signature Sig
output by B, we use HL(-) to compute Ji||...||J;. Here for simplicity, we de-
note mhaf 1= ({comi}iem, {Ci,j}ie[t],je[m]a {&’\ﬁqi,j}ie[t],je[m])~ And thus, we can
rewrite Jy||...||J; = HY(pk, i, Thaie) and Ji||...||J: = HE(pk, 1, Thalf)-

Below, we analyze the event Fj. Let D; be the event Hf(pk, u, Tha) =
HY (pk, i, Thaif), and Dy be the event HE (pk, w, mhair) # HE (pK, i, Thaif)-

According to the total probability, it holds

Pr[E;] = Pr[E| D] Pr[Dﬂ:i— Pr[E;|D;] Pr[D;]

S PI'[El |D1} + PI‘[Dl]

Conditioned on Dy, E; implies that there exists at least one i € [t] such that
Inv-Commitee (277,777 ;) = Inv-Commitqe (2;, 75 ;) = com; g, but (25,7} ;) #
(24, 7“; 7,)- Clearly, this contradicts with the binding property of Inv-TCOM scheme.
Thus, it holds Pr[F;|D] < Q, -t - €}, 4, since the adversary has conducted sig-
nature queries for Q) times.

On the other hand, the event D; implies that Hs has been reprogrammed
at the same point z := (pk, u, Thaf) for two times, during all the Qs times
signature queries. According to the fact (1) com; := 3, ¢ () comgu) with comgn) —
Eqv-TCommit (td) and (2) the output of Eqv-TCommity(td) has sufficient min-
entropy ¢, it holds that the min-entropy of x is at least ¢ - . Thus, this happens
with probability at most w L9t

As a corollary , it holds

QS(QS + 1) . 2—t-19_

Pr{E] Qs -t hina + =~

a

Lemma C.4 (E3) Suppose after making Qs times signature queries for u; in
Gg, A gives a forgery Sig™ such that QDS,.Ver(pk, u*,Sig*) = 1, where Sig" =
({com; }ieps {com; ; Yie ey, jerm, {7 Yiep: {ri* Yiep: {21 bier). Then

Pr[Es] < 2(Q, + 1)2~ (Hlogm)/2.

Proof (Sktech). This proof is almost identical to the Lemma 17 of [57], but
with “Inv-Commit, Inv” instead of G, G™!, respectively, i.e., we replace G with a
homomorphic trapdoor commitment that can be inverted. And according to the
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computational binding of Eqv-TCOM, we can use Eqv-Openg.(com?,rf, w; =

Az;; —c;jt) =1 and ||z ;|| < B, to represent the validness of Y-protocol in
Lemma 17 of [57]. O

According to Lemma C.2, if the extraction is successful, B can solve the
MSIS, k ¢+1,5 problem with 8 = /(2B,,)? + 4k.

Thus, we get
PI"[EXSUCESS] S AdVMS|5

q,k,e+1,8"°

and

Qs(Qs+1) g—t9

PI‘[EXFBI'] S Q(Qs + 1)2—(tlogm)/2 + Qs X Egind + 2

Finally, we know

Pr[Gg] = Pr[Gy|ExFail] Pr[ExFail] + Pr[Gg|ExSucess] Pr[ExSucess]
< Pr[ExFail] + Pr[ExSucess]

s+1) -
Qu(Q: + )-2 "YU+ Advsis

2 g,k e+1,8"°

<2Qs+1)2"Hoem)/2 Lot g+

Summing up all above analysis, we conclude that the statement of theorem holds.
O

D Two Round Multi-Signature from lattices in the
QROM

In this section we describe our two-round multi-signature scheme QMS, in the
key-verification model. We remark that with the help of the multi-proof straight-
line extractable NIZKPoK in the key generation stage, our QMS, can be proven
secure relying on essentially the same idea as QDS,. And the main difference from
n-out-of-n signature is that, the protocol requires no interactive key generation
at all, and instead for each signing execution a party receives a set of public keys
L together with a message to be signed. Particularly, our construction of two-
round multi-signature QMSy = (Setup, Gen, Sign, Ver, KVer) is formally specified
in Figures 17, 18, 19. As the number of participants may change for each signing
attempt, in this section we define n to be the maximum number of signers allowed
in a single execution of signing protocol, i.e., only L of cardinality at most n is
a valid input. Without loss of generality, we assume that each signer assign
the index n to itself, and consider other signers’ indices as 1,...,n’ — 1, where
n' = |L| < n. As we will use the multi-proof straight-line extractable NIZKPoK
in the QROM [19] as a building block, we first recall it before presenting the
formal construction of our QMS.

D.1 Non-interactive Zero-knowledge Proof of Knowledge

Let’s recall the notion of non-interactive zero-knowledge proof of knowledge
(NIZKPoK) system.
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Definition D.1 ( [19]) Let R be a relation (and Lg is the related language).
A non-interactive proof system II for R (or Lx) is a tuple of PPT algorithms
(Setup, Prove, Verify) having the following interfaces (where 1* are implicit inputs
to Prove, Verify ):

— Setup(1*) : given a security parameter \, outputs a string CRS.

— Prove(CRS, z,w): given a string CRS and a statement-witness pair (x,w) € R
(or w is the witness for x € Lr ), outputs a proof 7.

— Verify(CRS, z,7): given a string CRS, a statement x, and a proof m, either
accepts or rejects.

A secure NIZKPoK should have four properties: Completeness, Soundness,
and Zero-knowledge, Straight-line extractability.

— Completeness: for every (x,w) € R and every A, Verify(CRS,z, ) accepts
with probability 1, over the choice of CRS < Setup(1*) and 7 <— Prove(CRS, z, w).

— Soundness: let L be the language defined by relation R. For any PPT ad-
versary A,

Prers«setup(12) [Elac s.t.m* < A(CRS, z) : Verify(CRS, z, m*) accepts A x ¢ ER] < negl(A).

— Zero-Knowledge: There exists two PPT algorithms (SimSetup, SimProve), such
that, for any PPT adversary A we have |Pr[A wins] — 3| < negl()) in the
following game: . .

1. The challenger samples (CRS, tk) +— SimSetup(1*) such that CRS is indis-
tinguishable from CRS output by Setup, and gives the simulated CRS to
A.

2. The adversary A chooses (z,w) € R and gives these to the challenger.

3. The challenger samples g < Prove(CRS, z, w), 71 SimProve(fIE{\S, x,tk),b +
{0,1} and gives m, to A.

4. The adversary A outputs a bit ¥’ and wins if &’ = b.

Notice that in the above zero-knowledge game, if we allow the adversary A to
choose any polynomial numbers of (z;, w;) € R, and all the resulting {m; ¢} and
{m; 1} are still indistinguishable, we say that II is a multi-proof NIZKPoK system.

Moreover, we consider straight-line extractability. Here, the adversary can
pick the statements adaptively. In order to perform extraction in this stronger
setting, the common reference string is simulated and the corresponding trapdoor
is provided to the extractor.

Definition D.2 (Multi-Proof Straight-Line Extractability [19]) An
NIZKPoK system is multi-proof straight-line extractable, if there erists a PPT
oracle simulator SimSetup and a PPT extractor Ext with the following properties:

CRS indistinguishability. For any PPT adversary A, we have
Adv(A) : = | Pr[CRS « Setup(1*) : A(CRS) = 1]

— Pr[(CRS, tk) + SimSetup(1*) : A(CRS) = 1]| < negl(}\).
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Straight-Line Extractability. There exists constants c, e, es and polynomial
p(A) such that for any Qg = poly(X), Qs = poly(\) and PPT adversary A that
makes at most Qg random oracle queries, and generates at most Qs statement
proof pairs with

Pr [(C/R\&tk) « SimSetup(1*), {(2s, m:) }ic(o.] + AT (CRS) :
Vi € [Qs], Verify" ) (CRS, 2, m;) = 1] > u(N),
we have
Pr [(CRS, tk) « SimSetup(1), {(zi, ) }icjq,) « A" (CRS),

{w; + EXt(lk,QH,QS, 1/ s tk, i, m3) Fierqa)
Vi € [Qs], (wi,w;) € mAVerifyH(')(C/R\Syxiym) — 1}

> 2 u(A) — negl().
Moreover, the running time of Ext is upper bounded by Q% - QS - % “p(A).

Below, we recall the instantiation of NIZKPoK for MSIS relation. Particularly,
for the following language

Lpg= {(A,u) € REXHR)  RF .3 @ € R such that 0 < ||lz|| < Band A -z = u},

there are practical multi-proof straight-line extractable NIZKPoK systems for
Lp,q, according to [19].

D.2 Construction

Protocol QMS,.Gen(pp)

The protocol is parameterized by public parameters described in Table 2, matrix A, together with
the common reference string CRS of the used multi-proof NIZKPoK system I7. Then, conduct the
following steps:

S otk . —
1. Sample a secret key shares s,, <+— Sfﬁrk and compute a public key share t,, := As,;

2. Runs IT.Prove(CRS, A, t,,, s,,) to output a NIZKPoK proof 7,, as an appendix of public key.

If the protocol does not abort, P,, obtain (sk,,pk, ) = (8n, (t,, 7)) as local output.

Fig. 17. Gen Protocol of Our Two-Round Multi-Signature Scheme

As the construction and proof of QMS, is almost same to these of QDS,,
below we highlight the differences in red color.

Given a multi-proof straight-line extractable NIZKPoK system IT = (II.Setup,
II.Prove, IT Verify)) for Lp , just as defined in Definition D.1, we make a brief
overview of our QMS, scheme as follows.
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— The Setup works most like the one for QDS,, but it additionally outputs a
matrix A = [A|L] € R];X(Hk) as part of public parameters, so we assume
that A is generated by a trusted third party. And the input lengths of QROM
is changed and we show these as follows.

o [ =log(m-t-|M|)+k-N-logqg-(n+1)+log|Eqv-Sc| + log|Inv-Sc|
o 5 =1;=log|M|+n-k-N-logg
e [} =nk- Nlogq+log | M|+ tlog|Eqv-Scom| + mtlog(2Nk|Inv-Scom|)

Besides, the Setup algorithm runs I7.Setup to output the common string
reference CRS.

— The Gen is formally specified in Figure 17, which consists of the following
two stages:

e Samples s, & Sf;“‘k, and computes &, = As,, € R’;.

e Takes CRS, A, t,, s, as input, and runs I1.Prove(CRS, A t,, s,) to out-
put a NIZKPoK proof m, as an appendix of public key.
Finally, the algorithm outputs (pk,sk) = ((t,, ), Sn)-

— The signing protocol Sign and verification Ver are described in Figures 18
and 19. The main differences from QDS,.Sign and QDS,.Ver is that at the
beginning stages of QDS,.Sign and QDS,.Ver, each participant need to first
verify the well-formedness of other participant’s public keys.

— The key verification algorithm KVer is just run the verification algorithm
I1 Verify of the NIZKPoK system I1.

D.3 Correctness and Security

As the correctness of QMS2 is quite similar to that of Theorem 5.1, here we omit
it for simplicity. Below, we just focus on the security. Similar to QDS in Section
5, here we also focus on the strong unforgeability, i.e., we show that our QMS,
is SUF-CMA secure.

Theorem D.3 Suppose the trapdoor commitment schemes Inv-TCOM and Eqv-
TCOM are secure, additively homomorphic, have uniform keys and uniform
commitment. Particularly, the output of Eqv-TCommity (td) has sufficient min-
entropy ¥. Suppose II = (II.Setup, I1.Prove, Il Verify)) is a multi-proof straight-
line extractable NIZKPoK system for Lp 4, just as defined in Definition D.1. And
suppose there exists QPRF that can be programable and invertible simultaneously.
For any quantum polynomial-time adversary A that initiates a single key gener-
ation protocol by querying OMS2 with sid = 0, initiates Q, signature generation
protocols by querying OMS2 with sid # 0, and makes Qy, quantum superpositions
queries to random oracle Hg, Hs, Hy, Hs, the protocol QMSy of Figures 17, 18, 19
is QMS-SUF-CMA secure under MSISy . 141,83 and MLWE, i, ¢, assumptions in
the QROM, where 3 = \/(2B,,)% + 4 + n2(4r - ({ + k)). Concretely, using other
parameters specified in Table 2, the advantage of A is bounded as follows.
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Protocol QMS,.Sign(sid, sk, pk,,, i, L)

The protocol is parameterized by public parameters described in Table 2 and matrix A, and relies
on the random oracles Hg : {O,l}ls — C, Hs : {0,1}l§ — Eqv-Sck, Ha : {O,l}lz — Inv-S« and
Hs : {0, 1}lg — {0,1}'5. The protocol assumes that QMS,.Gen(pp) has been previously invokes. If a
party halts with L at any point, then all Sign(sid, sky,, pk,, , u, L) executions are aborted.

Inputs

1. P, receives a unique sessions ID sid, sk, = 8,,pk = t,, and message p € M as input and a list
of public keys L as input. If n’ := |L| > n or t,, ¢ L or IT.Verify(CRS, A,t;, 7;) = 0 for certain
(tj,m;) € L, then send out L. Otherwise parse L as {t1,...t,,/_1,t,}.

2. P, verifies that sid has not been used before (if it has been, the protocol is not executed).

3. P, locally computes a per-message commitment key ck < Ha(u, L), ck’ + Hq(p, L).

Signature Generation P, works as follows:

1. Compute the first group messages as follows:
(a) for i =1 to t; conduct as follows:

i. Sample y(n) De'HC and compute w( ) = Kygn)‘
ii. Compute com( R Eqv—Commltck(wi ), TE")) with TE") & D(Eqv-S,).
iii. for j =1 to m, conduct as follows:
A. Derive challenges ¢; ; < Ho(4, j, i, ck, ck’, L).
B. Computes signature shares z< ) =
C. Run the rejection sampling ReJ( I( j), ¢i,jSn,0) — {0,1}.
. If the above rejection sampling algorithm outputs 0 for certain j € [m], then send out

iv
1, and go to the step i.
(b) Compute com(z) — Inv—Commltck/(zfz)7 Z(;)) where r/(") D(Inv—S ) for alli € [t],j €
[m].

(c) Send out ({eom{™ }ieps), {&0m() }icir) selm)):
2. Upon receiving ({comgu)}iem, {ﬁ‘gz)}ie[t],je[m]) for all u € [n’ — 1] compute the signature

shares as follows:
(a) For each u € [n/—1], derive per-user challenges c¢;,;  Ho (i, j, i, ck, ck’, L) where i € [t],j €

[m]. Set com; := Zue[”,il]com“’) + com( ) and com; j = Z,ue[,”/,l]&?ringj}) + éaﬁ&z-) for
all i € [t],j € [m].
(b) Get challenges Ji||...||J: + Hs(L, p, {comi},e[t]. {c,,]}ig l,i€lm] {com7 7}LE j€[m])-
() Send out ({z(") Yicp, {ri"™ Vicpu i) Yicrw)-
3. Upon receiving ({zi“,v Yierts {riu)}ie[t], {Tif}?}ie[t]) for all u € [n’ — 1] compute the combined
signature as follows:

(a) For each u € [n' — 1], compute J; and ¢;, 5; as before, and reconstruct wgu) = Kzi”}_ -
¢, ; tw and validate the signature shares
||z(u) || < B, Eqv-Openg, (com{™, r{*) 4p{")) = 1
and
Inv-Open,/ (com; ; i(l;), (u) )=
for all ¢ € [t]. If the check fails for some u then send out L.
(b) Compute z; 5, = Z“E (n/—1)% flf]) + z ("> , T = 2“6[71/71]7‘5“) + 7‘£“) and 7‘;_'” =

Z'ue[n —17 /(u) + 7 /<”) for all ¢ € [t].

If the protocol does not abort, P, obtains a signature ({com; };epsy, {Comi j}icre],je[m]> 12i,7; Fie]
{ritier {T;v']i }ieq)) as local output.

Fig. 18. Sign Protocol of Our Two-Round Multi-Signature Scheme

AdeBé;S“F‘CMA(A) < 2einj-qPRF + Deqprr + €(Qn + Qs + 1) [(Qh + Qs)(etd + )
+2(Qn+ Qs) -eqpre + (4 + \/5 V@ 2# + 2eqpre + t - (m — 1) - negl()\)

+t-Qs-cre+ (4+ f V@ 2% 4271 ) + 4(eqPRF + €Inj-QPRF)

Qs(Qs +1) g—td

+2(Qn +1)2Hoe™Z L Qb+ 5

+ Advmuwe

q,k,L,m

+ AdVMSlsq,k,Hl,ﬂ}



Protocol QMS,.Ver({com; };cs], {COMi j }icle],jeim]s {Zibic]> {Ti}ier)» {72‘71 Yiep]), #y L)

Upon receive a message f, signature Sig = ({com; }ic(s), {O:’()Tﬁi,j}ie[t],je[m], {zitiew, Ariticy
{T,/Lv’Ji}ie[t])7 and a set of public keys L, if |L| > n then reject the signature. Otherwise work as
follows:

1. Check public key in L, i.e., run II.Verify algorithm. If there exist certain (¢;,7;) € L such that
I1.Verify(CRS, A, t;, m;) = 0, then send out L. Otherwise, conduct the following steps.
2. Generate commitment keys ck “— Hs(u,L) and ck’ “— Hy(p, L), Com-
pute challenges ¢; ; “— Ho(i,j, p,ck,ck’, L)  Then Compute  Ji||...||J: —
Hs (L, 1, {comi biere), {€igouticpa jetmluem’]> {€0Mi i bielr),je(m]) » where n’ = |L|. Com-
pute t = ZueL t
3. Perform the checks as follows:
(a) fori=1 to t do:
Check that ¢;1, ..., ¢;,m pairwise distinct.
(b) for i =1 to t do:
check that ||z;]| < Bp.
(c) for i =1 to t do:
Reconstruct w; := Az; — ¢; j,;t, check Eqv-Open,, (com;, r;, w;) = 1.
(d) for i =1 tot do: )
Check Inv-Open s (E_O\F/ni“]i,'r‘::”]i,Zi) =1.

If all checks succeed then return 1, otherwise, return 0.

Fig. 19. Ver Algorithm of Our Two-Round Multi-Signature Scheme

As this proof is almost same as the proof for QDS, in Theorem 5.2, for simplic-
ity of presentation, we just highlight the difference: how to use Ext(pp, 1*, Sig™)
in Figure 20 to output a solution for MSIS, i ¢+1,3 problem for a different g,
with the help of multi-proof NIZKPoK system IT.

According to the basic structure of valid forge signature Sig*, for any i € [¢],
if there exists one different index j # J; such that z; ; satisfies: (1) [|z; ;|| < Bn;
(2) Eqv-Openg- (comy, i, w; :=Azij = 3, cppe 1) Cijlu — Cijjtn)
= 1, then we know

* * koA Lk * K
Eqv-Open,,- (com;, 7, wi == Az ;. — E i ytu — ¢ e tn)

w€[n*—1]
=Eqv-Openg-(com],r} w; := Az, ; — Z c;-‘,jtu — c;jtn),
ue[n*—1]

where ck* < Hz(p*,L*), ck’™ < Hy(p*,L%), ci; = Ho(d, g, u*, ck™, ck™, L") for all

i [t],g € [m], JF|l.[1J5 < Hs(u*, {com; Yici, {¢} Yiep.emm) {OM; j Yic jetml
L*;, and z; j = Invge-(com; ;. td") with td" < Inv-TCGen(cppy,,,7),” = QPRFy, (1",
L*).

We know that if the above equality holds, then we have

Az;J; — Z c;‘]; t, — c;‘,J; t,=Az; ; — Z i itu — i jtn- (12)
u€[n*—1] uwe[n*—1]
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Furthermore, for any u € [n*—1], we can extract sk, = 8y, i.e., run II.Ext(CRS, thk, A, t,, T,)
to get sy, such that A - s, = t,. In this case, (12) can be rewritten as

Azl o= Y (cpAsy) = ptn=Rzi;— > (ci;Asy) — ] jtn.

u€[n*—1] u€n*—1]
(13)
Furthermore, from (13), we have
Az, — Z CiyeSu | — ¢ yetn = Az, - c;iSu | —cijtn.
ue[n*—1] u€[n*—1]
(14)

From (14), we get

(AlL]t,,) (Z;"’f = 2ij + Duepe—1 (€ — cfv"f)s“> =0.

x e
Ci,gr ~ i

Recalling that (A’|I) = (A|t,|I) is an instance of MSIS,  ¢+1,8 problem, we have
found a valid solution if 8 = /(2B,,)2 + 4x + 12 (4 - ({ + k)), since ||z} —z; ;|| <
2B,,0 < HCE”J)* - c,(?)*H < V4K and ||sy|| = nvVIl+ k.

Input :Ho, Hs, Ha, Hs, Sig = ({com; }ic e, {comi,j }ice],ietm)» 12i bicpeys {Ti bicr)s

{Tfi,‘],i}ie[t]!/’b’ L), ck + Hz(p, L), ck’ « Ha(p, L), < QPRFy, (p,L),td" + Inv-TCGen(cppy,,,T),
compute t = 3 f t. and derive challenges c; ;j < Ho(i, j, 11, ck, ck’ L) for all i € [t],5 € [m],
Jul]-[[Je <= Hs({comi }iepe)s {¢is Yiele],jeim]s {€OMi,j Yicp],je[m]» L) -

For any u € [n* — 1], we can extract sk, = 8y, i.e., run H.Ext(CRS,tk,K, ty, ) to get s,
fori=1to t do

for j = 1 to m except J; do
for each z’ + Inv(com; ;,td’) do
if ||2’|| < BAEqv-Openg (com;, r;, w; := Az’ —¢; jt = Az’ — Zue[n*—l] Cijtu — Cijfn),
where n* = |L|.
return (ziizurz’“e['t**l](ci’]76’/"11‘)S”).
i J; ~Ci,5

Fig. 20. Extractor for QMS,
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