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Abstract. Many messaging platforms have integrated end-to-end (E2E)
encryption into their services. This widespread adoption of E2E encryp-
tion has triggered a technical tension between user privacy and illegal
content moderation. The existing solutions either support only unframe-
ability or deniability, or they are prone to abuse (the moderator can
perform content moderation for all messages, whether illegal or not), or
they lack mechanisms for retrospective content moderation.

To address the above issues, we introduce a new primitive called mild
asymmetric message franking (MAMF) to establish illegal-messages-only
and retrospective content moderation for messaging systems, supporting
unframeability and deniability simultaneously. We provide a framework
to construct MAMF, leveraging two new building blocks, which might
be of independent interest.
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1 Introduction

In recent years, there has been a substantial surge in the adoption of messaging
applications deploying end-to-end (E2E) encryption, e.g., Facebook Messenger,
WhatsApp and Signal, ensuring that the transmitted raw information cannot be
obtained by the platforms.

Despite the security advantages, the widespread adoption of E2E encryption
has not been universally welcomed. These encryption services might be misused
for disseminating harmful content such as harassment messages, phishing links,
fake news, and other potentially illegal information. Moreover, these services
conflict with content moderation directly. Law enforcement and national security
communities contend that such encryption hampers their ability to investigate,
prosecute criminals and ensure public safety. In fact, the conflict between privacy



and content moderation has spurred legislative proposals and policy campaigns
about discouraging the deployment of E2E encryption [FBI, Tar18].

On the other hand, technical experts have voiced concerns that these pro-
posals, if implemented, might compromise the security provided by encryption
systems [AABT15], either by requiring unsafe alterations or prohibiting the use
of E2E encryption altogether.

In recent years, many works have focused on employing cryptographic tech-
niques to strike a balance between ensuring user privacy and effectively moder-
ating illegal content within messaging systems.

One approach to uphold content moderation is through the use of message
franking (MF) [Facl6a,Fac16b,GLR17,TGL*19], seamlessly integrating with end
to-end (E2E) encryption, as discussed in [TGLT19]. This method empowers the
receiver of a message to report it to a moderator (also referred to as the judge). In
the MF framework, a valid report by the receiver includes the sender’s identity,
along with the message and specially constructed strings (e.g., signatures or hash
values). These elements allow the moderator to verify whether the reported mes-
sage originated from the identified sender. In order to strengthen user privacy,
asymmetric message franking (AMF) [TGL'19] captures deniability. Informally,
this property allows the sender to technically deny sending the message after a
compromise, aiming to avoid potential backlash or embarrassment. AMF consid-
ers different scenarios regarding whose secret key is compromised. One scenario
is judge compromise deniability, where a forger with the moderator’s secret key
can produce a signature indistinguishable from a real one. Unfortunately, exist-
ing works [TGLT19,TAV22,LZH" 23] do not support unframeability. Specifically,
it becomes challenging for the moderator to convince law enforcement of the
identity of the content originator, because judge compromise deniability allows
the moderator to forge a message in the name of the sender. More importantly,
current MF solutions do not adequately address a significant concern: the moder-
ator can identify the sender of all reported messages, regardless of the message’s
intent. This extensive power of the moderator has the potential for abuse within
the existing system.

Recently, a different proposal has emerged, suggesting end-to-end secure mes-
saging with content moderation exclusively for some pre-defined illegal contents,
based on set pre-constrained (SPC) group signatures [BGJP23]. However, as
demonstrated in [BGJP23], their techniques are “tailored to obtain the strongest
notion of unframeability and no deniability” . Moreover, it remains unclear how to
execute content moderation for newly identified illegal content that hasn’t been
predefined. This feature is reminiscent of “retrospective” access to encrypted
data as considered in [GKVL21], which is in a somewhat different context and
relies on extractable witness encryption [GKP13].

In this paper, we aim to establish mild content moderation for a messaging
system.

Firstly, we restrict the moderation capabilities to illegal messages only, while
concurrently providing the capacity for retrospective content moderation. No-
tably, the set of illegal messages may increase over time. To carry out content



moderation for the newly added illegal messages, a straightforward approach
might involve system re-initialization; however, such a method impedes the mod-
erator’s ability to retrospectively moderate content. One objective of this paper
is to enable the moderator to retrospectively examine past reports and identify
those that qualify as illegal when new illegal messages are augmented.

Secondly, our content moderation system achieves trade-offs between deni-
ability and unframeability. In [BGJP23], Bartusek et al. discuss the technical
tension between deniability and unframeability, and claim that, while denia-
bility [TGLT19] is a desirable property, it conflicts with unframeability. Upon
meticulous examination, we discern that the primary reason why [TGL*19] can-
not achieve unframeability is due to the fact that the scheme [TGLT19] supports
judge-receiver compromise deniability. To elaborate, when the receiver’s and the
moderator’s keys are compromised, a party possessing these keys can forge a sig-
nature that can be successfully accepted by both the receiver and the moderator.
Our approach to achieve deniability and unframeability simultaneously imposes
an additional constraint on deniability. Roughly, given any forged signature (for
deniability), the receiver and the moderator can not accept it simultaneously.
It then carves out space for unframeability, indicating that when both the re-
ceiver and the moderator identify the sender concurrently, the sender cannot
deny sending the message.

1.1 Main contributions
Our main contributions can be summarized as follows:

1. We introduce a new primitive called mild asymmetric message franking
(MAMF) to establish mild content moderation for a messaging system, and
formalize its security notions.

2. To construct MAMF, we introduce two new building blocks, universal set
pre-constrained encryption (USPCE) and dual hash proof system-based key
encapsulation mechanism supporting Sigma protocols (dual HPS—KEME),
and present their concrete constructions.

3. We offer a generic framework of constructing MAMF from USPCE and dual
HPS—KEME, and demonstrate that it fulfills the required security proper-
ties. By integrating a concrete USPCE scheme and a dual HPS-KEM?” into
the generic framework, we can obtain a concrete MAMF. We also have some
improvements discussed in Appendix H, enhancing the efficiency of the con-
crete MAMF.

MAMF primitive. In the context of MAMF, four types of participants are in-
volved: the sender, the receiver, the legislative agency, and the moderator (also
referred to as the judge). MAMF comprises eleven algorithms: a setup algorithm
Setup for generating global public parameters, three algorithms (KGag, KGy,
KG,) for generating key pairs, three algorithms (Frank, Verify, Judge) for creat-
ing and verifying genuine signatures, a token generation algorithm TKGen for
retrospective content moderation, and three forging algorithms (Forge, RForge,
JForge) for deniability.



We offer further explanations here.

Upon receiving the public parameter generated by Setup, the legislative
agency selects a set S (representing illegal messages) and uses KGag to gen-
erate a key pair for itself and an auxiliary parameter for the moderator. The
moderator, leveraging the auxiliary parameter, invokes KGj to create a key pair.
The sender and receiver both utilize KG, to generate their private/public keys.

The sender employs the franking algorithm Frank to generate a designated-
verifier signature for a message m. The receiver utilizes Verify (with its secret key
as input) to validate the received signature. If the received message is deemed
illegal, and the receiver reports it to the moderator, the moderator can confirm
the report using algorithm Judge, determining that the sender indeed sent the
message. When the legislative agency intends to augment the set S with an
additional illegal message for retrospective content moderation, it invokes the
TKGen algorithm to produce a token for the new illegal message. With the
aid of this token, the moderator can retrospectively examine past reports (as
well as new reports). It’s important to note that algorithms Forge, RForge, and
JForge are not intended for execution by legitimate users. Their presence ensures
deniability under specific compromise scenarios.

We address six distinct security requirements for MAME: unforgeability,
accountability, unframeability, deniability, untraceability, and confidentiality of
sets.

1. Unforgeability. As the fundamental security prerequisite for general signa-
tures, unforgeability in MAMF ensures prevention of successful imperson-
ation, i.e., the receiver cannot be deceived into accepting a message not
genuinely sent by the sender.

2. Accountability. Accountability ensures that the functionality of reporting
illegal messages. In line with the definition in [TGLT19,LZH"23], account-
ability is formalized with two special properties: sender binding and receiver
binding. Sender binding ensures that the sender cannot trick the receiver
into accepting unreportable messages, and receiver binding ensures that the
receiver cannot deceive the judge to frame an innocent sender.

3. Deniability. Deniability is formalized with three special properties: universal
deniability, receiver compromise deniability, and judge compromise deniabil-
ity. Universal deniability guarantees deniability when neither the receiver’s
secret key nor the judge’s secret key is compromised. Receiver compromise
deniability guarantees deniability when the receiver’s secret key is compro-
mised. Judge compromise deniability is formalized to guarantee deniability
when the judge’s secret key is compromised.

4. Unframeability. Unframeability of MAMF requires that no party, even given
a receiver’s secret key and the judge’s secret key, is able to produce a sig-
nature acceptable to both the receiver and the judge. This property implies
that once both the receiver and the judge identify the originator of some ille-
gal message, they can generate an evidence (e.g., a NIZK proof) to convince
the other party of the originator of the message.



5. Untraceability. Ensuring untraceability restricts the capabilities of both the
legislative agency and the judge, thereby enhancing sender privacy. This
concept formalizes into two distinct notions: untraceability against legislative
agency and untraceability against judge. Untraceability against legislative
agency guarantees that the agency cannot determine if someone has actually
sent a message, no matter whether it is in the set of illegal message or
not. Untraceability against judge ensures that, without the assistance of the
legislative agency, the moderator cannot ascertain the sender’s identity when
the message is not in the set of illegal messages.

6. Confidentiality of Sets. Confidentiality of sets requires that the legislative
agency’s public key and the judge’s public key will not disclose any informa-
tion about the set of illegal messages (which should not be disclosed to the
public, e.g., child sexual abuse material).

Analogous to AMF [TGL*19], MAMF can be integrated with E2E encryp-
tion, which guarantees the confidentiality of messages. So we do not consider
confidentiality of messages for MAMF. Furthermore, our MAMF could be ex-
tended to accommodate group communications like [LZHT23]. We leave it as a
future work.

Technical overview. For MAMF construction, we introduce two new primi-
tives, USPCE and dual HPS-KEM?*, and utilize them to show a framework of
constructing MAMF. We provide a technical overview here.

USPCE. In [BGJP23], Bartusek et al. formulate set pre-constrained encryption
(SPCE). Generally, SPCE requires the generation of a public/secret key pair
for a predefined (illegal message) set S. In SPCE, decryption of a ciphertext,
produced by encrypting a message with the public key and an item z, is only
possible when z € S. If « ¢ S, the secret key holder gains no information about
the message.

Note that SPCE is insufficient for constructing MAMF, primarily due to its
inability to handle ciphertexts produced by encrypting messages with respect to
items where « ¢ S, while in the MAMF framework, in order to carry retrospective
content moderation, the moderator should be able to handle the messages not
in the set S, as long as the legislative agency has provided the corresponding
tokens. Henceforth, we introduce a primitive, called universal set pre-constrained
encryption (USPCE), to address these challenges.

A USPCE comprises five key algorithms: (Setup, KG, Enc, TKGen, Dec), where
two kinds of entities, the authority and users, are involved. The setup algorithm
Setup, executed by the authority, takes the security parameter and a pre-defined
set S as input, and outputs public parameters, an auxiliary parameter, and a
master secret key. The users invoke KG with the public and auxiliary parameters
to generate their key pairs. The encryption algorithm Enc takes a public key, an
item x, and a message m as input, producing a ciphertext.

— If the item z belongs to the set S, the user can directly employ the decryption
algorithm Dec (with their secret key as input) to output the message m.



— If z ¢ S, the authority can execute the token generation algorithm TKGen
(with the master secret key as input) to create a token tk for the item z.
Subsequently, the user can utilize the decryption algorithm Dec, taking their
secret key, the ciphertext and the token tk as input, to recover the message
m.

It is required that there is a Sigma protocol to prove that the ciphertext is
well-formed.
For USPCE, we require the following security properties.

— Confidentiality against authority: It is required that the authority cannot ob-
tain meaningful information about the message from a ciphertext, no matter
whether the item = belongs to the set S or not.

— Confidentiality against users: It is required that, without the token for an
item x € S given by the authority, any user cannot obtain meaningful infor-
mation about the message from a ciphertext associated with x.

— Confidentiality of sets: It is required that the public parameters and a user’s
public key will not disclose any information about the pre-defined set S.

A concrete construction of USPCE based on the DBDH assumption is pro-
vided in Sec. 4.

Dual HPS-KEM”. We introduce another building block, called dual hash proof
system-based key encapsulation mechanism supporting Sigma protocols (dual
HPS—KEME)7 which roughly can be seen as a dual version of the HPS-KEM*
proposed in [LZH"23].

In essence, in a dual HPS-KEM?®, ciphertexts are generated in accordance
with the original HPS-KEM?> approach, while encapsulated keys are created in
two modes: one follows the original HPS-KEM® method, and the other adopts
an extended version of HPS-KEM™ where an additional tag ¢ is included as input
during the computation of the encapsulated key. Moreover, in dual HPS-KEM*,
two additional algorithms are required for the uniform sampling of encapsulated
keys: one with a tag as input and the other without using a tag.

Expanding on this, a dual HPS-KEM?” scheme consists of ten algorithms:
Setup, KG, Encap,, Encap,, Decap, Encap’, dEncap, ,dDecap, SamEncK and dSamEncK.

We start by concentrating on the first six algorithms, which comprise an
ordinary HPS-KEM?” scheme. Specifically, Setup generates the public parameter,
and KG produces a pair of public/secret user keys. Given the public parameter,
but without user’s public key, Encap, outputs a well-formed ciphertext, and
Encap outputs a ciphertext that could be either well-formed or ill-formed. The
algorithm Encap,, sharing the same randomness space with Encap., takes the
public parameter and a public key as input, and outputs an encapsulated key.
Utilizing the secret key, the algorithm Decap decapsulates the ciphertexts to
obtain the encapsulated keys. Correctness requires that given a ciphertext output
by Encap, with randomness r, Decap will return an encapsulated key equal to
that created by Encap, with the same randomness r.

The following properties inherited from HPS-KEM™ are required:




1. Universality: Given a public key, it is difficult for any unbounded adversary
without the corresponding secret key to generate an ill-formed ciphertext c,
an encapsulated key k, and randomness 77 (indicating that ¢ is generated
via Encap, with randomness 7¥), such that with the ciphertext ¢ as input,
Decap outputs a key equal to k.

2. Ciphertext unexplainability: 1t is difficult to generate a ciphertext ¢ and ran-
domness r} (indicating that ¢ is generated via Encap with randomness 7¥),
such that c is well-formed.

3. Indistinguishability: The ciphertext output by Encap; should be indistin-
guishable from the well-formed ciphertext output by Encap,.

4. SK-second-preimage resistance: Given a pair of public/secret keys, it is dif-
ficult to generate another valid secret key for this public key.

5. Smoothness: For any fixed public key, the algorithm Decap, fed with a ci-
phertext generated via Encap and a secret key randomly sampled from the
set of secret keys corresponding to the public key, will output a key uniformly
distributed over the encapsulated key space.

Now, let’s shift our focus to the last four algorithms of dual HPS-KEM?, i.e.,
dEncap,, dDecap, SamEncK and dSamEncK.

The algorithm dEncap,, sharing the same randomness space and the same
encapsulated key space with Encap,, takes the public parameter, a public key
and a tag as input, and outputs an encapsulated key. Utilizing the secret key
and the tag, the algorithm dDecap decapsulates the ciphertexts to obtain the
encapsulated keys. Correctness requires that given a tag ¢t and a ciphertext out-
put by Encap, with randomness 7, dDecap will return an encapsulated key equal
to that generated by dEncap, using the same tag ¢ and randomness 7.

The algorithms SamEncK and dSamEncK are both used to uniformly sam-
ple encapsulated keys. In particular, SamEncK takes the public parameter as
input, and outputs an encapsulated key, while dSamEncK takes both the public
parameter and a tag as input, and outputs an encapsulated key.

The following properties are also required for dual HPS-KEM™>:

6. Eztended universality: Given a public key, it is difficult for any unbounded
adversary without the corresponding secret key to generate an ill-formed
ciphertext ¢, an encapsulated key k, a tag ¢, and randomness r} (indicating
that ¢ is generated via Encap’ with randomness r}), such that with the
ciphertext ¢ and the tag t as input, dDecap outputs a key equal to k.

7. Key unexplainability: Given a pair of public/secret keys, it is difficult to
generate (c¢,r%,k,r)) (where ¢ is a ciphertext generated via Encap, using
randomness 77, and k is an encapsulated key generated via SamEncK using
randomness r};), such that & is the result of decapsulating ¢ by Decap.

8. Extended key unexplainability: Given a pair of public/secret keys, it is diffi-
cult to generate (c, 7y, k,t,r) (where ¢ is a ciphertext generated via Encap
using randomness r, and k is an encapsulated key generated via dSamEncK
using tag ¢ and randomness r}), such that & is the result of decapsulating ¢
by dDecap using tag .




9. Eztended smoothness: For any fixed public key, the algorithm dDecap, fed
with a ciphertext generated via Encap), a random tag, and a secret key
randomly sampled from the set of secret keys corresponding to the public
key, will output a key uniformly distributed over the encapsulated key space.

10. Special extended smoothness: For any fixed public/secret key pair, the algo-
rithm dDecap, fed with a ciphertext generated via Encap’, a secret random
tag, and the fixed secret key, will output a key uniformly distributed over
the encapsulated key space.

Consistent with [LZH'23], we require that there exist Sigma protocols to
prove that some results are precisely output by KG, Encap., Encap,, Encap;,
dEncapy, SamEncK and dSamEncK.

A concrete construction of dual HPS-KEM?* based on the DDH assumption
is provided in Sec. 5. Similar to [LZH*23], our dual HPS-KEM*> construction
can also be extended to be based on the k-linear assumption [HK07,Sha07].

An MAMF Framework. Now, we briefly outline the generic construction of an
MAMF from USPCE and dual HPS-KEM®>. The main idea is as follows.

Here, Setup algorithm directly invokes the setup algorithm of dHPS-KEM*,
KGag calls the setup algorithm of USPCE, KG) invokes the key generation al-
gorithms of dHPS-KEM* and USPCE (e.g., pk; = (pk'), pkuspce) where pk/ is
output by the key generation algorithm of dHPS-KEM* and pkyspce is output
by the key generation algorithm of USPCE), while KG,, solely calls the key gen-
eration algorithm of dHPS-KEM™.

The algorithm Frank, executed by the sender to generate an MAMF signature
for a message m, proceeds as follows. It utilizes Encap, to generate a well-formed
encapsulated ciphertext ¢, and then employs Encap, to generate an encapsulated
key k, for the receiver and dEncap, to generate k; (associated with a randomly
chosen tag t) for the judge, where Encap,, Encap, and dEncap, use the same
randomness r. Following this, it calls the encryption algorithm of USPCE to
encrypt the tag ¢ with randomness ryspcg, using the message m as the item,
to obtain a ciphertext ¢;. Finally, it outputs a signature o = (m, ¢, k;, kJ, ¢t),
where 7 is a NIZK proof (generated with witness (sks,t,r, L, L, ryspce)) for the
relation R in Fig. 1.

In the verification process (i.e., the algorithm Verify), the receiver confirms
the signature’s validity by checking (i) if the NIZK proof is valid, and (ii) if the
decapsulated key, produced by decapsulating ¢ via Decap, matches the key k,
provided in the signature.

In the moderation process (i.e., the algorithm Judge), if m is in the illegal
message set, or the legislative agency have provided a token (by TKGen) for m to
implement retrospective content moderation, the judge first decrypts ¢y with the
decryption algorithm of USPCE (with item m) to obtain a tag ¢. Then, he/she
checks (i) if the NIZK proof is valid, and (ii) if the decapsulated key, produced
by decapsulating ¢ with tag t via dDecap, matches the key k; provided in the
signature.

In the token generation process (i.e., the algorithm TKGen), the legislative
agency directly invokes the token generation algorithm of USPCE.




R = {((pp, ks, Pkag, PkJ, €, key k3, coy m), (Sks, €, 7,78, 7%, TUSPCE)) ©
( (pk575ks) € Rs
A (((c, ks, pk)), ([8,7)) € R Aea ((Pkuspce,m,ci), (E,ruspce)) € Rt ) )
\/( (C, T'é‘) S R: A (kr,hf) c R]ﬁ A ((pkuspcg,m,ct), (t, TUSPCE)) € Ret )
V( (e,r2) € REA ((ky, (£, 7)) € RY Aeq ((Phuspce, m, ct), (£, Tuspce)) € Rer ) )}

Fig. 1 Relation R for MAMF, where Ry is a relation proving the validity of the sender’s
public/secret keys, Rg,k is a relation proving that (c, ky) is generated via Encap, and
dEncap, with the same randomness r, R is a relation proving that c is a ciphertext
output by Encap. with randomness 77, R is a relation proving the USPCE cipher-
text is well-formed, Ry is to prove the encapsulated key of the receiver is generated
via SamEncK, and R{* is to prove the encapsulated key of the judge is generated via
dSamEncK. Note that the symbol “Aeq” represents an “EQUAL-AND;” operation be-
tween two relations, signifying that part (e.g., ¢ ) of the sub-witnesses in the relations
are equal. The formal definition and further discussions are presented in Appendix G.

Now, let’s shift our focus to the forging algorithms Forge, RForge and JForge.

The relation R in Fig. 1 plays a pivotal role in the forging algorithms. Observe
that the relation comprises three sub-relations connected by “OR” operations.
The first sub-relation is crafted for the sender, ensuring that the message is
genuinely sent by the sender and convincing the receiver that the judge can
successfully trace the originator once the message is reported. The second and the
third sub-relations are devised for the forging algorithms to ensure deniability.

Specifically, the algorithm Forge first invokes Encap; with randomness ¥ to
generate an ill-formed encapsulated ciphertext ¢, and uniformly samples two
encapsulated keys k, and kj, where k, is sampled with SamEncK using ran-
domness r. Following this, it uniformly chooses a tag ¢, and then calls the
encryption algorithm of USPCE to encrypt ¢ with randomness ryspcg, using
the message m as the item, to obtain a ciphertext c;. Finally, it outputs a sig-
nature o = (m,¢, ky, ky,¢;), where 7 is a NIZK proof (generated with witness
(L,t, L7, rf ruspce)) for the relation R.

s leo

The algorithm RForge first invokes Encap) with randomness r} to generate
an ill-formed encapsulated ciphertext ¢, and computes an encapsulated key k,
by executing Decap to decapsulate c. Then, it chooses a random tag ¢, and
samples kj with dSamEncK using ¢ and randomness r;. Following this, it calls
the encryption algorithm of USPCE to encrypt ¢ with randomness ryspcg, using
the message m as the item, to obtain a ciphertext ¢;. Finally, it outputs a
signature o = (m, ¢, ky, ky, ¢t), where 7 is a NIZK proof (generated with witness
(L,t, L7, rf ruspce)) for the relation R.

s leo

The algorithm JForge first invokes Encap with randomness r to generate an
ill-formed encapsulated ciphertext ¢, and computes an encapsulated key k; by ex-
ecuting dDecap (with a random tag t) to decapsulate c¢. Then, it samples k, with
SamEncK using randomness 7. Following this, it calls the encryption algorithm
of USPCE to encrypt ¢ with randomness ryspcg, using the message m as the
item, to obtain a ciphertext ¢;. Finally, it outputs a signature o = (7, ¢, ky, ky, ¢t),



where 7 is a NIZK proof (generated with witness (L, ¢, L, 75, 5, ruspce)) for the
relation R.

In summary, we have presented a generic construction of MAMF from US-
PCE and dual HPS-KEM>. By incorporating a concrete USPCE and a concrete
dual HPS-KEM™, we can derive a specific instantiation of MAMF.

Security analysis. We turn to show a high-level intuition that our MAMF frame-
work achieves the required unforgeability, accountability, deniability, unframe-
ability, untraceability, and confidentiality of sets.

Given the similarity in the security analysis of unforgeability and account-
ability, we will focus here on demonstrating how to achieve unforgeability.

Unforgeability requires that any adversary cannot generate a signature such
that an honest receiver accepts it. Supposing that there is an adversary gener-
ating a signature o = (m, ¢, kr, kj, ¢;) such that an honest receiver accepts it, we
have: (i) 7 is a valid proof for the relation R, and (ii) k, = Decap(pp, skr, ¢).
Observe that to generate the valid proof m for R, the adversary needs to know
witness (sks,t,r, L, L, ryspce) or (L, ¢, L, 7%, rf, ruspce)-

— If the adversary knows (sks,t,7, L, L, ryspce), it implies that sk is a valid
secret key of the sender. Since the adversary possesses no information about
the sender’s secret key beyond the knowledge of the sender’s public key, it
is contradictory to SK-second-preimage resistance of dual HPS-KEM™.

— If the adversary knows (L, ¢, L, 7%, r}, ryspce), it implies that c is generated
via Encap;. The ciphertext unexplainability of dual HPS-KEM* guarantees
that ¢ is not well-formed with overwhelming probability. Thus, according to
(i), (¢, kr,7) leads to a successful attack on universality of dual HPS-KEM>.

Now, we turn to analyze universal deniability, receiver compromise denia-
bility, and judge compromise deniability within our MAMF framework. Given
the similarity in the security analysis of these deniability aspects, we will focus
solely on demonstrating how judge compromise deniability is achieved.

Judge compromise deniability requires that any adversary with the judge’s
secret key cannot distinguish between the outputs o = (7, ¢, kv, ky, ¢t) of Frank
and JForge.

— Frank computes (¢ < Encap.(pp; ), k, < Encapy (pp, pk:; ), ky < dEncap, (pp,
pk'), t;r)) with the same randomness r, where ¢ is a random tag. On the other
hand, JForge computes ¢ < Encap(pp; ) and k. < SamEncK(pp; ;) with
randomness 7} and r}, respectively, and then decapsulates c by dDecap, using
sk’ and a random tag t, to obtain k.

Note that for ¢ - Encap.(pp; ), we obtain k, = Encap, (pp, pkr; ) = Decap(pp,
sky,c) and ky = dEncapy (pp,pk),t;r) = dDecap(pp, sk}, t,c). The indistin-
guishability of dual HPS-KEM* guarantees that the tuple (c,ky, kj) out-
put by Frank is indistinguishable from (¢, l::\r, kAJ), where ¢ < Encap} (pp; r¥),
k;A, = Decap(pp, sky,¢) and k;AJ = dDecap(pp, sk, t,¢). Due to the smooth-
ness of dual HPS-KEM?™, it guarantees that the tuple (¢, ky, kAJ) is indistin-
guishable from (&, ke, kAJ)7 where k, is uniformly distributed over the encap-
sulated key space. According to the uniformity of sampled key by algorithm
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SamEncK of dual HPS-KEM®, (c, ke, l;:\J) is indistinguishable from that out-
put by JForge. Thus, the output tuple (¢, k, kj) from Frank and that from
JForge are indistinguishable.

— The ciphertext ¢; output by Frank and that output by JForge are distributed
identically.

— Frank generates a NIZK proof 7 for relation R with witness (sks,t,7, L, L,
ruspce), while JForge generates m for R with witness (L, ¢, L, 7%, ry, ruspce).
The zero knowledge property of NIZK guarantees that anyone cannot dis-
tinguish the proof output by Frank from that output by JForge.

Unframeability requires that any adversary (possessing the secret keys of the
receiver, the legislative agency and the judge, but without the sender’s secret
key) cannot generate a signature such that both the receiver and the judge accept
it. Suppose that there is an adversary generating a signature o = (7, ¢, kr, kJ, ¢t)
such that both the receiver and the judge accept it. The fact that the receiver
accepts the signature implies: (i) 7 is a valid proof for the relation R, and (ii) k, =
Decap(pp, skr, ¢). Observe that to generate the valid proof 7 for R, the adversary
needs to know witness (sks,t,7, L, L, ryspce) or (L, t, L, 7%, r}, ruspce).

— If the adversary knows (sks,t,r, L, L, ryspce), it implies that sks is a valid
secret key of the sender. Similar to the previous analysis of unforgeability, it
is contradictory to SK-second-preimage resistance of dual HPS-KEM™.

— If the adversary knows (L, ¢, L, %, 7}, ruspce), we turn our focus on the last
two sub-relations of relation R.

o If (L, ¢, L, 7%, r), ruspce) satisfies

(c,rd) € RE A (keyri) € Ric A ((phuspce, m, ¢t), (¢, Tuspce)) € R,
according to (ii), (¢, 7%, ke, 7)) leads to a successful attack on the key
unexplainability of dual HPS-KEM®.

o If (L, ¢, L, 7}, rf, ruspce) satisfies

(c,rF) € REA (ky, (£,75)) € RY Aeq ((Pkuspce, m, ct), (£, ruspce)) € Rt

according to the fact that the judge accepts the signature (which further
suggests ky = dDecap(pp, sk}, t,¢c)), (c,r%, ky,t, ) leads to a successful
attack on the extended key unexplainability of dual HPS-KEM?>.

Next, we turn to analyze untraceability against judge and untraceability
against agency within our MAMF framework. Given the similarity in the security
analysis of these untraceability aspects, we will focus solely on demonstrating
how untraceability against judge is achieved.

Untraceability against judge requires the existence of a simulator SimFrank,
such that any adversary with the judge’s secret key cannot distinguish between
the outputs o = (7, ¢, k, kJ, ¢t) of Frank and SimFrank, given that the message
is not in the set of illegal messages.

11



— The algorithm SimFrank is constructed as follows. It computes ¢ < Encap’; (pp;
r}) and kj <— dSamEncK(pp, t; ) with randomness 7% and r}, respectively,
where t is a random tag, decapsulates ¢ by Decap using sk, to obtain k,, and
then computes ¢y via encrypting ¢ with the encryption algorithm of USPCE;,
using the message m as an item. After that, taking (L,¢, L, 7%, ruspce)
as the witness, it calls the proving algorithm of NIZK to generate a proof 7.
Finally, it outputs a signature o = (7, ¢, ky, kj, ¢t)-

— Frank computes (¢ < Encap,(pp; ), kr < Encap,(pp, pk:; ), k) < dEncap, (pp,
pk’, t;r)) with the same randomness r, where ¢ is a random tag, and com-
putes ¢ via encrypting ¢ with the encryption algorithm of USPCE, using
the message m as an item.

Note that for ¢ < Encap.(pp; ), we obtain k, = Encap, (pp, pkr; ) = Decap(pp,
sk, c) and ky = dEncap,(pp, pk),t;r) = dDecap(pp, sk, t, c). The indistin-
guishability of dual HPS-KEM?” and the confidentiality against users of US-
PCE guarantee that the tuple (¢, kr, kj, ¢;) output by Frank is indistinguish-
able from (¢, la, k:AJ,cAt), where ¢ < Encap; (pp; ), k= Decap(pp, ski, ¢), ];Zj =
dDecap(pp, sk}, t,¢) and ¢; is the ciphertext created via encrypting another
random tag t’ with the encryption algorithm of USPCE, using the message m
as an item. Due to the special extended smoothness of dual HPS—ISEMZ7 it
guarantees that the tuple (¢, ki, kj, ¢;) is indistinguishable from (&, k&, k. Gr),
where kj is uniformly distributed over the encapsulated key space. Ac-
cording to the uniformity of sampled key by algorithm dSamEncK of dual
HPS-KEM*, (¢, ki, ky, ¢) is indistinguishable from that (, ky, kj, ¢; ), where
ky + dSamEncK(pp, t; 7). The confidentiality against users of USPCE en-
sures that (¢, la,kihc}) is indistinguishable from (algr,kj, ¢t), which is the
tuple output by SimFrank. Thus, the output tuple (¢, ky, kj, ¢;) from Frank
and that from SimFrank are indistinguishable.

— Frank generates a NIZK proof = for relation R with witness (sks,t,r, L, L,
ruspce), while SimFrank generates 7 for R with witness (L, ¢, L, 7, 5, ruspce)-
The zero knowledge property of NIZK guarantees that anyone cannot dis-
tinguish the proof output by Frank from that output by SimFrank.

Roughly, confidentiality of sets requires the legislative agency’s public key and
the judge’s public key will not disclose any information about the set of illegal
messages (except for its size), which is trivially obtained from the confidentiality
of sets of USPCE.

1.2 Discussions

One-time token for specific MAMF signature. In this paper, our focus is
solely on illegal messages. It is worth noting that certain messages, like harass-
ment messages and phishing links, may not universally qualify as illegal messages
for all users. Consequently, these messages might not be encompassed within the
set designated by the legislative agency. Therefore, without the assistance of the
legislative agency, the moderator cannot ascertain the sender’s identity in such
scenarios. On the other hand, if the legislative agency provides tokens for the
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messages, the moderator possesses the ability to identify all senders of these mes-
sages. To address this, a solution is to empower the legislative agency to generate
a one-time token for a specific MAMF signature and a specific message, which
is not in pre-defined set, such that the moderator can carry out content moder-
ation for that specific signature and specific message. We stress that our scheme
seamlessly accommodates this requirement, leveraging the inherent flexibility of
our USPCE. Further elaboration on this aspect can be found in Appendix I.

MPC for the token generation. In our scheme, the token generation algo-
rithm is invoked by legislative agency, which implicitly means that we assume
that the agency would not augment message to illegal set arbitrarily. To mitigate
trust in the agency, there exist some general methods. Essentially, the secret key
used to generate tokens can be shared among multiple agencies using secret shar-
ing techniques, and then secure multi-party computation (MPC) can be invoked
to generate (one-time) tokens for messages deemed illegal by the majority.

Witness-only Sigma protocols. When building the Sigma protocol for the
aforementioned relation R, partially composed of sub-relations using Acq opera-
tions, we introduce a novel property termed “witness-only” for Sigma protocols,
which may have independent interests. Roughly speaking, if the prover in Sigma
protocols can generate the commitment and response solely based on the input
witness, without necessitating the use of the statement, then we characterize
these Sigma protocols as witness-only. It’s noteworthy that numerous Sigma pro-
tocols inherently possess this witness-only property. Subsequently, we illustrate
the construction of a Sigma protocol for a relation composed of sub-relations
using an Aq operation, provided that there exists a witness-only Sigma protocol
for each sub-relation. Additional details are available in Appendix G.

Predicate-based primitive. Similar to the construction of [BGJP23], our
MAMEF is constructed with polynomial-size sets of illegal messages. One might
prefer to constructing MAMF with sets of illegal messages expressed with predi-
cates, allowing the scheme to be applied to a broader range of scenarios. We leave
it as an open problem to construct a practical MAMF without using cumbersome
cryptographic tools (e.g., witness encryption or indistinguishability obfuscation).

1.3 Roadmap

Other related works are recalled in Appendix A. We recall some preliminaries
in Sec. 2. Then in Sec. 3, we present the primitive of MAMF and formalize its
security notions. Next, in Sec. 4 and in Sec. 5, we introduce primitives of USPCE
and dual HPS-KEM™, respectively. Taking USPCE and dual HPS-KEM?” as
building blocks, we provide a framework of constructing MAMF in Sec. 6.

2 Preliminaries

Throughout this paper, let A denote the security parameter. For any k € N, let
[k] :={1,2,--- ,k}. For a finite set S, we denote by |S| the number of elements
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in S, and denote by a < S the process of uniformly sampling a from S. For a
distribution X, we denote by a <— X the process of sampling a from X. For any
probabilistic polynomial-time (PPT) algorithm Alg, let RS be the randomness
space of Alg. We write Alg(x;r) for the process of Alg on input x with inner
randomness 7 € RS, and use y < Alg(x) to denote the process of running Alg
on input x with r + RS, and assigning y the result. We write negl(\) to denote
a negligible function in A and write poly(\) to denote a polynomial.

For a polynomial-time relation R C YV x X, where ) is the statement space
and X is the witness space, we say that x is a witness for y if (y,z) € R.

Due to space limitations, we have provided additional preliminaries in the
appendices. Specifically, cryptographic assumptions are reviewed in Appendix
B.1. Definitions of NIZK and Sigma protocols are revisited in Appendix B.2. The
definition of cuckoo hash is outlined in Appendix B.3. Furthermore, a summary
of set pre-constrained encryption is included in Appendix B.4.

3 Mild asymmetric message franking

In this section, we introduce a primitive known as mild asymmetric message
franking (MAMF), to establish mild content moderation for a messaging system,
and formally define its security notions.

3.1 MAMF algorithms

Formally, an MAMF scheme MAMF = (Setup, KGag, KG}, KG,, Frank, Verify, TKGen,
Judge, Forge, RForge, JForge) is a tuple of algorithms, encompassing four roles: a
sender, a receiver, a legislative agency, and a judge. The scheme is associated with
three public key spaces (for the legislative agency, the judge, and users, includ-
ing senders and receivers, respectively), three corresponding secret key spaces, a
message space M, a token space TK, and a signature space SG. Without loss of
generality, we assume that all public key inputs are in the corresponding public
key space, all secret key inputs are in the corresponding secret key space, all m
inputs are in M, all tk inputs are in 7K, and all ¢ inputs are in SG.
The detailed descriptions of the algorithms are as follows.

e pp < Setup(A): The setup algorithm takes the security parameter as input,
and outputs a global public parameter pp.

o (pkag, skag;apag) < KGag(pp,S): The key generation algorithm KGag takes
pp and a set S C M as input, and outputs a key pair (pkag, skag) for the
legislative agency and an auxiliary parameter ap, for the judge’s key gen-
eration.

o (pky, sky) < KGy(pp,pkag; appg): The key generation algorithm KG; takes
(PP, Pkag, apag) as input, and outputs a key pair (pky, skj) for the judge. We
assume that the well-formedness of the public key pk; can be verified with
the assistance of ap,, and S.
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(pk, sk) < KG,(pp): The key generation algorithm KG, takes pp as input,

and outputs a key pair (pk, sk) for users. Below we usually use (pks, sks)

(vesp., (pky,sky)) to denote the sender’s (resp., the receiver’s) public/secret

key pair.

o o < Frank(pp, sks, pkr, pkag, pky, m): The franking algorithm takes the pub-
lic parameter pp, a sender’s secret key sks, a receiver’s public key pk,, the
agency’s public key pkag, the judge’s public key pk; and a message m as
input, and outputs a signature o.

o b < Verify(pp, pks, sk, pkag, pky, m,0): The deterministic algorithm of the
verification of the receiver takes (pp, pks, skr, pkag, pky), a message m and a
signature o as input, and returns b € {0,1}, which indicates whether the
receiver accepts the signature or not.

o tk < TKGen(pp, skag, pkyj, m): The token generation algorithm, run by the
agency, takes (pp, skag, pky) and a message m as input, and outputs a token
tk.

o b < Judge(pp, pks, pkr, pkag, sky, m,o,tk): The deterministic algorithm of
verification of the judge takes (pp,pks, pkr, pkag, skj), a message m, a sig-
nature o and a token tk as input, and outputs a bit b € {0,1}. Note that,
when m € S, the token tk can be L.

e o < Forge(pp, pks, pkr, pkag, pky, m): The universal forging algorithm, on in-
put (pp, pks, pke, pkag, k) and a message m, returns a “forged” signature
.

e o < RForge(pp, pks, sk, Dkag, pky, m): The receiver compromise forging al-
gorithm takes (pp, pks, skr, pkag, pk)) and a message m as input, and returns
a “forged” signature o.

o o < JForge(pp, pks, pkr, pkag, sky, m): The judge compromise forging algo-

rithm takes (pp, pks, pkr, pkag, skj) and a message m as input, and outputs

a “forged” signature o.

Correctness. For any normal signature generated by Frank, the correctness
requires that (i) the receiver can call Verify to verify the signature successfully,
and (ii) the judge can invoke Judge to validate a report successfully once they
receive a valid report. The formal requirements are shown as follows.

Given any pp generated by Setup, any key pairs (pks, sks) and (pk, sk,) out-
put by KG,, any key pair (pkag, skag,apag) for a set S C M output by KGag
(where S is selected by some authority, e.g., the agency), and any key pair
(pky, sky) output by KGy (with (pp,pkag,apag) as input), we require that for
any message m € M and any o < Frank(pp, sks, pkr, pkag, pky, m), it holds with
overwhelming probability that:

(1) Verify(pp, pks, skr, pkag, pky,m, o) = 1;

(2) if m €S, then Judge(pp, pks, pk:, pkag, sky, m,o,tk =1) = 1;

(3) if m & S, then tk <— TKGen(pp, skag,pky, m), and Judge(pp, pks, pkr, pkag,
sky,m,o,tk) = 1.

Remark 1. For the sake of simplicity, we posit the existence of an additional key
verification algorithms WellForm, and a token verification algorithm WellFormyy.
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The algorithm WellForm,, takes the public parameter and the key pairs of the re-
ceiver (or sender) as input, producing a bit b that signifies the well-formedness of
the key pairs. The algorithm WellFormy takes the public parameter, the judge’s
public key and the token as input, producing a bit b that signifies the well-
formedness of the token.

3.2 Security notions for MAMF

We now formalize specific security notions for MAMF, including unforgeability,
accountability, deniability, unframeability, untraceability, and confidentiality of
sets.

Unforgeability. One of the paramount security requirements in secure messag-
ing applications is the prevention of malicious impersonation. In essence, MAMF
must guarantee that successful impersonation is thwarted, contingent upon the
non-compromise of the respective individual’s secret key.

Definition 1 (Unforgeability). An MAMF scheme MAMF is unforgeable, if
for any setS C M and any PPT adversary A, Advkﬁﬁ%ﬁsﬂ()\) = Pr[GKAIX(K/TE?S,A(A) =
1] < negl(\), where G&n/fﬁ,%,es’A(/\) is shown in Fig. 2.

Accountability. Adhering to the terminology established in AMF [TGL*™19],
we systematically formalize the security requirement pertaining to accountability
as receiver binding and sender binding. Concretely, MAMF is to ensure that (i)
no receivers can deceive the judge into accepting a message not genuinely sent by
the sender, and (ii) no sender can produce a signature acceptable to the receiver
while simultaneously rejected by the judge.

Now, we present the formal definitions as below.

Definition 2 (r-BIND). An MAMF scheme MAMF is receiver-binding, if for
any setS C M and any PPT adversary A, Advf\;&‘,&‘é7s7A(A) = Pr[GR},‘,ii,{}l‘%’S’A(/\) =
1] < negl(\), where G,{h‘/ii,{}l‘il:’s’A(/\) is shown in Fig. 2.

Definition 3 (s-BIND). An MAMF scheme MAMF is sender-binding, if for
any set S C M and any PPT adversary A, Advf\hl,i‘,\rh%’s’A()\) := Pr| Khziﬁ%,s,A()‘) =
1] < negl(X), where Gyt s 4(A) is shown in Fig. 2.

Deniability. To uphold deniability, MAMF needs to adhere to the secure prop-
erties of universal deniability, receiver compromise deniability, and judge com-
promise deniability.

Universal deniability indicates that any non-participating entity (i.e., lacking
access to the sender’s secret key, the receiver’s secret key, or the judge’s secret
key) can generate a signature, indistinguishable from honestly-created signatures
to other non-participating entities.

For receiver compromise deniability, the property requires that an entity
with access to the receiver’s secret key can generate a signature. This generated
signature should be indistinguishable from honestly-created signatures to other
entities with access to the corrupted secret key of the receiver.
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fe Frank
Craawrs.a (V) O (phy, m'):

pp < Setup(N), Qsig := 0 o' <« Frank(pp, Skmzl)k:’lpkl\gvpkhml)
(Pkag, skag, apag) < KGag(pp, S) Qsig = Qsig U {(pk],m")}
(pky, sky) + KGy(pp, pkag, aPag) Return o

(pks, sks) < KGu(pp), (pk:, ski) < KGu(pp) Verify 11 1 iy,
x % o (@] (pkl,m’, o’):

(m*, ") <= A" (pp, pks, pkr, skng, Pky, sk)) - .

If (pk., m*) € Qsig: Return 0 Return Verify(pp, pk;, sk, pkag, pky, m’, o)

Return Verify(pp, pks, sk, pkag, pky, m™, o™)

Glakias 4 OV): O™ (ph, m):
pp < Setup(A), Qsig := 0 o’ < Frank(pp, sks, ;l)k:,lpkAg, pky, m’)
(pkAgv SkAgvaPAg) — KGAg(PPa S) Qsig <~ Qsig U {(pkr, m )}

(pks, sky) < KGy(pp, pkag, aPag); (Pks, sks) < KGu(pp) Return o’

(pk;,m*, 0, tk*) « A° (pp, pks, skag, pks)

Judge ’ ’ ’ ’ .
If (pk), m") € Qsig: Return 0 o (pks, pky, m", o', tK'):

Return Judge(pp, pks, pk,", pkag, sky, m™, o™, tk™) Return Judge(pp, pk., pk,, pkag, sky, m’, o', tk’)
Glinurs.a(V): OV (pkf, m’, o'):
pp < Setup(X), (pkag, skag, apAg) < KGag(pp, S) Return Verify(pp, pk., sk, pkag, pky, m', o")

(pky, sky) < KGy(pp, pkag, aPag), (Pkr, ski) < KGu(pp) O (! pk! otk

(pks,m*, o, tk™) < A® (pp, pk:, skag, pky) phs, phy, m’, o7, t):

If (m* € S) A (WellFormy (pp, pky, tk*) = 0): Return 0  Return Judge(pp, pk!, pk;, pkag, sky, m’, o', tk’)
If (m* € S) A (tk* # L): Return 0

b1 < Verify(pp, pk., skr, pkag, pky, m™, ")

by < Judge(pp, pk. , pkr, pkag, sky, m™, o™, tk™)

Return b; A —bs

GRANDS™ (V) O (m'):
b« {0,1}, pp < Setup(A), (pkag, skag, appg) < KGag(pp,S) o0 < Frank(pp, sks, pkr, pkag, pky, m:)
(pky, sky) < KGJ(pp,pkAg,apAg) o1 + Forge(pp, pks, pkr, pkag, pky, m”)
(Pks, sks) < KGu(pp), (pkr, skr)  KGu(pp) Return oy

b = A (pp, sks, pki, skag, Pk))
Return (b" = b)

G g (): O™ (pky, sky, m'):

b < {0,1}, pp < Setup(A), (Pkag, skag, aPag) < KGag(pp,S) If WellForm, (pp, pk/, sk]) = 0: Return L
(pky, sky) + KGy(pp, pkag, apag); (pks, sks) < KG,(pp) o0 = Frank(pp, sks, pky, pkag, Pk, m")
b« AC (pp, ske, skag, pk)) o1 < RForge(pp, pks, sk, , pkag, pky, m')
Return (b' = b) Return o

GUERRE" OV O™ (m'):

b« {0, 1}, pp « Setup(A), (Pkag, skag, apag) < KGag(pp,S) oo « Frank(pp, SksvpknpkAgvkavm/)
(pk}J, SkJ) — KGJ(pp, pkag, apAg) g1 £ JForge(pp,pk;, pkv:pkAy sky, m )
(pks, sks) < KGy(pp), (pkr, skr) < KGu(pp) Return op

b = A (pp, sks, pki, skag, pky, sky)
Return (b' = b)

Fig. 2 Games for defining unforgeability, accountability and deniability of MAMF

As for judge compromise deniability, an entity with access to the judge’s
secret key should be capable of creating a signature. This signature should be
indistinguishable from honestly-generated signatures for other entities with ac-
cess to the judge’s secret key.

The formal definitions are presented as follows.

Definition 4 (UnivDen). An MAMF scheme MAMF is universally deniable,

if for any set S C M and any PPT adversary A, Advl,\irj\iﬁ’,,]?fgl’A()\) = | Pr[GyaMRe4(N) =
1] — 1| < negl(X), where G[,\;";\i,\v,,]?fsr‘,A()\) is shown in Fig. 2.
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Definition 5 (ReComDen). An MAMF scheme MAMF is receiver-compromise
deniable, if for any set S C M and any PPT adversary A, Advﬁ‘ic,v‘fggjl(/\) =
| Pr[GRAEER (A) = 1] — 5| < negl(X), where GRAGEESX (A) is shown in Fig. 2.

Definition 6 (JuComDen). An MAMF scheme MAMF is judge-compromise
deniable, if for any set S C M and any PPT adversary A, Adv‘,{,,“f,\%gil(/\) =
| Pr[GismP et (A) = 1] — 3| < negl()), where G‘,{A“Ac,ﬁgj?j‘()\) is shown in Fig. 2.

Unframeability. The unframeability of MAMF requires that no party, even
given a receiver’s secret key and the judge’s secret key, is able to produce a
signature acceptable to both the receiver and the judge.

The formal definition is as follows.

Definition 7 (Unframeability). An MAMF scheme MAMF is unframeable, if
for any setS C M and any PPT adversary A, Adv}\JAlj\f,\rAaFI?;A()\) = Pr[G[,\ir,}\f,\r,,a,:rf‘Se)A()\) =
1] — 1| < negl(\), where Gﬁﬁf,{,ﬁgf‘;A()\) is shown in Fig. 3.

Untraceability. Ensuring untraceability constrains the capabilities of both the
agency and the judge, thereby enhancing the assurance of sender privacy. Infor-
mally, untraceability implies an inability to discern the exact sender of a message.
This concept is formalized into two distinct notions: untraceability against judge
and untraceability against agency.

Untraceability against judge. When the message is not within the set S, untrace-
ability against judge ensures that an entity possessing the judge’s secret key can-
not identify the sender of the message, without any assistance from the agency.

Definition 8 (Untraceability against judge). An MAMF scheme MAMF
has untraceability against judge, if for any set S C M and any PPT adversary

A, there is a simulator SimFrank, such that Advl,\;,r,&t,{,,JF7s7A()\) = |Pr[GI,\5|rAt,\',|‘]F7S7A()\) =
1] — 1| < negl(\), where Gﬁﬁt,\',,‘]F,S,A()\) is shown in Fig. 3.

Untraceability against agency. We also articulated untraceability against agency.
In essence, a party with access to the agency’s secret key is unable to discern
the sender of a given message. The formal definition is articulated as follows.

Definition 9 (Untraceability against agency). An MAMF scheme MAMF
has untraceability against agency, if for any set S C M and any PPT adversary

A, there is a simulator SimFrank, such that Advl,jlitl\',,ﬁ’fzs’A()\) = |Pr[Glhill;\t|(A‘?E?’s’A(A) =
1] — 1| < negl(\), where Gﬁ%ﬁgs A(A) is shown in Fig. 3.

Confidentiality of sets. We also consider the confidentiality of sets. It means

the the public parameters and the public keys will not disclose any information
about the pre-defined set S. The formal definition is outlined as follows.

Definition 10 (Confidentiality of sets). An MAMF scheme MAMF supports
confidentiality of sets, if for any PPT adversary A = (A1, As), Adv',ij’ﬂ,f},i‘ﬁ(/\) =
| Pr[Gipaviet (A) = 1] — 3| < negl(\), where GiauEia(A) is shown in Fig. 3.

18



Guane s a (M) OFank (Y.

pp <= Setup(A), Qsig := 0, (pkag, skag, apag) < KGag(pp, S) o' <+ Frank(pp, Sks;ll’fquAythm/)
(pky, sky) « KGy(pp, pkag, apAg) Qsig Q/sig u{m’}

(pks, sks) < KGu(pp), (pkr, skr) <+ KGu(pp) Return o

(m*, ") « A (pp, pks, skr, skag, pks, sky)

If m™ € Qsig: Return 0

tk™ <~ TKGen(pp, skag, pky, m™)

by < Verify(pp, pks, skr, pkag, pky, m™, o)

bz < Judge(pp, pks, Pk, pkag, sky, m™, o™, tk™)

Return by A bo

GIMJXI{;/IE],S,A(A): O (pk!, sk!, m'):
b+ {0, 1}, pp « Setup(A), Qm =0 If WellForm, (pp, pk/, sk]) = 0: Return L
(Pkag, skag, apag) < KGag(pp, S) If m" €S : Return L

(pky, sky) + KG,(pp, pkag, abpg); (pks, sks) < KGy(pp) g m’ EQQm: I{%et,u}rn L
b« A®(pp, pks, pkag, Pky, sk m 4 Qm U {m
Return (zS/Pp:I;)S Phag, PRy, 52) o0 + Frank(pp, sks, pk;, pkag, pky, m’)
o1 < SimFrank(pp, pks, sk;, pkag, Pky, m')
(O TKGen (m')‘ Return oy

Ifm’ € Qm: Return L
tk TKGen(pp7 SkAg7pk3J> m/); Qm +— QmU {m/}

Return tk

Grminr.s,.4 (): O (phf, sky, m'):

b <+ {0, 1}, pp < Setup(A), Qcn := 0 If WelIFormu(pp,pk:,sI#) =0: Retur/n s
(Pkag; skag, apag) + KGag(pp, S) oo < Frank(pp, sk, pk/, pkag, pky, m")

(pky, sky) <+ KGy(pp, pkag, aPag); (Dks, sks) <= KGu(pp) 1 = SimFrank(pp,/pks,/sk,’,pkAg, sky, m’)
b < A°(pp, pks, skag, pky) Qen — Qen U {(pk!,m’)}
)

Return (' = b Return oy
OJUdge(pk::, 7n/7 0_/7 tk/):

If (Pk:7 m’) € Qen: Return L
Return Judge(pp, pks, pk,, pkag, sky, m’, o', tk")

G h (A):

b« {0,1}, pp < Setup(X)

(So,S1,sta) + Ai(pp) 5.t (So C M) A (S1 C M) A (ISol = [S1])
(Pkag, skag, apag) < KGag(pp, Su), (pky, sky) < KGy(pp, pkag, apag)

b" < Az (pp, pkag, Pky, 5t.A)
Return (b' = b)

Fig. 3 Games for defining unframeability, untraceability, and confidentiality of sets of
MAMF

Remark 2. Unlike AMF [TGL™19], where receiver binding and sender binding
imply unforgeability, our notion differs. The unforgeability in [TGL*19] provides
an adversary access to a judge oracle, while ours directly provides the judge’s
secret key. The unforgeability in [TGL"19] cannot prevent the receiver from ac-
cepting a signature forged by the judge (as discussed in [TGL*19, Appendix B],
where signatures output by its JForge algorithm can be accepted by the receiver).
Our unforgeability ensures that the receiver will not accept a signature forged
by anyone else, including the agency and the judge, thus preventing deception.

In [TGL'19], the adversary in the judge compromise deniability game can
access to all secret keys (including the sender’s, the receiver’s and the judge’s). It
means that the signature output by JForge can be accept by the receiver, which
is unreasonable. In our model, the adversary only has access to the sender’s and
the judge’s secret keys but not to the receiver’s secret key. More importantly,
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the definition of judge compromise deniability in [TGL'19] is contradictory to
unframeability. Our deniability model makes space for unframeability.

Our notions have some areas to be strengthened, e.g., strong unforgeability.
We believe the current definitions have grasped the key security requirements of
MAMEF. Some enhancement definitions can be considered for future work.

4 Universal set pre-constrained encryption

In this section, we introduce a new primitive, universal set pre-constrained en-
cryption (USPCE).

Definition. Let U denote a universe of elements, and M denote a message space.
The universal set pre-constrained encryption USPCE contains five algorithms
(Setup, KG, Enc, TKGen, Dec) and the details are as follows.

e (pp,ap, msk) < Setup(A,S): The setup algorithm, run by the authority, takes
as input a security parameter A\ and a set S C U of size at most n, and
outputs a public parameter pp, a auxiliary parameter ap and a master secret
key msk.

o (pk,sk) < KG(pp,ap): The key generation algorithm is run by the users. It
takes (pp,ap) as input, and outputs a public key pk and a secret key sk. We
assume that the well-formedness of pk can be verified with the assistance of
ap and S.

e ct < Enc(pp,pk,z,m): The encryption algorithm takes (pp,pk), an item
x € U and a message m € M as input, and outputs a ciphertext ct.

e tk < TKGen(pp, msk, z): The token generation algorithm takes (pp, msk, x)
as input, and outputs a token tk for x.

e m/Sm < Dec(pp, sk, ct,tk): The decryption algorithm takes (pp, sk, ct, tk)
as input, and outputs either a message m or a polynomial-size set S, C M.

Given a set S C U, for any pp and msk generated by Setup(A,S), we define
a relation as follows:

Ret = {((pk, z, ct), (m, 7)) : ct = Enc(pp, pk, z,m; r)}. (1)
We require that there is a witness-only Sigma protocol (please refer to the

definition of witness-only in Appendix G) for the relation R in Eq. (1).
It also satisfies the following properties.

Definition 11 (Correctness). An USPCE scheme USPCE is correct, if for
any A € N, any set S CU, and any m € M, it holds that

— when x € S:
(pp, ap, msk) < Setup(), S)

Pr | (pk, sk) < KG(pp, ap) : m € Sy = Dec(pp, sk, ct, L) | = 1—negl(\);
ct < Enc(pp, pk, z,m)
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Gigpce sV

b < {0,1}, (pp,ap, msk) < Setup(,S), (pk, sk) < KG(pp, ap)

(mo, m1,z*, sta) < Ai(pp, msk, pk), ct < Enc(pp, pk, ™, myp), b’ < Az (ct, sta)
Return (b' = b)

Gispceas(V): o (a):

b < {0, 1}, (pp, ap, msk) < Setup(\,S), Qx := 0, Ux := 0 If ' € Uy: Return L

(pk, sk) < KG(pp, ap), (mo, m1,z*, st4) + AL (pp, pk, sk) Qx + Qx U {z'}

If (z* ¢ U)V (z* €S)V (z* € Qx): Return L Return TKGen(pp, msk, ")

Uy + Ux U {z*}, ct + Enc(pp, pk, z*, mp), b’ + AS (ct, st.a)
Return (b = b)

Gegntset (1)

uspce, A (A):
b+ {0,1}, (So0,S1,sta) + A1(X) s.t (So CU) A (S1 CU) A (|So|l =1S1])
(pp, ap, msk) < Setup(X, Sp), (pk, sk) < KG(pp, ap), b’ + Az(pp, pk, st.a)
Return (b" = b)

Fig. 4 Games GIEc"s s(\), GERME u.s(V) and GERRCEY (V) for USPCE

— when x ¢ S:

(pp, ap, msk) < Setup(\,S)
(pk, sk) < KG(pp, ap)

ct < Enc(pp, pk,x, m)

tk «— TKGen(pp, msk, x)

Pr : m = Dec(pp, sk, ct,tk) | =1 — negl(\).

Confidentiality against authority. Here, we address the matter of confidentiality
against the authority. In a nutshell, the authority cannot obtain meaningful
information about the message from a ciphertext.

Definition 12 (Confidentiality against authority). An USPCE scheme USPCE
has confidentiality against authority, if for any set S CU and any PPT adver-
sary A= (A1, As), Advidect 4 s(\) = | PrIGESRcE 4 s(\) = 1] — 3| < negl(V),
where Gg‘g;f'caELjAs(A) is shown in Fig. 4.

Confidentiality against users. We extend our considerations to confidentiality
against users. Informally, It is required that, without the token for an item
x & S given by the authority, any user cannot obtain meaningful information
about the message from a ciphertext associated with z.

Definition 13 (Confidentiality against users). An USPCE scheme USPCE
has confidentiality against users, if for any set S CU and any PPT adversary
A= (A, Az), AdviZedt as(N) = | Pr[GBECE 4.5 () = 1]— 3| < negl()), where
GfJOSr,éf'CuE’A’S()\) is shown in Fig. /.

Confidentiality of sets. Then, we delve into the concept of confidentiality of sets.

It is required that the public parameters and a user’s public key will not disclose
any information about the pre-defined set S.

Definition 14 (Confidentiality of sets). A USPCFE scheme USPCE supports
confidentiality of sets, if for any PPT adversary A = (A1, As), Advﬁ%‘},faffA(/\) =
| PrIGapceta (V) = 1] — 3| < negl(A), where GEREEE A(N) is shown in Fig. 4.
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Setup(A, S):

(e,G,Gr,g,p) + GenGQ‘), /g is the generator of G with order p.
Choose hash functions H, H : U — G*.
(PPch> Tinit, ST) < CH(Amb).Setup()\, n) /n = poly(\) and |Tini| = n’ = poly(n) = poly(\).

//Ppcy contains k random hash functions (H; : U — [n']);cx], Tinie is the hash table, ST is the stash.
(Ts, ST) « CH§'°">.|nsert(pchH,Ti"it,ST, S, of 75 A =g s L5, Y = g°
Initialize two empty tables T\, T’ with length n’.
For each i € [n']:
If Ts[i] =L: T[] « G, T'[i] := (T[i)*
Else T[] := A(Ts[)), T'[4] == (T[d))*
Return (pp = (e,G,Gr,g,p,H,H, Y’ A, pPch),ap = T',msk = (T,S, s))

KG(pp, ap): Jn’ =T TKGen(pp, msk, z):
L5, B LY, X i=gP Y = (V)P (T,S,s) + msk
For each i € [n']:  T[i] := e(g, T'[i])™ Return tk := (H(z))®

Return (pk = (T, X,Y), sk = («, B))
Dec(pp, sk, ct, tk):

Enc(pp, pk, z,m): (@) 57)5eth), e @) < ct, (a, B) « sk
For each j € [k]: If tk € G:

i 4= Ly, Qj = e(A’,H(x))" (U, V) e

S;j := (T[H;(x)])" - m Return m := V/e(tk?, U)
If e(X,Y’) # e(g,Y): Return L Else

* " o(H r For j € [k]: m; :=S;-Q;“

T Ly, c:= (9", e(H(z),Y)" - m) Py =g
Return ct = ((Qj, Sj) ek, €) Return {ma,--- ,my}

Ree = {((pp, Pk @, (Q5, 55) e ¢ = (U, V), (Vi) erwy> 7 m)) B
Njetr) (@5 = e(A,H(@))" A S; = (T[H;(@)))" -m) A (U =g" AV =e(H(z),Y)" -m)}

Fig. 5 A concrete USPCE scheme USPCE (M C Gr.)

Construction. Let CH(Amb) = (Setup, Insert, Lookup) be an e-robust cuckoo hash-
ing scheme outlined in Appendix B.3, of which the negligibility of € is ensured.
More exactly, given the security parameter A, the setup algorithm chooses k = A
hash functions, the size of the hash table is n’ = 2-\-n, and the size of the stash
is 0. Let GenG be a group generation algorithm for bilinear maps, which takes the
security parameter as input and outputs the group description (e, G, Gr, g, p).
Then, we provide a concrete USPCE scheme USPCE as shown in Fig. 5.

We show how to prove the relation R, and the concrete relation R is
presented in Fig. 5. We can prove the well-formedness of S; and V' using the
Sigma protocols in Appendix F, while proving the well-formedness of @); and
U using Schnorr’s Sigma protocol [Sch89]. Furthermore, applying the “AND-
EQUAL,;” operations in Appendix G over these sigma protocols, we can obtain
a Sigma protocol for R;.

Remark 3. We can construct the algorithm WellFormy, mentioned in Remark 1
in this way: if e(tk, g) # e(H(z),Y”), then return 0, otherwise return 1.

We analyze the correctness of USPCE as follows.
For any S C U, any (pp, ap, msk) < Setup(\,S), any (pk, sk) < KG(pp, ap),
and any ct « Enc(pp, pk,z, m),

— when z € S, the properties of cuckoo hashing guarantee that z is inserted
in one of locations (e.g., Hi(z),...,Hx(x)) in Ts. Assuming z is located at
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H,(x) in the table, we obtain ﬁ(x) = T[H,()]. Hence,

85+ Q5 = (TIH; ()))” - e( A, ()~ = (T[H; @) - m- e(g, A() =

= (T[H;(@)])" - m - e(g, (H(2))*) =% = (T[H;(@)])" - m - e(g, (T[H; (@)])*) =7

= (T[H;(x)]) -m - e(g,T [Hj(@)])=*" = (T[H;(@)])" - m - (T[H;(@)]) ™" = m

Hence, it is affirmed that m € Sy, = {my,---,my}, where £ = X\ is a
polynomial, indicating that the set Sy, is polynomial.
when z & S, for tk <+ TKGen(pp, msk, z), we obtain

V/e(tk”,U) = e(H(x),Y)" - m/e((H(2))*", ") = e(H(x),Y)" - m/e(H(z). (3°)")"

=e(H(x),Y)" - m/e(H(x), (Y')B)T =e(H(x),Y)"-m/e(H(x),Y)" =m

Security analysis. Now, we show that the USPCE in Fig. 5 satisfies the afore-

mentioned security requirements. Formally, we have the following theorem, the
proof of which is given in Appendix C.

Theorem 1. USPCE achieves confidentiality against authority, confidentiality
against users, and confidentiality of sets.

5

Dual HPS-KEM*

In this section, we introduce a new primitive called dual HPS-based KEM sup-
porting Sigma protocols (dual HPS-KEM>). We present a dual HPS-KEM”
scheme based on the DDH assumption. Similar to [LZH"23], our scheme can
also be extended to be based on the k-linear assumption [HK07,Sha07].

Definition. A dual HPS-KEM> scheme dHPS-KEM* =

Encap,, Encap’, Encap,, Decap, dEncap,, dDecap, SamEncK, dSamEncK, CheckCwel)
is a tuple of algorithms associated with a secret key space SK, an encapsulated
key space K, and a tag space T, where Encap., Encap, and dEncap, have the
same randomness space RS. We use RS™ to denote the randomness space of
Encap;.

pp < KEMSetup(A): On input a security parameter A, it outputs a public
parameter pp.

(pk, sk) < KG(pp): On input the public parameter pp, it outputs a pair of
public/secret keys (pk, sk).

b <+ CheckKey(pp, sk, pk): On input the public parameter pp, a secret key
sk and a public key pk, it outputs a bit b. Let SKpppr 1= {sk € SK |
CheckKey(pp, sk, pk) = 1}.

¢ < Encap.(pp;7): On input the public parameter pp with inner random-
ness r € RS, it outputs a well-formed ciphertext c. Let C;Le“'f = {c =
Encap,(pp;7) | 7 € RS}.

¢ < Encap} (pp; r¥): On input the public parameter pp with inner randomness
re € RS”, it outputs a ciphertext c. Let Cy, := {Encap;(pp;7¢) | 78 € RS™}.

We require Cwe“ fc Cop-
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k < Encapy(pp, pk;r): On input the public parameter pp and a public key

pk with inner randomness r € RS, it outputs an encapsulated key k € K.

e k' + Decap(pp, sk, c): On input the public parameter pp, a secret key sk and
a ciphertext ¢, and it outputs an encapsulated key k' € K.

o Ly < dEncapy(pp, pk,t;7): On input the public parameter pp, a public key
pk, and a tag t € T with inner randomness r € RS, it outputs an encapsu-
lated key k € K.

o kl; < dDecap(pp, sk, t,c): On input the public parameter pp, a secret key sk,
a tag t € T and a ciphertext c, it outputs an encapsulated key k) € K.

e k < SamEncK(pp;r}): On input the public parameter pp with inner ran-
domness r; € RS, it outputs an encapsulated key k € K.

o kg <— dSamEncK(pp, t; 7;f): On input the public parameter pp and a tag ¢t € T
with inner randomness 7 € RS™, it outputs an encapsulated key kg € K.

o b < CheckCwel(pp, ¢, 7¥): On input the public parameter pp, a ciphertext ¢

and a random number r} € RS™, it outputs a bit b.

Correctness requirements are as follows.

(1) For any pp generated by KEMSetup(\), and any (pk, sk) output by KG(pp),
CheckKey(pp, sk, pk) = 1.

(2) For any pp generated by KEMSetup()), any (pk, sk) satisfying CheckKey(pp,
sk,pk) =1, any t € T, any randomness r € RS and ¢ = Encap,(pp;7), it
holds that Encap, (pp, sk;r) = Decap(pp, sk, ¢), and dEncap, (pp, pk,t;r) =
dDecap(pp, sk, t, c).

(3) For any pp generated by KEMSetup()), and any ¢ generated with Encap (pp; %),

CheckCwel(pp, ¢, 7¥) = 1 if and only if ¢ € C;f;)e“'f,

For any pp generated by KEMSetup()\), we define some relations as follows:

Rs = {(pk, sk) : CheckKey(pp, sk,pk) = 1}, Rc = {(c, () : ¢ = Encap;(pp; )}
Rex = {((c, k,pk),7) : (¢ = Encap.(pp; 7)) A (k = Encapy (pp, pk; 7))}
R = {((c, ks, pk), (t,7)) : (c = Encap,(pp; 7)) A (ka = dEncapy (pp, pk, ;7)) } 2)
Ric = {(k,7) : k = SamEncK(pp; ric) }
R = {(ka, (t,7)) : kg = dSamEncK (pp, t; 7)}
We require that for each relation in Eq. (2), there is a Sigma protocol. Note
that for Rﬁ,k and ’Rﬂ*, we further require a witness-only Sigma protocol (please

refer to the definition of witness-only in Appendix G).
We also require that dHPS-KEM* should satisfy the following properties.

Definition 15 (Universality). dHPS—KEMZ is universal, if for any computa-
tionally unbounded adversary A, Advyips kem= 4(A) = Pr[Gyips kem= 4(A) =
1] < negl(\), where gﬁigs_KEszA()\) is defined in Fig. 6.

Definition 16 (Extended universality). dHPS-KEM* is extended univer-
sal, if for any computationally unbounded adversary A, Advgipskem= 4(A) =
Pr| ﬁﬁﬁsﬁi}zemz,A(A) = 1] < negl()), where gﬁﬁsn_ileMz’A()\) is defined in Fig. 6.
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G o) Gl 4O
pp < KEMSetup()), (pk, sk) < KG(pp) pp <+ KEMSetup()), (pk, sk) < KG(pp)
(¢, k,r7) + A(pp, pk) (¢, k,r7,t) < Alpp, pk)

s.t. ((e, ) € R2)A(CheckCwel(pp, c, ) = 0) s.t. ((¢, ) € R%) A (CheckCwel(pp, ¢, ) = 0)
If k = Decap(pp, sk, c): Return 1 If k = dDecap(pp, sk, t, c): Return 1
Else Return 0 Else Return 0
C-unexpl . K-unexpl X
dHPS—KEMZ,A( ): dHPS—KEME,A(A)A
pp + KEMSetup()), pp < KEMSetup(), (pk, sk) < KG(pp)
(e, ry) < A(pp) s.t. (c,r7) € R (e,rl sk, 7)) < Alpp, pk, sk)

If CheckCwel(pp,c, 7)) = 1: Return 1 s.t. ((e,rl) € RY) AN ((k,r¢) € Ry)
Else Return 0 If Decap(pp, sk, c) = k: Return 1
Else Return 0
ex-I-unexpl (.
dHPS-KEM> | A sk-2pr ():
pp < KEMSetup(}), (pk, sk) < KG(pp) _dHPS-KEM>, A 177
(c,r, kgy £ ) < Alpp, pk, sk) pp — KEMSetup()), (pk, sk) < KG(pp)
st ((e77) € R A ((ka, (1,77)) €RET) 5K/ < Alpp, ph, k)
If dDecap(pp, sk, t,c) = kq: Return 1 If (sk’ # sk) A (CheckKey(pp, sk’, pk) = 1):
Else Return 0 Return 1
ind Return 0
Giips.kems 4 (V)
b < {0, 1}, pp <= KEMSetup()), co < Encap(pp), c1 < Encap} (pp), b < A(pp, cp)
Return (b = b)

Fig. 6 Games for dHPS-KEM*

Definition 17 (Ciphertext unexplainability). dHPS-KEM® is ciphertext-

unexplainable, if for any PPT adversary A, Advgk"l;‘;ﬁlMEy A = PF[GSQ;?EEIME, AN =

1] < negl(\), where GSJ;;?;\AZ 4(A) is defined in Fig. 6.
Definition 18 (Key unexplainability). dHPS-KEM¥ is key-unexplainable, if

K-unexpl K-unexpl
for any PPT adversary A, AdVdHPS-KEME,A(A> = Pr[GdHPS-KEME,A()‘) =1] <

negl(\), where Gﬁgg‘_e;EIME’A(A) is defined in Fig. 6.

Definition 19 (Extended key unexplainability). dHPS-KEM® is extended
key-unexplainable, if for any PPT adversary A, AdveSimnexel (\y .= pr[gesioumespl () =

dHPS-KEM=, A dHPS-KEM=, A

1] < negl(\), where Gj’;’é’_ﬁ;&g%(}\) is defined in Fig. 6.

Definition 20 (Indistinguishability). dHPS-KEM* is indistinguishable, if

for any PPT adversary A, Advgll_ldps_KEszA(/\) = |Pr[GiianPS-KEME A =1] -

1] < negl()), where GL’,‘_ldPS_KEME A(A) is defined in Fig. 6.

Definition 21 (SK-2PR). dHPS-KEM* is SK-second-preimage resistant, if

for any PPT adversary A, Advzl;ﬁg_rKEME A()\) = Pr[GZﬁég_rKEME A(/\) =1 <
negl(\), where GZﬁsngEME,A(/\) is defined in Fig. 6.

Definition 22 (Smoothness). dHPS-KEM® is smooth, if for any fized pp
generated by KEMSetup and any fived pk generated by KG, A((c, k), (¢, k")) <
negl(\), where ¢ < Encapg(pp), k < K, sk < SKpppi and k' = Decap(pp, sk, c).
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KEMSetup(A): Encap] (pp): Decap(pp, sk = (z1,z2),c = (u1,u2)):

pp = (G, p, 91, 92) «— G(N) r: = (r r') - (Z;)2 Return k' := uflugz
Return pp R — _ —

eturn c := (u1 = g7, uz = g7 ) dEncap, (pp, pk = h,t € G):
KG(pp): e Ly

. o @ Encapy (pp, pk = h):
(@1, 02)  (Z2)%, him gT1gl2  —DCPRPRZ A
Return (pk = h, sk = (z1,x2))

e Z; Return kg := h" - t

Return k= h dDecap(pp, sk = (z1,@32), t, ¢ = (u1, u2)):

CheckKey(pp, sk = (z1,z2), pk = h):
If (971952 = h): Return 1
Else Return 0

SamEncK(pp): Return k} == ujlug? - t

* L ’ *\2
= () < (Zp) CheckCwel(pp, ¢ = (u1,u2),rs = (r,7')):

T "‘/

Return k := g1g; If (97 = u1) A (95 = u2): Return 1
Encap, (pp): Return 0
T L dSamEncK(pp, t € G):
Return ¢ := (u1 = g7, u2 = g3) re = (r,r') « (Z;)2

Return kq := g{’g;/ -t
Rs = {(pk, (z1,22)) : Pk = g7 957} Rex = {(((u1,u2), k, pk),7) s u1 = g Auz = g5 ANk =pk"}

* ks 7‘l * -

Ry = {(k, (r,7") 1 k=gig5 } RE = {((u1,u2), (r,r")) tur = g7 Auz = g7 }

R = {(ka, (t, (1, 7)) : ka = gTgh -t} Rex = {(((u1,u2), kg, pk), (t,7)) : ur = g] Auz = g5 A kg = pk" - t}

Fig. 7 Algorithm descriptions of a concrete dHPS-KEM® . There are Sigma protocols for
relations Rs, Re x, Re, Rik, Ri and RE*: Okamoto’s Sigma protocol [Oka95] for Rs and
Ry, the Chaum-Pedersen protocol [CP92] for Rcx, Schnorr’s Sigma protocol [Sch89]
for R}, the Chaum-Pedersen protocol [CP92] and the Sigma protocol in Appendix F for
Rg,k (requiring “AND-EQUAL,” operations proposed in Appendix G), and Okamoto’s
Sigma protocol [Oka95] and the Sigma protocol in Appendix F for R{* (the obtained
Sigma protocol is witness-only as discussed in Appendix G).

Definition 23 (Extended smoothness). dHPS-KEM* is extended smooth,
if for any fized pp generated by KEMSetup and any fized pk generated by KG,
A((e, k,t), (¢, k', 1)) < negl(N\), where ¢ « Encap;(pp), k < K, t « T, sk +
SKpppk and k' = dDecap(pp, sk, t,c).

Definition 24 (Special extended smoothness). dHPS-KEM? is special ex-
tended smooth, if for any fized pp generated by KEMSetup and any fized (pk, sk)
generated by KG, A((c, k), (c, k")) < negl(\), where ¢ < Encapy(pp), k + K,
t < T and k' = dDecap(pp, sk, t,c).

Definition 25 (Uniformity of sampled keys). dHPS-KEM* has uniformity
of sampled keys, if for any pp generated by KEMSetup and any t € T, it holds
that A(k, k') = 0 and A(k,k"”) = 0, where k <+ K, k' + SamEncK(pp) and
k" < dSamEncK(pp, t).

Construction. Here, we present a concrete construction of dual HPS-KEM”,
which satisfies all the aforementioned security properties. Let G be a group gen-
eration algorithm, taking A as input and outputting (G, p, g1, g2), where G is a
prime-order group, p is the order of G, and g1, g2 are two random generators of
G. Our construction dHPS-KEM* is shown in Fig. 7.

It is clear that the construction in Fig. 7 satisfies correctness. The relations
Rs, Rex, RE, ngk, Ry and Rﬂ* are presented in Fig. 7.
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Remark 4. The algorithm WellForm, mentioned in Remark 1 can be built in this
way: given sk = (r1,x2), if pk # ¢7'¢52, then return 0, otherwise return 1.

For security properties, we present the following theorem, the proof of which
is given in Appendix D.

Theorem 2. The above scheme dHPS-KEM* achieves universality, extended
universality, smoothness, extended smoothness, special extended smoothness, and
uniformity of sampled keys. Furthermore,
— dHPS-KEM™ is ciphertext-unexplainable, key-unexplainable and extended key-
unexplainable under the DL assumption.
— dHPS-KEM?® is indistinguishable under the DDH assumption.
— dHPS-KEM® s SK-second-preimage resistant under the DL assumption.

6 General construction of MAMF

In this section, we present a framework for constructing MAMF using USPCE
and dual HPS-KEM™.

Let dHPS-KEM* = (KEMSetup, KG, CheckKey, Encap,, Encap;, Encap,, Decap,
dEncap,, dDecap, SamEncK, dSamEncK, CheckCwel) be a dual HPS-KEM?* scheme,
where RS denotes the randomness space of Encap., Encap, and dEncap,, RS*
denotes the randomness space of Encap;, SamEncK and dSamEncK, 7 denotes
the tag space, and I denotes the encapsulated key space.

Let USPCE = (Setup, KG, Enc, TKGen, Dec) be a USPEC scheme with a uni-
verse of elements U, a token space 7K and a message space M.

Our generic MAMF scheme MAMF = (Setup, KGag, KGj, KG,, Frank, Verify, TKGen,
Judge, Forge, RForge, JForge) is presented in Fig. 8. It’s worth noting that the
message space of MAMF M = USPCE.Y and USPCE.M = dHPS-KEM*.T.

We mainly introduce the algorithm Frank. It calls Encap,, Encap,, and dEncap,
of dHPS-KEM* to generate a well-formed ciphertext and encapsulated keys, re-
spectively. Subsequently, it invokes Enc of USPCE to encrypt the tag used for the
generation of the encapsulated key of the judge. Afterward, it utilizes a NIZK
proof algorithm NIZK™ .Prove to create a NIZK proof. The relation R is defined
as follows (which is also introduced in Fig. 1):

R = {((pp’pk57pkAg7ka7 ¢, kl’, kJ7 Ctym)7 (Sk57t7 T, 7":,7”:7 7"USPCE)) :

((pk57 Sks) € Rs A ( ((C7 kaka)v( t ,T’)) S Rg,k Neq ((pkUSPCE7m7Ct)7( t 77”USPCE)) € Rat ))
((e,r) e A (k) € Rie A ((Pkuspce, m, i), (t, ruspce)) € Ret)

((

V((e,r7c) € R
&) 7":) € R: A ((kh( t 7“?)) € Ri* Neq ((pkUSPCE7m7 Ct)7( t 7TUSPCE)) € Ret ))}a

\

For the NIZK proof system NIZK® = (Prove, Verify) utilized in Fig. 8, we con-
struct it as follows. It’s noteworthy that for every sub-relation (i.e., R, Rik,

RE Ry, Rﬂ* and R ), the dual HPS-KEM* scheme and USPCE ensure the ex-
istence of a Sigma protocol. Utilizing the technique of trivially combining Sigma
protocols for “AND/OR” operations [BS20, Sec. 19.7] and the “AND-EQUAL;”
operations (introduced in Appendix G), a new Sigma protocol for the relation
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Setup(\): Return pp := ppygm — dHPS-KEM®.KEMSetup(\)
KGag(pp, S): Return (pkag, aPag: skag) := (PPyspces aPuspces Mskuspce) < USPCE.Setup(A, S)

KGj(pp, Pkag; aPag):

(pkj, skj) < dHPS'KEMZ-K/G(PPKEM)’ (pkuspce, SlkUSPCE) < USPCE.KG(ppyspce: aPyspce)
Return (pk; = (pkuspce, pk)), sky = (skuspce, sk}))

KG,(pp): Return (pk, sk) < dHPS-KEM® .KG(ppyxem)

Frank(pp, sks, pkr, pkag, pky, m):
(pkuspce, pk)) < pky, r < dHPS-KEM®.RS, ¢ < dHPS-KEM* .Encap, (ppxem; ), kr < dHPS-KEM* .Encapy (ppkem s Pkr; )
t dHPS—KEME.T, ky dHPS—KEMZ.dEncapk(ppKEM,pkj,t; r), ruspce < USPCE.RS, ¢¢ < USPCE.Enc(pkuspce, m, t; ruspce)

@ (sks,t,7, L, L, Tuspce), y < (PP, pks, Pkag, Pk, ¢, ke, ki, ce, m), m <+ NIZK™ Prove(pk,, y, =)
Return o < (m, ¢, ke, ky, ct)

Verify (pp, pks, skr, pkag, pky, m, o): Judge(pp, pks, pkr, pkag, skj, m, o, tk):
(e ke ky,cp) < o (skuspce, sk)) < sky, (7, ¢, ke, ky, ct) < o, y < (pp, Pks, Pkag, Pky, ¢, kv, ky, ct, m)
y < (pp, Pks, pkag, PkJ, ¢, kr, ky, ¢, m) If NIZKR Verify(pky, 7,y) = 0: Return 0
If NIZKR Verify(pk,, 7,y) = 0: If tk # L:
Return 0 t’ + USPCE.Dec(ppyspce Skuspce, Ct, tk)
If dHPS-KEM® .Decap(ppxems sk, ¢) = ki: If dHPS-KEM® .dDecap(ppxem, sk}, t', ¢) = kj: Return 1
Return 1 Return 0
Return 0 If tk = L:
TKGen(pp, skag, pky, m): g;ri’ UGSE'S:E.DeC(ppUSPCE’ shuseee, ¢ L)
tk <— USPCE.TKGen(ppyspce; mskuspce, m) If dHPS—KEME.dDecap(ppKEM, ski,t’,¢) = ky: Return 1
Return tk Return 0

Forge(pp, pks, pkr, pkag, pky, m):

(pkusece, PE})  pky, 77+ dHPS-KEM®.RS*, ¢ < dHPS-KEM® .Encap; (ppxewm; 7o), 7 < dHPS-KEM® . RS*
k, + dHPS-KEM® .SamEncK (pp; 7y7), t <+ dHPS-KEM®.T, k; + dHPS-KEM®.KC

TUSPCE < USPCE.RS, Ct < USPCE.EHC([)ICUSPCE, m,t; T'USPCE)

x < (L, ¢, L,rZ,ri, ruspce), y < (PP, pks, Pkag, Pky, ¢, kr, ky, e, m), ™ NIZK™R .Prove(pk:, y, x)

Return o < (7, ¢, ke, ky, ct)

RForge(pp, pks, skr, pkag, pky, m):

(pkuspce, PE)) « pky, 77+ dHPS-KEM®.RS*, ¢ < dHPS-KEM= .Encap; (ppxewm; 72 ), kr < dHPS-KEM® .Decap(ppyem, sk, )
t <+ dHPS-KEM®.T, r} < dHPS-KEM*.RS*, kj < dHPS-KEM>.dSamEncK (pp, t; r;")

TUSPCE < USPCE.RS, Ct USPCE.EnC(pkUSPCE, m, t; TUSPCE)

x <« (L,t, L, vl i, ruspce), ¥ < (PP, Pks, Pkag, Pky, ¢, ke, ky, co,m), T — NIZKR.Prove(pk,, Y, T)

Return o < (m,c, ke, ky, ct)

JForge(pp, pks, ke, Dkag, sky, m):

(pkuspce, pk)) < pky, (skuspce, sk}) < skj, 77 < dHPS-KEM*®.RS*, ¢ < dHPS-KEM*.Encap; (ppxem; 7)

7y + dHPS-KEM®.RS*, k, <+ dHPS-KEM®.SamEncK (pp; ), t + dHPS-KEM*.T, k; + dHPS-KEM*.dDecap(ppxem, sk}, t, )
ruspce < USPCE.RS, ¢t + USPCE.EnC(pk}USPCE, m,t; TUSPCE)

x < (L,t, L, r2,r?, ruspce), y < (PP, pks, Pkag, Pky, ¢, kr, ky, ¢, m), ™ NIZKR.Prove(pkr7 Y, T)

Return o < (m,c, ke, ky, ct)

Fig. 8 Algorithms of MAMF

R is obtained (implied by [BS20, Sec. 19.7] and Theorem 6 in Appendix G).
Subsequently, employing the Fiat-Shamir transform, we derive a NIZK proof
system NIZK® = (Prove, Verify) for R in the random oracle model.

Correctness analysis. For any signature o < Frank(pp, sks, pkr, pkag, pky, m),
We parse o = (777 c, kh kJ7 Ct)a and let Yy = (pp,pkypkAg,ka, C, kh kJ? Ct, m)
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We first analyze the output of Verify as follows: (i) the correctness of NIZK®
guarantees that NIZK” Verify(k,,,y) = 1; (ii) the correctness of dHPS-KEM*
guarantees that Decap(pp, sky,c) = k.. So, Verify will return 1.

Next, we analyze the output of Judge as follows: (i) the correctness of NIZK™
guarantees that NIZK™ Verify(k,, 7, y) = 1; (ii) the correctness of USPCE guaran-
tees that t = USPCE.Dec(ppyspce, Skuspce, ¢t, tk), where ¢; <— USPCE.Enc(pkuspce,
m, t; ryspce); (iil) the correctness of dHPS-KEM® guarantees that Decap(pp, sk, t,
¢) = ky. Therefore, Judge will also return 1.

In fact, the second point (ii) of the correctness of Judge should be divided into
two cases as the definition of correctness in Sec. 3. It can be trivially guaranteed
by the correctness of USPCE, so we omit the details here.

Security analysis. We have the following theorem, the proof of which is placed
in Appendix E due to space limitations.

Theorem 3. If the USPCE scheme USPCE satisfies the properties defined in
Sec. 4, the dual HPS-KEM® scheme dHPS-KEM® satisfies the properties defined
in Sec. 5, and NIZK® = (Prove, Verify) is a Fiat-Shamir NIZK proof system for
R, then our scheme MAMF achieves the properties defined in Sec. 3.2.

Concrete construction and improvements. Plugging the concrete USPCE
in Sec. 4 and the concrete dual HPS-KEM? in Sec. 5 into our framework, we
obtain a concrete MAMF scheme. Notably, our concrete USPCE is based on the
DBDH assumption, featuring a bilinear map e : G X G — G, and our concrete
dual HPS-KEM?” is based on the DDH assumption. To integrate them into our
framework, we require that the concrete dual HPS-KEM?® is built over Gr.

In Appendix H, we present some improvements on the concrete MAMF. Be-
cause of the algebraic structure of our USPCE and dual HPS-KEM?® there exist
Sigma protocols proving the well-formedness of the USPCE ciphertext and of
the encapsulated key for the judge simultaneously. Therefore, we let the frank-
ing algorithm directly call the encryption algorithm of USPCE to encrypt the
encapsulated key for the judge, instead of the tag ¢, and then change the rela-
tion R accordingly. Furthermore, by proving the same statements in different
sub-relations simultaneously, we propose an enhancement to the Sigma protocol
for the relation R. As a result, it reduces about 2/3 of the space overhead for
the response of the Sigma protocol, which implies a smaller signature size. More
exact comparison can be found in Table 1 in Appendix H.

In our MAMF scheme, if the legislative agency has provided tokens for some
messages, then the judge possesses the ability to identify all senders of these
messages. However, it may not be suitable for all scenarios, as discussed in In-
troduction. We propose a solution in Appendix I, empowering the legislative
agency to generate a one-time token for a specific MAMF signature and a spe-
cific message, such that the judge can carry out content moderation for that
specific signature and specific message.
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Appendix

A Other related works

Here, we revisit some other related works.

32



Message franking. The concept of message franking was initially introduced by
Facebook [Facl6a,Facl6b]. They are two kinds of message franking. One is sym-
metric message franking (SMF) [GLR17,DGRW18,LV18,CT18], using symmetric-
key encryption. As a result, the moderator is the platform. Another one is
asymmetric message franking (AMF) [TGL'19], which is firstly formalized in
[TGL™19] for the E2E scenarios. Then Lai et al. proposed a definition and con-
struction of asymmetric group message franking (AGMF) [LZH"23] based on
HPS-KEM*. However, these schemes predominantly emphasize source tracing
and do not explicitly consider abuse resistance and retrospective content mod-
eration.

Traceback Systems. There are some works [TMR19,PEB21,IAV22], extending
the reach of message franking, focusing on “traceback” mechanisms. For exam-
ple, the work [TMR19] allows to reveal a chain of forwarded messages (path
traceback) or the entire forwarding tree (tree traceback).

Set pre-constrained encryption. In [AJIM22], Ananth et al. introduce the con-
cept of pre-constrained encryption (PCE), where the owner of the master se-
cret key does not possess “full” decryption power. Instead, its decryption ca-
pabilities are constrained in a pre-specified manner during the system setup.
In [BGJP23], Bartusek et al. aim to constrain the decryption power with re-
spect to a set, thereby defining and constructing set pre-constrained encryption
(SPCE) schemes. Their construction builds upon the recent Apple PSI protocol
[BBMT21]. However, as discussed earlier, their SPCE definition cannot meet the
requirements of our MAMF.

Key escrow and accountable access. Since the 1990s, various papers [K1.95,YY98,DB96],
have explored different forms of key escrow mechanisms in diverse domains.
However, such schemes are vulnerable to potential abuse and mass surveil-
lance. In 2018, [Sav18] addressed lawful device access while safeguarding against
mass surveillance through physical means. Yet, extending these countermeasures
to messaging or telephony software presents notable challenges. Over the last
decade, academic attention also focuses on accountability or auditable logs for
surveillance actions [LRC14,BBS*15,KFB14,KZW 18, GP17,FPST18, WV18,SSW19,PVMB19,FKMQ " 23]
For example, Frankle et al. [FPS*18] employed ledgers for accountability in
search procedures, though the method cannot be applied to E2E setting. There
are also some unconventional proposals [WV18,Scal9]. Wright and Varia [WV18]
proposed a construction utilizing cryptographic puzzles for limited access, but
with a high monetary cost.

B Preliminaries: Cryptographic assumptions, NIZK,
Sigma protocols, cuckoo hashing and SPCE

B.1 Cryptographic assumptions

Let G be a cyclic group of prime order p and g be the generator of G. Let
(G1,Gr) be a bilinear groups of prime order p with an efficiently computable
pairing e : G; X Gy — Grp, and let h be a generator of G;. Let GenG; be a
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group generation algorithm for common cyclic groups, which takes the security
parameter as input and outputs the group description (G, g, p). Let GenGy be a
group generation algorithm for bilinear maps, which takes the security parameter
as input and outputs the group description (e, G1,Gr, g, D).

Definition 26. (The DL assumption). We say that the discrete logarithm
(DL) assumption holds for G, if for any PPT adversary A, Adv%{A(}\) =

Pr[GﬁiGl,A(/\) = 1] is negligible, where G%17A()\) is shown in Fig. 9.
Definition 27. (The DDH assumption). We say that the decisional Diffie-

Hellman (DDH) assumption holds for G, if for any PPT adversary D, Adv%‘%()\) :

|Pr[G€f%()\) = 1] — 1| is negligible, where G%‘%()\) is in Fig. 9.

Definition 28. (The DBDH assumption). We say that the decisional Bi-
linear Diffie-Hellman (DBDH) assumption holds for (Gi1,Gr), if for any PPT
adversary D, Adv%?%T (D) := |Pr[G%kl’f1¢£'T’D()\) = 1] — 1| is negligible, where
GG, p(\) is in Fig. 9.

Gt 0 GO G ()
(G, g,p) < GenGy(N) (G, g,p) < GenGy(N) (e,G,Gr, g, p) < GenGz(X)
z 7L, c+ {0,1} d«+ {0,1}
z' +— A(G,p,g,9%) (a,b) + (2)? (a,b,¢) « (Z3)°
Return (z = z’) Ifc=1: Z =g If d =1: 7 = e(h, h)*
Else: Z «+— G Else: r <+ Gr
¢ < D(G,p,g,9% 9", %) d’ + D(e,G1,Gr,p, h, h*, k%, h°, )
Return (¢ = ¢’) Return (d = d’)

Fig. 9 Games for the DL, DDH and DBDH assumptions

B.2 NIZK and Sigma protocols

Now we recall the definitions of non-interactive zero knowledge (NIZK) proof
system in the random oracle model, Sigma protocol, and the Fiat-Shamir heuris-
tic [FS86] as follows. For convenience, the recalled NIZK is a variant integrating
the notion of signature of knowledge in [CS97,CL06,TGL%19] and the notion of
NIZK in [BS20].

NIZK proof system. Let M be a message space. For a witness space X and
a statement space ), let R C Y x X be a relation. A NIZK proof scheme
NIZK™ = (Prove, Verify) for witness-statement relation R C ) x X is a pair of
PPT algorithms associated with a message space M and a proof space II.

o T NIZKR.Prove(m, y, x): The prove algorithm takes (m,y, ©) € MxYxX
as input, and outputs a proof m € II.

o b« NIZK” Verify(m,,y): The verification algorithm takes (m,,y) € M x
IT x Y as input, and outputs a bit b € {0, 1}.
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It is required to satisfies completeness, existential soundness, and zero-knowledge
in the random oracle model. The formal definitions are recalled as follows.

- Completeness. For allm € M and all (y,z) € R, we always have NIZKR.Verify
(m, NIZKR.Prove(m, y,x),y) = L.

- Existential soundness. For any PPT adversary A, Advs,\,cilzlﬁii 4(A) is negli-
gible, where Adsz(]Eﬁ‘?A()\) is the probability that A outputs (m,y) € M xY
and 7 € II, such that NIZK™ Verify(m,7,y) = 1 and («/,y) ¢ R for all
e X.

- Zero-knowledge. There is a PPT simulator S = (Sprove; Sro), such that for
any PPT adversary A, the advantage

Adviizk 4(N) = |Pr[GRizk 4(\) = 1] = Pr{GRigk a.s(A) = 1]

is negligible, where Gr,\ﬁale’A and G}\,dfez%AS are both in Fig. 10. Suppose that
NIZK™ makes use of a hash function Hash, and the hash function Hash with
output length len in Fig. 10 is modeled as a random oracle (a local array H
is employed).

Gf\ﬁ%lK,A(A): G;\IC{I%%,A7S()‘):

b+ A°(N) b+ A°(N)

Return b Return b

OProve(m’ v, ZC)Z (QProve(Tn7 n [E)Z

If (y,z) ¢ R: Return L If (y,x) ¢ R: Return L

7 < Prove(m, y, x) (st,m) < Sprove(st, m,y)

Return 7 Return 7

O (str): O™ (str):

If Hstr] = L: (st,r) < Sro(st, str)
r+ {0,1}*"; H[str]:=r | Returnr

Return H[str]

Fig. 10 Games for defining zero knowledge of NIZK®

Sigma protocol. A Sigma protocol for R C Y x X consists of two efficient
interactive protocol algorithms (P,V), where P = (P;, P») is the prover and
V = (1, V,) is the verifier, associated with a challenge space CL. Specifically,
for any (y,x) € R, the input of the prover (resp., verifier) is (y,x) (resp., y).
The prover first computes (cm, aux) < P;(y,z) and sends the commitment cm
to the verifier. The verifier (i.e., V1) returns a challenge cl <~ CL. Then the
prover replies with z < Py(cm,cl,y, z,aux). Receiving z, the verifier (i.e., V)
outputs b € {0,1}. The tuple (cm,cl,z) is called a conversation. We require that
V' does not make any random choices other than the selection of cl. For any
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fixed (cm,cl,z), if the final output of V(y) is 1, (cm,cl,z) is called an accepting
conversation for y. Correctness requires for all (y,z) € R, when P(y,z) and
V(y) interact with each other, the final output of V(y) is always 1.

The corresponding security notions are as follows.

Definition 29. (Knowledge soundness). We say that a Sigma protocol (P, V')
for R C Y x X provides knowledge soundness, if there is an efficient determin-
istic algorithm Ext such that on input y € YV and two accepting conversations
(ecm,cl,z), (cm,cl’,Z') where cl # cl’, Ext always outputs an © € X satisfying
(y,z) € R.

Definition 30. (Special HVZK). We say that a Sigma protocol (P,V) for
R C Y x X with challenge space CL 1is special honest verifier zero knowledge
(special HVZK), if there is a PPT simulator S which takes (y,cl) € Y x CL as
put and satisfies the following properties:

(i) for all (y,cl) € Y x CL, S always outputs a pair (cm,z) such that (cm,cl, z)
is an accepting conversation for y;

(i) for all (y,x) € R, the tuple (cm,cl,z), generated via cl <~ CL and (cm,z)
S(y,cl), has the same distribution as that of a transcript of a conversation
between P(y,x) and V (y).

The Fiat-Shamir heuristic. Let M be a message space, and (P, V) = ((P1, P2),
(V1, V2)) be a Sigma protocol for a relation R C Y x X, where its conversations
(cm, cl,z) belong to some space CM x CL xZ. Let Hash : M x CM — CL
be a hash function. The Fiat-Shamir non-interactive proof system NIZKgpg =
(Provers, Verifypg), with proof space II = CM x Z, is as follows:

e Proveps(m,y,x): On input (m,y,z) € M x Y x X, this algorithm firstly
generates (cm,aux) < P;(y,x) and cl = Hash(m,cm, y), and then computes
z < Py(cm, cl,y, z, aux). Finally, it outputs = = (cm, z).

e Verifypg(m, (cm,z),y): On input (m, (cm,z),y) € M x(CM x Z) x Y, this
algorithm firstly computes cl = Hash(m, cm, y), and then runs Va2 (y) to check
whether (cm,cl,z) is a valid conversation for y. If so, Verifypg returns 1;
otherwise, it returns O.

According to [FS86,BS20], NIZKgs is an NIZK proof system if Hash is mod-
eled as a random oracle. To be noted, in order to reduce the size of 7, we replace
cm with ¢l (i.e., we have m = (z,cl)), following [BS20].

B.3 A definition of cuckoo hashing [FKP23|

Cuckoo hashing (CH) [PRO04] is a technique to store a set of m elements from
a large universe X' into a linear-size data structure that allows efficient mem-
ory accesses. Here, we define the notion of cuckoo hashing schemes, following
[FKP23], which is also a variant of the one recently offered by Yeo [Ye023|. The
difference is that we use deterministic insert algorithm Insert instead.
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In a nutshell, a cuckoo hashing scheme inserts n elements x1,...,z, € X in
a vector T (with size n’ = poly(n)) so that each element x; can be found exactly
once in T, or in a stash set S. The efficient memory access comes from the fact
that for a given x one can efficiently compute the k indices i1, ..., such that
x € {Ti1],...,T[ir]} US. The idea of cuckoo hashing constructions is to sample
k random hash functions Hy,...,Hy : X — [n/] and use them to allocate z in
one of the k indices Hy(x),..., Hi(x) (if the k positions are not available, then
allocate = in the stash S). Each construction uses a specific algorithm to search
the index allocated to z, requiring to move existing elements whenever a position
is going to be allocated to another element. The most efficient algorithms are
local search allocation [Khol3] and random walks [Wal22,Yeo023].

A cuckoo hashing scheme is defined as follows.

Definition 31. (Cuckoo hashing schemes). A cuckoo hashing scheme CH =
(Setup, Insert, Lookup) for a value space X consists of the following algorithms:

— Setup(A,n) — (pp,T,S5): It is a probabilistic algorithm that on input the
security parameter X and a bound n on the number of insertions, outputs a
public parameter pp (indicating k > 2 hash functions), an empty vector T
with n' entries (with n' a multiple of k), along with an empty stash set S,
(denoting s > 0 its size, at this point, s = 0);

— Insert(pp, T, S, X = (z1,...,2m)) = (T7,5"): It is a deterministic algorithm
that on input vector T where each non-empty component contains an element
in X € pp, inserts each x1, ..., T, € X in the vector exactly once and returns
the updated vector with moved elements, T', S’.

— Lookup(pp,x) — (i1,...,ik): It is a deterministic algorithm that on input
public parameter pp and x € X, returns (i1,...,ix), the candidate indices
where x could be stored.

Following the definition in [FKP23], here we also define the correctness of a
cuckoo hashing scheme in a combined way. More exactly, we define the correct-
ness of cuckoo hashing by looking at the probability that

— either the insertion algorithm Insert fails (i.e., the construction error proba-
bility in [Yeo23]),

— or if it does not fail, an inserted element is not stored in the appropriate
indices returned by Lookup (i.e., the query error probability in [Yeo23]).

Definition 32. (Correctness). A cuckoo hashing scheme CH is e-correct if for
any n, any set of m < n items x1,...,T,m € X such that x; # x; for alli # j
and any | € [m]:

(pp, T, S) < Setup(A,n) T =1
Pr | (T7,5") « Insert(pp, T, S, X = (1,...,Zm)) : V(T # L A
(1, .-, ix) = Lookup(pp, ;) z T [ia], ..., T'[in]} U S")

Robust cuckoo hashing. We also consider robust cuckoo hashing, which was in-
troduced by Yeo [Yeo23]. In a nutshell, a PPT adversary is given the public
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parameter pp (i.e., given the sampled hash functions) and aims to produce a set
X that will fail to allocate. This models the scenario where an adversary has
explicit access to the hash functions before choosing the set of elements.

Definition 33. (Robustness). A cuckoo hashing scheme CH is e-robust if for
any n, any PPT adversary A:

(pp, T, S) « Setup(A,n)
(X =(z1,...,2m),1) « Alpp) T =1

Pr st.Vi#£je[m]:o, #x; V(T # L A <e
(T",5") < Insert(pp, T, S, X) o E{T" 1], ..., T'[ix]} U S)
(i1,...,1) < Lookup(pp, z;)

Efficiency parameters of cuckoo hashing. For our applications, the following pa-
rameters will dictate the efficiency of a cuckoo hashing scheme:

— k, the number of possible indices (and of hash functions);

— n/, the size of the table T s, the size of the stash S;

— d, the number of changes in the table (i.e., number of evictions) after a single
insertion.

While in most constructions, the parameters k and n’ are fixed at Setup time,
in some cuckoo hashing schemes the values of s and d may depend on the ran-
domness and the choice of inputs. As in the case of correctness vs. robustness,
we define s and d in the average case (i.e., for any set of inputs and for random
and independent execution of Setup) or in the worst case (i..e, for adversarial
choice of inputs after seeing pp).

Remark 5. As stated in [FKP23], the cuckoo hashing schemes defined here are,
overall, probabilistic with the probability taken over the choice of pp. Once pp is
fixed, everything is deterministic; Insert and Lookup, that take pp as input, are
deterministic algorithms. The definition above differs from the one in [Yeo23]
in the following aspects. Firstly, one can keep inserting elements, while [Yeo023]
considers the static case in which the set is hashed all at once. Second, each
entry of T here can store a single element, whereas in [Yeo23], they consider
a more general case where it can store [ > 1 elements, which occurs in some
constructions.

Ezisting cuckoo hashing schemes. The following theorem encompasses a few ex-
isting cuckoo hashing schemes.

Theorem 4. For a security parameter A and an upper bound n, there exist the
following cuckoo hashing schemes:

— CHy [KMWO09] where k = 2, n' = 2kn, that achieves negl(\)-correctness,
and average case s =logn, d = O(1) .

— CHY [KMW09, Yeo23] where k = 2, n' = 2kn, that achieves negl()\)-
robustness, and worst case s =mn, d = O(1) in the random oracle model.

— CHg\mb) [Yeo23] where k = X\, n' = 2\n, that achieves negl(\)-robustness,
and worst case s = 0, d = X in the random oracle model.
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B.4 Set pre-constrained encryption

Let’s recall the primitive of set pre-constrained encryption (SPCE), following the
definition in [BGJP23].

Let U denote a universe of elements, M denote a message space. The set
pre-constrained encryption USPCE contains three algorithms (Gen, Enc, Dec) and
details are as follows.

1. (pk, sk) <+ Gen(\,S): the parameter generation algorithm takes as input a
security parameter A and a set S € U of size at most n, and outputs a public
key pk and a secret key sk.

2. ct « Enc(pk,x,m): the encryption algorithm takes as input a public key pk,
an item x € U and a message m € M, and outputs a ciphertext ct.

3. m/ L+ Dec(sk,ct): the decryption algorithm takes as input a secret key sk
and a ciphertext ct, and outputs either a message m or a bot symbol L.

It also satisfies the following properties.

Definition 34. (Correctness). An set pre-constrained encryption scheme (Gen,
Enc, Dec) is correct, if for any A € N and S C U, it holds that with overwhelming
probability, for any x € S and m € M:

Pr [ (pk, sk) < Gen(X,S) . Dec(sk, Enc(pk,z,m)) =m] =1 — negl(\).

We say the scheme is perfectly correct, if for any A € N, S C U, and for any
m € M, it hold that

— for every x €S,
Pr [ (pk, sk) < Gen(\,S) : Dec(sk, Enc(pk,z,m)) =m| = 1.
— for every x €S,
Pr [ (pk, sk) < Gen(X,S) : Dec(sk, Enc(pk,z,m)) € {m,L}] = 1.

For other security properties, please refer to [BGJP23].

C Proof of Theorem 1

C.1 Proof of confidentiality against authority

Proof. We use a sequence of games to show that USPCE satisfies confidentiality
against authority.

Game Gy: This is the original game Gﬁ%‘g&aElfA7s(A).

Game G,(1 < p < k): This game is the same as Gg except that the challenge

ciphertext ct is generated as follows.

— Pick b € {0,1} randomly.
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— For 1 < j < g, choose @;, S; < G randomly.

For ¢ < j <k, choose y; < Z; randomly, and compute Q; := e(4', ﬁ(:r*))”,
Sj = (T[H; (™))" - my. _

Choose r « Z; randomly, and compute ¢ := (g", e(H(z*),Y)" - my).

— Return ct = ((Q;, Sj)je[k],c).

Game Gy1: This game is the same as Gg except that the challenge ciphertext
ct is generated as follows.

— For each j € [k], choose Q;, S; < G randomly.
— Choose ¢; + G, ¢y + Gr randomly, and set ¢ := (¢, ca).
— Return ct = ((Q;, Sj)je[k]7c).

We prove these games are indistinguishable in the following lemmas. It is clear
that the adversary has no advantage in Game Gy1. Therefore, we conclude
conf-au

that the advantage of the adversary in Gyspce 4.s() is negligible.

Lemma 1. If the hash function H is a random oracle and the DBDH assumption,
holds, then for 1 < o < k, Game G,_1 and Game G, are computationally
indistinguishable.

Proof. Suppose there exists a PPT algorithm A that distinguishes Game G,_;
and Game G, with non-negligible advantage. Then we build a PPT algorithm
B breaking the DBDH assumption with non-negligible advantage. B is given
e,G,Gr,p,g,9%*,9%,9%,Z and going to tell whether Z = e(g, g)***2%3 or Z is
a random element in G7. B runs A as a subroutine to simulate Game G,_; or
Game G, as follows.

B first chooses a hash function H : &4/ — G*, and runs (ppcy, Thnit, ST) <
CHE\mb).Setup(/\,n), (Ts, ST) + CHg\mb).Insert(ppCH,T;nit7 ST,S), where ppcy con-
tains k hash functions (H; : U — [n/])jep)- B also maintains a list L, where
the list is empty initially. Then, B computes A’ = ¢* and Y’ = g°, where
o s « Z. For each i € [n'], B chooses t; + Z and computes T'[i] = (g**)".

Note that, if Ts[i] #L, B sets H(Ts[i]) = (972)* implicitly and adds the record
(Ts[i], ti, (9%2)%) to the list Ly for answering A’s random oracle queries on
H. Next, B sets a = 2z implicitly, and computes X = g%V = (Y")8, where
B < Zj. For each i € [n'], it computes T[i] = e(g*', (97)%)". B sends pp =
(e,G,Gr,g,p,H, Y, A 'ppcy), msk = (T,S,s), pk = (T, X,Y) to the adversary
A.

When A issues a random oracle H query on x, B answers as follows. If there
is some (z,t € Ly, h € G) € Ly, B returns h; otherwise, B samples ¢, <« Ly,
adds (z,t.,g") to Ly, and returns g'=.

At some point, A submits two messages mg, my and an item x*. B picks
b € {0, 1} randomly and proceeds as follows.

— For 1 <j < p—1, choose Qj,Sj < Gr randomly.
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— For j = o, find some (2, ¢+, hy+) in Ly, and set ; = 23 implicitly. Then, let
i = H;(z*) and compute Q; = e(g*, hy)* = e(A’, H(z*))", S; = 2% my,
Note that, if Z = e(g, g)***2*3, then S; = (T[H;(x*)])" - ms; otherwise Z is
a random element of Gr, then S; also is a random element of Gr.

— For ¢ < j <k, choose y; < Z; randomly, and compute Q; := e(4', ﬁ(l'*))w,
Sy = (T[H;(z")])"7 - my. _

— Choose r < Zy randomly, and compute ¢ := (g", e(H(z*),Y)" - m;).

— Return ct = ((Qj, 55) e[k, )

Observe that, if Z = e(g, g)*'#?*, then B has properly simulated Game G,_;
If Z is a random element of G, then B has properly simulated Game G,.
Hence, B can use the output of A to distinguish whether Z = e(g, g)**#2*# or Z
is a random element of Gr. Any non-negligible advantage of A is converted to
a non-negligible advantage of 5.

Lemma 2. If the hash function H is a random oracle and the DBDH assumption
holds, then Game Gy and Game Gy are computationally indistinguishable.

Proof. Suppose there exists a PPT algorithm A that distinguishes Game G,_;
and Game G, with non-negligible advantage. Then we build a PPT algorithm
B breaking the DBDH assumption with non-negligible advantage. B is given
e,G,Gr,p,g,9%,9%*,9%,Z and going to tell whether Z = e(g, g)***2*3 or Z is
a random element in G7. B runs A as a subroutine to simulate Game Gy or
Game Gy as follows.

B first chooses a hash function H : U — G*, and runs (ppcys Tinit, ST)
CHE\mb).Setup(/\,n), (Ts, ST) < CHf\mb).Insert(pch,T;n;t7 ST,S), where ppcy con-
tains k& hash functions (H; : & — [n']);epr). Then, B computes A" = ¢® and
Y' = g°, where o/, s <— Z;. For each i € [n'], if T5[i] =1, B chooses T[i] + G;
else B sets T[] := H(T5[i]). B also maintains a list Ly for answering A’s random
oracle queries on H, where the list is empty initially. Next, B choose a < Z,, and
computes X = g*| Y = (¢*')*, where it sets 8 = z; implicitly. For each ¢ € [n/],
it computes T[i] = e(A’,T[i])“. B sends pp = (e,G,GT,g,p,ﬁ,Y’,A’,ppCH),
msk = (T, S,s), pk = (T, X,Y) to the adversary A.

When A issues a random oracle H query on z, B answers as follows. If there
is some (z,t, € Zy, h, € G) € Ly, B returns h,; otherwise, B samples t, < Zj,
adds (z,tg, by = (¢72)'*) to Ly, and returns h,.

At some point, A submits two messages mg, m; and an item z*. 15 searches
Ly for a record (x*,tz+, hy= = g*)'=*, coin). Then, B picks b € {0,1} randomly
and proceeds as follows.

— For each j € [k], choose Q;,S; + G randomly.

— Compute ¢ = (c; = g*,co = Z'=* -my). Note that, if Z = e(g, g)*72%3, then
c2 = e(H(x*),Y)* -my; otherwise Z is a random element of Gz, then ¢, also
is a random element of Gr.

— Return ct = ((Q}, 55) e[k, €)-
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Observe that, if Z = e(g, g)**#2%3, then B has properly simulated Game Gg;
If Z is a random element of Gp, then B has properly simulated Game Gy 1.
Hence, B can use the output of A to distinguish whether Z = e(g, g)***2*# or Z
is a random element of Gr.

C.2 Proof of confidentiality against users

Proof. We use a sequence of games to show that USPCE satisfies confidentiality
against users.

Game G: This is the original game G{an 't s

Game G,(1 < p < k): This game is the same as Gg except that the challenge
ciphertext ct is generated as follows.

— Pick b € {0,1} randomly.

— For 1 < j < g, choose Q;,S; < Gr randomly.

— For ¢ < j <k, choose y; < Z; randomly, and compute Q; := e(4', ﬁ(m*))%',
Sj = (T[H; (7)) - my. _

— Choose r < Zy randomly, and compute ¢ := (g", e(H(z),Y)" - mp).

— Return ct = ((Q], i) jelk]> ©)-

Game Gy 1: This game is the same as G except that the challenge ciphertext
ct is generated as follows.

— For each j € [k], choose @}, S; < Gr randomly.
— Choose ¢1 + G, cg + Gp randomly, and set ¢ := (¢, ¢2).
— Return ct = ((Qj, Sj)jefx), ©)-

We prove these games are indistinguishable in the following lemmas. It is clear
that the adversary has no advantage in Game Gy1. Therefore, we conclude
conf-u

that the advantage of the adversary in Gyjspcg 4.5(A) is negligible.

Lemma 3. If the hash function H is a random oracle and the DBDH assumption
holds, then for 1 < o < k, Game G,_1 and Game G, are computationally
indistinguishable.

Proof. Suppose there exists a PPT algorithm A that distinguishes Game G,_;
and Game G, with non-negligible advantage. Then we build a PPT algorithm
B breaking the DBDH assumption with non-negligible advantage. B is given
e,G,Gr,p,g,9%*,9%,9%,Z and going to tell whether Z = e(g, g)***2%3 or Z is
a random element in Gr. B runs A as a subroutine to simulate Game G,_; or
Game G, as follows.

B first chooses a hash function H : & — G*, and runs (ppcy, Thit, ST) <
CHE\mb).Setup(/\,n), (Ts, ST) + CH(mb) Insert(ppcH, Tinit, ST, S), where ppcy con-
tains k& hash functions (H; : U — [n 1)jelx)- B also maintains a list Ly, where
the list is empty initially. Then, B sets A’ = g** and computes Y’ = g°, where
s « Zj. For each i € [n'], B chooses t; < Z% and computes T'[i] = (922)“.
Note that, if Ts[i] #L, B sets H(Ts[i]) = (¢*2)% implicitly and adds the record
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(Ts[i], ti, (9%2)") to the list Ly for answering A’s random oracle queries on H.
Next, B choose «a, § < Z; and computes X = ¢g°,Y = (Y’)?. For each i € [n/],
it computes T[i] = e(A’, (922)“)0‘. B sends pp = (e,G,Gr,g,p,H, Y, A ppcy),;
pk = (T,X,Y), sk = (a, B) to the adversary A.

B answers A’s oracle queries as follows:

—H query on z: If there is some (,t € Z, h € G) € Ly, B returns h; otherwise,
B samples t, < Z3, adds (z,t,,g"*) to Ly, and returns g**

S

— TKGen query on z: B returns (H(z))*.

At some point, A submits two messages mg, my and an item z* such that
x* ¢ S. B picks b € {0,1} randomly and proceeds as follows.

— For 1 <j <p—1, choose @Q;,S; + Gp randomly.

— For j = p, find some (z*,t,, g'=* ) in Ly, and set ; = 23 implicitly. Then, let
i = H;(z*) and compute Q; = e(A’, g**)t+* = e(A',H(z*))7, S; = Z% -my,.
Note that, if Z = e(g, g)**#**3, then S; = (T'[H;(2*)])?7 - my; otherwise Z is
a random element of Gr, then S; also is a random element of GT'~

— For ¢ < j <k, choose ; < Zj randomly, and compute Q; := e(A’, H(z*))",
Sy = (T[H;(z")])"7 - my. _

— Choose 1 + Z randomly, and compute ¢ := (g", e(H(z*),Y)" - my).

Return ct = {) )ik

Observe that, if Z = e(g,g)zlz”S, then B has properly simulated Game G,_1;
If Z is a random element of G, then B has properly simulated Game G,.
Hence, B can use the output of A to distinguish whether Z = e(g, g)***2*% or Z
is a random element of Gr. Any non-negligible advantage of A is converted to
a non-negligible advantage of 5.

Lemma 4. If the hash function H is a random oracle and the DBDH assumption
holds, then Game Gy and Game Gy are computationally indistinguishable.

Proof. Suppose there exists a PPT algorithm A that distinguishes Game G,_;
and Game G, with non-negligible advantage. Then we build a PPT algorithm
B breaking the DBDH assumption with non-negligible advantage. B is given
e,G,Gr,p,g,9%*,9%,9%, 7 and going to tell whether Z = e(g, g)**#2%3 or Z is
a random element in Gr. B runs A as a subroutine to simulate Game Gy, or
Game Gy, as follows.

B first chooses a hash function H : ¢ — G*, and runs (ppcys Tinit, ST) +
CHE\mb).Setup()\,n), (Ts, ST) + CHE\“’b).Insert(ppCH,Tinit7 ST,S), where ppcy con-
tains k& hash functions (H; : 4 — [n']) ;). Then, B computes A" = g® and sets
Y' = g**, where o < Zj. For each i € [n'], if T5[i] =L, B chooses T[i] + G; else
B sets T'[i] := H(Ts[i]). B also maintains a list Ly for answering A’s random ora-
cle queries on H, where the list is empty initially. Next, B choose a, 3 + Z,, and
computes X = ¢g°.Y = (Y')P. For each i € [n'], it computes TT[i] = e(4’, TTi])*.
B sends pp = (e,G,GT,g,p,ﬁ,Y’,A’7ppCH), pk = (T,X,Y), sk = (a, ) to the
adversary A.

B answers A’s oracle queries as follows:
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— H query on z: If there is some (,t,, hy, coin) € Ly, B returns h,; otherwise,
B picks coin € {0,1} at random such that Pr[coin = 0] = p. (p will be
determined later.) Then, randomly chooses t, < Z5. The record (z,t;, h, =
(g72)c°™ - g'= coin) is added to L and h, is sent to A.

— TKGen query on x: B searches Ly for a record (z,ts, hy, coin). If coin = 1,
it aborts and terminates; otherwise B returns (g**)*.

At some point, A submits two messages mg, m; and an item x* such that
x* ¢ S. B searches Ly for a record (2*,ty«, hy«, coin). If coin = 0, it aborts and
terminates; otherwise B picks b € {0, 1} randomly and proceeds as follows.

— For each j € [k], choose @}, S; < Gr randomly.

— Compute ¢ = (¢; = ¢%,c2 = Z - e(g?®,g%)P=" - my). Note that, if Z =
e(g, g)***2# then cy = e(H(x*),Y)* - my; otherwise Z is a random element
of G, then ¢y also is a random element of Gr.

— Return ct = ((Q;, Sj)je[k]7c)'

The probability that B does not abort during the simulation is given by p9tken (1—
p) which is maximized at p = 1 — 1/(qtken + 1), where giren denotes the number
of TKGen queries by the adversary A. Now, if Z = e(g,g)***2%3, then B has
properly simulated Game Gy; If Z is a random element of Gp, then B has
properly simulated Game Gy11. Hence, B can use the output of A to distinguish
whether Z = e(g, g)**#?%3 or Z is a random element of Gr.

C.3 Proof of confidentiality of sets

Proof. We use a sequence of games to show that USPCE supports confidentiality
of sets.

Game Gy: This is the original game Gﬁosrgasgf "4(A). Specifically, when the ad-
versary submits two sets Sg,Si, the challenger picks b € {0,1} randomly and
proceeds as follows.

— Run (e,G,Gr, g,p) < GenG(\).

— Choose hash functions ﬁ, H:U— G*.

— Run (ppeys Tinit, ST) CHE\mb).Setup()\,n), (Ts, ST) « CHg\rOb).Insert(ppCH,Tin;t, ST, Sy),
where ppcy contains k& hash functions (H; : U — [n']) -

Choose o/, s <= Z; and compute A’ = g, Y = g°.

— For each i € [n/], if Ts[i] =L, choose T[i] < G; else set T'[i] = H(Ts[i]).
Choose «, 8 < Z; and compute X = g% Y = (Y)B.

— For each i € [n/], set T[i] = e(g, T[i])>.

Send pp = (e, G, Gr, g, p, H,H, Y’ 4, PPch), Pk = (T, X, Y) to the adversary.

Game G,(1 < p <n’): This game is the same as G except that the parameter
T in the public key pk is generated as follows.

— For 1 < j < g, choose T[j] + Gr randomly.
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— For g < j < n/, set T[j] = e(g, T[i])*.

We prove these games are indistinguishable in the following lemma. It is clear
that the adversary has no advantage in Game G,,/. Therefore, we conclude that

conf-set

the advantage of the adversary in G{jgpcg 4(A) is negligible.

Lemma 5. If the hash function H is a random oracle and the DBDH assumption
holds, then for 1 < ¢ < n/, Game G,_1 and Game G, are computationally
indistinguishable.

Proof. Suppose there exists a PPT algorithm A that distinguishes Game G,_1
and Game G, with non-negligible advantage. Then we build a PPT algorithm
B breaking the DBDH assumption with non-negligible advantage. B is given
e,G,Gr,p,g,9%*,9%,9%,Z and going to tell whether Z = e(g, g)**#2%3 or Z is
a random element in G7. B runs A as a subroutine to simulate Game G,_; or
Game G, as follows.

B first chooses a hash function H : & — G*, and runs (ppcy; Tinit, ST)
CHU®® Setup(, n), (T, ST) < CHY® Insert(ppcy, Tinit, ST, Sb), where b € {0,1}
is chosen randomly, and ppcy contains & hash functions (H; : U — [n']) ;e B
also maintains a list Ly, where the list is empty initially. Then, B proceeds as
follows.

— Set A’ = g** and compute Y’ = g°, where s <~ Z;. Note that, it sets o' = z;
implicitly.

— Set a = zo implicitly.

— Choose 3 — Z3 and compute X = g%, Y = (Y’)~.

— For 1 <j < p—1, choose T[j] + Gr randomly.

— For j = p, if Ts[j] =L, choose T'[j] + G; else set T'[j] = Z*, where t; + L.
Note that, if T5[j] #.L, set H(T5s[j]) = (¢?*)% implicitly and add the record
(Ts[j],t;,(9%*)%) to the list Ly for answering A’s random oracle queries on

H. Observe that, if Z = e(g, g)*'***, then T; = e(g, T[i])® *; otherwise Z is
a random element of Gr, then T} also is a random element of Gr.

— For o < j <k, if Ts[j] =L, choose T[j] + G; else set T[j] = e(g9**, g*2)%,
where t; < Zy. Note that, if Ts[j] #L, set ﬁ(Ts[j]) = g% implicitly and
add the record (Ts[j],¢;, 9% ) to the list Ly for answering A’s random oracle
queries on H.

— Send pp = (e,G,Gr,g,p,H, Y, A" ppcy), pk = (T, X,Y) to the adversary
A.

When A issues a random oracle H query on z, B answers as follows. If there
is some (z,t € Zy,h € G) € L, B returns h; otherwise, B samples t, + Zj,
adds (x,t,,9") to Ly, and returns g'=.

Observe that, if Z = e(g,g)**#2*3, then B has properly simulated Game
G,—1; If Z is a random element of Gr, then B has properly simulated Game
G,. Hence, B can use the output of A to distinguish whether Z = e(g, g)*1#2%3
or Z is a random element of Gr. Any non-negligible advantage of A is converted
to a non-negligible advantage of B.
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D Proof of Theorem 2

D.1 Proof of universality

Proof. For any computationally unbounded adversary A attacking universal-
ity of dual HPS-KEM™, let (pp = (G,p,g1,92),pk = g'g3?) be A’s input,
where (pk,sk = (v1,72)) are generated by KG(pp). Denote by a := log,, go.
Let (¢ = (u1,u2), k,7* = (r,7")) be A’s final output satisfying ((¢,7*) € R%) A
(CheckCwel(pp, ¢, 7*) = 0).

Note that (¢, r*) € R implies that u; = g} and uy = g} . On the other hand,
since Cy™ = {(g7,95) | 7 € Z3} = {(g], 9{") | ¥ € Z}}, we derive that r’ # ar.

As a result,

’
T To re, 1T r(z1+aze)+r'zo—razs

Decap(pp, sk, ¢) = ui'uz® = 91" g1 ** = g,

(gFrg32) - gt 7" = pht - gl T,

Notice that sk = (x1,22) is uniformly sampled from (Z#)?, and the only in-
formation that A has about sk is log, pk = x1 + axa. Thus, from A’s point
of view, given (pp,pk), xo is still uniformly distributed, which implies that
Decap(pp, sk, c) = pk” -ngfm)z? is also uniformly distributed.

Hence, AdvgﬁE’S_KEMgA(A) = Pr[k = Decap(pp, sk, ¢)| is negligible, conclud-
ing the proof of this theorem. a

D.2 Proof of extended universality

Proof. For any computationally unbounded adversary A attacking extended uni-
versality of dual HPS-KEM>, let (pp = (G, p, g1, 92), ok = g7'g5?) be A’s input,
where (pk,sk = (z1,72)) are generated by KG(pp). Denote by a := log,, g.
Let (¢ = (uy,u2),k,r* = (r,r'),t) be A’s final output satisfying ((c,r*) €
RE) A (CheckCwel(pp, ¢, 7*) = 0).

Note that (c,7*) € R implies that u1 = gi and uz = g7 On the other hand,
since Cye = {(g7,93) | 7 € Z3} = {(g}, %) | ¥ € Z3}, we derive that 1/ # ar.

As a result,

dDecap(pp, sk, t,¢) = uj'ul? -t = g[" g} "2 -t = g HerR ey
= (g7 g5%) gt T = phT gl T

Notice that sk = (x1,x2) is uniformly sampled from (Z;)Z7 and the only in-
formation that A has about sk is log, pk = z1 + axs. Thus, from A’s point
of view, given (pp,pk), xo is still uniformly distributed, which implies that

dDecap(pp, sk, t,c) = pk” ~g§r/_m)z2 -t is also uniformly distributed.
Hence, Advyipskem= 4(A) = Pr[k = dDecap(pp, sk, t,c)] is negligible, con-
cluding the proof of this theorem. ad
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D.3 Proof of smoothness

Proof. For any fixed pp = (G, p, g1, 92) and any fixed pk = h generated by KG,
let a :=log,, g2, b:=log, h. Then, SKyp i = {(21,22) € (Z})? | 21+ axy = b}.

Note that the ciphertext space of Encap; is C* = (G \ {1g})?, where 1g
is the identity element of G, and the encapsulated key space K = G. For all
c e (G \ {1@})2, we parse ¢ = (ﬂl,ﬂg), and write S := {(’&1,1)2) S (G \ {1@})2 |
log,, iy # alog, i1} and Sy := {(i1,12) € (G \ {1g})? | log,, Gz = alog,, i}.
So,

1

A((e, k), (e, kl)) = b} Z | Pr[(e, k) = (¢, ];)] — Pr[(c, k/) = (¢, ]%)H
(é kyecxxK
= 2 S IPr{(e k) = (@ b)) — Prl(e. ) = (& B
CESl ke)C
+ 13 S IPr(ek) = (@b - Prl(e k) = (@R 3
c652 kek

We present the following two lemmas with postponed proofs.
Lemma 6. >, s S ;x| Pr((c,k) = (¢, k)] — Pr((c, k') = (¢, k)]| = 0.
Lemma 7. Y ,cq, Y rex | Prl(e, k) = (&, k)] — Pr(c, k') = (&, k)| = 2.

Combining Eq. (3), Lemma 6 and Lemma 7, we obtain A((c, k), (¢, k')) = %,
concluding the proof of this theorem.
So what remains is to prove the above two lemmas.

Proof (of Lemma 6). For any ¢ = (41,49) € S1 and any k € K = G, we have
Pr(c, k) = (&, k)] = (;771 and Pr((c, k') = (&, k)] = S 1 Pl =k|c=4¢.

Note that ¢ = (¢7,¢7 ) = ¢ implies r = log,, 4; and r’ = log,, . Since
¢ € S1, we obtain v’ # ar. We also notice that sk = (z1, z2) is uniformly sampled
from SKCpp pi, so the distribution of sk can be seen as “uniformly sampling z2
from Zy, and letting x1 = b—awxy”. As aresult, given a fixed ¢ = ¢ (i.e., given fixed
r = logg 4y and r’" = log, U2), when sk < SKp, ok, k' = Decap(pp, sk, c) =

rey v xy r(b—aza)+r'z2 _ hrgi?“/—ar)xg

91 91 " =0
Pr[k/ =k |c=¢ = 1.

is uniformly distributed over K. Hence,

P
So we conclude that for any ¢ € S; and any k € K, Pr[(c, k') = (¢, k)] =
m = PI‘[(C, k) = (éa k)] o

Proof (of Lemma 7). For any ¢ = (41, U2) € Se and any k € K =G, we have

Pr(c, k) = (¢,k)] = W and Pr[(c, k') = (¢, k)] = -1 ) Pr[k = k| c=d.
Note that ¢ = (gl,g1 ) = ¢ implies r = log,, i1 and r = log,, dz. Since

¢ € Sy, we obtain 7 = ar. Thus, given a fixed ¢ = ¢é (i.e., given ﬁxed r =

T ’I“ )

log,, 4y and r" = log,, iz), we derive that k' = Decap(pp, sk,c) = g1"'g; ** =
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gf(bfam)ﬂlm = h"'g%rl*ar)z? = h" = h!°%a ' which is also fixed (since pk = h
and 4 are both fixed values).
Hence,

> > IPrl(ek) = (& k)] = Prl(c, k') = (& k)|

€eS: ek

1 1 ;s .
=2 Z'(p—l)pr (p—l)gpr[lf =kle=4

CES: ek

1 1 1
=20 2 |(p—1)2p_0|+|(p—1)2p_ (p—1)2 1D

2E€S2 fphloBgr U1

1 1 2 2
:Z((p_l)(p—l)219+(p—l)zo):Z P

é€eSy

Thus, we complete the proof. a

D.4 Proof of extended smoothness

Proof. For any fixed pp = (G, p, g1,92) and any fixed pk = h generated by KG,
let a :=log,, g2, b:=log,, h. Then, SKp, px = {(21,22) € (Z5)* | £1 +axy = b}.

Note that the ciphertext space of Encap} is C* = (G \ {1g})?, where 1g is
the identity element of G, the encapsulated key space K = G, and the tag space
T = G. For all ¢ € (G\ {1g})?, we parse ¢ = (11, 12), and write Sy := {(4i1,12) €
G\ {16))? |log,, i> # alog,, ir} and S := {(iin, ia) € (G\ {1c})? | log,, its =
alog,, 1}. So,

A((e, k,t), (¢, K, 1))

S IPrl(e,kt) = (&, D] — Prl(e, K, ) = (& b, )]
(&,k,B)eC* xKxT

N | =

Il
N~
o)
=]
—
o
-
~
~—
|
—
e}
>
>
P
I
)
=
—
o
e
vﬁ#
~
Il
—~
o
>
>
=

tcT ¢€S1 ek

+ % SN D Pl ki t) = (&b, )] = Pr[(e, K t) = (&, kD] (4)

teT ¢€S2 fek
We present the following two lemmas with postponed proofs.

é‘emma 8. Z{eT ZéES] ZI%EIC | Pr[(c, k,t) = (¢, I%a tA)]*Pr[(C’ K, t) = (¢, ]%7 tA)” =

I;emma 9. D teT Yees, 2uhex | Prl(c kit) = (&, k, )] =Pr[(c, k', t) = (¢, k,D)]| =

IR
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Combining Eq. (4), Lemma 8 and Lemma 9, we obtain A((c, k,t), (¢, k', t)) =
%, concluding the proof of this theorem.
So what remains is to prove the above two lemmas.

Proof (of Lemma 8). For any ¢ = (U1, Us) € Sy, any k € K =G and any { €
T = G, we have Pr[(c, k,t) = (¢ k,1)] = = 1)2 5, and Pr[(c, k', t) = (&, k,1)] =
=% 1)2 Pr[k/ = k| (c=¢&) A (t =1)].

Note that ¢ = (g},g}) = ¢ implies r = log,, 4; and r’ = log,, i. Since
¢ € S1, we obtain 1’ # ar. We also notice that sk = (x1, z2) is uniformly sampled
from SKCpp pi, so the distribution of sk can be seen as “uniformly sampling z2
from Zj;, and letting x1 = b — axy”. As a result, given a fixed ¢ = ¢ (i.e., given

fixed r = log,, 41 and r = logg1 o) and a fixed t = £, when sk « SKopp pks

b— . —
rey 'z r(b—azz)+r'zo i = hrg;r ar)zs

k' = dDecap(pp, sk, t,c) = g|" g7 ** -1 = g,
uniformly distributed over K. Hence, Pr[k' = k | (¢ = &) A (t = 1)] = %.
So we conclude that for any ¢ € Sy, any k € K and any £ € T, Pr[(c, k', t)

@k, )] = , = Prl(c, k1) = (& k, 1)].

fis

o

(p— 1)2

Proof (of Lemma 9). For a = (fig,1n) € Sy, any k € K = G and any i €
T = G, we have Pr[(c, k,t) = (¢, Ak; ,H)] = W, and Pr[(c, k' t) = (& k,t)] =
= 1)2 Pr[k/ =k | (c= &) A (t =1)].

Note that ¢ = (91,91 ) = ¢ implies r = log,, 4; and 7" = log,, . Since
¢ € Sy, we obtain r’ = ar. Thus, given a fixed ¢ = ¢ (i.e., given fixed r = log,, 1
and 1’ = log, i2) and a fixed ¢t = t, we derive that k' = dDecap(pp, sk,t,c) =
nglgr w2 f gT(b awa)+r'ws | f= hrggrl_m)w? A =hrf= hloga W1 -f, which is
also fixed (since pk = h, 41 and ¢ are all fixed values).

ny ¢

Hence,

ST ST P,k t) = (6 B)] = Prl(e, K t) = (& kD)

teT ¢€S2 ke

_ZZZ| 22_(p_l)zppr[k/:k‘(C:é)/\(t:f)n

teT ¢€S2 ek

—L 2 2 oy s e Y

teT €S2 £plo89r U1.f

1 2 2
=22 (v )2p2+(p*1)p2)zzz(pfl)pZZE'

teT CES teT ¢eS2

Thus, we complete the proof. a

49



D.5 Proof of special extended smoothness

Proof. Note that the ciphertext space of Encap; is C* = (G \ {1g})?, where 1¢ is
the identity element of G, the encapsulated key space K = G, and the tag space
T=0G.

For any fixed ¢ € (G\ {1g})?, we can parse ¢ = (i1, @i2) for some fixed values
G1,Go. Thus, for uniformly sampled ¢t < 7, we obtain dDecap(pp, sk,t,¢) =
47052 - t. In other words, when t « T, k' = dDecap(pp, sk, t,¢) is uniformly
distributed over G.

So we trivially obtain A((c, k), (¢,k’)) = 0, where ¢ < Encap(pp), k + K,
t < T and k¥’ = dDecap(pp, sk, t,c). O

D.6 Proof of ciphertext unexplainability

Proof. Assume that there is a PPT adversary A winning the game of ciphertext
unexplainability with non-negligible probability. We show a PPT algorithm B,
making use of A to solve the DL problem with non-negligible probability, as
follows.

Given (G,p,g,9"%), B first sets g1 = g and g2 = g%, and sends the public
parameter pp = (G, p, g1,92) to A. Receiving A’s output (¢, r}) € R, B parses
¢ = (ug,uz) and ¥ = (r,r"). Note that (c,7*) € R} guarantees that u; = ¢
and ug = g{/. When A wins the game of ciphertext unexplainability, ¢ € C;‘;en‘f,

which implies u; = g7 and us = g5. In this case, we obtain us = g5 = g{/.
T

Therefore, B can output a = 7/ as the solution of the DL problem. a

D.7 Proof of key unexplainability

Proof. Assume that there is a PPT adversary A winning the game of key unex-
plainability with non-negligible probability. We show a PPT algorithm B, making
use of A to solve the DL problem with non-negligible probability, as follows.
Given (G, p,g,9%), B firstly sets g1 = g and go = g°, samples (z1,2) « Z,
and sets pp = (G,p,91,92), pk = ¢7'95% and sk = (x1,x2). Then, B sends
(pp, pk, sk) to A. Receiving A’s output (¢, 7%, k, ), B parses ¢ = (u1,ug), 78 =
(r,r") and r} = (7,7"). Note that (c,r}) € R’ guarantees that u; = g¢] and
us = gy , and (k,r}) € R guarantees that k = gjgs = g’?“aFI. When A wins the
game of key unexplainability, Decap(pp, sk, ¢) = k, which implies k = uj'u3? =
g{rl'”,“. Hence, g{nr‘”ﬁ = g{zlw/”. B can output a = %ﬁm_; as the solution
of the DL problem. O

D.8 Proof of extended key unexplainability

Proof. Assume that there is a PPT adversary A winning the game of extended
key unexplainability with non-negligible probability. We show a PPT algorithm
B, making use of A to solve the DL problem with non-negligible probability, as
follows.
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Given (G, p,g,g%), B firstly sets g1 = g and go = g%, samples (z1,2) + Z,
and sets pp = (G,p,g1,92), Pk = g7'g5* and sk = (x1,x2). Then, B sends
(pp, pk, sk) to A. Receiving A’s output (c,rf, kq,t,7y), B parses ¢ = (u1,us2),
ri = (r,7’) and r} = (7,77). Note that (¢,r}) € R} guarantees that u; = g} and
uy = g, and (kq, (t,75)) € R$* guarantees that kg = gl gh -t = g”‘" -t. When
A wins the game of extended key unexplainability, dDecap(pp,skz,t,c) = kqy,

!’
T+ar rr14+r Te

which implies kg = uj'u3? -t = g{“’l” 2 . ¢. Hence, g1 =g] . B can
output a = w as the solution of the DL problem. ad

D.9 Proof of indistinguishability

Proof. Suppose that there exists a PPT adversary A winning the game of indis-
tinguishability with non-negligible probability. It is easy to construct a PPT algo-
rithm B that makes use of A to solve the DDH problem with non-negligible prob-
ability. Algorithm B is given a random tuple (G, p, g, g%, g°, Z), where Z = g%
or Z is uniformly and independently sampled in G. B runs A as follows.

B first sets g1 = g, g2 = ¢%, u1 = ¢°, us = Z. Then, it sends the public
parameter pp = (G, p, g1, g2) and the encapsulated ciphertext ¢ = (u1, uz) to the
adversary A. Finally, A outputs a bit and B also outputs the bit.

Observe that, if Z = g, then u; = g%, us = g5, and from the perspective of
the adversary the distribution of the ciphertext ¢ = (u,u2) is identical to the
distribution of the well-formed encapsulated ciphertext generated by Encap.. If
Z is a random element in G, then uq,us are random elements in G, and from
the perspective of the adversary the distribution of the ciphertext ¢ = (uy, usg) is
identical to the distribution of the ciphertext generated by Encap;;. Therefore, if
A can win the game of indistinguishability with non-negligible probability, 15 can
make use of A to solve the DDH problem with non-negligible probability. a

D.10 Proof of SK-second-preimage resistance

Proof. Suppose that there exists a PPT adversary A winning the game of SK-
second-preimage resistance with non-negligible probability. It is easy to construct
a PPT algorithm B that makes use of A to solve the DL problem with non-
negligible probability. Algorithm B is given a random tuple (G, p,g,g¢%), and
runs A as follows.

B first sets g1 = g and ga = g°. Next, it chooses x1, 22 € Zj, uniformly at
random, and generates a pair of public/secret keys (pk = gflggz,sk = (21, 22)).
Then, B sends the public parameter pp = (G,p,g1,g2) and the pair of pub-
lic/secret keys (pk, sk) to A. The adversary A outputs a secret key sk’ = (a, x%).

If A wins the game of SK-second- prelmage remstance we have sk’ # sk and
CheckKey(pp, sk’, pk) = 1. That is to say, g, g5> = g7'g5° and 2} # 1, xh # 2o.
Therefore, B can output a = (21 —x}) /(x4 — x2) as the solution of the DL prob-

lem. O
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D.11 Proof of uniformity of sampled keys

Proof. 1t is evident that for any pp generated by KEMSetup and any ¢ € T, both
k" + SamEncK(pp) and k" + dSamEncK(pp,t) are uniformly distributed over
K. So A(k,k") =0 and A(k, k") = 0 where k + K. O

E Proof for Theorem 3

E.1 Proof of unforgeability

Proof. For any PPT adversary A attacking the unforgeability of MAMF, we
denote A’s input as (pp, pks, pkr, skag, kJ, sky), and A’s final output as (m*, o).
Then, we parse o* = (T, E,Er,EJ,?:}). Let ¥ = (pp, pks, pkag, k), €, /k\r,EJ,a,m*).
Let Qg denote the messages that A has submitted to OFrank Since NIZK® =
(Prove, Verify) is a NIZK proof obtained via applying the Fiat-Shamir transform
to Sigma protocols, we can further parse © = (¢m,z). Note that .A can query the
random oracle in the NIZK scheme NIZK™.
We present the following claim.

Claim. If A wins the game G&fﬁ§?5¢ A(A), the challenger does not program the
random oracle on (pk,,cm,y) during the generation of the responses to A’s
OFrank_oracle queries in G',\JAIX',?,TE?SA’ AN

Proof (of Claim). Assume that A wins the game G&Ifﬁ,%es 4(A), and A’s final
output satisfies (pk,,cm,q) = (pk/,cm’,y’), where (pk/,cm’,y’) is extracted from
some signature o’ = (7', ¢/, kI, k], ¢{) output by the OF"k oracle (on some query
(pkl,m’) from A).

Then, we have pk, = pk] and

(pp;pksapkl\gvpkb a kr; kJa Eta m*) = @\ = y/ = (pp,pksapkAg;kaa Cla k;a k’j, C:;v m/)a

which implies
(pke,m™) = (pk;,m') € Qsig.

So in this case A cannot win the game G‘,\lﬂrj{‘,f,f,%f& 4(A), contradicting the assump-

tion. O

Without loss of generality, we assume that (i) A has queried the random
oracle on (pk,,cm,y) before returning its final output (m*,o*); and (ii) for each
of A’s verification query (pkl,m’,o’ = (7', |k, k), ¢})) (parsing ' = (cm’,Z’)
and letting y' = (pp, pk?, pkag, pky, ¢, ki, k), c;,m’)), A has queried the random
oracle on (pk,,cm’,3y’) before submitting (pk., m’, o) to OVe™. This assumption
holds without loss of generality, because if A does not make these queries, we
can easily construct another adversary, based on A, that makes these types of
random-oracle queries.

Hence, in this case, if A wins the game G‘,\’,,n/f‘,ﬁ,gfsv 4(A), the challenger does
not program the random oracle on (pk,,€m, 7) until A queries the random oracle
on it.
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Let evt denote the event that Verify(pp, pks, skr, pkag, pky, m*,0*) = 1 where
(pkr, m*) ¢ Qsig. Then, we obtain

unforge unforge
AdVMAMIg:;,S,A()‘) = Pr[GMAMlg:;,S,A()‘) = 1] = Prlevt].

If we can show that Prlevt] is negligible, then we finish this proof.

Assume that Pr[evt] is non-negligible.

Note that Verify(pp, pks, sk, pkag, pky, m*,0*) = 1 implies that NIZK™ Verify
(pk,,7,7) = 1. Since NIZK” is a NIZK proof system obtained via the Fiat-
Shamir transform from a Sigma protocol, according to a rewinding lemma [BS20,
Lemma 19.2] and knowledge soundness of the Sigma protocol, a witness T for
y (satisfying T = (glzs,tA,?,L,L,@) or 7 = (1,1, L,?%,ﬁ‘,ru/sp\q;)) can be
extracted with non-negligible probability. The reason is as follows.

Let gy, denote the total number of random oracle queries (in the NIZK scheme
NIZKR) made by A. Since we assume that A has queried the random oracle on
(pk,,cm, ) before returning its final output (m*,o*), for j € [gvo], let evt(?) de-
note the event that evt occurs and (pk,,cm,7) is A’s j-th random oracle query.
Obviously, Prlevt] = > %, Prlevt¥)]. So the fact that Prevt] is non-negligible
implies that there must be some j* € [gy0], such that Pr[evtU")] is non-negligible.
On the other hand, when evtU™) occurs, we can rewind back to the moment when
A made its j*-th random oracle query, and respond with a fresh and uniformly
sampled value for this query (since the challenger does not program the random
oracle on (pk,,cm,7) until A makes its j*-th random oracle query). If evt") oc-
curs again, we can use the knowledge soundness of the Sigma protocol to extract
a valid witness Z for . Since Pr[evt’")] is non-negligible, the rewinding lemma
[BS20, Lemma 19.2] guarantees that the witness can be extracted successfully
with non-negligible probability.

Hence, let evt(

resp., evt | )) denote the event

T, Loree) LT
that evt occurs and a witness T = (;ES,E 7, L, L, 7uspce) (resp., T = (J_7tA, 1, 713;, rA’kﬂ TUSPCE))
for 3 is successfully extracted.

Since Pr[evt] is non-negligible, we derive that at least one of Prlevt

and Prlevt

(QS,E?,L,L,@J

(J_,?,J_ff,;f,rus/p\cs)] is non-negligible.

Case 1: If Pr[evt(Ak S /\)}
sks,t,7, L, 1 ,Tuspce

We show a PPT adversary B attacking the SK-second-preimage resistance of

dHPS-KEM* as follows.
Upon receiving (pp, pk, sk), B initializes a set Qsig = 0, runs (pkag, skag; apag) :=

(PPuspce, MSkuspce, apyspce) < USPCE.Setup(),S) for some set S C U, runs

(pkUSPCEa SkUSPCE) < USPCE'KG(ppUSPCEv apUSPCE), and runs (pk’_/j, Skj) < dHPS—KEMZKG([fp)

and (pk,, sk,) + dHPS-KEM*KG(pp). Then, B sets pp := pp, pk; := (pkuspce, Pk)),

sky := (skuspce, sk}), and (pks, sks) = (ka, s~k) Then, with these parameters, B

simulates G‘,\lﬂrf‘,z,lr,%?& 4(A) for A. Note that B can answer A’s oracle queries by it-

self. Receiving A’s final output (m*,c*), if evt occurs, B returns

is non-negligible:

(sks,t,7, L, L, 7uspce)

sks; otherwise, B returns a random secret key.
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That is the construction of B. Now we analyze B’s advantage.

We note that B wins if and only if evt occurs and ;%5 #+ sks,

_ (sks,t,7, L, L 7Uspce)
1.e.,

sk-2pr -
AdvdHP%_KEMEﬁ(/\) = Pr[EVt(sAks,E?,L,L,@) A (sks # sks)]

= Prlevt Prlevt sks = sks)]

(e, L L)) R L, L) N

> Prlevt )} - Pr[glgs = sks | evt

(B L, L 7o (e, L L))

Next, we turn to analyze Pr[EES = sk | evt . From A’s point

(T L, L o))
of view, the information on sks beyond pks is released only in the responses
returned by OFrank OFrank will not provide any information on sks beyond pks
except with negligible probability, because of the zero-knowledge property of
NIZK® (note that in Frank, sks is only used as a component of the witness to

generate the NIZK proof). Hence,

Pr[sks = sks | th(EES,tAf,J_,J_,rus/p\cE)] < negl(A).
So AdVZﬁgg.rKEME, () is non-negligible, contradicting the SK-second-preimage

resistance of dHPS-KEM®.

Case 2: If Prlevt is non-negligible:

(li,iyré‘ﬂ”fﬂ“uspcs)]

We show the proof with a sequence of games.
Game Gg: This is the original game G'Jf,?jgf& 4(A). Specifically, the challenger
generates pp, (pkag, Skag, aPag); (Pky, sky), (pks, sks) and (pky, skr), and initializes
a set Qsig = 0. It maintains a local array L., to keep track of .A’s random oracle
queries (we use CL to denote the range of the hash function modelled as a
random oracle in the NIZK scheme NIZKR). Subsequently, the challenger sends

(pp, pks, Pkr, skag, Pky, skj) to A, and answers A’s oracle queries as follows:

— ORO(str): If there is some (str,cl) € Lo, the challenger returns cl to A;
otherwise, it samples cl «+ CL, adds (str,cl) to Lo, and returns cl to A.

— OFrank(pk!, m’): The challenger generates o’ < Frank(pp, sks, pk., pkag, pky, m’),
sets Qsig := Qsig U {(pk;, m')}, and returns o’ to A.

— OV (pkl,m’, o'): The challenger returns Verify(pp, pk., sky, pkag, pky, m’, o)
to A.

Receiving A’s final output (m*, o), the challenger checks whether evt | ¢ L 7E )
occurs. If so, the challenger outputs 1; otherwise, it outputs 0. In the following,
we use G; = 1 to denote that the challenger finally outputs 1 in game G;
(1 €{0,1,2}).
Parse o* = (7,¢, Er77C\J,/C\t). Note that when evt

dHPS-KEM> Encap; (ppxem; 72)-
Since G = Gﬁfﬁ,’fﬁS’A()\), we derive

~ - —_, occurs, ¢ =
(L,t, Lry,mE,Tuspce) ’

Pr[Go = 1] = Pr[th(i»alvgy;’Ey"EPc\E)]. (5)
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Game G: This game is the same as Gg, except that when th(J->tA1J-’;37?E,Ws—F?E)

occurs, the challenger returns 0 if ¢ € Cgvpe“'f. Note that the challenger can use
algorithm CheckCwel to check whether ¢ € C!f (with the help of %) efficiently.
The ciphertext unexplainability of dHPS-KEM* guarantees that

|Pr[G1 = 1] — Pr[Gq = 1]| < negl()). (6)

Game G;: This game is the same as G, except that when A queries OVefY on
(pkl,m’,c"), the challenger generates the response as follows:

(i) Parse 0;2: (n', ¢k, k), c). Let y' = (pp, pkl, pkag, pky, ¢, k. K, cp, m’).
(i) If NIZK™ Verify(pk,, 7', y') = 0, return 0 to A.
(iii) Check whether ¢ € Cy or not (with the help of some unbounded algo-
rithm):

-l ¢ C;Le“'f, return 0 to A directly.

- If ¢ e Cett find 0 € dHPS-KEM* RS (with the help of some un-
bounded algorithm) satisfying dHPS—KEMZ.EncapC(pp;r’) = ¢/. Then,
the challenger checks whether dHPS-KEM*.Encap, (pp, pk;7’) = k! or
not. If so, it returns 1 to A; otherwise, it returns 0 to A.

We stress that Gy is an inefficient game.
Let bad denote the event that “A submits a verification query (pk.l, m’,o’ =
(', ¢/ kL, k), c;)) satisfying that (i) NIZK™ .Verify(pk,,7',y') = 1 (where y' =
(PP, DKL, Dking, Pky, ¢, K}, Ky, ¢, m))), (ii) ¢/ € C; \Cyet and (iii) dHPS-KEM* .Decap(pp,
sk, ) = k].” Note that from A’s point of view, Gy and G, are identical except
that bad occurs. The universality of dHPS-KEM* guarantees that the probability

that bad occurs is negligible (note that when ¢ € C;;, \ Cye™, an unbounded al-
gorithm can trivially find r satisfying ¢’ = dHPS-KEM*.Encap; (pp;r’)). Hence,

| Pr[Gs = 1] — Pr[Gy = 1]| < Pr[bad] < negl(}\). (7)

Next, we show an unbounded adversary B’, which simulates G2 for A, at-
tacking the universality of dHPS-KEM® as follows.
Receiving (pp, pk), B’ initializes a set Qsig = 0, runs (pkag, skag, apag) =
(PPuspce, Mskuspce, apyspce) < USPCE.Setup()\,S) for some set S C U, runs
(pkuspce, skuspce) < USPCE.KG(ppyspce, aPuspce), and runs (pk), sk) < dHPS—KEMZ.KG(pb)
and (pks, sks) < dHPS-KEM>.KG(pp). Then, BB sets pp := pp, pk; := (pkuspce, Pk)),
sky = (skuspce, sk}) and pk, := pk. B/ maintains a local array Ly, to keep track
of A’s random oracle queries (here we use CL to denote the range of the hash
function modelled as a random oracle in the NIZK scheme NIZKR). With these
parameters, B’ simulates G for A, answering A’s oracle queries as follows:

— ORO(str): If there is some (str,cl) € Ly, B’ returns cl; otherwise, B’ samples
cl + CL, adds (str,cl) to Lyo, and returns cl.

— OFrak(pk!,m/): B generates o’ < Frank(pp, sks, pk/, pkag, pky, m'), sets Qsig :=
Qsig U {(pk;,m')}, and returns ¢’ to A.
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— OVeity(pk! m' o"): B’ generates the response as follows:
(i) Parse o' = (7', ¢, kl, k), c;). Let v = (pp, pk., pkag, pky, ¢, Kk}, k), ci, m).
(ii) If NIZK® Verify(pk,,',y') = 0, B’ returns 0 to A.
iii) B’ checks whether ¢/ € C¥!f or not (with the help of some unbounded
PP
algorithm):

- If ¢ ¢ Cye™t, B’ returns 0 to A directly.

- If ¢ € et B’ finds ' € dHPS-KEM*.RS (with the help of some

/

unbounded algorithm) satisfying dHPS-KEM> Encap_(pp;7') = .
Then, B checks whether dHPS-KEM* .Encap,. (pp, pkr; ') = k! or not.
If so, it returns 1 to A; otherwise, it returns 0 to A.

Receiving A’s final output (m*,c*), since B’ cannot check whether evt occurs
by itself (because it does not have sk;), it proceeds as follows.

(1) If (pke,m*) € Qsig, then B’ aborts the simulation and returns a random tuple
(Cran, Kran, 75,) as its final output.
(2) Parse 0* = (7,6 ke, ks, &) Let § = (pp, pks, pkag, pky, @ ky, ky, G, m*).
(3) It NIZKR.Verify(pk,, y,7) = 0, B" aborts the simulation and returns a random
tuple (Cran, kran, Tsn) as its final output.
(4) If NIZK® Verify(pk,,7,7) = 1, extract a witness Z for 7 (via the rewinding
technique) such that 7 = (EES,Z\, 7 L, L, ruspee) or & = (L, ¢, L, 7%, ﬁf, FUSPCE):
-1tz = (;ES,%:?, 1, 1,7uspce), B’ aborts the simulation and returns a
random tuple (¢ran, Kran, 7'an) as its final output.
-z = (1, 1, rA;‘, ﬁ’(‘, 7uspce ), B’ firstly checks whether ¢ € C;‘;f“‘f or not.
If so, B’ aborts the simulation and returns a random tuple (¢ran, kran, 7ran)
as its final output. Otherwise, B’ returns (&, E,, 7%) as its final output.

That is the construction of B'.

It is evident that B’ perfectly simulates Go for A. Note that evt occurs if and
only if Verify(pp, pks, skr, pkag, pky, m*,0*) = 1 (where (pk,,m*) ¢ Qsig), which
implies that dHPS-KEM* .Decap(pp, sk, ¢) = k..

So we obtain

AdvgaiPVS-KEME,B/(/\) > Pr[Gy = 1]. (8)
Combining equations (5)-(8), we obtain that
Advgﬁgs_KEMZ,B/ (A) =2 Pr[th(J_,tA,J_,FE,;E,lEﬁ?E)] — negl(}),

which is also non-negligible, contradicting the universality of dHPS-KEM*. O

E.2 Proof of receiver binding

Proof. For any PPT adversary A attacking the receiver-binding property of
MAMF, we denote A’s input as (pp,pks, Skag, pky), and A’s final output as

(pk¥,m*, o*,tk™). Then, we parse c* = (7, ¢, E,,EJ,/C}). Lety = (pp,pk‘s,pkAg,pk:J,aEr,%J,
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¢, m*). Let Qg denote the tuples that A has submitted to OFrank_Since NIZK® =
(Prove, Verify) is a NIZK proof obtained applying the Fiat-Shamir transform to
Sigma protocols, we can further parse # = (¢m,Zz). Note that A can query the
random oracle in the NIZK scheme NIZK®.

We present the following claim, the proof of which is almost the same as that
of the claim in Appendix E.1. So we omit it here.

Claim. If A wins the game GrMRi,{},%,S, 4(A), the challenger does not program the
random oracle on (pk;,cm,%y) during the generation of the responses to A’s
OFrek_oracle queries in GiavE s 4(A)-

Without loss of generality, we assume that (i) A has queried the random
oracle on (pk;,ém,y) before returning its final output (pk}, m*,o*); and (ii) for
each of A’s judge query (pkl,pkl,m’ o' = (7',c ki, k},c}),tk') (parsing 7’ =
(cm’,Z’) and letting y' = (pp, pkl, pkag, ks, ¢, ki, k), ¢;,m’)), A has queried the
random oracle on (pk!,cm’,y’) before submitting (pk., pk!,m’, o', tk’) to OJudee,
This assumption holds without loss of generality, because if A does not make
these queries, we can easily construct another adversary, based on A, that makes
these types of random-oracle queries.

Hence, in this case, if A wins the game GK},‘X,{}'%’S’ 4(A), the challenger does
not program the random oracle on (pk},cm, ) until A queries the random oracle
on it.

Let evt denote the event that Judge(pp, pks, pk;', pkag, sky, m*, o™, tk*) = 1
where (pk‘:, m*) € Qsig-

Obviously, we have

Adviant s a(N) = Pr[Giaut s 4(A) = 1] = Prlevt].

If we can show that Prlevt] is negligible, then we finish this proof.

Assume that Prlevt] is non-negligible.

Note that Judge(pp, pks, k', Dkag, sky, m*, o*,tk*) = 1 implies that NIZK™ Verify
(pk},7,y) = 1. Since NIZK® is a NIZK proof system obtained via the Fiat-
Shamir transform from a Sigma protocol, according to a rewinding lemma [BS20,
Lemma 19.2] and knowledge soundness of the Sigma protocol, a witness Z for
7 (satisfying T = (sks, 1,7, L, L, 7uspce) or Z = (L, T, L,7%, 7, fuspce)) can be

rhCo
extracted with non-negligible probability. The reason is as follows.

Let g:, denote the total number of random oracle queries (in the NIZK scheme
NIZK™) made by A. Since we assume that A has queried the random oracle
on (pk},cm,y) before returning its final output (pk;, m*,c*,tk*), for j € [gro),
let evtl) denote the event that evt occurs and (pk;,cm,7) is A’s j-th random
oracle query. Obviously, Prlevt] = g;"l Prlevt)]. So the fact that Pr[evt] is

non-negligible implies that there must be some j* € [gyo], such that Prlevt(")]
is non-negligible. On the other hand, when evt") occurs, we can rewind back
to the moment when A made its j*-th random oracle query, and respond with a
fresh and uniformly sampled value for this query (since the challenger does not
program the random oracle on (pk},cm, ) until A makes its j*-th random oracle
query). If evtU™) occurs again, we can use the knowledge soundness of the Sigma
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protocol to extract a valid witness Z for 3. Since Prlevtl”)] is non-negligible,
the rewinding lemma [BS20, Lemma 19.2] guarantees that the witness can be
extracted successfully with non-negligible probability.

Hence, let evt(

resp., evt | denote the event

— - -
sks,t,7, L, L,7uspce) ( 17‘/7L»7‘:7T:»7‘USPCE))

that evt occurs and a witness T = (;Es,f, 7, L, L, 7uspce) (resp., T = (J_,tA, 1, 7::’;, ﬁf’ TUSPCE))
for 7 is successfully extracted. Since Pr[evt] is non-negligible, we derive that at

least one of Prlevt, and Prlevt ] is non-negligible.

— o e
SksvthaL7J~7TUSPCE)] (L,t,L,rg,mE Fuspce)

Case 1: If Pr[evt(f,; FrlL /\)}
SRs,t,T, L, L, TUSPCE

We show a PPT adversary B attacking the SK-second-preimage resistance of

dHPS-KEM* as follows.
Upon receiving (pp, pk, s7<:), B initializes a set Qsig := 0, runs (pkag, skag, apag) :=

(pPPuspces Mskuspce, apyspce) < USPCE.Setup(),S) for some set S C U, runs

(PkUSPCB SkUSPCE) < USPCE.KG(ppUSPCE, apUSPCE), and runs (pk’_/j, Sk_/]) < dHPS—KEMZKG([fp)

B sets pp := pp, pky 1= (pkuspce, pk}), sky := (skuspce, sk}), and (pks, sks) :=

(p~k,s~k). Then, with these parameters, B simulates ,r\;lt]\i,{h%’& 4(A) for A. Note

that B can answer A’s oracle queries by itself. Receiving A’s final output (pk}, m*, o*,

tk™), if evt sk

secret key.
That is the construction of B. Now we analyze B’s advantage.

is non-negligible:

— ___. occurs, B returns skg; otherwise, B returns a random
(sks,t,7,L, L, 7uspce) ’

We note that B wins if and only if evt occurs and gES #+ sk,

. (sks, .7, L, L 7Uspce)
le.,

sk-2pr o N
AdVies cems 5(N) = Prlevt gy oo 1 1 ey A (Shs # sks)]

= Prlevt Prlevt A (she = sks)]

(Sks,tAﬁL,L,@)} o (sks,t,7,L, L 7Uspce)

> Prlevt §E5 = sks | evt

(5Ffm L, L)) — Pl (P L, Livce)

Next, we turn to analyze Pr[EES = sks | evt . From A’s point

(oo Lo L))
of view, the information on sks beyond pks is released only in the responses
returned by OFrank OFrank will not provide any information on sk beyond pks
except with negligible probability, because of the zero-knowledge property of
NIZK® (note that during the execution of Frank, the secret key is only used as

a component of the witness to generate the NIZK proof). Hence,

Pr[sks = sks | EVt(EES,?,?,J_,J_,r/us‘\m)] < negl(A).
So Advzlf_l‘f,sp_rKEM; 5(A) is non-negligible, contradicting the SK-second-preimage

resistance of dHPS-KEM®.
Case 2: If Prlevt

We show the proof with a sequence of games.
Game Gy: This is the original game G’,{;,k/;i,\‘h‘}’s’ (). Specifically, the challenger
generates pp, (pkag, skag,apag), (Pky,sky) and (pks, sks), and initializes a set
Qsig = (). It maintains a local array L,, to keep track of A’s random oracle

queries (we use CL to denote the range of the hash function modelled as a

~, =+ ——.| is non-negligible:
(li,iﬂ"é‘ﬂ”kﬂ"usch)] glhg
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random oracle in the NIZK scheme NIZKR). Subsequently, the challenger sends
(pp, pks, skag, pky) to A, and answers A’s oracle queries as follows:

— ORO(str): If there is some (str,cl) € L., the challenger returns cl to A;
otherwise, it samples cl < CL, adds (str,cl) to L., and returns cl to A.

— OFrank(pk!, m’): The challenger generates o’ < Frank(pp, sks, pk., pkag, pky, m'),
sets Qsig := Qsig U {(pk},m')}, and returns ¢’ to A.

— OJvdee(pk!l pk|,m’,o’,tk’): The challenger returns Judge(pp, k., pk,, pkag, sky,
m’ o’ tk’) to A.

Receiving A’s final output (pkF, m*,c*,tk™), the challenger checks whether

evt occurs. If so, the challenger outputs 1; otherwise, it outputs

(LB L7y Fsece)
0. In the following, we use G; = 1 to denote that the challenger finally outputs
1 in game G; (i € {0,1,2}).

Parse o* = (7,¢, ky, kj, ¢ ). Note that when th(L,tA,L,FE,?.f,vﬁp\cs) occurs, ¢ =
dHPS-KEM* .Encap; (pp; 7).
Since Gy = Gf\hlz\i,{},‘,j:)s)A()\), we derive
Pr[Go = 1] = Pr[EVt(L,ﬂLﬁ,ﬁ:,m/ﬁ)]' (9)

Game G: This game is the same as Gg, except that when th(L@L,?E,?E,rLJS/E)

occurs, the challenger returns 0 if ¢ € C;Yfll'f. Note that the challenger can use
algorithm CheckCwel to check whether ¢ € C3e!™* (with the help of r¥) efficiently.
The ciphertext unexplainability of dHPS-KEM* guarantees that

|Pr[G1 = 1] — Pr[Go = 1]| < negl(N). (10)

Game G»: This game is the same as G1, except that when A queries O’Ud&¢ on
(pkl,pkl,m' o’ tk'), the challenger generates the response as follows:

(i) Parse o = (', ¢, k. k), ). Let y' = (pp, pkg, pkag, Pk, ¢, ki, ), ¢, m').
(i) If NIZK™ Verify(pk!,7',4') = 0, return 0 to A.
(i) Check whether ¢’ € C;‘;e“'f or not (with the help of some unbounded algo-
rithm):

-l ¢ C;Le“'f, return 0 to A directly.

-If ¢ e eyt find o € dHPS-KEM* RS (with the help of some un-
bounded algorithm) satisfying dHPS—KEMZ.EncapC(pp;T’) = ¢/. Then,
the challenger proceeds as follows:

o If tk' # L, it computes #' < USPCE.Dec(ppyspce, SkuspcE, i, tk'),
where ppyspce = pPkag and skyspce is from skj. It checks whether
dHPS—KEME.dEncapk(pp,pkj7t’;r’) = k) or not. If so, it returns 1 to
A; otherwise, it returns 0 to A.

o If tk' = L, it computes S; +— USPCE.Dec(ppyspce, skuspce, ¢,y L). If
there is some t’ € S; satisfying dHPS—KEMZ.dEncapk(pp,pkj, t'sr') =
k), it returns 1 to A; otherwise, it returns 0 to A.
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We stress that Go is an inefficient game.

Let bad denote the event that “A bubmltb a judge query (pkl,pkl,m’,o’ =
(', ¢ kL k), ), tk') satisfying that (i) NIZK™ Verify(pk!, 7',y') = 1 (where 3 =
(PP, Pk, Pking, Pk, ¢/ K, k), ci,m')), (ii) ¢ € C,\CwelE, and (iii) dHPS-KEM*.dDecap
(pp, sk, t', ') = k|, where t' < USPCE.Dec(ppyspce, skuspce, ¢}, tk’) when tk’ #
1, ort' € Sy « USPCE.Dec(ppyspce, skuspce, ¢;, L) when tk’ = 1.” Note that
from A’s point of view, G2 and G are identical except that bad occurs. The
extended universality of dHPS-KEM* guarantees that the probability that bad
occurs is negligible (note that when ¢’ € C,, \C""’e11 f an unbounded algorithm

can trivially find 7" satisfying ¢’ = dHPS—KEM .Encap}(pp;r’)). Hence
| Pr[Gs = 1] — Pr[G; = 1]| < Pr[bad] < negl()). (11)

Next, we show an unbounded adversary B’, which simulates Go for A, at-
tacking the extended universality of dHPS-KEM* as follows.

Receiving (pp, pk), B’ initializes a set Qsig := 0, runs (pkag, skag, apag) =
(PPuspce, Mskuspce, apyspce) < USPCE.Setup(A,S) for some set S C U and
runs (pkuspce, skuspce)  USPCE.KG(ppyspces aPuspce)- Subsequently, B’ sets
pp := pp and pky := (pkuspce, pk), and runs (pks, sks) < dHPS-KEM* .KG(pp).
B’ maintains a local array L, to keep track of A’s random oracle queries (here
we use CL to denote the range of the hash function modelled as a random oracle
in the NIZK scheme NIZKR). Then, with these parameters, B’ simulates Gy for
A, answering A’s oracle queries as follows:

— ORO(str): If there is some (str,cl) € Ly, B’ returns cl; otherwise, B’ samples
cl + CL, adds (str,cl) to L., and returns cl.
— OFrank(pk!, m’): B' generates o’ < Frank(pp, sks, pk/, pkag, pky, m’), sets Qsig =
Qsig U {(pk/,m)}, and returns o’ to A.
— OJ”dge(pk:’,pk:’ m/,o’,tk’): B’ generates the response as follows.
(i) Parse o' = (7', ¢, kl, k), c;). Let v = (pp, pk., pkag, pky, ¢, Kk}, k), ci, m').
(i) If NIZKR.Verlfy(pkr, "Jy') =0, return 0 to A.
(iii) B’ checks whether ¢’ € C3'™* or not:
- If ¢ ¢ Cye™t, B/ returns 0 to A directly.
- If ¢ € Cyeltt) B’ find ' € dHPS-KEM*.RS (with the help of some

unbounded algorithm) satisfying dHPS-KEM* .Encap, (pp;r’) = .
Then, B’ proceeds as follows:

o Iftk’ # L, it computest’ <+~ USPCE.Dec(ppyspce; Skuspce, ¢}, tk'),
where ppyspce = Pkag and skyspce is from skj. It checks whether
dHPS—KEME.dEncapk(pp,pkj,t’;r’) =k, or not. If so, it returns
1 to A; otherwise, it returns 0 to .A.

e Iftk’ = L, it computes S; <~ USPCE.Dec(ppyspce; Skuspce, ¢;, L).
If there is some t' € Sy satisfying dHPS—KEME.dEncapk(pp,pkj7 t';
') = k), it returns 1 to A; otherwise, it returns 0 to A.

Receiving A’s final output (pk), m*,o*,tk™), since B’ cannot check whether
evt occurs by itself (because it does not have sk), it proceeds as follows.
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(1) If (pkF,m*) € Qslg, then B’ aborts the simulation and returns a random
tuple (¢ran, Kran, rran, tran) as its final output.
(2) Parse o* = (7,¢, kh]f_],Ct) Let ¥ = (pp, pks, pkag, Pky, G, k’r,k_],Ct, ).
(3) If NIZK® Verify(pk?,7,7) = 0, then B’ aborts the simulation and returns a
random tuple (Cran, Kran, 7'ans tran) as its final output.
(4) If NIZKR.Verify(pk:‘,;T], ) = 1, extract a witness Z for y (via the rewinding
technique) such that 7 = (gl;s,tA, 7 L, L, 7uspce) or 7 = (L, ¢, L, rAg‘, ﬁf, TUSPCE):
-If7 = (glzis,z’\,’l/“\,J_,J_,’l“U/s]D\ag), B’ aborts the simulation and returns a
random tuple (Cran, Kran, Tran, tran) as its final output.
I T = (L1 L, 7%, 7::;, ruspce), B firstly checks whether ¢ € Cg‘;,e“‘f. If so,
B’ aborts the simulation and returns a random tuple (cran, kran;s Tian tran)
as its final output. Otherwise, B’ proceeds as follows:
o If tk* # L, it computes ¢/ = USPCE.Dec(ppyspce, Skuspce; &, tk*),
and returns (¢, ky, 7%, ¢') as its final output.
o If tk' = L, it computes Sy < USPCE. Dec(ppUSPCE,skuspcg,ct,L),
uniformly samples ¥ St, and returns (c, k'J, r , ) as its final out-
put.

That is the construction of B’.

It is evident that B’ perfectly simulates Go for A. Note that evt occurs
if and only if Judge(pp, pks, pk ,pkAg,skJ,m o*,tk*) = (Where (pkr,m ) ¢
Qsig), which implies that dHPS- KEM*> dDecap(pp,skJ,t’ c) = k:J (where ¥ =
USPCE.Dec(ppyspce, skuspce, Ct, tk™) when tk* # L or e USPCE.Dec(ppyspce;
skuspck, Cg, J_) when tk* = J_).

Considering that |S;| < poly(A) for some polynomial poly(\), we obtain

. 1
AdvSESey (A > ————Pr[Gy = 1]. 12
Vaips-kems g (A) = poly(\) r[Gs ] (12)

Combining equations (9)-(12), we obtain that

A Vzﬁlgél—lleME,B’(A) > m Pr[EVt(L@l]&;E’UgD?E)] - negl()‘)v

which is also non-negligible, contradicting the extended universality of dHPS-KEM*.
(|

E.3 Proof of sender binding

Proof. For any PPT adversary A attacking the sender-binding property of MAM F,
we denote A’s input as (pp, pk,, sk‘Ag, pky), and A’s final output as (pk o*, tk™).
Then, we parse o* = (T, ¢, kr,k_th) Let ¥ = (pp, pks, pkag, k), €, kr,kJ,ct, ).
Since NIZK® = (Prove, Verify) is a NIZK proof obtained applying the Fiat-
Shamir transform to Sigma protocols, we can further parse 7 = (ém,Zz). Note
that A can query the random oracle in the NIZK scheme NIZK™.
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Without loss of generality, we assume that (i) A has queried the random or-
acle on (pk,,€m, ) before returning its final output (pkZ, m*,o*); (ii) for each of
A’s verification query (pkl,m’',o’ = (7', ', k], k), c;)) (parsing 7' = (cm’, z’) and
letting y' = (pp, pk., pkag, Pky, ¢, k}, k), c;, m’)), A has queried the random oracle
on (pk,,cm’, y') before submitting (pk., m’, o’) to OVe®; and (iii) for each of A’s
judge query (pkl,pkl,m’',c’ = (n',c k|, k), c}),tk’) (parsing 7’ = (cm’,Z’) and
letting ' = (pp, pk., pkag, Pky, ¢, k/, k), c;,m’)), A has queried the random oracle
on (pk!,cm’,y') before submitting (pkl, pk!,m’ o’ tk’) to ©'dee. This assump-
tion holds without loss of generality, because if A does not make these queries,
we can easily construct another adversary, based on A, that makes these types
of random-oracle queries.

Hence, in this case, the challenger in game Gﬁ;,%{h‘é’s’ 4(A) does not program
the random oracle on (pk,,cm,7) until A queries the random oracle on it.

Let evt denote the event that (Verify(pp, pkZ, sk, pkag, pky, m*,0*) = 1) A
(Judge(pp, pkZ, pkr, pkag, sky, m*, o*,tk™) = 0), where tk™ satisfies WellForm (pp,
pky,tk™) = 1 when m* ¢ S, and tk* = L when m* € S.

We derive

Adviiit s 4(A) = Prlevt]

Thus, what remains is to prove that Prlevt] is negligible.

Assume that Pr[evt] is non-negligible.

Note that when evt occurs, we have Verify(pp, pkZ, sk, pkag, pky, m*,0*) = 1,
which implies that NIZKR.Verify(pkr,%, y) = 1. Since NIZK® is a NIZK proof
system obtained via the Fiat-Shamir transform from a Sigma protocol, according
to a rewinding lemma [BS20, Lemma 19.2] and knowledge soundness of the
Sigma protocol, a witness Z for y (satisfying & = (EES,E 7, L, L, 7uspce) or T =
(L,EL,?%,?%,@)) can be extracted with non-negligible probability. The
reason is as follows.

Let g;, denote the total number of random oracle queries (in the NIZK scheme
NIZKR) made by A. Since A has queried the random oracle on (pk,, ¢m, %) before
returning its final output (pk?,m*,o* tk*), for j € [gro], let evt’?) denote the
event that evt occurs and (pk,, cm, 7) is A’s j-th random oracle query. Obviously,
Prlevt] = > % Prlevt?)]. So the fact that Prlevt] is non-negligible implies that
there must be some j* € [gy0], such that Pr[evtU™)] is non-negligible. On the other
hand, when evtU™) occurs, we can rewind back to the moment when A made its
j*-th random oracle query, and respond with a fresh and uniformly sampled
value for this query (since the challenger does not program the random oracle
on (pky,cm,7) until A makes its j*-th random oracle query). If evtU") occurs
again, we can use the knowledge soundness of the Sigma protocol to extract a
valid witness Z for 7. Since Pr[evtU”)] is non-negligible, the rewinding lemma
[BS20, Lemma 19.2] guarantees that the witness can be extracted successfully
with non-negligible probability.

Note that when Verify(pp, pkZ, sk, pkag, pky, m*,0*) = 1, if the extracted wit-
ness 7 for 7 is (gEs,tA,ﬁ 1, L,70spce) , then Judge(pp, pkZ, pkr, pkag, sky, m*, o™,
tk™) =1 for the aforementioned tk*. In this case, evt does not occur.
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Hence, when evt occurs, the extracted witness for § must be 7 = (L, ¢, L, 7%, r}, 7ospce)-

Let evt( LB ) denote the event that evt occurs and a witness T =
sby T Ty s

(L, T, L, 7:;*(‘, 7uspce) for 7/ is successfully extracted. Since Prlevt] is non-negligible,

P o)
we derive that Pr[evt is also non-negligible.

(LB L7 )
Now, we consider a sequence of games.

Game Gg: This is the original game GR},%‘}%’S’ 4(A). Specifically, the challenger

generates pp, (pkag, Skag,apag), (Pky, sky) and (pky, sk,), and maintains a local

array L, to keep track of A’s random oracle queries (here we use CL to denote

the range of the hash function modeled as a random oracle in the NIZK scheme

NIZKR). Subsequently, the challenger sends (pp, pkr, skag, pky) to A, and answers

A’s oracle queries as follows:

— ORO(str): If there is some (str,cl) € L., the challenger returns cl to A;
otherwise, it uniformly samples cl < CL, adds (str,cl) to L., and returns cl
to A.

— OVeri(pkl m/, o’): The challenger returns Verify(pp, pkL, sk, pkag, pky, m’, o’)
to A.

— Oudee(pkl, pk], m’, o', tk'): The challenger returns Judge(pp, pkL, pk,, pkag, sk,
m/ o' tk’) to A.

Receiving A’s final output (pkZ, m*,o*,tk"), the challenger checks whether
evt | 7 L e Oceurs. If so, the challenger outputs 1; otherwise, it outputs
0. In the following, we use G; = 1 to denote that the challenger finally outputs
1 in game G; (i € {0,1,2}).

Parse o* = (7,¢, ki, kj, ¢t ). Note that when evt

dHPS-KEM* .Encap; (pprewm; 72)-
Since Go = Gyamt.s.a(A), we derive

LB, L%, spce) OCCULS; € =

Pr[Go = 1] = Prfevt (13)

(Lt Lyrg ,TEJ"USPCE)]'

Game G: This game is the same as Gg, except that when th(L,tA,L,?E,;E,m/E)
occurs, the challenger returns 0 if ¢ € C;‘F’f“'f. Note that the challenger can use
algorithm CheckCwel to check whether ¢ € C;’,Vpe“‘f (with the help of %) efficiently.
The ciphertext unexplainability of dHPS-KEM* guarantees that

|Pr[G1 = 1] — Pr[Gg = 1]| < negl()). (14)

Game G,: This game is the same as G, except that when A queries OVeY on
(pkl,m’,c"), the challenger generates the response as follows:

(i) Parse o' = (7', ¢, kl, k), c}). Let y' = (pp, k., pkag, pky, ¢, k}, k), ¢, m).
(ii) If NIZK™ Verify(pk,, 7', y') = 0, return 0 to A.
(iii) Check whether ¢’ € C;Tf“'f or not (with the help of some unbounded algo-
rithm):
-Ifd ¢ CFV,Vpe“'f, return 0 to A directly.
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-If e Cr‘,"[)e”‘f, find v’ € dHPS-KEM*.RS (with the help of some un-

bounded algorithm) satisfying dHPS—KEME.EncapC(pp;r’) = . Then,
the challenger checks whether dHPS-KEM* .Encap, (pp, pkr;7’) = k! or
not. If so, it returns 1 to A; otherwise, it returns 0 to A.

We stress that Go is an inefficient game.
Let bad denote the event that “A submits a verification query (pk., m’,o’ =
(n',c k], k), c;)) satisfying that (i) NIZK™ Verify(pk,, 7', y/) = 1 (where 3/ =
(pp, PkL, pkag, Pky, ¢, k], Ky, cp,m)), (ii) ¢ € C;p\C;"OCH‘f, and (iii) dHPS-KEM* .Decap(pp,
sk, ') = k”. Note that from A’s point of view, G and G; are identical except
that bad occurs. The universality of dHPS-KEM* guarantees that the probability

that bad occurs is negligible (note that when ¢’ € C;;,\ C;ﬁ,eu‘f, an unbounded al-

gorithm can trivially find r’ satisfying ¢’ = dHPS—KEMZ.EncapZ(pp; r’)). Hence,
|Pr[Gs = 1] — Pr[G; = 1]| < Pr[bad] < negl(}\). (15)

Next, we show an unbounded adversary B, which simulates Go for A, at-
tacking the universality of dHPS-KEM® as follows.

Upon receiving (pp, pk), B runs (pkag, skag, apag) := (PPuspce, MSkuspcE; aPyspce)
USPCE.Setup(A,S) for some set S C U, (pk), sk}) < dHPS—KEI\/IE.KG(pr), and
(pkuspce, skuspce) < USPCE.KG(ppyspce,aPuspce): B sets pp := pp, pky =
(pkuspce,pk)), sky = (skuspce, sk)), and pk, := pk. B maintains a local ar-
ray L, to keep track of A’s random oracle queries (here we use CL to denote
the range of the hash function modelled as a random oracle in the NIZK scheme
NIZK®). Then, with these parameters, B simulates G for A, answering A’s
oracle queries as follows:

— ORO(str): If there is some (str, cl) € Ly, B returns cl; otherwise, B uniformly
samples cl «+ CL, adds (str,cl) to L., and returns cl.
— OVeify(pkl m/, o'): B proceeds as follows:
(i) Parse o' = (7', kl, k), ct). Let v = (pp, pki, pkag, pky, ' ki, k), ¢, m').
(ii) If NIZK® Verify(pk,, ', y') = 0, return 0 to A.
(iii) Check whether ¢/ € Coe!f or not:

- If ¢ ¢ Cye™, return 0 to A directly.

- If ¢/ € Cyel™, find v’ € dHPS-KEM”.RS (with the help of some

/

unbounded algorithm) satisfying dHPS—KEME.EncapC(pp;r') = c.
Then, B checks whether dHPS-KEM> .Encap, (pp, pkr; ') = k. or not.
If so, it returns 1 to A; otherwise, it returns 0 to A.
— OJudee(pkl pkl,m’ o’ tk'): B returns Judge(pp, k., pk,, pkag, sky,m’, o’ tk')
to A.

Receiving A’s final output (pk¥, m*,c*, tk*), since B cannot check whether

evt occurs by itself (because it does not have sky), it proceeds

(L6477 77 ,7UspcE)
as follows.

(1) Parse U* = (%7 /C\a /Igh/k\.]a/c\t)' Let @\: (pp,pks,pkAg7ka,/C\7 /k\/’ra/]%.]a/c\hm*)'
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(2) If NIZKR.Verify(pk;,,gj, ) = 0, then B aborts the simulation and returns a
random tuple (Cran, Kran, T'an) as its final output.
(3) It NIZKR.Verify(pk,, y,7) = 1, extract a witness Z for § (via the rewinding
technique) such that 7 = (EES,tA, 7, L, L, 7yspce) or T = (J_,;f\, 1, rAj, rAlf, FUSPCE )"
-If7 = (EES7£?,J_,L,7’E|D\(;|5)7 B aborts the simulation and returns a
random tuple (¢ran, Kran, 7'an) as its final output.
I E = (L4, 7%,7%,@), B firstly checks whether ¢ € C;Tf“'f. If so,

B aborts the simulation and returns a random tuple (cran, kran, 7/an) @S
its final output. Otherwise, B returns (¢, k&, rAé‘) as its final output.

That is the construction of B.
It is evident that B perfectly simulates Go for A. So we obtain

AdvgagS—KEME,B()‘) > Pr[Gy = 1]. (16)
Combining equations (13)-(16), we obtain that
Adviips kem= 5(V) = Prlevt | ¢, = = jopep ] — negl(Y),

which is also non-negligible, contradicting the universality of dHPS-KEM*. 0O

E.4 Proof of universal deniability

Proof. We use a sequence of games to show that MAMF satisfies the universal
deniability. Without loss of generality, assume that 4 makes q., queries to OFF

in game GyAVES 4 ().

Game Gy: This is the original game G&‘A‘,\‘j,]?esn 4(A) when b = 0, except that
the final output of the challenger in Gg is the adversary A’s final output &'
Specifically, given the security parameter A and a set S C U, the challenger gen-
erates pp, (pkag, Skag; apPag); (Pky, sky), (pks, sks) and (pky, sky). The challenger
maintains a local array L,, to keep track of A’s random oracle queries (we use
CL to denote the range of the hash function modelled as a random oracle in the
NIZK scheme NIZK™). Then, the challenger sends (pp, sks, pkr, skag,Dky) to A,
and answers A’s oracle queries as follows:

— ORO(str): If there is some (str,cl) € Lo, the challenger returns cl to A;
otherwise, it samples cl < CL, adds (str,cl) to L., and returns cl to A.

— OFF(m/): The challenger generates oo < Frank(pp, sks, pkr, pkag, pky, m'),
and returns oy to A.

Finally, receiving A’s final output b, the challenger returns b’ as its own final
output.

In the following, we use G; = 1 (resp., Géjl) = 1) to denote that the chal-
lenger finally outputs 1 in game G; for ¢ € {0,1,3} (resp., in game ngz for
i € [gn) and j € {0,1,2,3}).
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Game Gi: This game is the same as Gg, except that when generating the NIZK
proof in the OFF, the challenger calls the simulator S of the Fiat-Shamir NIZK
proof system for R.

By the zero knowledge property of NIZK, we have that

IPr[Go = 1] — Pr[G = 1]| < negl()\).

Game Géoi This game is totally the same as G.
Game Gg_)l-)ﬂ (7 € [gen — 1]): This game is totally the same as Gggz)

Game Ggll) (i € [gen]): This game is identical to Gg_?, except that in the gen-
eration of the response to A’s i*" query to OFF k! and K are generated by
dHPS-KEM* .Decap and dHPS-KEM>.dDecap, respectively.

Due to the correctness property of the dHPS-KEM* scheme, when ¢ <
dHPS—KEMZ.EncapC(pp; '), we have

dHPS-KEM*> .Encap, (pp, pk; ') = dHPS-KEM®> .Decap(pp, sk, ¢'),
dHPS-KEM* .dEncap, (pp, pk’), t'; ') = dHPS-KEM* .dDecap(pp, sk}, ', ¢').

Therefore, Ggll) is identical to Gg?i from A’s point of view.

Game G(22Z) (7 € [gen]): This game is identical to Géll) , except that in the genera-
tion of the response to A’s i*" query to OFF, ¢ is generated by dHPS-KEM* .Enca Pa.
That is to say, the challenger samples r} dHPS—KEME.RS*, and computes
¢ = dHPS-KEM* Encap} (pp; ).

Due to the indistinguishability property of the dHPS-KEM® scheme, any
PPT adversary cannot distinguish between ng) and Ggll) with non-negligible
probability.

Game Géi) (i € [gen]): This game is identical to G;i), except that in the
generation of the response to A’s i*" query to OFF, TR dHPS—KEME.RS*,
k! = dHPS-KEM*.SamEncK (pp; 7;), and k) < dHPS-KEM™ .KC.

Note that the uniformity of sampled keys of dHPS-KEM* guarantees that &/
is uniformly distributed over dHPS-KEM® K. T hus, according to the smoothness
and the extended smoothness of dHPS-KEM*, we obtain that |Pr[Gg_3i) = 1] -
Pr[GS”) = 1]] < negl()).

We stress that in game G(Q‘Ech, in the generation of the response to each of A’s
queries to OFF | ¢ = dHPS-KEM* .Encap (pp; ), k! = dHPS-KEM*.SamEncK (pp; ;)
and k) dHPS—KEI\/IE.IC, where rf and r{ are both uniformly and independently
sampled from dHPS-KEM* RS*.

(3)

Game Gj: This game is the same as Gy, , except that when generating the
NIZK proof in the OFF, the challenger calls the NIZK generation algorithm
NIZK™ Prove and the witness 2’ is set to be (L, ¢, L, r¥,ry, ruspce). The case is
similar to that from Gg to G1. Thus, we have [Pr[Gs = 1] — Pr[Ggggch = 1) <
negl(A).
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In fact, G corresponds to the game Gk},ﬁ‘,ﬁegl 4(A) when b = 1, except that
the challenger in G3 returns A’s final output &’ as its own final output. In other
words, when the adversary A issues OFF(m/) queries, the challenger calls Forge
to generates the signatures.

Hence, we conclude that

. 1
AdVURREA() = 5[Pr{Go = 1] — Pr{Gs = 1]| < negl().

E.5 Proof of receiver compromise deniability

Proof. We use a sequence of games to show that MAMF satisfies the receiver
compromise deniability. Without loss of generality, assume that 4 makes ¢,

queries to OFRF in game Gﬁ‘ifﬁx‘.’?}é?f’;{l(k).

Game Gq: This is the original game GRAGEES (A) when b = 0, except that
the final output of the challenger in Gg is the adversary A’s final output &'
Specifically, given the security parameter A and a set S C U, the challenger
generates pp, (pkag, skag), (pky, sky) and (pks, sks). It maintains a local array L,
to keep track of A’s random oracle queries (we use CL to denote the range of the
hash function modelled as a random oracle in the NIZK scheme NIZKR). Then,
the challenger sends (pp, sks, skag, pky) to A, and answers A’s oracle queries as
follows:

— ORO(str): If there is some (str,cl) € Lo, the challenger returns cl; otherwise,
the challenger samples cl - CL, adds (str,cl) to Lo, and returns cl.

— OFRF(pk! sk!,m'): If WellForm,(pp, pk!, sk!) = 0, the challenger returns L;
otherwise, the challenger generates oo < Frank(pp, sks, pky, pkag, pky, m'),
and returns og to A.

Finally, receiving A’s final output &', the challenger returns b’ as its own final
output.

In the following, we use G; = 1 (resp., Géjl) = 1) to denote that the chal-

lenger finally outputs 1 in game G; for ¢ € {0,1,3} (resp., in game ngz for
i € [gn) and j € {0,1,2,3}).
Game Gi: This game is the same as Gg, except that when generating the NIZK
proof in the OFRF the challenger calls the simulator S of the Fiat-Shamir NIZK
proof system for R.

By the zero knowledge property of NIZK, we have that

IPr[Go = 1] — Pr[Gy = 1]| < negl()).

Game Gg‘)%: This game is totally the same as Gj.
Game Gg_)i)ﬂ (i € [gen — 1]): This game is totally the same as G
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Game G;ll) (7 € [gen]): This game is identical to Gg? , except that in the gener-

ation of the response to A’s i*® query to OFRF (denoted as (pk!, sk!,m’)), k! and

k' are generated by dHPS—KEMZ.Decap and dHPS-KEME.dDecap, respectively.
That is to say, the challenger computes k! < dHPS-KEM* .Decap(pp, sk/, ¢) and
k) <— dHPS-KEM®> .dDecap(pp, sk, t', ¢), where t' < dHPS-KEM*.T.

Due to the correctness property of the dHPS-KEM® scheme, when ¢ <«
dHPS-KEM*> .Encap,(pp; '), we have

dHPS-KEM?> .Encap, (pp, pk!; ') = dHPS-KEM?> .Decap(pp, sk!, ¢'),
dHPS-KEM* .dEncap, (pp, pk’), t'; ') = dHPS-KEM* .dDecap(pp, sk}, ', ¢').

Therefore, Gélz) is identical to Ggq from A’s point of view.

Game GéQZ) (¢ € [gen]): This game is identical to Géll) , except that in the genera-
tion of the response to A’s i*" query to OFRF_ ¢/ is generated by dHPS-KEM* .Encap;.
That is to say, the challenger samples r} dHPS-KEM* RS*, and computes
¢ = dHPS-KEM* Encap} (pp; ).

Due to the indistinguishability property of the dHPS-KEM® scheme, any
PPT adversary cannot distinguish between Géi) and Gglz with non-negligible
probability.

Game Gé‘? (i € [gen]): This game is identical to Gg?g, except that in the gen-
eration of the response to A’s it" query to OFRF, k' is computed as follows:
ri + dHPS-KEM”.RS*, k) = dHPS-KEM*>.dSamEncK (pp, t'; 7).

Note that the uniformity of sampled keys of dHPS-KEM™ guarantees that &/
is uniformly distributed over dHPS-KEM> K. Thus, according to the extended
smoothness of dHPS-KEM*, we obtain |Pr[G$i) =1]— Pr[Géi-) = 1]| < negl()).

We stress that in game Gggch, in the generation of the response to each of
A’s queries to OFRF (denoted as (pk!, sk!,m’)), ¢’ = dHPS—KEMZ.EncapZ(pp; ry),
k! = dHPS-KEM> .Decap(pp, sk/, ¢') and k) = dHPS-KEM*.dSamEncK (pp, t'; 1),

where rf and 7 are both uniformly and independently sampled from dH PS-KEM* . RS*.

Game Gg3: This game is the same as Gg?;ch, except that when generating the

NIZK proof in the OFRF the challenger calls the NIZK generation algorithm
NIZK™ .Prove and the witness 2’ is set to be (L, ¢, L,r¥ rf, ruspce). The case is

similar to that from Gg to G1. Thus, we have [Pr[Gs = 1] — Pr[Grg’;Ch = 1) <

negl(A).

In fact, Gz corresponds to the game Gﬁ‘ﬂ,‘,’g}g%‘()\) when b = 1, except
that the challenger in G3 returns A’s final output b’ as its own final output. In
other words, when the adversary A issues OFRF(pk!, sk!, m') queries in Gs, the
challenger calls RForge to generates the signatures.

Hence, we conclude that

1
AdviGamDen () = 5IP1[Go = 1] = Pr[Gy = 1]| < negl(}).
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E.6 Proof of judge compromise deniability

Proof. We use a sequence of games to show that MAMF satisfies the judge com-
promise deniability. Without loss of generality, assume that .4 makes g., queries
to OFJF in game G‘,I,,“E,\;’Ejgjl()\) .

Game Gg: This is the original game G‘,{A“/S\%TSD’%(A) when b = 0, except that
the final output of the challenger in Gg is the adversary A’s final output &'.
Specifically, given the security parameter A and a set S C U, the challenger
generates pp, (pkag,skag), (pky,sky), (pks,sks) and (pky, sky). It maintains a
local array L., to keep track of A’s random oracle queries (here we use CL to
denote the range of the hash function modelled as a random oracle in the NIZK
scheme NIZKR). Then, the challenger sends (pp, sks, pkr, skag, pky, sky) to A, and
answers A’s oracle queries as follows:

— ORO(str): If there is some (str,cl) € Lo, the challenger returns cl; otherwise,
the challenger samples cl < CL, adds (str,cl) to L., and returns cl.

— O™F(m’): The challenger generates oo < Frank(pp, sks, pky, pkag, pky, m'),
and returns og to A.

Finally, receiving A’s final output &', the challenger returns b’ as its own final
output.

In the following, we use G; = 1 (resp., Géjl) = 1) to denote that the chal-

lenger finally outputs 1 in game G; for ¢ € {0,1,3} (resp., in game ngz for
i € [gn) and j € {0,1,2,3}).
Game Gi: This game is the same as Gg, except that when generating the NIZK
proof in the OFIF, the challenger calls the simulator S of the Fiat-Shamir NIZK
proof system for R.

By the zero knowledge property of NIZK, we have that

|Pr[Go = 1] — Pr[G1 = 1]| < negl(\).

Game Gg_)i: This game is totally the same as G.

Game Gg_)i)ﬂ (2 € [gen — 1]): This game is totally the same as Gggz)

Game Gélz) (¢ € [qen]): This game is identical to Gé?i) , except that in the
generation of the response to A’s i*" query to OFF k! and K are gener-
ated by dHPS-KEM?* .Decap and dHPS-KEM®>.dDecap, respectively. That is to
say, the challenger computes k| <+ dHPS—KEMZ.Decap(pp,sk,,c’) and k) <
dHPS-KEM*.dDecap(pp, sk, ', ¢'), where ' <~ dHPS-KEM>.T".

Due to the correctness property of the dHPS-KEM* scheme, when ¢
dHPS-KEM*> .Encap,(pp; '), we have

dHPS-KEM* Encap, (pp, pky; ') = dHPS-KEM®> .Decap(pp, sk, ¢’),
dHPS-KEM> .dEncap, (pp, pk}, t'; ') = dHPS-KEM*.dDecap(pp, sk}, t', ¢).

Therefore, Ggll) is identical to Géoi from A’s point of view.
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Game Gé Z) (¢ € [gen]): This game is identical to G2 ;» except that in the genera-
tion of the response to A’s i*® query to OFIF ¢ is generated by dHPS-KEM* .Encap
That is to say, the challenger samples r} dHPS-KEM*.RS*, and computes
¢ = dHPS-KEM* Encap} (pp; ).

Due to the indistinguishability property of the dHPS-KEM® scheme, any
PPT adversary cannot distinguish between Géi) and Ggll) with non-negligible
probability.

*
c*

Game Gégl) (¢ € [gen]): This game is identical to G2 7, except that in the gen-
eration of the response to A’s i** query to OFJF, k! is computed as follows:
ri + dHPS-KEM* . RS*, k! = dHPs-KEME.samEncK(pp;r;).

Note that the uniformity of sampled keys of dHPS-KEM* guarantees that k|
is uniformly distributed over dHPS-KEM® K. Thus, according to the smoothness
of dHPS-KEM®, we have |Pr[G<33 = 1] = Pr[G) = 1] < negl(A).

We stress that in game Gr2 1> i1 the generation of the response to each of A’s

queries to OFIF ¢ = dHPS-KEM*. Encap’ (pp; r¥), k, = dHPS- KEM*. SamEncK(pp; )
and k) = dHPS- KEI\/IE.dDecap(pp, sk),t', '), where rf and r; are both uniformly
and independently sampled from dHPS-KEM* RS*.

Game Gg: This game is the same as G2 a0 €xcept that when generating the
NIZK proof in the OFJF, the challenger calls the NIZK generation algorithm
NIZK™ .Prove and the witness 2’ is set to be (L, ¢, L,r¥ rf, ruspce). The case is
similar to that from Gg to Gi. Thus, we have [Pr[Gs = 1] — Pr[GgB; L= 1<
negl(}).

In fact, G corresponds to the game GRAMES % (A) when b = 1, except that
the challenger in G3 returns A’s final output &’ as its own final output. In other
words, when the adversary A issues O™JF(m/) queries in G3, the challenger calls
JForge to generates the signatures.

Hence, we conclude that

1
AdviiPoR () = §|Pr[G0 = 1] — Pr[G3 = 1]| < negl(\).

E.7 Proof of unframeability

Proof. For any PPT adversary A attacking the unframeability of MAMF, we de-
note A’s input as (pp, pks,sk,, skAg,ka,skJ) and A’s final output as (m o*).
Then, we parse o* = (T, ¢, kr,kJ,ct) Let §¥ = (pp, pks, pkag, pkJ, €, k,,kJ,ct, ).
Let Qsig denote the set of messages that A has submitted to Ok, Since
NIZK® = (Prove, Verify) is a NIZK proof obtained applying the Fiat-Shamir
transform to Sigma protocols, we can further parse 7 = (cm,2). Note that A can
query the random oracle in the NIZK scheme NIZK®

We present the following claim, the proof of which is almost the same as that
of the claim in Appendix E.1. So we omit it here.
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Claim. If A wins the game G[,\ﬂf&f,\rﬂa,;rf’s", 4(A), the challenger does not program the
random oracle on (pk,,cm,y) during the generation of the responses to A’s
OFrank_oracle queries in G‘,\ﬂ,‘,gf{,?g?sﬁ A(N).

Without loss of generality, we assume that A has queried the random oracle
on (pk,,cm,y) before returning its final output (m*,o*). This assumption holds
without loss of generality, because if A does not make these queries, we can easily
construct another adversary, based on A, that makes these types of random-
oracle queries.

Hence, in this case, if A wins the game Gyanes 4()\), the challenger does
not program the random oracle on (pk,, cm, 7) until A queries the random oracle
on it.

Let evt denote the event that (Verify(pp, pks, sk, pkag, pky, m*,0*) = 1) A
(Judge(pp, pks, Pk, pkag, sky,m*,0*,tk*) = 1), where m* ¢ Qs and tk™ «
TKGen(pp, skag, pkj, m*).

We derive

Advyae 4(A) = Prlevt].

Thus, what remains is to prove that Prlevt] is negligible.

Assume that Pr[evt] is non-negligible.

Note that when evt occurs, we have Verify(pp, pks, skr, pkag, pky, m*,0*) = 1,
which implies that NIZK” Verify(pk,,7,7) = 1. Since NIZK™ is a NIZK proof
system obtained via the Fiat-Shamir transform from a Sigma protocol, according
to a rewinding lemma [BS20, Lemma 19.2] and knowledge soundness of the
Sigma protocol, a witness Z for ¥ (satisfying & = (EES,?, 7, L, L, 7uspce) or T =
(L,EL,%,@‘,@)) can be extracted with non-negligible probability. The
reason is as follows.

Let gy denote the total number of random oracle queries (in the NIZK scheme
NIZK™) made by A. Since A has queried the random oracle on (pk,,cm,3) before
returning its final output (m*,o*), for j € [guo], let evt'd) denote the event that
evt occurs and (pk,,cm,7) is A’s j-th random oracle query. Obviously, Pr[evt]
= >0 Prlevt?)]. So the fact that Pr[evt] is non-negligible implies that there
must be some j* € [g], such that Prlevt’)] is non-negligible. On the other
hand, when evtl”) occurs, we can rewind back to the moment when A made
its j*-th random oracle query, and respond with a fresh and uniformly sampled
value for this query (since the challenger does not program the random oracle
on (pk,,cm,7) until A makes its j*-th random oracle query). If evt") occurs
again, we can use the knowledge soundness of the Sigma protocol to extract a
valid witness Z for 7. Since Prlevt?")] is non-negligible, the rewinding lemma
[BS20, Lemma 19.2] guarantees that the witness can be extracted successfully
with non-negligible probability.

Hence, let evt

resp., evt | denote the event

L ( e )
(sks,t,7, L, L, 7uspce) st LT,y TUSPCE)

that evt occurs and a witness T = (sks, t,7, L, L, 7uspce) (vesp., & = (L, ¢, L, 72,75, 7uspce))

1T Co
for 7 is successfully extracted. Since Pr[evt] is non-negligible, we derive that at

least one of Prlevt ( and Prlevt ] is non-negligible.

—~ . ] PO
sks,t,7, L, L, 7uspce) (Lt, Lyrg ¥ Fuspce)
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Case 1: If Pr[th(gEsiAf,J-,J-,Tus/P\ce

We show a PPT adversary B attacking the SK-second-preimage resistance of
dHPS-KEM> as follows.
Upon receiving (p~p,p~/<:, 57€), B initializes a set Qsig := (), runs (pkag, skag, apag) :=
(PPuspce, Mskuspce, apyspce) < USPCE.Setup(),S) for some set S C U, runs
(pkuspce, skuspce) < USPCE.KG(ppyspce; aPuspce), and runs (pk, sk)) + dHPS-KEM>.KG(pp)
and (pky, sk,) + dHPS-KEM* .KG(pp). B sets pp := pp, pky := (pkuspce,pk}),
sky = (skuspce, sk}), and (pks, sks) = (p~k, 379) Then, with these parameters, B
simulates G[,\i,r}\f,\‘ha;‘; 4(A) for A. Note that B can answer A’s oracle queries by it-
self. Receiving A’s final output (m*,c*), if evt ) oceurs, B returns

)] is non-negligible:

(sks,t,7, L, L, Fuspce
sks; otherwise, B returns a random secret key.
That is the construction of B. Now we analyze B’s advantage.

Note that B wins if and only if evt occurs and EES =+ sk, i.e.,

(sks,E,7, L, L,7UspcE)

sk-2pr -
AdvdHP%_KEMEﬁ(/\) = Pr[evt(ayaag%m) A (sks # sks)]

= Prlevt ] — Prlevt A (sks = sks)]

(sks 8,7, L, L, 7spce) (sks,E,7, L, L, 7uspce)

> Prlevt §ES = sks | evt

(Fem L, L)) — Pl (Feim L, Livree)

Next, we turn to analyze Pr[gEs = sks | evt, . From A’s point

Fo L L)
of view, the information on sks beyond pks is released only in the responses
returned by OFrank OFrank will not provide any information on sks beyond pks
except with negligible probability, because of the zero-knowledge property of
NIZK® (note that during the execution of Frank, the secret key is only used as

a component of the witness to generate the NIZK proof). Hence,

Pr[sks = sks | th(EE,tA,ﬁJ_,J_,m/p\cg)] < negl(A).
So Advzlf_l'gsp_rKEME’ 5(A) is non-negligible, contradicting the SK-second-preimage

resistance of dHPS-KEM®.

Case 2: If Prlevt
Recall that evt

~, =+ ——.| is non-negligible:
(J-ytfl-,Té‘ﬂ‘k,Tuspcs)] glg

(LFL 777 roece) denote the event that evt occurs and a witness
Wby Te Ty

T = (J—7t7J—7T:7T|>:7TUSPCE) for :/y\ = (ppapksvpkAgvkaagv kl’a ka/C\tam*) Is success-

fully extracted.
Let evt?)

(L6172, 1] ,Fuspce)
the extracted witness Z satisfies

denote the event that evt occurs and

e
(L,t, L,rE,re,Tuspce)

@r) € RE A (k1) € RE A ((phuspece, m*, ), (F,7Uspce)) € Ret,

(2) -
(Lt 1,78, r , FUspcE)
the extracted witness T satisfies

and evt denote the event that evt occurs and

e
(L,t,L,rE,ry,Fuspce)

~

@r2) € REA ((ky, (B,77)) € RE Aeq ((pkuspce, m*, ), (F, 7Uspce)) € Ret )-
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It is evident that

< Prevt" ]+ Prevt? . (17)

P PO
(L,t,Lyrgme Fuspce) (L,t,Lorg,mE Fuspce)

Prlevt

(L8 L7 7 ree)]
We present the following two lemmas with postponed proofs.

Lemma 10. Pr[evt(l) ] < negl().

e
(Lo, Lyrg,ry ,Puspce)

Lemma 11. Pr[evt(z) )] < negl(\).

e
(Lot Lyrg,rf ,Tuspce

Combining these two lemmas and Eq. (17), we derive that Pr[th(l,tAyLﬁffﬂm)]

is negligible, contradicting the assumption that Pr[evt( L7 lffa;i@)] is non-
negligible.

So what remains is to prove the above two lemmas.
Proof (of Lemma 10). Assume that Pr[evt(l) ] is non-negligible.

(L, L,rE ry Fuspce)

We show a PPT adversary B’ attacking the key unexplainability of dHPS-KEM*
as follows.

Upon receiving (pp, pk, sk), B initializes a set Qsig := 0, runs (pkag, skag, apag) =
(pPPuspce, Mskuspce, apyspce) < USPCE.Setup()\,S) for some set S C U, runs
(pkuspce, skuspce) < USPCE.KG(ppyspce, aPyuspce), and runs (pk), sk) dHPS—KEME.KG(pr)
and (pks, sks) < dHPS-KEM*.KG(pp). B’ sets pp := pp, pkj := (pkuspce, Pk)),
sky = (skuspce, sk)), and (pky, sk,) = (p~]<:,s~l<;). Then, with these parameters,
B’ simulates G‘hj,f,;fgﬂ”‘gng 4(A) for A. Note that B’ can answer A’s oracle queries by
itself. Receiving A’s final output (m*,o*), B’ parses o* = (7,¢, /]%r,/];_j7/c\t)7 and

1 1
checks whether evt'") — _____occurs or not. If etV — _____ occurs,
(Lot Lyrg,rf ,Tuspce) (L,t, Lyrgmf ,TUspcE)

B’ returns (c, 7:2‘,@,, 7:;1‘) as its final output; otherwise, it returns a random tuple
(c(ra“),ri(ran),k(ra"),r:(ran)) satisfying ((c('a”),r:(ran)) € RHA ((k('a”),r;k(ran)) €
Ry) as its final output.

That is the construction of B’. It is evident that B’ perfectly simulates game
GuAMES () for A.

Note that when evt . ______occurs, we obtain that evt occurs and

(J.J,J.,ré‘,r:,ruspcg)

(@ 12) € RE) A ((ky, rA’k*) € Rf). Recall that when evt occurs, Verify(pp, pks, sk,
pkag, pky, m*,0*) =1, which implies dHPS—KEME.Decap(pp,skr,E) =k, Hence,

Adv ¥ el (\) > Pr[evt(l)

dHPS-KEMZ B/ (L8, L8, 7ospce)”
which is non-negligible. ad
Proof (of Lemma 11). Assume that Pr[evt(z) | is non-negligible.

(L8 L8 .7 7Usece)
We show a PPT adversary B” attacking the extended key unexplainability
of dHPS-KEM? as follows.
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Upon receiving (pp, pk, sk), B” initializes a set Qsig == 0, runs (pkag, skag, apag) :=
(PPuspce; MSkuspce, apyspce) < USPCE.Setup(),S) for some set S C U, runs
(PkUSPCB SkUSPCE) — USPCE.KG(ppUSPCE, apUSPCE), and runs (pk’s,~3k5) — dHFiS-KEMEKG(pb)
and (pk,, sk,) < dHPS-KEM* KG(pp). B” sets pp := pp, pk, = pk, sk := sk,
pky = (pkuspce, pk)) and skj := (skyspce, sk)). Then, with these parameters,
B" simulates Gﬁﬁf,\r,,a;?se, 4(A) for A. Note that B” can answer A’s oracle queries
by itself. Receiving A’s final output (m*,o*), B” parses o* = (%,E,E,,EJ,E}),

2 2
t( ) — —~ _____occurs or not. If evt( )A ——
(L, L,rE,mf ,TUspce) (L,t, L,rE rf ,Tuspce)

and checks whether ev oc-

curs, B” returns (¢, ﬁ‘,%,tﬁﬁ‘) as its final output; otherwise, it returns a ran-
dom tuple (c(”’"),r.}k(ran),k('a”),t(ra”),ri(ran)) satisfying ((c(ra“),r:(ran)) € R A
((k(ran) (¢(ram), r:(ran))) € R*) as its final output.
That is the construction of B”. It is evident that B” perfectly simulates game
GuAMES 4() for A.
Note that when evt®

(L7 7% gy OCCUTS, We obtain that evt occurs and
sUy LT Ty sTUSPCE

o~

(677:3) S R: A ( (EJv ( %\7T:)) S Rﬂ* /\eq ((pkUSPCEvm*v/C\t)7 ( ?a@)) S 7z'ct )

Recall that when evt occurs, Judge(pp, pks, pkr, pkag, skj, m*,0*,tk") = 1) (where
tk* < TKGen(pp, skag, pkj, m*)),which implies dHPS-KEM>.dDecap(pp, sk/, £, ¢)
= k;. Hence,

-K-unexpl (2)
Adv®" D (A > Prlevt,” .
anpswem= s (M) Z Prievt 5| &5 oo )

which is non-negligible. a

E.8 Proof of untraceability against judge

SimFrank(pp, pks, skr, pkag, sky, m):

(pkuspce, pk)) < pky, ¢ <+ dHPS-KEM® RS*, ¢ <+ dHPS-KEM® .Encap; (ppuem; s )
k. < dHPS-KEM?> .Decap(ppyewm; kr, ¢)

t < dHPS-KEM®.T, 7 + dHPS-KEM®.RS*, k; < dHPS-KEM®.dSamEncK (pp, t; )
TUSPCE < USPCERS, Ct < USPCE.EnC(pkUSPCE,m,t;TuspCE)

x <+ (L,t, L,r,r¢, ruspce), y < (pp, pks, Dkag, Dk, ¢, kr, ky, ct,m)

7+ NIZK® .Prove(pk:, y, x)

Return o < (m, ¢, ki, ky, ct)

Fig. 11 Simulator SimFrank in the game Gyaut.s 4(\)

Proof. We construct a simulator SimFrank in Fig. 11 and then we use a sequence
of games to show that MAMF satisfies the untraceability against judge. Note
that here we construct SimFrank by calling RForge.

74



Game Gy: This is the original game G[,\ﬁt,\'ﬂ‘]E& 4(A) when b = 0, except that the
final output of the challenger in G is the adversary A’s final output . Specif-
ically, given the security parameter A and a set S C U, the challenger generates
PP, (Pkag, skag), (pky = (Pkuspce, pk)), sky = (skuspce, sk})) and (pks, sks), and
initializes a set @, := (). It maintains a local array L., to keep track of A’s
random oracle queries (we use CL to denote the range of the hash function mod-
elled as a random oracle in the NIZK scheme NIZK™). Then, the challenger sends
(pp, pks, Pkag, PkJ, skj) to A, and answers A’s oracle queries as follows:

— ORO(str): If there is some (str, cl) € Ly,, the challenger returns cl; otherwise,
the challenger samples cl < CL, adds (str,cl) to L., and returns cl.

— ON(pk!, sk!, m'): If (WellForm, (pp, pk!, sk!) = 0)V(m’ € S)V(m’ € Qu), the
challenger returns L to A. Otherwise, it sets Qm + Qm U {m’}, generates
oo < Frank(pp, sks, pk;, pkag, pky,m’), and returns oq to A.

— OTKGen (1) If m’ € Qu, the challenger returns L; otherwise, it computes

tk’ < TKGen(pp, skag, pky, m’), sets Qm < Qm U {m’} and returns tk’ to A.

Finally, receiving A’s final output &', the challenger returns b’ as its own final
output.

In the following, we use G; = 1 to denote that the challenger finally outputs
1in game G; (i € {0,1,---,7}).
Game G;: This game is the same as G, except for the generation of the NIZK
proof in the response of the A’s O queries. Specifically, in this game, for each
of A’s O%M queries, the challenger calls the simulator S of the Fiat-Shamir NIZK
proof system for R (during running the algorithm Frank) to generate the NIZK
proof, instead of generating the proof with NIZK™ .Prove as in Gy.

By the zero knowledge property of NIZK, we have |Pr[Go = 1] — Pr[G; =
1]] < negl(\).
Game Go: This game is the same as G except that in the response of the adver-
sary’s ON(pk!, sk!, m’) queries, ¢, is generated as follows: sampling another #’ <
dHPS-KEM*.T" and then computing ¢, = USPCE.Enc(ppyspce, ™', '; TuspcEe),
where ryspce <~ USPCE.RS as in G1. In other words, ¢’ and ¢’ are independently
sampled in G, where t’ is used to compute k| = dHPS—KEMZ.dEncapk(ppKEM,pkj
t';7"), and #' is used to compute ¢, = USPCE.Enc(ppyspce, ', t'; TusPCE)-

We present the following lemma.

Lemma 12. |Pr[G; = 1] — Pr[G; = 1]| < negl()).

Proof (of Lemma 12). Assume that | Pr{Gy = 1]—Pr[G; = 1]| is non-negligible,
where the adversary A makes at most g, O%M-oracle queries.

We show a PPT adversary B = (B1, Bz) attacking the confidentiality against
user of USPCE as follows.

On receiving (ppyspce, Pkuspce, skuspce), By firstly uniformly samples j* «+
[gen], initializes a set Qu, := 0, Tuns ppxem dHPS-KEM* KEMSetup()), and
runs (pk, sk)) + dHPS-KEM> .KG(ppyem) and (pks, sks) < dHPS-KEM*.KG(ppxem)-
By sets pp := ppkem, Pks = (pkuspce, pk))) and sky = (skyspce, sk)). It also main-
tains a local array L., to keep track of A’s random oracle queries. Then, B; sends
(pp, pks, Pk, skj) to A, and answers A’s queries to ORO and OTKGen a5 follows:
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— ORO(str): If there is some (str, cl) € Ly, By returns cl; otherwise, By samples
cl + CL, adds (str,cl) to L., and returns cl.
— OTKGen (1) If m/ € Qu, By returns L; otherwise, it queries its own OQTKGen

oracle in game 3%15617575(A) to obtain token tk’, sets Qu + Qm U{m’} and
returns tk’ to A.

/

For A’s j-th query (pk’, sk!,m’) to O, when j < j*, By answers the query as
the challenger in game Gy does (i.e., during running the algorithm Frank, it sam-
ples t/, 1 + dHPS-KEM®.T and then computes K dHPS-KEM* .dEncap, (ppkewm
pk’,t';7) and ¢ = USPCE.Enc(ppyspce, /. t'; ruspce), where r and ryspce are
the corresponding randomness); when j = j*, B answers the query as follows:

1. By generates the ciphertext and encapsulated keys as they are generated in
Frank algorithm. In other words, 7 < dHPS-KEM* RS, ¢/ < dHPS-KEM*> .Encap., (pPxem:
), k/ < dHPS-KEM® Encap, (ppxem, Pk;7), ' + dHPS-KEM®.T, k) «
dHPS-KEM* .dEncap, (ppxems Pk, /5 7).

2. By uniformly samples ¢ < dHPS-KEM®.T, sets mg = t/, m; = i and
xz* =m/, and sends (mg, my,z*) to the challenger of game fosnpf&’&s()\).

3. Receiving the ciphertext ct, B sets ¢; = ct. And then, B; calls the simulator
S of the Fiat-Shamir NIZK proof system for R to generate the NIZK proof

n’, and returns ¢’ := (7', ¢, k[, k), ¢f) to A.

Subsequently, By answers A’s queries to ORC and OTKGen

as By does.

For A’s j-th query (pk!,sk!,m’) to O (note that j > j* now), By answers
the query as the challenger in game G; does (i.e., during running the algorithm
Frank, it samples ¢’ < dHPS-KEM®.7 and computes k)« dHPS-KEM* .dEncap, (ppkem
pk),t';r) and ¢, = USPCE.Enc(ppyspce, ™', t'; ruspce), where r and ryspce are
the corresponding randomness).

Finally, By returns A’s final output as its own final output.

That is the construction of the adversary B.

A simple hybrid argument shows that
1

f-
AdeJOsI?DcuE,B,S()\) =
4ch

| Pr[Gs = 1] — Pr[Gy = 1],

which is non-negligible. ad

Game Gj: This game is the same as G, except that in the generation of
the responses to A’s queries to O" (denoted as (pk}, sk/,m’)), k! and k| are
generated by dHPS-KEM* .Decap and dHPS-KEM™ .dDecap, respectively. That is
to say, the challenger computes k| + dHPS—KEMZ.Decap(pp,sk:ﬁ,c’) and k) <
dHPS-KEM* .dDecap(pp, sk, t', '), where t/ dHPS-KEM*.T".

Due to the correctness property of the dHPS-KEM™ scheme, when ¢ <«
dHPS-KEM®> .Encap_(pp; '), we have

dHPS-KEM* Encap, (pp, pk; ') = dHPS-KEM®> .Decap(pp, sk, ¢’),
dHPS-KEM*> .dEncap, (pp, pk}, t’; ') = dHPS-KEM*.dDecap(pp, sk}, t', ¢).
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Therefore, Gs is identical to Go from A’s point of view.

Game Gy4: This game is the same as Gg, except that in the generation of
the responses to A’s queries to O, ¢/ is generated by dHPS—KEMZ.Encapz.
That is to say, the challenger chooses r} <« dHPS-KEM* RS*, and computes
¢ + dHPS-KEM* .Encap} (pp;7?), instead of sampling 7' + dHPS-KEM*.RS
and computing ¢’ dHPS—KEMZ.EncapC(pp; r').

Due to the indistinguishability property of the dHPS-KEM* scheme, a simple
hybrid argument shows that any PPT adversary cannot distinguish between G
and G4 with non-negligible probability.

Game Gj: This game is the same as G4, except that in the generation of the re-
sponses to A’s queries to O, k) is computed as follows: r} < dHPS-KEM* RS*,
k) = dHPS-KEM>.dSamEncK (pp, t; 7).

Note that the uniformity of sampled keys of dHPS-KEM™ guarantees that

k' is uniformly distributed over dHPS-KEM®™ K. We stress that ¢’ is uniformly
and independently sampled from dHPS-KEM®.T. Thus, according to the special
extended smoothness of dHPS-KEM* | we obtain |[Pr[Gs = 1] — Pr[G4 = 1]| <
negl(}).
Game Gg: This game is the same as Gj, except that in the generation of
the responses to A’s queries to O" (denoted as (pk!,sk!,m’)), c, is gener-
ated as ¢; = USPCE.Enc(ppyspcg, ™', t';7uspce), where t' is the tag used to
compute k) = dHPS-KEI\/IE.dSamEncK(pp,t';r,’:). In other words, in Gs, ¢ =
USPCE.Enc(ppyspce, M, t'; ruspce) where ' is uniformly and independently sam-
pled; in Gg, ¢; = USPCE.Enc(ppyspce, ™/, t'; ruspce) where ¢’ is the tag used to
compute k) = dHPS-KEM*.dSamEncK (pp, t'; 7).

We present the following lemma, the proof of which is almost the same as
that of Lemma 12, so we omit it here.

Lemma 13. |Pr[G¢ = 1] — Pr[Gs = 1]| < negl()).

Game G7: This game is the same as Gg, except for the generation of the NIZK
proof in the response of the A’s O" queries. Specifically, in this game, for
each of A’s OM queries, the challenger calls the NIZK generation algorithm
NIZK™ .Prove (with witness &’ = (L, ¢/, L, 7%, v, ruspce)) to generate the NIZK
proof.

By the zero knowledge property of NIZK, |Pr[G; = 1] — Pr[Gs = 1]| <
negl(A).

It is evident that G~ corresponds to the game G[,\ﬁtg,,‘]FﬁsﬁA()\) when b = 1, ex-
cept that the challenger in G returns A’s final output b’ as its own final output.
In other words, in G7, when A issues O"(pk!, sk!,m’) queries, the challenger
calls SimFrank in Fig. 11 to generates the signatures.

Therefore,

" 1
Advyiiies a(A) = 5\1%[(;0 = 1] — Pr[G7 = 1]| < negl(\),

concluding the proof.
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E.9 Proof of untraceability against agency

SimFrank(pp, pks, skr, pkag, sky, m):

(pkuspce, pk}) < pky, i < dHPS-KEM*.RS*, ¢ < dHPS-KEM> .Encap; (ppyem; )
k. < dHPS-KEMZ .Decap(ppyewm, skr, )

t + dHPS-KEM®.T, 7} + dHPS-KEM®.RS*, k; < dHPS-KEM®.dSamEncK (pp, t; )
TUSPCE <— USPCERS, Ct < USPCE,EnC(pkUSPCE,m,t;TUSPCE)

x <+ (L,t, L,rl ri ruspce), y < (pp, pks, Dkag, Pk, ¢, ke, ki, co,m)

7+ NIZK® .Prove(pk,, y, x)

Return o < (m, ¢, ki, ky, ct)

Fig. 12 Simulator SimFrank in the game GEXE‘:‘%A()\)

Proof. We construct a simulator SimFrank in Fig. 12 and then we use a sequence
of games to show that MAMF satisfies the untraceability against agency. Note

that here we construct SimFrank by calling RForge.

Game Gg: This is the original game Gﬁiﬁ{,ﬁ% 4(A) when b = 0, except that the
final output of the challenger in Gy is the adversary A’s final output . Specif-
ically, given the security parameter A and a set S € U, the challenger generates
PP, (Pkag, skag), (pky = (Pkuspce, pk)), sky = (skuspce, sk})) and (pks, sks), and
initiates a set Q. := (. It maintains a local array L., to keep track of A’s
random oracle queries (here we use CL to denote the range of the hash function
modelled as a random oracle in the NIZK scheme NIZK™). Then, the challenger
sends (pp, pks, skag, pky) to A, and answers A’s oracle queries as follows:

— ORO(str): If there is some (str,cl) € Lo, the challenger returns cl; otherwise,
the challenger samples cl < CL, adds (str,cl) to L., and returns cl.

— Odee(pk! m/ o’ tk'): If (pk!,m’) & Qen, the challenger returns Judge(pp,
pks, pk!, pkag, sky, m’,o’,tk’) to A; otherwise, it returns L.

— ON(pk!, sk!,m'): If WellForm,(pp,pk!,sk!) = 0, the challenger returns L;
otherwise, it generates og < Frank(pp, sks, pk;, pkag, pkj, m’), and returns o
to A. Tt also sets Qen < Qcn U {(pk|,m’)}.

Finally, receiving A’s final output &', the challenger returns b’ as its own final
output.

In the following, we use G; = 1 (resp., ngz = 1) to denote that the chal-
lenger finally outputs 1 in game G; for i € {0,1,2,4} (resp., in game ngz for
i € [gn) and j € {0,1,2,3}).

Game G;: This game is the same as G, except that when A queries ©O’U9%¢ on
(pkl,m', o’ tk') satisfying (pk!,m’) ¢ Qen, the challenger returns 0 as a response
to A directly.

According to the receiver-binding property of MAMF, we obtain |Pr[G; =
1] — Pr[Go = 1] < negl(\).
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Game G,: This game is the same as G, except for the generation of the NIZK
proof in the response of the A’s O queries. Specifically, in this game, for each
of A’s O%M queries, the challenger calls the simulator S of the Fiat-Shamir NIZK
proof system for R (during running the algorithm Frank) to generate the NIZK
proof, instead of generating the proof with NIZK™ .Prove as in Gy.

By the zero knowledge property of NIZK, we have [Pr[Gy = 1] — Pr[G; =
1]] < negl(\).
Game Gg‘_)%: This game is totally the same as Go.

Game G:(a(.)i)+1 (i € [gen — 1]): This game is totally the same as Gggz)

Game G:(alz) (i € [gen)): This game is identical to Gé(_)l? , except that in the gener-
ation of the response to A’s i*® query to O" (denoted as (pk’, sk!,m’)), k| and
k' are generated by dHPS-KEM* .Decap and dHPS-KEM*.dDecap, respectively.
That is to say, the challenger computes k! < dHPS-KEM*.Decap(pp, sk/, ¢’) and
K dHPS—KEME.dDecap(pp7 sk, t', ), where t' dHPS-KEM*.T".

Due to the correctness property of the dHPS-KEM™ scheme, when ¢ <«
dHPS-KEM* .Encap,_(pp; '), we have

dHPS-KEM?> .Encap, (pp, pk!; ') = dHPS-KEM®> .Decap(pp, sk!, ¢'),
dHPS-KEM* .dEncap, (pp, pk’, t'; ') = dHPS-KEM* .dDecap(pp, sk}, ', ¢').

Therefore, Gélz) is identical to Gg?g from A’s point of view. ,

Game ngl) (i € [gen]): This game is identical to Gglz) , except that in the genera-
tion of the response to A’s i*® query to O, ¢’ is generated by dHPS-KEM* Encap;’

That is to say, the challenger samples r} < dHPS-KEM*.RS*, and computes
¢ = dHPS-KEM™ .Encap; (pp; ).
Due to the indistinguishability property of the dHPS-KEM* scheme, any

PPT adversary cannot distinguish between GéQB and Gg?)

probability.

with non-negligible

Game Gg,i) (i € [gen)): This game is identical to Ggi), except that in the gen-
eration of the response to A’s i*" query to O, K} is computed as follows:
ri + dHPS-KEM* . RS*, k| = dHPS-KEM>.dSamEncK (pp, t'; 7).

Note that the uniformity of sampled keys of dHPS-KEM?® guarantees that k)
is uniformly distributed over dHPS-KEM® K. Thus, according to the extended
smoothness of dHPS-KEM*, we obtain |Pr[Gg32 = 1] —Pr[G:(fi) = 1]| < negl(A).

We stress that in game Gg’gch, in the generation of the response to each of

A’s queries to O (denoted as (pk!, skl,m’)), ¢ = dHPS-KEM* .Encap (pp; ),
k! = dHPS-KEM* .Decap(pp, sk/, ') and k| = dHPS-KEM>.dSamEncK (pp, t'; 1),
where r} and 7 are both uniformly and independently sampled from dH PS-KEM* RS*.

(3)
3-Qch7

NIZK proof in the response of the A’s O queries. Specifically, in this game,
for each of A’s O queries, the challenger calls the NIZK generation algorithm
NIZK® Prove (with witness &’ = (L, ¢/, L, 7,7, 7uspce)) to generate the NIZK

proof.

Game G,: This game is the same as G except for the generation of the
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By the zero knowledge property of NIZK, |[Pr[G4 = 1] — Pr[Gg’;ch
negl(\).

It is evident that G4 corresponds to the game Gaﬁt,ﬁ,gs, A(A) when b =1,
except that the challenger in G4 returns A’s final output & as its own final
output. In other words, when the adversary A issues O (pk/, sk!,m’) queries in
Gy, the challenger calls SimFrank in Fig. 12 to generates the signatures.

Therefore, we have

= 1] <

1
AGVEE A0 = HIPHGo = 1)~ PG = 1] < negl)

concluding the proof. ad

E.10 Proof of confidentiality of sets

Proof. Supposing that there exists an adversary A breaking the confidentiality
of sets of MAMF with non-negligible probability, we construct an adversary B
to breaking the confidentiality of sets of USPCE as follows.

Upon receiving A, B runs pp := ppxem dHPS-KEMZ.Setup()\), and for-
wards pp to the adversary A.

After receiving the replies (Sg,S1) from A, B sends (Sg, S1) to the challenger
of the game of the confidentiality of sets of USPCE.

Receiving (ppyspce, Pk) from the challenger of the game of the confidentiality
of sets of USPCE, B sets pkag = ppyspce, runs (pk), sk|) < dHPS—KEMZ.KG(ppKEM)7
and sets pkj := (pk, pk}). Then, B sends (pkag, pkj) to A.

Finally, B returns A’s final output b’ as its own final output.

That’s the construction of 5.

It is evident that B perfectly simulates GK,‘?E{;FF‘?E“()\) for A, and

G () = GiRRGEY),

which is non-negligible. ad

F Sigma protocols for plaintext knowledge

F.1 A simple case

In this section, we provide a Sigma protocol for plaintext knowledge. More de-
tails, we provide a sigma protocol for the following relation:

RP = {(C7 (Tvm)) : C:gr'm}7 (18)

where g is a generator of an additional group G with prime order p, r € Zj is
a randomness and m € G is the plaintext. Here, we provide a sigma protocol
Y R» to prove that the prover knows the randomness r and the plaintext m. The
protocol is shown in Fig. 13.
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Pi(c, (r,m)):
w1 4= Ly, w2 +— G, cm 1= g"' - wo
Send cm to the verifier.

Vi(em): Send cl < Z;, to the prover.

Po(cm,cl, ¢, (m, ), aux = (w1, w2)):

z1:=wi —cl-r, zo := wg/mCI
Send z = (z1,2z2) to the verifier.

Va(e,emycl,z): (z1,22) 2
cm’ = gt 2y

If cm = cm’: Return 1
Else Return 0

Fig. 13 Sigma protocol ¥7» for relation R,

Security analysis. Here, we analysis the correctness, knowledge soundness and
special HVZK.
Correctness. We have that

Cm/ — CC| . gzl

_ (gr . m)cl _gw1—c|-r . (w2/mcl)

ig © Wo

- Zo

Thus, we have cm = cm’, which implies correctness.
Knowledge soundness. Given two accepting transcripts (cm, cl, z) and (cm,cl’, Z'),

where cl # cl’, we compute
r=(z;—2))- (' =)™ mod p,

and
c’—c)™!  mod p

m = (z2/2))!
Since cl # cI’ and p is a prime, it is guaranteed that (cl’ — cl)~! exists. Thus,
we can extract (r,m) successfully, which implies that X®¢ supports knowledge
soundness.
Special HVZK. The simulator Sim is shown in Fig. 14. It is easy to check that
the transcript generated by Sim can be accepted by the honest verifier V5. So we
just prove that the distribution of the transcript generated by Sim is the same
as that of the transcript between P and V.

For the transcript (cm,cl,z) generated in X®¢, we claim that cl and z are
independent, with cl uniformly distributed over Z7, z; uniformly distributed
over Zy and z3 uniformly distributed over G. Note that cl is randomly picked by
V. Since z; = wy — cl -7 and w; is randomly sampled from Zj, it is easy to get
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Sim(c, cl):
71 < 2y, 22 < G, cm := g
Return (cm,z = (z1,22))

- Zo

Fig. 14 Simulator Sim for Sigma protocol X»

that z; is uniformly distributed over Z;. In addition, the fact that zo = wq /mCI
and ws is randomly chosen from G, implies that z; is uniformly distributed over
G. Therefore, our claim holds.

Then, given cl and z, cm is uniquely determined by cm = cm’ = ¢ - g% - z5
(the correctness guarantees that cm = cm’).

For the transcript (cm,cl, z) generated in the simulation, cl is randomly cho-
sen over Zy, z; is randomly picked over Z7, and z; is randomly picked over G.
On the other hand, cm = ¢ - %1 - z,.

Thus, the distribution of the transcript generated by Sim is the same as that
of the transcript between P and V. So the Sigma protocol ¥ %r is special HVZK.

In all, ¥Rr is correct and special HVZK, and supports knowledge soundness

F.2 A more general case

In this part, we provide a more general case, as shown in Eq. (19):

Ry ={(y = (ci, i g)iewjewy = = (r)jem>m)) : ci = (]| 9i%) - m}, (19)
JElk]

where g; ; is a generator of an additional group G with prime order p, r; ; € Z;
is a randomness and m € G is the plaintext.

Here, we provide the Sigma protocol ¥R in Fig. 15 for relation R} in Eq.
(19).

The security analysis of the Sigma protocol £» for relation R} in Eq. (19),
is similar to the security analysis of the simple case in Appendix F.1. Therefore,
we omit it here.

G Sigma protocols for “AND-EQUAL” operations

First of all, we introduce a new property for Sigma protocols and we call it
witness-only. Informally, if the prover in the Sigma protocols can generate the
commitment and response with input witness only and without using the state-
ment, then we say that the Sigma protocols are witness-only.

Definition 35. (Witness-only). Given a relation R and a Sigma protocol £
for R, we say the Sigma protocol ¥ is witness-only, if for any statement-
witness pair (y,z) € R, we can decompose the witness into k sub-witnesses
x = (x1,...,2%), and if the prover P = (P, Py) in the Sigma protocol runs

82



Pi(y = (ci, 9i,5)ici, ekl © = (1) e[k, m)):
For j € [k]: w; < Zj,

w — G

For i € [I]: emi == ([T e 9:7) -

Send cm = (cm;);c( to the verifier.

Vi(em): Send cl < Z;, to the prover.

Py(cm,cl,y, z,aux = ((wy) e, w)):
For j € [k]: zj :=w; —cl-7;

7 = w'/m*

Send z = ((zj) ex],2’) to the verifier.

Va(y,cm,cl, z):

((z))jem,2) -2 .
For i € [I]: emj :== ¢ - (e 9i7) - 2
If Vi € [I], cm; = cmj: Return 1

Else Return 0

Fig. 15 Sigma protocol for relation Ry in Eq. (19)

P =(P,Py=(P3y,...,Py})) and V = (V1, V) runs V' = (V1,V3), as shown
in Fig. 16, where AUX is the auziliary space and also consists of k sub-spaces,
AUX = AUX 1 X -+ x AUX ), (AUX; corresponds to x;), and the responses z is
uniformly distributed over Z = Z1 X --- X 2} (z; is uniformly distributed over
Z; for each j € [k]).

In our definition of witness-only, we refer to the property of challenge-independent
extended honest-verifier zero-knowledge (CIEHVZK) proposed in [GGHAK?22],
which guarantees the existence of algorithm V; along with the method of verifi-
cation (i.e., recomputation of the commitment and then compare the equality)
and it brings in some convenience in analysis in the HVZK.

We can examine that many Sigma protocols are witness-only. Here, we mainly
focus on Sigma protocols for ¥-preimages.

Theorem 5. (Sigma protocol for ¢-preimages is witness-only). Let &,
and By be groups with group operations x1 and %o respectively, and let v : &1 —
®5 be a one-way group-homomorphism. Recall the simple X-protocol (denoted as
Xy ) of Cramer and Damgard [CDIS] for the relation of preimages Ry ((y,x) €
Ry if and only if it holds that y = ¥(x), where y € B4 and x € &1 ). The protocol
Xy works as follows:

1. Py(y,z;r): The prover samples r + &1 and sends the image cm = 1)(r) € B4
to the verifier.

2. Vi(cm): On receiving cm from the prover, the verifier samples a challenge cl
and sends it to the prover.
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Py, ): J(y,x = (z1,...,21)) € R

aux = (auxi,...,auxg) < AUX, cm + P{(aux)
Send cm to the verifier

Vi(cm): Send cl <+ CL to the prover
P>(cm, cl,y, z, aux):

For j € [k]: z; < Py j(cl,aux;, z;)
Send z = (z;) ek to the verifier

Va(y,cm,cl, z):

cm’ + V5 (y,cl,z)

If cm = cm’: Return 1
Else Return 0

Fig. 16 Sigma protocol X® for relation R

3. Py(cm,cly,z;r): The prover interprets cl as an integer from a subset CL C
Z and replies with z = 2 %, r.

4. Vo(y,cm,cl,z): The verifier checks 1)(z) - y< xp cm.

Completeness follows since 1 is a homomorphism: ¥(z) = (z¥ % 1) =
P(x) 5 (r) = y@ %o cm. The knowledge soundness error is 1/|CL|. For
any homomorphism 1, Xy is witness-only.

Proof. From the description in Theorem 5, we can know that in P; and Ps, the
statement is not used to compute the commitment or the response. More exactly,
we can define cm < Pf(aux = r) = (r), z + Py(cliaux = r,z) = 2 *; 7,
cm «— V(y,cl,z) = (y) ™1 %2 9(z). Here, AUX = Z = &;. Since z = 29 % r
and 7 is uniformly sampled over &1, it implies that z is uniformly distributed
over Z = ®1.

Therefore, for any homomorphism 1, 3, is witness-only. a

Remark 6. The following variants of ¢ (with different choices of &;, &1, ¥) are
captured in this generalization (along with other similar Sigma protocols):

— Guillou-Quisquater Sigma protocol [GQ88] (e-roots in an RSA group) for
which &; = &, = Z for a semi-prime n = pq, CL = (0,¢e) and ¥(z) := z°
for some prime e € N.

— Schnorr’s Sigma protocol [Sch89] (knowledge of discrete logarithm): for which
&1 = Zjg, &2 = G where G is a cyclic group of prime order |G|, CL = (0, |G])
and ¢(x) := ¢g® for some g € G.

— Okamoto’s Sigma protocol [Oka95] (knowledge of multiple discrete loga-
rithms): similar to Schnorr’s Sigma protocol, here we omit the detailed dis-
cussion.

— Chaum-Pedersen protocol [CP92] (equality of discrete logarithm): for which
&1 = Zjg, 2 = G x G where G is a cyclic group of prime order |G|,
CL=(0,|G|) and ¢ : Zig| = G x G, ¥(x) := (97, 95) for some g1, 9> € G.
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— Attema-Cramer [AC20] (opening of linear forms): for which &; = Zf@\ XZig|,
By = (Zig,G), CL = (0,|G|) and ¥ ((x,7)) := (L(x),g*h") for some linear
form L(x) = (x,s), s € Zf@l'

— Sigma protocol ¥®" in Fig. 15 in Appendix F.2: for which &, = Z]; x G,
By = G! where G is a cyclic group of prime order |G| = p, CL = Z,, and

Y(r = ((""j)je[k]am)) = (c = (ng[k] QZJ]) 'm)z‘e[l], where g; ; is a generator
of G with order p.

We can have the following corollary. Here, we omit the proof for simplicity,
since the corollary is a trivially implied by definition of witness-only.

Corollary 1. Given two relations R1 and Rz, and given two witness-only Sigma
protocols X1 and X2 respectively, if the relation Rz consists Ry and Ry with
an “AND” operation or an “OR” operation, then following [BS20], we can obtain
a Sigma protocol %3 from LR and £R2, and X3 is also witness-only.

Then, we shown how to combine two relations with an “AND-EQUAL” op-
eration and show how to combine two Sigma protocols with an “AND-EQUAL”
operation. Before that, let’s define the “AND-EQUAL” operations as follows.

Definition 36. (Combining relations with “AND-EQUAL?” operations).
We define an “AND-EQUAL” operation as Neq over the relations. Given two
relations R1 and Ra, if R := (R1 Neq R2), then it means that

Rs:={((y1,92), %) : (y1,[@) € R1 A (y2, (@) € Ra}. (20)

where the box in light gray '@ denotes the same witness.

Further, we present a more relaxed definition for “AND-EQUAL” operations.
In a nutshell, we allow that only part sub-witnesses are equal and we call it an
“AND-EQUAL;” operation.

Definition 37. (Combining relations with “AND-EQUAL,;” operations).
We define an “AND-EQUAL;” operation as A.q over the relations. Given two
relations R1 and Ra, if R := (R1 Neq R2), then it means that

R := {((y1,y2)7m = (xllv cee ’1';’ x;+1a cee ax;cla ‘r;cl+1) cee 7‘r?cl+k‘27l)) :
(ylvzlz(xlly"'?x;7 517;+1»~--a$;¢1))€721 (21)
Nyz,z2 = (@,..., 27, $;91+17"'7$;€1+k:27l)> € Ra}.
where the box in light gray @f,...,2] denotes the equal part of sub-witnesses.

Now, we are ready to present how to construct a Sigma protocol for the
relation combined with an “AND-EQUAL;” operation. We have the following
theorem.

Theorem 6. Given X7 for the relation Ry with ky sub-witnesses and L2 for
the relation Ro with ko sub-witnesses, then we can construct a sigma protocol
YRs for R3 := (R1 Aeq R2) (as defined in Eq. (21), z1 and x4 share | same
sub-witnesses), and Y3 is also witness-only, if
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— YR and X2 are witness-only;

— For each j € [l], it holds 3™ . AUX; and X7 AUX; are the same;
— For each j € [l], ERl.Pé’j and ERZ.PQ’J are the same;

— For each j € [I], S™.Z; and XR2.Z; are the same;

Proof. The construction is shown in Fig. 17.

Pily =y, 92), 2 = (@1, Tha ko —1)):

aux < AUX JAUX = SR AUX, x - x R AUX L, x SR AUX 1 % - x BR2.AUXy,
auxgr, = (auxq,...,auxy, ), auxr, = (AUX1,...,aUX], AUXk, +1, - « - , AUXk; +ko—1)

cmp, + I®1.P{(auxr,), cmr, < 72 .P{(auxr,)

Send cm = (cmg,,cmg, ) to the verifier

Vi(em): Send cl < CL to the prover

Py(cm,cl,y, z, aux):

For each j € [k1]: z; « S Py ;(cl, aux;, x5) JERL.P; =¥R2 P} ;. when j € [I]
For each i € (kyi, k1 + k2 — []: z;  S™2.P) ;. ,i(cl,aux;, x)
Send z = (z1,...,2Zk, +ky—1) tO the verifier
Va(y,cm,cl, z)
2R, = (21,3 Zky ), ZRy = (Z1, - -y 21y Zhy 41y« - - s Zhythig—1)
If (B™1.Va(y1,cmp,, cl,zr,) = 1) A (ER2.Va(y2, cmr,, cl, zr,) = 1):
Return 1

Else Return 0

Fig. 17 Sigma protocol X2 for relation R3 from £*1 and 72

Security analysis. Here, we analysis the correctness, knowledge soundness and
special HVZK.

Correctness. Correctness is trivially implied by the correctness of ¥t and X7z,
Knowledge soundness. Note that given two accepting transcripts (cm, cl,z) and
(cm, cl’,Z'), where cl # cl’, the knowledge soundness of ¥*1 guarantees that we

can extract (x1,...,7y, ). Similarly, the knowledge soundness of %2 guaran-
tees that we can extract (Tp,+1,---, Tk, +4,—1)- Thus, X7 supports knowledge
soundness.

Special HVZK. The simulator Sim is shown in Fig. 18. It is easy to check that
the transcript generated by Sim can be accepted by the honest verifier V5. So we
just prove that the distribution of the transcript generated by Sim is the same
as that of the transcript between P and V.

For the transcript (cm,cl,z) generated in X3, we claim that cl and z are
independent, with cl uniformly distributed over CL and z uniformly distributed
over Z. Note that cl is randomly picked over CL by V;. The witness-only property
of ¥®t and 2 implies that z uniformly distributed over Z. Therefore, our claim
holds.
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Sim(y = (ylayQ)vd):

2+ 2 [Z2=SF1.Z x--.xER Z, xER2. 2, x...xER2. 2,
IR, = (21, PN ,Zkl), IR, = (21, e 2y Zy 41y e ,Zlc1+k2—l)

CMRr, < ERI.VQI(yl,Cl,Zﬂl), CMR, ER"’.\/'Q’(y27cl,zR2)

Return (cm = (cmz,,cmg, ), z)

Fig. 18 Simulator Sim for Sigma protocol X3

Then, given cl and z, cm is uniquely determined by cmg, = cmp = SRV (y1,
cl,zg,) and cmg, = cmf = B2V (y2,cl, zr,) (which is guaranteed by the cor-
rectness of X®1 and YR2).

For the transcript (cm,cl, z) generated in the simulation, cl is randomly cho-
sen over CL and z is randomly picked over Z. On the other hand, it holds that
cmp, < SRV (y1,cl, zg, ), and cmg, < X272V (y2,cl, zg,).

Thus, the distribution of the transcript generated by Sim is the same as that
of the transcript between P and V. So the Sigma protocol £ is special HVZK.

It is trivial to know that 3 constructed in Fig. 18 is also witness-only, since
YRt and E®2 are witness-only.

Therefore, a sigma protocol L7 for Rz := (R Neq R2) constructed from
YR and X2 is correct and special HVZK and supports knowledge soundness,
and X3 is also witness-only. O

H Improvements on the concrete construction of MAMF

As introduced in Sec. 6, we can construct an MAMF from USPCE and dual
HPS-KEM>. Plugging with a concrete USPCE scheme in Sec. 4 and a concrete
dual HPS-KEM? in Sec. 5, we can obtain a concrete construction of the MAMF.
In this section, we show some improvements on the concrete construction.

The detailed description is as follows.

The setup algorithm Setup and key generation algorithms (i..e, KGag, KG,
and KG,) are shown in Fig. 19 and are essentially the same as those in the general
construction, except that here we adopt the concrete USPCE and HPS-KEM™
as presented in Sec. 4 and Sec. 5. A mirror difference is that USPCE and dual
HPS-KEM?* can share the same group generation. Thus, pkag does not contains
the description about the group for the USPCE.

Note that in our setup algorithm, we initialize a bilinear map e : GXG — G
with order p and the dual HPS-KEM? is constructed over G-

The main body of the improved MAMF scheme is shown in Fig. 20.

There are some changes in the franking algorithm Frank.

— dEncap, = Encap, for k;. It directly invokes Encap, to generate the kj for
the judge, instead of invoking dEncap, with input another tag t. Therefore,
in fact, we do not require the second approach to generate encapsulated key
in dual HPS-KEM* any more.
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Setup(A):

(e,G,Gr,g,p) + GenG()) /g is the generator of G.
Choose two generators of Gr with order p: A1 and ho.

Return pp = (G, Gr, e, g, h1, h2,p)

KGag(pp; S): //(PkAg@PAg»Sk’Ag) := (PPuspce: @Puspce, Mskuspce) + USPCE.Setup(A, S)
Choose hash functions H, H: M — G*.
(PPcns Tinit, ST') CHg\mb).Setup(z\,n) //n = poly(A\) and |Tiit| = n’ = poly(n) = poly()).

//ppch contains k random hash functions Hy : M — [n/], Tinie is the hash table, ST is the stash.
(Ts, ST) + CHg\mb)Jnsert(pp(:H,Tinit,ST, S), o « L, A = gal, 5 < L, Y :=g°
Initialize two empty tables 7, T' with length n'.
For each i € [n']:
If Ts[i) =L: T[] « G, T'[i] := (T[i])*
Else TT[i] := H(T5[i]), T'[i] := (T[i))*
Return (pkag = (H,Y", A’, PPch),aPag = 1", skag = (T,S,s))

KGJ (ppa pkAg, apAg):

a7 B+ 75 X =gV = (Y')’ /JUSPCE.KG
For each i € [n]: T[i] := (T"[i])*
(s1,82) < (Z3)?, pk) := hi'h3? //dHPS-KEM*® KG

Return (ka = (T7 X7kaj)7SkJ = (a7187 81782))

KGu(pp): //dHPS-KEM*® KG
(s1,82) + (Z3)?, pk := hi'h3?, Return (pk, sk = (s1, s2))

Fig. 19 Algorithm descriptions of Setup, KGag, KG; and KG,

— USPCE.Enc for t = USPCE.Enc for k;. For the encryption part of USPCE,
Frank here directly encrypt the encapsulation key of the judge, i.e., kj.

— Changes in the relation R. In Frank algorithm, it also utilizes a NIZK proof
algorithm NIZK™.Prove to create a NIZK proof. The relation R is defined
in Eq. (22), which is instantiation of the relation shown in Sec. 6 and Fig. 1
with some modification. The detailed discussion is placed in the later section.

— Removing kj in the signature o. The encapsulation key of the judge kj is
not included in the signature o any more.

The verification algorithm Verify follows the step in the general construction.
So as the algorithm TKGen. Thus, we omit the description of them.

The moderation algorithm Judge follows the main framework of the verifica-
tion step in general construction. The difference is that:

— dDecap = Decap. Here, it calls the decapsulation algorithm Decap, instead
of dDecap to obtain the decapsulated key.

— USPCE.Dec to obtain t == USPCE.Dec to obtain kj;. The decryption of USPCE
is to obtain kj, instead of the tag t. If the token is empty, then the moder-
ation algorithm Judge in the improved construction calls the decryption of
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Frank(pp, sks, pk, pkag, pky, m):
T4 L5, u1 := hi, uz := hb, ke :=pk, ky := (pk))"
For each j € [k]:

Vi = Zy, Q; = e(A',H(m)) ", S; := e(g, T[H; (m)]) - ky

Ife(X,Y') #e(g,Y): Return L

v’ 7y, ci= (g e(H(m), )" - k))

x < (s1,82,7, L,r", L, L, () em)

Yy < (pp7 m, pks, pkag, pky, kr, u1, uz, (qu Sj)jE[k]7T7 C)
7 < NIZK® .Prove(pk,, y, x)

Return o < (m, u1, u2, (Qj, S5)elk), ¢ kr)

Verify(pp, pks, skr, pkag, pky, m,0):

(7T7 Ui, u2, (Qj, Sj)je[k]a C, kr) — O

Yy < (pp7 m, pks, pkag, pky, kr, u1, uz, (Qj’ Sj)je[k] T, C)
If NIZK™ Verify(pk,, 7,y) = 0: Return 0

(s1,82) sk

If uij'us? # kr: Return 0

Return 1

TKGen(pp, skag, pky, m):

(T,S,s) « skag
Return tk := (H(m))®

Judge(pp, pks, pkr, Dkag, ski, m, o, tk):

(7T7 Ui, uz, (Q]', Sj)je[k]y C, kr) — O

Y (PP7 m,pks,pkAg7ka7 ke, u1, uz, (Qj’ Sj)jE[k]vTv C)
If NIZK™ Verify(pk,, 7,y) = 0: Return 0

(o, B, 81, 82)  sky

k) = ultus?
If tk € G:

(U, V) < ¢, kY := V/e(tk?,U)
If k) = kY: Return 1

Else
For j € [k]:
Ky == 8;-Q; "
If k) = kY: Return 1
Return 0

//dHPS-KEM* .Encap
/JUSPCE.Enc

JNIZK® Prove

JNIZK™ Verify

//JdHPS-KEM* .Decap

JUSPCE.TKGen

JNIZK™ Verify

//dHPS-KEM* .Decap
//USPCE.Dec

Fig. 20 Algorithm descriptions of Frank, Verify, TKGen, and Judge

USPCE is to obtain a set of k,’s, and see if one of them matches the decapsu-
lated key output by Decap. If the token is not empty, then the decryption of
USPCE is to obtain a kj, and see if it matches the decapsulated key output

by Decap.

Three forging algorithms are shown in Fig. 21. It similar to the Frank algo-

rithm, except that
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— The ciphertext of HPS-KEM?® is generated via Encap®.

— If the key (of the receiver of the judge) is corrupted, then it calls the Decap
algorithm to generate the corresponding key.

— If the key (of the receiver of the judge) is not corrupted, then it samples a
random key from the key space or calls SamEncK to generate a key, which
is depending on the exact case.

— It also needs to generate a NIZK proof. Due to the construction of the
relation R, it is guaranteed that the forger can also generate a valid proof,
but using a different witness compared with the sender.

Forge(pp, pks, pkr, pkag, pky, m):

11! = T5 un = R, ug i= hY ) ke < G, t1, b = Z5, ky < hi R

For each j € [k]: /JUSPCE.Enc
Vi 4 Ly, Qi = e(A',H(m))"7, Sj == e(g, T[H;(m)])"7 - ky

If e(X,Y') #e(g,Y): Return L

T4 Ly, ci= (g",e(H(m),Y)" - kj)
— (J-7 J—v r, rlv Tﬂvtlv t2, (’Yj)je[k])

Y (PP, m,pks,pkAg7ka, ke, u1, uz, (Qj’ Sj)jE[k]vTv C)

7+ NIZK® .Prove(pk:, y, x)

Return o < (m, u1, u2, (Qj, S5)ex), ¢ kr)

RForge(pp, pks, sk, pkag, pks, m):

7,7’ 4= Ly, w1 := hy, ug := h’{', ke <= uitus?, t1,to < Zy, ky < RTRE2, (s1,82) « sk

For each j € [k]: //USPCE.Enc
v Ly, Q; = e(A H(m)) ", 8; := e(g, T[H;(m)]) " - k)

If e(X, Y/) #e(g,Y): Return 1

T4 Ly, c:=(g", e(H(m),Y)" - k))

T <= (J- J—arv"'/vrﬂatlvt% (7j)]'€[k])

y < (pp, m, pks, pkag, pky, ke, w1, u2, (Qj, Si) e, T ¢)

7+ NIZK® .Prove(pk,, y, x)

Return o < (m,u1, u2, (Qj, S5) ex), ¢ kr)

JForge(pp, pks, pkr, Dkag, sk, m):

v’ = T un = hY, ug = R b, be < 25, ke <= BUVREE, (a, 81, 82) < sk, ky < ullud?

For each j € [k]: JJUSPCE.Enc
V& Ly Q= e(A’ ( N7, Sj = e(g, TH;(m)])" - ky

If e(X,Y") # ( Y): Return L

T Ly, ci=(g" (( Y)" - ky)

T (517527T7 T/vrl/7t15t27 (’YJ)]E[IC])

y <~ (pp7 m7pk57pkAg7ka7 kl’vula ’U/Q, (QJ’ S])JE[k]7Ta C)

7+ NIZK® .Prove(pk:, y, x)

Return o < (m, u1, u2, (Qj, S5)jelk), ¢ kr)

Fig. 21 Algorithm descriptions of Forge, RForge and JForge
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Changes of relation. The relation R is turned into Eq. (22).

R = {( (pp,m, pks, pkag, pky, ke, ur, uz, (Q5, S5) e, T, ¢ = (U, V)),
(817 52, T, T/a r/lv t1, 1o, ('YJ)JE[}C]) ) :
( pks = hilhgz Nup = h'{ N Uy = h;

Netn (@ = e(A',H(m)) A Sj = e(g, T[H;(m)]) - (pk})")
AN (U=g" ANV =eH(m),Y)" - (pk))"))

V (up =R Aug = kY Ak = hithE A pk) = hi'hy
Njew) (Q; = e(A H(m))7 A S; = e(g, T[H;(m)])7 - ufus?)
A (U=g" AV =e(m),Y)" -ultu?))

Vo (uy =ht Aug =hY
Njew) (Q; = e(A, H(m))7 A S; = e(g, T[H;(m)]) - hi*hb?)

A (U=g" AV =e(Hm).Y)" -hihy)) )
(22)
It is clear that we can prove R via Sigma protocols, including Okamoto’s
Sigma protocol [Oka95], the Chaum-Pedersen protocol [CP92], Schnorr’s Sigma
protocol [Sch89] and its extension.
Here, we provide some explanation about it.
The relation comprises three sub-relations combined via the “OR” operation.

— The first part of the expression of R is similar to that in the general con-
struction. If the first part is true, then it guarantees that:
(i) the proof generator knowing the secret key of the senders (i.e., ensuring
accountability);

(ii) the ciphertext is well-formed;

(iii) different from the relation in the general construction, the well-formedness
of the encapsulated key for the judge (i.e., kj) is integrated into the well-
formedness of the USPCE ciphertext. Then (ii) and (iii) further assures
the receiver that both ¢ and k; can be successfully verified by the judge.
In essence, when the receiver reports to the judge, the judge will readily
accept the report.

— The second part of the expression of R, is tailored for JForge.

e Firstly, the forgers can generate an ill-formed ciphertext, knowing the
discrete logarithm of u; and us with base h;.

e Then, it proves that the proof generator knows the discrete logarithms
of the encapsulated key k, with two bases h; and hs. Then given an
ill-formed ciphertext, it is with negligible probability that the result of
decapsulation, i.e., running Decap, equals to k,. Otherwise log; hs can
be computed.

e Thirdly, it proves that the proof generator knows the secret key of the
judge, i.e., knowing s; and ss.
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e Finally, it proves that the UPSCE ciphertext is well-formed. Note that,
here the message is uj'u3? (in fact, it is the decapsulated key for the
judge via Decap), which means that given the ill-formed ciphertext, the
decapsulated key of the judge equals to decryption result of USPCE
ciphertext.

In all, it guarantees that the forger who can access to the judge’s secret key,
can generate proof for such sub-relation. In addition, it implies that the judge
would accept the corresponding signature. It also guarantees that receiver
would reject the signature (which is required for the unframeability).

— The third part of the expression of R, is tailored for Forge and RForge.

e Firstly, the forgers can generate an ill-formed ciphertext, knowing the
discrete logarithm of u; and us with base hy.

e Then, it proves that the UPSCE ciphertext is well-formed. Note that,
here the message is hﬁl h’;?. Thus, it guarantees that when decrypting the
USPCE ciphertext, the judge can obtain hil h? as the encapsulated key
ky. However, given an ill-formed ciphertext, it is with negligible proba-
bility that the result of decapsulation for the judge, i.e., running Decap,
equals to kj. Otherwise log;,, hs can be computed.

In all, it guarantees that the forger who can or cannot access to the re-
ceiver’s secret key, can generate proof for such sub-relation. In addition, it
implies that the judge would not accept the corresponding signature, which
is required for the unframeability.

Therefore, the relation R ensures that forgers can consistently generate a
valid NIZK proof, thereby preserving deniability.
A discussion on the security analysis From the above description, we can
summary the changes as follows

— The generation for the encapsulated key of the judge kj is invoked by the
Encap,, instead of dEncap,. In fact, Encap, offers universality, key unex-
plainability ans smoothness, while dEncap, offers the extended version of
these properties. When invoking Encap,, then we can replaced the extended
version of these properties with the original version.

— The USPCE is to encrypt kj not ¢. The encryption does not affect the secu-
rity of the system. Since without knowing ¢, we cannot check if the judge’s
encapsulated key is correct via dDecap. Now it turns that without knowing
kj, we cannot check if the decapsulated key via Decap is correct.

— There are some changes in the relation R. However, it achieves all the re-
quirements as the relation in the general construction does.

Thus, our security proof for the general construction is still valid for the improved
scheme. Here, we omit the detailed security proof.
Signature size. In this part, we conduct a comparison of the signature size
between the improved scheme and the specific scheme derived from the general
construction using concrete USPCE and dual HPS-KEM>.

As shown in Table 1, following the general composition of Sigma protocols
[BS20], the signature in the the scheme in Sec. 6 (a concrete scheme derived
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Table 1: A comparison of signature size
Scheme Signature size
Scheme in Sec. 6 * (2k+8) x |Gr| + 1 x |G| + (3k + 14) x |Z;|
Scheme in Appendix H ** (2k +4) x |G|+ 1 x |G| + (3k + 16) x |Z;|
Scheme in Appendix H using ¥*' T (2k+4) X< |Gr| + 1 % |G| + (k + 14) x |Zj]

* The scheme in Sec. 6 is derived from the general construction in Sec. 6, plugging with the
concrete USPCE and dual HPS-KEM™
** Scheme in Appendix H is the concrete scheme shown in Fig. 19 to Fig. 21.

f Scheme in Appendix H using =R’ is the concrete construction obtained by applying =R/
in Fig. 22 and Fig. 23 to scheme in Appendix H.

from the general construction using concrete USPCE and dual HPS—KEME)
comprises (2k +8) elements in Gr, 1 element in G, and (3k+ 14) elements in Zj,
where k is the parameter for cuckoo hashing. On the other hand, the signature
in the scheme in Appendix H (shown in Fig. 19 to Fig. 21, also following the
general composition of Sigma protocols [BS20]) consists of (2k 4+ 4) elements in
Gr, 1 element in G, and (3k + 16) elements in Z,,. Consequently, the signature
of the scheme in Appendix H has 4 fewer elements in G but 2 more elements
in Z,.

Here, we provide a more efficient Sigma protocol YR for R/ (an equivalent
relation of R), such that the proof size is much smaller. Then, the signature
in the scheme in Appendix H using ¥ consists of (2k + 4) elements in G, 1
element in G, and (k + 14) elements in Z;. Compared with the scheme in Sec.

6, the signature of the scheme in Appendix H using YR has 4 fewer elements in
Gt and 2k fewer elements in Ly.

In the following, we describe the details of YR Firstly, we re-write R in Eq.
(22) to the relation R’ in Eq. (23). It is trivial to know that they are equivalent.
Then, the protocols are shown in Fig. 22 and Fig. 23.

R/ = {( (ppamvpksapkAg7kaa kraul7u27 (Qj7 Sj)je[k]7Ta c= (U? V))7
(‘917 52,83,54,T, 7"*, rlv 71”7 t17 t27 t37 t47 (’YJ)jE[k]) ) :
( pks = hi*h3? Auy = h] Aug = hj

Njetr) (@5 = e(A' H(m)) s A S; = e(g, T[H; (m)]) - (pk))")
A (U=g" AV =e(m),Y)" - (pk))"))

V (ug =hy Aug =R Ak = hRE A pk) = h3Zh3
Njetr) (@5 = e(A' H(m)) s A S = e(g, T[H; (m)]) " - ufus?)
AN (U=g" AV =e(m),Y)" -ui*us') )

\ (Ulihq* /\’U,Q:hgl
Njetr) (@5 = e(A' H(m)) A S; = e(g, T[H; (m)]) % - A hj)

A (U=g" ANV =e(m),Y)" -hPhk)) }
(23)



Pi(y,x = (s1,82, L, L,r, L, Lor" L L L L () jemm):
Ifr= (817 52, Lv Jﬂ Ty L7 L7 T”7 J~7 J~7 J~7 J*? (’Yj)]'E[k]):
w = (Wsy , Wsy, Wy, Wy, (Wny; )jer]) (Z;)k+4, 2 = (Zogy Zogs Zrvy Zoty 2ty y Ztgy Ztg , Zty ) $— (Z;)S
(cla,clz) < (Z3)2, cmpr, = by *V hy *%, cmyy 1 = hY7, cmy, 1 = hy"
For j € [k]:
cmg, = e(A’,H(m))"“"
cms, = (g, TIH, (m)]) ™ - (phg) 7340 oo i o pis
iy = g cmy = e(H(m), Y)W - (phg) o) L g
emyy 03 = uiPTERTT emug 28 = w2 TR RG emy, = Kf2 Ry RY2 ) emy = (pk))2RTT Ry
cm <— (cmpks, CMyy,1, CMyy 1, (chj s Cmsj )je[k]a cmy, CMmy, CMyy 23, CMyy,23, CME,, cmpkj)
If x = (L, L, 83, S4, L7 ’I“*7 7”,, ’r‘”7 tl, tz, L, L, (’Yj)je[k]):
W= (Weg, Wy Wee, Wyt Wert, Wy s Wiy 5 (Wey;) jelk]) = (Z)HT, 2 = (251, 250y 20y 205, 204) = (Z5)°
(cli,cls) < (Z3)?, emly, = pkELAT Ry, eml,, 1 = uf' A, cml, | = ug*hy
For j € [k]:
cmg, = e(A’,H(m))"“"
ems,; = e(g, TIH; (m)])" + (k) - (uy "o 770 T TR, g
cmy = g¥r | emy = e(ﬁ(m),Y)wT'” ) (pkj)zr ) (u;U33+SS(C|1+C|3)u12054+$4(C|1+c|3)) ) hzltg h;t4
CMuy 03 =AY, My 23 = hy ™' cmy, = hy "V hy 2, My = hy*®hy 4
cm < (CMpg,, CMy, 1, CMyy 1, (chj7cmsj)je[k],ch,cmv7cmul,gg,cmu2,23,cmkr,cmpkj)
o= (L1, L, L, Lr e L L ts ta, (V) jem):
w' = (wT* s Wyt s Wet?y Wig y Wiy (w% )je[k]) < (Z;)k+5

) 7 = (231,252,2337 ZS47ZT7Zt1,Zt2) - (Z;)7
(ch,cla) < (Z3)?, emyy, = pkS*hi™ hy®, emly, 1 = uf Ay, eml, ;= ug'hy’
For j € [k]:

cmq; = e(A’,H(m))""

ems,; = e(g, T[H;(m)])"™ % - (pk))*r - uy@uy™ -

cmy = g cmy = e(ﬁ(mLY)w'r” . (pkj)ZT' .uisg UZM ) (hilur,g+t3(C|1+c|2)h;vt4+t4(cl1+c|2))

Wk W, _ 7.cl Zt Ztg _ \cl Zs Zsy
CMy,y,23 = h‘l ", CMuyy,23 = h2T y CMk, = kr 2hl 1h’2 ) Cmpkj - (ka) 2h’1 3h2
cm < (CMpj,, CMy; 1, CMyy 1, (chj,cmsj)]-e[k],ch,cmV,cmul,gg,cmu2,23,cmkr,cmpkj)
Send cm to the verifier.

wigt+tz(chitcl2) ; wey +ta(clh +cl2)
(hy 2 )

Vi(cm): Send cl < Z;, to the prover.

Fig. 22 P, and Vi of Sigma protocol ZR/ for relation R’

Security analysis of YR, The verification of the verifier, i.e., Va would output 1,
when all commitments for all statements equal to those sent by the prover P;.
Here, we pick cmg; for example. When = (s1,s9, L, L,r, L, L7, L, 1, 1,1
s (vi)jemm)s

cms, = S5 - e(g, T[H;(m)])™ - (k)™ - uy™up™* - Ay by
(g, TH;(m)])" - (k))") - e(g, T[H; (m)])*
(R

= (g, TIH, )] 45 - (kg ot I
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Po(cm, cl,y, x, aux):
Ifz=(s1,82, L, L,r, L, Lr" L L L L, (v5)jem):
(w’,cla, cls, z') < aux
cly =cl—cly —cls, zsy = ws; —cly - 81, 25y = Ws, —Cl1 + 82, 2o = wp —cly -7, o = wprr —cl- 7"’
For j € [K]: z,; = wy,; —cl-7;
z 4 (cli,clo, 2oy, 2oy, 2, 207, (24, ) je (), Z)
If o= (L, L,s3,84, L,7", 7", r" 1, b0, L, L, (05)jem):
(w’,cl,clz, ') < aux
clo =cl—clh — C|3, Zsg = Wsy — clg - 83, Zsy, = Wsy — cly - S84y Zpx = Wpx — (C|2 +4 C|3) St
20 = wpr — (cla +¢lg) -7’y 2o = wpr —cl - 7" 2y = we, —cla - t1, 2y, = we, —cla -t
For j € [K]: z,; = w~,; —cl-7;
z 4 (cli, clo, 2oy, Zoy Zrn, 2y, Zp01, 28y, 2y, (245 ) i), Z)
Ife=(LL,L, L L L L ts,ta, (75)jem):
(w’,cli,cla, ') < aux
cs=cl—cli —cl, z}» =wpx — (cla +cl3) - r
2 = wp — (cla+cl3) -7, zpw = wer —cl 7" 24y = wey —clg - b, 2, = we, —clz - ta
For j € [K]: z,; = w~,; —cl-7;
z 4 (cli, clo, zpx, 20, 2000, 22y, 22y, (24, ) je k] 2)
Send z to the verifier.

*

Va(y,cm,cl, z):
’

(C|17 C|2,Zsl,252,zr,zr11, (Z'yj )je[k]a z ) — z, C|3 =cl— C|1 — C|2

/ _ cly 3, Zs1 3 Zs2 / _ . cyz / _ o cygz
cmy, = pksthy thy?, emy, 1 = upthy™, eml, 1 = uythy

. . N | IO 2z o qd ) Zy, . Nz |, %83, %S4 PPty g Pty
For j € [k]: tmq; = Ge(A’, H(m))™3, Mg, = S5 - e(g, T[Hi(m)])™5 - (k)™ - uy ™ ug™ - hy®hy
— z z z¢ z¢

cm’U — l-]clgzru+7 Icm/V — Vcl . e(H(m)I, {')lzru . (pkj)zr . ulss u%s4 ,Zhl 3h24 , ,

/ __ ,clatclz g z,.% ’ __, clotclz 32, /! __ p.clppéty g Zty / _ I\clg 7 253 1 Zsy4
Cmu1’23 = Uy h17 , Cmu2723 = Uqy h27 ) ka?r = kr hl h2 y Cmpkj = (pk_]) h1 h2

’
cm’ 4= (CMpk,, CMuy 1, CMuy 1, (CMQ;, €M, ) je(k]; CMU, €MV, CMuy 23, CMauy 23, CME, , CMkr )
Return (cm = cm’)

Fig. 23 P and V4 of Sigma protocol &% for relation R’

— e(‘g7zzj[H‘7 (m)Dw’Y]‘ . (pkj)T~c|1+zrrv+T(C|2+C|3) . uisa u;-m . hita h;m // Z’Yj — w’Yj — - ,y]
= e(g, T[H;(m)]) - (pk})wrtr(atela) g fosgion pis i )z, = w, —cl -7

Cmsj

Similar computation can be applied to other cases (i.e., when z = (L, L
,83, 84, Lyr*, v "ty te, L, L, (5)jer) and when o = (L, L, L, L, L,7*, 7", 7", L
, L, t3,ta, (75)jemk))) and other commitments for other statements.

Thus, we can conclude that the Sigma protocol YR is correct.

It can be trivially to check that the Sigma protocol YR satisfies knowledge
soundness and special HVZK, since it is similar to many classic Sigma protocols,
e.g., Schnorr’s Sigma protocol [Sch89]. Here, we omit the detailed analysis.
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I Discussions on one-time token generation

In this paper, our primary focus is dedicated to the moderation of illegal mes-
sages. It is crucial to acknowledge that certain messages, such as those involving
harassment or containing phishing links, may not universally fall under the cate-
gory of illegal messages for all users. Consequently, these messages might not be
encompassed within the predefined set designated by the agency. This presents a
challenge for the moderator as determining the sender’s identity becomes prob-
lematic in such scenarios.

To address this challenge, one potential approach is to empower the agency to
generate a one-time token tailored for a specific MAMF signature and message,
especially for those not included in the predefined set. This capability allows the
moderator to conduct content moderation for that particular signature and mes-
sage. In the following, we present some ideas, leveraging the inherent flexibility
of our USPCE.

I.1 A new USPCE

Changes in definitions. It is clear that one more algorithm for one-time token
generation in USPCE is required.

o tk + TKGengne(pp, msk, ct,x): The token algorithm takes as input the public
parameter pp, the master secret key msk, a ciphertext ct and an element z,
and outputs a token tk for ct and =x.

The correctness of USPCE would be re-defined as follows.

Definition 38. (Correctness). A universal set pre-constrained encryption scheme
(Setup, KG, Enc, TKGengpe, TKGen, Dec) is correct, if for any A € N, for any set
S C U, and for all m € M, it holds that,

— when x € S:

(ppa ap, mSk) — Setup(/\, S)
Pr | (pk, sk) < KG(pp, ap) I m € Sy = Dec(pp, sk, ct, L) | = 1—negl(\);

ct < Enc(pp, pk, z, m)

— when x & S:

(pp, ap, msk) < Setup(),S)

(pk, sk) < KG(pp, ap)

ct + Enc(pp, pk, z, m)

tk < TKGen(pp, msk, x)

Pr : m = Dec(pp, sk, ct,tk) | =1 — negl(N).

and

(pp, ap, msk) < Setup(\,S)
(pk, sk) < KG(pp, ap)

ct < Enc(pp, pk, z,m)

tk < TKGenone (pp, msk, ct, x)

Pr : m = Dec(pp, sk, ct,tk) | = 1—negl(\),
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For other security properties, there are changes only in confidentiality against
user.

Definition 39. (Confidentiality against users). An USPCFE scheme USPCE
has confidentiality against users, if for any set S C U and any PPT adversary
A= (A1, As), its advantage

1
conf-u conf-u
AdVUSPCE,AS()‘) = |PT[GUSPfCE,A,s()\) =1] - §|

conf-u

is negligible, where Gispce as(A) is defined in Fig. 2/.

Giepit as(N):

b« {0,1}, (pp, ap, msk) « Setup(X,S), Qx :=0

Uy =0, Uct,x =

(pk, sk) < KG(pp,ap), (mo, m1,z*, sta) < AY (pp, pk, sk)
If (z* gU)V (" €S) V (2" € Qx): Return L

Uy + Ux U {z*}, ct + Enc(pp, pk,z*,myp), b’ + .Af(ct7 sta)
Uct,x ¢ Uctx U {(ct,z*)}

Return (b = b)

OTGen (7). OTKGenone (¢!, 4/):
If 2’ € Uy: Return L If (ct’,2’) € Uy, x: Return L
Qx + Qx U {z'} Return TKGenone (pp, msk, ct’, z’)

Return TKGen(pp, msk, z")

Fig. 24 Games for defining confidentiality against users of USPCE

Changes in the concrete USPCE construction. In Fig. 25, we modify the
USPCE to support one-time token generation.

The main idea is as follows. Similar to the ciphertext for some item z, we
take the ciphertext (i.e., (Q;,5;);ex and c) as a new token z’, then adopt a
similar method to prepare the ciphertext ¢ for z’. After that, similar to the
token generation for x, we can generate the token for 2’, i.e., for (Qj,S;);cp
c etc. Note that, in order to check the integrity of (Q;,S;) e, ¢ and ¢/, we
also prepare another ciphertext ¢”, which takes the hash value of (Q;, 5;);em, ¢
and ¢” as the exponent. Then we can check if ¢’ is correct by two bilinear map
computations.

The concrete relation R is also shown in Fig. 25. It is clear that we can prove
the relation R by combining Schnorr’s Sigma protocol [Sch89], the Chaum-
Pedersen protocol [CP92] and the Sigma protocol in Appendix F, with the
“AND” operation in [BS20] and “AND-EQUAL,;” operation proposed in Ap-
pendix G.

The correctness analysis is as follows.

For any S C U, any (pp, ap, msk) < Setup(\,S), any (pk, sk) < KG(pp, ap),
and any ct « Enc(pp, pk,z, m),

— when x € S, the properties of cuckoo hashing guarantee that x is inserted
in one of locations (e.g., Hi(z),...,Hg(x)) in Ts. Assuming z is located at

H;(x) in the table, we obtain H(z) = T'[H;(z)]. Hence,

S Q7 = (T[H;(@)]) -m - ((e(A' H(z))" )~
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Setup(}, S):
(e,G,Gr,g,p) + GenG(A) /g is the generator of G with order p.
Choose another two generators of G with order p: g1 and h.
Choose hash functions H, H: ¢ — G*, H: {0,1}* — G*, and H: {0,1}* — Zy,.
(PPcyt, Tinie, ST) CH;“’b).setup(A, n) Jn = poly(\) and |Tiwe| = n’ = poly(n) = poly(X).
//PPcy contains k random hash functions (H; : U — [n'])jepx), Tinie is the hash table, ST is the stash.

(Ts, ST) + CHg\mb).Insert(ppSH,ﬂnit,ST,S), o 75, A= g, s« Zy,Y':=g° s1+ L3, Y] =g
Initialize two empty tables T', 7" with length n’.
For each i € [n']:

If Ts[i] =L: T[]« G, T'[i] := (T[i ])

Else T[] := H(Ts[i)), T'[i] := (T[i ])a B
Return (pp = (e, G, Gr, g, 91, h, p,H HHH Y Y, A, PPch)sap = T, msk = (T,S, s, s1))

KG(pp, ap): Jn' =|T| TKGen(pp, msk,z):
a2y BT X =gV = (Y')’ (T,S,s,sl)emsk
B1« Z5, X1 := g, Y1 = (Y{)" Return tk := (H(x))®

For each i € [n']:  TJ[i] := e(g, T"[i])*
Return (pk = (T, X,Y, X1, Y1), sk = (o, B, B1))

Enc(pp, pk, z,m): Dec(pp, sk, ct, tk):
Foreachj e F: (@55, )setr € e, 2) -ty (0,6, 1) - ok
Vi 4 Ly, Q; = e(A H(x))", S; := (T[H;(@)])" - m If tk € G
If e(X,Y") # e(g,Y): Return L (U V)¢, (U, V )«
If e(X1,Y!) # e(g, Y1): Return | <« (z| QJ7 Djew el U
T4 Ly, c:=(U=g",V=e(H@),Y)  -m) If e(tk, g) = e(H(ax) Y'):
Ve Z U =g e (@] (@ S)sem Nl e || U) Return m = V/e(tk”, U)
V' i=e(A), Y1) -m If e(tk, g) :e(H(x’),Yl’):ﬂ
’ R ’ 1 /
ueH@M@,medw:anvmw:w%mr o 1 = V/e(HE U)
Return ct = ((Qj, S;)jem, ¢, ¢, ¢, x) se Return
Else
TKGenone (pp, msk, ct, z): For j € [k]: m; :== S; - Q;*
Return {mq,--- ,ms}

((Qj,8))jemc = (U, V), ¢ = (U, V'), c",x) ¢ ct
o' (2 || (Qj,5i)jem Il eI U”)

U H(I Qs S5)gem Il ¢ i <)

If~e(g, "Y#e(U', g} - h): Return L

(T,S, s, s1) < msk
Return tk := (H(z'))"!
Ret = ((PP pk z, (Q]a )JG[k]7C = (U ) d = (Ulvvl)vcu)v ((Wj)jE[k]vrv Tlvm)) :7
(ije(A H(z ) NS =
A (U’ g AV =e(A@),Y)" -m

A= (gt h)"}

Fig. 25 A concrete construction of USPCE with one-time token (Here, we assume
that the M C Gr.)

’

= (T[H;(@)])" - m - (g™ H(z)) ="
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= (T[H;(@)])"7 - m - e(g, (H(z))*)~*"

= (T[H;(@)])7 - m - e(g, (T[H; (2)])*) "
= (T[H; (@)D - m - e(g, T'[H; (x)]) ="

= (T[H; (@) - m - ((T[H; (@)])7)

Thus, it holds that m € Sy, = {my, - ,my}.
— when x ¢ S, for tk + TKGen(pp, msk, x), we obtain

V/e(tk?,U) = e(H(x),Y)" - m/e((H(2))*", g")
= e(H(z),Y)" - m/e(H(x), (g°)%)"
= e(H(x),Y)" - m/e(H(x), (Y")")"
=e(H(x),Y)" - m/e(H(z),Y)"

Thus, we can obtain m.
— When =z € S, (pp,ap, msk) < Setup(\,S), (pk,sk) < KG(pp,ap), ct +
Enc(pp, pk, z, m), tk < TKGengpe(pp, msk, ct, ). Then it holds that,

V' [e(tk™,U") = e((z),Y1)" - m/e(((a"))* ", T)
= e(H(a'),Y1)" - m/e(H(a’), (g")™)"
= e(H(@), Y1) - m/e(H(a), (Yo D
(H(z"), Y1) (

.

—~
8

:.:
N

)"

Thus, we can obtain m.

Therefore, the USPCE in Fig. 25 is correct.

As shown in Fig. 4, confidentiality against authority and confidentiality of
sets do not have token generation oracles. Thus, the security proof of the USPCE
in Fig. 25 for confidentiality against authority and confidentiality of sets remains
the same.

Here, we only provide the proof for confidentiality against user.

Theorem 7. USPCE in Fig. 25 achieves confidentiality against users.

Proof. We use a sequence of games to show that USPCE in Fig. 25 satisfies
confidentiality against users.

Game Gy: This is the game GfJOSIg'CuEyAS (A) defined in Fig. 24.

Game G,(1 < p < k): This game is the same as Gg except that the challenge
ciphertext ct is generated as follows.

— Pick b € {0,1} randomly.
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— For 1 < j < g, choose @;, S; < G randomly.

— For ¢ < j <k, choose v; < Zy randomly, and compute Q; = e(A’, H(z*)),
Sj = (T[H;(@")])7 - m. _

— Choose 7 < Zj randomly, and compute ¢ = (U = ¢g",V = e(H(z"), )7" “mp).

— Choose ' - Zy randomly, and compute U’ = g, V! = e(H(z),Y1)" - my,
¢ = (gt - h)", where @’ = (z* || (@, S))jem | ¢ Il U), u = Ha* |
(Qj,Sj)jemw |l ¢l ¢ = (U, V).

— Return ct = ((Qj, S;j) e, ¢, ¢, ).

Game Gyp1: This game is the same as Gg except that the challenge ciphertext
ct is generated as follows.

— For each j € [k], choose @}, S; < Gr randomly.
— Choose U + G, V + Gp randomly, and set ¢ = (U V).

— Choose 7’ < Zy randomly, and compute U’ = g, V' = e( (z'), Y )’” mp,
/!

" = (g1 h)r,, where @' = (2% || (Q;,8))jem || ¢ | U'), u = Ha" |
(Qj,5)jemw |l ¢l ¢ = U, V).
— Return ct = ((Q},55)em), ¢, ¢, ).

Game Gygo: This game is the same as G except that the challenge ciphertext
ct is generated as follows.

— For each j € [k], choose @, S; + G randomly.

— Choose U - G, V <« G randomly, and set ¢ = (U, V).

— Choose 1’ <= Zy, V' <= G randomly, and compute U’ = e = (g¥- h)rl,
where @ = (2" || (Q;,Sj)jem | ¢ | U"), w=H(" || (Qj,5)jem Il ¢l ¢
(', vn).

— Return ct = ((Q;,5)) e, ¢, ¢/, ).

We prove these games are indistinguishable in the following lemmas. It is clear
that the adversary has no advantage in Game Gy 2. Therefore, we conclude that
conf-u

the advantage of the adversary in G{jspcg 4 s(\) defined in Fig. 24 is negligible.

Lemma 14. If the hash function H is a random oracle and the DBDH assump-
tion holds, then for1 < o <k, Game G,_1 and Game G, are computationally
indistinguishable.

Proof. Suppose there exists a PPT algorithm A that distinguishes Game G,_;
and Game G, with non-negligible advantage. Then we build a PPT algorithm
B breaking the DBDH assumption with non-negligible advantage. B is given
e,G,Gr,p, 9,9, 97,9, Z and going to tell whether Z = e(g, g)**#2% or Z is
a random element in G7. B runs A as a subroutine to simulate Game G,_; or
Game G, as follows.
B first chooses hash functions H: U — G*, H: {0,1}* — G*, H: {0,1}* —
Zy, and runs (ppcy, Tinit, ST') < CHE\mb).Setup()\, n), (Ts,ST) + CHE\mb).Insert(ppCH, Tinit, ST, S),
where ppcy contains & hash functions (H; : « — [n']) ;e B also maintains a
list Ly, where the list is empty initially. Then, B sets A" = g** and computes

100



Y' = g° Y| = g%, where s,s1 < Zj. For each i € [n'], B chooses t; + Zj
and computes T[i] = (g?2)%. Note that, if T5[i] #L, B sets H(Ts[i]) = (g%2)%
implicitly and adds the record (Ts[i],t;, (9%2)") to the list Ly for answering
A’s random oracle queries on H. Next, B choose a, 3,81 < Z,, and computes
X=¢%Y =" X, =g% Y, = (Y/)%. Foreach i € [n], it computes T[i] =
e(4’,(g%)")™. B sends pp = (e,G,Gr, 9,91, h,p, H,H,H, Y Y/ A’ ppcy), pk =
(T, X,Y, X,,Y1), sk = («, B, B1) to the adversary A, where ¢g1,h + G.
B answers A’s oracle queries as follows:

—H query on z: If there is some (z,t, € Z;,h, € G) € Ly, B returns h;
otherwise, B samples ¢, < Z, adds (2, ty,g%) to Ly, and returns gte.

— TKGen query on z: B returns (H(z))*.

— TKGengne query on (ct = ((Qj,S))jem, ¢ = (U, V), = (U, V'), "), z): B
sets o’ = (z || (@, 9j)jem Il ¢ | U), w=H(@ || (Q;,5))jem Il ¢ |l ). If

e(g,c”) #e(U', g% - h), return L; else return tk = (H(z'))**

At some point, A submits two messages mg, m; and an item x* such that
xz* ¢ S. B picks b € {0,1} randomly and proceeds as follows.

— For 1 <j < p—1, choose Qj,S; < Gr randomly.

— For j = o, find some (z*,t,+, g*=*) in L, and set ; = z3 implicitly. Then, let
i = H;(2*) and compute Q; = e(A’, g%)i=* = (A’ H(x*))7, S; = Z°% .y,
Note that, if Z = e(g, g)**#**3, then S; = (T'[H;(2*)])?7 - my; otherwise Z is
a random element of Gr, then S; also is a random element of Gr.

— For ¢ < j <k, choose ; < Zy randomly, and compute Q; := e(A’, ﬁ(x*))”,
S; = (T[H;()])" - my. B

— Choose r < Zy randomly, and compute ¢ := (g", e(H(z*),Y)" - m;).

— Choose 7’ < Z; randomly, and compute U’ = g, V! =e(H(z),Y1)" - my,
¢ = (gi - h)", where 2’ = (& | (Q;S))jem |l ¢ | U), uw = H(z" ||
(Qj:Sj)jem Il el = (U, V")).

— Return ct = ((Q;, ) e ¢ ¢, ).

Observe that, if Z = e(g, g)**#***, then B has properly simulated Game G,_;
If Z is a random element of G, then B has properly simulated Game G,.
Hence, B can use the output of A to distinguish whether Z = e(g, g)***2*# or Z
is a random element of G7. Any non-negligible advantage of A is converted to
a non-negligible advantage of B.

Lemma 15. If the hash function H is a random oracle and the DBDH assump-

tion holds, then Game Gy and Game G411 are computationally indistinguish-
able.

Proof. Suppose there exists a PPT algorithm A that distinguishes Game G,_;
and Game G, with non-negligible advantage. Then we build a PPT algorithm
B breaking the DBDH assumption with non-negligible advantage. B is given
e,G,Gr,p,g,9%*,9%%,9%,Z and going to tell whether Z = e(g, g)***2*3 or Z is
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a random element in Gr. B runs A as a subroutine to simulate Game Gy, or
Game Gy as follows.

B first chooses hash functions H : U — G*, H: {0,1}* — G*, H: {0,1}* —
Zy, and runs (ppcy, Tinit, ST') < CHE\mb).Setup(/\, n), (Ts, ST) + CHE\mb).Insert(ppCH, Tinit, ST, S),
where ppcy contains k hash functions (H; : &« — [n']);jer). Then, B computes
A = g and sets Y/ = g7, Y/ = g%, where o, 51 Z;. For each i € [n'], if
Ts[i] =L, B chooses T[i] < G; else B sets T|i] := HLTS [i]). B also maintains a
list Ly for answering A’s random oracle queries on H, where the list is empty
initially. Next, B choose a, 3, 81 < Z; and computes X = P Y =YY" X =
¢? . Y1 = (Y{)%. For each 7 € [n], it computes T[i] = e(A’,T[i])*. B sends
pp = (6, Ga GT7 9,91, h7p7 H7 Ha Ha Ylv Yl/a A/7 ppCH)a pk = (T7 X, Ya X17 1/1)’ sk =
(a, B, 81) to the adversary A, where g1, h < G.

B answers A’s oracle queries as follows:

— H query on a: If there is some (x,t,, hy, coin) € L, B returns h,; otherwise,
B picks coin € {0,1} at random such that Pr[coin = 0] = p. (p will be
determined later.) Then, randomly chooses t,, + Z,. The record (2, ty, hy =
(g?2)°™ - g'= coin) is added to Ly and h, is sent to A.

— TKGen query on x: B searches Ly for a record (z,t., hy, coin). If coin = 1,
it aborts and terminates; otherwise B returns (g**)*.

— TKGengye query on (ct = ((Qy, Sj) e ¢ = (U, V), = (U, V'),"), z): B
sets o' = (z || (@, 5)jem || ¢ | U"), w=H(@ || (@, )jem |l ¢ |l ). If
e(g, ) # e(U’, g% - h), return L; else return tk = (H(z'))*.

At some point, A submits two messages mg, m; and an item x* such that
x* ¢ S. B searches Ly for a record (z*,t,«, hy=, coin). If coin = 0, it aborts and
terminates; otherwise B picks b € {0, 1} randomly and proceeds as follows.

— For each j € [k], choose @, S; +— G randomly.

— Compute ¢ = (U = ¢%,V = Z - e(g*, %)% - my). Note that, if Z =
e(g,9)*#2% then V = e(H(x*),Y)* - my; otherwise Z is a random element
of G, then V also is a random element of Gy .

— Choose ' - Zy randomly, and compute U’ = gV = e(I:I(:c’)7 Y1)’“/ - mp,
¢ = (gt h)", where 2’ = (& | (Q;,S))jew |l ¢ | U), u = H(z* ||
(@5 Sj)jem |l el ¢ = (U, V).

— Return ct = ((Q;,5)) e, ¢, ¢/, ).

The probability that B does not abort during the simulation is given by p9tken (1—
p) which is maximized at p =1 — 1/(qiken + 1), where qien denotes the number
of TKGen queries by the adversary A. Now, if Z = e(g, g)**#2%3, then B has
properly simulated Game Gy; If Z is a random element of Gp, then B has
properly simulated Game Gy 1. Hence, B can use the output of A to distinguish
whether Z = e(g, g)***2*% or Z is a random element of Gr.

Lemma 16. If the hash function H is a random oracle, the hash function H
is collision-resistant and the DBDH assumption holds, then Game G111 and
Game Gy 2 are computationally indistinguishable.
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Proof. Suppose there exists a PPT algorithm A that distinguishes Game G,_
and Game G, with non-negligible advantage. Then we build a PPT algorithm
B breaking the DBDH assumption with non-negligible advantage. B is given
e,G,Gr,p,g,9%*,9%,9%,Z and going to tell whether Z = e(g, g)***2%3 or Z is
a random element in Gr. B runs A as a subroutine to simulate Game Gy, or
Game Gy as follows.

B first chooses hash functions H,H : & — G*, H : {0,1}* — Z* 5, and runs

(PPcs Timies ST) < CH{® Setup(A, n), (Ts, ST) « CH;°b>.|nsert(ppCH, Tinit, ST, S),
where ppcy contains k hash functions (H; : &« — [n']) ). Then, B computes
A = ¢° and sets Y/ = g%, Y] = g*', where o/,s < Zj;. For each i € [n],
if Ts[i] =L, B chooses T[i] + G; else B sets T[i] := H(T%[i]). B also main-
tains a list Ly for answering A’s random oracle queries on |:|, where the list is
empty initially. Next, B choose a, 3, 31,96, ¢’ <— Z,, and computes X = ¢ Y =
(YN, X, = g%,y = (Y])Pr,91 = ¢°,h = ¢g°. For each i € [n/], it computes
T[] = e(A',fH) B sends pp = (¢,G,Gr,g,¢1,h, p.H,H,H, Y JY{ A ppen)s
pk=(T,X,Y, X,,Y7),sk = (o, 8, 51) to the adversary A.
B answers A’s oracle queries as follows:

— H query on z: If there is some (z,ty € Zy,hye € G) € Ly, B returns hy;
otherwise, B randomly chooses t, < Z,. The record (z,t;,h, = gt) is
added to Ly, and h, is sent to A.

— TKGen query on x: B returns (H(x))*.

— TKGengpe query on (ct = ((Qj,55) e, ¢ = (U, V), = (U, V'),c"), x): B
sets o = (& || (@555 |l ¢ | U7), u = Az | <QJ, s |l €l ). 1

e(g,c’) # e(U', g} - h), return L; else find some (2, tw/,hx/ = g'+') in Ly,
and return tk = (g*1)t=' = (H(x’))zl
Note that, if e(g,c¢”) = e(U’, g% - h), with overwhelming probability, =’ is
not equal to z’* (computed in the challenge phase) because ct # ct* and H
is a collision-resistant hash function, where ct* is the challenge ciphertext.
Hence, there exists some (', t,, hyr = g'=') in L.

At some point, A submits two messages mg, m; and an item x* such that
x* ¢ S. B picks b € {0,1} randomly and proceeds as follows.

— For each j € [k], choose @7, ST <= G randomly.

— Choose U* + G, V* + Gr randomly7 and set ¢* = (U*, V™).

— Set U™ = g%, 2" = (z* || Q3,57 )jem |l ¢ || U™), randomly choose
tyr ¢ Z5, and the record (z"* twl*, ho = (g*2)t+*) is added to Ly.

— Compute V" = TPitar .y, % = (g#3)« 5+ — (%" . h)% where u* =

Fl(x* I ( }S}F)je[k] || ¢ || * = (U™, V'™)). Note that, if Z = e(g, g)*172*3,

then V'* = e(H(x'*), Y1) -my; otherwise Z is a random element of G, then

V’* also is a random element of GT

Return ct* = ((Q7, S7)jen), ¢, ", ™).

Observe that, if Z = e(g, g)**#2%3, then B has properly simulated Game Gy 1;
If Z is a random element of Gp, then B has properly simulated Game Gyo.
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Hence, B can use the output of A to distinguish whether Z = e(g, g)*'#2*% or Z
is a random element of Gr.

1.2 Changes in MAMF

Changes in definitions. Firstly, we present the algorithm description for one-
time token generation in MAMF as follows.

o tk < TKGeneone(pp, pks, pkr, Skag, pkj, m,o): The token generation algorithm
for a pair of message and signature is run by the agency. It takes the public
parameter pp, a sender’s public key pks, a receiver’s public key pk,, the
agency’s secret key skag, the judge’s public key pkj, a message m and a
signature ¢ as input, and outputs a token tk.

Thus, the correctness of MAMF additional requires that

— if m &S, then tk < TKGenene (pp, pks, pkr, skag, pky, m, o), and Judge(pp, pks,
pkrapkAga sky, m, o, tk) =1

Changes in MAMTF construction. After that, we can construct the algorithm
for the one-time token generation in MAMF as shown in Fig. 26.

TKGenone (pp, pks, Dkr, skag, pky, m, o):

(m, ¢, ke, ky ) <0

y < (pp, pks, Pkag, Pk, ¢, ki, Ky, cv,m)

If NIZK™ Verify(pk.,7,y) = 0: Return L

PPuspce < Pkag, mskuspce < skag

Return tk « USPCE.TKGenone(ppUSPCE, mskuyspce, ¢t, m)

Fig. 26 Algorithm descriptions of TKGengne in MAMF

The correctness of MAMF is guaranteed by the correctness of the underlying
USPCE. For other security properties of MAMF, we omit the rigorous security
proof here. On the one hand, most of the proof for Theorem 3 can be applied
here, except for the proof for the untraceability against judge, of which the game
provides a one-time token generation oracle. On the other hand, similar to the
tokens for illegal messages in the pre-defined set S, one-time token for messages
not in S would not leak meaningful information either, which is guaranteed by
the confidentiality against user. So the queries on one-time token oracle cannot
help the adversary to gain additional advantages. Therefore, the MAMF with
one-time token generation is also secure.
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