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Abstract. The Leftover Hash Lemma (LHL) is a powerful tool for ex-
tracting randomness from an entropic distribution, with numerous appli-
cations in cryptography. LHLs for discrete Gaussians have been explored
in both integer settings by Gentry et al. (GPV, STOC’08) and algebraic
ring settings by Lyubashevsky et al. (LPR, Eurocrypt’13). However, the
existing LHLs for discrete Gaussians have two main limitations: they
require the Gaussian parameter to be larger than certain smoothing pa-
rameters, and they cannot handle cases where fixed and arbitrary infor-
mation is leaked.

In this work, we present new LHLs for discrete Gaussians in both integer
and ring settings. Our results show that the Gaussian parameter can be
improved by a factor of w(y/TogX) and O(v/N) compared to the regu-
larity lemmas of GPV and LPR, respectively, under similar parameter
choices such as the dimension and ring. Furthermore, our new LHLs can
be applied to leaked discrete Gaussians, and the result can be used to
establish asymptotic hardness of the extended MLWE assumptions, ad-
dressing an_open question in recent works by Lyubashevsky et al. (LNP,
Crypto’22)H. Our central techniques involve new fine-grained analyses of
the min-entropy in discrete Gaussians modulo sublattices, and should be
independent of interest.

Keywords: Leftover Hash Lemma - Discrete Gaussian Distribution - Min-
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1 Introduction

The Leftover Hash Lemma (LHL) [[LL89,[Z89, BDK'11] is a crucial tool in
cryptography, stating that universal hash functions are effective good random-
ness extractors, i.e., (H,H(x)) =~ (U,U) where H is a random function in the
universal hash family, U is the uniform distribution, and « is from some dis-
tribution with sufficient min-entropy. In lattice-based cryptography, a signif-
icant instance is the matrix-vector multiplication form, where the expression

3 The extended MLWE assumption is also considered by the original version of the
work dPEK+ [dPEK"23] by del Pino et al, and the recent version of dPEK+
[dKPR24] that removes this assumption is accepted by Crypto’24.



becomes (A, A - x) for random matrix A + M"*™ and entropic x. In the
integer lattice case, M = Z, can be easily shown that the matrix-vector multi-
plication in Z, serves as the universal hash family, thereby enabling randomness
extraction. In the ideal lattice case where M = R, for some ring R, proving
randomness extraction remains feasible but requires more sophisticated analy-
ses [Mic02,KY16,SS11,LPR13,RSW1& LW2(]. This matrix-vector form is partic-
ularly important in many lattice-based analyses, including the Regev and Dual-
Regev encryption schemes [Reg05, GPVO0§], and other various advanced designs
and analyses [AGV09,DGK™*10, GKPV10,AKPW13, BD20a, BD20b, LW2(].

Our Focus: LHL for Discrete Gaussians. In this work, we focus on an
important case where & comes from the discrete Gaussian distribution, which
has been used in the analysis of Dual-Regev encryption scheme for the integer
lattice case [GPVO0S§] and the ring case [LPR13]. However, the existing analyses
of LHLs in these two cases post some stronger requirements on the Gaussian
width (standard deviation) and cannot be used to analyze the leakage case, i.e.,
the case where some part of x is leaked.

Large Gaussian width has two main disadvantages. Firstly, it will increase
the storage and memory requirements. Considering the correctness of lattice-
based constructions, which relies on the error-correcting techniques, the ratio
of the modulus ¢ to the Gaussian width ¢ must surpass a certain function of
other parameters like dimensions. Hence a larger Gaussian width implies a larger
modulus size, which in turn increases the storage bits of each element. Sec-
ondly, large Gaussian width increases the time required for discrete Gaussian
sampling. Discrete Gaussian sampling for large standard deviation typically re-
quires base sampler for some small and fixed standard deviation, followed by
the techniques of Gaussian convolutions [MW17] or reject sampling [HPRR2(]
to construct discrete Gaussian with large width. In contrast, Gaussian sam-
pling with small width can be implemented from table-based approach, which
requires much less time than those advanced techniques, and smaller width im-
plies smaller size of tables. Moreover, it is not clear whether the security of the
cryptosystems degrades smoothly with leakage, as the prior analyses of leakage-
resilience [GKPV10, AKPW13] do not apply. Our goal is to remove the strong
requirements on the Gaussian, and prove LHL of the most general form for
discrete Gaussians.

Limitations in Existing Works. Before we present our results, we overview
currently the best known analyses and then identify their limitations.

— For the integer lattice case, the GPV [GPVO0§] showed that for all but negligi-
ble fraction of A € Zy*™ and for discrete Gaussian @ € Z;" with parameter
o > n(AL(A)) = w(yv/logm) where n.(AL(A)) is the smoothing parameter
of lattice A+(A), the distribution of A - is statistically close to the uniform
distribution. By applying a union bound argument, this analysis implies an
LHL for uniformly random A.



— For the ideal lattice case, the work [LPR13] showed that the marginal dis-
tribution of by + 27:11 b;a; is statistically close to uniformly random distri-
bution over R,, where R is a cyclotomic ring of degree N, {b;}";! are inde-
pendently chosen from the discrete Gaussian distribution on R and {a;}/""
are chosen uniformly at random and independently from R,. This result

also requires the Gaussian parameter of b;, namely o to be greater than
ne(A*(a)) = 2(n-¢*™) for a = (1,a1, - ,am_1)-

Clearly we can see that the two LHLs mentioned above require o to be
greater than some smoothing parameters, and this seems necessary if we require
the marginal distribution A - to be close to uniform for all but negligible fraction
of matrices A’s. However, in the setting of LHL where A is uniformly at random
and we consider the joint distribution of (A, A - x), this requirement on o might
become removable, i.e., 0 = O(1) can be sufficient to imply randomness extrac-
tion. To illustrate this intuition, we consider the case of a uniform binary vector,
e, x < {0,1}™. If m is sufficiently large, e.g., m = O(nlogq), then the existing
LHL [[LL89,IZ89,BDK*11] implies (A, A-x) =~ (U, U). Since a discrete Gaussian
with parameter O(1) (for sufficiently large constants) should have more than 1
bit entropy, it would be unsatisfactory that the current LHLs [GPV0&,LPR13|
cannot analyze this case. Additionally, the above Gaussian LHLs are not applica-
ble when x has been somewhat leaked, even for arbitrary 1-bit leakage, whereas
the general LHL [[LL89,[Z89] preserves randomness extraction as long as @ has
entropy O(nlog q)+£ where £ is the number of leaked bits. This presents another
unsatisfactory gap.

To address these, this work aims to answer the following main questions:

(Main Questions:) (1) Can we derive a leftover hash lemma for the
discrete Gaussian over lattice without the dependency of o > 7. (A+(A))
or o > n.(A*(a))? (2) Can the leftover hash lemma handle arbitrarily
bounded leakage?

1.1 Ouwur Contributions

This work answers the above two questions affirmatively with the following three
major contributions.

Contribution 1. First we propose two approaches to compute the exact min-
entropy of discrete Gaussians modulo a sub-lattice. The follow theorem is a
combination of our two approaches:

Theorem 1.1 Let A, A’ be n-dimensional full-rank lattices such that A’ C A.
Let £ € (0,1), positive definite matriz 3 € R™™ be a positive definite matriz,
and ¢ € R™ be any center. Let Sy pr be a set with size ‘igtjx which comprises
any group of coset representatives of the quotient group A/A’. Define the random

variable S 1= DA,\/E,C mod A’.




In the first approach, we have
pyue) X pysl@) fVE>0

EGSA/A’

= Y s ifVE>n.(A)

mGSA/A’

2HOO(DA7\/§=c mod A) >

where ¢ = ¢ mod A.
In the second approach, we have

s s [ dan Clesits if VE 2 n(A);
T | log St — nlog (778 (\/i A/)) —log = ifn.(A) < VE < n(A).

It should be noted that the inequality “H..(S) > log iﬁ?{ — log 1= if

1—¢

VE > Ne(A')” can be implicitly derived in the celebrated Gaussian smoothing
lemmas [MR04, Lemma 4.1] and [GPV0S, Corollary 2.8], though the smoothing
lemmas themselves directly only tell us about the smooth min-entropy® of S,
ie. HE (S) = log C;‘Zttfx . In order to make Theorem a more complete lattice
toolbox related to discrete Gaussians, we write it down here without claiming
any new contributions on this statement.

Through our new approaches, we derive a series of new entropy lower bounds
of discrete Gaussian modulo sublattices by substituting lattice tuples (A, A’)
with some useful and specific choices, such as integer lattice pair (Z", ¢Z™), ideal
lattice pair (R, q) and g-ary lattice pair (A, (A),¢Z™) for some A € Z*™.

It should be noted that one might consider and easily compute the so-called
smooth min-entropy for some certain pairs of (A, A’). The smooth min-entropy,
however, has the following three limitations:

1. When the modulus ¢ is a composite number, the smooth entropy is unlikely
helpful, unless we set other constraint on the distribution of x;

2. Some previous works [BD20d, Lemma 5.4] require the exact min-entropy
instead of smooth min-entropys;

3. Indeed, we have a general lower bound for the exact entropy H () given
by a function of ¢ and the e-smooth min-entropy HZ (x), which was ap-
plied in [PKM*24, Lemma 3.8]. Nevertheless, this lower bound has very bad
performance.

For more details, please refer to Section E

An interesting case is the ideal lattice setting, which plays a crucial role of
the improvements of our new leftover hash lemma over LPR regularity lemma
[LPR13]. We demonstrate that

Lemma 1.2 (Ideal Lattice) Let R be a ring of integers with degree N, q be
a prime number and q be an ideal factor of qR with norm N(q) = ¢¢, S =
D%”‘f mod q be the Gaussian distribution over coefficient lattice of R modulo q,

and o < @ . ﬁ. Then we have Hyo(S) > tlogo — 1.

4 A random variable X has e-smooth min-entropy at least k, denoted by HS, (X) >k,
if there exists some variable X’ such that A(X, X') < e and Heo(X') > k.



These lower bounds are the keys to our improved LHLs, and they might pro-
vide new insight on the randomness of discrete Gaussian modulo sub-lattices.
Thus, we believe that our new methods and lower bounds can be of independent
interests.

Contribution 2. Based on the results in Contribution 1 and further technical
optimizations, we derive two new LHLs in the integer and ideal lattice settings.

For the case of integer lattice, it’s a toy example using the standard LHL [BDK™*11]]
with Theorem in the integer setting to achieve Theorem . Since the
min-entropy of discrete Gaussian distribution over Z modulo ¢Z was studied
in [MM11, Lemma 2.5] and applying their estimation to the standard LHL can
also achieve a similar theorem, we do not claim any new result in Theorem [L.1],
but write it here and compare with GPV regularity lemma [GPV0§] in order to
illustrate that leftover hashing can be better than smoothing in integer settings.

Theorem 1.3 (LHL for Discrete Gaussian over Integer Lattice) Letq =

q1q2 be a product of two primes, A & Zy*™ and T < Dzm ,modq with
V7 min{qgi,q2}
2 v/In(4m) ’
SD ((A,A x), (U(Zy™™ x Z”))) <e.

Gaussian parameter o < and mlogo > QIOg% + nloggq, then

Here we only consider the case of composite ¢, and omit the prime modulus case.
The reason is that when ¢ is a prime and ¢/o > w(log \), the smooth entropy
of x can be derived via Dzn ,(0) = 1/p,(Z") as we discussed previously, and
then apply the leftover hash lemma to Dz» , to obtain the regularity lemma
for Dz» » mod q. However, as we claimed previously, the smooth entropy based
analysis might not work for the case of composite gq. Alternatively, we can obtain
the LHL above based on the exact min-entropy lower bound in our contribution
1. Without loss of generality, we only consider the simplest case that ¢ has only
two prime factors, and believe it can be generalized to any other composite case.

This new LHL provides a flexible trade-off between the Gaussian parameter
and dimension. Additionally, it can be modified slightly to achieve the leakage-
resilience, assuming the conditional entropy given leakage still satisfies mlogo >
2log(1/e) + nlogq. Compared with the GPV analysis [GPV0§], our LHL can
save the Gaussian parameter at least by a factor of w(+/log\) under the same
dimension, i.e., [GPVO0§] requires m > 2nloggq and o > w(y/log m).

We note that the Gaussian parameter o in [GPV08] needs to be greater than
the smoothing parameter for other purpose besides the LHL. In particular, they
need to sample from the discrete Gaussian distribution over a lattice, and o is
implicitly greater than the smoothing parameter (ref to Lemma 4.2 in [GPV0§]).
However, our result above indeed improves the parameters of GPV’s result with-
out considering other purposes.

The following theorem is the case of the discrete Gaussian over ideal lattice
under coefficient-embedding, which is the main focus of this paper.



Theorem 1.4 (LHL for Discrete Gaussian over Ideal Lattice) Let R be
M-th cyclotomic ring of integers with degree N = (M), q be a prime number,
qR = q5q5---q; be the ideal factorization of qR such that N(q:) = q/ and
N =efg. Let S = (Dcn?if)m be the discrete Gaussian over the coefficients with

parameter o < A andmflogo > 2log(1/e)+nflogg+log g+m. Then

2 /In(4m)
we have SD ((A, A -z), U(R™™ x R™)) < e, where A & Ry*™ and x + S.

Our LHL over ideal lattice provides a flexible trade-off between the Gaussian
parameter, the module rank and the norm of the ideal factor. Similar to the
first LHL, we can use the conditional entropy to analyze the case of leakage.
Compared with the result in [LPR13], our second LHL can save the Gaussian
parameter at least by a factor of v.N (N is the ring dimension) under the same
ring and module rank, i.e., [LPR13] requires mlogﬁ > (n+ 2)logq and
m > n+ w(log A) (refer more details to Lemma and Corollary E)

Our new LHLs are applicable to the case o = O(1) as long as the dimension m
is sufficiently large, and can be used to analyze leakage scenarios using techniques
of conditional entropy [AKPW13, BD204, LW2(]. To the best of our knowledge,
these are the first results without dependencies on the smoothing parameters
when we consider the LHL scenario. Thus, we can answer the two main questions
affirmatively.

Contribution 3. We identify an important application for proving asymptotic
hardness of the extended module LWE, namely ExtMLWE, used as the main se-
curity foundation in the recent works by Lyubashevsky et al. [LNP22] and del
Pino et al. [IPEK"23]. However, these prior works were not able to establish a
security reduction, thus leaving the hardness of ExtMLWE as pure assumption.
Particularly, our Theorem serves as the key that leads to the following re-
duction, showing hardness of ExtMLWE based on the more well-studied module
LWE, i.e., MLWE:

Theorem 1.5 (Asymptotic Hardness of ExtMLWE, Informal) Assume that
MLWE (for appropriate parameters) is hard. Then the ExtMLWE problem (for
appropriate parameters) is also hard.

This result enhances our confidence of their constructions [LNP22, dPEK*23],
resolving an open problem in these works.

1.2 Technical Overview

We provide a technical overview of our main contributions. To start with, in
order to show LHLs for discrete Gaussian over integer and ring, we rely on the
standard randomness extraction approach, i.e., extracting enough randomness
from the source with sufficient entropy. Thus, we need firstly to determine the
min-entropy of a discrete Gaussian, particularly, the min-entropy of discrete
Gaussian modulo a sub-lattice, as it requires that the source mod every factor



of modulus ¢ or ideal gR has sufficient entropy for the case of arbitrary g or
gR [MM11,LLW20,LW20]. Regretfully, there is currently no literature that has
explicitly computed such lower bound. Therefore, our first technical task is to
calculate the min-entropy lower bound of discrete Gaussian modulo sub-lattice.

Min-Entropy of Discrete Gaussian modulo Sub-Lattice Let A and A’
be full-rank lattices in R™ such that A’ is a sub-lattice of A. Our goal in this
paper is to find an explicit lower bound for the min-entropy of the modular
distribution X = (DA 5, mod A’) for some specific but commonly used lattices
A and A’, for example, A = Z" & A’ = ¢Z"™ for some modulus ¢, or A = Ok
and A’ = q for some number field K and its O-ideal q. To this end, we propose
two approaches to evaluate the lower bound of X’s min-entropy.

Here is our first general approach. For simplicity, we begin with ¥ = ¢2I,,
and ¢ = 0" for some spherical gaussian with parameter o > 0. Let Sp,a/ be any
set of coset representatives of the quotient group A/A’ = A mod A’. From the
definition of min-entropy, we have

oo (DA,o mod A’ pa(A) pg‘(A)
oHeo (D da’) i pn (A7 4 2) > () (1)

- ””;UA(’;)”% S o). (2)

EISSININ, TESA/p/

Inequalities @) and (E) are owed to the gaussian inequality p, (L) - po(v) <
po(L+v) < py(L) for all full-rank lattice £ and vector v € R™ (see lemma P.9).
For a single coset v+ A’ € A/A’, the representative element « of v+ A’ € A/A’
is not unique, and we wish its norm to be as small as possible in order to make
the Gaussian p, () reach its maximum among « € v+ A’. Hence our goal can be
reduced to first finding a low-norm representative of each coset in the quotient
group A/A’ and second estimating a lower bound of p,(Sa/a/)-

For a simple case A = Z" and A’ = gqZ", a trivial quotient group is exactly
Zy where Zy = (—q/2,q/2] N Z, indicating that Zj can be represented by the
intersection of an infinity-norm ball with radius ¢/2 and trivial lattice Z". From
the tail bound by Banaszczyk and possion summation formular, if o < q/+/logn,
we have

Po(Ly) = po(Z") = 0" - p1jg(Z") = 0™ (1 + p1/(Z"/{0})) > o™

Therefore, nlogo can be a lower bound for Ho(Dzn , modgq).

We further consider the case of ideal lattices, i.e. A = R and A’ = Z, where
R = Ok is the ring of integers of a number field K = Q[(], and Z is an R-ideal.
It’s a problem to identify a proper structure of R/Z for general Rand Z. If Z is a
prime ideal factor of ¢R with norm N(Z) = ¢ where ¢ is a prime number, then 7
is generated by two elements, i.e. Z = (g, Fz({)) for some f-degree polynomial Fr
with integer coefficients, by Dedekind theorem. From this approach, a question
is raised whether there exist similar properties for more general ideal Z? Our new



observation is that we can extend Dedekind theorem to every ideal factor Z of ¢ R
where ¢ is a prime number and V' (Z) = ¢' for 1 < ¢ < N, such that Z = (g, Fz({))

for some t-degree integer-coefficient polynomial F7. This shows that each coset of
t=1

R/T has a representative ) a;(* for some a; € Z, indicating that the quotient
i=0

ring R/Z is isomorphic to Z! x {0}V via the coefficient embedding mapping ¢.

Let D%’ff denote the discrete Gaussian distribution sampling from the coefficient

lattice ¢(R) with parameter o. Therefore, we can obtain a lower bound for the

min-entropy of the distribution D%’i‘ff mod Z:

Ho (DR modI) > log (05" (R/T)) = log (po((R)/$(T)))
> log (pU(ZfI)) ~ tlogo.
Our second approach is inspired by a lemma from Lyubashevsky, Peikert

and Regev [LPR13, Claim 7.1], which stated that for any n-dimensional lattice
A and €,0 > 0, we have

pr/o(A) < (1+€) - max{L,n.(A")/a}".

Let X = (Da,emodA’) for some full rank n-dimensional lattices A and

A’ C A. Since Hoo(X) = —log (maxmeA %) From the properties of

smoothing parameter and the lemma above, for ¢ > 7.(A), we can compute
that

O.TL n n
po(A 42— €) < po(A) = =7 puye(A)Y) € 37 (1€) - max{L e (A') o},
O.TL
A—c)>(1—-¢)- .
pa(A—e) = (1<) o4y
Therefore, we have
det A’ 1+¢
> - ! - )
Hoo () > log ‘T — nlog (max{1, 7. (A) /) ~ log 1

It should be noted that (1) this min-entropy result is consistent with the
smoothing lemma from [MR04, Lemma 4.1] and [GPVO0§, Corollary 2.8], since for
o > n:-(A"), we have Hy (X) > log dd‘;ttjx — log 125 which almost reaches the full
min-entropy of A/A’ and this lower bound can improve several previous analyses
such as [PKM*24, Lemma 3.8]; (2) Many cases are fit in our second approach.
We take the g-ary case A = Aé‘ (A) and A’ = ¢Z™ for some A € Zy*™, and the
ring case A = o(R) and A’ = o(q) for some ring of integers R and its ideal q as

two examples. Please refer more details to Corollary E and Corollary [1.

Improving LHL of Discrete Gaussian over Ideal Lattice Based on our
new min-entropy lower bound of discrete Gaussian mod g-ary lattice, we can
obtain a LHL for discrete Gaussian over integer lattice by combining the stan-
dard LHL. For the case of discrete Gaussian over ideal lattice, we can derive



a LHL with tighter parameters compared with directly applying Corollary 5.7
in [LW2(]. In order to illustrate our new insight, we start with a recap of the
proof strategy of Corollary 5.7 in [LW2(].

The proof in [LW2(] is based on the basic algebraic leftover hash lemma
in [LW20], which says that

SD((A, A - 5), (A, u)) < % %Nm)n . Col(Smod q) — 1, 3)

where A « U(Ry*™) and u « U(R}") are sampled uniformly at random, and
§ is a distribution over R;" and has sufficient entropy modulo each ideal factor
g. It needs to further upper bound the term > N(q)" - Col(Smodq) via the
qalgR
min-entropy of S mod q. Their strategy is to directly upper bound Col(S mod q)
by the worst case, i.e., Col(Smod q) < 1/2H=(Smoda) < - for any ideal q|qR,
and then upper bound 2 - Y N(q)" < qZQT;N
qalgR

entropy of S mod q greater than nN log g for every prime ideal factor q of ¢R.
This constraint will produce quite large Gaussian parameters if the ideal R is
splitted into many R-ideals.

Our new insight is a tighter upper bound of the term Y A(g)"-Col(S mod q),

qalgR
which only requires ¢ /o™ to be negligible. We observe that if the min-entropy
lower bound of S mod q has somewhat linear relationship with ¢ for N(q) = ¢,
then we can obtain a tighter upper bound of > N(q)" - Col(Smodq). Take
qlgR

a simple case of ¢ unramified over R and ¢R full-splitting (¢R = q1 - - - qn and
every prime ideal factor q of ¢R has norm ¢) as an example. We can upper bound
SD((A,A - s),(A,u)) as follows:

. Therefore, they require the min-

SD((A,A - s), (A,u)) (4)
< 3 [ M@ Col (Dg)m moda) — 1
qlgR
1

=3 > N ea)n - Col ((Dgefym moday +--ayy ) — 1

2
i1, ,in€{0,1}
1 . . ) )
n(i14---12 . 9—(t11+-iny)mlogo __
§§ Z gnlintin) L 9= (i tin)mlog 1 (5)

i1, ,in€{0,1}

SASS (jm) NS (jm)” tere— )

i1€{0,1} in€{0,1}

(1+¢)N —1<VNe

DN | =



where A & RyX™, s (D™ and w & R?. Inequality (E) is due to the
fact that colhslon probability is less than or equal to the maximal probability of
a random variable. This result implies that if mlogo > nlogq + w(log A), the
statistical distance between (A, A - s) and uniform random is negligible.

From our new proof of LHL for discrete Gaussian over ideal lattice, we pro-
pose a strategy for how to use the algebraic leftover hash lemma even if ¢R is
splitting into many prime ideals. For certain distribution S, the goal is to find
a linear function f(z) = a-a — J s.t. for each ideal factor q of ¢R_with norm
N(q) = ¢, Hxo(Smod q) > f(t). We refer more details to Theorem

2 Preliminary

Notations Let A denote the security parameter. For an integer n, let [n] denote
the set {1,...,n}. We use bold lowercase letters (e.g. a) to denote vectors and
bold capital letters (e.g. A) to denote matrices. We write e = exp(1l) as the
natural constant. For a positive integer ¢ > 2, let Z, be the ring of integers
modulo ¢ where each number is located in (—¢/2, ¢/2]. For any ¢ € (—-1/2,1/2],
let Zg +c = (Z+c)N(—q/2,q/2] (note that whether ¢ is odd or even, this

set has size ¢). For a distribution on a set X, we write x & X to denote the
operation of sampling a random x according to X. For distributions X,Y, we
let SD(X,Y’) denote their statistical distance. We write X RY or X =Y to
denote statistical closeness or computational indistinguishability, respectively.
We use negl()\) to denote the set of all negligible functions u(\) = A=), We
write 7BP as the n-dimensional unit ball with radius r related to p-th norm, i.e.
rBY = {x € R" | |z|, <r} for p € [1,00] and r > 0.

A unimodular matrix U € Z"*™ satisfies det U = +1; in particular, U~!
Z™*™ is also a unimodular matrix. The spectual norm of a matrix X € R"*¥
is its largest singular value s;(X). The length of a matrix X is the norm of its
longest column ||X|| = max; ||z;||. For any (ordered) set S = {s1,---,s,} CR"”
of linearly independent vectors, let S = {s7,---,8,} denote its Gram-Schmidt
orthogonalization [GPVO0S|.

The min-entropy of a random variable X is Hoo(X) = def —log(max, Pr[X =
x]), which measures the maximal probability of elements in X. The conditional
min-entropy of X conditioned on Z is Hoo(X | Z) dof _ log(E.. z[max, Pr[X =
x | Z = z]]), which measures the best guess for X given a correlated ran-
dom variable Z. The collision probability of a random variable X is Col(X) ef
> zesupp(x) PI[X = z]? and the collision entropy of a random variable X is

10



Hy(X) Lof _ log Col(X). The collision probability of X conditioned on Z is

Clx|2)E S Prz=2-| Y PiX=u2|Z=2?
z€Supp(2) x€Supp(X)
= Y. PrZ=2]-Col(X|Z=2),
z€Supp(Z)

and the collision entropy of a random variable X is Hy(X | Z) Lf_ log Col(X |
Z). The (conditioned) min-entropy and (conditioned) collision entropy have the
relationship: Hoo(X) < Hy(X) and Hoo(X | Z) < Ho(X | Z). The following
lemma says that the min-entropy drops by at most ¢ bits if conditioning on ¢
bits of information.

Lemma 2.1 ( [DORSO08]) Let X,Y,Z be arbitrary (correlated) random vari-
ables where the support of Z is of size at most 2°. Then Hoo (X | Y, Z) > Hoo(X |
Y)-—¢.

2.1 Lattices

A lattice A C R™ is the set of all integer linear combinations of ¢ linearly inde-
pendent basis vectors B = (by, - ,b;) € R"¥! ie., A = B-Z' We call ¢ the
rank of the lattice. If ¢t = n, we call A a full-rank lattice.

A lattice is a discrete additive subgroup of R™. For sub-lattice A’ C A, the
quotient group A/A’ is well-defined as the additive group of distinct cosets v+ A’
for v € A. The vector v is called the coset representative of v + A’.

The length of the shortest non-zero vector in L, norm of a lattice A is denoted
as A{(A) := mingea /oy [|x||p- The dual lattice of A is defined as AY := {y €
span(A) | (y,A) C Z}, i.e., the set of all vectors that have integer inner product
with all lattice vectors in A. It is easy to see that (AY)Y = A. For a lattice A
and its one set of basis B € R"*", the set P(B) := B-[—1/2,1/2)" is called the
fundamental parallelepiped defined by the basis. For a point ¢ € R™, we write
¢’ := ¢mod P(B) for the unique element ¢’ s.t. ¢ = ¢’ + « for some lattice point
x € A. Equivalently, if c =B - v for v € R", then cmod P(B) =B - (z — |x]).

Let A € Z™*™ for some positive integers n,m and we define two lattices
given by A,

A(A):{yeZm|y:AT~sf0rsomes€Z"}
A"(A)={ecZ™ | A -e=0}

and two g-ary lattices given by A € Zy*™ for some positive modulus g:

AfA)={yeZ" |y=AT -s mod ¢ for some s € Z'}
A;(A)={ecZ™|A-e=0 mod g}.

11



2.2 Discrete Gaussian Distribution

We define the Gaussian function on R™ with Gaussian parameter o > 0 centered
at c € R" as pye : R — (0,1]:

poc(@) = exp(—7|z — c[*/c?).

We define the discrete Gaussian distribution on a n-dimensional full rank
lattices A centered at ¢ € R™ with Gaussian parameter o > 0 as Da g c : A —
(0, 1]:

Po.c(T)
DA gelx) = —/———.
7Uac( ) pJ,c(A)
The subscripts o and c are taken to be 1 and 0 respectively when omitted.
We denote Dp o,c <r as the truncated Gaussian distribution by sampling & +
DA 5,¢, rejecting if ||z|| > r, and sampling « again until success and outputing
x. Truncated Gaussian density is defined as:

Po,c() 3 .
Lo~ if ||| <7r
DA’J,C’ST(IB) — ) poc(ANTBT)? ] || || -’

0, if ||| > .

For a positive definite matrix 3, we define the non-spherical Gaussian function
on R" centered at ¢ € R™ with matrix parameter v as

Pys.o(T) = exp (-m(@—c) = (z —c)) =exp (7r ”\/571(38 - c)H2> .

For a positive definite matrix 3, we define the discrete Gaussian distribution
on a n-dimensional full rank lattices A centered at ¢ € R™ with matrix parameter

VI as Dy yse:A— (01

Pys,e(T)
D (X)) = 7.
AV Pys,e(N)

Lemma 2.2 ( [DD18], Lemma 3) For a full rank lattice A CR", 0 > 0 and
c € R™, we have

po(A) - po(€) < poc(A) < po(A).

We take o0 = 1, A <+ \/E_lA and ¢ < \/i_lc in lemma @ to obtain the
generalized corollary:

Corollary 1. For a full rank lattice A C R™, positive definite matriz 3 € R™*"
and ¢ € R™, we have

pys(N) - pys(c) < pys(A) < pys(A).

The following two tail bounds by Banaszczyk are useful when dealing with
truncated Gaussian sums.

12



Lemma 2.3 ( [Ban95], Lemma 2.8) For any n-dimensional lattice A and ra-
dius r > /n/2m,
pA\TBY) _ (2me\™?
(A < . r" exp(—mr’).

Lemma 2.4 ( [Ban95], Lemma 2.10) For any n-dimensional lattice A, cen-
ter v € R™ and radius v > 0,

p((A —v)\rBy°)
p(A)

< 2n - exp(—7r?).

2.3 Smoothing Parameter

We will recall the definition of smoothing parameter and its useful properties
from [MR04, GPVO08§, Pei07].

Definition 2.5 (Smoothing Parameter [MRO04]) For lattice A C R™ and
any € > 0, the smoothing parameter n.(A) is the smallest real s > 0 such that
p1s(AY) < 14¢. For an invertible matriz B € R"*", we say that n.(A) < B if
n-(B71A) < 1.

Lemma 2.6 (Generalization of Corollary 2.8 [GPVO08]) Let A, A’ be n-

dimensional lattices with A’ C A. For any ¢ € (0,1/2), VE > n.(A’) and
c € R", we have
SD(D, 5 .modA, U(AmodA")) < 2e.

Lemma 2.7 (Lemma 3.5 [Pei07]) Foranyp € [1, 0], any n-dimensional lat-
tice A, and any € > 0,

VIn@n(1 +1/e))/x _ n? . \/m2n(1 + 1/e))/x
G U M(AY) |

Lemma 2.8 (Lemma 3.1 [GPVO08]) For any n-dimensional lattice A, any
basis B of A, and any € > 0,

n:(A) < |B]l - vIn(2n(1 + 1/¢)) /7.

Lemma 2.9 (Implicit in Lemma 4.4 [MRO04]) Let A be an n-dimensional

lattice. For any e > 0, positive definite matriz ¥ such that V3 > Ne(A) and
c € R”, we have

det 2 vdet 2
< < .
det(a) = PvsW) = (4e) qams
Vdet X det X2

(1—¢)- det(A) <pyzmeA) < (T+e): det(A)

Lemma 2.10 (Claim 7.1 [LPR13]) For any n-dimensional lattice A ande, o >

" pl/U(A)S(l“rf)'max{l,(w)n}A

(o
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Lemma 2.11 (Adapted from Corollary 5.4 in [GPV08] and Lemma 18 in [CHL123])
Let ¢ > 2 and m > 2nlogq. For all but at most g~%15™ fraction of A € Zy=™,

we have A°(A4(A)) > q/4. For such A and any o > 4\/ln(2m(1 +1))/m, the

statistical distance between the marginal distribution of w = As and U(Zy) is
within 2e.

Discrete Gaussian Distribution over Ideal Lattices We will describe the
discrete gaussian distributions over fractional ideal Z under coefficient embed-
ding ¢ : K — Q and canonical embedding ¢ : K — H. For more detailed
introductions to algebraic number theory, please refer to Appendix .

For any positive definite matrix 3 and element ¢ € K, we define the dis-

: : : coeff : coeff
crete Gaussian over coefficient lattice as DI’ Vst (respectively, DI’ Vs, Sr) to
be a discrete Gaussian (respectively, truncated gaussian) distribution on co-

efficients, by taking the coeflicients as a lattice in R", i.e. sampling ¢(a) +
coeff

D¢(I))\/§’¢(t) (respectively, D¢(I))\/§y¢(t)79) and output a. We define DKR,\/E,t
to be a continuous Gaussian over Kg where we sample Gaussian vector in the co-

3 15 ; : 3 coeff —
efficient space, and the probability density function is defined as D pay \/it(a)

Dy 55,60 (#(a))-

We also define the discrete Gaussian over canonical lattice by D, 5 ,(a) =
D, vs.00) (0(a)) and D /55, ,.(a) = Dy (1) /5.0(1).<(0(a)) for all a € T to
be the gaussian distribution and truncated gaussian distribution on canonical
embedding. Similarly, we define the continuous Gaussian over canonical space
by Dy, v5.4(@) = Dy vz 01 (7(a)).

Since there exists a direct linear map from ¢(a) to o(a) by o(a) = Vsp(a)
for all z € K, we have DI,Vf\/E,t(a) = D;‘jf;fit(a) for all a € K. Particularly, if
K is M-th cyclotomic number field where M is a prime number or power of 2,
Dy /woi(a) = DM (a) and D1 /Rot<ynr(@) = D, _ (a) for all a € T and
r > 0 (i.e. for spherical gaussian, the gaussian parameter in canonical embedding
is VN times of the gaussian parameter in coefficient embedding).

With the definition of discrete Gaussian over ideal lattice, we need the follow-
ing regularity lemma from [LPR13] to show the advantage of our new regularity
lemma. It is worth to note that the discrete Gaussian distribution in their regu-
larity lemma is sampled over the canonical lattice o(R) with respect to Gaussian
parameter o.

Lemma 2.12 (Corollary 7.5 [LPR13]) Let K = Q|[(] be the M -th cyclotomic
field with degree N = @(M). Let ¢ > 2N - qﬁJrﬁ be a Gaussian parameter.
Let n,m,q be lattice parameters. Assume that A = [I, | A] € Rp*™ where
Al RZX(mfn). With probability 1—2~2(N) over the choice of A, the distribution
of As € R where s <— (Dg )™ is within statistical distance 2= W) of U(Ry).

Micciancio and Suhl proposed a transformation from a LWE instance to a
Knapsack instance [MS%J Lemma 20]. We can generalize it to ring case, where
the function maps ([L, | A], [I, | A]-s) € Ry*™ x R} to (A’,; A" s) € R*™ x
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R?, and ([I, | A],b) to (A’,b’) such that (A,b), (A’,b") are closed uniform
distribution respectively and s < (Dg,)™, as long as there exists n columns
of A’ that form an invertible matrix in Ry~™ overwhelmingly. We apply the
technique from Jin et al. [JLW*24, Theorem 5.2] to show that the constraint
m > n + w(log A) is sufficient for the overwhelming probability of the existence

of an invertible sub-matrix from Rj*™, and we put the proof to Appendix :

Lemma 2.13 Let K = Q[(] be the M-th cyclotomic field with degree N = o(M).
Let m,n, q be lattice parameters such that ¢ > 2N is a prime number and m > n.

With all but at most 2"~™ probability, for A’ & Ry*™, there exists n columns
of A’ that form an invertible matriz in Ry*™.

Therefore, with Lemma , we can obtain the following corollary, which
modifies the public matrix A from [I, | U(RE*"™)] to U(Rp*™). This corol-
lary will serve for a fair comparison with our new regularity lemma in Corollary

Corollary 2. Let \ be the security parameter. Let K = Q[(] be the M-th cy-
clotomic field with degree N = o(M). Let m,n,q be lattice parameters such

that ¢ > 2N s a prime and m > n + w(log\). Let 0 > 2N - g Tm~ be a
Gaussian parameter. Let the prime ideal factorization of qR be ¢R = q1q2---4q4
where N'(q;) = ¢/ and fg = n. With probability 1 — negl(\) over the choice of
AL Ry*™, the distribution of As € Ry where s < (Dp,,)™ is within statistical
distance 27WN) of U(Ry).

3 General Limitations of Smooth Min-Entropy

Smooth min-entropy was first introduced by Renner and Wolf [RW04], which in-
tuitively says that a distribution has high smooth min-entropy if it is statistically
close to a distribution with high exact min-entropy.

Definition 3.1 (Smooth Min-Entropy) We say that a random variable X
has e-smooth min-entropy at least k, denoted by HE (X) > k, if there exists
some random variable X' such that SD(X, X") <e and Hyo(X') > k.

For the sake of illustrating that computing exact min-entropy is necessary,
we list three limitations of smooth entropy in the following remarks:

Remark 3.2 As we introduced in the introduction, a lattice-structured leftover
hash lemma (in integer settings) is to state that (A, A - x) ~ (A, u) for A &
Zy*™, u & Zq and T < X for some distribution X with support Z;".

When q is a prime, the smooth entropy is quite useful in the following way:
If we have HZ(X) > k for some g1 > 0, then there exists a random variable
X' such that Heo(X') > k. For @' + X', we can apply the leftover hash lemma
to derive that (A, A - ') ~ (A, u) for some e > 0. In the end, we can get

€1te2
~

(AJA - z) = (A u).
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When q is a composite number, the application of leftover hash lemma is more
complicated, which requires (X mod p) has enough min-entropy for all p | q. if we

only have preconditions that HZ, (X mod p) > k such that (X modp) ~ X and
Hoo (X)) > k for some distribution X, and we still want to apply the leftover hash
lemma to prove the uniformity of (A, A - x), we need to find a random variable
X’ such that Hoo (X' mod p) for all p | q is known. However, these preconditions
does not guarantee the existence of such X' since Xé mod p is unlikely the same
as XZ’,, Therefore, in the case of composite q, we should be more careful when
applying the leftover hash lemma, let alone the ring case R,.

Remark 3.3 In some previous works, the exact min-entropy is required. Brak-
erski and Déttling [BD20d] proposed a reduction from the standard LWE to LWE
with entropic secrets. In the case where the secret has bounded norm [BD20a,
Lemma 5.4], they required the secret s to be totally bounded, instead of being
overwhelmingly bounded. Therefore, when dealing with the bounded case, we need
to find the exact min-entropy of the totally bounded distribution. For example,
if we would like to take the discrete Gaussian as the secret distribution while
discrete Gaussian is not totally bounded but overwhelmingly bounded, then we
must first change the discrete Gaussian to a truncated discrete Gaussian, and
then apply the bounded case of [BD20d] to the truncated one, which requires the
exact min-entropy of the truncated distribution. For more details of the exact
min-entropy of truncated discrete Gaussian and its application in bounded case
of entropic LWE’s hardness, please refer to Corollary | and Lemma .

Remark 3.4 For a distribution D, there exists a natural and general lower
bound of the exact min-entropy Hy (D), which can be formulated by a function
of ¢ and the smooth min-entropy HE (D) = k such that Hao(D') = k and D ~ D'
in the following way:

H (D) =—1log (maz:ax D(:c)) > —log (maz:ax D'(x) + 25) =—log (27" +2¢) .

Thus, the natural lower bound depends on both k and . If € > 2%, this lower
bound has very bad performance since —log (Z_k + 25) s far less than k. For
example, € = 27" is an ideal setting asymptotically, however, if we have k =
nlogq, then Hoo (D) can be only lower bounded by n — 1, which loses too much
min-entropy compared to k = nlogq. Therefore, computing the min-entropy of
a distribution by its smooth min-entropy has unavoidable demerits.

4 Min-Entropy of Discrete Gaussian Modulo a
Sub-Lattice

In this section, we propose two approaches to compute the lower bound of min-
entropy of discrete Gaussian modulo a sub-lattice. The first approach does not
depend on the smoothing parameter and its intuitive idea has been discussed
in techinical overview. The second approach utilizes the smoothing parameter,
which serves as a supplement to our first approach.
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4.1 First Approach

Here, we present the main theorem of our first approach. It shows that for every
coset representatives of the quotient group A/A’, p 5(A/A’) is a lower bound
of Hw(Dy 55 mod A').

Theorem 4.1 Let A, A’ be n-dimensional full rank lattices such that A’ C A.

Let Sp/ar be a set which contains any group of coset representatives of the

quotient group AJA' with size izttjx. For any € € (0,1), any positive definite

matriz X € R"*", ¢ € R" and ¢/ = cmod A, we have

pys(@)- X pysl@®) fVE>0

mGSA/A’

== Y ps@ FVE (A

mGSA/A’

2HOO(DA7\/§=c mod A’) >

Proof. Notice that p (A —c¢) = p s5(A —¢'). From Corollary m, we have

D (A" + )
Hoo(D dA’) =1 A/Be
Do ) = by P2

/ j—
I;lea[}\(p\/i(A +x—c)

= —log
pys(A—c)
> g (WE(A)>
- pys(A =)
Therefore, we obtain that
/ A-c) pys(A)
9Hoo(Dy g omod A') 5 Pys( pos(d) - DZ 6)
pys(A) vE pys(A)
> pys(A+a)
— ) (c/ . mGSA/A’
vE pys(A)
>pus@) Y pusl@)
TESA /A’

where the second and third inequalities are due to Corollary m
which completes the first part of he proof. For the part v/ > 5.(A), from
the definition of smoothing parameter and possion summation formular, we have

pys(A—c) > ﬁi - pys(A), which completes the second part of the proof.

O
In the next theorem, we will use our first approach to give a lower bound

of min-entropy for discrete Gaussian over lattice Z™ modulo gZ™ where q is any
integer modulus.
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Corollary 3. Let n,q = poly(\) be lattice parameters and o > 0 be a Gaussian
parameter. Let ¢ € R™ be any point. Define random variable S := DanJ,c mod q,

and if o < @ - — for any € € (0,1), we have

v/In(4n)’

712
nlogo—l—(ﬂ'loge)-% if0<o§?-\/lnq(7n); -
nlogo — 1 — log 1= ifne(Zn) <o < YT . 4

1-e 2 v/In(4n)’

Hy(S) >

where ¢ = ¢ mod Z".

Proof. Take A = Z™ and A’ = ¢Z"™, and we can take Zy as the coset represen-
tative vectors in Z™/qZ™. We need the following claim:

i ny > ot RV B
Claim 4.2 p(Z3) > % if 0 < % Tma andn > 1.

Proof. For any 6 > 0, Z, covers all integer points in the ball (¢/2 — §)By° =
[—(q/2 = 6),q/2 — §]™, then we have

1 2—90
@) 2 (5200 1220 )
g ag

(@) o (52 220 )

> o) - (1= 2 exp(—r(a/2 — 6)%/%)) 5)
> o™ (1—2n-exp(—n(q/2 —6)?/0?))

where the inequality (E) is from Lemma @ The previous inequality holds for
every ¢ > 0 and because of the continuity, we have

po (Z7) > o™ - (1= 2n - exp(—nq®/40%)) > o™ /2.
O

Finally, combine Claim @ and Theorem @7 we can complete the proof of
Corollary B O

Discrete Gaussians modulo Ideal g under Coefficient Embeddings Here
we apply our Theorem to ideal lattices, where the crux is how to get a proper
and short representatives for the elements in the quotient ring R mod g.

First, we will prove a generalized lemma of the basic Dedekind theorem.
Dedekind theorem shows the generators of each prime ideals, and in the next
lemma, we will show that for each ideal factor Z | Ok with norm N = ¢, there
exists a ¢-degree polynomial fr € Z,[x] such that Z = (g, fz({)), which presents
an explicit representation for every ideal factor Z | ¢Ok.
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Lemma 4.3 Let K = Q(¢) be a number field for ( € Ok, and F(x) be the
minimal polynomial of ¢ in Z[x]. For any prime q, the ideal qOk factors into
prime ideals as (q) = q7* -+~ qy°, where N'(q;) = ¢’ for f; = [Ok/q; : Zy), and
N =37 eifi

Moreover if q does not divide the index of [Ok : Z[(]], then we have further
structures as following. We can express F(z) = f1(z)®* ... fg(x)® mod g, where
each f;(x) is a monic irreducible polynomial in Z4[x]. Then, for any integers

k; € [e;] where i € [d], we have H?:l qfi = <q, H?:l fi(oki>

Proof. Let ideal Z = H?:l q¥ and J = <q7 Hf-l:l fZ(C)k1> We prove this lemma

by double inclusion and start with 7 C Z. Obviously, H?:l fi(OF € T. Since
Z | {(g), we have q € (¢) C Z, which completes the first inclusion.

For all gz; + f:({)*y; € q;, we can write their product H?Zl(qxi + fi(O)Fiyy)
in the form of qx + (H;i=1 fi(O)k)y € J, which indicates that Z C J. O

With this extended Dedekind theorem, we obtain the following theorem of
min-entropy of discrete gaussian distribution over modular ideal lattice, here the
discrete gaussian is defined over the coefficient lattice ¢(R).

Corollary 4. Let K = Q(¢) be a number field with minimal polynomial f of
degree N. Let ¢ = poly()\) be a prime number such that ged(q, [R : Z[C]]) = 1,
and q # R be a factor of qR with norm N(q) = ¢' for some 1 <t < N. Let
o > 0 be a gaussian parameter. Let c € K and S := D%’ﬁffo mod q be the gaussian
distribution over coefficient lattice of R modulo q centered at ¢ € Kgr. For any
e € (0,1), we have

tlogo —1 if0<0§§- . and c € R,
Hao(S) > - ' N \1/r%(4t) .
tlogo —1—log = ifn(Z") <o <5+ - FTOh

Proof. From Lemma @, there exists a t-degree monic polynomial f(x) € Z,[x]
such that q = (g, f({)). This form of ideal indicates that we can write the cosets
of the quotient ring R/q as Zf;é a;¢* + q for a; € Z,. Hence, we can take the
representative vector in ¢(R) mod ¢(q) as Z: x {0}V . Besides, from Z" C ¢(R),
we have n.(¢(R)) < n.(Z").

This, together with Theorem @, allows us to obtain

o o2 @) > Y pela) > 0')2

z€Rmod q werI
where the last inequality is from Claim @, which completes the proof. ad

Remark 4.4 Corollary Y holds for every number field K = Q(¢). However,
its performance is better in the case of small [R : Z[(]]. The reason is that if
[R: Z[C]] is far more than 1, then R contains elements with shorter length than
all elements from Z[(]. Our choice of the representative elements of Rmodq is
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the set of Zf;é a;C* for a; € Z,, which are totally contained in Z[(]. Therefore, if
[R: Z[C]] > 1, such coset representatives seems to be in a bad quality since there
are more possible shorter elements in R which are not chosen as representatives,
yielding a bad estimation of our min-entropy. Fortunately, the most commonly
used number field is the cyclotomic number field which satisfies R = Z[(].

While sometimes we need a truncated version of discrete gaussian distribution
in lattice primitive constructions, here we give a lower bound for the min-entropy
of truncated discrete gaussian distribution.

Corollary 5. Let K = Q(¢) be a number field with minimal polynomial f of
degree N. Let ¢ = poly(X\) be a prime number such that ged(q, [R : Z[C]]) = 1,
and q # R be a factor of qR with norm N(q) = q* for some 1 <t < N. Let

o > 0 be a gaussian parameter. Let S := D;}jfgaﬁ mod q be the gaussian

distribution over coefficient lattice of R modulo q. If 0 < g - — we have

V/In(4t)’
Ho(S) >tlogo —1—e N,

Proof. Apply A = ¢(R) and bound r = v/N in Lemma @, we have

po(A N orB%)  p(2 N rB%) p(A\ rB%)

= = 1 —
po(A) () (%)
>1—(2me)N/?.em™ > 1 —e 1TV,

From Lemma @, we have
max po(¢(a +q) N orBy) < max po(¢(a +a)) < po (#(q)) = <ot ()

Then, we can bound the min-entropy:

9Hoo(S) _ po(@(R) NarB%;)
max p, (¢(a +q) N orBy)

coeff
.Y P (R)
Z(l_e 17N)' coeff '
P (q)

Furthermore, we have log(1 —e™!1"V) > —e™" from the fact log(1+ x) > 2z for

ﬁ — 1 < 2z <0. The rest computation is the same as proof of Corollary 4. O

4.2 Second Approach

We will utilize another approach to obtain a lower bound for the min-entropy of
discrete Gaussian distribution modulo sub-lattice, which relies on the properties
of smoothing parameter. The following theorem can be applied to any lattices
A and A’ as long as the Gaussian parameter o > 7. (A).
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Theorem 4.5 Let A be a n-dimensional full-rank lattice and A’ C A be a full-
rank sub-lattice. For any € € (0,1) and positive definite matriz 3 such that
n:(A) < VZ, define the random variable S := D, s .mod A, we have

log (ileettj}( —log %':7 if VE > n.(A);
1 71
log (;‘Zttll\\ —nlog (775 (\/2 A’)) —log % if ne(A) < VE < n(A).

Proof. From Corollary m, Lemma @ and Lemma , for any © € A,

H(S) > {

Py +2) < pus(h) =p (VEN)

“n o ((=7))

< % (14 ¢) - max {1, (7]5 (\/EilA’))”} :

From Lemma @ and VE > n:(A), p s (A) > (1—g)- 422 then we can
compute that

27H(>o(8) —m p\/§7c(A’ + CC)
O NN N> LY

14+e detA -1, \"
< . ) v/
“1—¢ detA’ max{l,ns( z A) }

which completes the proof. a

Discrete Gaussians over g-ary Lattices modulo g In some lattice-based
primitives, the discrete Gaussian distributions are sampled over a g-ary lattice
[GPVO08, MP12]. In the following corollary, we give an estimation of the lower
bound for the (shifted) discrete Gaussians over a g-ary lattice Ay (A) for most
A ezZym.

Corollary 6. Letn,m,q be lattice parameters such that m > 2nlogq and g > 2.
Then for all but at most g~%6" fraction of A € Zy*™, for any ¢ € RY", define
the random variable S = DA;(A)’J’C mod qZ™, we have

Hoo(S) > (m—n)logq—log%f? ifo>q-n
mlog(o/n) —nlogq—log {¥=  ifdn <o <q-n,

where 1. = \/In(2m(1+ 1/¢)) /7 for some € € (0,1).

Proof. By Lemma , for all but at most ¢~*'%" fraction of A € Z}*™, we
have n.(A7(A)) < 4n, and for such A, det (A-(A)) = ¢" since the columns of
A generate Zy.
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From the proof in Theorem B8, we have
9—Hw(S) « 1+e . det(A;‘(A)) -max{ 1 4" (Zm™\™
“1—¢ det(qZ™) ’ 1%

1 . m
- +€.q"*m.max{1,(q ns) }
1—c¢ o

which completes the proof. a

Discrete Gaussians modulo Ideal Z under Canonical Embeddings Based
on several existing estimations [Pei07, PR06, PRO7] of smoothing parameters in
ideal lattices, we can get a lower bound for min-entropy of discrete Gaussians
over ideal lattices modulo any R-ideal Z, where the discrete Gaussian is defined
according to the canonical lattice o(R). The following lemma gives upper and
lower bounds on the minimal distance of an ideal lattice.

Lemma 4.6 ( [PRO7]) For any fractional ideal T in a number field K of degree
N

VN - (N@)YN < AP(@) < VN - W@)N - AN,

This lemma, together with our second approach in Theorem @, allows us
to obtain a lower bound of Hy (Dg,e,c modZ).

Corollary 7. Let K = Q(¢) be a number field with degree N. Let T C R be an
R-ideal. Let o > 0 be a gaussian parameter and ¢ € R be a Gaussian center. Let
S := Dpo.modZ be the discrete Gaussian over canonical lattice of R modulo

Z. Let n. = \/In(2N(1 + 1/¢)) /7, we have

log V(Z) — log 1££, if o> (N(T)Ag)YV;

Ho(S) >
= {Nlog<a/n> “log A —log B2, ifn. - AYN <o < (N(Z)Ag)VN.

Proof. By Lemma @, Lemma, @ and the fact N (ZV) = N(ZT YHN(RY) =
(N(Z)Ak)™1, we have

VNIn@2N(1 + 1/e))/x
n-(Z) < )\gQ) ()

< VIn@2N(1+1/e))/m- (N(Z)Ag)N.
Next, from Theorem @, the fact det R = Ak and detZ = N (Z) - Ak

1+4¢ 1 7 (2) N
Hoo(S) . .
2 = 1—e N(@) max{l,( o > }

1+e 1 e - (N(T) Ar) N\ Y
<1_8~A/(I)-max{l,< . ) }

which completes the proof. a
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5 New Leftover Hash Lemma for Discrete Gaussians

Different from the proof approach of regularity lemma in [GPVO& LPR13,5S11,
RSW18], we compute our regularity lemma through the entropy way [[Z89,
Mic02, MM11] combined with our new lower bounds of the min-entropy of dis-
crete Gaussians. We first recall the algebraic leftover hash lemma over a number
field K in [LW20, Theorem 5.5] and we generalize this lemma to extract n ring
elements via a well-known technique, “Jensen’s Inequality”.

Lemma 5.1 (Generalization of Theorem 5.5 [LW20]) Let K = Q[(] be a
number field and R = Ok be its ring of integers. Let ¢ > 2 be any positive integer
modulus and n,m > 1 be dimension parameters. Let (S, aux) be correlated random
variables with S over R™. Let U = U(Ry*™ x Ry) be the uniform distribution,

and D be the distribution of (A, Aw) by sampling A & Ry*™ and x < S;. Then

SD(D,U | aux) < ZN - Col(84 | aux) — 1,
al(a)

where Sq = S mod q and Col(S, | aux) is the collision probability of Sq condi-
tioned on aux.

Proof. We first derive an upper bound on the statistical distance between D
and U in terms of the collision probability Col(D) via a similar technique in
[ILL89, DORS08, Mic02, MM11]].

A(D,U | aux)
1
:§ZPr[z:aux]- Z Pr[(A,b) «+ D | z = aux] — U’
z€aux (A,b)eU ‘ |
1 1)’
§§ ZPIZ—aUX VU Z (Pr[(A b) < D | z=aux| — Z/{|>
z€aux (Ab)eU

(9)

L P mawd [ V| Y Prl(A) <D s = au -]

zE€aux (A,b)eU |Z/[|
1
< B ZZ;XPI"[,Z = aux] - \/q(m+1)”N -Col(D | z = aux) — 1. (10)

Inequality (E) is due to Cauchy-Schwarz inequality.
Next we bound Col(D) as follows, where all probabilities run through two

independent copies of A, A’ & (Rg)™*™ and @,y < S conditioned on z = aux:

Col(D | z=aux) =Pr[(A=A")A(A-z=A"-ymod ¢R) | z = aux]
=Prl[A=A']'Prfl[A-z— A’ y=0mod gR | A = A’, 2z = aux]
= ¢ N . Pr[A - (z —y) = 0" mod qR | z = aux] (11)
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Now we further bound the probability Pr[A - (x — y) = 0™ mod ¢R].

For any vector » € R and ideal factor J | ¢R, we write r Epax J such that
ged((r1), -+, (rm),qR) = J. As {x —y : © — Y €max J } 7|qr forms a partition
(as argued above), we can use the total probability to re-write the following
equation:

Pr[A - (z —y) = 0" mod ¢R | z = aux] (12)
Z PrlA - (x —y) =0"mod gR | € — Y Emax J,2z = aux| - Pr[x — y Enax J | 2 = aux].
JlqR

The second term can be computed as

Priz —y €max J | z = aux] < Prjz —y = 0mod J | z = aux] = Col(X7 | z = aux)
(13)

for every J | gR. Next, we fix @,y such that € — y €ax J. Thus, all n entries
of A - (x — y) are independent.

Pr[A'(a:*y):OmOdqR‘a}*yemaxj}
=Pra’(z—y)=0mod gR | T — Y Emax j])n (14)

where a & Ry Since J = ged({(x — y)1), -+ (& — Y)m), qR), the ideal J is
@erated by (w y); and q,ie. T ={(x—Y)1,  , (T —Y)m, q). From Lemma

)

1 NJ)  N)
\7/aR| ~ N(qR) ~ ¢V
(15)

Pria’ (@ —y)=0mod qR | & — Y Emax J| =

Combining (1d) (1) (1) (13 [ 4) (13 together, we obtain

A(D,U | aux)
SfZPrZ—aux ZJ\/ -Col(84 | z=aux) — 1
z€aux q\qR
1
§§ ZPrz—aux ZN -Col(Sq | z=aux) — 1 (16)

= Z/\/ - Col(S, | aux) — 1

where inequality (E) is due to Jensen Inequality (E[vX] < /E[X] for any
positive random variable X). This completes the proof.
O
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The algebraic leftover hash lemma implies the commonly used integer lattice
version if we take the ring of integers R to be Z and each ideal factor q to be
integer factor of g. Thus, we can obtain the following LHL for discrete Gaussians
over integer lattice Z™. As we stated in the Contribution section, we do not
state any new results on Corollary §, which can be obtained via a similar min-
entropy result from [MM11, Lemma 2.5] and the standard LHL. To the best of
our knowledge, no one have ever written down this leftover hash lemma over
discrete Gaussian distribution in integer settings explicitly, so we write it down
here as a toy example, and compare it with GPV regularity lemma in Remark

Corollary 8. Let ¢ = q1q2 be a product of two primes q1,q2 = poly(A) and
n,m > 1 be lattice parameters. Let Do = U(Zy*™ x Zy) be the uniform distri-
bution, and Dy be the distribution of (A, Ax) by sampling A & Zy™™ and T <

m . /7  min{qi,q2}
Dy, mod q. Let o > 0 be gaussian parameter such that o < 35 ~Jinam) Then
for all e > 0 such that mlogo > 2log(1/e) + nlogq, we have SD(Dy, D) < €.

Proof. Take the ring of integers R to be Z and secret distribution § to be D7,
in Lemma p.1|, we have

SD(Dg, D1) < %\/q{l - Col(Dy, mod ¢1) + g5 - Col(Dg}, mod ¢2) + g™ - Col(D7’, mod q)

S %\/q? . 27H°C(D£‘Lo- mod q1) + qg . 27HOQ(DZ10 mod g2) + qn . 27HO<,(D£‘(7 mod q)

IN

1
V(a7 + a5 +qm) 2o (17)

S qn . 27mlogo' S g,
where (@) comes from Corollary E O

Remark 5.2 (Comparison with Corollary 5.4 in [GPVO08]) The regular-
ity lemma in [GPV0E] only proves the case for m > 2nlogq and o > w(y/logm).
For a fair comparison and based on techniques from [GPV0S], we can make
modifications to their statement, which appears at Lemma . Consider the
LHL scenario (A € Zy*™ is chosen uniformly at random), Lemma re-
quires o > 2gw - \/In(2m(1 + 1/¢)) /7 while the requirement of our corollary B is

L n
o>qm - (%) ™. Both requirements have the factor q= . For a negligible distance

e = 272108 N) “our regularity lemma can save the Gaussian parameter by a factor

w(vIog A).

The following lemma is our new strategy for a fine-grained analysis of alge-
braic leftover hash lemma.

Theorem 5.3 Let K be M-th cyclotomic field with degree N = o(M), and
g,n,m > 1 be lattice parameters with q prime. Let ¢R = q{q5 - - - qg be the ideal

factorization of qR such that N'(q;) = ¢f and N = efg. Let (S, aux) be correlated
random variables with S over R™, such that for all ideal factor q | {(q) with
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N(q) =¢" and q # R, Hy(Sq | aux) > mtlogo — § for some 0,6 > 0. Let Dy =
(U(Ry*™ x Ry),aux) be the uniform distribution with auziliary information, and
D be the distribution of (A, Ax,aux) by sampling A & Ry*™ and x < Sy. For

any positive e < 20=D/2 if mflogo > 2log(1/e) +nflogq+logg+6, we have
SD(Do,Dl) <e.

nf
Proof. Let 6 = L7 <e%/(2°- g) < 1/2g.

By the properties of entropy, Col(S, | aux) < 27 H=(Salaw) < 93 . 5mt for
every N'(q) = ¢', and the fact N'(R)Col(Sg | aux) = 1, then we compute that

ZN )" Col(Sq | aux) — 1 = Z N(q)"Col(S; | aux)

qal(q) al{q),9#R

5 Ny - ay?)"
<2 > o f it tig)
0<iy,- 2g<e
(i1, sig) 2 (0 0)

C|1 )" 1
+

0<4iy,- 7«g<e O-mf(11+ lg)

5 nf(zlJr Fig)

0<21 Umf(lﬁ_ )

1—6tt

-1 2° -1
((= ) )= (5 )

<20 (14207 —1) < 2°%2.4.0.

The last two inequalities hold due to 1/(1 —z) < 1+ 2z for all x € (0,1/2),
and (14+2)9 <1+ 2gx for all x < 1/g, respectively. Therefore, it together with
Lemma p.1|, allows us to obtain SD(Dy, D) < e, which completes the proof. O

We can take discrete Gaussians as an example whose lower bound of min-
entropy matches the form of Theorem

Corollary 9. Adopt notations in Theorem . Take S = (ngfff)m foro >0
and aux = ). For any ¢ € (0, %), if the following condition holds,

_ vE o a .
7= 2 v/In(4m)’
— mflogo > 2log(1/e) + nflogq+logg+ m;
we have SD(Dgy, D1) < €.
The regularity lemma in [LPR13] is presented in Lemma . The Gaussian
parameter in their regularity lemma is related to the discrete Gaussian over
canonical lattice o(R), while ours is with respect to coefficient lattice ¢(R) = ZV,

hence comparing in the case that M is a power of two is a fair choice. In the
following remark, the secret s is sampled from (D‘jé’ff)m
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Remark 5.4 (Comparison with Corollary 7.5 in [LPR13]) The regularity
lemma in [LPR13] requires the public matrixz A to be a concatenation of an iden-
tity matriz I, and a matric A™*™, while our reqularity lemma requires the public
matriz to be uniformly at random, which is more suitable for the LHL scenarios.
The constraint of their Gaussian parameter is mlog ﬁ > (n + %) log q which
implicitly requires o > 2v/N. Let ¢ = negl(A), then as long as mf > QIOg% =
w(log A), our Gaussian parameter o is saved by at least a factor of 2v/'N under
the same R, module rank n,m and prime modulus q. Unlike [LPR13], our reg-
ularity lemma cannot set the parameters m,n, f as all constants, but this is a
necessary lower bound for the uniformity over a prime ideal q, which has been
proved in [LPR13]. We make modifications to the regularity lemma in [LPR13]
and get Corollary @, where the public matrix is uniform at random, which also
requires m > n + w(log \).

6 Hardness: MLWE in Hermite Normal Form with Linear
Leakage

In this section, we will show that the decision version of MLWE is hard, even
after leaking a number of log g-bit linear terms correlated to the coefficients of the
secret and the error. Called as extended MLWE assumption, this sort of MLWE
assumption has been used in several lattice-based primitives [IPEK 23, LNP22],
while its hardness has not been established on vanilla MLWE assumption or
worst-case lattice problems to our best knowledge. We restrict the choice of
number field K = Q[z]/(z™ + 1) to be M-th cyclotomic number field where
M is a power of two, N = (M) = M/2 is the degree and its ring of integers
R=2Z[z]/(xN +1).

We first recall the definition of extended MLWE assumption from [dPEK'23].
Apart from [dPEK 23], our definition and reduction do not have restrictions on
the choice of matrix M € Z&*N(nFm),

Definition 6.1 (ExtMLWE) Let A be a security parameter, n,m,q > 1 be lat-
tice parameters and x be an error distribution over R,. Let k > 1 be the num-
ber of linearly leakaged terms. For any matrix M € Z];XN'(ner), we say that
ExtMLWEL Ny is hard, if it holds for every PPT distinguisher A that

‘Pr [A (1A,A,As+e,1v[-¢> (Z)) = 1} —Pr [,4 (1’\,A,u,M-q§ (Z)) = 1” < negl(\),

where A & Ry", s & X", e+ X", u & Ry and ¢ : R;H'm — Zévhwm) is
the coefficient embedding map.

Next, we will define the entropic MLWE with extra k log g bits of linear leak-
age assumption, denoted as ent-MLWE-LL, which is generalized from the LWE
assumption with entropic secret distribution [BD20a,LWZW24]. The purpose of
defining this sort of assumption is that we need a medium MLWE problem in
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which both secret s and e are chosen from discrete Gaussian distributions but
with different Gaussian parameters. It is also worth to note that ExtMLWE is
a kind of ent-MLWE-LL where each entry of secret and error follows the same
distribution over R,.

Definition 6.2 (ent-MLWE with Linear Leakage) Let A be a security pa-
rameter, n,m,q > 1 be lattice parameters, S be an entropic secret distribu-

tion over Ry and x be an error distribution over Ry. Let k > 1 be the num-
ber of linearly leakaged terms. For any matrix M € Z];XN'(ner), we say that

ent-MLWE-LLZ™ %M g hard, if it holds for every PPT distinguisher A that
S,x

‘Pr [A (1’\,A,As+e,M~¢ (Z)) = 1} — Pr [,4 (ﬂ,A,u,M-qb (Z)) = 1” < negl(\),

where A & R, s & S, e+ x", u & R . and ¢ : RPT™ — Zév'“ﬁm) is the
coefficient embedding map.

The following is the main theorem of this section. It gives a reduction from the
vanilla MLWE assumption to the extended MLWE assumption. This established
an asymptotic hardness of extended MLWE assumption for any prime modulus

q.

Theorem 6.3 Let A be a security parameter. Let n, ¢, m,q = poly(\) be lattice
parameters such that q is a prime and qR = qf - - - qg is the ideal factorization of
qR where N'(q;) = ¢ for each i € [g] and N = efg. Let k be a positive integer

and M € ngjv'(nﬂn) be any matriz related to linear leakage. Let o,0', 3,7 > 0
be Gaussian parameters and x = D%’;ﬁ be a discrete Gaussian distribution over
R. If the parameters satisfy the following constraints:

_ ﬁ q 2 2 oo’ .
w(vlog\) <o <% el > o?+w(log\) and T 2 w(v/log \);

2
o = (0050'\/ 2N (x/rn—f— Vn+ ﬁ)) +w(log ) for a constant Cy < 1;
- nflog\/% > ((l+1)f +k)logg+logg+n+w(log);

then there exists a PPT reduction from MLWE, ,, 1 g peer to ExtMLWED \r“.

The proof of Theorem @ is obtained by combining two reductions, as de-
scribed in Lemma and Lemma (.5

The proof of Lemma is mainly adapted from the lossy framework in
[AKPW13, Theorem 4.1]. We also apply the noisy lossiness framework in [BD204]
to compute the remaining entropy of the secret s. It is worth to note that we
cannot apply the framework of [AKPW13,BD20a] to directly prove the hardness
of ExtMLWE assumption based on MLWE assumption, due to the requirement
that Gaussian parameter of the error e needs to be larger than the bound of
secret s, which is closely related to the Gaussian width of s. Therefore, in Lemma

, with the hardness of MLWE, we prove the hardness of MLWE where the secret
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s and error e are chosen from discrete Gaussians with different parameters. In
Lemma 6.5, thanks to the linearity of both As+ e and the klog g bits of leakage,
we utilize the sum of discrete Gaussians lemma from [MP13] to give a reduction
from our medium MLWE assumption to the extended MLWE assumption. We
put the proof to Appendix @ and

Lemma 6.4 (MLWE, . . peer to ent-MLWE-LL™™a:M wer) Let X be a
»1 YR 3 (DR,U) 7DR,—7

security parameter. Let n,m,f,q > 1 be LWE parameters such that q is a prime

number, and the ideal factorization of qR is ¢R = q7q5 - - - qy such that N(q;) =

q/ for j € [g] and N = efg. Let 0,0',3,v > 0 be Gaussian parameters. such

that Let k be a positive integer and M € Z];XN'(M_W) be any matrix related to

linear leakage. If the parameters satisfy the following constraint:

_ VT q oo’ .
o< % T and 58— > w(vIog N);

2
- 72> (CO,BU’\/ZN (\/ﬁ—l— Vn+ ﬁ)) + w(log \) for a constant Cy < 1.
- nflog#lg,2 > ((L+1)f +k)logq+logg+n+w(log));

then ent-M LWE_LL?%%’)XI’Dgf is hard under the assumption that MLWEKWHL%D?%

is hard.

n,m,q,M n,m,q
Lemma 6.5 (e"t'MLWE'LL(Dg?g)n,D%?g to ExtMLWEDﬁg?:’M) Let n,m,q >
1 be LWE parameters and o,y > 0 be two Gaussian parameters s.t. o >
\/% In(2nN(1+ 1)) and v* > 0% + 2In(2nN(1 + 1)) for some e = negl(}).

For any positive integer k and any matriz M € ZI,;XN'(TLHH), there exists a PPT

. n,m,q,M n,m,q
reduction from ent—MLWE—LL(Dgg)n,D%?g to ExtMLWED%eg,M,
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Appendix
A Missing Definitions

A.1 Algebraic Number Theory Background

Algebraic number theory is the study of number fields. Below we present the reqg-
uisite concepts and notations used in this paper. More backgrounds and complete
proofs can be found in any introductory book on the subject, e.g., [Ste04, Cona].

The Space H In algebraic number theory, it is advantageous to work with a
certain linear subspace H C R%' x C?°2 for some integers s1,s2 > 0 such that
$1+ 259 = N, defined as

H={(z1, - an) € R X C*2|xy, 45,1j = Ts, 45, Vj € [s2]}-

As described in the work [LPR10], we can equip H with norms, which would
naturally define norms of elements in a number field or ideal lattice via an
embedding that maps field elements into H. We will present more details next.

It is not hard to verify that H equipped with the inner product induced
by C¥, is isomorphic to RY as an inner product space. This can be seen via
the orthonormal basis {h;}ic[n defined as: for j € [N], let e; € CV be the
vector with 1 in its jth coordinate, and 0 elsewhere; then for j € [s1], we define
h; =e; € CN, and for s; < j < 51 + so we take h; = %(ej +ej4s,) and

h‘j+82 = \/%(ej - ej+82)'

We can equip H with the 5 and £, norms induced on it from C. Namely,
for € H we have |[z|2 = > ,;(|z:/)Y? = \/(z, ) and ||z = max;|z;|. £,
norms can be defined similarly.

Number Fields and Their Geometry A number field can be defined as a
field extension K = Q(({) obtained by adjoining an abstract element ¢ to the
field of rationals, where ( satisfies the relation f(¢) = 0 for some irreducible
polynomial f(z) € Q|x], called minimal polynomial of ¢, which is monic without
loss of generality. The degree N of the number field is the degree of f.

The elements in K can be viewed as (N — 1)-degree polynomials in Q[z], so
we can consider a natural coefficient embedding of K to Q. We define the coeffi-
cient embedding ¢ : K — QY by mapping x = Ziv:gl z;¢" to (wg, 21, ,oN_1) .
For any x € K, we define the coefficient 2-norm of = is ||z||lcoer = ||¢(z)|]. We
extend the definition of coefficient embedding to the map from K* to QY by
embedding each field element K as a vector in QY.

A number field K = Q(({) of degree N has exactly N field embeddings (in-
jective homomorphisms) o; : K — C. Concretely, these embeddings map ¢ to
each of the complex roots of its minimal polynomial f. An embedding whose
images lies in R is said to be real, or otherwise it is complez. Because roots of
f come in conjugate pairs, so do the complex embeddings. The number of real
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embeddings is denoted as s; and the number of pairs of complex embeddings
is denoted as so, satisfying N = s1 + 2s2 with o; for 1 < ¢ < s; being the real
embeddings and 0, +s,4i = 05,14 for 1 < i < s9 being the conjugate pairs of
complex embeddings.

The canonical embedding o : K — R x C?*2 is then defined as o(x) =
(o1(x),---on(x))T. Note that ¢ is a ring homomorphism from K to H, where
multiplication and addition in H are both component-wise.

By identifying elements of K and their canonical embeddings on H, we can
define the norms on K. For any = € K and any p € [1,00], the ¢, norm of z is
simply |2/, = [lo(a)]l,- Then we have that 2yl < el - loll, < [zl - 91l
for any x,y € K and p € [1, 00]. We omit the subscript p if p = 2.

Let Vy = (Cf_l)i’je[n] be the Vandermonde Matriz of the polynomial f,
where (; are N distinct roots of f. V¢ represents a linear transformation from
coefficient embedding to canonical embedding, i.e. for all z € K, o(x) = Vs¢(z).
Particularly, if K = Q[z]/(2 + 1) is the M-th cyclotomic field with M power
of 2, then V/v/N is a unitary matrix, indicating that ||z|| = VN - ||2|coefr-

The trace Tr = Trg g : K — Q of an element a € K can be defined as the
sum of the embeddings: Tr(a) = >, 0i(a). The norm N = Nk g : K — Q can
be defined as the product of all the embeddings: N (a) = [], 0(a). Clearly, the
trace is Q-linear, and also notice that Tr(a-b) = >, 0:(a)o;(b) = (o(a), o (b)), so
Tr(a-b) is a symmetric bilinear form akin to the inner product of the embeddings
of @ and b. The norm A is multiplicative.

Ring of Integers and Ideals An algebraic integer is an algebraic number
whose minimal polynomial over the rationals has integer coefficients. For a num-
ber field K, we denote its subset of algebraic integers by O and let R = O
This set forms a ring, called the ring of integers of the number field. The norm
of any algebraic integer is in Z.

An (integer) ideal T C Ok is an additive subgroup that is closed under
multiplication by R. Every ideal in Ok is the set of all Z-linear combinations of
some basis {b1,--- ,by} CZ. The norm of an ideal 7 is its index as a subgroup
of O, i.e., N(Z) = |Ok/Z|. The sum of two ideals Z, 7 is the set of all z+y for
x €L,y € J, and the product ideal Z.7 is the set of all sums of terms xy. We
also have that M ({(a)) = |N(a)| for any a € Ok, and N(ZJ) = N(Z) - N(J).
The following lemma states the condition of an element not belonging to an
ideal.

An ideal p C Ok is prime if ab € p for some a,b € Ok, thena €por b € p
(or both). In Ok, an ideal p is prime if and only if it is maximal, which implies
that the quotient ring Ok /p is a finite field of order N'(p). An ideal Z is called
to divide ideal J, which is written as Z | 7, if there exists another ideal H € Ok
such that J = HZ. Two ideal Z, J C Ok are coprime if T + J = Ok.

A fraction ideal T C K is a set such that dZ C Ok is an integral ideal for
some d € Ok. Its norm is defined as N (Z) = N (dZ)/|N(d)|. A fractional ideal
7 is invertible if there exists a fractional ideal J such that Z - 7 = O, which
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is unique and denoted as Z~!. The set of fractional ideals forms a group under
multiplication, and the norm is a multiplicative homomorphism on this group.

Duality For any ideal lattice £ C K (i.e., for the Z-span of any Q-basis of K),
its dual is defined as LY = {z € K : Tr(zL) C Z}.

Then £Y embeds as the complex conjugate of the dual lattice, i.e., (L") =
o(L)* due to the fact that Tr(zy) = >, 0i(x)oi(y) = (o(z),0(y)). It is easy to
check that (L)Y = £, and that if £ is a fractional ideal, then £V is one as well.

We point out that the ring of integers R = Ok is not self-dual, nor are an
ideal and its inverse dual to each other. For any fractional ideal Z, its dual ideal is
IV =T 1'-RY. The factor R is a fractional ideal whose inverse (R")~!, called
the different ideal, is integral and of norm N((RV)™!) = Ak. The fractional
ideal RV itself is often called the codifferent.

For any Q-basis B = {b;} of K, we denote its dual basis by BY = {b}/},
which is characterized by Tr(b; - ij) = 0,5, the Kronecker delta. It is immediate
that (BY)Y = B, and if B is a Z-basis of some fractional ideal Z, then BV is a
Z-basis of its dual ideal ZV. If a = Zj a;-b; for a; € R is the unique presentation
of a € Kg in basis B, then a; = Tr(a - bY).

The following lemma generalized Lemma 4.4 of [Mic02] determines the dis-
tribution of (a, s) for random a € (R/Z)* and fixed s € (R/Z)".

Lemma A.1 ( [Mic02]) Let R be the ring of integers of a number field K, T be
an ideal of R, and s = (s1,--- ,8¢) € (R/T)" be a vector of ring elements. If a =
(a1, ,ar) € (R/T)" are uniformly random, then >, a; - s; mod I is uniformly
random over the ideal (s1,--- ,s¢)/Z. In particular, Pr[>", a; - s; = 0 mod Z] =
Vl(s1s--- 5 80)/T].

Proof. Let s = (s1,--+,8¢) € (R/T)" be a vector of ring elements. For any
b€ R/T, define S, = {a = (a1, -+ ,ar) € (R/I)* : Y, a; - s; = bmod T}. Note
that Pr(>, a; - s; = bmod I] = |S,|/N(Z)*. If b & (s1,-+ ,s¢)/Z, then S, = 0
and Pr[}".a; - s; = bmod Z] = 0. Next, we prove that all b € (sq,--- , s¢)/T have
the same probability. Let b = ). a; - s; = 0 mod Z be an arbitrary element of
(s1,-++ ,80)/Z. We claim |Sp| = |Sp|. To see this, if there exists another vector
a’ € Sy, then a’—a € Sy, and vice versa. Define the map v : @’ — a’—a, it is easy
to verify that ¢ is a bijection between S, and Sp, and it follows that |Sy| = |So].
So all b € (sy,---,s)/T have the same probability |Sy|/N(Z)¢ = |So|/N(T)".
This completes the proof. a

Ideal Lattices Recall that a fractional ideal Z of Ok has a Z-basis B =
{b1,-++ ,bn}. Therefore, under the canonical embedding o, the ideal yields a
full-rank lattice o(Z) have basis {o(b1), -+ ,0(bny)} C H. For convenience, we
often identify an ideal with its embedded lattice, and then speak of several fun-
damental properties of the lattice, e.g., the minimal distance A;(Z) of an ideal,
etc.

The discriminant Ak of a number field K is defined to be the square of
the fundamental volume of (O ), the lattice of the embedded ring of integers.
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Equivalently, Ax = | det(Tr(b; - b;))| where by, - - - by is any integer basis of O.
Consequently, the fundamental volume of any ideal lattice o(Z) is N (Z) - v/ Ak.
The discriminant of the M-th cyclotomic number field K = Q({s) of degree
N = ¢(M) is known to be Ax = MN/(leMpN/(p_l)) < NV, where the
product in the denominator runs over all primes p dividing M.

Prime Splitting For an integer prime ¢ € Z, the factorization of the principal
ideal (p) C R = Ok for a number field K (where K/Q is a field extension with
degree N) is as follows.

Lemma A.2 (Dedekind [Conb]) Let K = Q(¢) be a number field for ¢ €
Ok, and F(x) be the minimal polynomial of ¢ in Z[x]. For any prime p, the
ideal pOyc factors into prime ideals as (q) = q5* ---qg°, where N'(q;) = ¢t for
fi=[0Kk/qi: Zg), and N =377 eifi.

Moreover if q does not divide the index of [Ok : Z[(]], then we have further
structures as following. We can express F(x) = fi(z)° ... fg(x)® mod p, where

each fi(x) is a monic irreducible polynomial in Zg[x]. There exists a bijection
between q;’s and f;(x)’s such that q; = (g, f;(€)), and f; = deg f;(x).

For each q;, we have q; | Ok, which can be written as g; | (¢), and call q; a
factor of (g).

Next we recall the Chinese Remainder Theorem (CRT) for the ideal over a
number field K.

Lemma A.3 (Chinese Remainder Theorem [BBPS19]) Let 7 be a ideal
over K, and let p; be pairwise coprime ideals in R, then natural ring homomor-

phism is an isomorphism: I/(Hi pi)I —@P,(Z/pI).

Cyclotomic Number fields Here we list some useful facts about cyclotomic
number fields and we can refer more details to [LPR10, Ste04].

Let ¢ € Z be any integer prime numbers and the factorization of ideal (g) =
qR is as follows. Let ¢ = ¢" (h > 0) be the largest power of ¢ that divides
m, let e = p(¢') and let f be the multiplicative order of ¢ modulo m/q’. Then
(q) = qqs - - - a5, where q; are g = N/(ef) distinct prime ideals of each norm ¢7.
Furthermore, these prime ideals are in the form q; = (g, f;({)), where &,,(z) =
fi(z)e fa(x)e - - - fq(z)¢ is the factorization of the cyclotomic polynomial @,,(z)
into f-degree monic irreducible polynomials f;(z) in Z4[x].

A.2 Ring\Module Learning with Errors

We recall the definition of ring and module learning with errors problem and
their various forms.

Definition A.4 (RLWE [LPR10]) Let K = Q(() be a number field with degree
N and R be its ring of integers. Decision RLWE problem with lattice parameters
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m,q > 2, and an error distribution x such that Supp(x) C R, denoted as
RLWE,, 4,y is defined as follows. We say that RLWE,, 4 s hard, if it holds for
every PPT distinguisher A that

|Pr[A(1’\,a,a -s+e)=1] - PrlA(1*, a,u) = 1]| < negl()),

3 3 3
where a <— R, s < Ry, e < x™ and u < RJ".

Definition A.5 (MLWE [LS15]) Let K = Q(¢) be a number field with degree
N and R be its ring of integers. Decision MLWE problem with lattice parameters
n>1,m,q > 2, and an error distribution x over Ry or Kr modqR denoted as
MLWE,,,m,q,x @ defined as follows. We say that MLWE,, 1, 4+ s hard, if it holds
for every PPT distinguisher A that

‘Pr[A(l’\,A,AS +e)=1]-Pr[AQ* A, u+e) = 1]’ < negl(A),

$
where A < R"", s & Ry, e+ x™ and u & Ry

We notice that the latter two types MLWE problems defined above are the
so-called “Hermite Normal Form” version, which can be easily reduced to the
standard MLWE via the approach in [ACPS09]. For standard MLWE, it is known
to be at least as hard as certain standard lattice problems over ideal lattice in
the worst case [LS15]. It should be pointed out that RLWE is the special case of
n=1.

B Missing Proofs
B.1 Proof of Lemma

Lemma B.1 Let K = QI[(] be the M-th cyclotomic field with degree N = o(M).
Let m,n, q be lattice parameters such that ¢ > 2N is a prime and m > n. With

all but 2"~ probability, for A & Ry*™, there exists n columns of A that form
an invertible matriz in Ry*".

Proof. Denote P as the probability that there exists n columns of A that form

an invertible matrix in Rj*"™ of A & Ry,
Let gR = q1q2 - - - q4 be prime ideal factorization of the ideal ¢® where each q;
is prime ideal with norm A(q;) = ¢/ such that N = fg. Let {u;}1<i<n be vectors

from Ry. For 1 <i <n, denote E; as the event that u;,uy,---,u; € (Ry)* and
up, ug, - ,u; are linearly independent in Ry. We define E] as the event that
up,ug, -+ ,u; € (R/q;)* and these vectors are linearly independent in (R/q;)*

for 1 < j < g. Our next goal is to compute Pry,[E; | E;—1] for all ¢ where the

probability is taken from u; & Ry . We have the following claim.

Claim B.2 Prui[Ei | Ei—l} = (1 — q_(n_i""l)f)g'
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Proof. First, we can get a lower bound for each Pry,[E} | E/_,] where the prob-

ability is taken from u, & R/q;. For all1 < j <k,

Pro [E]|El,]= Pr [u; ¢ span{uy, - w1} | E]]
uig(R/q]‘)” uiﬁ(R/qj)n
=1- Pr  [u €span{ui, - ,ui_1} | E_|]
w; & (R/a)m
— g (DS

where the last equality holds because (R/q;) is a ¢/-sized field.
Since the k random variables (u; mod q;) for j € [k] is mutually independent

when u; ﬁ Ry, we observe that for all 1 <i <mn,
g

Pr [E|Ea]=]] Pr [E|E )= (1 - q—("—i+1)f>g.

$ $
u; < Rp j=1wi<(R/q )™
O

In Claim @, we already present a lower bound of probability for each event

E; conditioned on E;_; under the choice u; <$4 R;L. In order to utilize these lower
bounds to compute the probability of existence of a invertible sub-matrix in

AL Ry*™, we construct an event with same combinatorial meaning.
Let {Vi}ic[n be vectors from Z3 . For 1 < i < n, we denote F; as the event that

Vi,Va,- -+, Vv; are linearly independent in Z%, and we find that Pr_ ¢ _ [F; | F;_1]
Vi P
exactly matches the lower bound of Pruv s Zn[Ei | E;_1] in Claim .
. g )
Pr [Ez | Eifl] = (1 _ q—(n—z+1)f> >1-N- q—(n—z—i-l)
ui&R{;
>1-2707 ) = P [F | Fiy) (18)

$
Vi %Z;L

Let A & Zy*™ (respectively F & Z5*™), which contains m independent
samples from Ry (respectively Z3). We can view the process of picking n linearly
independent column vectors of A (respectively F) as tossing irregular coins,
where each sample (column vector) represents a toss round and head denotes
that a sample vector meets the criteria based on chosen samples. To be detailed,
during the process of picking linearly independent vectors from A (respectively
F), the probability of flipping a coin with a head outcome based on i — 1 heads
is Pru E; | Ei—1] (respectively Prv_ s [Fi| Fi—1]). It should be noted that,

i&Rg[ 713
these two scenes have the same number of samples (both m), same target number
(both n), and same tossing coins settings (probability of a head is based on the
number of existing heads). From the inequality ([L§), the probability of tossing
a coin with a head outcome conditioned on (i — 1) existing heads in case of A
is greater than or equal to probability in case F for all ¢ < n. Therefore, we

39



can obtain that the probability of n heads in A is greater than or equal to the
probability in F, i.e. P can be lower bounded by the probability of U(Z5*™) to
be non-singular:

P> Pr [F is non-singular].
Fézpxm

Since Zs is a field, F is non-singular iff F has column rank n iff F has full
row rank n, we have

Flﬁzgxm

= (1 — 2—m) (1 _ 2—(m—1)) .. (1 _ 2—(m—n+1)) >1— 2n—7n,

P> Pr [F is non-singular]

which completes the proof. a

In the following lemmas, the number field K = Q[z]/(x" + 1) is the M-
th cyclotomic number field with M being a power of 2 and N = M/2. R =
Z[z]/(zN + 1) is the M-th cyclotomic ring of integers and Kr = R[z]/(z" + 1)
is the field tensor product of K and R.

B.2 Proof of Lemma @
Lemma B.3 (MLWE, ,,, _; ; st to ent-MLWE-LL7 00 o) Let A be a

(DFe)™DET
security parameter. Let n,m,€,q > 1 be LWE parameters such tha;fyq is a prime
number, and the ideal factorization of qR is ¢R = q{q5 - - - q such that N(q;) =
qf for j € [g] and N = efg. Let 0,0',3,v > 0 be Gaussian parameters. such
that Let k be a positive integer and M € Z];XN'(n+m) be any matriz related to
linear leakage. If the parameters satisfy the following constraint:

_ VT q oo’ .
o< 5 T and S 2 w(v/log A);

2
- > (C’oﬂa'\/2N <\/T>n+ vn+ \A)) + w(log A) for a constant Cy < 1.
- nflog#/ga >((+1)f+k)logqg+logg+n—+w(logh);

then ent-M LWE—LL”’“;;?;M et 45 hard under the assumption that MIWE, 1 . peoeft
(DR,(,)H7DRY,Y ym—L1,4,Up"s

is hard.

For the proof of Lemma @, we need the following four lemmas, which are
adapted from [BD20a, LWZW24, Peil(].

Lemma @ intuitively says that the spectral norm of a matrix, in which
each entry is independently sampled from a discrete Gaussian distribution, is

bounded overwhelmingly. In Lemma [B.4, we keep the flexible parameter ¢ of
[LWZW24]’s Lemma 8 in the proof of [LWZW24]’s Lemma 11. Lemma @ is
the Gaussian decomposition lemma over algebraic ring. Lemma is Peikert’s

efficient transformation from continuous Gaussian to discrete Gaussian [Peil()].
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Lemma B.4 (Cyclotomic Case of Lemma 11 in [LWZW24]) Let m,n be
lattice parameters and B be a Gaussian parameter. Sample F <« (D%fegr)an.
With all but 2N - e~ probability, it holds that Vj € [n], s1(0;(F)) < Cy - BVN -
(vVm++/n+t) for some global constant Cy <1 and flexible parameter t.

Lemma B.5 (Cyclotomic Case of Theorem 3 in [LWZW24]) LetF € R™*"
be a matriz with s1(0;(F)) < B for any j € [N]. Let 7,0’ > 0 be Gaussian pa-
rameters such that v > v/2Bo'. Let eV + (D§eEf)™. There exists a sampling

algorithm Samp(F, ~, o’) which outputs e?) Kg* such that the random variable
e =Fe) +e? follows (D‘j?;f;)m

Lemma B.6 (Particular Case of Theorem 3.1 [PeilQ]) Let v1 and 2 be
Gaussian parameters such that 1,72 > V/2n.(Z) for some ¢ < 1/2. Consider
the distribution (x1,x2) where o < D.,, and x1 < £2+ Dz, ,. The marginal

distribution of x1 is within statistical distance 2¢ of DZ,\/W'

In an asymptotic setting, if y1,7v2 > w(v/log A), the marginal distribution of
x1 1s statistically close to DZ,\/W'

Then we can come to the proof of Lemma @ The structure of proof of
Lemma @ is similar to the proofs of [AKPW13, Theorem 4.1], [HLWG23, The-
orem 3]. In each step, apart from keeping one LWE sample (a, (a, s) + e), we
change the public matrix to a lossy matrix with its LWE samples (B-C+F, (B-
C + F)s + e) where B € Rémfl)xe and C € R)*" with £ < n based on the
multi-secret MLWEy ,,, 1,4, @ssumption. Then we use the Gaussian decomposi-
tion lemma and compute the remaining entropy in s. Next, we apply our
new regularity lemma on discrete Gaussians over algebraic ring with leakage to
illustrate the uniform randomness of the extractor (a, s). Afterwards, we change
the lossy matrix B - C + F back to a uniform one. In each step, we change one
inner product (a, s) to U(R,). After m steps, we can change m LWE samples to
m uniform samples.

It should be noted that the entropic hardness of LWE for bounded secret dis-
tribution in [AKPW13, Definition B.1] requires the secret and auxiliary (s, aux)
is independent from the public matrix A and the error e, while we need the
auxiliary leakage to be correlated with both s and e. These do not have a con-
filict, thanks to the fact that the linear leakage M - ¢(s, e) only has k log g bits
of information and we detailedly describe that random variables can be sampled
from the disturbance s + e’ and the linear leakage M - ¢(s, e), which is referred
to Claim [B.10.

Proof (Lemma @) Let 71 = CoBV2N (v/m + /n 4+ V), then v > /47 +~3
where v = w(y/log A). We begin by defining a sequence of hybrid MLWE dis-
tributions in which the error is sampled from continuous Gaussian distribution
D;?;ff% Hyb,,, Hyby and for ¢ =m —1,---,0, Hyb, o,-- -, Hyb, ¢ are defined as
follows.

~ Hyb,,: Sample A & R™", s « (DZ)™ and e + (Dg)™.
Output (A, As+e, M- ¢(s,e)).
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Hyb_: Sample A & RI™", s ¢ (DR, e« (D)™ and u & RI™.
Output (A,u+ e, M- ¢(s,e)).
Hybi’o:

3 —i—1 3 $ ;
Sample A} & RY" VX" a; & Rr,and A & R
A\ fFo\ym—i=1l £ I
Sample s (D%’e‘,) , € — (D%‘g;m) e < DEEL, and e
coeff
(DKR,’h) : . , .
Let e; € Kg' be the concatenation of e;, e; and e

coeff
Sample e < e; + e; where ey DRl ) s

i

r 8 —i—1
Sample uj < Ry"* 7.

Output
A u) + e}
T 8
a; |, |(ai,s)+e +€2,M'¢<e>
AY Als+ el
Hybi’lz

Sample A/ & R{m—imxn 5, & Ry.

Sample A7 « B;-Ci+F;s.t. B; & Ri*, C; & R and F; « (Dgell)

Sample s « (DM)", €] « (Dgeft Yy
fo\ ¢

(D%ns,’h) : .

Let e; € Kg* be the concatenation of e}, e; and e.

coeff
Sample e < ey + ey where ey + DRm_elm.

iXn

coeff "
;e < DEET, and e

. —i—1
Sample uj < R"' 7.

Output
A u} + €}
T S
E}i ) <?‘i7s>+ei +62aM’¢<e>
(i/ A;/S + e;/
Hybm:

Sample A’ & Rémfi*l)xn, a; & Ry.

~ . TXn
Sample A” « B;-C,+F, s.t. B; & RIX¢, C, & RI*" and F; « (Dgfgf) .
If there exists j € [N] s.t. s1(0;(F;)) > CoBVN(y/m+/n+ VA), output L.
Sample 5 (D;?;ff)n, e, «— (D%?;ffm)mﬂil € D%?D:fi,l, and e <«

f)?

(Di?n:,’h) : .
Let e; € Kg* be the concatenation of e}, e; and e.

coeff
Sample e < e; + ey where eg + DRm_elm.

9

Sample u] & R;”_i_l.

Output
A’ u} + €} s
E};r ) <9"i7s>+ei +62aM’¢<e>
A7 Als+ el
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- Hybi73:
Sample A} & R 5 & Ry,
~ . XN
Sample A7 « B;-C;+F; s.t. B; & Ri*!, C; & RX™ and F; « (Dgef) .
If there exists j € [N] s.t. s1(0;(Fs)) > CoBVN(y/m++/n++VN), output L.

coeff\" coeff \M—i—1 coeff
Sample s « (DFM)", e} « (DKR,’Yl) ;€ < DREL
. 1 2 1 , 2
Sample e/ « Fi-eg )—&—eg ) where eg ) (Dgef, )™ and eg ) Samp(F;,v1,0").

Let e; € Kg* be the concatenation of €}, e; and €.
Sample e < ey + e; where ey < DSOS

R™—ey,y2”
Sample u; & Ryt
Output
Al ul + €}
al |, (a;, s) +e; + ey, M-¢<s>
A” B,-C;,-s+F; - (s+ egl)) + e,§2> ©

— Hyb; 4:
Sample A} & RmTiTxm 5 & Ry.
~ . XN
Sample A7 « B;-C;+F; s.t. B; & Ri*!, C; & ROX™ and F; « (Dgef) .
If there exists j € [N] s.t. s1(0;(F;)) > CoBVN(y/m++/n++VN), output L.
Sample s + (DReM)", ef « (D52, )"
(1)+€§2) where el") « (D5eef,)™ and el? Samp(F;,v1,0").

. coeff « 8 ¢
;€ < DRET and 8T < R
Sample &/ < F;-e
Let e; € K be the concatenation of e}, e; and €.

coeff
Sample e < e; + ex where e + DR’"—el,’yz‘

Sample u; & R, and & Ry—i—t,

Output
A ul + e}
s
aiT , w; + €4 +62,M~¢(e>
A7 B, - s"+F, - (s+ egl)) + 652)
— Hyb, 5:

Sample A’ & Rémfi*l)xn, a; & Ry.

- . iXn
Sample A” < B;-Ci+F; s.t. B; & RIX¢, C; & RI*" and F; « (D;gfgf) .
If there exists j € [N] s.t. s1(0;(F;)) > CoBVN(y/m++/n++V)), output L.
Sample s + (DF)", €] « (D )" e - Dyt
Sample & « Fi-egl)—i—el@ where egl) — (D)™ and e§2) < Samp(F;,71,0").
Let e; € Kg* be the concatenation of e, e; and e}

coeff
Sample e < e; + ex where e < D" .

$ , 8 i1
Sample u; < R, and u; < Ry 7.
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Output

Al ul + €}

a; |, ui + €; +e2,Mo¢<Z)

g Bi-Ci-s—i—Fi-(s—&—el(-l))—l—ez(-z)

Hybi76:
Sample A’ & Rémﬂ*l)xn, a; & Ry.

~ X iXn
Sample A - B;-Ci+F;s.t. B; & R, C; & ROX™ and F; « (Dgef) .
If there exists j € [N] s.t. s1(o;(F;)) > Coﬁ\/ﬁ(\/ﬁ+ Vn++v\), output L.
Sample s (D?gj,ff)n, e «+ (D%?giﬂ)m_l_l, e; D%?;fgl and e/ <«
(Dcoeff )i'

Kg,v1
Let e; € Kg* be the concatenation of e}, e; and ef.

coeff
Sample e < e; + ey where eg + ey -

$ , 8 i1
Sample u; < R, and u; < Ry .

Output
Al u} + €}
T S
a; |, ~ui+ei +62,M-¢(e>
A7 Als+e!
Hybi77:

Sample A’ & Rémfi*l)xn, and a; & Ry.

~ X iXn
Sample A < B;-C;+F;s.t. B; & R, C; & O™ and F; « (Dgef) .
Sample s « (Dge)", e} « (Dt )" e Dt and ef

i .
(D5 ). Let eq € Kg* be the concatenation of e}, e; and e}
coeff

Sample e < e; + ex where e + DR’"—el,’yg‘

;8 -1 3
Sample u; <= R;"™"77, and u; < Ry

Output
A ul + e}
s
a}iT | uite +62,M~¢(e>
A7 Als + el
Hyb; g:

$ —i—1 $ 3 i
Sample A/ & Rl(lm ! )Xn, a; < Ry, and A < R "
n m—i—1
Sample s« (DF)", e} « (DR,)" " e e DT and ef <

(D )P Let e1 € Kg* be the concatenation of €], e; and ej’.
' coeff

Sample e < e; + ex where e <~ D2 .

9

Sample u & R;”_i_l, and u; & R,.

Output
Al u} + €] s
a;.r ) u; + €; +627M'¢(e>
AY Als+ el
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Hyb,,, is the distribution of MLWE samples with linear leakage in the ent-MLWE-LL

assumption, and Hyb_; is the uniform distribution with linear leakage. We now
show that each pair of adjacent hybrid distributions are statistically or compu-
tationally indistinguishable.

Claim B.7 If v1,72 > w(vIog\), we have Hyb , ~ Hyb,, 10 and Hyb_, &
Hybo’g,

Proof. We first rewrite the distribution of Hyb,, ; ; as (A, As +e,M: ¢(s,e))

$ mXxmn coeff\n coeff \m coeff
where A < RV, s < (DFS)", e1 < (DR )™, e « D, ., and

e < e1 + e3. The difference between Hyb,, ; ; and Hyb,, is the distribution of
the error e. Since (D )™ (D%ﬁﬁ,elf}/g, respectively) essentially samples each

Kr,m1
coefficient of each polynomial in e; (es, respectively) from D, (Dz_e, ; , for
i € [N] and j € [m], respectively), we can apply Lemma to each coefficient
of e, and conclude that Hyb,, ~ Hyb,,,_1.0-
From a similar argument, we have Hyb_; 2 Hybg s- a
Claim B.8 For everyi=m —1,---,1, under the MLWEM,q’D?eg assumption,

we have Hyb, , ~ Hyb, ; and Hyb, ; ~ Hyb, 5.

Proof. The transition from Hyb, , (respectively, Hyb, ) to Hyb, ; (respectively,
Hyb, -) is changing the uniform sampler to lossy sampler [GKPV10, AKPW13,
BD20a], which is computationally indistinguishable under the MLWE assump-
tions. ad

Claim B.9 For every i = m —1,---,1, we have SD(Hyb, ;,Hyb, ;) < Ne™*
and SD(Hyb; ¢, Hyb, ;) < Ne™*.

Proof. The difference between Hyb; ; and Hyb, , is that Hyb, , aborts when

@Fi) > CoBVN(v/m + /n+ V) for some j € [N]. Take t = v/A in Lemma

, the probability that the abortion occurs is less than Ne~*. Therefore,

SD(Hyb; 1, Hyb, 5) < Pridje [N], s1(0(Fy)) > CopVN (\/EJF Vn + \5\)} < Ne ™.

The claim SD(Hyb; ¢, Hyb, ;) < Ne™* follows by a similar argument. O

Claim B.10 If v, > CoBo’v2N (vVm++/n+VA), we have Hyb, o = Hyb; 3 and
Hyb, 5 = Hyb, 4.

Proof. The difference between Hyb, 5 (respectively, Hyb, ;) and Hyb, 5 (respec-
tively, Hyb; ) is the way of sampling error vector ej’. Take B = CofVN(v/m +
Vv + V) in Lemma @, this claim holds. O

Claim B.11 Ifnflog \/% >((L+1)f+k)logq+logg+n+wlog), we
have Hyb, 5 ~ Hyb; 4, Hyb, ; & Hyb, 5.
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Proof. The difference between Hyb, 5 and Hyb, , is that we change a/ s and C;s
to uniform w; and s* resepctively. We will apply our new regularity lemma on
discrete Gaussians to show that

a;r aiT (1) o (2) S
<|:C,L:| ’ |:C1:| 'S, s+ ei ’ Ai? Uu;, Bia Fi7 ei , €5, €4, €2, M- ¢ e

Dg
-
(|2 Ui W A W B, F,. e? e e oS
~ <|:C7,:| ) |:S*:| ) 8+ei 9 Az7 ”U;,“ B’La Fl; ez 9 ez? €i, €2, M ¢ (6>> . (19)
D,

For every ideal factor q of ¢R with norm N(q) = ¢', the remaining min-
entropy of s mod q conditioned on the auxiliaries is computed as follows.

He(smod q|s' + ez(-l),Ai,ug,B,-,F,-,652),e§,ei,eg,M - ¢(s,€))

> Ho(smod q | s + egl),Aé,uﬁ,Bi,Fi,e§2>,e;,ei,e2) — klogq (20)
=H.(smodq|s + ez(-l),Aé,ué,Bi,Fi,e§2>,e§,ei) — klogq (21)
= Hoo(smod q| s +e") — kloggq (22)
oo’ 1+¢
zntlog\/ﬁ—n—nloglie—klogq. (23)

Inequality (@) is directly from Lemma EI since the linear leakage M- ¢(s, e) €
Z’; has k log g bits of information. In equality (RI]), we discard the term es , since
its distribution Drm _e, ~, only depends on the fractional part of e;. This allows
us to rewrite it as

!
€;
DR, =DFS  ,—b  where b= | SEF
F,-(s+e’)+e;
which depends on €, e;, F;, (s+ ez(.l)) and 652). In equality (@), we use the fact
that random variables B;, F;, e§2), e, e; are all independent from s’ and el(.l). The
inequality (R3) holds due to a careful analysis on distribution of s conditioned
on s+ egl) where s ~ Dﬁfff and egl) ~ D}?;ff,, We can simplify this analysis
and focus on a one-dimnesion case, « conditioned on z = x +y where z ~ Dy ,
and y ~ D,s. From the Bayes Theorem, the density function of x is

o2
D(w) o po(w) - por(z = @) X p__oc (‘>
Volio2 o“+o0

which indicates that x follows the discrete Gaussian distribution D, .o o2, .
' Vo2to2 o2to’2

Hence for any z € Ky, conditioned on z = s—&—ez(-l), s follows D<o

o2 N
"Vo2+4072’ 02+:’2
, for £ = 27@(°8%) gyuch that

: < vroo_ g
By corollary H and the constraint o < 5 V(N

\/% > n.(Z"), the inequality (@) holds.
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At last. we take the flexible leakage parameter d to be 6 = n + klogq in
Lemma @, and from the condition

!

oo
nflog———=> ¢+ 1)flogqg+logg+ d + w(log \),
fgm_( ).flogq+logg (log )
we have Dy ~ D;. This completes the proof of Hyb, , 2 Hyb; 5.

Proof of Hyb, 5 % Hyb, ¢ follows a similar argument, which we omit here. O

Since Hyb; g and Hyb,_,  are identical distributions for all i = m —1,--- , 1,

we conclude that Hyb,, ~ Hyb_;.
O

B.3 Proof of Lemma @

Lemma B.12 (ent-MLWE-LL?8M to ent-MLWE-LL?7%3M ) Let

(D)™ D] (D) DRy
n,m,q = poly(\) be LWE parameters and o,y > 0 be two Gaussian parameters
st o > \/% In(2nN(1+ 1)) and 4? > o + 2In(2nN(1 + 1)) for some e =

negl(A). For any positive integer k and any z = (2;)ie[) € R’;("+m), there exists
. n,m,q,M n,m,q,M
a PPT reduction from ent-M LWE'LL(D;g?fj)n,Dggfﬁ to ent-M LWE_LL(D‘;gfg)n,Dggfﬁ‘
To prove Lemma , we need the following lemma that intuitively says the
sum of discrete Gaussian distributions is statistically close to a discrete Gaussian
distribution if each Gaussian parameter is greater than or equal to the smoothing
parameter.

Lemma B.13 (Particular Case of Theorem 3.3 [MP13]) Let A be an n-
dimensional lattice and 01,09 > /2n.(A). Let y,; be independent vectors with
distributions Da o, fori = 1,2 respectively. Then the distribution of y = y, +y»
is statistical close to DA,\/W'

Proof (Lemma ) Assume that z, c are fixed and public. We describe below
an efficient randomized mapping ¢ : Ry"*"™ x R x Z’; — RV X R X ZZ.
For input a tuple (A, b, L), first sample s’ + (D;f:”fF =)™ and output (A, b+

¥ -o
As'|L+M-¢(s',0™)) where s'[|0™ € R"T™ is the vector s’ padded by m zeros.
Due to the linearity of the leakage, the reduction maps the leakage part
from M - ¢(s, e) where s < (D%’fﬁ)” and e « (Dﬁg;ff)m, to M- ¢(s+ s',e)
where s’ + (D;;"EfF )". Take A = Z™" in Lemma 5.4, we get that Dz.v , +

D,.~ N 2 Dynn . Since the samplings of s and s’ are taking the coefficient

vector of each entry in s and s’ as a gaussian vector from N , we can interpret
s+ s’ as a random variable negl())-close to (D%"f)".
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In detail, if the input is MLWE samples with linear leakage in the problem
ent-MLWE-LL”"4M ie.

coeff \n coeff 3
(DR,U) ’DR,’Y

(A; As + e, M. ¢<3; e))AﬁRann’ s%(Dﬁg’eg)”, ee(Dig,eii)m’

then the output of ¢ follows the distribution

(Aa A(S + S/) + e, M- ¢(s + S/, e))

$ 9 2 .
A<—R;"X”,s<—(D§g§§)n,s/<—(D§;f” 72752)""”_([)3%?2)"1

which is statistically closed to the MLWE sample with linear leakage in the
problem ent-MLWE-LL™™4M

(Dg)™, DRt
Similarly, if the input is uniform samples with linear leakage in the problem
ent-MLWE-LL;/4-M ie.

coeff \n, coeff 3
(DRVU) ’DR,’Y

(A,u, M- ¢(s,e))

AERP™ s (D), e (DT)ym wd R
then the output of ¢ follows the distribution

! /
(A,u+As' M- ¢(s+5,e)) e (D

$ omxn s coeff yn g7 coeff

ARy s <_(DR,0> s <_(DR, =

which is statistically closed to the uniform sample with linear leakage in the

problem ent-M LWE—LLZLI’DT,;?I\W/,I peoer dU€ to the one time pad property and Lemma
R,v/ "R,y

B.13. O
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