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Abstract. This work conducts a comprehensive investigation on deter-
mining the entropic hardness of (R/M)LWR under polynomial modulus.
Particularly, we establish the hardness of (M)LWR for general entropic
secret distributions from (Module) LWE assumptions based on a new
conceptually simple framework called rounding lossiness. By combining
this hardness result and a trapdoor inversion algorithm with asymptoti-
cally the most compact parameters, we obtain a compact lossy trapdoor
function (LTF) with improved efficiency. Extending our LTF with other
techniques, we can derive a compact all-but-many LTF and PKE scheme
against selective opening and chosen ciphertext attacks, solely based on
(Module) LWE assumptions within a polynomial modulus. Additionally,
we show a search-to-decision reduction for RLWR with Gaussian secrets
from a new Rényi Divergence-based analysis.

1 Introduction

Lattice-based cryptography has attracted significant attention in recent years
— first it stands out as one of very few promising candidates against quantum
algorithms [55], and moreover, it provides as a robust foundation upon which
a wide array of (advanced) crypto systems can be built, e.g., [47]. Particularly,
many lattice-based crypto systems are directly based on the learning with error
(LWE) problem [62], which enjoys search-to-decision reductions [40, 11|, 44,52
and as well as worst-case hardness from some lattice problems, under quantum
or classical reductions [16,44,52]. These results instill confidence in the hardness
of LWE, encompassing both its decision and search forms, and consequently, in
the security of cryptographic systems derived from LWE.

However the LWE problem requires to sampling random errors, leading to
efficiency losses and complications in designing some cryptographic primitives
that are deterministic in its nature of computation, e.g., pseudorandom func-
tions (PRFs). To tackle these challenges, the work [§] introduced the Learning
with Rounding (LWR) problem as a derandomized version of the LWE. Then
the research community identified that many crypto systems can be naturally
derived from LWR, such as PRFs [5] , lossy trapdoor functions (LTFs), reusable
extractors, and deterministic encryption [l]. As these systems do not require



Gaussian samplings, they are in general easier to implement and more efficient.
To further improve efficiency, we can employ additional algebraic structures,
such as Ring-LWR or Module-LWR, similar to the Ring/Module-LWE problem.

Robustness of LWR. Goldwasser et al. [27] initiated a study on the robustness
of LWE, aiming to achieve an entropic notion of security that guarantees LWE
hardness even if the secret only contains certain entropy. This notion has nat-
ural connection with leakage resilient cryptography and has many applications
(see e.g., [BO] for a survey). In the research of (Ring-Module) LWE, significant
progress has been made [[1,2,[12,[14,115,27,35,89]. Particularly, [14] (and [15]) con-
firmed the hardness of entropic LWE (RLWE) for general entropic distribution,
i.e. the secret has sufficient entropy.

However, for the case of (Ring/Module) LWR, current research remains un-
satisfactory for the following reason:

— While it is possible to derive the hardness result of entropic LWR for general
entropic distribution by combining the hardness result of [[14] with the simple
reduction from LWE to LWR in [p], this approach requires the moduli to
be super-polynomial. Unfortunately, this parameter setting leads to worse
efficiency and requires stronger assumptions on the underlying LWE problem
(with super-polynomial modulus).

— To address these drawbacks, [l] (and [36]) showed the hardness of entropic
LWR (Module LWR) with polynomial modulus, but their reductions only
hold for bounded secret distributions, meaning that the secret must come
from some small-norm distributions.

— For Ring-LWR with polynomial modulus, our understanding is limited — it
remains unknown whether the output is pseudorandom if the secret comes
from a norm-bounded distribution, particularly the Gaussian distribution.

These shortcomings hinder the applicability of current hardness results in
analyzing the security of the crypto schemes in [, which requires an entropic
(Module) LWR for general secret distributions. Additionally, leakage resilience
of some RLWR, (or MLWR)-based PKE schemes is affected, as seen in early
round submissions to the NIST’s post-quantum cryptography call (e.g., [3,21]).

The above discussions highlight a gap between our comprehension in entropic
(Ring/Module) LWE and that in entropic (Ring/Module) LWR. On one hand,
the most effective attacks to LWR appear to be those designed for LWE. On the
other hand, there are apparent technical barriers to establishing the hardness
of LWR based on LWE within a polynomial modulus, as indicated in [43]. In
an effort to advance the state of the art, this work is motivated to undertake a
more refined exploration of entropic (Ring/Module) LWR, with a specific focus
on the following objectives.

(Main Goal 1:) Under polynomial modulus, determine the hardness of
entropic (Module) LWR for general secret distributions, and the hardness
of (decision) RLWR for Gaussian secrets.



Compact LTFs from Lattices. Lossy trapdoor functions (LTFs) are pow-
erful crypto tools that can be used to construct many applications, such as
trapdoor one-way functions, collision-resistant hash functions, lossy encryption,
CCA2 secure PKE, etc, [b(]. They can be extended to design the more advanced
all-but-many lossy trapdoor functions (ABM-LTFs) [13,B4], which can be used
to realize PKE with a stronger notion of security, namely, selective opening
chosen-ciphertext-security (SO-CCA security). For lattice-based constructions,
there are several prior works [Il, 7,22, p0], among which, the construction in [l
is conceptually very simple, based on entropic LWR.

However, all the prior schemes hayve some drawbacks across various aspects,
including information rate?, lossinessa, and the public parameter size. For exam-
ple, the constructions in [[, 0] suffer from super-constant_information rate, the
work [[7] achieves small lossiness parameter, and the work [22] requires very large
public parameters and involves much complicated parallel repetition, leading to
poor efficiency.

Recently, the work [29] designed a compact LTF (O(1) information rate)
based on lattice, and further extended the basic result to compact all-but-many-
LTFs (ABM-LTFs) and selective opening-CCA (SO-CCA) secure PKE based.
Despite the theoretical advancements, the designs in [29] are rather intricate,
involving heavy Gaussian sampling, harsh restriction for achieving strong lossi-
ness, and large public parameters compared to the very simple (though non-
compact) [[1]. Additionally, their ABM-LTF construction assumes the existence
of a PRF computable in NC1 (taking the PRF key as input). While such a
PRF can be instantiated from lattice [L1], the construction requires a super-
polynomial modulus. Consequently, it remains unclear whether the results of [29]
can be derived from lattices under a polynomial modulus, which is a weaker as-
sumption. These considerations motivates our second goal.

(Main Goal 2:) Improve the state of the art of LTF constructions in [29]
with a more conceptually straightforward and efficient design. Then de-

termine whether we can eliminate the requirement of PRF in NC1 to
achieve ABM-LTF and SO-CCA PKE under a polynomial modulus.

1.1 Ouwur Contributions

This work aims at the two main goals and makes three major contributions.

Contribution 1. We establish hardness results for the general entropic LWR
problem from the standard lattice-based assumption. In particular, we show a
reduction from LWE to entropic LWR with general entropic secret distributions
(i.e., which only require sufficient entropy over the secret). To achieve this, we

4 Information rate is defined as the input-to-output ratio, with a higher value being preferable. A
design is compact if the rate is O(1).

5 Lossiness is the parameter that quantifies the average number of bits lost when evaluating the
function in the lossy mode. In our applications, a higher lossiness is desirable.



propose a new measure called “rounding lossiness”, and show that high min-
entropy of a secret distribution implies (some level of) rounding lossiness. More-
over, we show that high rounding lossiness implies entropic hardness of LWR.
Informally, our new hardness results can be summarized by the folloing theorem:

Theorem 1.1 Assume that decision LWE is hard under poly-modulus q (and
for other appropriate parameters). Let S be a distribution over Zq with sufficient
min-entropy, then Entropic LWR with secret distribution S is hard.

This result generalizes the hardness results of entropic LWR in [l] from
bounded secret distributions to general entropic distributions, and thus improves
its applicability to other crypto designs as presented in [[l]. In our second con-
tribution, we present an important application to compact LTFs and generaliza-
tions. It is worth noting that this new reduction approach can also be adapted
to the MLWR setting, deriving the hardness of entropic MLWR with any secret
distribution that has sufficient min-entropy (rounding lossiness), from the hard-
ness of MLWE (or RLWE). To the best of our knowledge, our reduction is the
first result of the hardness of general entropic (M/L)LWR.

Contribution 2. We achieve our Main Goal 2 for designing lattice-based LTFs,
ABM-LTFs and SO-CCA secure PKE with a polynomial modulus, simultane-
ously achieving good compactness, lossiness and efficiency. This improves the
state-of-the-art constructions of [29] as we elaborate below.

— Our basic LTFs follow the framework of [1], and enjoy the extremely sim-
ple construction: the public key is a matrix A, and the function defined
as fa(s) = |A - s], is just the evaluation algorithms of LWR. Based on
our hardness result of entropic LWR in Contribution 1, we further enlarge
the bounded input domain of LTFs construction in [1] to general entropic
distribution over Zy, resulting in more compactness and lossiness we can
achieve.

— We further reduce the information rate of LTFs in [l] to constant (can fur-
ther approach 1 asymptotically), by designing a compact trapdgor inversion
algorithm for LWR, which is compatible with the lossy moded. The main
technique contribution is a reduction from (HNF)LWE to a special decision
knapsack problem under arbitrary modulus with asymptotically the most
compact parameters (we further show its tightness via some novel number
theory analyses). The crux of our reduction is a fine-grained analysis of the
probability that random matrix over ngm/ has an invertible sub-matrix for
arbitrary modulus ¢, which has several other applications and should be of
interest.

— We further derive constructions of compact ABM-LTFs and compact SO-
CCA secure PKE with all building blocks that can be initiated with poly
modulus.

5 The lossy mode is a necessary technique for designing LTFs from LWR in [1], and
will be described in the part of technique overview latter.



Compared with the constructions in [29], our constructions have several sig-
nificant advantages. Firstly, our basic LTF scheme is much simpler, due to the
extremely simple evaluation algorithms of LWR. Secondly, the amount of “lossi-
ness” in our LTF construction is more flexible. Particularly, we can achieve the
relative lo&s’inessa arbitrarily close to 1 with poly modulus rather than super-poly
modulus in [29]. Next, our LTF is with smaller evaluation key, i.e., O(n?log q)
for ours vs O(n?log*q) for [29]. Finally, our constructions of compact ABM-
LTFs and compact SO-CCA secure PKE are with polynomial modulus without
relying on the additional assumption of PRFs mentioned in [29].

Contribution 3. We prove pseudorandomness of RLWR with Gaussian secret
from the standard assumptions over ideal lattices. Particularly, we first show
a reduction from search RLWR with certain entropic secret distributions (with
sufficient entropy) to decision RLWR with Gaussian secret distributions. To the
best of our knowledge, this is the first hardness result that captures RLWR with
bounded secret distributions. The crux is a Rényi Divergence (RD)-based noise
flooding technique for matrix-vector multiplication (or multiplication of ring
elements). As previous analyses mainly focus on the vector addition (or ring ele-
ments addition), our new analysis would be of independent interest. Informally,
this hardness result can be summarized as follows:

Theorem 1.2 Assume one-way hardness of RLWR with certain entropic secret
distribution holds under poly-modulus (and for other appropriate parameters),
then the decision RLWR with Gaussian secret distributions (defined according to
coefficient embeddings) also holds.

We next generalize the search RLWE to search RLWR reduction in [36] to
the case of entropic secrets, and thus establish the hardness of our special search
entropic RLWR. Combining with the hardness results of entropic RLWE in [15],
the hardness of our special search entropic RLWR can be further established
from the standard assumptions (e.g. RLWE and NTRU). Informally, we have
the following corollary:

Corollary 1.3 Assume the pseudorandomness of RLWE and NTRU holds under
poly-modulus (and for other appropriate parameters), then the decision RLWR
with Gaussian secret distributions (defined according to coefficient embeddings)

. 1
18 -secure.
poly(X)

It needs to point out that we cannot bridge the (strong) pseudorandomness
(i.e. negl(\)-security) of RLWR with Gaussian secret distributions to the stan-
dard assumptions under poly-modulus. The main technique barrier is that there
exists a lower bound for showing a sample-preserving reduction from RLWE to
RLWR with _polynomial modulus by a recent work [43]. Nevertheless, as men-
tioned in [36], this barrier for applications can be overcome via the hardness
amplification technique of [b8].

" The measure of relative lossiness in [29] is to denote the ratio of the remaining
entropy of the input and the original entropy of the input.



1.2 Technical Overview

In this section, we present an overview of our techniques. Referring to the de-
scription of our main contributions, we highlight three interesting techniques in
Contributions 1, 2 and 3, respectively.

Rounding Lossiness Approach to Entropic LWR

To start with, we need to propose a framework to handle the LWR, with general
entropic secrets, i.e., relate the hardness of Entropic LWR for general distribu-
tions to a basic property of the distribution. To this end, we propose a measure
called rounding lossiness. Specifically, let S be some distribution over secrets in
Z?, and the rounding lossiness of S is defined as Ry p+(S) = Heo (S][8]g,p*) 5

q)
where s is sampled from S and [s],,+ = L% . s] denotes the deterministic

rounding of s with parameters ¢, p*. It’s easy to lower bound this conditional
min-entropy by

where |- | denotes the size of a space here. The term log (’ Ls1q.p

Hoo (8][8]0.0) 2 Hoo (s) — 1og (|10

) can be upper

bounded by nlogp* for general secrets or nlog(p*T"y) for v bounded (under £
norm) secrets. This naturally bridges the entropy requirement of distribution
and the rounding lossiness of distribution.

The following target is to deduce the hardness of Entropic LWR to the round-
ing lossiness approach. Our approach consults the reduction approach in [[l]. We
show a minor yet crucial modification of their approach that allows to relate the
hardness of Entropic LWE to the rounding lossiness of the secret distribution.

To explain more clearly, we first take a look at the proof framework in [[].

—_

. We first break A = (A’, a) where A’ is the first £ — 1 rows.

2. We switch A’ into some lossy matrix A’ = B - C + F, where B, C are
uniformly at random, and F is an error matrix with bounded norm.

. Then we show that the conditional entropy H(s|A’, |A’-s],,) is still high.

. Thus, from a leftover hash lemma we have (A’, [A’ - 8], @, |a - s],,) <

B~ W

(A!,|A"-8]4p @, |u]4yp), as a acts as a fresh random seed.
5. We switch back A’ to A’.

We follow the same steps 1,2,4,5 as [[], and modify the step 3 as follows:

— Artificially parse A’-s =B-Cs+Fs =B -Cs+ - s]gp + p%F(%s -
LsTap); B
— Based onstep (1), | A’-s],,, can be reconstructed given B, C,F, Cs, | s] 4.+, Z,
where Z is the border space such that |A’-s],, # LB -Cs + p%F . Ls]qﬁp*—‘
_ @.p
Now determining Ho(s||A’-s],,p) can be deduced to determining Ho, (S]] 8]4,p* );

— Bound the size of Z with overwhelming probability and determine the con-
strains of parameters.



The main difference between our approach and that in [[I] is that instead of
directly relating F - s to the border space, we relate LF(E-s — [s]q,+) to the

border space. The infinite norm of %s— [8]4,p+ (or sin [1]) determines the lower

bound of modulus. It’s clear that the upper bound of %s — |8]g,p*’s oo nOrm
is exactly 1/2. This is the main technical reason why our approach can achieve
the hardness of Entropic LWR with general secret distributions.

It should be noted that the noise lossiness approach in [[14] can be implicitly
used to analyze the hardness of general entropic LWR (need some subtle ad-
justments). Compared with the noise lossiness approach, our approach is con-
ceptually simpler and enjoys better parameters. Therefore, for Entropic LWR,
it’s more advantageous to work with our rounding lossiness approach. For more
detailed analysis of two lossiness model, we refer to section { and section [D|.

Compact Trapdoor Inversion Algorithm

Next, we explain our design of compact trapdoor inversion algorithm for LWR.
Our design follows the framework of [[l41], but with some modifications. We start
to recap this framework and explain the motivation to achieve compactness:

— The trapdoor generating algorithm takes integers n, m = mj+ms, g as input,
then uniformly samples A & Zyg*™, R & {—1,1}™*™2 and outputs the
public matrix A = (A AR + G) and the corresponding trapdoor T =

-R . o .
( I ), where G € Zy*™2 is the gadget matrix with a public and short
trapdoor.

— The trapdoor inversion algorithm for LWR inputs A, Ta and some vector
c=|s" - A], for some p € Z,, and outputs s.

Intuitively, the LWR instance [s' - A], can be treated as a special LWE
instance, i.e., [s' - A], = g(sT - A) + 7. Then one can apply the inversion
algorithm for LWE ( [41]) to find the secret s of LWR under certain parameters.

In an LWR-based LTFs ( [[l]]), the input is the secret s, the output is the vector
|sT - A],, and the trapdoor inversion algorithm for LWR is the the inversion
algorithm of LTFs. In this case, the ratio of 2 highly determines the compactness
of the construction, and smaller ratio (preferably constant) is desired. Thus, our
target is to minimize this ratio. To achieve this, we need set some additional
requirements of the trapdoor design as follows:

1. The distribution (A, AR) should be indistinguishable from uniformly ran-
dom distribution;
2. the column numbers satisfy mi < ¢in and mo < con for constants ¢y, co.

The first requirement is to ensure that we can switch A to the lossy model, and
the second requirement provides the constant ratio.

Now we attempt to improve the trapdoor design of [41] to meet these re-
quirements. As a first attempt, we can achieve ms = con by setting the base b of



G as qé. Then it remains to show that AR is uniformly at random under the
parameter constraint of m; = ¢in. As a possible way, one may consider to prove
that AR is random by leftover hash lemma provided R has sufficient entropy.
This approach, however, leads to a large norm of R. This is very disadvanta-
geous for the efficiency of our construction, especially, affects the homomorphic
evaluation in the subsequent applications. A more suitable approach seems to be
achieving the pseudorandomness of AR, i,e., establish the randomness of AR
from standard assumptions from lattices such as LWE (or a variant of LWE).
Distinguishing the distribution (A, AR) from the uniform distribution is
called Knapsack Problem [0, 42]. Micciancio and Suhl [42] presented a map-
ping from the LWE instances ([A | I,,],[A | L,]-7) € Z;nx(n'wn) X Zq' to the

knapsack instances (A, Ar’) € Zy* "™ 27" where A and A follow uniform
distributions, and r and 7’ follows the same distribution over Zq'. Thus with
such transformation, we can build the hardness of decision knapsack problem
over the hardness of LWE in Hermite normal form [2].

However, there is a gap in their proof [42, Lemma 20, Lemma 21]: they stated
that the probability that for a uniformly random matrix from ZZ”("H"), there
exists m columns that form an invertible matrix in Zg**™, is at least 1 — 2l
We notice that they confused the conception of existence of an invertible sub-
matrix from A’s columns with the conception of non-singularity (the columns of
A generate Z,) for general modulus ¢. Furthermore, to the best of our knowledge,
the best estimation of such probability is from Brakerski, et al. [[16, Claim 2.13],
which requires n > 4m to guarantee the existence of a sub-invertible matrix
from ZZlX(mJF") overwhelmingly. This requirement will significantly affect the
compactness of our LTF, ABM, and SO-CCA PKE scheme. Besides, the bound n >
4m will also set constraints on the efficiency and compactness of the threshold
public-key encryption (ThPKE) scheme [42], since the number of samples m
cannot exceed a quarter of the secret dimension n in the LWE setting, which
cannot support the security of their ThPKE scheme requirement m = n.

We give a more fine-grained and asymptotically tightest analysis of the fol-
lowing probability:

Pong = Pr [3m columns in A that form an invertible matrix in Zy™™
o A&me(m«#n)
q

In Theorem @, we show that for n = t; + t3Inlng and any modulus ¢, the
probability is at least 1 — 2~ (1+1) — e=t2/4 which will be 1 — negl(\) if t1,t, =
w(log A) asymptotically. The estimation of the probability P, ., is divided into
two steps. We seperate m + t; + toInlng vectors into two sets, where one is
comprised of m + t; vectors and the other one contains ¢ Inln g vectors. We
first use some novel combinatorial methods to prove that there exists m — 1
linearly independent vectors in the former m+t; vectors with probability at least
Primit 2 > 1— 2= (1) Next, we use a theorem from number theory [53]
to obtain an estimation of the probability of successfully picking a final uniform
vector from Zjy; conditioned on the existence of m—1 linearly independent vectors,



and then apply the probability amplification strategy to show that there exists
a valid vector in the second set except with probability e=%2/4,

It is worth mentioning that: (1) We also show that the constraint n =
w(log A) -1n In ¢ achieves the asymptotic tightness for general modulus ¢ (refer to
Remark for details), and we can further improve the bound to n > w(log \)
for certain ¢ with constant number of prime factors; (2) Py, . is a very com-
mon and useful probability applied in many previous works [2, 14, 16, 142]. Our
new fine-grained analysis can reduce their security loss and improve the modu-
lus and dimension_parameters of their reductions and applications (refer more
details to Remark b.G and p.7); (3) there is a brief analysis of invertibility of ran-
dom matrices in [14], which also considers the case of composite modulus ¢ and
claims to achieve better compactness. However, their analysis is not accurate.
The main flaw of their analysis is misusing CRT and union bound to calculate
the probability of invertibility of a random matrix (refer more details to Remark

). (4) Our technique can also be adapted to the ring-case, i.e. computing the
probability of the existence of an invertible matrix in the columns of R]; x(k+0)
since R, is not a field but a module and behaves more like Z, when ¢ is not a
prime (refers to Remark @)

In a word, our new analysis achieve almost compact parameters, and should
have more applications of compactness.

RD-based Noise Flooding for Matrix-Vector Multiplication

Unlike the reduction from (M)LWE to Entropic (M)LWR, we cannot apply the
information theory method to analyse the security of decision Entropic RLWR,
since the entropic secret has insufficient entropy for randomness extraction. Al-
ternatively, our reduction follows the search-to-decision reduction framework of
RLWR [36]. To start with, we recap the search-to-decision reduction route in [36].
Specifically, our reduction path can be summarized as follow.

ent-S-RLWE 2 ent-S-RLWR -2 (W)-p,-RLWR 2% (W)-D-RLWR?
D, (A)-D-RLWR’ 2 ent-D-RLWR.

We note that (1),(2),(3),(5) can be derived by similar techniques used in the
work [36]. Thus in this part, we just overview the most interesting part (4).
Step (4) can be treated as the re-randomization of a fixed secret s in the
support of initial secret domain. For the case of RLWR with polynomial modulus,
one can not achieve this process by directly adding random (or Gaussian) secrets
to the target sample |a-s], due to the fact that homomorphic addition property
does not hold for the rounding function. The only approach [§,36] is to multiply
the fixed secret by a random invertible element 7: transform the instance (a, |a -
s]) to (a-r,|ar-r~'s]). Hence, the target here is to determine an independent
distribution that somehow polynomially relates to the distribution of r—! - s.
Motivated by this, we hope to use the Renyi divergence (RD) to bound these
two distributions. However, there exists a technical shortcoming that almost all
RD-based analyses are used to deal with the addition case.



To circumvent the this obstacle, we show a new bound of RD between an-
other Gaussian and the product of a bounded ring element and a Gaussian.
In light of that the multiplication of ring elements can be regarded as a spe-
cial type of matrix-vector multiplication. Our new bound can also be served
as a technique improvement of RD-based noise flooding for matrix-vector mul-
tiplication. Technically, our goal is to bound the RD of Dj and Rot(s) - Df,
for a fixed s € R,. Since the distribution Rot(s) - D7 is exactly the same as
DyRot(s), We first do a more general computation for two continuous multivariate
n-dimensional Gaussian distributions Dg, and Dg, with parameter matrix S;
and S,. We find that if 28,8] — S;S{ is positive definite, RDy(Ds,, Ds,) =
det?(Sy)/| det Sy| - \/det(28,8] — S1S]). In our case, S; = SI, and Sy =
aRot(s), so det(S1) = 8™, then our target is an appropriate lower bound for

det?(aRot(s))
det(2a2Rot(s)Rot(s) T — B21,,)

For the case that K = Q[X]/(X™ + 1) is a cyclotomic field with n a power of
2, we can enjoy a nice structure of the rotation matrix Rot(s) which is exactly
an anti-circulant matrix. Let s; be the i-th coefficient of s under the basis B
fori =0,---,n—1and {\; € C}; be n eigenvalues of Rot(s) (may exist same
values). Denote S = Rot(s). We notice the following several interesting points:

— For anti-circulant matrix S, every Gershgorin circle becomes the disk with
center so and radius ), [si|, so we can bound every eigenvalue with the
same inequality [sol — 3 ;0 [si] < [As] < 325 [sil-

— Anti-circulant matrix S is also a normal matrix, indicating that the eigen-
values of 2a2SS T — 321, are exactly 2a|)\;|? — 32. We can compute the RD

as:
RD3 (D% Das) = & ﬁ il
2(Dg|[Pas) = - - —_—
B i=0 V 2[Ail? = (B/a)?

Based on these points, we can finally obtain an upper bound of this product
by our first observation.

2 Preliminaries

Notations Let A denote the security parameter. For an integer n, let [n] denote
the set {1,...,n}. We use bold lowercase letters (e.g. a) to denote vectors and
bold capital letters (e.g. A) to denote matrices. For a positive integer ¢ > 2,
let Z, be the ring of integers modulo ¢. For a distribution on a set X, we

write ¢~ X to denote the operation of sampling a random z according to
X. For distributions X,Y, we let SD(X,Y) denote their statistical distance.

We write X ~ Y or X ~ Y to denote statistical closeness or computational
indistinguishability, respectively. We use negl()\) to denote the set of all negligible
functions u(\) = A1), We define a distribution x over Z to be S-bounded if

Supp(x) € [-8, ]

10



We use (ZZ)* to denote the set of vectors in Zj which are not zero-divisors,
ie., (ZZ)* ={x € Zy : ged(z1,...,7pn,q) = 1}. The ratio of (Zy)*| in |Zg| has

the lower bound ‘(lzzqn)‘ | >1—2-ntl
q
For more definitions of rounding functions, Gaussian distributions, Renyi
Divergence, LWE /LWR, assumptions and algebraic number theory, please refer

to Appendix |Al in our Supplementary Materials.

3 Entropic Learning with Rounding

In this section, we present a new definition capturing the LWR problem with
entropic secret.

Definition 3.1 (Entropic GLWR) Let R be a sub-ring of a number field K,
g=qA) >p=pA\) >2, k=Ek(A) >1and m =m(X\) > 1 be positive integers,
and B be a basis of R. Let S be a distribution on (R,)k. We say that the search
problem ent-sGLWR(q, p, B, k,m,S) is hard, if it holds for every PPT adversary
A we have that

AdVETEEDRS (X) = PrLA(IY A, |A - s]B,,) = 5] < negl()),

where A & (Ry)™ F s Es. Similarly, the decisional problem ent-dGLWR(q, p, B, k,m, S)
is hard, if it holds for every PPT distinguisher D we have that

AV ikl > () = [PADOY, A, (A - sTip) = 1] = PrD(1Y, A, w) = 1]] < negl(),
where A & (Ry)™<F s ESandud (Rp)™.

3.1 Rounding Lossiness

In order to analyse the hardness of Entropic LWR, we introduce a new measure
called rounding lossiness, that describes the remaining entropy of the distribution
conditioned on the deterministic rounding of this distribution. We also provide
some useful lower bounds of these measures in various cases.

Definition 3.2 (Rounding Lossiness over Z’;) Let ¢ > p* > 2 be integers

and let S C Z’; be a distribution of secrets. We define the rounding-lossiness

Ryp(S) by
Rygp(S) =Ho (s | |Slgp+), wheres Es
Similarly, for any integer p' < q, Ry p+(S mod p') is defined by
Ryp (S mod p') = Hy (s mod p | |8]qp+), where s Es.

In the case of the ring, we similarly define the rounding lossiness with respect
to specific basis.

11



Definition 3.3 (Rounding Lossiness over (CK)’;) Let R = Ok be the ring
of integers of a number field K, B be a basis of R, ¢ > p* > 2 and k > 1 be
integers. Let S C (Rq)k be a distribution of secrets. We define the rounding-
lossiness Ry q,p+ (S) by

RB,qp(S) = Heo (s | |8]B,gp+), where s Es

Similarly, for any prime ideal factor q of ¢R, Rqp+(S mod q) is defined by

Ry p+(S mod q) = Hoo (s mod q | |8]|B,qp+), where s Es.

It can easily obtain the following useful lemmas lower bound the rounding
lossiness in various cases. To start, we consider the case of Zj for arbitrary
entropic distribution.

Lemma 3.4 (Rounding-Lossiness for General Entropic Distributions)
Let ¢ > p* > 2 be integers, and let S be any distribution on Z’;. Then we have

Rap(S) > Hoo(S) — klogp™.
Similarly, for any integer p’ < q, it holds that
Ryp (S mod p') > Hoo(S mod p') — klogp®.
For the case of (O K)’;, we have the following analogous lemma.

Lemma 3.5 Let R = Ok be the ring of integers of a number field K with degree
n, B be a basis of R, ¢ > p* > 2 and k > 1 be integers. Let S be any distribution
on (Ry)k. Then it holds that

Rap+(S) > Hoo(S) — nklogp™.
Similarly, for any prime ideal factor q of qR, it holds that
Raq,p* (S mod q) > Hoo(S mod q) — nklogp™.

When considering the bounded entropic distribution, we have the following
lemma for the case of Zj.

Lemma 3.6 (Rounding-Lossiness for Bounded Distributions) Letq > p* >
2 be integers, and let S be a y-bounded distribution on ZZ. Then it holds that

Ry (S) > Hao(S) — klog (2 {%w + 1) .
Similarly, for any integer p’ < q, it holds that
Ry (S mod p') > Hoo(S mod p') — klog (2 {%p*—‘ + 1) .
Similarly, we can also obtain the lower bound of rounding lossiness for bounded

entropic distribution over ring. Before stating the lemma, we should define the
bounded distribution over the rings.

12



Definition 3.7 (Bounded Distributions over (Ox)* Relative to Basis)
Let R = Ok be the ring of integers of a number field K with degree n, B be
a basis of R, k > 1 be a integer. We call a distribution S C (Rq)k y-bounded
relative to basis B, if for any s = (s1,--- ,sg) < S, each coefficient s;[j] of each
s; relative to B has range in [—v,v] for i € [k],j € [n].

Then the following lemma can be similarly obtained by dropping the infor-
mation bits of leakage.

Lemma 3.8 Let R = Ok be the ring of integers of a number field K with degree
n, B be a basis of LV, ¢ > p* > 2 be integers. Let S be a y-bounded distribution
over (R,)¥ relative to basis B. Then it holds that

Ryp*(S) > Heo(S) — nklog (2 {%—‘ + 1) .
Similarly, for any prime ideal factor q of gR, it holds that

Raq,p* (S mod q) > Hoo (S mod q) — nklog (2 {%—‘ + 1) .

4 New Hardness Results of Entropic LWR

In this section, we present our new hardness results of Entropic LWR. First we
show a core lemma that relates the hardness of Entroic LWR to the the rounding
lossiness proposed in Section E Then we establish the hardness of Entropic LWR
from LWE by assuming the rounding lossiness is sufficient. Finally, we provide
a comparison_between our rounding lossiness approach and the noise lossiness
approach in [14]. Our reduction can also be generalized to the Entropic MLWR,
case, and we put this part to Appendix E

Before presenting the core lemma, we first recall a useful tool in our analysis
and provide the security of it.

Definition 4.1 (Lossy Sampler, Definition 3.1 in [1]) Let A be the secu-
rity parameter, n,m,{,q be integers (functions of A), and x = x()\) be a distri-
bution over Zy. We define the lossy sampler A < Lossy(1™,1™, 1¢,q,x) as:

Lossy(1™,1™,1¢,¢,x) : Sample B & ZZI”XZ, cé Zf;x", F <« x™*"™ and output
A=B - C+F.
Lemma 4.2 Let A & Zy>", and let Al Lossy(1™,1™,1¢ q,x). Then, under

the LWEy 1.4, assumption, we have: A ~A.

Lemma 4.3 Letn,m,?,p,p*, q, B be positive integers such that ¢ > p* > nmpp,
and x be a f-bounded distribution over Zy. Let (s,aux) be a pair of correlated
random variables with s distributed according to some distribution S C ZZ and

Prg [ s¢ (ZZ)* ] < 0, and let A be a matriz independently output by the algo-

rithm Lossy(1",1™,1¢,q,x). Then fore =272 +6 + 271 any e’ > 0 and any
every function f taken input over S, we have:

HL(f(s) | A, |A - s]p,aux) > HL(f(5) | [8]q.0,aux) = (€ + A) logg.
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The proof of Lemma @ will appear in Appendix @
Now we can formally present the hardness results of entropic LWR according
to the following theorem.

Theorem 4.4 Let n,m,{,p,p*,q, B be positive integers such that q > p* >
pnmp, x be a B-bounded distribution over Zq and S be a distribution on Zg.
Then we have the following:

— There exists a poly-time reductions from LIWEy p, 4. to ent-dLWR(g, p, k,m, S),
for which q is a prime and Ry p+(S) > (£ 4+ XA+ 1) - log(q) + w(log(A)).

— There exists a poly-time reductions from LWEy p, 4. to ent-dLWR(g, p, k,m, S),
for which q is a composite number and Ry p« (S mod p;) > ({+A+2)-log(q)+
w(log(X)) for any factor p; of q.

The proof of this Theorem follows roughly the same idea of the work [[L]. We put
the proof in Section .

Remark on Parameters. Note that the parameter p* in Theorem @ provides
a lower bound of the modulus ¢, and at the same time, p* also determines the
lower bound of the secret’s rounding losssiness by Lemma and Lemma B.64.
Therefore, for a bigger p* we need a bigger modulus ¢ to satisfy the constraint
in Theorem WY.4, and need more entropy of the secret to meet the requirement
of randomness extraction (Lemma . On the other hand, for a fixed p*, the
entropy requirement of the secret offers a tradeoff between the size of modulus
q and the vector length n. When considering the case that S is the uniformly
random distribution, the following corollary presents two extreme cases of small
modulus ¢ and small n, which is consistent with the results showed in [L].

Corollary 4.5 Let n,m,¥,p,q,3 be positive integers, x be a B-bounded distri-
bution over Z,. Then we have the following:

— There exists a poly-time reductions from LWEy ,, 4 to dLWR(q,p, k,m), for
which ¢ > 2Bnmp is a prime (or q is a composite), and n > L+ X+ 1) -
log(q) + w(log(A)) (orn > (L + X +2)-log(q) + w(log(A)). We can obtain a
modulus-to-error ratio as small as q/B = O(m - n) if further set p = O(1).

— There exists a poly-time reductions from LWEy ., 4, to dLWR(gq, p, k,m), for
which q > (Bnmp)? is a prime (or q is a composite), and n > 20 + 4\ + 2
(orn > 20+ 4X+4). The LWR assumption can achieve similar efficiency as
LWE (i.e., n = O(¢) and log(p) = O(logq)) if we further set p = Bnm.

Proof. Tt follows directly from Theorem Q For case (1), we set p* = Bnmp,
then ¢ > 2p*, and thus Ry ;- (S) > n. For case (2), we set p* = /g = p?, then
Rqp+(S) > 5 -logg. O

5 Compact Lattice Trapdoor and its Applications to
Lossy Trapdoor Functions

In this section, we propose our construction of compact lattice trapdoor, and
further present compact lossy trapdoor functions by combining the trapdoor
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construction and our previous entropic LWR reduction. As a crux analysis in
our compact trapdoor design, we first show a theorem about the requirements
of a random matrix having an invertible sub-matrix.

5.1 Probability of Matrix with Generalized Invertibility

First of all, we define what it means for a matrix from Zy*™ (m > n) to
be invertible for any modulus ¢. This notion is a generalization of the square
matrix’s invertibility to a more general case of matrix from Z;*™ (m > n), and
also appeared in several previous works [2,[14].

Definition 5.1 Let m' > n > 1 be dimension parameters and q > 2 be any
modulus. For a matriz A = (a;)icim € Zy*™ , we define that a matriz A €

ngm/ is invertible if there exists n positive indexes i1 < ig < -+ < i, < m/
such that H = (a;, |ag,|---|a;,) € ZJ*™ is invertible. We define e, to be

the probability of a uniformly random matriz in ZZX"‘/ to be not invertible, i.e.,

’
gmmod = Pr

o A zpxm [A is not invertible].

Afterwards, we prove that if m/ is slightly larger than n, then the probability
n,ml,q

Enon—inv

is negligible for arbitrary polynomial-size modulus g.

Theorem 5.2 For any modulus ¢ > 25, n > 1 and t1,t2 > 1, form' =n+1t; +
toInln g, we have E:(;,Ti/';g < o= (tait1) 4 p—t2/4
Proof. The general idea of this proof is to separate m’ uniform and independent
vectors from Zj' into former (n+t1) vectors and latter £, Inln g vectors. We then
illustrate that 1. there exists n — 1 linearly independent vectors {uy, - ,u,_1}
in the first n + 1 vectors except with probability 27%; 2. given n — 1 existing
linearly independent vectors, there exists a vector u,, in the last ¢ Inln ¢ vectors
such that u,, is linearly independent from {uy,--- ,u,_1} except with probability
e t2/4,

Let ¢ = q192 - - - qi represents the prime factorization of the modulus ¢ where
each ¢; = p;’ is a power of prime. Let {u;}1<i<n be vectors from Z]. For

q
1 <i < n, denote E; as the event that u;,ug, -+ ,u; € (Zy)* and ug,ug,--- ,u;

J

are linearly independent in Z7. We define Eg (respectively Dg ) as the event
that ui,uz, -+, u; € (Zg,)" (respectively (Zj )*) and these vectors are linearly
independent in Zy. (respectively Zy ) for 1 <i < n and 1 < j < k. Our next
goal is to compute Pry,[E; | E;_1] for all ¢ where the probability is taken from

u; & Zy. We have the following claim and its proof is put to Appendix @
Claim 5.3 We have

—If1<i<n—1 Pry[E|E]>1-27""

— Pry, [En | En—1] = ¢(q)/q, where ¢ is the Euler totient function.
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We define the following probabilities

P = Pr [3 n — 1 linearly independent column vectors in Aq],
A <iZn><(n+t1)
1 q
P, = Pr 3 uj s.t. u; U {u1, -+ ,un—1} is linearly independent | E,,_1]

u) gZZ} ,i€[t2 Inlnq]

We see that the probability of an matrix from U(Zy*™) to be invertible has
a lower bound 1 — an’m/’q()\) > P Ps.

non-inv

Our next target is to prove that P; and P are both 1 —negl(A). In claim @,
we already present a lower bound of probability for each event E; conditioned
on E;_; under the choice u; & Zq. In order to utilize these lower bounds to
compute P;, we construct an event with same combinatorial meaning.

Let {Vi}ic[n—1) be vectors from Zh= . For 1 <i < n— 1, we denote F; as
the event that vi,vs,--- ,v; are linearly independent in Zg_l, and we find that
Pr s . ,[F;| Fi—1] exactly matches the lower bound of Pr 5 _ [E; | E;—1] in

Vi uﬁ—Z;}
claim p.3:

21'71
2n—1

Pr [Fz | Fi—l] =1-

$ —
A\ HZ;’ !

=1- 27(7171-) < Pr [E,L | Ei—l]- (1)

$
u; (—ZZZL

Let A; & ngm/l (respectively Fq & Zén_l)xm,l), which contains m/ inde-
pendent samples. We can view the process of picking n — 1 linearly independent
column vectors of A; (respectively F) as tossing irregular coins, where each
sample (column vector) represents a toss round and head denotes that a sam-
ple vector meets the criteria based on chosen samples. To be detailed, during
the process of picking linearly independent vectors from A; (respectively F),
the probability of flipping a coin with a head outcome based on ¢ — 1 heads is
Pr s [E; | Ei—1] (respectively Pr s [F; | Fi—1]). It should be noted that,

&zn R/
these two scenes have the same number of samples (both my ), same target num-
ber (both n — 1), and same tossing coins settings (probability of a head is based
on the number of existing heads). From the inequality (B), the probability of
tossing a coin with a head outcome conditioned on (i — 1) existing heads in case
of A is greater than or equal to probability in case F; for all ¢ < n — 1. There-
fore, we can obtain that the probability of n — 1 heads in A, is greater than or
equal to the probability in Fq, i.e. P; can be lower bounded by the probability

of U(Zénil)x(nﬂl)) to be invertible:

P> Pr [F1 is invertible].
Flgz(zn—l)x(nﬂl)

Since Zs is a field, Fy is invertible iff F; has column rank n — 1 iff F{ has
full row rank, we have

P > Pr [F is invertible]

(iz(znfl)x(ni»tl)

F
— (1 _ 2*(”+t1)) (1 _ 2*(’ﬂ+t1*1)) . (1 _ 2*(t1+2)) >1— 2*(t1+1).
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Lemma 5.4 (Theorem 15 in [54]) For all integer ¢ > 3,

e, 1
q 7ev.lnlnq+ﬁ’

where v = 0.577- - - is the Fuler-Mascheroni constant.

The lower bound of P is just a success probability amplification by paralleled
sampling:

tolnln g
tolnlng
Po=1- (1 Pr [En|En1]> :17(17@) zlfexp(fw-tglnlnq).
q

un <2y q
For ¢ > 25,
» Inlng b2
—= telnlng >ty —F—75— > —
p 2lnlng > t2 ex.lnlnq+ﬁ y

Therefore, P, > 1 — e*2/4, yielding that

€n7m/7q S 1— P1P2 S 2—(t1+1) + €7t2/4,

non-inv

which completes the proof. a

Remark 5.5 In Theorem , if we require the probability £ 46 be negligible

non-inv
in A\, we need at least m’ > n+w(log A-Inln q) asymptotically. In fact, the bound
m' >n+w(logX-Inlng) is asymptotically tightest for general modulus q, since
the probability Pry, [Ey | En—1] is exactly ©(q)/q, then if we already have n — 1

linearly independent vectors from Zy, we must sample another w(log\) - St

»(q)
vectors to overwhelmingly obtain a valid u,,. Also, [53, Chapter 4] shows that
there exists infinite number of integer q such that ©(q)/q < e~7-1/logloggq, i.e.,
these q satisfy that

1 < v(q) 1

67-lnlnq+ﬁ g ~ e’-Inlng’

On the other hand, the term ﬁ is with o(1) order. This means that,

for these q, O(m) is the asymptotically tightest lower bound of ©(q)/q. Fur-
thermore, it needs at least w(log A - Inlngq) independent samples to complete
sampling the last vector u,, for these q. This shows that tightness of the bound
m' >n+w(log\-Inlng) for general modulus q.

Remark 5.6 Theorem provides a tighter analysis of the probability of uni-
formly random matrices over Zy*™ having full-rank invertible submatrices (com-
pared to previous analysis in [2,16]), thus it can improve the reduction from
HNFLWE to LWE in [2] and [16, Lemma 2.12]. In [2], Applebaum et al. gives
a reduction from LWE, n21p 4, to HNFLWE, 1 .. for ¢ = p°® as a power of
prime and any k, since they need n? uniformly random samples from Ly to
create a invertible matriz in Zy*". Our new results stated in Theorem @ make
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improvements on (1) generalizing their reduction to arbitrary modulus q, (2) re-
quiring less samples (from n? to n+w(log X -Inlnq)), resulting a reduction from
LWE,, i/ +k,q,x to HNFLWE,, i 4, for m' = n + w(log A - Inlngq) with arbitrary
modulus q.

Remark 5.7 In 40,142], Micciancio et al. proposed a reduction from search-
HNFLWE,, 1n.q,x assumption to the known-norm decision-HNFLWE,, ., , ., which
is_the decision version of HNFLWE,, ,,, . with leakage ||s||*> + |e||*>. Theorem
mends a gap in their reduction [42, Lemma 20, 21]. Their reduction requires
MM 1o he 1 — negl(\). To the best of our knowledge, the previous tightest

non-inv

estimation of sﬁr;’nrf—i;?q is from Brakerski et al. |16, Claim 2.18], which requires
n > 4m+ w(logA) - Inlng. Thus the previous techniques set an unsatisfactory
constraint on the number of samples in the LWE setting and this requirement can-
not support the parameter choices of the threshold public key encryption scheme
in [44] which suggests m = n and general modulus q. Our Theorem mends
this gap, and make their scheme safe and sound. Furthermore, combined the
reduction framework from M40, 44] with Theorem , we can obtain a reduc-
tion from the search-HNFLWE to the decision-HNFLWE with a polynomial-sized

leakage on the secret and error.

Remark 5.8 In [14], authors give an upper bound for the probability of non-
existance of an invertible column-submatriz from a uniform matriz A & ngm/
with arbitrary modulus q, which is gr—m log q. However, we find that their analy-
sis has a minor technical flaw, which is that the statement “a matriz A € Zy*™
has an invertible column-submatriz modulo q iff it has an invertible column-
submatriz modulo all prime factors p; of q¢” [14] is not correct. Take ¢ = 6 and

A = ((1) (2) g) as an example. The column-submatriz (é g) is inwvertible mod-

ulo 3 and is invertible modulo 2, while there does not exist an invertible

10
03
column-submatriz in A. We do not claim any new results for the case when q is
a power of a prime, but this example illustrates that distinguishing invertibility

from non-singularity for matriz A and general modulus q is essential.

Remark 5.9 Our analysis for the invertibility of ngml in Theorem @ s tar-
geted at coprime q, in which Z, is not a field any more. This technique can
be adapted to the ring case, which is to estimate the probability of invertibil-
ity of uniform matrix over RI;X(kH), since R, is mostly not a field and has
factor decomposition into many prime ideals like Z,. Take p prime and com-
pletely splitting R, as an example, similarly to Theorem ., the ideal factor
decomposition of R, is R, = pip2---pn where n is the dimension of ring
R, and the event E; for i € [k] is defined similarly. We can also prove that

PruiﬁRg[Ei [Eia]l=(1 _p_(k+1_i))n > 1 —np~* =0 for i € [k]. As long as

p > n- A, we can obtain Pr[E; | E;_1] > 1 — X\~ B0 then we can use our event

18



transformation technique to prove that

Pr  [A is invertible] > (1 — \=FF0) .o (1 — A=)y > 1 A4

A& RlXCH0

5.2 Construction of Compact Lattice Trapdoor

In this part, we show our modifications to the lattice trapdoor algorithm pro-
posed by Micciancio and Peikert [41]. Particularly, we similarly set A = [A|AR+
G] € Zy*™ where Ac ngm/ is uniformly random and R follows discrete Gaus-
sian, and show the pseudorandomness of AR based on the hardness of LWE with
Hermite Normal Form under arbitrary modulus ¢ with almost optimal ratio

™ — O(1) and 2 = O(1).
Before presenting the reduction, we first introduce an polynomial-time algo-

rithm ExInvMat involved in it, which takes an input as a matrix A in ngm/,

and outputs n linearly independent column vectors in A € znxm’ (which forms

a corresponding invertible matrix H € Zg*" in definition p.1) for invertible A

and aborts for non-invertible A. Specifically, the algorithm is as follows:
ExInvMat(A) : On input a matrix A € ngm/, this algorithm runs in steps:

L. Split A as m’ column vectors {a; }1<i<m from Zj.

. Initialize a vector list H = () and a register r = 1.

3. Check whether a, € (Zy)*, and vectors from HU {a,} are linearly indepen-
dent. If so, add a, to H.

4. Let r < r+ 1. Abort if r > m/.
If |H| = n, return H; Otherwise, go to step 3.

[\

This algorithm is a PPT algorithm, as the most complex steps 3 can be done
within probabilistic polynomial time. On the other hand, if the input matrix A
is uniformly at random and m’ > n + w(log A - Inln ¢), this algorithm will finally
return a matrix H with overwhelming probability.

Based on this and the reduction from [42, Lemma 20], we have the following
reduction.

Lemma 5.10 Let A\ be a security parameter and let m,n, q be lattice parameters

such that q is any integer modulus and n > w(log A -Inlngq). Let x be 5-bounded
distribution over Zq. Sample A & Z;nx(m+n), r < Y™ and a & Zq'. Un-
der the hardness of HNFLWE,, ., 4 v, the distribution (A, Ar) is computationally

indistinguishable from the distribution (A, a), i.e.
Advieg 4(A) := [Pr[A(1*, A, Ar) = 1] — Pr[A(1*, A, a) = 1]|
is negligible for all PPT A.

Proof. This reduction follows similar steps as Lemma 20 [42] except that our
new analysis in Theorem makes the proof strategy sound.

Let (A,b) € Z7*"™ x Zy* be the input from HNFLWE,, ,, 4, challenger. Let
U be a uniform invertible matrix from Zg**™ and P be a random permutation

19



matrix from Zm+x(Mm+n) We set B = U[A | L,|P € Z0*"™ ™) and b = Ub,
then output (B, b).

Since A is uniform at random and U is invertible, then UA is marginally
uniform at random regardless the choice of U. Then U[A | I,,] is uniform at
random given the last m columns forming an invertible matrix. Therefore, by
randomly permuting the columns of U[A | I1,,,], B follows a uniform distribution
conditioned on that there exist m column vectors to be an invertible matrix.
From our new analysis in Theorem and n > w(logX - Inlng), such B is
uniform at random over Z;nx(m+n).

If the input (A,b = A - s+ e) are LWE samples in Hermite Normal Form

where Z < x™*" then the output can be written as (B,b’ = Br) where

B is statistically closed to uniform distribution and r = P~! (Z) follows y™ ™

marginally. If the input (A, b) are uniform samples, then the output (B, b’ = Ub)
are statistically closed to uniform samples due to the invertibility of U. This
completes the proof.

O

Next, we describe our compact lattice trapdoor based on the pseudoran-
domness of HNFLWE samples. We will use the definition of gadget matrix and
trapdoor introduced by [23,41].

Gadget Matrix. Let m,n, b, g, k be positive integers such that k = [log, ¢|
and m = O(nk). Define the gadget vector based on bbe g = (1,b,b%,--- ,bF=1)T ¢
Z’; and the corresponding gadget matrix G =1, ® g € ng xm,

Lattice Trapdoors. Let m,n,b, q, k be positive integers with same relation-
ship above. A gadget trapdoor for a matrix A € Z7**" is a matrix Ta € Z’;”XM
such that T - A = G. We define a gadget trapdoor is compact if k is constant
and m = O(n).

Theorem 5.11 (Compact Lattice Trapdoor) Letm,n,b,q,k be positive in-
teger parameters, x be a B-bounded distribution over Z,. Under the hardness
assumption of HNFLWE,, ,, . .., then there exist efficient algorithms with the fol-
lowing syntax:

— TrapGen(1™, ¢, b): Given a dimension n, a modulus q and a gadget base b, the
trapdoor generation algorithm returns a compact matriz A € Z7*" with a
gadget trapdoor T a € where k = [logy q] s a constant and m = O(n).
We require that the trapdoor T a is small and the marginal distribution of A
is computationally indistinguishable from U(Zy**™).

— LWElInvert(A,c, Ta): Given m LWE samples (A, c) € Zy*" x Zy* and the
gadget trapdoor T, the LWE inversion algorithm returns the secret s € Zg
such that ¢ = A -s+e for some error e € Zy'. If |le[|c < , then
this algorithm recovers the secret s successfully.

— LWRInvert(A,c,Ta): Given m LWR samples (A,c) € Z*" x Z* and the
gadget trapdoor Ta, the LWR inversion algorithm returns the secret s € Zg

knxm
Zq

q
200+ 1) Tallo
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such that c = |A - s]p. If p> 2(b+1)||Tallco, then the algorithm returns s
successfully.

In order to let our LWElnvert algorithm work and compute optimal parame-
ters relationship, we need the following LWE gadget decoding algorithm [23].

Lemma 5.12 ( [23]) For any modulus q¢ and gadget base b, there exists a poly-
time algorithm DecodeG(c) which takes c € Z’;" as an input and returns the secret

— k .
8 € Zy such that ¢ = G - s + e for some error vector e € Z" if ||e . < 2(})73_1).

Next we instantiate algorithms of our lattice trapdoor in theorem .

— TrapGen(1™,q,b): Let m' = 2n. Sample Ag & ZZ”'X”, and R « yknxm'
and compute A; < R - Ag — G. Output the public compact matrix A =
(AOT AlT)T and its trapdoor T a = (R fI,m).

— LWElInvert(A,c, Ta): Output DecodeG(T}4 - c).

— LWRInvert(A,c, Ta) [l]: First we transform the LWR sample A, c = |A-s]
to LWE sample (A, ¢’ = A-s+e) € Z7"*" < Zi for some error e by ¢’ = %c}
Then output DecodeG(T4 - /).

P

Lemma 5.13 Let m = (k + 2)n. Assuming the hardness of HNFLWE,, ,, 4,
TrapGen generates a valid lattice trapdoor pair (A, Ta) satisfying Ta - A = G,
ITAllco <2nB8+1 overwhelmingly, and the distribution of A is computationally
indistinguishable from U(Zg*").

The proof of lemma ﬂ and theorem will appear in Appendix @

5.3 Construction of Compact Lossy Trapdoor Functions

Then, we apply our compact gadget trapdoor to the construction of lossy trap-
door functions. We adopt the LTF construction from [l while we make modifica-
tions to parameters. First, based on our security reduction for pseudorandomness
of entropic LWR, if the secret s is taken from some entropic distributions, we re-
move the limitations on the bound of this entropic domain. Second, for the case
§ covers Zg, we apply the compact trapdoor algorithm to achieve the constant
expansion property.

Construction 5.14 Let A\ be a security parameter, n,m, q,p = poly(\) be inte-
ger parameters. Let b be a gadget base and x be a [-bounded distribution over
Zq. Let S be a entropic distribution over Zy and define the range set as Y = Z".

— LTF.IGen(1*): Sample (A, Ta) < TrapGen(1™,¢,b). Output ek = A and
ik=Tx.

— LTF.LGen(1*): Sample A < Lossy(1™,1™,1¢, ¢, x). Output ek’ = A.

LTF.Eval(ek, s): Input ek = A € Z»*" and a s € Zy, output [As],,.

— LTF.Invert(ik, y): Input the LWR samples (A,y = |[As],) and the gadget
trapdoor Ta, use LWR inversion algorithm to output LWRInvert(Ta, A, y).
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Then we state that our LTF is_a valid and secure lossy trapdoor function, and
we put the proof to Appendix .

Theorem 5.15 Let A be the security parameter. Let q > p* > nmpB, p >
2b+1)(2nB 4+ 1), k = [log, q] = O(1) be a constant and m = (k + 2)n. The
consturction LTF = (LTF.IGen, LTF.LGen, LTF.Eval, LTF.Invert) is an I-lossy and
constant-expansion LTF under the hardness of L\WEg ,, p and HNFLWE,, ;, 4

forl= (€4 X)logq+nlogp*.

6 Hardness of Entropic Ring-LWR

In this section, we consider the hardness of entropic RLWR problem. We first
establish the one-way hardness of entropic RLWE, i.e., the entropic search RLWR
is hard under appropriate parameters. Next we show that RLWR is also pseudo-
random for certain entropic secrets (with small coefficients with respect to some
basis).

6.1 One-wayness of Entropic RLWR

The main result in this part is adopted from the reduction of search RLWE to
search RLWR in [36], i.e., we can show a reduction from search entropic RLWE
to search entropic RLWR by making use of RD tool. Then, combine with the
existing hardness result of search entropic RLWE in Section , we obtain the
one-way hardness of entropic RLWR from the hardness of DSPR and RLWE.

We use Ug(B) to denote the distribution over R, that each coefficient with
respect to the basis B over R is sampled uniformly at random in the interval
[—8, B], and we have the following theorem. The proof of the following theorem
will appear in Appendix @

Theorem 6.1 (ent-RLWE, 4 ,.s to ent-sRLWR, , 8 ¢,s) Letq>p>2,n,(, B
be positive integers such that ¢ > 18pBfn, R be a ring of integers of a number
field K with degree n, B be a basis of R. Let x be a B-bounded distribution
over R with respect to basis B, S be a distribution over R’. Then there exists a

q
poly-time reduction from ent-RLIWE, ;s to ent-sRIWR, , B ¢,s

We note that the reduction in Theorem @ is not affected by the entropy
requirement of distribution S, i.e., it only requires the samples from S is invert-
ible over R,. On the other hand, this reduction is entropy preserving for secret.
This nice property enables us to obtain a reduction from DSPR and RLWE to
ent-sRLWR by combining the reduction of ent-RLWE in Corollary .

Corollary 6.2 Let ¢ > p > 2,n,{, B be positive integers, o,09,7y be positive
real numbers such that n is a power of 2, £ > 2nlogq + w(log(\)), o9 >
O(onlog®(n)VIB) and q > 18paglnlog(n), R be a cyclotomic ring with degree n,
B be a basis of R. Let x be a B-bounded distribution over R with respect to basis
B, S be a distribution over R}, such that v,(S) > nlog(y-v/nlog(n))+w(log(N)).
Assume that DSPR with parameter v and RLWE with noise distribution x holds,
then ent-sRLWR, , B.¢.s @s hard.
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6.2 Pseudorandomness of Entropic RLWR

In this part, we proceed to prove that entropic decision RLWR problem is hard
for certain entropic secrets. Different from the module case (with module rank
greater than 1), one can not apply the randomness extraction procedure to the
ring case. Alternatively, we will show a reduction from entropic search RLWR for
special entropic secrets to entropic decision RLWR. Combine with the one-way
hardness of entropic RLWR in Section , the pseudorandomness of entropic
RLWR is obtained. To be consistent with Corollary .2, we consider the cyclo-
tomic ring with power-of-two degree. We use Ug, 5, (B) to denote the distribu-
tion over R, that with respect to the basis B, the constant coefficient is sampled
uniformly at random and independently in the interval [By — By, B + Bj] and

other coefficients are sampled uniformly at random in the interval [—Bj, By],

where 0 < B; < By and B; + Bs < ¢, and use DIC%OEFF(B) to denote the distribu-

tion over R that each coefficient with respect to the basis B over R is sampled
according to discrete Gaussian with parameter o. Then our main theorem of this
part is as follow.

Theorem 6.3 Let R = Z[X]/(X™ + 1) with n > 8 a power of 2, ¢ > p >
By + By > 2 be integers such that p > n is a prime, pR = p; - - - pg where g =n/c
for a constant ¢ € Z, and q = p' is a constant power of p. Let T = poly(n)
be a polynomial. Let B = {1,X, X2 --- X" '} be the power basis of R. Then
there exists a reduction from ent-sRLWR, , B ¢,s to ent-dRLWR, ,, B ¢/ s, where

§ denotes Up,,,(B) for B; = %\/@ and By = 7, §' denotes D}C{?Zfr(B) for

o = O(*/nlogn é), 0 = gp°l - poly(1/e), and € is the advantage of ent-
dRLWR . B,¢,s' oracle.

The_proof of Theorem @ consists of three reductions following the approach

of [B6]. We summarize the reduction route as follows, and explain the parameters
later:

ent-sRLIWR, , 5 175 — (W)-pi-RLWR, , g o 5 — (W)-D-RLWR , 5 4.5

22, (A)-D-RIWR!. , 5150 — ent-dRLWR, , B 1.5/

ent-sRLWRq,p,B,g/,s to (W)-pz- RLWRq,p,B,eH ,S

Definition 6.4 ((W)-p;-RLWR,, , B,¢.s) The worst-case (W)-p;-RIWRB 4 p ¢7.s
problem is: given ¢ samples from Ly 4 ,(R,B) for some arbitrary s € Supp(S),
find s mod p;RY.

Then we give our lemma for reduction from ent-sRLWR o.s to (W)-
pi-RLWR, , B.¢# s and the proof will appear in the Appendix @B

Lemma 6.5 (ent-sRLWR, , .¢'.s to (W)-p;-RLWR, ,, B¢, s) For everyi €
{1,---, g}, there exists a deterministic poly-time reduction from ent-sRLWR, , B ¢/ s
to (W)-p;-RLWR,, ,, B.¢ s, where ¢ = gl".
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(W)-pi-RLWR p,5,¢7,s to (W)-D-RLWR] 1 ,

Definition 6.6 (Hybrid RLWR distribution) Forie {1,---,g}, s € R,, we
define the distribution LY, , ,(R,B) over Ryx Ry, as: sample (a,b) <= L 4,(R, B)
and output (a,b+ h) where h € Ry, is uniformly random over mod p;R for all

Jj <1, and 0 over mod all the other ideals, i.e., p;R’s for j > 1.

We note that L2, (R, B) is the same as Lsq,(R,B), LY, (R,B) is the
uniformly random distribution over R, x R, and the other L} , (R,B)’s are
intermediate hybrids, which will be used via a hybrid argument later.
Definition 6.7 ((W)_D_RLWR::],;),B,Z,S) The worst-case D-RLWR;EB’Z’S prob-
lem is defined as follows: given { samples from Lg’q’p(R,B) for arbitrary s €
Supp(S) and j € {i —1,i}, determine j.

Next we present our lemma for reduction from p;-RLWR, , B ¢ s to (W)-
D-RLWR; , 5 ;s and the proof is put to Appendix .

Lemma 6.8 ((W)-p;-RLWR,,, .07, to (W)-D-RLWR! _ o, &) Let p | q.
For any i € {1,---,g}, and ideal p; with N(p;) = p™/9 = p° where ¢ > 1 is
a constant integer, there exists a probabilistic polynomial time reduction from
(W)-pi-RLIWR, , B.¢7.s to (W)-D-RLIWR|, , g 4 s where S can be any distribution
over Ry, (" = p°l-poly(1/¢), and ¢ is the advantage of the (W)-D-RLWR| , g 4 s
oracle.

(W)-D-RLWR; 5 , 5 to (A)-D-RLWR . B.¢,5/

Definition 6.9 ((A)-D-RLWRz,p,B,Z,S’) The average-case D-RLWRfZ)p,B’e’S, prob-
lem is defined as follows: given ¢ samples from Lg)q’p(R,B) for s «+— 8’ and
j e {i—1,i}, determine j.

For any element a € R, and a basis B of R, we denote Coeffg(a) as the
coefficient vector of a with respect to B, i.e., Coeffg(a) = (ag,a1,+,an-1) € Zg_l
for a = > a;_1b;, where B = (by,--- ,b,). Similarly, we denote Rotg(a) as
rotation matrix of a with respect to B, i.e.,

Coeffg(a - by mod gR) "
Coeffg(a - by mod gR) "
Rotg(a) = .

Coeffg(a - b, mod qR)"

It’s easy to verify Coeffg(sr) = Coeffg(s) - Rotg(r) = Coeffg(rs) = Coeffg(r) -
Rotg(s) for any s,7 € Ry.

The following lemma shows a worst-case to average case reduction from the
RLWR with secrete distribution S to the RLWR with S5, and the measurement
RD in the statement denoted as the “Rényi divergence” is defined in Section .
The proof of the lemma will appear in Appendix .

24



Lemma 6.10 (Worst-case to average-case) LetS,Sy,Ss be distributions over

R,. For everyi € {1,---,g}, if r < S1 is invertible with non-negligible probabil-

ity, and RD2 (Coeffg(Sz2)||Rotg(s) - Coeffg(S1)) < poly(A) for any s € Supp(S).

Then there ezists a randomized poly-time reduction from worst-case (W)'D'RLWRZ,;;,B,Z,S
to average-case D-RLWRfM’B’e’SQ.

According to this lemma, we need to instantiate the distributions S, Sy, S
satisfied the constraints above. The following theorem shows the concrete in-
stantiations that can be applied to our reduction.

Theorem 6.11 Let K = Q({) be m-th cyclotomic number field with m power of
2 and degree n = m/2. Let D" and Dy be two Gaussian distributions on R"™ with
parameters «, 3 > 0 satisfying f = T where T = 7(n) is a polynomial. For all

non-zero s = Z?:_Ol 5;-Ct with fized coefficient sy € {7‘ <1 — % Cl;:") T <1 + %\/ Clﬂ”)}

and s; € {;\/012", ;1/017‘2"} forie{1,2,--- ,n—1}, we have RD2(Dj, Rot(s)-

D) < n?“te for any constant € > 0.

Proof. For fixed s, it is obvious that Rot(s) - Dj is exactly Dgpot(s). In order
to compute the RD between two multivariate Gaussian distributions, we first
need the following lemma, which gives the RD between two elliptical Gaussian
distributions over R"™ with Gaussian parameters S;,Ss € R™*™ from [26], and
the proof is put to Appendix @

Lemma 6.12 (Case for Multivariate Gaussian, [26]) For invertible square
matrices S1,S2 € R"*™  let Dg, and Ds, be two continuous multivariate Gaus-
sian distributions on R™ with covariance matriz S1S| and S2Sg . If 2S2Sg —
S1S] is positive definite, we have

(det 82)2
|det 81| - \/det(2S,S] — S1S7)

RD2(Ds,, Ds,) =

With lemma , our next goal is to bound the determinant. Since deter-
minant of each square matrix is equal to the multiplication of n eigenvalues, we
need the Gershgorin Circle lemma to bound each eigenvalue.

Lemma 6.13 (Gershgorin Circle [25]) Let A = (aij)ijem € C™*" and
ri = Dz |aij| be the sum of the absolute values of the non-diagonal parts
of i-th row for i € [n]. Let Disk(a;;, ;) C C be the i-th closed disc with center a;;
and radius r;. Then for every eigenvalue A\ € C of A, their exists i € [n] such
that \ € Disk(aii,ri).

We notice that for s € R, where R is a cyclotomic ring with power of 2, then
Rot(s) becomes an anti-circulant matrix, indicating that every Gershgorin cir-
cle of Rot(s) is the same which gives a more convenient way to bound each
eigenvector:
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n—1 )

Corollary 6.14 Let s = Y s;- (" € Kr and S = Rot(s) be the anti-circulant
i=0

matriz of the polynomial s. For every eigenvalue A € C of S, we have

n—1 n—1
lsol = D> lsal S A<D [sil-
i=1 =0

With the foundations above, we give the proof of Theorem . Denote S =
Rot(s) as the anti-circulant matrix. We can verify that SS* = S*S, hence S
is a normal matrix. Then S has n eigenvalues {\;};c,) and we obtain the
unitary dlagonahsatlon S = UDU* where U is a umtary matrix and D =
diag(Mo, A1, , An—1). Applyling the corollary [ we can restrict the length

of each eigenvalue Ai, T (1 — w‘ﬂ?”) < N7 (1 + ,/CIZ"). We also no-

tice that 2a2SST — 21 = U(2a?DD* — B2I)U* where I refers to the n-
dimensional identity matrix, so that n eigenvalues of 2a?SST — 821 are exactly
{202 N2 = B2 }icn-

We are also able to verify t is invertible and the distribution S - D7 is
exactly D,s. Apply the lemma to A1, and aS, we have

n—1
2n 2
Y
(f"MEtSF “ i:ol

Bn - \/det(22?SST — f7L,,)

RD:(D}|| Das) =

T (Ga?|Af - 57

n )\2 5 .
_ 'Ll;IO | | < max )‘Enax )‘12nm
n—1 - V2R — T2 7202 —

(2)

where A\pax = 7 (1 + ,/lell") and Apin = 7 (1 — 4/ Clﬁ") and the last equal-

i Y (L _ i)*m i .

ity (E) follows from the fact that T — \PP T RE reaches its max

imum either |A| is set to either upper bound Ayax or lowerabound Amin. In the
)

following, we prove that each term in the max bracket (P]) is no more than
2

=1+ M For the former part % < t, this inequality is equiv-
TV 2A 202 T
alent to

— - _)\r:_axgtw/l—i—\/l—t*? (3)

The lower bound in (E ) is obvious and for the upper bound, we have

/1+ 1—t 2 /c+€/2 lnn (/n>21+ /Clnn:)\max.
n T
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2

For the latter part ’\27 < t, this inequality is equivalent to

BT p—
<t \1+V1-t2 (4)

The upper bound of (@ ) is obvious, and for the lower bound, we have

/ 1—t2 /c+6/2 lnn ( /hln)gl_ Clnn:Amin.
n T

Therefore, we can obtain (1 + (2¢ + ¢) - 22)" as an upper bound for our
RD2(Dj[|Das). At last, applying the inequality (1+ %)m <eforall z >0
completes the proof of theorem . a

i<

Instantiation. As Theorem stated, the distributions S, Sy, Sy can be set

as Ug, B,(B), DIC{OZf,F(B) DCO@cf B) respectively. By Lemma in Section @,

CoefF(B)

r< Dg should be invertible with non-negligible probability, and

(cceffB( C““(B>) |[Rots (5) - Coeffp ( C°§“B>)) < poly(\).

According to Theorem , we can set o/ = O(y/nlogn - p%),a = 10 =

O(ry/nlogn -pé),Bl = %,/Cl%,Bg = 71, where 7 = poly(n) is a flexible poly-
nomial that we will determine later.

Lemma 6.15 ((A)-D- RLWRq p.Bo,s t0 ent-dRLIWRy , B ¢.s/) For any ora-
cle solving the ent-dRLWR, , B 1.5/ problem with advantage ¢, there erists an
i € {1,---,g} and an efficient algorithm that solves (A)-D-RLWR, g , 5/ with
advantage /g using this oracle.

Proof (Sketch). This lemma can be proved by a simple hybrid argument. As
the hybrid argument is standard, we just sketch the main idea: suppose there
exists an algorithm that solves ent-dRLWR, , B ¢s/ with advantage ¢, i.e., it
distinguishes L 4 ,(R, B) from uniformly random samples. T hen the algorithm

must be able to distinguish some neighboring hybrids, i.e., L qp(R B) and
L' (R,B), with advantage £/g, as there are g intermediate hybrids. O

The proof of Theorem @ follows from Lemmas @7 @, , and .

Remark 6.16 We note that the reduction in Theorem is not sample pre-
serving, as the number of samples depends on the advantage of the decision
RLWR distinguisher. However, as our target is to establish the pseudorandom-
ness of a special entropic RLWR problem (with Gaussian distribution of secrets)
with poly-modulus, we can only derive a reduction from search entropic RLWE
to m-secum decision entropic RLWR due to that the reduction in Theorem
only holds for a bounded number of samples. Nevertheless, we can apply the
hardness amplification technique of [58] to achieve negl(\)-security by a parallel
repetition up to w(l) times.
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Remark 6.17 To further establish the pseudorandomness of RL(WR with Gaus-
stan distribution of secrets from standard assumptions, two points are worth to
mention. On one hand, the distribution S of ent-sRLWR, , B ¢,s should satisfy
that S C Ry by Theorem , This can be achieved by Theorem and the
instantiation of S (e.g., Up, p,(B) with certain parameters By and By). On the
other hand, S should have enough entropy to quarantee the hardness of entropic
RLWE with secret distribution S by Corollary . To be more concrete, S should
satisfy that vy (S) > Hoo(S) —v2mnlog(e) - £ > nlog(y-y/nlog(n)) +w(log(N)),
where v < 27 is the fy upper bound of S. To this end, we can set T =

O(y-n?\/logn),o = nt = O(y - n3\/logn).
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Supplementary Material

A Omitted definitions

A.1 Rounding Function

For any integer modulus g > 2, we use the “rounding” function defined in [§] —
for g > p> 2 let [-], : Zg — Z, be the function as |x]q, = [(p/q) - Z] mod p,
where T € Z is any integer congruent to  mod ¢q. We write |-], for short.

Definition A.1 For integers ¢ > p > 2 and any rational numbers 0 < v < 1
and T > 0, we define the following set:

border,, 4 ., (T) def {€Zy+v:FyeQlyl <7 |z, # lz+ylp}

For any rational number 0 < v < 1, the distribution U(Z,) + v is defined by
sampling a uniformly random variable u in Z,; and outputting v + v. Similarly,
we denote Z + v as the set {y:y =z + v,z € Z}.

Lemma A.2 We have |border, , ., (T)| < 27p, and thus Pryy(z,)+v[x € bordery, 4 ., (7)]
< e

=g

Proof. Let S = ;... ,p71}((i+%)% -, (i+ %)%—H’] be a subset over the reals.

It’s easy to see that border, ., (7) = (Z+v) NS and therefore |bordery, , ., (7)| <

27p. The lemma follows. a

Rounding of Ring Elements. We recap the definition of rounding over ring.

Definition A.3 (Rounding according basis [36]) Let K = Q(«) be a num-
ber field with degree n, and I be a fractional ideal over K with a Z-basis
B = {by, - ,by}. Then for any integers ¢ > p > 2, we define the rounding
function (with respect to basis B) |-|Bp : Zg — I, as

lalsp = [z1]pb1 + -+ + |zn]pbn  mod PZ,
where I, (similarly T,,) is the quotient groups T/qZ, and a = x1b1+-- -+ xpb, €
Ty, 1, Ty € Zy. The rounding function for Zy — Zyp, i.e., |-]p, is the same
as described above.

A.2 Rényi Divergence and Smooth Entropy

The Rényi divergence (RD) [4] defines a measure of distribution closeness. This
notion has many useful application in cryptography — for example, Bai et al. [4]
used RD as a powerful tool to analyze hardness and security of certain lattice-
based crypto systems. The definition is as follows:

32



Definition A.4 (Rényi divergence) Let P,Q be two discrete distributions
s.t. Supp(P) C Supp(Q). For a € (1,400), the Rényi divergence of order a is
defined as

RDLPIQ) = (3 (P /@)™

z€Supp(P)

Specifically, the Rényi divergence of order +o0o is given by
RDoo(P[|Q) = max (P(x)/Q(x)).

z€Supp(P)

If P,Q are two continuous distributions s.t. Supp(P) C Supp(Q). For a €
(1, +00), an analogous version for Rényi divergence of order a is defined as

RD.(P||Q) = </es (P)P(x)ag(x)l—adx>

The Rényi divergence admits the following properties.

1
a—1

Lemma A.5 ( [4]) For tow distributions P, Q and two families of distributions
(Pi)i, (Qi)i, the Rényi divergence verifies the following properties:

— Data Processing Inequality. For any function f, RD.(f(P)||f(Q)) <
RD, (P|Q).

— Multiplicativity. RD, (I, Pi||I1; Qi) = [, RDa(Pil|Qi), if {Pi}i are mu-
tually independent and {Q;}; are mutually independent.

— Probability preservation. For any event E C Supp(Q) and a € (1,400),

P(E)*/(a=1) P(E)
RD,(P[Q) Q(E) > RD(P[[Q)

Definition A.6 (Smooth Entropy, Definition 2.3 in [1]) The e-smooth min-
entropy of a random variable X is at least e, denoted by HE (X) > e, if
there exists another variable X' such that A(X,X') < e and Hoo(X') > e.
If ¢ = negl(\), we can omit € and write HS™M for the smooth min-entropy.
Similarly, the e-smooth conditional min-entropy of X given Y is at least e,
denoted by HE (X|Y) > e, if there exists other variables (X'|Y') such that
A((X,Y); (X Y") <e and Hoo( X' | Y') > €.

Q(E) >

Lemma A.7 (Lemma 2.4 in [1]) Let X,Y,Z be correlated random variables
and Z be some set such that Pr[ Z € Z ] > 1 —¢ and |Z| < 2*. Then, for any
&>0, HX (X |V, Z) > HE(X | Y) — A

A.3 Gaussians

Positive Definite. We say that a square matrix 3 € R™*™ iff for every x € R"
and x # 0, it holds that x" ¥x > 0, abbreviated by ¥ > 0. For any X > 0, there

Y
exists a unique matrix V'3 > 0 such that vVEVE = 3.
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Continuous Gaussians. For a positive definite matrix 3, the multivariate n-
dimensional Gaussian function p, : R* — R with matrix parameter 3 centered
at ¢ € R" is defined as

Py (%) 1= exp(—m(x — c)"2 Hx—c)) =exp (—7r H\/E_l(x - C)HQ) .

The continuous Gaussian distribution D of matrix parameter VX over R”
is defined as the probability function proportional to p, s, since fRn Py y)dy =

vdet X for all positive definite 3 and center ¢ € R™, we have

Do (x) i Pys.o(X)
VEST T ety

For convenience, we will omit ¢ if ¢ = 0. We will write D, in short if
¥ = 021 for some Gaussian parameter o > 0.

Discrete Gaussians. For a positive definite matrix X, we represent the dis-
crete Gaussian distribution with matrix parameter v/ 3 over some n-dimensional
lattice A and coset vector u € R" as D , 4uvs With mass function

pys(x)
Dyuvs®) = 220 forx e A
aravE ) =y o

A.4 The Space H

When working with number fields and algebraic number theory, it is convenient
to work with a certain linear subspace H C R*! x C?%2 for some integers s1, 55 > 0
such that s; + 2s5 = n, defined as

H={(z1, - xn) €ER* x C**|xy, 45,4 = T5,75, V] € [s2]}.

As described in the work [38], we can equip H with norms, which would naturally
define norms of elements in a number field or ideal lattice via an embedding that
maps field elements into H. We will present more details next.

It is not hard to verify that H equipped with the inner product induced by
C™, is isomorphic to R™ as an inner product space. We denote © : H — R" as
this isomorphism.

We can equip H with the £ and £, norms induced on it from C". Namely,
for x € H we have ||z|l2 = >, (|z;]*)Y? = \/(z,z) and |z| = max;|zi]. £,
norms can be defined similarly.

A.5 Algebraic Number Theory Background

Algebraic number theory is the study of number fields. Below we present the req-
uisite concepts and notations used in this work. More backgrounds and complete
proofs can be found in any introductory book on the subject, e.g., [19,57].

34



Number Fields and Their Geometry

A number field can be defined as a field extension K = Q(«) obtained by adjoin-
ing an abstract element a to the field of rationals, where « satisfies the relation
f(a) = 0 for some irreducible polynomial f(z) € Q[z], called minimal polyno-
mial of o, which is monic without loss of generality. The degree n of the number
field is the degree of f.

A number field K = Q(«) of degree n has exactly n field embeddings (in-
jective homomorphisms) o; : K — C. Concretely, these embeddings map « to
each of the complex roots of its minimal polynomial f. An embedding whose
images lies in R is said to be real, or otherwise it is complez. Because roots of
f come in conjugate pairs, so do the complex embeddings. The number of real
embeddings is denoted as s; and the number of pairs of complex embeddings
is denoted as ss, satisfying n = s; + 2s2 with o; for 1 < ¢ < s; being the real
embeddings and 0, +s,4i = 05,14 for 1 < i < s9 being the conjugate pairs of
complex embeddings.

The canonical embedding o : K « R x C?*2 is then defined as o(x) =
(o1(x), - on(x)). Note that o is a ring homomorphism from K to H, where
multiplication and addition in H are both component-wise.

By identifying elements of K and their canonical embeddings on H, we can
define the norms on K. For any € K and any p € [1,00], the £, norm of x is
simply [z, = o(2)]],. Then we have that ]|, < alluc - [yl < llzl, - 1yl
for any x,y € K and p € [1, ).

The canonical embedding also allows us to view Gaussian distribution D,
over H, or their discrete analogues over a lattice £L C H, as distributions over
K. Formally, the continuous distribution D,. is actually over the field tensor
product Kg = K ®g R, which is isomorphic to H. Let O : Kr — R” be the
metric isomorphism from K to R™, © is just the concatenation of o and 6.

Ring of Integers and Ideals

An algebraic integer is an algebraic number whose minimal polynomial over the
rationals has integer coefficients. For a number field K, we denote its subset of
algebraic integers by R = Q. This set forms a ring, called the ring of integers
of the number field. The norm of any algebraic integer is in Z. For any modulus
¢q and ring of integers R, we define R, = R/qR to be the quotient ring.

An (integer) ideal T C Ok is an additive subgroup that is closed under
multiplication by R. Every ideal in Ok is the set of all Z-linear combinations
of some basis {by, - ,b,} C Z. An ideal p C O is prime if ab € p for some
a,b € Ok, then a € por b € p (or both). In Ok, an ideal p is prime if and only
if it is maximal, which implies that the quotient ring Ok /p is a finite field of
order N(p).

An ideal p C Ok is prime if ab € p for some a,b € Ok, thena €por b e p
(or both). In Ok, an ideal p is prime if and only if it is maximal, which implies
that the quotient ring Ok /p is a finite field of order N(p). An ideal Z is called
to divide ideal J, which is written as Z|7, if there exists another ideal H € Ok
such that J = HZ. Two ideal Z, J C Ok are coprime if Z + J = Ok.
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Ideal Lattices

Recall that an ideal Z of Ok has a Z-basis B = {by,--- ,b,}. Therefore, under
the canonical embedding o, the ideal yields a full-rank lattice o(Z) have basis
o(B) = {o(b1), - ,0(bn)} C H. According map O, we further obtain a lattice
A = O(Z) C R" with basis B = ©(B). In some cases, we also consider the
coefficient embedding ¢, i.e., the ideal thus also yields a full-rank lattice ¢(Z),
which has basis B.

A.6 Duality

For any lattice £ C K (i.e., for the Z-span of any Q-basis of K), its dual is
defined as LY = {z € K : Tr(zL) C Z}.

Then £V embeds as the complex conjugate of the dual lattice,i.e., o(LY) =
o(L£)* due to the fact that Tr(zy) = >, 0i(x)oi(y) = (o(z),0(y)). It is easy to
check that (£Y)Y = L, and that if £ is a fractional ideal, then £V is one as well.

We point out that the ring of integers R = Ok is not self-dual, nor are an
ideal and its inverse dual to each other. For any fractional ideal Z, its dual ideal is
IV =Z-'-RY. The factor RV is a fractional ideal whose inverse (RY)~!, called
the different ideal, is integral and of norm N((RV)™!) = Ag. The fractional
ideal RV itself is often called the codifferent.

For any Q-basis B = {b;} of K, we denote its dual basis by BY = {b}/},
which is characterized by Tr(b; - b;/) = 0,5, the Kronecker delta. It is immediate
that (BY)Y = B, and if B is a Z-basis of some fractional ideal Z, then BY is a
Z-basis of its dual ideal ZV. If a = Zj a;-b; for a; € R is the unique presentation
of a € Kg in basis B, then a; = Tr(a - bY).

A.7 Prime Splitting and Chinese Remainder Theorem

For an integer prime p € Z, the factorization of the principal ideal (p) C R = Ok
for a number field K (where K/Q is a field extension with degree n) is as follows.

Lemma A.8 (Dedekind [20]) Let K = Q(a) be a number field for a € Ok,
and F(x) be the minimal polynomial of o in Z[z]. For any prime p, the ideal
pOy factors into prime ideals as (p) = p{* ---py’, where N(p;) = pli for f; =
Ok /pi i Zp), and n=37_, e fi.

Moreover if p does not divide the index of [Ok : Z[a]], then we have further
structures as following. We can express F(z) = fi(x)* ... fg(z)® mod p, where
each fi(x) is a monic irreducible polynomial in Z,[x]. There exists a bijection
between p;’s and f;(x)’s such that p; = (p, fi(a)), and f; = deg fi(z).

For each p;, we have p; | pOg, which can be written as p;|(p), and call p;
a factor of (p). We can easily generalize Lemma to the case of composite
number as follows.

Lemma A.9 Let K = Q(«) be a number field for « € Ok . For any composite

number q with decomposition q = Hz pit, where p; is the prime factor of q.

t. €1

Then the ideal qOk factors into prime ideals as (q) = [[; p; i pfgq, where
N(pij) =pl for fi; =10k /pij : Lp,), and nw; = 39 e 5 fi .
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If considering the case that K is a cyclotomic ring, it further enjoys the good
splitting property that e;; = --- =e€;4, and f;1 =--- = f; 4, for each i € [t].

Next we recall the Chinese Remainder Theorem (CRT) for the fraction ideal
over a number field K.

Lemma A.10 (Chinese Remainder Theorem [9]) LetZ be a fractional ideal
over K, and let p; be pairwise coprime ideals in R = Ok, then natural ring ho-

momorphism is an isomorphism: I/(Hi pi)I — P,(Z/piI).

As a corollary of Chinese Remainder Theorem above, the following lemma
states the equivalence of prime ideal factors of ¢R and ¢RY under isomorphism.

Lemma A.11 (Lemma 2.35 of [9]) Let Z,J be integral ideals in an order
O and let M be a fractional O-ideal. Assume that T is invertible. Given the
associated primes of J,p1,P2,.-.,Pk, and an element t € T\ U§:1 p;Z the map

0, M/TM — IM/ITM
r—t-x

induces an isomorphism of O-modules. Moreover, 0, is efficiently inverted given
L,J,M andt, and t can be computed given  and py,--- ,Pk.

In particular, let Z = (RY)~!,J = ¢qR, M = RY, then R/qR = RY/qR".
Finally, as an application of prime splitting and CRT, we have the following
lemma.

Lemma A.12 (Generalization of Lemma 3.5 in [56]) Let R = Z[X]/(X"+
1) with n > 8 a power of 2, p > n be a prime such that (p) = p1---pg,
q = p' be a (constant) power of p. o > /nIn(2n(1 +n2))/7 - p'/9. Let B =
{1, X, , XN=1Y. Then it holds that

PrmeDg’f(B) [z € (Ry)*] >1-g(1/p+2/n*) >1—n(1/p+2/n°).

A.8 General-LWE Problem and HNFLWE Problem

We now provide the definition of the LWE problem, including four versions, e.g.
plain LWE, (non-dual) Ring-LWE |, Module-LWE and HNFLWE. In this paper, we
consider the “non-dual” form of RLWE defined in [46], and various LWE problems
with discrete error distribution for convenience of our analyses and applications.

Definition A.13 (GLWE distribution) Let R be a sub-ring of a number field
K, g > 2, k > 1 be positive integers and x be an discrete error distribution

over Ry. For s € RZ, a sample from the GLWE distribution Aﬁ’q’fx over R’q€+1 18

generated by choosing a & R(’; uniformly at random and error e < X, outputting
(a,b={a,s)+e).
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Definition A.14 (GLWE problem, decision) The decision problem D—GLWEZ’ZX
Rk

3
sy Where s < R’;, and m samples

s to distinguish between m samples from A
Jrom U(RETY).

Definition A.15 (GLWE problem, search) The search problem S-GLWE*

™m,q,X
is given m samples from Ag’qk,x for s & R’;, find s.

We can capture several LWE variants by choosing the appropriate ring R
and dimension k. Let R = Z and k > 1, the problem becomes the plain LWE
problem [p2]. Alternatively, if we choose R = Ok and k = 1, we obtain the
(non-dual) RLWE problem [46]. Furthermore, by taking R = Ok and k > 1, we
get Module LWE [33].

In our compact gadget trapdoor scheme, we need to prove the pseudoran-
domness of public matrix A based on the plain HNFLWE problem where each
entry of secret s follows the same distribution as error x. We only introduce the
plain version of the decision HNFLWE problem (choose R = Z and k = n).

Definition A.16 (HNFLWE problem [2]) The decision problem HNFLWE,, ., 4
1s to distinguish between m samples from AZ;,’;X where s < x*, and m samples
Jrom U(RETY).

For the hardness of these LWE problems, the works of [2,33, 88,44, 48,52]
show these LWE problems are as hard as (quantum or classical) various lattice
problems under various parameter regimes. We summarize the hardness of all
versions of LWE in Appendix .

A.9 General-LWR Problem

The learning with rounding problem in some sense, can be seen as a de-randomized
version of the LWE problem. In this paper, we consider three types LWR prob-
lems, e.g., LWR over Z", (non-dual) RLWR and Module-LWR. To simplify our
presentation, we define a “General Learning with Errors (GLWR)” problem,
which captures the three types LWR.

Definition A.17 (GLWR distribution) Let R be a sub-ring of a number field
K, q>p>2, k>1 be positive integers, and B be a basis of R. For s € (R,)*,
a sample from the GLWR distribution L , (R, B) over (R,)* x R, is generated
by choosing a < (Ry)* uniformly at random, outputting (a,b = |(a,s)]B,)-

Definition A.18 (GLWR problem, decision) The decision problem D—GLWR’E,yq)pyw
is to distinguish between { samples from L’§7q7p(R,B) where s < ¥ C R];, and ¢
samples from U((Ry)* x Rp).

Definition A.19 (GLWR problem, search) The search problem S—GLWRg,q,p,&w

is given £ samples from L’§7q7p(R,B) for s + 1 C R’;, find s.
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For simplicity of notation, we omit the subscript ¥ for the uniform distribution
for the above two definitions. Below the computational problems are all average-
case, where distinguishability /solvability is referred to the case when the secret s
comes from some distribution. We also define their worst-case variants by adding
(W), i.e., (W)-GLWR, where solvability means finding solutions for any s in the
support of ¥, i.e., for any s € Supp()).

The definitions above captures a few LWR variants. For example, let R =
Z,B =1 and k > 1, we obtain the plain LWR problem defined in [5]. Alterna-
tively, by taking R = Ok and k = 1, we get the “primal” form of RLWR over
Ok . Furthermore, if we take R = Ok and k& > 1, the Module LWR is obtained.

A.10 Hardness of LWE

Hardness of LWE. For the hardness of LWE problem, we need the following
lemma.

Theorem A.20 ( [16,52]) Let A € N be a secruity parameter, let n,m,q =
poly(\) be lattice parameters. Let x = Dz, be a discrete Gaussian distribution
with parameter o > 2v/n. There exists an efficient and deterministic reduction
from the shortest independent vector problem (SIVP., ) with v = O(ng/o) in worst
case dimension n lattices to the (decision) L\WE,, ,, 4. problem.

Hardness of RLWE. We define the distribution 7, over error distributions that
was used in the reduction of [49].

Definition A.21 For an arbitrary f(n) = w(y/logn). For a > 0, a distribution
sampled from T, is an elliptical Gaussian D,., where r is sampled as follows:

fori=1,---s1, sample x; < Dy and set r? = o*(z? + f?(n))/2. for i = s1 +
17' -, 81182, Sa'mple TiyYi < Dl/\/i and S@t’/’,? = ri2+52 = ozz(xf—ky?—i—fQ(n))/Q

Then we have the following Theorems:

Theorem A.22 (Combine [49] and [46]) Let K be arbitrary number field of
degree n, R = Ok and_t € (RV)™! such that tRY + qR = R. Let a be the
parameter in Definition , and a < w(y/logn/n), and let ¢ > 2 be an integer
such that ag > w(y/logn). There exists a polynomial-time quantum reduction
from K-SIVP, to (average-case,decision) R-L\WE, +.v, for any

~v < max {w(\/nlogn/a), \/in}

Lemma A.23 (Combine [49] and [46]) With the same notations as Theo-
rem , there is a polynomial-time quantum reduction from K-SIVP, to the
(average-case, decision) problem of solving R-LWE, +.p, using £ samples, where

v < {w(\/nlogn/f) - (n€/log(nt))/4, \@n}
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Hardness of Module-RLWE. For the hardness of Module-RLWE, we have the

following Lemma.

Lemma A.24 ( [48]) Let K be a number field and K'/K be a field extension;
R be the ring of integers of K; R’ be the ring of integers of K’ that is a rank-f free
R-module with know basis B*, ¢’ be a distribution over Kg; and q be a positive
integer. Then there exists an efficient, deterministic reduction from (decision)
RLWE, 4,4+ with respect to R’ to (decision) module-RLWE, ¢ 4. o with respect R,
where ¢ = Trres /1, (9).

Hardness of HNFLWE. For the hardness of HNFLWE, the following lemma
holds.

Lemma A.25 (Lemma 2 in [2]) Let A € N be a secruity parameter, let n,q =
poly(\) be lattice parameters. Let x be any error distribution. There exists an ef-
fictent and classical reduction from (decision) LWE,, 4, problem to HNFLWE,, 4 ,,
problem.

A.11 Entropic RLWE and Noise Lossiness

In this part, we first recall the definition of entropic RLWE problem in [15], then
present the hardness reduction in [15].

Definition A.26 ((Search) Entropic RLWE [15]) Let R be a ring of integers
of a number field K, q be a modulus and n,{ be integers. Let x be an error
distribution on Kgr, S be a distribution on Ry. The ent-sSRLWE, 4 \ s problem is

given £ samples ((a1,b1),-- -, (ag, be)) from As ., where s & S, find s.
We say that the ent-sRLWE, , ,, s problem is (standard) hard, if it holds for
every PPT adversary A that

Pr [A ((01, S ag), {ai “S+ ei}ie{1,~-~ ,e}) = S} < negl()),
$ $ $
where e; <= x,a; < Ry, and s < S.

For the hardness of entropic RLWE, [[15] presented a reduction from DSPR
and RLWE to entropic RLWE for power-of-two cyclotomic ring. To this end, let’s
recall the Decisional Small Polynomial Ratio (DSPR) problem, as defined by
Lopez-Alt et al. [37], the lossiness model called noise lossiness considered in [15]
and some lower bounds of noise lossiness.

Definition A.27 (Decisional Small Polynomial Ratio Problem (DSPR))
Let R be a ring of integers of a number field K and let q be a modulus. Let

v>0. Let g & Dg~ and f & Dg,~ conditioned on f mod q € Ry . Let h be the
Rgy-inverse of f. The DSPR problem for distribution Dg~ asks to distinguish

hg € Rq from a uniformly random a & R,.
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Definition A.28 (Noise Lossiness [14]) Let S C Zy be a distribution of se-
crets, B € R"™ ™ be a real matriz, and o > 0 be a gaussian parameter. The
noise-lossiness measure denoted by v,8(S) is defined by

Vo(S) = Haolsls + ),
$ $
where s < S and e < D,g.

Lemma A.29 (General Distributions [14]) Let o > 0 be a gaussian param-

(ol

eter, ¢ be a modulo such that g > W, S be any distribution on Zy . Then

it holds that
v (S) = Hoo(S) — - log(q/o) — 1.

Lemma A.30 (Bounded Distributions [14]) Let o > 0 be a gaussian pa-
rameter, S be a r-bounded ({3 norm) distribution on Zy . Then it holds that

Ve (S) > HoolS) — vV2mn log(e)

I
=
Then, we have the following reduction for the hardness of entropic RLWE [L5].

Theorem A.31 Assume that DSPR with parameter v and RLWE with a B-
bounded noise distribution x holds. Let S be a distribution such that vy(S) >
nlog(vy-+v/nlog(n))+w(log(N)) for some parameter o. Then entSLWE for power-
of-two cyclotomics with £ > 2nlog g+w(log(X)) samples, secret distribution S and
error distribution @y, is standard hard, where @y, is defined as the distribution
determined by choosing £ elements ey, - , ey from Gaussian distribution x with

parameter oo > O(onlog(n)VIB) and & {0,1}*, and outputting Y, x;.

Remark A.32 We note that the entropic RLWE considered in Corollary
is with continuous error distribution over Kr/qR. However, we require the error
distribution of entropic RLWE to be discrete in our later application. Fortunately,
there exists a simple reduction from entropic RLWE with continuous error distri-
bution to the one with discrete error distribution by making use of the randomized
rounding procedure in [J].

Corollary A.33 Assume that DSPR with parameter v and RLWE with a B-
bounded noise distribution x holds. Let S be a distribution such that v,(S) >
nlog(y-v/nlog(n))+w(log(X)) for some parameter o. Then entSLWE for power-
of-two cyclotomics with £ > 2nlogq + w(log(A\)) samples, secret distribution S
and error distribution Py, defined as Theorem @ above for discrete Gaussian
distribution x with parameter o > O(onlog?(n)v/{B) is standard hard.

A.12 Leftover hash lemma

We will use the following two variants of the leftover hash lemma. Particularly,
the first one is with respect to the case of Z, and the second one is related to
the case of Ok.
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Lemma A.34 (Particular case of Lemma 2.3 in [40]) Let m,n,q € N be
integers and € € (0,1). Suppose s is chosen from some distribution over Zq and

AS Zy<", u & Zy' are chosen independently of s from uniform distribution.
Furthermore let Y be a random-variable (possibly) correlated with s.

— If q is a prime, and Ho(s mod q | Y) > mlogq+ 2log (1). Then we have:
A[(ALA -5, Y); (A, u,Y)] <e.

— If q is a composite number, and Hy (s mod p | Y) > 2mlogq+ 2log (%) for

any factor p of q. Then we have: A[(A,A-s,Y);(Au,Y)] <e.

Lemma A.35 (Generalization of Corollary 5.7 in [36]) Letk,e,q be inte-
gers, € € (0,1), and R = Ok be the ring of integers of a number field K = Q(«)

with degree n, such that ged(q, [Ok : Z]a]]) =1 and e > 2log (%) +2nlogq—2.

Suppose s is chosen from some distribution X over (Rq)k and Y be a random-
variable (possibly) correlated with s, such that Hoo(s mod q | Y) > e for any

ideal qlgR, and a & (Ry)k,u & R, are uniformly random and independent of
s. Then we have that Al(a,(a,s) mod qR,Y), (a,u,Y)] <e.

B Omitted Definitions, Constructions and Proof of
Public Key Cryptography

B.1 Lossy Trapdoor Functions

Definition B.1 ( [1,50]) An lossy trapdoor function (LTF) scheme LTF with
preimage distribution S and image set Y includes the following algorithms:

— Injective Key Generation. LTF.IGen(1*) generates an injective evaluation
key ek and its corresponding inversion key ik.

— Lossy Key Generation. LTF.LGen(1%) generates an lossy evaluation key
ek’.

— Evaluation. LTF.Eval(ek, s) inputs an (injective or lossy) evaluation key
and a preimage s € S, and outputs the image Yy = fek(8).

— Inversion. LTF.Invert(ik,y) inputs an inversion key ik and y € Y, and
outputs the unique preimage 8 = figl(y) such that y = fek(8).

We discuss the following properties of LTF:

— Correctness. For key pair (ek,ik) < LTF.IGen(1*), we require that for all
s € S, with overwhelming probability over LTF.1Gen(1*) that x = f; ' (fek()).

— Ezxpansion. We define the expansion of LTF as x := log|Y|/log|S| and we
expect it to be a constant.

— l-Lossiness. We define that a LTF with l-lossiness (abbreviated by I-LTF)

satisfies that for mutually correlated random variables (s,aux), ek’ < LTF.LGen(1%)

we have

HSMM (5| ek’ feor (8),aux) > HE™M (s | aux) — I(\)
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— Key Indistinguishability. The distribution of injective evaluation key from
LTF.1Gen(1") is computationally indistinguishable from the distribution of
lossy evaluation key from LTF.LGen(1?), i.e. for any PPT adversary A

AdvYR 4(A) := [Pr [A(1* ek) = 1] — Pr [A(1*, ekK') = 1]|

is negligible, with probability under (ek,ik) ¢ LTF.IGen(1*) and ek’ <+
LTF.LGen(1*).

Proof (Proof of ) We separate the theorem ﬂ into several sub-lemmas
and each lemma refers to a property of LTF.

Lemma B.2 (Constant Expansion) Let m = (k + 2)n and k = [log, q] is
a constant. If the preimage distribution S covers U(Z;‘), our LTF construction
has O(1) ezpansion.

Proof. For all s € Zy and (injective or lossy) evaluation key A € Zy™", we
obtain the image y = |A - s] » €Ly Therefore, we compute the expansion as

m-logp

- o).

n-logq

a

Lemma B.3 (Correctness) If p > 2(b+ 1)(2nf + 1) the above construction
has overwhelming probability to inverse correctly in the injective mode.

Proof. This proof is directly from constraints on upper bound of ||Ta || from
lemma, ﬂ and correctness of LWRInvert from theorem p.11l. a

Lemma B.4 (I-Lossiness) For parameters restriction ¢ > p* > nmp@, our
LTF construction has l-lossiness where l = (¢ + X\)logq + nlogp*.

Lemma B.5 (Key Indistinguishability) Let m = (k + 2)n. Our LTF con-
struction achieves key indistinguishability assuming hardness of HNFLWE,, ,, 4
and LWEg 1 ¢,y -

Proof. From the theorem , with the assumption of HNFLWE,, ,, 4, the dis-
tribution of our injective evaluation key A is computationally indistinguishable
from U(Z™*™).
From the lemma @, under the assumption of LWE; ,, 4, the distribution of
our lossy evaluation key A’ is computationally indistinguishable from U (Z™*").
With hybrid arguments, the proof is done. a

O
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B.2 All-but-many Lossy Trapdoor Functions (ABM-LTF)

Next we give the definition of all-but-many lossy trapdoor functions (ABM-
LTF) [28].

Definition B.6 ( [28]) An all-but-many lossy trapdoor function (ABM-LTF)
scheme ABM with domain S and range Y includes the following algorithms:

— Key Generation. ABM.Gen(1*) generates an evaluation key ek, an in-
version key ik and a tag key tk. The evaluation key ek specifies a tag set
T = Te x Tq that contains two disjoint sets of injective tags Tin; and lossy
tags Tioss- Fvery tag t = (tc,ta) is composed of a core part t. € Tc and an
auziliary part t, € T,.

— Evaluation. ABM.Eval(ek, t, s) inputs an evaluation key, a tagt € T and a
preimage s € S, and outputs the image y = fex1(S).

— Inversion. ABM.Invert(ik,y) inputs an inversion key ik, a tagt € T and
y € Y, and outputs the unique preimage s = fl;i(y) such that y = fex:(s).

— Lossy Tag Labeling. ABM.LTag(tk, t,) inputs a tag key tk and auxiliary part
of a tag ta € Taux, and outputs a core part tc € Teore sSuch that (tc,ta) € Tioss-

— Lossy Tag Judgement. ABM.isLossy(tk, t) judges whether the tagt € T is
a lossy tag. If t € Tess, return 1; Otherwise, return 0.

We consider the following properties of ABM-LTF:

— Correctness. For key pair (ek,ik) < ABM.Gen(1*), we require that for all
s € S, with overwhelming probability over ABM.Gen(1*) that x = f; ' (fek()).

— Expansion. We define the expansion of ABM-LTF as x := log|Y|/log|S]
and we expect it to be a constant.

— |-Lossiness. We define that a ABM-LTF with [-lossiness (abbreviated by
[-ABM-LTF ) satisfies that for mutually correlated random variables (s,aux),
(ek, ik, tk) +— ABM.Gen(1), any t, € Taux and t. < ABM.LTag(tk,t,), we
have

H5™oM (5 | ek, t, fot(8),aux) > HIMM (s | aux) — I(\)

— Indistinguishability. Multiple lossy tags are computationally indistinguish-
able from random tags, i.e. for all PPT adversary A,
AdVARs4(A) 1= [Pr [A(1%, ek ABM-Tas0) — 1] Py A1, ek) 7)< 1] |

is negligible, where (ek, ik,tk) <~ ABM.Gen(1*) and O1.(-) is an oracle that
returns a uniform random core tag tc < U(T¢).

— FEvasiveness. We require that lossy tags are computationally hard to find
with access to oracles outputting and judging lossy tags, i.e. for all PPT
adversary A,

AdV,I’-E\\é/R/I,A(A) — Pr [A(l)\’ek)ABM.LTag(tk,~)7ABM.isLossy(tk,-) c 77055}

is negligible, where (ek, ik, tk) <~ ABM.Gen(1*) and A never outputs a tag
t = (tc,ta) such that t. was queried from ABM.LTag oracle on t,.
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We apply the similar strategy in [[13,29,84] to build our ABM-LTF scheme
based on our LTF construction, which is homomorphically evaluating a PRF
circuit. We need the following lemma for homomorphic computation based on
the gadget matrix G with general gadget base b.

Lemma B.7 (Homomorphic Computation [10,17]) Let A be a security pa-
rameter, and n,m,q = poly(\) be lattice parameters. Let b > 0 be a gadget base
such that k = [log, q| is a constant and G € Z’;”X" be the gadget matrix.
Let m = kn. Let {Fx}xen be a circuit family f : {0,1}*N — {0,1} with
depth d = d()\). There exists a pair of efficient and deterministic algorithms
(pubEval, ctEval) satisfying the following properties:

— pubBEval(f € F,{B; € Z;"*"}icu)) — Bx € Zy"*";
— ctBval(f € F,A € Z7" {Ri € Z ™ }icpu), X € {0,1}") — Ry € Z*™.

Furthermore, for all matriz A € Z;**", {R; € Zy**™ }icpu), input x € {0, 1}
such that B; = R; - A+ x[i] - G and d-depth Boolean circuit f € F, we have

By =Ryx A+ f(x)-G

Let x be a f-bounded distribution over Zq. If for all R; <= x™*™, then

[Rx|loo < 2-4%8m2(b—1).

The proof of this lemma is similar to [[17], while generalizing the base b from 2
to any positive integer b < q. We first need the result of Barrington’s theorem
from [g].

Width-5 Permutation Branching Programs. We say that I] is a permu-
tation branching program of length L with input space {0,1}* is a sequence of
L tuples with the form (var(t), 0y,0,0,1) if

— Function var : [L] — [{] takes input as ¢ € [L] and outputs var(t) € [¢], which
associates {-th tuple with bit @y, ().
— Forallt € [L]and i €0,1, oy, € S5 is a permutation on [5].

We next describe the computation procedure of the program IT on ¢-bit input
x = (21, ,x¢). In each step t € [L], the program has a state ¢; € [5]. Initially,
program II begins with starting state (o = 1, computes each state recursively
as (¢ = Oy var(t)(¢t—1) and obtains a final state (;, after L steps. The program [T
outputs 1 if {z, =1, and 0 if {; € {2,3,4,5}.

An important theoretical result in the relationship between a Boolean circuit
C with two-input NAND gates and a width-5 permutation branching program
is stated as below:

Theorem B.8 (Barrington’s Theorem [6]) Every boolean circuit W in two-
input NAND gates with input {0, 1}* and depth d can be transformed to a width-5
permutation branching program IT with length 4% and same input and output as
¥. Furthermore, the branching program II can be computed in poly(€,4d) time
with the description of Boolean NAND circuit W.
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With these powerful tools, we next prove lemma, @

Proof (Proof of @) For every Boolean NAND circuit f with input x € {0,1}*
and depth d, we apply the Barrington’s theorem @ to f and obtain an equiv-
alent width-5 permutation branching program I with length L = 4¢. Thus,
homomorphically evaluating the boolean circuit f is equivaleng to homomorphi-
cally evaluate the branching program II.

For a GSW encoding B = R - A +2G € Z7"*" such that A € Z7"*",
R € Z»™ and x € {0,1}, we define R(B) = R € Z7"*™. We first describe
the homomorphic evaluation procedure related to addition and multiplication of
two GSW encodings B; = R; - A + z;G for ¢ € {1,2} [10,24].

— For addition, HomoAdd(B;, B2) = B; +Bs. It is obvious that R(B; +B3) =
R, + Ry, indicating the norm bound ||[R(B; + B2)||c < |R1llcc + [|R2]00-

— For multiplication, HomoMult(B1,Bs) = G~1(B;) - B2. Rewrite the result
with A, R; and x; where i € {1,2}, we have

G !(B)) B, =G !(B))- (Ry- A +2,G)
=G Y(B)) -Ry- A +22B;
= (G7Y(By) Ry + 22R1) - A + 2125G.

Thus, we have R(G™1(B;)-B3) = G~1(B;) Ry +22R; which is assymetric
between two GSW encodings. Since every entry of G~!(B;) is bounded by
b—1, we have [|[R(G™!(B1) - Bz)lloc < m(b—1)[Rallcc + 2| R1l|oc-

Same as [L7], we represent each state (; € [5] by a binary vector v; which is
unit vector u¢, in 5 dimensions. It holds that for ¢ =1,--- ,L and i € [5],

Vi [Z] = Vi1 [0'1;01 (Z)] : (1 - xvar(t)) + Vi1 [0-1;11 (Z)} * Lvar(t)

=vi_1[t,6,0] - (1 = Tvarr)) + Vie1[Ve,6,1] - Zuar(e)

where ;0 = 0;01 (1) and v 1 = 0';11 (i) can be publicly derived from the de-
scription of I1.

Homomorphic Evaluation of pubEval(¥,B4,--- ,B,). The homomorphic
evaluation procedure takes input as B; = R; - A 4+ ;G for ¢ € [u] and R; +
X™*™ . Since x is a B-bounded distribution, it is easy to verify that | R;||cc < mg.

We maintain a GSW encoding vector Vi, = (Vy1, V2, Vi3, V4, Vis) re-
lated to state vector vy[i] for each t € {0,1,---,L}, i.e Vy; € Z7*" is a
GSW encoding of v[i| for each t € {0,1,---,L} and ¢ € [5] and we denote
Rtﬂ; = R(Vt’j)

— Initialization. Initialize the 0 state as Vg ; := vo[i] - G. Note that Vg ; is a
valid GSW encoding for vq[i] with Rg; = 0.
Compute the GSW encodings of the complements of input bits as Bj =
G — B;. It is obvious that Bj is a valid GSW encoding of 1 — z; with
R; := R(B;) = —R; for every j € [u].
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— Evaluation. The evaluation procedure proceeds iteratively for ¢ € [L]. Given
Vi1 =(Vie11, Vic1,2: Vie13, Vio1,4, Vi_1 5), we compute V¢ by

V., = HomoAdd (HomoMult (Vi_1 4, . o, Buar(t)) » HomoMult (V15,1 , Buar()))

for i € [5].
— Output. Output Vp ;.

The procedure of ctBval(¥, A, {R;}ic[y),%) and the correctness is obvious
so we omit it. We next use the induction on ¢ € {0,1,---,L} to prove that
IRilloo < 2tBm2(b—1).

This statement is no doubt true for ¢ = 0. We assume that the statement
holds for ¢t — 1, from the noise growth property of homomorphic evaluation, for
i € [5], we have

||Rt,i||oo < Qm(b - 1)||Rvar(t)||oo + (1 - xvar(t)) HRt—L"/t,i,o HOO + xvar(t)HRt—L’Yt,m HOO
<2m2B(b— 1)+ 2(t — 1)m?B(b — 1) (5)
=2tm*B(b— 1)

where (B) follows the induction assumption, the upper bound for ||Ryar(#)||cc and
exactly one of Zyar(r) and 1 — yar(y) is 1. Thus, the statement holds for .
We choose the case t = L < 4¢ and complete the proof. a

In [13, 29, B4], the authors utilized pseudorandom function PRF, where our
lossy ABM-LTF tag (t,t,) is defined by a PRF key K € {0,1}* such that
te = PRFk(ta). We encodes each bit of K, then the evaluation key ek consists of
A GSW encodings and both inversion key ik and tag key tk includes the PRF key
K. In the evaluation (resp. inversion) step, we apply homomorphic evaluation
in the public (resp. private) way from lemma to the PRF evaluation circuit.

However, there is no known construction for lattice-based PRF scheme in
NC1 so that directly doing homomorphic computation to the PRF evaluation
circuit results in a super-polynomial modulus ¢g. In order to guarantee a poly-
nomial modulus ¢, we need to apply the method in [32], which is using a fully
homomorphic encryption scheme HE, evaluating the PRF circuit by HE.Eval in-
stead of pubEval to get a HE ciphertext HE.ct related to the PRF value, and then
evaluate HE.Dec on the GSW encodings of HE.sk and HE.ct by pubEval to get a
GSW encoding of the PRF value. The homomorphic encryption scheme is defined
as follows.

Definition B.9 (Fully Homomorphic Encryption [24]) HE is a special kind
of PKE with an additional public evaluation key hevk generated in HE.Gen, an
additional evaluation PPT algorithm HE.Eval and message space M = {0,1}:

— HE.Gen(1*): Input a security parameter X, output a public key hek, a public
evaluation key hevk and a secret decryption key hdk.

— HE.Eval(hevk, C, cty,--- ,ct;): Input an evaluation key evk, homomorphically
evaluate a circuit f : {0,1} — {0,1} oncty,--- ,ct;, and output a ciphertext
cty.
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We require HE scheme has full homomorphism and compactness.

— Full homomorphism. For any boolean circuit C with polynomial depth
L =L()\), and any messages msgy, -+ ,msg; € {0,1}, we have

Pr[HE.Dec(hdk, HE.Eval(hevk, C, {ct; };icpy)) = f(msgy, - -+, msg;)] = 1—negl(}),

where (hek, hevk, hdk) < HE.Gen(1%) and ct; < HE.Enc(hek, msg;).
— Compactness. The decryption circuit is independent of the evaluated circuit

C.

With all the definitions above, we can construct our compact ABM scheme.

Construction B.10 Let A be a security parameter and n,m,q = poly(\) be
lattice parameters. Let S be our entropic preimage distribution over Zy and
Y = Z2™ be the image set. Let PRF : {0,1}% x {0,1}F — {0,1}*2 be a secure
pseudorandom function with key length ko = ko(X), input length ki = k1(\) and
output length ko = ko(\). Let HE = (HE.KeyGen, HE.Enc, HE.Dec, HE.Eval) be a
fully homomorphic encryption scheme with g = g(\) as the secret key length,
g9 = ¢'(\) as the cipherteat length and d = d(\) as the depth of decryption circuit
HE.Dec. Let (pubEval, ctEval) be the homomorphic computation algorithms. Our
ABM-LTF scheme includes the following algorithms:

— ABM.Gen(1%):

1. Sample a lossy matrix A < Lossy(1"”,1™,1% ¢, %) and a uniformly ran-
dom PRF key K & {0,1}*0. Define the tag space as T = {0, 1}z x
{0,1}*1, the core part of tag space as Tc = {0,1}*2 and the auxiliary
part of tag space as T, = {0, 1}*1;

2. Sample HE keys (hek, hevk, hdk) «+~ HE.KeyGen(1*) and describe the de-
cryption algorithm HE.Dec as a NAND Boolean circuit Cpec;

3. Encrypt each bit of K by HE: d; & HE.Enc(hek, K;) for i € [ko];

4. Sample Rp, <£ X™*™ and compute D; = Rp, - A + hdk; - G for each
i € [g], where hdk; denotes i-th bit of hdk;
5. Sample Rent & [—b2, %] >™ € Zy*™ and compute Aent = Rent - A;
6. Output the evaluation key ek = (A, Acnt, {d; }ic[ko]» {Di }iclg)> hek, hevk),
the inversion key ik = ({Rp, }ic[g], Rent, hdk, K') and the tag key tk = K.
— ABM.Eval(ek, t, s): Input ek = (A, Aent, {di }ic[ko), {Di }ilg]> hek, hevk), a preim-
age s € Z7 and a tag t = (fc,ta) € {0,1}F2 x {0,1}%.
1. Let RC; be a circuit which is hardwired the tag ¢ and takes a pseudo-
random key K € {0,1}*° as input, and judge the tag whether is lossy or

not: . (t)
__J0,if tc = PRFk(%a);
RC, = { 1, otherwise.

2. Homomorphically evaluate the circuit RC; on the HE ciphertexts of PRF
key K by HE.Eval, i.e.

ct = HE.Eval(hevk, RCy, {d; }icko));
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3. Homomorphically evaluate the decryption circuit Cpec on the GSW en-
codings {D;};c[g and {ct;G} e[y Where ct; denotes the j-th bit of ct,
ie.

Apub < pubEval (CDeC» {Di}ielg)s {CtjG}jG[g’}) € Zglxn;
4. Add Aent to Apub: A1 — Apub + Aent;

5. Compute and output
A 2m
y KA) .s]pezp |

— ABM.LTag(tk,t,): Input tag key tk = K and an auxiliary tag component
t, € {0,1}!. Compute the core tag component t. = PRF(K,t,) € {0,1}%2.

— ABM.Invert(ek, ik, t,y): Input ek = (A, Aent, {di }ic[ro], {Di}ie[g]; hek, hevk),
ik = ({Rp, }ic[g]s Rent, hdk, K), an injective tag t = (tc,t.) and an image
yezm,

1. Return L if t. = PRF(K, a);
2. Homomorphically evaluate the circuit RC; on the HE ciphertexts of PRF
key K by HE.Eval, i.e.

ct = HE.Eval(hevk, RC¢, {d; }ic[ko));
3. Using ctEval to compute the Matrix
Rt  ctEval (Cbec, A, {hdk;}icrg], {ct;}elq: {RD, Yierg), {[0)i}icrg)) € Zg™;

4. Add Rent to Ryt in order to provide enough entropy: R < Rt + Rent;

- A
5. Let A + R-A+G)
(—R Im) € Zg”zm of A;
6. Run the LWR inversion algorithm to return the preimage

€ Zflmxn. Compute the gadget trapdoor Tz <+

s + LWRInvert(Tz, A, y) € Ly

Parameter Selection. Our goal is to achieve the five properties described in
the , we need the following restrictions:

— LWE¢ m.q.y is hard, B* = mB(b% + 2 - 496m(b — 1)) and q > p* > nmpB* to
guarantee the pseudorandomness of lossy matrix and [-lossiness property of
lossy mode;

— k = [log, q] is a constant which is to ensure the constant expansion property
of our ABM-LTF;

— HNFLWE,, ,, 4.y is hard and m = (k + 2)n to achieve the pseudorandomness
of our GSW encodings;

— p>2(b+1)(2-48m2(b— 1) + mb? + 1) in order to make the LWR inversion
algorithm recover the preimage successfully.

— n > 2¢ and the least prime factor pmin of ¢ satisfies pmin > b?. These are the
prerequisite of applying leftover hash lemma.
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Theorem B.11 Let A be the security parameter and guarantee the constraints of
each parameter above. The consturction ABM = (ABM.Gen, ABM.LTag, ABM.Eval,
ABM.Invert) is an l-lossy ABM scheme which satisfies constant expansion, in-
vertible correctness, indistinguishability and evasiveness.

Lemma B.12 (Constant Expansion) Letk = [log, q] be a constant and m =
kn. If S covers U(Z7), our LTF construction has O(1) expansion.

Proof. Given the public matrix A € Z7"*", for any tag t we compute the matrix
A€ quX" as described in the function evaluation algorithm. For all s € Zj, we

A
obtain the image y = {( A ) . s-‘ € sz. Therefore, we compute the expansion
1
P

as
_ 2m-logp

n o).

n -logq
O

Lemma B.13 (Correctness) Let p > 2(b+ 1)(2 - 498m2(b — 1) + mb® + 1).
If HE is a fully homomorphic encryption scheme and (pubEval, ctEval) satisfies
the homomorphic properties in lemma [BZQ, then the above construction has all-
but-negligible probability to inverse correctly in the injective mode where the
probability is taken over ABM.Gen(1?).

Proof. Let (ek, ik, tk) be the output of ABM.Gen(1*) as described in construction.
Let t = (te,ta) € {0,1}*2 x {0,1}** be an injective tag, i.e. PRF(K,t,) # t,
indicating that RC;(K) = 1. This formula and the homomorphic property of HE
imply that ct is an HE encryption of RC;(K), hence Cpec(hdk,ct) = 1. From
lemma @, Apb =Re A+ G and || R||o < 2-498m?2(b—1) with overwhelming
probability over the sampling of each Rp,. Then A; = R- A + G with R =
Rt + Rene- It is easy to verify that Tz = (—R,1,,) is a gadget trapdoor of
A with norm | Ta| < 2-496m2(b — 1) + mb? + 1. From theorem , with
sufficiently large p > 2(b + 1)(2 - 498m2(b — 1) + mb? + 1) > 2(b+ 1)||T4||, the
LWR inversion algorithm recovers s € Z? from y = | As], successfully. O

Lemma B.14 (I-Lossiness) Let ¢ > p* > nmpB*, * = mB(b* +2 - 4¢8m(b —
1)) and n > 2¢, then our ABM-LTF construction has l-lossiness, where | =
(¢4 \)log g + nlogp*.

Proof. This proof is similar to the proof of residual leakage of all-but-one LTF in
[, Theorem 7.3]. For any lossy tag t € Tiess, in the algorithm ABM.Eval(ek,t, s),

we compute the image y = |A-s], where A = (I{AA) and A « Lossy(1™,1™,1¢, ¢, x).

Next, we illustrate that we can regard A as a lossy matrix from Lossy (17, 12™, 1¢, ¢, x*)
where x* is a f*-bounded distribution over Z,.

We rewrite A = BC + F where B & Zg”'xg, cé ngn and F & X
x5 = - (B - (F .
Then, we rewrite A = BC + F where B = (RB) and F = (RF) Since
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R = Rene+Re; where Rent & [—b2,b?]™*™ and Re; is coming from homomorphic
computation. First, we need to prove that (B,RB) is statistically closed to
the uniform distribution thanks to the randomness extractor B. Though the
detection of remaining entropy in R is hard, the source Rep can provide enough
entropy for R. For every row r'| of R, the term RF at most leaks nlog g bits of
information on r'. Since pmin > b? hence the remaining entropy in r is at least
mlog(2b?) — nlogq > m + nlogq > 2¢logq + O()\) with m = kn and b* > q.
Therefore, the distribution B is statistically closed to U (ngxz). The next goal
is to prove that every entry of RF is bounded by §*. From lemma @ and the
choose of Rent, ||R/loo < 2-498m2(b — 1) + mb?. Therefore, for every column f
of F, |Rf|lco < |R|oc|fllec < mB(2-493m(b— 1)+ b%) = 3* and we can model
F as a 8*-bounded distribution.

Finally, we apply the parameters m* = 2m and 8* to lemma @ to get the
lossiness I = (¢ + \) log ¢ + n log p*. ad

Lemma B.15 (Indistinguishability) AssumelWEy ,, ., and HNFLWE,, ,, 4
is hard, PRF is a secure pseudorandom function scheme and HE has IND-CPA
security. The above ABM-LTF construction has indistinguishability.

Proof. This proof is similar to the proof of indistinguishability of the ABM-LTF
scheme from Libert et al. [34, Lemma 14].

A is a PPT adversary to attack the indistinguishability property. We prove
this theorem by hybrid arguments and the first game is the real indistinguisha-
bility game. Denote W; as the event that adversary A outputs 1 in hybrid 3.

Hybrid 0: This hyrbid is the experiment 0 in the indistinguishability game
defined in B.6. The challenger generates the evaluation key ek as described in the
ABM construction and gives ek to the adversary. The challenger answers each
lossy tag queries by ABM.LTag(tk, -).

Hybrid 1: This hybrid is the same as hybrid 0 except that the challenger
generates the evaluation key ek in a different way. Instead of applying the Lossy
function to generate A i.e. A < Lossy(1",1™, 1%, q), the challenger samples A

uniformly random on Zi"*" i.e. A & Zg*™. From lemma @, under the hard-
ness of LWEg ,, 4.1, the lossy matrix and the uniform matrix are computationally
indistinguishable, hence |Pr[Wy] — Pr[W;]| < nAdvaE?Xg(/\) for some LWE in-
distinguisher Ay.

Hybrid 2: This hybrid is the same as hybrid 1 except that the challenger
samples {D; };¢c[g) in uniformly at random i.e. D; & Zg<™ for all i € &instead
of making each D; be a GSW encoding of the bit hdk;. From lemma , under
the hardness of HNFLWE,, ,, 4, and m = kn > 2n+w(log A -loglog \), we obtain
that [Pr[Wi] — Pr[Wy]| < mgAdv 2™ (\) for some adversary A; attacking the
pseudorandomness in lemma @)

Hybrid 3: This hybrid is the same as hybrid 2 except that the challenger
encrypts ko bits of 0 by HE, i.e. d; < HE.Enc(hek,0) for i € [k¢], instead of
encrypting each bit of the PRF key K. From the IND-CPA security of HE,
|[Pr[Ws] — Pr[Ws]| < kOAdv:_',\‘E?szA()\) for some CPA security attacker A of HE.
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Hybrid 4: This hybrid is the same as hybrid 3 except that the challenger
answers the lossy tag queries by O7:(-), an oracle that returns a uniform random

core tag t. & T¢, which substitute the oracle ABM.LTag(tk, ).

Next, we prove that for a secure PRF, the views of A in Hybrid 3 and Hybrid
4 are computationally indistinguishable. We can use distinguishing ability in Hy-
brid 3 and Hybrid 4 of A to construct a PRF attacker As. In detail, A3 interacts

with a PRF challenger C that uniformly choose a PRF key K & {0,1}*0 and
answer each query M € {0,1}** by returning either PRF (M) or implement-
ing a random function R(-) by lazy sampling and outputting R(M). Initially,
A3 generates the evaluation key ek = (A, Acnt, {d; }ic[ko]s {Di}iclg), hek, hevk) by

sampling A & Zm" Rep & [<b2,52]m%™ | (hek, hevk, hdk) — HE.KeyGen(1%),

d; & HE.Enc(hek,0) for i € [ko), D; & Zy*" for i € [g] and computing

A — RentA. Then Aj gives ek to A and if A makes a lossy tag query for
auxiliary tag t, € {0,1}*, A3 makes a PRF query for image t, to C and re-
turns the result to A. If C uses PRFg(-) (resp. R(-)) to answer queries, then
As perfectly simulate the environment of Hybrid 3 (resp. 4) for A. Therefore,
|[Pr[Ws] — Pr[Wy]| < Advprr, a,(A).

Hybrid 5: This hybrid is the same as hybrid 4 except that the challenger
encrypts each bit of the PRF key K, i.e. d; < HE.Enc(hek, K;), instead of en-
crypting ko bits of 0. From the IND-CPA security of HE, |Pr[W4] — Pr[W5]| <
kOAdeE?;fsz()\) for some CPA security attacker Az of HE.

Hybrid 6: This hybrid is the same as hybrid 5 except that the challenger
makes each D; as a GSW encoding of hdk; instead of sample each D; uniformly
at random. With similar arguments for transformation from Hybrid 1 to Hybrid
2, we obtain that [Pr[Ws] — Pr[We]| < mgAdv -\ (\) for some adversary A;
attacking the pseudorandomness in lemma @

Hybrid 7: This hybrid is the same as hybrid 6 except that the challenger
samples the public matrix A by the Lossy function i.e. A < Lossy(17,1™,1¢,¢),
instead of sample it uniformly random from Zj**". This hybrid is exactly the ex-
periment 1 of the indistinguishability game. From lemma @, [Pr[Wq] — Pr[Wq]| <
nAdvﬁWE’?X; (\) for some LWE indistinguisher Ay.

Therefore, we obtain that

Adviaga 4 (A) < 2nAdvf;,’V"E=j1;fg(A)+2mgAdv;_;§;g (N)+2koAdviie A (A) +Advprr, 4, (A)

which is negligible in . a

Lemma B.16 (Evasiveness) Assuming the hardness of IWEy ., . and HNFLWE,, ,, 4,
the IND-CPA security of HE, and the pseudorandomness of PRF, our ABM-LTF
construction has evasiveness.

Proof. This proof is similar to the proof of evasiveness of the ABM-LTF scheme
from Libert et al. [34, Lemma 13].

A is a PPT adversary to attack the evasiveness property. We prove this
lemma also by hybrid games and the first game is the real evasiveness game. We
denote W; as the event that adversary outputs 1 in hybrid i.
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Hybrid 0: This hybrid is the real evasiveness game defined in @ The
challenger gives the real evaluation key ek to the adversary A, then A request
for the following two types of queries:

1. ABM.LTag(tk,-) : A submits an auxiliary tag ¢, and get the corresponding
c + PRF(K,a) returned. A asks this type of query for ()7 times.

2. isLossy(tk,-) : A submits a tag ¢ = (fc,t,) and get the boolean value indi-
cating whether t. = PRF(K,t,) or not. A asks this type of query for Qs
times.

Finally, A submits a challenge tag t* = (¢,t). A wins if and only if t* € Tjoss
and A never obtained t¥ by an oracle query ;.

Hybrid 1: This hybrid is the same as hybrid 0 except that the challenger gen-
erates the evaluation key ek in a different way. Instead of applying the Lossy func-
tion to generate A ie. A < Lossy(1™,1™, 1% ¢), the challenger samples A uni-
formly random on Z;**" i.e. A & Zyg*". From lemma @, |Pr[Wo] — Pr[Wq]| <
nAdvaé?XE () for some LWE indistinguisher Ay.

Hybrid 2: This hybrid is the same as hybrid 1 except that the challenger
samples {D;};¢[y) in uniformly at random i.e. D; & Zy>™ for all i € &instead
of making each D; be a GSW encoding of the bit hdk;. From lemma , under
the hardness of HNFLWE,, ,, 4, and m = kn > 2n+w(log A-loglog A), we obtain
that |[Pr[W;] — Pr[Wa]| < mgAdv ;") (\) for some adversary A; attacking the
pseudorandomness in lemma

Hybrid 3: This hybrid is the same as hybrid 2 except that the challenger
encrypts ko bits of 0 by HE, i.e. d; + HE.Enc(hek, 0), instead of encrypting each
bit of the PRF key K. From the IND-CPA security of HE, |Pr[Wz] — Pr[W;s]| <
kOAdv:_'?'E'?f;A()\) for some CPA security attacker Az of HE.

Hybrid 4: This hybrid is the same as hybrid 3 except that the challenger
returns two queries in a different way. The challenger maintains a random func-
tion R : {0,1}* — {0,1}*2 by lazy sampling, and returns t. = R(t,) instead of
t. = PRF(K,t,) in the lossy core tag query, and returns the bit ¢, < R(t,) if A
makes a lossy tag judgement query for ¢ = (¢, t,). Since R is a random function,
PI‘[W4] = Q2/2k2()\).

Similarly to the proof of indistinguishability, we prove that for a secure
PRF, the views of A in Hybrid 3 and Hybrid 4 are computationally indistin-
guishable. We construct a PRF attacker As based on the distinguihing abil-
ity in Hybrid 3 and Hybrid 4 of A. In detail, As interacts with a PRF chal-

lenger C that uniformly choose a PRF key K & {0,1}*0 and answer each query
M € {0,1}*' by returning either PRF (M) or implementing a random function
R(-) by lazy sampling and outputting R(M). Initially, A3 generates the evalua-

tion key ek = (A, Aent, {di}icko], {Di }ic[g) hek, hevk) by sampling A & zyxn,
Rene & [—b%,b2™>™ " (hek, hevk, hdk) < HE.KeyGen(1%), d; & HE.Enc(hek, 0)
for i € [ko], D; & Zy»™ for i € [g] and computing Aent < RentA. Then Aj3
gives ek to A. If A makes a lossy tag query for auxiliary tag t, € {0,1}%1, A3
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makes a PRF query for image t, and returns the result from C to A. If A makes
a lossy tag judgement query for tag t = (t.,ta), A3 makes a PRF query for image
t, and returns 0/1 to A, which indicates whether ¢. matches the result from C
or not. As a result, A3 makes @1 + Q2 PRF queries. If C uses PRF () (resp.
R(-)) to answer queries, then Ajz perfectly simulate the environment of Hybrid
3 (resp. 4) for A. Therefore, |Pr[W3] — Pr[W,]| < Advprr, 4, (A).
Finally, with the help of traingular inequality, we obtain that
Q2

Advipm 4 (A) < nAdVETELY (A)+mgAdvield (V) +koAdVRE £ () +Adverr, 4, N+ 50

which is negligible in . a

B.3 Deterministic Encryption

Deterministic public key encryption (DPKE) is a variant of PKE with deter-
ministic encryption and decryption algorithm. The goal of this primitive is to
guarantee the security if the plaintexts are drawn from a large min-entropy dis-
tribution. Here we give the definition that a deterministic encryption scheme
requires the computational indistinguishability of plaintexts from two different
high-entropy distributions.

Definition B.17 A deterministic public key encryption scheme DPKE with mes-
sage space S = Sy includes the following algorithms:

— Key Generation. A PPT algorithm DPKE.KeyGen(1*) generates a public
and secret key pair (pk,sk).

— Encryption. A deterministic algorithm DPKE.Enc(pk, s) takes a public key
pk and a plaintext s € S, and outputs the ciphertext y.

— Decryption. A deterministic algorithm DPKE.Dec(sk,y) takes a secret key
sk and a ciphertext y, and output the plaintert s.

We require DPKE has the following properties:

— Correctness. For (pk,sk) < KeyGen(1*), we have Dec(sk, Enc(pk, s)) with
overwhelming probability over randomness of KeyGen.

— k(\)-Security. Let Sy and Sy be any two distributions over M> which are
efficiently samplable in poly()\) time with min-entropy HS™°"(Sy) > k and
Hsmeoth(S)) > k, then for all PPT adversary A,

AdvIB(P’\}zE’A(/\) = ’Pr [.A(lA7 pk, Enc(pk, sg)) = 1] —Pr [A(1>‘, pk, Enc(pk, s1)) = 1]|

is negligible, where the probability is taken over (pk,sk) < KeyGen(1%), so &

So and s1 <§ Sy

We adopt the construction of DPKE from [, except for some parameter change.
In [[l], the security of DPKE requires the message distribution S to be bounded,
e.g. binary vectors, while we remove the bound limitation. Since we proved the
hardness of entropic LWR in @ for any secret distirbution S over Zg with high
min-entropy, we can change the message space to be Zj instead of {0,1}".
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Construction B.18 Let A be a security parameter, and n,m,p,q = poly(\) be
lattice parameters. Let b be a gadget base. Let S be an entropic distribution over
Zy such that Pr[s ¢ (Zy)* : 8 <= S| is negligible. Our DPKE scheme includes the
following algorithms:

— KeyGen(1*): Sample (A, T4) < TrapGen(17,¢,b). Output pk = A and sk =

— Enc(pk, s): Input public key pk = A € Z**" and a plaintext s +- S, output
|A - 5],

— Dec(sk, y): Input secret key sk = (A, Ta) and a ciphertext y € Z;", run the
LWR inversion algorithm to return the plaintext s <— LWRInvert(Ta, A, y).

Theorem B.19 Let ¢ be a prime and x be a [-bounded distribution over Z,
such that ¢ > p* > nmpf and p > 2(b+ 1)(2nf + 1). Assuming the hardness
of HNFLWE,, , 4. and LWE, ,, 4, our DPKE scheme has k-security for k =
nlogp* + (¢ + A+ 1)log g + w(log ).

Proof. Correctness follows the same way of LTF correctness proof in lemma @

The proof of k-security is similar to [[ll, Theorem 8.2]. From lemma {.3, the
hardness of LWEy,,, 4 implies the hardness of ent-dLWR(g,p,n,m,S) for en-
tropic distribution S over Z? such that HST°°™"(S) > k = nlogp* + (£ + A +
1)log ¢ + w(log A). Let Sg and S; be two distributions with smooth min-entropy
at least k. With the hardness of HNFLWE,, ,, 4., we have the following distribu-
tions computationally indistinguishable:

C

(A A - s0]p) = (A, [A-50],) ~ (A, [ul,) = (A, |A-51],) = (A, [A - s1],)

where A comes from the first term in TrapGen(1*,q,b), A & Ly, u < Ly
sg + Sp and s < S;. Therefore, we obtain the advantage of a PPT adversary
A in attacking k-security:

A)

k n,m, n,m,q,p,k
AdVD(PKE,A()‘) < QmAdese,Aqg()‘) + 2Advent—dglf)WR,.A1 (\)

which is negligible. |

B.4 Public Key Encryption with Selective Opening Security

In this appendix section, we recall some notions of cryptography primitives with
the standard security model which we used in our LTF and ABM construction.

Public Key Encryption. A PKE scheme with message space M = M con-
sists of the following three PPT algorithms:

— PKE.Gen(1*): Input the security parameter and output a public key pk and
a secret key sk.

— PKE.Enc(pk, msg): Input a public key pk and a message msg € M, and
output a ciphertext ct.
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— PKE.Dec(sk, ct): Input a secret key sk and a ciphertext ct, and output a
message msg € M or L.

The correctness refers to that for all message msg, for (pk, sk) «+- PKE.Gen(1?),
PKE.Dec(sk, PKE.Enc(pk, msg)) = m holds overwhelmingly where the probabil-
ity is taken from the randomness in PKE.Gen and PKE.Enc.

We adopt the following definitions related to efficiently samplable, explain-
able and re-samplable from [28].

Definition B.20 (Efficiently samplable and explainable) A discrete dis-
tribution S is efficiently samplable and explainable if every element s can be
explained by sampling from a uniform randomness R. There exists PPT algo-
rithm Sampg and Explg satisfying that

1. Sampg(1%; R) where R & {0, 1Y1Bl samples exactly from S;
2. For all s € S, Explg(s) returns randomness R such that s = Sampg(1*; R).

Definition B.21 (Efficiently re-samplable) Let N = N(A\) > 0 and n =
n(A). A joint distribution dist over ({0,1}™)N is efficiently re-samplable, if ther
exists a PPT algorithm ReSampyg, such that for all T C [N] and any partial
vector msgl := (msg})icz € ({0,1}")], ReSampy,, (msg?) samples from dist
conditioned on msg; = msg;, fori € T.

IND-SO-CCA Security. We first recall the following experiment ExpLNKDE'FAO,'Nﬁ,A
between a challenger C and an adversary A for b € {0,1} and polynomial N =
N(A).

1. At the beginning, C runs (pk,sk) +- PKE.Gen(1*) and sends pk to A;

2. Ais given 1* and pk as input and an oracle to PKE.Dec(sk, -), chooses an ef-
ficiently samplable, explainable and re-samplable joint distribution dist over
MPN | and sends dist to C;

3. C samples msg, := (msg;)ic[n] & dist and R := (Ri)ie[n & (Rpke.Enc)Y
where Rpke.enc refers to the randomness space in PKE.Enc. Then C computes
C := (ct;)ien] < (PKE.Enc(pk, msg;; R;))ic(n] and sends all ciphertexts C
to A;

4. Ais given C as input and an oracle to PKE.Dec(sk, ), selects a subset Z € [N]
and sends 7 to C;

5. C re-samples msg, from dist conditioned on (msg;);cz and sends (msg;, R;)icz
and msg, to A;

6. Ais given (msg;, R;);cz and msg, as input and the decryption oracle PKE.Dec(sk, -),
finally outputs a bit b" € {0,1};

We require that A never submits a received challenge ciphertext ct; to the de-
cryption oracle. We say that if a PKE scheme has IND-SO-CCA security if for all
PPT adversary A and polynomial NV,

IND-SO-CCA IND-SO-CCA IND-SO-CCA
AdVPKE,A,N (A) = ’Pr [EXpPKE,A,N,O A\ = 1} —Pr {EXPPKE,A,N,I (A) = 1} ’

is negligible.
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Lossy Authenticated Encryption. A LAE scheme with key space {0, 1}2* and
message space {0, 1}¥ for k = k()\) consists of the following two PPT algorithms:

— E(K,msg) : Input a secret key K € {0,1}?* and a message msg € {0, 1}*,
output a ciphertext ct.

— D(K,ct): Input a secret key K € {0,1}2* and a ciphertext ct, output a
message msg € {0,1}* or a decryption failure symbol L.

We consider the following properties:

— Correctness. D(K, E(K, msg)) = msg holds for all K € {0,1}?* and msg €
{0,1}%.

— Authentication. This security notion is defined by the following game be-
tween a challenger C and an adversary A.

1. At the beginning of the game, C samples a uniform key K & {0, 1}2F,
2. One Time Encryption Query. A is given 1* as input, chooses and
sends a message msg € {0, 1} to C, and get the ciphertext ct + E(K, msg)
from C.
3. Many Times Decryption Query. A queries for the decryption of a
ciphertext ct through a decryption oracle D(K, -) polynomial times.
4. A wins if A outputs a valid ciphertext ct* # ct, i.e. D(K,ct*) #.L.
We require that the probability of winning the game for every PPT adversary
A is negligible.
— Lossiness. For message msg € {0, 1}*, let Dy be the distribution E(K, msg)
where K & {0,1}%%. For any msg,, msg; € {0,1}*, the two distributions
Dinsg, and Dpsg, are identical.

Universal Hash Function. Let UH C {h : {0,1}f — {0,1}!} be a family of
universal hash function, then for any distinct z1, 22 € {0,1}*, we have

fr [h(z1) = h(zz)] < 27
h<UH

Lemma B.22 (Leftover Hash Lemma) For any integers d < k < I, let
UH C {h:{0,1} — {0,1}¢=9} be a family of universal hash functions. Then,
for any random distribution X over {0,1} such that Hoo(X) > k, we have

<9751

SD(A(X), U({0, 114 [ h), 5, <

Our compact LTF and ABM-LTF can be adapted to the black box construction
of PKE scheme with SO-CCA in [28]. Next, we present the construction from
Hofheinz [28]. We require the following ingredients:

— A lossy trapdoor function LTF = (LTF.IGen, LTF.LGen, LTF.Eval, LTF.Invert)
with domain {0, 1}* and lossiness l;

— An all-but-many lossy trapdoor function ABM = (ABM.Gen, ABM.Eval, ABM.Invert, ABM.LTag)
with domain {0, 1}¥ and lossiness 1;
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— A universal hash function family UH = UH, with UHF h : {0,1}1 — {0, 1}2*
for some n = n(A\) and k = k() such that L — Iy — I; — 2k = w(log ).

— A lossy authenticated encryption scheme LAE = (E, D) with key K € {0, 1}2*,
message m € {0,1}* and ciphertext ct € {0, 1}2~.

With the cryptography primitives above, we have the following PKE = (PKE.Gen,
PKE.Enc, PKE.Dec) scheme.

— PKE.Gen(1?):
1. Sample (ekg,ikg) « LTF.IGen(1%), (eky,iky,tk) < ABM.Gen(1*) and
h & un;
2. Output pk := (ekg, ekq, h) and sk := (ikg, eky, h);
— PKE.Enc(pk,m): Input pk = (eko, ek;, k) and a message m € {0, 1}*.
1. Sample s & {0,1}£ and compute the LAE key K < h(x);
2. Encrypt m by the LAE scheme ct + E(K,m);
3. Compute y, < LTF.Eval(ekg,z) and y,; < ABM.Eval(eky, (tc,yq), x)
where tc + Samp-_ (1% Ry,);
4. Output C := (ct, yg, te, Y1)-
Notice that the randomness in PKE.Enc is (s, R:,).
— PKE.Dec(sk, C): Input sk = (ik, ek, h) and C' = (ct, yq, tc, Y7 )-
1. Compute s < LTF.Invert(iko, y);
2. If y, # ABM.Eval(eky, (tc,yy)), return L;
3. Compute K <« h(x) and output m < D(K,ct).

The proof of IND-SO-CCA security is already done in [2§] and [29], so we
omit it here.

For a post-quantum instantiation of the PKE scheme with IND-SO-CCA
security, we choose the LTF and ABM scheme to be our [y-LTF from Con-
struction and [;-ABM-LTF from Construction @ with same preimage
space Zq. Apart from the inner constraints of LTF and ABM-LTF, we need
nlogq—Ilp—11 — 2k = w(log A). Therefore, with the compact expansion property
of our LTF and ABM-LTF, we can obtain a SO-CCA PKE scheme with compact

. ‘ct‘ .
expansion (W is constant).

C Omitted Proof

C.1 Proof of Lemma @

Lemma C.1 (Lemma @) Let n,m, £, p,p*,q, B be positive integers such that
g > p* >nmpp, and x be o f-bounded distribution over Z,. Let (s,aux) be a pair
of correlated random variables with s distributed according to some distribution

§ C Zy and Prs [ s¢ (Z:})* } < 8, and let A be a matriz independently output
by the algorithm Lossy(1",1™,1¢ q,x). Then fore =272 +6+27* ! anye’ >0
and any every function f taken input over S, we have:

HL(f(s) | A [A-s]p,aux) = HL(f(5) | [8]qpm aux) = (£ +A) loga.
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Proof. According to Definition @, A can be written as A = B - C + F, then
|A-s], =|B-C-s+F-s],. Furthermore, |[B-C-s+F -s], can be written as

[BCos 4 Fosly= [BCost LR L5l 4 LF(a o],
p P g .

def . ~

We define the set I = {i € [m]: [(B-C-s+ LF- lep*)i]p # (A s)i]p},

where (x); denotes i-th coordinate of . Let Z = { (i, | (A - s)i]p) i€}, and

it is not hard to see that (A, |A - s],) can be reconstructed completely given
B,C.F,Cs, 1% |s]p-, Z. Therefore:

HE*(f(s) | A, |A - s],,aux) > HS*5(f(s) | B,C,F,Cs, ]%Ls-\p*,Z,aux).

Next we show a lower bound for the right hand side by bounding the min-entropy
loss given Z. To do this, we first bound the probability that the size of I is large:

Claim C.2 Prg crs[/I| > A\ <0+ 2741 4272,

Proof. We can divide the event |I| > X into two conditions: s € (Zg)* and
s¢ (ZQ)* and obtain:

B 0= g [l ] o 2

+ g%s[|l|>A|se(Zj;)*}-Psr[se(ZZ)*} (6)

3Ly

B,
gf;r[sgé(Z’;)*}+Byng,S[|I|>)\|se(Z’;)*}.

Then, we have Prgcrs[|I|>A] <+ PrecFs [ [I| >\ |se (Zg)* ] So
our next step is to bound Prg c r,s [ [I| > |se (ZZ)* }

For any s € (ZZ;)* and independently chosen matrix C & Zf;xn, C-sis
uniformly distributed over Zf;. Thus by the lower bound of |(Z$)* |, Prcs[C-s €
(Zg)* |s e (Z;‘)*] > 1-27%*1. Now we further divide Prg ¢ s [|I\ >A|se (ZZ)* }
into two cases as follows:

25 >3 o< @)

Ly

- b 111> 7] se(z)",Cs¢(2))] B

Ly )

—

Cosg(z) |se ()]

boBu, >3 1se @) coac @) ] prle e @) 1ae @)].

b 7S b
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Combining the above equation with (@), we have

Pr [lI] > A]
B,C,F,s

<5+g7rs[C~s¢ () 1se @)+ Br |lIl>Alse(zp),Cose(z))]

DR

<é+27e Pro (1> A|se (z)) Cose (z) .

(7)
It’s easy to see
* 0\ * N O\ *
sl [|I| >A|se(z!),C-se (z)) } =B [|I| >A|C-se(Z) }
asC-s € (Zg)* implies s € (Zf;)*, 50 it’s remain to bound Prg c F s [ I >A|C-se€ (Zg)* }
To do this, we denote the i-th column of the matrices B and F as as b; and f;, re-

spectively. We fix s and C such that C-s € (Zg)*, and compute Pr[|I| > A | C, s].
For simplicity, we omit the condition C and s below as they are fixed now. Then,
according to our definition of I, we have for every i € [m]:

Pl =pe| LA o], # 1B C st 1P 5],

= Pr ([1csb 4 Ldsly f)+ L (100 stp*ﬂp £ 1(C-,0) + LTy, £y ]
<7 [(©osb)+ Lilsl g eborder (|4 (1. Ds - 15, )])] @)

-3 Pr { <s - I%Ls-‘p*,fi>‘ =7 } Jr { (C-s8,b;) + Z% (L81p+, F.) € borderp,q,u(r)}
[
o[ )]

<"l (10)

where v = L ([s]p+, f;) — [;E([s]p. fi)] and (E) follows from the definition of
a “border”, (IE) follows by Lemma @ and the uniformity of (C - s,b;) over Z,
and ([L0) follows since each entry of s — | s],+ is bounded by 51 in absolute
value, and each entry of f, is bounded by  in absolute value.

From the above, we have that E[ || | =", E[i €] =3, Prl[iel]<
1. Furthermore for ¢ € [m], the events ¢ € I are mutually independent, as their
probabilities are based on independently chosen b;’s and f,’s. Therefore, by the
Chernoff bound, we have Prg g [ I|>A|C-se€ (Zg)* } < 27 for any fixed
s, C satisfying the condition. Using Equation (H) and the above calculation, we
have

Pr [[I|>A]<d+27 4274
B,C,F,s
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This completes the proof. a

The bit-length of Z is |I|(log m+log p), which is upper-bounded by A(logm+
log p) with overwhelming probability, i.e., 1 — = 1—(§+27¢1427*). Therefore,
we have

HE e (f(s) A, \_A-s]p,aux) > HS ™ (f(s) | B,C,F,C - S,I%Ls-\p*,Z@ux)
> HZ(f(s) | B,C,F,C-s, I%[s]p*,aux) — A(log m + log p)
> HZ(f(s) | B,C,F, 1% |8]p+, aux) — Llog g — A(log m + log p)
> H(/(3) | L8]y au) = (€+2)loga

= HZ(f(5) | [8]p+,aux) — (£ + ) logg.

where the second and the third lines follow by Lemma @ and Claim and
the last line follows by g > p* > mp. This completes the proof of Lemma {.3. O

C.2 Proof of Theorem Q

Theorem C.3 (Theorem Q) Let n,m, £, p,p*, q, B be positive integers such
that ¢ > p* > fnmp, x be a B-bounded distribution over Z, and S be a distribu-
tion on Zy. Then we have the following:

— There exists a poly-time reductions from LWEy p, 4., to ent-dLWR(g, p, k,m, S),
for which q is a prime and Rqp+(S) > (£ + A+ 1) - log(gq) + w(log(A)).
— There exists a poly-time reductions from LWEy p, 4. to ent-dLWR(g, p, k,m, S),
for which q is a composite number and Rq p« (S mod p;) > (£+A+2)-log(q)+
w(log(N)) for any factor p; of q.
Proof. We only prove the first result of the theorem. The proof of the second
result works in complete analogy.

Our target is to prove the following: under LWEy ., 4, assumption with pa-
rameters in the theorem, we have

CEblesl) = CRLET) a

where A & 27 a & 705 & 8,0l 7,
By Lemma @, we can replace the uniformly random A with lossy A to

(L L)) = Clel Liask))
By Lemma [1.d, for ¢ = 27 + 6 + 2=*! and any ¢’ > 0, we have:

H (s | AL A - s],) 2 H(s | [8]gp) — (£+A)log(q)
>+ X+1)-log(q) +w(log(N) — (¢ + X) log(q)
> log(g) + w(log(A)).
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On the other hand, it’s clear that Hoo(8) > Hoo(S | [S]gp<) = (0 + A+ 1) -
log(q)+w(log(A)). Then Pr [ s¢ (ZZ)* ] =Pr[s=0]< ¢ AtD.g-wlogd) <

g~*, which means that § can be set as ¢~*, and thus e = 2°* 4+ ¢~ + 2741,
Combining above with leftover hash lemma as Lemma ;.34‘, we have

Clbhes))=CLl-[a])

The exact statistical distance is bounded by 2-w(ogA)  Finally, we replace the
lossy A with uniformly random A to get:

CLal (8= CEHEs)
al|l’| |ulp a|’| |ulp .
Combining the above three hybrids proves (@)
By a simple hybrid argument as [ll], we can further prove the desired state-

ment

(A, [As],) ~ (A, [ulp).

C.3 Proof of Claim .3

To prove claim @, we need the following estimation of sum of each prime’s ¢t-th
power.

Lemma C.4 Lett > 2 be a positive integer and {p; };>1 be all different sequenced

o0
primes. We have Y pi_t < 9—(t=1)
i=1

Proof. In the case t > 3,

[e’e) [o'e) 3 —t e o]

—t —t —t N\ —1 —t —t
Y opit<2t 43T Y (2) =2t 1+ +)
i:1pz (24) (2) j=2j

=2

3\ i

=97 t. (1 + <) +/ xtd:c>
2 1

_ot 14 (3 _t+i )
2 t—1 '

For the case t = 2,

ipﬁ < if? —1- i(mﬁ
=1 =1 1=2

I
8

NI

|

|
| —
Z\
(]2

5

|

—
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Claim C.5 (Claim f.3) We have

— If1<i<n—1,Pry[E |Ei 4] > 127",
— Pry,[En | Enc1] = ¢(q)/q, where @ is the Euler totient function.

Proof. First, we can get a lower bound for each Pry,[E/ | E/_,] where the prob-

ability is taken from u; & Ly, Forall1 < j <k,

Pr [E]|El,]= Pr [D}[D]]

uﬂ—ZfI”j uw—ZZ'j
= Pr [w¢span{uy,---,u;—1}| D’ ]
uﬁ—Zgj
=1— Pr [wespan{ui,---,ui_1}|D? ]
uﬂizgj
—1_ p.—(n—i+1)‘

J
Since the k random variables (u; mod g;) for j € [k] is mutually independent

when u; <$4 Zg, we observe that for all 1 <1 < n,
Pro[E|Ea)=]] Pr (€ JE =T (1-5""").
ulﬁzg j=1 uiﬁzgj j=1

If1<i<n-—1, by Lemma @ and union bound,

k
Pr [E |Ei1] 21— Zp;(”ﬂﬂ) > 1 -9 (n=1),

u; ﬁZg j=1

For the case i = n,

: ()
Pr [E, |Eo]=[[(1-p;1) = L.

u, &Z; j=1 q

C.4 Proof of Theorem and Lemma

Proof (Lemma ) It is easy to verify the correctness Ta - A = G. The
pseudorandomness of A is directly based on the lemma . For the upper bound
of the trapdoor’s quality, since R < x*"*2"  with overwhelming probability we
have

[Talloo = [Rlloc +1 <208+ 1.
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Proof (Theorem ) We prove the three algorithms TrapGen, LWElnvert and
LWRInvert listed in Section @ satisfy the properties.

From lemma , proof is done for TrapGen.

For the LWE samples (A,c = A - s + e), we compute

Tpr-c=G-5+Tx -e.
Note that [|Ta - €[l < || TAlloo - ||€]|co- With lemma 5.19, we can successfully

output the secret s from DecodeG(T 4 - c) if the error norm |le|| < m

With LWR samples (A, c = [A-s],), the algorithm LWRInvert first transform
¢ to the form of LWE samples

¢ - BCJ _ Lq? EASH _ Li.(g.A.s+e’)J _Asto

where € € (—1/2,1/2]™ and e = [(¢/p)e’] = (¢/p)e’ + € for some e”
(—=1/2,1/2]™. Hence |le|lcc < (¢/p + 1)/2 < q/p. Therefore, as long as p

2(b+1)||TAllco, the error norm |le]|o < m then DecodeG(T4 - ¢’

Vol

~—

O

recovers s successfully.

C.5 Proof of Theorem @

Theorem C.6 (ent-RLWE, 4 s to ent-sRLWR, , 5 ¢,s, Theorem @) Let
q>p>2,n,L B be positive integers such that ¢ > 18pBfn, R be a ring of inte-
gers of a number field K with degree n, B be a basis of R. Let x be a B-bounded
distribution over R with respect to basis B, S be a distribution over R;. Then
there exists a poly-time reduction from ent-RLWE, 4, s to ent-sSRIWR, , B ¢.s

Proof. Set 8 = 2B. Then the reduction can be obtained by the following two
steps:

ent-RLWE, ; s~ ent-RIWEy 417, (B).5 —2 ent-sRIWR, , 5 ¢.s.
The first reduction is straight-forward: given ¢ samples (a;,b;) € R, x R, where

s& s , the reduction just adds independent samples from Ug(B) to each b; of the
basis B. It is easy to see the reduction maps the uniformly random distribution
to itself, and A; , to A y4v,, concluding the analysis of this part.

For the second reduction, we can bound the RD between samples from the
two distributions. Thus, a solver of RLWR (as is) can be used to solve the Ring-
LWE with the specified parameters.

Let X, be the distribution of a single ent-RLWR,, , B.s sample, and let Vs be
that of a single rounded RLWE, , yv, s sample under basis B. By our setting
of parameters 3 = 2B, the coefficients of e < x + Ug with respect to B are
B’-bounded, where B’ = 3B. By the definition of Rényi divergence,

U130 - By = e Tn)
1

! Pre<—x+Uﬁ(La s+elpyp=la-slBp)

= Ea(—R
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Next we define the set

q 1 q 1
border, ,(B') = {x €Zg: e (Lx]p — 2) < B’ or ) <Laﬂp + 2) —x< B’}.

For any t € {0,--- ,n}, we define the set BAD,; = {a € Ry : |{i € [n],(a-s); €
border, ,,(B’)}| = t}, where (a - s); is the ith coefficient of a - s with respect to
the basis B. Fix t and a € BAD,;, and below we do a case analysis:

— for any ¢ € [n] such that (a - s); ¢ border, ,(B’), we have
Pril(a-s)i+eilBp=[(a"s)ilB,] =1L

— For any ¢ € [n] such that (a-s); € border, ,(B’), the event |(a-s);+e;|Bp =
l(a-s)i]B,p holds at least in one of the two cases: (1) e; € [-B’,---,0] or
(2) e; €10,---,B].

Even though the coefficients of e (with respect to B) might not be independent,
and thus bounding Prec v, (la-s+ €]y = la-s]B,) is not straight-forward.
To tackle this, we decompose e = €’ + €’ where ¢/ « x and €’ + Ug(B),
and note that the coefficients of e dominates those of ¢’ (as 8 = 2B). More
importantly, the coefficients of e with respect to B become independent of each
others (in distribution) when we condition on €’. Since a € BAD; 4, a has exactly
t coefficients in border, ,(B’). Without loss of generality, we assume that the first
t coefficients of (a - s) € border, ,(B’), i.e., (a-s)1,...,(a- s);. Next we would
like to bound

Prila-s+elny = La-sTa,y] =Pr[vi € [f] (a-s)i +eilnp = L(a-s)ilm,)-

We know that for any i € [t], the event |(a-s); +¢;]Bp = |(a-5);]B,p, happens
if e/ + ¢} falls belong to the correct half. Since €] is B bounded and § = 2B, this
happens with probability at least 1/4 over the choice of e]'. As the {e] };c[q are
independent, we have

Privi € 1] [(a-s)i +eilmp = La- )]s, = (1/4)"

On the other hand, s € § C (Ry)*, so a-s is uniformly random over R, implying

’ n—t ’ t
Prla € BAD, ;] < (7) - (1 - %W) (%ﬂ”) . Conditioning over
the event a € BAD, ;, we have

3|border, ,(B’)| )”

RD(X,[Y.) < 4" Prla € BAD, ] = (1 n -
t=0

By the definition of RDs, it is easy to see

)

3|bord B’ n
RD(X{|70) < (1+ M)
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for ¢ independent samples.
Define the functions f(n) = \;%, and g(n) = +/Pr[Y =n|. By the
rly=n
properties of Lemma @ and Cauchy-Schwarz inequality, we have that for
14 2
any event F, Pr[y‘g € E] > %. Further more, Let E be the event
{(a,b) : Search(a, b) = s},

Prq[Search(a, |a - s]B,) = 5}2
(1 + 3\borderq,p(B’)|)fn

Pra.[Search(a, |a s+ elpy) = 5| >

The desired conclusion follows from |border, ,(B’)| < 2pB’ and the parameter
settings in the theorem. ad

C.6 Proof of Lemma @
Lemma C.7 (ent-SRLWRq’p,B,gr’g to (W)'pi'RLWRq,p,B,Z”,Sa Lemma @)

For every i € {1,---,g}, there exists a deterministic poly-time reduction from

ent—sRLWRq’p,B_[/_,g to (W)—pi—RLWqu’B’gwyg, where ¢! = gﬁ”.

Proof. To prove this theorem, we will work on an arbitrary ¢ € {1,---,g}. The
same argument can be extended to all the other i’s. Throughout the rest of the
poof, we will view ¢ as an arbitrary fixed index.

We first observe a simple fact. For k € {1,---,g}, let o5 be an automor-
phism that maps pg to p;. We know that all these automorphisms exist as
K = Q[X]/(X™ 4+ 1) is a Galois extension. Then the reduction proceeds as
follow.

— For each k € {1,--- , g}, the reduction runs through the following steps.
e Make ¢ queries to the oracle L, 4, (R, B).
e For each given sample (a,b), transform it to (ox(a), or(b)).
e Send the ¢’ transformed samples to the p;-RLWR,, , B ¢ s oracle
e Upon receiving the answer z € R/p; R, store o, '(z) € R/piR.
— Next, the reduction combines all {o, " (2)}ref1,... g3 by the Chinese Remain-
der Theorem. Then it outputs the combined value s’ € R,,.

We now show that for each k € [g], o} * () = s mod pj, R. To show this, we
prove that the distribution of the transformed samples is correctly distributed as
the p;-RLWR, ,, B,¢ s oracle requires. Particularly, for each (a,b) < Lg 4 ,(R, B),
ox(a) is uniformly random in o4 (R,) = R4 as o is an automorphism. Further-
more, it’s easy to see o(S) = S, since the effect of o on s € S is just a per-
mutation of the coefficients (up to a sign). Next we would like to show that
0, (b) = |ok(a) - ox(s)]B,p- If this holds, then (ox(a), 0% (b)) would be the correct
distribution that the p;-RLWR, ,, B¢/ s oracle expects, and then the oracle would
return = oy(s) mod p; R (with a non-negligible probability). Thus, we have
o' (z) = s mod piR. Now we focus on proving oy (b) = |ox(a) - 0x(s)] B p-

We analyze the term b = |a - s]B . Without loss of generality, we write a -
smod ¢qR = Z?_Ol a; X" for a; € Zg, i € [n]. When rounding with respect to this
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. . -1
basis, we can write b = > |«

ave oy, = oy, i—0 L =>4 lolpok ). Next we observe that
h b mHa X P el pon(XY). N b h

i1,X" € R,. By taking the automorphism oy, we

or(a-s mod qR) = oy(a)-or(s) mod qR, which is also equal to ok (>0 o oszz)
Then we have |0y (a)-0%(s) B,y = Lok (Xrcg @i X)) By = [0y aioe (X)) B,

On the other hand, we know that o}, acts as a permutatlon over the basis (up
to a sign), i.e., ox(B) is equivalent to B up to a signed permutation. In addition,
it holds that |—x] = —|z] for rounding function |-| and any x € Z. Thus,

n

lok(a) - ok(s)]B,p = {Z%% W = lailpor(X7) = ok(b).

Bp =1

Finally, by the Chinese Reminder Theorem, s mod pR can be reconstructed
from {s mod pyR}{_,. Since the secret distribution S has support over R, C R,
we have s = s mod pR. This completes the proof. a

C.7 Proof of Lemma @

Lemma C.8 ((W)-p;-RLWR, ;5,075 to (W)-D-RLWR _ , , <, Lemma f.§)
Letp | q. For anyi € {1,--- ,g}, and ideal p; with N(p;) = p™/9 = p® where ¢ > 1

is a constant integer, there exists a probabilistic polynomial time reduction from
(W)-pi-RLIWR , B.¢7.s to (W)-D-RLIWR|, , g 4 s where S can be any distribution

over Ry, " = p°l-poly(1/¢e), and € is the advantage of the (W)-D- RLWRq »BALS
oracle.

Proof. At a high level, the reduction recovers s mod p;R by trying each of
its possible values, and uses the (W)—D—RLWR;pyB’Z’S oracle to determine which
trial is correct. For each trial, the reduction transforms samples from L, , ,(R, B)
so that the resulting samples are distributed according to L ! (R,B) if the

trial equal to the value of s mod p; R, or otherwise, L’ q.p(I5;B). Then the (W)-

D‘RLWRé,p,B,e,s oracle can be used to distinguish the two cases, and thus the
reduction can determine whether this trial is correct. Since there are N(p;) =

= poly(n) possible values, the reduction’s running time is upper bounded
by a polynomial. Moreover, the reduction needs to call (W)-D- RLWRq pB.LS
poly(1/e) times in order to get a sufficient confidence, and each call takes ¢
samples. Thus, in total the reduction needs up to £ = p°¢ - poly(1/e) samples.

Below we just describe the transformation, and note that the other steps of
the reduction are trivial (ref. [B8]). Given a sample (a,b) < L; 4,(R,B) and a
trial value g € 1, the reduction computes a sample

q
(a',b) = (a—i—pv,b—i—h—i—vg) € Ry X Ry,

where v € R, is sampled according to the distribution that is uniformly random
mod p; R and 0 mod all the other p;R’s, and h € R, is uniformly random mod
p;R for all j < ¢, and is 0 mod p;R’s for j > i.
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It is clear that o’ is uniformly random over R, because a is uniformly random
over Ry. On the other hand, ' can be written as

b =b+h+vg
= la-s]lBp +h+ug

= La'~s—%v-513,p+h+vg
= la" slBp+h+v(g—s)

If s = g mod p; R, then by the Chinese Remainder Theorem , v(s—g) =
0 mod pR. In this case, (a/, ') is distributed according to L% ! (R, B). Otherwise
if s # g mod p; R, we claim that v(s—g) mod p; R is uniformly random over mod
p; R and is 0 mod all the other ideals p,; R’s for j # i: as R/p; is a field, v(s — g)
mod p; R is uniformly random for a random v mod p;R, and any (s — g) # 0
mod p; R. Therefore, v(g — s) + h is uniformly random mod p; R for all j < 4,
and is 0 mod all the remaining p;R’s. Thus, the distribution of (a’,d’) follows

Li)q’p(R, B) in this case, completing the proof. a

C.8 Proof of Lemma

Lemma C.9 (Worst-case to average-case, Lemma ) Let S,81,85 be
distributions over R,. For every i € {1,---,g}, if r < S1 is invertible with
non-negligible probability, and RD (Coeffg(S2)||Rotg(s) - Coeffg(S1)) < poly(X)
for any s € Supp(S). Then there exists a randomized poly-time reduction from
worst-case (W)-D—RLWR;’p’B,Z’S to average-case D_RLWRz,p,B,Z,SQ'

Proof. Given sample (a,b) < L., (R,B) for arbitrary s € Supp(S), the re-
duction transforms it into (a/,b') = (ar=',b+ h) € R, x R,, where r <+ S,
and h € R, is uniformly random mod p;R for all j < v (where v < i),
and 0 over mod all the other ideals. It’s clear that o’ is uniformly random,
since a is uniformly random and r~! is invertible. For the other term, we have
V=b+h=|a slgp+h=lart rslgy + h. Therefore, for all s € R, and
i€{l,---,g}, this transformation maps L’ , (R, B) to L?g’f{;;} (R,B).
Formally, the reduction is executed by repeating the following steps a poly-
nomial number of times: Choose an r from Sp, and then estimate the acceptance
probability of the oracle on the following two input distributions: the first is
obtained from our input by applying the above transformation with parameters
r, and ¢ — 1; the second is obtained similarly using parameters r, and 7. If in any
of these polynomial number of attempts a non-negligible difference is observed
between the two acceptance probabilities, output “i — 1”; otherwise output “¢”.
If the input distribution is Léyqyp(R,B), then in each of the attempts, the
two distributions on which we estimate the oracle’s acceptance probability are
exactly the same, and we output “¢” with overwhelming probability. If the input
distribution is L{ ! (R, B), we estimate the oracle’s acceptance probability on

L'd (R,B)and L} (R,B).

5:81,q,p 5:81,4,p
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Let Bi=1(r) and Bi(r) be the two distributions on the sample which our
reduction uses as input to the oracle. The average of B*~1(r) over r chosen from
Sy, is Lig, , (R, B) and similarly with B" and L.

Let S be the set of all secrets s for which the oracle has a non-negligible
difference in acceptance probability on Bi~1(r) and B'(r). By assumption, the
measure of S under S, is non-negligible. By condition of lemma, the measure of
S under s - &7 is also non-negligible. This finishes the proof. O

C.9 Proof of Lemma

Lemma C.10 (Lemma ) For invertible square matrices S1,S82 € R™*",
let Dg, and Dsg, be two continuous multivariate Gaussian distributions on R"
with covariance matriz S1S] and S2Sgy . If 28,8] — S8 is positive definite,
we have

det S5)?
RD?(DS17DS2) = ( 2) T T °
|det S1| - \/det(2S2S5 — S:1ST)

Proof. From the definition of Rényi divergence, we can compute that

2 -1
RDy(Ds. | Ds,) = / exp (—XT(SlsI)_lx) exp (—XT(SQS;)_lx) i
SIS |det S, | |det S|

= M / T Ty—1 Tv_1
~ (det Sp)2 | oxXp (—x"(2(818) (8285 ) H)x) dx
. \detSQ| ) 1

(det S1)2 \/det (Q(SlslT)—l _ (st;)_l)

o (det 82)2
|det S| - \/det(28,S] —S;S])

The third and fourth equality holds under the fact that
2(S18]) " — (S287) 7" = (S283) 1 (2825; —S1S[)(S1S]) !
and 2(S;S{ )71 — (S2S5 ) ! is positive definite if 28,S] — S;S] is positive def-

inite. O

D Hardness of Entropic LWR from Noise Lossiness

In this part, we prove a lemma which is analogous to Lemma @ via noise
lossiness [14].

Lemma D.1 Letn,m,¥,p,q, be positive integers and o be a Gaussian param-
eter such that ¢ > nmpB(c + 1), and x be a B-bounded distribution over Z,.
Let (s,aux) be a pair of correlated random variables with s distributed according
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to some distribution S C ZZL and Prg [ sé¢ (ZZ)* ] < 4, and let A be a ma-

triz independently output by the algorithm Lossy(17,1™ 1%, ¢, x). Let the random
variable e be sampled from the continuous Gaussian distribution D7. Then for

e=2" 454271 4 e~(5-In 2)”, any € > 0 and any every function f taken
input over S, we have:

HE*e (f(s) | A, {A . s—‘ 7aux) > HE. (f(s) | s+e,aux) — (£+ X)logg.
P
Proof. According to Definition @, A can be written as A = B- C + F, then
|A-s], =|B-C-s+F-s],. Furthermore, |[B-C-s+F-s], can be written as
IB-C-s+F-s|,=|B-C-s+F-(s+[e])-F-[e]],.
We define the set 7 < {z €m]:[(B-C-s+F-(s+e])),], # (A s)i]p},
where (x);[j] denotes the jth coefficient of ith coordinate of « relative to B. Let

Z = {(z, L(A . s)ﬂp) 11 e I}, and it is not hard to see that (A, LA -s|B,p) can
be reconstructed completely via B, C,F, Cs, s + |e], Z. Therefore:

H <f(s> | A, LA-SL@“X> > H* (f(s) | B,C,F,Cs,s+ |e], Z,aux).

Next we show a lower bound for the right hand side by bounding the min-entropy
loss given Z. To do this, we first bound the probability that the size of I is large:
Claim D.2 Prp craelll] > Al < 0+ 2741 4273 ¢~ (F-22)n,

Proof. We first separate the event |I| > X into two conditions: |le]|; < no/2 and
llel|1 > no/2 and get:

s dr, > AT = Pr (11> el > no/2]-Pr[ fle|y > no/2]
&, > llell <no/2]-Pr el <no/2]
<Prlllels >no/2]+  Pr [|1>X] el <no/2]
<erGmny P[> Al <no/2]  (13)

where the inequality (@) is taken from Lemma @ by setting t = 1/2.

Then we will find an upper bound of the latter term in (@) We fix e such
that |le]|s < no/2 and we can also divide the event |I| > X into two conditions:
s € (ZZ)* and s ¢ (Zg)* and obtain:

R IHERE Pr7s[|l|>)\|s§é(Z;‘)*}~Psr[s§é(Zg)*]

B,C,F
+ 7(1;%,3[ 1>Alse @) | Pe[se@)]

B
<Prisg (@) |+ Br [I>Alse(@) ]
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Then, we have Prgcrs[|I|>A] < d+PrecFs [ Il >X|se€ (Zg)* ] So

our next step is to bound Prg ¢ r,s [ [I| > X |se€ (Zg)* }

For any s € (Zf;)* and independently chosen matrix C & ngn, C - s is uni-
formly distributed over Zf;. Thus by the lower bound of ’(Zf;)* ,Prc,s {C -8 € (Zg)* | s € (Zg)*} >

1—2701, Now we further divide Prp.c.r,s [[1] > A | s € (27)" | into two cases
as follows:

SEr [m >A|se (ZZ})*}

= b 111> Alse(z) . Cos¢(z)] Br|Ccsg¢(z) |se(z)]

)

By 117 M5 e @) Cos e ()] prfCos e () 1o (Z)]

k) k) k) 7S

Combining the above equation with (E), we have

Pr [[I] > \]
B,C,F,s

<6+(P;71;[C-s§é (Zt) | s e (ZZ)*} +B,(1:]),Ii7.,s {|I| >A|se(zZ).C-se (Zg)*}
<‘5+27”1+B,5},5[|” >Alse (z),C se (z8) }
(15)

It’s easy to see

JPo (> alse(zy) cose(z) | = P [ll>alC se(z)]

s Ly s Ly

asC-s € (Zg)* implies s € (ZZ)*, 50 it’s remain to bound Prg c Fs { I >A|C-s€ (Zg)* }
To do this, we denote the i-th column of the matrices B and F as as b; and f;, re-

spectively. We fix s and C such that C-s € (Zg)*, and compute Pr[|I| > A | C, s].
For simplicity, we omit the condition C and s below as they are fixed now. Then,
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according to our definition of I, we have for every i € [m]:

Priics)=Pr[l(A-8)],#(B-C-s+F-(s+[e])i]y)]

Pr |[[C-s.b) + (s 4 e £1) — (Le]. £1, # LC 5.5 + (s + Le]. £, |
bfﬁi [(C:s,bi) + (s+ |e], f;) € borderp ¢ (|(e, f;)])] (16)

IA

fo)lr[ [Klel, fa)l =7 ] 'bPJ{ [(C-s,bi) + (s+ |e], f;) € border, 4., (7)]

ird d

27p

< SoBeli(lel fl =712 an)

=By, [1(le]. £01]- 2

<s-llell- Z <8 (el +5)- 2 (18)

Swgl (19)
q m

where v = (s+ |e], f,) — [(s+ e _f,)] and (@) follows from the definition of a
“border”, ([L7) follows by Lemma and the uniformity of (C - s, b;) over Zg,

and ([19) follows given the precondition |e|| < no/2, and each entry of f, is
bounded by [ in absolute value.

From the above, we have that E[ [I| | = > ., E[i €] =3, Prliel]<
1. Furthermore for ¢ € [m], the events ¢ € I are mutually independent, as their
probabilities are based on independently chosen b;’s and f,’s. Therefore, by the

Chernoff bound, we have Prg g | |[I| > A | C-s¢€ (Zf;)* el < no/2 ] <27,
for any fixed s, C, e satisfying the condition. Using Equation (@) and the above
calculation, we have

Pr [[I|>A] <8427 422 e (5-l2)n
B,C,F,s,e

which completes the proof of Claim @ O
The bit-length of Z is |I|(log m+log p), which is upper-bounded by A(logm+
log p) with overwhelming probability, i.e., 1—¢ = 1— (5 427 oA g e~ (5-In 2)”>
Therefore, we have
HE (£(s) | A, |A - s]p,aux) = HS'(f(s) | B,C,F,C 5,5+ [e], Z,aux)
> HZ (f(s) | B,C,F,C-s,s+ |e],aux) — A(logm + log p)
> H5(f(s)
> Ho(f(s) | s+ Le],aw) — (4 1) logg
> H;/,(f(s) | s+ e,aux) — (£ + A)loggq.

where the second and the third lines follow by Lemma @ and Claim , and
the last line follows by g > mp. This completes the proof of Lemma . O

s) | B,C,F, s+ |e],aux) — £1log g — A(logm + log p)
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Lemma D.3 Let random variables X1, Xs, -+ , X, be i.i.d and follow D, where
o > 0 is a Gaussian parameter. For any t > 0, we have

Pr

n
Do 1X] > tna] < on e

i=1

Proof. For any i, consider the moment generating function of the random vari-
able |Xj;]|

E {GGIXA} <E [GGIXH + efGlXi‘] =E [e‘QX" + e*HX'ﬂ = 26#.

Then, for any parameter x > 0, we have

2 23 1|
Pr [Z | X;| > tno| =Pr|e” =t > e“t]
i=1
<e LR |e" i;‘ ] (20)

n
_ e Tm [es]
i=1

where the inequality (@) comes from Markov’s inequality. In order to let the

term °-"- — kto reaches its minimum, we set xk = @, then we have
n
2
Pr [Z | X;| > tna] < QN TRt
i=1
which completes the proof. a

Comparison with Noise Lossiness Framework. It should be noted that
we can also analyze the hardness of general entropic LWR by employing the
noise lossiness framework [14]. In brief, the conditional smooth entropy H¢_ (s|A,
| As]) can be similarly lower bounded by H¢ (s | s + e). This means that the
noise lossiness framework is consistent with our framework from the perspective
of feasibility.

For further comparison, especially the concrete lower bound of modulus,
we need to compute the modulus constraint when applying the noise lossiness
framework. Concretely, in the proof of Lemma §.3, the inequality [L( is turned to
upper bound E [ |(f;,e)| | for 8 bounded f, and Gaussian noise e ~ D?. In order
to apply the Chernoff bound lemma to give an upper bound for Pr[|I| > A | C-s €
(Zg)*}, we need each event ¢ € I to be mutually independent, which indicates

that fixing e before approximation of Pr[i € I | C-s € (Zf;)*] is necessary. Thus,
E[|(f;,e)|] can be bounded by /- ", |e;|. Since each entry e; of e is distributed
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mnt?

according to D,, we can prove that Pre[>, |e;| > nt] < 2™ -exp (— = ) Hence

>, |es] has an upper bound O(no) overwhelmingly, yielding that E[|(f;, e)|] can
be bounded by O (pﬁ%). Therefore, ¢ is with lower bound O(nmpBo). On the

other hand, the lower bound itself of noise lossiness should also be considered.
Specifically, for general entropic secrets, the noise lossiness is with lower bound
Hy(s|s+e)y > Hyo(s) —nlog(Z) — 1; for bounded entropic secrets, the noise
lossiness is with lower bound H..(s|s + e), > Hoo(s) — v2mnZ loge, where
r is the upper bound of /5 norm of secrets. For convenience of comparison,
we relist the lower bound of ¢ by our rounding lossiness approach, and the
lower bounds of rounding lossiness for general and bounded entropic secrets as
follows: q > p* > nmpf3, Hoo(s|[8]q,p-)g = Hoo(s) — nlogp™, Hoo(s|[s]gp)g >
Hy(s) — nlog(p*T”), where v is the upper bound of £, norm of secrets.

Based on these bounds, we can see that, for general entropic secrets, the
modulus ¢ of our framework is similar to the noise lossiness framework, if the
two frameworks are required to have the same entropy lower bound. For bounded
secrets, the modulus g of our framework can be saved at least a factor of O(y/n)
compared with the noise lossiness framework, if we minimize the entropy re-
quirement of secrets of the two frameworks simultaneously. In other words, our
approach can achieve better parameters than the noise lossiness approach. Be-
sides, when working with certain secret distribution S, rounding lossiness is
easier to compute since the leakage is a determined function on s.

To sum up, we find it more advantageous to work with our rounding lossiness
framework compared with the noise lossiness presented in [14].

E Hardness of Entropic MLWR

Definition E.1 (Lossy Sampler over Ring, Definition 5.13 in [36]) Letn, ¢, f,p,q, k
be positive integers, R = O be the ring of integers of a field extension K with
degree n, and ¢ be a distribution over Kg. We define the following efficient lossy

sampler A & Lossy(17, 1,17, 1% ¢, ¢) as:
Lossy(17,1¢,17 1%, ¢, ¢) : Sample D & (R, C & (R))I**, F & ptxk
and output A =D -C+ F.

The output of Lossy algorithm is computationally indistinguishable from uni-
formly random sample according to the following lemma and corollary.

Lemma E.2 Let A & (Rq)“k, and let A & Lossy(17,1¢,17,1% ¢, ¢). Then,
according to the module-RLWE, f 4 4 assumption, we have: A ~A.

Corollary E.3 Adopt the notations in Lemma and Lemma @ Assuming
the RLWE, 4 4 problem is computationally hard, then A ~A.

We denote that vector r € (R)* mazimal belongs to a factor Z of ¢R, abbre-
viated as T €pax ZR if the following conditions hold.
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— For every coordinate r; of r, we have r; € ZR.
— For any ideal J|¢R such that Z|J, there exists at least one coordinate r;
such that r; ¢ JR.

Lemma E.4 ( [39]) Let a € Ry and a < ¢ for a Bc.-bounded distribution ¢
under canonical embedding, let B be a basis of R with dual basis B’ that has
Bg-bounded ¢ norm for all coordinates, and b € Ry is arbitrary. Then writing
a-b= (B, c) for some integral vector ¢, we have that c; is Be By - ||b||2-bounded.

Theorem E.5 (Hardness of Entropic Module-RLWR) Let A\, n,p,p*, q,¢, f, k
be positive integers, R = Ok be the ring of integers of a number field K = Q(«)
with degree n, B be a basis of R with By, bounded o, norm for all entries,
all entries of its dual basis B’ be Bg,-bounded in lo, norm, ¢ be a B-bounded
distribution over Kg for some real 8 > 0, such that ¢ > p* > BdleQﬂképn%
and ged(q, [Ok : Z[a)]) = 1. Then there exists a poly-time reductions from
module-RLWE, ¢ 4.4 to ent-dMLWR(q,p, B, k,m,S), where Ry (S mod q) >
(2n 4+ £+ X)logq+ w(log A\) for any prime ideal factor q of qR.

Lemma E.6 Adopt the parameters and conditions in Theorem @ let An,p,p*,
q,4, k, B, Ba,, Ba, be positive integers, R = Ok be the ring of integers of a number
field K with dimension n with basis B of R, and ¢ be a distribution over Kg. Let
(s,aux) be a pair of correlated random variables such that Pr[ s ¢max (1) ] < 9.
Let A be a vector independently output by the algorithm Lossy (1™, 14,17, 1% ¢, ¢).
Then, for any € > 0 and security parameter \, € = § + 57T + 27A it holds:

HE (s | A, |A - s|Bp.aux) > Ho (s | |s]Bp,aux) — (n+A)logg.  (21)

Proof. According to Definition @, A can be written as A = D - C + F, then
|A-slgp,=|D-C-s+F-s|g,. Moreover, | D-C-s+F-s]|g, can be written
as

LD-C'5+F-S]B,p:{D-C-s+q*F-[s}B,p*+q*F(ps—Ls]BJ)*)—‘ .
p P g B.p

We define the set I = {(i, ) € [(]x[n] : [ (D-C-s+-LF-|s]p ), [i]], # | (A-
s)i[jﬂp}, where (x);[j] denotes the jth coefficient of ith coordinate of x relative
to B. Let Z = {((i,5), [ (A - s)i[jﬂp) : (i,4) € I}, and it is not hard to see that
(A, |A-s]B,) can be reconstructed completely given D, C, F, Cs, p% [s]B,p+, Z.
Therefore:

HZr (s | A, 1A 51,200 > HL (5] C,D,F,Cs, L snpm, Z,aux ).
p

Next, we show a lower bound for the right hand side by bounding the min-
entropy loss given Z. To do this, we first bound the probability that the size of
1 is large:

Claim E.7 PrD,C,F,sHII > /\] <0+ Qf% +27
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Proof. We divide the event |I| > A into two cases: 8 €pax (1) and 8 Emax (1):

ook JI>A = Pr (111> A1 Emax (1)] - Prls fmax (1)] (22)
+ o Br 1> A]'s €max (1)] - Prls €max (1)) (23)
< Prs famax (D] + | Pr (1] > A |8 Gmax (1)] (24)
<O+ P 111> X5 Emax (1) (25)

It remains to bound Prp crs[|I| > A | § €max (1)]. In order to compute
Pr(|I]| > A | s €max (1)], we divide the condition into two cases: C -8 €pax (1)
and C - s €.x (1). Then we have:

LB (11> AL s € (1)

= Pr
D,C,F,s

+D Pr [[I| > A| 8 Emax (1),C - 8 max (1)] - gr[C 8 &max (1) | 8 Emax (1)].

Ly

[I] > A |8 €max (1),C -8 Emax (1)] - gg[c -8 Emax (1) | 8 Emax (1)]

Combining equations @, we have

DngsHI' > A <6+grS[C-s¢max <1)]+Dg% (1] > A |8 €max (1),C -8 Emax (1)]

k) k) ) k) k) 18

<d+ + Pr [[I]>A] 8 €Emax (1),C- 8 Emax (1)].

n
2f=1 " D CF,s
(26)

Finally, it remains to bound Prp .o r s[[I| > A | § Emax (1), C - 8 Emax (1)].
It is easy to verify that C - s €yax (1) implies 8 Emax (1), s0 Prp o r,s[[] > A |
S €max (1),C -8 €max (1)] = Prp crs[|I| > A | C- 8 Emax (1)]. On the other
hand, for uniformly random matrix D € (R,)**/ and Cs €yax (1), it’s easy
to verify D - Cs is uniformly at random by similar arguments as Theorem 5.7
in [36].

Now we claim that Prp c ps[[I] > A | C-8 Emax (1)] < 2=, To show this, we
fix any s and C such that C-s €max (1), and compute Prp ¢ s[|I| > A | C, s].
For simplicity, below we omit the condition s, C as they are fixed now.

We denote the i-th row of the matrices D and F as as d; and f,, respectively,
and omit the common basis B in the subscript of rounding function for simplicity.
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For the definition of I, we have that for every (i,7) € [¢] x [n]:

PriGgel]=Pr

KD.CH Ip. stp*)i mL # L(A-s)i[j11p}

=2 | | (tes s Ziisn o] # [ (@000 4 20r 1o ) 1+ 22 (2 Lol 1| ]
< Po | (€ say+ Lilsl 1) 1) € bordery o (|4 (5.2 151, 1] ) |
")
=S pr | [(o - isbe g U] = e | (1€ 4 s 30 ) € borden ()|
(29)
S| (o st g | = 52 (29
(A
< BuBaBrn*lhp 1 (30)
< BoBubn 1

where (@) follows from the definition of a “border”, (@) follows from the formula
of total probability, (@) follows by the size of a “border” in Lemma and the
uniformity of (d;, Cs)[j] over Z,, and (BU) follows from the Lemma [E.4, since
each entry of s — -1 | s],- has 5l--bounded (o norm with respect to B, then the
ly-norm of (s — L |s],+); is ﬁBdln?’/?—bounded by Cauchy-Schwarz inequality,
and each entry of f is bounded by 8 under the canonical imbedding.
From the above calculation, we can derive that E [ [I] ] =3 i cxm EL(0,7) €

1) = X6 jegxm Prl(64) € I'] < 1. (Recall that (i,j) € I is a binary event).
We note that for (,j) € [{] X [n], the events (i, j) € I are mutually independent,
as d; and f; are independently chosen, and (d;, Cs) is uniformly random over
R, thus each coefficient of it is independent to others. Therefore, by the Cher-
noff bound, we have Prg g [ [I| > A | C+ 8 €pax (1) ] < 272, for any fixed s, C
satisfying the condition.

Using Equation (@) and the above calculation, we have

n

n -A
B’(I;%)s[ Il >A] < 5+2f_1+B,ng7s[ [I| > A | C- s €Emax (1) ] < 6+2f_1+2 .
This proves the claim. a

The bit-length of Z is |I|(log(¢n)+log p), which is upper-bounded by A(log(¢n)+
log p) with overwhelming probability, i.e., 1 —e =1 — (6 + 5% +27*) (as the
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Lemma statement). Therefore, we have
Hg;+5 (s | A, LA . s}B,p,aux) > Hi+5(s | C,D,F,Cs, I%LSWB,me,aux)
> H;(S | C,D,F,Cs, I% |s]B.p*,aux) — A(log(¢n) + logp)
> Hg;(s | C,D,F, ]% |s]B,p*,aux) — nlogq — A(log(én) + logp)

> H;(S | |s]B,p=,aux) — (n+ A)loggq

==

= HZ(s |

—

s]B,px;aux) — (n+ A)logyg,
where the second and the third lines follow from Lemma @ and Claim @,
and the last line follows from the fact ¢ > #np. This completes the proof. O

Now we can prove Theorem @ as follows:

Proof (Theorem @) Our target is to prove the following: under module-RIWE, ; 4.4
assumption with parameters in the theorem, we have

CLlLas )= CRH ) e
where A & (Raéf’“»a & (Rr s &5 (R)kud R,

By Lemma , we can replace A with A to obtain

(Ll ) = Clal-Liare))
By Lemma .6, for £ = 2> 4 6 + 57 and any £/ > 0, we have:

H (s mod q | A, [A - sl,) > HS (s mod q | |s]p,p-) — (£ + X)log(q)
> (2n+ 04+ X -log(q) +w(log(A) — (£+ ) log(q)
> 2nlog(q) + w(log(\)).

On the other hand, it’s clear that Hy (s mod q) > Hoo(s mod q | [s]Bp-) >
(2n+L+X)-log(q) +w(log(A)) for any prime ideal factor q of ¢R. Then by union
bound,

Pr[ s ¢max (1) | <Pr[3 prime q | ¢R : s mod g = 0] < Z Pr[s mod q = 0]
prime q

(2n+e+N) _27w(log)\) < —A

<nlogq-q" q 7,

Therefore, § can be set as ¢—*, and thus ¢ = 27> 4 ¢~ + 27 ¢+1,
Combining above with leftover hash lemma as Corollary we have:

(Ll )= CLel- (6]

Qe
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The exact statistical distance is bounded by 2-«(08X)  Finally, we replace the
lossy A with uniformly random A to get:

(L ) = CR)Fe])

al’| |ulB,p a|’| lulBy ’
Combining the above three hybrids proves (@) By a simple hybrid argument
as [lll], we can further prove the desired statement

(A, [As]B,) ~ (A, [u]B,)-
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