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Abstract

We construct the first multi-input functional encryption (MIFE) and indistinguishability obfuscation (iO) schemes
for pseudorandom functionalities, where the output of the functionality is pseudorandom for every input seen by the
adversary. Our MIFE scheme relies on LWE and (private-coin) evasive LWE (Wee, Eurocrypt 2022 and Tsabary,
Crypto 2022) for constant arity functions, and a strengthening of evasive LWE for polynomial arity. Thus, we obtain
the first MIFE and iO schemes for a nontrivial functionality from conjectured post-quantum assumptions.

Along the way, we identify subtle issues in the proof of witness encryption from evasive LWE by prior work and
believe that a similar strengthening of evasive LWE should also be required for their proof, for the same reasons as
ours. We demonstrate the power of our new tools via the following applications:

1. Multi Input Predicate Encryption for Constant Arity. Assuming evasive LWE and LWE, we construct a
multi-input predicate encryption scheme (MIPE) for P, supporting constant arity. The only prior work to support
MIPE for P with constant arity by Agrawal et al. (Crypto, 2023) relies on a strengthening of Tensor LWE in
addition to LWE and evasive LWE.

2. Multi Input Predicate Encryption for Polynomial Arity. Assuming a stronger variant of evasive LWE and LWE,
we construct MIPE for P for polynomial arity. MIPE for polynomial arity supporting P was not known before,
to the best of our knowledge.

3. Two Party ID Based Key Exchange. Assuming a stronger variant of evasive LWE and LWE, along with Decision
Bilinear Diffie-Hellman, we provide the first two-party ID based Non-Interactive Key Exchange (ID-NIKE)
scheme in the standard model. This leads to the first ID-NIKE in the standard model without using multilinear
maps or indistinguishability obfuscation.

4. Instantiating the Random Oracle. We use our pseudorandom iO to instantiate the random oracle in several
applications that previously used iO (Hohenberger, Sahai and Waters, Eurocrypt 2014) such as full-domain hash
signature based on trapdoor permutations and more.

Our tools of MIFE and iO for pseudorandom functionalities appear quite powerful and yield extremely simple
constructions when used in applications. We are optimistic they will find other applications.
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1 Introduction

Functional Encryption (FE) [BSW11, SWO05] is a popular strengthening of public key encryption where decryption
corresponds to functionalities rather than users. In more detail, in FE, the ciphertext encodes some private data x, the
secret key encodes some public function f and decryption allows to recover f(x) while hiding everything else about
x. Since FE supports computing on encrypted data together with learning outputs of some authorized computation
in the clear, it holds the promise of enabling futuristic applications such as privacy preserving machine learning. FE
also generalizes popular primitives [BSW11] such as Identity Based Encryption [BFO1], Attribute Based Encryption
[SWO05] and Predicate Encryption [KSWO0S8]. Hence, FE attracted a lot of attention right from its inception, and has
been widely studied in the community.

Multi-Input FE and iO. A compelling extension of functional encryption, introduced by Goldwasser et al. is
multi-input FE (MIFE) [GGG ™ 14] where multiple parties can independently encrypt their data and the key generator
can provide a function key that jointly decrypts all the ciphertexts. In more detail, now we have n parties, each of
who independently computes the ciphertext for its data x;, for i € [n], the key generator provides a key for an n-ary
function f and decryption allows to recover f(xXy,...,X,). Evidently for real world applications of computing on
encrypted data, it is highly desirable to be able to compute on data generated by different parties independently — this
can enable important statistical functionalities such as running medical research algorithms on encrypted genomic
or medical data. As discussed in the original work of MIFE, the notion is more meaningful in the symmetric rather
than public key setting, since the latter allows for too much leakage on the challenge message by dint of legitimate
combinations with messages chosen by the adversary. In two concurrent, influential works [AJ15, BV 18] it was
shown that single input FE, if it supports sufficiently expressive functionality and satisfies an efficiency property called
compactness, is powerful enough to generically imply multi-input FE. We remark that for restricted functionalities,
the compiler does not apply and multi-input FE for interesting restricted classes have been studied extensively
[AGRW17, DOT18, ACF"18, CDG 18, Tom19, ABKW19, ABG19, LT19, AGT21b, AGT21a, AGT22, ATY23].

Aside from the real world applications of MIFE, the work of [AJ15, BV 18] showed that sufficiently expressive
MIFE can be used to construct the powerful notion of Indistinguishability Obfuscation (iO), which seeks to garble
circuits while preserving their input-output behaviour. In more detail, given a circuit C, an obfuscation C preserves the
correctness of C so that C(x) = C(x) for every input x, but hides everything else about C. This security property can
be formalized in various ways, and one popular formalization asks that an adversary, given the obfuscation of C;, where
b is a random bit and Cy is functionally equivalent to Cq, cannot predict the value of b with non-negligible advantage.

While non-obvious in the beginning what such an object is useful for, a series of works has shown that iO can be
used to instantiate a large number of advanced cryptographic primitives [GGH™ 13, SW14, BEM 14, GGG ™ 14, HSW13,
KLWI15, BPR15, CHN" 16, GPS16, HIK" 16, HY 17, KS17]. Following this, there ensued a quest for constructing
iO from reasonable cryptographic assumptions, with a large number of works coming closer and closer to the goal
[GGH T 16, Agr19, APM20, JLMS19, GJLS21, GP21, WW21, BDGM23, BDGM?20], until the beautiful work of Jain,
Lin and Sahai [JLS21] finally accomplished the goal.

Constructions from Lattice Assumptions. So far, the only constructions of compact FE/MIFE/iO from standard
assumptions rely on pairings (together with LPN variants and/or low depth PRGs) [JLS21, JLS22, RVV24] and are
hence quantum insecure. Perhaps even more importantly, it is dissatisfying to have only a single pathway to constructing
such a central object in the theory of cryptography. Casting around for other assumptions, hopefully with (conjectured)
quantum security — the most obvious candidate is some assumption based on lattices. In particular, the Learning
With Errors (LWE) assumption has proven to be amazingly versatile and provides elegant solutions to encrypted
computation primitives such as fully homomorphic encryption or attribute based encryption [BV14, Bral2, BGV 14,
GSW13, GVWI13, BGG " 14]. Thus the hope basing iO on LWE is natural, and unsurprisingly, has received a lot of
attention. Several exciting candidates for compact FE and iO have been constructed from strengthenings of the LWE
assumption [Agrl9, APM20, WW21, GP21, DQV™21] - unfortunately, these either rely on some heuristic, or their
underlying assumptions have been broken [HJL.21, JLL.S23].



Our Approach. Since full fledged FE/iO from lattice based assumptions has been elusive despite significant effort,
a principled approach for making progress would be to restrict the functionality supported by FE/iO so that it is still
meaningful for applications while also admitting a construction from some reasonable lattice assumption. A promising
candidate assumption that interpolates the safety of LWE and the insecurity of iO or multilinear map assumptions is the
recently introduced evasive LWE [Wee22, Tsa22]. At a very high level, evasive LWE can be seen as a lattice analog of
the generic group model, which is popular in the pairings world, in that it restricts the class of attacks that an adversary
can mount. Below, we let X denote a noisy version of X where the exact value of noise is not important and B~1(P)
denote a short preimage K (say) such that BK = P mod 4. The evasive LWE assumption roughly says that if

(A, B, P, s"A, s'B, sP, aux )~ (A, B, P,$, $ § au)

where A, B, P are matrices of appropriate dimensions, s is a secret vector, aux is some auxiliary information and $
represents random, then

(A, B, P,s"A, s'B, BT (P), aux) ~ (A, B, P, § $ B '(P), aux)

Evasive LWE has proven to be a very meaningful strengthening of LWE in that it has provided several strong
new applications that had been elusive from plain LWE, despite significant research effort over decades — optimal
broadcast encryption [Wee22], witness encryption [VWW22], multi-input attribute based encryption [ARY Y23],
optimal broadcast and trace [AKY Y23], attribute based encryption (ABE) for unbounded depth circuits [HLL23] and
ABE for Turing machines [AKY?24a], to name a few. Evasive LWE is considered plausible in “safe” regimes (discussed
in detail in Section 1.2). Continuing this agenda, we ask:

Can we construct MIFE /iO for a nontrivial functionality from evasive LWE?

1.1 Our Results

We answer the above question in the affirmative and construct the first MIFE and iO for pseudorandom functionalities,
namely functions where the output is pseudorandom for every input seen by the adversary. In the context of iO this
means that the entire truth table must be pseudorandom, since the adversary can compute the functionality for any input.
But for MIFE, it suffices to only restrict the output for the functions queried by the adversary. We denote such an MIFE
by prMIFE.

In more detail, we obtain the following results:

Theorem 1.1 (prMIFE for constant arity). Assume evasive LWE and LWE. Then there exists a prMIFE scheme for
arity n = O(1), supporting functions with (fixed) input length L and bounded polynomial depth.!

For polynomial arity, we require a strengthening of evasive LWE, which we call non-uniform x-evasive LWE. This
is necessary to handle some delicate technical issues, which also appear in the proof of witness encryption from evasive
LWE by [VWW22], to the best of our understanding. We believe that a similar strengthening of evasive LWE should
also be required for their proof, for the same reasons as ours. We then show:

Theorem 1.2 (prMIFE for polynomial arity). Assume non-uniform x-evasive LWE, non-uniform sub-exponential
PRF, and non-uniform sub-exponential LWE. Then there exists a prMIFE scheme for arity n = poly(A), supporting
functions with bounded polynomial depth.

We bootstrap our prMIFE to obtain the first iO for pseudorandom functionalities, similar to [AJ15, BV 18], albeit via
a different proof of security. We denote this by prlO. In more detail:

Theorem 1.3 (prlO). Assuming non-uniform x-evasive LWE, non-uniform sub-exponential PRF, and non-uniform
sub-exponential LWE, there exists a prlO scheme for all polynomial sized circuits.

1As is shown in [AMYY25], evasive LWE does not hold for the general samplers. When we invoke the assumption, we always invoke it with
respect to a specific sampler class induced by the respective application. However, for ease of exposition, we will sometimes omit the reference to the
specific sampler in the overview. Similar remarks can be applied to prFE and prMIFE.



We also define a variant of prlO which only supports polynomial sized domains — we denote this variant by pPRIO.
The advantage of considering this restricted variant is that we can base its security on (plain) evasive LWE, rather than
it’s strengthening.

Theorem 1.4. Assuming evasive LWE and LWE, there exists a secure pPRIO scheme supporting circuits of bounded
size.

Applications.

We obtain several applications from our new tools of prMIFE and prlO:

1. Multi Input Predicate Encryption (miPE) for Constant Arity. Assuming evasive LWE and LWE, there exists a
prMIFE scheme for arity n = O(1), supporting functions of bounded polynomial depth. The only prior work to

support miPE with constant arity for function class P is by Agrawal et al. [ARYY23] and uses a strengthening of
(non-standard) tensor LWE [Wee21] together with evasive LWE.

2. Multi Input Predicate Encryption for Polynomial Arity. Assuming non-uniform x-evasive LWE, non-uniform
sub-exponential PRF, and non-uniform sub-exponential LWE, there exists a miPE scheme for arity n = poly(A),
supporting functions of bounded polynomial depth. MIPE for polynomial arity supporting P was not known
before, to the best of our knowledge.

3. Two Party ID Based Key Exchange. Assuming non-uniform x-evasive LWE, non-uniform sub-exponential PRF,
non-uniform sub-exponential LWE, and the DBDH assumption, there exists a secure two-party ID-NIKE scheme.
This leads to the first ID-NIKE in the standard model without using multilinear maps or indistinguishability
obfuscation.

4. Instantiating the Random Oracle. Hohenberger, Sahai and Waters [HSW14] used iO to instantiate the random
oracle in several applications. In more detail, they showed selective security of the full-domain hash (FDH)
signature based on trapdoor permutations (TDP) [BR93], the adaptive security of RSA FDH signatures [Cor(00],
the selective security of BLS signatures, and the adaptive security of BLS signatures [BLSO01] in the standard
model. Our prlO can be used to instantiate all these applications.

Additional Prior Work. The notion of iO for pseudorandom functionalities was considered implicitly by the work of
Mathialagan, Peters and Vaikuntanathan [MPV24a] where they used subexponential LWE and evasive LWE to construct
adaptively sound zero-knowledge SNARKSs for UP. In a previous version of their work [MPV24b], which was in private
circulation and shared with us, this notion was defined explicitly and leveraged to obtain unlevelled fully homomorphic
encryption. However, an explicit construction of iO for pseudorandom functionalities was not provided.

Our Companion Paper. In our companion work [AKY?24b], we provided the first construction of compact FE for
pseudorandom functionalities, namely, functionalities where the output is (pseudo)random for any input seen by the
adversary. We then use our pseudorandom FE to improve the state of the art in single input attribute based encryption
(ABE) schemes, supporting circuits of unbounded depth. To achieve optimal parameters in [AKY?24b], we use (black
box) the building block of “Polynomial Domain IO for Pseudorandom Functionalities” (pPRIO), which is constructed
only in the present work (Section 6), creating a dependence between the two works.

The rationale for our choice is primarily to have the most concise presentation and avoid duplication of content. We
chose to split the papers across the axis of single input and multi-input since this seems most natural. The notion of
pPRIO uses MIFE for constant arity, so fits naturally in the present work. By nor using it in the companion work, we
would achieve ABE schemes with sub-optimal parameters in [AKY?24b] which nevertheless outperform the state of
the art. We would then improve these schemes in the present work, which was undesirable. Another alternative was
to provide the multi-input compiler for constant arity in [AKY24b] and generalize this to polynomial arity (from a
stronger assumption) in the present work. However this would lead to duplicating the MIFE construction in both works.
Therefore, we believe that using the pPRIO black-box as a tool in the ABE application of [AKY?24b] is the best option.



1.2 Recent Attacks on Evasive LWE and Repercussions.

As discussed in our companion paper [AKY24b], subsequent to the first online appearance of the present work, new
counter-examples for evasive LWE were developed [AMY Y25, HJL25, DIM"25]. These attacks show that the intuition
that evasive LWE evades the zeroizing regime is not always true. Of these, the most important attacks as related to our
work, are presented in [AMY Y25, HJIL25] who showed (via essentially the same attack) that by carefully crafting a
contrived circuit to implement a PRF which is used (non black-box) in the construction of [AKY?24b], the attacker can
obtain problematic leakage. However, as discussed by [AMY Y25], this intuition can be recovered by placing appropriate
restrictions on the sampler. Additionally, subsequent to the development of the counter-examples, we modified the
construction in [AKY?24b] so that the attacks no longer apply even when the sampler is malicious. We refer the reader to
the companion work [AKY?24b] for a detailed discussion.

Additionally, the work of [BDJ"24] and [AMY Y25] show that there exists a contrived “self-referential” functionality
for which pseudorandom functional encryption or pseudorandom obfuscation cannot exist. As discussed in [AMY Y25],
this result may be seen as analogous to the impossibilities known for the random oracle model [CGHO04] or virtual
black box (VBB) obfuscation [BGI"01]. In more detail, despite impossibilities known for ROM and VBB obfuscation
[CGHO04, BGI'01], the meaningfulness of ROM for practical security, and of VBB obfuscation for restricted
functionalities [Wee05, CRV10] is accepted widely. The pseudorandom functionalities that are useful for our
applications, such as computing FE ciphertexts, are quite natural and do not fall prey to such attacks. Finally, we mention
the elegant work by [BUW?24] which presents attacks against classes of evasive LWE such that either B or P are not
known to the adversary. In our case, both B and P are known to the adversary, hence these attacks do not apply.

We view these attacks as an important step forward in our understanding of evasive LWE. Note that evasive LWE
should be seen as a family of assumptions parametrized by the description of the sampler and choice of error distributions,
which, if invoked in full generality, is now known to be false, even in the public-coin setting. However, as discussed
in [AMYY25], the original intuition by Wee [Wee22] and Tsabary [Tsa22] about the security of evasive LWE can be
recovered by taking precautions to identify and respect a “safe zone” for evasive LWE. In our opinion, constructions
from disciplined new assumptions are important to make meaningful progress on long-standing problems that have
resisted solutions from standard assumptions despite much effort.

1.3 Technical Overview

Compact FE for Pseudorandom Functionalities. Our starting point is our companion work which provides FE for
pseudorandom functionalities in the single input setting [AKY?24b]. We recall the syntax here: The setup algorithm
takes as input the security parameter A and parameter prm, specifying the parameters of the function class, and outputs
(mpk, msk). The key generation algorithm on input msk and a function f : {0,1}" — {0,1}¢ outputs a functional
secret key sky. The encryption algorithm on input mpk and an input message x € {0,1}% outputs a ciphertext ct.
The decryption algorithm takes the functional secret key sk £ and ciphertext ct as input and outputs some y € {0, 1}Z.
Correctness requires that decryption should output f(x) if the setup, encrypt and key generation algorithms were run
honestly.

The definition of security, termed prCT security, says that so long as the output of the functionality is pseudorandom,
the ciphertext is pseudorandom. In more detail, let Samp be a PPT algorithm that on input 1%, outputs

(fl/- ..,kaey,xl,. . .,mesg,aux S {0,1}*)

where Qyey is the number of key queries, Qmsg is the number of message queries.
We define the following advantage functions:

AdVI;lI;E()\)défPr [.AO ( aux, {le fi(xj)}iG[ley],jE[Qmsg]) = 1}
—Pr {Ao( aux, {fi, Ai,j < yprm}iE[ley],je[Qmsg]) = 1}
def

Advi?ST(/\): Pr [.Al(mpk, aux, {fi, ctj < Enc(mpk, x;), skf.}ic(0,]jc(Qmsgl) = 1}

— Pr [Al(mpk, aux, {fi/ (5] < CT, Skfi}iG[ley],jG[Qmsg}) = 1}

ey

@



where (f1,. .., fQuer X1,/ XQregraUX € {0,1}) <= Samp(1"), (mpk, msk) < Setup(1*,prm) and CT is the
ciphertext space. We say that a prFE scheme for function family Fprm satisfies prCT security if for every PPT Samp
and A1, there exists another PPT Ay such that

ARRE(A) > ATDST(1)/Q(A) — negl(A) 3)

and Time(Ap) < Time(A;) - Q(A) for some polynomial Q(-).
The work of [AKY24b] obtains the following result:

Theorem 1.5. Assuming the LWE and evasive LWE assumptions, there exists a secure prFE scheme for function class
FLn ) dep(n) = {f # {0, 1}F = {0,1}*} satisfying

impk| = L- poly(dep, A), [sks| = £-poly(dep, A), [ct| = L - poly(dep, A)
where dep = poly(A) is the depth bound on the functions supported by the scheme.

We remark that their result is actually significantly more general — they construct the broader notion of partially
hiding FE, where the ciphertext can additionally have a public attribute in addition to a private payload?, with optimal
parameters and can support circuits of unbounded depth. But bounded depth prFE is sufficient for the applications
considered in the present work, so we restrict our attention to this.

Extending to the Multi-Input Setting. We extend the notion of prFE to multi-input setting and define a secret-key
multi-input FE for pseudorandom functionalities prMIFE = (Setup, KeyGen, Ency, . .., Enc,, Dec) for n-ary functions
as follows: The setup algorithm on input 1%, arity 1" and parameter prm, specifying the parameters of the function
class, outputs (mpk, msk). The key generation algorithm on input msk and a function f : (Xprm)" — Yprm outputs
a functional secret key sky. The i-th encryption algorithm on input msk and an input message x; € Xprm outputs a
ciphertext ct;. The decryption algorithm on input secret key sk and n ciphertexts cty, . .., ct, (corresponding to inputs
X1,. .., Xy respectively) outputs some y € Vprm. The security has a similar flavor to the single-input setting, where we
require that the ct is pseudorandom given the output of the function of encrypted input is pseudorandom— however
it requires much care to accommodate the fact that there are exponentially many function evaluations even if only
polynomially many input queries per slot are issued. We define the security as follows.

Let x = x(A) be a function in A and Samp be a PPT algorithm that on input 1%, outputs

(A ket 1 et 10 el 20 € {0,1)7)

where g is the number of key queries and g; is the number of encryption queries for the i-th slot. We define the
following advantage functions:

Advlle;E ()\)défPI‘ [.A()(]K,fll - ,fqo, {fk(x]f, e 'x]:)}ke[qo},jle[m],m,jne[qn]'a”x) = 1}

—br [Ao(lk'flf cor faor Ak = Vorm kelgoljrelgr],jn€lgnl 2U9%) = 1}

def ji
AdVi?ST(A) = Pr {Al(mpk, fl/ e ,fqo, {Enci(msk, xf )}ie["]/ji€[qi]’5kfl’ e ,Squo, aux) = 1}
—Pr {Al(mpk,ﬁ, oo fao {0 Sim(msk) tie[u) jielq,)r SKfiv - - .,squo,aux) = 1}

where (mpk, msk) < Setup(1*,1", prm) and sk, < KeyGen(msk, fi) for k € [go]. We say that a prMIFE scheme
is secure if for every PPT Samp, .4, and Sim there exists another PPT .4 and a polynomial p(-) such that

AdVERE(A) > AdVEST(A) /p (i) — negl(x),  Time(Ag) < p(x) - Time(As).

2The astute reader may wonder why regular FE does not imply partially hiding FE (PHFE) just by outputting the public attribute as part of the
ciphertext — such an approach would make the ciphertext size grow with the length of public attribute which can be avoided in PHFE.



The parameter x above is introduced to adjust the strength of the requirement for the precondition. By default, we
require ¥ > A" since the input length to the distinguisher is polynomial in A" anyway and this condition should be
fulfilled for the above equations to to make sense. If we need «x to be larger, this strengthens the requirement for the
precondition, as it means we want the distributions in the pre-condition to be indistinguishable against an adversary with
a longer running time.? Ideally, we want x to be as small as A" to make the requirement weaker. Looking ahead, for
our construction of prMIFE scheme supporting polynomial arity n = poly(A), we require large « as an artifact of the
security proof techniques. In the special case of 7 being constant, we can achieve x = A",

Construction. Next, we describe our construction for bounded depth prMIFE using a bounded depth prFE and a
secret-key encryption scheme. Our construction adapts the key idea from [AJ15], of "unrolling" ciphertexts on the fly
via recursive decryption. However, since our security notion is quite different, our proof departs significantly from
theirs, as we will discuss below.

Specifically, we use 7 instances of a single-input prFE scheme {prFE; };c [n]» With appropriate input lengths, to build a
n arity prMIFE scheme where the i-th encryption algorithm Enc; outputs the prFE;  ; functional secret-key, prFE; ;.sk,
fori € [n — 1] and Enc, outputs a ciphertext corresponding to prFE, scheme. Here the prFE;_ ;.sk contains the input
x; hardcoded within itself, wrapped in an SKE scheme, since prFE does not support function hiding. It computes the
ciphertext prFE;.ct for the input (SKE.sk, X;, X; 11, ..., X;_1, Xn ) decryptable by prFE;.sk which in turn computes the
ciphertext prFE;_;.ct decryptable by prFE;_;.sk and so on. Now, note that the decryption of slot # ciphertext with
slot n — 1 functional secret-key will give us a ciphertext decryptable by functional key at slot n — 2. Unrolling upto
slot 1, we get a ciphertext, prFE;.ct, corresponding to prFE; scheme. Finally, the key generation algorithm outputs a
functional secret-key for prFE; which together with prFE;.ct will give us the desired output.
In more detail4,

1. The setup algorithm generates # instances of prFE scheme {prFE;.mpk, prFE;.msk} for appropriate input lengths
and a secret key corresponding to SKE scheme SKE.sk. It outputs mpk = ({prFE;.mpk};c, ) and
msk = (SKE.sk, {prFE;.msk, prFE;.mpk}c(,))-

2. The key generation algorithm on input msk and a function f : ({0,1}*)" — {0,1}, computes prFE;.sk; <
prFE;.KeyGen(prFE;.msk, f) and outputs sky := prFE;.sky.

3. Thei-th encryption algorithm on input (msk, x; € {0, 1}), parses msk = (SKE.sk, {prFE;.msk, prFE;.mpk}iciy))
and does as follows. If i € [n — 1]

— Compute SKE.ct; + SKE.Enc(SKE.sk, x;).

— Define function F; := F;[SKE.ct;, prFE;.mpk] which on input (SKE.sk, X; 1, ..., X;_1,Xy) first computes
x; = SKE.Dec(SKE.sk, SKE.ct;) and then computes a prFE;.ct encoding (SKE.sk, X;, X; 1, .., X,_1,Xn ) if
i # 1 else it computes prFE;.ct encoding (xq,Xo, ..., X;,_1, Xy )5. It outputs prFE;.ct.

— It computes a functional key for F; using the i + 1-th instance of prFE and outputs it as the i-th ciphertext, i.e.,
ct; == prFE; 1.sk < prFE; 1.KeyGen(prFE; 1.msk,F;).

If i = n, it outputs cty, := prFE,.ct < prFE,.Enc(prFE,.mpk, (SKE.sk, x,)).

4. The decryption algorithm on input sky = prFE;.sks, and ciphertexts ct; = prFE; q.sk for i € [n — 1], and
cty = prFE,.ct does the following: (a) Iteratively compute prFE;_q.ct for i € [2, 1] by decrypting prFE;.ct with
prFE;.sk starting with i = 1. (b) Compute and output y < prFE;.Dec(prFE;.mpk, prFE;.sky, f, prFE;.ct).

Correctness follows from the correctness of underlying ingredients. To see this, note that by the correctness of prFE,
and the definition of F,,_1, we have prFE,,.Dec(prFE,,.mpk, prFE, sk, F,,_1, prFE,,.ct) will output F,,_1(SKE.sk, x,;)
correctly. Next, by the correctness of the SKE scheme, we have x, 1 = SKE.Dec(SKE.sk,SKE,ct,,_1) thus

3Recall that A, is a PPT algorithm. This means that it runs in polynomial time in its input length. Here, « serves as a “padding", which artificially
makes the input longer and allows .A; to run in longer time.

4We omit substantial notation here for the ease of readability.

5The randomness for computing the ciphertexts comes from a PRF, which we omit here in the overview.



F,_1(SKE.sk,x;,) = prFE,_;.ct where prFE,_;.ct encodes
(SKE.sk,x;,_1,%y,). Unrolling as in decryption step (a), we get prFE;.ct which encodes (x1,X, ..., X;,_1, X, ). Now,
from step (b) of decryption and correctness of prFE; scheme we have prFE;.Dec(prFE;.mpk, prFEy.skg, f, prFE;.ct) =

f(x1,...,Xn).

Security. While the key-idea of our construction is adapted from [AJ15], our security proof differs significantly from
theirs as we elaborate next. Consider the initial view of an adversary A which outputs qo key queries {f1, ..., fs,}. gi

input queries for i-th slot {x]l1 Yoelplr- - {2} jnclqy] and auxiliary information aux 4

aux 4, {prFE;.mpk}c(y), {fk, skp = erEl.skfk}kE[qO]
Doy : {ctﬁi = SKE.ct/, PrFEi+1~5kji}ie[n—1], , )
, . ji€lail
{ct{f = prFE,.ct/"
jn€lan]
To prove security we design a simulator Sim as follows: On input msk = (SKE.sk, { prFE;.msk, erEi.mpk}iE[H])

— fori € [n—1], it first samples a random SKE ciphertext <y; from the ciphertext space of SKE scheme, defines
F;[i, prFE;.mpk] as in the construction and outputs ct; = prFE;  ;.sk <— prFE;  1.KeyGen(prFE;  1.msk, F;[y;, prFE;.mpk]).

— for i = n, it outputs a randomly sampled ct; from the ciphertext space of prFE,, scheme.

Given the above simulator it suffices to show that Equation (4) is indistinguishable from the following distribution

aux 4, {erEi.mpk}ie[n], {fk/ Skfk = P"FEl-Skfk}ke[qo]
Doy : {ctf ="« CTske, PrFEi+1-Skji}ie[n—1],/ ®)

, ji€lai]
{5]1’1 <— CTerE” jile[qn]
At a high level, the security proof proceeds as follows. To prove the pseudorandomness of { prFE,,.ctin } jn» We show that

the decryption results of these ciphertexts using the secret keys {erEn.skj”—1 } jn_ are all pseudorandom. This allows
us to invoke the security of prFE,,. The decryption results of the above ciphertexts using the secret keys are ciphertexts
{prFE,,_;.ct/n-1in} jn_1,jn Of PrFE,;_1 and we would like to prove the pseudorandomness of them. We again consider

the decryption results of the ciphertexts using the secret keys ~{erEn_1.sk7"*2 } jn_n- This process continues until
we reach the point where we have to prove the pseudorandomness of {prFE;.ct/l”"//n } j1,...,jn» Where each ciphertext
encodes (x1 ,.- J , X, ). By invoking the security of prFE; once again, we can conclude that it suffices to show that
{ fk(x1 e, ”)} kji,...jn @re pseudorandom even given SKE ciphertexts encrypting each x{i, where the latter is dealt
as aux111ary 1nformat10n throughout the process of the above recursive invocations of prFE security. We then invoke
the security of SKE to erase the 1nf0rmat10n of x ! from the SKE ciphertexts. This allows us to conclude, since the
pseudorandomness of { fi (x1 o, X} kjr...jn directly follows from the precondition.

A bit more formally, to prove Equation (4)~ Equation (5) we begin by invoking the security of prFE,, with sampler that
provides inputs { (SKE.sk, x ]”)}] €[g,)» functions {F]" 1[SKE. et/ prFE,_1.mpk|}; . c[g, |- and all the remaining

n—1/
components of Equation (4) as auxiliary information. Now from the security guarantee of prFE,, with the sampler, we

know that to prove prFE.ct! is pseudorandom it suffices to show function output

F" 1[SKE.ct"1, prFE,_1.mpk] (SKE.sk, X} ) = prFE, _1.Enc(prFE, _1.mpk, (SKE.sk,x/"1,x)) = prFE, _.ctir-1in

n—1’



is pseudorandom for all j,_1 € [g,_1], jn € [gn]. Thus it suffices to show

auxy, {prFE; mpk},e [(n—1] {fkf Skfk = prFE;. Skfk} ’

D ke(qo]
1,0 : i .
{SKE.ctg }ie[n_l],,{erEiH.ssz}le[n L, ,{erEn Lcti m}]n I
ji€lai] ji€lail jn€[gn]
aux, {prFE;mpk}ici,_1), {sz skp = erEl.skfk}ke[qO] ,
Dl 1:

' {’V{i}ie[nfl],/{erEi+l-5k]i}ie[n72],{0]” i }]n 1€[qn-1],

ji€lai] ji€lail jn€lgn]

where 'y{i — CT sk, On—in CT orfe, ;> and CT sk and CT rg, , denotes the ciphertext space of the SKE
scheme and prFE,,_; scheme, respectively. Recursively invoking the security of prFE; fori =n —1,...,2, it suffices
to show the following:

1%, aux 4, prFE;.mpk, {fk/ sk, = erEl'Skfk}ke[q I’
0

Du_10: . o

Lo {SKE.CT_? }ie[n—l] , {erEl.Ct]l/“"]" } . ‘

]',E[qi] ’ ]16[‘71]""/]116[‘771]
1K FE;. k ’ ke = FEq.sk ,

D AXA, PP {fk SKfi = PrELS fk}ke[qo]

SR R S

’)/,z FCTSKE}‘ _ ,{Oh’ /Jn FCT FE } '

I e i J1€q) s jn€lqn]

ji€lail

Finally, applying the security of prFE; once again, we can see that it suffices to show the following:

Dyo : <1K,auxA, {fk, JAC x{:)}kh ]- ,{SKE.ct{ff‘ - SKE.Enc(SKE.sk,x{:")}ij‘)

¢
Dy <1K aUXA,{fk/ Ah """ Ly {0, 1}} . {’Y?i — CTSKE}‘ ) (6)
J1reer]n LJi

Here, 1¥ appearing in the above distributions is introduced for compensating the blow up of the size of the adversary
caused by the multiple invocations of the prFE security. The detail is not important here and we refer to Section 3 for
the detail.

To prove Equation (6), we first invoke the security of SKE scheme to show the pseudorandomness of SKE ciphertexts.

This erases the information of x] " from SKE. ct] ". Next, we use the fact that the functionality supported by our scheme is

pseudorandom to argue that the function values fk(x1 S J , Xy, ) are pseudorandom.

Subtleties in the proof. The high level overview presented above hides many important details, and indeed, as stated is
not secure. There are two important subtleties that arise when making the formal argument, and these are so significant
that they require us to strengthen the underlying evasive LWE assumption. Moreover, to the best of our understanding,
these issues also arise in prior work [VWW?22] and fixing them there also requires to strengthen the evasive LWE
assumption as we do below.

We note that at a high level, the overall structure of our security proof above is similar to that of witness encryption
in [VWW?22]. In both proofs, the main step considers parameterized distributions {D, , } heln0]pef{o,1} and shows that
Do,0 and Dy ; are indistinguishable if D, o ~. D, 1 even with subexponentially small advantage against subexponential
time adversary. To show this claim, [VWW22] uses the evasive LWE assumption, while we use the security of the prFE
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instances, which in turn is reduced to the evasive LWE assumption. While this difference stems simply from the fact
that we introduce the intermediate primitive of prFE to construct prMIFE instead of directly constructing it from evasive
LWE, there are more fundamental differences as well. In particular, we identify certain subtle issues in the proof by
[VWW22] and fix these by strengthening the assumptions. We elaborate on this below. To begin, we formally define the
evasive LWE assumption.

Evasive LWE. Let Samp be a PPT algorithm that outputs (S, P, aux) on input 11, For PPT adversaries Ag and A1,
we define the following advantage functions:

AdVIRE(1) € Pr[ Ay (B, SB + E, SP + E', aux) = 1] — Pr[Ay(B, Cy, C', aux) = 1] o)

AVEOST (1) € Pr[ A, (B, SB + E, K, aux) = 1] — Pr[4; (B, Co, K, aux) = 1] )

where (S,P,aux) ¢+ Samp(1*), B,Co, C' are uniform matrices of appropriate dimensions, E, E’ are low norm
Gaussian error matrices, and K < B~1(P).

We say that the evasive LWE (EvLWE) assumption holds if for every PPT Samp and .41, there exists another PPT
Ay and a polynomial Q(-) such that

AdVIRE(A) > AdVEST(1)/Q(A) — negl(A) and Time(Ag) < Q(A) - Time(Ay). )

Issue 1: On the multiplicative invocation of evasive LWE. To prove Dy g ~¢ Dy 1, [VWW22] assumes that there exists
an adversary Ay that distinguishes them with non-negligible advantage € and polynomial time f for the sake of
contradiction. They then invoke the evasive LWE assumption with respect to an appropriately defined sampler Samp,
to conclude that there exists a distinguishing adversary 4, against D1 o and D1 ;. This process continues multiple
times, where they invoke evasive LWE with respect to the security parameter A; := 2/ A and an adversary .Aj for the
j-th invocation to obtain another adversary .AjH, where Ay is a distinguisher against Dy o and Dy 1. Denoting the
distinguishing advantage against D; o and D; 1 of A; by €;, we have €1 > €;/ poly]- (/\]-), where poly]- is a polynomial
that is determined by the sampler Samp]-. Finally, they obtain a distinguisher A,, against D, o and D, 1, where

€y, = €/poly; (A1)poly,(Az) - - - poly, (A,) and the running time being poly, (A1)poly,(Az) - - - poly, (An). They
derive the conclusion by saying

poly; (A1)poly, (Az) - - poly,, (Ax) = poly(As - - - Ay) = poly(2" A") (10)

and setting the parameters so that there is no adversary of this running time and distinguishing advantage against D, g
and D,, 1. However, a subtlety is that poly, (A1)poly,(Az) - - - poly, (An) = poly(A; - - - A) is not necessarily true.
For example, one can consider the setting where we have poly]« (A) = A? . This example may look a bit artificial, but it
does not contradict the evasive LWE assumption, since j is treated as a constant asymptotically. In words, the issue arises
from the fact that even if each polynomial has a constant exponent, the maximum of the exponents can be arbitrarily large
function in A, when we consider non-constant number of polynomials. In this setting, .4;,’s distinguishing advantage is
too small to derive the contradiction.

The above issue occurs due to the invocations of evasive LWE super-constant times. To resolve the problem, we
consider non-uniform sampler {Samp,,. };,+ that hardwires the "best" index #* and invoke the evasive LWE® only with
respect to this sampler. In more detail, to argue that the final distributions D, o and D,, 1 are indistinguishable, it is
required that all pairs of distributions D; ¢ and Dj 1 be indistinguishable. Then, to arrive at a contradiction, it suffices
to find even one intermediate pair (for index h*) which is distinguishable — we invoke evasive LWE with respect to
that. We avoid the problem of incurring security loss of polynomial with arbitrarily large exponent, since we invoke
the evasive LWE only once w.r.t a single sampler in the proof. However, this solution entails the strengthening of the

6To be precise, in our context, we invoke the security of prFE rather than evasive LWE. However, since the same issue arises both in our context
and the context of witness encryption [VWW22] and the security of prFE is eventually reduced to the evasive LWE in our context, we intentionally do
not distinguish the invocation of evasive LWE and prFE security here.
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assumption where we consider non-uniform samplers. We believe that the same strengthening of the assumption is
required for the proof in [VWW22] as well.

Issue 2: On the additive term of evasive LWE. We believe there is another subtle issue that arises in the proof by
[VWW22]. To focus on the issue, we ignore the first issue discussed above and assume poly]»(/\) = A° holds
for some fixed ¢ € IN that does not depend on j, which makes Equation (10) correct. In the proof of [VWW22]
(and in our explanation above), we implicitly ignore the negligible additive term when applying evasive LWE.
Namely, when we apply the assumption with respect to A]-, the lower bound for the advantage €;1 of .AjH should be
€j+1 > €j/poly(A;) — negl(A;) rather than €, 1 > €;/poly(A;). This does not cause any difference when we consider
the setting where €; is non-negligible in A;. However, for larger j, €; is negligible function in the security parameter

Aj. Concretely, the lower bound on €;,1 obtained by ignoring the additive term is €/ poly(Z("*l)z/\”*l ). If we apply
evasive LWE once more with respect to A, = 2" A" to complete the proof, we have €,, > €,,_1/poly(A,) — negl(A,).
The RHS of the inequality may be negative, since €,_1/poly(A,) is some specific negligible function in A, and this
may be smaller than the second term negl(A;, ). Therefore, what we can derive here is the trivial bound €, > 0, which is
not enough for our purpose. To fix this issue, we introduce additional parameter x and then modify the assumption
so that the additive term is negligibly small in x, which is set much larger than A. Again, we believe that the same
strengthening of the assumption is required for the proof in [VWW22] as well. We define the strengthened version of

evasive LWE next.

Non-Uniform «-Evasive LWE. ~Let Samp = {Samp, } be a non-uniform sampler that takes as input 17 and outputs
(S,P,aux) as above. For non-uniform adversaries Ay = {Ag,}, and A; = {45}, we define the advantage
functions Advile(/\) and Advi?ST(A) as in Equation (7) and Equation (8), respectively. For a function « := x(A) of
the security parameter A, we say that the non-uniform x-evasive LWE assumption holds if for every non-uniform sampler
Samp and a non-uniform adversary .4; whose sizes are polynomial in A" and & respectively for A’ :== A’(1) < k(A),

there exists another non-uniform adversary .4 and a polynomial Q(-) such that
AdVIRE(A) > AdVEST(1)/Q(A') — negl(x) and  Size(Ag) < Q(A') - Size(Ay). (11)

There are two main differences from the standard EvLWE assumption: (i) we consider non-uniform sampler and
adversaries, (ii) it is parameterized by x and the additive term negl(A) that appears in Equation (9) is replaced by negl(x)
in Equation (11). These changes are introduced so that our prFE can satisfy a stronger notion of security, as discussed
below. Note that in the case A’ is superpolynomial in A, Samp(l/\) outputs S, P, and aux whose sizes are polynomial
in A’ and thus superpolynomial in A. We require the above assumption with ¥ = 2P0ly(A) in our construction.

prFE with Non-Uniform x Security. We now describe a stronger notion of security from prFE, which we need for
our prMIFE compiler.

We say that a prFE scheme is secure in the non-uniform « setting if for every Samp and an adversary .A4; whose
sizes are polynomial in A’ and « respectively for A’ :== A’(A) < x(A), there exists another adversary .4 such that

AdVERE(A) > AdvEDST(1)/Q(A) — negl(x) (12)

where the advantage functions Advile (A) and Advi?ST (A) are defined as in Equation (1) and Equation (2) respectively,

and Size(Ag) < Size(A1) - Q(A') for some polynomial Q(+).

The new security notion differs from the previous one in two ways: (i) it considers non-uniform adversaries instead
of uniform adversaries, (ii) it is parameterized by x and the additive term negl(A) that appears in Equation (3) is replaced
by negl(x) in Equation (12). By taking x asymptotically larger than A (e.g., k := AM), we can make the additive term
negl(x) much smaller than negl(A).

Fortunately, we can show, with some careful adjustments, that the prFE scheme from [AKY24b] also satisfies this
stronger notion of security. In Appendix B.3, we prove the following theorem.
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Theorem 1.6. Let k = 2 for some constant c. Assuming non-uniform x-evasive LWE, subexponentially secure PRF
against non-uniform adversary, and non-uniform sub-exponential LWE, there exists a prFE scheme for function class
FL) (M) dep(r) = 1f {0, 1} — {0,1}¢} satisfying k-prCT security as per Definition 2.15 with efficiency

Impk| =L - poly(dep,A), [sk¢| =£-poly(dep,A), |ct| =L poly(dep, 7).
where dep = poly(A) is the depth bound on the functions supported by the scheme.
With the above modifications, we are ready to state our final theorem:

Theorem 1.7 (prMIFE for poly arity). Let x = A 10gA - Assume non-uniform x-evasive LWE, non-uniform sub-
exponential PRF, and non-uniform sub-exponential LWE. Then there exists a prMIFE scheme for arity n = poly(A),
supporting functions with input length L and bounded polynomial depth d = d(A), and satisfying x-security
(Definition 3.2) with efficiency

Impk| = poly(n,L,d, A, A), |ske| = poly(d,A), |ct1| = nLpoly(dep,A), |ct;| = poly(n,L,d, A, A) fori € [2,n]

where A := (n21)1/9.

Since the aforementioned issues in the proof only arise when evasive LWE is applied super-constant number of
times, we do not need the stronger version of evasive LWE to support constant arity. Hence we get:

Theorem 1.8 (prMIFE for constant arity). Let kK = A". Assume evasive LWE and LWE. Then there exists a prMIFE
scheme for arity n = O(1), supporting functions with input length L and bounded polynomial depth d = d(A), and
satisfying x-security (Definition 3.2) with efficiency

Impk| = poly(n, L,d,A), |sk¢| = poly(d,A), |ct1] = nL - poly(dep,A), |ct;| = poly(n,L,d,A) fori € [2,n].

iO for Pseudorandom Functionalities. We now use our multi-input FE to construct iO, a la AJ/BV [AJ15, BV 18] for
the same functionality. We begin with the definition of iO for pseudorandom functionalities, which we refer to as prlO.
Recall that this notion was first defined by Mathialagan, Peters and Vaikuntanathan [MPV24a]. The syntax of prlO is as
in regular iO, where we have (i) an obfuscation algorithm which takes as input the security parameter A and a circuit C
and outputs an obfuscated circuit C, (ii) an evaluation algorithm takes as input an obfuscated circuit C and an input x. It
outputs ¥ = C(x). We also require that the evaluation time of the obfuscated circuit be only polynomially slower than
the run time of the circuit C on x.

Our notion of security however, differs from the standard notion considered in the literature of iO and is specified as
follows. For the security parameter A = A(A), let Samp be a PPT algorithm that on input 1%, outputs

(Co,cl, aux € {0,1}*)

where Cp : {0,1}" — {0,1}" and C; : {0,1}" — {0, 1}" have the same description size. We then require that

1t (1% {Co(x) reqorpmraux) ~e (1% {8 {011 hyeqonyeaux) e (15{C1(x) bae oy, aux)
then (iO(l)‘,CO),aux) R~ (iO(l)‘,Cl),aux)

where the parameter x above is introduced to adjust the strength of the requirement for the precondition, similarly to
the case of prMIFE. Roughly speaking, the above security definition says that the obfuscations of two circuits with
pseudorandom truth tables are indistinguishable.

Our construction follows the blueprint of the multi-input FE to iO conversion by Ananth and Jain [AJ15]. Briefly,
the obfuscation of a circuit C : {0,1}" — {0,1}" using a (n + 1) input prMIFE scheme is

{prMIFE.sky;, prMIFE.cty o, prMIFE.cty 1, ..., prMIFE.ct, o, prMIFE.ct,, 1, prMIFE.ct, 1 c }

where prMIFE.sky; is the prMIFE functional key corresponding to the universal circuit U such that U(xq, ..., x,,C) =
C(x1,...,xu), prtMIFE.ct;, for i € [n],b € {0,1} denotes the i-th slot prMIFE ciphertext encoding bit b, and
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prMIFE.ct, ;1 c denotes the (1 + 1)-th slot prMIFE ciphertext encoding the circuit C. The evaluation algorithm on
input x = (x1,...,x,) runs prMIFE.Dec(prMIFE.sky;, prMIFE.ct; v, ..., prMIFE.ct; x,, prMIFE.ct,, 11 c).

Correctness as well as security follow from those of prMIFE. This leads to the following theorem, shown in
Section 5.

2 . . . . .
Theorem 1.9. Let x = A" 1°84_ Assuming non-uniform x-evasive LWE, non-uniform sub-exponential PRF,, and
non-uniform sub-exponential LWE, there exists a prlO scheme for circuits.

iO for Pseudorandom Functionalities with Polynomial Domains. We also define a variant of prlO which only
supports polynomial sized domains. We denote this variant by pPRIO. The advantage of considering this restricted
variant is that we can base the security of the construction on (plain) evasive LWE, rather than non-uniform x-variant of
it. For applications we consider stronger variant of the primitive where we decompose the obfuscation algorithm into
online-offline parts and consequently define a reusable security for this variant. In more detail, we show the following:

Theorem 1.10. Assuming evasive LWE and LWE, there exists a secure pPRIO scheme supporting circuits of bounded
size L = poly(A) with
lobfofr| = poly(L,A), |obfon| = poly(L,A),

where obf ¢ and obf,, refer to the offline and online part of the obfuscated program, respectively.

We refer the reader to Section 6 for details. As discussed in Section 1, we use this construction in our companion paper
[AKY24b] to construct ABE for optimal parameters.

Applications. We show that our new tool of MIFE /iO for pseudorandom functionalities is quite powerful and yields
several interesting applications.

Multi-Input Predicate Encryption for Circuits. A multi-input predicate encryption (miPE) scheme [AYY22]
for n-ary functions miPE = (Setup, KeyGen, Ency, ..., Ency, Dec) generalizes single input predicate encryption
[GVW15b] to support multiple encryptors, who each encrypt their data with independently chosen randomness. In miPE,
the setup algorithm on input 1%, arity 1" and parameter prm, specifying the parameters of the function class, outputs
(mpk, msk). The key generation algorithm on input msk and a function f : (Xprm)” — Vprm outputs a functional
secret key sk¢. The i-th encryption algorithm on input msk, an attribute x; € Aprm and a message j; € {0,1} outputs
a ciphertext ct;. The decryption algorithm on input secret key sk and n ciphertexts cty, ..., ct, (corresponding to
inputs (x1, 1) ..., (Xn, i) respectively) outputs a string ' € {0,1}" U L.

We prove the following security guarantee for miPE: Consider an adversary A which outputs g¢ key queries
{fo,---, fao}+ q: pairs of attribute-message queries for i-th slot { (x!, uJ') Yoelplr- L, i) }inelgn) and auxiliary
information aux 4. We say that a miPE scheme is secure if the following holds for the adversary .A

Ji ) Ji o Ji
<mpk, {fk/ Skfk}ke[qo] , {cti < Enc;(msk, x;', it} )}ie[n],jl-e[q,-] ,auxA>

~ Ji ;
/2. (mpk, {fk'Skfk}ke[qo] , {‘Si — Slm(mSk)}ie[n],j,-e[q,-] ,auxA>
Jn

given fi(x],...,x}}) = O forevery i € [n],j; € [q;], and k € [go], where (mpk, msk) < Setup(1*,1", prm) and
sk, < KeyGen(msk, fi).

Previously, the works of [AYY22, FFMV24] defined the notion of multi-input predicate encryption and provided the
first constructions for specific functionalities. The follow-up work of Agrawal et al. [ARY Y23] supported the most
general functionality — it allowed to compute arbitrary predicates in P on vector (xq, ..., Xy, ) where X; is encrypted by
party i € [n] and k is a constant. The miPE of this work is obtained by first building a multi-input ABE, which is then
compiled into miPE using a generic compiler by [AYY22]. Their multi-input ABE for constant arity is quite complex
and leverages intricate algebraic properties of the underlying building blocks. Moreover, the limitation for a constant
k seems inherent to their techniques, since the parameters grow exponentially in #. In contrast, our construction is
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extremely simple and can bootstrap a single-input PE scheme to a polynomial-input one generically by simply using an
prMIFE to generate PE ciphertext using randomness jointly chosen by the encryptors. The PE must have pseudorandom
ciphertext so as to be suitable for the compiler but this is a relatively mild property and readily satisfied by known
constructions [GVW15b]. In more detail, our construction works as follows.

— The setup generates a prMIFE instance (prMIFE.msk, prMIFE.mpk) and a single-input PE instance (PE.msk, PE.mpk).
It outputs msk = (prMIFE.msk, PE.msk) and mpk = (prMIFE.mpk, PE.mpk).

— The i-th slot encryption algorithm on input (msk, X;, #;) generates an i-th slot prMIFE ciphertext prMIFE.ct; <
prMIFE.Enc; (prMIFE.msk, (x;, #;)). It outputs ct; = prMIFE.ct;

— The key generator on input msk and a function f generates a single-input PE functional secret key PE.sk o
PE.KeyGen(PE.msk, f). It also generates a prMIFE key, prMIFE.skg, for function F[PE.mpK] that, on input n
attribute-message pairs (X1, 1), - - ., (Xn, #n ), generates a single-input PE ciphertext w.r.t. attribute x = (x1,...,Xy)
and message p = (p1, ..., jin). It outputs sky = (PE.sk¢, prMIFE.skg).

— The decryption algorithm first runs the prMIFE decryption using prMIFE.skg and {ct; = prl\/IIFE.cti}ie[n} to
compute the single-input PE ciphertext, PE.ct, encoding message # = (y1, ..., in) W.r.t attribute x = (x1,...,Xy).
Finally it performs PE decryption using PE.sky and PE.ct.

Correctness and security follow readily from those of the underlying building blocks. Please see Section 4 for details. In
summary, we obtain the following theorems.

Theorem 1.11 (miPE for poly arity). Let xk = AnlogA Assuming non-uniform x-evasive LWE, non-uniform
sub-exponential PRF, and non-uniform sub-exponential LWE, there exists a miPE scheme for arity n = poly(A),
supporting functions of bounded polynomial depth.

Using prMIFE scheme for constant arity allows to relax the assumption to normal evasive LWE.

Theorem 1.12 (miPE for constant arity). Assuming evasive LWE and LWE, there exists a prMIFE scheme for arity
n = O(1), supporting functions of bounded polynomial depth.

Two Party ID based Non-Interactive Key Exchange. Next, we provide a construction of two party ID based
non-interactive key exchange (ID-NIKE) scheme. The construction is the same as the ID-based NIKE system by Sakai,
Ohgishi, and Kasahara [SOKO0O] except that the hash function is replaced with an obfuscation of a PRF, which can be
supported by our prlO. In more detail, we show:

Theorem 1.13.Let x = A"’1084, Assuming non-uniform x-evasive LWE (Assumption 2.4), non-uniform sub-
exponential PRF, non-uniform sub-exponential LWE, and the DBDH assumption, there exists a secure ID-NIKE
scheme.

This leads to the first construction of ID-NIKE without multilinear maps [FHPS 13] or indistinguishability obfuscation
in the standard model. Please see Section 8§ for details.

Instantiating the Random Oracle. In an elegant work [HSW 14], Hohenberger, Sahai and Waters posed the following
question: “Can we instantiate the random oracle with an actual family of hash functions for existing cryptographic
schemes in the random oracle model, such as Full Domain Hash signatures?” They then demonstrated that the
selective security of the full-domain hash (FDH) signature based on trapdoor permutations (TDP) [BR93], the adaptive
security of RSA FDH signatures [Cor00], the selective security of BLS signatures, and the adaptive security of BLS
signatures [BLS01] can be proven in the standard model by carefully instantiating the underlying hash function by IO
for each application.

We show in Section 7.1, that the random oracle in the FDH signature can be instantiated using prlO instead of
full-fledged iO. Similarly, we can instantiate the random oracle in selectively secure BLS signatures with prlO, following
a strategy similar to that in [HSW 14]. At a high level, these proofs follow those in the random oracle model (ROM),
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where we use iO to obfuscate a derandomized version of the simulator for the hash function in ROM-based proofs. In
these settings, the truth table of the simulated hash function is pseudorandom, allowing us to follow the same proof
strategy using prlO.

For adaptively secure RSA FDH and BLS signatures, the situation is different. In these cases, Hohenberger et
al. adopt an alternative proof strategy that deviates from the high level strategy of obfuscating the simulator for the
proof in the ROM. This is due to the fact that the original proofs [BLSO1, Cor00] are incompatible with the conditions
required for using iO, where the truth table of the hash functions must remain unchanged across game hops. To be
compatible with iO, they introduce a structure for the hash function, making its truth table no longer pseudorandom.
This prevents us from replacing the hash function with prlO following their approach.

To instantiate the hash function with prlO, we revert to the original ROM-based proof strategy [BLS01, Cor(00].
Unlike the iO-based approach, prlO-based proof does not require the truth table of the hash function to remain unchanged
across game hops; it only requires the truth table to be pseudorandom. This relaxed condition enables the use of the
original ROM security proofs. Please see Section 7 for details.

1.4 Organization of the Paper

We provide the preliminaries used in this work in Section 2 and Appendix A. In Section 3, we define the notion of
multi-input FE for pseudorandom functionalities (prMIFE) and construct a (bounded-depth) prMIFE using a single-input
FE scheme for pseudorandom functionalities (prFE) — a tool from our companion paper [AKY?24b]. In Appendix B, we
recall the construction of prFE from [AKY24b] and prove that it achieves strengthened security notion of non-uniform
x-prCT security which is required for the prMIFE compiler in Section 3. In Section 4, we give the construction for
multi-input predicate encryption scheme for polynomial arity. In Section 5, we give the definitions for indistinguishability
obfuscation for pseudorandom functionalities (prlO) for circuits and construct this using a prMIFE scheme supporting
polynomial arity. In Section 6, we define and construct indistinguishability obfuscation for pseudorandom functionalities
with polynomial size domain (pPRIO) using a prMIFE scheme supporting constant arity. In Section 7 and 8 we show
how to instantiate the random oracle using a prlO scheme via various applications.

2 Preliminaries

In this section we define the notation and preliminaries used in our work.

Notation. We use bold letters to denote vectors and the notation [4, b] to denote the set of integers {k € IN |a < k < b}.
We use [n1] to denote the set [1, n]. Concatenation is denoted by the symbol ||. We say a function f (1) is negligible if it is
O(n=°) forall ¢ > 0, and we use negl(n) to denote a negligible function of n. We say f (1) is polynomial if it is O(n®)
for some constant ¢ > 0, and we use poly(#) to denote a polynomial function of n. We use the abbreviation PPT for
probabilistic polynomial-time. We say an event occurs with overwhelming probability if its probability is 1 — negl(n).
For two distributions X, and Y,, X, ~. Y, (resp., X, ~s Y, ) denotes that they are computationally indistinguishable
for any PPT algorithm (resp., statistically indistinguishable). We write X, = Y, when these distributions are the same.
Note that when we say two distributions are computational indistinguishable, this means that the two distributions
cannot be distinguished with non-negligible advantage in the input length of the adversary (rather than the security
parameter A), whose size is polynomial in its input length. For example, if the output length of the distributions is
subexponential in A, this means that the adversary is allowed to run in subexponential time and the advantage should be
subexponentially small. For a vector x, we let x; denote its i-th entry. For a set S, we let |S| denote the number of
elements in S. For a binary string x, we let |x| denote the length of x.

2.1 Assumptions

In this section, we define the assumptions that we use in this work.
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Assumption 2.1 (Evasive LWE). [Wee22, ARY Y23, AMYY25] Letn, m,t,m’,q € N be parameters and A be a security
parameter. Let x and x’ be parameters for Gaussian distributions. For Samp that outputs

Sez!" " ez, aux e {01}

on input 1" and for PPT adversaries Ag and A;, we define the following advantage functions:

AdVIRE (1) £ Pr[Ag(B, SB + E,SP + E/, aux) = 1] — Pr[A(B, Co, ', aux) = 1] (13

d:efPr[Al(B, SB + E, K, aux) = 1] — Pr[A;(B, Co, K, aux) = 1] (14)

AdVEST(A)
where
(S,P,aux) < Samp(1%),

B« "™
q 4
m' xm 1 m' xt
Cp Zq ,C Zq ,
E «+ D%,’;m, E « D%;,t
K + B~!(P) with standard deviation O(4/mlog(q)).

We say that the evasive LWE (EvLWE) assumption with respect to the sampler class SC holds if for every PPT
Samp € SC and Ay, there exists another PPT A and a polynomial Q(-) such that

AdVIRE(A) > AdVEOST(1)/Q(A) — negl(A) and  Time(Ag) < Time(Ar) - Q(A). (15)

We conjecture that for reasonable class of samplers, the evasive LWE assumption holds. In particular, we conjecture
that our sampler SamperE ( 1A) used for the security proof of the prFE (Appendix B) for natural class of functions
should be in the secure class of samplers SC for which the evasive LWE holds.

Remark 2.2. In the above definition, all the LWE error terms are chosen from the same distribution DZ,X- However,
in our security proof, we often consider the case where some of LWE error terms are chosen from Dy , and others
from Dz ,» with different x > X'. The evasive LWE assumption with such a mixed noise distribution is implied
by the evasive LWE assumption with all LWE error terms being chosen from Dy , as above definition, since if the
precondition is satisfied for the latter case, that for the former case is also satisfied. To see this, it suffices to observe that
we can convert the distribution from Dy ,/ into that from Dz , by adding extra Gaussian noise.

In the security proof, we may require the auxiliary information to include terms dependent on S. Furthermore, we
may want to prove the pseudorandomness of such auxiliary information. The following lemma from [ARY Y23] enables
this. In the lemma, we separate the auxiliary information into two parts aux; and auxp, where auxy is typically the
part dependent on S. The lemma roughly says that aux; is pseudorandom in the post condition distribution, if it is
pseudorandom in the precondition distribution.

Lemma 2.3 (Lemma 3.4 in [ARYY23]). Let n,m, t, m’, g € IN be parameters and A be a security parameter. Let x
and x’ be Gaussian parameters. Let Samp be a PPT algorithm that takes as input 1* and outputs

S e ZZZ’Xn,aux = (auxy,auxy) € S x {0,1}* and P € ngt

for some set S. Furthermore, we assume that there exists a public deterministic poly-time algorithm Reconstruct that
allows to derive P from auxy, i.e. P = Reconstruct(auxy).
We introduce the following advantage functions:

def

AdVERE (1) € Pr[A(B, SB + E, SP + E/, aux;, auxy) = 1] — Pr[A(B, Cy, C’, ¢, auxy) = 1] (16)
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AdVEOST (1) £ Pr[A(B, SB + E, K, auxy, auxy) = 1] — Pr[A(B, Cy, K, ¢, auxz) = 1] (17)

where
(S, aux = (auxy,auxy), P) « Samp(1%),

nxm
B<—Zq
! !
Co 2", C 2" e 8
m'xm g/ m' xt
E<—DZ,X ,E <—DZ,X

K + B~!(P) with standard deviation O(4/mlog(q)).

Then, under the Evasive-LWE (cited above in Assumption 2.1) with respect to Samp € SC for a sampler class SC,
if AdvI;lRE, (A) is negligible for any PPT adversary A, so is AdviOST/ (A) for any PPT adversary .A.

The following variant of the evasive LWE assumption will be used in Section 3. This strengthens Assumption 2.1
in that it considers non-uniform samplers and replaces the negligible term in Equation (15) with negligible function
in another parameter x, which can be much larger than A. The reason why we need this strengthened version of the
assumption is that we need prFE to satisfy stronger security notion than prCT security that we call non-uniform x-prCT
security for the application to prMIFE. We refer to Remark 3.14 for the detailed discussion on why we need the stronger
security definition for prFE for the application to prMIFE.

Assumption 2.4 (Non-Uniform x-Evasive LWE). Let n, m, t, m’, g, A € IN be parameters defined as in Assumption 2.1
and Samp = {Samp, }, be a non-uniform sampler that takes as input 1" and outputs S, P, aux as in Assumption 2.1.
For non-uniform adversaries Ay = {Ag}x and A; = {A; 1}, we define the advantage functions AdviréE()\)
and Advi?ST()\) as in Equation (13) and Equation (14), respectively. For a function x := x(A) of the security
parameter A, we say that the non-uniform x-evasive LWE assumption with respect to the sampler class SC holds if
for every non-uniform sampler Samp € SC and a non-uniform adversary .4; such that Size(Samp) < poly(A’) and
Size(A;1) < poly(x) for A’(A) < x(A), there exists another non-uniform adversary .4y and a polynomial Q(-) such
that

AdVIRE(A) > AdVE®T(1)/Q(A') — negl(x) and  Size(Ag) < Q(A') - Size(Ay).

Note that in the case A’ is superpolynomial in A, Samp(l/\) outputs S, P, and aux whose sizes are polynomial in A/
and thus superpolynomial in A. We require the above assumption with ¥ = 2pP0ly(A) in our construction.

The following lemma is an adaptation of Lemma 2.3 for the stronger version of evasive LWE assumption defined in
Assumption 2.4. The proof is almost the same as that for Lemma 2.3. We provide it here for completeness.

Lemma 2.5. Let n,m, t,m’,q,A € IN be parameters defined as in Assumption 2.1 and Samp = {Samp, }, be
a non-uniform sampler that takes as input 1* and outputs S,aux = (auxl,auxz), and P as in Lemma 2.3. For a
non-uniform adversaries A, we define the advantage functions AdviRE/ (A) and AdvI;lOST/ (A) as in Equation (16) and
Equation (17), respectively. Then, for a function x := x(A) of the security parameter A, under the non-uniform x-evasive
LWE assumption (Assumption 2.4), if Size(Samp) < poly(A’) and Size(.A;) < poly(x) for A’(A) < x(A), there
exists another non-uniform adversary .4y and a polynomial Q(+) such that

AdVIRE' (A) > AdVEOST (1) /Q(A') — negl(x) and  Size(A) < Q(A') - Size(Ay).

Proof. Let us consider an adversary A; and a sampler Samp with size being polynomial in x and A’ respectively
and € = AvaA?ST/. Then, the same adversary is able to distinguish either (1) (B,SB + E, K, auxy, auxp) from
(B, Co, K, auxy, auxy ) with advantage at least € /2 or (2) (B, Cp, K, auxy, auxy) from (B, Cp, K, ¢, aux, ) with advantage
at least €/2. If the latter is the case, then we can obtain an adversary Ay that distinguishes (B, SB + E,SP +
E’, auxy, aux;) from (B, Cy, C’, ¢, auxy) with advantage € /2. This can be seen by observing that .A; can be turned
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into an adversary that distinguishes (auxy, aux;) from (c, aux;) and then turned into an adversary that distinguishes
(B, Co, K, auxy, auxy) from (B, Cy, K, ¢, auxy) by sampling (B, Co, K) by itself, where we sample B with the
corresponding trapdoor and then sample K using it. We therefore assume that the former is the case. Then,
by invoking the non-uniform x-evasive LWE with respect to the sampler Samp, we obtain another adversary Ag
whose size is bounded by Q(A’) - Size(.A; ) and distinguishing advantage against (B, SB + E, SP + E/, auxy, aux,) and
(B, Co, C’, auxy, auxy) is atleaste /2Q(A’). Then, Ay is able to distinguish either (1) (B, SB + E, SP + E’, auxy, aux;)
from (B, Cp, C/, ¢, auxy) with advantage at least €/4Q(A’) or (2) (B, Cy, C/, ¢, auxy) from (B, Cy, C’, auxy, auxy)
with advantage at least €/4Q(A’). If the former is the case, we are done. If the latter is the case, we are still able to
convert it into a distinguisher against (B, SB + E, SP + E’, auxy, aux,) and (B, Cy, C’, ¢, auxy ) by the similar argument
to the above. O

Assumption 2.6 (Decisional Bilinear Diffie-Hellman). Let e : G x G — Gr be a bilinear map, where e(g%, %) =
e(g,9)™ anda,b € Z., for a cyclic group G of order p with a generator g. The Decisional Bilinear Diffie-Hellman
assumption (DBDH) states that for any PPT adversary

(g’x/gﬁ’g')//e(g/g)lxﬁ')/ ‘ ‘X/ﬁ/r)/ <~ ZP) %C (ga/gﬁ/g’)//T ‘ a/ﬁ/r)/ — ZPIT <~ GT)

2.2 Puncturable Pseudorandom Functions

Syntax. A puncturable pseudorandom function (PPRF) F : I x X — ) with key space /C, input space X and output
space ) has the following syntax.

Setup(l)‘) — K. The setup algorithm takes as input the security parameter A and outputs a key K € .

Puncture(K, x) — K. The puncture algorithm takes as input a PRF key K € K and an input x € X, and outputs a
punctured key key K.

Eval(Ky, x") — y. The evaluation algorithm takes as input a punctured key Ky an input x’ € X, such that x # x’ and
outputs y € Y. It outputs L if x = x/.

Definition 2.7. (Correctness) A PPRF scheme is said to be correct if for any K € K, x,x" € X such that x # x/, we

have
Pr[EvaI(Kx,x/) — F(K,x’) | Ky Puncture(K,x)] =1.

Definition 2.8. (Security) A PPRF scheme is said to be (selectively) secure if the advantage of a PPT adversary A in
the following experiment is negligible.

1. A on input 1" outputs the challenge input x*.

2. The challenger samples a random key K <— K and a bit 8 <— {0, 1}. Then, it computes y = F(K, x) if = 0,
else it sample i <— ) uniformly at random. It also computes K+ <— Puncture(K, x*) and sends Ky, y to A.

3. A outputs a guess bit .
Awinsif p = .
We know that PPRF with the security defined above from one-way functions [GGM84, BW 13, BGI14, KPTZ13].

2.3 Symmetric Key Encryption with Pseudorandom Ciphertext

Syntax. A symmetric key encryption scheme for message space M = { M } Ae[N]» key space £ = {K, } Ae[N] and
ciphertext space CT ske = {CT ske } Ae[N) has the following syntax.

Setup(lA) — sk. The setup algorithm takes as input the security parameter A and outputs a secret key sk.
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Enc(sk, m) — ct. The encryption algorithm takes as input the secret key sk and a message m € M and outputs a
ciphertext ct.

Dec(sk, ct) — m'. The decryption algorithm takes as input a secret key sk and a ciphertext ct and outputs a message
!/
m' e M,.

Definition 2.9. (Correctness) A SKE scheme is said to be correct if there exists a negligible function negl(-) such that
for all A € IN, for every message m € M, we have

sk < Setup(1%);
Pr|{ m'=m: ct< Enc(sk,m); | >1—negl(A),
m’ = Dec(sk, ct).

Definition 2.10. (Security) A SKE scheme is said to have pseudorandom ciphertext if there exists a negligible function
negl(-) such that for all A € IN, for every message m € M, we have

5| < negl(d),

Pr [ g =B sk < Setup(1%); ]

‘B/ V. AEnc(sk,'),Encﬁ(sk,~).

where the Enc(sk, -) oracle, on input a message m, returns Enc(sk, m) and EncP (sk, -) oracle, on input a message
m, returns ctg, where cty « Enc(sk,m) and ct; <— CTskga. We say that an SKE scheme has (non-uniform)

. o . . s

subexponential security if there exists a constant 0 < 6 < 1 such that the above advantage is at most 2~ for any
o Y, .

adversary whose running time (resp., size) is 2" for sufficiently large A.

2.4 Pseudorandom Functional Encryption

In this section we give definitions for functional encryption for pseudorandom functionalities, adapted from [AKY?24b].
Consider a function family {Fprm = {f : Xorm — Yprm } }prm for a parameter prm = prm(A). Each function
f € Form takes as input a string x € Xprm and outputs f(x) € Vorm.

Syntax. A functional encryption scheme prFE for pseudorandom functionalities Fprm consists of four polynomial
time algorithms (Setup, KeyGen, Enc, Dec) defined as follows.

Setup(l)‘, prm) — (mpk, msk). The setup algorithm takes as input the security parameter A and a parameter prm
and outputs a master public key mpk and a master secret key msk?.

KeyGen(msk, f) — sk . The key generation algorithm takes as input the master secret key msk and a function
fe Form and it outputs a functional secret key sk iz

Enc(mpk, x) — ct. The encryption algorithm takes as input the master public key mpk and an input x € Xprm and
outputs a ciphertext ct € CT, where CT is the ciphertext space.

Dec(mpk, sk fr f,ct) — y. The decryption algorithm takes as input the master public key mpk, a functional secret key
sk iz function f and a ciphertext ct, and outputs y € Vorm.

Definition 2.11 (Correctness). A prFE scheme is said to satisfy perfect correctness if for all prm, any input x € Xprm
and function f € Fprm, we have

(mpk, msk) + Setup(l/\, prm), sk < KeyGen(msk, f),
Dec(mpk, skg, f, Enc(mpk, x)) = f(x)

We define our security notion next. At a high level, our notion says that so long as the output of the functionality is
pseudorandom, the ciphertext is pseudorandom. For notational brevity, we denote this by prCT security.

Pr

7We assume w.l.0.g that msk includes mpk.
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Definition 2.12 (prCT Security). For a prFE scheme for function family { Fprm = {f : Xprm — Vprm } }prm., parameter
prm = prm(A), let Samp be a PPT algorithm that on input 1%, outputs

(f1, - ..,kaey,xl,. e s XQpuegs AUX € {0,1}%)

where Qyey is the number of key queries, Qmsg is the number of message queries, and fi € Form Xj € Xprm for all

i€ [ley]/j € [Qmsg]'

We define the following advantage functions:

Advile(/\)d:efPr [Ao ( aux, {fi, ﬁ(xj)}ie[ley],je[QmSg]) = 1]

—Pr [Ao( aux, {fi, Aij < Vorm}ic[Queyl ic(Omegl) = 1}

def
AdVESST(/\); Pr [.Al(mpk, aux, {fir Ct]‘ — Enc(mpk, x]-), Skfi}ie[ley]/je[Qmsg]) = 1]

—Pr [.Al(mpk, aux, {fi, 0; < CT, skfi}iE[ley]JG[QmSg}) = 1}

where (f1,..., fQue s X1,/ XQpegraUX € {0,1}) <= Samp(1"), (mpk, msk) < Setup(1%,prm) and CT is the
ciphertext space. We say that a prFE scheme for function family Fprm satisfies prCT security with respect to the sampler
class SC if for every PPT sampler Samp € SC there exists a polynomial Q(-) such that for every PPT adversary Aj,
there exists another PPT A such that

AZF () = ALT(A)/Q(A) — negl(A) (18)
and Time(Ap) < Time(A;) - Q(A).

Remark 2.13 ([AKY24b]). It is shown in [AMY Y25] that there is no prFE that satisfies prCT security for all general
samplers. Therefore, when we use the security of prFE, we invoke the security with respect to a specific sampler class
that is induced by the respective applications. For simplicity, we sometimes will treat as if there was prFE that is secure
for all the samplers.

Theorem 2.14 (JAKY24b]). Assuming LWE and evasive LWE assumptions, there exists a secure (Definition 2.12)
prFE scheme, with respect to a specific sampler class, for function class Fi (1) ¢(1) dep(r) = 1f : {0, 1} = {0, 1}4}
satisfying

Impk| =L - poly(dep,A), [ske| = £-poly(dep,A), |ct| =L poly(dep,A).

where dep = poly(A) is the depth bound on the functions supported by the scheme.

Definition 2.15 (Non-uniform x-prCT Security). For a prFE scheme for function family {Fprm = {f : Xprm —

Yorm } }prm, parameter prm = prm(A), and function KdéfK()\) of A, let Samp = {Samp, }, be a non-uniform
polynomial-time algorithm that on input 1*, outputs

(fl/- ..,kaey,xl,. . .,mesg,aux S {O,l}*)

where Qyey is the number of key queries, Qmsg is the number of message queries, and f; € Fpm xj € Xprm for all

i€ [ley]/j S [Qmsg]-
For non-uniform adversaries Ag := {Ag}, and A; := { A1 ) } 1, we define the following advantage functions:

AdVRE(A)E Pr [Ao ( aux, {fi, fi(xj)}ie[ley],je[Qmsg]) = 1]

—Pr {Ao( aux, {fi, Aij < Vormtie(Queylic(Qmeg)) = 1}

21



def
AdVESST()\)é Pr [A1(mpk, aux, {fi/ Ct/' — Enc(mpk, Xj), Skfi}iG[ley],jG[Qmsg]) = 1}

— Pr [Al(mpk, aux, {fir 5] — CT, Skfi}iE[ley]rfE[Qmsg]) = 1}

where (f1,. ..,kaey,xl, ce e X Qs AUX € {0,1}*) « Samp(l)‘), (mpk, msk) < Setup(1*,prm) and C7 is the
ciphertext space. We say that a prFE scheme for function family Fprm is secure in the non-uniform x setting with respect
to the sampler class SC if for every sampler Samp € SC and an adversary .4, such that Size(Samp) < poly(A’) and
Size(A;1) < poly(x) for A" < «k, there exists another adversary A such that

AdVIRE(A) > AdVEDST(A) /Q(A) — negl(x) (19)
and Size(Ag) < Size(A;) - Q(A') for some polynomial Q(-).
In Appendix B.3, we prove the following theorem.

Theorem 2.16. Let x = 2 for some constant c. Assuming non-uniform x-evasive LWE (Assumption 2.4), subexpo-
nentially secure PRF against non-uniform adversary, and non-uniform sub-exponential LWE (Assumption A.5), there
exists a prFE scheme for function class J7 (1) ¢(1) dep(r) = 1/ : {0, 1} = {0, 1}4} satisfying x-prCT security as per
Definition 2.15, with respect to a specific sampler class, with efficiency

Impk| = L - poly(dep,A), [sk¢| = £-poly(dep,A), |ct| =L -poly(dep, 7).
where dep = poly(A) is the depth bound on the functions supported by the scheme.

Remark 2.17 (Comparison between Definition 2.15 and Definition 2.12). We remark that Definition 2.15 strengthens
Definition 2.12 in two aspects. First of all, it considers non-uniform adversaries instead of uniform adversaries.
Secondly, it is parameterized by x and the additive term negl(A) that appears in Equation (18) is replaced by negl(x) in
Equation (19). By taking x asymptotically larger than A (e.g., k := A’), we can make the additive term negl(x) much
smaller than negl(A). We note that these changes are introduced to prove the security of our prMIFE in Section 3. We
refer to Remark 3.14 for the discussion on why these changes are necessary for the security proof there.

2.5 Predicate Encryption
Consider a function family { Form = {f : Xprm — {0,1}} } prm., for a parameter prm = prm(A).
Syntax. A PE scheme PE for function family Fprm consists of polynomial time algorithms (Setup, KeyGen, Enc, Dec)

defined as follows.

Setup(lA, prm) — (mpk, msk). The setup algorithm takes as input the security parameter A and a parameter prm,
and outputs a master public key mpk and master secret key msks3.

KeyGen(msk, f) — sk . The key generation algorithm takes as input the master secret key msk and a function
fe Fprm and it outputs a functional secret key sk iz

Enc(mpk, x, 1) — ct. The encryption algorithm takes as input a master secret key msk, an attribute x € Xprm, and
message ¢ € {0,1}, and outputs a ciphertext ct.

Dec(mpk, skg, f,ct) — {0,1} U L. The decryption algorithm takes as input the master public key mpk, secret key
sk, function f and ciphertext ct, and outputs a string ¢’ € {0,1} U L.

Definition 2.18 (Correctness.). Forevery A € IN, 4 € {0,1}, x € Xprm, f € Fprm, if f(x) = 1, then
Pr [Dec (mpk, KeyGen(msk, f), f, Enc(mpk, x, t)) = p] =1 — negl(A)

where (mpk, msk) < Setup(1%, prm).

8We assume w.l.0.g that msk includes mpk.

22



Definition 2.19 (Selective INDr Security). A PE scheme is said to satisfy selective INDr security if there exists a
negligible function negl(-) such that for all A € IN, we have

(x, prm) «+ A(1");
(mpk, msk) < Setup(1*, prm); 1
Pr| B'=B: (ust) AXYGen(msk)(mpk); ~3 < negl(A),
ctyg < Enc(mpk,x, ), cty < CT;
B {0,1}, B + AKevGen(msk:) (s ctg)

where CT is the ciphertext space of the scheme and the adversary A is admissible in the sense that for all key query f
made by \A, it holds that f(x) = 0.

Predicate encryption schemes for (bounded depth) circuits satisfying the above security notion are known from
LWE [GVW15a, GKW17, WZ17].
2.6 Multi-Input Predicate Encryption

In this section we define multi-input Predicate Encryption (mi-PE), adapting the syntax from [AY Y22]. Consider a

function family {Fprm = {f : (Xprm)" — {0,1}} } prm, for a parameter prm = prm(A), where each Fprm is a finite
collection of n-ary functions. Each function f € F,m takes as input strings x1, ..., x;, where each x; € Xy, and
outputs f(xq,...,x,) € {0,1}.

Syntax. A mi-PE scheme miPE,, for n-ary function family Fprm consists of polynomial time algorithms (Setup, KeyGen,
Ency, ..., Ency,, Dec) defined as follows.

Setup(1%,1", prm) — (mpk, msk). The setup algorithm takes as input the security parameter A, the function arity 7
and a parameter prm and outputs a master public key mpk and master secret key msk.

KeyGen(msk, f) — sk 7. The key generation algorithm takes as input the master secret key msk and a function
f € Fprm and it outputs a functional secret key sk .

Enc;(msk, x;, 11;) — ct; for i € [n]. The encryption algorithm for the i*" slot takes as input a master secret key msk,
an attribute x; € Xprm, and message y; € {0,1}, and outputs a ciphertext ct;.

Dec(mpk, sk £ foctycty, ., cty) — {0,1}" U L. The decryption algorithm takes as input the master public key
mpk, secret key sk, function f and n ciphertexts cty, . .., ct, and outputs a string ¢’ € {0,1}" U L.

Next, we define correctness and security.

Correctness: Forevery A € N, py, ..., un € {0,1}, x1,..., %1 € Xorm, f € Fprm, it holds thatif f(xq,...,x,) =
1, then

mpk, KeyGen(msk, f), f, - 4
Pr {Dec (Encl(msk,xl,yl),...,Encn(msk,xn,yn) = (11, )| =1 = negl(A)

where the probability is over the choice of (mpk, msk) < Setup(1*,1", prm) and over the internal randomness of
KeyGen and Ency, ..., Ency,.

Definition 2.20 (Sim-Security.). For a miPE scheme for function family {Fprm = {f : (Xprm)” — {0,1}}}prm,
parameter prm = prm(A), a stateful adversary .4, and a simulator algorithm { Simi}ie[n], we define the Sim-security
game, Exppipg, 4, as follows.

1. Query phase: On input 1%, 1", prm, A outputs the following in an arbitrary order.
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(a) Key Queries: A issues polynomial number of key queries, say qo = qo(A). For each key query k € [qo],
A chooses a function fy € Fprm.

(b) Ciphertext Queries: A issues polynomial number of ciphertext queries for each slot, say g; = g;(A) for the

it" slot. E?V]e use (x{:i , 1) to denote the j;-th ciphertext query corresponding to the i-th slot, where j; € [q;]
andi € [n].

2. Setup phase: On input 1*,1", prm,{ fi }ke[qo) the challenger samples (mpk, msk) < Setup(1%4,1", prm), a bit
B < {0,1} and does the following.

() It computes sks < KeyGen(msk, fi).
(b) If B = 0, it computes ct? < Enc;(msk, xfi,]/t{i), else if B = 1, it computes ct?i < Sim;(msk) for
i € [n], ji € [qi]-
It returns (mpk, {sk, }re(g)/ {Ct?}ie[n],j,»e[qi]) to A.
3. Output phase: A outputs a guess bit f’ as the output of the experiment.
For the adversary to be admissible, we require that it holds that fk(x]f, cee, x]n”) = (0 forevery i € [n],j; € [q;], and
k € [qo]. We define the advantage Advﬁj{EE, 4 of A in the security game as

AdviBe A(1%) := [Pr[Expripe 4 (1) = 118 = 0] — Pr[Expripe 4(1%) = 18 = 1] |.
The miPE scheme is said to satisfy Sim-security if for any stateful PPT adversary A, there exists a PPT simulator
algorithm {Sim; };c, such that Advai’EE,A(l)‘) = negl(A).
2.7 ID-Based Non-Interactive Key Exchange
In this section, we give the definitions for an identity-based non-interactive key exchange scheme, for two parties,
adapted from [FHPS13].
Syntax. An identity-based non-interactive key exchange (ID-NIKE) scheme for identity space ZD has the following
syntax.

Setup(lA) — (mpk, msk) The setup algorithm takes as input the security parameter 1" and outputs a master public
key mpk and a master secret key msk.

Extract(mpk, msk, id) — uskig. The key extraction algorithm takes as input the master public key mpk, the master
secret key msk and an identity id € Z'D. It outputs a user secret key usk;q for id.

Share(mpk, uskiq,,idy) — K. The share algorithm takes as input the master public key mpk, a user secret key uskig,
for an identity id; € ZD and an identity id) € ZD. It outputs a shared key K.

Definition 2.21 (Correctness). An ID-NIKE scheme for an identity space ZD is correct if forany A € IN, (mpk, msk) <«
Setup(1%), any idy,idy € ZD we have

Share(mpk, uskiq,,id2) = Share(mpk, usk;q,, id1)
where uskig, < Extract(mpk, msk, id;) and uskiq, <~ Extract(mpk, msk,idz) .

Definition 2.22 (Security). We say that an ID-NIKE scheme for an identity space ZD is secure if the advantage function

1

Advip.nikg,4(A) = Pr [Expip nikg,4(A) = 1] — 5

is negligible for all PPT adversaries .A. Here, experiment Expip nixg, 4 is defined as follows:
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1. Setup Phase. The experiment samples (mpk, msk) < Setup(1%), and gives A the mpk.
2. Query Phase. The adversary can make the following queries in an arbitrary order.

— Extraction Query: A sends an extraction query for an identity id € ZD. The experiment returns usk;q to the
adversary, where usk;q < Extract(mpk, msk, id).

— Challenge Query : A sends a pair (id],id5) € ZD x ZD as the challenge query. The experiment samples
abit B < {0,1} and returns K* <— Share(mpk, uskigy, id3 ), where uskiq: < Extract(mpk, msk, id}), if
B = 0 and returns K* <— Grif § = 1.

3. Output Phase. A outputs a guess bit , and the experiment outputs 1 if § = p'.

We only quantify over A that guarantees that does not make extraction queries for id] and id3.

3 Multi-Input FE for Pseudorandom Functionalities

In this section, we construct our main tool — multi-input functional encryption for pseudorandom functionalities.

3.1 Definition

In this section we give the definitions for multi-input functional encryption for pseudorandom functionalities (prMIFE).
Consider a function family { Fprm = {f : (Xprm)" — YVprm } }prm. for a parameter prm = prm(A), where each Fprm is
a finite collection of n-ary functions. Each function f € Fprm takes as input strings xq, . . ., x,, where each x; € Xpm
and outputs f(x1,...,X,) € Vprm.

Syntax. A miprfe scheme prMIFE, for n-ary function family Fp,rm consists of polynomial time algorithms

(Setup, KeyGen, Ency, . .., Ency,, Dec) defined as follows.

Setup(l)‘, 1", prm) — (mpk, msk). The setup algorithm takes as input the security parameter A, the function arity n
and a parameter prm and outputs a master public key mpk and master secret key msk®.

KeyGen(msk, f) — sk¢. The key generation algorithm takes as input the master secret key msk and a function
f y 8 g p y
fe Fprm and it outputs a functional secret key sk iz

Enc;(msk, x) — ct. The encryption algorithm for the i-th slot takes as input the master secret key msk and an input
x € Xprm and outputs a ciphertext ct; € CT, where CT is the ciphertext space.

Dec(mpk, sk fr f,ct1,...,cty) — y. The decryption algorithm takes as input the master public key mpk, secret key
sk £ function f and n ciphertexts cty, ..., ct,, and outputs y € Vprm.

Definition 3.1 (Correctness). A prMIFE scheme is said to be correct if for every prm, n-ary function f € Fprm and

input tuple (x1,...,%,) € Xorm we have

(mpk, msk) < Setup(l)‘,ln, prm) , sk « KeyGen(msk, f),

Pr > 1 —negl(A).
Dec(mpk,skf,f, Ency(msk, x1), ... Enc,(msk, x,)) = f(x1,...,x4)

Definition 3.2 (x-Security). Let « = «(A) be a function in A. For a prMIFE scheme for function family { Fprm = {f :
(Xorm)™ = YVprm | }prm. parameter prm = prm(A), let Samp be a PPT algorithm that on input 1%, outputs

(LA ket 1 et 10 el a0x € {0,1)7)

9We assume w.l.0.g that msk includes mpk.
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where ¢ is the number of key queries, g; is the number of encryption queries for the i-th slot, f1, ..., f;) € Fprm and

x{f" € Xpm foralli € [n],j; € [g;]. We say that the prMIFE scheme satisfies x-security with respect to the sampler
class SC if for every PPT sampler Samp € SC there exists a PPT simulator algorithm {Sim; };c[,) such that

K fl fn ~ K . .
! (1 A il )}ke[qomew...,jnewn] ’aux) e (1 A B }ke[qoLhe[m...,fnew ’aux) 20
Ji —~ Ji
then (mpk’ {f "’Skfk}ke[qo} A< }ie[nw,vewf} ’aux) e (mpk’ {f "’Skf*}ke[qo} A }ie[nl,jie[qil ’aux> /

where ¥ > A", (mpk,msk) ¢ Setup(1%,1",prm), skp < KeyGen(msk, fi), ctgi — Enc(msk,x{:i), 5? —
Sim;(msk), and Agj, i <= Vprm fori € [n], ji € [q;], and k € [go].

Remark 3.3. Note that 1% in Equation (20) is introduced for the purpose of padding, allowing the distinguisher for the
distributions to run in time polynomial in k¥ and requiring the distinguishing advantage to be negligible in x.1° The
reason why we require ¥ > A" is that the input length to the distinguisher is polynomial in A" anyway and in order
for the padding to make sense, x should satisfy this condition. If we need x to be larger, this doubly strengthens the
requirement for the precondition, as it means we want the distributions in Equation (20) to be indistinguishable against
an adversary with a longer running time and smaller advantage. Ideally, we want « to be as small as A" to make the
requirement weaker. However, the security proof for our construction in Section 3.2 for general n requires large x as an
artifact of the proof technique. In the special case of n being constant, we can achieve £ = A",

The following variant of security will be necessary in Section 6.

Definition 3.4 (Pseudorandomness of the Last Slot Ciphertext). We say that a prMIFE scheme satisfies «-
pseudorandomness of the last slot ciphertext property if it satisfies x-security as per defined in Definition 3.2

where the simulator Sim,, corresponding to the last slot ciphertext outputs a random string of the same length as ctlr.

Remark 3.5. It is shown in [AMY Y25, BDJ " 24] that there is no prMIFE that satisfies the above style security for all
general samplers. Therefore, when we use the security of prMIFE, we invoke the security with respect to a specific
sampler class that is induced by the respective applications. For simplicity, we sometimes will treat as if there was
prMIFE that is secure for all the samplers.

3.2 Construction for n-input prFE

In this section we provide our construction of a multi-input functional encryption scheme for pseudorandom functionalities
for function family Fr 1y ar) = {f + {{0, 1}£}" — {0,1}}, where the depth of a function f € F is at most
d(A) = poly(A). Each function f € F takes as input strings x1, ..., x, € {0,1}" and outputs f(x1,...,x,) € {0,1}.
We consider the case of arity n being constant and the general case of n being arbitrary polynomial in A. While we
provide separate security proofs for these cases, we have unified description of the construction. The reason why we
consider the proofs separately is that we can base the security of the scheme on a weaker assumption when 7 is constant
than the general case.

Building Blocks. Our construction uses the following building blocks.

1. A secret key encryption scheme SKE = (SKE.Setup, SKE.Enc, SKE.Dec). When we set up the scheme SKE,
we run it on a scaled version of the security parameter A, instead of the usual security parameter A. We will
explain how to set A in Remark 3.6. We denote the ciphertext space of the scheme by C7 skg  and the key
space of the scheme by Kskg a. In the following, we drop A and denote them as CT sk and Kskg respectively.

0This is due to our convention, where the running time of the distinguisher should be polynomial in its input length and the distinguishing
advantage should be negligible in its input length. Please refer to Section 2 for the details.
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2. n single-input FE scheme for pseudorandom functionality prFE, ..., prFE,. Fori € [n], prFE; = (prFE;.Setup,

prFE;.KeyGen, prFE;.Enc, prFE;.Dec) for circuit class Cinpi(/\),depi(/\)/outi()\) consisting of circuits with input

length inp;(A), maximum depth dep; () and output length out;(A). We denote the ciphertext space of the prFE;
scheme by CT pr, -
For our construction, we set the following parameters

— inpy =n-L,dep; =d, and outy = 1.

— inp; = |SKE.key| + (n —i)L + nA, dep; = poly(d,A), and out; = |prFE;_j.ct| for i € [2,n], where
SKE.key € CT ske and prFE;_j.ct € CT oFg, -

3. We also use n — 1 pseudorandom functions PRFq, ..., PRF,_1. Similarly to the case of SKE, we use A to
setup these instances of PRF. We specify the domain and codomain of the functions as PRF; : {0, l}A X
{{0,1}A}"=" — {0,1}'*"i where len; is the length of randomness used in prFE;.Enc fori € [n — 1].

We describe our construction of prMIFE = (Setup, KeyGen, Ency, . .., Ency, Dec) in the following.

Setup(1%,1", prm) — (mpk, msk). The setup algorithm does the following.

— Forall i € [n], generate (prFE;.mpk, prFE;.msk) < prFE;.Setup(1*,1P™:).

— Generate SKE.sk < SKE.Setup(1").

— Output mpk := ({prFE;.mpk};c[,)) and msk := (SKE.sk, { prFE;.msk, prFE;.mpk};c ) ).
KeyGen(msk, f) — sky. The key generation algorithm does the following.

— Parse msk = (SKE.sk, {prFE;.msk, prFE;.mpk};c,)-

— Compute prFE;.sky < prFE;.KeyGen(prFE;.msk, f).

— Output sk := prFEy.sky.

Enc;(msk, x;) — ct;. Fori € [n — 1], the Enc; algorithm outputs a function secret key corresponding to prFE;  ;-th
instance in the following way.

— Parse msk = (SKE.sk, {prFE;.msk, prFE;.mpk};c,)-
— Sample r; + {0,1}".
— Compute SKE.ct; - SKE.Enc(SKE.sk, x;).
— Define F; := F;[SKE.ct;, r;, prFE;.mpk] as in Figure 1.1
— Compute prFE;  1.sk < prFE; ;.KeyGen(prFE; ;.msk,F;).
— Output ct; := prFE; ;.sk.
Ency, (msk, x,,) — cty,. The Ency, algorithm does the following.
— Parse msk = (SKE.sk, {prFE;.msk, prFE;.mpk};c )
— Fori € [n— 1], sample K; < {0,1}%.
— Compute prFE, .ct < prFE,.Enc(prFE,.mpk, (SKE.sk, x;;, K1, ..., K;_1)).
— Output ct,, := prFE,,.ct.
Dec(mpk, skf, focty, ..., cty) >y € {O, 1}. The decryption algorithm does the following.

— Parse mpk = ({prFE;.mpk};c|,)), skf = prFE;.sks, ct; = prFE; sk fori € [n — 1], and ct, = prFE,.ct.
— Fori =mn,...,2 and do the following.

1. Compute prFE;_;.ct := prFE;.Dec(prFE;.mpk, prFE;.sk, F;_1, prFE;.ct).
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Function F;[SKE.ct;, r;, prFE;. mpK]

Hardwired constants: A SKE ciphertext SKE.ct;, r; € {0,1}*, and a prFE master public key prFE;.mpk.
On input (SKE.sk, (X;11,1i41), -+, (Xp—1,1-1),Xn, K1, . . . K;), proceed as follows:

1. Compute x; := SKE.Dec(SKE.sk, SKE.ct;).

2. Compute prFE;.ct as

— prFE;.Enc(prFE;.mpk, (x1,...,%,); PRF1(Ky, (1q,...,1,1))) ifi = 1.
— prFE;.Enc(prFE;.mpk, (SKE.sk, (x;,17), ..., (Xp—1,Tn—1),Xn, K1, ... Ki_1); PRFi(K, (1, ..., 1 -1))), if
i#1.

3. Output prFE;.ct.

Figure 1: Function F;

2. If i = 2 output prFE;.ct, else seti := i — 1 and go to Step 1.
— Output y := prFE;.Dec(prFE;.mpk, prFE;.sk, f, prFE;.ct).

Remark 3.6. We consider two cases of parameter settings for the construction. One is the case of 1 being constant. In
this case, we simply set A = A. In the general case of n = poly(A), we do something more complex. In this case, we
assume that PRF and SKE have subexponential security. This means that there exists 0 < § < 1 such that there is no

adversary with size 2" and distinguishing advantage 2N against SKE and PRF for all sufficiently large A. In the
security proof, we require PRF and SKE to be secure even against an adversary that takes 1* as an input and thus runs in
polynomial time in x. To satisfy this requirement, we run SKE and PRF with respect to a larger security parameter A
that satisfies 22" > k(1. An example choice would be to take A := (n2A)1/¢,

Efficiency. The scheme satisfies

Impk| = poly(n,L,d, A, A), [sks| = poly(d, A), |ct1| = nLpoly(dep, A), |ct;| = poly(n, L,d, A, A) fori € [2,n].

Correctness. We prove the correctness of our scheme via the following theorem.

Theorem 3.7. Suppose prFE; fori € [n] and SKE are correct, then the above construction of prMIFE satisfies correctness
as defined in Definition 3.1.

Proof. To prove the theorem, we first prove the following statement.

Claim 3.8.Fori =mn,...,2, we have

Pr[prFE;.Dec(prFE;.mpk, prFE;.sk, F;_1, prFE;.ct) = prFE;_j.ct] =1 (21)
where
rFE;,_;.mpk, (SKE.sk, (x;_1,1;-1),--., (Xu—1,tn—-1), %X, Ky, ... K;_ )
orFE;_.Enc priE;_1.mpk, ( (xi—1,1i-1) (Xn—1,Tn-1),%n, K1 i-2) ifi 2
prFE; j.ct = ;PRF; _1(Ki1, (ti1, -+, 10-1))

prFE;.Enc(prFE{.mpk, (x1,...,Xs); PRF1(Ky, (1q,...,151))) ifi = 2.

UThe hardwired values are not hidden, even if we don’t output them explicitly.
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Proof. We prove this by induction.
Base Case: For i = n, we show that

Pr[prFE, .Dec(prFE,.mpk, prFE, sk, F,,_1, prFE, .ct) = prFE, _j.ct] = 1.
From the correctness of prFE,, scheme, we have with probability 1

prFE, .Dec(prFE,.mpk, prFE, sk, F,,_1, prFE, .ct)
=F,_1[SKE.ct,,_1,¥,_1,prFE,_1.mpk](SKE.sk,x,;, K1, ... K;,_1).

Next, by the definition of F,,_1 and the correctness of the SKE scheme, we have

prFE, .Dec(prFE,.mpk, prFE, sk, F, 1, prFE,.ct)

prFE,,_1.mpk, (SKE.sk, (X,_1,1y_1),Xn, K1, . .. Kn_z);>

=prFE,_1.Enc
! PRF,_1 (anl/ I'1171)

which proves the base case.
Inductive Step: For the inductive step, suppose Equation (21) holds for some i € [3,7] then we prove the same
statement for i — 1. Consider

prFE;_;.Dec(prFE;_;.mpk, prFE;_1.sk, F;_», prFE;_1.ct)
=F; »[SKE.ct; »,t; 5, prFE;_».mpk](SKE.sk, (x; 1,1, 1),..., (Xy_1,tn_1),Xn, K1, ... Ki_2)

prFE;_».mpk, (SKE.sk, (X;_2,%i_2),..., X, Ky, ... Ki3);> .
rFE; ».Enc ifi #3
_ ] PFEi ( PR, 2(Ki 2, (1 2, ta 1)) 107
prFE;.Enc(prFE{.mpk, (x1,...,%,); PRF1(Ky, (1q,...,151))) ifi = 3.

where in the first equality we use prFE;_;.sk = prFE;_;.KeyGen(prFE;_;.msk, F;_5) and prFE;_;.ct = prFE;_;.Enc
(prFE;_1.mpk, (SKE.sk, (x;_1,1t; 1), .-, (Xp_1,1-1),%Xn, K1, ... K;_2); PRF; _1(K;_1,(t;_1,...,1,_1))) which fol-
lows from the assumption for i. The second equality follows from the definition of F;_5 and the correctness of the SKE
scheme.

This completes the proof of the inductive step. O

Using the above claim we get prFE.cty = prFE;.Enc(prFE;.mpk, (xq,...,X,); PRF{(Ky, (r1,...,1,_1))) from
Step 3.2 of the decryption algorithm with probability 1. From the correctness of prFE; scheme, the decryption Step 3.2
outputs

y =prFE;.Dec(prFE;.mpk, prFE; sk, f, prFE;.ct)
=prFE;.Dec(prFE;.mpk, prFE;.sky, f, prFE;.Enc(prFE;.mpk, (xq, ..., Xu); PRF1(Ky, (11, ..., 15-1)))
=f(x1,...,Xn)
with probability 1. O

3.3 Security Proof for General n

Theorem 3.9. Let SC,ymiFe be a sampler class for prMIFE. Suppose prFE; scheme satisfies non-uniform x-prCT

security as per Definition 2.15 for x = AP 108 ith respect to the sampler class that contains all SamperE(l)‘),
induced by Samppr,\MFE € SCpurmiFe. as in Equation (30), SKE satisfies sub-exponential INDr security and PRF; is

. . . 2 . ..
sub-exponentially secure, then prMIFE constructed above satisfies security for k = A" 1984 as in Definition 3.4. Note
that this in particular implies the x-security defined in Definition 3.2.

Proof. Consider a sampler SampperFE that generates the following:
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1. Key Queries. It issues go number of functions f1, ..., fg, for key queries.

2. Ciphertext Queries. It issues 4; number of messages for ciphertext queries for slot i. We use x i to denote the
ji-th ciphertext query corresponding to the i-th slot, where j; € [g;] and i € [n].

3. Auxiliary Information. It outputs the auxiliary information aux 4.

To prove the security of prMIFE as per Definition 3.4, we first define {Sim,-}ie[n] as follows. Observe that Sim,, outputs
random string as is required by Definition 3.4.

Sim;(msk) — ct; fori € [n—1].

Parse msk = (SKE.sk, {prFE;.msk, prFE;.mpk};c/y))-

— Sample r; < {0,1}* and 7; < CT ske.
— Compute prFE; 1.sk < prFE; ;.KeyGen(prFE;  1.msk, F;[v;, ;, prFE;. mpk]).

Output ct; := prFE;.sk.
Simy, (msk) — ct,,. Sample 6, <= CT org, and output ct, = &,.
Then, it suffices to show

aux 4, {pFFEi-mPk}ie {erE .t }]n €lqn]”

{fk, skp, = erEl'Skfk}ke[qg} , {SKE.ctgl, rﬁz, erElH.sk] }1.6[”71],,
ji€lail

aux 4, {prFE;.mpk}c(,], {(5{4”}j <l

~ — Ji i i (22)
{fk’ Skfk - erEl'Sk'fk}ke[qo] ’ {71 ’ 1{/ erEi-‘rl'Sk] }l?[ggl]]r
where (aux4, { fx }x, {X?}i,ji) — SampperFE(l)‘),
(mpk = {prFE;.mpk};, msk = (SKE.sk, { prFE;.msk, erEi.mpk}i)> < Setup(1*,1", prm),
prFE;.sks < prFE;.KeyGen(prFE;.msk, fi) fork € [qo],
SKE.ct] + SKE.Enc(SKEsk,xI'), o/ « CTske, ' « {0,1}",
FE. .. sl prFE; 1. KeyGen(erEl_H msk, F; [SKE ct]’ r7 , prFE;.mpk]) in LHS of Eq. (22)
rFE, .sk/i
Pt prFE;  1.KeyGen(prFE;  1.msk,F; [71 ,r” prFE;.mpk]) in RHS of Eq. (22)
prFE,,.ctl" < prFE, .Enc(prFE,,.mpk, (SKE.sk, xn,K]” "'K{:—l))' 5;,” < CT peFE,,,
Kf” «—{0,1}*, forie [n—1],j; € [g;], and ju € [qu]
assuming we have
1%, aux 4, , O X )
( A e X0 el
1%,aux g, { fi, AL ) (23)
( ot }ke[ﬂo}/hG[fh]r-»-rfne[lin]

where (aux4, { fi }x {x{i}i,]-i) — SampperFE(l/\)’ and AQ""’]'” < {0,1}. We prove this in the following two steps.
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» Step 1. We first show that Equation (23) implies
1%, auxy, prFE.mpk; 1%, auxy, prFE.mpk,
Ji Ji i
{SKE‘Cti }ie[nfl],jie[qi] {erEl ct }le [g1]xx[aa] | ~¢ {SKE'Cti }ie[nfl],jie[qmsg]/ {A]}je[ql]x---x[qn]
{fk, sk, = prFEj.sky, {fk, sk, = prFEj.sky

ke(qo] kelqo]
(24)
where j = (ji,..., ju) € [q1] X -+ X [qu], AT <= CT prg,, and
prFE;.ctl < prFE;.Enc (erEl mpk, (x1 ,.- ]”)) .
* Step 2. We prove that Equation (24) implies Equation (22).
Step 1. We show the following lemma.
Lemma 3.10. If SKE satisfies subexponential INDr security, Equation (23) implies Equation (24).
Proof. We first prove the following:
1%, aux { A } ) {SKE.ctffi < SKE.Enc(SKE.sk, x' } )
( A fo S ( ! ) kelqol ji€larl-jn€lan] ! ( 2 i€[n—1]ji€lq]
~ aux { A } , o, {SKE.ctffi  SKE.Enc(SKE.sk, X! } 4 ) . (25)
‘ ( A ke gl j1€1q1] - jn€[qn] ! ( 2 i€[n—1]ji€lq;]

where (aux_4, { fx }x, {x{:i}i,]-i) + Samp(1"), SKE.sk < SKE.Setup(1"), and A;'(l”“/j” < {0,1}. To prove this, we
observe

<1K,auxA,{fk, Fed, . )} {SKE et} « SKE.Enc(SKE.sk, X/ )})

kjy,.. LJi
~ K i
~c (1 ,aUXA/ { fkl fk(x1 7. )}k/j],,“,jn 7 {’yl < CTSKE}1,]1> (26)
~ K Jiseeesjn ji
~e (1 yauxa, { fio O }k,jl,..-,jn’ {+] %CTSKE}L].{) )
~ (1K,auxA, { for A1 } {SKE et/ + SKE.Enc(SKE.sk, x’)}, ) . (28)

Kj1rsjn Li

Here, we justify each step of the equations above. We can see that Equation (26) follows from subexponential INDr
security of SKE, since SKE.sk is used only for computing {SKE.ctﬂ"}i,jl. and not used anywhere else. Note that by our

choice of the parameter oA > k() we can use the security of SKE even for an adversary who runs in time polynomial
in x. We can see that Equation (27) follows from Equation (23) by noting that adding random strings does not make the
task of disginguishing the two distributions any easier. Finally, Equation (28) follows from INDr security of SKE again.
We then consider a sampler Samp; that on input 1 outputs

(fl,.. Faor L XV Y clarl vl A0XT 2 (1 ,aux 4, {SKE.ct/ } e, 1],]16[%])).

By the security guarantee of prFE; with sampler Samp; and Equation (25), we obtain Equation (24). O

Step 2. To prove that Equation (24) implies Equation (22), we prove the following statement.
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Lemma 3.11. For /1 € [n] and an adversary .A, let us consider the following distinguishing advantage:
aux 4, {prFE.mpk; }icn, {SKE@'C?/rfi}ie[n—l],jie[qi]
Advf’él()t)d;f A {fx sk, = PrFELskg brelg)/
{PrFEi15K Y icn1)jiclg]r {PTFER-CE Felg, 1% x(an]s
aux 4, {prFE.mpk; }ic ), {SKE-Ct{:irrf:i}ie[n—l],jie[qi]
- A {fxr sk, = prFE1skg, bre(gol/ (29)
{PFE15K e 1 jiclalr {D ieg)x (]

where j = (j, .., ju), N CT orFE,» erEiH.skjf < prFE;; 1.KeyGen(prFE; 1.msk,F; [SKE.ct{i,ri, prFE;.mpk]),
and

n—1/"n—

prFE,.ct! < prFE,.Enc (erEh.mpk, (SKE.sk, (e, ey, (e ri”’i),(xj,{’,K]i”,...,K{l”_l))> .

Then, for every h* := {h} € [2,n(A)]}, and every non-uniform adversary A = {A)}, such that Size(A) <
poly (x),2 there exists another non-uniform adversary 3 = {3, } , and a polynomial Q such that

Advi ~1(A) = AdV (A)/Q(A') —negl(x)  and  Size(B) < Q(A’) - Size(A)

assuming the security of prFE as per Definition 2.15 with respect to x and the subexponential security of PRF, where
A= AN

Proof. We invoke the security of prFE;« with non-uniform sampler Samp,,.. that takes as input the security parameter
1% and outputs

. . ]'1*7 _ j*, j** i
Functions: {Fh',_i = F)' 1[SKE.ct}" "1, ¢} "1 prFE;- _1.mpk] }jh*,ﬁ[qh*q] ,
. i def i Jp* i l ]
Tnputs: {x]h*,...,]n def (SKE.sk, O ey, o KK ) ) 4
1 o T n K9 W= ) Jiclapelrinelan] | - (30)

aux 4, {prFE;. mpk}: -« _11,{ fi, skr, = prFE;.sk ,
Auxiliary Information: w224 {p e PkJicfe—1), 1fi S, Pf 15K £, Feegol
{SKE.ct/, 1} }icin—1),jiclq) PTFEi 115K bie e —2)jielq)

We can see that the size of Samp is poly(A") = poly(A'), since qog1 -..qn = poly(A™). We also consider the
following distributions:

(erEh* .mpk, {Fﬁfji, prFE. skl -1 } -, {erEh* Enc(xfirin) } o, auxh*>
¥ reeer]n

Tn* -1

and (erEh*.mpk, {F;’lh**:;ll’ erEh*.Sk]’h*fl } ) , {Aj/[*,..-/jll . CTerE)I* }] ] , aUXh*> . (31)
h*reern

Jn* -1

By the security guarantee of prFEj« with respect to Samp),., we can see that an adversary A that can distinguish the
distributions in Equation (31) with advantage more than € can be converted into another adversary B that can distinguish

the following distributions with advantage more than €’ & ¢/ Q(A) — negl(x) satisfying Size(B) < Q(A')Size(.A)
for some polynomial Q:

<{F§;’Z‘_}}, ,{Fﬁfji(xfh*'--vf")}, , ,auxh*)

Jn* -1 I =11l

and <{F§fﬁ:i}. Adri — CT e, b ,auxh*>. (32)
Tn* -1 Tn¥ —1seees]n

2Here, we deviate from our convention that the adversary runs in polynomial time in its input length. Note that x here may be super-polynomial in
the input length to A.
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By inspection, one can see that the distributions in Equation (31) are equivalent to those in Equation (29) with h = h*.13
Therefore, to complete the proof, it suffices to show that 3 can be used as a distinguisher against the distributions in
Equation (29) with h = h* — 1 whose advantage is at least € — negl(x). To show this, we first observe that the second
distribution in Equation (32) is equivalent to that in Equation (29) with & = h* — 1. Therefore, it suffices to prove that
A cannot distinguish the first distribution in Equation (32) from the first distribution in Equation (29) with h = h* — 1
with more than negligible advantage in x. To show this, we consider the following sequence of hybrids.

Hyb;. This is the first distribution of Equation (32). Recall that we have

prFEy _.mpk, (SKE.sk, (x5, 1 1), . (K KL ) ) 5

F) 1 (i rin) = prFEy- .Enc

PRFj 1 (K%, (1,0 dr 1))

n

Hyb,. This hybrid is the same as the previous one except that we replace PRF«_; (K{:ﬁ_l, -) with the real random

function R/ (-) for each j, € [msg]. Since KZi_l is not used anywhere else, we can use the subexponential
security of PRF to conclude that this hybrid is computationally indistinguishable from the previous one. In
particular, by our choice of the parameter oA x“() | we can conclude that the adversary cannot distinguish
this hybrid from the previous one with advantage more than negl(x).

Hybs. This hybrid is the same as the previous one except that we output a failure symbol when there exist

. 5! ./
(-1, rjn—1) # (s _qs- -, Jlh_q) such that (erji,...,rﬁj) = (rﬁfj,...,#j). We show that the
probability of this happening is negligible in x. To prove this, it suffices to show that there are no i €
[h* —1,n—1],j,j € [qi] satistfying j # j’ and rJZ = rﬁ/. The probability of this happening can be bounded by
(g3 +---q>_;)/2*" by taking the union bound with respect to all the combinations of i, , j'. By our choice of
A, this is bounded by negl(x).

Hyb,. In this hybrid, we replace F]hhf:i (xw* i) with

prFE;«_q.cti*~1-vin — prFE,._.Enc (erEh*_l.mpk, (SKE.sk, (i1 g1y, (x@KflKLz))) .

Namely, we use fresh randomness for each encryption instead of deriving the randomness by R/ (rﬁfji, ceey r;”j ).
We claim that this change is only conceptual. To see this, we observe that unless the failure condition introduced
in Hybs is satisfied, every invocation of the function Rin is with respect to a fresh input and thus the output can be
replaced with a fresh randomness.

Hybs. In this hybrid, we remove the failure event. Namely, we always outputs prFE;« _j.ct;. . regardless of
whether the failure event happens or not. Since the failure event happens with probability only negl(x) probability,
we conclude that the adversary is not able to distinguish this hybrid from the previous one with more than negl(x)

probability.

Noting that the final hybrid is equivalent to the first distribution in Equation (29) with i = h* — 1, we complete the
proof. O

Lemma 3.12. Assuming that Adv}4 (A) (defined in Equation (29)) is negligible in x for all non-uniform adversary .4 such
that Size(.A) = poly(x), we have Advj;(A) = negl(A) for all non-uniform adversary B such that Size(B) = poly(A).

Proof. For the sake of contradiction, suppose that there exists an adversary B = {83, } , such that €,,(A) défAdv%(A)

is non-negligible and t,(A) o Size(B) is polynomial in A. In particular, this implies that there exists an infinite

BEquation (31) includes additional terms {Fﬁ’:j } ju+_, While Equation (29) does not. We ignore this difference, since theses terms can be

efficiently computed from aux;+ and does not affect the indistinguishability.
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set £ C IN and some polynomial p such that €,(A) > 1/p(A) and t,(A) < p(A) forall A € L. We then define
ti(A) (jéfp()\))\”("*i) logA and €;(A) défl/p(/\)/\”(”’i) logA fori =1,...,m — 1. We can also see that #;(A) < x and
€1(A) > 1/« for sufficiently large A. This implies that there exists Ay € IN such that for all A > A, there is no
adversary A, such that Size(A,) < t;(A) and Adv}4A (A) > €1(A). We then consider the following statement that is

parameterized by A and h € [n]:
Statement, ,: There exists an adversary A, such that Size(.Ay) < t,(A) and AdvfﬂlA (A) > en(A).

For each A € LN N, there exists 1} € [2,n] such that StatementAlh;ﬁ\_l is false and Statement)hh;i is true,
since Statement ; is false and Statement, ,, is true. However, by applying Lemma 3.11 to the adversary guar-
anteed by Statement A being true for the sequence {/}},, we obtain another adversary A’ = { A}, such that

Size(A) < t-Q(A") and Advi‘;,_l()\) > ey /Q(A") — negl(x) > €p,+ /2Q(A™) for some polynomial Q. In partic-
A
ular, Size(A}) < ty+_1(A) and Advi’ifl (A) > €j-_1(A) for all sufficiently large A, since we have A"1984 > Q(A")
A

for all sufficiently large A. However, this contradicts the above assertion that Statement A1 is false. This concludes
the proof. [

The following lemma completes Step 2 of the proof of Theorem 3.9.
Lemma 3.13. If SKE is INDr secure, Equation (24) implies Equation (22).
Proof. We first observe that Equation (24) is equivalent to saying Adv} (1) = negl(x) for all A with Size(A) =
poly(x). By Lemma 3.12, this implies that Adv’y (A) = negl(A) for all A with Size(.A) = poly(A). Namely, we have
, APFE.mPK} ey, {fio sky, = prFELsk |
aux 4, {prFE;.mpk}icpy), qfir skp = prFE;sky <l

{SKEctl, o, prFEi 1 sk ficl 1), {PrFE,ctn}; o
ji€lail
aux 4, {erEi'mpk}iE[n]/ {fk, Skfk = erEl.Skfk}
‘ {SKE'C"?' ', erEi-i—l'Skji}ie[n—l],/ {(5{{’
ji€lail

kelqo]
jn€[qn]

By INDr security of SKE, we have

aux 4, {erEj-mpk}ie[n], {fk, Skfk = erEl.skfk}

o . 4 ke(qo]
{SKEt], o, prFEi 1K) ficpyy,, {0}
jiclai] elad
aux, {prFE;mpk}ic(,), {fk, skp, = erElISkfk}ke[qo}
o {'ij' r;, erEiJrl-Skji}ie[nfl],r {5{{'}.
ji€lai InElan]
Combining the above equations, Equation (22) readily follows. O
We conclude the proof of Theorem 3.9. O

Remark 3.14 (Comparison with [VWW22]). We note that in high level, overall structure of our security proof above is
similar to that of witness encryption in [VWW?22]. In both proofs, the main step considers parameterized distributions
{Dyp}tne [n),be {0,1) and shows that D1 ~¢ Dy, holds if D, g and D,, 1 are indistinguishable even with subexponentially
small advantage against subexponential time adversary. To show this claim, [VWW22] uses the evasive LWE assumption,
while we use the security of prFE, which in turn is reduced to the evasive LWE assumption. While this difference
stems simply from the fact that we introduce the intermediate primitive of prFE to construct prMIFE instead of directly
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constructing it from evasive LWE, there are more fundamental differences as well. In particular, we identify certain
subtle issues in the proof by [VWW22] and fix these by strengthening the assumptions. We elaborate on this in the
following.

On the multiplicative invocation of evasive LWE. To prove D1 ~. Dj 1, [VWW22] assumes that there exists an
adversary A7 that distinguishes them with non-negligible advantage € and polynomial time ¢ for the sake of
contradiction. They then invoke the evasive LWE assumption with respect to an appropriately defined sampler
Samp; to conclude that there exists a distinguishing adversary A against D, g and D, ;. This process continues
multiple times, where they invoke evasive LWE with respect to the security parameter A; := 2/ A and an adversary
A]' for the j-th invocation to obtain another adversary A]'H, where Ay is a distinguisher against Dy and
Dy,1. Denoting the distinguishing advantage against D; g and D; 1 of .A]- by €j, we have €1 > €; / poly].(/\]-),
where poly]- is a polynomial that is determined by the sampler Samp]-. Finally, they obtain a distinguisher
Ay, against D, o and D,, 1, where €, = €/poly, (A1)poly,(Az) - - - poly,(A,) and the running time being
poly; (A1)poly,(Az) - - - poly,, (An). They derive the conclusion by saying

poly, (A1)poly,(A2) - - - poly, (As) = poly(A; - - - Ay) = poly(2"°A") (33)

and setting the parameter so that there is no adversary of this running time and distinguishing advantage against
Dy,o and Dy,1. However, a subtlety is that poly; (A1)poly,(A2) - - - poly, (An) = poly(A1 - -+ Ay) is not
necessarily true. For example, one can consider the setting where we have poly]-()\) = A?. This example
may look a bit artificial, but it does not contradict the evasive LWE assumption, since j is treated as a constant
asymptotically. In words, the issue arises from the fact that even if each polynomial has a constant exponent,
the maximum of the exponents can be arbitrarily large function in A, when we consider non-constant number of
polynomials. In this setting, .4,,’s distinguishing advantage is too small to derive the contradiction.

The above issue occurs due to the invocations of evasive LWE super-constant times. To resolve the problem,
we consider non-uniform sampler {Samp,,. } ;- that hardwires the "best" index /* and invoke the evasive LWE
only with respect to this sampler (See Lemma 3.11 and 3.12). We avoid the above problem, since we invoke the
evasive LWE only once in the proof. However, this solution entails the strengthening of the assumption where we
consider non-uniform samplers. We believe that the same strengthening of the assumption is required for the
proof in [VWW22] as well.

On the additive term of evasive LWE. Here, we also discuss the other subtlety that arises in the proof by [VWW22].
To focus on the issue, we ignore the first issue discussed above and assume polyj()\) = A° holds for some
fixed ¢ € IN that does not depend on j, which makes Equation (33) correct. In the proof of [VWW22] (and in
our explanation above), we implicitly ignore the negligible additive term when applying evasive LWE. Namely,
when we apply the assumption with respect to .Aj, the lower bound for the advantage €;.1 of .A]'+1 should be
€41 > .ej/poly(/\]-). — negl(A) rather than €47 > €j/poly(A;). This does not cause any c}ifference when
we consider the setting where €; is non-negligible in A;. However, for larger j, €; is negligible function in
the security parameter A;. Concretely, the lower bound on €, obtained by ignoring the additive term is

e/ poly(Z(”*l)z)\”*l).14 If we apply evasive LWE once more with respect to A, = 2" A" to complete the proof,
we have €, > €,,_1/poly(A,) — negl(A,). The RHS of the inequality may be negative, since €,_1/poly(A,)
is some specific negligible function in A, and this may be smaller than the second term negl(A,,). Therefore,
what we can derive here is the trivial bound €, > 0, which is not enough for our purpose. To fix this issue, we
introduce additional parameter x and then modify the assumption so that the additive term is negligibly small in %,
which is set much larger than A. Again, we believe that the same strengthening of the assumption is required for
the proof in [VWW22] as well. Finally, we note that the above problem does not occur when # is constant. This
is because in that case, we have €, is non-negligible and thus the problem of €, may be smaller than negl,, does
not occur.

“Namely, the actual value of €,_1 may be even smaller.
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3.4 Security Proof for Constant n (with Weaker Assumption)

Here, we prove the security of our construction in the case of n being a constant. The reason why we consider the
security proof separately for this special case is that we can give a proof from better assumptions than the general case.
In more detail, the security is proven assuming the standard security notion for prFE, rather than the non-uniform and x
version of it. As a result, the security of the prMIFE is reduced to the the (plain) evasive LWE instead of non-uniform
x-evasive LWE. The reason why we can achieve this is that in the case of 7 being constant, we can avoid all the subtleties
that arise in the general case. We refer to Remark 3.14 for more discussions.

Theorem 3.15. Let SCmiFe be a samples class for prMIFE. Suppose prFE; scheme satisfies prCT security as per
Definition 2.12 with respect to the sampler class that contains all SamperE(l’\), induced by Samp , \ire € SCormiFE.
as in Equation (30), SKE satisfies INDr security and PRF; is secure, then prMIFE constructed in Section 3.2 for
constant 7 satisfies security for xk = A" as in Definition 3.4. Note that this in particular implies the x-security defined in
Definition 3.2.

Proof. The proof of this theorem largely follows that of Theorem 3.9. The crucial difference is that to get the equivalent
of Lemma 3.12, we simply invoke the (non-x, uniform) security of prFE n-times. We sketch the proof below while
highlighting the difference. We consider the same simulator as in the proof of Theorem 3.9 and divide the proof steps
into Step 1 and Step 2 in the same manner.

* We start with Step 1, which consists of proving that Equation (23) implies Equation (24). This is proven in the
same manner as Lemma 3.10. However here, since we set x = A" = poly(/\), we do not need subexponential
INDr security and only (polynomial) INDr security suffices for SKE.

* We then move to prove Step 2. The goal here is to prove Equation (24) implies Equation (22).

— We first observe that the uniform version of Lemma 3.11 holds by the same proof, where we only consider
constant /i* rather than arbitrary sequence 1* = {h} }, and uniform PPT adversaries. Notice that then the
sampler is now uniform, since it no longer has to hardwire the sequence {hj} A- In this setting, non-uniform
k-prCT security collapses to the (plain) prCT security, since k = A" = poly(A) and the sampler is uniform.
Therefore, plain prCT security is sufficient for the proof. Furthermore, since we set k = A" = poly()\), we
do not need subexponential security for PRF and standard security suffices.

— We then consider an analogue of Lemma 3.12, which asserts that if Adv}4 (A) (defined in Equation (29)) is
negligible for all (uniform) PPT adversary that runs in polynomial time in A, then so is Adv’y (A). This
is proven by observing that the indistinguishability of the distributions in Equation (29) for h = h* — 1
implies that for #* by the analogue of Lemma 3.11 explained in the previous item. By applying this n-times,
we obtain the conclusion.

— We finally conclude the proof by the same argument as Lemma 3.13.
This completes the proof of Theorem 3.15. O
We encapsulate the results of this section using the following theorems.

Theorem 3.16 (prMIFE for poly arity). Let x = A"108A - Assume non-uniform x-evasive LWE (Assumption 2.4),
subexponentially secure PRF against non-uniform adversary, and non-uniform sub-exponential LWE (Assumption A.5).
Then there exists a prMIFE scheme for arity n = poly(A), supporting functions with input length L and bounded
polynomial depth d = d(A), and satisfying x-security (Definition 3.2) with efficiency

Impk| = poly(n,L,d, A, A), [sk¢| = poly(d, A), [ct1| = nLpoly(dep, A), |ct;| = poly(n, L,d, A, A) fori € [2,n]
where A == (n?A)1/9,

Theorem 3.17 (prMIFE for constant arity). Let k = A". Assume evasive LWE (Assumption 2.1) and LWE
(Assumption A.5). Then there exists a prMIFE scheme for arity n = O(1), supporting functions with input length L
and bounded polynomial depth d = d(A), and satisfying x-security (Definition 3.2) with efficiency

Impk| = poly(n,L,d,A), |sk¢| = poly(d,A), |cti| = nLpoly(dep,A), [ct;| = poly(n,L,d,A) fori € [2,n].
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4 Multi-Input Predicate Encryption for Polynomial Arity for P

In this section, we provide our construction of multi-input predicate encryption (miPE) for all circuits as an application
of prMIFE. Similarly to Section 3, we consider two settings where the arity is either constant or arbitrary polynomial.
The former setting leads to a construction with weaker assumption where we only require (plain) evasive LWE and LWE.
This improves the construction by [ARY Y23], which additionally requires non-standard tensor LWE assumption. The
latter setting leads to a construction with polynomial arity and for all circuits under the stronger non-uniform x-evasive
LWE assumption. This resolves the open problem posed by [ARY Y23].

4.1 Construction

In this section, we give a construction of a miPE scheme using prMIFE and PE. The construction will support functions
with arity n = n(\) where input string for each arity is in {0, 1} and the output is {0, 1}. We further restrict the depth
of the circuits that implement the function by a parameter dep. We denote this function class by Fprm, where prm is the
set of the parameters 7, L, dep. Namely, Fprm consists of n-ary functions that takes as input strings x1, ..., x,, where
each x; € {0,1}% and outputs f(x1,...,x,) € {0,1}. The message space for each slot is {0,1}. Namely, we have
#1, .-, 1n € {0,1} in the following.

Building Blocks. Below, we list the building blocks required for our construction.

1. A single input predicate encryption scheme PE = PE.(Setup, KeyGen, Enc, Dec) for function family supporting
functions f : {0,1}"F — {0, 1} that can be represented as circuits with depth at most dep. We denote by this
function class by Fprmpg, Where prmpg = (1L, 19¢P) is the parameter that specifies the circuit class. We also
assume that the scheme has message space {0, 1}" and satisfies INDr security (Definition 2.19). We can instantiate
such a PE by using the construction by [GVW 15b] or by the combination of lockable obfuscation [WZ17] (a.k.a
compute-and-compare obfuscation [WZ17]) and ABE for circuits by [BGG™ 14], for example.

PE

We use C7 pg to denote the ciphertext space, /°F to denote the ciphertext length and d Enc

the circuit required to compute the PE.Enc algorithm.

to denote the depth of

2. A n-input FE for pseudorandom functionalities prMIFE = prMIFE.(Setup, KeyGen, Ency, . .., Ency, Dec) for
function family F 1/()),dRE consisting of circuits with input space {0, l}U and output space {0,1} where we set

PE

L’ = L + A + 1 for our construction and with maximum depth depe-

FL(7),aRE Y PrMprmiFe-

We denote the parameters that specify

3. A pseudorandom function PRF : {0,1}* x {0,1}(*=DA — {0,1}Reen, where {0,1}* and {0,1}("~DA are
the key space and input space respectively and Ry, is the length of randomness used in the PE.Enc algorithm.
We will discuss how to set A in Remark 4.1.

Next, we describe our construction.
Setup(1%,1", prm) — (mpk, msk). The setup algorithm does the following.

— Generate (prMIFE.mpk, prMIFE.msk) < prMIFE.Setup(1*,17%, PrMoeMIFE)-

— Generate (PE.mpk, PE.msk) < PE.Setup(1", prmpg).
— Output mpk = (prMIFE.mpk, PE.mpk) and msk = (prMIFE.msk, PE.msk).

KeyGen(mpk, msk, f) — sk - The key generation algorithm does the following.

— Parse mpk = (prMIFE.mpk, PE.mpk) and msk = (prMIFE.msk, PE.msk).
— Compute PE.sky < PE.KeyGen(PE.msk, f).
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— Compute prMIFE.skg < prMIFE.KeyGen(prMIFE.msk, F[PE.mpk]) where F[PE.mpk] is defined as follows:

F[PE.mpk] ((leﬂbfl)w o (X1 Bn—1)r Xn—1))s (Xn/#n/rn)>
— PE.Enc (PE.mpk, (X1, Xn), (H1, - -, fin); PRF (1, (rl,...,r(n_l))))

— Output skf = (PE.skg, prMIFE.skg) 5.
Enc;(msk, x;, pt;) — ct; for 1 < i < n.The slot i encryption algorithm does the following.

— Parse msk = (prMIFE.msk, PE.msk).
— For1 < i < n,sample r; < {0,1}" and compute prMIFE.ct; < prMIFE.Enc;(prMIFE.msk, (x;, t;, 1;)).
— Output ct; := prMIFE.ct;.

Dec(mpk, sk¢, focty, ..o, cty) =y € {0,1}" U{L}. The decryption algorithm does the following.

Parse mpk = (prMIFE.mpk, PE.mpk), sky = (PE.sks, prMIFE.skr) and {ct; = prMIFE.ct; };c(,]-
— Compute PE.ct = prMIFE.Dec(prMIFE.mpk, prMIFE.skg, F, prMIFE.cty, . .., prMIFE.ct,).

— Compute y = PE.Dec(PE.mpk, PE.sky, f, PE.ct).

— Output .

Remark 4.1. Here, we discuss how we set A. Similarly to the case of prMIFE in Section 3, we consider two cases of
parameter settings for the construction. One is the case of n being constant. In this case, we simply set A = A. In the
general case of n = poly(A), we assume that PRF and SKE are subexponentially secure. This means that there exists

0 < 6 < 1 such that there is no adversary with size 2" and distinguishing advantage 2N, Similarly to the case of

prMIFE (See Remark 3.6 for further discussion), we set A so that it satisfies oA > x@() An example choice would be
to take A == (n2A)1/,

Correctness. We prove the correctness of our scheme using the following theorem.

Theorem 4.2. Assume PE and prMIFE schemes are correct, and PRF is secure. Then the above construction of miPE
scheme is correct.

Proof. From the correctness of the prMIFE scheme and definition of function F, we have
prMIFE.Dec(prMIFE.mpk, prMIFE.skg, F, prMIFE.cty, . .., prMIFE.ct,) = PE.ct

with probability 1, where
PE.ct = PE.Enc (PEmpk, (X1, ,Xu), (1, -, i) PR (£, (1, T _1)) )

Next, using the security of PRF, with all but negl advantage, PRF(r, (11, ... ,r(n_l))) is indistinguishable from
R < {0,1}Ren. Since

PE.Dec(PE.mpk, PE.sk¢, f, PE.Enc (PE.mpk, (x1,...,Xn), (H1,- -+, fin); R)) = (p1,-- -, pin)

holds for randomly chosen R with all but negl probability if f(x1,...,Xx,) = 1 by the correctness of PE scheme, the
above holds even for R = PRF(ry, (11, ..., ¥(,_1))) with all but neg| probability. Hence, the correctness. O

5Note that one can compute prMIFE.skg in the Setup algorithm and output it as a part of public key rather than the secret key as it does not
require the knowledge of f. We output this here for notational convinience.
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4.2 Security

Here, we prove the security of our scheme. The following theorem asserts the security of the scheme for the case of n
being arbitrary polynomial.

Theorem 4.3. Assume prMIFE scheme is secure (as per Definition 3.2) with respect to x = A 1082 and the sampler
class containing the sampler SampperFE as defined in Eq. 35, PE scheme is sub-exponentially secure (Definition 2.19)
and PRF is sub-exponentially secure. Then the construction of miPE is secure as per Definition 2.20.

Proof. Suppose the adversary A outputs the following:

1. Key Queries. It issues go number of functions f1, ..., fg, for key queries.

2. Ciphertext Queries. It issues g; number of messages for ciphertext queries for slot i. We use (x?i, y?) to denote
the j;-th ciphertext query corresponding to the i-th slot, where j; € [g;] and i € [n].

3. Auxiliary Information. It outputs the auxiliary information aux 4.
To prove the security as per Definition 2.20 we first define {Simi}ie[n] as follows.

Sim;(msk) — ct; fori € [n]. Parse msk = (prMIFE.msk, PE.msk). Set Sim;(msk) = prMIFE.Sim;(prMIFE.msk),
where {prMIFE.Sim; };c[, is the simulator whose existence is guaranteed by the security of prMIFE (See
Definition 3.2).

Then, it suffices to show

aux 4, mpk = (prMIFE.mpk, PE.mpk), aux 4, mpk = (prMIFE.mpk, PE.mpk),
{F[PE.mpk},fk, sky, = (PE.skfk,prMIFE.skF)}ke[qO], . {F[PE.mpk],fk,skfk - (PE.skfk,prMIFE.skF)}kE[%],
Ji _ Ji Ji :
t — prMIFE.ct/ {6l prMIFE Sim; (msk) }
{e = pMFEC) e 4 PMIFESIMTS) f e
(34)
where
(auxa, {fite {1V }ij) = AQY),
(mpk = (prMIFE.mpk, PE.mpk), msk = (prMIFE.msk, PE.msk)) < Setup(1*,1", prm),
prMIFE.skg <— prMIFE.KeyGen(prMIFE.msk, F[PE.mpk]),
PE.skg, < PE.KeyGen(PE.msk, fi) for k € [qo],
prMIFE.ct! < prMIFE.Enc;(prMIFE.msk, (x!, ull, £l')), ¥l < {0,1}" fori € [n], j; € [q,).
We invoke the security of prMIFE with sampler SampperFE that outputs
Function: F[PE.mpk],
Inputs: {((xh,y ,1’]1) (anﬂnrrln)>} ’
re i< nl ji<lg] (33
Auxiliary Information: aux = (a ux 4, PE.mpk, {f¢, PE.sk, }reqo]

From the security guarantee of the prMIFE scheme with sampler Samp ;¢ and simulator {prMIFE.Simi}ie[n], we
have that

aux, prMIFE.mpk, F[PE.mpk], prMIFE sk,
{prMIFE. ct]l < prMIFE.Enc; (prMIFE.msk, (x/ ; ,yl 1 ))}ie[n],j,-e[q,]

aux, prMIFE.mpk, F[PE.mpk], prMIFE.skg,
{prMIFE. ct]’ < prMIFE.Sim; (prMIFE.msk) }ic (41 (4]
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if (1K, aux, {F[PE.mpk],PE.Ctjll._,jn }ie[n],jie[qi]) ) (1K, aux, {F[PE mpk] PE. A]lr ,]n}lé ‘71])
where PE.A; i < CTpg fori € [n],j; € [g;] and
o j(nfl) j(n—l) j(n—l) n
PE.ctj,..., =F[PE.mpk] ((x1 ’Vl ,rll) ., (x(n—l)’ V(n—l)’r(n—l)) (xn , }tn ,1’,/1 ))
An j An '1’] j jn—
—PE.Enc (PE mpk, (11, ..., x), (ull, ..., ul); PRF (r;, (r’f,...,r(;lf))))
and PE.A]'1 ..... in — CTPE fori € [n],ji S [ql]

Thus to prove Equation (34), it suffices to show

1%, aux4, F[PE. mpk} PE.mpk, {fk/PESkfk}ker ’ .y
{PEct,,_j, = PEEnc (PEmpk, (x]', ..., X0, (.., il ); PRECE, (). %)))}ie[n]j‘dqv] (36)

~
~

<1K, aux 4, F[PE.mpk], PE.mpk, {fk,PE.skfk}ke[%})
C

{PEAj;,jn < CTPEbiclul iy

We prove the above via the following sequence of hybrids.
Hyb,. This is Equation (36).
1%, auxy, F[PE.mpk], PE.mpk, {fkrPE-Skfk}ke l70)7
{PE.ct]-l,m,]-n = PE.Enc (PE mpk, (xl L. ,x{f ), (],t]f, . ..,]4{'1" ); PRF(I’%, (I‘Il A 11))))> } _—

Hyb,. This hybrid is the same as the previous one except that we replace PRF(r{f , ) with the real random function
R/ (-) for each jn € [qn]. Since r{f is not used anywhere else, we can use the subexponential security of PRF
to conclude that this hybrid is computationally indistinguishable from the previous one. In particular, by our
choice of the parameter oA > x“() we can conclude that the adversary cannot distinguish this hybrid from the
previous one with advantage more than negl(x).

Hyb,. This hybrid is the same as the previous one except that we output a failure symbol when there exist
(i, -rjn-1) # (ji, -+, jl,_) such that (£1,... ¥/ 1) = (1"1 ,1{;1:1) We show that the probability of this
happening is negligible in k. To prove this, it sufﬁces to show that there are no i € [n], j,j € [g;] satisfying

. .
j#j andt, = ri . The probability of this happening can be bounded by (45 + - - - 4% _;)/2%* by taking the
union bound with respect to all the combinations of i, j, j'. By our choice that 2A° x| this probability is
bounded by negl(x).

Hybs. This hybrid is the same as the previous one except that we compute
PE.ct;, ;, + PEEnc (PE mpk, (X, ..., %0, (Wl . ,y{:)) .

Namely, we use fresh randomness for each encryption instead of deriving the randomness from R/ (-). This

change is only conceptual.
In this hybrid, the view of the adversary is

In

1%, auxy, F[PE.mpk], PE.mpk, {fi, PEsky }refgy]s
< PE.Enc (PE mpk, (xl,., x{;l) (}‘]11/""#”)5 ic[n),ji€lqi]

{PE.Ct]‘],H Jjn

n
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Hybg. This hybrid is the same as the previous one except that we use sub-exponential security of underlying PE scheme
to replace PE.Enc(PE.mpk, (x, ..., %), (4}, ..., uh)) with PE.G;, i, CTpgforalli € [n] and j; € [gq;].
By admissibility of A in the miPE security, we have f (lel,. ..,X)") = 0 which satisfies the admissibility of
the single input PE security game. We therefore replace each of PE.ct; i with a random string by the PE

security. By our choice of the parameter 2A° > (1) and subexponential security of PE, the distinguishing
advantage of the adversary when we replace single ciphertext is negl(x). Since there are g1 - - - g, = poly(x)
ciphertexts, we can conclude that the distinguishing advantage between this hybrid from the previous one is at
most poly(x)negl(x) = negl(x).

In this hybrid, the view of the adversary is

1%, aux 4, F[PE.mpk|, PE.mpk, {f, PE-Skfk}ke[qo]/
{PEGj,_js < CTPE igu el
which is the distribution on RHS in Equation (36).

Hence, the proof. O
Constant arity case. In the special case of n being a constant, we can base the security of the scheme on weaker
security requirements for the underlying ingredients. Concretely, we have the following theorem.

Theorem 4.4. Assume prMIFE scheme is secure (as per Definition 3.2) with respect to x = A" and the sampler class
containing the sampler SampperFE as defined in Eq. 35, PE scheme is secure (Definition 2.19) and PRF is secure.
Then the construction of miPE is secure as per Definition 2.20.

The proof of the above theorem is exactly the same as Theorem 4.3 except that here k¥ = A”. Since ¥ = poly(A),
we do not need subexponential security for PRF and PE. In addition, since prMIFE for constant arity with x = A" can
be constructed from (plain) evasive LWE, which is weaker assumption than non-uniform x-version of it that is necessary
for the general case.

We encapsulate the results of this section using the following theorems.

Theorem 4.5 (miPE for poly arity). Let x = An?log A Assuming non-uniform x-evasive LWE (Assumption 2.4),
subexponentially secure PRF against non-uniform adversary, and non-uniform sub-exponential LWE (Assumption A.5),
there exists a miPE scheme for arity n = poly(A), supporting functions of bounded polynomial depth dep = dep(A),
and satisfying security as per Definition 2.20.

Theorem 4.6 (miPE for constant arity). Assuming evasive LWE (Assumption 2.1) and LWE (Assumption A.5),
there exists a prMIFE scheme for arity n = O(1), supporting functions of bounded polynomial depth d = d(A), and
satisfying security as per Definition 2.20.

5 Indistinguishability Obfuscation for Pseudorandom Functionalities

5.1 Definition

In this section we give the definitions for indistinguishability obfuscation for pseudorandom functionalities (prlO) for
circuits.

Syntax. An indistinguishability obfuscator for pseudorandom functionalities consists of the following algorithms.

i0(1*,C) — C. The obfuscation algorithm takes as input the security parameter A and a circuit C : {0,1}" — {0,1}"
with arbitrary n and m. It outputs an obfuscated circuit C.

Eval(C, x) — y. The evaluation algorithm takes as input an obfuscated circuit C and an input x € {0,1}". It outputs v.
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A uniform PPT machine iO is an indistinguishability obfuscator for pseudorandom functionalities w.r.t parameter
x = x(A) if it satisfies the following properties.

Definition 5.1 (Polynomial Slowdown). For all security parameters A € IN, for any circuit C and every input x, the
evaluation time of iO( 14, C ) on x is at most polynomially slower than the run time of the circuit C on x.

Definition 5.2 (Correctness). For all security parameters A € IN, for all integers 11, m, all circuits C : {0,1}" — {0,1}™,
and all input x € {0, 1}", we have that:

Pr[C’ +i0(1*,C): C'(x) = C(x)] =1
where the probability is taken over the coin-tosses of the obfuscator iO.

Definition 5.3 (Indistinguishability for Pseudorandom Functionality). For the security parameter A = A(A), let
Samp be a PPT algorithm that on input 1%, outputs

(Co,C1, aux € {0,1}%)

where Cy : {0,1}" — {0,1}" and C; : {0,1}" — {0, 1}" have the same description size. We say that a prlO scheme
is secure with respect to the sampler class SC if for every PPT sampler Samp € SC the following holds.

1 (1% {Co(x) breqonyr aux) ~e (1 {Ax = {0,1}"}reqoaynaux) e (15{C(x) }ae(ory 2ux)
then (iO(l)‘,CO),aux) . (iO(l)‘,Cl),aux)
where ¥ > 2",

Remark 5.4. Note that 1* in the precondition is introduced for the purpose of padding, allowing the distinguisher for
the distributions to run in time polynomial in k. The reason why we require ¥ > 2" is that the input length to the
distinguisher is polynomial in 2" anyway and in order for the padding to make sense, x should satisfy this condition.

Remark 5.5. It is shown in [AMY Y25, BDJ " 24] that there is no prlO scheme satisfying the above security for all general
samplers. Therefore, when we use the security of prlO, we invoke the security with respect to a specific sampler class
that is induced by the respective applications.

5.2 Construction

Our construction follows the blueprint of the multi-input FE to iO conversion by Ananth and Jain [AJ15]. To obfuscate
a circuit with input domain {0,1}", we generate a prMIFE instance for arity n + 1. We then let C be encrypted in
position # + 1, and the two inputs 0 and 1 be encrypted in position i for i € [n]. The 2n + 1 ciphertexts together with a
secret key for the universal circuit and the public parameters would form the iO.

Building Blocks. We use a (1 + 1)-input prFE scheme prMIFE = prMIFE. (Setup, KeyGen, {Enc; } ¢, 1), Dec) for

the circuit class with fixed input length, bounded depth, and binary output. We require prMIFE to satisfy x-security

defined as per Definition 3.2. We can instantiate the scheme by our construction in Section 3.2 with ¥ = A2 log A,
Next, we describe the construction of prlO for all circuits.

iO(1%,C). Given as input the security parameter 1 and a circuit C : {0,1}" — {0, 1}" for arbitrary input length 1,
output length m1, and description size L, do the following:

— Run (mpk, msk) < prMIFE.Setup(1%,1"*1, prm), where prm specifies message length L and the maximum
depth d of the circuits supported by the prMIFE instance. We set d to be the depth of the universal circuit U
that, upon input an #-ary circuit C and vector x € {0,1}", outputs U(C, x) = C(x).

— Compute ct,, 1 < prMIFE.Enc,,1(msk, C).
— Fori € [n]and b € {0,1}, compute ct;, = prMIFE.Enc;(msk, b).
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— Compute ski; < prMIFE.KeyGen(msk, U), where U is defined in the first item above.
— Output C= ( {Cti,h}ie[n},he{o,l}/Ctn+1l sk, mpk )
Eval(C, x). Given as input an obfuscated circuit C and an input x € {0,1}", do the following:
1. Parse C = ({ctip}icpupefo1}, Ctus1,sku, mpk ).
2. Output prMIFE.Dec(mpk, skij, U, cty,, .. ., Cty,, Ctyt1)-

Remark 5.6. We note that the input size of prMIFE scheme varies for slot 0, where we encrypt C, and slot i, where we
encrypt a bit b, for i € [n]. To make the input size consistent throughout the slots, we can pad the bit b with 0 (say) such
that [b0| = |C| and give a prMIFE key for a circuit U which on input (C, b10, ..., b,0), where b; € {0,1}, simply
discards the padding and outputs C(by, ..., by,).

Correctness. The correctness of the scheme follows in a straightforward manner from the correctness of the underlying
prMIFE scheme and the definition of the universal circuit U.

5.3 Security

Theorem 5.7. Let SCi0 be a sampler class for prlO. Suppose prMIFE scheme is secure (Definition 3.2) for x = x(A)
w.r.t sampler class that contains all SampperFE o and SampprMWE 1> induced by Sampprlo € SCpri0, as defined in
Equation (39). Then the prlO scheme satisfies security as defined in Definition 5.3 with k = x(A).

Proof. Consider a sampler Sampp”o that generates the following:
1. Obfuscation Query. It issues Cp, C1 : {0,1}" — {0,1}™ with the same size L as an obfuscation query.
2. Auxiliary Information. It outputs the auxiliary information aux 4.

To prove the security as per Definition 5.3, we show that

({<tipicm befoay s, sku, mpk, aux 1) = <{Cti,b}ie[n],be{0,1}/Ct}l+1/5kU/mpk/aUXA)

if (1%, {Co(xi) }v xex,, auxa) =c (15, {A; <= Va}i auxa) ~c (15, {C1(xi) }v xex, auxa) 37)
i A i A
where
(Co, Cq,auxy) « Sampprlo(lA),
(msk, mpk) < prMIFE.Setup(1*, 1"+, prm),
sky < prMIFE.KeyGen(msk, U),

ct?H_l + prMIFE.Enc;, 1(msk, CO),ct}zH + prMIFE.Enc,,+1(msk, Cq),
ctj, = prMIFE.Enc;(msk, b), fori € [n],b € {0,1}.

From the right hand indistinguishability of Equation (37), we have that

({Cti,b}ie[n],he{o,l}/ Cthrl’ sk, mpk, auxA) (38)
~c ({7ip < PrMIFE.Sim;(msk) }ic () pefo1}, Yur1 < PrMIFE.Sim,, 1 (msk), sky, mpk, aux 4)

using the prMIFE security with simulator {prMIFE.Simi}ie[n_H] and sampler Samppﬂ\,”FE’0 that outputs

Function: Universal Circuit U
. o jn _ _
Inputs. {xll =J1se-es xn" =In }jle{o,l},~--,j;z€{0,1}’ Xp+1 = CO 39
Auxiliary Information: aux 4
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To see this we note that the pseudorandomness of U(x; € {0,1}...,x, € {0,1},x,,1 = Cuy1 € {0,1}}) =
Co(x1,...,xy) is implied from Equation (37).
Similarly, from the right hand indistinguishability of Equation (37), we have

({Cti,b}ie[n],be{o,l}r ety 1, Sku, mpk, a“XA> (40)
~c ({7ip < PrMIFE.Sim;(msk) }ie[n) pefo,1} Ynt1 < PrMIFE.Sim,, 1 (msk), sk, mpk, aux 4)
using the prMIFE security with simulator {prMIFE.Simi}ie[oln] and sampler SampperFE1 whose output is same as

that of Samp, except that x,, 1 = C;.
From Equation (38) and Equation (40), we have

({ctip bicn befo1)s Ct2+1/ sk, mpk, aux 4)

R <{Cti,b}ie[n],he{0,1}r ctilﬂ, skyr, mpk, auxA)
hence the proof. O

The following theorem holds for the specific class of samplers we described in the proof.

Theorem 5.8. Let k = A"’ 1087 Assuming non-uniform x-evasive LWE (Assumption 2.4), subexponentially secure
PRF against non-uniform adversary, and non-uniform sub-exponential LWE (Assumption A.5), there exists a prlO
scheme for circuits with input domain {0, 1}" satisfying security as per Definition 5.3.

6 Polynomial Domain IO for Pseudorandom Functionalities

In this section, we define and construct indistinguishability obfuscation for pseudorandom functionalities with polynomial
size domain (pPRIO). The advantage of considering this restricted variant is that we can base the security of the
construction on (plain) evasive LWE, rather than non-uniform x-variant of it. Here, we introduce online-offline property
and reusable security and provide a construction satisfying these properties. The reason why we introduce these
properties is that they seem to be useful for some applications. Indeed, in our companion paper [AKY24b], we use
pPRIO with these properties to construct ABE with optimized parameter size. We consider two variants of pPRIO:
pPRIO with fixed input domain and pPRIO with flexible domain. As the name suggests, the latter is more flexible and
desirable. To obtain the latter, we first construct the former from prMIFE in Section 6.2 and then convert it into the
latter in Section 6.3.

6.1 Definition
Definition 6.1 (Syntax). A pPRIO scheme consists of the following algorithms.

Obf(1*,C) — obf. The obfuscation algorithm takes as input the security parameter A and a circuit C : [N] — [M]
with size(C) < L for some arbitrary polynomial L = L(A). It outputs an obfuscation of the circuit obf.
We consider a definition where the Obf algorithm can be decomposed into the following two phases.

ObfOff(14,1L) — (obfeg, st). The offline obfuscation algorithm takes as input the security parameter A and
the circuit size bound L. It outputs obf g and st.

ObfOn(st, C) — obfo,. The online obfuscation algorithm takes as input the security parameter st and the circuit
C and outputs obfgp.

The final output of Obf is obf = (obf, obfop ).

Eval(obf, x) — y. The evaluation algorithm takes as input an obfuscated circuit obf and an input x € [N]. It outputs
y € [M].
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We consider the following syntax variants of a pPRIO scheme. We consider fixed input domain pPRIO and flexible
input domain pPRIO. In the former, we need that ObfOff algorithm should know the input domain [N] of C that is
going to be input to ObfOn while in the latter, we do not.

Definition 6.2 (Fixed Input Domain pPRIO). A fixed input domain pPRIO scheme has syntax as in Definition 6.1
except that ObfOff takes N (in binary) as an additional input.

Definition 6.3 (Flexible Input Domain pPRIO). A flexible input domain pPRIO scheme has syntax exactly as in
Definition 6.1, i.e., a variant without inputting N into ObfOff.

Next, we define the properties of a pPRIO scheme.

Definition 6.4 (Correctness for Flexible Input Domain Case). For all security parameters A € IN, for any C : [N] —
[M], L = L(A) such that size(C) < L and every input x € [N], we have that:

obf = (obfg, obfon), (obfeg,st) < ObfOfF(14,1L),] 1

Pr | Bval(obf, x) = C(x) obfon < ObfOn(st, C) -

where the probability is taken over the coin-tosses of the obfuscator Obf. The correctness for the fixed input domain
case is defined as above, except that ObfOff (11, 1) is replaced with ObfOff(1%,1L, N).

We introduce a bit unusual efficiency requirement for pPRIO. Namely, we require that pPRIO can obfuscate circuits
from exponentially large input domain efficiently. One may think that with this property, pPRIO is equivalent to prlO.
However, for pPRIO, we require that it can securely obfuscate a circuit only when it has polynomial size domain and do
not require any security guarantee when it has superpolynomial domain size. This relaxation leads to the construction
with weaker assumption (i.e., uniform and non-x variant of evasive LWE).

The following efficiency requirement is the consequence of inputting N into ObfOff in binary form and the
requirement that ObfOff is a PPT algorithm, which implies that it runs in polynomial time in the input length. We
explicitly require this for emphasizing the property.

Definition 6.5 (Efficiency for Fixed Input Domain). We require that the running time of ObefF(l)‘, 1L, N ) is bounded
by poly(A, L,log N).

We introduce the security definition for pPRIO.

Definition 6.6 (Security for Flexible Input Domain). Let Samp be a PPT algorithm that on input 1%, outputs
(1N1+N2+'“NQ, 1L aux, CL, ..., CQ) , where Ci:[Nj] — [Mi], size(C)) <L

where we enforce Samp to output 1N+ N2+Ng 16 make sure that all N are bounded by poly(A). We say that a flexible
input domain pPRIO scheme is secure with respect to the sampler class SC if for every PPT sampler Samp € SC the
following holds.

1f (awx, 15 {C D i)+ AC20) biepng)) ~e (a0 15 {8 icpny)r - A8 Yic g )

then (aux,obfoff,obf(lm,...,obfan) R (aux,obfoff, Sl CTt..., 60 « CTQ) ,
where A] < [M;] for j € [Q],i € [N, (obfef, st) < ObfOff(11,1L), obfhy < ObfOn(st, C/) for j € [Q], and €77
denotes the set of binary strings of the same length as the output of obfon (st, C/) algorithm.

Definition 6.7 (Security for Fixed Input Domain). The security for flexible input domain pPRIO is defined exactly as
in Definition 6.6, except that we have Ny = Np = - - - = NQ.
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Remark 6.8 (Comparison with Definition 5.3). Here, we compare the above security definitions for pPRIO with that for
prlO (Definition 5.3). On the one hand, the above security definition is weaker than Definition 5.3 in that the adversary
is not allowed to submit a circuit with exponential size input domain. This restriction is captured by the above definitions
where we enforce the adversary to output the size of the input domain for each circuit in unary.

On the other hand, the above security definitions are stronger than Definition 5.3 in two folds. First, it requires the
online part of the obfuscation obfy, to be pseudorandom, whereas Definition 5.3 only requires the obfuscation of the
circuits are computationally indistinguishable (when their truth tables are pseudorandom). Secondly, the above security
definition considers a security game where the same internal state st is reused for obfuscating multiple circuits, whereas
only a single circuit is obfuscated in Definition 5.3. The above security definition may look odd, but pPRIO with this
security notion has proven useful in our companion paper [AKY?24b] to obtain optimal parameters for ABE schemes.

Remark 6.9. Similar to Remark 5.5, there is no pPRIO scheme satisfying the above security for all general samplers.
Therefore, when we use the security of pPRIO, we invoke the security with respect to a specific sampler class that is
induced by the respective applications.

6.2 Construction for Fixed Input Domain

In this section, we provide a construction of fixed input domain pPRIO scheme pPRIO = (Obf = (ObfOff, ObfOn), Eval)
for circuit class C = {C : [A°] — {0,1}}, for some constant ¢ € IN, from prMIFE for ¢ + 1 arity. The construction is
extended to be able to handle flexible input domain in Section 6.3.

Building Blocks. We use the following ingredient for our construction.

1. A mi-prFE scheme prMIFE = prMIFE.(Setup, KeyGen, {Enc; };c (.11}, Dec) for the circuit class with fixed input
length L = |C|, bounded depth d = d(A), and binary output. We require prMIFE to satisfy the pseudorandomness
of the last slot ciphertext as per Definition 3.4. We can instantiate the scheme by our construction in Section 3.2.

Next, we describe our construction.
ObfOff(1*,1L, N = A°). The offline phase of obfuscation algorithm does the following.

— Run (prMIFE.mpk, prMIFE.msk) < prMIFE.Setup(1%,1°%1, prm), where prm specifies the maximum size
L of the circuit that is going to input to ObfOn and the maximum depth d of the circuit class supported by
the prMIFE instance. We set d to be the depth of the universal circuit U that, upon input a c-ary circuit C
and vector x € [A]¢, outputs U(C, x) = C(x), where x is interpreted as an integer in [A°] by some efficient
bijective mapping between [A¢] and [A]°.

— Fori € [c] and j € [A], compute prMIFE.ct; ; = prMIFE.Enc; (prMIFE.msk, j).1

— Compute prMIFE.sk;; = prMIFE.KeyGen(prMIFE.msk, U ), where U is supported by the prMIFE instance
because of our choice of prm.

— Output obf g = (prMIFE.mpk, {prMIFE.cti,]-}iE[C],jew,prMIFE.sku) and st = prMIFE.msk.
ObfOn(st, C). The online phase of obfuscation algorithm does the following.

— Run prMIFE.ct.q < prMIFE.Enc., 1 (prMIFE.msk, C).
— Output obfg, = prMIFE.ct 4.

Eval(obf, x). The evaluation algorithm does the following.

1. Parse obf = (obfg, obfon) where obfog = (prMIFE.mpk,{prMIFE.cti,j}ie[C]lje[/\],prMIFE.sku> and
obfon = prMIFE.ct 1.

6Using Remark 5.6, it is safe to use this instance of prMIFE to encrypt messages with smaller length than L.
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2. Output prMIFE.Dec(prMIFE.mpk, prMIFE.sk;, U, prMIFE.cty x,, ..., prMIFE.ctc x,, prMIFE.ct., 1), where
x € [A] is mapped to (x1,...,%;) € [A]° by the bijective mapping between [A°] and [A]°.

Correctness. The correctness of the scheme follows in a straightforward manner from the correctness of the underlying

prMIFE scheme and the definition of the universal circuit U.

Efficiency. The scheme satisfies
|obfofr| = poly(c, L,A) = poly(A, L), |obfon| = poly(c, L, A) = poly(A, L),
where (obfgf, obfon) — Obf (14, C) for circuit C : [N] — [M] whose size is bounded by L = L(A).

Security. We prove the security of the fixed input pPRIO using the following theorem.

Theorem 6.10. Let SCpprio be a sampler class for pPRIO. Suppose prMIFE scheme is secure (Definition 3.2) with
x = ATl and sampler class that contains all SampperFE induced by Sampprlo € SCpr0, as defined in Equation (42).
Then the pPRIO scheme satisfies security as defined in Definition 6.7.

Proof. Consider a sampler Samp that generates

(1Q‘N,1L,auxA, {ck}ke[Q]) .

To prove the theorem, we show that

(auxA,obfofF - (prMIFE.mpk,{prMIFE.cti,j}ie[C]JeW,prMIFE.sku> , {obf’;n - prMIFE.ct’C‘H}kE[Q])

. (aUXA,Obeff = (prMIFE.mpk, {PerFE-Cti,j}ie[c},je[/\}/ prMIFE.sku> , {obf’én — CTPrMIFE’C+1}ke[Q]) ,
holds assuming
(auxa, 15 € () iy -+ AC20D) iy ) e (auxa 15 {8 hiepny - A8 hiern)) (1)
where CT orMIFE,c+1 denotes the set of binary strings with the same length as prMIFE.ct’C‘ 41 and

(1Q'N, 15, aux 4, {Ck}kE [QO — Samp(l)‘),

(prMIFE.mpk, prMIFE.msk) < prMIFE.Setup(1%,1°", prm),
prMIFE.sky; < prMIFE.KeyGen(prMIFE.msk, U),

prMIFE.ct;; prMIFE.Enc;(prMIFE.msk, j) fori € [c],j € [A],
Ak, AN« {0,1} fork € [Q],

prMIFE.ctf, | < prMIFE.Enc.1(prMIFE.msk, C¥) for k € [Q].

We invoke the security of prMIFE with sampler SampperFE that outputs

Function: Universal Circuit U
Inputs: (=g, 2 =], x’c‘+1 = Ck}jl,...,jce[/\],ke[Q] (42)
Auxiliary Information: aux 4

Using the prMIFE security with sampler SampperFE, we have that
(auxA, prMIFE.mpk, {prMIFE.ct; }ic o je o), PIMIFE.sky, {prl\/nFE.ct’;+1 }k [Q])
" €

~. <aux A, PIMIFE.mpK, {6} }ic e je ), PIVIFE.sky, {55 o }kE[Q]> 43)
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given

k jc ~ k
<3“XA' {uctd ) ) ~e (@ A8F < {01 e elo) “4)

where J; ; < Sim;(prMIFE.msk) for i € [c],j € [A] and §§+1 < CT orMIFE,c+17.
This implies

(auxA, prMIFE.mpk, {prMIFE.ct; ;}ic () ica), PIMIFE.sky, {prl\/nFE.ct’g+1 }kE[Q])
~c (auxA, prMIFE.mpk, {3} }ic e je ), PIMIFE.sky, {5f+1 }kE[QJ

~c <auxA, prMIFE.mpk, {prMIFE.ct; }ic (o) je(r), PIMIFE.skyy, {5§+1}k6[@>

given Equation (44), where the first indistingusihability follows from Equation (43) and the second also from Equation (43)
by noting that replacing the last term with independently chosen random variable makes the distinguishing task of the
distributions even harder. Equation (44) follows from Equation (41) and the definition of circuit U, hence the proof. [

Instantiation. Instantiating the underlying prMIFE scheme with constant arity ¢ + 1 as in Theorem 3.17, we get the
following theorem.

Theorem 6.11. Assuming evasive LWE (Assumption 2.1) and LWE (Assumption A.5), there exists a secure pPRIO
scheme for fixed input domain supporting circuits of bounded size L = poly(A) with

lobfofr| = poly(L,A), |obfon| = poly(L,A).

6.3 Construction for Flexible Input Domain

Here, we provide a construction of pPRIO for flexible input domain Flex.pPRIO = Flex.(ObfOff, ObfOn, Eval) for
any circuits with binary output space from pPRIO for fixed input domain. The restriction that the output domain of the
circuits being binary is removed in Section 6.4.

Building Blocks. Below, we list the ingredients for our construction.

1. A pseudorandom function PRF : {0,1}* x {0,1}* — {0,1}* with key space, input space and output space
as {0,1}". The input to the PRF will be in the form of x € [A¢] for some constant ¢ € IN. Since we have
2% > poly(A), the input space of the PRF is large enough to accommodate inputs x € [A¢] with an appropriate
encoding. It is known that PRFs can be constructed from one-way functions.

2. A fixed input domain pPRIO scheme Fixed.(ObfOff, ObfOn, Eval) as constructed in Section 6.2 with the efficiency
requirement defined in Definition 6.5 and the security defined as per Definition 6.6. The input domain of pPRIO
should be [A€] for some constant c.

Flex.Obf (1%, C). For a circuit C such that size(C) < L for L = L(\), the obfuscation algorithm works as following.

FIex.ObefF(l)‘, 1L). The offline phase of obfuscation algorithm does the following.
— Run (Fixed.obf ;, Fixed.st;) < Fixed.ObfOff (11,1, A?) for i € [A].
— Output obfofr := {Fixed.obfof; }ic () and st = {Fixed.st; };c(y-

Flex.ObfOn(st, C). The online phase of obfuscation algorithm takes as input a circuit C : [N] — {0,1} and
parses the input as st = {Fixed.sti}ie[ A]- It then does the following:

This follows from the fact that the simulator for the ¢ + 1-th slot outputs a random string as is required by Definition 3.4.
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— Find ¢ € N such that A1 < N < A°.

Sample sd < {0,1}*

— Construct a circuit C[sd] : [A°] — {0,1} that is defined as, on input x € [A°], C[sd](x) =
C(x) ifx <N
PRF(sd,x) if N <x < AC’

— Compute Fixed.obfon . < Fixed.ObfOn(Fixed.st., C[sd]).

— Output obfg, = Fixed.obfop .

Flex.Eval(obf, x). The evaluation algorithm does the following.

— Parse obf = (obfef, obfon) = ({Fixed.obfof,; }ic(x], Fixed.obfon,c).
— Construct Fixed.obf = (Fixed.obf ¢, Fixed.obfon ) 8.
— Output Fixed.Eval(Fixed.obf, x).

Correctness. Forobf = (obf, obfon) = ({Fixed.obfoff/i}ie[/\], Fixed.obfon ¢ ), we have Fixed.obf - < Fixed.ObfOff (1%, 1L, A¢)
and Fixed.obfop, o < Fixed.ObfOn(Fixed.st., C[sd]) where C|[sd] : [A°] — {0,1}. From the correctness of the under-
lying Fixed.pPRIO scheme we have Fixed.Eval(Fixed.obf, x) = C[sd](x) = C(x) for any input x € [A°].

Efficiency. It is straightforward to see that the algorithms run in polynomial time in the input length and A. The only
non-trivial part is to bound the running time of Fixed.ObfOff(1*,1L, A7) for i € [A]. The running time of this part
can be bounded by poly(A, L,log A') = poly(A, L) by the efficiency property of the underlying fixed input domain
pPRIO as per Definition 6.5. In particular, we have

lobfosr| = poly(L,A), |obfon| = poly(L,A)

where (obfgf, obfon) ¢ Obf (14, C) for circuit C : [N] — [M] whose size is bounded by L = L(A).

Security. We prove the security of the above construction. Before doing so, we prove the following useful lemma.
The lemma essentially says that if a part of the auxiliary information is pseudorandom in the pre-condition distribution,
then it is pseudorandom in the corresponding post-condition distribution where we apply pPRIO. Conceptually similar
lemma is proven in Lemma 3.4 of [ARY Y23] in the context of evasive LWE.

Lemma 6.12. Let pPRIO = (Fixed.ObfOff, Fixed.ObfOn, Fixed.Eval) be a pPRIO scheme for fixed input domain and
Samp be a PPT algorithm that takes as input 1" and outputs

(1NQ,1L,aux = (auxy,auxp) € {0,1}* x X,{Cj}je[Q])

for some set X'. Let us assume that

<(auxl’a”X2)’1L’ {Cj(i)}ie[N] J’dQ]) e <(auxl'x)'1L' {Ag}”E[N] f6[9}>

holds for x <— &, Af < {0,1} and assume the security of pPRIO with respect to Samp. We then have

bfofr, { Obfhn ~ ,X), obfogr, 1 6/ ,
(w1, ave), obtar, {obiln} _ ) e ((awet ), 00fer, {67} )

where we have (obfof,st) ¢ Fixed.ObfOff(14,1L, N), obfh, « Fixed.ObfOn(st,C/) and &/ <~ CT opfon for
j € [Q], where CT opfon is the set of binary strings with the same length as obfb,.

8We assume that we can obtain ¢ from the length of x.
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Proof. From the assumption, we have

L j(i ~ L j
((auxl,auxz),l ,{C (Z)}ie[N],je[Q]> S <(aux1,x),1 '{Ai}ie[N],je[Q]> (45)

which implies (auxq, auxy, 11) ~ (auxq, x, 1%). This further implies

(auxq, auxp, 1, {Ag}ie[N],je[Q}) ~c (auxq, x, 1%, {Az}ie[N],je[Q]) (46)

since adding independently sampled random terms does not make the task of indistinguishing the distributions easier.
Equation (45) and Equation (46) implies (auxy,auxp, 1%, {C7 () Yieny jelq)) = (auxy, auxy, 15, {Ag}ie[N],je[Q])-
Applying pPRIO security definition with respect to Samp, we get

j ~ j
<aUX1,aUX2, Obfoff, {Obfon }]E[Q]> c <aux1,aux2, Obfoff, {5 }]G[Q]) . (47)
Recall that we have (auxj, auxa, 1%) = (auxy,x, 1%). This further implies
,auxy, obfyg, 4 &/ ~ , X, obfog, 4 &/ , 48
(au><1 auXp, ODT off { }]G[Q]> c (auxl X, ODT off { }]E[Q]) ( )

since obfog can be sampled independently given 1-, N and {5j } jelQ)-
From Equation (47) and Equation (48) we deduce

(auxl, auxy, obf o, {obf{,n }je[Q]) R (auxl,x,ObfofF, {5]}],6[@)

and hence the lemma. O
Following theorem asserts the security of our construction.

Theorem 6.13. Our pPRIO scheme for flexible input domain is secure.

Proof. Let us consider a sampler Samp that outputs (121'6[(3] N , 15, aux, {Cj } fe[Q}) . To prove the theorem, we show
that

(aUX,ObfofF,Obf})n,. . .,obfgn> . (aUX,Obfoff, st .,5Q) , 49)

holds assuming

(2ux AC ) bieqy)r -+ AC2 D) iepg) ) ~e (aux AA ieny - {88 by
where
obfofr = {Fixed.obfo,; }ic[y), (Fixed.obfof, Fixed.st;) < Fixed.ObfOff(1*,1%, A") for i € [A],
obfy,, = Fixed.obfon;, Fixed.obfon,, < Fixed.ObfOn(Fixed.st,,, C/[sd/]) for ¢; € N's.t. A~! < N; < A9,
8/ < CT7 where CT7 is the set of binary strings with the same length as obfL,, for j€[Q]
A« {0,1} forj € [Ql,i € [N]]

We define Sy to be S == {j € [Q] : A1 < N; < /\k}. Since Samp is a PPT algorithm, there exists a constant Cmax

such that Acmax—1 < max;e(g)Nj < A= and therefore we have Q] = Uke [cmax] Sk- Rearranging the terms, it suffices
to show that

(aux, obf o, {obfhy Yiesyees {obfl, }ieSe ) ~. (aux, obf s, {5/}].651, e, {‘Sj}jescmax)
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holds assuming

(aux’ {Cj(i) }jesl,iew] v {Cj(i) }jescmax,ie[Nv]> e (aux’ {A{}jesl,ie[Nj] e

] ]

{A{}jescmax,ie[NvJ - 0)

j
To prove this, we prove the following lemma.

Lemma 6.14. For ¢ € [0, cmax], let us consider the following statement:

(aux,obfoff, {obfbn}jes,, -+ -, {obfhn}ies., {cf [sd/] (i)} y {cf [sd/] (i)}

jESCmax 'ie [)Lfmax] )

~ Jobfost, {01} ics, .., {01} ,{AJ} ,...,{Aff . 51
C(auxo oft, {0/ }jes, {0 }jes. 1 1S iclcH] l}jescmax,ie[/\fmax] (5D

Then, assuming the security of pPRIO, the above computational indistinguishability for ¢ = ¢* implies that for ¢* + 1
for all ¢* € [0, cmax — 1]

jESesriclActl] "

Proof. By setting

auxq = (aux, {FiXed.Obeff,k}ke[)\]\{c*+1}> ,
auXp = ({Obf{)n }jESll sy {Obf]on }jESE*/ {C] [Sd]] (l)}

Circuits := {Cj [sd/ ]}

L. Clsd(i
JESex 42 iE[AT 2] { [s] ) }jesmx,z'emax]) ’

jesc*+1

Equation (51) with ¢ = ¢* implies

T1sd/] (i ~ j

where x is a random string with the same length as auxy. By applying Lemma 6.12, we have
((auxl, auxy), obfoff e 11, {Obf{)n } , ) ~c ((aUXL x), obfoff c+ 11, {5]} , ) :
JE€Sex 41 JE€Ser 41
By rearranging the terms, we can observe that the above equation is equivalent to Equation (51) withc = ¢* +1. O

We then conclude the proof of Theorem 6.13 using Lemma 6.14. Our goal is to prove Equation (51) with ¢ = cmax,
since it is equivalent to Equation (49). This is proven by the induction, where the induction step is already provided by
Lemma 6.14. Therefore, it suffices to prove Equation (51) with ¢ = 0. This immediately follows from Equation (50)
and by the security of PRF, since the LHS distribution of Equation (51) with ¢ = 0 is obtained by padding the LHS
distribution of Equation (50) with PRF values {PRF(sd/, i) } c/c,...),je Sei€[Nj+1,Ac]» Which are pseudorandom. This

completes the proof of Theorem 6.13. O

Instantiation. Instantiating the underlying pPRIO scheme as in Theorem 6.11, we get the following theorem.

Theorem 6.15. Assuming evasive LWE (Assumption 2.1) and LWE (Assumption A.5), there exists a secure pPRIO
scheme for flexible input domain supporting circuits of bounded size L = poly(A) with

lobfoff| = poly(L,A), |obfon| = poly(L,A).
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6.4 Extending the Output Length.

In our construction of pPRIO with flexible input space in Section 6.3, we only consider the case of the output space of
the obfuscated circuit being {0,1}. We can extend the output space to be {0, 1}t for arbitrary polynomial £ as
follows. We do not change the off-line phase of the obfuscation algorithm. When we run on-line phase of the obfuscation
algorithm, we derive sub-circuits Cy, ... Cy,,, of C with binary outputs, where C; takes on input i and outputs the j-th
bit of C(i). We then run ObfOn(st, C;) for all j € [£oyt] and output them as the obfuscation of C. The evaluation
algorithm then recovers each output separately and combines them. It is straightforward to see that the security of the
construction is preserved with this modification. As for the efficiency, we still maintain the asymptotic efficiency of

lobfosr| = poly(L,A), |obfon| = loutpoly(L,A) = poly(L, A)

where (obf g, obfon) <= Obf(1%4, C) for circuit C whose size is bounded by L = L(A).

7 Instantiating the Random Oracles Using prlO

Hohenberger, Sahai, and Waters [HSW 14] show that some applications of random oracles (ROM) can be made secure
in the standard model by instantiating the hash functions using iO in a specific manner. In this section, we discuss that
we can replace full-fledged iO with prlO in these applications. As a concrete example, we show that full-domian hash
(FDH) signatures can be proven secure in the standard model if we instantiate the hash function using prlO in place of
i0. We also refer to Section 8 for the application of prlO for instantiating random oracle in Sakai-Ohgishi-Kasahara
ID-based NIKE.

7.1 Full-Domain Hash Signatures (Selectively Secure) from prlO
Ingredients. We make use of the following ingredients.

1. A one-way trapdoor permutation family (TDP).

2. Punctured PRFs

3. A prlO scheme.

1. Setup(l)‘) : The setup algorithm takes as input the security parameter and does the following:
* It runs the setup of the TDP to obtain a public index PK along with a trapdoor SK, yielding the map
gpk : {0,1}" — {0,1}" together with its inverse ggy.

+ It chooses a puncturable PRF key K for F where F(K,-) : {0,1}* — {0,1}". Then, it creates a prlO
obfuscation of the of the program Full Domain Hash Figure 2. We refer to the obfuscated program as
the function H : {0,1}* — {0,1}". We need the truth table of the PRF to be pseudorandom against
an adversary whose size is polynomial in x, where « is the parameter specified by our prlO. This can be
achieved assuming the subexponential security for the PRF.

* It outputs the verification key VK as the trapdoor index PK as well as the hash function H(+). The secret
key is the trapdoor SK.

2. Sign(SK, m): Output o = gog (H(m)).
3. Verify(VK, m, ) : Check if gpk (¢) = H(m) and output “Accept” if and only if this is true.

Correctness follows from the correctness of the TDP. We sketch security next.
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Full Domain Hash H

Constants: PRF key K, TDP key PK
Input: Message m.

* Output gpk (F(K,m)).

Figure 2: Full Domain Hash

Full Domain Hash* H
Constants: Punctured PRF key K(m*), m*, z*, TDP key PK
Input: Message m.
o If m = m*, output z* and exit.

* Else output gpk (F(K, m)).

Figure 3: Full Domain Hash*

Security The security proof closely resembles that of [HSW 14], except that it can be simpler since the security
guarantee of prlO is stronger than iO for the specific case of pseudorandom functionalities. In particular, prlO does not
require two circuits to have identical truth tables in order to guarantee security, but allows different truth tables so long
as they are pseudorandom (given auxiliary information).

Theorem 7.1. If the obfuscation scheme in Section 5.2 is secure as per Definition 5.3 with respect to a parameter x and
samplers that output circuits defined as Figure 2 and 3, F is subexponentially secure punctured PRF, and the trapdoor
permutation scheme TDP is one-way, then the above signature scheme is selectively secure.

Proof. The proof follows a similar sequence of hybrids as [HSW14] . In the first hybrid we move to using the
obfuscation of the circuit in Figure 3 with z* being a random point in {0, 1}". Since the truth tables of the two programs
are pseudorandom given PK and SK (even against an adversary that runs in polynomial time in x), indistinguishability
holds by the guarantee of prlO. This allows to reduce the security to that of the TDP, exactly as in [HSW14] since a
valid signature would imply a preimage to z* and other signatures can be simulated using the PRF key. O

7.2 Discussion about Other Applications.

Hohenberger, Sahai, and Waters [HSW 14] demonstrate that the selective security of the full-domain hash (FDH)
signature based on trapdoor permutations (TDP), the adaptive security of RSA FDH signatures [Cor(00], the selective
security of BLS signatures, and the adaptive security of BLS signatures [BL.SO1] can be proven in the standard model
by carefully instantiating the underlying hash function by iO for each application. As shown in Section 7.1, the random
oracle in the FDH signature can be instantiated using prlO instead of full-fledged iO. Similarly, we can instantiate the
random oracle in selectively secure BLS signatures with prlO, following a strategy similar to that in [HSW14]. At a
high level, these proofs follow those in the random oracle model (ROM), where we use iO to obfuscate a derandomized
version of the simulator for the hash function in ROM-based proofs. In these settings, the truth table of the simulated
hash function is pseudorandom, allowing us to follow the same proof strategy using prlO.

®We can skip Hybrid 1 in [HSW 14] because we don’t need the programs to be exactly equivalent as discussed above.
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For adaptively secure RSA FDH and BLS signatures, the situation is different. In these cases, Hohenberger et
al. adopt an alternative proof strategy that deviates from the high level strategy of obfuscating the simulator for the
proof in the ROM. This is due to the fact that the original proofs [BLSO1, Cor00] are incompatible with the conditions
required for using iO, where the truth table of the hash functions must remain unchanged across game hops. To be
compatible with iO, they introduce a structure for the hash function, making its truth table no longer pseudorandom.
This prevents us from replacing the hash function with prlO following their approach.

To instantiate the hash function with prlO, we revert to the original ROM-based proof strategy [BLS01, Cor00].
Unlike the iO-based approach, prlO-based proof does not require the truth table of the hash function to remain unchanged
across game hops; it only requires the truth table to be pseudorandom. This relaxed condition enables the use of the
original ROM security proofs. We omit the details on these applications, since they are similar to and simpler than our
random oracle instantiation for the Sakai-Ohgishi-Kasahara ID-based NIKE in Section 8.

8 ID-Based Non-Interactive Key Exchange

In this section we show our construction of ID-NIKE scheme. The construction is the same as the ID-based NIKE
system by Sakai, Ohgishi, and Kasahara [SOKO00] except that the hash function modeled as random oracle is replaced
with an obfuscation of a PRF. This leads to the first instantiation of ID-NIKE without multi-linear maps [FHPS13] or
indistinguishability obfuscation in the standard model.

8.1 Construction
Building Blocks. We require the following building blocks for our construction.

. c def . .. .
1. We use prlO scheme (iO, Eval) with input space ZD = {0,1}" that is secure as per Definition 5.3 with parameter
k. By using our construction in Section 5.2 instantiated by prMIFE construction in Section 3.2, we have
2
K = A" logA

2. Symmetric pairing G = (G, Gr, p, ¢, g) with prime order p that is equipped with an efficiently computable
function MapToPoint : Dytp — G, where Dy tp is an efficiently samplable domain. We assume that the
DBDH assumption (Assumption 2.6) holds on G. We need that there is an efficiently computable randomized
function MapToPoint ™! satisfying MapToPoint(MapToPoint ' (h)) = h for all h € G. We also need
MapToPointfl(h) = x for x + Dy71p and h < G. We denote the randomness space of the algorithm
MapToPoint ™! by Rmtp.

3. A subexponentially secure pseudorandom function PRF : {0,1}* x ZD — Dytp. Here, A = A(A) is set
so that ZAé > @) holds, where ¢ is defined as a constant such that there is no adversary with size 2)‘0 and
distinguishing advantage 2 against PRF for all sufficiently large A. An example choice would be to take
A= (n?A)1/°,

We describe the construction below.

Setup(l)‘): On input the security parameter 1%, it chooses the description of symmetric pairing groups G =
(G,Gr, p,e,g) with prime order p > 221 a PRF key sd < {O,l}A, and & < Z, and computes C «
iO(PRF(sd, -)). Here, the obfuscated circuit PRF(sd, -) is appropriately padded so that its size is the same as the
circuit F[sd, szi,gﬁ,gﬂ described in Figure 4. Finally, it outputs mpk = (G, C) and msk = «.

Ext(mpk, msk,id): On input mpk = (G, C), msk = a, and an identity id, it computes H(id), where the hash function
H:ZD — G is defined as H(id) &t MapToPoint(C(id)). It then computes and outputs uskyq = H(id)*.
Share(mpk, uskiq,,id2). Given the master public key mpk, a user secret key uskjq, = H(idq)%, and an identity

idy € ZD, it computes and outputs K défe(uskidl, H(idy)) as the shared key.

Correctness. The correctness of the construction can be seen by e(uskiq,,H(id2)) = e(H(idy),H(id2))* =
e(uskig,, H(id1)).
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8.2 Security Proof

Theorem 8.1. The construction above is secure as per Definition 2.22 assuming that the DBDH assumption over G holds
(See Assumption 2.6), prlO is secure with parameter x (as per Definition 5.3) and with respect to a sampler specified in
the proof of Lemma 8.2, and PRF is subexponentially secure.

Proof. We prove the security of the scheme via the following hybrids. Let us fix a PPT adversary .A. We denote the
advantage of the adversary by € and without loss of generality, we assume that A makes exactly Q key extraction queries.
For the sake of contradiction, let us assume that € is non-negligible. In the following, we denote the advantage of the
adversary in Game-xx by €xx.

Game-0. This is the security game for ID-NIKE. By definition, we have €y = €.

Game-1. In this game, we sample random function R : ZD — [2Q)] at the end of the game independently from
anything else in the game. We then change the adversary A so that it outputs a random coin as its guess if the
following does not hold:

R(idj) =1 A R(idj) =2 A R(id1) & {1,2} A --- A R(idg) & {1,2}, (52)

where id] and id5 are the challenge identities and idy, . .., id are the identities for which key extraction queries
are made by A. If the abort condition above is not satisfied, the output of A is unchanged. Since Equation (52)

Q
holds with probability 73 - (1 - %) = ©(ep/Q?), we have €1 = O(eg/Q?).

Game-2. In this game, we choose R at the beginning of the game and stop the game immediately and force A to output
random guess if .4 makes a key extraction query or challenge query that violates Equation (52). With this change,
the distribution of the output by A is unchanged and therefore we have €; = €;.

Game-3. In this game, we replace R with a pseudorandom function PRF : {0,1}* x ZD — [2Q]. In more detail,
the game samples sd <— {0,1}* and uses PRF(sd, ) in place of the function R(-) when we check the abort
condition. It is straightforward to see that |e3 — €3] < negl(A) by the security of PRF.

Game-4. In this game, we change how C is computed. In more detail, we sample B,y < Zp and sd {0, 1}A at
the beginning of the game. We then set F|sd, sd, gﬁ, <7] as Figure 4, where we use yet another pseudorandom
function PRF : {0,1}* x ID — Rutp X Z. in the description of the circuit. In this game, C is computed
as C iO(F[E,s?:I,gﬂ,gV]). As we will show in Lemma 8.2, we have |e4 — €3] < negl(A) by the security of
PRIO and by the subexponential security of PRF and PRF.

Circuit F[sd, sd, g?, ¢"]
« On input id, compute (Rig, xiq) = PRF(sd, id).
e Compute
MapToPoint ! (gP*%¥d; Riy) if PRF(sd,id) =1,
via & { MapToPoint~1(g7+%4; Riy)  if PRF(sd, id) = 2, (53)
MapToPoint ! (g%4; Rig) otherwise.
* Output vjq4.

Figure 4: Description of the circuit F[sd, sd, g?, g7].
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Game-5. In this game, we no longer use the exponents 8 and 7y explicitly in answering the key extraction queries.
In more detail, when the adversary makes a key extraction query to id, we proceed as follows. First, we check
whether PRF(sd, ) & {1,2} or not. If it does not hold, we abort the game as specified in Game-2. Otherwise,
we compute (Rig, Xig) = PRF(sd, id) and return uskig & (g%)¥id as the secret key.

We claim that this change does not alter the view of the adversary. To see this, we observe that
H(id) = MapToPoint(C(id)) = MapToPoint(F[g,;d,gﬂ,gV](id)) = MapToPoint(MapToPoinFl(gxid,'R;d)) = g"id

holds, where the first equation holds by the definition of H, the second by the correctness of O, the third
by PRF(sd,id) ¢ {1,2} and Equation (53), and the fourth by the property of MapToPoint . This implies
(¢%)¥id = H(id)" as desired. We therefore have €5 = €4.

Game-6. In this game, we change the way K* is computed when coin = 0. In particular, we compute T = ¢(g, g)"‘ﬁ7
at the beginning of the game and when the adversary asks for the challenge key, we return

K* =T-e(g",g#)"% - e(g% 87) ™ -e(g,8") (54)

to the adversary, where (Rigs, Xigr, Yig: ) = PRF(sd, id}) fori = 1,2.

We claim that this change does not alter the view of the adversary. To see this, recall that the game aborts unless
PRF(sd,id]) = 1 A PRF(sd,id3) = 2. The first condition implies H(id]) = MapToPoint(vy4:) = gﬁﬂidf by

Equation (53) and by the property of MapToPoint 1. Similarly, we have H(id}) = gw_xid; . Thus, we have

e(H(id}), H(id3))* = e(g” ™41, g7 i )% = T . o(g¥, gP) "™ - e(g", §7) "™ - e(g, g*) "1 ™

as desired. We therefore have €4 = €s.

Note that in this game, we do not need to know « any more to efficiently simulate the game. Rather, it suffices to
know g%, ¢f,¢7, and T = e(g, )*F7.

Game-7. In this game, we replace T with random T < Gr. We claim that the adversary cannot distinguish this
game from the previous game. This can be seen by straightforward reduction to the DBDH assumption, where
we simulate Game-6 if T = e(g, ¢)*f7 and Game-7 if T < Gr. Indeed, we only need to know g# and g7 for
simulating mpk, ¢* for answering the key extraction queries, and g%, g’S , g7, and T for simulating the challenge
key. We therefore have |e5 — €7| < negl(A).

Game-8. In this game, we change the challenge shared key K* to be random group element in G, regardless of whether
coin = 0 or coin = 1. We claim that this is a conceptual change. This can be easily seen by observing that K*
computed as Equation (54) is distributed uniformly at random over Gr if so is T. Thefefore, we have eg = €7.

Clearly, we have eg = 0, since no information of coin is leaked to the adversary in Game-8. However, from the above
discussion, we have 0 = eg > ©(€)/Q? — negl(A) by the triangle inequality. This contradicts our assumption that € is
non-negligible. O

To complete the proof of Theorem 8.1, it remains to prove Lemma 8.2.

Lemma 8.2. Assuming that iO is a secure PRIO scheme as per Definition 5.3 with the parameter x and PRF and PRF
are subexponentially secure, we have |e3 — €4] < negl(A).

Proof. To prove the lemma, it suffices to show (iO(PRF(sd, -)),sd, G) ~ (iO(F[sd,sd, g?,¢7]),sd, G), since we can
simulate the game in a way that we simulate Game-3 if the given terms come from the left distribution and Game-4
otherwise. Any adversary distingushing the games can be turned into an adversary that distinguishes the distributions.
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S . e . def — -
By considering a sampler Samp that takes as input 1% and outputs the auxiliary information aux = (sd, G) and circuits

Co def PRF(sd,-) and C & p [sd, sd, gﬁ ,g"] and invoking the security of PRIO, we can see that it suffices to prove

(1%, aux, {PRF(sd, id) }igezp) ~c (1%, aux, {diq <= DmTp tidezD) ~c (1K,auX/ {vig = Fl[sd, sNd,gﬁ,g"V]}iddD) .
(55)

The former indistinguishability holds by the subexponential security of PRF. In particular, by our choice of the parameter

2 > (1) , we can conclude that the adversary with running time poly (k) cannot distinguish the distributions with
advantage more than negl(x). To prove the latter indistinguishability, we further consider the following distributions. In
the following, we do not change the distribution of aux = (sd, G) and only focus on the distribution of {viq }iq-

* This is the rightmost distribution of Equation (55), where vjq is computed as Equation (53) for (Riq, Xiq) =
PRF(id).

* This is the same as the previous distribution except that (Rjq, Xiq) that is used for computing v;4 is chosen
uniformly at random from their respective domains.

* {viq }id, where v;g <= Dy7p. Observe that this is the middle distribution in Equation (55).

It suffices to prove that the first and the third distributions are indistinguishable given (1%, aux). We first observe that
the first and the second distributions are computationally indistinguishable by the subexponential security of PRF
and our choice of parameter A, where we have 2/\(S > @), To conclude the proof, we show that the second and
the third distributions are actually the same distribution. In particular, we show that v;q is uniformly distributed over
Dp for each id in the second distribution. Here, we consider the case of PRF(sd,id) = 1. The other cases follow
similarly. By the assumption, we know that g5+xid is distributed uniformly at random over G. Then, by the property of
MapToPoint*l and by the fact that R;q is random, v;q is uniformly distributed over Dy 1p as desired. O]

Theorem 8.3. Let x = A"’ 1087 Assuming non-uniform x-evasive LWE (Assumption 2.4), subexponentially secure
PRF against non-uniform adversary, non-uniform sub-exponential LWE, and the DBDH assumption, there exists a
secure ID-NIKE scheme.
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A Additional Preliminaries

A.1 Lattice Preliminaries

Here, we recall some facts on lattices that are needed for the exposition of our construction. Throughout this section,
n, m, and ¢ are integers such that n = poly(A) and m > n[logg]. In the following, let SampZ(7y) be a sampling
algorithm for the truncated discrete Gaussian distribution over Z with parameter 7y > 0 whose support is restricted to
z € Z such that |z| < \/n7.

Let m 1
g=(2%2,...,20 )T, G=1I( ) ®gT

be the gadget vector and the gadget matrix. Forp € Zj/, we write G~ !(p) for the m-bit vector (bits(p[1]), . .., bits(p[n +

1]))T, where bits(p[i]) are m/(n + 1) bits for each i € [n + 1]. The notation extends column-wise to matrices and it
holds that GG~!(P) = P.

Trapdoors. Let us consider a matrix A € Z;*". Forall V € ngm/, we let A~1(V) be an output distribution

of SampZ('y)mxml conditioned on A - A~1(V,q) = V. A v-trapdoor for A is a trapdoor that enables one to
sample from the distribution A~!(V, ) in time poly(n, m, m’,1ogq) for any V. We slightly overload notation and
denote a 7y-trapdoor for A by A- 1. The following properties had been established in a long sequence of works
[GPV08, CHKP10, ABB10a, ABB10b, MP12, BLP™13].

Lemma A.1 (Properties of Trapdoors). Lattice trapdoors exhibit the following properties.

1. Given A7 1. one can obtain A;,l for any v > T
2. Given A7!, one can obtain [A||B]7! and [B||A];! for any B.

3. There exists an efficient procedure TrapGen(1”,1™,4) that outputs (A, A ') where A € Zy*™ for some
m = O(nloggq) and is 2~ "-close to uniform, where 79 = w(+/nlogqlogm).

Useful Lemmata.
Lemma A.2 (tail and truncation of D . ). There exists By € @(+/A) such that

Pr [x Dzt lx|> 'yBO(/\)} <2 forall y>1andA € N.

Lemma A.3 (Smudging Lemma [WWW22]). Let A be a security parameter. Take any a € Z where |a| < B. Suppose
v > BA“(). Then the statistical distance between the distributions {z : z Dz, }and {z+a:z < Dz} is
negl(A).

Lemma A.4 (Leftover Hash Lemma). Fix some 71, m,q € IN. The leftover hash lemma states that if m > 2nlogg,
then for A « ZJ*™, x < {0,1}" and y < ZJ the statistical distance between (A, A - x) and (A, y) is negligible.

More concretely, it is bounded by g /21"

Additional Hardness Assumptions.

Assumption A.5 (The LWE Assumption). Let n = n(A), m = m(A), and ¢ = g(A) > 2 be integers and x = x(A) be
a distribution over Z,;. We say that the LWE(n,m, q, x) hardness assumption holds if for any PPT adversary .A we have

|Pr[A(A,sTA+eT) — 1] — Pr[A(A,vT) — 1]| < negl(A)
where the probability is taken over the choice of the random coins by the adversary A and A <+ Zg’xm, S — Zg‘,
e+ x" andv «+ Zgﬁ We also say that LWE(n,m, g, x) problem is (non-uniformly and) subexponentially hard if

. . . o 3. . J

there exists some constant 0 < § < 1 such that the above distinguishing advantage is bounded by 2~ for for all
. L e oAt

adversaries .4 whose running time (resp., size) is 2" .
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As shown by previous works [Reg09, BLP™ 13], if we set x = SampZ(+y), the LWE(n,m, g, x) problem is as
hard as solving worst case lattice problems such as gapSVP and SIVP with approximation factor poly(n) - (c] /) for

some poly(n). Since the best known algorithms for 2K_approximation of gapSVP and SIVP run in time 20(n/k) i
follows that the above LWE(n,m, g, x) with noise-to-modulus ratio 27" is likely to be (subexponentially) hard for

some constant €.

A.2  GSW Homomorphic Encryption and Evaluation

We recall the format of the (leveled fully) homomorphic encryption due to [GSW 13] and the correctness property. We
adapt the syntax from [HLL23].

Lemma A.6. The leveled FHE scheme works as follows:

* The keys are

; Afhe (n+1)xm <
bl A - = Z t T = T —1
(public)  Afhe <§T A+ el €7, , (secret) sT = (sT,-1),

where § € Z" Ag,e € Zj*", and el ezZm

* A ciphertext of x € {0,1} is X = Ag,eR — xG € Zgnﬂ)xm, where R € Z™*™ is the encryption randomness.
The decryption equation is

sTX=—el R—xsTG € Z’q",
which can be used to extract x via multiplication by G~1(|q/2] t,,11), where 1,1 is the 1 + 1-th unit vector.
Lemma A.7. (homomorphic evaluation for vector-valued functions [HLL23]) There is an efficient algorithm
MakeVEvalCkt(1",1",4,C) = VEvalc
that takes as input 1, m, q and a vector-valued circuit C : {0,1}1 — Z}ixml and outputs a circuit
VEvalc(Xy, ..., Xp) =C,
taking L ciphertexts as input and outputting a new ciphertext C of different format.

« The depth of VEvalc is d - O(log m loglog q) + O(log? log q) for C of depth d.
* Suppose Xy = AmeR; — x[(]G for £ € [L] with x € {0,1}F, then

e

where [|RT|| < (m +2) [log q] maxcpr | RY |
The new decryption equation is
sTC=—el Rc+C(x) € Z;X’" )

A.3 Homomorphic Evaluation Procedures

In this section we describe the properties of the attribute encoding and its homomorphic evaluation. We adapt the syntax
from [HLL23].

* For L-bit input, the public parameter is Ayt € Zénﬂ) X(L+Dm
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* The encoding of x € {0,1}% is
sT(Aae — (LX) @ G) +elyy,

where sT = (57, —1) with § € Z" and e],, € Z(L+Dm,
* There are efficient deterministic algorithms [BTVW17]

MEvalC(A,t,C) = Hc and MEvalCX(Aatt, C,x) = He

that take as input A ¢, a matrix-valued circuit C : {0,1}F — Zgnﬂ) Xm,, and (for MEvalCX) some x € {0,1}%,

. . !
and output some matrix in Z(L+Dm>m",

< (m+2)" logq].
— The matrix encoding homomorphism is (Aatt — (1,xT) ® G)Hex = AatHe — C(x).

7

— Suppose C is of depth d, then ||HT

T
HC,x

Dual-Use Technique and Extension. In [BTVW17], the attribute encoded with secret sT is FHE ciphertexts under

key sT (the same, "dual-use") and the circuit being MEvalCX’ed is some HEval-. This leads to automatic decryption.

!
Let C be a vector-valued circuit, with co-domain Z;X’“l, then VEvalc is Z,(;H_l) *M _valued and

(sT(Aate — (1, bits(X)) ® G) + elyy) - HyEvalc X
= sTAatVEvalc — sTVEvalc(X) + (/)T (MEvalCX)
= sTAattVEvalc — C(x) + (e”)T. (VEval decryption )

B Pseudorandom FE with Stronger Security

In this section, we provide the description of the pseudorandom FE construction proposed in [AKY24b]. For the reference
for the readers, we provide the full description of the construction and the proof for prCT security (Definition 2.12) below.
Furthermore, we explain how to extend their construction to achieve strengthened security notion for pseudorandom FE
that we call non-uniform x-prCT security (Definition 2.15), which is required for many of our applications.

B.1 Construction

The construction below is exactly the same as [AKY24b]. The construction supports the function family 7 L(A),6(A) dep(A) =

{f:{0,1}* — {0,1}*}, where the depth of a function f € F isatmostdep(A) = poly(A). We denote the information
of the parameters representing the supported class of the circuits by prm = (1L(/\), 1™, 1deP(A)).

Ingredients. Below, we list the ingredients for our construction.

1. A pseudorandom function PRF : {0,1}* x {0,1}* — [—q/4 + B,q/4 — B]"*! that can be evaluated by a
circuit of depth at most dep(A) = poly(A). Here B is chosen to be exponentially smaller than q/4. We
note that for our choice of B the statistical distance between the uniform distribution over [—q /4,q9/ 4] and
[—9/4+ B,q/4 — B] is exponentially small.

Setup(1%, prm) — (mpk, msk). The setup algorithm parses prm = (1), 1¢(A) 1dep(A)) and does the following.

— Set Lx = mL(n + 1) [logg], sample A, < Zé"H)X(LXH)m and (B,B;!) < TrapGen(1"+1, 1" g),
where w € O(logq).
— Sample a constant M € Z such that M divides 4.

— Output mpk := (A, B, M) and msk := B!,
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KeyGen(msk, f) — sk - The key generation algorithm parses msk = B 1 and does the following.

Sample r < {0,1}".

Define function F[f, r] with f, r hardwired as follows:

On input (x, sd), compute and output f(x) |g/2] + PRF(sd, ) € Z%M.

Parse F[f,1](x,5d) = M - fuigh(X,5d) + fiow (X, sd), where fhign(x,sd) € [0,q/M]’ and fiow(x,sd) €
[0, M — 1]£.20 Using the fact that the PRF and f(x) can be computed by a circuit of depth at most
dep(A) = poly(A), the function F[f, ] can be computed by a circuit of depth at most d = poly(dep).
Define functions Fpigh := M - fhigh and Fio,, := M - fio,, Which on input (x,sd) outputs M - fhigh(X,sd)
and M - fiow(x, sd), respectively. We note that these functions can be computed by a circuit of depth at most
d = poly(dep).

Define VEvalpigh, = MakeVEvalCkt(n,m, q, Fhign) and VEval,,, = MakeVEvalCkt(n, m, g, Fi,). From
Lemma A.7, the depth of VEvalyigh and VEvalje, is bounded by (dO(logmloglogq) + O(log? log q)).

Compute Hy™ = MEvalC(Aut, VEvalyign), Hy®" = MEvalC (A, VEval,) € Z§ X"

Fhigh Flow
Compute Apigh = Aatt - HAai and Aoy = Agtt - H

att

Apigh Ajon
Ax = M. | Zhigh Slow
F=M { M J + { M

Compute

and sample K + BZ!(AF).
Output sk = (K, 1).

Enc(mpk,x) — ct. The encryption parse mpk = (Aatt, B, M) algorithm does the following.

Sample 5 <— D, and sets = (8T, —1)T.

Sample eg < D77 and compute ¢} :=sTB+ef.

Sample sd + {0,1}", Age Z<", eme < Dy, R {0,1}m(A+L) and compute a GSW
encryption as follows.

Athe = <- A T > , X=AmR—(xsd)®G € Z,SnH)X"l(/H'L).

LetLx = m(A +L)(n+1) [logq] be the bit length of X.

Compute a BGG™ encoding as follows.
eae & DYXT, Ly = 8T (Aae — bits(1,X) ® G) + .

Output ct = (¢, Catt, X).

Dec(mpk, sk Z f,ct) — y. The decryption algorithm does the following.

Parse mpk = (A, B, M), skp = (K, 1) and ct = (cp, catt, X).

Compute Hihfthx = MEvalCX(A,tt, VEvalpigh, X) and Hi‘::”t x = MEvalCX(Att, VEvalioy, X) for circuits
VEvalpigh and VEvalj,,, as defined in the key generation algorithm.

Fhi F|
CT ‘H high CT ‘H low
AT . _ . att Aate, X att Aate, X
Compute z := cg - K (M \‘ A + A .

Fori € [(],sety; = 0if z; € [—q/4,q/4) and y; = 1 otherwise, where z; is the i-th coordinate of z.
Outputy = (y1,...,Y¢).

20Please note that fhigh and fio, hardwire the information about f and r even though it is not written explicitly.
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Parameters. We set our parameters as follows.
p = 20(derlogh) "y — 5120g M = 248, 11 = poly(A,dep), m = O(nlogq), T = O ( (n+1)log q>
B=2'8, oo =0=2%, o5 =2"p, o1 =25*TOWpB/poly(7). (56)

Efficiency. Using the above set parameters, we have
Impk| = L - poly(dep,A), [sk¢| = £-poly(dep,A), |ct| =L poly(dep,A).
Correctness We analyse the correctness of our scheme below.
— First, we note that
Fi . Fhi
Clie - HA:ih,x = (sT(Aart — bits(1,X) ® G) + e;tt)HAhaih,x

Fhigh i Fhigh
= STAattHAai — STVEva|high(b|t5<X)) + e;rttHAaft,X

F .
i T T high
= ST Ahigh — Fhign (X, sd) + eg Riigh + e H "'y
Fp; Fhi
T high T T high
Catt * HAatt/X _ STAhigh - M- fhigh (X, Sd) + efheRhigh + eattHAatt/X
M M
T Apigh + el Ruigh + e L HL'™
8 Ahigh T €ge Rhigh T €att A, X
— M _fhigh(xr Sd) (57)

where VEvalpigh (bits(X)) = AheRhigh — (Fh' ?1”&55(1)). Using Lemma A.7, we have
g 7

| REg|| < (1 +2)7 [log g1 - m = (1 +2)" [log ] -3(n + 1) [logq]
< (m+2)%0(logq) < B.
and using the depth bound from Appendix A.3,

H (HFhigh )TH < (m+2)dVEV3'high Mogq] < 7d-0(log 1) <B

. . E:
where dVEvalhigh denotes the depth of the circuit VEvalp;gn. So we have HefTheRhigh + e;ttHAt"ihX
att,

231 B < M. Using this in Equation (57),

‘ < M1 /38 <

CT . HFhigh TA .
W = r Z\/}I“th — fhigh(x,5d) + errhign
ot |Bbieh | o n
=S M + es,high fhlgh(x/ Sd) + errhigh (58)

where errgi h € {0,1 }[ , is the rounding error which is 1 if 8T Apig, sits around the boundary of multiple of M and the

H el Rhigh + eaTttHihaifthlx ) exceeds the distance from that boundary and 0 otherwise, and ||es hign || < (74 1) - [|s].
To see the latter, we use the fact that [sTX | —sT|X| = [sTX —sT|[X]|]| = [sT(X — [X]) ], where X — | X| < 1.

Anpi Anpi Anpi Anpi T
S0 eTyign = [T (A8 — [ 2312 |) | and [leqmnll < Isl|| (2 — [ 22 )" <+ 1)ls]l
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Using a similar analysis as to obtain Equation (58), we get

T Flow
Catt HAa X A
{M tt =T Z\jIW + es low — Siow (x,5d) +errl (59)

where errl € {0, 1} and ||eg jow|| < (1 + 1) - ||s||. Using Equation (58) and Equation (59), we get

+
CT Fh|gh Iow
att " A X att Age X

o] 1

( { J o J) (M- frign(%5d) + fiow(x,5d)) + err
=sT +

err=M- es high T es low T M - errpigh + erroy

Ay Ay Alow Alow
=M- (sT {R/Ith - {ST]}(/Ith) + (ST {]{Z J - {STZ\I;I J) + M - errpigh + €ffigy

where errhigh, erfiow € {0, 1}4 are rounding errors and matrices Apigh, Ajow are publicly computable matrices and

Ajow
i J ) f,1](x,sd) +err (60)

where

llerr] <M - ((n+1) - [Is]| + 1) + (n+1) - [Is]| + 1 <2M - ((n +1) - [[s]| + 1)
=24 (n+1) 22 11V2) <27p

— Next, we note that

Avigh Ajow
clT3~K:sT<M{NfJ+{AZJ>+CE-K. (61)

where ||(c§ - K)T|| < 2°*8v/A - T from our parameter setting.

— Using Equations (60) and (61), we get

_ T K _ . Aatt, X
z=cy K M M

Fhi F,

T high T I
Cart - H n Cart - Ha%w x
M

=TF[f,1](x,sd) + e - K—err
= f(x) [q/2] + PRF(sd,r) +ef - K —err

where

|PRF(sd, ) + e} - K —err|| < ||PRF(sd,r)|| +2°* VA - T + 2778
< ||PRF(sd,r)|| + 22 1BVA -1 < q/4—B+B < q/4

Hence the last step of decryption outputs y correctly with probability 1.
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B.2 Proof for prCT Security
The proof below is adapted from [AKY24b].

Theorem B.1. Let SC, g be a sampler class for prFE. Assuming LWE (Assumption A.5) and private coin Evasive
LWE (Assumption 2.1) with respect to the sampler class that contains all Samp,s(1") induced by Samp, rg € SCorre
as defined in Figure 5, our prFE scheme satisfies prCT security with respect to SC g as defined in Definition 2.12.

Proof. Consider a sampler SamperE that generates the following:
1. Key Queries. It issues Qye, number of functions f1, ..., kaey for key queries.
2. Ciphertext Queries. It issues Qmsg ciphertext queries xg, . . ., XQumsg-
3. Auxiliary Information. It outputs the auxiliary information aux 4.

To prove the prCT security as per Definition 2.12, we show
mpk = (Aa, B, M), auxy, Cp =SB+ Eg,
{Xj = Atne /Rj — (xj,54j) ® G jc(Queg)-
(el = ST (Aax — bits(1, X)) © G) + el }icionms) 62)
{Ki T e Qe
mpk = (Aat, B, M), aux4, Cp ¢ Z3me",
{Xj % Zén-ﬁ-l)xm()x-i—L) }je[QmSg]r

Ly+1
{€atj < Zt(i x )m}je[Qmsg]/

{Ke 16 e 04, )

where .
T
51 €B,1
S= s EB = ’
T T
SQmSg eBersg

A
(auxy, {fk}kG[ley]’{xj}je[Qmsg]) < Samp e (17)
andforj € [Qmsg], 8j, @B,j, Afhe,j, Rj, sd}, @11 j are sampled as in the construction, fork € [Qyey], we have ry + {0, 1,

Fy = F[f;, ;] and Ap, is as defined in the construction, and Ky = B71(Ap,)

assuming we have
(1, awxa, {fir fi(6)}jelQmglheln)) Fe (1 awc, {fir Ajx {01} Y e kel0n)- (63)

We invoke evasive LWE assumption for a matrix B with the private coin sampler Samp,,, that outputs (S, P, aux =

(auxy, auxy)) with private coin coinslif'i:?pevs = {sdj, R}, €att,j, Athe,j } jc[Qmsg]» defined as follows.

By Lemma 2.3, to prove Equation (62) assuming evasive LWE, it suffices to show

Qmsg XmMw
auxp, B/ CB =SB + EB, auxp, B/ CB < Zq E ,
i = iR; ., sd; (n+1)xm(A+L)
{Xj = Ame,jRj — (x,5d)) ® G}je[Qmsg]/ ~ {X; 24 }].E[Qmsg], o
T =8I —bi ; T e Lx+1
{Catt,] S] (Aatt b|t5(1/ X]) ® G) + eatt,] }]e[Qmsg]’ {Catt,j — Z‘g X )Tﬂ}je[Qmsg]’
Cp =SP + Ep Cp Zqusngley
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Sampevs(lA)

The sampler does the following.

— Runs the prFE sampler Samp , rg to obtain ({f¢} ke, {Xj}jc[Qne]s 2UXA) Where fi {0,1}F — {0,1}, Xj €
{0,1}" and aux 4 € {0,1}*.

— Set appropriate parameters as in Equation (56)“.

— Samples sd; {0,1}*, Afhej Z5<", efej < D7, Rj {0,1}*m(A+L) and computes Xj = Afne,jRj —

. Afpe,j .
(xj,5dj) ® G for j € [Qmsg| where Agej = 5T Agne, + efThe,j Vj € [Qmsgl-

_ Ly+1 _ ,
— Samples §; < D | eqyj D(Z; )m, sets s; = (sz, —1)T and computes Cltt,j = sz(Aatt — bits(1,X;) ® G) +
eltt,j Vj € [Qmsgl-

— Samples 1y < {0,1}*, defines F[f, 1;] and computes Ag,, for k € [Qkey), as in the key generation algorithm.

— It outputs
s
S = , PZ[AFlﬂ‘--HAFley]
T
$ Qg

auxy = ({X = Afhe,jRj — (X]', Sd]) 24 G}fE[Qmsg]’ {Cltt,j = S}—(Aatt — bits(l, X]) ® G) + eltt,j}jE[Qmsg]) ;

auxy = (f1,... ,kaey, aux.4,r, ... /I'ley/Aatt/ M).

“We assume the parameters to be output as a part of auxy, even though we do not explicitly write so.

Figure 5: Description of the Sampler for Evasive LWE

x{- . .
where Ep < D%';lg Qey Using the representation

T _ T T
Cp1 =S4 B+ eg1
_ . [T 1.
CB - . - {CB,j}JE[QmSg]’

T _ T T

B, Qmeg = 5Qmsg B T ©B,Qmeg

T _ T T T T

Cpy =1 AR Tepll-|[s] Arg,, T P10,
_ . [T )
CP - - {CP,j,k}]e[Qmsg]rke[ley]'

T ) T T T
CPszsg o SQmsglAF1 + eP/Qmsgxl || e Ilstsg AFley + eP/Qmsg,ley

we rewrite Equation (64) as follows.

auxjp, B, {C]-glj = s]TB + e].g,j}je[Qmsg]’ auxop, B/ {CB,]' — qunw}je[Qmsg]/
) (n+1)xm(A+L)
{Xj = Ame,Rj = (xj,54) © Glicg,g) | | X< 2y i Qmes) )
. ~c
{C:tt,j = S}F(Aatt - b'ts(l’xf) ®G)+ e;rtt,j}]'e[Qmsg}’ {Catt,j <~ ZSLXH)m}je[Qmsg],
T T T, :
{CP,j,k = Sj AFk + ep/]',k}je[Qmsg},kE[ley] {Cir’,j,k — Zg}jG[Qmsg],kE[ley}

where ep ; x < D% o Now, to prove Equation (62) it suffices to show Equation (65).
We prove Equation (65) via the following sequence of hybrids.

Hybg. This is L.H.S distribution of Equation (65).

72



Hyb;. This hybrid is same as Hyb, except we compute CIT, ik as

T . gyfhighk o7 g lowk
att,j Aatt/Xj att,j Aatt,Xj

M M

C

=M + fi(xj) [9/2] + PRF(sdj, x¢) +ep

where ep ;. < DZZ o We claim that Hyb, and Hyb; are statistically indistinguishable. To see this, we observe
the following.

— From Equation (60) we note that

CT . l;high,;(( CT . iow,kx
att,j att, X att,] att/ A}
| | ) 19/2] + PR(sdj xy) + ef

Anigh k Alow k
= s].T <M { v | T +errj; + eIT’,j,k

_ T ) T
= s]. AFk + errk + eP/j’k

M-

where HerrjlkH < 2778,

— Next, we note that

err]-,kH < 28M0M) g /poly(A) = x1 = HeP’j’kH' Thus by noise flooding (Lemma A.3)
we have eIT,,]./k s ey + e;’,j,k with a statistical distance of poly(A)2~*.

From the above, we have

A(Hybg, Hyby) = ke Q”‘;ﬁ poly(h)

Thus, it suffices to show pseudorandomness of the following distribution given auxp

T T T
B, {CB,]' =58 B+ eB,j}je[Qmsg]
X = Atne,Rj — (xj,5d) @ Glie[,sg);
(e = (A bis(1,X) £ G) el Tica )
{Fix = fi(x;) |9/2] + PRF(sd;j, 1) + ep,j,k}je[QmsngE[ley]'

Hyb,. This hybrid is same as Hyb; except that for all j € [Qmsg] We sample Cpj Z;”w, Catt,j < ZgLXH)m and
Athej < Z{"™™ where Age, is the fhe public key used to compute X;. We have Hyby =z, Hyb, using LWE.
To prove this we consider sub-hybrids Hyb ; for i € [Qmsg|, where in Hyb, ; we sample Cpj < Z,;”w, Catt,j <
Z,SLXH)m and Agpe j < Z,({Hrl)xm for1 < j <i. We set Hyb; = Hyby g and Hyb, = Hyb, g, Next, we
prove that for all i € [Qmsg], Hyby ;1 ~¢ Hyby; via the following claim.

Claim B.2. Hyby ; 1 ~ Hyby;, for i € [Qmsg], assuming the security of LWE.

Proof. We show that if there exists an adversary A who can distinguish between the two hybrids with non-

negligible advantage, then there is a reduction B that breaks LWE security with non-negligible advantage. The
reduction is as follows.

1. The adversary A sends the function queries f1, ..., kaey, message queries Xy, . ..,XQ,, and auxiliary
input aux 4 to the reduction.

2. Binitiates the LWE security game with the LWE challenger. The challenger sends Ajwg € ZZ X (Ly+)m
andb € querer(LXH)m to B.
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3. B parses Awie = (B, A, Al). where B' € Z3, Agg € 737, ALy € 2P0 ang
bT = (b, b, bl). Forj € [Qmsg], it computes cpj, Cttj and Agye j as follows.

* For1 <j <i: B samples cpj < quw, Catt,j < Z,SLXH)m and Afpej < Zénﬂ)xm.

* For j = i: B does the following.
B/

— Samples b < Z§" and sets B = (bT

) and ¢}, :==bf —bT.

A . .
— Sets Afpe,i == (bihe) and computes X; = AgheiR; — (x;,5d;) ® G as in the construction.
fhe

A . = A Lx+1
— Sets Aqet = ALy +bits(1,X;) ® G, Ay = (aftttt), where a_,, Zg XM and i =
bl — (al; — bits(1,X;) ® G), where G and G denotes the first 72 rows and 7 + 1-th row of the
Z(n-i—l)><m
q

gadget matrix G € , respectively.

. ) . T ‘ T . . T .
For j > i: B computes Cg,jr X; and Cat,j @3 1N the construction, where Catej 19 computed using
A tt
Aatt - ( ‘|E'l .
Aatt

4. Bsets auxy = (f1,... ,kaey, aux, 1y, .-, 1y Aatt, M) where 1 + {0,1}* and computes Fj,k as in
Hyb;. It sends (auxy, {cf X, C:ttj/f:j,k}) to the adversary.

5. Aoutputs a bit p’. B forwards the bit f’ to the LWE challenger.

We note that if the LWE challenger sent b = 5A|\wg + e we, then 3 simulated Hyb; ; ; with A else if LWE

challenger sent random b <« Z?w+m+(LX+l)m then 3 simulated Hyb, ; with A.

To see the former case, we note that if b = sA|we + e[\yg = 5(B’, Ape, Aly) + (ef, el , el). then
bg = 5B’ + e, bae = 5Ame + €] . and bay = SAL, + el Thus we have

_ B’ As _ A .
ClTs,i =(5,-1) (bT> "‘EI:,, Afpei = (§Afhe _Tegh) ’ CzTatt,i =(5,-1) ((aTm> — bits(1,X;) ® G) + el

Latt

To see the latter case, we note that if b < Z;"w+m+(LXH)m then it implies bg + Z;”w, bee — Z[]”, bawt
Z,SLX+1)m. This implies the following.

— Randomness of by implies the randomness of ¢f, ; :== bl —bT.

— Randomness of by, implies Ag,; < Z,(;H_l)xm.

— Randomness of b, implies randomness of ¢, ; = bl — (ak; — bits(1,X;) ® G).

Thus, it suffices to show pseudorandomness of the following distribution given auxp

B, {c; < Zi"}jci0nelr {Xj = AmejRj — (Xj,5dj) @ Gl (gl

L 1 ~
{canj < 20" o0 Bk = fi(xj) [0/2] + PRE(sdj 1) + €] 11} 0 ke (O

(n+1)xm

where Age i < Z,

74



Hyb3.

Hyb4.

Hyb5.

Hyb6.

Hyb7.

Hyb8.

This hybrid is same as Hyb, except that for j € [Qmsg] We sample X; < Zgnﬂ)xm()\ﬂ“). We have

Hyb, ~; Hyb; using leftover hash lemma. By leftover hash lemma (Lemma A.4) we have that the statistical

distance between Ag, jR; and a uniform matrix U < Zgnﬂ) Xm(AHL) m(A 4 L) /2". This implies that the

statistical distance between X; = Age jR; — (xj,5d;) ® G and X; < Z,sn+1)xm(A+L) ism(A+L)/2" and we
have
Qmsg - M(A+L) _ Qmsg - poly(A)

2" - 22
Thus, it suffices to show pseudorandomness of the following distribution given aux;

A(Hyby, Hybs) <

+1)xm(A+L Lx+1
B, {ep,; 2y, X 2" VY e - 2 M,

{Fjx = fi(xj) [9/2] + PRF(sdj, 1) + €f ;1 }ic Queg) k[ Quey )

This hybrid is the same as the previous one except that we replace PRF (sd i) -) with the real random function

R/(-) for each j € [gmsg]. Since sd; is not used anywhere else, we can use the security of PRF to conclude that
this hybrid is computationally indistinguishable from the previous one.

This hybrid is same as the previous one except that we output a failure symbol if the set {ry } kE[Qpey ] in auxy,
contains a collision. We prove that the probability with which there occurs a collision is negligible in A. To
prove this it suffices to show that there is no k, k" € [Qyey] such that k # k" and ry, = 1. The probability of this
happening can be bounded by Qﬁey /2" by taking the union bound with respect to all the combinations of k, k.
Thus the probability of outputting the failure symbol is Qﬁey /2* which is negl(A).

In this hybrid we compute F;; as
Fix = fi(xj) [a/2] + Rjx + EIT),]-,k

for all j € [Qmsg], k € [Qkey]- Namely, we use fresh randomness Ry < [—q/4+ B,q/4 — B]"*! instead of
deriving the randomness by R/ (r). We claim that this change is only conceptual. To see this, we observe that
unless the failure condition introduced in Hybs is satisfied, every invocation of the function R/ is with respect to a
fresh input and thus the output can be replaced with a fresh randomness.

Thus, it suffices to show pseudorandomness of the following distribution given auxp

+1 A+L Lx+1
B, {ep; « ZI,X; ¢ 2y TV ez o

{F‘,k = fk(x]) Lq/2‘| + R/,k + eir’,j,k}jG[Qmsg]rke[ley]'

This hybrid is same as the previous one except we sample R; . < [—q/4,q/4] 13t We note that Hybg ~; Hyb-.
To see this note that the statistical distance between the uniform distributions U; = [—q/4 + B,q/4 — B] and
U, = [—q/4,q9/4] is

22 <
q—4B  q|~

45 _ poly(d)
q

1
Ay, ) = =
(U, W) = 5 ‘ %
by our parameter setting. Therefore,

ley : Qmsg : POIY(/\)
21

A(Hyby, Hybs) <

This hybrid is same as the previous one except we sample Fj,k — Zs. This follows from the pseudorandomness
of {fx(xj) }j k- To see this note that we have

(1", auxa, {for fi(x))} je(Qmeghkelue)) Fe (1Y auxa, {fir Bk < {01} }jcigmal ke (O ])
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which implies

(1%, awxa, {fir Bix = fil2)) 10/2] + Rik +€f 11 (O ke[ Quey)) (66)

e (1% auxn, {fo Fik < Zg}jeiQmg ki)

where R; ;. < [—q/4, q/4}1x£ and ep ;; < D% o
Thus, using Equation (66) and noting that adding random strings does not make the task of distinguishing the two
distributions any easier, we achieve the following distribution

+1 A+L Lx+1
awcy, B, {ep; = 2, X; = 2y e oz Mg ),

~ (,"
{Fj,k — Zq }jG[Qmsg]rke[ley]'

which is the R.H.S distribution of Equation (65), hence the proof.

B.3 Proof for Non-Uniform x-prCT Security

Our construction also achieves stronger non-uniform x-prCT security assuming the corresponding strengthening of
evasive LWE. This stronger version of the security is not proven in [AKY24b], but will be required for the construction
of prMIFE in Section 3. The formal statement follows.

Theorem B.3. Let x = 21 for some constant c. Assuming non-uniform x-evasive LWE (Assumption 2.4), subexponen-
tially secure PRF against non-uniform adversary, and non-uniform sub-exponential LWE (Assumption A.5), there exists
a prFE scheme satisfying x-prCT security as per Definition 2.15.

Proof. We prove that the construction in Appendix B.1 with A being replaced by appropriately chosen A = poly(A)
satisfies the security notion. The reason why we need this scaled version of the security parameter is that we have to
consider an adversary whose running time can be x, which is exponential in A. In particular, in the security proof,
we require LWE and PRF to be secure even against an adversary that runs polynomial time in x. To handle such an
adversary, we rely on the subexponential security of LWE and PRF. By our assumption, there exists 0 < § < 1 such
that there is no adversary with size 2" and distinguishing advantage 2N against LWE and PRF for all sufficiently
large A. To satisfy the requirement, we generate PRF and LWE instances with respect to a larger security parameter A
that satisfies 2’ > @) An example choice of the parameter would be A = AletD)/8,

The overall structure of the proof is the same as that of Theorem B.1.

We start with a sampler Samp , ¢ and an adversary A satisfying Size(Samp,,gg) < poly(A’) and Size(A;) <
poly(x) for A’ < x.22 We denote the size of A; by t and the distinguishing advantage for the distributions in
Equation (62) by €. Assuming non-uniform x-evasive LWE with respect to Samp defined from SamperE as in the
proof of Theorem B.1, we obtain an adversary .4y whose size is Q(A’)t and the distinguishing advantage against the
distributions in Equation (65) is €/ Q(A") — negl(x) for some polynomial Q by applying Lemma 2.5. We then consider
the same sequence of hybrids as that for the proof of Theorem B.1. Note that here, the security parameter for the
construction A is replaced by A and Qmsg and Qyey are bounded by poly(A’), since the size of the sampler is poly(A’).
By the definition of the hybrids, the adversary has the distinguishing advantage €/ Q(A’) — negl(x) for Hyb, and Hybg.
Furthermore, we argue that the distinguishing advantage between Hyb, and Hyby is only negl(x). We inspect this in the
following:

* The changes from Hyb to Hyb,, from Hyb, to Hybs, from Hyb, to Hybs, and from Hybg to Hyb, are statistical,
where each statistical difference is bounded by poly(A’) /2=*. We have poly(A') /2= < poly(x)/2~" =
negl(x) by our choice of A.

2Here, we deviate from our convention that the adversary runs in time polynomial in its input length. The input length of A; is poly(A’), but its
running time is poly(x), which may be super-polynomial in A’.
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 The change from Hyb; to Hyb, is computational, which is dependent on the hardness of LWE. Since the size of
Ay is bounded by poly(), the distinguishing advantage between Hyb; and Hyb, should be bounded by negl(x)
by the subexponential hardness of LWE and by our choice of A.

* The change from Hybs to Hyb, is computational, which is dependent on the security of PRF. Since the size of
Ay is bounded by poly(), the distinguishing advantage between Hyb; and Hyb, should be bounded by negl(x)
by the subexponential security of PRF.

* The changes from Hybs to Hybg is conceptual and thus they are equivalent.

We therefore conclude that the distinguishing advantage of A against Hyb; and Hybg should be €/ Q(A") — negl (k).
Then, from Ay, it is straightforward to extract a distinguisher A{) against the distributions in Equation (63) with the
same advantage and almost the same size. This concludes the proof of the theorem. O

Theorem B.4. Let k = 21 for some constant c. Assuming non-uniform x-evasive LWE (Assumption 2.4), subexpo-
nentially secure PRF against non-uniform adversary, and non-uniform sub-exponential LWE (Assumption A.5), there
exists a prFE scheme for function class F (1) ¢(1),dep(r) = 1f : {0, 1} — {0,1}¢} satisfying x-prCT security as per
Definition 2.15 with efficiency

Impk| =L - poly(dep,A), [sk¢| =£-poly(dep,A), |ct| =L-poly(dep,A).

where dep = poly(A) is the depth bound on the functions supported by the scheme.

77



	Introduction
	Our Results
	Recent Attacks on Evasive LWE and Repercussions.
	Technical Overview
	Organization of the Paper

	Preliminaries
	Assumptions
	Puncturable Pseudorandom Functions
	Symmetric Key Encryption with Pseudorandom Ciphertext
	Pseudorandom Functional Encryption
	Predicate Encryption
	Multi-Input Predicate Encryption
	ID-Based Non-Interactive Key Exchange

	Multi-Input FE for Pseudorandom Functionalities
	Definition
	Construction for n-input prFE
	Security Proof for General n
	Security Proof for Constant n (with Weaker Assumption)

	Multi-Input Predicate Encryption for Polynomial Arity for P
	Construction
	Security

	Indistinguishability Obfuscation for Pseudorandom Functionalities
	Definition
	Construction
	Security

	Polynomial Domain IO for Pseudorandom Functionalities
	Definition
	Construction for Fixed Input Domain
	Construction for Flexible Input Domain
	Extending the Output Length.

	Instantiating the Random Oracles Using prIO
	Full-Domain Hash Signatures (Selectively Secure) from prIO
	Discussion about Other Applications.

	ID-Based Non-Interactive Key Exchange
	Construction
	Security Proof

	Additional Preliminaries
	Lattice Preliminaries
	GSW Homomorphic Encryption and Evaluation
	Homomorphic Evaluation Procedures

	Pseudorandom FE with Stronger Security
	Construction
	Proof for prCT Security
	Proof for Non-Uniform -prCT Security


