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Abstract. Since designing a dedicated secure symmetric PRF is diffi-
cult, various works studied optimally secure PRFs from the sum of in-
dependent permutations (SoP). At CRYPTO’20, Gunsing and Mennink
proposed the Summation-Truncation Hybrid (STH). While based on SoP,
STH releases additional a < n bits of the permutation calls and sums
n — a bits of them. Thus, it produces n + a bits at O(n — a/2)-bit PRF
security. Both SoP or STH can be used directly in encryption schemes or
MACs in place of permutation calls for higher security. However, simply
replacing every call as in GCM-SIVr would demand more calls.

For encryption schemes, Iwata’s XORP scheme is long known to pro-
vide a better trade-off between efficiency and security. It extends SoP to
variable-length-outputs by using r + 1 calls to a block cipher where the
output of one call is added to each of the other r outputs. A similar exten-
sion can be conducted for STH that we call XTH, the XORP-Truncation
Hybrid. Such an extension was already suggested in the final discussion
by Gunsing and Mennink, but left as an open problem.

This work fills the gap by formalizing and proving the security of XTH.
For a rate of r/(r + 1) as in XORP, we show O(n — a/2 — 1.5log(r))-bit
security for XTH.

Keywords: Secret-key cryptography - provable security - encryption - sum of
permutations

1 Introduction

Since dedicated symmetric-key pseudorandom functions (PRFs) are hard to con-
struct, the cryptographic community has been devoting sophisticated efforts to-
wards designing PRFs from block ciphers and permutations. Research on the
design of more secure PRFs from permutations came from truncation and sum-
mation. Hall et al. [10] truncated the output of an n-bit permutation from n bits
to a bits, which yielded security for up to O(2"~%/2) queries [1,8], i.e., (n—a/2)-
bit security. On the other hand, Bellare et al. [2] studied the security of the sum
of permutations SoP. Initially, they studied two domain-separated instances of
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the same permutation I7. That is, they fed an (n — 1)-bit value z, appended
different domain bits and summed the outputs from IT(z||0) ® IT(x||1). Alterna-
tively, one could also consider the sum of two independent n-bit permutations,
ie. II)(x) ® II2(x) (also called SoP2). After a long series of works, the PRF
security of SoP and SoP2 is well-understood to be about O(n) [3,4, 6,7, 15].

Summation-Truncation Hybrid. In [9], Gunsing and Mennink proposed
a trade-off between output length and PRF security by reconsidering trunca-
tion. They introduced the Summation-Truncation Hybrid (STH), which filled
the range between those extremes. STH outputs a bits of each permutation call
and the sum of the remaining (n — a)-bit outputs from both permutations:

STH[a](z) 21 ()[n — 1.n — a]|| (0% Iy (2z)[n — a — 1..0]) ® IIx(x).

They showed that STH provides PRF security for up to 0(2"_“/ 2) queries.

SoP has proven highly useful for a number of designs, e.g. as a finalization
of MACs or authentication parts of authenticated encryption schemes, e.g. in
PMACT [17], 3kf9 [18], Lightmac™ [16], DBHtS [5], or Deoxys [14]. It is still an
interesting question of finding good applications for STH. Efficient extensions to
variable output lengths (VOL) could be one avenue towards more applications.
Simply plugging in SoP or STH as a replacement for a block cipher in encryption
or authenticated encryption can already suffice to increase a scheme’s security,
e.g. in GCM-SIVr [13]. However, such in-place instantiations would double the
number of primitive calls compared to a usual block-cipher-based construction.
For SoP, a more efficient extension is long known. In [11], Iwata had extended
SoP to a VOL-PRF XORP, which takes an m-bit input and produces a sequence
of r n-bit outputs as

XORP[r](z) £ [[1_y I (x| {0)) @ I (x| i)s)

where s = [log,(r + 1)] and (i)s denotes the s-bit binary representation of the
integer i and m + s = n. XORP achieved O(n — log,(r?))-bit PRF security at a
rate of r/(r + 1) [12].

Extending STH. In the concluding thoughts of their work, Gunsing and Men-
nink [9] suggested an extension of STH to more outputs, but left it as an open
problem. We formalize such an extension as XTH, the XORP-Truncation Hybrid,
which takes n-bit inputs z and produces (a + rn)-bit outputs as

XTH]la, r](z) 2 Iy(z)[n — 1.n — dl| (0% o (z)[n —a—1..0)) ® ;(x) .

i=1

Thus, it uses the first permutation’s (n — a) bits to mask the other outputs,
increasing the output size by a bits compared to that of XORP. Thus, XTH
seems interesting, but has not a security proof yet.
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Fig.1.1: Gunsing and Mennink’s Summation-truncation hybrid and the XORP
extension considered in this work.

Outline. In this work, we study the provable security of XTH and show that it
achieves O(n —a/2 — 1.51og(r))-bit PRF security. The remainder of this work is
structured as follows. After preliminaries, Section 3 briefly recalls the definitions
of STH and XTH before Sections 4 and 5 analyze the security of the latter.
Section 6 concludes.

2 Preliminaries

For positive integers z, y, we write [z] = {1,...,z}, [0..z] = {0,1,...,z}, and
[z.y] = {z,z +1,...,y}. We write {0,1}" for n-bit strings, and X||Y for the
concatenation of two bitstrings X and Y. By (i), we denote the s-bit binary rep-
resentation of a non-negative integer . For a bitstring X, |X| denotes the length
of the bitstring X in terms of the number of bits. For integers x,n and bitstring
X €{0,1}", weuse X1,..., X & X for the splitting of X into segments of < z

bits s. t. |X1| = -+ = [Xp_1] = 2 and |X,,| < z. (X1, X3) <22 X indicates
that | X1| = 2, | X2| =n—z and X1|| X2 = X. We write X1, Xs,... < X for the
uniform and pairwise independent sampling with replacement of Xy, X5, ... from

X. Thus, X; <= X, independent of the values X for i # j. For non-empty sets or

spaces T and X, Perm(X) is the set of permutations over X and P/e\r_rTw(T, X) the
set of tweakable permutations over X with tweak space 7T, that is, the functions
II(T, ) that, for each tweak T € T, II(T, ), is a bijection over X.

Distinguishers. A distinguisher D is an algorithm that interacts with one of
several worlds that it shall distinguish between. Prior, the challenger samples a
random bit b <—s {0, 1} and presents D with one of two sets of oracles depending
on the value of b. We use b = 1 for the real world. Moreover, the challenger
uses internal secrets. D interacts with the individual oracles and collects the
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responses. At the end, D outputs a guess b’ and wins iff b = &'. We write
Ap(Ric;T) 2 [Pr [DR* 1] - Pr [D? = 1]|
K

for the advantage of D in distinguishing a real keyed construction R from an
ideal construction Z, where the probability is over the key K, the randomness
of Z, the coins of D and that of the challenger, if any.

PRF Security. Given two non-empty sets or spaces X, ), let F' : K x X —
Y, p+sFunc(X,)), and let K <K be a secret key. The PRF advantage of a

distinguisher D on Fi is defined as Adv%iF(D) 2 Ap (Fk;p).

The x?> Method. We will employ the x-square method by Dai et al. [4]. For
this purpose, we briefly recall its main theorem. For each i € [¢] and each vector
Wit = (W=t W) with Wit = (W7, W2, .. W)™ Y), define

(Proreal [WZ = W|Wi71] — PI‘O
Pro

. N2
ideal [Wl = VV|VVz 1])
Wi = WWi]] '

i—1y def
FWTHE i
WE(]Fg)T_l ideal
Theorem 1 (x> Method [4]). Consider two systems Oyca and Ojgeal. Suppose
that for any vector W, it holds that Pro,, ,,[W?] > 0 whenever Pro,,,, [W?] > 0.
Then

Pr [W'] — Pr [W']

Oreal Oideal

1< _
< ngo,eal[XQ(WH)k
i=1

3 XTH

STH. We note that two versions of the Summation-Truncation-Hybrid [9] exist:
based on a single n-bit secret full-round permutation I7, and based on a pair of
independent permutations I7; and I1s. Here, we focus on the second version and
refer to it as STH.

It feeds the n-bit input = into two independent full round n-bit secret permuta-
tions IT; and IT5, and splits each of their outputs Y;, where Y; = IT;(x), into an

a,n—a

a-bit part Y; o and an (n—a)-bit part Y; 1, for i € {1,2}, i.e., (Y0, Y1) Vi,
for i € {1,2}. The a-bit parts Y7 o and Y5 o are output in plain; the (n — a)-bit
parts are summed and output as Y7 ; © Y5 1. Gunsing and Mennink have shown
that STH achieves roughly (n — a/2)-bit security.

XTH. We define the XORP-based Summation-Truncation Hybrid (XTH) as fol-
lows. For a,r € N with a < n, XTH|a, r] feeds an n-bit input z into r independent
n-bit secret permutations Ily,...,II,.. Thereupon, it partitions each permuta-
tion output Y; = II;(z) into an a-bit part Y; ¢ and an (n — a)-bit part Y; i, for
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Algorithm 1 Definition of XTH[a, ], ... .11, -

s AL

11: function STH[a]m,,m, () 21: function XTHla,7]m,,m,,...,m. (T)
12: (Yi.0,Y11) an—a I, (z) §§ for iye 1y.. T c%gl_a .
. a,n—a : 1,05 Yi1) < 11;
13: (Y2,0,Y2,1) —— Il2(x) (Yi0, ¥i) @)
14: return Y; o||Y2,0 ® Y1 24: return Y7 ol| (H"{:ZYL,U”YLI ® Yz.l)

i € {1,...,r}. The a-bit parts Y1 0,Y2y0,...,Y; o are then returned as outputs.
The (n — a)-bit parts Y31, Y31 etc., in contrast, are XORed to the (n — a)-bit
output of the first permutation call, and the sum is returned for each block:
Yi1©0Y21,Y11@Y31,...,Y1,1 @Y, 1. Algorithm 1 lists formal definitions for
both STH and XTH.

4 Security Analysis of XTH

In this section, we state and prove the following main security result of XTH.

Theorem 2. Let r, n, a, b and ¢ be positive integers with » > 2, a + b = n,
and ¢ < 272 and ¢ < 2"/(2r). Let IIy,...,II, <sPerm({0,1}") be indepen-
dent random permutations. Let D be a PRF distinguisher on the construction
X-I—H[Cl7 T}H],HQ,...,HT' Then

N 3/2 16rq\2
rq a— rq
Advf(‘ll?'i[a,r] (D) < (3) <2n—a/3) +2 . ( on ) + AdvEEr':ca (Tq) .

By substituting r = 2 into Theorem 2, we recover the PRF advantage of STH
using a pair of independent permutations as follows:

Corollary 1. Let n, a, b and ¢ be positive integers such that a + b = n, and
q < 272 and ¢ < 2"/4. Let Iy, IT +—sPerm({0,1}") be independent random
permutations. Let D be a PRF distinguisher on STH[a] 7, 17,. Then

3/2 39 gb—2
AdvERG D) <5 () e (T) A o).

Proof (Proof of Theorem 2). The general proof strategy will follow that by [9].
Let IIy, ..., I, <—sPerm(F%) such that all permutations II; are pairwise inde-
pendent. We consider two oracles, Ojqeal and O,ea1- Let D be a distinguisher that
is given access to one of them, chosen uniformly at random. D shall distinguish
between both worlds, given the transcript 7 of queries of D to the oracle, the
corresponding responses, and intermediate variables. We define by I,, the iden-
tity permutation over FZ. For integers n = a + b and X € F§ with X = V||V
and V € Fg, Y € F, we define msb,(X) = V to always return the leftmost
a bits of X and Isby(X) = Y to return the b least significant b bits of X, and

a,n—a

(V,Y) +—— X splits X into an a-bit part V and an (n — a)-bit part Y.
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Algorithm 2 Real-world oracles from the analysis of XTH[a,7]m,.... 1,

11: function O (M) 31: function O>(M) 51: function PSoP[r](M, V)
12: I, I, . .. I, <sPerm(Fy) 32: V <« PTrunc[r](M) 52: for j < 1tor do
132 MY, Mi<M 33 W « PSoP[](M, V) 53: if Permeomp(V;) = 0
14: for i < 1 to g do 34: return 7 = (V, W) then
15: for j F 1’t0 :hdo ) 41: function PTRUNC[r](M) ‘:’4 L s 1In
16: (Vi Y)) <= I;(M') | 42;  for i+ 1toqdo 55 else
17: if j > 2 then 43: for j « 1tor do 56: I s Permeamp (V)
18: W< Y'aY) 44: Vi «sFg Ej; for;’ —1 t01q do 4

. i i i i i i i : or j < 1tordo
;Zi ;/Vf(\%;yvz‘.-w}/]) 45: Vi (V.. V) ;9: x]/i<—|sbb(n @)

: = (Ws,..., Wj) 46: return V = (V! ... V9) 60: if]j>2the:1
2L Ve (VL V) 61: Wi Yiey]

q N 7 7

§§ XV<—<_(\(/WW')' W 62: W (Wh,.. W)
24: return 7 63: return W = (W' ..., W9)

On message input M?, the real world Oyea uses XTH[a, 7|1, ., (M?) and pro-
duces and outputs VY, Vi, W3, ..., Vi, W}, where for each j € [r], (V},Y]) &b
II;(M*) and W} = Y/ @Y} for all j € [2.r]. The values are collected in
vectors V.= (V1 ..., V9 Y = (Y!,...,Y%), and W = (W! ... W) with
Vi = (Vi,...,V), Y = (Y{,...,V}), and W' = (Wi,..., W}) for all i € [q].
Let 7 = (V, W) be the transcript. Over all queries, we define the short-hand
notation V; = (V}!,..., V) for some j € [r].

The ideal world Oigeal samples all outputs V) «—sFg, for all i € [¢] and j € [r]
and samples W2, ... Wi «sF5, for all i € [q]. We denote the real-world oracle
as (01 since we will modify it stepwise in the following. It holds that

AdviTh, . (A) < [Pr[Oideat] — Pr[Oreall -

Next, we separate the a-bit values, (V{,..., V), given out in clear from the
results of the sums, (W4,..., W?). This yields the modified real world Os. Inter-
nally, Oz uses a function PTrunc[r] that samples the values V = (V4,...,V;) as
a-bit values sampled independently uniformly at random from F§ each. This is
given in Algorithm 2. Moreover, we define PSoP[r], which takes (V4,...,V,) and
samples r — 1 permutations compatible to it (if they exist) and computes the vec-
tor of sum values, W = (W4, ... W), from it. For all j € [r] and given vectors of
a-bit strings V; = (V}, ..., Vi) € (F)?, we define Permeomp(V;) € Perm(F; ™)
as the set of all n-bit permutations that would produce V; in their most signif-
icant a-bit outputs for the inputs in V;. The difference between both worlds is
upper bounded by
|Pr[Os] — Pr[Oyeal]| < Advine. (rq) .

trunc,

From the triangle inequality, the difference in the setting is at most

|Pr[oideal] - Pr[oreal]‘ S |Pr[oideal] - Pr[02” + AdVPRF (Tq) .

trunc,

We want to upper bound the distance between the multi-sum of pairwise in-
dependent permutations and the function that produces random bits. For the



Proving the Security of the Extended Summation-Truncation Hybrid 7

values Vi, V5, ..., V.., we define counters

viv =vi

Those counters will later have to remain below 2°~2. For the case that one of
them exceeds this amount, we define a set bad of vectors V such that there exists
k € [r] with Cy x(i) > 2°=2, which we denote as bad. Given a transcript 7 that
contains V, we see that

.\ def

Cv,;(i) = , for all j € [r].

E.[Pr[Oidear = 7] — Pr[O2 = 7]] < E,[Pr[Oigeal = 7] — Pr[O2 = 7|bad]] + Pr[bad] .
Multi-Collision. We can upper bound Pr[bad] first, which requires a (20-2)-
collision of values Vji1 = ... = ij2b*2 inside any one of r vectors V; in V.

Since the values Vji are chosen independently and uniformly at random each,
the probability for a t-collision is upper bounded by

(rq)*
2a(t71) |

By using Stirling’s approximation and substituting ¢ = 202

1 (rq)t 1 ¢ 20 rq t
< . . < .
Pribad] < Vor 2a(t-1) 23/2.¢) — \or (2(173/2 ~t)

2¢ rq 2°-2 167rq 2
S ' ( ) S 2a_1 '
/271' 2a72 . 2b72 on

We have to upper bound the expectation of the difference of the probabilities of
the realized good transcripts in world Os and Ojigear- Since for good transcripts,
the vectors V are sampled equally in both worlds, we can focus on the vectors
‘W. We obtain the following.

Theorem 3. Let a,b, q,r be positive integers and 7 = (V, W) be a good tran-
script such that Cy (i) < 2°72 holds for all i € [¢] and j € [r] and ¢ < 2"/(3r).
Then, for r > 2

4

E; [[Pr[O0; = 7] = Pr[Oideal = 7]|] < (3> ' (%)3/2 '

5 Proof of Theorem 3

We can easily see that Pro,,  [W' = W|W' 1] = 2==Db Though, it re-
mains to determine the probability in the real world. We denote the outputs
(Y§, Y4, ... Y?) also as (yi,45,...,y.) and the fixed sum values at the i-th step
(Wi,...,W}) also as (ws, ..., w!). We consider 7 independent permutations 7y,
...m.. We have to determine the probability

Pr (W= (wh, o w) Y
real
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where Y=t = (Y, ..., VL .. Yt Y1). Fix a tuple W' = (wj, ..., wl.) €
(F5)"~'. We define g x 7 sets S} = {yj,.. .,y;._l} for all i € [¢] and j € [r]. Fur-
thermore, we propose sets of translated values Sy _,,, = St @ w, 2y e S
Y; @w;} to denote the elementwise translation of SJ’ for the fixed scalar w; € F
for all j € {2,...,r}. For consistency, we introduce wi = 0° for all i € [q] so

i — 1w
we can define Syl w, = Si. We define cardinalities s

= 18y, 5w, = IS}l

for all j € [r], and will use the short form s’ = sj’ “J hereafter. We have to

find the number of possible solutions Y* = (Y{,...,Y}!) for the next fixed tuple
Wi = (wh,...,w). For Y] @ Y = wh, Y] ® Y = w}, ..., it must hold that

T

) b
Yll € F U Y —>wJ

Let n' denote the number of choices for Y{. From the inclusion-exclusion principle
, b 4 . ,

,n’l = 2 - (|S;1~>w1| + |812*HU2| + e + |S717«*>’wr|)

<|S]ZJ1—>’LU1 rW‘S,;Q—)’LUQ| + | Y1 —wi rW‘S]ZJ:;—>’LU;;| + e + |S;7—_1—)wr 1 OS;T—erl)

(| Y1 —wy mSZ&—MUQ mS?le—”ﬂsD +- ) +o

Z| yJA)le + Z | Yj1 Wi, ;J2*>wj2|

Jj1<j2
i i
Z | Y1 7 Wiq N Syjz —Wjy N Sng —Wjg | +
1<51<g2<g3<r
r . .
i 2, Wjq1 ,Wiq _ 2, Wjq Wiy ,Wig
Z Sj + Z Sj1,d2 Z S51,42,73
j=1 1<j1<g2<r 1<51<g2<g3<r
r LWjy ,Wjg 5ee sy Wiy
e D 7 )

1< < <gr<r
where we define s7%""2 | b 552", . for the cardinalities of the corresponding
)
intersection sets in a natural manner. We call the terms s°'%*""? 2-tuple-related
1,2 )
,

si’gng’wg 3-tuple-related, and so on. For each, we have to upper bound its

expectation and variance.

Expectation and Variance of 2-tuple-related Terms. We can use the
knowledge about s-%""? = szl %2 = Dj., from [4,9]. Thus, the expectation and
variance of all cardlnahtleﬁ of two- component intersections can be taken from
Equations (34), (35) in [9] as

1 3 1 3

i . S: S i s S;: S

1, W ,W 1,w ,W

E|s; 70" = 22 and  Var s, 1772 < L2 (2)
J1,J2 2b J1,J2 20
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For independent permutations 7y, ..., 7., and independent Binomial variables,
we can derive them more precisely.

Lemma 1. For distinct ji, jo € [r], it holds that

() 1 ot \2
i we W st st (s% s%)
V. LWiHWhg | 91792 \TJ177J2
and ar |:8j1»j2 ] - 2b 23b .

8141“’.47’1 yWig — S]15]2
J1,J2 2b

Expectation and Variance of 3-tuple-related Terms. Next, we consider

2, Wiy, Wiy, Wiz

the expectation and variance of s P

Lemma 2. For distinct j1, jo, js € [r], it holds that

) i ool Gl ) i gl i igh o )2
E | g% Wi Wiz Wiz | _ 851552553 Var |- Wi Wiz Wis | _ 831552553 N (5113J2513)
J1,J2,33 22b ’ 71,7253 22b 25b

Expectation and Variance of Terms for General Tuples.

Lemma 3. Let ¢t <7 and Z = {j1,...,5:} C {1,...,r}. Then, it holds for the
expectation and variance that

N2
) . i ) , i ) 5;)
E[ LW Wiy e Wiy | H]EI S V. z,wh,wj?,...,wjt:| _ H]EI S (H]EI J

105250 ndt = o= 0 YA S o(t—1)b 9(t—1)b

We defer the proof of Lemmas 1, 2, and 3 to Appendix A.1, Appendix A.2, and
Appendix A.3 respectively.

Determining the Ratio. In the real and ideal worlds, it holds that

%

Pr [W' = (wh,...,w.)|[Y '] =E [n} and

Oreal dt
Pr [WZ = (wh wi)\Wifl] = o
Oideal oo T 2(r=1)b 7’

respectively, with n’ given in Equation (1). The number of all choices of Y, that
represents the denominator d*, is given by

di:(2b—s§)-(2b—8§)~"--(2b—8i):H(2b_3§‘)

j=1
T
__orb _ o(r—1)b % (r—2)b it
=2 2 E s |+ 2 g 85,85,
Jj=1 1<j1<g2<r
(r—3)b Z i i L1\ Z i i
2 851852555 + + ( 1) i1 Sjr | >
1<j1<j2<gs<r 1< < <gr<r
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which yields

o l( Pr W' = (wh, ..., w})[ Y™ — Pr W' = <w;,...,w:;>wi—11)2]

Oreal Oideal

ni 1 2 o(r=1)b i _ gi\ 2
=E di  9(r—1p =E o(r—1)b . gi
4 2 1 r—1)b 7 0 2
5(3) 'W'E[(Q( "”‘d)]’ (4)

i
J
d* > (3-2)". In the following, we focus on the rightmost term of Equation (4),
i.e., the expectation of the squared difference. We observe that the two leftmost

terms of 207~V . ni that we call n’ for short,

where we used the assumption of s < 2°72 for all j € [r], to upper bound

s I
i (—1)b_ b 3 _ b __ o(r—1)b i
n' =20 20— st | =20 =2l d st
j=1 j=1

are identical to the two leftmost terms in d’ as in Equation (3) and cancel in the
difference. We define

r
=i __ 0 b i _ LW Wy
m=n' =20 s = D s
Jj=1

1<j1<g2<r

1LWjy Wio Wig . _1\7 [ JHwi, w2, W
Z sjl,jz,jz + +( 1) (51,.. r ) . (5)

-
1<j1<j2<js<r

We define Ei = d' — n*. We substitute the extended formulation of d* from
Equation (3) into Equation (5) and factor out (2("~1)?)2:

(r—=1)b i i 2 2(r—1)b A di ?

— 2
_ 22(7’—1)b E —1 dZ (6)
= : e :

We can write the rightmost term as

i i i )
d _ § : 851552 - § : S3155254s
2(r—1)b 2b 922b
1<j1<j2<r 1<j1<j2<js<r
S’L --.si
T 1 T
o (- (7)
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From Equation (1) for n’, we can observe that for the sum of terms x in 7,
Equation (7) consists of exactly the sum of terms E[x].

(6) =220 | (0’ ~E[])’] = 22" Var[].

Inserting it into Equation (4) yields

A | e i ai\2 AN 4
. L Z . . K
(3) = E [(2(7 n dl) } < <3> 570 Var[n'] .

For the sum of random variables x;, it holds that

Var[i'] = Z Z Cov|x;,x;] = ¢,

i

where ¢’ is the sum of the pairwise covariances of all combinations of two addends
in Var[n'], which includes the (always positive) variance terms:

. P . W7 W
i _ Wi, Wig TTaY I
¢ = Z Z Covls;i ™ 855 ]

1<j1<j2<r 1<j{ <js<r

W W i,wj/,wi/ W1
_ Covls" W1 Wiz g 1 2" s
Z Z [ J1.J2 » 2 51,95,3% ] +

1<j1<j2<r 1<51 <jy<js<r

oy Bwgy gy B
HEDT DD DD Covlsyn s, ]

J1,32 §1 sl

C Gwjy s Wig, wig - Wi Wis iy
— OV[S» s s Sar ar ]
J1,72,73 71532513

1<51<g2<gs<r 1<j] <j4<ji<r

=17 [ ST ST Qovfs s TR L

J1,32,73 VPG el
J1.92,33 j5 -4l
Covariance. Recall that the covariance of a term with itself equals its variance

and is always positive: Cov|x;,x;] = Var[x;]. Thus, we need to compute the co-
variance for all pairs of different variables. From the definition of the covariance,

Covix;, ;] = E[x; - x;] — E[x;] - E[x;], (8)

we can compute the products of expectations, but have to find the expectations
of the products E[x; - x;], with dependent variables x; and x;.

Lemma 4 considers the expectation of products. We use Z,7 C {ji,...,Jr}
as distinct index sets and overload the notations so that for each set 7 =
{34, gty € {41, jr}, we define st = S;iv---’j{' Moreover, we define pr =
[1 ez pj- Note that

E[s7] - Elsy] = npr -npg, Elst - sy] = E[si] - E[s}] + Covlsy, s}].
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If ZNJ =0, it follows that pzu7 = pz - p7; thus, Cov[s, 83] =0 and
Els7 - 7] = E[s7] - E[s].
Though, for the cases when ZN 7 # 0, we have to find Cov/|s, 33] in Lemma 4.
We defer its proof to Appendix A.4.
Lemma 4. It holds that Cov [sé, sfj] = nprug — NPT - PT-

We show that we are allowed to apply Lemma 4. Since the permutations are
independent from each other and the values are sampled independently at ran-
dom, we can say that each value in S,, S,, S, is chosen independently from
the others. The size of all three lists is n = 2. moreover, we can instantiate the

probabilities p;, for j € [r] as p; = —i In our case, this means

E[sI sj —22b Hp] Hp] Cov SZ,SJ], where

€T JjeET
Cov [sh, s/ ] =2". H pi—2"- sz H pj -
i€TUT i€T VISV

For example, let Z = {1,2} and J = {1, 3,4}. Then,

C [ i i ] —ob. (51529354 (s1)°s58554
OV 151,2:51,34] = 9db 95b :

Decomposing c¢’. Given the covariance, we can rewrite ¢!. We define Cy, for
the set of t-out-of-r element combinations, e.g. C2 3 = {(1,2), (1,3), (2,3)}.

T T
T t1+to 7 7 Z wz Z ’LUJ
= E g (-1 " Ciy tp Where ¢ = g E Cov(s ].

t1=212=2 Z€Cty,r TEC1y,r

Lemma 4 yields

Cil,tQ, Z Z - (pzug — pzPT) (10)

ZeCty,r TEC1y,r

2 (Y Y Is)? (Y ¥ Onlls

ZeCty,r TECty,r JELUT Z€Cty,r TECty,ri€L  jEJT
E’til,t2,'r' Qil,tz,r
(11)
Later, we will consider the case that p; = ps = - -+ = p,, = p. Then, we can write
i
Cty,ta,r 38
u . _ A
b (i i —9b " 1 to,r i Ly) iy
27 (Cthtzﬂ" —chtzﬂ') =2 (kt11t27 rg P _Ethtzﬂ‘ pre

Jj=0
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with 4 =9°f min(r — ¢5,¢;) and j denotes the number of elements in Z that are

not contained in 7. Thus, we can reduce the task to that of finding the multiples

—1
t1,t2,7,]

= {(Z,T) €Ciy,XCiypp : |TUT| = ta+j}| and 7, =|TUJ|.

(12)

2,77

and

i = HE.T) € Cop €}l = [Cosl sl = (1) () and 19

ty
E’él,tgﬂ‘ = |I| + |j‘ = tl + t2 . (14)

The exponent Zzl,tzﬂ', ; is derived from the size of the union set ZU J when j
elements of Z are not in J. Thus Zl,tz,r,j

def

= max(t1,t2) + 7 for all j € [0..u]

where v =9®" min(r — 9, ¢1). It remains to determine Ezh For this purpose,

we can use the simple combinatorial Lemma 5.

t2,7,5"

Lemma 5. Let t1,t9,r,j be fixed integers with ¢; < to < r and j € [t2..r]. Let
Z,J C [r] be non-identical subsets of [r] with |Z| = ¢; and |J| = t2. Then, the
number of combinations of distributing Z and J so that

|{(I,j) GCtl,r,th%T : ‘IUJ‘ =t9 +]}| = (Z) . ( t2 ) . (T_tQ) .
2

t1—J J

Proof. W.l.o.g., we had fixed that |Z| < |J| and therefore ¢; < t5. There are (tg)
sets J among r elements. We defined that j elements of Z are not in J. For a

fixed J and fixed j, there are (tltij) combinations of the ¢; — j valuesin ZN J
and (T;.tz) combinations of distributing j values from Z \ J outside of 7. O

We can rewrite Lemma 5 as Lemma 6, which will serve useful.

Lemma 6. Let tq,to, 7, ¢ be fixed integers with t1,t2 < r. Let Z,J C [r] such
that |Z| = t1, |J| = ta2, and j = £ — t;. Then, the number of combinations of
distributing Z and J so that |ZU J| = ¢ is

{(Z,T) € Cuyooy XCopr  |ITUT| = £} = (;) ( b ) (7” - tl) (L1)+e

th+to— L)\l —1t;

Proof. There are ( [1) sets Z among r elements. The overlap, i.e., the number of

shared elements in the intersection |Z N J| = t1 + t2 — £. Among the ¢; elements

of Z, there are ( £ +tt12_ L;) combinations what elements of Z and J could be in the

intersection. Then, the remaining ¢ — 1 elements in J \ Z can be distributed by
(2:2) combinations over the remaining r — t; elements not in Z. a
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Upper Bounding ¢’ for General r. We aim at having a simplified upper
bound for ¢! for general r. The terms in ¢’ consist of multiples of powers of p
from exponents 2 to 2r. Now, we can find non-negative integer coeflicients k;-,
for all j € [2..r], so that

ci:ké-p2+k§~p3+2(k§j-ij). (15)
=2

We show that there the indices j € [2..2r] are the only potential positive coef-
ficients k; For k} - p* with k, < 2, there must exist 7, <2orl <2

t1,ta,m,j =ty,t2,r
for some t1,t2 € [2..r] and j < r. Though, our sets always have |Z|,|J| € [2..r].
Hence,

Uy ary = ITUT| = Ty, 40y €[2.20] and

£i17t27r = |I‘ + |j| - Eihtz,r € [427"] .

t2,r,]

Thus, ki = 0 for all £ ¢ [2..2r]. We want to reduce the bound to the terms
with the few lowest exponents and show that we can upper bound the tail. In
particular, we want a bound so that we can reduce Equation (15) to

¢ <2 (ks p?+ Ky 7).
We show the following lemma. Later, we also show that p < 1/3r always holds.

Lemma 7. Let r > 2 be integer. For all even ¢ = 2j for some j € [2..r — 1],

ki
il
Lr

kj.y >0, k;y<0 and kj, <O0.

We defer the proof of Lemma 7 to Appendix A.5. Combined with our assumption
that p < 1/3r, it follows for all £ = 25 for some j € [2..r — 1], that

_ . 1 _
b0 < k) (o0 5 ) =

and therefore

r—1
¢ =20 (kop® + ksp® + Y (—kayp® + Ky ™) —kg, ) < 2% (K5p? + kp®)
j=2

<0

The factors k4 and k% result from only few terms in c¢’. In particular, they stem
from ¢4 5 ., €53, = C39,, and ¢ 3 .. Given r > 3, they result from

4= (3) () 0) - )

— —i —i —i (r
ki =koo,1—kosro—ksorotkssro= (3> .
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Note that the statement also holds for r = 2, where ki = 1, kY = 1, and k; =0
for all positive integers j ¢ {2,4}. We obtain

s ((eef))

Equal Probabilities p;. It remains to show that p; = --- = p,.. The values
of the a most significant bits of the permutation outputs, V; = ‘/;-17...,1/7,
for all j € [r], are sampled uniformly and independently at random, also in
the modified real world O, since we replace their sampling with that from
a truncated permutation. Thus, every Vji has probability 27 to be equal to a

specific a-bit value. Therefore

Eyioafsf] = - = Byer[si] = 1
Thus, for all j € [r], we can use
by —E l;% _ ]E;;] _ i2—nl.
We have to show that the expectations of the quantities si, ..., s are indepen-

dent. We can adopt the argument from [9] here: it holds since they stem from
pairwise independent permutations and hence

Eyi-1[sh|si] = Evi-1[sh]
and similar statements can be derived for all other combinations. We can use
Evii[sisy] = Byioi [si] - Eyi s

and the other product combinations can be decomposed similarly.

Finalizing with the x> Approach. We have that

2 2r

. . . . 4
E [( Pr W = WIW!] = Pr Wi = W|WH]) ] < () :
Oreal Oideal 3
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Using the x? approach and inserting Pro,,. ,[W? = W|Wi™1] = 27(=1Db e
obtain

(IPr[Orear = 7] — Pr[Oideal = TH)2

13

3 D Eo. (W)

IN

Pro . W= W[Wi-1]

IN
NN
'M@

=

o
g

L — |

(Proreal [WZ = W|Wi71] - Proideal [Wl = W|W11])2]

2
1 ] . . )
< =-.2 (r=1)b i i—17 _ i i—1
AR B E| (e )
=1 We(Fy)r—1
1 (r—=1)b A i
<pany 2 ((5) e
i=1 We(Fs)r—!

Sﬂ}ﬂ'(g) ;c (17)

From Equation (16)
- r r
i< 2b 2 3
(0

and p = (i — 1)/2", we obtain that

1 R N (G—1)2  [(r\(i-1)3
_ b,

(17) - 22b+1 ( > ;2 ((2) 22n + (3> 23n >
2r q . .

1 1)2 r\ (i—1)3
== (3) =2 (0)F 0=
< 1 o r2¢3  r3gl
— 22n a 5 mn + 22n

4 r 1 r2q3 7n3q4
< (Z) 2./ 1
- (3> 2 23n—a + 24n—a

< 4\" rq \3/2
— g .(2’n—a/3> ’

where we used ¢ < 2™/3r to upper bound

SN

SN

[OUN I

T2q3 7‘3q4 27"3(]3
923n—a + 24n—a — 93n—a :

This yields the bound in Theorem 3. ad
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We can obtain tighter constant factors for concrete values of r. We give the
results for r = 3,4 in Corollary 2 to aid the reader.

Corollary 2. Let a,b, ¢ be positive integers and 7 = (V, W) be a good tran-
script such that Cy (i) < 2272 holds for all i € [¢] and j € [r] and ¢ < 27/9.
Then, it holds

4~( q‘)3/2 for r =3
8- (52 )3/2 for r =

E,[Pr[Os = 7] — Pr[Oigeal = 7]] < {

6 Conclusion

We have shown that XTH, the XORP-like extension of STH achieves a level of
O(n—a/2—1.5log(r))-bit PRF security. This is similar to the logarithmic loss in
r of XORP compared to the sum of permutations, providing a trade-off between
releasing more bits from each permutation call and from summation. Note that
this work has considered the version with independent permutations. Future
work can investigate variants that feed domain-separated inputs into the same
permutation.
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A Proof of the Leftover Lemmas for Theorem 3

A.1 Proof of Lemma 1

Lemma 1. For distinct jq,j2 € [r], it holds that

]E Sl_’“’q’l»wjz — SJISJ2 and Var SZ_!wjl’wjz — SjlsJZ _ <8]15.72)
J1,J2 2b J1,J2 2b 23b
1 .. 2, Wj, Wi
Proof. Let us focus on sy,"""?; the remaining 2-tuple-related terms s; ;'
; ;

behave similarly, for all j; # ja, j1,j2 € [r]. Given fixed wy € F}, for each
y1 € FS, we define Bernoulli variables I, as

1

Y1

Al y1€Sf/\y1@w2€S§
0 otherwise.

Then, we derive

E[si’f;l’wr"} = Z Pr(1,,].
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To obtain
Var [x] = E[Xz] — (E[x])*,

we have to determine £ [xz] . For a sum of n independent Bernoulli variables I, ,
with Pr[l,, = 1] =p for all y,

x=> Prll, =1],
v

it holds that

2

E[x*] =E ZI]- =n(n—1)p*+np.
=1

In our case, n = 2% and p = sish - 2720 for all y; € F5. Given that (E[x])* =
(2°p)?%, we obtain

sish _ (s159)°

Var [si’%’wz} < and in general

= 90 23b
‘ i i i i \2
Var | 52" %2 | < 81572 _ (sjlsjz)
J1,J2 - 92 923b

A.2 Proof of Lemma 2

Lemma 2. For distinct j1, jo, j3 € [r], it holds that

5Wi1 Wi Wig | _ 1552555 Var | g1 W2 Wis | — 531552555 _ (Sjlsjzsjs)
J1,J25J3 22b ’ J1,325J3 922b 25b
1Wj Wy s

Proof. Again, the remaining 3-tuple-related terms s I3 bhehave similarly,

J1.J2,73
for all distinct ji, jo,j3 € [r]. Given fixed w; = 0° and wq, w3 € FY, for each
y1 € F5, we define Bernoulli variables I, as

1

Y1

A 1 y168{-/\y1@w2653/\y1@w368§
0 otherwise.

Then, it holds that
E {811,715,13,10271”3} =K Z Iyl - Z ]E[Iyl] :
y1 EFY y1€F}

Since the expectations for a fixed value y; € F4 and its translations to be in the
list of all three permutations are mutually independent, the probability is 273°.
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Over all elements of the sets |S, ., | = [Sil, |8}, su,|, and |8} .|, it holds
that
5% sh st ; st sh st
E[l,,] = 1232b 3 and therefore E[s;f";;”yiw?’] = 12221) 3 (18)

It remains to determine its variance
Var [Si,wl,wg,wg] — E |:(Si,1017702,wg)2:| o (E [5i7w17w27w3 ] )2

Y1,Y2,Y3 Y1,Y2,Y3 Y1,Y2,Y3

= Var Z I, | = Z Var [I,,] + Z Cov [I,,1,] ,

y1 €FY y1 €FY Y17Y]

with the covariance

Cov [I,,, 1] =E[l,, - 1,;] —E[I,,]E[L,]
=E[I,,] - Pr[l,, = 1], = 1] - E[1,,]E[L,] .

For the variance of the Bernoulli variables, it holds that

Var[1,] =B[(1,,)*] - (€[1,))* = BlT, ] - (811, )" = S - (i)

For their covariance, we need to determine the conditional probability. We con-
sider the case that y; & {y1 ®wa, y1 ®ws}. Since y] # y1, it holds that all values
differ mutually

Pr(L,, =1|L,, = 1] = Pr[(y; € S}) A (y; ©wz € S5) A (yy ® ws € S3)|
(y1 €S} A (1 @ wa € S5) A (1 B ws € S3)]

(51 = 1)(sh — 1)(s5 — 1)
: @ 1P

We conduct it for y] = y1 @ ws exemplarily. From the requirement of the covari-
ance that y] # y1, we must exclude wy = 0.

Pr[Iy1ész = 1|Iy1 = 1]
< Pr[(y1 D wa € S{) A (y1 € Sé) A (y1 D wo G ws € Sé)uyl = 1}

(5h = (s}, = sk, — 1)
SR R

From si,sb, si < 2° it follows that

Pr[Iansz = 1|Iy1 = 1] < ]E[Im@u@} y

and therefore Cov [I,, Iy, gw,] < 0 in this case. A similar argument holds for
Yy = y1 P ws, wy # ws. It remains to consider y] = y; & wy with we = ws.
Prly, gw, = 1|1, = 1,ws = ws]
< Pr[(y1 @ w2 € S)) A (y1 € Si) A (y1 € S|, = 1]
_ (=D~ (s~
SR 1
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Again, si, 8%, 54 < 2% implies
Pr[Iyl@wz = 1|Iy1 = 1] < ]E[Iy1+w2] ’

and therefore, Cov [I,, I, gw,] < 0. Thus, it holds that Cov [I,,, I,;] <0 over
all cases of ¥, and it follows that

1,W1,W2,W3
Var [517273 ]S g Var [I,,,]
y1 €FY

P ol ot %ol ot P ol ot i ol ot )2
_9b. <315233 _ (515253> > _ 518283 (sis5s3)

23b 23b 22b 25b

A.3 Proof of Lemma 3

Lemma 3. Let ¢t <7 and Z = {j1,...,j5:} € {1,...,r}. Then, it holds for the
expectation and variance that

A\ 2
1, W5, Wiy 7"'7w.7t:| _ HJEI SJ (HJGI J

i
E LWy Wi 5o Wiy — HjGI Sj Var | s _ _

J1,J250-5J¢ 9(t—1)b ’ J1,J25e-5Jt 2(t—1)b 92(2t—1)b
Proof. Given fixed wj,,...w;, € F3, for each y; € F4, we define Bernoulli vari-
ables I, as

Y1

Al meSiAp®w;, €S, A Ay @wj, €S},
y1 — .
0 otherwise.

Then, it holds that

E[sjn | =E| Y Ly | = Y Elll.

y1 €FY y1 EFS

Since the expectations for a fixed value y; € F4 and its translations to be in the
list of all three permutations are mutually independent, the probability is 27%.
Over all elements of the sets, it holds that

i i
€L TyWig YWy yeeeyW; cT
=2 I and therefore [E|g) 90"z | ZJEE I

E[Iyl] = 9tb J1J2, 50t T o9t-1)b

Forx =3} Pr[l,, =1], as a sum of n independent Bernoulli variables I, , with
Pr{I,, = 1] = p for all y1, it holds that

2

E[x*] =E ij =n(n—1)p* +np.
j=1
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In our case, n = 2% and p = [ sé 27t for all y; € F. Given that (E [x])2 =

JET
(2°p)?%, we obtain

N 2

. . % . SZ.)

Var | sV Wiz Wi | < HJEI S; (HJEI J
J1:J257 57t — 2@t=1)b 2(2t—1)b

A.4 Proof of Lemma 4
Lemma 4. It holds that Cov [siI, 53] =nprug — NPT PJ-
Proof. Let us focus examplarily on Z = {1,2,3} and J = {1,2,4}. Thus, we

consider s75%"“*"* and s75%"*"*. The remaining tuples behave similarly, for
all T # J. Given fixed w; = 0° and ws, w3, wy € F, for each y; € F4, we define

Bernoulli variables I, as

1,

Y1

Al peSinydw €eSiAy Bws €S}
0 otherwise

and

J A 1 y1€SfAylEBw2€S§/\y1@w4€Si
v 0 otherwise.

Then, we derive

E[sp | = 3 PilLy,)

y1 EFY
E[syrraee] = 37 Prld,]
y1EF
We want to bound
Cov [s4,s;| =E[sy - s, | —E[s] -E[s5] . (19)
We know the latter expectations from the proof of Lemma 3 to be bounded by
E 7 _ 2b S; d E 7 _ 2b S;»
[sz] = H@ an [s7] = H@
jeT jeg

Thus, it remains to bound the expectation of the product. It holds that

Elsy sy ] =E[{ Y L, D Ju

y1 €EF} y1 €F4

=PIy, Jy, \/2b -2b . Var [IZIJ - Var [‘]le}

y1 €F} y1€FY
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23
where
Bl Ju] B[] U] o
v V/Var I, ] - Var [J,]
We know
st ; st
E[l,,]= H 2—{) and E[sj] = H 2—%
jeT jeT
and need
E[I

Y1 ° Jyl] = ]E[Iyl] - Pr [J’yl |Iy ]
‘We know that

Pr[Jy, I, ] =Pry1 € S| Ay1 Dws € SyAy1 Dwy € S} |
Y1 €S{ Ay Bws € Sy Ay B ws € S
=Prly ®ws €Si|y1 €S Ay ®ws €Sy Ayy ® ws € S§]
4
= 5

since the individual terms w; are independent from each other and [] je\T %
in general. Thus, it holds that

JEINT JETUT
Thus,

si

(21) = Wezvg ot — ez ot - ljes 5

V/Var[I,,]- Var [J,,]
Inserting into Equation (20),

D (HJ’EIUJ %) - (HjEI;Q; ' Hjej ;J)
E|s%-s'7| = -4/20.2b . Var|I, |- Var|J,
[SI SJ} \/Var [Iyl] - Var [Jyl] \/ ar[ y1] ar[ yl]+

y1 €EFS y1€FS

=9b. i _9ob. i . i
jelz_[[JJQb HQb) H

2b
JjET JjeT
pPzug Pz P
st gt
b 23] 9b. _J
+2 (I3 |2 | Il 5
jeET JjeT

P
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substituting n = 2° and inserting into Equation produces

(19) = Cov [s7, 5] =E[s} - 57 | —E[s7] - E[s}]
=n-pruyg —N-Pr-Py+N-pr-nN-py—N-pPr-n-pgy
=n-prug —N-pPr-PJ,

which gives our claim in Lemma 4.

A.5 Proof of Lemma 7

Lemma 7. Let r > 2 be integer. For all even ¢ = 2j for some j € [2..r — 1],

il _

|k2‘ = o7, kZ}HZO, k};SO and k;rg(),

Proof. First, we note that kj will be negative whereas kj_ ; will be positive, given

that £ > 4. We can write ki = kj + ky. We consider k) first. To isolate those
terms that contribute to the fixed ¢, we can see from Equation 11 and 14 that
t1 +t2 = £ must hold. Since we consider an even exponent £ = t1 +to = 2j, those
summands add to

() () ()G ()6
T <§_: (t) <£_rtl)> ’

For odd ¢+ 1, the inverse holds, i.e., all terms in EZ_H will be positive:

k= (ji_l (;) <€+1T—t2>> '

Next, we consider the summands that contribute to %,. From Lemma 6, we know
that the factors for fixed t1, to, 7, and ¢ for EZ are

—i r r r—1 1+t
k = —1)nTt
fastaor (t1> <t1 + 1y — z) (12 - tl)( )

Over all t1,t5 € {2,...,¢} in Equation 9 and considering the correct signs,

- S5 ()G

Note that values of t1,t; > ¢ do not contribute since they have no terms in ¢’
that produce powers p’. We observe that EZ consists of summands of different
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sign. To gain clarity, we decompose and group those first according to ( t’;) and
second to their sign.

14

Ll i
> (zn f,;, g)_ > <t1 f;r 5) (22)

to=24,....¢ t2=3,5,....0+1

{41
Ei :Z r r—1i (_1)t1+t2+1
£+l oy t {+1—1t;
o) 2 e )
S lornlesn) . Z (enlen

th=24,..., t2=3.5,...,
(23)

Note that for odd ¢+1, the cardinalities of [{2,4,...,¢+1}| = [{3,5,...,£+1}| =
£/2. Though, while [{2,4,...,¢} =¢/2, |{3,5,...,£}| = £/2 — 1. Since the term
(tlftlrz) = (jl) =0 for t; = £+ 1, we were allowed to extend the underlined
index in the rightmost sum in Equation (22) from £ to £ 4+ 1 without changing
the result. Then, we have ¢/2 terms in each difference and will be able to use
another helping lemma.

For some set Z C Ny, let Z, = {i € T : i iseven} and Z, = {i € Z : 7 is odd}
denote the sets of even and odd non-negative numbers in Z. The following result
is well-known.

Lemma 8. Let n be a positive integer. Then

n n 2n
> ()= ()-%
ke[0..n]e ke€[0..n],

It follows that

n n
- =0
kG[OZn]o & kE[OZn]e (k>
n n n
2 ) 2 (3)= <0) =1
ke[l..n], ke[l..n]e
n n n n
S 02 (-
ke[2..n], ke[2..n]e

. . -t .
First, we consider k,,; with three cases.
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Case t; < ¢ —1: From Equation (23), we see that for all even ¢; < ¢ —1

SN

th=2.4,..,0+1 <t1 +i2 = (0+1) ke[0..0+1], &
Y lorelem)= 2, ()

t2=3.5,... 0+1 titta—(0+1) k

and from Lemma 8

o) E (i)
> - ~0.
t2=2,4,....0+1 <t1 th—(E+1) t2=3,5,...,¢+1 titta—(0+1)

A similar statement can be derived for all odd t; < £ — 1.

ke[0..6+1].

Case t; = {: For t; = {, we have

2 (t1+t2tl(€+1)>:ke[z (tkl)

t5=2.4,.. 041 0..641],
Y (o) 2 ()-06)
t5=3,5,...,6+1 (tl +t2 = (0+1) ke[0..0+1]. & 0

Case t; = ¢: For t; = ¢+ 1, it holds that

tzzzgﬂéﬂ (t1 +t2 t—l (¢ + 1)) N ke[z (tfi> a (tol>

0..041].

t2=3;¢+1 (t1 +ty t—l (= 1)) - ke[z (tkl) - (T)

0..4+1],

We obtain that
oo r—4{ e (o r—(+1) C+1\  [(t+1
) \e+1-2)\0 (+1)\l+1—(L+1) 1 0
[
C\l+1)
Next, we consider EZ with three similar cases.

Case t; < ¢ — 2: From Equation (23), we see that for all even ¢; < ¢ — 2

2 e(tl +tt12—12> = 2 (2)

tr=2/4,..., k€[0..£4+1],

> )= = (%)
t2=3,5,....0+1 (t1+t2£ ke[o..6+1], k
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and from Lemma 8

2 (tl +tt12 - é) > <t1 +tt12 - 12) =0

to=2,4,....0 t2=3,5,....0+1

A similar statement can be derived for all odd t; < £ — 2.

Case t; = ¢ —1: For t; = ¢ — 1, we have

2 , <t1 +tt12 —é) = 2 (2)

t2=24,..., ke[o..4],
t t t
tz=3§¢+1 (tl + t12 - £> B ke%?z]e (ID ) <01) -
Case t; = ¢: For t; = £, it holds that
t t t
2 )= 2 G0
t t t
t2:3§.75+1 <t1 + t12 - £> ) ke[zo;e]o <;) . (11>

‘We obtain that

e (D) (o) (501 -GG (0 -6)= 6

Now, we can insert our terms to bound our desired ratio

Ko KR (e () adn)) + ()

ky k. +E§ - ( f:jz () (thl)) - ()

Q b c

(E6)0 ) (265
(E0)0)

e

d

Thus, we have shown the positivity and negativity statements from Lemma 7:
kj,y >0, k; <0, and ki <O.
It remains to obtain upper bound the ratio of their absolutes. We can use

a+b+c< a b c < +§+f.
e

a
d+e _d+e+d+e+d+e d ' d
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We can see that

Y [ R D W (A [ A = re D DY ([ ) sl

d ()60 DAY LA D DY (A T A
Similarly, for all ¢ > 4:

b _ (/1) (5) ()65 655

Z < <

d Ztl =2 (T) (e tl) - (;) (€i2)
Finally, for all ¢ > 4, it holds

wl =

E:(éil)<(2)%< "<
e () 7 () “e+175

The sum of the three bounds yields that for all £ = 2j and j € [2..r — 1]:

K51
<3r
LA




