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Abstract. In this work, we present a new paradigm for constructing Group Authen-
ticated Key Exchange (GAKE). This result is the first tightly secure GAKE scheme
in a strong security model that allows maximum exposure attacks (MEX) where the
attacker is allowed to either reveal the secret session state or the long-term secret of
all communication partners. Moreover, our protocol features the strong and realis-
tic notion of (full) perfect forward secrecy (PFS), that allows the attacker to actively
modify messages before corrupting parties. We obtain our results via a series of tightly
secure transformations. Our first transformation is from weakly secure KEMs to uni-
lateral authenticated key exchange (UAKE) with weak forward secrecy (WFS). Next,
we show how to turn this into an UAKE with PFS in the random oracle model.
Finally, and as one of our major novel conceptual contributions, we describe how to
build GAKE protocols from UAKE protocols, also in the random oracle model. We
apply our transformations to obtain two practical GAKE protocols with tight secu-
rity. The first is based on the DDH assumption and features low message complexity.
Our second result is based on the LWE assumption. In this way, we obtain the first
GAKE protocol from a post-quantum assumption that is tightly secure in a strong
model of security allowing MEX attacks.

1 Introduction

Group Authenticated Key Exchange (GAKE) is the generalization of two-party key exchange
to the group setting. It allows N group members to compute a common symmetric session
key over an insecure network. This key can then be used to exchange messages among the
group members that are protected via efficient symmetric cryptography. As such GAKE
protocols form an important building block in any form of group-based communication.
Proving security of GAKE protocols is in general much more challenging than for classical
AKE protocols. In many AKE security proofs the two parties participating in the proto-
col can simply be guessed upfront resulting in a polynomial security loss (}). For GAKE
protocols this strategy quickly becomes infeasible with growing group size t since there are
(1;[) possible groups that could now run the GAKE protocol. For superlogarithmical ¢ this
number already grows superpolynomial and guessing the group upfront becomes inefficient.
Moreover, each of the existing GAKE protocols have one of the following downsides.

Vulnerabilty Against Quantum Attacks. The vast majority of GAKE protocols rely on clas-
sical security assumptions that are related to the discrete logarithm assumption. The un-
derlying problems are known to be solvable efficiently by quantum computers [Sho94]. For
long-term security a shift towards post-quantum-based security assumptions is necessary.
However, relying on post-quantum assumptions often introduces new challenges like non-
perfect correctness in lattice cryptography. Thus PQ-based security assumptions cannot be
used as a drop-in to classical protocols and new techniques are necessary.
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Realistic Security Models. Most GAKE protocols consider relatively weak security definitions
that only consider attackers that may corrupt the long-term keys of parties while disallowing
that the (ephemeral) state material stored by parties between moves will ever be revealed.
So, in case an attacker manages to obtain the state information of a single group member
all security guarantees may be lost. A stronger and much more realistic notion of security
considers so-called maximum exposure attacks (MEX) that allow the attacker to also reveal
the secret states of the group members while carefully excluding trivial attacks [LLMO7].
These models are considered standard in the case of two-party key exchange.

Non-Tight Security Proofs. A tight security proof allows for highly efficient and theoretically-
sound instantiations of the system parameters. In particular, the proofs — and thus the
system parameters — are independent of the number of parties, sessions, or the number
of attacker queries. Providing schemes with tight security proofs for asymmetric cryp-
tography is challenging [BJLS16], in particular for key exchange [CC17]. Only recently
tightly secure AKE protocols have been proposed for strong security in the two-party
case [JKRS21, HIKT21,PWZ23a]. The only tightly secure GAKE protocol [PQR22] relies
on signatures (which are generally less efficient in the PQ-setting) and also does not protect
against MEX attacks.

1.1 Contribution

In this work, we tackle these challenges and present the first, tightly secure GAKE protocol
that is secure under post-quantum assumptions under a strong, realistic notion of security.
To this end, we develop a new paradigm for constructing GAKE schemes. To explain it
intuitively, consider the well-known ring-based Burmester-Desmedt (BD) protocol [BD95].
In this protocol, each party P; first sends k; = ¢% for some randomly drawn ephemeral
secret x;. In the next round, each party sends K; = (k;y1/k;—1)™ where all indices are taken
mod ¢ for group size t. The final group key is produced as
K = Ko K VKS2 | Ky = ghowtommt oo

This protocol is only passively secure but serves as a guiding principle in many constructions.
Using digital signatures over all messages sent, this protocol can be made actively secure
(though it remains highly vulnerable to state-reveal attacks). While it is elegant, we believe
that it rather disguises the core principles that make it work. We therefore present a more
conceptual perspective to the design of GAKE protocols that to the best of our knowledge
is novel. This allows us to identify the parts that can be improved considerably.

Novel Conceptual Perspective on GAKE. Assume we have ¢ parties Py, ..., P; organized
in a ring. Essentially we view a GAKE protocol as consisting of two phases. In the first
phase, adjacent parties compute a common session key via a two-party protocol. To make
this secure against active attacks, the neighboring parties will at some point (implicitly or
explicitly) authenticate each other. In particular, for each ¢, P; authenticates P;_1 and P;y;.
In the basic BD protocol (which is only passively secure) this step simply consists of sending
k;. Actively secure protocols that rely on the BD protocol, typical add authentication via
other means like digital signatures. More concretely, each party will also sign each message
they send. The shared key with party P;;q1 can then be computed as G; ;41 = (kiy1)™.
Likewise, the shared key computed with P;_; can then be computed as G;_1; = (k;—1)™.
The second phase of the protocol consists of distributing the derived key material to the other
parties. Now, a key insight is that, in order to not hand these keys over to an impersonating
attacker, they are only given to parties that P; has authenticated before. In particular,
G 41 is only given to P;_; and G,;_1; is only given to P;y;. In the BD protocol this is
done simultaneously via simply publishing G; ;y1/Gi—1,;. This can be thought as a simple
symmetric encryption of Gy ;11 (respectively G;_1 ;) via the key G;_1 ; (respectively G; ;11).
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Fig. 1: The idea of the complete construction presented in Section 6, assuming, without loss
of generality, that the predecessor and the successor of party 7 are i—1, i+ 1, respectively, and
that the parties verify the tag received. The superscripts e and L stand for “ephemeral” and
“long-term” respectively. H, with different subscripts * are (independent) random oracles.

Now observe that from the knowledge of all the Kj, each party P; can now easily compute
K = gnmtoeisttnin — Q) 5 Gy 3+ Gyy. It first computes G ;41 using ki1 and ;. Next,
it can step-wisely compute the next value Gij14c i42+c from K14, and Gy i414c for any
c=0,1,...,t — 1. The BD protocol essentially computes this process in an algebraically
elegant and efficient fashion.

Having this perspective in mind, we make several conceptual changes to the design that
enable better efficiency. First, we do not require that P; authenticates P;11 and vice versa.
Crucially, we observe that only one direction is enough. This is because the group members
are organized in a ring: if each member authenticates its predecessor only, all parties will
be authenticated eventually. In general, reciprocal authentication among neighbors seems
wasteful. In addition to that, this change will now allow us to avoid using AKE protocols
but instead rely on unilaterally authenticated key exchange (UAKE) where only a single
party is authenticated. Overall this saves bandwidth and computational complexity. Let
us clarify: each party will, as before, compute two shared keys, one with its predecessor
and one with its successor. However, only the predecessor will be authenticated. Thus, in
the second phase, parties will now only distribute the symmetric key that they share with
their successor to their authenticated predecessor (and not vice versa). The second change
that we make is that we consider the symmetric encryption scheme used more generally in
the second phase. To this end, we use a simple random oracle-based symmetric encryption
system, where the sharing of key Kj; ;11 to P; now proceeds as h(K;—_1,;) ® K;;+1. In this
way, each party essentially only encrypts to one party — its predecessor. This scheme is
very simple and fast and has strong security properties. Unfortunately, currently there is no
efficient and tightly secure post-quantum secure digital signature scheme that is suitable to
implementing authentication efficiently.®> To obtain a tightly secure GAKE protocol overall
— even in the PQ-setting — we will thus deviate from the use of digital signature schemes
and instead rely on authentication via KEMs, similar to previous work on tight AKE in the
2-party setting [JKRS21,PWZ23a, PRZ24]. We provide an illustration of our protocol from

3 The signature schemes introduced in [PW22, HLWG23] do provide (almost) tight security but
are too inefficient for practical applications.



the view of one party in Figure 1. Typically post-quantum signatures are considerably larger
in size than KEM ciphertexts. Essentially, the mechanism that we use for authentication will
require P; to send an encapsulated key to its predecessor (encrypted with pk;_1). This key
will be decapsulated by P;_;1 and is then used to derive a MAC key, which in turn is used to
provide integrity protection for all the messages sent and received by P;_;. Since P; knows
the encapsulated key as well, it can recompute the MAC. The security properties of the KEM
guarantee that the MAC can only be computed correctly by the predecessor if it indeed has
the corresponding secret long-term key. In our instantiations, we rely on the recent tightly
secure KEM from [PWZ23a] that is secure under lattice assumptions and the DDH based
scheme introduced in [JKRS21] that both fulfill the notion of OW-PCVA-CR [PRZ24], a very
weak notion of KEM security.

We proceed as follows. First, we present a construction of an UAKE scheme with weak
perfect forward secrecy (WFS) that is constructed from a KEM. Next, we present a trans-
formation from a WFS-secure UAKE to an UAKE that provides full PFS in the random
oracle model (ROM). Whereas WFS only provides security guarantees against long-term
key corruptions in case the attacker has not modified the sent messages, full PFS also guar-
antees security in the presence of active attackers that modify messages. Finally, and as
our main contribution, we present a transformation from PFS-secure UAKE to PFS-secure
GAKE, again in the ROM. Security holds even under MEX attacks where the attacker
may adaptively reveal state information and adaptively corrupt parties. Remarkably, all our
transformations preserve the tightness of the security proof so that the final GAKE will
tightly reduce to the security of the KEM. When instantiated with the PQ-secure scheme
of [PWZ23a] this results in the first tightly secure GAKE scheme under lattice assumptions
in a very strong model of security. When instantiated under the DDH assumption, our pro-
tocol only requires to send 5 group elements and two bitstrings of length 256 bits per party.
In comparison, the tightly secure protocol of [PQR22] requires to send 2 group elements
and 4 exponents (when relying on generic group model bounds of Schnorr signatures), or 2
group elements and 6 exponents (when instantiating the signature scheme with [DGJL21]).

1.2 Security Model

To provide a strong notion of security that reflects full PFS and security against state-reveal
attacks, we present a new security definition. We remark that providing security notions
for GAKE has in the past proven error-prone. This is due to the number of subcases that
one has to consider in the proof. In this work, we take a new avenue that simplifies the
development of such a definition.

The central idea is to strongly rely on a corresponding security definition for two parties.
This definition is now used more generically to develop the GAKE definition. To this end,
we take the strong definition of [JKRS21] as a starting point. This definition features an
attack table that defines when certain query combinations of the attacker are deemed non-
trivial. In our new definition a similar attack table is (almost) generically utilized at the
end of our security experiment to evaluate if, for any of the tested sessions, the attacker
has performed a trivial attack. However, we need to be careful since the application of the
checks in the [JKRS21] table do not only depend on the holder of the tested session itself,
but also on its peer.

Our formulation of GAKE security thus essentially re-applies this table to all the peers
of the considered tested session that are currently participating in the GAKE run. In this
way, we can reduce the problem of analyzing trivial attacks for a session and all its peers to
the problem of analyzing trivial attacks for this session and a single peer. We note that the
semantics of these tables define when an attack is valid. In this sense they encode properties
of non-trivial attacks. By setup all other attacks are deemed trivial. So to make this useful in
the group setting we require that for all of the pairs of parties, the attacker hasn’t performed
a trivial attack.
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Fig. 2: Logical implication sequence from KEM to GAKEpgs with intermediate steps.

We note that our GAKE definition holds for any polynomial-sized groups, in particular
for groups of size 2. This implies a definition for classical AKE as well. However, conceptually
the exposition of our algorithms is structured into rounds, where every party has to apply
the same algorithms. This allows us to specify algorithms independent of classical roles like
initiator or responder. However, when proving the security of our GAKE from the underlying
UAKE we have to relate the UAKE roles of initiator and responder to the behaviour of two
adjacent parties in the GAKE using terms like predecessor and successor.

1.3 Related Work

There has been considerably less research activity on GAKE than on classical two-party
AKE. A nice overview of the existing notions of group AKE can be found in [PRSS21].

The protocol from [DBO05] is similar to BD. It relies on DDH and signatures to achieve
PFS. It supports dynamic groups and only requires two rounds. We note that while we
require three rounds to get PFS, it was shown in [Kra05] for 2-party AKE that if the
underlying protocol is only implicitly authenticated (e.g., via KEMs), then a protocol cannot
achieve PFS in two rounds.

The protocol in [ADGK19] can be thought of as a lattice-based variant of the BD protocol
that is secure under the Ring-LWE assumption. Correspondingly it is passively secure and
needs additional authentication mechanisms for active security. To this end, the authors
propose the application of signatures. It is generally unclear how to do this in an efficient
and tightly secure manner in the post-quantum setting. The security model of [ADGK19]
does not allow the attacker to reveal secret state information.

The work in [PQR22] focuses on tight security. It also takes the BD protocol as a basis
and presents a tight proof in a security model that does not allow the attacker to reveal secret
state information. The construction applies the efficient Schnorr signature scheme to protect
the protocol against active attacks and achieve authentication. We deviate from these two
approaches by considering tight security in strong models that allow MEX attacks. Moreover,
we use a novel authentication mechanism that relies on KEMs instead of signatures. This
allows us to obtain efficient instantiations based on previous works. Our instantiation in the
classical setting considers the highly efficient DDH-based scheme introduced in [JKRS21].
In the post-quantum setting we can apply the recent scheme of [PWZ23a] that is based on
the LWE assumption. However, from the description of the scheme in [PWZ23a] it is not
immediately clear if it can be applied to our transformation when used in the group setting.
The problem is that the correctness of the scheme is only shown to hold with probability
(1 — 2z) where z = negl(x). This can be problematic when bounding the probability that all
N = poly(k) KEM applications that are required in a run of the GAKE protocol provide
correctness because (1—negl(x))" is only overwhelming if z is statistically small. Fortunately,
we can show that z is indeed statistically small [PWZ23a).

Recent works on AKE aim at achieving tighter security reductions in the QROM [HKSU20,
PWZ23b, PRZ24]. The first AKE protocol proven secure in the QROM [HKSU20| suffers
from a square-root security loss in the random oracle model. This was improved in [PWZ23b]
that provides a QROM proof with a loss only linear in the number of users. The resulting
scheme only provides weak forward secrecy. Very recently, via an additional key confirmation
move [PRZ24], this was lifted to a protocol that provides perfect forward secrecy, also with
a linear loss in the number of users.

Another interesting work related to ours is the authentication compiler of Katz and Yung
that constructs actively secure GAKE from a passively secure one. Essentially the paper
proposes to authenticate all messages with digital signatures schemes as in the BD protocol.



However, their analysis does not account for attacks that reveal ephemeral states. Also they
do not specifically consider tight reductions. Our result, in contrast, uses authentication
based on KEMs that provides efficient instantiations in the DH setting and the PQ-setting.
At the same time, our solutions are tightly secure.

In 1999, Mayer and Yung have proposed a construction of group AKE from two-party
AKE [MY99]. The model that they use is comparatively weak and does not consider attacks
that reveal state information. Also, they rely on key exchange with mutual authentication
that — when used in a ring setting — requires each party to be authenticated twice. Our
solution based on UAKE, authenticates parties only once and is thus more efficient, while
featuring tight security. Similarly, the work presented in [ABGSO07] considers a compiler from
AKE to GAKE. Again, the security model is weaker than ours and does not allow to reveal
state information in the GAKE. As in [MY99] the compiler requires the computationally
more complex notion of AKE whereas we solely require UAKE.

UAKE protocols and their security notions were previously studied in [DF17] and [MTC13],
where the former proposes a 2-round forward-deniable and forward-secure UAKE from
KEMs that is very similar to ours and the latter focuses on universal composability (UC)
security. Further, [TY22] studies anonymity of UAKE. The main focus of these works is to
study UAKE protocols themselves, whereas we use UAKE as a building block for GAKE.
Hence, our security notion is tailored to be as weak as possible to enable our transformation,
which makes it presumably weaker than (or incomparable to) the ones given in these works.

We mention that our notion of security covers key compromise impersonation (KCI)
security for GAKE as introduced by [GBG09]. Whereas [GBG09] can be thought of as an
analogue of the security notion introduced in [Kra05], our notion rather generalizes the
stronger notion of [LLMO7].

Finally, we remark that GAKE is generally related to Group Continous Key Agreement,
a notion that has gained much interest [ACIJM20,CCG*18, ACDT20, KPPW*21] in the last
years. More formally, the authors of [BDGT22| provide initial results showing that weakly-
secure variants of these primitives are indeed equivalent. We believe that this relationship
will become much clearer in the future where we expect GAKE to be an essential primitive
used in the setup phase of CGKA protocols to establish key material for the first time. It
is thus very helpful that our protocol provides security even in case the attacker obtains
secret state information. This seems helpful in CGKA constructions to achieve the intricate
notions of post-compromise security that CGKA protocols try to guarantee in a provably
secure way.

2 Preliminaries

For a positive integer N, let [N] := {1,...,N}. For a set S, let |S| be the cardinality of
S; moreover, s < S denotes that s is sampled uniformly at random from S. We use the
abbreviation [B] to represent the bit set to 1 when the boolean statement B is true, and 0
otherwise.

By y + A(x), we denote that on input z € X, the probabilistic algorithm A returns
y € Y. Otherwise, by y := A(z), we denote that on input z, the deterministic algorithm
A returns y. By A°, we denote that the algorithm A has access to oracle O. We say that
probabilistic algorithm A has min-entropy g if for all outputs ¢’ € Y we have Pr[y = ¢/: y +
A(z)] <27+

Following [Sho04], we use code-based games. An adversary is a probabilistic polynomial
time algorithm. Let G be a game, for an adversary A, G* = 1 denotes that the output of
game G running with adversary A is 1. All the games that will be introduced later have two
fixed oracles, INITIALIZE and FINALIZE, which can be queried at most once, as the first and
last query respectively. The output of the game is the output of the FINALIZE query.



3 Unilateral Authenticated Key Exchange

We will first define unilateral authenticated key exchange (UAKE), which is a two-party
protocol where only one party authenticates to the other. We will only focus on two-message
protocols (but note that the syntax can be extended trivially).

SYNTAX. A two-message unilateral authenticated key exchange UAKE := (Setup, KeyGen,
Beg, Derg, Derg) consist of five polynomial-time algorithms:

— par < Setup(1®): The probabilistic setup algorithm Setup takes as input the security
parameter k in unary and returns global system parameters par that implicitly define
message space T, the public key space PIC, the secret key space SK and the key space
K.

— (pk,sk) < KeyGen(par) : The probabilistic key generation algorithm KeyGen takes as
input the parameters par and returns a public key pk € PK and a secret key sk € SK.

— (M, st) «+ Beg(pk): The probabilistic initial algorithm Beg takes as input a public key
pk and returns a message M; € T and a state st.

— (Ms, K) < Derg(sk, M) : The probabilistic derivation for the responder algorithm Derp
takes as input a secret key sk and a message M; and returns a message M € T and a
key K € K.

— K = Derp(pk, Ma,st) : The deterministic derivation for the initiator algorithm Derpg
takes as input a secret key pk, a message Ms and a state st and returns a key K € K.

Note that only the party I save a state information, even if only the party R has long-term
keys. Then, R can derive immediately the session key K after receiving the message of I,
cf. also Figure 3 below.

I R (pk, sk)
(M, st) < Beg(pk) M
st (M2, K) + Derg(sk, My)
-
K := Derp(pk, Ma,st) M,

Fig. 3: Syntax of a two-message unilateral key exchange protocol.

Definition 1 (Correctness of UAKE). We say that UAKE is p-correct, if for any par <
Setup(1”) we have:

(pk, sk) < KeyGen(par),
_ g | (Mi,st) < Beg(pk),
ProK =K1 (M, K) « Der(sk, M), | =7
K’ := Derg(pk, Ms, st)

and the probability is over the random coins consumed by the algorithms of UAKE.

Now we introduce the definition of min-entropy for UAKE. This is extremely useful for the
theorems we will introduce.

Definition 2 (Min-Entropy of UAKE). We say that UAKE has min-entropy p if:
— It has key min-entropy u' > p: for any pk’ € PK we have Pr[pk = pk’: (pk,sk) <«
KeyGen(par)] < 27 for some par.
— It has min-entropy u” > p of Beg: for any M{ € T we have Pr[M; = M]: (M, st) +
Beg(pk)] < 27+ for some pk € PK.
— It has min-entropy p" > p of Derg: for any M3 € T we have Pr[My = Mj: (Ms, K) <
Derg(sk, My)] < 27" for some sk € SK and M, € T.



3.1 Security for UAKE

We consider N parties Py,..., Py (for an easier notation sometimes we use n to refer to
P,) with long-term key pairs (pk,,sk,), n € [N]. An interaction between two parties is
called session, and to each session are associated an identification number sID and variables
defined on sID.
— ini[sID] € [N] denotes the initiator of the session.
— res[sID] € [N] denotes the responder of the session.
— type[sID] € {“In”, “Re”} denotes if the initiator or the responder computes the session
key.
— I[sID] denotes the message sent by the initiator.
— R[sID] denotes the message sent by the responder.
— state[sID] denotes the state.
— sKey[sID] denotes the session key. In case a party does not accept, this variable will be
set to rej.
Moreover, we use the following boolean values to store which queries the adversary made.
— corr[n] denotes if long-term secret key of party P, has been given to the adversary.
— revState[sID] denotes if the state has been given to the adversary.
— peerCorr[sID] denotes if the peer of the session is corrupted and its long-term key has
already been given to the adversary at the time the session key is derived.
Let us now define what it means for two sessions to be (partially) matching. As in two-party
key exchange, the notion of partially matching sessions is used to define if two parties have
communicated with each other and so revealing session secrets of the first will also reveal
secrets of the second. Partially matching sessions take into account that parties have to
accept at distinct points in time: the party responsible for sending the last message will
accept independent of whether the attacker modifies the last message on transit or not.
We will later use our general methodology and derive a definition of partially matching for
GAKE protocols that is intuitively based on a repeated application of the two-party notion.
This simplifies the exposition greatly.

Definition 3 (Partially matching session for UAKE). The session sID is partially
matched with session sID* if the following conditions are satisfied.

1. The sessions have the same initiator and responder, (ini[sID], res[sID]) = (ini[sID*], res[sID"]).
2. The messages of the initiator are identical, I[sID] = I[sID"].

3. The types of the sessions are distinct, type[sID] # type[sID*].

4. The type of sID is “In”, type[sID] = “In”.

Definition 4 (Matching session for UAKE). Two sessions sID and sID* are matching

if the following conditions are satisfied.

1. The sessions have the same initiator and responder, (ini[sID], res[sID]) = (ini[sID*], res[sID"]).
2. The messages of the initiator are identical, I[sID] = I[sID"].

3. The messages of the responder are identical, R[sID] = R[sID"].

4. The type of the sessions are distinct, type[sID] # type[sID"].

OW-SECURITY. We define security in a one-way game, where the adversary has to compute
the session key of a target session of its choice. The full game is given in Figure 4. The adver-
sary can create parties using the KEYGENERATION oracle. It can send and relay messages
between the parties using oracles Beg, Sperj,, Spers- It can reveal the state of sessions and
corrupt parties via REV-STATE and CORRUPT, respectively. Further, we allow the adversary
to check for session keys using oracle CHECK. If the session is fresh when the oracle is queried
and the key is correct, then we set a flag attFound which will also be the final output of the
game, i.e., the adversary wins whenever this flag is set.

In order to rule out trivial attacks, we use attack tables as introduced in [JKRS21] to
describe which queries the adversary is allowed to make for an attack. We give two tables, one



GAMES OW-UAKE-Gx Spery (SID, Mz)
INITIALIZE 27 if state[sID] = L : return L
00 cnt =0 //session counter 23 if sKey[sID] # L : return L
01 N:=0 29 (4,r) == (ini[sID], res[sID])
02 attFound := 0 30 peerCorr[sID] := corr|[r]
03 par < Setup(1*) 31 st := state[sID]
04 return par 32 K = Derp(pk,, Ma,st)
33 R[sID] := M,
KEYGENERATION 34 sKey[sID] :== K
05 N ++ 35 return e
06 (pky,sky) < KeyGen(par)
07 return pky REV-STATE(sID)
36 if type[sID] # “In” : return L
Seeg((#, 1)) 37 revState[sID] := true
08 if (i,7) & [N]* : return L 38 return state[sID]
09 cnt ++
10 sID := cnt CORRUPT(n)
11 (ini[sID],res[sID]) := (4,r) 39 corr[n] == true
12 type[sID] := “In” 40 return sk,
13 (M, st) « Beg(pk,)
14 I[sID] == M, //store initiator message ~CHECK(sID, K)
15 state[sID] := st 41 if K= 1 :return L
16 return (sID, M) 42 if attFound =0 :
43 if sKey[sID] = K
Spery (3, 7), M1) and UVALIDx(sID) = true :
17 if (4,7) & [N])* : return L 44 (5", k") = (sID, K)
18 cnt ++ 45 attFound :=1
19 sID := ent 46 return [sKey[sID] = K]
20 (ini[sID], res[sID]) == (4, )
21 type[sID] := “Re” FINALIZE
22 (Ma, K) < Derg(sk,, My) 47 return attFound
23 I[sID] == My
24 R[sID] := M, //store responder message
25 sKey[sID] :== K
26 return (sID, M3)
UVALIDx (sID™)
48 (¢, r*) == (ini[sID*], res[sID*])
49 M(sID*) := {sID | (ini[sID], res[sID]) = (i*, r*) A I[sID] = I[sID*] A R[sID] = R[sID"]
A type[sID] # type[sID*|} //matching sessions
50 P(sID*) := {sID | (ini[sID], res[sID]) = (:*,r*) A I[sID] = I[sID*] A type[sID] = “In”
A type[sID] # type[sID*]} //part. match. sess.
51 AttackTable := Table la /by default we define PFS
52 if X = WFS then AttackTable := Table 1b /it defining WF'S use other table
53 for attack € AttackTable:
54 if attack = true:
55 return true
56 return false

Fig.4: Games OW-UAKE-Gx for a two-message UAKE. Adversary A has access to ora-
cles O = {INITIALIZE, KEYGENERATION, Sgeg, SDery, SDer s REV-STATE, CORRUPT, CHECK,
FINALIZE}. Helper procedure UVALIDy verifies the validity of attacks against the UAKE
protocol. Attack tables are given in Table 1.

capturing perfect forward secrecy (cf. Table la) and the other one capturing weak forward
secrecy (cf. Table 1b) for UAKE protocols.

Each table is parameterized by an initiator * and responder r* session. Note that only
the responder has a public key, hence we only need to consider corruptions of that party.
The initiator on the other hand holds a state, however, we do not allow the adversary to
reveal the state for any session it wants to attack. Even though this could be achieved
for some cases, we will see that it is not necessary to allow this attack for our following
transformations. Similarly, we also omit a session key reveal oracle. This way, we relax the
security definition as much as possible to allow for most efficient instantiations, while still
achieving the strongest target notion for the final group AKE protocol.

We explain Table la in more detail, the other table can be read in a similar way. Line
(0) captures that if a protocol has not sufficient entropy, then the protocol should not be
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(2) (-, long-term) - | - |“Re”| F|n/a| 0| F
(3) (-, long-term) - |F|“In”| F|n/a|0|n/a|0
(a) Attack table for perfect forward secrecy
PN —la A
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‘ (0) multiple partially matching sessions ‘ - ‘ - ‘ - ‘ - ‘ - ‘ - ‘ - ‘>1‘
(1) (-, long-term) -|-| - |F| F |1 -
(2) (-, long-term) - |- |“Re”|F|n/a| 0| F |1
(3) (-, long-term) F|-|“In”"| F|n/a|0]n/a

(b) Attack table for weak forward secrecy

Table 1: Attack tables for UAKE protocols. The difference lies in the time when the peer can

be corrupted in an actively attacked session. An attack is regarded as an AND conjunction of

variables with specified values as shown in the each line, where “~” means that this variable
o«

can take arbitrary value, “F” means “false”, “n/a” indicates that there is no state which can
be revealed as no (partially) matching session exists.

considered secure. If this is the case, it should be possible for an adversary to create a session
that has multiple (partially) matching sessions, so whenever this happens, we consider it
a valid attack which lets the adversary win directly. Line (1) is for sessions that have a
matching session. These can be of type “In” or “Re” and in this case we allow the adversary
to reveal the responder’s long-term key, but (as explained above) we never allow to reveal
the initiator’s state. Line (2) captures partially matching sessions which are always of type
“Re”. For those, we also allow the responder to be corrupted. Line (3) captures sessions
that do not have any (partially) matching partner session. Since Table la looks at perfect
forward secrecy, we allow to reveal the responder’s secret key after the session key has been
computed, which is captured by variable peerCorr. We only consider sessions of type “In”
since the initiator has no long-term secrets and sessions of type “Re” can never be secure
when being actively attacked.

For completeness, we give the table for weak forward security of UAKE protocols in
Table 1b. It is very similar to Table la, the only difference is that the peer cannot be
corrupted at all if the adversary was active.

Definition 5. We define the game OW-UAKE-Gx for X € {PFS,WFS} as in Figure 4. The
advantage of an adversary A against UAKE in this game is defined as

Adviaxe(A) = Pr[OW-UAKE-GY = 1] .
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3.2 From WPEFS to PFS Secure UAKE

We construct a UAKE protocol UAKEpgs with perfect forward secrecy from a UAKE pro-
tocol UAKEwrs with weak forward secrecy and two hash functions H, Hykey. The idea is
that the session key of UAKEwrs will be used twice: to derive the UAKEpgs session key and
to compute a key confirmation hash which is sent together with Ms. An illustration of the
protocol is given in Figure 5.

I R (pk, sk)

(My,st) + Beg(pk) M

(Ma, K') < Dery(sk, Mi)
t == H(pk, M1, Ma, K')
K’ = Der’y(pk, Mo, st) (Mo, t) K = Hueey (pk, My, Mo, K')
if t # H(pk, M1, Ma, K') : reject
K = Hykey(pk, M1, M2, K")

st

Fig. 5: Protocol UAKEpgs = (Setup, KeyGen, Beg, Der,, Der’y) constructed from UAKEwgs =
(Setup, KeyGen, Beg, Derg, Derg) and random oracles H, Hykey-

Observe that the construction does not introduce any new primitives at all. Hence, correct-
ness is preserved from the underlying UAKEwEs.

Lemma 1. If UAKEwgs has correctness p=1—1/2" for some v € 2(k) then UAKEpgs has
overwhelming correctness at least p.

Theorem 1 (UAKEwes to UAKEpgs). Let UAKEwes be (1 — 1/2Y)-correct and with min-
entropy p. Let ¢ be the lower bound for the dimensions of the tag space and key space. For
any adversary A against OW-UAKE-Gpgs with protocol UAKEpgs, there exists an adversary
B against OW-UAKE-Gwgs with protocol UAKEwgs such that

N2 4+ 52 + Sqro N S+ qko +qon | 28
2H 2¢ u '

AdVEZSKEpFS (A) < AdV\L/JV/-'\:IEEWFs (B) +

where N is the number of queries that A and B make to the key generation oracle, S is the
number of sessions that A and B create, and qro and qcyp, are the number of random oracle
and check queries that A makes. Further, the running time of B is about that of A.

We give the full proof in Appendix A and we want to give a brief intuition here. It is indeed
very similar to the proof for AKE in [PRZ24], adapted to the UAKE case. For this, note
that the only difference between the weak and perfect forward security is that in the latter
the adversary A is allowed to query corrupt after the session is completed even if there is no
matching session. We will show that due to the key confirmation tag, A can never complete
a session for which the peer was not corrupted. More specifically, A has to forge a valid tag
t. For this, it has to compute the underlying UAKE key and query it to the random oracle.
Hence, we can construct a reduction which extracts the key and wins game UAKEws.

4 Group Authenticated Key Exchange

We define group authenticated key exchange (GAKE), which is an N-party protocol, with
N > 2, where all parties authenticate to each other. We consider three-round broadcast
protocols where each round corresponds to a message broadcast. The execution is exemplified
in Figure 6.

11



P; (pk;, ski) Pi

(m, st) < Begin(sk;, {pk;}jer,) (4, mi)
Mi =A{(G, m) }ier:

(i, st) < Respond(sk;, st, M) (i, i)

M = {(G, ")) }iem,
(’L‘a mi)

M = {(§, ™) }jep,

(7, st) < Final(sk;, st, M)

K = Derive(sk;, st, M)

Fig. 6: Execution of the GAKE algorithms in a protocol run.

We indicate with P = { Py, ..., Py} the set of all potential members. Before the first run
of the protocol, each party P, € P runs the algorithm KeyGen to get their own long-term
public and secret keys (pk,,,skn).

Our GAKE protocol allows all parties in a group P’ C P to establish a common secret
group key. For a party P, we define P,, := P’ \ {P,,} the set of the peers from the point of
view of P,. The following provides a detailed explanation of how our GAKE protocol works
and offers proper syntax.

SYNTAX. A group authenticated key exchange protocol GAKE := (Setup, KeyGen, Begin,
Respond, Final, Derive) consists of six polynomial-time algorithms:

— par  Setup(1¥): The probabilistic setup algorithm Setup takes as input the security
parameter k in unary and returns global system parameters par that implicitly define
message space T, the public key space PIC, the secret key space SK and the key space
K.

— (pk,sk) < KeyGen(par) : The probabilistic key generation algorithm KeyGen takes as
input the parameters par and returns a public key pk € PK and a secret key sk € SK.

— (m,st) < Begin(sk, {pk;}jep) : The probabilistic first round algorithm Begin takes as
input a secret key sk and a set of public keys {pkj}jep of the peers P C N and returns
a message m € 7 and a state st.

— (7n, st) < Respond(sk, st, M): The probabilistic second round algorithm Respond takes a
secret key sk, a state st, and a set M of extended messages M = {(7, m)}. Each extended
message is a pair consisting of an index 7 € N and a message m € T. The algorithm
returns a message m € 7 and an updated state st.

— (i, st) < Final(sk, st, M) : The probabilistic third round algorithm Final takes a secret
key sk, a state st, and a set of extended messages M = {(i, )} with index i € N and
message M € T, and returns a message m € 7 and an updated state st.

— K = Derive(sk, st, M) : The deterministic derivation algorithm Derive takes a secret key
sk, a state st and a set of extended messages M = {(i, )} with index i € Nand m € T,
and returns a group key K € K.

Definition 6 (Correctness GAKE). Given N parties, we say that GAKE is p-correct,
if for any par < Setup(1*) we have:

Vi € [N] : (pk;, ski)  KeyGen(par),
) < Begin(sky, {pk; }je(nv)\ (1))
i) < Respond(sk;, st;, M), Zp

)

( t
PI‘ K]_:':KN (m»“st
( t
K; := Derive(sk;, st;, M;)

where M = {(,m;) Ve gy, Mi = {0, 75) ey, and Mi = {0, ) ey gy and
the probability is over the random coins consumed by the algorithms of GAKE.
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To each new run of the group key protocol we assign a unique identification number sID
and variables which are defined relative to sID. We call such a run a session.
— holder[sID] € [N] denotes the holder of the session.
— peers[sID] C [N] denotes the peers of the session.
— I[sID], R[sID], F[sID] denotes the extended message sent by the holder in the first, second
and third round respectively.
— M(sID], M[sID], M[sID] denotes the extended messages received by the holder in the
first, second and third round respectively.
— state[sID] denotes the state.
— gKey[sID] denotes the group key.
— stage[sID] € {2,3,4,5} is used to model that the algorithms of each session are executed
in a specific order.

Moreover, we use the following boolean values to store which queries the adversary made.
— corr[n] denotes if long-term secret key of party P, has been given to the adversary.
— revealed[sID] denotes if the group key has been given to the adversary.
— revState[sID] denotes if the state has been given to the adversary.
— peersCorr[sID] denotes if one of the peers is corrupted and its long-term key has already
been given to the adversary at the time the group key is derived.

Let us now define what it means for two sessions to be partially matching for GAKE proto-
cols. This follows the same motivation as in the definition for the two-party case.

Definition 7 (Partially matching session). Two sessions sID and sID* are partially
matching if the following conditions are satisfied.
1. The sessions have distinct holders, holder[sID] # holder{sID"].
2. The extended messages in the first round are identical, I[sID] U M([sID] = I[sID*] U
M(sID].
3. The extended messages in the second round are identical, R[sID] U M(sID] = R[sID*] U
M(sID].

Definition 8 (Matching session). Two sessions sID and sID* are matching if they are
partially matching and additionally, we have: -
4. The extended messages in the third round are identical, F[sID] U M[sID] = F[sID*] U

M(sID"].

SECURITY NOTION. We give the full description of the security game in Figure 7. In contrast
to the UAKE game, this game models key indistinguishability. The interfaces are however
very similar. We allow the adversary to create parties via KEYGENERATION. It can create
groups and send messages to its members via oracles SESSIONg, SESSIONR, SESSIONg, DER.
Here, we not only allow to reveal the state and long-term keys of parties, but also session
keys. Security is captured by the TEST oracle which can be queried multiple times. All
queries are answered with the same bit b.

Similar to UAKE, we use an attack table to describe valid attacks. Here, we only define
the stronger notion of perfect forward secrecy in Table 2 since this is our target notion. One
can define weak forward secrecy by modifying the table similar to the UAKE notions. Intu-
itively, we aim for the strongest notion possible where the adversary is allowed to query either
the long-term key or the secret state of any party in the group, even if the corresponding
session of any group member will later be queried to TEST.

We now describe Table 2 in more detail. As for UAKE, we let the adversary win directly
if the protocol does not have sufficient entropy. Further, we iterate over all peers of a session
to detect trivial attacks. More specifically, we look at the holder of the session and then at
each group member individually. Depending on whether this group member has the same
view as the holder, which we determine by the checking whether they have a (partially)
matching session, we allow the adversary to reveal long-term keys or states.
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GAMES GAKE-Gprs,

INITIALIZE
00 cnty =0 //scssion counter
01 N:=0
02 S=92 //set of test sessions

03 par < Setup(1"™)
04 return par

KEYGENERATION(par)

05 N ++

06 (pky,sky) < KeyGen(par)
07 return pk,

SESSIONB (7, P;)

08 if P; Z [N] : return L

09 if i ¢ [N]: return L

10 if ¢ € P; : return L

11 cnty ++

12 sID := cnty

13 holder[sID] := ¢

14 peers[sID] :== P;

15 (my,st) < Begin(ski, {pk;}jep;)
16 I[sID] :== {(i, ms)} //store first extended message
17 state[sID] := st

18 stage[sID] := 2

19 return (sID, m;)

//subset of known pks
/key material exists
//all public keys distinct

(2]

SESSIONR (sID, M)

20 parse {(j, mj)}jep; = M

21 if stage[sID] # 2 : return L //session not created

22 if |[M| # |peers[sID]| : return L //correct no. msgs.

23 if {j | Im; s.t. (j, m;) € M} # peers[sID] : return L
//all partners have sent messages

24 (i, P;) == (holder[sID;], peers[sID])

25 peersCorr[sID] := \/ corr[j]

26 M[sID] := M

27 (7, st) <— Respond(sk;, state[sID], M)

28 R[sID] := {(%, )} //store second extended message

29 state[sID] := st

30 stage[sID] := 3

31 return (sID, ;)

N

o

JEP;

REVEAL(SID)
32 revealed[sID] := true
33 return gKey|[sID]

SESSIONF (sID, M)

34
35
36
37
38
39

40
41
42
43
44
45

DER(sID, M)

46
47
48
49
50
51
52
53
54
55
56
57

REV-STATE(sID)

58
59

CORRUPT(n)

60
61

TEST(sID)
if sID € S : return L

62
63
64

FINALIZE(D')
for sID* € S:

68
69
70
71
72

revState[sID] := true

corr[n] := true

parse {(j, ) }jep, = M

if stage[sID] # 3 : return L

if | M| # |peers[sID]| : return L

if {j | 3my s.t. (§, ;) € M} # peers[sID] : return L
(i, P;) == (holder[sID1], peers[sID1])

peersCorr[sID] :=\/._, corr[j]

M[SID] = M

(i, st) + Final(sk;, state[sID], A1)

F[sID] == {(4, m:)} //store third extended message
state[sID] := st

stage[sID] := 4

return (sID, m;)

JEP;

parse {(j, m;) }jep;, = M

if stage[sID] # 4 : return L

if | M| # |peers[sID]| : return L

if {j | 3m; s.t. (j, m;) € M} # peers[sID] : return L
if gKey[sID] # L : return L Jkey already computed
(i, P;) == (holder[sID1], peers[sID1])

peersCorr[sID] := \/jepl corrlj]

M[sID] :== M

K := Derive(sk;, state[sID], M)

gKey[sID] := K

stage[sID] := 5

return ¢

return state[sID]

return sk,

if gKey[sID] = L : return L
S =S U{sID}

Kg = gKey[sID]

K+ K

return K;

/multiple test sessions
for P € peers[sID*] :
if GVALIDprs(sID*, P) = false :
return 0
return b’

//no valid attack

GVALIDprs (sID*, P)
73 4% := holder[sID"]

74 9M(sID*, P) := {sID | holder[sID] = P A I[sID] U M([sID] = I[sID*] U M[sID*]
A R[sID] U M[sID] = R[sID*] U M[SID*] A F[sID] U M[sID] = F[sID*] U M[sID*]}

75 B(sID*, P) := {sID | holder[sID] = P A I[sID] U M[sID] = I[sID*] U M[sID*]
A R[SID] U M([sID] = R[sID*] U M[sID*]}

76 if revealed[sID*] or (3sID € M(sID™, P) : revealed[sID] = true)

or 3sID € M(sID*, P) s.t. sID € S:
77  return false
78 for attack € Table 2
79  if attack = true :
80 return true
81 return false

//part. match. sess. to P

//session or partner revealed
// Test was asked for two partnered sessions

Fig.7: Games GAKE-Gprs, for GAKE, where b € {0,1}. Adversary A has access to or-
acles O := {INITIALIZE, KEYGENERATION, SESSIONp, SESSIONR, SESSIONF, DER, REVEAL,
REV-STATE, CORRUPT, TEST, FINALIZE}. Helper procedure GVALIDpgs captures perfect
forward secrecy and verifies the validity of attacks against the GAKE protocol. If there
exists any test session which is not valid, the game will return 0.
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‘ (0) multiple partially matching sessions ‘ - ‘ - ‘ - ‘ - ‘ - ‘ ‘ - ‘ >1 ‘
(1) (long-term, long-term) - - F| F |1 - -
(2) (state, state) F|F|-|- - 1] - -
(3) (long-term, state) -|F|-|F| - 1 - -
(4) (state, long-term) F|-|-|-|F |1]| - -
(5) (long-term, long-term) -|-|F|F|n/a|0| F |1
(6) (state, state) F|F|-|-|n/a|0]| - 1
(7) (long-term, state) -|F|-|F|n/a|0 - 1
(8) (state, long-term) F|-|F|-|n/a|0| F |1
(9) (long-term, long-term) -|-|F|F|n/a|0|n/a|0
(10) (state, state) F|F|-|-|n/a|0]|n/a|0

Table 2: Attack table describing valid attacks for perfect forward secrecy. An attack is
regarded as an AND conjunction of variables with specified values as shown in the each
line, where “—~” means that this variable can take arbitrary value, “F” means “false”, “n/a”
indicates that the result is trivially “false” because of the definition of (partially) matching
sessions.

— Attacks (1)-(4) deal with matching sessions, where we essentially capture all combina-
tions of reveal queries.

— Attacks (5)-(8) capture partially matching sessions which are the same as (1)-(4), except
that we need to look at the state of those sessions in set 3.

— Attacks (9)-(10) look at sessions where the peer does not hold a session with the same
view (hence, the adversary actively modified communication). Here, we need to be more
restrictive since the adversary can pick some of the states itself, in which case we cannot
allow it to also reveal the long-term key.

Definition 9. We define the game GAKE-Gprs p, for b € {0, 1} as in Figure 7. The advantage
of an adversary A against GAKE in this game is defined as

Adviixe(A) = |Pr[GAKE-Gfrs ; = 1] — Pr[GAKE-Girs o = 1]

5 GAKE from UAKE

We construct a GAKE protocol from a UAKE protocol as shown in Figure 8. Each party will
run the UAKE protocol twice to generate two fresh symmetric keys. While doing this, each
party uses the first UAKE run to authenticate itself to the predecessor (acting as responder
in the UAKE), and the other to authenticate its successor (acting as initiator). In the second
phase, each party will encrypt the key that it shares with its predecessor to its successor. In
this way, shared keys will only be made available to parties that have been authenticated.
In the final step, each party will step-wisely compute all the pairwisely shared keys and use
them to derive the final group key.

To protect critical information from the attacker, we will encrypt the state information
with the long-term key. The state information consists of all the information that needs to be
pertained between rounds for the the protocol to work properly. To simplify, we will in our
description encrypt all state information. Indeed some of the state information of sessions
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can be derived by the attacker publicly. Encrypting the entire state information allows us
to abstract and more generically describe the mechanisms we use.

Remark 1. One may view the state encryption as a weaker variant of the NAXOS trick
[LLMO7] that is sufficient to capture state attacks that reveal the information that needs to
be stored between rounds. In contrast to long-term secrets, this information may be more
easily accessible (and may not be securely erased from memory). This definition of state
attacks is weaker since it cannot model compromise or manipulation of randomness. However,
when considering tightness, the latter is also much harder to achieve. For example, when
using the NAXOS trick, the reduction must be able to output “valid-looking” randomness
for all sessions since it does not know which ones will be tested.

We will rely on perfect forward secrecy of UAKE to achieve perfect forward secrecy of GAKE,
hence we refer to the protocols as UAKEpgs and GAKEpgs, respectively. We will later explain
why the same implication does not seem to directly hold for weak forward secrecy.

5.1 Correctness

It can be shown that the final construction has overwhelming correctness if the underlying
UAKE has overwhelming correctness.

Lemma 2. Consider the construction in Figure 8. If UAKEpgs has overwhelming correctness
p=1—1/2" for some v € 2(k) and the attacker makes q queries overall, then GAKEpgs
has overwhelming correctness at least 1 — q/2°.

Proof. Assume UAKEprs has overwhelming correctness p = 1 — 1/2 for some v € 2(k).
First, observe that by setup this is the only source of non-perfect correctness in the entire
protocol construction. Also observe that if UAKEpgs has no correctness errors at all, then we
will not have any correctness error in our GAKEpgs construction as well. So we only have to
analyse the influence of UAKEpgs on the overall correctness. Now, since a single application of
UAKEpgs has overwhelmingly high correctness p, a ¢g-time application of UAKEpgs will result
in a correctness of at least (1—1/2%)%. This can be lower bounded via (1—1/2%)9 > 1—¢q/2"
for some arbitrary polynomial ¢ = ¢(x) due the Bernoulli’s inequality, which shows that the
resulting correctness is still overwhelming. O

5.2 Security

We now prove the security of our construction. Informally, if UAKE has perfect forward
secrecy, then the resulting GAKE also has perfect forward secrecy. This is captured in the
following theorem.

Theorem 2 (UAKE to GAKE). For any adversary A against GAKE-Gprs ;, with protocol
GAKEpgs with N parties that establish at most S sessions and issues at most q queries to
the oracles, there exists an adversary B against OW-UAKE-Gpgs of a protocol UAKEpgs with
min-entropy p and correctness (1 — 1/2%), such that

S + N SH,. San,,
AdvERS e, (A) < Advie, . (B) + 218 T 4C | Oy | ey

2K 27 27
SH g, N N? 4+ §2 N N?2+3S5% ¢, L4
‘ICGAKEPFS| 2K 2K 2¢ v’

where all hash functions are modeled as random oracles and the running time of B is about
that of A.
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Setup(1™) Final(ski, st;, M)

00 par < Setupyake(1”) 28 parse {(j, M) }jer; = M
01 return par 29 parse (IV, ) = st;
30 st; == Hg(IV, k) ® @ .
KeyGen(par) 31 parse (pkyp; ~1s Kiake,i s by prd[i, 7], sceli, 7, stuae, prai,«))
02 (pkyake; skuake) = KeyGenyaye (par) = st
03 k<« {0,1} 32 M= ((1,m0), ..., (Pl + 1, 7p, 41))
04 return (pk,sk) := (pkyake; (Skuake, k)) . N N
= ((w(1), Mrry)s - - - (TPl + 1), Ty i41)))
Begin(ski,pk,, {pk}scr) 33 Kune i) = D (PKon ) T ) SUAE )
05 compute the bijection 7() with 7 ([|P:| 4+ 1]) = P; U {i} 34 Koae prolin) = Hprij(KUAKEjprd”’w]’ Moratie)» )
— ,
st PK" = (pki, o, PR, 41) = (PKr(1)s - -+ PRy 1)) 35 Kisecliyn] = H“keY(KleKE.th) .
is lexicographically ordered 36 Kprdi,n),i = Hukey (KUAKE, prd[i,x)» M)
06 h = Hu(PK') 37 m; = Heag (Kprd(i,n), i) @ Kiscelin]
07 (M, prd[i,x]> StUAKE prd[i,x]) < Beg(PKyai,n)) 38 st == (Kpra[i,x), i Kisceli,x]> M, prd[i, 7], sccli, m])
08 m; == M prdi,m) 39 IV «{0,1}"
09 st; == (pkprd[i_w], mq, h, prd[4, 7], scci, 7)), Styake,prd[i, <)) 40 @ = Hg(IV, ki) @ st;
10 IV « {0,1}" a1 stj = (IV, w)
11 w:=Ha(IV, k;) & st; 42 return (7m;, st})
12 st = (IV,w) B
13 return (m;,st}) Derive(sk;, st;, M)

43 parse {(j, m)}jep; = M;

Respond(sk;, stj, M) 44 parse (IV,w) = st}
14 parse {(j, m;)}jep, == M; 45 st; == Ha(IV, k) ©@ @
15 parse (IV,w) := st; 46 parse (Kydli,r),i> Kisecli,n], M, prd[i, 7], scc[i, 7]) = st;
16 st; = Ha(IV, ki) ® w 47 j = sccli, )
17 parse (pKpq(;, s M, b, prd[i, 7], scc[i, 7], stuake, prafi,n) = Sti 48 repeat
18 M= ((1,m), .., (IPi| + 1, m{p,41)) 49 Kjsepjn] = Heag(Kprajx).5) © My
= ((w(1), M), - (WPl + 1), M2y 41))) 50 j = scc[j, 7]
19 R == Hewe (M, h) 51 until j =i
20 (Ma,i, Kuake,i) < Derr(skuake,i, Mscc[i,x]) 52 Mi=((1,m),- ., (IPil + 1, mp, 1))
21 mf[ =M, s = ((ﬁ(l)vm“(l))""!(w(lpf‘ +1>’m7f(\77L\+1)))
22 Kjake,i := Horkey (KUAKE, i milh) 53 K = (Kx(1),n(2)s - - - » Kn(1P1+1),7(1))
23 Sti = (PKera[i,m)s KUAKE, > 1205 h, prd [, ], sccli, 7], Stuare prafi]) 54 K = Heey (K, M})
24 IV {0,1}" 55 return K

25 @ = HﬁA(fVA, ki) @ st;
26 st = (IV, )
27 return (7, st;)

Fig.8: Generic construction of GAKEprs from UAKEprs = (Setupyaxe, KeyGenyake, Beg,
DerR, DerB).

Let us first sketch the proof. We proceed in a series of games. In the first steps, we
make sure that all outputs of the sessions are distinct by relying on the min-entropy of the
UAKE. Next, we exclude collisions in the random oracles. Finally, we assume that all UAKE
runs feature correctness. Each time this accounts only for a statistically small change in the
success probability of the attacker. Next we make the state of each stage independent of
all the initial values and secret parameters. At the same time, we ensure consistency by
adapting the random oracle used for state encryption to generate an output - on the fly -
that is used to encrypt the state. In fact, the reduction creates it such that it can successfully
appear to have encrypted the state beforehand. In this step, we essentially exploit that the
hash function in the state encryption is modeled as a random oracle. After that, we change
how the keys K|, AkEg,; are computed and make them independent of all previously computed
values while guaranteeing consistency with all the queries of the attacker. Again, we exploit
that the underlying hash function is used as a random oracle. We now have that uKey’ is
now independent of uKey. Now we partition the space of all sessions into two categories.

1) The set of sessions that still, when tested, could amount to a subset S of valid attacks

(with respect to the predicate GVALID).

2) The set of sessions for which we already have certainty, that they can never amount to

a valid attack in §.

Specifically, we will show that sessions of type 1) imply the existence of an algorithm that
breaks the underlying UAKE scheme. Put differently, the attacks in 1) will correspond
to an attacker that can compute the UAKE key in a non-trivial way. For the remaining
sessions we will next apply an argument which guarantees that the keys KJ, AKE,prd[holder[sID] 7]
and K, AKE, holder[sID] 1€ indistinguishable from random. This accounts for an additional
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statistically small change in the success probability. As a result, we now only consider group
keys that are indistinguishable from random (with overwhelming probability).

Remark 2. One might wonder whether we can use our WFS-secure UAKE (without the
additional hash) to construct WFS-secure GAKE. However, if UAKE is only WFS-secure,
the resulting GAKE protocol does not seem to be WFS-secure. This is because the active
adversary can always compute one UAKE key, wait until all parties have sent their third
messages and recompute the second UAKE key to send its own message. This is not possible
when using UAKE with key confirmation because the adversary will not be able to authen-
ticate towards its predecessor. Hence, the predecessor will not send the third message and
prevents the above attack.

Proof (Theorem 2). Let A be an adversary against GAKE-Gprs , with protocol GAKEpgs as
defined in Figure 8. We consider the sequence of games in Figures 9 to 11.

GAME GO,b' This is the same as GAKE-Gprs 3, except for small changes. We store the un-
encrypted state in an additional variable state’[sID] and do not decrypt it explicitly. This is
only conceptual. We also implicitly exclude collisions and if a collision happens at any time in
the game, the experiment aborts. We also make sure that key pairs and messages are distinct.
Using the fact that UAKEpgs has min-entropy u, the upper bound for key collisions is N2 /24
and for message collisions, it is S2/2#. Moreover, we assume that values k,, for n € [N], and
IV, IV, IV (at most S for each one) are distinct, and this is provided with probability at
most (N2+4382)/2%. In the end, we aim for all random oracle outputs to be unique. Assuming
( is the lower bound for all dimensions of the random oracle outputs, collisions are excluded
with a probability of at most ¢%/ 2¢, where gro < ¢. All the probabilities above also follow
from the birthday bound. Finally, in this step we abort if any of the UAKE runs of the
challenger do not feature correctness. However, as analysed before this only happens with
probability ¢/2°.
We get
‘Pr[GAKE—GéFS_’o = 1] — Pr[GAKE-Gfs , = 1]| <

N> +8%  gie+35° | 4
+‘1KG +‘1Ro+£

|PI‘[G64,0 = 1] — PI‘[Gél = 1” + ow 9K 2% v’

GAME G, ;. In games G, ,, we make the state of each stage independent of all the initial
values and secret parameters. At the same time, we ensure consistency by adapting the
random oracle Hg+ to generate an output - on the fly - that is used to encrypt the state
(actually the reduction creates it such that it can successfully appear to have encrypted the
state beforehand). Now the initial values are computed in the REV-STATE oracle and the
long-term secret values k, are computed in the CORRUPT oracle. We raise flag BAD;y in
line 27 (Fig. 11) and abort if the REV-STATE oracle chooses an initial value IV that was
issued, together with the secret key of the corresponding holder of the session, to the Hg
oracle before. The probability that BADy is raised for one specific IV is at most qrg/2",
where grg indicates the number of queries issued to the REV-STATE oracle and grs < gq.
An union bound gives us

Sqrs . (1)

2!{

PI‘[BAD]‘/] S

We also raise flag BADy, in line 38 (Fig. 11) and abort if, for the chosen secret value k,
computed by the CORRUPT oracle, there exist an initial value IV such that both were
issued to the Hg+ oracle before. The probability that BADy, is raised for one specific &, is at
most go /2%, where ¢¢ indicates the number of queries issued to the CORRUPT oracle and
gc < ¢. Again, an union bound gives us

Pr[BAD,] < % 2)
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GAMES G, -G, ,
INITIALIZE

00 (enty, N,S) = (0,0,2)
01 par SetupUAKE(l )
02 return par

KEYGENERATION

03 N ++

04 (pkyake, n> Skuake, n) 4= KeyGenyue (par)
05 ky < {0,1}"

06 (pky,skn) = (Pkyaxe,n» (Skuake, N, kn))
07 (pky.skn) = (Pkyake, n» (skuake, v, L))
08 return pky

/Go,p
/Go,s
/G

SESSIONg (i, P;)
09 if Pi Z [NJor i ¢ [N]or i € P;:return L
10 cnty ++
11 sID = cnty
12 holder[sID] := ¢
13 peers[sID] :=
14 compute the bijection () with 7 ([|P;| 4+ 1]) = P; U {4}
st PR = (pK, -, PRy 1) = (PRrays - -5 PRy 1)
is lexicographically ordered
h = Hu(PK")
(M]‘prd[z,ﬂ']»StUAKE,pvd[iJr]) <« Beg(PKpra(i, )
= M, prdli,x]
st, = (pkprd ]y s Ty prd[i, 7], scc[i, 7], Stuae, prd[i,«])
IV « {0,1}"
w = HSI(IV, ki) @ st;
I[sID] == {(i,m:)}
state’[sID] == st;
state[sID] :== (IV, w)
state[sID] :=
stage[sID] := 2
return (sID, m;)

15
16
17
18
19
20
21
22
2
2
25
26

/Goyp
/Goys

w

/Go,p
/G

=

SESSIONg (sID, M)
27 parse {(j, m))}jep, = M
28 if stage[sID] # 2 or | M| # |peers[sID]| : return L
29 if {j | Im; s.t. (j, m;) € M} # peers[sID] : return L
30 (i,P;) := (holder|[sID], peers[sID])
31 pccrsCorr[sID] = V/€P1 corr|j]
32 M([sID] :==
33 parse (pkp,d t,]» My by prd[i, ], secld, 7], stuake, prafi,«])
= state’[sID]
= ((1,m1),....(I1Pi| + 1, 7”\73 \+1))
= () may)s s (T (Pl + 1) i)
h = Hee (M, h)
(Ma,i, Kuake,i) < Der r(skuakE, i, Msccli,x])
mi = Ma;
Kiaxe,: = Horkey (Kuake, 1, iz, b))
sti == (PKora(i,n]» KOAKE, 1> T1tis h, prd[i, 7], scc[i, 7], Stuake prafi.x))
IV « {0,1}"
@ = Hg(IV, ki) ® st
R[sID] := {(i, )}
state’[sID] = st;
state[sID] == (IV, @)
state[sID] :==
stage[sID] := 3
return (sID, m;)

34M

35
36
37
38
39
40
41
42
43
44
45
46
47

/Goys
/Gob

/Goyp
161

SESSIONF (sID, M)

25 parse {(j, 7n)hier, = A
49 if stage[sID] # 3 or | M| # |peers[sID]| : return L
50 if {j | 3m; s.t. (j, my) € M} # peers[sID] : return L

51
52
53
54

(i, P;) == (holder[sID], peers[sID])
peersCorr[sID] = Vieﬂ corr[j]
M([sID] := M .
parse (pkprd (i,m]> KOake i s b, prd[i, ], secli, ], stuake prfi,])
= state’[sID]

M= (), (1P + 1 7l 1)

= (((1), m«(l)) ----- S (w(Pil + 1), e (1141)))

KUAKE prd[i,x] = DerB(pkprd (i) Mprd[i, ] » SEUAKE prel[i,])
KUAKE pvd[1 ] = Horicey (KUAKE prdi, 1> Mprd i, ”)
Kiseetin) = Hukey (K{axe.1» M) .
Kwd[t w),i = Hukey<KuAKE prd[i,x]> M:)

g = tag(Kprd tiyal i) D K scliyn]
sti == (Kprdi,nl,i» Ki,sceli,x]» M, prd[i, 7], scc[i, 7] )
IV « {0,1}"
W= Hg(IV, k) @ st;

[bID] = {(i,m:)}
state’[sID] = st;
state[sID] == (IV, o)
state[sID] := o
stage[sID] :=
return (sID, ;)

69

DER(sID, M)

70
71
72

parse {(j, m))}jep; == M
if stage[sID] # 4 or |M| # |peers[sID]| : return L
if {j | Imy s.t. (j, my) € M} # peers[sID] : return L

73 if gKey[sID] # L : return L

74 (i,P;) == (holder[sID], peers[sID])

75 peersCorr[sID] := \/,_p, corr[j]

76 M[sID] = M

77 parse (Kpd(i,x),ir Kisceli,n), M, prd[i, 7], scc[i, 71]) := state’[sID]
78 j = sccli, w1

79 repeat

80 Kjsccljin] = Hlag(vad[j-W]-i) @ m;

81  j:=scclj,

82 until j =1

83 M= (L}, ., (1P + 1, il 1)

= ((w()y ), - (TPl A+ 1), (g 41)))
84 K= (Ko r@); - - Kn(pen.2)
K = Hgey (K, M 1)
gKey[sID] :=
stage[sID] :==
return e

88

FINALIZE(D')

89 for sID* € S:

90  for P € peers[sID*] :
91 if GVALIDprs(sID*, P) = false :
92 return 0

93 return b’

/G
/6o

/Go.p
/G

Fig.9: Games G ;, G, , for the proof of Theorem 2. Adversary A has access to oracles

O

{INITIALIZE, SESSIONp, SESSIONR,, SESSIONf, DER, REVEAL, REV-STATE, CORRUPT,

TEST, Hge+ , Hpk, Hgkey, Hukeys Hetxt, Heag Hprkey, FINALIZE}, where oracles TEST and REVEAL
are defined as in Figure 7 and all other oracles are defined in Figure 11.

Then, from equations 1 and 2 we have

|P1"[ b= 1] =

Pr[G b= 1] <

Sqrs + Nqc
2l€

GAME G, ;,. This is a bridging step. We essentially change how the keys K, AKE,; are com-
puted and make them independent of all previously computed values while guaranteelng
consistency with all the queries of the attacker. We also introduce two helper variables,
uKey and uKey’, that store the keys Kyakg ; and KL/,AKE7i for later use if needed.

Pr[Géb = 1]

= Pr[Gfb =1].
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GAME G, , SESSIONF (sID, M)
INITIALIZE 46 parse {(j, ;) }jep, = M
00 (ent1, N,S) = (070_79) 47 if stage[sID] # 3 or |[M| # |peers[sID]| : return L
01 par « Setupyaxe (1) 48 if {j | 3my s.t. (j, ;) € M} # peers[sID] : return L
02 return par 49 (4,P;) = (holder[sID], peers[sID])
50 peersCorr[sID] := Vie?»“ corr[j]
KEYGENERATION 51 M(sID] = A1 :
03 N ++ S . L2 . .
52 k , K i Wi, by prd[i, 7], , 7|, st rd[i,
04 (Pkuyaxe, v skuae,n) = KeyGenyaye (par) Tz::te(f’[sm[].,«] UAKE, » Tty h, prd[i, ], scc[i, 7], Stuae, pri,=])
g: gﬁfnkﬁ = (Pkuake,n» (skuake.n, 1)) 53 M= (L), .., (1P + 1,7, 1))
" = ((w(1), Ma)s - oo (TPl + 1), M (pig41)))
SESSIONg (7, P;) 54 KyAKe,prd[i,x] = DerB(Pkp,d[f,W],fnpm[i,n],StUAKf.prd[f.«])
07 if Pi Z [N] or i ¢ [N] or i € P; : return L 55 Kl/JAKE,pvd[1,7r] = Horkey (KUAKE prai.x], Mprdi.x] 1) /G
08 cnty ++ 56 if 3sID’ s.t. holder[sID’] = prd[i, 7] and A[sID’] = h
09 sID := cnty and K{ake, pdiholderfsin/],«) = K # L /Gap
10 ho]de[r[sl]i)] = 57 Kjakeprapin = K" /Gay
11 peerssID] := P 58 i Horkey [ KUAKE, prai,n]» Mlprfi s 1] = K # L - /G
12 compute the bijection 7() with = ([|P;| + 1]) = P; U {4} P [ UIY*KE':[ i) Heealiin] ) >0
,. / / . 59 Kiae,prain) = K /Gap
s6. PR = (P, o PKip 1) 5= (PRaays oo Py 1)) 60 else /Gay
. Z;lzc):ckogg;ig)hmally ordered 61 KGAKEYPM[M] - {(3 1} y /Ga
M ° ) B K 62 Kisecli,m] = Hukey (K{ake,i» M)
14 (M prdfi,x]» SLUAKE prd[i,] ) <— Beg(pl pyd[i,,r]) 63 Koitins = Husey (K} M')
15 m; = My pegfisn) Sprdlim] i == ukey LR UAKE prafi, )2 Vi
16 sti = (PKyyari,n)» Mis by prd[i, ], sccli, ], stuaxe, prafi,x]) 64 1M 1= Huag (Kprafi,r, i) © K”Sfc[i'"] i .
17 I[sID] := {(i, m:)} 65 st; = (Kprd[i,n),i> Kisceli,x]» M, prdli, 7], scc[d, 7))
18 state’[sID] =st; 66 F[SI]?] = {(6,ma)}
19 state[sID] := o 67 state’[sID] = st;
. 68 state[sID] := o
20 stage[sID] := 2 ) "
21 return (sID, m;) 69 stage[sID] == 4
70 uKey/[sID] = Kupwe,plio /Gayp
SESSIONR (sID, M) 71 uKey [5123] = Kl;AKE-vvd[i.piJ /Gy
e T 72 return (sID, m,
22 parse {(j, mj)}jep; = M o
23 if stage[sID] # 2 or | M| # |peers[sID]| : return L _
24 if {j | Imy s.t. (j, m;) € M} # peers[sID] : return L DER(sID, M) - ~
25 (i,P;) := (holder[sID], peers[sID]) 73 parse {(j, m;) }iep, =M
26 peersCorr|[sID] := vi(P corr[j] 74 if stage[%ID] #4 or |M| # |peers[sID]| : return L
27 M[sID] = M 75 Tf {j | 3m; s.t. (j, m;) € M} # peers[sID] : return L
28 parse (pKyq(;, |, M, h, prd(i, 7], sccli, 7], stuake, prafi,x]) e zf gPI()ey[bI(E] lj L[ :I]thurn [LID])
— state’[sID 77 (i,P;) = (holder|sID], peers|s.
29 M, ; ?(167[;{)] (P 1, m‘/p 1) 78 peersCorr[sID] :== Vjeﬁ corrlj]
= (7(1), Money)s - ((Pi] 4 1), meipny) 79 MSID] = M 7 ,
30 h= Hewe (M, h) 80 parse (Kprd(i,x],i» Kisceli,n], M, prd[i, 7], scc[i, 7)) := state’[sID]
31 (Ma,i, Kuake,i) < Derr(Skuake, i, Msccfi,x]) 81 j:= sccli, )
32 = Mo 82 repeat
33 K{ake.i = Horkey (KUAKE. i, 1, ) /Gy, ©3 Kj.scc[;,w[] ::]H(ag(KprdL;_w],j> @ m;
. L . 84 j == scc[j, T
34 if Hokey[Kuaxe,i, i, ] = K # L : /Ga. J = secl)s
35 KZAKyEi — K’ //Gj Z 85 until j =i
. X , _ iy
26 else /Ga 86 M = ((1,7”1),,..,(‘7)1“+1,TVL|P”+1))
37 Kjake < {0,1}7 //Ga.y = ((r (@), M), ((Pi| + 1), M (py41))
38 st; = (PKpra (i, m Kake, 15 M0, h, prd[i, m], scc[4, 7], Stuake prdi,x)) 87 K= (Ko r), o Kr(pl1).m1)
39 R[sID] = {(4, ;) } 88 K := Hye (K, Mj)
40 state’[sID] := st; 89 gKey[sID] := K
41 state[sID] := o 90 stage[sID] :
42 stage[sID] := 3 91 return ¢
43 uKey|[sID] := Kuyake,: /Gayp -
44 uKey'[SID] = Kjaxe.q /G FINALIZh(b*)
45 return (sID, ;) 92 for sID" € S :
93 for P € peers[sID"] :
94 if GVALIDprs(sID*, P) = false :
95 return 0
96 return b

Fig.10: Game G, for the proof of Theorem 2. Adversary A has access to oracles
O = {INITIALIZE, SESSIONg, SESSIONR, SESSIONF, DER, REVEAL, REV-STATE, CORRUPT,
TEST, He+ , Hpk, Hgkey, Hukeys Hetxt, Heag Hprkey; FINALIZE}, where oracles TEST and REVEAL
are defined as in Figure 7 and all other oracles are defined in Figure 11.

GAME Gg,b- In the previous game we have already changed the way uKey’ is computed. In

particular, it is now independent of uKey while the simulation is still consistent. This holds

for all sessions. Now we partition the space of all sessions into two categories.

1) The set of sessions that still, when tested, could amount to a subset S of valid attacks
(with respect to the predicate GVALID).

2) The set of sessions for which we already have certainty, that they can never amount to
a valid attack in S.

Specifically, we will show that sessions of type 1) imply the existence of an algorithm that

breaks the underlying UAKE scheme. Intuitively, the attacks in 1) will correspond to an

attacker that can compute the UAKE key in a non-trivial way. Essentially, the conditions
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require sID to be a session that has successfully computed an UAKE key in SESSIONR (or

SESSIONy ) via a successive run of Beg and Derp (or Derp). Technically, in this step, we abort

if the attacker has raised flag BAD in lines 68 and 73 (Fig. 11). We now need to show that

whenever this happens, we can immediately break the security of the underlying UAKE.

The flag BAD is only set in case some preliminary conditions are fulfilled. This is the case

if there is a specific query w = (K, m, h) to the random oracle Hppey such that:

i) the query w has never been queried before to Hprkey;

ii) there exists a session sID that has helper variable uKey — which is either Ky AKE, holder[sID]
of the holder of that session (case (a)) or Kyake prd[holder[siD],] Of the predecessor (case
(b)) — be equal to K;

iii) the hash of the context so far A[SID] = Hegt(M;[sID], A[sID]) is equal to h;

iv) the message m is equal to the message Mpolderfsip] i case (a) and Mpygholder[siD],] N
case (b).

Now, the flag will only be set if additionally in case (a), we have that there is a non-
trivial attack when testing sID with peer sccholder[sID], 7] and in case (b) there is a non-
trivial attack with peer prd[holder[sID], 7]. All these conditions map to a specific non-trivial
attack that transfers to an underlying attack on UAKEpgs: if there is a non-trivial attack
on GAKEprs under these conditions we have that any of the lines (0), (1), (2), or (3) in
Table la are fulfilled. We show this by analyzing what — under the conditions i), ii), iii),
iv) respectively — a non-trivial attack on the GAKE protocol means. Importantly, we show
that under these conditions, attacks on the GAKE protocol will always result in an attack
on the UAKE protocol.

Let us begin by considering the reduction in Figure 12 and 13. Observe that the output
distribution of the queries INITIALIZE, KEYGENERATION, SESSIONg, SESSIONR, SESSIONg,
CORRUPT, DER, TEST, FINALIZE and all outputs of the queries to the random oracle are
distributed like in Game 2, except for Hprey. Thus, we need to formally show that Hppey, and
REV-STATE are distributed like in Game 2 unless the GAKE attacker breaks the underlying
UAKE security game.

Let us begin with REV-STATE. The introduced changes will complete the state of the
GAKE with the state of the underlying UAKE if needed. By the modifications made in the
last games, we have ensured that in no other place the state of the underlying UAKE is
required. Also, observe that the format of the full state of the GAKE protocol means that
only the last part of it refers to the underlying UAKE. So by appropriate projections, the
state state’[sID] can give information on both the underlying UAKE state and the remaining
state of the GAKE.

Now, let us have a look at the remaining query Hpney. It makes the underlying UAKE
decide whether there has actually been a non-trivial attack on session sID*. To this end, it
calls the CHECK query of the UAKE. We will in the following detail which subset of the
attacks on the GAKE will correspond to an attack on the UAKE by comparing the attack
tables that both schemes use. The query Hprey uses the CHECK query of the UAKE to
identify if the input session key is consistent with some session sdenty [sID] or sdents[sID].
Let us begin our analysis of the conditions in the attack tables: first, we consider all GAKE
attacks that would imply an attack on the UAKE according to line (0) in Table 1a. Such
an attack happens if, in any UAKE run, there is a receiver session such that there are
multiple initiator sessions that share the first message with the receiver (partially matching
sessions). However, since we have already excluded collisions in the first message due to its
high entropy this is impossible.

Let us now consider Table 2. Consider lines (0) to (8). The lines all imply that there
are two neighbors that have matching sessions since a partially matching session in GAKE
implies a fully matching session in the underlying UAKE. Since the underlying UAKE has
high entropy, we have that the GAKE attack of line (0) can be excluded with overwhelming
probability. We remark that, for the GAKE to have partially matching sessions, two sessions
must agree on the first two messages. However, each communication partner participates in
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Hlag(K) Hgkey<K,7M)
00 if HuglK] =t # L 22 if Mgy [K',M] = K # L
01  returnt 43 return K
02 ¢+ {0,1}7 44 K < Kcake
03 if 3sID s.t. K = Kpd[nolder[siD],x],holder[sip] and 45 if 3ID s.t. K’ = K[sID] and M = Mj, qerpoip) © //Ge.s
GVALIDprs[sID, prd[holder[sID], 7]] = true : /Gsy 46 for P € peers[sID] : /G
04 BADr = true /Gsp 47 if GVALIDprs[sID, P] = true : /Ge.s
05 abort /Gs,y 48 BADg := true /Ge,»
06 Hug[K] =1 49 abort /Ge.»
07 return t 50  return gKey[sID] /Ge.»
51 Hgeey[K', M] :=
Hukey (K, M) 52 return K
08 if Hyy K\ M] = K # L
09 return K H,i (PK)
10 K « {0,1}" 55 if Hp[PK] = h # L
11 if 3sID s.t. K" = uKey'[sID] and 54  return h
M = M gertorn) © /Gayy 55 h {0,117
12 if GVALIDprs[sID, scc[holder[sID], 71]] = true : /Gy 56 Hu[PK]:=h
13 BADy = true /Gy, 57 return h
14 abort /Gus
15 return Kjoider(sID] scc[holder(sID],x] /Gap  Hea(M, B)
16 if 3sID s.t. K’ = uKey’[sID] and 58 if Hepa| M, 1] =h # L
M= Mholder sID] * /Gsy 59  return h
17 if GVAL lI)PFS[SID prd[holder([sID], 7]] = true : /Gay 60 h < {0,1}"
18 BADy = true /Gap 61 Hee[M,B]:=h
19 abort /Gay 62 return h
20 return Kpgjholder[siD],x],holder[sID] yiom
21 Huey[K',M] = K Horkey (K, m, h)
22 return K 63 if Hpey[K,m, h] = K" # L
64  return K’
REV-STATE(sID) 65 K' « {0,1}7
23 revState[sID] := true 66 if 3sID s.t. K = uKey[sID] and m = mMyolder(siD)
24 if state[sID] :Ko: /Gy and h = hfsID] : /Gay
25 _IV «{0,1} /G 67  if GVALIDpes[sID, scclholder[sID], 7] = true : //ng,,
26 if Hsee [TV, Bnolderfsip)] # L /G gg BAD = true /G,
3,
27 BAD,y = true /Gy 69 abort /Ga s
28 abort . /G 70 return uKey'[sID] //Ga.y
29w+ {0,1} /Gis 71 if 3ID st K = uKey[sID] and m = myq[nolder(siD]]
30 if corrfholder[sID]] = true : , /Gy and h— iL[SID] . /Ga
31 Hae [V, Knotderferny] = w & state’[sID] IC1s 72 if GVALIDprs[SID, prdfholder[sID], 7] = true: /Gy,
32 state[sID] := (IV, w) /Giy 73 BAD = true //G,’
33 return state[sID] 74 abort //G‘,j’b
[sID) //GM
Conrurt(n) o H ey .
34 corr[n] == true 77 reptuyrn 'K”
35 if k, = L : /Gy
36 kn{0,1}"° /Gy . 3
37 Hf 31V st Hae [IV, k] # L /Gy %W Kookl
38 BADj;, := true 161 79 return ;9
39 abort /Gip 80 {011}5
40 sk = (skuake,n, kn) /G 81 if 3sID, w s.t. k = nolaerfsip) A state[sID] = (IV,w) = /Gy,
41 return skn 82 = w & state’[sID] /Giy
83 Ha«[IV, k] == ¢
84 return ¢

Fig.11: Additional oracles for games GO,b'G2,b in Figure 9 and Figure 10 where Hg+ €
{HStv H§t7 Hs_t}

generating one of the messages via a contribution of high entropy messages. But, due to the
previous modifications of the security game where we excluded collisions, we will not see
the same message twice. So we can consider the lines (1) to (8) in the GAKE table that
will transfer to sessions of the UAKE that have a single matching session. By definition
of non-trivial GAKE attacks, we have that for both, the tested session and the partnered
sessions, it must hold that state and long-term key will never be revealed at the same time.
Both scenarios can be simulated efficiently without immediately presenting a trivial attack
according to the UAKE definition. The PFS notion guarantees that we cover corruptions of
the long-term key. (For this, WFS would actually be sufficient at this point in the proof.)
Importantly now, albeit for non-tested sessions revealing the state of the GAKE can be
transferred to revealing states in the UAKE, now the state of the UAKE will never be
revealed.
The underlying argument is that by revealing the state of the GAKE, the attacker only
obtains the encrypted UAKE state w = Hg(IV, k) + st (or @ = Ha(IV, k) + st or @ =
Hs(IV, k) + st). Moreover, the adversary can only obtain (with overwhelming probability)
the current underlying UAKE state (st, st, or st) at all, by obtaining not only the long-
term key k via a CORRUPT query but also the initialization vector (IV, IV or IV) via a
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REV-STATE query. We emphasize that by the changes introduced in the previous games,
there is indeed no other way for the attacker to obtain the UAKE state: since it is modeled
as a random oracle, the output of Hgi+ does not reveal anything about its inputs. It is drawn
as a uniformly random output and independent of any other values. Additionally, & will
never be used for any other purpose than computing encrypted states. As it is part of the
long-term key it will never be accessible via state revealing. The initialization vectors will
likewise never be used for any other purpose besides state encryption. Moreover, they will
only be stored in the state of sessions and are not part of the long-term key.

Now let us consider the remaining lines in the GAKE table, (9) and (10). These lines
indicate no partially matching session exists for the tested session. However, since the un-
derlying UAKE protocol has only two moves, this can either transfer to the existence of a
partially matching session in the UAKE table — line (2) — or the lack of it — line (3). We
note that in both cases we can exploit the PFS property of the UAKE in case the attacker
corrupts the holder of the test session.

Now consider lines (9) and (10) more closely and let us restrict our attention to the
sub-case where in the resulting UAKE table we have partially matching conversations, i.e.
the first message has not been modified on transit. With the same arguments as before
on state encryption, the conditions in the GAKE table for both lines guarantee that the
attacker will never see the secret state of any of the sessions. This in particular holds for the
computations of each GAKE session that correspond to the computations of the responder in
the underlying UAKE protocol. So this particular sub-case of attacks on the GAKE protocol
will always transfer to an attack according to line (2).

Finally, consider the remaining sub-class of attacks that are characterised by the lack of
sessions that do not have partially matching sessions with the tested session in the underlying
UAKE, i.e. they do not share the first message. The last line of the UAKE table essentially
says that in case no oracle shares the first message with the tested oracle, then all other
oracles might as well be fully under the control of the attacker. We do not require the peer
to be corrupted and have no other requirements on the remaining oracles (since they are not
fully nor partially matching the tested oracle). Also, the two lines in the GAKE table make
sure that there is no corruption of the holder of the tested session at all. So in particular,
there is no “early” corruption where peersCorr[sID*] is true. Due to the state encryption
this immediately guarantees that the UAKE state of the tested session is never revealed.
Thus, this sub-case transfers to the sub-case (3) of the UAKE table.

To win, the adversary must successfully guess a crucial input to the computation of
Kuyake,; or K| ake,; and thus would be able to compute these keys directly. In particular, the
attacker has generated an input to the random oracle Hyne, that constitutes a valid attack.
This now immediately reduces to the OW-UAKE-G security game.

|Pr[Gs', = 1] — Pr[Gs', = 1]| < Pr[BAD] < Adv{jixe,. (B) -

GAME G, ;. We raise flag BADp in lines 13 and 18 (Fig. 11) and abort if there exists a session
sID such that a (prime) predecessor UAKE key K|, AKE, prd[holder[sTD],«] OF & (prime) successor
UAKE key K{jp«e holdex[sID] have been queried (in a valid attack) with the predecessor or,
respectively, the successor as peer. The probability that BAD ;; is raised for a specific derived
key is at most gn,,, /27, where g, are queries issued to random oracle Hyey and g, < ¢.

An union bound, over the number of sessions, gives us

ukey

SqH,e
IPr[G;', = 1] — Pr[Gg!, = 1]| < Pr[BADy] < TT”.
GAME Gj ,. We raise flag BAD 7 in line 04 (Fig. 11) and abort if there is a session sID
such that a derived predecessor key Kpdjnolder[sID], 7], holder[sID] 18 issued in a valid attack. The
probability that BAD 7 is raised for a specific Kyrafnolder[siD], ], holder[stD] 1S at most gu,,, /27,
where gy, are queries issued to random oracle Hpg and gy,,, < ¢. Again, an union bound
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24
25
26
27
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30
31
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33
34
35

N

36
3
3
3
4
41
4

O © 0o N

N

Adversary B°
INITIALIZE

00 (cnty, N, S) (0,0, 2)

01 par I\uuALuL

02 return par
KEYGENERATION

03 N ++ o

04 pky <+ KEYGENERATION(par)
05 return pky

SESSIONB (7, P;)
if Pi Z [N]or i ¢ [N] or i € P; : return L

compute the bijection 7 () with ([|P;| + 1]) = P; U {4}

s.b. PK' = (pky, .o PK{p, 1) = (PKaays - - -5 PR py 1))
is lexicographically ordered
= Hu(PK')
cnty ++
sID := cnty
(sIDuake,1, M|) < Sgeg (i, prd[i, 7])
sdent [sID] == sIDyake,1
hOldLI‘[bID]
pee
m;
sti = (PKoai,x)» Mi» by prd[d, ], scc[d, ]) //One element short

I[sID] := {(¢,m:)}
state’[sID] = st;
state[sID] := o
stage[sID] == 2
return (sID, m;)

SESSIONg (sID, M)

parse {(j, m)}jep; = M

if stage[sID] # 2 or | M| # |peers[sID]| : return L

if {j | 3my s.t. (j, my) € M} # peers[sID] : return L

(i, P;) := (holder[sID], peers[sID])

peersCorr[sID] := vje?’l corrl[j]

M([sID] ==

parse (pky(; > M, h, prd[i, ], scc[4, 7))
:= state’[sID]

M= ((1,m1), ..., (IPi] + 1, mip, \+1))

((m(1), m,,(l)) 4444 (7 (Pl + 1),

/:L = Hctxt(MLh>

(sIDyaKE,2, Ma) <= Spery ((sccli, 7], 7), Msecfi,x])

sdenta[sID] == sIDyake,2

M (| Pif+1)))

m; == Mo
Kinke: < {0,1}7 R
sti = (PKeprapi,r) s K{ake,i» i, b, prd[i, 7], scc[i, 7))

//One element short
RESID] = {(i, o)}

state’[sID] = st;
state[sID] :=
stage[sID] == 3
uKey[sID] := L
uKey'[sID] := K{ake i

return (sID, 7;)

SEsSIONF (sID, M)

43
4
45
46
4

48
49

IS

9

50

51
52

53
54
55
56
57
58
59
6
61
6
6
64
65
6

o

W N

>

parse {(j, ) byep, = M
if stage[sID] # 3 or |[M| # |peers[sID]| : return L
if {j | Iy s.t. (4, ;) € M} # peers[sID] : return L

(i, P;) := (holder[sID], peers[sID])
pfeersCorr[sI]?] = VjEPi corr[j]
M[sID] := M

parse (pkprd[z.ﬂ']v Klpre,i» iy b, prd[i, 7], sccli, 7))
= state’[sID]

MI (1, my), . s (IPil + 1, fp,41))
= ((m(1), Mn (), -+ (W(Pi| + 1), iy 41))
€ — SDe,B(sdcntl[sID] mp,d[L )

if 3sID’ s.t. holder[sID'] = prd[z 7] and A[sID] = h
and K{age, prdholder [sID], 7] = K" # L:

Kiaxe, prdfi,x] "=
else

KGAKE,prd[;,,w] «{0,1}7
Ki sccfin] = Hukey (K{ake,i» M) .
Kordlin),i = Hukey (KUake prai, ) M)
mi Htag( prd[i, 7] 1) D K, Jsccli, ]
sti = (Kprd[i,x), is Ki,sccli,x]» M, prd[d, 7], sccli, 7))
F[sID] := {(4, m:)}
state’[sID] = st;
state[sID] := o
stage[sID] :== 4
uKey[sID] := L
uKey'[sID] := K{axe, prd[i,pi]
return (sID, m;)

i

DER(sID, M)

6
6
69
70
71
7
73
74

o ~

N

parse {(j, m) }jep, == M

if stage[sID] # 4 or | M| # |peers[sID]| : return L

if {j | 3my s.t. (j, m;) € M} # peers[sID] : return L

if gKey[sID] # L : return L

(i, P;) := (holder[sID], peers[sID])

peersCorr[sID] := Vje?ﬁ corrlj]

M([sID] == M

parse (Kpjix),i» Kisceli,n]» M, prd[i, 7], scc[i, 7]) := state’[sID]

75 j = sccli, 7]

76
7
78
79
80

81
82
8
8
85

N

repeat
Kjseeljyn) = Huag (K,
J = scclj, ]
until j=1¢
M= ((1,my), ..., (|Pi] + 1, 7"\7’ 1+1))
= (1), ), (P 1),
K = (Kx(1)m(2); - - >aK7r(\7’\+l).7r(l))
K = Hauey (I, M?)
gKey[sID] :== K
stage[sID] :=
return e

prdj,n,) © My

M (|P;]+1)))

FINALIZE(D')
for sID* € S:

86
87
88
89
90

for P € peers[sID*] :
if GVALIDprs(sID, P) = false :
return 0
return b’

Fig. 12: Adversary B against OW UAKE-GpEs for the proof of Theorem 2. It has access to ora-
cles O == {INITIALIZE KEYGENERATION SBegs SDerys SDery; REV-STATE, CORRUPT, CHECK,

FI@EZE}. The remaining oracles are described in Figure 13.

gives us

GAME Gg ;. We raise flag BAD¢ in line 48 (Fig. 11) and abort if there exists a session sID
such that a sorted key K is issued in a valid attack for all the peers of the session. The

|Pr[Ggl, = 1]

— Pr[Gy, = 1]| < Pr[BAD7] <

SH,,
27‘

probability that BAD is raised for a specific K is at most qu,,, /|Kcakges |, Where gny,, a

queries issued to random oracle Hgkey and gy,

Pr[G5 » = 1] < Pr[BADg| <

24

, < ¢. An union bound gives us

Sy,
IKGAKEps|




REV-STATE(SID) Hoprkey (K, m, h)

00 revState[sID] := true 28 if Honkey[K, m, h] = K’ # L
01 if state[sID] = o : 29 return K’
02 IV« {0,1}" 30 K"« {0,1}"
03 if Hsex [TV, knowderfsip)] 7# L : 31 if 3sID s.t. m = Myeiderfrp) and h = h[sID] :
04 BAD;y = true 32 if CHECK(sdcnty[sID], K) = true:
05 abort 33 if GVALIDpgs[sID, scc[holder[sID], 7]] = true :
06w+ {0,1} 34 BAD := true
07 if corrfholder[sID]] = true : 35 FINALIZE
08 if stage[sID] € 2,3 : /extending state  3p abort
09 state’[sID] = (state’[sID], REV-STATE(sdenty [sID])) 37 return uKey'[sID] A
10 Hat= [TV, knolder[sip)] '= w @ state’[sID] 38 if 3sID s.t. m = Mpd[nolder(sin]) @and h = h[sID] :
11 state[sID] :== (IV, w) 39  if CHECK(sdcntz[sID], K) = true:
12 return state[sID] 40 if GVALIDprs[sID, prd[holder[sID], 7] = true :
41 BAD = true
CORRUPT(n) 42 FINALIZE
13 corr[n] := true 43 abort
14 if k, = L: 44 return uKey’[sID]
15 kn <+ {0,1}" 45 Horkey[ K, m, b] == K’
16 if IV st Ha [TV k) # L - 46 return K’
17 BADy := true
18 abort Hsex (IV, k)
19 skuakg,n ¢~ CORRUPT(n) 47 if Hee [TV, K] = p # L -
20 sky = (SkuakEe,n, kn) 48  return ¢
21 return sk, 49 ¢« {0, 1}2
50 if 3sID, w s.t. k = kholder[sip] A state[sID] = (IV, w) :
TEsST(sID) 51 ¢ = w P state’[sID]
22 if sID € S : return L 52 Heex IV, k] = ¢
23 if gKey[sID] = L : return L 53 return ¢

24 § =SU{sID}
25 Kg = gKey[sID]
26 K{ + K

27 return K;

Fig.13: Additional oracles for adversary B described in Figure 12.

Now, observe that the attacker does not have any advantage in distinguishing the session
key from a random key since for all non-trivial attacks the session key is a random key by
the modifications that we made in the sequence of games.

Combining all probabilities, we obtain the bound stated in Theorem 2. a

6 Final GAKE Protocol

We first describe how to construct UAKE from KEMs. Then we give the final construction
which uses all transformations from KEM to GAKE.

6.1 UAKE from KEMs

We introduce the syntax for key encapsulation mechanisms and provide the definitions of
correctness and min-entropy. The latter is extremely useful for the initial step of the security
proof of the UAKE based on KEMs.

SyNTAX. A key encapsulation mechanism KEM := (Setup, KeyGen, Encaps, Decaps) consist
of four polynomial-time algorithms:

— par < Setup(1®): The probabilistic setup algorithm Setup takes as input the security
parameter k in unary and returns global system parameters par that implicitly define
ciphertext space C, the public key space P, the secret key space SK and the key space
K.

— (pk,sk) + KeyGen(par) : The probabilistic key generation algorithm KeyGen takes as
input the parameters par and returns a public key pk € PK and a secret key sk € SK.

— (ct, K) < Encaps(pk): The probabilistic encapsulation algorithm Encaps takes as input
a public key pk and returns a ciphertext ct € C and a key K € K.
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GAME OW-PCVA-CR

INITIALIZE

00 (N, Lgxe, Lcorr, Lrev) = (0,2, 2, )
01 par < Setup

02 return par

KEYGENERATION(par)

03 N ++

04 (pky,skn) < KeyGen(par)
05 return pky

ENc(7)

06 (¢, K) < Encaps(pk;)

07 Lenc == Lenc U {(Z & K)}
08 return c

CORR(%)
09 Lcorr = Lcorr U {Z}
10 return sk;

REV (%, c)

11 if 3K s.t. (4,¢,K) € Lexo :
12 Lrpy = Lrev U {('Ly C)}
13 return K

14 return L

Cvo(i, c’)

15 if 3K’ s.t. (i, ', K') € Line : return L

16 K’ := Decaps(sk;, ¢’)
17 return [K' € K]

CHECK(%, ¢, K)

18 return [Decaps(sk;, ¢) = K]

FINALIZE(Z", ¢*, K™)

19 if (¢%,c¢", K*) ¢ Lgxc : return 0

20 if ¢* € Lcoogr : return 0
21 if (i*,¢*) € Lrev : return 0
22 return 1

Fig. 14: Game OW-PCVA-CR for KEM. Adversary A has access to oracles O := {INITIALIZE,
KEYGENERATION, ENC, CvO, REV, CHECK, CORR, FINALIZE}.

— K = Decaps(sk, ct): The deterministic decapsulation algorithm Decaps takes as input a
secret key sk and a ciphertext ct and returns a key K € K.

Definition 10 (Correctness KEM). We say that KEM is p-correct, if for any par +
Setup(1”) we have:

Pr[K = K’ | (pk,sk) < KeyGen(par), (ct, K) < Encaps(pk), K’ = Decaps(sk, ct)] > p.

Definition 11 (Min-Entropy of KEM). We say that KEM has min-entropy p if:
— It has key min-entropy p' > p: for all pk' € PK we have Pr[pk = pk’: (pk,sk) <+
KeyGen(par)] < 2=+ for some par.
— It has ciphertext min-entropy p"" > p: for all ct’ € C we have Pr[ct = ct’: (ct, K) +
Encaps(pk)] < 2#" for some pk € PK.

SECURITY NOTION FOR KEM. We recall the security notion recently used to analyze two-
party key exchange with key confirmation from [PRZ24], which is a multi-user version of
one-way security with corruptions under plaintext checking and ciphertext validity attacks.

Definition 12. The game OW-PCVA-CR is defined as in Figure 14. The advantage of an
adversary A against KEM in this game is defined as

AdvRe VA R(A) = Pr[OW-PCVA-CR* = 1] .

UAKE coNSTRUCTION. We construct a UAKE protocol from two KEMs as shown in Fig-
ure 15. Let us first prove correctness.

Lemma 3. Consider the construction in Figure 8. If both KEM® and KEM?® have over-
whelming correctness of at least p =1 —1/2Y for some v € 2(k) and the attacker makes q
queries overall, then UAKEwgs has overwhelming correctness at least 1 — q/2°=2.

Proof. We give a crude bound. The proof closely follows the proof of the main construction.
Assume each of the two KEM schemes has at least overwhelming correctness p = 1 — 1/27
for some v € §2(k). Observe that by setup the KEMs are the only source of incorrectness
in the entire protocol construction. Next, observe that if we condition the KEMs to have no
correctness error at all, then we will not have a correctness error in UAKEwrs as well. So we
only have to analyse the influence of the KEMs on the overall correctness. Now, since a single
application of a single KEM has overwhelmingly high correctness p the probability for both
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Setup(17) Derg(sk, Mi)

00 par® «+ Setup®(1*) 10 parse (pk® c%) = M;

01 par” + Setup”(1%) 11 (c% K*°) < Encaps®(pk®)

02 return par := (par®, par”) 12 KL := Decaps’(sk”, c*)
13 K == (K¢ Kb)

KeyGen(par) 14 My == c°

03 (pk*,sk%) «+ KeyGen”(par®) 15 return (Ms, K)

04 return (pk,sk) := (pk%, skX)
Ders(pk, M2, st)

Beg(pk) 16 parse (sk®, K%) := st
05 (pk®,sk®) « KeyGen®(par) 17 K° := Decaps®(sk®, M>)
06 (", K*) + Encaps”(pk") 18 K = (K, K")

07 My = (pk*, c*) 19 return K

08 st = (sk¢, K*)
09 return (M, st)

Fig. 15: Generic construction of UAKEwrs from KEM® and KEMZL.

KEMs to simultaneously have no correction error is lower bounded by p’ = p? > 1 —1/2v2.
A g-time call of the KEMs will thus result in a correctness of (1 — 1/2v=2)4. This can be
lower bounded via (1 —1/2°72)7 > (1 — q/2"~2) for some arbitrary polynomial ¢ = g(k)
which shows that the resulting correctness is still overwhelming. a

Theorem 3 (KEM to UAKEwgs). For any adversary A against OW-UAKE-Gwes with
protocol UAKEwes with N parties that establish at most S sessions and issues at most q
queries to the oracles, there exist adversaries B and C against OW-PCVA-CR security of
KEM® and KEM® with respectively min-entropy p® and p’ and correctness (1 —1/2%) for
both, such that

282  N%24+ 62 q
+ + 5

AdvARE s (A) < Advicg: " (B) + Adviggi N C) + S+

where the running time of B and C is about that of A.

We provide the proof in Appendix B.

6.2 Putting Things Together

The protocol given in Figure 16 is our final GAKE protocol based on KEMs. The idea is
the same showed previously in Figure 1. It is a multi-party three-round protocol. We collect
the bounds from Theorems 1 to 3 in the following corollary.

Corollary 1 (KEMs to GAKE). For any adversary A against GAKE-Gpgs with protocol
GAKEpgs with N parties that establish at most S sessions and issues at most q queries to the
oracles, there exist adversaries B and C against OW-PCVA-CR security of KEM® and KEM*
with respectively min-entropy u® and p* and correctness (1 — 1/2°) for both, such that

A () < A ER(8) 4 A C)
Sqrs + Ngc + N* +35%  3Sqro + 2¢%0 + S+ qen
3(N?2+8?) 25?2+ Sqro = 5q+2S
e T

where ( is the lower bound for all dimensions of the random oracle outputs and qro, qch, qrS, 4C
are the number of random oracle, check, reveal state and corrupt queries that A makes. Fur-
ther, the running time of B and C are about that of A.
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Setup(1”) Final(ski, st;, M)

00 par® < Setup”(1%) 34 parse {(j, m])}]gp1 =M,
01 par® + Setup®(1*) 35 parse (IV, @) = st;
02 return par = (par®, par’) 36 st; = HS((IV ki) ®
37 parse (pkp,d m],K M, b, prd[i, 7], scc[é, 7], sk“KWd ”,])
KeyGen(par) = st;
05 (pkE, skE) « KeyGen”(par®) 38 M= ((1,m1),..., ([Pl + 1, iip,41))
04 k+{0,1}" - = (1), Mx(y); - - (7 (Pi| + 1), iy 41))
05 return (pk,sk) := (pk”, (sk”, k)) 39 parse (cf, ti-1) = (i, x|
40 Kf = Decaps‘(ski, cf)
Begin(sk;, pk;, {pk;}jer:) 41 Kpugpim) = (K, KL, ord[i,m])
06 comput/e the b/ijection () with 7([|Ps| +1]) = P; U {i} 42 K s v = Horkey (Kpraps, ls Titprd(i ] 1)
— ! —
s.b. PK":= (pki, .., PKip, 1) = (PKe(1)s - PRy 1)) 43 Kigeir) = Htey (KL, M)

is lexicographically ordered
07 h = Hy(PK')
08 (Cprafiynl> Kondti,m)) Encaps (Pkprafi,n])
09 (pkg,skf) < KeyGen par®)

44 Krafiim)i = Hukey (Kpags s M)

45 1 = Heag(Kprd[i,x],i) © Kisclin]

46 sgl = (Kprd[i,n),i» Kiseeli,x]> T, prd[i, 7], scc[4, ])
a7 IV « {0, 1}

10 my = (K}, Cars ) 48 = HS((IV k) @ st
11 sty = (pkp,d i,x]» Mis b, prd[i, m], sccli, m], ski Kprd liyn)) 49 § 1V, %)
121V + {0, l}m 50 return (1, st})
13 w:=Hx(IV, k;) ®st;
/o _ —
14 sty = (IV, w) Derive(sk;, st;, M)

15 return (m;, st} -
(15,581 51 parse {(, m)}jen, == M

52 parse (IViw) = st}

53 st; = Ha(IV, ki) ® 0

54 parse (Kaiin)ir Kiseci.n)> e, prd[i, 7], secli, o)) i= st
55 j = sccli,

56 repeat

57 Kjsceljm) = Hrag(Kprafj ] 7) ©

58  j:=scc[j, 7]

59 until j =1

Respond(sk;, st}, M;)
16 parse {(j, m;) e, = M;
17 parse (IV,w) = st}
18 st; == Hst([V ki) @ w
19 parse (pkprd[l ] My By prd[i,ﬂ'],scc[i, 71'],sk,,KF£,d (i,7] ) = st;
20 Mj=((1, ml) ([P +1 m\‘P 1+1))
= ((n(1) mrm) ----- (@ ([Pi] + 1), max(pij 1))

“ ha_rsec?«kM,,h &) i 60 Mi = ((1,m1),., (IPil + 1, ifp, 1))

i f’ p sccm ) ; E* cc( v ) = ((7(1), Mr(1)); - - -, (T(|Pi] + 1), Mr(py141)))
cchc[ s K ncaps® (Pkscei,x) 61 K = (Kn(1),m(2)s - - - » Kn(1P141),7(1))

24 Kl = Decaps(skl £ ch) 62 K = Hgkey(j’(yj\jlg, ) ’

25 K = (Keepinr KF) 63 return K

26 t; == H(K;, ctxt)

27 ﬁ"f (Cscc1 n]7t7)

28 K = prkey(KﬂmL,h) .

29 st; == (pkprd[l 7r],K g, h, prd[i, |, scc[i, 7], sk Kprdm])
30 IV « {0,1}"

31 @ = Hg(IV, ki) © st;

32 sty = (IV, )

33 return (7, st;)

Fig.16: Generic construction of GAKE from KEM® = (Setup®, KeyGen®, Encaps®, Decaps®)
and KEM® = (Setup , KeyGen”, Encaps”, DecapsL). We use the helper function prd[i, 7] =
7((7~1(4)—2 mod (\Pi|—|—1))—|—1) and scc[i, 7] == 7((7~1(4) mod (|P;|+1))+1) for a bijection
7 [[Pi| + 1] = P; U {i}. For an intuitive overview see also Figure 1.

INsTANTIATIONS FROM DDH AND LWE. Let us now show how we can instantiate the un-
derlying KEM with existing constructions. The first implementation is the DDH-based KEM
introduced in [JKRS21]. As shown in [PWZ23a,PRZ24] this scheme achieves OW-PCVA-CR
security. Ciphertexts consist of two group elements, whereas public keys consist of a single
group element. Overall we thus need to transfer two ciphertext and one ephemeral public
key in the UAKE protocol with WFS. The UAKE protocol with PFS adds to this a MAC
which accounts for a bitstring of size 256 bits. Finally, in the second phase, we exchange
symmetric ciphertexts of size 256 bits. In total, this accounts for 5 group elements and 2
strings of size 256 bits.

In comparison, the tightly secure protocol by [PQR22] requires to send 2 group elements
for the underlying BD protocol. They use signature schemes over each BD message for au-
thentication. Unfortunately, at the time their paper was published no efficient signature
scheme was known that fulfilled the security notion that they require in a tightly secure
way. This is why they used Schnorr signatures while providing a proof of tight security in
the generic group model. However, at the same time, the work in [FJS14] shows that Schnorr
signatures cannot provide tight security under any non-interactive security assumption. This
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indicates that the results of [PQR22] will lose its tight security guarantees when leaving the
GGM model and reducing to non-interactive security assumptions. Based on this instantia-
tion, their protocol accounts for overall 2 group elements and 4 exponents in Z, where p is
the group order. However, the recent signature scheme in [DGJL21] can now be used as a
drop-in for their protocol to obtain a proof under the DDH assumption that does not rely on
the generic group model. This signature scheme has signatures that consist of 3 elements in
Z,. When using it in [PQR22] this accounts for 6 elements in Z, and 2 group elements. We
can now instantiate all schemes in elliptic curve groups with group element representation
of around 256 bits.

As a result, we can see that our protocol is more efficient when reducing to non-interactive
security assumptions and not relying on GGM proofs. At the same time, we stress that we
prove security in a much stronger model that allows the attacker to reveal secret states.

Our second instantiation uses the recent scheme by [PWZ23a] that is based on the
LWE assumption. It is thus secure in the PQ-setting. The construction relies on a double
encryption approach and is given in Appendix C along with an analysis that shows that its
correctness bounds are suitable for our transformation.

ON EXTENDING THE RESULTS TO THE QROM. Since the proof for our protocol heavily
relies on the ROM, we expect a proof in the quantum random oracle model (QROM) to
be more complicated and to not achieve as tight bounds. In the 2-party setting, the first
tightly-secure lattice-based AKE was given in the ROM [PWZ23a] which served as a basis for
follow-up works [PWZ23b, PRZ24] which improved QROM bounds. However, the latter still
have a loss linear in the number of users. We are hopeful that our protocol (without the state-
encryption trick) will be able to achieve similar bounds and that any future improvement in
the 2-party case is likely to be useful for our setting. Additionally, the currently best tightly-
secure instantiation for a KEM in the standard model [HLWG23] is “not quite practical at
the moment” due to the NIZK it requires. We therefore believe that a ROM proof is an
important first step and consider tight(er) security in the QROM (or standard model) as an
important future direction.
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A Proof of Theorem 1

Proof. Let A be an adversary against UAKEprs. We consider a sequence of games G, to Gg,
as shown in Figure 17.

GAME G,. This is the original OW-UAKE-Gprs game, but we also implicitly exclude colli-
sions. That is, if the same public key or message is chosen twice, the experiment aborts.
Using the fact that UAKE has min-entropy u, the upper bound for key collisions is N2 /2
and for message collisions, it is $2/2#. In the end, we also aim for random oracle outputs to
be unique. Assuming ( is the lower bound for the dimensions of the tag space and key space,

31



GAMES Gy-G3 Sber; (SID, (Ma, t))
INITIALIZE 35 if state[sID] = L : return L
00 (cnt, N) := (0,0) 36 if sKey[sID] # L : return L
01 attFound :=0 37 (i,7) = (ini[sID], res[sID])
02 par + Setup(1") 38 peerCorr[sID] := corr[r]
03 return par 39 (st, M) == (state[sID], I[sID])
40 R[SID] = (1\427 t)
KEYGENERATION 41 K’ = Derp(pk,., Ma,st)
04 N ++ 42 if t # H(pk,, M1, Ma, K') //Go
05 (pky,sky) < KeyGen(par) 43 sKey[sID] = rej //Go
06 return pky 44 return e /Go
45 if 3sID’ s.t. ctxt[sID’] = (pk,, M1, M2) //G1-G3
FINALIZE 46 if t # tag[sID]: //G1-Gg
07 return attFound a7 sKey[sID] := rej //G1-Gg
48 else //G1-G3
Seeg((7, 1)) 49 sKey[sID] := sKey[sID’] //G1-G3
08 if (i,r) ¢ [N]? : return L 50 K'[sID] := K'[sID'] //G1-Gs
09 cnt ++ 51 tag[sID] ==t //G1-Gs
10 sID := cnt 52  return e //G1-G3
11 (ini[sID], res[sID]) = (i, ) 53 if H[pk,, M1, M, K'] =t /Gi1-G3
12 type[sID] := “In” 54 if peerCorr[sID] = false
13 (M, st) < Beg(pk,) and revState[sID] = false //Gs
14 I[sID] == M 55 BADow = true /Gs
15 state[sID] := st 56 abort //Gs
16 return (sID, M) 57 sKey[sID] := Hukey(pk,, M1, M2, K') //G1-Gs
58  K'[sID] := K’ //G1-Gs
Sper (4, 7), M) 59  tag[sID] = ¢ //G1-Gg
17 if (4,7) & [N]? : return L 60  return e /G1-Gs
18 cnt ++ 61 if H[pk,,Ml,MQ,K/] =1 //Gl—Gg
19 sID := cnt 62 Hlpk,, M1, My, K'] {0, 1} /G1-Gs
20 (ini[sID], res[sID]) := (¢, ) 63 if t = Hlpk,, M1, M2, K'] /G1-Gs
21 type[sID] := “Re” 64 sKey[sID] := Hukey(pk,., M1, Mo, K’) //G1-G3
22 (Ma, K") < Derg(skr, M) 65 BAD7 = true /G2-Gs
23 t = H(pk,, M1, M2, K') /Gy 66 abort /Ga-Gg
24 K = Hykey(pk,, My, My, K') /Gy 67 return e /G1-Gs
25 if Hipk,, My, Ma, -] # L 68 sKey[sID] := rej /G1-Gs
or Huey[pk,., M1, Mz, ] # L /G-G; 69 return ¢ /G1-Gs
26  abort //G1-G3
27 £ {0,1}}, K + K //Gy-G;  H(pk, My, Mz, K')
28 tag[sID] := ¢ /G1-G 70 if Hlpk, My, My, K'] =t # L :
29 K'[sID] :== K’ /Gi-G; 71 return t
30 ctxt[sID] := (pk,., M1, Ma) //G1-Gg 72 if 3sID s. t. ctxt[sID] = (pk, M1, M2) //G1-Gg
31 I[sID] == M, 73 if K'[sID] = K’ //G1-G3
32 R[sID] = (M2, t) 74 if UVALIDwrs(sID) //Gs
33 sKey[sID] :== K 75 BADow := true /Gs
34 return (sID, (M2, t)) 76 abort /Gs
77 return tag[sID] //G1-G3
78 t« {0,1}*
79 H[pk, M1, M2, K'] ==t
80 return ¢

Fig.17: Games Gy-Gg for the proof of Theorem 1. A has access to oracles O = {Sgeg,
Sbers> SDery; REV-STATE, CORRUPT, CHECK, H, Hykey }, Where Hyke, is simulated as H, using
variable sKey[sID] instead. Further, oracles REV-STATE, CORRUPT and CHECK are as in
Figure 4.

collisions are excluded with a probability of at most ¢%,/2°, where gro is the number of
random oracle queries. All the probabilities follow from the birthday bound. Hence, we have

N?+ 8% ¢
Ao 9ro

Adv{ike (A) < Pr[Ggt = 1] + o o

GAME G;. Game G; aborts when Sper, computes a message Mz and there already exists
a random oracle entry with (pk,, My, Ma, ), where pk, is the session holder’s public key
and M; is the message given as input to Sper,. Since UAKE has at least min-entropy p, the
probability that the game aborts can be upper bounded by S-qro-27# via a union bound over
all sessions. If the game does not abort, the tag and key are chosen uniformly at random and
stored in variables tag[sID] and sKey[sID]. We also store the intermediate UAKE key K’ as
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well as the context (pk,., My, Ms) in additional variables K'[sID] and ctxt[sID], respectively.
These are used to simulate the random oracles and oracle Spe,, correctly. The latter changes
are not noticeable to A unless a correctness error occurs. Hence, we get

Sqro | S

on T

|P1“[G64 =1]— Pr[G{4 = 1]’ <

GAME G,. This game raises flag BAD 1 and aborts when the adversary guesses a tag that
is accepted by Spery, but it has not queried the random oracle before. Such a tag will only
be accepted with small statistical probability, namely, 2 for each session. Hence,

S
[Pr[Gft = 1] — Pr[G3' = 1]| < o

GAME G;. In game G;, we raise a flag BADow when the adversary manages to forge a
tag for a valid session (which means it must have queried the correct key to H) or when it
queries Hyie, on the underlying key of UAKEwrs. In those cases, the game aborts. We have

|Pr[Gs' = 1] — Pr[G§' = 1]| < Pr[BADow] .
To bound BADow, we will construct a reduction B and show that

Pr[BADow] < Advige,. (B) + 25 :

Our reduction B is given in Figure 18. Since B has access to almost the same interfaces as
A, oracles KEYGENERATION, Sgeg, Sper;, REV-STATE and CORRUPT can be simulated in
a straightforward way using B’s own oracles. Care needs to be taken when simulating the
initiator’s derivation oracle and the random oracles which is where B wants to extract the
solution to its UAKE game. Whenever the game G, performs an equivalence check of the
underlying UAKE keys with the query provided by A, B uses its CHECK oracle. It also checks
(as in G4) whether the session in question is still valid and if both these checks succeed, then
this means that A has found the underlying UAKE key for a valid session. Hence, B directly
stops and calls its finalize oracle.

Finally, note that in G5, the adversary can only have guessed a correct session key. Since
the adversary must specify sID for each query to CHECK and all sessions’ contexts are
distinct, each query can only be successful with probability 1/|XC|. Union bound over all
queries gives us

Pr[G?él]g%,

which completes the proof. a

B Proof of Theorem 3

Proof. Let A be an adversary against protocol UAKEwrs. We consider the games in Fig-
ure 19.

GAME Gg. This is the same as OW-UAKE-Gwgs, except for small changes. We implicitly
exclude collisions (if a collision happens at any time in the game, it aborts). We assume that
both ephemeral and long-term key pairs and ciphertexts are distinct. Using the fact that
KEM® and KEM” have min-entropy ¢ and p” respectively and due the birthday bound, the
upper bound for ephemeral key collisions and for ephemeral ciphertext collisions is 252/ 2“L7
and for long-term key collisions and for long-term ciphertext collisions is (N2 + 52)/ on”,
Finally, in this step we abort if any of the KEM runs of the challenger do not feature
correctness. However, as stated in Lemma 3, this only happens with probability q/2~2.
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Adversary B° Spery; (sID, (Ma, t))

INITIALIZE 33 if state[sID] = L : return L
00 (cnt, N) 3:/@0) 34 if sKey[sID] # L : return L
01 par < INITIALIZE 35 (4,r) := (ini[sID], res[sID])
02 return par 36 peerCorr[sID] := corr[r]

37 My = I[sID]
KEYGENERATION 38 R[sID] := (Ma, t)
03 N ++ o 39 Sperg (sID, M)
04 pky + KEYGENERATION 40 if 3sID’ s.t. ctxt[sID'] = (pk,, M1, Mz) :
05 return pky 41 if t # tag[sID']:

42 sKey[sID] := rej
Seeg((7, 7)) 43 else
06 if (i,7) & [N]?: return L 44 sKey[sID] := sKey[sID']
07 (ini[sID], res[sID]) == (i, ) 45 tag[sID] := ¢
08 type[sID] := “In” 46 return e
09 (sID, M) « S;:g(i,r) 47 if 3K’ s.t. Hlpk,, M1, M2, K'] = t:
10 I[sID] :== My 48 if CHECK(sID, K') :
11 return (sID, M1) 49 if peerCorr[sID] = false

and revState[sID] = false: FINALIZE
Sperg (4, 7), M1) 50 tag[sID] := ¢
12 if (i,7) ¢ [N]? : return L 51 sKey([sID] := Hukey (pk,., M1, M2, K')
13 (ini[sID], res[sID]) := (i, ) 52 return e
14 type[sID] := “Re” 53 sKey[sID] := rej
15 (sID, Ma) < Spers (4, 1), Mi) 54 return e
16 if Hpk,, M1, Ma, ] # L
or Hukey[pk,, M1, Mo, -] # L REV-STATE(sID)

17 abort 55 if type[sID] # “In” : return L
18 t« {0,1}}, K« K 56 revState[/sIB]/:: true
19 tag[sID] :== ¢ 57 st < REV-STATE(sID)
20 ctxt[sID] == (pk,, M1, M2) 58 return st
21 I[sID] := My
22 R[sID] = (Mo, t) Hukey (Pk, M1, Mo, K')
23 sKey[sID] := K 59 if Hykey[pk, M1, Mo, K'| =t # L :
24 return (sID, (Ma, t)) 60  return t

61 if 3sID s.t. ctxt[sID] = (pk, M1, M>) :
Cueck(sID, K) 62 if CHECK(sID, K') :

25 Let pk, M1, M2 be the context of sID
26 if 3K’ s.t. Hukey[pk, M1, M2, K'] = K :
27 if CHECK(sID, K') :

63 if UVALIDwrs(sID) : FINALIZE(sID, K') :
64 return tag[sID]
65 ¢« {0,1}*

28 return 1 66 Hukey[pk, M1, M2, K'] ==t
29 return 0 67 return t

CORRUPT(n) EivALize

30 sk, +— CORRUPT(n) 68 return L

31 corr[n] := true
32 return sk,

Fig.18: Adversary B for the proof of Theorem 1. A has access to oracles O := {INITIALIZE,
SBeg, SDerp s SDery; REV-STATE, CORRUPT, CHECK, H, Hykey, FINALIZE}, where Hykey is simu-
lated as H.

We get

252 N N2 4 52 L4
2m° 2m* 2v-2 "

Pr[OW-UAKE-G{{rs = 1] — Pr[Gg! = 1]| <

GAME G;. Now, we raise flag BAD® in line 55 (Fig. 19) if a session sID and a session key
K are issued to the check oracle CHECK with a valid attack. That means, if there exists a
(partially) matching session sID’ to session sID and if sID is an initiator type “In” session
and its state is not revealed, or if sID is a responder type “Re” session and the state of sID’
is not revealed, then we abort. To upper bound the probability that BAD® is raised, we
design an adversary B (Fig. 20) against the OW-PCVA-CR of the underlying KEM®. We have
to track the new ephemeral public keys since they are related to initiator type sessions, so
we introduce a new counter m that we store in the new variable kgent. Then, the adversary
simulate every ephemeral outputs properly and if in the check oracle CHECK it issued a
session sID and a session key K such that there exists a (partially) matching session, the
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GAMES Gy-G»

INITIALIZE

00 (cnt, N, attFound) = (0,0, 0)
01 par® < Setup”(1%)

02 par® < Setup®(1")

03 par := (par”, par®)

04 return par

KEYGENERATION(par)

05 N ++

06 (pkk,skk) < KeyGen”(par®)
07 (pky,skn) = (pkk,skk)

08 return pky

Seeg((7,7))

09 if (4,7) € [N]? : return L
10 cnt ++

11 sID :=cnt

12 (ini[sID], res[sID]) := (i, r)
13 type[sID] := “In”

14 (pk®,sk®) < KeyGen®(par®)

Spery (sID, My)

35 if state[sID] = L : return L

36 if sKey[sID] # L : return L
37 (4,7) = (ini[sID], res[sID])
38 peerCorr[sID] := corr|r]

39 parse c®:= M

40 parse (sk®, K%)= state[sID]
41 K¢ := Decaps®(sk®, c°)

42 K = (K K")

43 R[sID] := Ms

44 sKey[sID] := K

45 return e

IS

REV-STATE(sID)

46 if type[sID] # “In” : return L

47 revState[sID] := true
48 return state[sID]

CORRUPT(n)

49 corr[n] := true

50 return sk,

15 (c*, K*) + Encaps”(pk%)

16 M, := (pk®, cb) CHECK(sID, K)
17 st = (sk®, K%) 51 if K =1 :return L
18 I[sID] := My 52 if attFound = 0 and [sKey[sID] = K| = true :
19 state[sID] := st 53 if 3sID’ s.t. sID’ € M(sID) or sID’ € P(sID) :
20 return (sID, M) 54 if type[sID] = “In” and revState[sID] = false

or type[sID] = “Re” and revState[sID'] = false :
Sper, ((4,7), M1) 55 BAD® = true //G1-Go
21 if (4,7) ¢ [N]? : return L 56 abort /Gi1-Gs
29 cnt ++ 57 attFound := 1
23 sID := cnt 58 else
24 (ini[sID], res[sID]) = (i, 7) 59 if type[iID] = “In” and corr[res[sID]] = false :
25 type[sID] := “Re” 60 BAD" = true /G
26 parse (pk®, c¢”) = M, 61 abort /G2
27 (¢, K*©) « Encaps®(pk®) 62 attFound =1

28 K’ := Decaps”(sk”, ¢*) 63 return [sKey[sID] = K]
29 K = (K° K")

30 M= c* FINALIZE

31 I[sID] == My 64 return attFound

32 R[sID] := M>

33 sKey[sID] := K

34 return (sID, Ma)

Fig.19: Games Gg-Go for the proof of Theorem 3. Adversary A has access to oracles O =
{INITIALIZE, Sgeg, SDery s SDery; REV-STATE, CORRUPT, CHECK, FINALIZE}.

state is not revealed and the underlying ephemeral check oracle CHECK output true (which
is exactly the bad event BAD®), then it won since it found a valid attack.
We get

|Pr[G{ = 1] — Pr[Gg' = 1]| < Pr[BAD] < AdvRim: A R(B) .

GAME Gy. This game is similar to the previous one. We raise flag BAD” in line 60 (Fig.
19) if a session sID and a session key K are issued to the check oracle CHECK with a valid
attack. That means, if there exists a (partially) matching session sID’ to an initiator type “In”
session sID and its responder is not corrupted, then we abort. To upper bound the probability
that BAD” is raised, we design an adversary C (Fig. 21) against the OW-PCVA-CR of the
underlying KEMZE. As the previous game, the adversary simulate every long-term outputs
properly and if in the check oracle CHECK it issued a session sID and a session key K such
that there exists a (partially) matching session, the session sID is an initiator type session,

the responder is not corrupted and the underlying long-term check oracle CHECK output
true (which is exactly the bad event BADY), then it won since it found a valid attack.
We get

[Pr[Gy' = 1] — Pr[Gf = 1]| < Pr[BAD"] < Advgy i AR (C) .

35



Adversary B° Spery (sID, M)

INITIALIZE 41 if state[sID] = L : return L

00 (cnt, N, attFound) := (0,0,0) 42 if sKey[sID] # L : return L

01 m:=0 43 (4,r) = (ini[sID], res[sID])

02 par” « Se'ﬂ’ﬁ/(ln) 44 peerCorr[sID] := corr[r]

03 par® < INITIALIZE 45 parse c® = M

04 par := (par”, par®) 46 parse (sk, K*) := state[sID]

05 return par 47 if ¢® # R[sID] and 3(sID’, m) s.t. kgent[sID'] = m :
48 Cvo(m, c°)

KEYGENERATION 49 K == (-, K")

06 N ++ 50 R[sID] := M,

07 (pkk,skk) < KeyGen*(par®) 51 sKey[sID] := K

08 (pky,sky) = (pkk,skk) 52 return e

09 return pky
REV-STATE(sID)

Seeg((7, 1)) 53 if type[sID] # “In” : return L
10 if (i,7) € [N]? : return L 54 revState[sID] := true

11 cnt ++ 55 sk «— Corr(kgent[sID])

12 sID := cnt 56 state[sID] := (sk®,-)

13 (ini[sID], res[sID]) == (4, 1) 57 return state[sID]

14 type[sID] := “In”

15 m Corrurt(n)

16 kgent[sID] == m 58 corr[n] = true

59 ret k
17 pk® + KEYGENERATION return skn

18 (cb, K*) < Encaps”(pk%)
19 M = (pk®, cb)

20 st = (sk® KT)

21 I[sID] := M,

22 state[sID] := st

23 return (sID, M)

CHECK(sID, K)

60 if K =1 :return L

61 parse (K K") =K

62 if attFound = 0 and [sKey[sID] = K| = true :

63 if 3sID’ s.t. sID’ € M(sID) or sID’ € P(sID) :
64 if (type[sID] = “In” and revState[sID] = false

Soery (i, 7), My) and true « C/ILIECTK(kg;cnt[sID]7 R[sID'], K¢))
W]Q . return | 65 FiNaLizE(kgent[sID], R[sID'], K¢)

25 cnt ++ else if (type[sI/DLZ “Re” and revState[sID’] = false
26 sID := cnt and true + CHECK (kgent[sID'], R[sID], K¢)) :
27 (ini[sID], res[sID]) = (i, ) 66 FINALIZE(kgent[sID'], R[SID], k)

28 type[sID] := “Re” 67 return [sKey[sID] = K]

29 parse (pk®, c*) == My

30 KF = DecapsL(skL, cL) FINALIZE

31 if 3(sID’, m) s.t. kgent[sID'] = m : 68 return |

32 ¢« ENc(m)

33 else

34 (¢° K°) + Encaps®(pk®)
35 K= (-, Kb

36 Mo :=c"

37 I[sID] = M;

38 R[sID] := M,

39 sKey[sID] :== K

40 return (sID, Ma)

Fig.20: Adversary B against OW-PCVA-CR for KEM® for the proof of Theorem 3. It
has access to oracles O = {INn1TIALIZE, KEYGENERATION, ENC, DEC, CORR, REV, CHECK,
FINALIZE}.

Finally, it is easy to see that attFound cannot be ever set to 1. Then,
Pr[Gs = 1]=0.

Combining all the probabilities, we finally obtain the bound stated in Theorem 3. g

C The KEMLWE
We introduce the KEMpwe described in [PWZ23a]. The KEMpwe is a tightly OW-ChCCA

secure under the LWE assumption key encapsulation mechanism. The scheme is described
in Figure 22. It utilizes algorithms SampleD and Round:
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Adversary C° Spery; (sID, M)

INITIALIZE 36 if state[sID] = L : return L

00 (cnt, N,attﬁggld) =(0,0,0) 37 if sKey[sID] # L : return L

01 par” < INITIALIZE 38 (4,r) := (ini[sID], res[sID])

02 par® < Setup®(1") 39 peerCorr[sID] := corr[r]

03 par := (par, par®) 40 parse c® = M,

04 return par 41 parse (sk°, K%)= state[sID]
42 K° := Decaps®(sk®, ¢°)

KEYGENERATION 43 K := (K, K")

05 N ++ o 44 R[sID] := M,

06 (pkl,skk) < KEYGENERATION 45 sKey[sID] := K

07 (pky,skn) = (pkk,skk) 46 return e

08 return pky
REV-STATE(sID)

Seeg((4; 7)) 47 if type[sID] # “In” : return L
09 if (i,7) & [N]? : return L 48 rcvgtazc[sID] = true
10 cnt ++ 49 (pk*, ¢") == I[sID]
11 sID := cnt 50 K%+ REv(res[sID], ¢")
12 (ini[sID], res[sID]) :== (i, ) 51 state[sID] = (-, K*)
13 type[sID] := “In” 52 return state[sID]
14 (pk®, sk®) < KeyGen“(par®)
15 ¢+ Enc(r) CORRUPT(n)
16 My = (pk®, ") 53 corr[n] := true
17 st = (sk®, ) 54 sk¥ + CORR(n)
’ kL
18 I[sID] == M; 55 sky = ski
19 state[sID] := st 56 return sk,

20 return (sID, M) o (D, K)
HECK (sID,

Sbery ((,7), M) Mreiurn i

21 if (i,7) € [N]? : return L 22 ?;(I;SiL()K:’ ﬁSI)D]: K

25 E?It) +; ont 60 if aétFound =0 and [sKey[sID] = K] = true :
24 (ini[sID], res[sID]) := (i, 7) 61 if IsID’ s.t. sID’ € M(sID) or sID’ € P(sID) :

o 62 if type[sID] = “In” and revState[sID] = false
25 sID| :=
2% 323;[2 (Dp]ke CLR)e: M, or type[sID] = “Re” and revState[sID'] = false :
27 (¢, K°) < Encaps®(pk®) :i else abort
B I « I — “Tn” I/ — AL
;2 if Ciéz/l(]))(r;}slgﬁp[;g;)] = “Tn” and I[sID] = c*: 65 if type[sID] = “In” and corr|res[sID]] = false
30 K = (K°,-) ’ and true <+ CHECK(res[sID], ¢*, K*) :
31 My = c* 66 FiNaLIZE(res[sID], ¢¥, K*)
32 I[sID] := M, 67 return [sKey[sID] = K]
33 R[sID] = M,
34 sKey[sID] := K FINALIZE
35 return (sID, Ma) 68 return L

Fig.21: Adversary C against OW-PCVA-CR for KEM” for the proof of Theorem 3. It
has access to oracles O = {INITIALIZE, KEYGENERATION, ENC, DEC, CORR, REV, CHECK,

FINALIZE}.

— e < SampleD(m, o/; p) : Sample Gaussian e < D", using random coins p € {0, 1}".
— h + Round(t) : Do component-wise rounding of t € Z to get h € {0,1}", i.e. for all
i € [], h; =0 is closer to 0 than to | ¢/2], and h; = 1 otherwise.

The scheme is parameterized by matrix dimensions n,m,k € N, a modulus ¢ € N, and
(Gaussian) widths a, a/,v,n > 0.

KEMpwe exhibits deterministic ciphertext derivation. The strategy follows a classical
double encryption approach where one of the secret keys is always known to the reduc-
tion. In this way, the reduction does not have to rely on any non-tight guessing arguments.
Accordingly, the ciphertext is split into two parts, each potentially recoverable using a cor-
responding secret key. The use of LWE is employed to modify the setup parameters, all
other modifications account only for statistically small changes in the success probability
of the attacker. Overall yields a tight proof. This strategy, although feasible for providing
a corruption oracle, becomes more intricate when simulating a decapsulation oracle. The
challenge is to ensure that the simulated decapsulation does not reveal crucial information.
This is addressed by deterministically deriving ciphertext parts from the encapsulated key
and implementing deterministic functions for consistency checks. Another challenge arises
from the reveal oracle, which requires ensuring consistency in ciphertexts once revealed. This
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Setup(1”) Decaps(sk, ct)
00 return par:= A & zym 14 let ct = (Co, C1,x,ho, hy)
15 let sk = (Zy, b)
KeyGen(par) 16 hj, := Round(h; — Zyx) € {0,1}"
— s . s 17 Kp = H(x, hy, h})
01 b+« {0,1}, Zy + DZ,a 18 R=Cy & K,
02 Uy = AZy, Uy, & VAl 19 (s, p,ho,h1) == G(R)
03 pk := (Up, Uy), sk = (Zs, b) 20 e := SampleD(m, ’; p)
04 return (pk,sk) 21 ﬁ’l—h =Ul_;s+h14|q/2]
22 f(l—b = H(X, fl;_b,hl_b)
Encaps(pk) 23 if >E7éAts+e:return 1
05 R&E {0,1}"%, (s, p, ho, hy) := G(R) 24 if Ki_y ® R # Ci—p : return L
06 e := SampleD(m, o'; p) 25 if 111[2 + th: return L
07 x:=Als+e 26 if hy_, #h;_} : return |
08 ho == Ubs + ho|q/2] € Z* 27 return K =R
09 hy = Uls+hy|g/2] € Z
10 ko = H(X, flo,ho)7 Co = f{o ®R
11 Ky = H(x, fll,hl), Ci=K ®R
12 ct = (Co, C’l,x, flo,fll)
13 return (ct, K := R)

Fig.22: The key encapsulation mechanism KEMwe = (Setup, KeyGen, Encaps, Decaps),
where H : {0,1}* — {0,1}* and G : {0,1}* — [-7n,n]™ x {0,1}* x {0,1}" x {0,1}" are

random oracles.

is achieved through careful utilization of a random oracle to make inconsistent ciphertexts
consistent again.

Re-Fvaluating Correctness. For our purpose, it is important to analyse the correctness of
the scheme in more detail. The correctness is given by the authors as 1 — € where € = €(k) is
a negligible function. However, for our results to hold, we need that € is statistically small.
Luckily, the scheme does actually guarantee that e is indeed statistically small. To see this
observe that in their proof of correctness, the authors need to bound two quantities in size
|25 ;|| and [[e[|, where z} ; is column i of Z; for i € [k], to conclude that their product is
bounded accordingly. As the authors already observe (Appendix B of [PWZ23a]) the bounds
on these two values hold unconditionally except for statistically low probability 2~*+! where
w = O(klog(k)). However, this analysis only holds for a single ¢. The probability that
these bounds are met for all i € [k] can be bounded by (1 —27¥+1)® > (1 — x/2vF!) by
Bernouilli’s inequality. Since w = O(xlog(x)), the probability (1 — x/2“*1) is statistically
close to uniform again.

Security. For completeness we also provide the main theorem of [PWZ23a] who prove secu-
rity w.r.t. their security notion OW-ChCCA security. Since OW-PCVA-CR is a relaxation of
that notion [PRZ24], we get the following lemma.

Lemma 4 (LWE to KEM [PWZ23a,PRZ24]). For any adversary A against OW-PCVA-CR
with protocol KEM, there exists an adversary B against \WEy, 1, 4 p, . assumption, such that

AdvgeubVACR(A) < 6nAdvYER a2 (B) + negl(k) |

where the running time of B is about that of A.
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