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Abstract.
In many lightweight cryptography applications, low area and latency are required
for efficient implementation. The gate count in the cipher and the circuit depth
must be low to minimize these two metrics. Many optimization strategies have
been developed for the linear layer, led by the Boyar–Peralta (BP) algorithm. The
Advanced Encryption Standard (AES) has been a focus of extensive research in this
area. However, while the linear layer uses only XOR gates, the S-box, which is an
essential nonlinear component in symmetric cryptography, uses various gate types,
making optimization challenging, particularly as the bit size increases.
In this paper, we propose a new framework for a heuristic search to optimize the
circuit depth or XOR gate count of S-box circuits. Existing S-box circuit optimization
studies have divided the nonlinear and linear layers of the S-box, optimizing each
separately, but limitations still exist in optimizing large S-box circuits. To extend the
optimization target from individual internal components to the entire S-box circuit,
we extract the XOR information of each node in the target circuit and reconstruct the
nodes based on nonlinear gates. Next, we extend the BP algorithm-based heuristics
to address nonlinear gates and incorporate this into the framework. It is noteworthy
that the effects of our framework occur while maintaining the AND gate count and
AND depth without any increase.
To demonstrate the effectiveness of the proposed framework, we apply it to the
AES, SNOW3G, and Saturnin S-box circuits. Our results include depth improvements
by about 40% and 11% compared to the existing AES S-box [BP10] and Saturnin
super S-box [CDL+20] circuits, respectively. We implement a new circuit for the
SNOW3G S-box, which has not previously been developed, and apply our framework to
reduce its depth. We expect the proposed framework to contribute to the design and
implementation of various symmetric-key cryptography solutions.
Keywords: Lightweight cryptography · S-box · Low-latency implementation ·
Circuit depth · Gate count · AES · SNOW3G · Saturnin

1 Introduction
With the development of communication technology and small-device manufacturing
technology, encryption is required in many resource-constrained environments, such as the
Internet of Things and radio-frequency identification. The National Institute of Standards
and Technology (NIST) recognized this problem and decided to standardize Ascon, which

∗These authors contributed equally to this work.

Licensed under Creative Commons License CC-BY 4.0.

https://doi.org/XXXXXXXX
mailto:{idealtop18, hellosj3, gi0412, jskim}@kookmin.ac.kr
http://creativecommons.org/licenses/by/4.0/


2 A Framework for Generating S-Box Circuits with BP-Based Heuristics

was selected for lightweight cryptography standardization [oSN23]. In this context, many
lightweight cryptographic algorithms have also been developed [SLH24, ABD+23, BDD+23,
BLMR19, ARS+15]. Lightweight ciphers developed for Internet of Things environments
can enhance the performance of new devices but may not maintain compatibility with
existing devices. Environments that use traditional cryptography are unlikely to adapt
quickly, and commonly employed cryptosystems, such as AES [DR02], continue to secure
various devices. Therefore, research should focus on making existing cryptographic systems
more lightweight to reduce costs in configuring network environments with lightweight
devices.

When implementing a cryptographic algorithm, low area and latency are critical for
many applications. The gate equivalent is a measure of area, effectively approximating
the complexity of digital electronic circuits. Reducing the gate count of a circuit directly
reduces the number of gate equivalents. From another perspective, many applications
require low-latency, including automobiles, robots, and mission-critical computational
applications. Recently, the importance of low latency has gained more attention because
it influences the throughput of encryption and decryption and plays a critical role in the
efficiency of ciphers. The depth of a circuit measures the latency of the implemented
circuit. Therefore, when designing an efficient cryptographic algorithm, a low gate count
and circuit depth must be considered.

The S-box is the most critical component creating confusion in symmetric-key cryptog-
raphy. The S-box constitutes a significant load in cryptographic implementations; thus,
efficiently implementing it is crucial. However, optimizing circuits that include nonlinear
gates is challenging, and several tools have contributed to overcoming this difficulty, such as
the LIGHTER [JPST17], PEIGEN [BGLS19], and SAT solver-based tools [Sto16, ZH23],
graph based A* search tools [JBK24], and others. Some tools can optimize the number
of nonlinear gates, aiding in efficient side-channel analysis countermeasures, but this
optimization is challenging for large S-boxes of at least 8 bits. This limitation is compared
to heuristic searches optimizing 32-bit matrices [LXZZ21, SFX23] in terms of bit size
because S-box circuits involve many operation types (i.e., gates) and require more careful
consideration of the order of operations. For example, for three bit values a, b, c ∈ F2,
(a⊕ b)⊕ c = a⊕ (b⊕ c) holds, but (a · b)⊕ c ̸= a · (b⊕ c); hence, the value varies depending
on the order of operations.

The AES S-box, a representative large S-box, is defined by a combination of the
inverse operation and affine function over the finite field GF (28). As GF (28) is a field
extension of GF (24), it can be decomposed into a combination of multiplication and
inverse operations over GF (24). Moreover, GF (24) is also a field extension of GF (22),
and can be decomposed into a combination of multiplications and inverse operations
over GF (22). The operations over GF (22) are performed at the bit level, translating
these operations directly into gates. The efficiency of the circuit depends on how the
field is decomposed based on the selected basis. The normal, polynomial, and mixed
bases [Can05, SMTM01, NNT+10] are well known, and redundant representations also
exist such as polynomial ring representation [Dro98] and the redundantly represented
basis [NNI12]. The overall process of transforming the AES S-box into the mentioned bases
in GF (28), and then reverting it, can be expressed as a multiplication of linear matrices.
This matrix is combined with the affine function applied after the inverse operation in
GF (28), and the combined linear layer is optimized using a heuristic algorithm. However,
the optimization of parts excluding the linear layer still requires improvement.

In this context, developing a tool for the overall optimization of large S-box circuits ben-
efits efficient circuit implementation. The most challenging aspect of overall optimization
is considering the combination and sequence of gates, and the AES S-box is a representative
example. The existing literature on constructing an AES S-box circuit typically separates
the entire S-box circuit into small S-boxes and linear layers, optimizing the linear layers
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without considering the small S-box. However, if small S-boxes and linear layers can be
integrated and optimized, a metric element may be amortized between the two layers, but
no such research has been conducted so far.

Contributions. This paper proposes a new framework for a heuristic search to optimize
the circuit depth or XOR gate count while maintaining the AND gate count and the
AND depth of S-box circuits, applying this framework to the AES, SNOW3G, and Saturnin
S-boxes. The contributions of this work are two-fold, summarized as follows:

1. First, this study proposes a framework optimizing the depth or XOR gate count while
maintaining the AND gate count and the AND depth of the S-box circuit. Research
on optimizing S-box circuits has primarily employed mathematical automation tools,
such as SAT solvers [Sto16, BMD+20, ZH23] or pathfinding algorithms by graphing
the circuit [JPST17, BGLS19, JBK24]. Because these methods are based on a
thorough investigation, they tend to become more difficult as the size of the S-box
or the number of operations increases. For large S-boxes, such as the AES S-box,
the approach of optimizing the small S-boxes and linear layers separately before
combining them has been widely adopted. However, the proposed framework extracts
information from each node of the target circuit and reconstructs them based on
nonlinear gates. Adopting a new approach that uses Boyar–Peralta (BP) algorithm-
based heuristics to integrate and optimize the small S-boxes and linear layers can
amortize the optimization process and offer possibilities for further optimization. We
redefine the commonly used concepts of distance and Dist in BP algorithm-based
heuristics. Based on this, we extend the heuristics to address nonlinear gates not
presented in the linear layer. For higher performance, we also apply various circuit
modification techniques, such as switching AND and OR gates. The proposed
approach can manage 8-bit AES [DR02], SNOW3G [BHNS10] S-box circuits, and the
16-bit Saturnin [CDL+20] S-box circuit, all of which are difficult to manage with
existing tools. Figure 1 illustrates how the proposed framework optimizes the circuit
in terms of depth.

2. To demonstrate the effectiveness of the proposed framework, we incorporate the
random-normal-BP (RNBP) and BP with a depth limit (BPD) algorithms (BP
algorithm-based heuristics) into the framework and apply them to the AES [BP10,
BP12], SNOW3G [BHNS10], and Saturnin S-box [CDL+20] circuits. To conduct
extensive experiments on AES S-box circuits, we find four new AES S-box circuits
using the method from [JBK24], based on the circuits in [BP10, BP12]. By applying
our framework to those six circuits, we discover several improved AES S-box circuits
in terms of depth and XOR gate count. It is worth noting that we identify a circuit
that reduces the depth from 27 to 24, compared to the best circuit in [mt16] with an
AND gate count of 32, surprisingly reducing the AND depth from 6 to 5 as well. In
addition, for the circuit discovered by Calik [mt16], we reduce the depth from 27 to
26, while maintaining the AND gate count of 32, XOR gate count of 81, and AND
depth of 6. For the same AND gate count and the AND depth, we also lower the
depth to 18, using, at most, 12 more XOR gates. We also obtain an AES S-box circuit
with AND depths of 4 and total gate depth of 15, representing an approximately 7%
improvement in depth. This result is the best in terms of depth among the existing
AES S-box circuits with the lowest AND depth. From another perspective, we obtain
a circuit with a reduction in the XOR gate count from 94 to 81, a 14% improvement,
although the depth increased. In summary, when applied to AES S-box circuits, the
proposed framework reduced the depth by up to 11 or the XOR gate count by up to
47, representing about 40% and 32% improvements, respectively. For the SNOW3G
S-box and Saturnin super S-box, the depth is reduced by about 25% and 11%, from
50 to 35 and from 28 to 25, respectively.
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Figure 1: Our framework for optimization of the circuit depth of a large S-box

Organization. Section 2 introduces the notation and BP algorithm-based heuristics (i.e.,
the RNBP and BPD algorithms). Next, Section 3 presents the proposed framework,
divided into pre-processing, optimization, and post-processing stages, demonstrating how
the RNBP and BPD algorithms are incorporated into the framework as examples during
the optimization steps. Section 4 investigates new circuits against AES and SNOW3G S-boxes
for experiments with the proposed framework, and presenting the optimization results for
various AES and SNOW3G S-box circuits and the Saturnin super S-box circuit. Section 5
explains how the proposed framework shifts the paradigm in the field of S-box circuit
optimization. Finally, Section 6 concludes the paper.

Software and Experimental Results. Our code can be found at https://github.com/
lemontrr/Extended-BP-Framework. The code can be easily applied to optimize other
S-boxes if the circuits are provided.

2 Preliminaries
In this section, we introduce the notation in this paper and describe the BP, RNBP, and
BPD algorithms.

2.1 Notation
The F2 is a finite field with the set {0, 1} equipped with multiplication · and addition ⊕
operations, and Fn

2 is an n-dimensional vector space over F2. A gate is a function from
F∗

2 to F2, and depending on the value of ∗, it is a ∗-fanin gate. The 1-fanin gates include
BUFFER and NOT , whereas the 2-fanin gates include AND, OR, NAND, NOR, XOR,
and XNOR. The definitions of these gates for a, b ∈ F2 are as follows:

BUFFER(a) = a; NOT (a) = a⊕ 1;
AND(a, b) = a · b; OR(a, b) = (a⊕ 1) · (b⊕ 1)⊕ 1; XOR(a, b) = a⊕ b;
NAND(a, b) = a · b⊕ 1; NOR(a, b) = (a⊕ 1) · (b⊕ 1); XNOR(a, b) = a⊕ b⊕ 1.

Among these gates, AND, OR, NAND, and NOR are nonlinear gates, and the rest are
linear. All nonlinear gates in this paper are 2-fanin gates. Composing appropriate linear
gates at the inputs and outputs can generate operations with different inputs and the same
output or modify the nonlinear gates into other nonlinear gates. Section 3.2 describes this
property in detail.

The gate inputs and outputs, called nodes, must be stored to implement the gate.
The use of a single gate implies a relationship in which one or two nodes are input into
the gate and one node is output. The gate is defined as G, the input nodes as v (resp.

https://github.com/lemontrr/Extended-BP-Framework
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v, v′), and the output node as w. Thus we define this relationship as (w : G, {v}) (resp.
(w : G, {v, v′})). For example, when a NOT gate is used, it is written as (w : NOT, {v}),
meaning w = v ⊕ 1, and when an AND gate is used, it is written as (w : AND, {v, v′})
and indicates that w = v · v′. A circuit is represented as a sequence of relationships and is
defined below.

Definition 1. The number of gates used in a circuit is c, where G0, · · · , Gc−1 are gates,
and w0, · · · , wc−1 represent the output nodes of each gate. For each i, Vi denotes the
set of input nodes for Gi. If x0, · · · , xn−1 denote the input nodes of the entire circuit,
and y0, · · · , ym−1 represent the output nodes of the circuit, then ij(< c) exists, such that
yj = wij for all j < m. Then, circuit C is defined as a list of tuples, as follows:

C = [(w0 : G0, V0), (w1 : G1, V1), · · · , (wc−1 : Gc−1, Vc−1),
(y0 : BUFFER, {wi0}), (y1 : BUFFER, {wi1}), · · · , (ym−1 : BUFFER, {wim−1})],

where v ∈ {x0, x1, · · · , xn−1} ∪ {wj |j < i} for all v ∈ Vi (0 ≤ i < c), and the output nodes
w0, · · · , wc−1 of the gates are all distinct nodes.

The number of input and output nodes, n and m, respectively, are the input and
output size of the circuit. When expressing the number of times a specific gate is used in
a circuit, the gate is prefixed with #. For example, #XOR is the number of XOR gates in
the circuit.

The depths of the nodes are defined inductively and depend on the circuit. Depth refers
to the total time required to run a circuit (i.e., the length of the longest path involved
in computing an output). The depth of a node w in the circuit is denoted as D(w). The
input and output sizes of circuit C are n and m, respectively, and the max function takes
an arbitrary number of inputs and returns the largest value among them. Then, the depth
is formally defined with the following properties:

• For i < n, D(xi) = 0.

• For any nodes v and w, if (w : BUFFER, v) ∈ C, then D(w) = D(v).

• For any nodes v and w, if (w : NOT, v) ∈ C, then D(w) = D(v) + 1.

• For any nodes v0, v1, and w and the 2-fanin gate G, if (w : G, v0, v1) ∈ C, then
D(w) = max (D(v0),D(v1)) + 1.

The depth of C is defined as max (D(y0), · · · ,D(ym−1)).

2.2 BP Algorithm and Its Variants
Boyar and Peralta argued that the linear layer can be represented as a matrix, and
optimizing its XOR gate count is NP-hard, necessitating the development of heuristic
algorithms [BP10]. To address this problem, they proposed the heuristic BP algorithm to
reduce the XOR gate count. The BP algorithm has many variants, with aims falling into
two categories: minimizing the XOR gate count or minimizing the XOR gate count with a
depth limit. In this section, we introduce the BP, RNBP, and BPD algorithms.

BP and RNBP: Minimizing the XOR Gate Count. The BP algorithm starts by initial-
izing S (called the base) as the set of input nodes x0, x1, · · · , xn−1 for a circuit with input
and output sizes of n and m, respectively. Then, the algorithm repeatedly selects a pair
of nodes from the base, runs XOR on them, and stores the results in the base. When
all output nodes y0, · · · , ym−1 (called targets) are included in the base, the algorithm
terminates and outputs the constructed circuit up to that point. To select node pairs
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wisely, we calculated the distance, measuring how far each target is from the base (i.e., the
minimum number of additional XOR operations needed to implement the target). The
distance δ is defined below for base S and each target yi:

δ(S, yi) = min

d | ∃v0, · · · , vd−1 ∈ S such that yi =
d−1⊕
j=0

vj , for d ≤ |S|

 .

The distances for each target are calculated based on the above definition, and the distance
vector Dist is formed from these distances:

Dist = [δ(S, y0), δ(S, y1), · · · , δ(S, ym−1)]

The BP algorithm selects node pairs by making them compete against each other. For
each node pair (vi, v′

i), the selection strategy is as follows:

1. The pair that minimizes the sum of the elements in the new Dist created by S∪{vi⊕v′
i}

wins.

2. The pair that maximizes the Euclidean norm of the new Dist created by S ∪{vi⊕ v′
i}

wins.

The Euclidean norm of Dist is defined as
√∑m−1

i=0 δ(S, yi)2. Pairs first compete using
Strategy 1, and if a tie occurs, they compete using Strategy 2. The pair is randomly chosen
if a tie also occurs using the second strategy.

If a specific target is implemented with a single XOR operation, no method is more
efficient than that operation, expressed as a distance of 1 to the target. Thus, pairs whose
distance changes from 1 to 0 are selected first without competition. This strategy is called
a pre-emptive strategy.

In the BP algorithm, two notable improvements exist without significant changes to the
strategy. The first improvement concerns the timing of triggering the pre-emptive strategy.
The traditional BP algorithm determines whether a pair qualifies for the pre-emptive
strategy while pairs are competing. If a pair qualifies, it is selected, but unnecessary
competition occurs until that point. Reyhani et al. [RTA18] proposed that pairs suitable
for the pre-emptive strategy can be identified as soon as the distance decreases from 2 to
1; thus, these pairs are selected without further competition. This improvement reduces
the computational effort spent on unnecessary competition.

The second improvement is the equalization of selection probabilities for tied pairs.
The BP algorithm compares the pair against newly examined pairs, discarding the losing
pair and selecting the winning pair. A random selection to break the tie is also made
during this process, increasing the final selection probability for later pairs. If the tied
pairs are investigated in the order (v0, v′

0), (v1, v′
1), (v2, v′

2), and (v3, v′
3), the probability

of each pair being selected is 1/8, 1/8, 1/4, and 1/2, respectively. Tan and Peyrin [TP20]
improved the algorithm by collecting all pairs resulting in ties from Strategies 1 and 2,
making a uniformly random selection among them. This algorithm is called RNBP.

BPD: Minimizing the XOR Gate Count with a Depth Limit. Li et al. [LSL+19]
proposed the BPD algorithm, which reduces XOR gates under a limited depth for low-
latency implementation. This algorithm is based on the BP algorithm and adds a feature
to limit the depth required to implement the target. They first proposed the following
theorem to obtain the minimum depth to implement an expression solely comprising XOR
operations.

Theorem 1. [LSL+19] Let S = {v0, v1, · · · , vn} be a set of nodes with D(vi) = di, then
the lower bound of the depth of the circuit implementing z = v0⊕· · ·⊕vn is ⌈log2

∑n−1
i=0 2di⌉.



Yongjin Jeon, Seungjun Baek, Giyoon Kim, and Jongsung Kim 7

Based on Theorem 1, the H-distance δH is defined to limit the depth in the BPD
algorithm. In addition, δH represents the additional XOR gate count to implement the
target without exceeding the depth H. If the implementation is infeasible, it outputs ∞:

δH(S, yi) = min
({

d | ∃v0, · · · , vd−1 ∈ S s.t.

yi =
d−1⊕
j=0

vj and

⌈
log2

(
n−1∑
j=0

2D(vj )

)⌉
≤ H for d ≤ |S|

}
∪{∞}

)
.

The BPD algorithm uses δH to construct Dist and selects node pairs by following the
strategy of the BP algorithm, where pairs exceeding the depth H are excluded from the
selection. Additionally, the depths of all variables in the base are stored in ∆ and used
to determine whether the depth exceeds a certain threshold. For an appropriate c, when
S = {v0, v1, · · · , vc−1}, ∆ is defined as follows:

∆ = [D(v0),D(v1), · · · ,D(vc−1)].

3 Generating S-Box Circuits with BP-based Heuristics
In this section, we introduce a new framework for heuristic search aimed at optimizing the
circuit depth or XOR gate count in S-box circuits while preserving the AND gate count
and AND depth. To achieve this aim, we described the three steps that constitute the
proposed framework and explained the process of incorporating BP-based heuristics, such
as the RNBP and BPD algorithms.

3.1 Overview of the Framework
The framework is divided into three steps: a pre-processing step that transforms the circuit,
an optimizing step that employs embedded tools, and a post-processing step that manages
NOT gates. Figure 2 illustrates the overall structure.

Pre-processing Step. The pre-processing step extracts the XOR information from the tar-
get circuit so that the framework can operate in the optimizing step, which manages circuits
with nonlinear gates. Next, the circuit is transformed into multiple forms C0, C1, · · · , Cp−1
where p denotes the number of transformed circuits. This process allows the optimizing
step to process the circuit with various configurations. Specifically, we employed equivalent
circuits to convert the XOR information and perform multiple optimizing steps. This strat-
egy relies on the fact that the BP-based heuristic has demonstrated improved performance
through simple matrix transformations (row and column transformations) [BFI19, BFI21].

Finally, the NOT operations are removed from the XOR information and stored
separately. An additional node representing the constant 1 must be considered to address
the NOT operations. In Figure 2, C∗

i represents Ci with the NOT operation removed
for i < p. Although NOT gates typically have less load than other gates, the extended
BP-based heuristic treats the node with a constant of 1, the same as any other node.
Experimentally, adding the NOT gates later is effective. Therefore, the NOT gate is
removed in advance, and the node in which the NOT gate was used is recorded and added
during the post-processing step.

Optimizing Step. The optimizing step requires a heuristic for optimizing the linear layer
(extended BP-based heuristics) and extends the BP-based heuristic. Simple modifications
eliminate errors and enable the heuristic to manage nonlinear gates, which the original
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Figure 2: New framework for a heuristic search to optimize the circuit depth or XOR gate
count

BP-based heuristic could not manage. However, the existing strategy does not perform
well with circuits with nonlinear gates; therefore, further adjustments are required. Several
methods are described to modify the algorithm by incorporating the RNBP and BPD
algorithms.

Post-processing Step. The post-processing step adds the NOT gates stored during the
pre-processing step. The nodes with removed NOT gates are located and added back. If
possible, we combined them with existing XOR operations to form XNOR gates.

3.2 Pre-processing the S-Box Circuit
Related literature has explained the input-output XOR relationship of the linear layer
through matrix representation. However, we deal with circuits that include nonlinear gates,
and explaining the input-output relationships of such circuits via matrix representation is
challenging. We took a different approach to addressing this problem by extracting the
information of each node in the target circuit and reconstructing the nodes based on the
nonlinear gates.

The inputs and outputs of a circuit containing nonlinear gates are x0, · · · , xn−1 and
y0, · · · , ym−1, respectively. The number of nonlinear gates is k, and the input-output
nodes of the i-th nonlinear gate are r2i, r2i+1, and gi. The framework extracts the XOR
information used to form r0, · · · , r2k−1, y0, · · · , ym−1.

For i > 0, each gi cannot be used to construct g0, · · · , gi−1; hence, r2i and r2i+1
comprise the XOR of a constant of 1, x0, · · · , xn−1, and g0, · · · , gi−1, where r0 and r1
comprise the XOR of a constant of 1 and the input nodes. The output nodes comprise
the XOR of a constant of 1, x0, · · · , xn−1, and g0, · · · , gk−1. For better performance, the
information of the running XOR with a constant of 1 is stored separately and applied in
the post-processing step.
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We took the software-optimized implementation of the 4-bit GIFT [BPP+17] S-box
as an example to illustrate the new representation method. In Section 2.1, circuits are
formally defined; however, they are presented as equations for readability. In Table 1, the
circuit on the left is the original circuit, whereas the rewritten circuit on the right contains
information extracted according to the proposed method. The circuit on the right includes
XOR information and nonlinear gates to aid in understanding.

Table 1: Extraction of the XOR information from the GIFT S-box circuit
Original circuit



Extraction of XOR information and nonlinear gates
No. Gate No. Gate No. Gate
1 x1 = x1 ⊕AND(x0, x2) 1 r0 = x0 9 g2 = OR(r4, r5)
2 t = x0 ⊕AND(x1, x3) 2 r1 = x2 10 r6 = x0 ⊕ g1
3 x2 = x2 ⊕OR(t, x1) 3 g0 = AND(r0, r1) 11 r7 = x1 ⊕ x2 ⊕ x3 ⊕ g0 ⊕ g2
4 x0 = x3 ⊕ x2 4 r2 = x1 ⊕ g0 12 g3 = AND(r6, r7)
5 x1 = x1 ⊕ x0 5 r3 = x3 13 y0 = x2 ⊕ x3 ⊕ g2
6 x0 = x0 ⊕ 1 6 g1 = AND(r2, r3) 14 y1 = x1 ⊕ x2 ⊕ x3 ⊕ g0 ⊕ g2
7 x2 = x2 ⊕AND(t, x1) 7 r4 = x0 ⊕ g1 15 y2 = x2 ⊕ g2 ⊕ g3
8 x3 = t 8 r5 = x1 ⊕ g0 16 y3 = x0 ⊕ g1

Nodes where NOT gate is used : y0

We obtained more diverse results by creating various configurations, slightly modifying
the circuit without adding nonlinear gates and changing the AND depth. The primary
modifications apply the properties of AND and OR gates.

Modifications of Input Bits of AND and OR Gates. Property 1 is easily verified to hold
for AND gates.

Property 1. For input nodes r2i and r2i+1 and output node gi of the i-th nonlinear gate,
if gi = AND(r2i, r2i+1), then

gi = AND(r2i, r2i+1) = r2i · r2i+1

= r2i · (r2i ⊕ r2i+1)⊕ r2i = AND(r2i, r2i ⊕ r2i+1)⊕ r2i

= r2i+1 · (r2i ⊕ r2i+1)⊕ r2i+1 = AND(r2i+1, r2i ⊕ r2i+1)⊕ r2i+1.

The above property allows the circuit to be modified by adding additional XOR
operations to the inputs and outputs of the AND gate. Applying the two substitutions
below, which use the above property, can achieve two additional modifications:

• gi → gi ⊕ r2i and r2i+1 → r2i ⊕ r2i+1 in XOR information.

• gi → gi ⊕ r2i+1 and r2i → r2i ⊕ r2i+1 in XOR information.

At first, this transformation appears to require an additional XOR gate, but depending
on the target XOR information, it can reduce the number of XOR gates. For example,
for a given target y, let y = AND(v, v ⊕ v′) ⊕ v. The above modification simplifies to
y = AND(v, v′), reducing the number of XOR gates by two.

Similarly, we can derive Property 2 for OR gates.

Property 2. For input nodes r2i and r2i+1 and output node gi of the i-th nonlinear gate,
if gi = OR(r2i, r2i+1), then

gi = OR(r2i, r2i+1) = (r2i ⊕ 1) · (r2i+1 ⊕ 1)⊕ 1
= (r2i ⊕ 1) · (r2i ⊕ ri+1 ⊕ 1)⊕ 1 = OR(r2i, r2i ⊕ r2i+1)
= (r2i+1 ⊕ 1) · (r2i ⊕ r2i+1 ⊕ 1)⊕ 1 = OR(r2i+1, r2i ⊕ r2i+1).

Then, two more transformations can be attained through the following two substitutions
based on Property 2:
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• r2i+1 → r2i ⊕ r2i+1 in XOR information.

• r2i → r2i ⊕ r2i+1 in XOR information.

Transformations Between AND and OR Gates. The AND and OR gates can also be
converted to each other using an additional XOR operation, leading to Property 3.

Property 3. For input nodes r2i and r2i+1 and output node gi of the i-th nonlinear gate,
if gi = AND(r2i, r2i+1), then

gi = AND(r2i, r2i+1) = r2i · r2i+1 = (r2i ⊕ 1) · (r2i+1 ⊕ 1)⊕ 1⊕ r2i ⊕ r2i+1

= OR(r2i, r2i+1)⊕ r2i ⊕ r2i+1.

Then, two more transformations can be obtained via the following two substitutions
based on Property 3:

• gi → gi ⊕ r2i ⊕ r2i+1 in XOR information and gi = AND(r2i, r2i+1) → gi =
OR(r2i, r2i+1).

• gi → gi ⊕ r2i ⊕ r2i+1 in XOR information and gi = OR(r2i, r2i+1) → gi =
AND(r2i, r2i+1).

For input nodes r2i and r2i+1 and output node gi of the i-th nonlinear gate, NAND
and NOR gates can also be converted to other nonlinear gates using Properties 1, 2, and 3,
and vice versa.

How to Select Transformations for Nonlinear Gates. When many nonlinear gates
exist, attempting to optimize all possible forms of transformed circuits is infeasible. The
initial circuit form influences the proposed heuristic algorithms; hence, we selected the
transformation for each nonlinear gate that results in the greatest reduction of XOR gates.
If transformations have equal rankings, we choose one at random or select both to increase
the number of possibilities. This process is repeated until no more transformations reduce
the number of XOR gates. Once this is accomplished, we proceed with the optimizing step
using the resulting circuits.

3.3 Incorporating Extended BP-based Heuristics into the Framework
In this section, we extend the RNBP and BPD algorithms to address nonlinear gates by
applying a new pre-emptive strategy similar to that in Section 2.2. Then, the algorithms
are incorporated into the proposed framework. In the framework, the RNBP algorithm
optimizes the XOR gate count, whereas the BPD algorithm optimizes the XOR gate count
with the depth limited to H. If H =∞ in the BPD algorithm, it becomes the same as the
RNBP algorithm.

Extending BP-based Heuristics to Address Nonlinear Gates. The difficulty in directly
applying the RNBP and BPD algorithms to S-box circuit optimization is that targets
cannot be created using only XOR gates. In circuits with nonlinear gates, BP-based
heuristics terminate and output ⊥ without generating nonlinear gates. Our framework
solves this problem by adding the input nodes of nonlinear gates to the set of targets
and by adding the output node of that gate to base S if two inputs of a nonlinear gate
are implemented. The input nodes of the i-th nonlinear gate are r2i and r2i+1, and let
the output node is gi. If r2i and r2i+1 are implemented, gi can be computed in a single
operation; thus, it is implemented immediately. That is, if r2i and r2i+1 belong to S, gi

is added to S, and this process is a new pre-emptive strategy. In this way, as the output
nodes of nonlinear gates are added to S, the targets can be gradually implemented.
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Recall that the BP-based heuristics are discussed in Section 2.2. For a circuit using k
nonlinear gates, the extended algorithm and original algorithm are collectively provided in
Algorithm 1. The black text indicates generalized BP-based heuristics, whereas the red
text indicates extensions for the complete application in our framework.

Algorithm 1 Extended BP/RNBP algorithm-based heuristic (eBP/eRNBP)
Input: input size n, target nodes (output of a circuit) y0, · · · , ym−1, number of nonlinear

gates k, nonlinear gates G0, · · · , Gk−1
Output: optimized circuit C

Y ← {r0, · · · , r2k−1,y0, · · · , ym−1}
S ← {x0, · · · , xn−1}
C ← [ ]
Dist←update_Dist(S, Y )
while Y ̸⊂ S do

W ← {w | w = v ⊕ v′ such that w /∈ S for v, v′ ∈ S}
if W = ∅ then

return ⊥
if gi /∈ S and r2i, r2i+1 ∈ S for any i then

(w : G, {v, v′})← (gi : Gi, {r2i, r2i+1}) ▷ new pre-emptive strategy
else

(w : G, {v, v′})← T (W, S, Y, Dist) ▷ w = v ⊕ v′ for v, v′ ∈ S and G = XOR

S ← S ∪ {w}
append (w : G, {v, v′}) to C
Dist←update_Dist(S, Y )

return C

In this study, S represents the base, and Y denotes the set of targets. The function
update_Dist recalculates the distances in Dist. Strategy T is applied for the competition
between pairs, and for three nodes w, v, and v′ satisfying w = v ⊕ v′, the function outputs
the tuple (w : XOR, {v, v′}). An XOR gate is assigned to G, and the tuple is appended to
C. In addition, (v, v′) represents the node pair selected via strategy T , and the strategies
explained in Section 2.2 are examples of this strategy. These strategies work to select the
node pairs that bring the algorithm closer to the goal, using all values of W, S, Y , and
data that the algorithm can manage.

Incorporating the RNBP Algorithm. The distance δ defined in Section 2.2 is changed to
output ∞ because it may be impossible to implement the target due to a nonlinear gate.
For all targets yi, the new distance δ∗(S, yi) is defined as follows:

δ∗(S, yi) = min

d | ∃v0, · · · , vd−1 ∈ S such that yi =
d−1⊕
j=0

vj , for d ≤ |S|

∪{∞}
 .

This adjustment ensures that the update_Dist function works without errors. Strategy
T adopted the strategies of the RNBP algorithms as described in Section 2.2. We applied
the Euclidean norm of Dist and the sum of the elements of Dist in the selection strategy.
If ∞ is included in Dist, both cases output ∞, which does not cause errors but does not
significantly influence pair selection. In such cases, the RNBP algorithm is forced to make
random choices, deviating from the goal of an efficient circuit. To optimize, we adjust Dist
by excluding values that output ∞. Our framework incorporating the RNBP algorithm
conforms to Algorithm 1 and we call this eRNBP.
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Incorporating the BPD Algorithm. The BPD algorithm takes an input S-box circuit, sets
a threshold for a certain depth, and outputs a circuit with a minimized XOR gate count,
without exceeding the depth threshold. The update_Dist_and_∆ function calculates
Dist and ∆ and outputs Dist, ∆, and H, using S and Y in its calculations. H is a fixed
value and can therefore be defined within the algorithm. H is the final depth of the circuit
(excluding NOT gates), and we use Theorem 1 to determine the minimum value of H to
consider its possible range. The XOR information for r0, · · · , r2k−1, y0, · · · , ym−1 is known
from Section 3.2; therefore, the minimum depth required to construct each node can be
obtained if the depths of g0, g1, · · · , gk−1 are known. According to the definition of depth,
for each i,

D(gi) = max(D(r2i, r2i+1)) + 1. (1)

Furthermore, each gi is not used to construct r0, · · · , r2i−1. Thus, Theorem 1 and
Equation (1) can determine the minimum depth for each node in the order of r0, r1, g0, r2,
r3, g1, · · · , r2k−2, r2k−1, gk−1, y0, y1, · · · , ym−1. The minimum depth of the entire circuit
is max(D(y0), · · · ,D(ym−1)), which is considered the minimum value of H.

The distance used in the BPD algorithm is set to H, the maximum depth that any target
can have, but this cannot be done for the new targets (inputs of nonlinear gates). Because
these are values in the middle of the circuit, when H is reached, the final depth of the
circuit can exceed H. Therefore, we set a maximum depth for all targets. We calculated the
minimum depths of the targets using Theorem 1 and increased the depths so that the final
depth of the circuit does not exceed H. The function calculate_depth_limit_each_target
describes this process, and the output of this function, HY , is a function that outputs the
maximum depth that the target can reach when a target is input. For all targets yi, the
new distance δ∗

H(S, yi) is defined as follows:

δ∗
H(S, yi) = min

({
d | ∃v0, · · · , vd−1 ∈ S s.t.

yi =
d−1⊕
j=0

vj and

⌈
log2

(
n−1∑
j=0

2D(vj )

)⌉
≤ HY (yi) for d ≤ |S|

}
∪{∞}

)
.

In incorporating the BPD algorithm, Dist is defined well, and by definition, ∆ does not
include noninteger values (e.g., ∞). However, the BPD algorithm also uses the Euclidean norm of
Dist and the sum of the elements of Dist in the selection strategy; thus, it can still lead to the
problem of distances potentially being ∞. As with the incorporating of the RNBP algorithm,
Dist is constructed excluding ∞. During the investigation, the depth limit H was manually set
according to Theorem 1 starting from the lower bound of the depth. Therefore, if the circuit with
H as the lower bound is generated, it can be considered optimized from the perspective of depth.
Our framework incorporating the BPD algorithm conforms to Algorithm 2.

The most time-consuming part of the algorithm is applying strategy T to all elements in
W ; thus, reducing the size of W increases the speed of the algorithm. In each iteration, the
algorithm calculates the Dist caused by elements in W to apply strategy T , and in the next
iteration, it recalculates Dist for elements that were not selected. To improve the algorithm’s
performance, we can consider removing elements whose Dist does not change in the next iteration.
By investigating only a portion of W , the speed improves, but the algorithm output may not be
optimal.

Comparison of eRNBP and eBPD. The eBPD determines whether the depth of the two
input nodes of an AND gate exceeds a threshold when triggering a new pre-emptive strategy,
whereas eRNBP does not. Accordingly, eRNBP minimizes only the XOR gate count of the given
S-box circuit, and its depth cannot be manually controlled. However, eBPD sets the input depth
as a threshold and minimizes the XOR gate count without exceeding this threshold. Among the
two methods, eBPD produced better overall results, as provided in Section 4.
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Algorithm 2 Extended BPD algorithm based heuristic (eBPD)
Input: input size n, depth limit H, target nodes (output of a circuit) y0, · · · , ym−1,

number of nonlinear gates k, nonlinear gates G0, · · · , Gk−1
Output: optimized circuit C

Y ← {r0, · · · , r2k−1,y0, · · · , ym−1}
S ← {x0, · · · , xn−1}
C ← [ ]
HY ←calculate_depth_limit_each_target(Y, H)
Dist, ∆←update_Dist_and_∆(S, Y, H)
while Y ̸⊂ S do

W ← {w | w = v ⊕ v′ such that w /∈ S for v, v′ ∈ S}
if W = ∅ then

return ⊥
if gi /∈ S and r2i, r2i+1 ∈ S for any i then

if D(r2i) ≤ HY (r2i) and D(r2i+1) ≤ HY (r2i+1) then
(w : G, {v, v′})← (gi : Gi, {r2i, r2i+1}) ▷ new pre-emptive strategy

else
(w : G, {v, v′})← T (W, S, Y, Dist, ∆, H) ▷ w = v ⊕ v′ for v, v′ ∈ S and G = XOR

S ← S ∪ {w}
append (w : G, {v, v′}) to C
Dist, ∆←update_Dist_and_∆(S, Y, H)

return C

4 Applications to AES, SNOW3G, and Saturnin S-Box Circuits
We applied the proposed framework to the AES, SNOW3G, and Saturnin S-boxes to evaluate its
effectiveness. In particular, we searched for new circuits that are competitive in terms of the AND
gate count and the AND depth to perform various experiments on the AES S-box. Specifically, we
conducted a new investigation on a polynomial basis representation of the GF (28) inverse. In the
case of the SNOW3G S-box, the circuit had not previously been proposed and is newly implemented
in this work. Finally, we optimized the competitive circuits for the AES, SNOW3G, and Saturnin
S-boxes, including our proposed circuits, for either the circuit depth or XOR gate count. These
S-boxes share the common feature of being structural combinations of small S-boxes; hence, they
are suitable for applying our framework.

4.1 Generating New AES S-box Circuits

The AES S-box circuits by Boyar and Peralta [BP10, BP12] were generated using tower field
construction. Since it is shown in [BP10] that constructing GF (28) inverter based on tower
field construction is optimal from a cost perspective, it is reasonable to use circuits based on
the approach. We applied the tool from [JBK24] to the two circuits proposed in [BP10, BP12],
modifying only the multiplicative inverter over GF (24). The tool outputs only a single result, but
we modified the tool to output all possible circuits. Similar to the approach in [BP12], where the
AND gate count was increased to reduce the depth, we modified the tool to output circuits that
slightly increase the AND gate count while reducing the depth.

Using the strategy described above, we found several new AES S-box circuits that show
performance improvements in one or two of the five metrics. In concrete, for each of the circuits
in [BP10] and [BP12], we applied two types of multiplicative inverters, resulting in a total of four
AES S-box circuits (see Table 2). These circuits have AND depths of 5 and 4, using 32 and 33
AND gates, respectively. Compared to the original ones, our results reduce either the AND depth
or the AND gate count by up to 2. The new circuits for [BP10] and [BP12] are presented in
Listings 1 and 2, and in Listings 3 and 4 in Appendix B, respectively.
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4.2 Generating New SNOW3G S-box Circuit
We newly implemented the 8-bit S-box SQ [For06], used to operate S2 in SNOW3G. This S-box
comprises the function g49 : F28 → F28 defined as g49(x) ⊕ 0x25. The function g49, known as the
Dickson polynomial, is defined as follows:

g49(t) = t + t9 + t13 + t15 + t33 + t41 + t45 + t47 + t49.

g49 satisfies g49 = g7(g7(t)), where g7 is another Dickson polynomial [BHNS10], defined as follows:

g7(t) = t + t5 + t7.

By implementing g7 and composing it with itself, we can implement g49.
Since t7 is constructed as the product of t2 and t5, we implemented the operations in the order

of t2, t5, t7, and t + t5 + t7. We performed the implementation using the finite field extension.
Specifically, GF (28) is treated as a field constructed with x2 + Ax + B for A, B ∈ GF (24), where
W is the root of x2 + Ax + B, and α, β are elements of GF (24).

Computing t2. Let t = αW + β. Then, t2 is calculated as follows:

t2 = (αW + β)2 = α2W 2 + β2 = α2AW + α2B + β2.

Since t2 consists of squaring and scalar multiplication operations over GF (24), by Theorem 2, it
is a linear operation.

Computing t5. Let t = αW + β. Squaring t2 to obtain t4 yields the following:

t4 = (α2AW + α2B + β2)2 = α4A2W 2 + α4B2 + β4 = α4A3W + α4A2B + α4B2 + β4.

As t5 = t × t4, it can be obtained as follows:

t5 = (αW + β)(α4A3W + α4A2B + α4B2 + β4)
= α5A3W 2 + (α5A2B + α5B2 + αβ4 + α4βA3)W + α4βA2B + α4βB2 + β5

= (α5A4 + α5A2B + α5B2 + αβ4 + α4βA3)W + α5A3B + α4βA2B + α4βB2 + β5

If we set A = 1, t5 is expressed as follows:

t5 = (α5 + α5B + α5B2 + αβ4 + α4β)W + α5B + α4βB + α4βB2 + β5

=
(
(α + β)5 + (B + B2)α5 + β5)W + α5B + (B + B2)α4β + β5

According to the above expression, implementing t5 requires constant multiplication over
GF (24) and the implementation of α4, where α4 is calculated through two squaring operations.
These two operations are implemented as linear operations by Theorem 2.

Theorem 2. Squaring and multiplying by a constant over GF (24) are linear operations.

Proof. The proof of this theorem is given in Appendix A.

Thus, by computing α5, β5, (α + β)5, and α4β, we can determine t5 via linear operations.

• Using the tool from [JBK24], we obtained a circuit for computing the fifth power over
GF (24) using 3 AND gates. Thus, we used 3 AND gates each to compute α5, β5, and
(α + β)5.

• According to Theorem 2, computing α4 is a linear operation. Since α4β can be implemented
as multiplication in GF (24), we used the method from [PFR98] to implement it with 9
AND gates.

We computed t5 using 18 AND gates and additional linear operations.
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Computing t7. The multiplication of elements αW + β and α′W + β′ proceeds as follows:

(αW + β)(α′W + β′) = αα′W 2 + (αβ′ + α′β)W + ββ′

= (αα′A + αβ′ + α′β)W + αα′B + ββ′.

When A = 1, the equation expands as follows:

(αW + β)(α′W + β′) = (αα′ + αβ′ + α′β)W + αα′B + ββ′

=
(
(α + β)(α′ + β′) + ββ′)W + αα′B + ββ′.

Thus, t7 can be implemented using three multiplications over GF (24) for αα′, ββ′, and (α +
β)(α′ + β′), along with linear operation. Each multiplication was implemented using the method
from [PFR98], requiring a total of 27 AND gates.

Computing t + t5 + t7. 18 AND gates were used to implement t5, and 27 AND gates were
used to implement t7. Therefore, 45 AND gates were used in total to implement g7.

Constructing g49. Due to the complexity of the circuit structure, we optimized SQ by dividing
it into first and second halves. As g49 comprises of g7 and its composite, we divided it into the
first g7 and last g7, applied the above computational process to each, and combined the two
results. This approach allowed us to implement SQ with a depth of 34 and an AND depth of 4,
using 90 AND gates and 366 XOR gates (Listing 20 in Appendix B). The total number of gates
proposed in [BHNS10] is 498, while our result improves upon this, reducing the count to 456.

4.3 Results for AES, SNOW3G, and Saturnin S-Box Circuits
Due to the difficulty of calculating all transformations presented in the pre-processing step,
we adopted the search strategy discussed in Section 3.2. Our experiments focused on the AES
S-box circuit from [BP10] and its improved circuit [mt16], the one from [BP12] and its improved
circuit [BFP+17], and two new circuits discussed in Section 4.1. The circuits proposed in [BP10]
and [mt16] have the same XOR information, and the circuits proposed in [BP12] and [BFP+17] also
share the same XOR information. Therefore, only the circuits proposed in [BP10] and [BP12] must
be considered to obtain results for analyzing the four targets. Additionally, we explored the SNOW3G
S-box circuit [For06] (discussed in Section 4.2) and the Saturnin super S-box circuit [CDL+20].
All circuits we found are presented in Appendix B, and Table 2 summarizes the results. All results
were investigated by increasing the depth threshold starting from the lower bound according to
Theorem 1 ([LSL+19]); thus, Listings 10, 14, 15, 17, 18, 19, and 22 have optimized depths.

It is worth noting that we identified the best 24-depth implementation of the AES circuit
among circuits with an AND gate count of 32 and an AND depth of 5 (Listing 11), which is
based on the newly generated circuit (Listing 1). The circuit reduces the depth and the AND
depth by 3 and 1, respectively, compared to the circuit in [mt16]. We also obtained the 26-depth
implementation of the AES S-box circuit (Listing 5), which was the best among the circuits with
an AND gate count of 32 and an AND depth of 6. Based on the circuit in [mt16], the depth was
reduced to as low as 18 using 12 additional XOR gates at most. Another one is the AES S-box
circuit with a depth of 15 (Listing 17) using 100 XOR gates, improving on the previous minimum
depth of 16 for an AES S-box with an AND gate count of 34 and an AND depth of 4. To the best
of our knowledge, the AES S-box circuit with a depth of 15, using 34 AND gates, represents the
best result in this category in terms of depth. For the SNOW3G S-box circuit, the depth was reduced
from 34 to 24 (Listing 21). Additionally, for the Saturnin super S-box circuit, the depth was
reduced from 28 to 25 (Listing 22). These results demonstrate the effectiveness of our framework.

Based on our experiments, the BPD algorithm yielded better overall results compared to the
RNBP algorithm in the proposed framework. For the AES S-box circuit in [BP10], we found an
implementation with an XOR gate count of 81 using eRNBP, increasing the depth from 28 to
34. In contrast, using eBPD, we found an implementation with the same XOR gate count 81 but
with a depth reduced from 28 to 26 (Listing 5). For the Saturnin super S-box, the results from
eRNBP were worse, and only eBPD offered better results in terms of depth.

For the AES S-box circuits, the results based on eBPD tend to involve a trade-off between the
depth and number of linear gates. As the depth decreases, the increase in XOR gate count is
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Table 2: Comparison of results for AES, SNOW3G, and Saturnin
S-box D AD #NL #L #(gate) Algorithm Reference

AES S-box

28 6 32 83 115 BP + ad-hoc [BP10]
27 6 32 81 113 ad-hoc [mt16]
26 6 32 81 113 eBPD Sect. 4.3 (Listing 5)
23 6 32 82 114 eBPD Sect. 4.3 (Listing 6)
22 6 32 85 117 eBPD Sect. 4.3 (Listing 7)
21 6 32 90 122 eBPD Sect. 4.3 (Listing 8)
20 6 32 92 124 eBPD Sect. 4.3 (Listing 9)
18† 6 32 93 125 eBPD Sect. 4.3 (Listing 10)
25 5 32 85 117 ad-hoc Sect. 4.1 (Listing 1)
24 5 32 81 113 eBPD Sect. 4.3 (Listing 11)
23 5 32 83 115 eBPD Sect. 4.3 (Listing 12)
22 5 32 84 116 eBPD Sect. 4.3 (Listing 13)
17† 5 32 97 129 eBPD Sect. 4.3 (Listing 14)
23 4 33 85 118 ad-hoc Sect. 4.1 (Listing 2)

16† 4 33 104 137 eBPD Sect. 4.3 (Listing 15)
16 4 34 94 128 ad-hoc [BP12]
16 4 34 91 125 ad-hoc [BFP+17]
28 4 34 81 115 eRNBP Sect. 4.3 (Listing 16)

15† 4 34 100 134 eBPD Sect. 4.3 (Listing 17)
18 5 32 96 128 ad-hoc Sect. 4.1 (Listing 3)

17† 5 32 93 125 eBPD Sect. 4.3 (Listing 18)
17 4 33 96 129 ad-hoc Sect. 4.1 (Listing 4)

16† 4 33 101 134 eBPD Sect. 4.3 (Listing 19)
15 5 54 107 161 ad-hoc [UHS+15]
17 5 50 79 129 ad-hoc [RTA18]
21 5 50 69 119 ad-hoc [RTA18]

SNOW3G S-box 34 4 90 366 456 ad-hoc Sect. 4.2 (Listing 20)
24 4 90 533 623 eBPD Sect. 4.2 (Listing 21)

Saturnin S-box 28 12 48 86 134 ad-hoc [CDL+20]
25† 12 48 143 191 eBPD Sect. 4.3 (Listing 22)

- D: depth / AD: AND depth / #NL: the number of nonlinear gates / #L: the number of linear gates
- †Optimized depth for each circuit

relatively small, which can facilitate selecting the appropriate circuit depending on the application
environment.

5 Discussion: Paradigm Shift in S-Box Circuit Optimization
Optimization techniques for S-box circuits are categorized based on the target size. Various tools
and techniques for optimally implementing small-sized S-box circuits work particularly well for
4-bit sizes. These tools primarily operate by inputting an S-box table. Although the proposed
framework requires more information than just an S-box table because it requires an S-box circuit
as input, this disadvantage can be overcome by integrating this technique with other tools.

In contrast, optimizing large-sized S-box circuits is challenging. Several mathematical tech-
niques are applied using a divide-and-conquer approach for mathematically constructed S-boxes.
This paradigm leaves room for further optimization because the divided parts do not interfere
with each other. The proposed framework can manage an 8-bit AES S-box and advances this
paradigm.

Small S-box Circuits. The measures considered for constructing circuits for small S-boxes are
the MC, bitslice gate complexity (BGC), gate complexity (GC), depth, and AND depth. Table 3
compares the designed tool with existing tools for implementing circuits of S-boxes. The search
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methods of the existing tools are divided into two categories: using SAT solvers or constructing
graphs and applying pathfinding logic. Both methods are based on exhaustive searches, which
tend to become significantly more difficult as the size of the S-box or the number of required
operators increases.

The SAT solver-based tool presented in [Sto16] can optimize the MC, BGC, GC, and depth.
The paper demonstrates a method for optimizing multiple measures by optimizing one measure
before optimizing the others. Zhang and Huang [ZH23] found significant performance improvements
by changing the expression format of the equations in [Sto16]. Bilgin et al. [BMD+20] introduced
a tool based on the work in [Sto16] to optimize the MC and AND depth of 4-bit S-boxes. They
also proposed an analysis of some large S-boxes and employed additional tools to optimize of
internal affine layers.

LIGHTER [JPST17] is a circuit generation tool for 4-bit S-boxes, which constructs a graph
where function values are vertices and gates are edges, performing a breadth-first search (BFS)
integrated with MITM to determine the circuit. LIGHTER has the advantage of allowing the
customization of the gate costs used in GC calculations and enabling the calculation of BGC.
PEIGEN [BGLS19] improves the performance of [JPST17] via technical upgrades and can calculate
depth but can hardly handle S-boxes larger than a 5-bit size. Jeon et al. [JBK24] proposed a
novel approach that constructs a different type of graph and performs an A* search to determine
the S-box circuit. This tool determines circuits using the minimum number of AND gates and
can construct circuits for 5-bit and some 6-bit S-boxes.

The three tools in [BMD+20], [JPST17], and [JBK24] can reduce the MC and AND depth
but cannot simultaneously optimize depth. Incorporating the proposed framework into circuits
with reduced MC and AND depth can determine S-boxes with low depth. This framework
with [JBK24], which manages sizes up to 6 bits, maximizes performance.

Table 3: Comparison of the existing tools for generating efficient S-box circuits
Tools Base technique Target measure Input type Applicability to AES S-box

[Sto16] SAT solver MC, BGC, GC, depth S-box table No
[JPST17] Graph based BFS with MITM BGC, GC S-box table No
[BGLS19] Graph based BFS with MITM MC, BGC, GC, depth S-box table No
[BMD+20] SAT solver MC, AND depth S-box table No

[ZH23] SAT solver MC, BGC, GC, depth S-box table No
[JBK24] Graph based A* search MC S-box table No

Ours eRNBP, eBPD #XOR, depth S-box circuit Yes

MC : multiplicative complexity / BGC : bitslice gate complexity / GC : gate complexity

Large S-box Circuits. Until now, tools could not directly manage the circuit of an 8-bit S-box.
For instance, the AES S-box circuit often requires a divide-and-conquer approach, where it is
mathematically decomposed, and smaller S-boxes and linear layers are optimized separately.
Additional methods, such as tower field extension or Fermat’s little theorem, are often used to
structure the S-box, allowing for partial implementation but making it challenging to directly
optimize the entire circuit. However, our tool integrates and optimizes small S-boxes and linear
layers using BP-based heuristics, amortizing the optimization process and offering possibilities for
further optimization. As demonstrated by the improvements in Section 4, our tool can efficiently
manage 8-bit AES and SNOW3G S-boxes, and 16-bit Saturnin super S-box circuits. Figure 3
illustrates our proposed paradigm, where the process of optimizing linear gates (in the blue box)
refers to our framework.

Advantages of the New Paradigm. Our paradigm, like the previous one, offers more efficient
circuits by optimizing circuits for small S-boxes in the larger S-box. However, in the previous
paradigm, although linear layers and small S-boxes could each be individually optimized well, the
interactions at their connection points were not considered. Our paradigm rewrites the inputs
of the nonlinear and linear gates in the circuit, allowing for the interactions between layers to
be considered. With this approach, various cost metrics can be reduced, the most notable being
the depth and XOR gate count. Regarding depth, the interaction between layers can potentially
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Figure 3: New paradigm to find efficient circuits for large S-boxes

reduce the depth at the connection points, as more gates can be processed at a single depth. When
two layers are considered together, there can be instances where XOR gates are used consecutively.
In such cases, these two gates can be removed, offering an opportunity to reduce the XOR gate
count. Optimizing the depth and identifying shared operations across layers can improve the
latency and area.

6 Conclusion and Future Work
In this paper, we proposed a new framework for a heuristic search to optimize the circuit depth or
XOR gate count of S-box circuits without increasing the AND gate count and the AND depth. We
expanded the method from an individual component optimization to a comprehensive optimization
by extracting and reconstructing XOR information for each node based on the nonlinear gates.
Considering the RNBP and BPD algorithms, we also extended the BP algorithm-based heuristics
to manage the nonlinear gates, incorporating these into the framework. Thus, we acquired several
results for the AES, SNOW3G, and Saturnin S-box circuits.

The following research is of interest for future work:

• The algorithm incorporating BPD sometimes implements a node representing the same
value twice, which is inefficient; hence, eliminating this problem could improve performance.

• To improve performance, we removed ∞ from Dist. Thus, targets with a distance of ∞
were excluded from consideration when selecting a node pair for a new XOR operation.
We can calculate the distance by excluding the unrealized nonlinear gates from the XOR
information of the corresponding target to account partially for the excluded targets. This
approach is expected to yield more efficient results.

• In addition to the RNBP and BPD algorithms considered in the current framework, other
BP algorithm-based heuristics can be incorporated, and it would be interesting to analyze
their results.
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A Proof of Theorem 2

We treat GF (28) as a field constructed with x2 + Ax + B for A, B ∈ GF (24), and consider the
irreducible polynomial used in GF (24) as x4 + C3x3 + C2x2 + C1x + C0. If z is a root of this
polynomial, the elements of GF (24) is represented as γ3z3 + γ2z2 + γ1z + γ0. The squaring of
this element can be calculated as follows:

(γ3z3 + γ2z2 + γ1z + γ0)2 = ((C3 + C1)γ3 + C3γ2)z3

+ ((C3C2 + C3C1 + C2 + C0)γ3 + C2γ2 + γ1)z2

+ ((C3C1 + C3C0 + C2C1)γ3 + C1γ2)z
+ ((C3C0 + C2C0)γ3 + C0γ2).

Thus, once the polynomial is determined, this calculation can be implemented using only XOR
gates.

The constant A is also an element of GF (24); hence, it can be represented as A3z3 + A2z2 +
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A1z + A0. The multiplication of A with γ3z3 + γ2z2 + γ1z + γ0 is as follows:

A(γ3z3 + γ2z2 + γ1z + γ0)
= ((A3C3 + A3C1 + A2C3 + A2C2 + A1C3 + A0)γ3 + (A3C3 + A3C2 + A2C3 + A1)γ2

+ (A3C3 + A3 + A2)γ1)z3

+ (A3C3C2 + A3C3C1 + A3C2 + A3C0 + A2C3C2 + A2C1 + A1C2)γ3

+ (A3C3C2 + A3C1 + A2C2 + A0)γ2 + (A3C2 + A1)γ1 + A2γ0)z2

+ (A3C3C1 + A3C3C0 + A3C2C1 + A2C3C1 + A2C0 + A1C1)γ3

+ (A3C3C1 + A3C0 + A2C1)γ2 + (A3C1 + A0)γ1 + A1γ0)z
+ (A3C3C0 + A3C2C0 + A2C3C0 + A1C0)γ3 + (A3C3C0 + A2C0)γ2 + A3C0γ1 + A0γ0).

Thus, once the polynomial and constant A are determined, this calculation can be implemented
using only XOR gates. The calculation of multiplying constant B can also be implemented using
only XOR gates.
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B New S-box Circuits of AES, SNOW3G and Saturnin
This section presents the discovered AES, SNOW3G, and Saturnin S-box circuits. For all i and j, xi

and yi are the input and output nodes of the circuit, respectively, and tj is a temporary node. r2i

and r2i+1 are the input nodes of the i-th nonlinear gate, and gi is output node of the gate. XOR
and XNOR are expressed using ⊕ and constant 1, and nonlinear gates are expressed as the gate
function such as AND, OR.

Listing 1: New AES S-box circuit (D: 25, AD: 5, #NL: 32, #L: 85, #(gate): 117)
Depth Operation Depth Operation Depth Operation Depth Operation

1 t0 = x4 ⊕ x2 7 g7 = AND(t0, t18) 15 g11 = AND(t34, t39) 19 t58 = g23 ⊕ g24
1 t1 = x7 ⊕ x1 7 t21 = t1 ⊕ t20 15 g13 = AND(t36, t42) 19 t59 = g16 ⊕ g26
1 t2 = x7 ⊕ x4 7 t22 = x7 ⊕ t20 15 g16 = AND(t45, x0) 19 t62 = g14 ⊕ g17
1 t3 = x7 ⊕ x2 7 t23 = g1 ⊕ g0 15 g19 = AND(t49, t17) 19 t65 = g26 ⊕ t57
1 t4 = x6 ⊕ x5 7 t28 = g8 ⊕ g6 15 g25 = AND(t45, t6) 20 t55 = g29 ⊕ g30
2 t5 = t4 ⊕ x0 8 t25 = g4 ⊕ g3 15 g28 = AND(t49, t8) 20 t61 = g21 ⊕ g22
2 t7 = t1 ⊕ t0 8 t26 = g5 ⊕ g3 15 t51 = t49 ⊕ t45 20 t63 = g20 ⊕ g21
3 t6 = t5 ⊕ x4 8 t27 = g7 ⊕ g6 16 g20 = AND(t51, t16) 20 t64 = g30 ⊕ g31
3 t8 = t5 ⊕ x7 8 t30 = t24 ⊕ t28 16 g29 = AND(t51, t2) 20 t66 = t59 ⊕ t62
3 t9 = t5 ⊕ x1 9 t29 = t23 ⊕ t27 16 t44 = g13 ⊕ t43 21 t67 = g18 ⊕ t55
3 t11 = x3 ⊕ t7 9 t31 = t25 ⊕ t27 16 t48 = g11 ⊕ t47 21 t68 = g17 ⊕ t63
4 g2 = AND(t6, x0) 9 t32 = t26 ⊕ t28 16 t60 = g16 ⊕ g19 21 t69 = t55 ⊕ t66
4 g4 = AND(t9, t5) 9 t34 = t30 ⊕ t19 17 g15 = AND(t44, t14) 21 t70 = g28 ⊕ t66
4 t10 = t9 ⊕ t3 10 t33 = t29 ⊕ t13 17 g18 = AND(t48, t5) 22 t71 = t61 ⊕ t67
4 t12 = t11 ⊕ x2 10 t35 = t31 ⊕ t21 17 g24 = AND(t44, t10) 22 t72 = t58 ⊕ t67
4 t13 = t11 ⊕ x6 10 t36 = t32 ⊕ t22 17 g27 = AND(t48, t9) 22 t73 = g18 ⊕ t68
5 g0 = AND(t7, t12) 11 g9 = AND(t33, t35) 17 t50 = t48 ⊕ t44 22 y0 = t69 ⊕ t57 ⊕ 1
5 t14 = t12 ⊕ x0 11 t37 = t33 ⊕ t34 17 t52 = t49 ⊕ t48 23 t74 = t70 ⊕ t71
5 t15 = t12 ⊕ t4 11 t40 = t35 ⊕ t36 17 t53 = t45 ⊕ t44 23 t75 = g15 ⊕ t72
5 t16 = t13 ⊕ t2 11 t46 = t34 ⊕ t33 18 g14 = AND(t53, t12) 23 y1 = t71 ⊕ t65 ⊕ 1
6 g1 = AND(t10, t14) 12 t38 = t36 ⊕ g9 18 g17 = AND(t52, t20) 23 y7 = t68 ⊕ t72
6 g6 = AND(t2, t16) 12 t41 = t34 ⊕ g9 18 g22 = AND(t50, t15) 24 t76 = t73 ⊕ t74
6 g8 = AND(t3, t15) 13 g10 = AND(t37, t38) 18 g23 = AND(t53, t7) 24 y2 = t56 ⊕ t74
6 t17 = x0 ⊕ t16 13 g12 = AND(t40, t41) 18 g26 = AND(t52, t1) 24 y3 = t60 ⊕ t75
6 t18 = t15 ⊕ t16 14 t39 = g9 ⊕ g10 18 g31 = AND(t50, t3) 24 y4 = t62 ⊕ t75
6 t19 = t15 ⊕ t3 14 t42 = g9 ⊕ g12 18 t54 = t51 ⊕ t50 25 y5 = t76 ⊕ t64 ⊕ 1
6 t20 = t4 ⊕ t16 14 t43 = t40 ⊕ g12 18 t56 = g24 ⊕ g25 25 y6 = y4 ⊕ t73 ⊕ 1
6 t24 = g2 ⊕ g0 14 t45 = t36 ⊕ g12 18 t57 = g19 ⊕ g27
7 g3 = AND(t1, t20) 14 t47 = t46 ⊕ g10 19 g21 = AND(t54, t18)
7 g5 = AND(t8, t17) 14 t49 = t34 ⊕ g10 19 g30 = AND(t54, t0)
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Listing 2: New AES S-box circuit (D: 23, AD: 4, #NL: 33, #L: 85, #(gate): 118)
Depth Operation Depth Operation Depth Operation Depth Operation

1 t0 = x4 ⊕ x2 7 g7 = AND(t0, t18) 13 g14 = AND(t35, t42) 17 g31 = AND(t54, t0)
1 t1 = x7 ⊕ x1 7 t21 = t1 ⊕ t20 14 t44 = g14 ⊕ t43 17 t58 = g24 ⊕ g25
1 t2 = x7 ⊕ x4 7 t22 = x7 ⊕ t20 14 t45 = t36 ⊕ g11 17 t59 = g17 ⊕ g27
1 t3 = x7 ⊕ x2 7 t23 = g1 ⊕ g0 14 t48 = g13 ⊕ t47 17 t62 = g15 ⊕ g18
1 t4 = x6 ⊕ x5 7 t28 = g8 ⊕ g6 14 t49 = t34 ⊕ g10 17 t65 = g27 ⊕ t57
2 t5 = t4 ⊕ x0 8 t25 = g4 ⊕ g3 15 g16 = AND(t44, t14) 18 t55 = g30 ⊕ g31
2 t7 = t1 ⊕ t0 8 t26 = g5 ⊕ g3 15 g17 = AND(t45, x0) 18 t61 = g22 ⊕ g23
3 t6 = t5 ⊕ x4 8 t27 = g7 ⊕ g6 15 g19 = AND(t48, t5) 18 t63 = g21 ⊕ g22
3 t8 = t5 ⊕ x7 8 t30 = t24 ⊕ t28 15 g20 = AND(t49, t17) 18 t64 = g31 ⊕ g32
3 t9 = t5 ⊕ x1 9 t29 = t23 ⊕ t27 15 g25 = AND(t44, t10) 18 t66 = t59 ⊕ t62
3 t11 = x3 ⊕ t7 9 t31 = t25 ⊕ t27 15 g26 = AND(t45, t6) 19 t67 = g19 ⊕ t55
4 g2 = AND(t6, x0) 9 t32 = t26 ⊕ t28 15 g28 = AND(t48, t9) 19 t68 = g18 ⊕ t63
4 g4 = AND(t9, t5) 9 t34 = t30 ⊕ t19 15 g29 = AND(t49, t8) 19 t69 = t55 ⊕ t66
4 t10 = t9 ⊕ t3 10 t33 = t29 ⊕ t13 15 t50 = t48 ⊕ t44 19 t70 = g29 ⊕ t66
4 t12 = t11 ⊕ x2 10 t35 = t31 ⊕ t21 15 t51 = t49 ⊕ t45 20 t71 = t61 ⊕ t67
4 t13 = t11 ⊕ x6 10 t36 = t32 ⊕ t22 15 t52 = t49 ⊕ t48 20 t72 = t58 ⊕ t67
5 g0 = AND(t7, t12) 11 g9 = AND(t33, t35) 15 t53 = t45 ⊕ t44 20 t73 = g19 ⊕ t68
5 t14 = t12 ⊕ x0 11 g12 = AND(t34, t36) 16 g15 = AND(t53, t12) 20 y0 = t69 ⊕ t57 ⊕ 1
5 t15 = t12 ⊕ t4 11 t37 = t33 ⊕ t34 16 g18 = AND(t52, t20) 21 t74 = t70 ⊕ t71
5 t16 = t13 ⊕ t2 11 t39 = t35 ⊕ t36 16 g21 = AND(t51, t16) 21 t75 = g16 ⊕ t72
6 g1 = AND(t10, t14) 11 t46 = t34 ⊕ t33 16 g23 = AND(t50, t15) 21 y1 = t71 ⊕ t65 ⊕ 1
6 g6 = AND(t2, t16) 12 t38 = t36 ⊕ g9 16 g24 = AND(t53, t7) 21 y7 = t68 ⊕ t72
6 g8 = AND(t3, t15) 12 t40 = t34 ⊕ g9 16 g27 = AND(t52, t1) 22 t76 = t73 ⊕ t74
6 t17 = x0 ⊕ t16 12 t41 = t36 ⊕ g12 16 g30 = AND(t51, t2) 22 y2 = t56 ⊕ t74
6 t18 = t15 ⊕ t16 12 t42 = t34 ⊕ g12 16 g32 = AND(t50, t3) 22 y3 = t60 ⊕ t75
6 t19 = t15 ⊕ t3 12 t43 = g9 ⊕ t39 16 t54 = t51 ⊕ t50 22 y4 = t62 ⊕ t75
6 t20 = t4 ⊕ t16 12 t47 = g9 ⊕ t46 16 t56 = g25 ⊕ g26 23 y5 = t76 ⊕ t64 ⊕ 1
6 t24 = g2 ⊕ g0 13 g10 = AND(t37, t38) 16 t57 = g20 ⊕ g28 23 y6 = y4 ⊕ t73 ⊕ 1
7 g3 = AND(t1, t20) 13 g11 = AND(t39, t40) 16 t60 = g17 ⊕ g20
7 g5 = AND(t8, t17) 13 g13 = AND(t33, t41) 17 g22 = AND(t54, t18)

Listing 3: New AES S-box circuit (D: 18, AD: 5, #NL: 32, #L: 96, #(gate): 128)
Depth Operation Depth Operation Depth Operation Depth Operation

1 t0 = x7 ⊕ x4 4 g5 = AND(t19, t16) 11 g13 = AND(t40, t46) 15 t62 = g22 ⊕ g26
1 t1 = x7 ⊕ x2 4 g8 = AND(t1, t9) 11 g16 = AND(t50, x0) 15 t63 = g17 ⊕ g29
1 t2 = x7 ⊕ x1 4 t23 = t1 ⊕ t9 11 g19 = AND(t47, t16) 15 t73 = g23 ⊕ t59
1 t3 = x4 ⊕ x2 4 t24 = t19 ⊕ t16 11 g25 = AND(t50, t18) 15 t75 = g25 ⊕ t59
1 t4 = x3 ⊕ x1 4 t27 = t13 ⊕ g0 11 g28 = AND(t47, t19) 15 t76 = g26 ⊕ t66
1 t6 = x6 ⊕ x5 4 t28 = g2 ⊕ g0 11 t54 = t47 ⊕ t50 16 t58 = g29 ⊕ g30
1 t10 = x6 ⊕ x2 4 t29 = t25 ⊕ g3 12 g20 = AND(t54, t14) 16 t64 = g30 ⊕ t63
1 t11 = x5 ⊕ x2 4 t31 = g7 ⊕ g6 12 g29 = AND(t54, t0) 16 t65 = g14 ⊕ t61
1 t17 = x4 ⊕ x0 5 t30 = g5 ⊕ g3 12 t49 = g11 ⊕ t48 16 t67 = g20 ⊕ g21
1 t20 = x1 ⊕ x0 5 t32 = g8 ⊕ g6 12 t52 = g13 ⊕ t51 16 t68 = g21 ⊕ t62
2 t5 = t0 ⊕ t4 5 t33 = t27 ⊕ g1 12 t70 = g16 ⊕ g19 16 t69 = g28 ⊕ t60
2 t8 = x0 ⊕ t6 5 t34 = t28 ⊕ t23 13 g15 = AND(t52, t7) 16 t77 = g31 ⊕ t62
2 t12 = t2 ⊕ t3 5 t35 = t29 ⊕ g4 13 g18 = AND(t49, t8) 16 t80 = t61 ⊕ t70
2 t14 = t4 ⊕ t10 6 t36 = t30 ⊕ t32 13 g24 = AND(t52, t22) 16 t81 = t76 ⊕ t60
2 t15 = t4 ⊕ t11 6 t37 = t33 ⊕ t31 13 g27 = AND(t49, t21) 17 t71 = g18 ⊕ t58
2 t18 = t6 ⊕ t17 6 t38 = t34 ⊕ t32 13 t53 = t49 ⊕ t52 17 t74 = g24 ⊕ t58
2 t21 = t6 ⊕ t20 6 t39 = t35 ⊕ t31 13 t55 = t47 ⊕ t49 17 t78 = t58 ⊕ t59
2 t26 = t0 ⊕ t11 7 g9 = AND(t37, t39) 13 t56 = t50 ⊕ t52 17 t79 = t59 ⊕ t65
3 g0 = AND(t12, t5) 7 t40 = t36 ⊕ t24 13 t72 = g20 ⊕ g29 17 t82 = t73 ⊕ t67
3 g2 = AND(t18, x0) 7 t41 = t37 ⊕ t38 14 g14 = AND(t56, t5) 17 t83 = t64 ⊕ t68
3 g3 = AND(t2, t15) 8 t42 = t40 ⊕ g9 14 g17 = AND(t55, t15) 17 t84 = t65 ⊕ t67
3 g4 = AND(t21, t8) 8 t44 = t39 ⊕ t40 14 g22 = AND(t53, t9) 17 t85 = t66 ⊕ t68
3 g6 = AND(t0, t14) 8 t45 = t38 ⊕ g9 14 g23 = AND(t56, t12) 17 t86 = t69 ⊕ t72
3 g7 = AND(t3, t26) 9 g10 = AND(t41, t42) 14 g26 = AND(t55, t2) 17 t87 = t69 ⊕ t75
3 t7 = x0 ⊕ t5 9 g12 = AND(t44, t45) 14 g31 = AND(t53, t1) 17 y0 = t81 ⊕ t64 ⊕ 1
3 t9 = t5 ⊕ t6 10 t43 = g9 ⊕ g10 14 t57 = t54 ⊕ t53 18 y1 = t85 ⊕ t71 ⊕ 1
3 t13 = t5 ⊕ t10 10 t46 = g9 ⊕ g12 14 t59 = g18 ⊕ g24 18 y2 = t83 ⊕ t87
3 t16 = t8 ⊕ t15 10 t47 = t38 ⊕ g10 14 t66 = g19 ⊕ g27 18 y3 = t78 ⊕ t80
3 t19 = t0 ⊕ t18 10 t48 = t41 ⊕ g10 15 g21 = AND(t57, t26) 18 y4 = t64 ⊕ t79
3 t22 = t1 ⊕ t21 10 t50 = t40 ⊕ g12 15 g30 = AND(t57, t3) 18 y5 = t86 ⊕ t77 ⊕ 1
3 t25 = t2 ⊕ t15 10 t51 = t44 ⊕ g12 15 t60 = g14 ⊕ g16 18 y6 = t84 ⊕ t74 ⊕ 1
4 g1 = AND(t22, t7) 11 g11 = AND(t38, t43) 15 t61 = g15 ⊕ g23 18 y7 = t64 ⊕ t82
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Listing 4: New AES S-box circuit (D: 17, AD: 4, #NL: 33, #L: 96, #(gate): 129)
Depth Operation Depth Operation Depth Operation Depth Operation

1 t0 = x7 ⊕ x4 4 g8 = AND(t1, t9) 11 g17 = AND(t50, x0) 14 t73 = g24 ⊕ t59
1 t1 = x7 ⊕ x2 4 t23 = t1 ⊕ t9 11 g20 = AND(t47, t16) 14 t75 = g26 ⊕ t59
1 t2 = x7 ⊕ x1 4 t24 = t19 ⊕ t16 11 g26 = AND(t50, t18) 14 t76 = g27 ⊕ t66
1 t3 = x4 ⊕ x2 4 t27 = t13 ⊕ g0 11 g29 = AND(t47, t19) 15 t58 = g30 ⊕ g31
1 t4 = x3 ⊕ x1 4 t28 = g2 ⊕ g0 11 t49 = g13 ⊕ t48 15 t64 = g31 ⊕ t63
1 t6 = x6 ⊕ x5 4 t29 = t25 ⊕ g3 11 t52 = g14 ⊕ t51 15 t65 = g15 ⊕ t61
1 t10 = x6 ⊕ x2 4 t31 = g7 ⊕ g6 11 t54 = t47 ⊕ t50 15 t67 = g21 ⊕ g22
1 t11 = x5 ⊕ x2 5 t30 = g5 ⊕ g3 12 g16 = AND(t52, t7) 15 t68 = g22 ⊕ t62
1 t17 = x4 ⊕ x0 5 t32 = g8 ⊕ g6 12 g19 = AND(t49, t8) 15 t69 = g29 ⊕ t60
1 t20 = x1 ⊕ x0 5 t33 = t27 ⊕ g1 12 g21 = AND(t54, t14) 15 t77 = g32 ⊕ t62
2 t5 = t0 ⊕ t4 5 t34 = t28 ⊕ t23 12 g25 = AND(t52, t22) 15 t80 = t61 ⊕ t70
2 t8 = x0 ⊕ t6 5 t35 = t29 ⊕ g4 12 g28 = AND(t49, t21) 15 t81 = t76 ⊕ t60
2 t12 = t2 ⊕ t3 6 t36 = t30 ⊕ t32 12 g30 = AND(t54, t0) 16 t71 = g19 ⊕ t58
2 t14 = t4 ⊕ t10 6 t37 = t33 ⊕ t31 12 t53 = t49 ⊕ t52 16 t74 = g25 ⊕ t58
2 t15 = t4 ⊕ t11 6 t38 = t34 ⊕ t32 12 t55 = t47 ⊕ t49 16 t78 = t58 ⊕ t59
2 t18 = t6 ⊕ t17 6 t39 = t35 ⊕ t31 12 t56 = t50 ⊕ t52 16 t79 = t59 ⊕ t65
2 t21 = t6 ⊕ t20 7 g9 = AND(t37, t39) 12 t70 = g17 ⊕ g20 16 t82 = t73 ⊕ t67
2 t26 = t0 ⊕ t11 7 t40 = t36 ⊕ t24 13 g15 = AND(t56, t5) 16 t83 = t64 ⊕ t68
3 g0 = AND(t12, t5) 7 t41 = t37 ⊕ t38 13 g18 = AND(t55, t15) 16 t84 = t65 ⊕ t67
3 g2 = AND(t18, x0) 8 g12 = AND(t38, t40) 13 g23 = AND(t53, t9) 16 t85 = t66 ⊕ t68
3 g3 = AND(t2, t15) 8 t42 = t40 ⊕ g9 13 g24 = AND(t56, t12) 16 t86 = t69 ⊕ t72
3 g4 = AND(t21, t8) 8 t43 = t39 ⊕ t40 13 g27 = AND(t55, t2) 16 t87 = t69 ⊕ t75
3 g6 = AND(t0, t14) 8 t44 = t38 ⊕ g9 13 g32 = AND(t53, t1) 16 y0 = t81 ⊕ t64 ⊕ 1
3 g7 = AND(t3, t26) 8 t48 = g9 ⊕ t41 13 t57 = t54 ⊕ t53 17 y1 = t85 ⊕ t71 ⊕ 1
3 t7 = x0 ⊕ t5 9 g10 = AND(t41, t42) 13 t59 = g19 ⊕ g25 17 y2 = t83 ⊕ t87
3 t9 = t5 ⊕ t6 9 g11 = AND(t43, t44) 13 t66 = g20 ⊕ g28 17 y3 = t78 ⊕ t80
3 t13 = t5 ⊕ t10 9 t45 = t40 ⊕ g12 13 t72 = g21 ⊕ g30 17 y4 = t64 ⊕ t79
3 t16 = t8 ⊕ t15 9 t46 = t38 ⊕ g12 14 g22 = AND(t57, t26) 17 y5 = t86 ⊕ t77 ⊕ 1
3 t19 = t0 ⊕ t18 9 t51 = g9 ⊕ t43 14 g31 = AND(t57, t3) 17 y6 = t84 ⊕ t74 ⊕ 1
3 t22 = t1 ⊕ t21 10 g13 = AND(t37, t45) 14 t60 = g15 ⊕ g17 17 y7 = t64 ⊕ t82
3 t25 = t2 ⊕ t15 10 g14 = AND(t39, t46) 14 t61 = g16 ⊕ g24
4 g1 = AND(t22, t7) 10 t47 = t38 ⊕ g10 14 t62 = g23 ⊕ g27
4 g5 = AND(t19, t16) 10 t50 = t40 ⊕ g11 14 t63 = g18 ⊕ g30
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Listing 5: New AES S-box circuit (D: 26, AD: 6, #NL: 32, #L: 81, #(gate): 113)
Depth Operation Depth Operation Depth Operation Depth Operation

0 r5 = x0 5 g0 = AND(r0, r1) 13 g11 = AND(r22, r23) 20 g22 = AND(r44, r45)
0 r33 = x0 5 g3 = AND(r6, r7) 14 t40 = g9 ⊕ g11 20 g26 = AND(r52, r53)
1 t0 = x1 ⊕ x7 5 t7 = x0 ⊕ t6 14 t41 = g10 ⊕ t38 20 g31 = AND(r62, r63)
1 t1 = x4 ⊕ x7 5 t14 = t6 ⊕ t8 14 t44 = t30 ⊕ g11 20 t49 = t43 ⊕ t47
1 t2 = x2 ⊕ x4 5 t17 = t9 ⊕ t16 14 r25 = t40 20 t60 = g18 ⊕ t57
1 t4 = x2 ⊕ x7 5 t18 = t8 ⊕ t16 14 r26 = t41 20 r42 = t49
1 t8 = x5 ⊕ x6 5 t21 = g4 ⊕ g7 14 r32 = t44 20 r60 = t49
1 r6 = t0 5 r3 = t7 14 r38 = t41 21 g21 = AND(r42, r43)
1 r12 = t1 5 r11 = t17 14 r50 = t44 21 g30 = AND(r60, r61)
1 r14 = t2 5 r13 = t18 14 r56 = t41 21 t55 = g18 ⊕ g17
1 r16 = t4 5 r17 = t14 15 g12 = AND(r24, r25) 21 t64 = g16 ⊕ g22
1 r53 = t0 5 r31 = t7 15 g16 = AND(r32, r33) 22 t51 = g29 ⊕ g30
1 r59 = t1 5 r39 = t17 15 g19 = AND(r38, r39) 22 t56 = g20 ⊕ g21
1 r61 = t2 5 r41 = t18 15 g25 = AND(r50, r51) 22 t62 = g14 ⊕ t55
1 r63 = t4 5 r45 = t14 15 g28 = AND(r56, r57) 22 t67 = g21 ⊕ t64
2 t3 = t0 ⊕ t2 6 g1 = AND(r2, r3) 15 t48 = t41 ⊕ t44 23 t52 = g23 ⊕ t51
2 t9 = x0 ⊕ t8 6 g5 = AND(r10, r11) 15 r40 = t48 23 t58 = g26 ⊕ t51
2 t15 = x5 ⊕ t1 6 g6 = AND(r12, r13) 15 r58 = t48 23 t69 = g14 ⊕ t56
2 r0 = t3 6 g8 = AND(r16, r17) 16 g20 = AND(r40, r41) 23 t71 = g28 ⊕ t67
2 r9 = t9 7 t20 = g8 ⊕ g5 16 g29 = AND(r58, r59) 24 t53 = g24 ⊕ t52
2 r37 = t9 7 t22 = t16 ⊕ g6 16 t42 = t34 ⊕ g12 24 t59 = g27 ⊕ t58
2 r47 = t3 7 t24 = g1 ⊕ t15 16 t43 = t27 ⊕ g12 24 t72 = t58 ⊕ t71
3 t5 = x3 ⊕ t3 7 t35 = g2 ⊕ g8 16 t57 = g19 ⊕ g16 24 t78 = g30 ⊕ t69
3 t10 = x4 ⊕ t9 8 t23 = g3 ⊕ t22 16 r27 = t42 25 t54 = g15 ⊕ t53
3 t12 = x1 ⊕ t9 8 t25 = g7 ⊕ t24 16 r28 = t43 25 t65 = t59 ⊕ t60
3 t13 = x7 ⊕ t9 8 t28 = x1 ⊕ t20 16 r46 = t43 25 t73 = t53 ⊕ t55
3 t19 = x2 ⊕ t15 8 t31 = g0 ⊕ t22 17 g13 = AND(r26, r27) 25 t75 = t62 ⊕ t72
3 r4 = t10 8 t36 = x4 ⊕ t35 17 g14 = AND(r28, r29) 25 t79 = g31 ⊕ t78
3 r8 = t12 9 t26 = t0 ⊕ t23 17 g23 = AND(r46, r47) 26 t61 = t54 ⊕ t60
3 r10 = t13 9 t29 = t21 ⊕ t28 17 t45 = t43 ⊕ t44 26 t63 = t54 ⊕ t62
3 r15 = t19 9 t32 = x6 ⊕ t31 17 r30 = t45 26 t66 = t62 ⊕ t65 ⊕ 1
3 r43 = t19 9 t37 = t25 ⊕ t36 17 r48 = t45 26 t68 = t65 ⊕ t67 ⊕ 1
3 r51 = t10 9 r20 = t37 18 g15 = AND(r30, r31) 26 t70 = t54 ⊕ t69 ⊕ 1
3 r55 = t12 9 r23 = t29 18 g24 = AND(r48, r49) 26 t74 = t56 ⊕ t73
3 r57 = t13 10 t27 = t21 ⊕ t26 18 t46 = t37 ⊕ g13 26 t77 = t75 ⊕ t76
4 g2 = AND(r4, r5) 10 t30 = t26 ⊕ t28 18 r36 = t46 26 t80 = t72 ⊕ t79 ⊕ 1
4 g4 = AND(r8, r9) 10 t33 = t25 ⊕ t32 18 r54 = t46 26 y0 = t66
4 g7 = AND(r14, r15) 10 t38 = t32 ⊕ t36 19 g18 = AND(r36, r37) 26 y1 = t68
4 t6 = x2 ⊕ t5 10 r18 = t33 19 g27 = AND(r54, r55) 26 y2 = t77
4 t11 = t3 ⊕ t10 10 r19 = t27 19 t47 = t41 ⊕ t46 26 y3 = t61
4 t16 = t5 ⊕ t15 10 r24 = t30 19 t50 = t45 ⊕ t46 26 y4 = t63
4 r1 = t6 11 g9 = AND(r18, r19) 19 t76 = g25 ⊕ g24 26 y5 = t80
4 r2 = t11 12 t34 = t30 ⊕ g9 19 r34 = t47 26 y6 = t70
4 r7 = t16 12 t39 = g9 ⊕ t38 19 r44 = t50 26 y7 = t74
4 r29 = t6 12 r21 = t34 19 r52 = t47
4 r35 = t16 12 r22 = t39 19 r62 = t50
4 r49 = t11 13 g10 = AND(r20, r21) 20 g17 = AND(r34, r35)
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Listing 6: New AES S-box circuit (D: 23, AD: 6, #NL: 32, #L: 82, #(gate): 114)
Depth Operation Depth Operation Depth Operation Depth Operation

0 r5 = x0 3 r13 = t18 11 g11 = AND(r22, r23) 18 g17 = AND(r34, r35)
0 r33 = x0 3 r17 = t14 12 t40 = g9 ⊕ g11 18 g22 = AND(r44, r45)
1 t0 = x1 ⊕ x7 3 r31 = t7 12 t41 = g10 ⊕ t38 18 g26 = AND(r52, r53)
1 t1 = x4 ⊕ x7 3 r39 = t17 12 t44 = t27 ⊕ g11 18 g31 = AND(r62, r63)
1 t2 = x2 ⊕ x4 3 r41 = t18 12 r25 = t40 18 t49 = t43 ⊕ t47
1 t4 = x2 ⊕ x7 3 r45 = t14 12 r26 = t41 18 t62 = g18 ⊕ t57
1 t5 = x1 ⊕ x3 3 r51 = t10 12 r32 = t44 18 r42 = t49
1 t8 = x5 ⊕ x6 3 r55 = t12 12 r38 = t41 18 r60 = t49
1 t15 = x2 ⊕ x5 3 r57 = t13 12 r50 = t44 19 g21 = AND(r42, r43)
1 r6 = t0 4 g2 = AND(r4, r5) 12 r56 = t41 19 g30 = AND(r60, r61)
1 r12 = t1 4 g4 = AND(r8, r9) 13 g12 = AND(r24, r25) 19 t56 = g18 ⊕ g17
1 r14 = t2 4 g5 = AND(r10, r11) 13 g16 = AND(r32, r33) 19 t64 = g16 ⊕ g22
1 r16 = t4 4 g6 = AND(r12, r13) 13 g19 = AND(r38, r39) 19 t70 = g28 ⊕ g26
1 r53 = t0 4 g8 = AND(r16, r17) 13 g25 = AND(r50, r51) 20 t51 = g29 ⊕ g30
1 r59 = t1 4 t11 = t3 ⊕ t10 13 g28 = AND(r56, r57) 20 t55 = g20 ⊕ g21
1 r61 = t2 4 t24 = t15 ⊕ g7 13 t48 = t41 ⊕ t44 20 t60 = g14 ⊕ t56
1 r63 = t4 4 r2 = t11 13 r40 = t48 20 t65 = g21 ⊕ t64
2 t3 = t0 ⊕ t2 4 r49 = t11 13 r58 = t48 21 t53 = t51 ⊕ t52
2 t6 = t1 ⊕ t5 5 g1 = AND(r2, r3) 14 g20 = AND(r40, r41) 21 t58 = g27 ⊕ t51
2 t9 = x0 ⊕ t8 5 t20 = g4 ⊕ g7 14 g29 = AND(r58, r59) 21 t66 = g14 ⊕ t55
2 t16 = t5 ⊕ t15 5 t21 = g8 ⊕ g5 14 t42 = t37 ⊕ g12 21 t71 = t65 ⊕ t70
2 t19 = t1 ⊕ t15 5 t22 = g3 ⊕ g6 14 t43 = t29 ⊕ g12 21 t72 = t60 ⊕ t62
2 r0 = t3 5 t31 = t4 ⊕ g8 14 t57 = g19 ⊕ g16 21 t74 = t62 ⊕ t65
2 r1 = t6 5 t35 = g0 ⊕ g6 14 r27 = t42 22 t54 = g15 ⊕ t53
2 r7 = t16 6 t23 = t16 ⊕ t22 14 r28 = t43 22 t59 = g26 ⊕ t58
2 r9 = t9 6 t25 = g1 ⊕ t24 14 r46 = t43 22 t68 = t53 ⊕ t60
2 r15 = t19 6 t28 = x1 ⊕ t20 15 g13 = AND(r26, r27) 22 t76 = g29 ⊕ t66
2 r29 = t6 6 t32 = g2 ⊕ t31 15 g14 = AND(r28, r29) 22 t77 = g31 ⊕ t71
2 r35 = t16 7 t26 = x7 ⊕ t23 15 g23 = AND(r46, r47) 22 t80 = t71 ⊕ t79
2 r37 = t9 7 t30 = t21 ⊕ t28 15 t45 = t43 ⊕ t44 23 t61 = t54 ⊕ t60
2 r43 = t19 7 t33 = t25 ⊕ t32 15 r30 = t45 23 t63 = t54 ⊕ t62
2 r47 = t3 7 t34 = t14 ⊕ t25 15 r48 = t45 23 t67 = t54 ⊕ t66 ⊕ 1
3 g0 = AND(r0, r1) 7 r20 = t33 16 g15 = AND(r30, r31) 23 t69 = t66 ⊕ t68
3 g3 = AND(r6, r7) 7 r23 = t30 16 g24 = AND(r48, r49) 23 t73 = t59 ⊕ t72 ⊕ 1
3 g7 = AND(r14, r15) 8 t27 = t21 ⊕ t26 16 t46 = t33 ⊕ g13 23 t75 = t59 ⊕ t74 ⊕ 1
3 t7 = x0 ⊕ t6 8 t29 = t26 ⊕ t28 16 t79 = g23 ⊕ g25 23 t78 = t76 ⊕ t77 ⊕ 1
3 t10 = x4 ⊕ t9 8 t36 = t34 ⊕ t35 16 r36 = t46 23 t81 = t68 ⊕ t80
3 t12 = x1 ⊕ t9 8 r18 = t36 16 r54 = t46 23 y0 = t73
3 t13 = x7 ⊕ t9 8 r19 = t29 17 g18 = AND(r36, r37) 23 y1 = t75
3 t14 = t6 ⊕ t8 8 r24 = t27 17 g27 = AND(r54, r55) 23 y2 = t81
3 t17 = t9 ⊕ t16 9 g9 = AND(r18, r19) 17 t47 = t41 ⊕ t46 23 y3 = t63
3 t18 = t8 ⊕ t16 9 t38 = t33 ⊕ t36 17 t50 = t45 ⊕ t46 23 y4 = t61
3 r3 = t7 10 t37 = t27 ⊕ g9 17 t52 = g23 ⊕ g24 23 y5 = t78
3 r4 = t10 10 t39 = g9 ⊕ t38 17 r34 = t47 23 y6 = t67
3 r8 = t12 10 r21 = t37 17 r44 = t50 23 y7 = t69
3 r10 = t13 10 r22 = t39 17 r52 = t47
3 r11 = t17 11 g10 = AND(r20, r21) 17 r62 = t50
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Listing 7: New AES S-box circuit (D: 22, AD: 6, #NL: 32, #L: 85, #(gate): 117)
Depth Operation Depth Operation Depth Operation Depth Operation

0 r5 = x0 3 r17 = t14 11 t41 = g10 ⊕ t38 17 t49 = t43 ⊕ t47
0 r33 = x0 3 r31 = t7 11 t44 = t29 ⊕ g11 17 t54 = g15 ⊕ g18
1 t0 = x1 ⊕ x7 3 r39 = t17 11 r25 = t40 17 r42 = t49
1 t1 = x4 ⊕ x7 3 r41 = t18 11 r26 = t41 17 r60 = t49
1 t2 = x2 ⊕ x4 3 r45 = t14 11 r32 = t44 18 g21 = AND(r42, r43)
1 t4 = x2 ⊕ x7 3 r51 = t10 11 r38 = t41 18 g30 = AND(r60, r61)
1 t5 = x1 ⊕ x3 3 r55 = t12 11 r50 = t44 18 t56 = g14 ⊕ g17
1 t8 = x5 ⊕ x6 3 r57 = t13 11 r56 = t41 18 t62 = t54 ⊕ t57
1 t15 = x2 ⊕ x5 4 g2 = AND(r4, r5) 12 g12 = AND(r24, r25) 18 t71 = g18 ⊕ g22
1 r6 = t0 4 g4 = AND(r8, r9) 12 g16 = AND(r32, r33) 18 t75 = g28 ⊕ g26
1 r12 = t1 4 g5 = AND(r10, r11) 12 g19 = AND(r38, r39) 19 t51 = g29 ⊕ g30
1 r14 = t2 4 g6 = AND(r12, r13) 12 g25 = AND(r50, r51) 19 t55 = g20 ⊕ g21
1 r16 = t4 4 g8 = AND(r16, r17) 12 g28 = AND(r56, r57) 19 t60 = t56 ⊕ t57
1 r53 = t0 4 t11 = t3 ⊕ t10 12 t48 = t41 ⊕ t44 19 t64 = t54 ⊕ t56
1 r59 = t1 4 t22 = t16 ⊕ g3 12 r40 = t48 19 t72 = g21 ⊕ t71
1 r61 = t2 4 t24 = t15 ⊕ g7 12 r58 = t48 19 t81 = g31 ⊕ t62
1 r63 = t4 4 t31 = g0 ⊕ t14 13 g20 = AND(r40, r41) 20 t52 = g23 ⊕ t51
2 t3 = t0 ⊕ t2 4 r2 = t11 13 g29 = AND(r58, r59) 20 t58 = g27 ⊕ t51
2 t6 = t1 ⊕ t5 4 r49 = t11 13 t42 = t34 ⊕ g12 20 t67 = t55 ⊕ t66
2 t9 = x0 ⊕ t8 5 g1 = AND(r2, r3) 13 t43 = t27 ⊕ g12 20 t73 = g19 ⊕ t72
2 t16 = t5 ⊕ t15 5 t20 = g8 ⊕ g5 13 t57 = g19 ⊕ g16 20 t77 = g24 ⊕ t51
2 t19 = t1 ⊕ t15 5 t21 = g4 ⊕ g7 13 r27 = t42 20 t78 = g25 ⊕ t60
2 r0 = t3 5 t23 = g6 ⊕ t22 13 r28 = t43 20 t82 = g29 ⊕ t81
2 r1 = t6 5 t32 = g6 ⊕ t31 13 r46 = t43 21 t53 = g24 ⊕ t52
2 r7 = t16 5 t35 = t4 ⊕ g8 14 g13 = AND(r26, r27) 21 t59 = g26 ⊕ t58
2 r9 = t9 6 t25 = g1 ⊕ t24 14 g14 = AND(r28, r29) 21 t69 = t64 ⊕ t67
2 r15 = t19 6 t26 = t21 ⊕ t23 14 g23 = AND(r46, r47) 21 t76 = t73 ⊕ t75
2 r29 = t6 6 t28 = x7 ⊕ t23 14 t45 = t43 ⊕ t44 21 t79 = t77 ⊕ t78
2 r35 = t16 6 t36 = g2 ⊕ t35 14 r30 = t45 21 t83 = t67 ⊕ t82
2 r37 = t9 7 t27 = t0 ⊕ t26 14 r48 = t45 22 t61 = t59 ⊕ t60 ⊕ 1
2 r43 = t19 7 t29 = t20 ⊕ t28 15 g15 = AND(r30, r31) 22 t63 = t53 ⊕ t62
2 r47 = t3 7 t33 = t25 ⊕ t32 15 g24 = AND(r48, r49) 22 t65 = t53 ⊕ t64
3 g0 = AND(r0, r1) 7 t37 = t25 ⊕ t36 15 t46 = t37 ⊕ g13 22 t68 = t53 ⊕ t67 ⊕ 1
3 g3 = AND(r6, r7) 7 t38 = t32 ⊕ t36 15 r36 = t46 22 t70 = t53 ⊕ t69
3 g7 = AND(r14, r15) 7 r18 = t33 15 r54 = t46 22 t74 = t59 ⊕ t73 ⊕ 1
3 t7 = x0 ⊕ t6 7 r19 = t27 16 g18 = AND(r36, r37) 22 t80 = t76 ⊕ t79
3 t10 = x4 ⊕ t9 7 r20 = t37 16 g27 = AND(r54, r55) 22 t84 = t76 ⊕ t83 ⊕ 1
3 t12 = x1 ⊕ t9 7 r24 = t29 16 t47 = t41 ⊕ t46 22 y0 = t61
3 t13 = x7 ⊕ t9 8 g9 = AND(r18, r19) 16 t50 = t45 ⊕ t46 22 y1 = t74
3 t14 = t6 ⊕ t8 8 t30 = t27 ⊕ t29 16 t66 = g14 ⊕ g15 22 y2 = t80
3 t17 = t9 ⊕ t16 8 r23 = t30 16 r34 = t47 22 y3 = t63
3 t18 = t8 ⊕ t16 9 t34 = t29 ⊕ g9 16 r44 = t50 22 y4 = t65
3 r3 = t7 9 t39 = g9 ⊕ t38 16 r52 = t47 22 y5 = t84
3 r4 = t10 9 r21 = t34 16 r62 = t50 22 y6 = t68
3 r8 = t12 9 r22 = t39 17 g17 = AND(r34, r35) 22 y7 = t70
3 r10 = t13 10 g10 = AND(r20, r21) 17 g22 = AND(r44, r45)
3 r11 = t17 10 g11 = AND(r22, r23) 17 g26 = AND(r52, r53)
3 r13 = t18 11 t40 = g9 ⊕ g11 17 g31 = AND(r62, r63)
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Listing 8: New AES S-box circuit (D: 21, AD: 6, #NL: 32, #L: 90, #(gate): 122)
Depth Operation Depth Operation Depth Operation Depth Operation

0 r5 = x0 4 g0 = AND(r0, r1) 12 t43 = g10 ⊕ t40 17 r60 = t53
0 r33 = x0 4 g2 = AND(r4, r5) 12 t46 = t26 ⊕ g11 17 r62 = t51
1 t0 = x1 ⊕ x7 4 g4 = AND(r8, r9) 12 r25 = t42 18 g17 = AND(r34, r35)
1 t1 = x4 ⊕ x7 4 g5 = AND(r10, r11) 12 r26 = t43 18 g21 = AND(r42, r43)
1 t2 = x2 ⊕ x4 4 g6 = AND(r12, r13) 12 r32 = t46 18 g22 = AND(r44, r45)
1 t4 = x2 ⊕ x7 4 g7 = AND(r14, r15) 12 r38 = t43 18 g26 = AND(r52, r53)
1 t5 = x5 ⊕ x6 4 t8 = t3 ⊕ t7 12 r50 = t46 18 g30 = AND(r60, r61)
1 t11 = x2 ⊕ x3 4 t13 = x0 ⊕ t12 12 r56 = t43 18 g31 = AND(r62, r63)
1 t15 = x1 ⊕ x5 4 t14 = t5 ⊕ t12 13 g12 = AND(r24, r25) 18 t60 = g19 ⊕ g18
1 t31 = x5 ⊕ x7 4 t34 = t1 ⊕ t18 13 g16 = AND(r32, r33) 18 t80 = g20 ⊕ t76
1 r6 = t0 4 r2 = t8 13 g19 = AND(r38, r39) 18 t86 = t76 ⊕ t85
1 r12 = t1 4 r3 = t13 13 g25 = AND(r50, r51) 19 t54 = g29 ⊕ g30
1 r14 = t2 4 r17 = t14 13 g28 = AND(r56, r57) 19 t58 = g18 ⊕ g17
1 r16 = t4 4 r31 = t13 13 t50 = t43 ⊕ t46 19 t59 = g20 ⊕ g21
1 r53 = t0 4 r45 = t14 13 r40 = t50 19 t61 = g16 ⊕ t60
1 r59 = t1 4 r49 = t8 13 r58 = t50 19 t62 = g26 ⊕ g22
1 r61 = t2 5 g1 = AND(r2, r3) 14 g20 = AND(r40, r41) 19 t72 = g27 ⊕ t60
1 r63 = t4 5 g8 = AND(r16, r17) 14 g29 = AND(r58, r59) 19 t77 = g26 ⊕ t75
2 t3 = t0 ⊕ t2 5 t21 = g3 ⊕ g6 14 t44 = t39 ⊕ g12 19 t81 = g31 ⊕ t80
2 t6 = x0 ⊕ t5 5 t23 = g4 ⊕ g7 14 t45 = t28 ⊕ g12 19 t87 = g21 ⊕ t86
2 t16 = t11 ⊕ t15 5 t35 = g6 ⊕ g7 14 r27 = t44 20 t56 = t54 ⊕ t55
2 r0 = t3 6 t20 = g8 ⊕ g7 14 r28 = t45 20 t63 = t57 ⊕ t58
2 r7 = t16 6 t22 = t16 ⊕ t21 14 r46 = t45 20 t65 = t58 ⊕ t59
2 r9 = t6 6 t24 = g8 ⊕ g5 15 g13 = AND(r26, r27) 20 t67 = t57 ⊕ t59
2 r35 = t16 6 t27 = t0 ⊕ t23 15 g14 = AND(r28, r29) 20 t69 = g15 ⊕ t61
2 r37 = t6 6 t30 = g2 ⊕ g1 15 g23 = AND(r46, r47) 20 t71 = g21 ⊕ t62
2 r47 = t3 6 t36 = g1 ⊕ t34 15 t47 = t45 ⊕ t46 20 t73 = t54 ⊕ t72
3 g3 = AND(r6, r7) 7 t25 = x7 ⊕ t24 15 t52 = t43 ⊕ t45 20 t78 = t58 ⊕ t77
3 t7 = x4 ⊕ t6 7 t28 = t22 ⊕ t27 15 r30 = t47 20 t82 = g29 ⊕ t62
3 t9 = x1 ⊕ t6 7 t32 = t20 ⊕ t30 15 r48 = t47 20 t84 = t58 ⊕ t62
3 t10 = x7 ⊕ t6 7 t37 = t35 ⊕ t36 16 g15 = AND(r30, r31) 20 t88 = t54 ⊕ t87
3 t12 = t3 ⊕ t11 7 r19 = t28 16 g24 = AND(r48, r49) 21 t64 = t56 ⊕ t63
3 t17 = t6 ⊕ t16 8 t26 = t22 ⊕ t25 16 t48 = t33 ⊕ g13 21 t66 = t56 ⊕ t65
3 t18 = t5 ⊕ t16 8 t29 = t25 ⊕ t27 16 t75 = g14 ⊕ g16 21 t68 = t56 ⊕ t67 ⊕ 1
3 t19 = t3 ⊕ t15 8 t33 = t31 ⊕ t32 16 r36 = t48 21 t70 = t56 ⊕ t69
3 r1 = t12 8 t38 = g0 ⊕ t37 16 r54 = t48 21 t74 = t71 ⊕ t73 ⊕ 1
3 r4 = t7 8 r18 = t38 17 g18 = AND(r36, r37) 21 t79 = t73 ⊕ t78 ⊕ 1
3 r8 = t9 8 r20 = t33 17 g27 = AND(r54, r55) 21 t83 = t81 ⊕ t82 ⊕ 1
3 r10 = t10 8 r23 = t29 17 t49 = t43 ⊕ t48 21 t89 = t84 ⊕ t88
3 r11 = t17 8 r24 = t26 17 t51 = t47 ⊕ t48 21 y0 = t79
3 r13 = t18 9 g9 = AND(r18, r19) 17 t53 = t48 ⊕ t52 21 y1 = t74
3 r15 = t19 9 t40 = t33 ⊕ t38 17 t55 = g23 ⊕ g24 21 y2 = t89
3 r29 = t12 10 t39 = t26 ⊕ g9 17 t57 = g14 ⊕ g15 21 y3 = t70
3 r39 = t17 10 t41 = g9 ⊕ t40 17 t76 = g28 ⊕ t75 21 y4 = t64
3 r41 = t18 10 r21 = t39 17 t85 = g25 ⊕ g24 21 y5 = t83
3 r43 = t19 10 r22 = t41 17 r34 = t49 21 y6 = t68
3 r51 = t7 11 g10 = AND(r20, r21) 17 r42 = t53 21 y7 = t66
3 r55 = t9 11 g11 = AND(r22, r23) 17 r44 = t51
3 r57 = t10 12 t42 = g9 ⊕ g11 17 r52 = t49



30 A Framework for Generating S-Box Circuits with BP-Based Heuristics

Listing 9: New AES S-box circuit (D: 20, AD: 6, #NL: 32, #L: 92, #(gate): 124)
Depth Operation Depth Operation Depth Operation Depth Operation

0 r5 = x0 4 r3 = t7 12 t45 = t31 ⊕ g11 16 r54 = t46
0 r33 = x0 4 r7 = t16 12 t48 = t34 ⊕ g10 16 r60 = t51
1 t0 = x1 ⊕ x7 4 r13 = t18 12 t52 = t30 ⊕ g11 16 r62 = t58
1 t1 = x4 ⊕ x7 4 r17 = t14 12 r25 = t41 17 g17 = AND(r34, r35)
1 t2 = x2 ⊕ x4 4 r31 = t7 12 r26 = t42 17 g18 = AND(r36, r37)
1 t4 = x2 ⊕ x7 4 r35 = t16 12 r32 = t45 17 g21 = AND(r42, r43)
1 t8 = x5 ⊕ x6 4 r41 = t18 12 r38 = t42 17 g22 = AND(r44, r45)
1 t19 = x4 ⊕ x5 4 r45 = t14 12 r50 = t45 17 g26 = AND(r52, r53)
1 r6 = t0 4 r49 = t11 12 r56 = t42 17 g27 = AND(r54, r55)
1 r12 = t1 5 g1 = AND(r2, r3) 13 g12 = AND(r24, r25) 17 g30 = AND(r60, r61)
1 r14 = t2 5 g3 = AND(r6, r7) 13 g16 = AND(r32, r33) 17 g31 = AND(r62, r63)
1 r16 = t4 5 g6 = AND(r12, r13) 13 g19 = AND(r38, r39) 17 t81 = g29 ⊕ t65
1 r53 = t0 5 g8 = AND(r16, r17) 13 g25 = AND(r50, r51) 18 t54 = g29 ⊕ g30
1 r59 = t1 5 t17 = t9 ⊕ t16 13 g28 = AND(r56, r57) 18 t59 = g20 ⊕ g21
1 r61 = t2 5 t21 = g4 ⊕ g7 13 t47 = t42 ⊕ t45 18 t61 = g18 ⊕ g17
1 r63 = t4 5 t32 = g0 ⊕ t8 13 r40 = t47 18 t62 = g19 ⊕ g18
2 t3 = t0 ⊕ t2 5 r11 = t17 13 r58 = t47 18 t63 = g27 ⊕ g26
2 t5 = x3 ⊕ t1 5 r39 = t17 14 g20 = AND(r40, r41) 18 t72 = g17 ⊕ t65
2 t9 = x0 ⊕ t8 6 g5 = AND(r10, r11) 14 g29 = AND(r58, r59) 18 t78 = g21 ⊕ g22
2 t20 = t4 ⊕ t19 6 t23 = t16 ⊕ g6 14 t43 = t35 ⊕ g12 18 t82 = g26 ⊕ t81
2 r0 = t3 6 t25 = g1 ⊕ g7 14 t44 = t28 ⊕ g12 18 t84 = g28 ⊕ g31
2 r9 = t9 6 t27 = t0 ⊕ t21 14 t53 = g12 ⊕ t52 18 t89 = g30 ⊕ t88
2 r15 = t20 6 t36 = g2 ⊕ g8 14 t87 = g28 ⊕ g25 19 t56 = t54 ⊕ t55
2 r37 = t9 7 t22 = g8 ⊕ g5 14 r27 = t43 19 t64 = t54 ⊕ t63
2 r43 = t20 7 t24 = g3 ⊕ t23 14 r28 = t44 19 t66 = t59 ⊕ t61
2 r47 = t3 7 t26 = t1 ⊕ t25 14 r30 = t53 19 t68 = t60 ⊕ t61
3 g7 = AND(r14, r15) 7 t33 = t23 ⊕ t32 14 r46 = t44 19 t70 = t59 ⊕ t60
3 t6 = x1 ⊕ t5 7 t37 = t19 ⊕ t36 14 r48 = t53 19 t73 = g19 ⊕ t72
3 t10 = x4 ⊕ t9 8 t28 = t24 ⊕ t27 15 g13 = AND(r26, r27) 19 t76 = t62 ⊕ t75
3 t12 = x1 ⊕ t9 8 t29 = x7 ⊕ t22 15 g14 = AND(r28, r29) 19 t79 = t62 ⊕ t78
3 t13 = x7 ⊕ t9 8 t34 = t26 ⊕ t33 15 g15 = AND(r30, r31) 19 t83 = t78 ⊕ t82
3 t15 = t3 ⊕ t5 8 t38 = t26 ⊕ t37 15 g23 = AND(r46, r47) 19 t85 = t59 ⊕ t84
3 r1 = t6 8 t39 = t33 ⊕ t37 15 g24 = AND(r48, r49) 19 t90 = t61 ⊕ t89
3 r4 = t10 8 r18 = t34 15 t50 = t44 ⊕ t48 20 t67 = t56 ⊕ t66
3 r8 = t12 8 r19 = t28 15 t57 = t38 ⊕ t53 20 t69 = t56 ⊕ t68
3 r10 = t13 8 r20 = t38 16 t46 = t38 ⊕ g13 20 t71 = t56 ⊕ t70 ⊕ 1
3 r29 = t6 9 g9 = AND(r18, r19) 16 t49 = g13 ⊕ t48 20 t74 = t64 ⊕ t73 ⊕ 1
3 r51 = t10 9 t30 = t27 ⊕ t29 16 t51 = g13 ⊕ t50 20 t77 = t56 ⊕ t76
3 r55 = t12 9 t31 = t24 ⊕ t29 16 t55 = g23 ⊕ g24 20 t80 = t64 ⊕ t79 ⊕ 1
3 r57 = t13 9 r23 = t30 16 t58 = g13 ⊕ t57 20 t86 = t83 ⊕ t85 ⊕ 1
4 g0 = AND(r0, r1) 9 r24 = t31 16 t60 = g14 ⊕ g15 20 t91 = t83 ⊕ t90
4 g2 = AND(r4, r5) 10 t35 = t31 ⊕ g9 16 t65 = g14 ⊕ g16 20 y0 = t74
4 g4 = AND(r8, r9) 10 t40 = g9 ⊕ t39 16 t75 = g16 ⊕ g15 20 y1 = t80
4 t7 = x0 ⊕ t6 10 r21 = t35 16 t88 = g24 ⊕ t87 20 y2 = t91
4 t11 = t3 ⊕ t10 10 r22 = t40 16 r34 = t49 20 y3 = t77
4 t14 = t6 ⊕ t8 11 g10 = AND(r20, r21) 16 r36 = t46 20 y4 = t69
4 t16 = x5 ⊕ t15 11 g11 = AND(r22, r23) 16 r42 = t51 20 y5 = t86
4 t18 = x6 ⊕ t15 12 t41 = g9 ⊕ g11 16 r44 = t58 20 y6 = t71
4 r2 = t11 12 t42 = g10 ⊕ t39 16 r52 = t49 20 y7 = t67
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Listing 10: New AES S-box circuit (D: 18, AD: 6, #NL: 32, #L: 93, #(gate): 125)
Depth Operation Depth Operation Depth Operation Depth Operation

0 r5 = x0 3 t21 = t4 ⊕ t20 10 r25 = t42 14 r62 = t59
0 r33 = x0 3 r2 = t21 10 r32 = t46 15 g17 = AND(r34, r35)
1 t0 = x1 ⊕ x7 3 r3 = t11 10 r50 = t46 15 g18 = AND(r36, r37)
1 t1 = x4 ⊕ x7 3 r4 = t7 11 g12 = AND(r24, r25) 15 g21 = AND(r42, r43)
1 t2 = x2 ⊕ x4 3 r10 = t8 11 g16 = AND(r32, r33) 15 g22 = AND(r44, r45)
1 t4 = x2 ⊕ x7 3 r11 = t15 11 g25 = AND(r50, r51) 15 g26 = AND(r52, r53)
1 t5 = x5 ⊕ x6 3 r17 = t12 11 t43 = g10 ⊕ t40 15 g27 = AND(r54, r55)
1 t9 = x1 ⊕ x3 3 r31 = t11 11 t49 = t38 ⊕ g10 15 g30 = AND(r60, r61)
1 t13 = x2 ⊕ x5 3 r39 = t15 11 r26 = t43 15 g31 = AND(r62, r63)
1 t17 = x2 ⊕ x6 3 r45 = t12 11 r38 = t43 15 t79 = g19 ⊕ t66
1 t19 = x0 ⊕ x1 3 r49 = t21 11 r56 = t43 15 t89 = t66 ⊕ t88
1 r6 = t0 3 r51 = t7 12 g19 = AND(r38, r39) 16 t55 = g29 ⊕ g30
1 r12 = t1 3 r57 = t8 12 g28 = AND(r56, r57) 16 t60 = g20 ⊕ g21
1 r14 = t2 4 g1 = AND(r2, r3) 12 t44 = t39 ⊕ g12 16 t61 = g18 ⊕ g17
1 r16 = t4 4 g2 = AND(r4, r5) 12 t45 = t31 ⊕ g12 16 t63 = g19 ⊕ g18
1 r53 = t0 4 g5 = AND(r10, r11) 12 t48 = t43 ⊕ t46 16 t64 = g27 ⊕ g26
1 r59 = t1 4 g8 = AND(r16, r17) 12 t54 = g12 ⊕ t53 16 t76 = g21 ⊕ g22
1 r61 = t2 4 t23 = g7 ⊕ g4 12 r27 = t44 16 t80 = g17 ⊕ t79
1 r63 = t4 4 t24 = g3 ⊕ g6 12 r28 = t45 16 t83 = g26 ⊕ t82
2 t3 = t0 ⊕ t2 4 t26 = t13 ⊕ g7 12 r30 = t54 16 t85 = g31 ⊕ t66
2 t6 = x0 ⊕ t5 4 t36 = g0 ⊕ t12 12 r40 = t48 16 t90 = g30 ⊕ t89
2 t10 = t1 ⊕ t9 5 t22 = g8 ⊕ g5 12 r46 = t45 17 t57 = t55 ⊕ t56
2 t14 = t9 ⊕ t13 5 t25 = t14 ⊕ t24 12 r48 = t54 17 t65 = t55 ⊕ t64
2 t16 = t1 ⊕ t13 5 t27 = g1 ⊕ t26 12 r58 = t48 17 t67 = t60 ⊕ t62
2 t18 = t9 ⊕ t17 5 t30 = t0 ⊕ t23 13 g13 = AND(r26, r27) 17 t69 = t61 ⊕ t62
2 t20 = t5 ⊕ t19 5 t33 = t4 ⊕ g8 13 g14 = AND(r28, r29) 17 t71 = t60 ⊕ t61
2 r0 = t3 5 t37 = g6 ⊕ t36 13 g15 = AND(r30, r31) 17 t74 = t63 ⊕ t73
2 r1 = t10 6 t28 = t22 ⊕ t23 13 g20 = AND(r40, r41) 17 t77 = t63 ⊕ t76
2 r7 = t14 6 t31 = t25 ⊕ t30 13 g23 = AND(r46, r47) 17 t84 = t76 ⊕ t83
2 r8 = t20 6 t34 = g2 ⊕ t33 13 g24 = AND(r48, r49) 17 t86 = t60 ⊕ t85
2 r9 = t6 6 t38 = t27 ⊕ t37 13 g29 = AND(r58, r59) 17 t91 = t61 ⊕ t90
2 r13 = t18 6 r18 = t38 13 t51 = t45 ⊕ t49 18 t68 = t57 ⊕ t67 ⊕ 1
2 r15 = t16 6 r19 = t31 13 t58 = t35 ⊕ t54 18 t70 = t57 ⊕ t69
2 r29 = t10 7 g9 = AND(r18, r19) 14 t47 = t35 ⊕ g13 18 t72 = t57 ⊕ t71
2 r35 = t14 7 t29 = x1 ⊕ t28 14 t50 = g13 ⊕ t49 18 t75 = t57 ⊕ t74
2 r37 = t6 7 t35 = t27 ⊕ t34 14 t52 = g13 ⊕ t51 18 t78 = t65 ⊕ t77 ⊕ 1
2 r41 = t18 7 t40 = t34 ⊕ t37 14 t56 = g23 ⊕ g24 18 t81 = t65 ⊕ t80 ⊕ 1
2 r43 = t16 7 r20 = t35 14 t59 = g13 ⊕ t58 18 t87 = t84 ⊕ t86 ⊕ 1
2 r47 = t3 7 r23 = t29 14 t62 = g14 ⊕ g15 18 t92 = t84 ⊕ t91
2 r55 = t20 8 t32 = t29 ⊕ t31 14 t66 = g14 ⊕ g16 18 y0 = t81
3 g0 = AND(r0, r1) 8 t41 = g9 ⊕ t40 14 t73 = g16 ⊕ g15 18 y1 = t78
3 g3 = AND(r6, r7) 8 r22 = t41 14 t82 = g28 ⊕ g29 18 y2 = t92
3 g4 = AND(r8, r9) 8 r24 = t32 14 t88 = g25 ⊕ g24 18 y3 = t75
3 g6 = AND(r12, r13) 9 g11 = AND(r22, r23) 14 r34 = t50 18 y4 = t70
3 g7 = AND(r14, r15) 9 t39 = t32 ⊕ g9 14 r36 = t47 18 y5 = t87
3 t7 = x4 ⊕ t6 9 r21 = t39 14 r42 = t52 18 y6 = t68
3 t8 = x7 ⊕ t6 10 g10 = AND(r20, r21) 14 r44 = t59 18 y7 = t72
3 t11 = x0 ⊕ t10 10 t42 = g9 ⊕ g11 14 r52 = t50
3 t12 = t5 ⊕ t10 10 t46 = t32 ⊕ g11 14 r54 = t47
3 t15 = t6 ⊕ t14 10 t53 = t29 ⊕ g11 14 r60 = t52
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Listing 11: New AES S-box circuit (D: 24, AD: 5, #NL: 32, #L: 81, #(gate): 113)
Depth Operation Depth Operation Depth Operation Depth Operation

0 r5 = x0 3 r13 = t18 11 g10 = AND(r20, r21) 16 g30 = AND(r60, r61)
0 r33 = x0 3 r17 = t14 11 g12 = AND(r24, r25) 16 t50 = t44 ⊕ t47
1 t0 = x1 ⊕ x7 3 r31 = t7 12 t40 = g9 ⊕ g10 16 t69 = g14 ⊕ g20
1 t1 = x4 ⊕ x7 3 r39 = t17 12 t41 = g9 ⊕ g12 16 r44 = t50
1 t2 = x2 ⊕ x4 3 r41 = t18 12 t43 = g12 ⊕ t38 16 r62 = t50
1 t4 = x2 ⊕ x7 3 r45 = t14 12 t46 = t28 ⊕ g10 17 g22 = AND(r44, r45)
1 t5 = x1 ⊕ x3 3 r51 = t10 12 r23 = t40 17 g31 = AND(r62, r63)
1 t8 = x5 ⊕ x6 3 r55 = t12 12 r27 = t41 17 t51 = g29 ⊕ g30
1 t15 = x2 ⊕ x5 3 r57 = t13 12 r32 = t43 17 t52 = g23 ⊕ g24
1 r6 = t0 4 g2 = AND(r4, r5) 12 r38 = t46 17 t58 = g20 ⊕ g21
1 r12 = t1 4 g4 = AND(r8, r9) 12 r50 = t43 18 t53 = t51 ⊕ t52
1 r14 = t2 4 g5 = AND(r10, r11) 12 r56 = t46 18 t61 = g26 ⊕ t51
1 r16 = t4 4 g6 = AND(r12, r13) 13 g11 = AND(r22, r23) 18 t65 = g16 ⊕ g22
1 r53 = t0 4 g8 = AND(r16, r17) 13 g13 = AND(r26, r27) 18 t73 = g15 ⊕ t58
1 r59 = t1 4 t11 = t3 ⊕ t10 13 g16 = AND(r32, r33) 19 t54 = g15 ⊕ t53
1 r61 = t2 4 t29 = t15 ⊕ g7 13 g19 = AND(r38, r39) 19 t62 = g27 ⊕ t61
1 r63 = t4 4 r2 = t11 13 g25 = AND(r50, r51) 19 t71 = g28 ⊕ t61
2 t3 = t0 ⊕ t2 4 r49 = t11 13 g28 = AND(r56, r57) 20 t55 = g18 ⊕ t54
2 t6 = t1 ⊕ t5 5 g1 = AND(r2, r3) 13 t48 = t43 ⊕ t46 20 t66 = g21 ⊕ t54
2 t9 = x0 ⊕ t8 5 t20 = g4 ⊕ g7 13 r40 = t48 21 t56 = g17 ⊕ t55
2 t16 = t5 ⊕ t15 5 t21 = g8 ⊕ g5 13 r58 = t48 21 t59 = g19 ⊕ t55
2 t19 = t1 ⊕ t15 5 t22 = t16 ⊕ g6 14 g20 = AND(r40, r41) 21 t67 = t65 ⊕ t66
2 r0 = t3 5 t24 = t4 ⊕ g2 14 g29 = AND(r58, r59) 21 t70 = t66 ⊕ t69 ⊕ 1
2 r1 = t6 5 t26 = t14 ⊕ g6 14 t42 = t34 ⊕ g13 21 y6 = t70
2 r7 = t16 6 t23 = g3 ⊕ t22 14 t45 = t31 ⊕ g11 22 t57 = g14 ⊕ t56
2 r9 = t9 6 t25 = g8 ⊕ t24 14 r28 = t42 22 t60 = g16 ⊕ t59
2 r15 = t19 6 t27 = g0 ⊕ t26 14 r34 = t45 22 t72 = t67 ⊕ t71
2 r29 = t6 6 t30 = g1 ⊕ t29 14 r46 = t42 22 t74 = t56 ⊕ t73
2 r35 = t16 6 t36 = x1 ⊕ t21 14 r52 = t45 22 t75 = g31 ⊕ t70 ⊕ 1
2 r37 = t9 7 t28 = t25 ⊕ t27 15 g14 = AND(r28, r29) 22 y3 = t60
2 r43 = t19 7 t31 = t27 ⊕ t30 15 g17 = AND(r34, r35) 22 y4 = t57
2 r47 = t3 7 t32 = t25 ⊕ t30 15 g23 = AND(r46, r47) 22 y7 = t74
3 g0 = AND(r0, r1) 7 t33 = t0 ⊕ t23 15 g26 = AND(r52, r53) 23 t63 = t60 ⊕ t62
3 g3 = AND(r6, r7) 7 t37 = t20 ⊕ t36 15 t44 = t42 ⊕ t43 23 t76 = g30 ⊕ t75
3 g7 = AND(r14, r15) 7 r18 = t31 15 t47 = t45 ⊕ t46 23 t78 = g25 ⊕ t72
3 t7 = x0 ⊕ t6 7 r20 = t32 15 t49 = t42 ⊕ t45 23 t79 = g24 ⊕ t57
3 t10 = x4 ⊕ t9 7 r22 = t28 15 r30 = t44 24 t64 = t57 ⊕ t63 ⊕ 1
3 t12 = x1 ⊕ t9 7 r24 = t37 15 r36 = t47 24 t68 = t63 ⊕ t67 ⊕ 1
3 t13 = x7 ⊕ t9 8 t34 = t20 ⊕ t33 15 r42 = t49 24 t77 = t72 ⊕ t76 ⊕ 1
3 t14 = t6 ⊕ t8 8 t38 = t33 ⊕ t36 15 r48 = t44 24 t80 = t78 ⊕ t79
3 t17 = t9 ⊕ t16 8 r19 = t34 15 r54 = t47 24 y0 = t64
3 t18 = t8 ⊕ t16 8 r26 = t38 15 r60 = t49 24 y1 = t68
3 r3 = t7 9 g9 = AND(r18, r19) 16 g15 = AND(r30, r31) 24 y2 = t80
3 r4 = t10 10 t35 = t28 ⊕ g9 16 g18 = AND(r36, r37) 24 y5 = t77
3 r8 = t12 10 t39 = g9 ⊕ t38 16 g21 = AND(r42, r43)
3 r10 = t13 10 r21 = t39 16 g24 = AND(r48, r49)
3 r11 = t17 10 r25 = t35 16 g27 = AND(r54, r55)
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Listing 12: New AES S-box circuit (D: 23, AD: 5, #NL: 32, #L: 83, #(gate): 115)
Depth Operation Depth Operation Depth Operation Depth Operation

0 r5 = x0 4 t13 = x0 ⊕ t12 12 r25 = t41 18 g27 = AND(r54, r55)
0 r33 = x0 4 t14 = t5 ⊕ t12 13 g10 = AND(r20, r21) 18 g30 = AND(r60, r61)
1 t0 = x1 ⊕ x7 4 t17 = t6 ⊕ t16 13 g12 = AND(r24, r25) 18 t51 = t45 ⊕ t48
1 t1 = x4 ⊕ x7 4 t19 = t12 ⊕ t16 14 t40 = g9 ⊕ g10 18 r44 = t51
1 t2 = x2 ⊕ x4 4 r2 = t8 14 t42 = g9 ⊕ g12 18 r62 = t51
1 t4 = x2 ⊕ x7 4 r3 = t13 14 t44 = t28 ⊕ g12 19 g22 = AND(r44, r45)
1 t5 = x5 ⊕ x6 4 r11 = t17 14 t47 = t37 ⊕ g10 19 g31 = AND(r62, r63)
1 t11 = x2 ⊕ x3 4 r15 = t19 14 r23 = t40 19 t52 = g29 ⊕ g30
1 r6 = t0 4 r17 = t14 14 r27 = t42 19 t56 = g20 ⊕ g21
1 r12 = t1 4 r31 = t13 14 r32 = t44 19 t57 = g17 ⊕ g18
1 r14 = t2 4 r39 = t17 14 r38 = t47 19 t58 = g19 ⊕ g18
1 r16 = t4 4 r43 = t19 14 r50 = t44 20 t53 = g24 ⊕ t52
1 r53 = t0 4 r45 = t14 14 r56 = t47 20 t59 = g16 ⊕ t58
1 r59 = t1 4 r49 = t8 15 g11 = AND(r22, r23) 20 t61 = g14 ⊕ t57
1 r61 = t2 5 g1 = AND(r2, r3) 15 g13 = AND(r26, r27) 20 t63 = g26 ⊕ g22
1 r63 = t4 5 g5 = AND(r10, r11) 15 g16 = AND(r32, r33) 20 t64 = g27 ⊕ t52
2 t3 = t0 ⊕ t2 5 g7 = AND(r14, r15) 15 g19 = AND(r38, r39) 20 t66 = g14 ⊕ t56
2 t6 = x0 ⊕ t5 5 g8 = AND(r16, r17) 15 g25 = AND(r50, r51) 20 t76 = g29 ⊕ g31
2 t15 = x1 ⊕ t11 5 t22 = g3 ⊕ g6 15 g28 = AND(r56, r57) 21 t54 = g23 ⊕ t53
2 r0 = t3 5 t24 = g0 ⊕ g6 15 t49 = t44 ⊕ t47 21 t65 = g21 ⊕ t63
2 r9 = t6 6 t20 = g8 ⊕ g5 15 r40 = t49 21 t69 = t59 ⊕ t64
2 r37 = t6 6 t21 = g4 ⊕ g7 15 r58 = t49 21 t75 = g28 ⊕ t66
2 r47 = t3 6 t23 = t16 ⊕ t22 16 g20 = AND(r40, r41) 21 t79 = g28 ⊕ t53
3 t7 = x4 ⊕ t6 6 t25 = g2 ⊕ g8 16 g29 = AND(r58, r59) 21 t80 = g25 ⊕ t61
3 t9 = x1 ⊕ t6 6 t26 = g1 ⊕ g7 16 t43 = t30 ⊕ g13 22 t55 = g15 ⊕ t54
3 t10 = x7 ⊕ t6 6 t32 = t18 ⊕ t24 16 t46 = t38 ⊕ g11 22 t68 = g16 ⊕ t65
3 t12 = t3 ⊕ t11 7 t27 = x7 ⊕ t23 16 r28 = t43 22 t71 = t54 ⊕ t61
3 t16 = x5 ⊕ t15 7 t29 = x1 ⊕ t21 16 r34 = t46 22 t73 = t61 ⊕ t69
3 t18 = x6 ⊕ t15 7 t33 = t19 ⊕ t25 16 r46 = t43 22 t77 = t75 ⊕ t76
3 r1 = t12 8 t28 = t20 ⊕ t27 16 r52 = t46 22 t81 = t79 ⊕ t80
3 r4 = t7 8 t30 = t27 ⊕ t29 17 g14 = AND(r28, r29) 23 t60 = t55 ⊕ t59
3 r7 = t16 8 t31 = t20 ⊕ t29 17 g17 = AND(r34, r35) 23 t62 = t55 ⊕ t61
3 r8 = t9 8 t34 = t26 ⊕ t33 17 g23 = AND(r46, r47) 23 t67 = t55 ⊕ t66 ⊕ 1
3 r10 = t10 8 t36 = t32 ⊕ t33 17 g26 = AND(r52, r53) 23 t70 = t68 ⊕ t69 ⊕ 1
3 r13 = t18 8 r19 = t30 17 t45 = t43 ⊕ t44 23 t72 = t66 ⊕ t71
3 r29 = t12 8 r24 = t31 17 t48 = t46 ⊕ t47 23 t74 = g26 ⊕ t73 ⊕ 1
3 r35 = t16 8 r26 = t28 17 t50 = t43 ⊕ t46 23 t78 = t68 ⊕ t77 ⊕ 1
3 r41 = t18 9 t35 = t2 ⊕ t34 17 r30 = t45 23 t82 = t68 ⊕ t81
3 r51 = t7 9 t37 = t4 ⊕ t36 17 r36 = t48 23 y0 = t74
3 r55 = t9 9 r20 = t35 17 r42 = t50 23 y1 = t70
3 r57 = t10 9 r22 = t37 17 r48 = t45 23 y2 = t82
4 g0 = AND(r0, r1) 10 t38 = t35 ⊕ t37 17 r54 = t48 23 y3 = t60
4 g2 = AND(r4, r5) 10 r18 = t38 17 r60 = t50 23 y4 = t62
4 g3 = AND(r6, r7) 11 g9 = AND(r18, r19) 18 g15 = AND(r30, r31) 23 y5 = t78
4 g4 = AND(r8, r9) 12 t39 = t28 ⊕ g9 18 g18 = AND(r36, r37) 23 y6 = t67
4 g6 = AND(r12, r13) 12 t41 = t37 ⊕ g9 18 g21 = AND(r42, r43) 23 y7 = t72
4 t8 = t3 ⊕ t7 12 r21 = t39 18 g24 = AND(r48, r49)
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Listing 13: New AES S-box circuit (D: 22, AD: 5, #NL: 32, #L: 84, #(gate): 116)
Depth Operation Depth Operation Depth Operation Depth Operation

0 r5 = x0 4 t11 = t3 ⊕ t10 10 r25 = t41 16 g24 = AND(r48, r49)
0 r33 = x0 4 t14 = t6 ⊕ t8 11 g10 = AND(r20, r21) 16 g27 = AND(r54, r55)
1 t0 = x1 ⊕ x7 4 t17 = t9 ⊕ t16 11 g12 = AND(r24, r25) 16 g30 = AND(r60, r61)
1 t1 = x4 ⊕ x7 4 t18 = t8 ⊕ t16 12 t40 = g9 ⊕ g10 16 t51 = t45 ⊕ t48
1 t2 = x2 ⊕ x4 4 r2 = t11 12 t42 = g9 ⊕ g12 16 t69 = g14 ⊕ g26
1 t4 = x2 ⊕ x7 4 r3 = t7 12 t44 = t31 ⊕ g12 16 t81 = g23 ⊕ g25
1 t8 = x5 ⊕ x6 4 r11 = t17 12 t47 = t35 ⊕ g10 16 r44 = t51
1 r6 = t0 4 r13 = t18 12 r23 = t40 16 r62 = t51
1 r12 = t1 4 r17 = t14 12 r27 = t42 17 g22 = AND(r44, r45)
1 r14 = t2 4 r31 = t7 12 r32 = t44 17 g31 = AND(r62, r63)
1 r16 = t4 4 r39 = t17 12 r38 = t47 17 t52 = g29 ⊕ g30
1 r53 = t0 4 r41 = t18 12 r50 = t44 17 t53 = g23 ⊕ g24
1 r59 = t1 4 r45 = t14 12 r56 = t47 17 t59 = g20 ⊕ g21
1 r61 = t2 4 r49 = t11 13 g11 = AND(r22, r23) 18 t54 = t52 ⊕ t53
1 r63 = t4 5 g1 = AND(r2, r3) 13 g13 = AND(r26, r27) 18 t62 = g27 ⊕ t52
2 t3 = t0 ⊕ t2 5 g5 = AND(r10, r11) 13 g16 = AND(r32, r33) 18 t64 = g17 ⊕ t59
2 t5 = x3 ⊕ t0 5 g6 = AND(r12, r13) 13 g19 = AND(r38, r39) 18 t66 = g18 ⊕ t59
2 t9 = x0 ⊕ t8 5 g8 = AND(r16, r17) 13 g25 = AND(r50, r51) 18 t68 = g20 ⊕ g22
2 t15 = x5 ⊕ t4 5 t20 = g4 ⊕ g7 13 g28 = AND(r56, r57) 18 t73 = g29 ⊕ g31
2 r0 = t3 5 t22 = t16 ⊕ g3 13 t49 = t44 ⊕ t47 19 t55 = g18 ⊕ t54
2 r9 = t9 6 t21 = g8 ⊕ g5 13 r40 = t49 19 t63 = g26 ⊕ t62
2 r37 = t9 6 t23 = g6 ⊕ t22 13 r58 = t49 19 t70 = t68 ⊕ t69
2 r47 = t3 6 t24 = g0 ⊕ g6 14 g20 = AND(r40, r41) 19 t75 = g17 ⊕ t62
3 t6 = x4 ⊕ t5 6 t25 = g1 ⊕ g7 14 g29 = AND(r58, r59) 19 t78 = t66 ⊕ t68
3 t10 = x4 ⊕ t9 6 t26 = g2 ⊕ g8 14 t43 = t28 ⊕ g13 20 t56 = g15 ⊕ t55
3 t12 = x1 ⊕ t9 6 t27 = t0 ⊕ t20 14 t46 = t37 ⊕ g11 20 t65 = t55 ⊕ t64
3 t13 = x7 ⊕ t9 7 t28 = t23 ⊕ t27 14 t60 = g16 ⊕ g19 20 t71 = g16 ⊕ t70
3 t16 = t5 ⊕ t15 7 t29 = x7 ⊕ t21 14 r28 = t43 20 t76 = t69 ⊕ t75
3 t19 = x4 ⊕ t15 7 t32 = t19 ⊕ t26 14 r34 = t46 20 t79 = g19 ⊕ t63
3 r1 = t6 7 t33 = t18 ⊕ t24 14 r46 = t43 20 y7 = t65
3 r4 = t10 7 t36 = t1 ⊕ t25 14 r52 = t46 21 t57 = g14 ⊕ t56
3 r7 = t16 7 r19 = t28 15 g14 = AND(r28, r29) 21 t61 = t56 ⊕ t60
3 r8 = t12 8 t30 = t27 ⊕ t29 15 g17 = AND(r34, r35) 21 t72 = g28 ⊕ t71
3 r10 = t13 8 t31 = t23 ⊕ t29 15 g23 = AND(r46, r47) 21 t77 = t60 ⊕ t76 ⊕ 1
3 r15 = t19 8 t34 = t32 ⊕ t33 15 g26 = AND(r52, r53) 21 t80 = t78 ⊕ t79 ⊕ 1
3 r29 = t6 8 t37 = t33 ⊕ t36 15 t45 = t43 ⊕ t44 21 t82 = t65 ⊕ t81
3 r35 = t16 8 r18 = t37 15 t48 = t46 ⊕ t47 21 y0 = t77
3 r43 = t19 8 r24 = t30 15 t50 = t43 ⊕ t46 21 y1 = t80
3 r51 = t10 8 r26 = t31 15 r30 = t45 21 y3 = t61
3 r55 = t12 9 g9 = AND(r18, r19) 15 r36 = t48 22 t58 = g17 ⊕ t57
3 r57 = t13 9 t35 = t4 ⊕ t34 15 r42 = t50 22 t67 = t57 ⊕ t66 ⊕ 1
4 g0 = AND(r0, r1) 9 r22 = t35 15 r48 = t45 22 t74 = t72 ⊕ t73 ⊕ 1
4 g2 = AND(r4, r5) 10 t38 = t35 ⊕ t37 15 r54 = t48 22 t83 = t72 ⊕ t82
4 g3 = AND(r6, r7) 10 t39 = t31 ⊕ g9 15 r60 = t50 22 y2 = t83
4 g4 = AND(r8, r9) 10 t41 = t35 ⊕ g9 16 g15 = AND(r30, r31) 22 y4 = t58
4 g7 = AND(r14, r15) 10 r20 = t38 16 g18 = AND(r36, r37) 22 y5 = t74
4 t7 = x0 ⊕ t6 10 r21 = t39 16 g21 = AND(r42, r43) 22 y6 = t67
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Listing 14: New AES S-box circuit (D: 17, AD: 5, #NL: 32, #L: 97, #(gate): 129)
Depth Operation Depth Operation Depth Operation Depth Operation

0 r5 = x0 3 t17 = t6 ⊕ t16 10 t47 = t38 ⊕ g12 14 g24 = AND(r48, r49)
0 r33 = x0 3 t21 = t10 ⊕ t20 10 t50 = t32 ⊕ g10 14 g30 = AND(r60, r61)
1 t0 = x1 ⊕ x7 3 r2 = t17 10 t53 = t36 ⊕ g10 14 g31 = AND(r62, r63)
1 t1 = x4 ⊕ x7 3 r3 = t11 10 t58 = t43 ⊕ g12 14 t63 = g17 ⊕ g18
1 t2 = x2 ⊕ x4 3 r4 = t7 10 r23 = t42 14 t65 = g26 ⊕ g27
1 t4 = x2 ⊕ x7 3 r10 = t8 10 r27 = t45 14 t73 = g14 ⊕ t64
1 t5 = x0 ⊕ x6 3 r11 = t14 10 r32 = t47 14 t85 = g26 ⊕ g28
1 t9 = x1 ⊕ x3 3 r17 = t21 10 r38 = t50 14 t90 = g14 ⊕ t89
1 t12 = x2 ⊕ x5 3 r31 = t11 10 r50 = t47 15 t55 = g29 ⊕ g30
1 t18 = x1 ⊕ x5 3 r39 = t14 10 r56 = t50 15 t56 = g23 ⊕ g24
1 t20 = x5 ⊕ x6 3 r45 = t21 11 g11 = AND(r22, r23) 15 t61 = g20 ⊕ g21
1 t22 = x2 ⊕ x6 3 r49 = t17 11 g13 = AND(r26, r27) 15 t62 = g14 ⊕ g15
1 r6 = t0 3 r51 = t7 11 g16 = AND(r32, r33) 15 t74 = g19 ⊕ g22
1 r12 = t1 3 r57 = t8 11 g19 = AND(r38, r39) 15 t75 = g17 ⊕ t73
1 r14 = t2 4 g1 = AND(r2, r3) 11 g25 = AND(r50, r51) 15 t77 = g21 ⊕ g18
1 r16 = t4 4 g2 = AND(r4, r5) 11 g28 = AND(r56, r57) 15 t80 = g15 ⊕ t64
1 r53 = t0 4 g5 = AND(r10, r11) 11 t51 = t47 ⊕ t50 15 t83 = g29 ⊕ g31
1 r59 = t1 4 g8 = AND(r16, r17) 11 r40 = t51 15 t86 = t73 ⊕ t85
1 r61 = t2 4 t24 = g7 ⊕ g4 11 r58 = t51 15 t91 = g22 ⊕ t85
1 r63 = t4 4 t26 = t13 ⊕ g3 12 g20 = AND(r40, r41) 15 t92 = g24 ⊕ t63
2 t3 = t0 ⊕ t2 4 t28 = g0 ⊕ g6 12 g29 = AND(r58, r59) 15 t94 = g21 ⊕ t90
2 t6 = x5 ⊕ t5 4 t33 = t12 ⊕ g7 12 t46 = t40 ⊕ g13 16 t57 = t55 ⊕ t56
2 t10 = t1 ⊕ t9 5 t25 = g5 ⊕ g8 12 t49 = t35 ⊕ g11 16 t66 = t55 ⊕ t65
2 t13 = t9 ⊕ t12 5 t27 = g6 ⊕ t26 12 t54 = g11 ⊕ t53 16 t67 = t62 ⊕ t63
2 t15 = t1 ⊕ t12 5 t29 = t21 ⊕ t28 12 t59 = g13 ⊕ t58 16 t69 = t61 ⊕ t62
2 t16 = x1 ⊕ t4 5 t30 = t4 ⊕ g2 12 t64 = g16 ⊕ g19 16 t71 = t61 ⊕ t63
2 t19 = t5 ⊕ t18 5 t34 = g1 ⊕ t33 12 t89 = g16 ⊕ g25 16 t78 = t74 ⊕ t77
2 t23 = t9 ⊕ t22 5 t39 = t0 ⊕ t24 12 r28 = t46 16 t81 = g18 ⊕ t80
2 r0 = t3 6 t31 = g8 ⊕ t30 12 r34 = t49 16 t84 = g20 ⊕ t83
2 r1 = t10 6 t35 = t29 ⊕ t34 12 r36 = t54 16 t87 = t74 ⊕ t86
2 r7 = t13 6 t37 = x7 ⊕ t25 12 r46 = t46 16 t93 = t55 ⊕ t92
2 r8 = t19 6 t40 = t27 ⊕ t39 12 r52 = t49 16 t95 = t91 ⊕ t94
2 r9 = t6 6 r18 = t35 12 r54 = t54 17 t68 = t57 ⊕ t67
2 r13 = t23 6 r19 = t40 13 g14 = AND(r28, r29) 17 t70 = t57 ⊕ t69 ⊕ 1
2 r15 = t15 7 g9 = AND(r18, r19) 13 g17 = AND(r34, r35) 17 t72 = t57 ⊕ t71
2 r29 = t10 7 t32 = t29 ⊕ t31 13 g18 = AND(r36, r37) 17 t76 = t66 ⊕ t75 ⊕ 1
2 r35 = t13 7 t36 = t31 ⊕ t34 13 g23 = AND(r46, r47) 17 t79 = t66 ⊕ t78 ⊕ 1
2 r37 = t6 7 t38 = t27 ⊕ t37 13 g26 = AND(r52, r53) 17 t82 = t57 ⊕ t81
2 r41 = t23 7 t43 = t37 ⊕ t39 13 g27 = AND(r54, r55) 17 t88 = t84 ⊕ t87 ⊕ 1
2 r43 = t15 7 r20 = t36 13 t52 = t46 ⊕ t49 17 t96 = t93 ⊕ t95
2 r47 = t3 7 r22 = t32 13 t48 = t46 ⊕ t47 17 y0 = t76
2 r55 = t19 7 r24 = t43 13 t60 = t54 ⊕ t59 17 y1 = t79
3 g0 = AND(r0, r1) 7 r26 = t38 13 r30 = t59 17 y2 = t96
3 g3 = AND(r6, r7) 8 t41 = t38 ⊕ g9 13 r42 = t52 17 y3 = t82
3 g4 = AND(r8, r9) 8 t44 = t32 ⊕ g9 13 r44 = t60 17 y4 = t68
3 g6 = AND(r12, r13) 8 r21 = t41 13 r48 = t59 17 y5 = t88
3 g7 = AND(r14, r15) 8 r25 = t44 13 r60 = t52 17 y6 = t70
3 t7 = x4 ⊕ t6 9 g10 = AND(r20, r21) 13 r62 = t60 17 y7 = t72
3 t8 = x7 ⊕ t6 9 g12 = AND(r24, r25) 14 g15 = AND(r30, r31)
3 t11 = x0 ⊕ t10 10 t42 = g9 ⊕ g10 14 g21 = AND(r42, r43)
3 t14 = t6 ⊕ t13 10 t45 = g9 ⊕ g12 14 g22 = AND(r44, r45)
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Listing 15: New AES S-box circuit (D: 16, AD: 4, #NL: 33, #L: 104, #(gate): 137)
Depth Operation Depth Operation Depth Operation Depth Operation

0 r5 = x0 3 r53 = t10 9 g13 = AND(r26, r27) 12 r62 = t66
0 r35 = x0 3 r57 = t12 9 g14 = AND(r28, r29) 13 g15 = AND(r30, r31)
1 t0 = x1 ⊕ x7 3 r59 = t13 9 t36 = g9 ⊕ t35 13 g21 = AND(r42, r43)
1 t1 = x4 ⊕ x7 4 g0 = AND(r0, r1) 9 t43 = g9 ⊕ t51 13 g22 = AND(r44, r45)
1 t2 = x2 ⊕ x4 4 g2 = AND(r4, r5) 9 t60 = t30 ⊕ g9 13 g24 = AND(r48, r49)
1 t4 = x2 ⊕ x7 4 g4 = AND(r8, r9) 9 t63 = t26 ⊕ g9 13 g30 = AND(r60, r61)
1 t5 = x2 ⊕ x3 4 g5 = AND(r10, r11) 9 r21 = t36 13 g31 = AND(r62, r63)
1 t8 = x5 ⊕ x6 4 g7 = AND(r14, r15) 9 r23 = t43 13 t69 = g25 ⊕ g19
1 t14 = x1 ⊕ x5 4 g8 = AND(r16, r17) 10 g10 = AND(r20, r21) 13 t71 = g17 ⊕ g20
1 t20 = x1 ⊕ x6 4 t7 = x0 ⊕ t6 10 g11 = AND(r22, r23) 13 t75 = g23 ⊕ g27
1 t47 = x4 ⊕ x6 4 t11 = t3 ⊕ t10 10 t54 = t37 ⊕ g14 13 t86 = g20 ⊕ g19
1 r6 = t0 4 t23 = t15 ⊕ g3 10 t57 = t41 ⊕ g13 13 t88 = g17 ⊕ g29
1 r12 = t1 4 t33 = x7 ⊕ g6 10 t61 = g13 ⊕ t60 13 t96 = g16 ⊕ g25
1 r14 = t2 4 t49 = g6 ⊕ t48 10 t64 = g14 ⊕ t63 13 t100 = g26 ⊕ g18
1 r16 = t4 4 r2 = t11 11 t44 = t35 ⊕ g11 14 t67 = g30 ⊕ g31
1 r55 = t0 4 r3 = t7 11 t45 = g10 ⊕ t51 14 t70 = g16 ⊕ t69
1 r61 = t1 4 r33 = t7 11 t55 = g9 ⊕ t54 14 t72 = g15 ⊕ g18
1 r63 = t2 4 r51 = t11 11 t58 = g9 ⊕ t57 14 t73 = g21 ⊕ g22
1 r65 = t4 5 g1 = AND(r2, r3) 11 t59 = t54 ⊕ t57 14 t80 = g18 ⊕ t69
2 t3 = t0 ⊕ t2 5 t22 = g7 ⊕ g6 11 t62 = g10 ⊕ t61 14 t83 = g27 ⊕ t71
2 t9 = x0 ⊕ t8 5 t25 = g4 ⊕ t23 11 t65 = g11 ⊕ t64 14 t87 = g22 ⊕ t75
2 t15 = t5 ⊕ t14 5 t28 = g0 ⊕ t21 11 r32 = t55 14 t89 = g15 ⊕ t88
2 t18 = t5 ⊕ t8 5 t31 = g5 ⊕ g8 11 r34 = t44 14 t93 = g30 ⊕ g32
2 t21 = t5 ⊕ t20 5 t32 = g2 ⊕ g8 11 r36 = t62 14 t97 = g15 ⊕ t96
2 r0 = t3 5 t34 = t23 ⊕ t33 11 r38 = t58 14 t101 = t69 ⊕ t100
2 r7 = t15 5 t38 = x5 ⊕ t33 11 r40 = t45 15 t68 = g24 ⊕ t67
2 r9 = t9 5 t50 = g0 ⊕ t49 11 r46 = t59 15 t74 = g28 ⊕ t67
2 r13 = t21 6 t24 = t0 ⊕ t22 11 r50 = t55 15 t76 = t70 ⊕ t72
2 r37 = t15 6 t27 = t1 ⊕ t22 11 r52 = t44 15 t78 = t70 ⊕ t71
2 r39 = t9 6 t29 = g1 ⊕ t28 11 r54 = t62 15 t81 = t73 ⊕ t80
2 r43 = t21 6 t35 = t31 ⊕ t34 11 r56 = t58 15 t84 = t72 ⊕ t83
2 r49 = t3 6 t39 = t32 ⊕ t38 11 r58 = t45 15 t90 = t87 ⊕ t89
3 g3 = AND(r6, r7) 6 t40 = g1 ⊕ t22 11 r64 = t59 15 t91 = t86 ⊕ t87
3 g6 = AND(r12, r13) 6 t51 = t32 ⊕ t50 12 g16 = AND(r32, r33) 15 t94 = t73 ⊕ t93
3 t6 = t3 ⊕ t5 6 r24 = t51 12 g17 = AND(r34, r35) 15 t98 = t73 ⊕ t97
3 t10 = x4 ⊕ t9 6 r25 = t35 12 g18 = AND(r36, r37) 15 t102 = t67 ⊕ t101
3 t12 = x1 ⊕ t9 7 g12 = AND(r24, r25) 12 g19 = AND(r38, r39) 16 t77 = t68 ⊕ t76
3 t13 = x7 ⊕ t9 7 t26 = t24 ⊕ t25 12 g20 = AND(r40, r41) 16 t79 = t68 ⊕ t78
3 t16 = t9 ⊕ t15 7 t30 = t27 ⊕ t29 12 g23 = AND(r46, r47) 16 t82 = t68 ⊕ t81
3 t17 = t3 ⊕ t14 7 t41 = t39 ⊕ t40 12 g25 = AND(r50, r51) 16 t85 = t74 ⊕ t84 ⊕ 1
3 t19 = t3 ⊕ t18 7 r18 = t30 12 g26 = AND(r52, r53) 16 t92 = t74 ⊕ t91 ⊕ 1
3 t48 = t15 ⊕ t47 7 r19 = t26 12 g27 = AND(r54, r55) 16 t95 = t90 ⊕ t94 ⊕ 1
3 r1 = t6 7 r20 = t41 12 g28 = AND(r56, r57) 16 t99 = t68 ⊕ t98 ⊕ 1
3 r4 = t10 7 r26 = t30 12 g29 = AND(r58, r59) 16 t103 = t90 ⊕ t102
3 r8 = t12 7 r28 = t26 12 g32 = AND(r64, r65) 16 y0 = t85
3 r10 = t13 8 g9 = AND(r18, r19) 12 t46 = t44 ⊕ t45 16 y1 = t92
3 r11 = t16 8 t37 = t26 ⊕ t35 12 t56 = t44 ⊕ t55 16 y2 = t103
3 r15 = t17 8 t42 = t30 ⊕ t41 12 t66 = t62 ⊕ t65 16 y3 = t79
3 r17 = t19 8 t52 = t35 ⊕ g12 12 r30 = t65 16 y4 = t77
3 r31 = t6 8 t53 = t51 ⊕ g12 12 r42 = t46 16 y5 = t95
3 r41 = t16 8 r22 = t37 12 r44 = t66 16 y6 = t99
3 r45 = t17 8 r27 = t52 12 r48 = t65 16 y7 = t82
3 r47 = t19 8 r29 = t53 12 r60 = t46
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Listing 16: New AES S-box circuit (D: 28, AD: 4, #NL: 34, #L: 81, #(gate): 115)
Depth Operation Depth Operation Depth Operation Depth Operation

0 r5 = x0 3 r17 = t14 10 r27 = g12 15 g22 = AND(r44, r45)
0 r37 = x0 3 r35 = t7 10 r31 = g14 15 g25 = AND(r50, r51)
1 t0 = x1 ⊕ x7 3 r43 = t17 11 g13 = AND(r26, r27) 15 g28 = AND(r56, r57)
1 t1 = x4 ⊕ x7 3 r45 = t18 11 g15 = AND(r30, r31) 15 g31 = AND(r62, r63)
1 t2 = x2 ⊕ x4 3 r49 = t14 11 t37 = t29 ⊕ g9 15 t49 = t45 ⊕ t48
1 t4 = x2 ⊕ x7 3 r55 = t10 11 t39 = g9 ⊕ t38 15 r46 = t49
1 t5 = x1 ⊕ x3 3 r59 = t12 11 r20 = t39 15 r64 = t49
1 t8 = x5 ⊕ x6 3 r61 = t13 11 r22 = t37 16 g23 = AND(r46, r47)
1 t15 = x2 ⊕ x5 4 g2 = AND(r4, r5) 12 g10 = AND(r20, r21) 16 g32 = AND(r64, r65)
1 r6 = t0 4 g4 = AND(r8, r9) 12 g11 = AND(r22, r23) 16 t53 = g26 ⊕ g25
1 r12 = t1 4 g5 = AND(r10, r11) 12 t43 = t34 ⊕ g15 16 t61 = g29 ⊕ g28
1 r14 = t2 4 g6 = AND(r12, r13) 12 t46 = t25 ⊕ g13 16 t73 = g30 ⊕ g28
1 r16 = t4 4 g8 = AND(r16, r17) 13 t40 = g11 ⊕ t38 16 t76 = g31 ⊕ g33
1 r57 = t0 4 t11 = t3 ⊕ t10 13 t41 = t29 ⊕ g10 17 t51 = g31 ⊕ g32
1 r63 = t1 4 r2 = t11 13 t44 = g9 ⊕ t43 17 t58 = g22 ⊕ g23
1 r65 = t2 4 r53 = t11 13 t47 = g9 ⊕ t46 18 t52 = g20 ⊕ t51
1 r67 = t4 5 g1 = AND(r2, r3) 13 t50 = t43 ⊕ t46 18 t66 = t51 ⊕ t61
2 t3 = t0 ⊕ t2 5 t20 = g8 ⊕ g7 13 r34 = t44 19 t54 = t52 ⊕ t53
2 t6 = t1 ⊕ t5 5 t22 = g6 ⊕ g7 13 r36 = t40 20 t55 = g17 ⊕ t54
2 t9 = x0 ⊕ t8 5 t33 = x1 ⊕ g4 13 r40 = t47 20 t62 = g19 ⊕ t54
2 t16 = t5 ⊕ t15 6 t21 = g1 ⊕ t15 13 r42 = t41 21 t56 = g16 ⊕ t55
2 t19 = t1 ⊕ t15 6 t23 = t4 ⊕ t20 13 r48 = t50 21 t59 = g18 ⊕ t55
2 r0 = t3 6 t26 = g0 ⊕ t22 13 r52 = t44 21 t63 = t58 ⊕ t62
2 r1 = t6 6 t30 = g5 ⊕ t20 13 r54 = t40 21 y7 = t63
2 r7 = t16 6 t31 = g3 ⊕ t22 13 r58 = t47 22 t57 = g19 ⊕ t56
2 r9 = t9 7 t24 = g2 ⊕ t23 13 r60 = t41 22 t60 = g21 ⊕ t59
2 r15 = t19 7 t27 = t14 ⊕ t26 13 r66 = t50 22 t64 = g20 ⊕ t56
2 r33 = t6 7 t32 = t16 ⊕ t31 14 g17 = AND(r34, r35) 22 t69 = g24 ⊕ t59
2 r39 = t16 7 t34 = t30 ⊕ t33 14 g18 = AND(r36, r37) 22 y3 = t60
2 r41 = t9 7 r23 = t34 14 g20 = AND(r40, r41) 22 y4 = t57
2 r47 = t19 7 r30 = t34 14 g21 = AND(r42, r43) 23 t65 = t58 ⊕ t64 ⊕ 1
2 r51 = t3 8 t25 = t21 ⊕ t24 14 g24 = AND(r48, r49) 23 t67 = t60 ⊕ t66
3 g0 = AND(r0, r1) 8 t28 = t21 ⊕ t27 14 g26 = AND(r52, r53) 23 t70 = g23 ⊕ t69
3 g3 = AND(r6, r7) 8 t29 = t24 ⊕ t27 14 g27 = AND(r54, r55) 23 y6 = t65
3 g7 = AND(r14, r15) 8 t35 = x7 ⊕ t32 14 g29 = AND(r58, r59) 24 t68 = t57 ⊕ t67 ⊕ 1
3 t7 = x0 ⊕ t6 8 r19 = t28 14 g30 = AND(r60, r61) 24 t71 = g20 ⊕ t70
3 t10 = x4 ⊕ t9 8 r21 = t25 14 g33 = AND(r66, r67) 24 t74 = t65 ⊕ t73 ⊕ 1
3 t12 = x1 ⊕ t9 8 r24 = t28 14 t42 = t40 ⊕ t41 24 y0 = t68
3 t13 = x7 ⊕ t9 8 r26 = t25 14 t45 = t40 ⊕ t44 25 t72 = t67 ⊕ t71 ⊕ 1
3 t14 = t6 ⊕ t8 8 r28 = t29 14 t48 = t41 ⊕ t47 25 t75 = t71 ⊕ t74
3 t17 = t9 ⊕ t16 9 t36 = t33 ⊕ t35 14 r32 = t45 25 y1 = t72
3 t18 = t8 ⊕ t16 9 t38 = t30 ⊕ t35 14 r38 = t48 26 t77 = t75 ⊕ t76 ⊕ 1
3 r3 = t7 9 r18 = t36 14 r44 = t42 26 t78 = g25 ⊕ t75
3 r4 = t10 9 r25 = t38 14 r50 = t45 26 y5 = t77
3 r8 = t12 9 r29 = t36 14 r56 = t48 27 t79 = g27 ⊕ t78
3 r10 = t13 10 g9 = AND(r18, r19) 14 r62 = t42 28 t80 = t63 ⊕ t79
3 r11 = t17 10 g12 = AND(r24, r25) 15 g16 = AND(r32, r33) 28 y2 = t80
3 r13 = t18 10 g14 = AND(r28, r29) 15 g19 = AND(r38, r39)
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Listing 17: New AES S-box circuit (D: 15, AD: 4, #NL: 34, #L: 100, #(gate): 134)
Depth Operation Depth Operation Depth Operation Depth Operation

0 r5 = x0 3 r11 = t16 8 t45 = t24 ⊕ g9 11 r64 = t63
0 r37 = x0 3 r17 = t13 8 t53 = t24 ⊕ t34 12 g16 = AND(r32, r33)
1 t0 = x1 ⊕ x7 3 r35 = t12 8 t56 = t31 ⊕ g9 12 g22 = AND(r44, r45)
1 t1 = x4 ⊕ x7 3 r43 = t16 8 r20 = t41 12 g23 = AND(r46, r47)
1 t2 = x2 ⊕ x4 3 r49 = t13 8 r22 = t39 12 g25 = AND(r50, r51)
1 t4 = x2 ⊕ x7 3 r53 = t26 8 r31 = g14 12 g31 = AND(r62, r63)
1 t5 = x5 ⊕ x6 3 r55 = t7 9 g10 = AND(r20, r21) 12 g32 = AND(r64, r65)
1 t10 = x1 ⊕ x3 3 r59 = t8 9 g11 = AND(r22, r23) 12 t69 = g20 ⊕ g19
1 t14 = x2 ⊕ x5 3 r61 = t9 9 g15 = AND(r30, r31) 12 t70 = g21 ⊕ g20
1 t18 = x2 ⊕ x6 4 g1 = AND(r2, r3) 9 t51 = t39 ⊕ g13 12 t72 = g29 ⊕ g28
1 r6 = t0 4 g2 = AND(r4, r5) 9 t54 = g13 ⊕ t53 12 t89 = g24 ⊕ g28
1 r12 = t1 4 g4 = AND(r8, r9) 9 t57 = g13 ⊕ t56 12 t90 = g18 ⊕ g30
1 r14 = t2 4 g5 = AND(r10, r11) 9 t61 = g13 ⊕ t60 12 t96 = g27 ⊕ g26
1 r16 = t4 4 g8 = AND(r16, r17) 10 t42 = g11 ⊕ t50 13 t64 = g31 ⊕ g32
1 r57 = t0 4 t22 = t15 ⊕ g6 10 t43 = t35 ⊕ g10 13 t65 = g26 ⊕ g25
1 r63 = t1 4 t27 = t14 ⊕ g7 10 t46 = g15 ⊕ t45 13 t67 = g17 ⊕ g16
1 r65 = t2 4 t29 = t13 ⊕ g6 10 t52 = t31 ⊕ t51 13 t68 = g22 ⊕ g23
1 r67 = t4 4 t36 = t0 ⊕ g3 10 t55 = g15 ⊕ t54 13 t71 = g18 ⊕ t70
2 t3 = t0 ⊕ t2 4 t48 = x7 ⊕ g3 10 t58 = g10 ⊕ t57 13 t82 = g24 ⊕ g23
2 t6 = x0 ⊕ t5 5 t20 = g4 ⊕ g7 10 t59 = g15 ⊕ g11 13 t85 = g16 ⊕ t69
2 t11 = t1 ⊕ t10 5 t21 = g8 ⊕ g5 10 t62 = g10 ⊕ t61 13 t88 = g22 ⊕ g31
2 t15 = t10 ⊕ t14 5 t28 = g1 ⊕ t27 10 r34 = t46 13 t91 = t89 ⊕ t90
2 t17 = t1 ⊕ t14 5 t30 = g0 ⊕ t29 10 r36 = t42 13 t97 = g23 ⊕ t96
2 t19 = t10 ⊕ t18 5 t32 = t4 ⊕ g8 10 r38 = t58 14 t66 = t64 ⊕ t65
2 t25 = x1 ⊕ t4 5 t37 = t22 ⊕ t36 10 r40 = t52 14 t73 = t64 ⊕ t72
2 r0 = t3 5 t49 = t22 ⊕ t48 10 r42 = t43 14 t74 = t68 ⊕ t69
2 r1 = t11 6 t23 = x1 ⊕ t21 10 r48 = t55 14 t76 = g17 ⊕ t71
2 r7 = t15 6 t31 = t28 ⊕ t30 10 r52 = t46 14 t78 = t67 ⊕ t69
2 r9 = t6 6 t33 = g2 ⊕ t32 10 r54 = t42 14 t80 = t67 ⊕ t68
2 r13 = t19 6 t38 = t20 ⊕ t37 10 r56 = t58 14 t83 = t70 ⊕ t82
2 r15 = t17 6 t50 = t21 ⊕ t49 10 r58 = t52 14 t86 = t71 ⊕ t85
2 r33 = t11 6 r18 = t38 10 r60 = t43 14 t92 = g16 ⊕ t91
2 r39 = t15 6 r19 = t31 10 r66 = t55 14 t93 = g33 ⊕ t88
2 r41 = t6 6 r24 = t31 11 g17 = AND(r34, r35) 14 t95 = t85 ⊕ t91
2 r45 = t19 6 r25 = t50 11 g18 = AND(r36, r37) 14 t98 = t64 ⊕ t97
2 r47 = t17 6 r29 = t38 11 g19 = AND(r38, r39) 15 t75 = t66 ⊕ t74
2 r51 = t3 7 g9 = AND(r18, r19) 11 g20 = AND(r40, r41) 15 t77 = t66 ⊕ t76
3 g0 = AND(r0, r1) 7 g12 = AND(r24, r25) 11 g21 = AND(r42, r43) 15 t79 = t66 ⊕ t78
3 g3 = AND(r6, r7) 7 t24 = t20 ⊕ t23 11 g24 = AND(r48, r49) 15 t81 = t66 ⊕ t80 ⊕ 1
3 g6 = AND(r12, r13) 7 t34 = t28 ⊕ t33 11 g26 = AND(r52, r53) 15 t84 = t73 ⊕ t83 ⊕ 1
3 g7 = AND(r14, r15) 7 t35 = t30 ⊕ t33 11 g27 = AND(r54, r55) 15 t87 = t73 ⊕ t86 ⊕ 1
3 t7 = x4 ⊕ t6 7 t50 = t23 ⊕ t37 11 g28 = AND(r56, r57) 15 t94 = t92 ⊕ t93 ⊕ 1
3 t8 = x1 ⊕ t6 7 t60 = t31 ⊕ t38 11 g29 = AND(r58, r59) 15 t99 = t95 ⊕ t98
3 t9 = x7 ⊕ t6 7 r21 = t34 11 g30 = AND(r60, r61) 15 y0 = t87
3 t12 = x0 ⊕ t11 7 r23 = t24 11 g33 = AND(r66, r67) 15 y1 = t84
3 t13 = t5 ⊕ t11 7 r26 = t34 11 t44 = t42 ⊕ t43 15 y2 = t99
3 t16 = t6 ⊕ t15 7 r27 = g12 11 t47 = t42 ⊕ t46 15 y3 = t77
3 t26 = t6 ⊕ t25 7 r28 = t35 11 t63 = t59 ⊕ t62 15 y4 = t79
3 r2 = t26 7 r30 = t24 11 r32 = t47 15 y5 = t94
3 r3 = t12 8 g13 = AND(r26, r27) 11 r44 = t44 15 y6 = t81
3 r4 = t7 8 g14 = AND(r28, r29) 11 r46 = t63 15 y7 = t75
3 r8 = t8 8 t39 = t35 ⊕ g9 11 r50 = t47
3 r10 = t9 8 t41 = g9 ⊕ t50 11 r62 = t44
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Listing 18: New AES S-box circuit (D: 17, AD: 5, #NL: 32, #L: 93, #(gate): 125)
Depth Operation Depth Operation Depth Operation Depth Operation

0 r5 = x0 3 t21 = t4 ⊕ t20 10 t44 = g9 ⊕ g12 14 g21 = AND(r42, r43)
0 r33 = x0 3 r2 = t21 10 t46 = t36 ⊕ g12 14 g22 = AND(r44, r45)
1 t0 = x1 ⊕ x7 3 r3 = t7 10 t49 = t34 ⊕ g10 14 g24 = AND(r48, r49)
1 t1 = x4 ⊕ x7 3 r4 = t10 10 t52 = t30 ⊕ g10 14 g30 = AND(r60, r61)
1 t2 = x2 ⊕ x4 3 r10 = t11 10 r23 = t42 14 g31 = AND(r62, r63)
1 t4 = x2 ⊕ x7 3 r11 = t15 10 r27 = t44 14 t61 = g17 ⊕ g18
1 t5 = x1 ⊕ x3 3 r17 = t12 10 r32 = t46 14 t63 = g19 ⊕ g18
1 t8 = x5 ⊕ x6 3 r31 = t7 10 r38 = t49 14 t66 = g14 ⊕ g26
1 t13 = x2 ⊕ x5 3 r39 = t15 10 r50 = t46 15 t54 = g29 ⊕ g30
1 t17 = x2 ⊕ x6 3 r45 = t12 10 r56 = t49 15 t55 = g23 ⊕ g24
1 t19 = x0 ⊕ x1 3 r49 = t21 11 g11 = AND(r22, r23) 15 t60 = g14 ⊕ g15
1 r6 = t0 3 r51 = t10 11 g13 = AND(r26, r27) 15 t62 = g20 ⊕ g21
1 r12 = t1 3 r57 = t11 11 g16 = AND(r32, r33) 15 t64 = g16 ⊕ t63
1 r14 = t2 4 g1 = AND(r2, r3) 11 g19 = AND(r38, r39) 15 t75 = t61 ⊕ t66
1 r16 = t4 4 g2 = AND(r4, r5) 11 g25 = AND(r50, r51) 15 t76 = g21 ⊕ g22
1 r53 = t0 4 g5 = AND(r10, r11) 11 g28 = AND(r56, r57) 15 t80 = g26 ⊕ t63
1 r59 = t1 4 g8 = AND(r16, r17) 11 t50 = t46 ⊕ t49 15 t83 = g31 ⊕ t66
1 r61 = t2 4 t22 = g7 ⊕ g4 11 t57 = t46 ⊕ t52 15 t88 = g25 ⊕ g24
1 r63 = t4 4 t24 = t14 ⊕ g6 11 r40 = t50 15 t90 = g30 ⊕ t85
2 t3 = t0 ⊕ t2 4 t26 = t16 ⊕ g7 11 r58 = t50 16 t56 = t54 ⊕ t55
2 t6 = t1 ⊕ t5 4 t31 = g0 ⊕ t17 12 g20 = AND(r40, r41) 16 t65 = g27 ⊕ t54
2 t9 = x0 ⊕ t8 5 t23 = g8 ⊕ g5 12 g29 = AND(r58, r59) 16 t67 = t60 ⊕ t62
2 t14 = t5 ⊕ t13 5 t25 = g3 ⊕ t24 12 t45 = t40 ⊕ g13 16 t69 = t61 ⊕ t62
2 t16 = t1 ⊕ t13 5 t27 = g1 ⊕ t26 12 t48 = t33 ⊕ g11 16 t71 = t60 ⊕ t61
2 t18 = t5 ⊕ t17 5 t28 = t2 ⊕ g8 12 t53 = g11 ⊕ t52 16 t73 = g15 ⊕ t64
2 t20 = t8 ⊕ t19 5 t32 = t24 ⊕ t31 12 t58 = g11 ⊕ t57 16 t78 = t64 ⊕ t75
2 r0 = t3 5 t39 = t0 ⊕ t22 12 t77 = g16 ⊕ g28 16 t81 = t76 ⊕ t80
2 r1 = t6 6 t29 = g2 ⊕ t28 12 r28 = t45 16 t84 = t62 ⊕ t83
2 r7 = t14 6 t33 = t27 ⊕ t32 12 r34 = t48 16 t86 = t76 ⊕ t85
2 r8 = t20 6 t35 = t23 ⊕ t25 12 r36 = t53 16 t89 = t75 ⊕ t76
2 r9 = t9 6 t37 = x1 ⊕ t23 12 r46 = t45 16 t91 = t88 ⊕ t90
2 r13 = t18 6 t40 = t25 ⊕ t39 12 r52 = t48 17 t68 = t56 ⊕ t67 ⊕ 1
2 r15 = t16 6 r18 = t33 12 r54 = t53 17 t70 = t56 ⊕ t69
2 r29 = t6 6 r19 = t40 13 g14 = AND(r28, r29) 17 t72 = t56 ⊕ t71
2 r35 = t14 7 g9 = AND(r18, r19) 13 g17 = AND(r34, r35) 17 t74 = t56 ⊕ t73
2 r37 = t9 7 t30 = t27 ⊕ t29 13 g18 = AND(r36, r37) 17 t79 = t65 ⊕ t78 ⊕ 1
2 r41 = t18 7 t34 = t29 ⊕ t32 13 g23 = AND(r46, r47) 17 t82 = t65 ⊕ t81 ⊕ 1
2 r43 = t16 7 t36 = x7 ⊕ t35 13 g26 = AND(r52, r53) 17 t87 = t84 ⊕ t86 ⊕ 1
2 r47 = t3 7 t38 = t22 ⊕ t37 13 g27 = AND(r54, r55) 17 t92 = t89 ⊕ t91
2 r55 = t20 7 r20 = t30 13 t47 = t45 ⊕ t46 17 y0 = t79
3 g0 = AND(r0, r1) 7 r22 = t34 13 t51 = t45 ⊕ t48 17 y1 = t82
3 g3 = AND(r6, r7) 7 r24 = t38 13 t59 = t45 ⊕ t58 17 y2 = t92
3 g4 = AND(r8, r9) 7 r26 = t36 13 t85 = g29 ⊕ t77 17 y3 = t74
3 g6 = AND(r12, r13) 8 t41 = t36 ⊕ g9 13 r30 = t47 17 y4 = t72
3 g7 = AND(r14, r15) 8 t43 = t34 ⊕ g9 13 r42 = t51 17 y5 = t87
3 t7 = x0 ⊕ t6 8 r21 = t41 13 r44 = t59 17 y6 = t68
3 t10 = x4 ⊕ t9 8 r25 = t43 13 r48 = t47 17 y7 = t70
3 t11 = x7 ⊕ t9 9 g10 = AND(r20, r21) 13 r60 = t51
3 t12 = t6 ⊕ t8 9 g12 = AND(r24, r25) 13 r62 = t59
3 t15 = t9 ⊕ t14 10 t42 = g9 ⊕ g10 14 g15 = AND(r30, r31)



40 A Framework for Generating S-Box Circuits with BP-Based Heuristics

Listing 19: New AES S-box circuit (D: 16, AD: 4, #NL: 33, #L: 101, #(gate): 134)
Depth Operation Depth Operation Depth Operation Depth Operation

0 r5 = x0 3 r33 = t13 9 t38 = g9 ⊕ t37 13 g15 = AND(r30, r31)
0 r35 = x0 3 r41 = t17 9 t41 = g9 ⊕ t47 13 g21 = AND(r42, r43)
1 t0 = x1 ⊕ x7 3 r47 = t14 9 t56 = t26 ⊕ g9 13 g22 = AND(r44, r45)
1 t1 = x4 ⊕ x7 3 r53 = t7 9 t59 = t29 ⊕ g9 13 g24 = AND(r48, r49)
1 t2 = x2 ⊕ x4 3 r57 = t9 9 r21 = t38 13 g30 = AND(r60, r61)
1 t4 = x2 ⊕ x7 3 r59 = t10 9 r23 = t41 13 g31 = AND(r62, r63)
1 t5 = x5 ⊕ x6 4 g2 = AND(r4, r5) 10 g10 = AND(r20, r21) 13 t66 = g25 ⊕ g18
1 t11 = x1 ⊕ x3 4 g4 = AND(r8, r9) 10 g11 = AND(r22, r23) 13 t68 = g17 ⊕ g20
1 t15 = x2 ⊕ x5 4 g5 = AND(r10, r11) 10 t50 = t39 ⊕ g14 13 t69 = g28 ⊕ g27
1 t19 = x2 ⊕ x6 4 g8 = AND(r16, r17) 10 t53 = t34 ⊕ g13 13 t82 = g17 ⊕ g27
1 r6 = t0 4 t8 = t3 ⊕ t7 10 t57 = g13 ⊕ t56 13 t83 = g29 ⊕ g23
1 r12 = t1 4 t21 = g7 ⊕ g6 10 t60 = g14 ⊕ t59 13 t93 = g26 ⊕ g19
1 r14 = t2 4 t23 = g0 ⊕ t14 11 t42 = t37 ⊕ g11 14 t63 = g30 ⊕ g31
1 r16 = t4 4 t24 = t16 ⊕ g3 11 t43 = g10 ⊕ t47 14 t65 = g16 ⊕ g24
1 r55 = t0 4 t35 = x7 ⊕ g6 11 t51 = g9 ⊕ t50 14 t67 = g21 ⊕ g22
1 r61 = t1 4 t45 = t4 ⊕ g6 11 t54 = g9 ⊕ t53 14 t70 = g24 ⊕ t66
1 r63 = t2 4 r2 = t8 11 t55 = t50 ⊕ t53 14 t73 = g15 ⊕ t66
1 r65 = t4 4 r51 = t8 11 t58 = g10 ⊕ t57 14 t74 = g25 ⊕ t68
2 t3 = t0 ⊕ t2 5 g1 = AND(r2, r3) 11 t61 = g11 ⊕ t60 14 t84 = t82 ⊕ t83
2 t6 = x0 ⊕ t5 5 t25 = t21 ⊕ t23 11 r32 = t51 14 t85 = g20 ⊕ t69
2 t12 = t1 ⊕ t11 5 t27 = g4 ⊕ t24 11 r34 = t42 14 t86 = g23 ⊕ g22
2 t16 = t11 ⊕ t15 5 t30 = g2 ⊕ g8 11 r36 = t58 14 t89 = g30 ⊕ g32
2 t18 = t1 ⊕ t15 5 t31 = g8 ⊕ g5 11 r38 = t54 14 t94 = g22 ⊕ t93
2 t20 = t11 ⊕ t19 5 t36 = t24 ⊕ t35 11 r40 = t43 14 t97 = g25 ⊕ g15
2 r0 = t3 5 t46 = t23 ⊕ t45 11 r46 = t55 15 t64 = g19 ⊕ t63
2 r1 = t12 6 t22 = g1 ⊕ t15 11 r50 = t51 15 t71 = t67 ⊕ t70
2 r7 = t16 6 t28 = t0 ⊕ t27 11 r52 = t42 15 t75 = t65 ⊕ t74
2 r9 = t6 6 t32 = t4 ⊕ t30 11 r54 = t58 15 t77 = t65 ⊕ t73
2 r13 = t20 6 t37 = t31 ⊕ t36 11 r56 = t54 15 t79 = t69 ⊕ t74
2 r15 = t18 6 t47 = t30 ⊕ t46 11 r58 = t43 15 t80 = t63 ⊕ t73
2 r31 = t12 6 r24 = t47 11 r64 = t55 15 t87 = t85 ⊕ t86
2 r37 = t16 6 r25 = t37 12 g16 = AND(r32, r33) 15 t90 = g15 ⊕ t84
2 r39 = t6 7 g12 = AND(r24, r25) 12 g17 = AND(r34, r35) 15 t91 = g21 ⊕ t89
2 r43 = t20 7 t26 = t22 ⊕ t25 12 g18 = AND(r36, r37) 15 t95 = t84 ⊕ t94
2 r45 = t18 7 t29 = t21 ⊕ t28 12 g19 = AND(r38, r39) 15 t98 = t63 ⊕ t67
2 r49 = t3 7 t33 = g7 ⊕ t32 12 g20 = AND(r40, r41) 15 t99 = t65 ⊕ t97
3 g0 = AND(r0, r1) 7 r18 = t26 12 g23 = AND(r46, r47) 16 t72 = t64 ⊕ t71
3 g3 = AND(r6, r7) 7 r19 = t29 12 g25 = AND(r50, r51) 16 t76 = t64 ⊕ t75
3 g6 = AND(r12, r13) 7 r26 = t26 12 g26 = AND(r52, r53) 16 t78 = t64 ⊕ t77
3 g7 = AND(r14, r15) 7 r28 = t29 12 g27 = AND(r54, r55) 16 t81 = t79 ⊕ t80 ⊕ 1
3 t7 = x4 ⊕ t6 8 g9 = AND(r18, r19) 12 g28 = AND(r56, r57) 16 t88 = t64 ⊕ t87 ⊕ 1
3 t9 = x1 ⊕ t6 8 t34 = t22 ⊕ t33 12 g29 = AND(r58, r59) 16 t92 = t90 ⊕ t91 ⊕ 1
3 t10 = x7 ⊕ t6 8 t39 = t29 ⊕ t37 12 g32 = AND(r64, r65) 16 t96 = t80 ⊕ t95
3 t13 = x0 ⊕ t12 8 t40 = t25 ⊕ t33 12 t44 = t42 ⊕ t43 16 t100 = t98 ⊕ t99 ⊕ 1
3 t14 = t5 ⊕ t12 8 t48 = t37 ⊕ g12 12 t52 = t42 ⊕ t51 16 y0 = t81
3 t17 = t6 ⊕ t16 8 t49 = t47 ⊕ g12 12 t62 = t58 ⊕ t61 16 y1 = t88
3 r3 = t13 8 r20 = t34 12 r30 = t61 16 y2 = t96
3 r4 = t7 8 r22 = t39 12 r42 = t44 16 y3 = t76
3 r8 = t9 8 r27 = t48 12 r44 = t62 16 y4 = t78
3 r10 = t10 8 r29 = t49 12 r48 = t61 16 y5 = t92
3 r11 = t17 9 g13 = AND(r26, r27) 12 r60 = t44 16 y6 = t100
3 r17 = t14 9 g14 = AND(r28, r29) 12 r62 = t62 16 y7 = t72
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Listing 20: New SNOW3G S-box circuit (D: 36, AD: 4, #NL: 90, #L: 366, #(gate): 456)
Depth Operation Depth Operation Depth Operation Depth Operation

1 t0 = x2 ⊕ x3 6 t149 = t88 ⊕ t91 12 g25 = AND(t26, t110) 17 t147 = g28 ⊕ g31
1 t1 = x4 ⊕ x5 6 t151 = t88 ⊕ t93 12 g27 = AND(t95, t99) 17 t173 = t171 ⊕ t172
1 t2 = x6 ⊕ x7 6 t153 = t93 ⊕ t94 12 g35 = AND(t98, t102) 17 t174 = t121 ⊕ t124
1 t5 = x4 ⊕ x6 6 t158 = t91 ⊕ t94 12 g42 = AND(t93, t78) 17 t175 = t124 ⊕ t164
1 t6 = x1 ⊕ x2 7 g7 = AND(t36, t38) 12 t77 = t72 ⊕ t76 17 t176 = t114 ⊕ t167
1 t7 = x3 ⊕ x4 7 g8 = AND(t40, x6) 12 t101 = t71 ⊕ t78 17 t181 = t145 ⊕ t170
1 t8 = x5 ⊕ x6 7 g12 = AND(t49, t50) 12 t108 = t83 ⊕ t85 17 t188 = t177 ⊕ t187
1 t12 = x3 ⊕ x5 7 t22 = t18 ⊕ g2 12 t111 = g23 ⊕ g18 18 t148 = t146 ⊕ t147
1 t86 = x0 ⊕ x7 7 t24 = t5 ⊕ g1 12 t119 = g24 ⊕ g18 18 t178 = t174 ⊕ t173
2 g15 = AND(t5, t8) 7 t32 = t27 ⊕ g5 12 t122 = g18 ⊕ t115 18 t179 = t139 ⊕ t164
2 t3 = t0 ⊕ t1 7 t34 = t8 ⊕ g4 12 t152 = t75 ⊕ t78 18 t180 = t142 ⊕ t167
2 t9 = x7 ⊕ t6 7 t55 = t53 ⊕ t54 12 t160 = t78 ⊕ t80 18 t184 = t175 ⊕ t183
2 t10 = t7 ⊕ t8 7 t57 = g9 ⊕ g11 12 t161 = g44 ⊕ g36 18 t186 = t176 ⊕ t185
2 t13 = x7 ⊕ t12 7 t61 = g15 ⊕ g9 12 t187 = t5 ⊕ t78 18 t196 = t181 ⊕ t195
2 t16 = t8 ⊕ t5 7 t62 = g10 ⊕ g11 12 t193 = t13 ⊕ t83 19 g45 = AND(t184, t186)
2 t48 = t8 ⊕ x7 7 t106 = t104 ⊕ t105 13 g33 = AND(t97, t101) 19 g60 = AND(t188, t196)
2 t49 = x0 ⊕ t5 7 t125 = t95 ⊕ t96 13 g38 = AND(t91, t77) 19 t182 = t148 ⊕ t173
2 t51 = t5 ⊕ t2 7 t127 = t95 ⊕ t97 13 g39 = AND(t151, t152) 19 t190 = t178 ⊕ t189
2 t87 = t8 ⊕ t86 7 t129 = t97 ⊕ t98 13 g43 = AND(t153, t160) 19 t192 = t179 ⊕ t191
2 t89 = x7 ⊕ t2 7 t133 = t96 ⊕ t98 13 t100 = t83 ⊕ t77 19 t194 = t180 ⊕ t193
3 g16 = AND(t51, t13) 7 t154 = t149 ⊕ t153 13 t109 = t107 ⊕ t108 19 t201 = t196 ⊕ t188
3 t4 = t2 ⊕ t3 8 g13 = AND(t52, t55) 13 t112 = g20 ⊕ g26 19 t203 = t186 ⊕ t188
3 t11 = t9 ⊕ t10 8 t23 = t21 ⊕ t22 13 t113 = g25 ⊕ t111 19 t204 = t184 ⊕ t186
3 t26 = t13 ⊕ t8 8 t25 = g2 ⊕ t24 13 t116 = g18 ⊕ g20 19 t206 = t188 ⊕ t184
3 t47 = t13 ⊕ x7 8 t33 = t31 ⊕ t32 13 t117 = t115 ⊕ g25 19 t236 = t184 ⊕ t188
3 t88 = t51 ⊕ t87 8 t35 = g5 ⊕ t34 13 t120 = g21 ⊕ t119 20 g48 = AND(t192, t194)
4 g0 = AND(x0, t4) 8 t42 = t37 ⊕ g8 13 t128 = t99 ⊕ t101 20 t198 = t182 ⊕ t197
4 g3 = AND(t11, t13) 8 t44 = t16 ⊕ g7 13 t135 = t101 ⊕ t102 20 t199 = t192 ⊕ t184
4 g11 = AND(t4, t48) 8 t59 = g16 ⊕ t57 13 t136 = g27 ⊕ g35 20 t200 = t194 ⊕ t186
4 g17 = AND(t2, t26) 8 t63 = g16 ⊕ t61 13 t150 = t75 ⊕ t77 20 t205 = t190 ⊕ t204
4 t14 = t11 ⊕ x0 8 t66 = g12 ⊕ t61 13 t156 = t78 ⊕ t77 20 t207 = t186 ⊕ t206
4 t15 = t13 ⊕ t4 8 t68 = g10 ⊕ g12 13 t159 = t77 ⊕ t80 20 t208 = t190 ⊕ g45
4 t17 = t4 ⊕ t5 8 t130 = t125 ⊕ t129 13 t165 = g36 ⊕ g42 20 t213 = t194 ⊕ t196
4 t18 = x0 ⊕ t4 9 g23 = AND(t8, t33) 13 t185 = t4 ⊕ t77 20 t214 = t192 ⊕ t194
4 t27 = x7 ⊕ t11 9 t43 = t41 ⊕ t42 14 g22 = AND(t106, t109) 20 t216 = t196 ⊕ t192
4 t29 = t11 ⊕ t13 9 t45 = g8 ⊕ t44 14 g29 = AND(t96, t100) 20 t238 = t186 ⊕ t190
4 t54 = t48 ⊕ t26 9 t60 = t58 ⊕ t59 14 g30 = AND(t127, t128) 20 t243 = t188 ⊕ t190
4 t56 = t4 ⊕ t2 9 t64 = t62 ⊕ t63 14 g34 = AND(t129, t135) 20 t273 = t190 ⊕ t196
4 t90 = t11 ⊕ t8 9 t67 = t65 ⊕ t66 14 g37 = AND(t149, t150) 20 t279 = t196 ⊕ t194
4 t92 = x7 ⊕ t4 9 t69 = g13 ⊕ t61 14 g41 = AND(t158, t159) 21 g46 = AND(t203, t205)
4 t94 = t51 ⊕ t26 9 t71 = t33 ⊕ t35 14 t114 = t112 ⊕ t113 21 g47 = AND(t207, t190)
4 t105 = t47 ⊕ t48 9 t74 = t23 ⊕ t35 14 t118 = t116 ⊕ t117 21 g51 = AND(t199, t200)
5 g6 = AND(t14, t15) 9 t76 = t25 ⊕ t33 14 t121 = t112 ⊕ t120 21 g61 = AND(t243, t194)
5 g14 = AND(t56, t47) 9 t79 = t25 ⊕ t35 14 t126 = t99 ⊕ t100 21 g62 = AND(t190, t213)
5 t19 = t2 ⊕ t18 9 t84 = t35 ⊕ t25 14 t131 = t102 ⊕ t100 21 t202 = t198 ⊕ t190
5 t20 = t5 ⊕ t18 10 g19 = AND(t55, t67) 14 t134 = t100 ⊕ t102 21 t215 = t198 ⊕ t214
5 t21 = t2 ⊕ g0 10 g24 = AND(t47, t71) 14 t140 = g27 ⊕ g33 21 t217 = t194 ⊕ t216
5 t28 = t13 ⊕ t27 10 t70 = t68 ⊕ t69 14 t157 = t155 ⊕ t156 21 t218 = t198 ⊕ g48
5 t30 = t8 ⊕ t29 10 t73 = t60 ⊕ t64 14 t162 = g38 ⊕ g43 21 t223 = t200 ⊕ t201
5 t31 = t13 ⊕ g3 10 t75 = t67 ⊕ t74 14 t168 = g42 ⊕ g38 21 t224 = t199 ⊕ t200
5 t36 = t15 ⊕ t16 10 t80 = t64 ⊕ t79 14 t169 = g39 ⊕ t161 21 t226 = t201 ⊕ t199
5 t37 = x6 ⊕ t14 10 t81 = t43 ⊕ t23 14 t171 = g39 ⊕ t165 21 t233 = t198 ⊕ t216
5 t39 = t14 ⊕ t15 10 t82 = t25 ⊕ t45 15 g28 = AND(t125, t126) 21 t234 = t194 ⊕ t198
5 t46 = t8 ⊕ t27 10 t85 = t45 ⊕ t84 15 g32 = AND(t133, t134) 21 t235 = t196 ⊕ t198
5 t52 = t18 ⊕ t51 10 t195 = t8 ⊕ t71 15 g40 = AND(t154, t157) 21 t239 = t206 ⊕ t238
5 t65 = g11 ⊕ g17 11 g18 = AND(t46, t81) 15 t123 = g21 ⊕ g22 21 t274 = t198 ⊕ t206
5 t91 = t89 ⊕ t90 11 g26 = AND(t48, t85) 15 t132 = t128 ⊕ t131 21 t276 = t192 ⊕ t198
5 t93 = t2 ⊕ t92 11 g36 = AND(t88, t75) 15 t137 = g29 ⊕ g34 21 t278 = t198 ⊕ t238
5 t98 = t48 ⊕ t94 11 g44 = AND(t94, t80) 15 t143 = g35 ⊕ g29 21 t280 = t243 ⊕ t279
6 g1 = AND(t17, t19) 11 t72 = t60 ⊕ t70 15 t144 = g30 ⊕ t140 22 g49 = AND(t213, t215)
6 g2 = AND(t20, t2) 11 t78 = t35 ⊕ t73 15 t146 = g30 ⊕ t140 22 g50 = AND(t217, t198)
6 g4 = AND(t26, t28) 11 t83 = t71 ⊕ t82 15 t163 = t161 ⊕ g41 22 g54 = AND(t184, t215)
6 g5 = AND(t30, x7) 11 t99 = t81 ⊕ t75 15 t166 = t165 ⊕ g37 22 g55 = AND(t204, t217)
6 g9 = AND(x0, t28) 11 t102 = t85 ⊕ t80 15 t170 = t168 ⊕ t169 22 g56 = AND(t186, t235)
6 g10 = AND(t18, t30) 11 t103 = t81 ⊕ t71 16 g31 = AND(t130, t132) 22 g59 = AND(t238, t234)
6 t38 = t15 ⊕ t37 11 t107 = t71 ⊕ t81 16 t124 = t122 ⊕ t123 22 t209 = t204 ⊕ g47
6 t40 = t16 ⊕ t39 11 t110 = t71 ⊕ t85 16 t138 = t136 ⊕ g32 22 t211 = t188 ⊕ g46
6 t41 = t15 ⊕ g6 11 t115 = g19 ⊕ g24 16 t141 = t140 ⊕ g28 22 t225 = t202 ⊕ t224
6 t50 = t28 ⊕ t8 11 t155 = t80 ⊕ t75 16 t145 = t143 ⊕ t144 22 t227 = t200 ⊕ t226
6 t53 = t8 ⊕ t28 11 t183 = x0 ⊕ t75 16 t164 = t162 ⊕ t163 22 t228 = t202 ⊕ g51
6 t58 = g14 ⊕ g17 11 t189 = t2 ⊕ t80 16 t167 = t162 ⊕ t166 22 t237 = t215 ⊕ t196
6 t95 = t46 ⊕ t88 11 t191 = t11 ⊕ t81 16 t172 = g37 ⊕ g40 22 t240 = t196 ⊕ t215
6 t96 = x7 ⊕ t91 11 t197 = x7 ⊕ t85 16 t177 = t118 ⊕ t170 22 t241 = t235 ⊕ t213
6 t97 = t47 ⊕ t93 12 g20 = AND(x7, t83) 17 t139 = t137 ⊕ t138 22 t248 = g60 ⊕ g61
6 t104 = x7 ⊕ t46 12 g21 = AND(t30, t103) 17 t142 = t137 ⊕ t141 22 t275 = t273 ⊕ t274



42 A Framework for Generating S-Box Circuits with BP-Based Heuristics

Listing 20: New SNOW3G S-box circuit (continued) (D: 36, AD: 4, #NL: 90, #L: 366,
#(gate): 456)

Depth Operation Depth Operation Depth Operation Depth Operation
22 t277 = t273 ⊕ t276 25 t262 = t210 ⊕ t222 28 t373 = t188 ⊕ t266 31 t332 = g75 ⊕ t326
22 t283 = t234 ⊕ t278 25 t264 = t212 ⊕ t220 28 t379 = t194 ⊕ t271 31 t349 = t347 ⊕ g86
22 t284 = t235 ⊕ t280 25 t267 = t212 ⊕ t222 29 g78 = AND(t283, t287) 31 t352 = t351 ⊕ g82
22 t290 = t198 ⊕ t233 25 t316 = t311 ⊕ t315 29 g83 = AND(t277, t265) 31 t356 = t354 ⊕ t355
22 t291 = t234 ⊕ t235 26 g64 = AND(t242, t255) 29 g84 = AND(t337, t338) 32 g76 = AND(t316, t318)
22 t339 = t278 ⊕ t280 26 g69 = AND(t234, t259) 29 g88 = AND(t339, t346) 32 t310 = t308 ⊕ t309
23 g52 = AND(t223, t225) 26 t258 = t256 ⊕ t257 29 t286 = t271 ⊕ t265 32 t324 = t322 ⊕ g77
23 g53 = AND(t227, t202) 26 t261 = t247 ⊕ t251 29 t295 = t293 ⊕ t294 32 t327 = t326 ⊕ g73
23 g57 = AND(t236, t237) 26 t263 = t255 ⊕ t262 29 t298 = g65 ⊕ g71 32 t331 = t329 ⊕ t330
23 t210 = t208 ⊕ t209 26 t268 = t251 ⊕ t267 29 t299 = g70 ⊕ t297 32 t350 = t348 ⊕ t349
23 t212 = g47 ⊕ t211 26 t269 = t230 ⊕ t210 29 t302 = g63 ⊕ g65 32 t353 = t348 ⊕ t352
23 t219 = t214 ⊕ g50 26 t270 = t212 ⊕ t232 29 t303 = t301 ⊕ g70 32 t358 = g82 ⊕ g85
23 t221 = t196 ⊕ g49 26 t272 = t232 ⊕ t267 29 t306 = g66 ⊕ t305 32 t363 = t304 ⊕ t356
23 t242 = t240 ⊕ t241 26 t381 = t196 ⊕ t259 29 t314 = t285 ⊕ t287 33 t325 = t323 ⊕ t324
23 t244 = g61 ⊕ g54 27 g63 = AND(t233, t269) 29 t321 = t287 ⊕ t288 33 t328 = t323 ⊕ t327
23 t245 = g56 ⊕ g59 27 g71 = AND(t235, t272) 29 t322 = g72 ⊕ g80 33 t333 = g73 ⊕ g76
23 t249 = g54 ⊕ g55 27 g81 = AND(t275, t263) 29 t336 = t263 ⊕ t265 33 t359 = t357 ⊕ t358
23 t250 = g56 ⊕ t248 27 g89 = AND(t280, t268) 29 t342 = t266 ⊕ t265 33 t360 = t307 ⊕ t310
23 t252 = g60 ⊕ g54 27 t260 = t247 ⊕ t258 29 t345 = t265 ⊕ t268 33 t361 = t310 ⊕ t350
23 t253 = g56 ⊕ g62 27 t266 = t222 ⊕ t261 29 t351 = g81 ⊕ g87 33 t362 = t300 ⊕ t353
23 t281 = t233 ⊕ t275 27 t271 = t259 ⊕ t270 29 t371 = t186 ⊕ t265 33 t367 = t331 ⊕ t356
23 t282 = t198 ⊕ t277 27 t285 = t269 ⊕ t263 30 g67 = AND(t292, t295) 33 t374 = t363 ⊕ t373
23 t292 = t290 ⊕ t291 27 t288 = t272 ⊕ t268 30 g74 = AND(t282, t286) 34 t334 = t332 ⊕ t333
23 t315 = t283 ⊕ t284 27 t289 = t269 ⊕ t259 30 g75 = AND(t313, t314) 34 t364 = t360 ⊕ t359
23 t335 = t275 ⊕ t277 27 t293 = t259 ⊕ t269 30 g79 = AND(t315, t321) 34 t365 = t325 ⊕ t350
23 t337 = t275 ⊕ t278 27 t296 = t259 ⊕ t272 30 g82 = AND(t335, t336) 34 t366 = t328 ⊕ t353
23 t344 = t277 ⊕ t280 27 t301 = g64 ⊕ g69 30 g86 = AND(t344, t345) 34 t370 = t361 ⊕ t369
24 g58 = AND(t239, t242) 27 t341 = t268 ⊕ t263 30 t300 = t298 ⊕ t299 34 t372 = t362 ⊕ t371 ⊕ 1
24 t220 = t218 ⊕ t219 27 t369 = t184 ⊕ t263 30 t304 = t302 ⊕ t303 34 t382 = t367 ⊕ t381
24 t222 = g50 ⊕ t221 27 t375 = t190 ⊕ t268 30 t307 = t298 ⊕ t306 34 y0 = t370
24 t229 = t224 ⊕ g53 27 t377 = t192 ⊕ t269 30 t312 = t285 ⊕ t286 34 y1 = t372
24 t231 = t201 ⊕ g52 27 t383 = t198 ⊕ t272 30 t317 = t288 ⊕ t286 35 t368 = t334 ⊕ t359
24 t246 = g62 ⊕ t244 28 g65 = AND(t198, t271) 30 t320 = t286 ⊕ t288 35 t376 = t364 ⊕ t375 ⊕ 1
24 t251 = t249 ⊕ t250 28 g66 = AND(t217, t289) 30 t326 = g72 ⊕ g78 35 t378 = t365 ⊕ t377
24 t254 = g57 ⊕ t252 28 g70 = AND(t213, t296) 30 t343 = t341 ⊕ t342 35 t380 = t366 ⊕ t379
24 t256 = g55 ⊕ g57 28 g72 = AND(t281, t285) 30 t348 = g83 ⊕ g88 35 t385 = t374 ⊕ t372 ⊕ 1
24 t311 = t281 ⊕ t282 28 g80 = AND(t284, t288) 30 t354 = g87 ⊕ g83 35 y2 = t380 ⊕ 1
24 t313 = t281 ⊕ t283 28 g87 = AND(t278, t266) 30 t355 = g84 ⊕ t347 35 y3 = t380 ⊕ 1
24 t319 = t282 ⊕ t284 28 t265 = t260 ⊕ t264 30 t357 = g84 ⊕ t351 35 y6 = t376
24 t340 = t335 ⊕ t339 28 t287 = t259 ⊕ t266 31 g73 = AND(t311, t312) 36 t384 = t368 ⊕ t383
25 g68 = AND(t196, t220) 28 t294 = t271 ⊕ t272 31 g77 = AND(t319, t320) 36 t386 = t376 ⊕ t382 ⊕ 1
25 t230 = t228 ⊕ t229 28 t297 = g68 ⊕ g63 31 g85 = AND(t340, t343) 36 t387 = t374 ⊕ t376 ⊕ 1
25 t232 = g53 ⊕ t231 28 t305 = g69 ⊕ g63 31 t309 = g66 ⊕ g67 36 y4 = t384 ⊕ 1
25 t247 = t245 ⊕ t246 28 t308 = g63 ⊕ t301 31 t318 = t314 ⊕ t317 36 y5 = t384 ⊕ 1
25 t255 = t253 ⊕ t254 28 t338 = t263 ⊕ t266 31 t323 = g74 ⊕ g79 36 y7 = t384
25 t257 = g58 ⊕ t252 28 t346 = t266 ⊕ t268 31 t329 = g80 ⊕ g74
25 t259 = t220 ⊕ t222 28 t347 = g89 ⊕ g81 31 t330 = g75 ⊕ t326
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Listing 21: New SNOW3G S-box circuit (D: 24, AD: 4, #NL: 90, #L: 533, #(gate): 623)
Depth Operation Depth Operation Depth Operation Depth Operation

0 r0 = x0 3 t39 = t12 ⊕ t34 4 r76 = t68 7 t86 = t48 ⊕ t83
0 r11 = x7 3 t40 = x3 ⊕ t16 4 r78 = t69 7 t94 = t52 ⊕ t80
0 r17 = x6 3 t46 = t18 ⊕ t43 5 g3 = AND(r6, r7) 7 t95 = g9 ⊕ t53
0 r18 = x0 3 t54 = t1 ⊕ t16 5 t22 = g4 ⊕ t16 7 t99 = t93 ⊕ t98
0 r40 = x7 3 t55 = x1 ⊕ t6 5 t33 = g11 ⊕ g8 7 t105 = t43 ⊕ t97
1 t0 = x2 ⊕ x4 3 t60 = t5 ⊕ t16 5 t37 = t23 ⊕ g12 7 t107 = t36 ⊕ t85
1 t1 = x3 ⊕ x7 3 t62 = t16 ⊕ t18 5 t38 = g4 ⊕ g9 7 t111 = t48 ⊕ t110
1 t2 = x6 ⊕ x7 3 t66 = x5 ⊕ t34 5 t41 = t19 ⊕ g13 7 t120 = g4 ⊕ t109
1 t10 = x0 ⊕ x1 3 t70 = t2 ⊕ t18 5 t42 = t32 ⊕ g12 7 t123 = t50 ⊕ t122
1 t11 = x3 ⊕ x5 3 t71 = x2 ⊕ t65 5 t44 = g11 ⊕ g15 7 t126 = t117 ⊕ t125
1 t13 = x1 ⊕ x7 3 t72 = x2 ⊕ t9 5 t47 = g4 ⊕ t19 7 t129 = t80 ⊕ t128
1 t15 = x4 ⊕ x5 3 t88 = t18 ⊕ t87 5 t51 = g17 ⊕ g9 7 t133 = t16 ⊕ t110
1 t26 = x4 ⊕ x6 3 t91 = t3 ⊕ t90 5 t52 = g1 ⊕ g16 7 t134 = t89 ⊕ t132
1 t43 = x5 ⊕ x6 3 t114 = t5 ⊕ t113 5 t57 = g0 ⊕ t45 7 t137 = t117 ⊕ t136
1 t49 = x4 ⊕ x7 3 t148 = t43 ⊕ g15 5 t77 = g7 ⊕ g16 7 t140 = t43 ⊕ t56
1 t74 = x1 ⊕ x5 3 r1 = t7 5 t78 = g11 ⊕ g12 7 t144 = t109 ⊕ t143
1 t90 = x0 ⊕ x2 3 r2 = t4 5 t92 = g8 ⊕ g2 7 t160 = t69 ⊕ t122
1 r5 = t2 3 r3 = t25 5 t98 = t14 ⊕ g6 7 t164 = t162 ⊕ t163
1 r29 = t11 3 r4 = t91 5 t102 = t85 ⊕ g2 7 t172 = t132 ⊕ t171
1 r30 = t26 3 r9 = t14 5 t108 = g13 ⊕ g2 7 t176 = t110 ⊕ t175
1 r31 = t43 3 r12 = t88 5 t115 = g9 ⊕ g10 7 t181 = g0 ⊕ t180
1 r32 = t49 3 r14 = t30 5 t116 = t32 ⊕ g10 7 t190 = t187 ⊕ t189
1 r34 = t2 3 r15 = t46 5 t119 = t4 ⊕ g10 7 t198 = t96 ⊕ t104
1 r46 = t43 3 r16 = t31 5 t124 = t15 ⊕ g8 7 t215 = t52 ⊕ t97
1 r48 = t11 3 r19 = t14 5 t136 = t15 ⊕ g2 7 t219 = t96 ⊕ t218
2 g15 = AND(r30, r31) 3 r20 = t114 5 t150 = g0 ⊕ g2 7 t220 = t3 ⊕ t80
2 t3 = x5 ⊕ t1 3 r22 = t7 5 t151 = g4 ⊕ t149 7 t222 = t80 ⊕ t221
2 t5 = x3 ⊕ t2 3 r25 = t19 5 t170 = t25 ⊕ g13 7 t228 = t96 ⊕ t227
2 t6 = x6 ⊕ t0 3 r26 = t39 5 t178 = t85 ⊕ t177 7 r37 = t99
2 t9 = x5 ⊕ t2 3 r27 = t40 5 t188 = g6 ⊕ t179 7 r55 = t219
2 t12 = t0 ⊕ t11 3 r36 = t54 5 t217 = g8 ⊕ g6 7 r57 = t190
2 t16 = t0 ⊕ t13 3 r38 = t40 5 t226 = t149 ⊕ t225 7 r65 = t86
2 t18 = t1 ⊕ t10 3 r44 = t55 6 t24 = g0 ⊕ g3 7 r67 = t129
2 t27 = x2 ⊕ t13 3 r58 = t60 6 t35 = g3 ⊕ g14 7 r71 = t126
2 t34 = x0 ⊕ t26 3 r62 = t62 6 t36 = g3 ⊕ t27 7 r73 = t228
2 t59 = x0 ⊕ t15 3 r72 = t66 6 t48 = t41 ⊕ t42 7 r79 = t164
2 t63 = x2 ⊕ t49 3 r80 = t70 6 t50 = t42 ⊕ t44 7 r83 = t111
2 t64 = x2 ⊕ t11 3 r84 = t71 6 t53 = t26 ⊕ t44 8 g18 = AND(r36, r37)
2 t65 = t1 ⊕ t15 3 r86 = t72 6 t56 = g3 ⊕ t47 8 g27 = AND(r54, r55)
2 t73 = x3 ⊕ t26 4 g0 = AND(r0, r1) 6 t80 = g3 ⊕ t79 8 g28 = AND(r56, r57)
2 t75 = t0 ⊕ t74 4 g1 = AND(r2, r3) 6 t83 = t38 ⊕ t79 8 g32 = AND(r64, r65)
2 t87 = t0 ⊕ t43 4 g2 = AND(r4, r5) 6 t84 = t20 ⊕ t51 8 g33 = AND(r66, r67)
2 t113 = t15 ⊕ t90 4 g4 = AND(r8, r9) 6 t89 = t33 ⊕ t37 8 g35 = AND(r70, r71)
2 r7 = t3 4 g6 = AND(r12, r13) 6 t93 = g0 ⊕ t92 8 g36 = AND(r72, r73)
2 r8 = t5 4 g7 = AND(r14, r15) 6 t96 = t38 ⊕ t78 8 g39 = AND(r78, r79)
2 r10 = t75 4 g8 = AND(r16, r17) 6 t97 = t77 ⊕ t92 8 g41 = AND(r82, r83)
2 r13 = t6 4 g9 = AND(r18, r19) 6 t104 = t57 ⊕ t102 8 t82 = t32 ⊕ t81
2 r21 = t75 4 g10 = AND(r20, r21) 6 t109 = t52 ⊕ g5 8 t101 = g23 ⊕ t94
2 r23 = t9 4 g11 = AND(r22, r23) 6 t110 = g3 ⊕ t38 8 t103 = t56 ⊕ t99
2 r24 = t34 4 g12 = AND(r24, r25) 6 t117 = t44 ⊕ t115 8 t106 = t94 ⊕ t105
2 r28 = t12 4 g13 = AND(r26, r27) 6 t122 = t108 ⊕ t119 8 t118 = g24 ⊕ t107
2 r33 = t3 4 t8 = x1 ⊕ t7 6 t125 = t77 ⊕ t124 8 t121 = t97 ⊕ t120
2 r35 = t5 4 t20 = t14 ⊕ t15 6 t128 = g15 ⊕ t116 8 t127 = t86 ⊕ t126
2 r42 = t75 4 t23 = g17 ⊕ t17 6 t132 = g6 ⊕ t116 8 t130 = t126 ⊕ t129
2 r50 = t5 4 t28 = t17 ⊕ t27 6 t143 = t32 ⊕ t102 8 t135 = t133 ⊕ t134
2 r52 = t9 4 t29 = t4 ⊕ g14 6 t152 = t116 ⊕ t151 8 t138 = t120 ⊕ t137
2 r56 = t59 4 t32 = g17 ⊕ g14 6 t157 = g15 ⊕ t151 8 t145 = t95 ⊕ t144
2 r66 = t63 4 t45 = g17 ⊕ t21 6 t162 = t150 ⊕ t161 8 t158 = t99 ⊕ t157
2 r68 = t64 4 t58 = x1 ⊕ t39 6 t163 = t78 ⊕ t115 8 t168 = t111 ⊕ t164
2 r70 = t65 4 t61 = x4 ⊕ t46 6 t171 = t33 ⊕ t170 8 t169 = t2 ⊕ g42
2 r82 = t27 4 t67 = t4 ⊕ t10 6 t175 = t52 ⊕ g10 8 t173 = t76 ⊕ t172
2 r88 = t73 4 t68 = x3 ⊕ t14 6 t180 = t41 ⊕ t179 8 t182 = t176 ⊕ t181
3 g5 = AND(r10, r11) 4 t69 = t7 ⊕ t59 6 t187 = t41 ⊕ t77 8 t183 = t123 ⊕ g42
3 g14 = AND(r28, r29) 4 t79 = t14 ⊕ g5 6 t189 = t115 ⊕ t188 8 t201 = t8 ⊕ t99
3 g16 = AND(r32, r33) 4 t85 = g15 ⊕ g5 6 t218 = t178 ⊕ t217 8 t203 = g24 ⊕ t198
3 g17 = AND(r34, r35) 4 t149 = g5 ⊕ t148 6 t221 = t7 ⊕ t52 8 t204 = t116 ⊕ g42
3 t4 = x2 ⊕ t3 4 t161 = g14 ⊕ t25 6 t227 = t150 ⊕ t226 8 t216 = t140 ⊕ t215
3 t7 = t3 ⊕ t6 4 t177 = g17 ⊕ t18 6 r47 = t80 8 t223 = t123 ⊕ t222
3 t14 = t6 ⊕ t13 4 t179 = g14 ⊕ t39 6 r49 = t56 8 t224 = g42 ⊕ t220
3 t17 = t5 ⊕ t10 4 t225 = g17 ⊕ t25 6 r85 = t152 8 r39 = t82
3 t19 = x5 ⊕ t16 4 r6 = t8 7 g23 = AND(r46, r47) 8 r41 = t216
3 t21 = x3 ⊕ t6 4 r54 = t58 7 g24 = AND(r48, r49) 8 r43 = t103
3 t25 = x0 ⊕ t12 4 r60 = t61 7 g42 = AND(r84, r85) 8 r45 = t158
3 t30 = t6 ⊕ t15 4 r64 = t20 7 t76 = t35 ⊕ g5 8 r51 = t106
3 t31 = x4 ⊕ t18 4 r74 = t67 7 t81 = t50 ⊕ t51 8 r53 = t121



44 A Framework for Generating S-Box Circuits with BP-Based Heuristics

Listing 21: New SNOW3G S-box circuit (continued) (D: 24, AD: 4, #NL: 90, #L: 533,
#(gate): 623)

Depth Operation Depth Operation Depth Operation Depth Operation
8 r59 = t127 11 t210 = t155 ⊕ t167 14 t266 = t233 ⊕ t263 15 r106 = t289
8 r61 = t135 11 t212 = t197 ⊕ t206 14 t267 = t246 ⊕ t262 15 r150 = t340
8 r63 = t173 11 t214 = t156 ⊕ t202 14 t276 = t246 ⊕ t263 15 r154 = t305
8 r69 = t130 11 t232 = t209 ⊕ t230 14 t280 = t233 ⊕ t259 15 r162 = t345
8 r75 = t182 11 t234 = t196 ⊕ t230 14 t287 = t259 ⊕ t263 15 r168 = t348
8 r77 = t223 11 t237 = t211 ⊕ t236 14 t302 = t242 ⊕ g60 15 r170 = t349
8 r81 = t168 11 t241 = t231 ⊕ t240 14 t306 = t235 ⊕ t290 15 r172 = t268
8 r87 = t145 11 t245 = t208 ⊕ t244 14 t312 = t260 ⊕ t262 15 r176 = t351
8 r89 = t138 11 t249 = t211 ⊕ t248 14 t333 = t233 ⊕ t303 16 g52 = AND(r104, r105)
9 g19 = AND(r38, r39) 11 t253 = t231 ⊕ t252 14 t337 = t283 ⊕ t325 16 g53 = AND(r106, r107)
9 g20 = AND(r40, r41) 11 t257 = t230 ⊕ t256 14 t338 = t235 ⊕ t260 16 t272 = g60 ⊕ g57
9 g21 = AND(r42, r43) 12 t233 = t195 ⊕ t232 14 t339 = t250 ⊕ t313 16 t274 = g48 ⊕ g49
9 g22 = AND(r44, r45) 12 t235 = t212 ⊕ t234 14 t341 = t295 ⊕ t303 16 t275 = t262 ⊕ g49
9 g25 = AND(r50, r51) 12 t238 = t199 ⊕ t237 14 t342 = t250 ⊕ t284 16 t277 = t260 ⊕ t271
9 g26 = AND(r52, r53) 12 t242 = t210 ⊕ t241 14 t343 = t238 ⊕ t263 16 t278 = g45 ⊕ g49
9 g29 = AND(r58, r59) 12 t246 = t159 ⊕ t245 14 t344 = t317 ⊕ t325 16 t282 = g54 ⊕ g47
9 g30 = AND(r60, r61) 12 t250 = t200 ⊕ t249 14 t346 = t233 ⊕ t260 16 t285 = g62 ⊕ g49
9 g31 = AND(r62, r63) 12 t254 = t214 ⊕ t253 14 t347 = t290 ⊕ t313 16 t293 = g46 ⊕ g50
9 g34 = AND(r68, r69) 12 t258 = t192 ⊕ t257 14 t350 = t238 ⊕ t262 16 t294 = g50 ⊕ g51
9 g37 = AND(r74, r75) 12 r90 = t246 14 t352 = t259 ⊕ t325 16 t301 = g50 ⊕ g55
9 g38 = AND(r76, r77) 12 r91 = t254 14 t483 = g48 ⊕ g60 16 t314 = t269 ⊕ g58
9 g40 = AND(r80, r81) 12 r95 = t250 14 r93 = t267 16 t316 = t270 ⊕ g54
9 g43 = AND(r86, r87) 12 r96 = t233 14 r94 = t276 16 t318 = g57 ⊕ g59
9 g44 = AND(r88, r89) 12 r97 = t258 14 r99 = t265 16 t328 = g55 ⊕ t310
9 t100 = t32 ⊕ g18 12 r101 = t238 14 r100 = t280 16 t329 = g58 ⊕ g61
9 t112 = g18 ⊕ g41 12 r108 = t246 14 r104 = t287 16 t331 = g55 ⊕ t324
9 t131 = g32 ⊕ g35 12 r112 = t254 14 r109 = t265 16 t372 = t289 ⊕ t324
9 t139 = t56 ⊕ t118 12 r120 = t242 14 r111 = t280 16 t378 = g48 ⊕ g50
9 t153 = g35 ⊕ g33 12 r121 = t235 14 r115 = t264 16 t388 = t235 ⊕ t361
9 t154 = t121 ⊕ g33 12 r123 = t258 14 r116 = t312 16 t405 = t265 ⊕ t361
9 t166 = t140 ⊕ g39 12 r124 = t250 14 r126 = t333 16 t423 = t267 ⊕ t308
9 t184 = g39 ⊕ t169 12 r130 = t238 14 r132 = t280 16 t431 = g58 ⊕ t332
9 t194 = t101 ⊕ t183 12 r136 = t235 14 r144 = t337 16 t454 = g62 ⊕ g46
9 t205 = g41 ⊕ t201 13 g45 = AND(r90, r91) 14 r146 = t338 16 t459 = t271 ⊕ t308
9 t207 = g18 ⊕ g39 13 g48 = AND(r96, r97) 14 r148 = t339 16 t467 = t267 ⊕ g49
9 t213 = x6 ⊕ g28 13 g60 = AND(r120, r121) 14 r152 = t341 16 t476 = g50 ⊕ g58
9 t229 = g27 ⊕ g36 13 t259 = t235 ⊕ t258 14 r156 = t342 16 t478 = t235 ⊕ g54
9 t239 = t204 ⊕ g36 13 t260 = t242 ⊕ t246 14 r158 = t343 16 t485 = t482 ⊕ t484
9 t243 = t203 ⊕ g36 13 t261 = t233 ⊕ t238 14 r160 = t344 16 t503 = g54 ⊕ t502
9 t247 = t138 ⊕ g36 13 t262 = t250 ⊕ t254 14 r164 = t346 17 t279 = t275 ⊕ g47
9 t251 = g18 ⊕ g36 13 t263 = t242 ⊕ t254 14 r166 = t347 17 t286 = g45 ⊕ t272
9 t255 = g28 ⊕ t224 13 t283 = t233 ⊕ t246 14 r174 = t350 17 t291 = g47 ⊕ g53
10 t141 = g29 ⊕ t131 13 t284 = t254 ⊕ t258 14 r178 = t352 17 t297 = g46 ⊕ t274
10 t142 = g19 ⊕ g21 13 t290 = t238 ⊕ t250 15 g46 = AND(r92, r93) 17 t300 = g50 ⊕ g53
10 t146 = g44 ⊕ g43 13 t295 = t246 ⊕ t254 15 g47 = AND(r94, r95) 17 t304 = t272 ⊕ g56
10 t147 = g29 ⊕ g34 13 t303 = t235 ⊕ t238 15 g49 = AND(r98, r99) 17 t309 = t285 ⊕ t308
10 t155 = g19 ⊕ g25 13 t313 = t233 ⊕ t235 15 g50 = AND(r100, r101) 17 t315 = g53 ⊕ t301
10 t156 = g25 ⊕ g43 13 t317 = t238 ⊕ t258 15 g54 = AND(r108, r109) 17 t319 = t282 ⊕ g56
10 t165 = g19 ⊕ g26 13 t325 = t242 ⊕ t250 15 g55 = AND(r110, r111) 17 t320 = g55 ⊕ t318
10 t167 = g44 ⊕ t139 13 t334 = t233 ⊕ t258 15 g57 = AND(r114, r115) 17 t321 = t314 ⊕ t316
10 t174 = g39 ⊕ g40 13 r92 = t263 15 g58 = AND(r116, r117) 17 t327 = t285 ⊕ t324
10 t185 = g30 ⊕ t184 13 r98 = t259 15 t268 = t242 ⊕ t265 17 t330 = g52 ⊕ t329
10 t186 = g43 ⊕ t154 13 r102 = t283 15 t269 = g48 ⊕ g62 17 t335 = t264 ⊕ t274
10 t191 = t154 ⊕ g31 13 r103 = t284 15 t270 = t264 ⊕ t267 17 t336 = g52 ⊕ t316
10 t193 = g22 ⊕ t184 13 r107 = t290 15 t271 = t235 ⊕ t267 17 t353 = g49 ⊕ t293
10 t196 = g42 ⊕ t166 13 r110 = t295 15 t273 = t262 ⊕ t266 17 t364 = t271 ⊕ t282
10 t197 = g29 ⊕ t153 13 r113 = t303 15 t288 = t265 ⊕ t267 17 t366 = t242 ⊕ g53
10 t202 = g37 ⊕ t194 13 r114 = t260 15 t289 = t276 ⊕ t280 17 t374 = g50 ⊕ t328
10 t206 = g30 ⊕ g44 13 r117 = t313 15 t296 = t233 ⊕ t287 17 t381 = t265 ⊕ t378
10 t208 = t112 ⊕ g22 13 r118 = t262 15 t305 = t242 ⊕ t264 17 t386 = t347 ⊕ t378
10 t209 = g34 ⊕ t205 13 r119 = t317 15 t308 = g51 ⊕ g56 17 t399 = t272 ⊕ t316
10 t211 = g40 ⊕ g37 13 r122 = t325 15 t310 = t235 ⊕ t302 17 t424 = t314 ⊕ t423
10 t230 = g38 ⊕ t229 13 r125 = t259 15 t311 = g60 ⊕ t287 17 t432 = t331 ⊕ t431
10 t231 = g20 ⊕ g38 13 r128 = t313 15 t324 = t242 ⊕ g59 17 t444 = g45 ⊕ t331
10 t236 = t213 ⊕ t229 13 r134 = t334 15 t332 = g51 ⊕ g61 17 t455 = t324 ⊕ t454
10 t240 = t207 ⊕ t239 13 r138 = t317 15 t340 = t276 ⊕ t334 17 t460 = t282 ⊕ t459
10 t244 = g38 ⊕ t243 13 r140 = t259 15 t345 = t260 ⊕ t306 17 t468 = t318 ⊕ t467
10 t248 = g20 ⊕ t247 13 r142 = t303 15 t348 = t235 ⊕ t276 17 t477 = t318 ⊕ t476
10 t252 = g26 ⊕ t251 14 g51 = AND(r102, r103) 15 t349 = t264 ⊕ t295 17 t479 = t285 ⊕ t478
10 t256 = g37 ⊕ t255 14 g56 = AND(r112, r113) 15 t351 = t238 ⊕ t287 17 t486 = t301 ⊕ t485
11 t159 = t142 ⊕ t146 14 g59 = AND(r118, r119) 15 t361 = g45 ⊕ g51 17 t501 = g52 ⊕ t328
11 t192 = t147 ⊕ t186 14 g61 = AND(r122, r123) 15 t482 = g62 ⊕ g59 17 t504 = g53 ⊕ t503
11 t195 = t141 ⊕ t146 14 g62 = AND(r124, r125) 15 t484 = t265 ⊕ t483 17 r137 = t381
11 t199 = t185 ⊕ t191 14 t264 = t259 ⊕ t261 15 t502 = g56 ⊕ g61 17 r139 = t335
11 t200 = t165 ⊕ t193 14 t265 = t258 ⊕ t261 15 r105 = t288 17 r157 = t486



Yongjin Jeon, Seungjun Baek, Giyoon Kim, and Jongsung Kim 45

Listing 21: New SNOW3G S-box circuit (continued) (D: 24, AD: 4, #NL: 90, #L: 533,
#(gate): 623)

Depth Operation Depth Operation Depth Operation Depth Operation
18 g68 = AND(r136, r137) 19 t391 = g62 ⊕ t390 20 t506 = g73 ⊕ g80 22 t438 = t394 ⊕ t416
18 g69 = AND(r138, r139) 19 t393 = t246 ⊕ g69 20 t508 = g73 ⊕ t490 22 t439 = g85 ⊕ t430
18 g78 = AND(r156, r157) 19 t397 = t355 ⊕ t396 20 t518 = g73 ⊕ t488 22 t441 = t416 ⊕ g79
18 t281 = g54 ⊕ t279 19 t400 = t322 ⊕ t399 20 t528 = g77 ⊕ g80 22 t442 = t367 ⊕ t408
18 t292 = g52 ⊕ t291 19 t411 = t298 ⊕ t410 20 r131 = t384 22 t447 = t354 ⊕ t404
18 t298 = t274 ⊕ t291 19 t418 = t299 ⊕ t417 20 r141 = t358 22 t448 = g70 ⊕ t402
18 t299 = t286 ⊕ t294 19 t440 = t425 ⊕ t433 20 r167 = t449 22 t450 = t419 ⊕ g83
18 t322 = t300 ⊕ t309 19 t446 = t356 ⊕ t445 20 r171 = t429 22 t452 = t435 ⊕ g83
18 t323 = g45 ⊕ t320 19 t456 = t326 ⊕ t455 20 r179 = t363 22 t453 = t422 ⊕ g83
18 t326 = t319 ⊕ g61 19 t462 = t298 ⊕ t461 21 g65 = AND(r130, r131) 22 t473 = t470 ⊕ t472
18 t355 = t304 ⊕ t330 19 t488 = t380 ⊕ g78 21 g70 = AND(r140, r141) 22 t491 = t238 ⊕ t487
18 t356 = t297 ⊕ t329 19 t489 = t311 ⊕ g78 21 g83 = AND(r166, r167) 22 t493 = t464 ⊕ g78
18 t369 = t267 ⊕ t319 19 t490 = t466 ⊕ g78 21 g85 = AND(r170, r171) 22 t498 = t403 ⊕ t497
18 t375 = t327 ⊕ t374 19 r129 = t391 21 g89 = AND(r178, r179) 22 t510 = t413 ⊕ t509
18 t380 = t336 ⊕ t372 19 r133 = t389 21 t357 = t332 ⊕ g71 22 t513 = t443 ⊕ t458
18 t390 = g54 ⊕ t304 19 r135 = t411 21 t367 = g71 ⊕ t360 22 t515 = t412 ⊕ t514
18 t396 = t315 ⊕ t327 19 r143 = t354 21 t385 = t306 ⊕ t377 22 t520 = t464 ⊕ t519
18 t406 = t291 ⊕ t405 19 r145 = t400 21 t394 = g84 ⊕ g64 22 t525 = g83 ⊕ t523
18 t410 = t381 ⊕ t388 19 r149 = t397 21 t402 = t387 ⊕ g74 22 t530 = t481 ⊕ t529
18 t417 = t309 ⊕ t364 19 r151 = t462 21 t403 = t373 ⊕ t392 23 t434 = g71 ⊕ t401
18 t425 = t315 ⊕ t424 19 r159 = t440 21 t404 = g84 ⊕ g72 23 t437 = t368 ⊕ t409
18 t433 = t336 ⊕ t432 19 r163 = t418 21 t408 = t398 ⊕ g72 23 t457 = g67 ⊕ t414
18 t445 = t316 ⊕ t444 19 r165 = t446 21 t412 = t377 ⊕ g67 23 t463 = g81 ⊕ t447
18 t461 = t320 ⊕ t460 19 r169 = t370 21 t413 = g64 ⊕ g72 23 t465 = t395 ⊕ t439
18 t466 = t290 ⊕ t335 19 r177 = t456 21 t416 = g71 ⊕ g74 23 t474 = t450 ⊕ t473
18 t469 = t321 ⊕ t468 20 g64 = AND(r128, r129) 21 t419 = t418 ⊕ g81 23 t492 = t436 ⊕ t447
18 t480 = t477 ⊕ t479 20 g66 = AND(r132, r133) 21 t420 = t362 ⊕ g81 23 t494 = t491 ⊕ t493
18 t505 = t501 ⊕ t504 20 g67 = AND(r134, r135) 21 t422 = g67 ⊕ t415 23 t496 = t409 ⊕ t452
18 r127 = t406 20 g71 = AND(r142, r143) 21 t430 = g81 ⊕ t421 23 t499 = t441 ⊕ t498
18 r147 = t433 20 g72 = AND(r144, r145) 21 t435 = g64 ⊕ g73 23 t507 = t442 ⊕ t448
18 r153 = t425 20 g74 = AND(r148, r149) 21 t443 = g71 ⊕ g64 23 t511 = t428 ⊕ t510
18 r155 = t480 20 g75 = AND(r150, r151) 21 t458 = g79 ⊕ g88 23 t516 = t513 ⊕ t515
18 r161 = t505 20 g79 = AND(r158, r159) 21 t464 = g81 ⊕ g75 23 t521 = t453 ⊕ t520
18 r173 = t469 20 g81 = AND(r162, r163) 21 t470 = g64 ⊕ g88 23 t524 = t395 ⊕ t426
18 r175 = t375 20 g82 = AND(r164, r165) 21 t472 = t393 ⊕ t471 23 t526 = t438 ⊕ t525
19 g63 = AND(r126, r127) 20 g84 = AND(r168, r169) 21 t481 = g82 ⊕ t471 23 t531 = t395 ⊕ t530
19 g73 = AND(r146, r147) 20 g88 = AND(r176, r177) 21 t487 = t427 ⊕ g82 24 t475 = t457 ⊕ t474 ⊕ 1
19 g76 = AND(r152, r153) 20 t358 = t335 ⊕ t354 21 t497 = g81 ⊕ t489 24 t495 = t492 ⊕ t494
19 g77 = AND(r154, r155) 20 t363 = t353 ⊕ t362 21 t509 = g75 ⊕ t508 24 t500 = t496 ⊕ t499 ⊕ 1
19 g80 = AND(r160, r161) 20 t365 = t284 ⊕ t362 21 t514 = g75 ⊕ t506 24 t512 = t434 ⊕ t511
19 g86 = AND(r172, r173) 20 t377 = t371 ⊕ g87 21 t519 = t427 ⊕ t518 24 t517 = t465 ⊕ t516
19 g87 = AND(r174, r175) 20 t384 = t354 ⊕ t381 21 t523 = t451 ⊕ t506 24 t522 = t437 ⊕ t521
19 t307 = g48 ⊕ t292 20 t387 = t323 ⊕ g87 21 t529 = g79 ⊕ t528 24 t527 = t524 ⊕ t526 ⊕ 1
19 t354 = t292 ⊕ t353 20 t392 = g87 ⊕ t382 22 t368 = t357 ⊕ g70 24 t532 = t507 ⊕ t531
19 t359 = t322 ⊕ g69 20 t398 = t322 ⊕ t383 22 t376 = t311 ⊕ g89 24 y0 = t475
19 t360 = t280 ⊕ t356 20 t407 = t393 ⊕ t406 22 t379 = g70 ⊕ g89 24 y1 = t532
19 t362 = t326 ⊕ t328 20 t415 = t359 ⊕ g63 22 t395 = g89 ⊕ g65 24 y2 = t500
19 t370 = t323 ⊕ t369 20 t421 = t362 ⊕ t386 22 t401 = t362 ⊕ g65 24 y3 = t517
19 t371 = t292 ⊕ t335 20 t427 = g87 ⊕ g76 22 t409 = g89 ⊕ t404 24 y4 = t522
19 t373 = t355 ⊕ t366 20 t429 = t411 ⊕ t425 22 t414 = g89 ⊕ g66 24 y5 = t527
19 t382 = g69 ⊕ g68 20 t449 = t418 ⊕ t446 22 t426 = t412 ⊕ t420 24 y6 = t512
19 t383 = t311 ⊕ g68 20 t451 = t306 ⊕ g76 22 t428 = t412 ⊕ t427 24 y7 = t495
19 t389 = t298 ⊕ t388 20 t471 = g63 ⊕ g86 22 t436 = g85 ⊕ g73
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Listing 22: New Saturnin super S-box circuit (D: 25, AD: 12, #NL: 48, #L: 143, #(gate):
191)

Depth Operation Depth Operation Depth Operation Depth Operation
0 r0 = x2 5 g14 = OR(r28, r29) 11 t100 = t96 ⊕ t99 17 t71 = t65 ⊕ g37
0 r1 = x3 5 g20 = OR(r40, r41) 11 t132 = t128 ⊕ t131 17 t106 = t102 ⊕ g31
0 r3 = x0 5 t91 = t88 ⊕ t89 12 t20 = t5 ⊕ g11 17 t138 = t134 ⊕ g43
0 r5 = x3 5 t124 = t121 ⊕ t122 12 t21 = t15 ⊕ g23 17 r52 = t54
0 r12 = x5 6 t2 = x0 ⊕ g2 12 t26 = g5 ⊕ t25 17 r54 = t54
0 r13 = x4 6 t7 = x6 ⊕ g8 12 t30 = g17 ⊕ t29 17 r64 = t106
0 r15 = x6 6 t12 = x8 ⊕ g14 12 t37 = g11 ⊕ t36 17 r66 = t106
0 r17 = x4 6 t17 = x14 ⊕ g20 12 t43 = g23 ⊕ t42 17 r76 = t71
0 r24 = x10 6 t92 = g20 ⊕ t90 12 t48 = t19 ⊕ t40 17 r78 = t71
0 r25 = x11 6 t125 = g8 ⊕ t123 12 t50 = t17 ⊕ t40 17 r88 = t138
0 r27 = x8 6 r7 = t2 12 t59 = g23 ⊕ t40 17 r90 = t138
0 r29 = x11 6 r11 = t2 12 t61 = g11 ⊕ t60 18 g26 = OR(r52, r53)
0 r36 = x13 6 r19 = t7 12 t64 = t41 ⊕ t63 18 g32 = OR(r64, r65)
0 r37 = x12 6 r23 = t7 12 t68 = t7 ⊕ t66 18 g38 = OR(r76, r77)
0 r39 = x14 6 r31 = t12 12 t97 = g5 ⊕ g17 18 g44 = OR(r88, r89)
0 r41 = x12 6 r35 = t12 12 t101 = g11 ⊕ t100 19 t55 = t46 ⊕ g26
1 g0 = AND(r0, r1) 6 r43 = t17 12 t133 = g23 ⊕ t132 19 t72 = t47 ⊕ g38
1 g6 = AND(r12, r13) 6 r47 = t17 13 t27 = t21 ⊕ t26 19 t107 = t77 ⊕ g32
1 g12 = AND(r24, r25) 7 g3 = AND(r6, r7) 13 t31 = t20 ⊕ t30 19 t139 = t49 ⊕ g44
1 g18 = AND(r36, r37) 7 g9 = AND(r18, r19) 13 t39 = t37 ⊕ t38 19 r55 = t55
1 t78 = x1 ⊕ x4 7 g15 = AND(r30, r31) 13 t44 = t37 ⊕ t43 19 r59 = t55
1 t79 = x5 ⊕ x7 7 g21 = AND(r42, r43) 13 t45 = t20 ⊕ t32 19 r67 = t107
1 t80 = x9 ⊕ x10 7 t33 = t2 ⊕ t5 13 t51 = t8 ⊕ t50 19 r71 = t107
1 t81 = x11 ⊕ x12 7 t93 = t91 ⊕ t92 13 t62 = t59 ⊕ t61 19 r79 = t72
1 t82 = x13 ⊕ x14 7 t126 = t124 ⊕ t125 13 t65 = t59 ⊕ t64 19 r83 = t72
1 t111 = x1 ⊕ x2 8 t3 = x3 ⊕ g3 13 t67 = t18 ⊕ t26 19 r91 = t139
1 t112 = x3 ⊕ x4 8 t8 = x4 ⊕ g9 13 t102 = t97 ⊕ t101 19 r95 = t139
1 t113 = x5 ⊕ x6 8 t13 = x11 ⊕ g15 13 t103 = t21 ⊕ t22 19 y0 = t55
1 t114 = x9 ⊕ x12 8 t18 = x12 ⊕ g21 13 t134 = t97 ⊕ t133 19 y6 = t107
1 t115 = x13 ⊕ x15 8 t94 = g9 ⊕ g15 13 t135 = t20 ⊕ t23 19 y8 = t72
2 t0 = x1 ⊕ g0 8 t95 = g21 ⊕ t93 13 r48 = t39 19 y14 = t139
2 t5 = x7 ⊕ g6 8 t127 = g3 ⊕ g9 13 r49 = t27 20 g27 = AND(r54, r55)
2 t10 = x9 ⊕ g12 8 t129 = g21 ⊕ t126 13 r53 = t27 20 g33 = AND(r66, r67)
2 t15 = x15 ⊕ g18 8 r9 = t3 13 r60 = t102 20 g39 = AND(r78, r79)
2 t83 = g0 ⊕ g6 8 r21 = t8 13 r61 = t44 20 g45 = AND(r90, r91)
2 t84 = g12 ⊕ t78 8 r33 = t13 13 r65 = t44 21 t56 = t27 ⊕ g27
2 t85 = t79 ⊕ t80 8 r45 = t18 13 r72 = t65 21 t73 = t31 ⊕ g39
2 t86 = t81 ⊕ t82 9 g4 = OR(r8, r9) 13 r73 = t31 21 t108 = t44 ⊕ g33
2 t116 = g0 ⊕ g12 9 g10 = OR(r20, r21) 13 r77 = t31 21 t140 = t62 ⊕ g45
2 t117 = g18 ⊕ t111 9 g16 = OR(r32, r33) 13 r84 = t134 21 r57 = t56
2 t118 = t112 ⊕ t113 9 g22 = OR(r44, r45) 13 r85 = t62 21 r69 = t108
2 t119 = t114 ⊕ t115 9 t22 = t7 ⊕ t13 13 r89 = t62 21 r81 = t73
2 r2 = t0 9 t23 = t3 ⊕ t17 14 g24 = AND(r48, r49) 21 r93 = t140
2 r8 = t0 9 t32 = t12 ⊕ t18 14 g30 = AND(r60, r61) 21 y3 = t56
2 r14 = t5 9 t35 = t8 ⊕ t33 14 g36 = AND(r72, r73) 21 y4 = t108
2 r20 = t5 9 t98 = t94 ⊕ t95 14 g42 = AND(r84, r85) 21 y11 = t73
2 r26 = t10 9 t130 = t127 ⊕ t129 14 t46 = t40 ⊕ t45 21 y12 = t140
2 r32 = t10 10 t4 = t1 ⊕ g4 14 t47 = t44 ⊕ t45 22 g28 = OR(r56, r57)
2 r38 = t15 10 t9 = t6 ⊕ g10 14 t49 = t39 ⊕ t48 22 g34 = OR(r68, r69)
2 r44 = t15 10 t14 = t11 ⊕ g16 14 t52 = t30 ⊕ t51 22 g40 = OR(r80, r81)
3 g1 = OR(r2, r3) 10 t19 = t16 ⊕ g22 14 t69 = t67 ⊕ t68 22 g46 = OR(r92, r93)
3 g7 = OR(r14, r15) 10 t24 = t0 ⊕ t22 14 t76 = t9 ⊕ t65 23 t57 = t54 ⊕ g28
3 g13 = OR(r26, r27) 10 t28 = t10 ⊕ t23 14 t104 = t31 ⊕ t103 23 t74 = t71 ⊕ g40
3 g19 = OR(r38, r39) 10 t41 = t15 ⊕ t32 14 t136 = t27 ⊕ t135 23 t109 = t106 ⊕ g34
3 t87 = t83 ⊕ t84 10 t96 = g16 ⊕ g22 14 r51 = t46 23 t141 = t138 ⊕ g46
3 t88 = t85 ⊕ t86 10 t99 = g10 ⊕ t98 14 r75 = t47 23 r58 = t57
3 t120 = t116 ⊕ t117 10 t128 = g4 ⊕ g22 14 r87 = t49 23 r70 = t109
3 t121 = t118 ⊕ t119 10 t131 = g10 ⊕ t130 15 t53 = g24 ⊕ t52 23 r82 = t74
4 t1 = x2 ⊕ g1 10 r10 = t4 15 t70 = g36 ⊕ t69 23 r94 = t141
4 t6 = x5 ⊕ g7 10 r22 = t9 15 t77 = t66 ⊕ t76 23 y2 = t57
4 t11 = x10 ⊕ g13 10 r34 = t14 15 t105 = g30 ⊕ t104 23 y5 = t109
4 t16 = x13 ⊕ g19 10 r46 = t19 15 t137 = g42 ⊕ t136 23 y10 = t74
4 t89 = g7 ⊕ g13 11 g5 = OR(r10, r11) 15 r50 = t53 23 y13 = t141
4 t90 = g19 ⊕ t87 11 g11 = OR(r22, r23) 15 r56 = t53 24 g29 = OR(r58, r59)
4 t122 = g1 ⊕ g7 11 g17 = OR(r34, r35) 15 r62 = t105 24 g35 = OR(r70, r71)
4 t123 = g19 ⊕ t120 11 g23 = OR(r46, r47) 15 r63 = t77 24 g41 = OR(r82, r83)
4 r4 = t1 11 t25 = t9 ⊕ t24 15 r68 = t105 24 g47 = OR(r94, r95)
4 r6 = t1 11 t29 = t19 ⊕ t28 15 r74 = t70 25 t58 = t53 ⊕ g29
4 r16 = t6 11 t34 = t4 ⊕ t32 15 r80 = t70 25 t75 = t70 ⊕ g41
4 r18 = t6 11 t36 = t14 ⊕ t35 15 r86 = t137 25 t110 = t105 ⊕ g35
4 r28 = t11 11 t38 = t9 ⊕ t23 15 r92 = t137 25 t142 = t137 ⊕ g47
4 r30 = t11 11 t40 = t4 ⊕ t7 16 g25 = OR(r50, r51) 25 y1 = t58
4 r40 = t16 11 t42 = t17 ⊕ t41 16 g31 = OR(r62, r63) 25 y7 = t110
4 r42 = t16 11 t60 = t35 ⊕ t41 16 g37 = OR(r74, r75) 25 y9 = t75
5 g2 = OR(r4, r5) 11 t63 = t13 ⊕ t19 16 g43 = OR(r86, r87) 25 y15 = t142
5 g8 = OR(r16, r17) 11 t66 = t14 ⊕ t17 17 t54 = t39 ⊕ g25
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