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Abstract.

In many lightweight cryptography applications, low area and latency are required
for efficient implementation. The gate count in the cipher and the circuit depth
must be low to minimize these two metrics. Many optimization strategies have
been developed for the linear layer, led by the Boyar—Peralta (BP) algorithm. The
Advanced Encryption Standard (AES) has been a focus of extensive research in this
area. However, while the linear layer uses only XOR gates, the S-box, which is an
essential nonlinear component in symmetric cryptography, uses various gate types,
making optimization challenging, particularly as the bit size increases.

In this paper, we propose a new framework for a heuristic search to optimize the
circuit depth or XOR gate count of S-box circuits. Existing S-box circuit optimization
studies have divided the nonlinear and linear layers of the S-box, optimizing each
separately, but limitations still exist in optimizing large S-box circuits. To extend the
optimization target from individual internal components to the entire S-box circuit,
we extract the XOR information of each node in the target circuit and reconstruct the
nodes based on nonlinear gates. Next, we extend the BP algorithm-based heuristics
to address nonlinear gates and incorporate this into the framework. It is noteworthy
that the effects of our framework occur while maintaining the AND gate count and
AND depth without any increase.

To demonstrate the effectiveness of the proposed framework, we apply it to the
AES, SNOW3G, and Saturnin S-box circuits. Our results include depth improvements
by about 40% and 11% compared to the existing AES S-box [BP10] and Saturnin
super S-box [CDL™20] circuits, respectively. We implement a new circuit for the
SNOW3G S-box, which has not previously been developed, and apply our framework to
reduce its depth. We expect the proposed framework to contribute to the design and
implementation of various symmetric-key cryptography solutions.

Keywords: Lightweight cryptography - S-box - Low-latency implementation -
Circuit depth - Gate count - AES - SNOW3G - Saturnin

1 Introduction

With the development of communication technology and small-device manufacturing
technology, encryption is required in many resource-constrained environments, such as the
Internet of Things and radio-frequency identification. The National Institute of Standards
and Technology (NIST) recognized this problem and decided to standardize Ascon, which
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was selected for lightweight cryptography standardization [0SN23]. In this context, many
lightweight cryptographic algorithms have also been developed [SLH24, ABD*23, BDD 23,
BLMR19, ARS™15]. Lightweight ciphers developed for Internet of Things environments
can enhance the performance of new devices but may not maintain compatibility with
existing devices. Environments that use traditional cryptography are unlikely to adapt
quickly, and commonly employed cryptosystems, such as AES [DR02], continue to secure
various devices. Therefore, research should focus on making existing cryptographic systems
more lightweight to reduce costs in configuring network environments with lightweight
devices.

When implementing a cryptographic algorithm, low area and latency are critical for
many applications. The gate equivalent is a measure of area, effectively approximating
the complexity of digital electronic circuits. Reducing the gate count of a circuit directly
reduces the number of gate equivalents. From another perspective, many applications
require low-latency, including automobiles, robots, and mission-critical computational
applications. Recently, the importance of low latency has gained more attention because
it influences the throughput of encryption and decryption and plays a critical role in the
efficiency of ciphers. The depth of a circuit measures the latency of the implemented
circuit. Therefore, when designing an efficient cryptographic algorithm, a low gate count
and circuit depth must be considered.

The S-box is the most critical component creating confusion in symmetric-key cryptog-
raphy. The S-box constitutes a significant load in cryptographic implementations; thus,
efficiently implementing it is crucial. However, optimizing circuits that include nonlinear
gates is challenging, and several tools have contributed to overcoming this difficulty, such as
the LIGHTER [JPST17], PEIGEN [BGLS19], and SAT solver-based tools [Sto16, ZH23],
graph based A* search tools [JBK24], and others. Some tools can optimize the number
of nonlinear gates, aiding in efficient side-channel analysis countermeasures, but this
optimization is challenging for large S-boxes of at least 8 bits. This limitation is compared
to heuristic searches optimizing 32-bit matrices [LXZZ21, SFX23] in terms of bit size
because S-box circuits involve many operation types (i.e., gates) and require more careful
consideration of the order of operations. For example, for three bit values a,b,c € Fa,
(a®b)®c=a® (bdc) holds, but (a-b) ®c # a- (bd c); hence, the value varies depending
on the order of operations.

The AES S-box, a representative large S-box, is defined by a combination of the
inverse operation and affine function over the finite field GF(2%). As GF(2%) is a field
extension of GF(2%), it can be decomposed into a combination of multiplication and
inverse operations over GF(2%). Moreover, GF(2%) is also a field extension of GF(2%),
and can be decomposed into a combination of multiplications and inverse operations
over GF(2%). The operations over GF(22) are performed at the bit level, translating
these operations directly into gates. The efficiency of the circuit depends on how the
field is decomposed based on the selected basis. The normal, polynomial, and mixed
bases [Can05, SMTMO01, NNT*10] are well known, and redundant representations also
exist such as polynomial ring representation [Dro98] and the redundantly represented
basis [NNI12]. The overall process of transforming the AES S-box into the mentioned bases
in GF(28), and then reverting it, can be expressed as a multiplication of linear matrices.
This matrix is combined with the affine function applied after the inverse operation in
GF(2%), and the combined linear layer is optimized using a heuristic algorithm. However,
the optimization of parts excluding the linear layer still requires improvement.

In this context, developing a tool for the overall optimization of large S-box circuits ben-
efits efficient circuit implementation. The most challenging aspect of overall optimization
is considering the combination and sequence of gates, and the AES S-box is a representative
example. The existing literature on constructing an AES S-box circuit typically separates
the entire S-box circuit into small S-boxes and linear layers, optimizing the linear layers
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without considering the small S-box. However, if small S-boxes and linear layers can be
integrated and optimized, a metric element may be amortized between the two layers, but
no such research has been conducted so far.

Contributions. This paper proposes a new framework for a heuristic search to optimize
the circuit depth or XOR gate count while maintaining the AND gate count and the
AND depth of S-box circuits, applying this framework to the AES, SNOW3G, and Saturnin
S-boxes. The contributions of this work are two-fold, summarized as follows:

1. First, this study proposes a framework optimizing the depth or XOR, gate count while
maintaining the AND gate count and the AND depth of the S-box circuit. Research
on optimizing S-box circuits has primarily employed mathematical automation tools,
such as SAT solvers [Stol16, BMD 20, ZH23] or pathfinding algorithms by graphing
the circuit [JPST17, BGLS19, JBK24]. Because these methods are based on a
thorough investigation, they tend to become more difficult as the size of the S-box
or the number of operations increases. For large S-boxes, such as the AES S-box,
the approach of optimizing the small S-boxes and linear layers separately before
combining them has been widely adopted. However, the proposed framework extracts
information from each node of the target circuit and reconstructs them based on
nonlinear gates. Adopting a new approach that uses Boyar—Peralta (BP) algorithm-
based heuristics to integrate and optimize the small S-boxes and linear layers can
amortize the optimization process and offer possibilities for further optimization. We
redefine the commonly used concepts of distance and Dist in BP algorithm-based
heuristics. Based on this, we extend the heuristics to address nonlinear gates not
presented in the linear layer. For higher performance, we also apply various circuit
modification techniques, such as switching AND and OR gates. The proposed
approach can manage 8-bit AES [DR02], SNOW3G [BHNS10] S-box circuits, and the
16-bit Saturnin [CDLT20] S-box circuit, all of which are difficult to manage with
existing tools. Figure 1 illustrates how the proposed framework optimizes the circuit
in terms of depth.

2. To demonstrate the effectiveness of the proposed framework, we incorporate the
random-normal-BP (RNBP) and BP with a depth limit (BPD) algorithms (BP
algorithm-based heuristics) into the framework and apply them to the AES [BP10,
BP12], SNOW3G [BHNS10], and Saturnin S-box [CDL™'20] circuits. To conduct
extensive experiments on AES S-box circuits, we find four new AES S-box circuits
using the method from [JBK24], based on the circuits in [BP10, BP12]. By applying
our framework to those six circuits, we discover several improved AES S-box circuits
in terms of depth and XOR gate count. It is worth noting that we identify a circuit
that reduces the depth from 27 to 24, compared to the best circuit in [mt16] with an
AND gate count of 32, surprisingly reducing the AND depth from 6 to 5 as well. In
addition, for the circuit discovered by Calik [mt16], we reduce the depth from 27 to
26, while maintaining the AND gate count of 32, XOR gate count of 81, and AND
depth of 6. For the same AND gate count and the AND depth, we also lower the
depth to 18, using, at most, 12 more XOR gates. We also obtain an AES S-box circuit
with AND depths of 4 and total gate depth of 15, representing an approximately 7%
improvement in depth. This result is the best in terms of depth among the existing
AES S-box circuits with the lowest AND depth. From another perspective, we obtain
a circuit with a reduction in the XOR gate count from 94 to 81, a 14% improvement,
although the depth increased. In summary, when applied to AES S-box circuits, the
proposed framework reduced the depth by up to 11 or the XOR gate count by up to
47, representing about 40% and 32% improvements, respectively. For the SNOW3G
S-box and Saturnin super S-box, the depth is reduced by about 25% and 11%, from
50 to 35 and from 28 to 25, respectively.
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Figure 1: Our framework for optimization of the circuit depth of a large S-box

Organization. Section 2 introduces the notation and BP algorithm-based heuristics (i.e.,
the RNBP and BPD algorithms). Next, Section 3 presents the proposed framework,
divided into pre-processing, optimization, and post-processing stages, demonstrating how
the RNBP and BPD algorithms are incorporated into the framework as examples during
the optimization steps. Section 4 investigates new circuits against AES and SNOW3G S-boxes
for experiments with the proposed framework, and presenting the optimization results for
various AES and SNOW3G S-box circuits and the Saturnin super S-box circuit. Section 5
explains how the proposed framework shifts the paradigm in the field of S-box circuit
optimization. Finally, Section 6 concludes the paper.

Software and Experimental Results. Our code can be found at https://github.com/
lemontrr/Extended-BP-Framework. The code can be easily applied to optimize other
S-boxes if the circuits are provided.

2 Preliminaries

In this section, we introduce the notation in this paper and describe the BP, RNBP, and
BPD algorithms.

2.1 Notation

The F; is a finite field with the set {0,1} equipped with multiplication - and addition &
operations, and FZ is an n-dimensional vector space over Fa. A gate is a function from
F% to Fo, and depending on the value of %, it is a *-fanin gate. The 1-fanin gates include
BUFFER and NOT, whereas the 2-fanin gates include AND, OR, NAND, NOR, XOR,
and X NOR. The definitions of these gates for a,b € Fy are as follows:

BUFFER(a) = a; NOT(a) =a®1;
AND(a,b) = a-b; OR(a,b) = (a®1)- (b 1) ®1; XOR(a,b)=adb;
NAND(a,b)=a-b®1; NOR(a,b)=(a®l)-(b&1l); XNOR(ab) =adbasl.

Among these gates, AND, OR, NAND, and NOR are nonlinear gates, and the rest are
linear. All nonlinear gates in this paper are 2-fanin gates. Composing appropriate linear
gates at the inputs and outputs can generate operations with different inputs and the same
output or modify the nonlinear gates into other nonlinear gates. Section 3.2 describes this
property in detail.

The gate inputs and outputs, called nodes, must be stored to implement the gate.
The use of a single gate implies a relationship in which one or two nodes are input into
the gate and one node is output. The gate is defined as G, the input nodes as v (resp.
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v,v"), and the output node as w. Thus we define this relationship as (w : G, {v}) (resp.
(w: G,{v,v'})). For example, when a NOT gate is used, it is written as (w : NOT, {v}),
meaning w = v @ 1, and when an AND gate is used, it is written as (w : AND, {v,v'})

and indicates that w = v - v’. A circuit is represented as a sequence of relationships and is
defined below.

Definition 1. The number of gates used in a circuit is ¢, where Gg,--- ,G._1 are gates,
and wg, - ,we_1 Tepresent the output nodes of each gate. For each i, V; denotes the
set of input nodes for G;. If xg,--- ,xp_1 denote the input nodes of the entire circuit,
and Yo, - -+ ,Ym—1 represent the output nodes of the circuit, then i;(< c) exists, such that
y; = wy; for all j <m. Then, circuit C is defined as a list of tuples, as follows:

C = [(wo : Go, Vo), (w1 : G1, V1), -+, (We1 : Gem1, Ver1),
(yo : BUFFER,{w;,}),(y1 : BUFFER,{w;,}), -, (Yym-1 : BUFFER,{w;, _,})],

where v € {xg, 1, -+, xn_1} U{w;|j <i} forallv e V; (0 <i<c), and the output nodes
wo, -+ ,We—1 of the gates are all distinct nodes.

The number of input and output nodes, n and m, respectively, are the input and
output size of the circuit. When expressing the number of times a specific gate is used in
a circuit, the gate is prefixed with #. For example, #XOR. is the number of XOR gates in
the circuit.

The depths of the nodes are defined inductively and depend on the circuit. Depth refers
to the total time required to run a circuit (i.e., the length of the longest path involved
in computing an output). The depth of a node w in the circuit is denoted as D(w). The
input and output sizes of circuit C are n and m, respectively, and the max function takes
an arbitrary number of inputs and returns the largest value among them. Then, the depth
is formally defined with the following properties:

o Fori < n, D(x;) =0.
o For any nodes v and w, if (w: BUFFER,v) € C, then D(w) = D(v).
o For any nodes v and w, if (w: NOT,v) € C, then D(w) = D(v) + 1.

o For any nodes vp,v;, and w and the 2-fanin gate G, if (w : G,vg,v1) € C, then
D(w) = max (D(vg), D(v1)) + 1.

The depth of C is defined as max (D(yo), -+ , D(Ym—1))-

2.2 BP Algorithm and Its Variants

Boyar and Peralta argued that the linear layer can be represented as a matrix, and
optimizing its XOR gate count is NP-hard, necessitating the development of heuristic
algorithms [BP10]. To address this problem, they proposed the heuristic BP algorithm to
reduce the XOR gate count. The BP algorithm has many variants, with aims falling into
two categories: minimizing the XOR, gate count or minimizing the XOR gate count with a
depth limit. In this section, we introduce the BP, RNBP, and BPD algorithms.

BP and RNBP: Minimizing the XOR Gate Count. The BP algorithm starts by initial-
izing S (called the base) as the set of input nodes xg,x1,- - ,x,—1 for a circuit with input
and output sizes of n and m, respectively. Then, the algorithm repeatedly selects a pair
of nodes from the base, runs XOR on them, and stores the results in the base. When
all output nodes yo, -+ ,ym—1 (called targets) are included in the base, the algorithm
terminates and outputs the constructed circuit up to that point. To select node pairs
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wisely, we calculated the distance, measuring how far each target is from the base (i.e., the
minimum number of additional XOR operations needed to implement the target). The
distance ¢ is defined below for base S and each target y;:

d—1
0(S,y;) =min| d | Jvg, - ,v4—1 € S such that y; = @vj, for d < |S|
§=0

The distances for each target are calculated based on the above definition, and the distance
vector Dist is formed from these distances:

Dist = [5(S,90),(S,41), - , (S, Ym—1)]

The BP algorithm selects node pairs by making them compete against each other. For
each node pair (v;,v}), the selection strategy is as follows:

1. The pair that minimizes the sum of the elements in the new Dist created by SU{v;@®v}}
wins.

2. The pair that maximizes the Euclidean norm of the new Dist created by SU{v; ® v}
wins.

The Euclidean norm of Dist is defined as Z?Z)l 0(S,y;)?. Pairs first compete using
Strategy 1, and if a tie occurs, they compete using Strategy 2. The pair is randomly chosen
if a tie also occurs using the second strategy.

If a specific target is implemented with a single XOR operation, no method is more
efficient than that operation, expressed as a distance of 1 to the target. Thus, pairs whose
distance changes from 1 to 0 are selected first without competition. This strategy is called
a pre-emptive strategy.

In the BP algorithm, two notable improvements exist without significant changes to the
strategy. The first improvement concerns the timing of triggering the pre-emptive strategy.
The traditional BP algorithm determines whether a pair qualifies for the pre-emptive
strategy while pairs are competing. If a pair qualifies, it is selected, but unnecessary
competition occurs until that point. Reyhani et al. [RTA18] proposed that pairs suitable
for the pre-emptive strategy can be identified as soon as the distance decreases from 2 to
1; thus, these pairs are selected without further competition. This improvement reduces
the computational effort spent on unnecessary competition.

The second improvement is the equalization of selection probabilities for tied pairs.
The BP algorithm compares the pair against newly examined pairs, discarding the losing
pair and selecting the winning pair. A random selection to break the tie is also made
during this process, increasing the final selection probability for later pairs. If the tied
pairs are investigated in the order (vg,v(), (vi,v}), (v2,v5), and (vs, v}), the probability
of each pair being selected is 1/8,1/8,1/4, and 1/2, respectively. Tan and Peyrin [TP20]
improved the algorithm by collecting all pairs resulting in ties from Strategies 1 and 2,
making a uniformly random selection among them. This algorithm is called RNBP.

BPD: Minimizing the XOR Gate Count with a Depth Limit. Li et al. [LSLT19]
proposed the BPD algorithm, which reduces XOR gates under a limited depth for low-
latency implementation. This algorithm is based on the BP algorithm and adds a feature
to limit the depth required to implement the target. They first proposed the following
theorem to obtain the minimum depth to implement an expression solely comprising XOR
operations.

Theorem 1. [LSL19] Let S = {vo,v1, - ,v,} be a set of nodes with D(v;) = d;, then

the lower bound of the depth of the circuit implementing z = vo®- - -®v, is [logy 31— 2447,
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Based on Theorem 1, the H-distance dp is defined to limit the depth in the BPD
algorithm. In addition, dy represents the additional XOR gate count to implement the
target without exceeding the depth H. If the implementation is infeasible, it outputs oc:

§H(S, yi) = min({d ‘ Jvo, -+ ,v4-1 € S s.t.

d—1 n—1
yi = @'U]’ and ’710g2 (Z 2D(1’j)>-‘ < H ford < S|}U{oo}>

Jj=0 Jj=0

The BPD algorithm uses dg to construct Dist and selects node pairs by following the
strategy of the BP algorithm, where pairs exceeding the depth H are excluded from the
selection. Additionally, the depths of all variables in the base are stored in A and used
to determine whether the depth exceeds a certain threshold. For an appropriate ¢, when
S ={vo,v1, -+ ,Ve—1}, A is defined as follows:

A = [D(vg),D(v1), -+, D(ve—1)].

3 Generating S-Box Circuits with BP-based Heuristics

In this section, we introduce a new framework for heuristic search aimed at optimizing the
circuit depth or XOR gate count in S-box circuits while preserving the AND gate count
and AND depth. To achieve this aim, we described the three steps that constitute the
proposed framework and explained the process of incorporating BP-based heuristics, such
as the RNBP and BPD algorithms.

3.1 Overview of the Framework

The framework is divided into three steps: a pre-processing step that transforms the circuit,
an optimizing step that employs embedded tools, and a post-processing step that manages
NOT gates. Figure 2 illustrates the overall structure.

Pre-processing Step. The pre-processing step extracts the XOR information from the tar-
get circuit so that the framework can operate in the optimizing step, which manages circuits
with nonlinear gates. Next, the circuit is transformed into multiple forms Co,Cy,--- ,Cp—1
where p denotes the number of transformed circuits. This process allows the optimizing
step to process the circuit with various configurations. Specifically, we employed equivalent
circuits to convert the XOR, information and perform multiple optimizing steps. This strat-
egy relies on the fact that the BP-based heuristic has demonstrated improved performance
through simple matrix transformations (row and column transformations) [BFI19, BFI21].

Finally, the NOT operations are removed from the XOR information and stored
separately. An additional node representing the constant 1 must be considered to address
the NOT operations. In Figure 2, C; represents C; with the NOT operation removed
for i < p. Although NOT gates typically have less load than other gates, the extended
BP-based heuristic treats the node with a constant of 1, the same as any other node.
Experimentally, adding the NOT gates later is effective. Therefore, the NOT gate is
removed in advance, and the node in which the NOT gate was used is recorded and added
during the post-processing step.

Optimizing Step. The optimizing step requires a heuristic for optimizing the linear layer
(extended BP-based heuristics) and extends the BP-based heuristic. Simple modifications
eliminate errors and enable the heuristic to manage nonlinear gates, which the original
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Figure 2: New framework for a heuristic search to optimize the circuit depth or XOR gate
count

BP-based heuristic could not manage. However, the existing strategy does not perform
well with circuits with nonlinear gates; therefore, further adjustments are required. Several
methods are described to modify the algorithm by incorporating the RNBP and BPD
algorithms.

Post-processing Step. The post-processing step adds the NOT gates stored during the
pre-processing step. The nodes with removed NOT gates are located and added back. If
possible, we combined them with existing XOR operations to form XNOR gates.

3.2 Pre-processing the S-Box Circuit

Related literature has explained the input-output XOR relationship of the linear layer
through matrix representation. However, we deal with circuits that include nonlinear gates,
and explaining the input-output relationships of such circuits via matrix representation is
challenging. We took a different approach to addressing this problem by extracting the
information of each node in the target circuit and reconstructing the nodes based on the
nonlinear gates.

The inputs and outputs of a circuit containing nonlinear gates are xg,--- ,x,_1 and
Yo, ,Ym—1, respectively. The number of nonlinear gates is k, and the input-output
nodes of the i-th nonlinear gate are ro;, ro;41, and g;. The framework extracts the XOR
information used to form rq, - ,7ok_1,%0," " * » Ym—1-

For i > 0, each g; cannot be used to construct gg,---,g;—1; hence, ro; and ro;4q
comprise the XOR of a constant of 1, z¢, - ,x,_1, and gg, - ,g;—1, where ry and 71
comprise the XOR of a constant of 1 and the input nodes. The output nodes comprise
the XOR of a constant of 1, g, -+ ,x,_1, and go, -+ ,grx—1. For better performance, the
information of the running XOR with a constant of 1 is stored separately and applied in
the post-processing step.
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We took the software-optimized implementation of the 4-bit GIFT [BPP*17] S-box
as an example to illustrate the new representation method. In Section 2.1, circuits are
formally defined; however, they are presented as equations for readability. In Table 1, the
circuit on the left is the original circuit, whereas the rewritten circuit on the right contains
information extracted according to the proposed method. The circuit on the right includes
XOR information and nonlinear gates to aid in understanding.

Table 1: Extraction of the XOR information from the GIFT S-box circuit

Original circuit Extraction of XOR information and nonlinear gates
No. | Gate No. | Gate No. | Gate
1 [ @1 =219 AND(z,z2) 1 [ ro=uo 9 | go=OR(ry,rs)
2 | t=290® AND(xy,x3) 2 | ri=ax9 10 | rg=20® 0
3 .’L‘zzl‘z@OR(t7ZIJ1) 3 _(]OZAND(T[),T1) 11 7 =21 D T2 EB:L’3@!]0@92
4 o = T3 D T2 > 4 ro =21 D go 12 g3:AND(7’6,T7)
5 |1 =71 D10 5 | rz3=uw3 13 | yo=72®D 13D g0
6 |wo=x0d1 6 [ 91=AND(ra,13) | 14 [ =21 D 22D 23D go D 92
7 | xa =122 ® AND(t, ) 7T [ra=200q 15 | go=22Dg2®ygs
8 T3 =1 8 s = 1 D go 16 | ys=20D g1
Nodes where NOT gate is used : yo

We obtained more diverse results by creating various configurations, slightly modifying
the circuit without adding nonlinear gates and changing the AND depth. The primary
modifications apply the properties of AND and OR gates.

Modifications of Input Bits of AND and OR Gates. Property 1 is easily verified to hold
for AND gates.

Property 1. For input nodes r9; and ro;+1 and output node g; of the i-th nonlinear gate,
Zf gi = AND(T%, T2i+1), then
gi = AND(r9i,72i11) = T2i " T2iq1
=19 - (T2i ® T2i41) © 125 = AND(r24,72; © 12441) D 724
=12i41 - (12 © T2i11) D r2i1 = AND(roi41,72 D r2i41) © T2i11-
The above property allows the circuit to be modified by adding additional XOR

operations to the inputs and outputs of the AND gate. Applying the two substitutions
below, which use the above property, can achieve two additional modifications:

e g; — g; ®ro; and 19,41 — r2; B ro;41 in XOR information.
e i — g; ®roip1 and ro; — ro; @ 1roi41 in XOR information.

At first, this transformation appears to require an additional XOR, gate, but depending
on the target XOR information, it can reduce the number of XOR gates. For example,
for a given target y, let y = AND(v,v @& v') @ v. The above modification simplifies to
y = AND(v,v"), reducing the number of XOR gates by two.

Similarly, we can derive Property 2 for OR gates.

Property 2. For input nodes r9; and ro;+1 and output node g; of the i-th nonlinear gate,
if gi = OR(r2i,72i11), then
gi = OR(r2,72i41) = (r2: ® 1) - (roip1 © 1) © 1
=(roi @ 1) (r2i ®rig1 1) &1 = OR(ro,72i © 12541)
= (r2ig1 D 1) - (r2i @241 © 1) @1 = OR(r2i41, 72 D T2i11).

Then, two more transformations can be attained through the following two substitutions
based on Property 2:
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® Toit1 —> T2 D roit1 in XOR information.

e T9; — T2; B 141 in XOR information.

Transformations Between AND and OR Gates. The AND and OR gates can also be
converted to each other using an additional XOR, operation, leading to Property 3.

Property 3. For input nodes r9; and ro;+1 and output node g; of the i-th nonlinear gate,
Zf gi = A]\/vl)(’l“gi7 T2i+1), then

9i = AND(rai;m2i41) = 72i - T2i41 = (r2i ®1) - (r2ip1 ©1) @ L O 125 © 12541
= OR(r;, T2i41) B ro; D T2i41.

Then, two more transformations can be obtained via the following two substitutions
based on Property 3:

e gi = gi ®ro; @ roipq in XOR information and g; = AND(ro;,r2i41) — gi =
OR(T% 7”2i+1)~

e gi — Gi ®ro; @ roipq in XOR information and ¢; = OR(re,T2i41) — gi =
AND(rgi, 72i41)-

For input nodes r9; and r3;+1 and output node g; of the i-th nonlinear gate, NAND
and NOR gates can also be converted to other nonlinear gates using Properties 1, 2, and 3,
and vice versa.

How to Select Transformations for Nonlinear Gates. When many nonlinear gates
exist, attempting to optimize all possible forms of transformed circuits is infeasible. The
initial circuit form influences the proposed heuristic algorithms; hence, we selected the
transformation for each nonlinear gate that results in the greatest reduction of XOR gates.
If transformations have equal rankings, we choose one at random or select both to increase
the number of possibilities. This process is repeated until no more transformations reduce
the number of XOR gates. Once this is accomplished, we proceed with the optimizing step
using the resulting circuits.

3.3 Incorporating Extended BP-based Heuristics into the Framework

In this section, we extend the RNBP and BPD algorithms to address nonlinear gates by
applying a new pre-emptive strategy similar to that in Section 2.2. Then, the algorithms
are incorporated into the proposed framework. In the framework, the RNBP algorithm
optimizes the XOR gate count, whereas the BPD algorithm optimizes the XOR gate count
with the depth limited to H. If H = oo in the BPD algorithm, it becomes the same as the
RNBP algorithm.

Extending BP-based Heuristics to Address Nonlinear Gates. The difficulty in directly
applying the RNBP and BPD algorithms to S-box circuit optimization is that targets
cannot be created using only XOR gates. In circuits with nonlinear gates, BP-based
heuristics terminate and output | without generating nonlinear gates. Our framework
solves this problem by adding the input nodes of nonlinear gates to the set of targets
and by adding the output node of that gate to base S if two inputs of a nonlinear gate
are implemented. The input nodes of the i-th nonlinear gate are ry; and 79,11, and let
the output node is g;. If ro; and 79,41 are implemented, g; can be computed in a single
operation; thus, it is implemented immediately. That is, if ro; and r9; 41 belong to S, g;
is added to S, and this process is a new pre-emptive strategy. In this way, as the output
nodes of nonlinear gates are added to S, the targets can be gradually implemented.
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Recall that the BP-based heuristics are discussed in Section 2.2. For a circuit using k
nonlinear gates, the extended algorithm and original algorithm are collectively provided in
Algorithm 1. The black text indicates generalized BP-based heuristics, whereas the red
text indicates extensions for the complete application in our framework.

Algorithm 1 Extended BP/RNBP algorithm-based heuristic (eBP/eRNBP)

Input: input size n, target nodes (output of a circuit) yo, - - , Ym—1, number of nonlinear
gates k, nonlinear gates Go, -+ ,Gr_1
Output: optimized circuit C
Y« {ro,--- ,rak—1,%0," ", Ym—17}
S+ {l’o, to ,.’En71}
C«+[]

Dist «+—update_Dist(5,Y)
while Y ¢ S do
W+ {w | w=v@v such that w ¢ S for v,v' € S}

if W =0 then

return L
if g; ¢ S and r9;, 79,41 € S for any ¢ then

(’U} : G, {U, 1)/}) — (gi : G,,j, {T‘gi, 7’27;+1}) > new pre-emptive strategy
else

(w: G, {v,v'}) « T(W,S,Y, Dist) >w=v®v for v,v' €S and G = XOR
S« SU {w}

append (w : G, {v,v'}) to C
Dist +update_Dist(S,Y)
return C

In this study, S represents the base, and Y denotes the set of targets. The function
update_ Dist recalculates the distances in Dist. Strategy 7 is applied for the competition
between pairs, and for three nodes w, v, and v’ satisfying w = v @ v’, the function outputs
the tuple (w: XOR, {v,v'}). An XOR gate is assigned to G, and the tuple is appended to
C. In addition, (v,v’) represents the node pair selected via strategy 7, and the strategies
explained in Section 2.2 are examples of this strategy. These strategies work to select the
node pairs that bring the algorithm closer to the goal, using all values of W, S,Y | and
data that the algorithm can manage.

Incorporating the RNBP Algorithm. The distance § defined in Section 2.2 is changed to
output co because it may be impossible to implement the target due to a nonlinear gate.
For all targets y;, the new distance §*(S,y;) is defined as follows:

d—1
0*(S,y;) = min d| Jvg, -+ ,v4-1 € S such that y; = @vj, for d < |S] p U{co}
j=0

This adjustment ensures that the update_ Dist function works without errors. Strategy
T adopted the strategies of the RNBP algorithms as described in Section 2.2. We applied
the Euclidean norm of Dist and the sum of the elements of Dist in the selection strategy.
If 0o is included in Dist, both cases output oo, which does not cause errors but does not
significantly influence pair selection. In such cases, the RNBP algorithm is forced to make
random choices, deviating from the goal of an efficient circuit. To optimize, we adjust Dist
by excluding values that output co. Our framework incorporating the RNBP algorithm
conforms to Algorithm 1 and we call this eRNBP.
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Incorporating the BPD Algorithm. The BPD algorithm takes an input S-box circuit, sets
a threshold for a certain depth, and outputs a circuit with a minimized XOR gate count,
without exceeding the depth threshold. The update Dist_and_A function calculates
Dist and A and outputs Dist, A, and H, using S and Y in its calculations. H is a fixed
value and can therefore be defined within the algorithm. H is the final depth of the circuit
(excluding NOT gates), and we use Theorem 1 to determine the minimum value of H to
consider its possible range. The XOR information for rg, -+ ,r25—1,%0," ** , Ym—1 iS known
from Section 3.2; therefore, the minimum depth required to construct each node can be
obtained if the depths of gg, g1, ,gx—1 are known. According to the definition of depth,
for each 1,

D(g;) = max(D(ra;, r2i41)) + 1. (1)

Furthermore, each g; is not used to construct rg,--- ,79;_1. Thus, Theorem 1 and
Equation (1) can determine the minimum depth for each node in the order of rg, r1, go, 72,
T3, G1, "5 T2k—2, T2k—1, Jk—15 Y0, Y1, ** *» Ym—1- Lhe minimum depth of the entire circuit
is max(D(yo), -+ s D(Ym—1)), which is considered the minimum value of H.

The distance used in the BPD algorithm is set to H, the maximum depth that any target
can have, but this cannot be done for the new targets (inputs of nonlinear gates). Because
these are values in the middle of the circuit, when H is reached, the final depth of the
circuit can exceed H. Therefore, we set a maximum depth for all targets. We calculated the
minimum depths of the targets using Theorem 1 and increased the depths so that the final
depth of the circuit does not exceed H. The function calculate depth_ limit_ each_ target
describes this process, and the output of this function, Hy, is a function that outputs the
maximum depth that the target can reach when a target is input. For all targets y;, the
new distance 67 (S, y;) is defined as follows:

31 (S, y:) = min({d | Jvo, -+ ,va—1 € S s.t.

yi = @U]‘ and lrlog2 (i: 2D(”1)>—‘ < Hy(y;) for d < |S|}U{oo}>

=0 =0

In incorporating the BPD algorithm, Dist is defined well, and by definition, A does not
include noninteger values (e.g., co). However, the BPD algorithm also uses the Euclidean norm of
Dist and the sum of the elements of Dist in the selection strategy; thus, it can still lead to the
problem of distances potentially being co. As with the incorporating of the RNBP algorithm,
Dist is constructed excluding co. During the investigation, the depth limit H was manually set
according to Theorem 1 starting from the lower bound of the depth. Therefore, if the circuit with
H as the lower bound is generated, it can be considered optimized from the perspective of depth.
Our framework incorporating the BPD algorithm conforms to Algorithm 2.

The most time-consuming part of the algorithm is applying strategy 7 to all elements in
W; thus, reducing the size of W increases the speed of the algorithm. In each iteration, the
algorithm calculates the Dist caused by elements in W to apply strategy 7, and in the next
iteration, it recalculates Dist for elements that were not selected. To improve the algorithm’s
performance, we can consider removing elements whose Dist does not change in the next iteration.
By investigating only a portion of W, the speed improves, but the algorithm output may not be
optimal.

Comparison of eRNBP and eBPD. The eBPD determines whether the depth of the two
input nodes of an AND gate exceeds a threshold when triggering a new pre-emptive strategy,
whereas eRNBP does not. Accordingly, eRNBP minimizes only the XOR gate count of the given
S-box circuit, and its depth cannot be manually controlled. However, eBPD sets the input depth
as a threshold and minimizes the XOR gate count without exceeding this threshold. Among the
two methods, eBPD produced better overall results, as provided in Section 4.
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Algorithm 2 Extended BPD algorithm based heuristic (eBPD)
Input: input size n, depth limit H, target nodes (output of a circuit) yo,- -, Ym—1,

number of nonlinear gates k, nonlinear gates Go, -+, Gr—1
Output: optimized circuit C

Y < {ro, - rak—1,%05 " s Ym—1}

S« {xo, -, Tp_1}

C+ ]

Hy <calculate depth_limit_each_ target(Y, H)
Dist, A «<—update_Dist_and_A(S,Y, H)
while Y ¢ S do
W+ {w | w=v®v such that w ¢ S for v,v' € S}
if W =0 then
return |
if g; ¢ S and ro;, 19,11 € S for any ¢ then
if D(T‘Qj) S Hy("f‘g,,‘) and D(7‘2i+1) S Hy(7‘2i+l) then

(’w : G, {’U, ’Ul}) < (gi : GL-, {7'22‘,7'2i+1}) > new pre-emptive strategy
else
(w : G, {U,UI}) «— T(W,S,Y, Dist, A, H) >w=v®0v for v,v’ €S and G = XOR
S+ Su{w}

append (w : G, {v,v'}) to C
Dist, A <—update_Dist_and_A(S,Y, H)
return C

4 Applications to AES, SNOW3G, and Saturnin S-Box Circuits

We applied the proposed framework to the AES, SNOW3G, and Saturnin S-boxes to evaluate its
effectiveness. In particular, we searched for new circuits that are competitive in terms of the AND
gate count and the AND depth to perform various experiments on the AES S-box. Specifically, we
conducted a new investigation on a polynomial basis representation of the GF(28) inverse. In the
case of the SNOW3G S-box, the circuit had not previously been proposed and is newly implemented
in this work. Finally, we optimized the competitive circuits for the AES, SNOW3G, and Saturnin
S-boxes, including our proposed circuits, for either the circuit depth or XOR gate count. These
S-boxes share the common feature of being structural combinations of small S-boxes; hence, they
are suitable for applying our framework.

4.1 Generating New AES S-box Circuits

The AES S-box circuits by Boyar and Peralta [BP10, BP12] were generated using tower field
construction. Since it is shown in [BP10] that constructing GF(2®) inverter based on tower
field construction is optimal from a cost perspective, it is reasonable to use circuits based on
the approach. We applied the tool from [JBK24] to the two circuits proposed in [BP10, BP12],
modifying only the multiplicative inverter over GF (24). The tool outputs only a single result, but
we modified the tool to output all possible circuits. Similar to the approach in [BP12], where the
AND gate count was increased to reduce the depth, we modified the tool to output circuits that
slightly increase the AND gate count while reducing the depth.

Using the strategy described above, we found several new AES S-box circuits that show
performance improvements in one or two of the five metrics. In concrete, for each of the circuits
in [BP10] and [BP12], we applied two types of multiplicative inverters, resulting in a total of four
AES S-box circuits (see Table 2). These circuits have AND depths of 5 and 4, using 32 and 33
AND gates, respectively. Compared to the original ones, our results reduce either the AND depth
or the AND gate count by up to 2. The new circuits for [BP10] and [BP12] are presented in
Listings 1 and 2, and in Listings 3 and 4 in Appendix B, respectively.
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4.2 Generating New SNOW3G S-box Circuit

We newly implemented the 8-bit S-box Sg [For06], used to operate S2 in SNOW3G. This S-box
comprises the function gag : Fas — Fys defined as gag(z) ® 0x25. The function g9, known as the
Dickson polynomial, is defined as follows:

Gao(t) = £+ 1% 4+ 113 4 £15 4 433 4 40 AT 4 49,
gao satisfies gao = g7(g7(t)), where g7 is another Dickson polynomial [BHNS10], defined as follows:
gr(t) =t +1° +1".

By implementing g7 and composing it with itself, we can implement gag.

Since t7 is constructed as the product of ¢ and t°, we implemented the operations in the order
of 12, t°, 7, and t + t° + 7. We performed the implementation using the finite field extension.
Specifically, GF(2®) is treated as a field constructed with 2* + Az + B for A, B € GF(2*), where
W is the root of 2 + Az + B, and «, 8 are elements of GF(2%).

Computing t2. Let t = oW + 8. Then, t? is calculated as follows:
t* = (aW + 8)° = °W? + 5% = *AW + o°B + 5°.
Since t? consists of squaring and scalar multiplication operations over GF (24), by Theorem 2, it

is a linear operation.

Computing t°. Let t = oW + 8. Squaring ¢? to obtain t* yields the following:
t' = (AW + a’B+ )’ = o' A*W? + o' B* + 8* = o*A’W + o*A’B + o* B* + p*.
As t5 =t x t*, it can be obtained as follows:
t° = (aW + B)(a*A°W + o*A’B + o*B* + %)
=’ A’W? + (0’ A’B+ o°B* + ap* + a'BAY YW + o' BA’B 4 o' B* + 3°
= (@"A" + " A’B+a°B* + af* + o' BA )W + o’ A’ B+ o*BA’B + o' 8B* + §°
If we set A =1, t° is expressed as follows:
5= (a5 +a’B+a°B? +af* + a4ﬁ)W +a’B+a*B8B+ o*8B? + 3°
= ((a+B)° + (B+ B*)a’ + B°) W + o’B + (B + B*)a'p + °
According to the above expression, implementing t° requires constant multiplication over

GF(2*) and the implementation of o, where a* is calculated through two squaring operations.
These two operations are implemented as linear operations by Theorem 2.

Theorem 2. Squaring and multiplying by a constant over GF(24) are linear operations.

Proof. The proof of this theorem is given in Appendix A. O

Thus, by computing o, 8°, (o + £)°, and a*B, we can determine ¢° via linear operations.

o Using the tool from [JBK24], we obtained a circuit for computing the fifth power over
GF(2*) using 3 AND gates. Thus, we used 3 AND gates each to compute o°, 8%, and

(a+B)°.

« According to Theorem 2, computing o* is a linear operation. Since a8 can be implemented
as multiplication in GF(2*), we used the method from [PFR98] to implement it with 9
AND gates.

We computed t® using 18 AND gates and additional linear operations.
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Computing t7. The multiplication of elements aW 4 3 and o/ W + 3’ proceeds as follows:

(aW + B)(@'W + ') = ad'W? + (af + o/ B)W + B’
= (ad A+ af +d'B)W + aa'B + 85"

When A = 1, the equation expands as follows:

(aW + B) (o'W + ') = (ad’ + B’ + o'B)W + aa’B + 85’
= ((@+B)(a' + ")+ B8 )W + aa’'B + Bp'.

Thus, t” can be implemented using three multiplications over GF(2*) for ace, 85’, and (o +
B)(a’ + '), along with linear operation. Each multiplication was implemented using the method
from [PFRYS], requiring a total of 27 AND gates.

Computing t + t® + t7. 18 AND gates were used to implement ¢°, and 27 AND gates were
used to implement ¢7. Therefore, 45 AND gates were used in total to implement gr.

Constructing g49. Due to the complexity of the circuit structure, we optimized S by dividing
it into first and second halves. As gsg comprises of g7 and its composite, we divided it into the
first g7 and last g7, applied the above computational process to each, and combined the two
results. This approach allowed us to implement S with a depth of 34 and an AND depth of 4,
using 90 AND gates and 366 XOR gates (Listing 20 in Appendix B). The total number of gates
proposed in [BHNS10] is 498, while our result improves upon this, reducing the count to 456.

4.3 Results for AES, SNOW3G, and Saturnin S-Box Circuits

Due to the difficulty of calculating all transformations presented in the pre-processing step,
we adopted the search strategy discussed in Section 3.2. Our experiments focused on the AES
S-box circuit from [BP10] and its improved circuit [mt16], the one from [BP12] and its improved
circuit [BFPT17], and two new circuits discussed in Section 4.1. The circuits proposed in [BP10]
and [mt16] have the same XOR information, and the circuits proposed in [BP12] and [BFP*17] also
share the same XOR information. Therefore, only the circuits proposed in [BP10] and [BP12] must
be considered to obtain results for analyzing the four targets. Additionally, we explored the SNOW3G
S-box circuit [For06] (discussed in Section 4.2) and the Saturnin super S-box circuit [CDL'20].
All circuits we found are presented in Appendix B, and Table 2 summarizes the results. All results
were investigated by increasing the depth threshold starting from the lower bound according to
Theorem 1 ([LSL*19]); thus, Listings 10, 14, 15, 17, 18, 19, and 22 have optimized depths.

It is worth noting that we identified the best 24-depth implementation of the AES circuit
among circuits with an AND gate count of 32 and an AND depth of 5 (Listing 11), which is
based on the newly generated circuit (Listing 1). The circuit reduces the depth and the AND
depth by 3 and 1, respectively, compared to the circuit in [mt16]. We also obtained the 26-depth
implementation of the AES S-box circuit (Listing 5), which was the best among the circuits with
an AND gate count of 32 and an AND depth of 6. Based on the circuit in [mt16], the depth was
reduced to as low as 18 using 12 additional XOR gates at most. Another one is the AES S-box
circuit with a depth of 15 (Listing 17) using 100 XOR gates, improving on the previous minimum
depth of 16 for an AES S-box with an AND gate count of 34 and an AND depth of 4. To the best
of our knowledge, the AES S-box circuit with a depth of 15, using 34 AND gates, represents the
best result in this category in terms of depth. For the SNOW3G S-box circuit, the depth was reduced
from 34 to 24 (Listing 21). Additionally, for the Saturnin super S-box circuit, the depth was
reduced from 28 to 25 (Listing 22). These results demonstrate the effectiveness of our framework.

Based on our experiments, the BPD algorithm yielded better overall results compared to the
RNBP algorithm in the proposed framework. For the AES S-box circuit in [BP10], we found an
implementation with an XOR gate count of 81 using eRNBP, increasing the depth from 28 to
34. In contrast, using eBPD, we found an implementation with the same XOR gate count 81 but
with a depth reduced from 28 to 26 (Listing 5). For the Saturnin super S-box, the results from
eRNBP were worse, and only eBPD offered better results in terms of depth.

For the AES S-box circuits, the results based on eBPD tend to involve a trade-off between the
depth and number of linear gates. As the depth decreases, the increase in XOR gate count is
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Table 2: Comparison of results for AES, SNOW3G, and Saturnin

S-box D AD #NL #L #(gate) Algorithm Reference
28 6 32 83 115 BP + ad-hoc [BP10]
27 6 32 81 113 ad-hoc [mt16]
26 [ 32 81 113 eBPD Sect. 4.3 (Listing 5)
23 [§ 32 82 114 eBPD Sect. 4.3 (Listing 6)
22 6 32 85 117 eBPD Sect. 4.3 (Listing 7)
21 6 32 90 122 eBPD Sect. 4.3 (Listing 8)
20 6 32 92 124 eBPD Sect. 4.3 (Listing 9)
180 6 32 93 125 eBPD Sect. 4.3 (Listing 10)
25 5 32 85 117 ad-hoc Sect. 4.1 (Listing 1)
24 5 32 81 113 eBPD Sect. 4.3 (Listing 11)
23 5 32 83 115 eBPD Sect. 4.3 (Listing 12)
22 5 32 84 116 eBPD Sect. 4.3 (Listing 13)
17t 5 32 97 129 eBPD Sect. 4.3 (Listing 14)
23 4 33 85 118 ad-hoc Sect. 4.1 (Listing 2)
AES S-box 16t 4 33 104 137 eBPD Sect. 4.3 (Listing 15)
16 4 34 904 128 ad-hoc [BP12]
16 4 34 91 125 ad-hoc [BFP*17]
28 4 34 81 115 eRNBP Sect. 4.3 (Listing 16)
15t 4 34 100 134 eBPD Sect. 4.3 (Listing 17)
18 5 32 96 128 ad-hoc Sect. 4.1 (Listing 3)
17t 5 32 93 125 eBPD Sect. 4.3 (Listing 18)
17 4 33 96 129 ad-hoc Sect. 4.1 (Listing 4)
160 4 33 101 134 eBPD Sect. 4.3 (Listing 19)
15 5 54 107 161 ad-hoc [UHST15]
17 5 50 79 129 ad-hoc [RTA1S]
21 5 50 69 119 ad-hoc [RTA18]
34 4 90 366 456 ad-hoc Sect. 4.2 (Listing 20)
SNOWSG S-box o4 4 g0 533 623 eBPD  Sect. 4.2 (Listing 21)
Saturnin S-box 28 12 48 86 134 ad-hoc [CDL™20]
25t 12 48 143 191 eBPD Sect. 4.3 (Listing 22)

- D: depth / AD: AND depth / #NL: the number of nonlinear gates / #L: the number of linear gates
- TOptimized depth for each circuit

relatively small, which can facilitate selecting the appropriate circuit depending on the application
environment.

5 Discussion: Paradigm Shift in S-Box Circuit Optimization

Optimization techniques for S-box circuits are categorized based on the target size. Various tools
and techniques for optimally implementing small-sized S-box circuits work particularly well for
4-bit sizes. These tools primarily operate by inputting an S-box table. Although the proposed
framework requires more information than just an S-box table because it requires an S-box circuit
as input, this disadvantage can be overcome by integrating this technique with other tools.

In contrast, optimizing large-sized S-box circuits is challenging. Several mathematical tech-
niques are applied using a divide-and-conquer approach for mathematically constructed S-boxes.
This paradigm leaves room for further optimization because the divided parts do not interfere
with each other. The proposed framework can manage an 8-bit AES S-box and advances this
paradigm.

Small S-box Circuits. The measures considered for constructing circuits for small S-boxes are
the MC, bitslice gate complexity (BGC), gate complexity (GC), depth, and AND depth. Table 3
compares the designed tool with existing tools for implementing circuits of S-boxes. The search
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methods of the existing tools are divided into two categories: using SAT solvers or constructing
graphs and applying pathfinding logic. Both methods are based on exhaustive searches, which
tend to become significantly more difficult as the size of the S-box or the number of required
operators increases.

The SAT solver-based tool presented in [Stol6] can optimize the MC, BGC, GC, and depth.
The paper demonstrates a method for optimizing multiple measures by optimizing one measure
before optimizing the others. Zhang and Huang [ZH23] found significant performance improvements
by changing the expression format of the equations in [Sto16]. Bilgin et al. [BMD™20] introduced
a tool based on the work in [Stol6] to optimize the MC and AND depth of 4-bit S-boxes. They
also proposed an analysis of some large S-boxes and employed additional tools to optimize of
internal affine layers.

LIGHTER [JPST17] is a circuit generation tool for 4-bit S-boxes, which constructs a graph
where function values are vertices and gates are edges, performing a breadth-first search (BFS)
integrated with MITM to determine the circuit. LIGHTER has the advantage of allowing the
customization of the gate costs used in GC calculations and enabling the calculation of BGC.
PEIGEN [BGLS19] improves the performance of [JPST17] via technical upgrades and can calculate
depth but can hardly handle S-boxes larger than a 5-bit size. Jeon et al. [JBK24] proposed a
novel approach that constructs a different type of graph and performs an A* search to determine
the S-box circuit. This tool determines circuits using the minimum number of AND gates and
can construct circuits for 5-bit and some 6-bit S-boxes.

The three tools in [BMD"20], [JPST17], and [JBK24] can reduce the MC and AND depth
but cannot simultaneously optimize depth. Incorporating the proposed framework into circuits
with reduced MC and AND depth can determine S-boxes with low depth. This framework
with [JBK24], which manages sizes up to 6 bits, maximizes performance.

Table 3: Comparison of the existing tools for generating efficient S-box circuits

Tools Base technique Target measure Input type Applicability to AES S-box
[Sto16] SAT solver MC, BGC, GC, depth S-box table No
[JPST17]  Graph based BFS with MITM BGC, GC S-box table No
[BGLS19]  Graph based BFS with MITM MC, BGC, GC, depth S-box table No
[BMD*20] SAT solver MC, AND depth S-box table No
[ZH23] SAT solver MC, BGC, GC, depth S-box table No
[JBK24] Graph based A* search MC S-box table No
Ours eRNBP, eBPD #XOR, depth S-box circuit Yes

MC : multiplicative complexity / BGC : bitslice gate complexity / GC : gate complexity

Large S-box Circuits. Until now, tools could not directly manage the circuit of an 8-bit S-box.
For instance, the AES S-box circuit often requires a divide-and-conquer approach, where it is
mathematically decomposed, and smaller S-boxes and linear layers are optimized separately.
Additional methods, such as tower field extension or Fermat’s little theorem, are often used to
structure the S-box, allowing for partial implementation but making it challenging to directly
optimize the entire circuit. However, our tool integrates and optimizes small S-boxes and linear
layers using BP-based heuristics, amortizing the optimization process and offering possibilities for
further optimization. As demonstrated by the improvements in Section 4, our tool can efficiently
manage 8-bit AES and SNOW3G S-boxes, and 16-bit Saturnin super S-box circuits. Figure 3
illustrates our proposed paradigm, where the process of optimizing linear gates (in the blue box)
refers to our framework.

Advantages of the New Paradigm. Our paradigm, like the previous one, offers more efficient
circuits by optimizing circuits for small S-boxes in the larger S-box. However, in the previous
paradigm, although linear layers and small S-boxes could each be individually optimized well, the
interactions at their connection points were not considered. Our paradigm rewrites the inputs
of the nonlinear and linear gates in the circuit, allowing for the interactions between layers to
be considered. With this approach, various cost metrics can be reduced, the most notable being
the depth and XOR gate count. Regarding depth, the interaction between layers can potentially
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Figure 3: New paradigm to find efficient circuits for large S-boxes

reduce the depth at the connection points, as more gates can be processed at a single depth. When
two layers are considered together, there can be instances where XOR gates are used consecutively.
In such cases, these two gates can be removed, offering an opportunity to reduce the XOR gate
count. Optimizing the depth and identifying shared operations across layers can improve the
latency and area.

6 Conclusion and Future Work

In this paper, we proposed a new framework for a heuristic search to optimize the circuit depth or
XOR gate count of S-box circuits without increasing the AND gate count and the AND depth. We
expanded the method from an individual component optimization to a comprehensive optimization
by extracting and reconstructing XOR information for each node based on the nonlinear gates.
Considering the RNBP and BPD algorithms, we also extended the BP algorithm-based heuristics
to manage the nonlinear gates, incorporating these into the framework. Thus, we acquired several
results for the AES, SNOW3G, and Saturnin S-box circuits.
The following research is of interest for future work:

e The algorithm incorporating BPD sometimes implements a node representing the same
value twice, which is inefficient; hence, eliminating this problem could improve performance.

e To improve performance, we removed oo from Dist. Thus, targets with a distance of co
were excluded from consideration when selecting a node pair for a new XOR, operation.
We can calculate the distance by excluding the unrealized nonlinear gates from the XOR
information of the corresponding target to account partially for the excluded targets. This
approach is expected to yield more efficient results.

e In addition to the RNBP and BPD algorithms considered in the current framework, other
BP algorithm-based heuristics can be incorporated, and it would be interesting to analyze
their results.
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A Proof of Theorem 2

We treat GF(2®%) as a field constructed with x* + Az + B for A, B € GF(2*), and consider the
irreducible polynomial used in GF(24) as ¥ 4+ O3 + Cox® + C1z + Cy. If 2 is a root of this
polynomial, the elements of GF(2%) is represented as y32® + 722> 4+ 712 4+ 70. The squaring of
this element can be calculated as follows:

(132° + 722" + Mz +70)? = ((Cs + C1)vs + Cs72)2°

+ ((C3C2 4+ C3C1 + C2 + Co)ys + Caya + 71)22
+ ((C3C1 + C3Ch + C2C1)y3 + Ciy2)z
+ ((C3Co + C2Co)vs + Coyz).

Thus, once the polynomial is determined, this calculation can be implemented using only XOR

gates.

The constant A is also an element of GF(2%); hence, it can be represented as Azz® 4 Agz? +
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A1z + Ap. The multiplication of A with v32% + v22% 4+ 12 + o is as follows:

A(y32® + 722 + 712+ 70)
= ((A3Cs5 4+ A3C1 + A2C5 + ACo + A1Cs + Ag)ys + (A3Cs + A3Cy + AsCs + A1)vye
+ (A3C3 + As + A2)’Yl)23
+ (A3C3Cy + A3C3Cy + A3Cy + AsCo + A2C3Ca + A2C1 + A1C2)vs
+ (A3C3C% + A3Cr + A2C2 + Ao)vz + (AsCae + A1)y + A2’Yo)22
+ (A3C3C1 + A3sCsCo + A3C2C1 + A2C3C1 + A2Co + A1Ch)ys
+ (A3C3C1 + A3Co + A2C1)y2 + (A3Ci + Aoy + Ai0)z
+ (A3C3CH + A3sC2Co + A2C3Cs + A1Co)vs + (AsC3Cy + A2Ch)v2 + AsCoyi + Aoo)-

Thus, once the polynomial and constant A are determined, this calculation can be implemented
using only XOR gates. The calculation of multiplying constant B can also be implemented using
only XOR gates.
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B New S-box Circuits of AES, SNOW3G and Saturnin

This section presents the discovered AES, SNOW3G, and Saturnin S-box circuits. For all ¢ and j, z;
and y; are the input and output nodes of the circuit, respectively, and ¢; is a temporary node. r2;
and r2;41 are the input nodes of the i-th nonlinear gate, and g; is output node of the gate. XOR
and X NOR are expressed using @ and constant 1, and nonlinear gates are expressed as the gate
function such as AND, OR.

Listing 1: New AES S-box circuit (D: 25, AD: 5, #NL: 32, #L: 85, #(gate): 117)

Depth | Operation Depth | Operation Depth | Operation Depth | Operation
1 to = x4 B T2 7 g7 = AND(to, t18) 15 g11 = AND(t34,t30) 19 58 = g23 D goa
1 t1=a7® 11 7 to =11 Sty 15 913 = AN D(t36, ta2) 19 t59 = g6 D g2
1 to=x7 B2y 7 too = x7 B oo 15 Jgi6 = AND(tLLr,., Io) 19 te2 = g14 © g17
1 ty = a7 ® 12 7 ta3 = g1 ® go 15 919 = AND(tsg,t17) 19 tes = ga26 D ls7
1 ty =26 D5 7 tag = g3 D g6 15 gos = AND(tys, ) 20 ts5 = g29 D g30
2 ts =1, & o 8 tos = g4 @ g3 15 gos = AND(t9,ts) 20 te1 = g21 D g2
2 l7=1t1 Dty 8 tas = g5 D g3 15 ls1 = ta9 ® lss 20 tez = g20 D g21
3 le =15 ® g 8 tor = g7 @ g6 16 920 = AND(t51, t16) 20 tea = g30 D ga1
3 ls =t5 ® 7 8 ta0 = toa B lag 16 g29 = AND(t51,12) 20 tee = ts9 D toa
3 lg =15 ® 1 9 tog = tog @ tor 16 laa = g13 D tag 21 ter = g18 D ts5
3 lh=1z3®17 9 t31 = tos @ tor 16 lag = g11 D tar 21 tes = 917 D tes
4 g2 = AN D(tg, o) 9 a2 = to6 D lag 16 teo = 916 D g19 21 teg = t55 D lee
4 g1 =AND(tg, t5) 9 t3qs =t30 D lig 17 915 = AND(ta4, t14) 21 t70 = g2s D les
4 tio =1t Dtz 10 t33 = tag @ t13 17 g18 = AN D(tys, t5) 22 t71 =te1 D ler
4 tiz =t11 22 10 t35 = t31 @ tar 17 gaa = AND(tsa,t10) 22 t7o = tsg @ ter
4 t13 =t11 ® e 10 t36 = t32 @t 17 gar = AN D(tss, to) 22 t73 = g1s D les
5 go = AND(t7,t12) 11 g9 = AN D(t33,t35) 17 t50 = tas D taa 22 Yo =teg Dlsr D1
5 tia = ti2 Do 11 t37 = t33 Dtz 17 tse = tag O tas 23 trg =t70 D tn1
5 tis =t12 &l 11 tao = t35 D t3e 17 tss = tas D laa 23 trs = g15 D tr2
5 tie =t13 O t2 11 tie = t34 D t33 18 914 = AND(ts3,t12) 23 Y1 =1tr1 Dles D1
6 g1 = AN D(t10,t14) 12 3z = t36 © go 18 g17 = AN D(ts2,t20) 23 Y7 = tes D lr2
6 g6 = AN D(t2,t16) 12 ty1 =134 D gy 18 ga2 = AND(ts0,t15) 24 t76 = t73 B l7a
6 gs = AND(ts, t15) 13 g10 = AND(t37,t38) 18 923 = AN D(ts3,t7) 24 Y2 = ts6 D tra
6 tir = xo B tis 13 g12 = AND(ts0,t41) 18 ga6 = AND(ts2,t1) 24 Y3 = teo D lrs
6 tis =t15 S lie 14 t39 = go P g10 18 g31 = AND(ts0,t3) 24 Ya = te2 D lrs
6 tig =t15 B3 14 ti2 = go © g12 18 54 = t51 © ts0 25 Ys = t76 Dlea D1
6 tog = t4 ®tie 14 taz = tao B g12 18 l56 = g24 D g25 25 Y6 =Ys Dilrs D1
6 tas = g2 D go 14 tas = l36 D g12 18 ts7 = g19 D gor
7 g3 = AND(t1,t) 14 tar = tas D g1o 19 go1 = AND(ts4,t18)
7 g5 = AN D(ts, t17) 14 tag = t34 ® g10 19 g30 = AN D(t54,%0)
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Listing 2: New AES S-box circuit (D: 23, AD: 4, #NL: 33, #L: 85, #(gate): 118)
Depth | Operation Depth | Operation Depth | Operation Depth | Operation
1 to=x4 B o 7 = AND(t“,tlg) 13 g1a = AND(t;;s, t42) 17 g31 = AND(t:,;L, t())
1 ti =x7d 1 7 to1 =11 ©tao 14 taa = g1a D tag 17 tss = g2a4 D g25
1 ty =7 ® x4 7 tag = w7 S t2g 14 tas = t36 © g11 17 ts9 = g17 & gor
1 ty = a7 ® T2 7 ta3 = g1 @ go 14 tas = g13 D tar 17 te2 = g15 D g1s
1 ty =26 D5 7 tog = gs D g6 14 ta9 = t34 © g0 17 to5 = gor © to7
2 ts =t4 @ o 8 tos = g4 D g3 15 916 = AND(t4a,t14) 18 ts5 = g0 B ga1
2 tr=t1 &t 8 to6 = g5 D g3 15 g17 = AND(t45,w0) 18 te1 = g22 D go3
3 to =t5 D g 8 tor = g7 @ g6 15 G190 = AND(tys, t5) 18 te3 = g21 D g2
3 ts =t5 ® a7 8 t30 = l24 B log 15 920 = AN D(tag, t17) 18 tes = g31 D ga2
3 lg =15 ® 1 9 tog =tz @ lay 15 925 = AN D(t44, t10) 18 tes = 59 D toa
3 ti =23 Sty 9 t31 = ta5 @ tor 15 g26 = AN D(ts5,t6) 19 ter = g19 D ls5
4 g2 = AN D(tg, o) 9 taz = to6 B lag 15 g2s = AN D(tus, t9) 19 tes = g1s D le3
4 g4 = AND(tg, t5) 9 t3q =t30 D g 15 929 = AN D(t49,1s) 19 teg = t55 D lee
4 tip =1tg D3 10 t3g = tog @ t13 15 50 = tag @ tas 19 t70 = g29 D tes
4 tiz = t11 a2 10 t3s = t31 D tan 15 151 = tag ® las 20 t71 = te1 D ter
4 tig =t11 D e 10 t36 = t32 O t22 15 52 = tag © las 20 tra = t58 O ter
5 go = AN D(t7,t12) 11 go = AN D(t33,t35) 15 tsg = tas D laa 20 t73 = g19 D les
5 t1y =t12 @ o 11 g12 = AND(t34,t36) 16 915 = AND(ts3,t12) 20 Yo =teg Dis7 D1
5 tis =t12 Oty 11 ta7 = t33 D t3q 16 918 = AN D(ts2, t20) 21 t7q = t7o @ t71
5 tie =t13 O t2 11 t39 = t35 @ t36 16 g21 = AND(ts1, t16) 21 t75 = g16 D 72
6 = AN D(t19,t14) 11 ty6 = t34 D t33 16 ga3 = AND(ts0,t15) 21 Y1 =1tr1 Dles D1
6 g6 = AN D(t2,t16) 12 t3s = t36 D go 16 gaa = AND(ts3,t7) 21 Y7 = tes @ tr2
6 gs = AN D(t3,t15) 12 tao = t34 D gy 16 gar = AND(ts2,t1) 22 t76 = t73 B l7a
6 ti7 = xo ® tis 12 ty1 = t36 © g12 16 g30 = AND(ts1,t2) 22 Y2 = ts6 D lra
6 tis =t15 S lie 12 taz = t34 B g12 16 g32 = AN D(ts0,t3) 22 Y3 = teo D lrs
6 tig =t15 D3 12 a3 = go S t39 16 tsa = t51 @ lso 22 Ys = te2 D lrs
6 tao = t4 D tis 12 tar = go @ tae 16 56 = g25 D go6 23 Ys = t76 Dlea D1
6 tas = g2 ® go 13 g10 = AND(tz7,t38) 16 57 = g20 D gos 23 Yo = Ya Dt B 1
7 g3 = AND(t1,t20) 13 g11 = AND(t39, ta0) 16 teo = g17 D ga20
7 = AN D(ts, t17) 13 g13 = AND(t33,t41) 17 922 = AN D(ts4,t18)

Listing 3: New AES S-box circuit (D: 18, AD: 5,

#NL: 32, #L: 96, #(gate): 128)

Depth | Operation Depth | Operation Depth | Operation Depth | Operation

1 to =x7 D 1wy 4 g5 = AND(t19,t16) 11 913 = AN D(t40, ta6) 15 tea = g22 D gog

1 =27 D2 4 = AND(t1,19) 11 916 = AND(ts0,%0) 15 tes = g17 D 929

1 ta =27 @11 4 taz =11 Dty 11 919 = AND(taz, t16) 15 t73 = g3 D tsg

1 t3 =14 D2 4 tag =t19 D16 11 gas = AN D(ts0,t18) 15 t7s = g5 D ts9

1 ty =230 4 tar = t13 D go 11 gas = AN D(taz,t19) 15 t76 = g6 D tes

1 tg = 6 O 5 4 tas = g2 © go 11 54 = ta7 S lso 16 tss = g29 D g30

1 tip = T © T2 4 tag = t25 D g3 12 920 = AND(t54,t14) 16 tea = g0 D tes

1 i =25 ® T2 4 l31=97® g6 12 G20 = AND(t54,10) 16 tes = g14 D te1

1 iz =24 Do 5 l30 =95 D g3 12 tag = g11 D tas 16 ter = g20 D g21

1 too = 21 D o 5 ta2 = gs D ge 12 tso = g13 D t51 16 tes = g21 D te2

2 ts =to ®ta 5 t3s =tlar D g1 12 t70 = g16 D g9 16 teo = g28 D teo

2 ts =z Dt 5 t3q = tos Doy 13 | g15 = AND(t52,17) 16 | tr7 = g31 D te2

2 tio =ta B3 5 t35 = tog D gu 13 g18 = AND(t4g, tg) 16 tso = te1 D tro

2 tiy =11 ®tio 6 t36 = t30 @ t32 13 g2a = AND(ts52,t22) 16 ts1 = t76 D teo

2 tis =t Dt 6 L7 = t33 D ls1 13 ga7 = AND(tag, t21) 17 t71 = g18 D tss

2 tis =te Dt17 6 tag = t34 D t32 13 tsg = tag @ t52 17 t7a = goa D tss

2 to1 =t D t20 6 tag = t35 D31 13 tss = tar D tag 17 t7s = t58 D tsg

2 tog = to @ t11 7 go = AN D(tz7,t30) 13 ts6 = ts0 D to2 17 trg = t59 D tes

3 go = AND(t12,15) 7 tao = t36 D tay 13 t7a = gao D g29 17 ts2 = t73 & lo7

3 = AN D(t1g,x0) 7 ty1 = ta7 D s 14 914 = AND(ts6,t5) 17 g3 = tea D los

3 = AND(t2,t15) 8 a2 = tao ® go 14 g17 = AND(ts5,t15) 17 tsq = te5 D lor

3 (M = AN D(ta1,1s) 8 tag = t39 D tao 14 ga2 = AN D(ts3,t9) 17 tss = tee D los

3 AND(I‘(), t14) 8 tas = t33 D gg 14 g23 = AND(tr)ﬁ t12) 17 tge = teg D tra

3 g7 = AND(t;, tgb) 9 gio = AND(t41,t42) 14 g26 = AND(tr,r,,t ) 17 t37 = t(;g D t7,—,

3 tr =20 ®t5 9 912 = AND(ta4,t45) 14 g31 = AND(t53,t1) 17 Yo = ts1 Dtea D1
3 tg =15 Dlg 10 taz = g9 D g0 14 ts7 = t54 D ts3 18 Y1 =1tgs Dtr1 P 1
3 tig =t5 D tio 10 las = g9 @ g12 14 ls9 = g18 D g2a 18 Y2 = tg3 D tsr

3 tig =ts Dt1s 10 tar = t38 D g0 14 tes = g19 D gor 18 Y3 = t7s @ tso

3 tig =t Dt1s 10 tas = ta1 D g1o 15 ga1 = AND(t57,t26) 18 Ya = tea D tro

3 tog =t1 St 10 t50 = tao D g12 15 gs0 = AND(ts7,t3) 18 Ys = tse D trr D1
3 tos =t2 D t15 10 t51 = t1a D g12 15 téo = g14 P 916 18 Yo = tsa D tra D1
4 = AN D(tg,t7) 11 g11 = AND(t3s,a3) 15 te1 = g15 P g23 18 Y7 = tea @ ts2
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Listing 4: New AES S-box circuit (D: 17,

AD: 4, #NL: 33, #L: 96, #(gate): 129)

Depth | Operation Depth | Operation Depth | Operation Depth | Operation
1 to=x7 B x4 4 g8 = AND(tl,tg) 11 g7 = AND(fr) ,Io) 14 t73 = goa D tsg
1 ty = a7 O 4 to3 =11 Oty 11 g20 = AND(taz, t16) 14 t75 = g26 D ls9
1 ty = x7 O 1 4 tog = t19 B li6 11 g26 = AN D(t50, t1s) 14 t76 = gor @ les
1 ty = x4 B T2 4 tar = t13 ® go 11 g29 = AND(taz,t19) 15 58 = g30 © ga1
1 ty=x3® 11 4 tog = g2 @ go 11 a9 = g13 D lug 15 tea = g31 B le3
1 te =6 B 5 4 tog = tos D g3 11 tso = g14a D l51 15 tes = g15 D te1
1 tip = T D T2 4 t31 =97 D go 11 lsq = tar © ts0 15 ter = g21 D g2
1 ti11 = x5 D x2 5 t30 = g5 B g3 12 gi6 = AND(tsz, t7> 15 tes = go2 D te2
1 tir =24 ® 0 5 t32 = g3 g 12 9190 = AND (49, tg) 15 teo = g29 D Lo
1 tao = 21 ® 7o 5 t33 =tar D 1 12 921 = AND(ts4,t14) 15 t77 = g32 @ le2
2 | ts=toDts 5 | tys = tos B log 12 | gss = AND(tsa ta2) | 15 | tso = ter @ to
2 ts = 2o D tg 5 tas =t29 D ga 12 g2s = AND(t49,t21) 15 ts1 = t76 D leo
2 tiz =12 D13 6 t36 = t30 ® t32 12 g30 = AND(ts4,%0) 16 t71 = g19 D lss
2 lia =14 Dtio 6 t37 =tz D ta 12 53 = a9 @ l52 16 t74 = go5 D tss
2 tis = ta ®t11 6 t3g = t3a D t32 12 55 = ta7 @ tag 16 t7s = t5s D t59
2 tis = te ®t17 6 t3g = t35 D t31 12 56 = 50 D t52 16 t79 = t59 D tes
2 ta1 =te D120 7 9o = AN D(t37,t39) 12 t70 = 917 D g20 16 ts2 = t73 @ le7
2 tog = to D t11 7 tao = t36 B laa 13 g15 = AN D(t56, t5) 16 ts3 = tea D tes
3 go = AND(t12,t5) 7 tan =t37 D lss 13 918 = AN D(ts5,t15) 16 tss = tes D L7
3 (]2 = AND(tlg7£0) 8 gi2 = AND(tgg, t40) 13 g23 = AND(tag, tg) 16 tss = tﬁﬁ @ tﬁg
3 = AN D(tz,t15) 8 tyr = t10 D go 13 gaa = AN D(ts6,t12) 16 tge = teo D lr2
3 J4 = AN D(ta1,t3) 8 ty3 = t39 @ tao 13 gar = AN D(ts5,t2) 16 tgr =ty B l75
3 g6 = AN D(to,t14) 8 tys =138 D go 13 g32 = AND(ts3,t1) 16 Yo =1ts1 Dlea D1
3 g7 = AN D(t3,t2) 8 tas = go B ta 13 ts7 = t5a S ls3 17 Y1 =tss Dlr1 D1
3 t7 =9 D ts 9 g10 = AND(ta1,t42) 13 t59 = g19 D go5 17 Y2 = tg3 @ tsr
3 tg =15 g 9 g11 = AND(ta3, t44) 13 tes = g20 D gas 17 Y3 = t7s D lso
3 ti3 =t5 D tio 9 tas = tao D g12 13 t7a = g21 D g30 17 Ya = tea D tro
3 tig =1ts B tis 9 tss = t3s D g12 14 22 = AN D(ts7, tag) 17 Ys = tse Dlrr D 1
3 tig =to ® tis 9 ts1 = go P tas 14 g31 = AND(ts7,t3) 17 Yo = tsa Dlra D1
3 toy =1 Dty 10 g13 = AND(t37,t45) 14 teo = 915 D g17 17 Y7 = tea D ls2
3 tos =ty B t1s 10 g1a = AND(t39,t46) 14 te1 = g16 D gou
4 = AN D(tg,17) 10 tar = t3s D g1o 14 o2 = g23 D gar
4 = AND(t19,t16) 10 ts0 = ta0 ® g11 14 o3 = 918 D g0




26 A Framework for Generating S-Box Circuits with BP-Based Heuristics
Listing 5: New AES S-box circuit (D: 26, AD: 6, #NL: 32, #L: 81, #(gate): 113)
Depth | Operation Depth | Operation Depth | Operation Depth | Operation
0 s = Xo 5 go = AND(ro,71) 13 g11 = AND(r22,723) 20 922 = AND(144,745)
0 T33 = T 5 93 = AND(r¢,r7) 14 tao = go ® g1 20 g26 = AN D(r52,753)
1 to =11 © a7 5 t7 =0 Dlg 14 ta1 = gio D tas 20 g31 = AN D(r62,763)
1 t1 = x4 Dy 5 t1y =1t S ls 14 tag = t30 B g11 20 tag = t43 B la7
1 to=1z2® x4 5 ti7 =19 @ t16 14 ra5 = tao 20 téo = g18 © t57
1 ty =x2 D7 5 tig =t S lig 14 rog = t41 20 rag = tag
1 ts = a5 D e 5 to1 = g4 ® g7 14 r32 = taq 20 r60 = tag
1 6 = lo 5 r3 =17 14 738 = t41 21 921 = AND(r42,743)
1 T2 =t 5 i =ty 14 50 = ta4 21 g30 = AN D(r60,761)
1 r14 = 2 5 ri3 = t1s 14 T56 = ta1 21 ts5 = g18 D 917
1 T16 = t4 5 17 = t14 15 g12 = AND(raq,795) 21 tes = g16 © 922
1 53 = to 5 r31 =tr 15 | gi6 = AND(r32,733) 22 t51 = g20 D g30
1 T59 =11 5 r39 = t17 15 g19 = AN D(r38,739) 22 56 = g20 © g21
1 Te1 = t2 5 T4 =t1s 15 | g2s = AND(r50,751) 22 te2 = g14 D t55
1 T63 = ta 5 T4 =t1a 15 928 = AN D(r56,757) 22 to7 = g21 D toa
2 ts =1tg D to 6 g1 = AND(T27 Tg) 15 tag = tq1 D tga 23 tsa = gaz B ts51
2 to =10 D lg 6 g5 = AND(r10,711) 15 T40 = lag 23 58 = g26 D t51
2 tis =5 Dty 6 g6 = AND(r12,713) 15 58 = tag 23 teg = g1a D ls6
2 ro =13 6 gs = AND(r16,717) 16 920 = AN D(r40,741) 23 t71 = gos D ter
2 rg =19 7 tog =9gs® gs 16 g20 = AN D(r58,759) 24 53 = g24 D ts52
2 r37 = tg 7 oz = t16 D g6 16 taz = 134 D g12 24 t59 = go7 © 58
2 ra7 =t3 7 loa = g1 @ l1s 16 43 = ta7 D g12 24 tr2 = t5s D ina
3 ts =x3 D3 7 t35 = g2 D gs 16 t57 = 919 © 16 24 73 = g30 D teo
3 lip =24 Dty 8 oz = g3 @ l22 16 ro7 = l12 25 54 = g15 D t53
3 t12 =z By 8 tas = g7 @ tog 16 Tog = t43 25 tes = ts9 D Leo
3 tis =127 @ty 8 tog = @1 @ tap 16 r46 = l43 25 t73 = t53 ® t55
3 tig = T2 D13 8 t31 = go P la2 17 913 = AN D(r96,727) 25 trs = te2 B lr2
3 T4 = tio 8 t36 = T4 D35 17 | g1a = AND(ras,729) 25 t79 = g31 D lrs
3 rg =t1a 9 tag = to & ta3 17 923 = AN D(r46,747) 26 o1 = t5a © too
3 r10 = t13 9 tag = to1 @ tog 17 tas = t43 D tag 26 tes = t54 O te2
3 r15 = t19 9 t3o = 6 D l31 17 T30 = l45 26 tee = oo D tes D1
3 T43 = t1g 9 ta37 = tas Dtz 17 T48 = las5 26 tes = tos D ter O 1
3 r51 = t1o 9 20 = t37 18 g15 = AN D(r30,731) 26 t70 =54 Dtgo D 1
3 755 = t12 9 T3 = tag 18 g24 = AN D(r48,749) 26 t7y = t56 D 73
3 r57 =13 10 to7 = to1 @ o6 18 tag = t37 D g13 26 tr7 = t75 D b7
4 g2 = AND(’!‘4, 7’5) 10 t30 = log P tog 18 736 = la6 26 tgg =l B trg B 1
4 g1 = AND(rs,19) 10 t33 = t2s D t32 18 54 = l46 26 Yo = tee
4 g7 = AND(r14,715) 10 tss = t32 B lag 19 918 = AND(r36,737) 26 y1 = tes
4 te =12 D5 10 T8 = t33 19 | gar = AND(r354,755) 26 Y2 = trr
4 tin =13 ®two 10 T19 = tor 19 tar = ta1 D tag 26 Y3 = le1
4 ti6 =5 D t15 10 r24 = t30 19 t50 = tas B lag 26 Ya = le3
4 T =tg 11 g9 = AN D(r1s,719) 19 76 = g25 D g24 26 Y5 = tso
4 ry =t11 12 t3a = t30 B go 19 r3q = ta7 26 Ye = lro
4 r7 =16 12 t39 = go © t38 19 ra4 = t50 26 Y7 = tra
4 To9 = g 12 791 = l34 19 52 = ta7
4 T35 = t16 12 ro2 =139 19 T62 = t50
4 T49 = t11 13 g10 = AND(r30,721) 20 917 = AND(134,735)
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Listing 6: New AES S-box circuit (D: 23, AD: 6, #NL: 32, #L: 82, #(gate): 114)

Depth | Operation Depth | Operation Depth | Operation Depth | Operation
0 5 = To 3 713 = t18 11 g11 = AND(r22,723) 18 917 = AND(r34,735)
0 T33 = T 3 ri7 =t14 12 t40 = go & 911 18 g2z = AN D(r44,745)
1 to =11 © a7 3 r31 = 7 12 ta1 = gio D tas 18 926 = AN D(rs2,753)
1 t) =1x4 O a7 3 r39 = t17 12 taa = ta7 ® g1 18 g31 = AN D(r¢2,763)
1 ty = a2 D1y 3 r41 = t1g 12 r25 = t40 18 tag = t43 D lar
1 ty = a0 D27 3 T45 = t14 12 r26 = t41 18 tea = g18 B ls7
1 ts =x1 Das 3 r51 = t10 12 T390 = t44 18 749 = ta9
1 ls = x5 D x6 3 r55 = l12 12 r3s = ta1 18 r60 = lag
1 ti5 =12 D5 3 r57 = t13 12 50 = ta4 19 g21 = AN D(r42,743)
1 6 = to 4 g2 = AND(ry,rs) 12 56 = ta1 19 930 = AND(r60,761)
1 Tio =t 4 g1 = AND(rg,r9) 13 g12 = AND(raq,795) 19 ts6 = g18 ® 17
1 T4 = t2 4 g5 = AND(r10,711) 13 | g16 = AND(r32,733) 19 tea = g16 D g22
1 T16 =14 4 96 = AND(r12,713) 13 g19 = AN D(r3g,739) 19 70 = g28 D g6
1 T53 = to 4 gs = AND(r16,717) 13 | g2s = AND(r350,751) 20 t51 = g20 D g30
1 T59 = t1 4 t11 =t3 & tio 13 gas = AN D(r56,757) 20 55 = g20 © g21
1 r61 = t2 4 tos = t15 D g7 13 tyg = t41 D tas 20 t6o = g14 D ts6
1 T3 = t4 4 ro =t11 13 T40 = tag 20 tes = g21 © lea
2 ty =1to D2 4 rag = t11 13 r58 = tag 21 ts3 = t51 D ts2
2 to =11 D5 5 g1 =AND(r2,73) 14 920 = AN D(r40,741) 21 tss = gor D t51
2 tg =10 Dls 5 a0 = 914 ® g7 14 g20 = AN D(r58,759) 21 tee = g14 D ts5
2 tig =15 @ l15 5 to1 = gs D gs 14 taz = t37 D g12 21 t71 = tes D tro
2 tig =1t ®t15 5 a2 = g3 D go 14 ty3 = t29 © g12 21 72 = teo @ to2
2 ro =13 5 t31 =14 D gs 14 t57 = 919 © 16 21 tra = to2 D tes
2 ry =tg 5 tas = go D ge 14 o7 = 142 22 tsa = g15 D ts3
2 r7 = t16 6 o3 = t16 D ta2 14 Tog = l43 22 t59 = g26 © 58
2 r9 =g 6 tos = g1 @ log 14 r46 = ta3 22 tes = t53 D teo
2 ri5 = tig 6 tog = 21 @ t2o 15 g13 = AN D(ra6,727) 22 t76 = g29 © oo
2 ro9 =t 6 t32 = g2 D t31 15 | gia = AND(ras,729) 22 t77 =g ©in
2 T35 = t16 7 tag = 27 & ta3 15 923 = AN D(r46,747) 22 tso = t71 S trg
2 r37r =t 7 t30 = to1 O tog 15 tas = t43 D tag 23 te1r = ts4 O teo
2 ra3 = l1g 7 33 = to5 Dls2 15 r30 = las 23 o3 = tsa D to2
2 Ta7 =t3 7 t3q = t14 O tos 15 T48 = las5 23 tor = tsa D tes O 1
3 go = AND(rg,m1) 7 20 = t33 16 g15 = AN D(r30,731) 23 to9 = tes D tos
3 g3 = AND(rg,r7) 7 723 = 30 16 g24 = AN D(r48,749) 23 tr3 =t50 Dlra @1
3 g7 = AND(r14,715) 8 o7 =121 Dloe 16 tae = t33 D g13 23 t75 =150 D74 D 1
3 l7 =20 ls 8 tog = log D tog 16 79 = g23 925 23 lzs =t76 Dtrr B 1
3 tio=124®tg 8 t3g = t34 D t35 16 r36 = l46 23 ts1 = tes D tso
3 lig =21 D1y 8 rig = l36 16 54 =l 23 Yo = lr3
3 ti3=1a7 Oty 8 T19 = tag 17 | g18 = AND(r36,737) 23 Y1 =trs
3 tiy =t Dls 8 T4 = tor 17 927 = AN D(r54,755) 23 Y2 = 1lg1
3 ti7 =tg Dlie 9 go = AND(r15,719) 17 tar = ta1 D lae 23 Y3z = te3
3 tis =ts D t1e 9 t3s = t33 D i3 17 t50 = tas D tae 23 Ya = te1
3 r3 =17 10 t37 =t D go 17 t52 = g23 © goa 23 Ys = lrs
3 T4 =110 10 t39 = go © t38 17 r34 = taz 23 Yo = ler
3 rg = t12 10 ro1 = l37 17 T4a = t50 23 Y7 = teg
3 r10 = t13 10 ro2 =139 17 52 = ta7
3 1 = t17 11 g10 = AND(r30,721) 17 T2 = t50
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Listing 7: New AES S-box circuit (D: 22, AD: 6, #NL: 32, #L: 85, #(gate): 117)
Depth | Operation Depth | Operation Depth | Operation Depth | Operation
0 T5 = Tp 3 ri7 =t 11 tar = g1o © 38 17 tag = t43 © tar
0 T33 = T 3 r31 = tr 11 tag = t29 D g11 17 tsa = g15 D G18
1 lo =21 & 27 3 rag = ti7 11 ro5 = tao 17 rag = tag
1 t1 =24 D7 3 41 = t18 11 To6 = t41 17 760 = ta9
1 to = 2o P x4 3 T45 = t14 11 T30 = t44q 18 921 = AND(r42,743)
1 ty =22 @27 3 T51 = t10 11 r3s = ta1 18 g30 = AN D(r60,761)
1 ts =121 D3 3 55 = t12 11 T50 = taa 18 ts6 = g14 D 917
1 ty = x5 O T 3 r57 = t13 11 r56 = ta1 18 tea = t54 © ts7
1 tis =12 @ a5 4 g2 = AND(r4,75) 12 | gi2 = AND(r24,725) 18 t71 = 918 D g22
1 re =to 4 g1 = AND(rg,r9) 12 g16 = AN D(r3z,733) 18 t75 = gas © g26
1 T2 =t 4 g5 = AND(r10,711) 12 | gi9 = AND(r3s,739) 19 t51 = g20 D g30
1 Ty =ty 4 g6 = AND(r12,713) 12 925 = AN D(r50,751) 19 55 = g20 © g21
1 r16 = ta 4 gs = AN D(r16,717) 12 | gas = AND(rs6,757) 19 too = ts6 © ts7
1 r53 = to 4 tin =13 ®to 12 tag = ta1 D tag 19 tea = tsa Dlse
1 T59 = t1 4 too = t16 D g3 12 r40 = tag 19 tre = g1 ©ln
1 re1 = b2 4 tog = t15 D g7 12 r5g = tag 19 ts1 = g31 D te2
1 re3 =l 4 t31 = go D l1a 13 920 = AND(r40,741) 20 tso = ga3 B t51
2 t3 =to Do 4 Ty = t11 13 | g29 = AND(rs8,759) 20 tss = gor D t51
2 te =11 Dts 4 r49 = t11 13 ty2 = t34 D g12 20 to7 = t55 D too
2 tg =x0Dis 5 g1 =AND(r2,73) 13 tag = tor © g12 20 tr3 = g19 © tr2
2 lig =15 D t1s 5 t20 = g8 D g5 13 ts7 = g19 D 916 20 t77 = gaa D 51
2 tig =t1 & t15 5 to1 = g4 ® g7 13 ro7 = t42 20 t7s = ga5 © teo
2 ro =t3 5 23 = g6 @ l22 13 rog = t43 20 g2 = g29 @ ts1
2 r1=1lg 5 t32 = g6 D ta1 13 ra6 = taz 21 t53 = g2a © ls2
2 r7 = ti6 5 l35 =t1 © gs 14 | g13 = AND(r2,727) 21 59 = g26 D tss
2 rg = to 6 tos = g1 D tos 14 g14 = AN D(r28,729) 21 teg = tes B lor
2 T15 = t19 6 tag = t21 © to3 14 | g2 = AND(r46,747) 21 t76 = t73 D trs
2 To9 = lg 6 tog = x7 @ log 14 tas = 43 D tga 21 trg = 77 D tyg
2 T35 = t16 6 t36 = g2 @ l35 14 T30 = la5 21 tss = to7 O ts2
2 ra7r =ty 7 tor = to @ tag 14 Tag = tas 22 te1 = ts9 @ teo D1
2 r43 = l1g 7 tag = tog D lag 15 g15 = AND(r30,731) 22 tes = t53 D le2
2 ra7 = t3 7 t33 = t2s D t32 15 | g2a = AND(rag,7419) 22 tos = t53 © toa
3 go = AND(rg,11) 7 tar = tas Bl 15 tag = t37 B g13 22 teg = t53 Dler B 1
3 g3 = AND(r¢,77) 7 33 = t32 Dlse 15 r36 = l46 22 t70 = t53 © teg
3 g7 = AND(r14,715) 7 18 = t33 15 T54 = lag 22 trg =ts9 Blrzsd 1
3 t7 =z Dl 7 r19 = to7 16 918 = AND(r36,737) 22 tso = t76 O trg
3 tio =24 @ty 7 20 = t37 16 927 = AN D(r54,755) 22 tgg =176 D g3 D1
3 t12 =z Bty 7 To4 = t29 16 ta7 = ty1 B lag 22 Yo = le1
3 ti3 =7 Oty 8 g9 = AN D(r18,719) 16 50 = ta5 D las 22 Y1 =tra
3 tiy =1t B ls 8 t30 = ta7 D tog 16 te6 = 914 B 915 22 Y2 = lgo
3 tir =tg @ tie 8 ra3 =30 16 r34 = taz 22 Y3 = le3
3 lig = ls B tis 9 34 = t29 D g 16 r44 = ls0 22 Ya = tes
3 r3 =17 9 t39 = go © l38 16 r52 = taz 22 Ys = lsa
3 Ty =t1o 9 To1 = t34 16 T62 = t50 22 Y6 = les
3 T8 = t12 9 T2 = 39 17 g17 = AND(r34,735) 22 Y7 = tro
3 T10 = t13 10 | gio = AND(r20,721) 17 | g2 = AND(r44,745)
3 rin = tir 10 g11 = AND(raa,793) 17 926 = AND(rs2,753)
3 r13 = tis 11 ta0 = g9 B g1 17 | gs1 = AND(re2,763)
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Listing 8: New AES S-box circuit (D: 21, AD: 6, #NL: 32, #L: 90, #(gate): 122)
Depth | Operation Depth | Operation Depth | Operation Depth | Operation
0 T5 = To 4 go = AND(ro,m1) 12 ta3 = g10 D tao 17 re0 = t53
0 T33 = T 4 g2 = AND(ry,75) 12 tas = t26 D g1 17 re2 = t51
1 to =x1 ® a7 4 g1 = AND(rs,79) 12 ro5 = t4o 18 917 = AND(raq4,735)
1 by =24 a7 4 g5 = AND(r10,711) 12 rog = ta3 18 g21 = AND(742,743)
1 ty =22 ®xy 4 g6 = AND(r12,713) 12 r32 = t46 18 ga2 = AND(144,745)
1 ty = a9 ® a7 4 g7 = AND(714,715) 12 r3g = t43 18 926 = AND(rs52,753)
1 ts = x5 © T 4 ts =t3 Dtr 12 50 = ta6 18 930 = AN D(r60,761)
1 ti =22 D3 4 tis = xo D t12 12 56 = ta3 18 931 = AND(r62,763)
1 tis =21 D5 4 tiy =15 tio 13 g12 = AN D(ra4,725) 18 téo = g19 D g1s
1 t31 = x5 ® w7 4 tzg =t Dtis 13 g16 = AND(r32,733) 18 tso = g20 D tre
1 Te = to 4 T = ts 13 g9 = AND(T‘;;g, T3g) 18 tg(; = t76 (5] tg5
1 T2 =t 4 T3 =t13 13 gas = AND(r50,751) 19 tsa = g29 © g30
1 T4 =t2 4 ri7 = t1a 13 gas = AND(r56,757) 19 tss = g1s D g17
1 16 = la 4 r31 = lig 13 t50 = tag D tas 19 ts59 = g20 D g21
1 r53 = lo 4 T45 = t1a 13 40 = t50 19 to1 = g16 © teo
1 T59 = t1 4 Ta9 =g 13 58 = t50 19 te2 = g6 D g2
1 re1 = to 5 g1 = AND(ra,r3) 14 920 = AND(r40,741) 19 tra = ga7 @ teo
1 res =ty 5 g8 = AND(rig,717) 14 929 = AND(rs8,759) 19 t7r = gag D lrs
2 ty3 =1ty D ta 5 to1 = g3 D gs 14 tag = t39 D g12 19 ts1 = gs1 D tso
2 lg =20 Dts 5 a3 = g4 ® g7 14 tas = tog ® g12 19 ts7 = g21 D ts
2 tig =111 ® 15 5 tss = g6 D g7 14 ro7 = tag 20 ts6 = ts4 D tss
2 ro =t3 6 tao = gs D g7 14 rog = tas 20 tes = ts57 D tss
2 r7 = t16 6 tog = t16 D 21 14 r46 = tas 20 tes = tss D ts9
2 r9 =16 6 tog =gs D gs 15 g13 = AN D(r26,727) 20 ter = ts7 D lsg
2 T35 = t16 6 tor =to Dt23 15 g1a = AND(r8,729) 20 teg = 915 D le1
2 r37 =t6 6 t30 =929 ¢ 15 g2z = AND(r46,747) 20 t71 = g21 D le2
2 ra7 =t3 6 tz6 = g1 D t3a 15 tar = tas D tae 20 t73 = t54 D tr2
3 g3 = AND(r¢,77) 7 tos = x7 Doy 15 tso = taz © tas 20 trs = t58 D 77
3 t7 =24 @16 7 tog = toz B lor 15 r30 = tar 20 ts2 = g29 D te2
3 tg=x1®1s 7 t3g = ta0 D t30 15 T4 = tar 20 tga = t58 D te2
3 tio =7 D s 7 tyr =t35 D lse 16 g15 = AND(r30,731) 20 tgs = tsa D ls7
3 tig = t3 ®t11 7 r19 = log 16 g2a = AND(r48,749) 21 tea = ts6 D tes
3 tir =6 B tis 8 tag = toz B los 16 tsg = t33 D g13 21 to6 = ts6 D tes
3 tis = t5 D tis 8 tag = ta5 & tay 16 t75 = g14 D g16 21 tos = ts6 B ter D 1
3 tig =t3 B t15 8 t33 =l31 B l32 16 r36 = tag 21 t70 = ts56 ® tey
3 ry = t12 8 t3s = go © ta7 16 T54 = tag 21 lra=171 Gtz ®1
3 Ty =7 8 r18 = t38 17 g1s = AND(r36,737) 21 t7g =t73 Dl B 1
3 rg = lg 8 ro0 = t33 17 927 = AND(r54,755) 21 tgg =tg1 Dilg2 D1
3 r10 = t10 8 ro3 = t2g 17 tag = taz D tas 21 tgg = tga D lgs
3 riu =tr 8 roq = t26 17 ts1 = tar D lug 21 Yo = tr7g
3 r13 = tig 9 g9 = AND(r18,719) 17 ts53 = tag D ts2 21 Y1 =tra
3 r15 = tig 9 tao = t33 D tas 17 tss = g23 D goa 21 Y2 = tgg
3 r29 = t12 10 tzg = tag D gy 17 ts7 = 914 ® 15 21 Y3 = tro
3 r39 = ti7 10 tar = g9 D tao 17 t76 = ga2s D trs5 21 Ya = tea
3 ra1 = tig 10 ro1 = t39 17 tss = g25 D goa 21 Ys = tss
3 r43 = tig 10 roo = ta1 17 T34 = tag 21 Y6 = tes
3 r51 = t7 11 g10 = AND(r20,721) 17 r42 = t53 21 Y7 = tee
3 T55 = tg 11 g11 = AND(ra2,723) 17 T4q = t51
3 r57 = t1o 12 tas = go B g1 17 52 = tag




30 A Framework for Generating S-Box Circuits with BP-Based Heuristics
Listing 9: New AES S-box circuit (D: 20, AD: 6, #NL: 32, #L: 92, #(gate): 124)
Depth | Operation Depth | Operation Depth | Operation Depth | Operation
0 5 = X 4 ry =t 12 tas = t31 D g1 16 r51 = tag
0 T33 = o 4 r7 = tig 12 tyg = t34 D g10 16 60 = t51
1 to =1 © a7 4 T3 =l1g 12 tsa = t30 D g11 16 re2 = ls8
1 t) =mx4 B a7 4 r17 = t1a 12 ro5 = t41 17 917 = AND(134,735)
1 to =To Dy 4 r31 =7 12 T26 = t42 17 g18 = AND(r36,737)
1 ty =22 ® 27 4 T35 =t16 12 T32 = ta5 17 g21 = AN D(r42,743)
1 ts = 25 D T 4 ra =tis 12 r38 = l42 17 g22 = AND(r44,715)
1 tig = x4 D s 4 r45 = t14 12 r50 = tas 17 926 = AND(r52,753)
1 re = to 4 r49 = t11 12 756 = 42 17 9271 = AND(754,755)
1 T2 =1t 5 g1 =AND(r2,73) 13 | gia = AND(r24,725) 17 | gso = AND(re0,761)
1 4 =ty 5 g3 = AND(rg,r7) 13 916 = AND(r32,733) 17 931 = AND(r62,763)
1 T16 = t4 5 g6 = AND(r12,713) 13 g19 = AND(rss, r39) 17 tg1 = g29 D les
1 53 = to 5 gs = AND(r16,717) 13 | g25 = AND(r50,751) 18 54 = g20 D 930
1 T59 =t 5 tiyr =tg @ tig 13 g2s = AN D(r56,757) 18 59 = g20 © g21
1 re1 = b2 5 to1 = g4 ® g7 13 tar = ta2 D tas 18 te1 = 918 ® g7
1 T63 = ta 5 32 = go ©tg 13 ra0 = laz 18 te2 = G190 © g1s
2 ty =1to Do 5 i =ty 13 r58 = taz 18 tes = gar © o6
2 ts =13 @1 5 r39 = ti7 14 g20 = AN D(r40,741) 18 t72 = g17 D tes
2 tg =1x0 B ls 6 g5 = AND(r10,711) 14 920 = AND(rss,759) 18 trs = g21 @ 922
2 tog =14 @ l1g 6 a3 = 116 D 9o 14 taz = 135 D g12 18 g2 = g2 D ts1
2 ro =13 6 tos = g1 ® g7 14 tyg = tog B g12 18 tga = g2s © g31
2 r9 =tg 6 tor = to © t21 14 t53 = g12 © t52 18 tsg = g30 D tss
2 r15 = l2o 6 t36 = g2 D gs 14 g7 = g2 925 19 ts6 = tsa D lss
2 r37 = tg 7 toz = gs D gs 14 ro7 = ta3 19 ta = t54 D o3
2 ra3 = lao 7 toq = g3 @ log 14 rog = l44 19 tes = 59 D te1
2 Ta7 =13 7 tog = t1 @ tas 14 T30 = l53 19 tes = teo O to1
3 g7 = AND(r14,715) 7 33 = la3 D 32 14 r46 = laa 19 t70 = t59 @ teo
3 te =x1Dts 7 tgr = t1g B U6 14 rag = t53 19 t73 = g19 © l72
3 tio =4 Oty 8 tog = t2a @ tor 15 | g13 = AND(r2,727) 19 t76 = to2 D lrs
3 tiy =21 Dty 8 tag = 27 &t 15 g14 = AN D(rag,729) 19 79 =tz S lrs
3 ti3 =27 Oty 8 t34 = t26 D133 15 | g15 = AND(r30,731) 19 g3 = t73 D ls2
3 tis =13 Dty 8 tag = log D t37 15 g23 = AND(T46,T47) 19 tgs = 59 D tga
3 L =ts 8 39 = t33 B ty7 15 g2a = AN D(r48,749) 19 tgo = te1 D tsg
3 rq = t10 8 T8 = t34 15 t50 = t44 © tag 20 ter = ts6 D tes
3 rg = t12 8 r19 = tog 15 t57 = t33 B ls3 20 teg = t56 D los
3 r10 = t13 8 r20 = t38 16 tag = 138 D g13 20 t71 =156 Dt D1
3 ro9 = g 9 g9 = AND(r15,719) 16 tag = g13 B tas 20 trg =tes ©tr3® 1
3 r51 = t1o 9 t30 = ta7 D t2g 16 t51 = g13 © t50 20 tr7 = ts6 D tr6
3 55 = l12 9 t31 = loq D tog 16 55 = g23 D g24 20 tgo = ta Dl B 1
3 r57 =t13 9 ra3 = t30 16 tss = g13 © ts7 20 tse = ts3 D g5 D1
4 go = AND(ro,71) 9 To4 = t31 16 too = g14 D g15 20 o1 = ts3 D tgo
4 g2 = AND(r4,75) 10 t3s =131 B gy 16 tes = 914 © g16 20 Yo = tra
4 g4 = AND(rs,r9) 10 ta0 = g9 D t39 16 t75 = g16 D 915 20 Y1 = tso
4 l7 =20 Dl 10 ro1 = 35 16 tss = goa © ls7 20 Y2 = to1
4 tin =t3®two 10 ra2 = l40 16 r34 = tag 20 Y3 = trr
4 tiy =1 Dts 11 g10 = AN D(ra0,721) 16 36 = tag 20 Ya = teo
4 tie = x5 @ t15 11 g11 = AND(ra2,723) 16 r42 = t51 20 Ys = tse
4 t1g = w6 D l15 12 ta1 = go ® g11 16 T44 = l58 20 Ye = tr1
4 e =1tn 12 tag = g10 S U39 16 52 = tag 20 Y7 = ter
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Listing 10: New AES S-box circuit (D: 18, AD: 6, #NL: 32, #L: 93, #(gate): 125)

Depth | Operation Depth | Operation Depth | Operation Depth | Operation
0 T5 = Xo 3 to; =14 Do 10 ro5 = t42 14 762 = t59
0 733 = Tg 3 ro =121 10 r32 = l4g 15 g17 = AND(r34,735)
1 to=a1 D a7y 3 r3 =t11 10 750 = tag 15 g18 = AND(r36,737)
1 t1 = x4 ® a7 3 Ty =t7 11 g12 = AND(raq,r95) 15 g21 = AND(ryo,743)
1 ty = a0 D1y 3 rio = tg 11 g16 = AND(r32,733) 15 go2 = AND(144,745)
1 ty = a2 B w7 3 11 = t15 11 925 = AND(r50,751) 15 926 = AND(r52,753)
1 ts = x5 O 26 3 T17 =t12 11 ta3 = g10 D tao 15 gar = AN D(r54,755)
1 tg=1x1 D3 3 r31 = t11 11 a9 = t33 D g1o 15 gs0 = AN D(r60,761)
1 t13 = T2 D x5 3 T39 = l15 11 T26 = t43 15 gs1 = AND(r62,763)
1 tir =22® s 3 r45 = t12 11 r3g = t43 15 t79 = g19 © te6
1 tig = xo B 1 3 ra9 = t21 11 r56 = ta3 15 tgg = tee B lss
1 r6 = to 3 r51 = t7 12 | gi9 = AND(r3s,739) 16 55 = g20 D g30
1 rig =t 3 r57 = tg 12 928 = AN D(r56,757) 16 oo = g20 © g21
1 T4 = 2 4 g1 =AND(r2,73) 12 tag = 139 D g12 16 te1 = g18 © g7
1 T16 = ta 4 g2 = AND(r4,75) 12 tys = t31 D g12 16 o3 = g19 D g18
1 753 = to 4 95 = AND(r10,711) 12 tyg = t43 D lae 16 tea = ga7 D 926
1 rs9 =11 4 gs = AND(r16,717) 12 tsq = g12 D t53 16 t76 = g21 © go2
1 re1 = t2 4 t2g3 = g7 D ga 12 ro7 = taa 16 tso = g17 D trg
1 r63 = t4 4 tog = g3 D g 12 rog = tas 16 ts3 = g2 D ts2
2 ly =1ty @12 4 tog = t13 D g7 12 r30 = lsa 16 tgs = g31 @ tes
2 te =0 D5 4 t36 = go © t12 12 r40 = lag 16 too = g30 © tsy
2 tio =11ty 5 tas = gs ® gs 12 T46 = tas 17 ts7 = tss D tse
2 t1g =1to ®t13 5 tos = t14 B log 12 T48 = t54 17 tes = t55 D tea
2 tie =t1 @l 5 tar = g1 @ log 12 r58 = lug 17 ter = teo D te2
2 tig =19 D t17 5 t30 = to @ tag 13 g13 = AN D(rag,727) 17 teg = te1 B le2
2 tao = t5 @ t1g 5 l33 =11 D gs 13 | g1a = AND(ras,729) 17 t71 = teo D o1
2 ro =t3 5 t37 = g6 B l36 13 g15 = AN D(r30,731) 17 74 =tz Dlrz
2 T = tio 6 tog = taa @ to3 13 | g20 = AND(ra0,711) 17 | trr =tes B tre
2 7 =t14 6 t31 = tas D tao 13 923 = AND(r46,747) 17 tgg = t76 D lgs
2 rg = t20 6 t34 = g2 @ ls3 13 g2a = AND(r48,749) 17 tse = teo © tss
2 r9 =g 6 t3s = to7 D ta7 13 920 = AN D(r58,759) 17 to1 = te1 D tgo
2 ri3 = t1g 6 ris = l38 13 t51 = ta5 B lao 18 tes = ts7 D le7r 1
2 r15 = tie 6 r19 = l31 13 tss = t35 D tsa 18 t70 = ts7 © teg
2 r29 = t1o 7 g9 = AND(r15,719) 14 tar =135 D g13 18 tr2 =t57 B in
2 T35 = t14 7 tog = @1 @ tog 14 t50 = g13 © tay 18 t7s = t57 D tra
2 ra37 = lg 7 35 = lo7 D t3a 14 52 = g13 B 51 18 l7s =tgs Dlrr B 1
2 Ty =tis 7 tao = t34 D ty7 14 ts56 = g23 © goa 18 ts1 = tos D tgo D 1
2 r43 =l16 7 T20 = t35 14 59 = g13 D tss 18 tgr = tga Dtge D1
2 Ta7 =13 7 ro3 = tag 14 te2 = g14 © g15 18 tog = tg4 B lo1
2 55 = t20 8 3z = t29 @ t31 14 tes = 914 D 16 18 Yo = ls1
3 go = AND(rg,71) 8 ta1 = go ® tao 14 t73 = g16 © g15 18 Y1 = lrs
3 g3 = AND(r¢,77) 8 ro2 = lg1 14 ts2 = gas D g29 18 Y2 = to2
3 ga = AND(rg,r9) 8 To4 = l32 14 tss = g25 D gou 18 Y3 = trs
3 96 = AND(r12,713) 9 g11 = AN D(ra2,723) 14 T34 = l50 18 Ya = tro
3 g7 = AND(r14,715) 9 t39 = t32 © go 14 36 = ta7 18 Y5 = tsr
3 tr =x4 Dt 9 ro1 = t39 14 rag = t52 18 Yo = les
3 ts =27 Dig 10 | gio = AND(r20,721) 14 r44 = l59 18 Y7 = tr2
3 t11 = xo D tio 10 tag = go ® g11 14 r52 = t50
3 tiz =15 ® t1o 10 tag = 132 D g11 14 r54 = taz
3 lis = te D t1a 10 53 = t2g D gn1 14 re0 = ls52
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Listing 11: New AES S-box circuit (D: 24, AD: 5, #NL: 32, #L: 81, #(gate): 113)

Depth | Operation Depth | Operation Depth | Operation Depth | Operation
0 Ts = T 3 T3 =t18 11 g10 = AND(r90,721) 16 930 = AND(r60,761)
0 733 = To 3 17 = t1a 11 g12 = AND(r24,725) 16 tso = taa D tar
1 to =x1 © w7 3 r31 =ty 12 tao = g9 D g10 16 teg = g14 D g20
1 ly = x4 ®xy 3 r39 = t17 12 tar = go D g12 16 T44 = 50
1 ty =13 D ay 3 Ty =tig 12 ty3 = g12 © t3s 16 T62 = t50
1 ty =12 Dy 3 T4s = t1g 12 ty6 = tag © g10 17 | ga2 = AND(r44,745)
1 ts =1 D3 3 rs1 = t1o 12 ra3 = tao 17 931 = AND(r62,763)
1 ts = x5 D 26 3 rs5 = l12 12 ro7 = la1 17 t51 = g20 © g30
1 tis=x2D s 3 57 = t13 12 739 = t43 17 tsa = g23 D goa
1 re = to 4 g2 = AND(ry,75) 12 r38 = tag 17 tss = g20 @ g21
1 T2 =1t 4 g1 = AND(rg,r9) 12 750 = t43 18 ts3 = t51 D l52
1 T4 = t2 4 g5 = AN D(r10,711) 12 56 = ta6 18 te1 = g26 © 51
1 T16 = ta 4 g6 = AND(r12,713) 13 g1 = AND(r92,723) 18 tes = g16 D g22
1 r53 = to 4 gs = AND(r16,717) 13 913 = AND(rz6,727) 18 t73 = g15 D 58
1 T59 =t 4 ti =t3 & two 13 g16 = AN D(r32,733) 19 tss = g15 © t53
1 re1 = lo 4 tog = t15 ® g7 13 g19 = AN D(r38,739) 19 te2 = go7 D te1
1 T63 = t4 4 Ty =t 13 gas = AND(r50,751) 19 t71 = g2g © te1
2 t3 =to Otz 4 ra9 =t11 13 gas = AN D(r56,757) 20 ts5 = g15 © t5a
2 te =1 D5 5 g1 =AND(ra,73) 13 tas = ta3 B tas 20 tee = g21 D t5a
2 tg =xo Bty 5 too = ga D g7 13 740 = l48 21 tse = g17 D 55
2 tig =t5 D lis 5 lo1 =93 @ gs 13 T58 = tag 21 59 = g19 © t55
2 tig =1t1 Dtis 5 ta = t16 © go 14 g20 = AN D(r40,741) 21 te7 = tes © tes
2 ro = t3 5 tog =11 D g2 14 g29 = AN D(r58,759) 21 t70 = tes D teg G 1
2 = tg 5 tag = 114 D go 14 taz =134 @ g13 21 Y6 = tro
2 r7 =ti6 6 oz = g3 @ lao 14 tas =131 © g1 22 t57 = g14 © Us6
2 r9 =19 6 los = gs D log 14 Tog = ta2 22 too = g16 © t59
2 r15 = t19 6 tor = go © tag 14 T34 = ta45 22 t7a = ter © 1
2 T29 = tg 6 t30 = g1 © tag 14 r46 = taz 22 t74 =156 © i3
2 r35 = ti6 6 t36 = 21 © o1 14 r52 = las 22 t75 = g31 ©l70 D1
2 r37 =tg 7 tog = tos B tar 15 914 = AN D(rag, 29) 22 Y3 = teo
2 r43 = tig 7 t3) = tay D t3p 15 g17 = AND(r34,735) 22 yq = ts7
2 Tyr =t3 7 t32 = tas B t30 15 923 = AN D(r46,747) 22 Y7 =t7a
3 go = AND(ro,71) 7 t33 = to @ ta3 15 926 = AN D(r52,753) 23 te3 = teo B te2
3 g3 = AND(r,77) 7 ta7 =120 ® t36 15 tag = ta2 ® ly3 23 t76 = g30 © t75
3 g7 = AND(r14,715) 7 rig = 131 15 ta7 = t45 ® Uy 23 t78 = g25 © l72
3 t7 =20 S s 7 ro0 = t32 15 tgg = tas B tas 23 t79 = g24 © ts7
3 tip =4 Dy 7 rog = tog 15 T30 = taa 24 toa =57 Dtz @ 1
3 tiz=1x1 Dy 7 roq = t37 15 r36 = tar 24 tes = tes Dler @ 1
3 tis=1a7 Dy 8 34 = t20 @ 133 15 r42 = tag 24 tr7 =172 @ lre @ 1
3 lia =1t D ls 8 t3s = 133 @ l36 15 r48 = tag 24 tgo = t7s ® l7g
3 tir =ty @t 8 r19 = t34 15 54 = la7 24 Yo = tea
3 tis =ts Dlis 8 a6 = t38 15 T60 = tag 24 Y1 = tes
3 ry =t7 9 go = AN D(r18,719) 16 g15 = AND(r30,731) 24 Y2 = tso
3 T4 = tio 10 t35 = t2g D go 16 918 = AN D(r36,737) 24 Ys = trr
3 rg = ti2 10 39 = go @ l3s 16 g21 = AND(r42,743)
3 rio = ti3 10 ro; = t39 16 924 = AND(r48,749)
3 T = tir 10 ras = t35 16 927 = AND(r54,755)
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Listing 12: New AES S-box circuit (D: 23, AD: 5, #NL: 32, #L: 83, #(gate): 115)

Depth | Operation Depth | Operation Depth | Operation Depth | Operation
0 T5 = X0 4 ti3 =20 S l1o 12 To5 = t41 18 927 = AND(rs4,755)
0 T33 = T 4 tia =15 @tz 13 g10 = AN D(r90,721) 18 930 = AND(r60,761)
1 to =1 ® w7 4 ti7 =t ©l1s 13 g12 = AN D(ra4,725) 18 t51 = ta5 © las
1 =24 D7 4 tig =t12 @t 14 tao = g9 D g10 18 r44 = l51
1 ty =13 D ay 4 rog =tg 14 ti2 = go D g12 18 T62 = t51
1 ty =12 Dy 4 r3 = t13 14 tyy = tag © g12 19 ga2 = AND(744,745)
1 ts = x5 D x6 4 ri = tir 14 tar = t37 ® g1o 19 931 = AND(r62,763)
1 tin =223 4 r15 = l1g 14 r23 = l4o 19 t52 = g20 © g30
1 re = to 4 ri7 =l 14 ro7 = laa 19 ts6 = 920 D g21
1 ri2 =1t 4 r31 =13 14 r32 = lag 19 ts7 = 917 © g1s
1 14 = t2 4 r39 = l17 14 r3g = taz 19 tss = g19 © g1s
1 T16 = ta 4 ra3 = tig 14 50 = taa 20 t53 = g24 © l52
1 r53 = to 4 r45 = t1a 14 r56 = la7 20 ts59 = g16 © ls8
1 T59 = t1 4 rag = tg 15 g11 = AND(raz,123) 20 te1 = g14 B ts7
1 T61 =t 5 g1 =AND(ra,73) 15 913 = AN D(ra6,127) 20 o3 = g26 © g22
1 Te3 = t4 5 g5 = AND(r10,711) 15 g16 = AND(r32,733) 20 toa = gor © 52
2 ty =to ©t2 5 g1 = AND(r14,715) 15 g19 = AN D(r38,739) 20 tee = g14 © ts6
2 te =20 O 5 5 gs = AN D(r16,717) 15 gas = AND(r50,751) 20 t76 = g29 © g31
2 lis =21 @t 5 L2 = g3 ® gs 15 gas = AN D(r56,757) 21 tsa = g23 B 53
2 ro =3 5 24 = go ® ge 15 tag = tag © la7 21 tes = g21 © le3
2 rg =l 6 120 = g8 ® g5 15 r40 = tag 21 teg = t59 D tea
2 r37 =t 6 to1 =94 ® g7 15 58 = tag 21 t75 = g2s © teo
2 ra7 =13 6 tog = t16 @ t22 16 g20 = AND(r40,741) 21 t79 = gos © ls3
3 tr=x4 Dt 6 las = g2 @ gs 16 g29 = AN D(r58,759) 21 tso = g25 © te1
3 tg =11 Bt 6 toe = g1 D g7 16 ta3 = 130 D g13 22 tss = g15 D lsa
3 tio =27 Dts 6 tgo = t18 D log 16 tag = t38 D g11 22 tes = g16 D tes
3 tig =t3 D tn 7 toy = x7 © to3 16 rog = ta3 22 t71 = t54 © te1
3 tie =5 Dl1s 7 tag = 11 @ to1 16 r34 = ta6 22 t73 = te1 @ teo
3 tis =6 Dli1s 7 33 =119 @ la5 16 r46 = ta3 22 t77 =175 @ l76
3 r1 =t 8 tog = lao @ lo7 16 52 = lag 22 g1 = t79 B 30
3 ry=tr 8 t30 = ta7 B t2g 17 g1a = AN D(r98,729) 23 too = t55 @ tso
3 T7 = t16 8 t31 =t D t2g 17 g17 = AND(r34,735) 23 tg2 = t55 D te1
3 rg =tg 8 t3q = tog Dtz 17 923 = AND(7'46, 7‘47) 23 ter = tss Dtee D 1
3 10 = t10 8 t36 =tz D33 17 g26 = AND(r52,753) 23 t70 = tes D teg O 1
3 r13 = l1s 8 r19 = t30 17 tas = ta3 ® las 23 72 = tee D tr1
3 rog = t12 8 roq = 31 17 tag = tag © lar 23 t7a = g26 ©l73 B 1
3 T35 = t16 8 rog = log 17 ts0 = taz ® tas 23 t7g = teg ©lrr © 1
3 ra1 = tis 9 t35 =t ©l34 17 r30 = ta5 23 tsa = tes @ ts1
3 r51 = t7 9 ly7 =14 D lse 17 r36 = lag 23 Yo = tra
3 55 = lg 9 r20 = U35 17 ra2 = lso 23 Y1 =tro
3 r57 = l1o 9 ro2 = ta7 17 T4 = lus 23 Y2 = ts2
4 go = AND(ro,m1) 10 t3g = t35 B tar 17 T54 = tys 23 y3 = teo
4 ga = AND(r4,75) 10 rig =38 17 r60 = t50 23 Ya = te2
4 g3 = AND(rg, 77 11 go = AN D(r18,719) 18 g15 = AND(r30,731) 23 Ys = trs
4 g4 =AND(rs,r9) 12 | t39 = tag D go 18 | g18 = AND(r36,737) 23 | ye = ter
4 g6 = AND(r12,713) 12 lyg =t37 ® go 18 g21 = AN D(r42,743) 23 yr = t72
4 ts =13 Dtr 12 r21 = t39 18 g2a = AN D(r4g,749)
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Listing 13: New AES S-box circuit (D: 22, AD: 5, #NL: 32, #L: 84, #(gate): 116)

Depth | Operation Depth | Operation Depth | Operation Depth | Operation
0 T5 = X0 4 tiy =t3 @t 10 To5 = t41 16 924 = AND(rys,749)
0 T33 = Zo 4 tia =16 Dls 11 g10 = AN D(r90,721) 16 gar = AND(754,755)
1 to =11 © a7 4 tir =t9 @t 11 g12 = AND(r24,725) 16 930 = AND(r0,761)
1 |t =2y @ s 4 | hs=ts Dty 12 | tao = go ® g0 16 | ts1 = tug @ tas
1 ty =2 D1y 4 ro =t 12 taz = g9 @ g12 16 teo = g14 © g26
1 ty = a2 ® 7 4 ry =t7 12 tgs = t31 B g12 16 ts1 = g23 © g25
1 ts = x5 D e 4 ri = tir 12 ta7 =135 © g1o 16 raq = ts1
1 re = to 4 ri3 = tis 12 ra3 = tao 16 Te2 = l51
1 T2 =t 4 ri7 =ty 12 To7 = tyo 17 922 = AND(ra4,r45)
1 rig =ty 4 rs; =ty 12 739 = taq 17 931 = AND(rg2,763)
1 16 =ty 4 r39 = l17 12 r3g = taz 17 t52 = G20 @ g30
1 53 = to 4 ra = tis 12 50 = taa 17 t53 = g23 © g24
1 r59 = t1 4 r45 = t1a 12 r56 = la7 17 ts59 = g20 © g21
1 re1 = t2 4 rag = t11 13 g11 = AND(raz,123) 18 tsq = t52 B tss
1 rez = t4 5 g1 = AND(ra,73) 13 g13 = AND(r26,727) 18 tea = go7 D t52
2 ty =ty D ta 5 95 = AND(r10,711) 13 g16 = AND(rs2,733) 18 tes = g17 D ts9
2 ts =13 Dty 5 g6 = AND(r12,713) 13 g19 = AN D(r38,739) 18 tes = g1s © ts9
2 tg = x0 D tg 5 gs = AN D(r16,717) 13 gas = AND(r50,751) 18 tes = 920 © g22
2 lis =25 ®ta 5 a0 = 94 ® g7 13 gas = AN D(r56,757) 18 73 = g29 © g31
2 ro =13 5 tag = t16 © g3 13 tag = tag © la7 19 55 = g15 B t5a
2 r9 =19 6 lo1 =93 @ gs 13 T40 = tag 19 te3 = g26 © te2
2 r37 =19 6 a3 = g6 D la2 13 58 = tag 19 t70 = tes © teo
2 ra7 =13 6 24 = go © g 14 g20 = AND(r40,741) 19 t7s = g17 © le2
3 te =24 D5 6 las = g1 @ g7 14 g29 = AN D(r58,759) 19 73 = tee D tes
3 tio =4 Oty 6 tas = g2 © gs 14 taz = los ® g13 20 ts6 = g15 © 55
3 tio =x1 Dty 6 tor = to D tao 14 tag = t37 ® g11 20 tes = ts5 D tea
3 tis=1a7 Dy 7 tog = ta3 @ tar 14 téo = g16 © g19 20 tr1 = g16 © t70
3 tie =t5 Dt1s 7 taog = x7 @ to1 14 rog = ta3 20 t76 = tgo @ t75
3 tig =24 D15 7 32 = t19 ® l26 14 r34 = lg 20 t79 = g19 © le3
3 r1=tp 7 33 = t1s B taa 14 T46 = ta3 20 Y7 = tes
3 ry =t 7 t36 = t1 @ las 14 T52 = tag 21 ts7 = g14 © t56
3 T7 = t16 7 r19 = tog 15 g14 = AND(ras,129) 21 teg1 = ts56 D teo
3 rg = t12 8 t30 = tor © ta9 15 g17 = AND(r34,735) 21 tr2 = gos © i1
3 r10 = t13 8 t31 = ta3 D tag 15 923 = AN D(r46,747) 21 t77 =t D ire &1
3 r15 = t1g 8 34 = t32 D las 15 926 = AN D(r52,753) 21 tgo = l7s @ l7g @ 1
3 r29 = tg 8 g7 =t33 B tae 15 tas = ta3 ® taa 21 ts2 = to5 D ls1
3 T35 = t16 8 rig = t37 15 tag = tae B tar 21 Yo = t77
3 r43 = t19 8 ra4 =30 15 ts0 = ta3 B tae 21 Y1 = tso
3 r51 = t10 8 roe = l31 15 r30 = la5 21 Y3 = te1
3 55 = t12 9 g9 = AND(r13,719) 15 r36 = lug 22 tss = g17 © ls7
3 rs7 = 13 9 tas =14 Dl3g 15 49 = l50 22 ter =ts7 Dtes B 1
4 go = AND(ry,71) 9 rog = t35 15 T48 = t45 22 trg =t @tz @1
4 ga = AND(r4,75) 10 t3s = t35 @ ta7 15 T54 = tag 22 tsg = t72 @ ts2
4 93 = AND(r¢,77) 10 39 =31 © go 15 r60 = t50 22 Y2 = ts3
4 g4 =AND(rs,r9) 10 | tar =t35 D go 16 | g15 = AND(r30,731) 22 | ya = tss
4 97 = AND(r14,715) 10 rog = t3g 16 g1s8 = AND(r36,737) 22 ys = trg
4 tr =20 Dt 10 ro1 = l39 16 g21 = AND(r42,743) 22 Yo = te7
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Listing 14: New AES S-box circuit (D: 17, AD: 5, #NL: 32, #L: 97, #(gate): 129)

Depth | Operation Depth | Operation Depth | Operation Depth | Operation
0 rs = Xo 3 tir =t Dtig 10 tyr = t38 D g12 14 g24 = AND(r48,749)
0 T33 = T 3 to1 =t10 D t2o 10 ts0 = t32 D g1o 14 g30 = AN D(r60,761)
1 to =1 ® 27 3 ro =ti7 10 53 = t36 D g0 14 g31 = AN D(re2,763)
1 t1=x4Da7 3 ry =t 10 tss = a3 D g12 14 tes = g17 © g1
1 to =x0 Dy 3 ry =17 10 ro3 = t42 14 tes = ga6 D gar
1 ty =x2 D w7 3 r10 =13 10 ro7 = tas 14 t73 = g14 © loa
1 ts = xo © x6 3 i =t 10 r3z = taz 14 g5 = g26 D gos
1 tg =11 O3 3 ri7 = 21 10 r3s = ls0 14 too = g14 © ts9
1 ti2 =220 w5 3 r31 = t11 10 r50 = taz 15 t55 = g20 © gs0
1 lig =11 Das 3 r3g = l1a 10 r56 = U0 15 56 = g23 D g2
1 tao = x5 © T 3 T45 = to1 11 g11 = AN D(ra2,723) 15 te1 = g20 D g21
1 tar = T2 ® 26 3 rag = ti7 11 g13 = AN D(ra6,727) 15 to2 = 914 © g15
1 6 = 1o 3 r51 = U7 11 g16 = AND(rsz,733) 15 tra = g19 @ g22
1 T2 =t 3 r57 = ts 11 g19 = AN D(r3s8,739) 15 t75 = g17 D irs
1 riq =12 4 g1 = AND(ra,73) 11 g25 = AND(r50,751) 15 trr = go1 @ 918
1 r16 =14 4 g2 = AND(rq,75) 11| g2s = AND(r56,757) 15 | tso = g15 ©lea
1 53 = to 4 g5 = AND(r19,711) 11 ts1 = ta7 D tso 15 g3 = g29 D g31
1 T59 =t 4 gs = AND(r16,717) 11 r40 = t51 15 tge = t73 D tgs
1 r61 = lo 4 toa = g7 D ga 11 58 = t51 15 to1 = gao D tgs
1 T63 = t4 4 tag = t13 D g3 12 g20 = AND(r40,741) 15 tgs = goa D le3
2 ty =1to Do 4 tas = go ® ge 12 920 = AN D(r58,759) 15 o4 = g21 D tgo
2 te =15 D5 4 t3z =12 D g7 12 tag = ta0 D g13 16 ts7 = t55 D 56
2 tio =11 Dty 5 tos = g5 D gs 12 tag = t35 D g11 16 tes = t55 D tes
2 ti3 =tg @ t12 5 ta7 = g6 @ l2g 12 tsa = g11 D ts3 16 te7 = to2 D te3
2 tis =1 @ t12 5 tog = to1 D tog 12 t59 = g13 © 58 16 teo = te1 D te2
2 tie =11 Dty 5 t30 =14 D g 12 tea = g16 © g9 16 tr1 = le1 D o3
2 tig =t5 © t1g 5 t34 = g1 @ ls3 12 tso = g16 © o5 16 trg = t74 D77
2 tog =ty B l22 5 t3g = to @ to4 12 rag = ta6 16 ts1 = g18 D tso
2 ro =13 6 t31 = gs @ l30 12 T34 = tag 16 tga = g20 © ls3
2 r1 =t 6 t35 = tag ©t34 12 r36 = l54 16 tg7 = t74 D tse
2 r7 =t13 6 tar =7 B los 12 T46 = l46 16 tgg = l55 D lo2
2 rg = t1g 6 tao = tar D t39 12 52 = l4g 16 tos = to1 @ tos
2 r9 =g 6 g = l35 12 T54 = l54 17 tes = ts7 @ ter
2 T13 = to3 6 r19 = tao 13 914 = AN D(rag,729) 17 t70 = ts7 D teo B 1
2 r15 = t15 7 g9 = AN D(r1s,719) 13 917 = AN D(r34,735) 17 t72 =ts7 Din
2 To9 = t10 7 t3z = tag9 B t31 13 g18 = AND(r36,737) 17 tre = tos D lrs B 1
2 T35 = t13 7 t36 = t31 D t3a 13 | g23 = AND(r46,747) 17 t79 =tge Dirs D 1
2 r37 =g 7 t3g = to7 B t37 13 926 = AN D(752,753) 17 ts2 = t57 B ls1
2 T41 = t23 7 ty3 = t37 Do 13 | g2r = AND(r54,755) 17 tss = tga Dtg7 D1
2 ra3 = l15 7 r20 = 36 13 52 = ta6 D tag 17 tos = t93 P lo5
2 ra7 =13 7 ro2 =32 13 tas = ta D tar 17 Yo = tre
2 55 = t1g 7 T24 = taz 13 oo = tsa D lsg 17 Y1 =trg
3 go = AND(rg,71) 7 To6 = 138 13 730 = t59 17 Y2 = toe
3 g3 = AND(rg,77) 8 tar =138 D go 13 r42 = t52 17 Y3 = ls2
3 ga = AND(rg,r9) 8 tyg =132 D gy 13 T4a = tgo 17 Ya = tes
3 g6 = AND(r12,713) 8 ro1 = ta1 13 r48 = l59 17 Ys = tss
3 g7 = AND(r14,715) 8 ro5 = tag 13 T60 = t52 17 Y6 = tro
3 tr =14 Dig 9 g10 = AN D(r30,721) 13 r62 = t6o 17 | yr =tr2
3 ts =x7 Dtg 9 g12 = AND(ra4,725) 14 915 = AND(r30,731)
3 t1n =29 D lio 10 tsz = go D g10 14 g21 = AND(r42,743)
3 tiy =ts Dl 10 tas = g9 D g12 14 | g2 = AND(ra4,745)
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Listing 15: New AES S-box circuit (D: 16, AD: 4, #NL: 33, #L: 104, #(gate): 137)

Depth | Operation Depth | Operation Depth | Operation Depth | Operation
0 T5 =T 3 53 = t10 9 913 = AN D(ra6,727) 12 r62 = le6
0 35 3 r57 = t12 9 g1a = AN D(r28,729) 13 g15 = AN D(r30,731)
1 to 3 r59 = l13 9 t36 = g9 D l35 13 g21 = AN D(r42,743)
1 ty 4 go = AND(ro,71) 9 a3 = g9 B ls1 13 gaz = AN D(r44,745)
1 ta 4 g2 = AND(r4,75) 9 too = t30 © go 13 g2a = AN D(r48,749)
1 ty 4 g1 = AND(rg,rg) 9 tes = tog D go 13 930 = AN D(r60,761)
1 ts = T2 D23 4 g5 = AND(r10,711) 9 r21 = 136 13 gs1 = AND(r62,763)
1 ts = 25 O 76 4 g1 = AND(r14,715) 9 T3 = ta3 13 teg = g25 D g9
1 tiy =z S5 4 g8 = AND(r16,717) 10 g10 = AN D(ra0,721) 13 t71 = g17 © g20
1 tao = o1 @ T 4 t7 =20 D te 10 | g11 = AND(r22,723) 13 t75 = g23 D g2
1 lyr =24 D g 4 tin =13 @t 10 tsq = l37 D g1a 13 tse = g20 D g9
1 re = to 4 tos =115 D g3 10 ts7 = ta1 D g13 13 tss = g17 © g29
1 ri2 =1 4 t33 = 7 D go 10 te1 = 913 ® teo 13 tos = g16 D 925
1 T4 = o 4 tag = g6 @ lus 10 tea = g14 © los 13 t100 = g26 D g18
1 r16 = ta 4 ro =11 11 tag = 135 D g11 14 te7 = g30 © g31
1 r55 = to 4 ry =17 11 tas = g10 © 51 14 t70 = g16 © log
1 Te1 =t 4 r33 = t7 11 t55 = go ® tsa 14 t72 = g15 © g18
1 re3 = l2 4 rs1 =11 11 tss = go @ ls7 14 t73 = g21 © go2
1 Tes = tg 5 g1 = AND(T27 Tg) 11 t59 = tsq4 D ts7 14 tso = 918 D teo
2 lg =19 ® 12 5 ta2 = g7 ® g 11 te2 = g10 © te1 14 g3 = gor D tn1
2 tg =x0 Ditg 5 tas = g4 @ l23 11 tes = g11 © lea 14 ts7 = ga2 S l7s
2 tis =15 B lig 5 tag = go @ t21 11 r32 = 55 14 tgg = g15 D tss
2 tig =15 Dlg 5 t31 = g5 D gs 11 r34 = taa 14 tos = gs0 © g32
2 tor =15 @t 5 t32 = g2 D gs 11 r36 = t62 14 tor = g15 © toe
2 ro =t3 5 34 = t23 D ls3 11 r3s = lsg 14 ti01 = te9 @ l100
2 r7 =t15 5 t3s = x5 @ t33 11 ra0 = tas 15 tes = g2 © te7
2 r9 =lg 5 ts0 = go D tag 11 r46 = ls9 15 74 = gos D to7
2 r13 = l21 6 tog = to @ l22 11 50 = t55 15 t76 = t7o © l72
2 r3r =115 6 tor =11 @ ta2 11 r52 = l4q 15 trs = l70 Dt
2 r39 =ty 6 29 = g1 @ log 11 r54 = te2 15 tg1 = t73 B lso
2 r43 = t21 6 t35 = t31 Dt3a 11 56 = ls8 15 tgg = t72 D ts3
2 ra9 =13 6 39 = t32 B lss 11 rs8 = lus 15 oo = tg7 B tsg
3 g3 = AND(r¢,77) 6 tao = g1 B t22 11 r64 = l59 15 to1 = tge  tsr
3 96 = AND(r12,713) 6 ts1 = t32 D tso 12 g16 = AND(r32,733) 15 tos = t73 D los
3 to =t3 @5 6 Tog = t51 12 | g17 = AND(r34,735) 15 tog = t73 D to7
3 tio =4 Dty 6 T25 = t35 12 g18 = AN D(r36,737) 15 ti02 = te7 @ t1o1
3 tio =11 Dy 7 g12 = AND(r24,725) 12 g19 = AND(r38,739) 16 trr = teg D lre
3 ti3 =7 Oty 7 tag = t2a O tas 12 | g20 = AND(ra0,711) 16 79 = tos Dlrs
3 t1g = lg & t15 7 t3o = tar B lag 12 g23 = AN D(r46,747) 16 tgo = teg P ls1
3 tir =t3 St 7 ty1 = t39 D tao 12 | g25 = AND(r50,751) 16 tss =174 Dtga ® 1
3 t1g =1t3 D t1s 7 r18 = t30 12 926 = AND(r52,753) 16 tog =t7a Blor B 1
3 tas =t15 B tar 7 r19 = lo26 12 gar = AND(r54,755) 16 tos = too © toa B 1
3 1 =tg 7 20 = t41 12 928 = AN D(r56,757) 16 tog = tgs D togs B 1
3 T4 = t10 7 T26 = 130 12 920 = AN D(r358,759) 16 t103 = tgo D t102
3 Ty = t12 7 T8 = tag 12 | gsa = AND(re4,765) 16 Yo = tss
3 ri0 = l13 8 g9 = AND(r18,719) 12 tae = tag D las 16 Y1 = tg2
3 1=t 8 t37 = tag O t35 12 ts6 = taa D55 16 Y2 = t103
3 r15 = t17 8 tag = t30 D ta 12 te6 = to2 D tos 16 Y3 = lrg
3 ri7 =tig 8 ts2 = t35 D g12 12 r30 = le5 16 Ya = tr7
3 r31 = tg 8 ts3 = 51 D g12 12 T4z = tas 16 Ys = lgs
3 ra1 = lie 8 rag = t37 12 ra4 = te6 16 Ye = log
3 r45 = ti7 8 ro7 = t52 12 r48 = 65 16 Y7 = lg2
3 ry7 = tig 8 ra9 = t53 12 r60 = tag
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Listing 16: New AES S-box circuit (D: 28, AD: 4, #NL: 34, #L: 81, #(gate): 115)

Depth | Operation Depth | Operation Depth | Operation Depth | Operation
0 T5 =T 3 T17 =t1g 10 rar = g12 15 g22 = AND(r44,745)
0 T37 = T 3 T35 = U7 10 r31 = g14 15 925 = AN D(r50,751)
1 to =1 © w7 3 r43 = li7 11 g13 = AN D(ra6,727) 15 g2s = AN D(r56,757)
1 t1 =24 D7 3 T45 =t18 11 915 = AND(r30,731) 15 g31 = AN D(re2,763)
1 to =29 By 3 T49 = 14 11 ta7 = 129 D go 15 tag = 45 P tag
1 ta=x2 D7 3 55 = t1o 11 t39 = go © l38 15 T46 = tag
1 ts =21 D3 3 59 = t12 11 ro0 = t39 15 T64 = tag
1 tg = T5 D Tg 3 r61 = 113 11 ro2 = t37 16 g23 = AND(r46,747)
1 tis =12 @ a5 4 g2 = AND(r4,75) 12 | gio = AND(r20,721) 16 g32 = AN D(r64,765)
1 re =to 4 ga = AND(rs,r9) 12 g1 = AND(rg2,723) 16 ts3 = g26 D 925
1 T2 =t 4 g5 = AND(r10,711) 12 ti3 =134 D g5 16 te1 = g20 D gos
1 Ty =ty 4 = AND(r12,713) 12 tag = t25 D g13 16 73 = g30 D gas
1 r16 = t4 4 gs = AN D(r16,717) 13 tao = g11 D 38 16 t76 = g31 © gs3
1 rs7 =to 4 tin =13 ®to 13 ta1 = l29 ® g10 17 t51 = g31 @ g32
1 re3 = t1 4 ro =11 13 tag = go D tag 17 t58 = ga2 © g23
1 Te5 = t2 4 53 = t11 13 ta7 = go ® tae 18 t52 = g20 © t51
1 re7 =l 5 = AND(ra,r3) 13 tso = t43 D lae 18 tes = t51 D le1
2 ts =to Dty 5 t20 = gs ® g7 13 r34 = taq 19 t5q = t52 D 53
2 le=1t1®1s 5 a2 = g6 ® g7 13 r36 = lao 20 55 = g17 D ts54
2 tg =x0Dis 5 t33 =1 D ga 13 ra0 = taz 20 te2 = g19 © t54
2 lig = t5 D t15 6 tor = g1 @ l1s 13 Ta2 = ta 21 ts6 = g16 D ts5
2 tig =t D15 6 toz =t4 D tap 13 rag = t50 21 t59 = g18 © lss
2 ro =t3 6 ta26 = go @ l22 13 r52 = l4q 21 tes = tss D te2
2 r =t 6 t30 = g5 @ t2o 13 r54 = tao 21 yr = le3
2 r7 =16 6 t31 = g3 @ ta2 13 r58 = taz 22 ts57 = g19 © ts6
2 r9 = lg 7 oy = g2 @ la3 13 re0 = la1 22 teo = g21 © ts9
2 r15 = t1g 7 tor = t14 D los 13 r66 = t50 22 t6a = g20 © ts6
2 r33 = tg 7 t32 = t16 D ta1 14 17 = AND(T34,T35) 22 o9 = g2a D tsg
2 r39 = t16 7 34 =t30 D t33 14 918 = AND(r36,737) 22 Y3 = teo
2 T =ty 7 23 = t34 14 920 = AN D(r40,741) 22 Y4 = ls7
2 r47 = l1g 7 730 = t34 14 g21 = AND(r42,743) 23 tes = tsg Dlea B 1
2 T51 = t3 8 tos = t21 D tos 14 | goa = AND(r4s,749) 23 ter = teo D tee
3 go = AND(rg,m1) 8 tog = to1 B tar 14 ga6 = AN D(r52,753) 23 70 = g23 © Loy
3 g3 = AND(r¢,77) 8 tag = tog ®tor 14 | gor = AND(r54,755) 23 | ye = tes
3 = AND(r14,715) 8 t3s = x7 B l32 14 a9 = AND(T58,T59) 24 tes =ts7 Dter D1
3 t7 =z Dl 8 r19 = log 14 g30 = AND(r60,761) 24 t71 = g20 © tr0
3 tio =24 @ty 8 ro1 = t25 14 933 = AN D(rg6,767) 24 t7g =le5s D73 D1
3 t12 =z Bty 8 To4 = tog 14 tyo = tao B a1 24 Yo = les
3 tiz=x7 Dty 8 796 = tas 14 tas = tao D taa 25 tro =ter Dl D1
3 tiy =1 B ts 8 rog = tag 14 tyg = ta O tay 25 t7s =t71 S ira
3 tir =tg @ tie 9 t36 = 33 D35 14 r32 =45 25 Y1 = tr2
3 tig =1ts D tig 9 tag =130 D I35 14 38 = l4g 26 trr =trs Btre @1
3 ry =t7 9 ris = t36 14 raq = ta2 26 t7s = gas © tr5
3 Ty =t1o 9 25 = 38 14 50 = tas 26 Ys = lr7
3 rg =l12 9 r29 = t36 14 56 = tag 27 t79 = go7 S l7s
3 T10 = t13 10 | g9 = AND(r18,719) 14 re2 = l42 28 tgo = te3 D trg
3 ri =ty 10 g12 = AN D(ra4,725) 15 916 = AN D(r32,733) 28 Y2 = tso
3 T3 = t1s 10 | g1a = AND(rgs,729) 15 | gi9 = AND(r3s,739)
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Listing 17: New AES S-box circuit (D: 15, AD: 4, #NL: 34, #L: 100, #(gate): 134)

Depth | Operation Depth | Operation Depth | Operation Depth | Operation
0 T5 = X 3 r11 = t16 8 tas = taq D go 11 T64 = lg3
0 T37 = To 3 ri7 =ti3 8 53 = tog D tzs 12 g16 = AN D(r3z,733)
1 to =21 ® a7 3 r3s = t12 8 tse = t31 D go 12 g22 = AN D(r44,745)
1 ty = x4 D a7 3 r43 = t1g 8 To0 = t41 12 923 = AND(r46,747)
1 ty =To Dy 3 T49 = t13 8 Tog = t39 12 gas = AN D(r50,751)
1 ty =x0 By 3 r53 = tog 8 r31 = g14 12 931 = AND(r62,763)
1 ts = T5 D xg 3 T55 = U7 9 g10 = AND(ra0,721) 12 932 = AND(r64,765)
1 tio =1 w3 3 59 = tg 9 g11 = AND(r2,723) 12 teg = g20 D g9
1 tiy =220 15 3 r61 = lg 9 g15 = AN D(r30,731) 12 t70 = g21 ® g20
1 tis = T2 @ 76 4 g1 =AND(rz,73) 9 ts1 =139 D g13 12 t72 = g29 D gas
1 re =to 4 g2 = AND(r4,75) 9 54 = g13 D t53 12 tgg = g24 D gos
1 iz =1 4 ga = AND(rs,79) 9 ts7 = g13 © ts6 12 too = g18 © gs0
1 rig =ty 4 g5 = AND(r10,711) 9 te1 = 913 D teo 12 toe = 927 D g6
1 T16 = t4 4 g8 = AND(ry6,717) 10 tyo = g11 D t50 13 tea = g31 D g32
1 r57 = to 4 oz =115 D ge 10 taz = 135 D g1o 13 tes = g26 D gos
1 re3 = t1 4 tor =114 D g7 10 a6 = g15 B tas 13 ter = 917 916
1 T65 = b2 4 tog = 113 D g6 10 ts2 = t31 D51 13 tes = ga2 © o3
1 re7 =ta 4 t36 = 1o ® g3 10 55 = g15 D 54 13 t71 = g18 B tro
2 tz3 =ty Dt 4 tas = 7 D g3 10 tss = g10 © ts7 13 ts2 = g24 © go3
2 lg =20 D5 5 t20 = g4 ® g7 10 ts9 = g15 D g11 13 tss = g16 D teg
2 t11 =11 @ tio 5 t21 = gs D gs 10 te2 = g10 © o1 13 tsg = g22 © g31
2 tis =tio D tia 5 tog = g1 @ lor 10 r34 =l 13 to1 = tsg @ too
2 ti7 =11 Dtiag 5 t30 = go D tag 10 r36 = taz 13 tor = g23 © loe
2 tig =t10 D tis 5 t3o =14 D gs 10 r3s = t58 14 tes = tea O tes
2 los =21 Dty 5 ta7 = taa D l3e 10 ra0 = t52 14 73 = tea D lr2
2 ro =t3 5 tag = to2 D tus 10 T4z = l43 14 t7q = tes © teo
2 r1 =t 6 tog = 21 © 121 10 r48 = ls5 14 t76 = g17 D tn
2 r7 =t15 6 t31 = tog ©t30 10 T52 = l46 14 t7s = to7 © too
2 r9 =l 6 t33 = g2 @ l32 10 rsq = ta2 14 tgo = te7 D tes
2 r13 = tig 6 tgg = too B lg7 10 r56 = t58 14 tgg = t70 B ls2
2 r15 = ti7 6 t50 = to1 © tag 10 58 = l52 14 tse = t71 D g5
2 r33 = t11 6 rig =38 10 re0 = l43 14 toz = g16 © to1
2 r39 =t15 6 r19 = t31 10 r66 = t55 14 tos = g33 © tss
2 Ty =t 6 roq = t31 11 917 = AND(134,735) 14 tos = tss P tos
2 T45 = t1g 6 T25 = t50 11 g18 = AND(r36,737) 14 tog = tes P tor
2 ra7 = ti7 6 T29 = t38 11 g19 = AN D(r3s,739) 15 75 = tee D lra
2 51 = t3 7 g9 = AND(r18,719) 11 920 = AND(ry0,741) 15 trr = tes D lre
3 go = AND(ro,71) 7 g12 = AND(r24,725) 11| g21 = AND(ra2,743) 15 | trg = tee D lrs
3 g3 = AND(r¢,r7) 7 tog = tog B tag 11 924 = AND(rys,749) 15 ts1 = loe B tso B 1
3 g6 = AND(r12,713) 7 34 = tos D ls3 11 g26 = AND(r52,753) 15 tsa =173 Dtz ® 1
3 g7 = AND(r14,715) 7 t3s = t3o B las 11 9271 = AND(754,755) 15 tgr =tr3 Dlgg D1
3 t7 =x4 Dt 7 t50 = ta3 B t37 11 928 = AN D(756,757) 15 tos = to2 ©to3 B 1
3 ts =11 Bl 7 teo = t31 D tas 11 929 = AND(r58,759) 15 tog = tgs D tog
3 tg = w7 Ditg 7 ro1 = t34 11 930 = AND(r60,761) 15 Yo = tsr
3 tig =20 @ t11 7 ro3 = tog 11 933 = AN D(766,767) 15 Y1 = lga
3 tig =15ty 7 ro6 = t34 11 tag = tao S tas 15 Y2 = tgo
3 ti6 = te D t15 7 ror = g12 11 tar = t42 @ tag 15 Ys = trr
3 log = te @ tas 7 rog = 35 11 tes = t59 D te2 15 Ya = lrg
3 T9 = tog 7 T30 = t24 11 r32 = ta7 15 Ys = toa
3 r3 = t12 8 g13 = AND(ra6,727) 11 Taq = taa 15 Y6 = ts1
3 Ty =t7 8 914 = AN D(ra8,729) 11 T46 = l63 15 y7r = trs
3 rg =lg 8 t39 = t35 D g 11 r50 = taz
3 rip =ty 8 t41 = go B t50 11 Te2 = taq
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Listing 18: New AES S-box circuit (D: 17, AD: 5, #NL: 32, #L: 93, #(gate): 125)

Depth | Operation Depth | Operation Depth | Operation Depth | Operation
0 s = To 3 tor =t4 D tao 10 tys = go D g12 14 921 = AND(142,743)
0 733 = Tg 3 ro =121 10 tse = t36 D g12 14 g22 = AND(r44,745)
1 to =21 D a7 3 ry =tr 10 a9 = t34 D g1o 14 g2a = AN D(r48,719)
1 t1 = x4 B 7 3 rqe =110 10 tsa = t30 D g10 14 930 = AN D(r60,761)
1 to =22 Dy 3 T10 = t11 10 T3 = ta2 14 g31 = AN D(re2,763)
1 ty =22 D7 3 ri =tis 10 ro7 = t44 14 te1 = g17 D g1s
1 ts =11 © a3 3 ri7 =tz 10 r32 = tag 14 tes = G190 © G18
1 ts =15 D e 3 r31 = 7 10 38 = tag 14 te6 = g14 D 926
1 t13 =z D15 3 r39 = t15 10 50 = ta6 15 t54 = g29 © g30
1 tir =22® s 3 r45 = t12 10 r56 = tag 15 t55 = g23 © gou
1 tig = o B 11 3 T49 = t21 11 g1 = AND(rg2,723) 15 teo = 914 © 915
1 r6 = to 3 r51 =t10 11 913 = AN D(r36,727) 15 te2 = g20 D g21
1 ri2 =1t 3 r57 = t11 11 g16 = AN D(r32,733) 15 o4 = g16 D to3
1 T4 =t2 4 g1 =AND(r2,73) 11 919 = AN D(r38,739) 15 t75 = te1 D tee
1 T16 = ta 4 g2 = AND(rq,75) 1 g25 = AN D(r50,751) 15 t76 = g21 D g22
1 753 = to 4 95 = AND(r10,711) 11 g2s = AND(r356,757) 15 tgo = g26 @ l63
1 rs9 =11 4 gs = AND(r16,717) 11 t50 = ta6 D tag 15 ts3 = g31 D tee
1 re1 = t2 4 ta2 = g7 D ga 11 ts7 = lag D t52 15 tgs = g25 D gou
1 r63 = t4 4 tog =114 D go 11 r40 = t50 15 too = g30 D tss5
2 ts =ty D la 4 tog = t16 D g7 11 58 = l50 16 tse = 54 D ls5
2 te =11 Dt 4 t31 = go ® t1r 12 g20 = AN D(r40,741) 16 tes = gor © t5a
2 tg =10 Dt 5 lo3 = gs D gs 12 929 = AN D(rss,759) 16 to7 = teo D to2
2 t1y =15 D t13 5 tos = g3 D loa 12 tas = tao B g13 16 teg = te1 D le2
2 tie =t1 @l 5 tar = g1 @ log 12 tag = 133 D g11 16 t71 = teo D te1
2 t1g =15 S t17 5 tog = t2 © gs 12 t53 = g11 © ls2 16 t73 = g15 © loa
2 tog = ts @ t1g 5 3z = toq D31 12 tss = g11 D ts7 16 trs = tea D trs5
2 ro =13 5 t39 = to ® l22 12 t77 = g16 D gas 16 g1 = t76 D lso
2 1=t 6 tog = g2 © tog 12 rog = tas 16 tsq = to2 D sz
2 r7 =114 6 33 = la7 D32 12 r34 = lug 16 tse = 76 D lss
2 rg = t20 6 t35 = to3 © tas 12 r36 = l53 16 tgg = t75 D tre
2 ro =ty 6 t37 = 21 @ a3 12 46 = tas 16 tg1 = tsg @ too
2 r13 = tig 6 tao = ta5 B l30 12 r52 = tag 17 tes = tse B le7 1
2 r15 = tie 6 rig = l33 12 r54 = l53 17 t70 = t56 D teo
2 rog = lg 6 719 = tao 13 g14 = AN D(r28,729) 17 tra = ts6 B lr1
2 T35 =t14 7 go = AN D(r18,719) 13 | g17 = AND(r34,735) 17 | tra =t56 B tr3
2 r37 = tg 7 t3g = tar B lag 13 g18 = AND(r36,737) 17 trg =tes Dlrs B 1
2 Ty =tis 7 34 = tog D l32 13 ga3 = AN D(r46,747) 17 tsa = to5 D g1 D1
2 T43 = t16 7 tsg = x7 D35 13 926 = AND(r52,753) 17 tey = tgqa Dilgg D1
2 r47 = t3 7 t3g =t @ t37 13 g2 = AND(r54,755) 17 tga = tgg ©® to1
2 55 = ta0 7 20 = t30 13 tar = t45 © tag 17 Yo = tro
3 go = AND(rg,11) 7 T2 = t34 13 ts1 = tas P tag 17 y1 = tga
3 g3z = AND(TG, 7‘7) 7 Troq = l38 13 tsg = tas D tsg 17 Y2 = to2
3 g1 = AND(rg,r9) 7 ro6 = l36 13 tgs = gag @ 77 17 Yz = t7a
3 96 = AND(r12,713) 8 tar = t36 D go 13 r30 = ta7 17 Y4 = lr2
3 g7 = AND(r14,715) 8 ty3 =134 go 13 T4z = t51 17 Ys = tsr
3 tr =x0 Dig 8 ro1 = t41 13 raq = t59 17 Yo = les
3 tio =21 Dly 8 ro5 = l43 13 r48 = taz 17 yr =tro
3 t1n =27 Bl 9 g10 = AND(r99,721) 13 r60 = t51
3 tin =16 D ts 9 g12 = AN D(r24,725) 13 r62 = l59
3 tis =lg B tia 10 ta2 = g9 B g0 14 915 = AN D(r30,731)
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Listing 19: New AES S-box circuit (D: 16, AD: 4, #NL: 33, #L: 101, #(gate): 134)

Depth | Operation Depth | Operation Depth | Operation Depth | Operation
0 Ts = To 3 r33 = t13 9 t3s = go © ts7 13 g15 = AN D(r30,731)
0 T35 = T 3 rq1 = ti7 9 ty1 = go D tar 13 921 = AND(r42,743)
1 to =11 D27 3 47 = t14 9 ts6 = t26 D go 13 g22 = AND(r44,745)
1 t1 =24 D7 3 r53 =17 9 59 = t29 © gy 13 g2a = AN D(r48,719)
1 ty =X By 3 r57 =19 9 r21 = l3g 13 930 = AN D(r60,761)
1 ty =22 ® 27 3 T59 = t10 9 To3 = ta1 13 g31 = AN D(re2,763)
1 ts = x5 ® x6 4 g2 = AND(r4,75) 10 g10 = AND(r20,721) 13 tes = 925 D 18
1 tin =z, 03 4 g1 = AND(rs,79) 10 | g11 = AND(r22,723) 13 tos = 917 © gao
1 tis =12 @5 4 95 = AND(r10,711) 10 50 = t39 D g14 13 to9 = g2s D gor
1 tig = T2 B Tg 4 g9s = AND(ry6,717) 10 ts3 = t34 D 913 13 tsa = g17 @ 927
1 re = to 4 ts =13 D7 10 t57 = g13 D ts6 13 ts3 = G20 © go3
1 ri2 =t 4 t21 = g7 ® g 10 teo = g14 © lsg 13 tos = g26 © g19
1 T4 = b2 4 tog = go @ t1a 11 taz = t37 D g1 14 t6s = g30 © gs1
1 r16 = l4 4 tog =116 D g3 11 43 = g10 D ta7 14 o5 = g16 D g2
1 55 = to 4 t35 = 7 D go 11 ts1 = g9 b ts0 14 ter = g21 © go2
1 re1 =l 4 lys =11 © g6 11 54 = go @ l53 14 70 = g24 D te6
1 Te3 = l2 4 ro =tg 11 t55 = t50 D ls3 14 t73 = g15 © Lo
1 T65 = b4 4 r51 = tg 11 tss = g10 © ts7 14 t74 = ga5 © tes
2 ty =ty Dl 5 g1 = AND(ra,73) 11 ter = g11 @ teo 14 tgy = tgo D lgs
2 te =z D5 5 tos = to1 D a3 11 r32 = t51 14 tss = g20 D tey
2 lig =t Dt 5 tor = gs D tog 11 r3q = taz 14 ts6 = g23 © g22
2 tig =t ® 15 5 t30 = g2 D gs 11 r36 = l58 14 tsg = g30 © gs2
2 lig =t1 D t15 5 t31 =98 D gs 11 r38 = t54 14 tgs = gaz ® o3
2 tao = t11 S t1g 5 t36 = t24 B U35 11 T40 = t43 14 tor = g25 © g15
2 ro =t3 5 tag = t23 D tas 11 r46 = U55 15 tea = g19 D te3
2 r1=tia 6 ta2 = g1 @15 11 50 = l51 15 tr1 = te7 D tro
2 r7 = t16 6 tog = to @ tar 11 r52 = l42 15 t7s = te5 D tra
2 r9g =t 6 tza =14 D t3g 11 T54 = l5g 15 trr = lgs D trs
2 r13 = t20 6 t37 = t31 Dtz 11 56 = t54 15 t79 = te9 O tra
2 r15 = l1s 6 a7 =130 D las 11 r58 = l43 15 tso = te3 D lrs
2 r31 = t12 6 ro4 = ta7 11 T64 = l55 15 tsr = tss O tse
2 r37 = ti6 6 T25 = t37 12 916 = AN D(r32,733) 15 oo = g15 D ts4
2 r3g =g 7 912 = AND(ra4,725) 12 g17 = AND(rsq,735) 15 tgr = go1 D lgo
2 T43 = t20 7 tag = t2a © tas 12 | g1s8 = AND(r36,737) 15 o5 = tga D lgs
2 r45 = tig 7 tog = to1 @ tog 12 gr9 = AN D(r3s,739) 15 tos = to3 B tor
2 T49 = t3 7 t33 = g7 Dtz 12 920 = AND(r40,741) 15 tog = te5 D to7
3 go = AND(rg,71) 7 718 = t2g 12 923 = AND(r46,747) 16 trg = tea B tr
3 g3 = AND(rg,77) 7 r19 = tag 12 925 = AND(750,751) 16 t76 = to4 O trs
3 g6 = AND(r12,713) 7 26 = t26 12 926 = AN D(rs2,753) 16 t7g = tes D t77
3 97 = AND(r14,715) 7 To8 = l2g 12 g2 = AND(r54,755) 16 tg1 =t7g Dtgo D1
3 tr =x4 Dtg 8 g9 = AND(T‘lg, 7‘19) 12 gog = AND('!‘55,7'57> 16 tss =tea Dtg7 D1
3 tg =11 St 8 34 =tos B ig3 12 920 = AN D(r58,759) 16 o2 = tgo B lo1 © 1
3 tio = z7 O to 8 t39 = t29 O t7 12 | gs2 = AND(r4,765) 16 tos = tso D tos
3 l13 = xo ® t12 8 tyo = to5 D lsg 12 tag = l42 D tag 16 t100 = log © lgg B 1
3 tig =15 © t12 8 tas = t37 D g12 12 ts2 = ta2 B ts1 16 Yo = ts1
3 tir =16 ®l1e 8 tag = ta7 ® g12 12 tez = lss D te1 16 Y1 = tss
3 r3 =1t13 8 r20 = t34 12 r30 = t61 16 Y2 = loe
3 Ty =t7 8 rag = t39 12 r42 = taq 16 Y3 = lre
3 rg = lg 8 ro7 = lug 12 r44 = l2 16 Ya = lrs
3 r10 = t10 8 r29 = tag 12 r48 = te1 16 Y5 = to2
3 i = tiy 9 913 = AN D(ra6,727) 12 60 = tas 16 Y6 = t100
3 ri7 =t 9 914 = AN D(r9g,729) 12 r62 = lo2 16 Y7 = tr2
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Listing 20: New SNOW3G S-box circuit (D: 36, AD: 4, #NL: 90, #L: 366, #(gate): 456)

Depth | Operation Depth | Operation Depth | Operation Depth | Operation

1 to=1x2 B w3 6 t149 = tgg D tor 12 925 = AN D(t26,t110) 17 t1a7 = g2g D g31

1 ty =14 O x5 6 t151 = tss © tos 12 | gor = AN D(tgs,to9) 17 | tizz =tinn D tire

1 ty = xe O a7 6 t153 = tg3 D tos 12 935 = AN D(tgs, t102) 17 ti74 = t121 D tiog

1 t5 = T4 D x6 6 t15s = to1 D lga 12 ga2 = AN D(tos, t7s) 17 ti7s = t124 © l164

1 to =1 D 22 7 g7 = AN D(t36,138) 12 | trr = l72 D tre 17 | ti7e = ti14 D tier

1 l7 =x3@ x4 7 gs = AN D(ta0, z6) 12 ti01 = t71 Dirs 17 t1s1 = t145 @ 170

1 ts = x5 O T6 7 g1z = AN D(tag, t50) 12 tios = ts3 D tss 17 | tiss = tirr @ tisy

1 lig =13 B w5 7 tag = t18 © g2 12 ti11 = g23 D g18 18 t148 = t146 D 147

1 tse = o & @7 7 tog =15 ® g1 12 ti19 = 924 D 918 18 tis = ti7a  lavs

2 g15 = AN D(t5,ts) 7 32 = tar © g5 12 t122 = 18 @ t11s 18 179 = t139 D l164

2 l3=1lodh 7 t34 =1s B ga 12 tis2 = t75 Dirs 18 t1s0 = t142 @ 167

2 tg =x7 Dig 7 55 = t53 O lsa 12 ti6o = 73 D 8o 18 tisa = t175 D l1ss

2 lip =17 Bt 7 ts7 = go © g11 12 ti61 = gaa D g3 18 t1s6 = t176 @ l1ss

2 tig =x7 @ l12 7 t61 = g15 D g9 12 tigr = b5 Dirs 18 t196 = t181 @ l195

2 tig =ts Dts 7 te2 = g10 D g1 12 tig3 = t13 D tg3 19 945 = AND(t184,t186)
2 tag = ls @ a7 7 t106 = t104 © t105 13 933 = AN D(tor,t101) 19 goo = AN D(t1ss, t196)
2 tyg =20 D5 7 125 = to5 © toe 13 | gss = AND(to1,t77) 19 tig2 = t1as D 173

2 ts1 =t5 Dt 7 t127 = tgs @ tgr 13 939 = AND(t151,t152) 19 t190 = t178 @ tigo

2 tsr = ts Dtse 7 t129 = to7 @ tos 13 | ga3 = AND(t153, t160) 19 | tig2 = ti79 © tio1

2 tgg = x7 D la 7 t133 = toe D tos 13 ti00 = ts3 D tr7 19 t194 = t180 D t103

3 g16 = AN D(t51,t13) 7 t154 = t149 © l153 13 t109 = t107 D t10s 19 t201 = t196 © l1ss

3 ty =t O3 8 g13 = AN D(ts2,t55) 13 | ti12 = 920 D go6 19 | t203 = tise D tiss

3 t11 =tg B t1o 8 tog = lo1 D t22 13 tiz = g25s S tin 19 204 = t184 ® l1s6

3 tog = t13 D g 8 los = g2 @ty 13 | tie = 915 D 920 19 tao = t1ss P t1sa

3 taz = tiz D a7 8 33 = t31 D t32 13 t117 = t115 D gas 19 taze = t1s4 @ l1ss

3 tss = t51 © tsr 8 t35 = g5 ©t3a 13 | ti20 = g21 S t11g 20 | gas = AND(t192,t194)
4 go = AND(z,t4) 8 tyy = t37 D gs 13 ti2g = tg9 @ t101 20 t19s = t1s2 @ t1o7

4 g3 = AND(t11,t13) 8 tag = t16 D g7 13 t135 = t101 D t102 20 t199 = t192 © 184

4 g11 = AN D(ts,tsg) 8 59 = g16 D ls7 13 | tize = 9271 D 935 20 1200 = t194 D l186

4 g17 = AN D(t2, t26) 8 tez = g16 D te1 13 tis0 = t7s D trr 20 ta0s = t190 D t204

4 tiy =11 ® o 8 te6 = g12 D L1 13 tisg = trs ® l77 20 ta07 = t1s6 P t206

4 tis =ti3 Dta 8 tes = g10 D g12 13 tis9 = t77 D tgo 20 t208 = t190 D gas

4 tir=11&15 8 t130 = t125 © l129 13 ties = g36 D gaz 20 to13 = t194 ® l196

4 tig =20 Dts 9 g23 = AN D(ts, t33) 13 | tiss =ta B trr 20 ta14 = 192 @ 194

4 lor = x7 B t11 9 tyz = t41 D ta 14 g22 = AN D(t106, t109) 20 216 = t196 D 192

4 tag =t11 Dtz 9 15 = gs © tas 14 | ga9 = AND(tgs, t100) 20 | toas = t1se D t190

4 tsq = t4g D log 9 teo = tss © tsg 14 930 = AN D(t127,t128) 20 toaz = t1ss @ t1go

4 tso =ts St 9 toa = to2 © to3 14 | gsa = AND(t129,t135) 20 | tor3 = t190 D t196

4 too =t11 D s 9 to7 = tos @ tes 14 | gs7 = AN D(t149, t150) 20 tazg = t196 D 194

4 loy = w7 Bty 9 tég = g13  te1 14 911 = AN D(t15s, t159) 21 946 = AN D(t203, t205)
4 tos = t51 D toe 9 tr1 = t33 O ls5 14| tia =tz @ tus 21 gar = AN D(t207, t190)
4 t105 = ta7 B lag 9 trg = to3 D tzs 14 t118 = t116 D t117 21 951 = AN D(t199, t200)
5 g6 = AND(t14,t15) 9 trg = t25 © t33 4 |tz =tz Btizo 21 | ge1 = AND(t243,t194)
5 914 = AND(t56,t47) 9 trg = tos B tas 14 t126 = togg P t100 21 g2 = AN D(t190,t213)
5 tig =12 @ l1s 9 gy = l35 D tas 14 t131 = t102 D t100 21 t202 = t19s @ t190

5 tag =t5 D tis 10 | g9 = AND(ts5,te7) 14| tiz4 = tigo @ ti02 21 ta1s = t19s @ ta14

5 to1 =t2 @ go 10 924 = AND(ty7,t71) 14 t140 = gor D g33 21 ta17 = t194 D t216

5 tog = t13 D tor 10 t70 = tes D Ty 14 tis7 = t155 @ t1s6 21 to18 = t198 © gus

5 t30 = ts D lag 10 t73 = teo O tea 14 ti62 = g3s D gas 21 t223 = t200 D t201

5 ts1 =1li3 B g3 10 t7s = te7 D tra 14 ties = ga2 D g3s 21 to24 = t199 © l200

5 t36 = t15 D tie 10 g0 = tea @ lrg 14 | tigo = g39 © tie1 21 t226 = t201 D 199

5 l37 = w6 B t1g 10 g1 = t43 © tag 14 tir1 = g39 @ ties 21 taz3 = t19s @ lo1e

5 t30 = t1a Dt1s 10 | tso =t25 D tas 15 | gas = AND(t125,t126) 21 | tozs = ti94 D t108

5 tyg = tg D tor 10 tgs = tas ©tga 15 932 = AND(t133,t134) 21 ta3s = t196 D t1gs

5 ts2 = t1s O to1 10 | tigs =ts Dt 15 | gao = AND(t154,t157) 21 | t2g9 = t206 D t23s

5 tes = g11 D g17 11 918 = AN D(t4g,ts1) 15 t123 = go1 D ga2 21 tara = t198 @ t206

5 o1 = tsg D too 11 926 = AN D(tas, tss) 15 t132 = t12s D l131 21 taz6 = t192 © L1098

5 toz = t2 ©tg2 11 | gss = AND(tss, t75) 15 | ti37 = 920 D g34 21 | tars = t19s D tass

5 tog = t4g D tos 11 gaa = AN D(toy, tso) 15 t143 = g35 D gao 21 tago = t243 @ targ

6 g1 = AND(t17,t19) 11 | tr2 =teo @ t70 15 | t1aa = g30 © t1ao 22 | gag = AND(t213, t215)
6 g2 = AN D(t30,t2) 11 trg = t35 D tr 15 t146 = g30 D t140 22 950 = AN D(to17,t198)
6 g1 = AN D(t26,t28) 11 gz = t71 D ts2 15 ti63 = ti61 D g1 22 gsa = AN D(t1s4,t215)
6 g5 = AN D(tz0,27) 11 | tog =tg1 D trs 15 | ti66 = t165 © gar 22| g55 = AND(t204, t217)
6 9o = AN D (0, t2s) 11 L102 = tss D lso 15 ti70 = t168 D L16o 22 956 = AN D(t156, t235)
6 g10 = AN D(t1s, t30) 11 | tio3 = ts1 D tm1 16 | gs1 = AND(t130, t132) 22 | gs9 = AND(tass, tozs)
6 t3s = t15 D tar 11 tior = t71 D ts1 16 ti1o4 = t122 D l123 22 t209 = t204 D gar

6 tao = ti6 D tzg 11 t1i0 = t71 D lss 16 t1ss = t136 D g32 22 to11 = t1ss © gae

6 ta1 =115 D go 11 t115 = g19 D g2 16 tia1 = 140 D gos 22 toas = tao2 @ 24

6 lso = tos D ts 11 t155 = tso D l7s 16 tia5 = t143 D l14a 22 taa7 = t200 © laze

6 ts3 =13 D tos 11 tiss = xo B t75 16 | tiea = t162 @ t1es 22 taog = t202 ® g51

6 lss = g14 © 917 11 t1gg = t2 ® tgo 16 ti67 = t162 D t166 22 tagr = ta15 @ l1o6

6 tos = tag D tss 11 tigr = t11 @ ts1 16 ti72 = g37 D gao 22 t240 = t196 P t215

6 tog = 7 @ lo1 11 tigr = 27 D tgs 16 ti77 = t11s ® tiro 22 toa1 = tazs @ lo13

6 lor = ta7 D tos 12 ga0 = AN D(x7,ts3) 17 tigg = t137 @ liss 22 248 = g0 D g1

6 t104 = o7 D tye 12 921 = AN D(t30, t103) 17 t142 = t137 © t1an 22 tors = tarz @ tars
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Listing 20: New SNOW3G S-box circuit (continued) (D: 36, AD: 4, #NL: 90, #L: 366,
#(gate): 456)

Depth | Operation Depth | Operation Depth | Operation Depth | Operation
22 tor7 = tars @ tore 25 tae2 = ta10 D taze 28 tars = tiss © taee 31 332 = g75 D t326
22 logs = taza P tors 25 tags = to12 @ tazo 28 t3zg = t104 © tar1 31 349 = 1347 © gso
22 laga = ta35 P taso 25 tagr = ta12 @ oz 29 grs = AN D(tas3, tasr) 31 352 = t351 © gs2
22 lag0 = t19s P tass 25 316 = t311 @ 315 29 gs3 = AN D(tar7, ta65) 31 356 = l354 D t355
22 291 = la3a D la3s 26 961 = AN D(t212,t255) 29 gsa = AN D(t337, t338) 32 gr6 = AN D(t316,t318)
22 339 = lars @ lago 26 ge9 = AN D(ta34; t250) 29 gss = AN D(t339,1346) 32 310 = t308 © t309
23 gs2 = AN D(t223,225) 26 tasg = tase P tast 29 tage = tar1 @® taes 32 324 = t320 © gr7
23 953 = AN D(t227, taos) 26 ta61 = loar B las1 29 295 = t2g3 D laoa 32 t327 = 326 © gr3
23 | gs7 = AND(t236, t237) 26 | taez = toss @ t2e2 29 | taos = ge5 D 911 32 | taz1 = U320 D tazo
23 ta10 = t20s @ t209 26 taes = tos1 @ tae7 29 tagg = g70 @ l2g7 32 t350 = t348 @ t349
23 t212 = ga7 @ to11 26 ta69 = tazo @ t210 29 t302 = 963 D o5 32 ta53 = t348 @ t352
23 219 = t214 @ gs0 26 taro = ta12 @ taz2 29 t303 = t301 © gro 32 t358 = gs2 D gss
23 t221 = t196 D ga9 26 taro = taso @ taer 29 t306 = g6 D t305 32 t363 = t304 D t356
23 loap = taa0 B toar 26 t3z1 = t196 D tasg 29 t314 = togs © losy 33 325 = t323 D t324
23 244 = g61 D g54 27 ge3 = AN D(t233, t269) 29 t321 = log7 D lass 33 328 = l323 © t327
23 245 = g56 D 959 27 gr1 = AN D(tass, tor2) 29 t322 = g72 D gso 33 333 = 973 D 976
23 249 = G54 D 955 27 gs1 = AN D(tars, t263) 29 l336 = l263 © t265 33 l359 = t357 P 358
23 Laso = g6 D laus 27 gs9 = AN D(t2s0, t26s) 29 t342 = t2ee D laes 33 t360 = t307 P 310
23 la52 = g6 D 954 27 tos0 = loa7 B lass 29 t345 = toes D lass 33 361 = t310 © t350
23 l253 = 956 D go2 27 tags = ta22 @ t261 29 t351 = gs1 D gsr 33 t362 = t300 P 353
23 tag1 = tazs @ tors 27 tar1 = tasg @ taro 29 t371 = tise @ taes 33 t367 = t331 @ tase
23 taga = t19s D torr 27 tags = tago D t263 30 967 = AN D(t292, t295) 33 t374 = t363 D tars
23 tag2 = tago @ t201 27 togs = tara @ tags 30 974 = AN D(t2g2, tags) 34 t334 = t332 @ t333
23 ta1s = togs @ tags 27 tago = tagg @ tase 30 975 = AN D(t313,t314) 34 t364 = t360 D t3s0
23 t335 = tars @ torr 27 tagz = tase @ taeo 30 gr9 = AN D(t315, ta21) 34 tae5 = t325 D t3s0
23 t337 = tars B tors 27 tags = tasg @ tar2 30 gs2 = AN D(t35, t336) 34 t366 = t328 D t353
23 t344 = ta77 @ tago 27 t301 = goa D geo 30 gs6 = AN D(t344, t345) 34 t370 = t361 © t369
24 gss = AN D(t239, t242) 27 t341 = laes D laes 30 t300 = tags D lagg 34 372 = l362 ® t371 © 1
24 taog = t21s8 B l219 27 369 = t184 B t263 30 304 = l302 © 303 34 l3s2 = l3e7 © l381
24 222 = g50 D ta21 27 t375 = t1g0 @ t26s 30 t307 = tags © 306 34 Yo = tzro
24 to29 = 1224 D g53 27 ta77 = 192 B laeg 30 t312 = toss D lase 34 Y1 = tar2
24 ta31 = l201 D 52 27 383 = t1gs @ ot 30 317 = tass ® tase 35 368 = t334 P 350
24 | toas = go2 D loaa 28 | gos = AND(t19s,t271) 30 | ta20 = loge D tass 35 | tare = l3a Dty B 1
24 | tas1 = taag @ taso 28 | g6 = AND(t217,t289) 30 | ta26 = g72 ® grs 35 | tars = taes D tarr
24 tasa = gs7 D tas2 28 g70 = AN D(t213, t296) 30 t343 = t341 © t342 35 t3g0 = tae6 P targ
24 tas6 = G55 D 957 28 g2 = AN D(tos1, toss) 30 t348 = gs3 D gss 35 tass = tara Dtz @1
24 t311 = tag1 @ taga 28 gs0 = AN D(tasa, toss) 30 t354 = gs7 D gss 35 Y2 =t350 D1
24 313 = tag1 D tass 28 gs7 = AN D(tars, taee) 30 t355 = gsa D tzar 35 Yz =tzz0 D1
24 319 = tag2 P tosa 28 tags = taco P t2ca 30 t3s7 = gsa D tzs1 35 Y6 = tare
24 340 = t335 P 339 28 tag7 = tasg @ t2ce 31 g3 = AND(t311,t312) 36 384 = l368 D l383
25 gos = AN D(t196, t220) 28 lagq = tor1 @ lora 31 grr = AN D(t319, t320) 36 386 = l376 D l3s2 © 1
25 to30 = la2s D la2g 28 t297 = gos D ge3 31 985 = AN D(t340, t343) 36 387 = l37a © t376 © 1
25 232 = g53 P ta31 28 305 = ge9 D Jo3 31 t309 = gee B o7 36 Yas =1t384 D1
25 loa7 = taa5 B toag 28 308 = go3 D 301 31 t318 = t31a ® ta17 36 ys = t384 D1
25 toss = tass @ tosa 28 t338 = t263 @ t266 31 t323 = g74 D g9 36 Y7 = t384
25 tos7 = gss D tos2 28 t346 = t266 D l26s 31 320 = gso D gr4
25 tosg = ta0 @ 222 28 t3a7 = gso D gs1 31 t330 = g75 @ U326
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Listing 21: New SNOW3G S-box circuit (D: 24, AD: 4, #NL: 90, #L: 533, #(gate): 623)

LW W W W W W W WWWWWNRNNNNNNNDNNNDNDNNDNDNMDNDNDNMDNDNNDNDNNLNDNDNDRDNDNNNDNDN - = s e e = O

to =z D a7

tio = xo © 21
tin =230 x5
tig =21 a7
tis = x4 D a5
tag = T4 D T
lyz = 25 D 26
tag = x4 ® 27
tra =21 ® x5
too = o D T2

r5 = t2

T29 = t11

T30 = t2g

r31 = ta3

T32 = tag

T34 =t

T46 = ta3

Ta8 = t11

g15 = AN D(r30,731)
ty=a5 D1
ts =23 B to
te = x6 D lo
tg = x5 Do
t1g =to ©t1n
lig =to @ ti3

tigs =t D tio
tor = 22 © l13
lgg =20 D26
tsg = xo @ t15
tez = 22 @ lag
loa = 22 B t11
tes = t1 @ l1s

3 = x3 D tge

f87 =to D taz

ti1z = t15 D too
r7 =13
rg =15
r10 = t75
ri3 =l
ro1 = tr5
T23 =ty
roq = l34
rog = t12
r33 =13
r3s =15
Tag = trs5
r50 = t5
rs2 =lg
56 = t59
T66 = t63
res = loa
r70 = 65
r8g = to7
rgg = l73

= AND(r10,711)
g1a = AN D(r25,729)
gi6 = AND<7"327 T:s:s)
g17 = AND(r34,735)

ty=w2Dt3
tr =13 Dt
liy =tc D t13

tiz = t5 © t1o
tig = x5 © tie
lor =23 Dts

tos = xo @ t12
tzo =te ©t15
l31 =24 D lig
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les = o5 D tas
tro = t2 @ t1s
t71 =22 @ les
lra =22 @ty

tgs = t1s D g7
tor =13 @ lgo

tiia =15 D tiis
tiag = taz D g15
r =tz
ro=t4

r3 = ta5
ry = tg1
ro =tia
ri2 = tss
r1a = t30
r15 = tag
ri6 = t31
r19 = tia
r20 = t114
rog = t7
r25 = tig
rog = t39
ro7 = tao
r36 = 54
r3g = tao
raq = t55
58 = t60
re2 = te2
r72 = te6
r80 = t70
rga = t71
rge = t72

go = AND(ro,m1)
g1 =AND(rz,73)
g2 = AND(r4,75)
g1 = AND(rg,r9)
g6 = AND(T12-,T13)
g7 = AND(r14,715)
gs = AND(r16,717)
g9 = AND(r1s,719)
g10 = AN D(rz0,721)
g11 = AN D(r22,723)
g12 = AND(ra4,725)
913 = AN D(ra6,727)
tg =x1 Bty

loo = t1a D t1s

oz = g17 D t17

tog = t17 D tor

tog =14 @ g14

t32 = g17 ® g14

tas = g17 D t21

tss = 1 S lag

ler = T4 D tas

ter = ta ® t1o
los = T3 @ t1a
leg = t7 D ts9

trg =114 D g5
tss = 915 D g5
l149 = g5 D l14g
ti61 = g14 D tos
tirr = g17 D tag

tirg = g14 ® U39
toos = g17 D tas
re =1g

r54 = ts8

reo = te1

rea = l2o

r7a = ter
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tyr =t19 D 13
taz = t32 D g12
tag = 911 @ 915

tyr = g4 D t1g
ts1 = 917 D g9
ts2 = g1 @ g16
ts7 = go D tas

t77 = 97 D g16
t7s = 911 @ 12
to2 = gs B g2
tog = t14 D go
ti02 = lss D g2
ti0s = 913 D g2
ti1s = 99 @ g10
ti16 = t32 ® g10
ti19 = t4 @ g1o
ti124 = t15 © gs
tige =15 © g2
ti50 = go D g2
ti51 = g4 ® lrag
ti70 = t2s © 913
ti7g = tgs @ t177
tiss = g6 D t179

217 = g8 D go
226 = t149 ® l225
24 = go © g3

t35 = 93 D g1a

t36 = g3 B lar
tag = ta1 O taz
t50 = tag D taa
53 =t D taa
ts6 = g3 D tar

tso = g3 B trg

tgg = t3s Diry
tgq = t20 O t51
tsg = t33 D ta7
Lo = go B lo2

tos = t3s Dirs
tor = t77 D to2
t10a = 57 @ t102
tiog = t52 @ g5
t10 = g3 D tas
t117 = t4a © l11s
t122 = t10s D t119
tios = t77 © t12a
ti2s = g15 D ti16
tiz2 = g6 D t116
t143 = t32 @ t102
tis2 = t116 B tis1
tis7 = g15 ® t151
t162 = tis0 P t161
ti63 = 78 © l11s
ti71 = t33 ® ti7o
tirs = t52 @ g0
t1go = ta1 B li7g
tigr =ty © l77
tigg = t115 P tiss
to18 = ti7s @ to17
too1 = t7 D52
tao7 = t1s0 P t226

ra7 = t30
ra9 = t56
r85 = t152

923 = AND(M(;, 7"47)
24 = AND(MS, 7‘49)
gaz = AN D(rga,7s5)
t76 = t35 D gs
tg1 = t50 D ts1
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Depth | Operation Depth | Operation Depth | Operation Depth | Operation

0 To = T 3 39 = t12 Dt3q 4 r76 = tes 7 tge = tag D g3

0 i1 =27 tyo = 23 D t1 r7s = teg tos = t52 D lso

0 TI7 = T tae = t1s Otz = AND(rg,77) o5 = go D t53

0 T8 = To tsa = t1 © 16 a2 = g4 B t1s tgg = to3 D tos
r40 = T7 lss =21 Dt 33 = g11 D gs t105 = taz @ lo7
to = a2 Dy teo = b5 @ t1e t37 = t23 ® g12 ti07 = t36 D lss
ty =x3 @ a7 te2 = t16 D l1s 33 = g1 D go t111 = tag B t11o

1120 = g4 D 109
t123 = t50 @ t122
t126 = t117 D l12s
ti2g = tgo D t12s
t133 = ti6 @ t110
tiga = tgg D tiz2
tig7 = ti17 D tize
t140 = taz D lse
t1aa = t109 D t1a3
tig0 = teo @ t122
ti64 = ti62 D t163
ti72 = tiz2 Bl
ti76 = t110 ® ti7s
t1g1 = go @ t1s0
t190 = t187 ® tigg
tig9s = tos D t10a
to15 = t52 @ to7
to19 = tos D ta1s
ta20 = t3 D tgo
222 = tgo @ ta21
to2g = tos D taor

r37 = tog

55 = t219
r57 = t190
r65 = 86

T67 = t129
r71 = ti26
r73 = toog
r79 = t164
rgg = ti11

918 = AND(7 36, 7" ;7)
gor = AN D(r54,755)
gas = AN D(rs6,757)
g32 = AN D(r64,765)
933 = AN D(rg6,767)
935 = AN D(r70,771)
936 = AND(77217‘7;)
939 = AN D(r78,779)
ga1 = AN D(rga, 783)
tgo = t32 D ts1

t101 = g23 D tos

t103 = t56 D tog

ti06 = toa D t10s

t118 = g24 ® tro7

t121 = to7 @ t120

tig7 = ts6 D ti2e

t130 = t126 D t129
t135 = t133 D t13a
tigs = t120 D tig7
t1as = tos @ t1aa

ti58 = tog @ t157

ties = t111 D tiga
tigg = t2 @ gao

ti73 = t76 @ t172

tig2 = ti76 D tig1
t1g3 = t123 D ga2

t201 = ts @ tog

1203 = g24 D t19s
t204 = t116 D ga2

to16 = t140 P t215
223 = t123 D t222

toos = gaz D tazo
r39 = t82

ra1 = ta16

r43 = t103

r45 = t158

r51 = t106

r53 = t121
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A Framework for Generating S-Box Circuits with BP-Based Heuristics

Listing 21: New SNOW3G S-box circuit (continued) (D: 24, AD: 4, #NL: 90, #L: 533,
#(gate): 623)

Depth | Operation Depth | Operation Depth | Operation Depth | Operation
8 r59 = t127 11 to10 = t155 B lier 14 266 = l233 D l263 15 T106 = l2sg
8 r61 = 135 11 to12 = 197 ® l206 14 lo67 = l246 D l262 15 T150 = l340
8 r63 = 173 11 to14 = 156 D l202 14 lor6 = l246 D l263 15 T154 =
8 r69 = t130 1 taga = ta09 P 230 14 tago = ta3s P tasg 15 Ti62 =
8 r7s = t1s2 1 taga = t1g6 P taz0 14 tagr = tasg @ togs 15 T168
8 r77 = t223 1 tag7 = ta11 @ taze 14 t302 = t242 D oo 15 r170 =
8 rg1 = ti68 11 toa1 = taz1 @ faag 14 t306 = t235 @ t2g0 15 172
8 rg7 = t145 1 to45 = t20s @ foaa 14 t312 = t260 D t262 15 T176 =
8 r89 = t138 11 toag = ta11 @ toug 14 t333 = tags @ t303 16 52 = AND(T104 7105)
9 919 = AND(r3g,739) 11 toss = ta31 @ tase 14 t337 = tags B t32s 16 953 = AN D(r106,7107)
9 920 = AND(r49,741) 11 tos7 = tazo @ tase 14 t33s = tags B tago 16 tar2 = geo D gs7
9 921 = AND(r42,743) 12 tosz = t1gs @ taze 14 t339 = tas0 D t313 16 taza = gas D gao
9 922 = AND(raa,745) 12 toss = to12 ® tass 14 t341 = t295 ® t303 16 tars = tag2 @ gao
9 925 = AND(r50,751) 12 tasg = t1g9 @ tasy 14 t342 = tas0 D tosa 16 torr = tago @ tor1
9 926 = AND(rs2,753) 12 242 = l210 ® tom 14 t343 = tazs D toes 16 to78 = ga5 D gag
9 929 = AND(rs8,759) 12 o4 = 159 @ loas 14 344 = t317 ® l325 16 tog2 = g54 D gar
9 930 = AND(r60,761) 12 taso = tao0 D tasg 14 1346 = ta33 P t2eo 16 tags = go2 P gao
9 g31 = AND(r62,763) 12 tosa = to14 D tass 14 347 = tago P t313 16 t203 = ga6 © Y50
9 g3a = AN D(res,769) 12 toss = 192 © las7 14 1350 = tazs P tac2 16 t294 = g50 P 951
9 937 = AND(r74,775) 12 roo = t246 14 t352 = tase B 325 16 t301 = g50 Y55
9 gss = AND(r76,777) 12 ro1 = t254 14 lass = gas D goo 16 t314 = t269 D g5
9 910 = AND(rso,7s1) 12 ro5 = ta50 14 ro3 = toe7 16 316 = t270 © g5a
9 ga3 = AN D(rsg, rs7) 12 ro6 = l233 14 ro4 = lo76 16 318 = g57 D 959
9 914 = AND(rss, rs9) 12 ro7 = la58 14 ro9 = t265 16 328 = G55 P t310
9 tioo = 132 D 918 12 r101 = logs 14 100 = t280 16 t329 = g58 P ge1
9 t112 = g18 ® g 12 108 = l246 14 104 = log7 16 t331 = g55 B t324
9 t131 = g32 D 935 12 r112 = lasa 14 109 = t265 16 ta72 = togog D i34
9 t139 = ts6 D t11s 12 r120 = l242 14 ri11 = t2go 16 378 = gas D G50
9 t153 = g35 D 933 12 ri21 = l23s 14 r115 = t264 16 t3ss = toss D U361
9 t154 = t121 D g33 12 T123 = t258 14 ri16 = t312 16 ta05 = t265 © tae1
9 t166 = t140 D g39 12 T124 = t250 14 3: 16 ta23 = tae7 @ 308
9 184 = g39 D 169 12 r130 = l23s 14 16 taz1 = gss P taz2
9 t194 = t101 B t1ss 12 136 = t235 14 16 tasa = go2 D ga6
9 toos = ga1 @ tao1 13 gas = AND(rgo,791) 14 16 tasg = tar1 © t30s
9 tao7 = 918 D g39 13 gas = AND(rgg,797) 14 16 tagr = tae7 D a9
9 to13 = 6 D gog 13 960 = AND(r120,7121) 14 16 tare = G50 D g5
9 229 = go7 D 36 13 tosg = ta3s @ tass 14 16 tars = t235 D gsa
9 t239 = t204 @ g36 13 tago = taa2 D tase 14 16 tags = taga O tasa
9 t243 = t203 D g36 13 a1 = tass @ tass 14 = 16 t503 = g54 D t502
9 toa7 = t138 ® g36 13 tae2 = taso D tasa 14 T164 = t346 17 targ = tars © gar
9 ta51 = g18 D 936 13 tags = taaz @ tasa 14 T166 = t347 17 toge = ga5 D tor2
9 toss5 = gos @ taoa 13 tags = tass @ taue 14 T174 = t350 17 t291 = ga7 D g53
10 t1a1 = g29 ® t1z1 13 toga = tasa @ tass 14 T178 = t352 17 too7 = gag P tora
10 t1a2 = g19 © g1 13 tago = la3s & taso 15 916 = AND(rg2,793) 17 t300 = 950 © Y53
10 t146 = gaa © ga3 13 tag5 = laa6 ® lasa 15 ga7 = AND(r94,795) 17 t304 = tar2 D gse
10 t1a7 = g29 D g3a 13 303 = tass @ tass 15 919 = AN D(rgs,799) 17 t309 = tass D t308
10 ti55 = 919 © 925 13 313 = tazs @ tass 15 950 = AND(r100,7101) 17 t315 = g53 P 301
10 t156 = g25 D gas 13 317 = la3s & lass 15 951 = AND(r108,7109) 17 319 = las2 © gs6
10 ti65 = 919 D g26 13 t325 = l2a2 @ las0 15 955 = AND(r110,7111) 17 1320 = G55 D l318
10 t167 = gaa © t13g 13 334 = ta33 @ tass 15 gs7 = AND(r114,7115) 17 321 = l314 © t316
10 t174 = g39 ®© gao 13 r92 = l263 15 gss = AND(r116,7117) 17 307 = tass @ 324
10 t1g5 = g30 © tiga 13 ros = la59 15 tags = taaz  toes 17 t330 = g52 P t329
10 t186 = ga3 D t154 13 r102 = lags 15 269 = gas D go2 17 t335 = o6 D lora
10 t191 = t154 © g31 13 r103 = l28a 15 ta70 = t264 D toer 17 t336 = gs2 B ta16
10 t193 = g22 D lisa 13 r107 = t290 15 tor1 = tazs P taer 17 353 = gag P 2o
10 t196 = ga2 D 166 13 110 = t205 15 tars = tag2 P t2ee 17 364 = tor1 @ tos2
10 tig7 = g29 D l153 13 113 = t303 15 tags = tags B togr 17 t366 = t242 D gs3
10 t202 = g37 D t194 13 r114 = t26o 15 tagg = tare @ t2so 17 t374 = g50 P 328
10 206 = 930 D gaa 13 ri17 = t313 15 tag = ta3 @ tost 17 381 = t265 @ tars
10 ta0s = 112 @ g22 13 ri1s = t262 15 t305 = t242 @ t264 17 tage = t3a7 D tars
10 t200 = g34 D t205 13 rig = t317 15 t308 = 951 D gs6 17 tag9 = ta72 @ t316
10 to11 = gao D g37 13 ri22 = 1325 15 t310 = tass @ t302 17 tazq = 314 ® ta23
10 t230 = g3s ® tazg 13 r125 = tasg 15 t311 = geo D tas7 17 taza = t331 @ taz1
10 t231 = g20 D g3s 13 r12s = t313 15 t324 = t242 D gs9 17 taaa = gas D t3z
10 taze = ta13 @ tazg 13 134 = t334 15 t332 = g51 D ge1 17 tass = t324 O tasa
10 t240 = t207 ® lazg 13 ri3s = ta17 15 t340 = taze © t334 17 taeo = tas2 @ tasg
10 244 = g33 D tous 13 140 = t259 15 t345 = ta60 D t306 17 taes = t318 D taer
10 248 = g20 D tour 13 r1a2 = t303 15 t348 = ta35 D tare 17 tarr = t318 D tare
10 tas2 = g26 © tas1 14 gs1 = AND(r102,7103) 15 t349 = ta6a D taos 17 tazg = tags D lars
10 tase = g37 D tass 14 956 = AND(r112,7113) 15 t351 = tazs D tagy 17 tase = t301 D lass
11 t159 = t142 D t1a6 14 959 = AND(r11s,7119) 15 361 = ga5 D g51 17 t501 = g52 P t32s
11 t192 = 147 D l1s6 14 ge1 = AND(r122,7123) 15 las2 = g62 D 959 17 t504 = g53 @ t503
11 t195 = t141 D l1a6 14 ge2 = AND(r124,7125) 15 tasa = laes D luss 17 r137 = U381
11 tigg = t1s5 ® tion 14 laga = tase @ 261 15 502 = 956 D go1 17 139 = U335
11 t200 = t165 B t193 14 taes = ta5s P ta61 15 105 = loss 17 157 = lase
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Listing 21: New SNOW3G S-box circuit (continued) (D: 24, AD

#(gate): 623)

. 4, #NL: 90, #L: 533,

Depth | Operation Depth | Operation Depth | Operation Depth | Operation
18 gos = AND(r136,7137) 19 391 = g2 D t390 20 506 = 973 D gso 22 tazs = U394 ® lare
18 | ge9 = AND(r138,7139) 19 | t303 = t246 D goo 20 | ts08 = g73 ® tago 22 | tazo = gs5 B tago
18 | grs = AND(r156,7157) 19 | tagr = t355  tage 20 | ts1s = g3 D tass 22 | tagr = tare D gro
18 tas1 = gsa D targ 19 ta00 = t322 @ t399 20 t528 = 977 D gso 22 taa2 = t367 D taos
18 t292 = g52 @ t201 19 ta11 = tags @ taro 20 r131 = l384 22 taar = t354 D taos
18 tags = tara @ toor 19 ta1s = tagg D tar7 20 r1a1 = t35s 22 taas = g70 D ta02
18 t299 = tage P taoa 19 ta40 = taz5 D tazs 20 r167 = taag 22 ta50 = ta19 D gs3
18 322 = t300 © t300 19 ta46 = t356 D tass 20 ri71 = tazg 22 ty52 = ta35 D gs3
18 323 = ga5 D t320 19 ta56 = t326 D tass 20 r179 = l363 22 453 = ta22 D gs3
18 t326 = t319 D g61 19 tag2 = tags @ lag1 21 go5 = AND(r130,7131) 22 tazs = tazo ® tar2
18 355 = l304 © t330 19 tass = l3s0 D grs 21 g70 = AND(r140,7141) 22 ta91 = lazs D lagy
18 356 = l297 D f329 19 tago = t311 © grs 21 gs3 = AND(r166,7167) 22 ta93 = ta6a D grs
18 | tae9 = taer D l319 19 | tago = taee P grs 21 | gss = AND(r170,7171) 22 | tags = taos D tagr
18 | tar5 =t327 D lara 19 | ri29 =t3m 21 | gso = AND(r178,7179) 22 | tsio = ta13 D tsog
18 t3g0 = t336 D tar2 19 133 = t389 21 t3s7 = t332 D gn1 22 t513 = t443 D tass
18 t390 = G54 D T304 19 r135 = ta11 21 37 = g71 @ t360 22 t515 = ta12 D t514
18 396 = t315 @ t327 19 143 = t354 21 t3ss = t306 D tarr 22 t520 = tapa D ts19
18 a6 = t201 P taos 19 r1a5 = taoo 21 394 = gsa D gou 22 525 = gs3 D t523
18 410 = t381 © l388 19 149 = t3o7 21 ti02 = t387 D gra 22 t530 = tas1 D ts29
18 ta17 = t309 © l364 19 ri51 = tag2 21 a0z = t373 B 302 23 taz4 = g1 @ tao1
18 a5 = t315 D taza 19 159 = taao 21 404 = 984 D g72 23 ta37 = U368 & laog
18 433 = U336 D laz2 19 r163 = la1s 21 ta08 = U398 D gr2 23 las7 = ge7 D tara
18 445 = 1316 D taaa 19 165 = ta46 21 a1z = t377 © gor 23 463 = g81 D taar
18 ta1 = t320 P tae0 19 169 = t370 21 113 = go4 D gr2 23 tas = 1305 P tazg
18 tae = t200 P 335 19 r177 = tase 21 t416 = 971 D gra 23 tars = tas0 @ tars
18 tieo = t321 D ta68 20 964 = AND(r128,7129) 21 t419 = t418 D gs1 23 tig2 = t436 D taar
18 tago = tarr @ taro 20 966 = AND(r132,7133) 21 taz0 = t362 @ gs1 23 taos = tag1 @ tao3
18 ts05 = t501 D ts04 20 961 = AND(r134,7135) 21 a2 = go7 D ta1s 23 t196 = ta09 D tas2
18 r127 = taos 20 g71 = AND(r142,7143) 21 430 = gs1 @ a2 23 199 = taa1 D taos
18 ria7 = tas3 20 gr2 = AND(r144,7145) 21 435 = goa D gr3 23 507 = taa2 D laas
18 r153 = tazs 20 gra = AND(r148,7149) 21 taas = g71 ® Geu 23 511 = tazs ® ts10
18 155 = taso 20 g75 = AND(r150,7151) 21 lass = g79 D gss 23 ts16 = 513 D l515
18 ri61 = t505 20 gr9 = AND(r158,7159) 21 464 = 981 D 975 23 521 = ta53 D l520
18 ri73 = tago 20 | gs1 = AND(r162,7163) 21 470 = go4 D gss 23 524 = 1305 P taze
18 ri7s = t375 20 982 = AND(7164,7165) 21 tare = t393 @ tar 23 526 = ta3s D l525
19 963 = AND(r196,7127) 20 gsa = AN D(r16s,T169) 21 tas1 = gs2 ® tar1 23 ts31 = t305 @ ts30
19 973 = AND(r146,7147) 20 gss = AND(r176,7177) 21 tagr = taor @ gs2 24 tars = tasy D tara © 1
19 976 = AND(r152,7153) 20 t358 = t335 D l354 21 ta97 = gs1 D tasy 24 tag5 = tag2 ® taga
19 977 = AND(r154,7155) 20 t363 = t353 D 362 21 509 = g75 D ts508 24 t500 = ta96 D tage © 1
19 gso = AND(r160,7161) 20 365 = tasa P t3e2 21 ts14 = g75 D t506 24 ts12 = t434 D ts511
19 gs6 = AND(r172,7173) 20 a77 = t371 © gsr 21 ts19 = la27 D ls18 24 ts17 = taes D ls16
19 gs7 = AND(r174,7175) 20 384 = U354 B l3s1 21 523 = tas1 P tso6 24 520 = taz7 B ts21
19 307 = gas D 202 20 387 = U323 D gs7 21 529 = g79 D t528 24 527 = U524 D U526 © 1
19 t354 = t2g2 P t353 20 392 = gs7 D t3s2 22 368 = l357 ® gro 24 532 = ts07 P 531
19 350 = t322 @ geo 20 t308 = t320 P 383 22 =t311 @ gso 24 Yo = tars
19 t360 = taso P t356 20 tao7 = t303 P tao6 22 379 = 970 D gso 24 Y1 = ts32
19 362 = 1326 D t328 20 ta1s = t350 D ge3 22 t395 = gso D Ye5 24 Y2 = ts00
19 t370 = t323 @ t369 20 ti21 = t362 D t386 22 tio1 = t3e2 D gos 24 Y3z = ts17
19 ta71 = tag2 @ t33s 20 tao7 = gs7 D 976 22 109 = gs9 D ta04 24 Ya = ts22
19 t373 = t355 ® t366 20 ta29 = ta11 P tazs 22 114 = gs9 D gos 24 Y5 = tso7
19 382 = g69 D gos 20 449 = ta18 D tags 22 taze = ta12 @ tazo 24 Y6 = ts12
19 383 = l311 © ges 20 ta51 = t306 D gre 22 lazs = ta12 B tazr 24 Y7 = tags
19 389 = lags D l3ss 20 ta71 = g63 D gse 22 436 = 985 D g3
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A Framework for Generating S-Box Circuits with BP-Based Heuristics

Listing 22: New Saturnin super S-box circuit (D: 25, AD: 12, #NL: 48, #L: 143, #(gate):

191)

Depth | Operation Depth | Operation Depth | Operation Depth | Operation
0 To = T3 5 914 = OR(r28,729) 11 t100 = tos © tog 17 t71 = tes @ gar
0 T =123 5 920 = OR(r40,741) 11 t132 = t128 P t131 17 t106 = t102 D g31
0 T3 =g 5 o1 = lss D lsg 12 oo =15 D gn 17 t13s = t134 D gas
0 Ts = T3 5 tioq = t121 @ t122 12 to1 = t15 ® go3 17 r52 = t5a
0 T2 =5 6 lo =20 B g2 12 lag = g5 ® tas 17 r5q = t5a
0 T13 = X4 6 tr = x6 D gs 12 t30 = g17 D tog 17 764 = t106
0 T15 = T 6 tiz = a3 © g1a 12 t37 = g11 D lse 17 r66 = t106
0 Ti7 = T4 6 t17 = 214 D g2o 12 tag = g23 @ taz 17 r76 = t71
0 T24 = T10 6 92 = g20 D t9o 12 tag = t19 D tao 17 r7g = tn1
0 T25 = T11 6 ti25 = gs @ t123 12 ts50 = t17 D tao 17 rss = t13s
0 ro7 = Tg 6 ry =ta 12 t59 = g23 @ tao 17 r90 = t138
0 T29 = T11 6 ri = ta 12 te1 = g11 © teo 18 | g26 = OR(r52,753)
0 T36 = T13 6 r19 = t7 12 tea = ta1 © te3 18 | g32 = OR(r64,765)
0 r37 = T12 6 ro3 =7 12 teg = 7 D tee 18 g3s = OR(r76,777)
0 T39 = T14 6 r31 = t12 12 lo7 = g5 B 917 18 | gaa = OR(rss,7s9)
0 T41 = T12 6 r3s = ti2 12 t101 = g11 @ t100 19 t55 = tac D 926
1 go = AND(rg,m1) 6 r43 = t17 12 t133 = g23 @ t132 19 tro = 47 © g3s
1 g6 = AND(r12,713) 6 rar = ti7 13 tor = to1 Ditoe 19 tio7 = t77 @ g32
1 g12 = AN D(r24,725) 7 g3 = AND(r¢,r7) 13 t31 = too @ t30 19 t139 = ta9 © gaa
1 g18 = AND(rs6,r37) 7 g9 = AND(r18,719) 13 t3g = t37 D t3s 19 r55 = lss
1 l7g =21 © 24 7 915 = AN D(r30,731) 13 lyg = l37 B lag 19 r59 = ls5
1 t7g = x5 ® 7 7 ga1 = AN D(ra2,743) 13 tas = tao D t32 19 re7 = t107
1 tgo = w9 © T10 7 l33 =12 @ 15 13 t51 =t B ts0 19 r71 = tio7
1 tg1 = w11 © 212 7 lo3 = to1 ® to2 13 o2 = l59 @ le1 19 rr9 = tr2
1 tso = 213 D 214 7 ti26 = 124 D t125 13 tes = t59 O tes 19 rs3 = tr2
1 t111 =21 B T2 8 t3 = 3D g3 13 ter = t1s D top 19 ro1 = t139
1 li12 =23 D2y 8 ls = 24 D go 13 tio2 = tor © ti01 19 ro5 = t139
1 tiz =25 D Te 8 tis=211D g5 13 ti03 = t21 © ta2 19 Yo = 55
1 ti1a = T9 B T12 8 t1s = T12 D g1 13 t134 = tg7 S t133 19 Yo = ti07
1 ti1s = 213 B 215 8 los = go  g15 13 lizs = t2o © t23 19 Ys = tr2
2 to =21 D go 8 tgs = g21 D to3 13 r4g = t39 19 Y14 = t139
2 ts = 27 D ge 8 t127 = g3 © go 13 T4 = tor 20 gor = AND(r54,755)
2 tio = 29 @ g12 8 t129 = g21 @ t126 13 r53 = lo7 20 933 = AN D(r66, 767)
2 tis = 215 D g8 8 rg =13 13 r60 = t102 20 | gs9 = AND(r7s,779)
2 tss = go @ ge 8 ro; =g 13 re1 = laq 20 945 = AN D(rg0,791)
2 lsa = g12 D lrs 8 r33 =tig 13 65 = laa 21 56 = la7 ® gar
2 tgs = t79 D lso 8 ri5 = tig 13 r72 = tes 21 t73 = t31 @ g39
2 tge = tg1 D ts2 9 94 = OR(rs,r9) 13 r73 = l31 21 t1o8 = t4a © g33
2 t116 = go B 912 9 910 = OR(r20,721) 13 r77 = t31 21 t1a0 = te2 D gus
2 tir = g18 ® tinn 9 g16 = OR(r32,733) 13 r84 = t134 21 r57 = ts6
2 t118 = t112 D t113 9 922 = OR(r44,745) 13 rg5 = le2 21 T69 = t108
2 ti1g = t11a ® t11s 9 log =t7 B t13 13 rs9 = le2 21 rg1 = lr3
2 re =t 9 tog =t3 @ t17 14 goa = AN D(ras, 49) 21 T93 = t140
2 rs = to 9 t32 =t12 Dt1g 14 930 = AN D(r60,761) 21 Y3 = 56
2 T4 =15 9 t35 =ts D33 14 | gss = AND(r72,773) 21 Ya = ti08
2 T20 = t5 9 tos = tos @ tos 14 | ga2 = AND(rs4,785) 21 Y11 =tz
2 r26 = t10 9 t130 = t127 © t129 14 ta = tao D tas 21 Y12 = t140
2 r32 = t1o 10 ty=1t1 D gy 14 tyr = ts4 @ tas 22 | gos = OR(r56,757)
2 r3g = t15 10 tg =t ® g1o0 14 a9 = t39 D tag 22 931 = OR(res, 69)
2 T4a = t15 10 | tia =t11 © g6 14 ts2 = t30 © to1 22 | ga0 = OR(rs0,781)
3 g1 = OR(ra,r3) 10 tig = t16 D go2 14 teg = tor D les 22 gas = OR(r92,793)
3 g7 = OR(r14,715) 10 | toa =to @ t2 14 76 = to D tes 23 57 =154 D gog
3 913 = OR(r26,727) 10 | tog = t10 D tas 14 tioa = t31 ©t103 23 t74 =71 © gao
3 919 = OR(r3s, r39) 10 tyg = l15 D32 14 t136 = l27 © t135 23 t109 = 106 D g3a
3 tgr = ts3 D lsa 10 tos = g16 D g22 14 r51 = ta6 23 t1a1 = t138 D ga
3 tss = tss5 D lse 10 tog = g10 D tos 14 75 = tar 23 rss = t57
3 t120 = t116 © 117 10 l128 = g4 D g22 14 rg7 = tag 23 r70 = t109
3 ti21 = t11s ® t11g 10 t131 = g10 @ t130 15 53 = goa D ts52 23 o = t74
4 ti =228 0 10 ri0 =t4 15 t70 = g6 D teo 23 ro4 = t1a1
4 te = x5 D g7 10 Tog = tg 15 t77 = tes D lre 23 Y2 = ts7
4 tin = 210 ® 913 10 r3q = tia 15 t105 = 930 D t10a 23 Y5 = t1o9
4 tie = 13 D g19 10 ri6 = t19 15 t137 = ga2 @ t13e 23 Y10 = tra
4 tgg = g7 ® 913 11 95 = OR(r10,711) 15 r50 = ls53 23 Y13 = t1a1
4 too = g19 D ts7 11 g11 = OR(r32,723) 15 56 = t53 24 | gag = OR(r58,759)
4 ti2 = g1 D g7 11 17 = OR(734,735) 15 r62 = t105 24 | gs5 = OR(r70,771)
4 t123 = g19 © t120 11 923 = OR(r46,747) 15 re3 = l77 24 ga1 = OR(rs2,7s3)
4 ry =1t 11 tos = tg D tay 15 T6s = t105 24 | gar = OR(r94,795)
4 re =11 11 tog = t19 D tag 15 r7a = t70 25 58 = t53 @ g20
4 r16 = to 11 t34 =14 D32 15 rso = t70 25 t7s = t70 D gu1
4 r18 = lg 11 36 =14 D l35 15 rs6 = t137 25 t110 = t105 D 935
4 Tog = t11 11 tag = to © ta3 15 ro2 = t137 25 tia2 = tig7 D gar
4 r30 = t11 11 tag = ts D tr 16 925 = OR(rs0,751) 25 Y1 = tss
4 r40 = 16 11 tip = t17 © ta 16 | g31 = OR(r62,763) 25 y7 = t110
4 T4z = t16 11 teo = t35 O tar 16 | g37 = OR(r74,775) 25 Yo = lrs
5 g2 = OR(r4,75) 11 te3 =13 D t1g 16 943 = OR(rsg, s7) 25 Y15 = t142
5 gs = OR(r16,717) 11 tos = t14 @ t17 17 | ts4 =130 D gos
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